FOQLLL

T

0ld SN 61610

Attorney Docket: Ryan C-4
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

P T APPLI M L ECO
Mail Stop: Patent Application U,:g
Commissioner for Patents -] 8
P.O. Box 1450 +<D
Alexandria, VA 22313-1450 gg

Titte:  MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND

METHODS OF USE
Inventor(s): Ryan, et al.

Enclosed herew) ing is;
+ PATENT APPLICATION, including:
67 pages of text
_4 sheets of drawings
« DECLARATION, not signed

Fee C ation (Small Entity):
$ 395 Basic Filing Fee _
$ 288 32 excess total claims @ $9 each = $288
$ 65 surcharge for late filing fees/signatures

$ 748 Total Amount Due
This application is being filed "missing parts”, without money or signatures.

Piease direct all future communications to:
Gerald E. Linden

12925 L.a Rochelle Cr.
Palm Beach Gardens, FL 33410

ail Certificatio
[, the undersigned, hereby certify that the enclosed patent application and related papers are being
deposited with the United States Postal Service "Express Mail Post Office to Addressee” service
under 37 CFR §1.10 on the date indicated below, addressed to Commissioner for Patents,
Alexandria, VA 22313,
Express Mail mailing label number - ED 243172992 US

For the Applicant,

/16 Jox

Gerald E. Linden 30, " date
(561) 694-2094

IPR2022-00412
Apple EX1043 Page 1

111604

At



MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND METHODS OF
USE

ROSS-REFERENCE EL D APPLICATIO

This is a non-provisional filing based on USSN 60/520,698 filed 11/17/2003 by Ryan, Comiskey
and Knapich.

This is a non-provisional filing based on USSN 60/562,204 filed 4/14/2004 by Comiskey, Finn and
Ryan.

This is a non-provisional filing based on USSN 60/602,595 filed 8/18/2004 by Finn.
BACKGROUND OF THE INVENTION

1. Technical Field

This invention relates generally to smart card technology.

2. Related Art
A smart card resembles a credit card in size and shape. (See ISO 7810). The inside of a smart
card usually contains an embedded 8-bit microprocessor. The microprocessor i1s under a gold
contact pad on one side of the card. Smarts cards may typically have 1 kilobyte of RAM, 24
kilobytes of ROM, 16 kilobytes of programmable ROM, and an 8-bit microprocessor running at
5 MHz. The smart card uses a serial interface and receives its power from external sources like a
card reader. The processor uses a limited instruction selt for applications such as cryptography.
The most common smart card applications are:

- Credit cards

- Electronic cash

- Computer security systems

- Wireless communication

- Loyalty systems (like frequent flyer points)
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- Banking
- Satelhte TV

- Government identification

Smart cards can be used with a smart-card reader attachment to a personal computer to
authenticate a user. (However, these readers are relatively costly, and have not been well
accepted by users.) Web browsers also can use smart card technology to supplement Secure
Sockets Layer (SSL) for improved security of Internet transactions. The American Express
Online Wallet shows how online purchases work using a smart card and a PC equipped with a

smart-card reader. Smart-card readers can also be found in vending machines.

There are three basic types of smart cards: contact chip, contactless and dual interface (DI) cards.

A contact smart card (or contact chip card) is a plastic card about the size of a credit card that has
an embedded integrated circuit (IC) chip to store data. This data is associated with either value or
information or both and is stored and processed within the card’s chip, either a memory or

microprocessor device.

The predominant contact smart cards in consumer use are telephone cards as a stored value tool
for pay phones and bank cards for electronic cash payments. Contact smart cards require the
placement of the card in a terminal or automatic teller machine for authentication and data
transaction, By inserting the contact smart card into the terrninal, mechanical and electrical

contact ts made with the embedded chip module,

Contactless smart cards have an embedded antenna connected to a microchip, enabling the card
to pick up and respond to radio waves. The energy required for the smart card to manipulate and
transmit data is derived from the electromagnetic field generated by a reader. Contactless smart
cards do not require direct contact with the reader because they employ the passive transponder

technology of Radio Frequency Identification (RFID). By just waving the card near the reader,
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secure identification, electronic payment transaction and authentication are completed in

milliseconds.

Contactless chip card technology is based on two standards: ISO/IEC 14443 Type A and Type B
(for proximity cards), and ISO/IEC 15693 (for vicinity cards). Cards that comply with these
standards operate at the 13.56 MHz frequency. ISO/IEC 14443 products have a range of up to 10

cm (centimeters), while ISO/IEC 15693 products can operate at a range between 50 and 70 cm.

Dual interface (DI) cards, sometimes called combination chip cards, are microprocessor multi-
function cards that incorporate both the functions of a contact chip card and a contactless card.
Within the smart card is a microprocessor or micro-controller chip with radio frequency
identification (RFID) capability that manages the memory allocation and file access. The on-

board memory is shared and can be accessed either in contact or contactless mode.

This type of chip is similar to those found inside all personal computers and when implanted in a
smart card, manages data in organised file structures, via a card operating system. This capability

permits different and multiple functions and/or different applications to reside on the card.

A dual interface (DI) card is ideal for single and multi-application markets ranging from micro-
payment {convenient alternative to low value cash transaction) to e-commerce and from ticketing
in mass transit to secure identification for cross border control. Originally, such cards were
intended to be used in conjunction with a reader connected to a PC for downloading tickets,
tokens, or electronic money via the contact interface and used in contactless mode in the

application for physical access or proximity payment

Passive radio frequency identification (RFID) devices derive their energy from the
electromagnetic field radiated from the reader. Because of international power transmission
restrictions at the frequencies of 125 KHz and 13,56 MHz, the contactless integrated circuits are
generally low voltage and low power devices. Read/Write circuits use low voltage EEPROM and

low power analogue cells. The read/write memory capacity in transponders, contact smart cards,
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contactless memory based smart cards, dual interface smart cards (contact & contactless) and

multi-interface micro-controllers is generally limited to approximately 64 kilobytes.

The dual interface (DI) smart cards typically have an 8, 16 or 32 bit microprocessor controller,
operate at a low voltage of 1.8V-5V and run at an internal frequency of 5 or 15 MHz. The open
platform architecture includes memory management, non volatile memory, contactless interfaces
and security features such as Advanced Crypto Engine (ACE) 1100 bit, triple DES encryption
and RSA.

High performance crypto controllers with multiple interfaces such as USB, ISO 14443 Type A,
B, Felica have been developed for multi-functional smart cards in applications such as security

access, healthcare, electronic purse, banking etc.

The main focus of the smart card industry has been on secure card applications, where large
memory capacity is not of paramount importance, and/or where pertinent information and

application software is stored at a centralised server location.

Another market area that has been evolving in recent years is memory, particularly for computing
devices which are capable of interacting with large amounts of data and implementing
sophisticated functionality, such as laptops, cameras, mobile phones, PDAs, MP3 players, and

the like.

The main focus of the flash drive industry is on high density memory (using NAND flash
memory cells) and current USB key chain products from the market leaders incorporate an 8-

Gigabyte flash memory chip, managed by a 32 bit micro-controller.

These large capacity, personal, portable storage devices are for decentralised applications to
transport confidential business documents, multimedia files, photos, music files, address book,

favorite web sites, games, etc.
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Apart from using USB tokens for file storage, they are also used for desktop settings, screen
lock, network login & access control, log book, user authentication (storing digital signatures,
certificates, key sets, finger-based biometric templates, usernames and passwords), digital

content and transaction security as well as enterprise and Internet security.

A USB token can also be used to download emails, remotely access a PC or to open a customised

browser that allows the user to surf the Web with total privacy.

Recent developments in USB flash memory drives have resulted in CDROM-like auto-run
devices that automatically execute a file when the USB token is inserted into a PC. The read-only
and auto-run contents are installed during the manufacturing process. Examples of auto-run
contents include opening a website, running a demo application, showing a presentation, making

a product pitch, providing customers with discount coupons etc.

Related Patents and/or Publications
US Patent Publication No. 2003/0028797 discloses integrated USB connector for personal token.

A personal key having an inexpensive and robust integrated USB connector is disclosed. The
apparatus comprises a circuit board having a processor and a plurality of conductive traces
communicatively coupling the processor to a peripheral portion of the circuit board. The plurality
of conductive traces includes, for example, a power trace, a ground trace, and at least two signal
traces. The apparatus also comprises a first housing, having an aperture configured to accept the
periphery of the circuit board therethrough, thereby presenting the plurality of conductive traces
exterior to the aperture. The apparatus also comprises a shell, surrounding the plurality of
conductive traces, the shell including at least one locking member interfacing with the first

housing.

US Patent Publication No. 2002/0011516 discloses smart card virtual hub. A smart card virtual
hub combines a ISO7816 compliant smart card reader interface with a USB hub that provides
one or more attachment points for connection of devices to the USB bus, thereby interfacing such

devices to the host computer. The hub in the presently preferred embodiment of the invention
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provides one port to which one USB functional device, such as a keyboard, may be attached. The
attached keyboard shares a common USB bus bandwidth with the internal embedded smart card
reader through a host-scheduled, token-based communication protocol that is handled by the

USB driver and the device driver.,

US Patent Publication No. 2003/0102380 discloses a memory card and a method for operating a
memory card, the memory card comprising: a memory mass storage; a first data interface with a
contacting interface and a high data transfer rate; a second data interface with a contact-less
interface. In a preferred embodiment, a memory card controller is included for selecting a first
data line from said first data interface or a second data line from said second data interface to

communicate with said memory mass storage based on a criteria.

US Patent Publication No. 2003/0087601 discloses an apparatus, system and method for
communicating between a personal device and a host computer. The apparatus comprises means
for wireless communication, for enabling communication with a personal device (which also
comprises means for wireless communication) and means for wired communication for enabling
communication with the host computer (which also comprises means for wired communication).
A controller installed within the apparatus, controls the data transfer between the wireless and
wired communication interfaces of the apparatus. The controller may perform additional
computing operations, such as security related operations (e.g. digitally signing a document,
ciphering, and so forth). The apparatus may further comprise a smartcard chip, for securely
storing information, and also for performing the additional computing operations.
Implementations of the invention can be carried out in order to functionally connect a personal
device, such as PDA, mobile phone, and so forth, to a host computer, or with an application
executed on the host computer. The apparatus may be used to for security implementations, e.g.
provision of PINs, keys, passwords, digitally signing of documents, and so forth. The personal
device may also be used as input means for the apparatus, thereby enabling a large number of

implementations, including applications with relevancy to cellular telephony.
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WIPO Publication No. WO 01/96990 discloses USB-Compliant Personal Key Using a Smartcard
Processor and a Smartcard Reader Emulator. A compact, self-contained, personal key is
disclosed. The personal key comprises a USB-compliant interface releaseably coupleable to a
host processing device operating under command of an operating system; a smartcard processor
having a smartcard processor-compliant interface of communicating according to a smartcard
input and output protocol; and an interface processor, communicatively coupled to the USB-
compliant interface and to the smartcard processor-compliant interface, the interface processor
implementing a translation module for interpreting USB-compliant messages into smartcard
processor-compliant messages and for interpreting smartcard processor-compliant messages into

USB-compliant messages.

WIPO Publication No. WO 00/42491 discloses USB-Compliant Personal Key with Integral Input
and Output Devices. A compact, self-contained, personal key is disclosed. The personal key
comprises a USB-compliant interface (206) releasably coupleable to a host processing device
(102); a memory (214); and a processor (212). The processor (212) provides the host processing
device {102) conditional access to data storable in the memory (214) as well as the functionality
required to manage files stored in the personal key and for performing computations based on the
data in the files. In one embodiment, the personal key also comprises an integral user input
device (218) and an integral user output device (222). The input and output devices (218, 222)
communicate with the processor (212) by communication paths (220, 222) which are
independent from the USB-compliant interface (206), and thus allow the user to communicate
with the processor (212) without manifesting any private information external to the personal

key.

WIPQO Publication No. WO 01/39102 discloses PORTABLE READER FOR SMART CARDS.
A portable reader (1) for smart cards (7) is described thét comprises: a support boedy (3)
contaimng at least one slot (5) for inserting and reading a smart card (7); interface mcans (9)
connected to the support body (3); interface means (9) connected to the support body (3); means

(13) for keeping and aligning the smart card (7); and a managing microprocessor contained
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inside the support body (3) and connected to the interface means (%) and the reading means for

smart cards (7).

US Patent No. 5,761,648 discloses interactive marketing network and process using electronic
certificates. A data processing system issuing electronic certificates through "online" networks of
personal computers, televisions, or other devices with video monitors or telephones. Each
electronic certificate includes transaction data and identification data, and can be printed out on a
printing device linked to a consumer's personal input device, or electronically stored in a
deéignated data base until a specified expiration date. The certificate can be used for various
purposes, including use as a coupon for a discounted price on a product or service, proof of a gift
or award, proof of reservation, or proof of payment. Consumers access the data processing
system online, browse among their choices, and make their selections. The data processing
system provides reports on the selected certificates and their use following selection. Certificate
issuers also have online access to the data processing system and can create or revise offers, and
provide various instructions pertaining to the certificates, including limitations as to the number
of certificates to be issued in total and to each individual consumer. (see also

www.coolsavings.com})

U.S. Patent No. 6,694,399 discloses method and device for universal serial bus smart card traffic
signalling. A method and device are disclosed for detecting successful transfers between a
Universal Serial Bus (USB) port and a USB smart card and generating a signal that provides an
indication of the USB transaction activity. This USB transaction activity signal is modulated
according to the USB transaction activity and drives a Light Emitting Diode (LED) in a preferred
embodiment of the invention. A counter internal to the USB smart card scales the transaction
activity signal such that it is perceptible to the user. Because the current through the LED
depends upon the USB transaction activity, the brightness of the LED varies according to the
USB transaction activity. The LED may be driven from a current mirror sink or source, or a

current switch sink or source.

GLOSSARY, DEFINITIONS, BACKGROUND
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The following terms may be used throughout the descriptions presented herein and should generally

be given the following meaning unless contradicted or elaborated upon by other descriptions set

forth herein. Many of the definitions below were taken from http://www.webopedia.com. Some

of the terms set forth below may be registered trademarks (®).

BIOS

Bluetooth

CDMA

cell phone

Short (e.g., acronym or abbreviation) for " basic input/output” system. BIOS is
the built-in software that determines what a computer can do without accessing
programs from a disk. On PCs, the BIOS contains all the code required to control
the keyboard, display screen, disk drives, serial communications, and a number of

miscellaneous functions.

A wireless technology developed by Ericsson, Intel, Nokia and Toshiba that
specifies how mobile phones, computers and PDAs interconnect with each other,
with computers, and with office or home phones. The technology enables data
connections between electronic devices in the 2.4 GHz range at 720 Kbps (kilo
bits per second) within a 30-foot range. Bluetooth uses low-power radio

frequencies to transfer information wirelessly between similarly equipped devices.

Short for "Code-Division Multiple Access". CDMA is a digital cellular
technology that uses spread-spectrum techniques. Unlike competing systems,
such as GSM, that use TDMA, CDMA does not assign a specific frequency to
each user. Instead, every channel uses the full available spectrum. Individual

conversations are encoded with a pseudo-random digital sequence.

Also referred to as "mobile phone" or "handset”. A cell phone today is a mobile
communication device used not only for making calls, but it is lately used as
media device, transaction device, data storage device using SD or MMC cards for
that. So called smart cellular phones are also Internet enabled devices allowing
the user to connect to and browse the world wide web, send and receive email,

and some also incorporate the functionality of a PDA.
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cf.

computer

DNS

DSL

Short for the Latin "confer". As may be used herein, "compare”.

A programmable machine. The two principal characteristics of a computer are:

- It responds to a specific set of instructions in a well-defined manner.

- It can execute a prerecorded list of instructions (a program).
Modern computers are electronic and digital. The actual machinery - wires,
transistors, and circuits - is called hardware; the instructions and data are called

software.

Short for "Domain Name System" (or Service or Server). DNS is an Internet
service that translates domain names into IP addresses. Because domain names are
alphabetic, they're easier to remember. The Internet however, is really based on [P
addresses. Every time you use a domain name, therefore, a DNS service must
translate the name into the corresponding IP address. For example, the domain
name www.example.com might translate to 198.105.232.4. The DNS system is,
in fact, its own network. If one DNS server doesn't know how to translate a
particular domain name, it asks another one, and so on, until the correct P address

is returned.

Short for "Digital Subscriber Line". DSL technologies use sophisticated
modulation schemes to pack data onto copper wires. They are sometimes referred
to as last-mile technologies because they are used only for connections from a
telephone switching station to a home or office, not between switching stations.
The two main categories of DSL are ADSL (asymmetric DSL) and SDSL
(symmetric DSL). ADSL supports data rates of from 1.5 to 9 Mbps (million bits
per second) when receiving data (known as the downstream rate) and from 16 to
640 Kbps when sending data (known as the upstream rate). Two other types of
DSL technologies are High-data-rate DSL (HDSL) and Very high DSL (VDSL).
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EEPROM

e.g.

efc,

Ethernet

Short for "electrically erasable programmable read-only memory"”. EEPROM is a
special type of PROM that can be erased by exposing it to an electrical charge.
Like other types of PROM, EEPROM retains its contents even when the power is
tuned off. ~EEPROM is similar to flash memory (sometimes called flash
EEPROM). The principal difference is that EEPROM requires data to be written
or erased onc byte at a time¢ whereas flash memory allows data to be written or

erased in blocks. This makes flash memory faster,

Short for the Latin "exempli gratia". Also "eg" (without periods). As may be

used herein, means "for example”.

Short for the Latin “et cetera”. As may be used herein, means "and so forth", or
“and so on", or "and other similar things (devices, process, as may be appropriate

to the circumstances)".

A local-area network (LAN) architecture developed by Xerox Corporation in
cooperation with DEC and Intel in 1976. Ethernet uses a bus or star topology and
supports data transfer rates of 10 Mbps. The Ethernet specification served as the
basis for the IEEE 802.3 standard, which specifies the physical and lower
software layers. Ethernet uses the CSMA/CD access method to handle
simultaneous demands. It is one of the most widely implemented LAN standards.
A newer version of Ethernet, called 100Base-T (or Fast Ethernet), supports data
transfer rates of 100 Mbps. And the newest version, Gigabit Ethernet supports

data rates of 1 gigabit (1,000 megabits) per second.

expansion card A stamp-sized add-on memory that a user inserts into an expansion slot of a

device such as a PDA. Expansion cards can contain applications, songs, videos,
pictures, and other information in a digital format. They also come in three
'flavors’: MultiMediaCard™ (MMC), SD (Secure Digital) card and SDIO (Secure
Digital Input/Output) card. Mini SD Card
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Firewall

flash memory

A system designed to prevent unauthorized access to or from a private network.
Firewalls can be implemented in both hardware and software, or a combination of
both. Firewalls are frequently used to prevent unauthorized Internet users from
accessing private networks connected to the Internet, especially intranets. All
messages entering or leaving the intranet pass through the firewall, which
examines each message and blocks those that do not meet the specified security
criteria. There are several types of firewall techniques:

- Packet filter: Looks at each packet entering or leaving the network and
accepls or rejects it based on user-defined rules. Packet filtering is fairly effective
and transparent to users, but it is difficult to configure. In addition, it is
susceptible to IP spoofing.

- Application gateway: Applies security mechanisms to specific applications,
such as FTP and Telnet servers. This is very effective, but can impose a
performance degradation.

- Circuit-level gateway: Applies security mechanisms when a TCP or UDP
cornection is established. Once the connection has been made, packets can flow
between the hosts without further checking.

-Proxy server: Intercepts all messages entering and leaving the network. The
proxy server effectively hides the true network addresses.

In practice, many firewalls use two or more of these techniques in concert. A"
firewall is considered a first line of defense in protecting private information. For

greater security, data can be encrypted.

A special type of EEPROM that can be erased and reprogrammed in blocks
instead of one byte at a time. Many modern PCs have their BIOS stored on a
flash memory chip so that it can easily be updated if necessary. Such a BIOS is
somctimes called a flash BIOS. Flash memory is also popular in modems because
it enables the modem manufacturer to support new protocols as they become

standardized.
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GSM/GPRS

handheld

1.e.

[EC

IEEE

IEEE 812.11

IEEE 1394

Short for "Global System for Mobile Communications”/"General Packet Radio
Service". A type of mobile phone network used throughout most of the world.
GPRS enabled networks offer 'always-on', higher capacity, Internet-based content
and packet-based data services. This enables services such as color Internet
browsing, email on the move, powerful visual communications, multimedia
messages and location-based services. Used by AT&T, Cingular Wireless and T-
Mobile (and others) in the USA and Rogers Wireless and Fido in Canada. GSM

11.11 is a specification for Global System for Mobile communications.

A portable electronic device that fits in a hand or pocket and functions as a
personal organizer, but can also contain other applications that enable you to
listen to music, view photos, read ¢Books, play games, view and edit documents,

and more. Also commonly called a Personal Digital Assistant (PDA).

Short for the Latin "id est”. As may be used herein, "that is".

Short for "International Electrotechnical Commission™.

Short for "Institute of Electrical and Electronics Engineers”. The IEEE is best

known for developing standards for the computer and electronics industry.

The IEEE standard for wireless Local Area Networks (LANs). It uses three
different physical layers, 802.11a, 802.11b and 802.11g.

IEEE 1394 (also known as FireWire® and iLINK™) is a high-bandwidth
isochronous (real-time) interface for computers, peripherals, and consumer
electronics products such as camcorders, VCRs, printers, PCs, TVs, and digital

cameras. With IEEE 1394-compatible products and systems, users can transfer
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[nternet

1/O

(SO

[SO 14443

1SO 7810

ISO 7816

video or still images from a camera or camcorder to a printer, PC, or television

(TV), with no image degradation.

A global network connecting millions of computers for the exchange of data,
news and opinions. Unlike online services, which are centrally controlled, the
Internet is decentralized by design. Each Internet computer, called a host, 1s
independent. Its operators can choose which Internet services to use and which
local services to make available to the global Internet community. Remarkably,
this anarchy by design works exceedingly well. There are a variety of ways to
access the Internet. Most online services, such as America Online, offer access to
some Internet services. It is also possible to gain access through a commercial

Internet Service Provider (ISP).

Short for "Input/Output”.

Short for "International Organization for Standardization." (Note that ISO is not
an acronym,; instead, the name derives from the Greek word iso, which mcans

equal.)

ISO 14443 RFID cards; contactless proximity cards operating at 13.56 MHz in up
to 5 inches distance. ISO 14443 defines the contactless interface smart card

technical specification.

Defines the size and shape of cards. All credit cards and debit cards, and most ID
are the same shape and size, as specified by the ISO 7810 standard. Smart cards
follow specifications set out in ISO 7816, and contactless smart cards follow the

ISO 14443 specification.

Regarding smart card, ISO7816 defines specification of contact interface IC chip
and IC card.
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ISO 15693

LAN

memory

MMC

Modem

ISO standard for contactless integrated circuits, such as used in RF-ID tags. ISO
15693 RFID cards; contactless vicinity cards operating at 13.56 MHz in up to 50
inches distance. (ISO 15693 is typically not used for financial transactions

because of its relatively long range as compared with ISO 14443 )

Short for "Local Area Network”. A computer network that spans a relatively small
area. Most LANs are confined to a single building or group of buildings.
However, one LAN can be connected to other LANs over any distance via
telephone lines and radio waves. A system of LANs connected in this way is

called a wide-area network (WAN).

Storage for applications, photos, videos and other data in a device, measured in
megabytes (MB). The more memory, the more applications, photos, videos and
other data a device can store. Four types of memory are available:

1) fixed built-in random access memory (RAM) included with the device,

2) add-on memory, sold separately, in the form of expansion cards of various
capacities,

3) fixed built-in read-only memory (ROM) containing the operating system and
built-in applications and

4) built-in flash memory. See also non-volatile memory.

Short for "Multi-Media Card". Similar in form factor to an SD card. The
difference between an SD card and an MMC card is speed, durability, write-

protection, copyright protection, and size.

Short for "modulator-demodulator". A modem is a device or program that
enables a computer to transmit data over, for example, telephone or cable lines.
Computer information is stored digitally, whereas information transmitted over

telephone lines is transmitted in the form of analog waves. A modem converts
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NFC

OSI

PC

between these two forms. There is one standard interface for connecting external
modems to computers called RS-232. While the modem interfaces are
standardized, a number of different protocols for formatting data to be transmitted

over telephone lines exist.

Short for "Near Field Communication”. NFC is a wireless connectivity
technology that enables short-range communication between electronic devices. If
two devices are held close together (for example, a mobile phone and a personal
digital assistant), NFC interfaces establish a peer-to-peer protocol, and
information such as phone book details can be passed freely between them. NFC
devices can be linked to contactless smart cards, and can operate like a contactless
smart card, even when powered down. This means that a mobile phone can
operate like a transportation card, and ‘enable fare payment and access to the
subway.

NFC is an open platform technology standardized in ECMA (European
Computer Manufacturers Assoéiation) 340 as well as ETSI (European
Telecommunications Standards Institute) TS 102 190 V1.1.1 and ISO/IEC 18092,
These standards specify the modulation schemes, coding, transfer speeds, and
frame format of the RF interface of NFC devices, as well as initialisation schemes
and conditions required for data collision-control during initialisation — for both

passive and active modes.

Short for "Open System Interconnection”. The OSI model defines a networking

framework for implementing protocols in seven layers.

Short for "Personal Computer”. A PC is a single-user computcr bascd on a
microprocessor. In addition to the microprocessor, a personal computer has a
keyboard for entering data, a monitor for displaying information, and a storage

device for saving data.
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PCMCIA

PDA

protocol

RJ-45

RFID

Short for "Personal Computer Memory Card International Association”. The
PCMCIA is an international trade association and standards bedy cognisant of
several device standards including PC Cards, Miniature Card, and others.
PCMCIA is also used to describe PC Cards themselves, often referred to as

PCMCIA Cards.

Short for "personal digital assistant”. A PDA is a handheld device that combines
computing, telephone/fax, Internet and networking features. A typical PDA can
function as a cellular phone, fax sender, Web browser and personal organizer.
Unlike portable computers, most PDAs began as pen-based, using a stylus rather
than a keyboard for input. This means that they also incorporated handwriting
recognition features. Some PDAs can also react to voice input by using voice
recognition technologies. PDAs of today are available in either a stylus or

keyboard version.

An agreed-upon format for transmitting data between two devices. The protoco!
determines the following:

- the type of error checking to be used

- data compression method, if any

- how the sending device will indicate that it has finished sending a message

- how the receiving device will indicate that it has received a message

Short for "Registered Jack-45". RJ-45 is an eight-wire connector used commonly
to connect computers onto a local-area networks (LAN), especially Ethernets. RJ-
45 connectors look similar to the ubiquitous RJ-11 connectors used for connecting

telephone equipment, but they are somewhat wider.

Short for "Radio Frequency Identification”. An RFID device interacts, typically
at a limited distance, with a "reader”, and may be either "passive" (powered by the

reader) or "active” (having its own power source, such as a battery).
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SD

SDIO

SIM

SAM

Short for "Secure Digital". SD is a technology standard for providing portable
devices with non-volatile memory/storage and peripheral 1/O expansion
capability. On some devices this standard is implemented in the form of SD
memory expansion cards, used to store digital information like applications,
databases, photos, text, audio, video or MP3 music files, and an SD/SDIO
expansion slot. The SD standard makes it possible to transfer information between
devices that support SD expansion cards (e.g. transfer photos between a digital
camera and a PDA by exchanging the SD expansion card), assuming both devices

support the file format used for the transferred information (e.g. JPEG image file).

Short for "Secure Digital Input/Output”. SDIO. is a part of the SD memory
specification. It enables I/O (input/output) expansion for add-ons such as serial,
modem, camera or GPS (global positioning system) cards. Whereas SD is only
used for storage expansion cards, an SDIO capable expansion slot can also
supporl SD expansion cards, while an SD-capable slot may not support an SDIO

expansion card.

Short for “"Secure Identity Module" or "Subscriber Identification/Identity
Module”. A SIM card inscribed with a customer's information and designed to be
inserted into any mobile telephone. Usually SIM card phones work by GSM
technology. The SIM card contains a user's GSM mobile account information.
SIM cards are portable between GSM devices— the user's mobile subscnber

information moves to whatever device houses the SIM.

Short for "Secure Application Module". A SAM a hardware module within a
transaction device (e.g. smart card terminal ) that controls all security related
transaction and communication between the device and the web, PC, etc. The
SAM can only be accessed by the scheme operator, it is usually tamper proof for

everybody else

18 IPR2022-00412
Apple EX1043 Page 19



software

software

SSL

TCP/IP

Computer instructions or data. Anything that can be stored electronically is
software. Software is typically stored in binary form (ones and zeros, represented
by two distinctive states) on a storage medium, such as a floppy disc, hard drive,
memory device, or the like, all of which may generally and broadly be referred to
as "hardware"”. The apparatus or system or device which responds to software
instructions or manipulates software data may generally and broadly be referred to
as a "computer". Software is sometimes abbreviated as "S/W". Software is often
divided into the following two categories:

- systems software : Includes the operating system and all the utilities that
enable the computer to function.

- applications software : Includes programs that do real work for users. For
example, word processors, spreadsheets, and database management systems fall

under the category of applications software.

The non-hardware part of a computer, handheld (e.g., PDA) or smartphone
("smart" cellular telephone) consisting of instructions used to operate these
devices. Includes applications that are added to, or included on, the device, as

well as the operating system built into a device.

Short for "Secure Sockets Layer”. SSL is a secure tunnel that is created
automatically when a user connects to a page that requires secure data

transmission. (1.e., any page whose URL begins with https://)

Short for "Transmission Contrel Protocol/Internet Protocol”. TCP/IP has become
the basic protocol that defines how information is exchange over the Internet. IP
software sets the rules for data transfer over a network, while TCP software
ensures the safe and reliable transfer of data. The abbreviation TCP/IP is

commonly used to represent the whole suite of internetworking software.
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TDMA

Short for "Time Division Multiple Access”, a technology for delivering digital
wireless service using time-division multiplexing (TDM). TDMA works by
dividing a radio frequency into time slots and then allocating slots to multiple
calls. In this way, a single frequency can support multiple, simultaneous data

channels. TDMA is used by the GSM digital cellular system.

tamper-resistant area An area, within a memory device which is hardware protected against

ubDP

URL

USB

tampering. A pure software approach to tamper with the tamper-resistant area

will not work.

Short for "User Datagram Protocol". UDP is a minimal message-oriented

transport layer protocol.

Short for "Uniform Resource Locator". Web pages use links to connect users to
other content that may or may not be located on the same server as the page from
which it links. The address used to identify the location of this content is called a

URL.

Short for "Universal Serial Bus". USB is a serial bus standard (standardized
communications protocol) that enables data exchange between electronic devices.
USB supports data transfer rates of up to 12 Mbps (megabits per second). A
single USB port can be used to connect up to 127 peripheral devices, such as
mice, modems, and keyboards. USB also supports plug-and-play installation and
"hot plugging”. USB is expected to completely replace serial and parallel ports.
Hi-Speed USB (USB 2.0} similar to FireWire technology, supports data rates up
to 480 Mbps.

- A USB flash memory drive is a portable storage device, which functions like a
hard drive or a removable drive when inserted into the USB port of a PC.

Primarily used to store, backup, download and transfer data from one computer to
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UWB

VPN

another. These USB key chain memory devices have replaced {loppy disk drives
in the market.

- A USB Token is a portable, hand-held key fob that is the size of a standard car
key. It is embedded with a computer microchip that can store, access and process
data. USB tokens have an operating system, temporary memory and non-volatile,
“updateable™ file/object storage memory, affording capabilities greater than those
of traditional smart cards. They can generate secret cryptographic keys (Public &
Private Key Infrastructure) and store private data (digital certificates, digital

signatures, biometric identifiers, passwords, system settings etc).

UWB is short for "Ultra Wide Band”". UWB is a wireless communications
technology that transmits data in short pulses which are spread out over a wide
swath of spectrum. Because the technology does not use a single frequency, UWB
enjoys several potential advantages over single-frequency transmissions. For one,
it can transmit data in large bursts because data is moving on several channels at
once. Another advantage is that it can share frequencies that is used by other
applications because it transmits only for extremely short periods, which do not

last long enough to cause interference with other signals,

Short for "Virtual Private Network". A VPN provides a way to remotely and
securely access a corporate network via the Internet. VPN is an Internet-based
system for information communication and enterprise interaction. A VPN uses the
Internet for network connections between people and information sites. However,
it includes stringent security mechanisms so that sending private and confidential
information is as secure as in a traditional closed system. A network which has the
appearance and functionality of a dedicated line, but which is really like a private
network within a public one, because it is still controlled by the telephone

company, and its backbone trunks are used by all customers.
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Wi-Fi Short for "Wireless Fidelity”. Wireless technology, also known as 802.11b, that
enables you to access the Internet, to send and receive email, and browse the Web

anywhere within range of a Wi-Fi access point, or HotSpot.

wireless Technology that allows a user to communicate and/or connect to the Internet or
mobile phone networks without physical wires. Wi-Fi, Bluetooth®, CDMA and

GSM are all examples of wireless technology.

WLAN Short for "wireless local-area network”. Also referred to as LAWN. A WLAN is
a type of local-area network that uses high-frequency radio waves rather than

wires for communication between nodes (e.g., between PCs).

BRIEF DESCRIPTION (SUMMARY) OF THE INVENTION

The invention is generally a compact personal token apparatus which can be plugged into a
personal computer and interfaced with the virtual world of the Internet. The apparatus (or, as
will be evident, a portion of a modular apparatus) can then be removed from the personal
computer and used to conduct real world transactions. The compact personal token apparatus is
suitably in the general form of a fob, resembling a USB memory fob.

The compact personal token apparatus comprises a wireless interface.

With regard to a personal token apparatus being something "which can be plugged into a
personal computer”, it is clearly within the scope of this invention, and based on the teachings set
forth herein one of ordinary skill in the art would recognize that:

- the "token apparatus” can take on a form other than that of resembling a USB memory fob,
as long as it is minimally capable of storing software (data and/or instructions); and

- the "personal computer” can be any apparatus which is capable of interacting with the token
apparatus (or the like), so long as the apparatus is a device capable of interacting with the

software contained in the token apparatus (or the like).
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In light of these considerations, and other comparisons (an exemplary "other comparison” would
be the well-accepted definition of "software" set forth hereinabove which defines "software" as
the non-hardware part of a computer, handheld or smartphone ...} set forth in this document, the
preceding paragraph (i.e., " The invention is generally ... comprises a wireless interface.") can

reasonably and justifiably be read and interpreted as follows:

The invention is generally a compact personal token apparatus which can be by means of
standard-compliant interfaces (described hereinbelow) connected to a personal computer and/or
other internet capable devices such as; cell phones, personal digital assistants (PDA), digital
media players, digital cameras etc. and interfaced with the virtual world of the Internet. The
apparatus (or, as will be evident, a portion of a modular apparatus) can then be removed from the
personal computer and used to conduct real world transactions. The compact personal token
apparatus is suitably in the general form of a fob, resembling a USB memory fob. In some
implementations it will take the general form factor required of the standard compliant interface
such as SD and Mini SD cards, Multi Media Cards (MMC), PCMCIA Cards, etc. The compact -

personal token apparatus generally comprises a wireless interface.

According to a feature of the invention, the compact personal token apparatus (or equivalent)
may remain in the apparatus capable of interacting with the personal token (e.g., cell phone,
PDA), when the personal token device communicates contactlessly (c.g., wirelessly) in the real

world. It does not necessarily have to be removed from the host device.

According to the invention, a compact personal token apparatus comprises a connection module;
a translation module; a processor module; and an input/output module. The connection module
is for interfacing the personal token apparatus with a an Internet-capable appliance; and the
interface 1s selected from the group consisting of USB, FireWire, IR, Bluetooth, standard serial
port, WLLAN. The Internet-capable appliance may comprise a device selected from the group
consisting of personal computer (PC), laptop, PDA, MP3 player and cellphone. The translation
module moves signals between a USB interface and a smart card interface. The smart card

interface may be selected from the group consisting of 1SO 7816, I1SO 14443 and ISO 15693.
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The processor module may comprise a dual interface (DI) chip. The processor module may
incorporate the translation module. The output module comprises an RF antenna and a
modulator. The apparatus may further comprise flash memory. The translation module may
move signals between a USB interface and a wireless interface. The translation module may be
incorporated in the processor module to that the device can go directly from USB to wireless
without being limited by smart card software architecture limitations. The apparatus may have
the general physical configuration of a conventional USB memory fob. The apparatus may be
modular, having a first physical module containing the input module and the translation module;
and a second physical module containing the processor module and the output module. The
output module may comprise contacts for interfacing with a smart card. The fob is capable of
interfacing with the Internet and emulating a smart card. The apparatus may incorporate firewall
functionality to protect the Internet-capable applicance. The apparatus may comprise interfaces
for ISO contact, contactless, USB and DSL.. The apparatus may comprise an LCD screen. The

apparatus may comprise at least one switch. The apparatus may comprise at least one LED.

According to the invention, a compact personal token apparatus comprises a standard-compliant
contact based interface, the contact based interface complying to at lcast one standard interface
selected from the group consisting of USB, IEEE 1394, PCMCIA, Compact Flash, Multi
Medta, Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro Drive, and any similar

standard interface.

The apparatus may further comprise a standard—compliant contactless/wireless interface; the
contactless/wireless interface complying to one or more of the following standard interfaces:
RFID-contactless interface according to ISO 14443 and ISO 15693 as well as similar interfaces,
Bluetooth compatible interface, WLAN 812.11, UWB, and any similar interface.

The apparatus may further comprise a standard-compliant interface releaseably coupleable to a
host processing device, this being under the command of an operating system; an interface
module providing translation of standard-compliant contact based interface messages to 1SO

7816 compliant messages and providing the translation of ISO 7816 compliant messages to
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standard-compliant contact based interface messages; a dual interface processor having an
[SO7816 compliant interface communicating through the interface module with the host
processing device, the dual interface processor communicating through an RFID-contactless

interface and connected to an inductive antenna.

The apparatus may further comprise a standard-compliant interface releaseably coupleable to a
host processing device, this being under the command of an operating system; an interface
module providing translation of standard-compliant contact based interface messages via a
memory chip to Bluetooth /WLAN §12.11 device compatible compliant messages, and providing
the translation of Bluetooth /WLAN 812.11 device compliant messages via a memory chip to
standard-compliant contact based interface messages; a Bluetooth /WLAN 812.11 device having
a Bluetooth/WLAN 812.11 compliant interface communicating through the interface module
with the host processing device via a memory chip; the same Bluetooth /WLAN 812.11 device

communicating through its Bluetooth /WLAN 812.11 compatible interface.

The apparatus may further comprise a dual interface chip (processor) inside the personal token
which can be directly programmed by a software running on the host system using the interface
processor without the need for an external contact based dual interface read/write device. The
software may be web based, allowing for downloading information from the web directly into
the dual interface processor memory (for example, event tickets) thus linking the virtual world to
the real world. The downloaded information may be used in the real world by using the

contactless RFID interface.

The information stored in the personal token via the standard contact based interface may be used
for personal identification, secure network logon, access control, e-ticketing, e-payment and
similar applications using either the standard compliant interface or the RFID-compliant
interface. Information received through the RFID- interface can be stored in the memory of the
personal token and can then be provided to the host processing device via the standard interface,

thus allowing a complete information exchange between the virtual world and the real world.
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The contactless / wireless module may be releaseably coupleable from the interface module.

The dual interface processor may be mounted in a dual interface card complying to ISO 7810 or
a 7816 compliant SIM module and connected norms; the compact personal token apparatus
provides physical contacts for the dual interface card, or a 7816 compliant form factor; and when
connected, the dual interface or SIM card can communicate with the host processing device
through the interface module inside the personal token and, once the communication is done, the

card can be released from the personal token and can be used then in the real world.

The apparatus may further comprise a processor module; and additional memory selected from
the group consisting of flash memory and EEPROM device powered and addressed by the
processor module; wherein the additional memory can be used for user authentication and to run

applications.

The apparatus may further comprise a standard—compliant smart card contact interface

complying to ISO 7816, or any similar interface.

The apparatus may further comprise a connection module, connecting the personal token
apparatus to a host device such as PC, PDA, smart cellular phone or similar device, either

directly or with the help of a standard reader device such as a memory card reader.

The apparatus may further comprise a standard-compliant interface releaseably coupleable to a
host processing device, this being under the command of an operating system; and a translation
module, translating messages incoming from the contact based interface, and translating

messages to the host device from the personal token apparatus,

The apparatus may further comprise a processor module, preparing messages to be sent by the

contactless/wireless interface of and interpreting messages received via the interface.

The apparatus may further comprise a triple interface (e.g., contact, contactless, USB) processor.
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The apparatus may further comprise a quadruple interface (e.g., contact, contactless, USB, DSL)

processor.

According to the invention, a method of interacting wirelessly comprises: providing a device;
interfacing the device with a an Internet-capable appliance; and providing a smart card interface

in the device.

The "compact personal token apparatus" may be referred to herein as "smart fob" (without
prejudice to any trademark rights which may be claimed). Often it is simply referred to as the
"apparatus” (no trademark rights implied). Various embodiments and methods of use are

disclosed.

It will be appreciated that the "smart fob” of the present invention is not only capable of

functioning like a smart card, but is also capable of much more.

The "smart fob" is capable of loading and storing information from the Internet, via a PC or other
Internet capable device to its memory and then using the stored information via its wireless
interface in the real world. The "smart fob" is also capable of exchanging information with a

conventional smart card.

Based on the teachings set forth herein, it would readily be understood by one of ordinary skill in
the art that the functionality of the present invention, in its various embodiments, could be
realized in a different format than a fob and in a different manner than by plugging the fob into
the USB port of a personal computer (PC). For example, the apparatus of the present invention
can be embodied in a format (form factor} such as that of an SD (secure digital) card which can
be plugged into any device having an appropriate interface for inserting an SD card, such as a
laptop, palmtop, cell phone, digital camera, personal digital assistant (PDA), MP3 player, or the
like.
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In any of the embodiments discussed herein (particularly those using a PC), a memory card
reader may be attached to the PC. (PCs in Europe commonly come with memory card readers
for several different memory card formats including, but not limited to, Secure Digital (SD} card

format

Many exemplary features and embodiments of, as well as applications for the smart fob (or

comparable) of the present invention are described hereinbelow.
Other objects, features and advantages of the invention will become apparent in light of the

following description thereof.

BRIEF DESCRIPTION OF THE DRAWINGS

The structure, operation, and advantages of the present preferred embodiment of the invention
will become further apparent upon consideration of the descriptions set forth herein, taken in
conjunction with the accompanying figures (FIGs). The figures (FIGs) are intended to be
illustrative, not limiting. Although the invention is generally described in the context of these
preferred embodiments, it should be understood that it is not intended to limit the spirit and

scope of the invention to these particular embodiments.

FIG. 14 is a schematic block diagram of an embodiment of the invention.

FIG. 1B is a schematic block diagram of an embodiment of the invention.

FIG. 1C is a schematic block diagram of an embodiment of the invention.

F1G. 2A is a perspective view of an embodiment of the invention.

FIG. 2B is a perspective view of an embodiment of the invention.
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FIG.3Aisa perspectivé view of an embodiment of the invention.
FIG. 3B is a perspective view of an embodiment of the invention.
FIG. 4 is a schematic block diagram of an embodiment of the invention.

FIG. 5 is a schematic block diagram of an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

This invention relates generally to devices, technology and applications for downloading and
interacting with data and value from one "world" such as the virtual world of the Internet and,
with the device, interacting, typically wirelessly, with another "world" such as the physical world

of banking, stores (point of sale), physical access control, and the like.

Generally, this is done using a device running software and interacting with an Internet capable
apparatus such as a personal computer (PC), a personal digital assistant (PDA) or a handset
(Internet capable cell phone). In many embodiments, the device interacts with the physical
world using a standard wireless smart card interface, such as ISO 14443 or 15693, In some
embodiments, the device plugs into a PC using a standard contact interface, such as USB.
Several embodiments and several applications applicable to various ones of the embodiments are

discussed.

In an embodiment, the device is embodied in the form of a compact personal token apparatus,
resembling a conventional USB memory fob (size, shape, form) which can be plugged into an
apparatus such as a personal computer (PC) and interfaced with the virtual world of the Internet.
The device is capable of loading and storing information from the Internet, via the PC to its flash
memory (memory thal can be erased and reprogrammed in blocks) or EEPROM and then using
the stored information or value via its wireless interface in the real world. Similarly, the device

is capable of implementing an auto-run application, when inserted into a personal computer (PC)
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connected to the Internet, and information exchanged and stored can be accessed in the real
world application via its wireless interface. The memory space required for the auto-run
application can reside completely in the device or only partially in the device. Additional
memory space to complete the application can be located on the server of the ISP, trusted third
party or host server. The apparatus is also capable of exchanging information with other devices

having compatible interfaces.

The personal token apparatus will typically be referred to as a "device™ to distinguish it from the
"apparatus” that it plugs into. However it may occasionally still be referred to as "apparatus”.
Also the apparatus that the device plugs into to interact with the virtual world may also
sometimes be referred to as "device”, and may also be referred to as "appliance”. Generally, the

context will clarify the definition.

FIG. 1A is a schematic block diagram of an exemplary embodiment 100 of the invention
employing a dual interface (DI} chip and having four modules, all interconnected as shown to
provide the contemplated functionality of the present invention.  The major components,
mounted on a circuit board (PCB, not shown) and within a housing (not shown) are (from left-
to-right): '

- a connection module 102;

- a translation module 104;

- a processor module 106; and

- an input/output (1/0) module 108.

The connection module 102 is for interfacing the device with a personal computer (not shown)
apparatus, or other appliance capable of communicating and interacting with remote servers and
networks. In the example of the compact personal token apparatus of the present invention, the
connection module can be a USB plug, for plugging directly into a personal computer (PC).
Other possibilities for connecting {(communicating) with the personal computer are FireWire, IR,
Bluetooth, standard serial port, WLAN, etc., basically any suitable interface between an external

memory/processing apparatus and a personal computer.
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The connection module 102 is typically for inputting data to the device from the virtual world of
the Internet, via the PC or other Internet capable appliance, and in some cases the device can or
needs to also output data to the PC and/or to another entity via the Internet. The particular plug
or connection interface which is used is whatever is available, either now or in the future. And
the device is not limited to communicating with other entities via the "Internet”, but can
communicate via other networks or internets. These comments apply to other embodiments

described herein.

The invention should not limited to a particular form of interface/communication protocol. The
point is that the device can interact with the virtual world via an Internet-capable appliance. One
of ordinary skill in the art to which the invention most nearly pertains will recognize, and it is
within the scope of the invention that other possibilities for what has been described as "devices
capable of communicating and interacting with remote servers and networks" are PDAs, cell
phones, etc., not only personal computers - basically, any (what is referred to elsewhere as) "host

device" or "host processing device".

The translation module 104 is for going (moving signals) from USB (the exemplary interface
with the computer) to a smart card interface format, such as ISO 7816, and vice-versa. The
translation module may comprise a Philips TDA8030 USB/7816. (ISO 7816 is a smart card

contact interface.)

A micro-controller such as an 8 bit micro-controller (ST7 FSCR1E4M1) can be used as an
interface translator chip (104) between the USB connection 102 and the processor module 106.

(The processor could be mounted in a SIM module.)

Alternatively, the translation module can go from USB to ISO 14443 or 15693 (wireless
interfaces). The latter is shown in FIG. 1B, and is described hereinbelow. In going directly

from USB to wireless, the device is not limited by the smart card software architecture (1SO
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7816) limitations. The translation module in this case is a processor device, that will handle the

data processing from USB to wireless.

The processor module 106 is for controlling operation of the compact personal token apparatus
("device") of the present invention and is preferably capable of operating as a dual-interface (DI)
chip. For example, Mifare ProX, Infineon 66 series, etc. The dual interface chip is available
from various vendors (e.g., Philips, Infineon, ST Microelectronic), and is capable of interfacing

from 1SO 7816 (contact interface) to either or both of ISO 14443 and 15693 (wireless interfaces).

The output module 108 comprises an RF antenna and a modulator, etc. Alternatively, the output
module comprises a set of contacts for contacting the pads on a smart card (see Figures 3A and

3B below).

It should clearly be understood that, in this as well as in other embodiments described herein,
that the module 108 is more than an "output" module sending data in only one direction, that
rather it is a transceiver module adapted to transmit as well as receive data. The same can be
said of the input module {e.g., 102 in that it facilitates two-way communication. It is only as a
prosaic convenience that the modules 102 (e.g.) and 108 (e.g.) are labeled "input" and "output"

respectively.

As mentioned above, alternatively, the translation module can go from USB to ISO 14443 or

15693. In other words, directly from USB to wireless.

FIG. 1B is a schematic block diagram of another exemplary embodiment 120 of the invention,
also having four modules, all interconnected as shown to provide the contemplated functionality
of the present invention. The major components, mounted on a circuit board (PCB, not shown)
and within a housing (not shown) are (from left-to-right):

- a connection module 122

- a translation module 124;

- a processor module 126; and
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- an input/output (1/0Q) module 128.

As in the previous embodiment, the connection module 122 can comprise a USB plug or any
suitable interface to a personal computer or other device (apparatus, appliance) capable of

communicating and interacting with remote servers and networks.

As in the previous embodiment, the output module 128 can comprise an RF antenna and

modulator, or alternatively a set of contacts for contacting the pads on a smart card.

Unlike the previous embodiment, in this embodiment the translation module 124 goes from USB
to a wireless interface. Therefore, the processor module 126 does not need to be a dual interface
(DI) chip. Rather, the processor module 126 could simply comprise a USB interface on one side
and a wireless interface on the other. The memory of the processor could be used as temporary

storage and the processor could handle the data encoding as well.

It is also within the scope of the invention that the processor module {(e.g., 106 or 126) could
include (incorporate) the translation module (e.g., 104 or 124) within the processor module itself,
thus enabling an even more cost effective solution, enabling using a single chip approach for
some, or even all of the embodiments discussed herein. (This is not explicitly shown, but one
could envision, for example, simply merging the blocks 124 and 126 together, as indicated by the
dashed line.)

FIG. 1C is a schematic block diagram of another exemplary embodiment 140 of the invention,
based on the embodiment 100 of FIG. 1A. The major components are:

- a connection module 142;

- a translation module 144,

- a processor module 146; and

- an inputf’outpﬁt (I/O) module 148.
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In this embodiment 140, a flash memory device 150 can be included, with a storage capacity of 1
to 4 megabytes (or more) for the purpose of running applications. The memory management for
the device may be handled by a crypto controller operating system with an 8 bit address bus in
the dual interface (DI) chip. The flash memory device may be any suitable device including, but
not limited to, Secure Digital (SD) card format, and including SIM card. (A crypto controller is a
processor chip capable of encrypting and decrypting data to be stored in internal or external

memory.)

The functionality of the invention has been described hereinabove. Various applications for the
invention will be described hereinbelow, Meanwhile, exemplary physical forms of the invention

will be described.

The invention may be embodied in the form of a “"smart fob" apparatus, having the general
physical configuration (size, shape, form) of a conventional USB memory fob. Refer to FIG. 2A.
This is basically a device 200 having the elongate size and general shape of your finger,
¢comprising a main body portion 210 housing the electronics (cf. 104,106,108) and a USB plug
212 (cf. 102) extending from an end of the body portion 210. A hole 214 may be provided for

suspending the device 200 from a keychain (not shown).

As mentioned above, the "compact personal token apparatus" may be referred 1o herein as "smart
fob" (without prejudice to any trademark rights which may be claimed). Now that its
functionality has been described ("smart") and an exemplary physical form ("fob") has been
described, the device will typically be referred to simply as the smart fob (without quotation

marks}.

Figure 2B illustrates another exemplary embodiment 220 of the smart fob, again in the general
form of a USB memory fob. But in this case, the smart fob has a first physical module 222 (left,
as viewed) which contains the input module (e.g., 102, USB plug, cf. 212) and translation
module (e.g., 104), and a second physical module 224 (right, as viewed) which contains the

processor module (e.g., 106, dual-interface chip) and output module (e.g., 108, RF antenna and

34 IPR2022-00412

Apple EX1043 Page 35



modulator). The two modules 222 and 224 can plug together and be taken apart from one
another. In this manner, after interacting with the "virtual world" on his computer, the user can
separate the two modules 222 and 224 and carry just the second module, for conducting "real
world" transactions. The second module 224, comprising processor and output module, 1s
sufficient for conducting real world, wireless transactions, in the manner of a smart card. In

other words, the smart fob can emulate a smart card.

Figure 3A illustrates another exemplary embodiment of the invention wherein, rather than being
intended 1o function as (emulate) a smart card, the output module (e.g., 108) of the compact
personal token apparatus 300 is adapted to receive and communicate with a standard (including
dual interface) 1SO 7810 (7816) smart card 310. Instead of an RF antenna (and modulator), the

fob 300 would have contacts for interfacing with the contact pads of the smart card 310.

The fob of this embodiment could be modularized, as shown in Figure 3B, having a first
physical module 322 comprising the input module (e.g., 102) and translation module (e.g., 104)
and a second physical module 324 comprising the processor module (e.g., 106) and the output
module (having contacts rather than antenna/modulator), although the purpose of modularization
in this case would not be for carrying around, but rather for changing/updating components. Or,
the Figure 2A or 2B embodiments could be modified by just adding a contact reader slot for a
smart card. In this cas¢, the compact personal token apparatus functions as more than a reader, it

Is a transaction device.

Normally, the Figure 3A/3B product would not require the DI chip (e.g., 106) and the RF
interface {e.g., 108). However, if it does, when connected to a PC it could be used to load value
stored on a smart card onto the smart fob, and then use that value in the real world. Now you
have the ability to add value and information or exchange value and information between the fob

and a conventional contact smart card.

Also if the Figure 3A/3B product would contain the chip and the RF interface you could use it ~

when connected to a PC - to load value stored on a smart card and then use that value in the real
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world. This provides the ability to add value and information to the smart fob from smart cards
as well as from the Internet. An example would be a cash transaction between two people — a
person with a smart card could transfer the purchase amount of an item to the smart fob via the
7816 interface and the owner of the smart fob could take the smart fob to a fast food restaurant
and use the stored value to buy lunch. In these cases, the Figure 3A/3B embodiment is not

simply a smart card reader.

In a variation on the above, combining (so to speak) FIGs. 2B and 3B, a modular smart fob
could be sold having the left hand portion 222 (or 322) of the two devices 220, 320, plus the right
hand portion 224, plus the right hand portion 324 so that the device could function both as a
smart card (with RF interface) and as a smart card reader (with contacts for reading/writing smart
cards), in addition to its functionality derived from plugging into a PC and interacting with the

vinﬁal world via the Internet.

FIG. 4 is a schematic block diagram of an exemplary embodiment 400 of the invention wherein
the device can be used as a firewall to protect, for example, a PC. The functionality is described
elsewhere in greater detail. The principal components of the device 400 are:

- a connection module 402 for plugging into the USB (or, network, LAN/Ethernet, or Fast
Ethernet 10/100 MBit) port of a PC;

- a processor module 406; and

- an input module 408 which, unlike other embodiments, need not perform wireless
functions, but rather is socket (or plug), such as RJ-45, for connecting to a telephone line (or the
like) supporting a DSL (or the like) connection to the Internet,

- The device 400 may also incorporate flash memory 510 (compare 150).

FIG. 5 is a schematic block diagram of an exemplary embodiment 500 of the invention, based on
the embodiment 100 of FIG. 1. The major components are:

- a connection module 502; |

- a translation module 504;

- a processor module 506;
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- an input/output (1/0) module 508; and
- an LCD display 510 for displaying messages regarding status or other relevant
information to the user. It will be understood that a device having an LCD display should be

"active", having its own battery (not shown).

Other input and output devices, such as switches 512 and LEDs (light-emitting diodes) 514,

could readily be added to the device.

The smart fob of the present invention can be implemented in forms other than that of resembling
a conventional USB key fob, including single chip solutions, multichip modules, a form
resembling that of a flash memory device such as an SD card, and the like. The form that the
invention takes is largely dictated by the apparatus with which it is intended to interface. For a
PC, a USB fob is ideal. For an Internet capable mobile phone, a SIM card or SD card format

may be preferable.

Applications/Tse

In use, for example, the user plugs the smart fob into his PC, or other Internet capable device
(appliance), connects to the Internet, and interacts with a service or content provider to upload
and/or download information. For example, downloading a ticket. Then, the user takes the
smart fob to the event where it conmects wirelessly with a reader at the venue to allow entrance

and stamp the ticket (e.g., set a flag indicating that the ticket was used).

In another example, a consumer can use the smart fob to store “e-coupons” on the smart fob —
loaded via the Internet. Then taking the smart fob to a participating merchant, use the coupons to

receive a savings or price reduction on the product.

In another example, a consumer could load cash value to the smart fob via the Internet and use

the cash in the real world — at participating merchants — to buy a meal, newspaper, etc.
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In another example, which can be called "kids fob” (also, without prejudice to potential
trademark rights) — parents can provide their young children with a smart fob loaded with a
preset amount of cash and send them off to the mall or participating theatre and know that the

money will be used as intended.

In another example, a consumer could use the smart fob to load cash via the internet — and while
still connected to the PC use the stored value to pay cash for products or services on the internet.
This addresses the concern that consumers still have some reservations about giving out their

credit card information over the Internet.

In another example, a consumer could load award certificates onto the smart fob earned from a
merchant loyalty program and then take the smart fob to a retail store to redeem for merchandise

- no more waiting for mailed certificates.

[n another example, the smart fob could store a biometric - such as fingerprint, iris scan etc., in a
memory cell that is locked and when using the smart fob to gain access to a controlled area, the
user touches his finger to a reader, waves the smart fob in front of a reader, the finger print is

compared to the stored info, the user's identity is verified, and he is granted access.

Another exemplary application for the smart fob would be Electronic Learning. Typically, a
student has to download a lot of information from the University in the course of any course of
study, needs passwords to enter external databases, and needs a swipe card to use a photocopier
or even pay at the school cafeteria. Also, access to the library is restrictive. In short, the smart
fob of the present invention could be used to store files, access networks, download secure sealed
PDF files, access buildings and make payment for services. Upon admission, all of the

information could be ported to the student's smart fob.

In general, applications for the smart fob comprise substituting smart cards with the smart fob in
a multiple of applications such as automatic fare collection in mass transit, paperless event &

travel ticketing, loyalty programs, coupon redemption, cashless payment and online services.
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The smart fob can operate as a security device. For example, the smart fob starts an auto-run
application, after insertion in an Internet-connected PC. In simple terms, the PC user is
automatically connected to a participating merchant’s website and can conduct a business
transaction in a secure fashion, without the fear of anyone spying or manipulating the data. This
requires the the creation of a virtual private network (VPN) tunnel from the user’s PC over the
public infrastructure to the ISP (Internet Service Provider) or Trusted Secure server via a
firewall, and after user authentication, providing the direct link to the host server. The VPN
software is embedded into the smart fob and loaded onto the firewall appliance to create the
gateway and to protect the ISP or Trusted Secure server. In essence, the smart fob provides the
firewall protection for the home PC user, whereby the screening software resides in the firewall
appliance. The embedded software in the device is field upgradeable, meaning that the

cryptographic and application software can be updated online anytime.

Multi-applications are feasible with a single smart fob device, but it also envisaged that a PC user
could have a specific "smart fobs” from each of his or her preferred travel agent, airline, hotel
chain, car rental, financial institute, media concern, book & music store, entertainment provider,

retailer, lottery operator, etc.

The smart fob device provides convenience, flexibility and enhanced transaction speed. It
performs all of the same functions as a traditional smart card, but it is a “readerless” solution in
the home environment (eliminating the primary barrier to smart card adoption by consumers).
Simple and effective — all the user needs to do is plug the device into the USB port in the home

PC and download eCash, tickets or coupons.

In use, for example, the user plugs the smart fob device into a PC, connects to the Internet, and
interacts with a service or content provider to upload and/or download information. For example,
the user can download an event ticket, take the device to the venue, just wave the device in close
proximity to a turnstile equipped with a wireless reader at the entrance, and access is granted

without having to stand in line.
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In another example, a consumer can load cash to the electronic purse of the smart fob device via
Internet banking, and while still connected to the PC use the stored value to pay for online

products or services.

Equally, a consumer can load electronic cash to the smart fob device and use the e-cash at

participating merchants to pay for food and beverages. No hassle with cash, tickets or queves!

In another example, a consumer can visit a participating merchant’s website and download “e-
coupons” to the smart fob device. At the retail (e.g., grocery) store, the consumer can redeem the
coupons for savings on their purchases. At the checkout the consumer purchases are scanned and
checked against the database of stored e-coupons in the smart fob device. The value of the
coupons is decremented off the device and the savings amount is passed to the cash register to

deduct from the total bill.

In another example, a consumer can load award certificates onto the device earned from a

merchant loyalty program and then redeem them for merchandise at the store.

As mentioned above, the smart fob (device) is capable of implementing an auto-run application,
when inserted into a personal computer (PC) connected to the Internet, and information

exchanged and stored can be accessed in the real world application via its wireless interface.

In the auto-run application, the smart fob can function as a portable client user that can be
inserted into any Internet connected PC having Windows 2000, Windows XP or Linux operating
system with activated firewall. Information is exchanged over the Internet via the TCP/IP
(Transmission Control Protocol/Internet Protocol) protocol and protected, for example by SSH
(Secure Shell) encryption for remote login. A VPN (Virtual Private Network) cryptographic
tunnel for secure information communication over the public infrastructure to the ISP (Internet
Service Provider), the Trusted Secure server or directly to the Host server is initiated when the

smart fob is inserted into the PC. The process “point-to-point tunnelling” means that packets of
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data are encrypted and wrapped inside IP (Internet Protocol) packets so that non-IP data can
travel through the Internet. The Secure Shell solves the security problem of hackers stealing

passwords and attacks such as IP spoofing, IP source routing and DNS spoofing.

The VPN software is loaded onto the smart fob and onto the firewall appliance to create the

gateway and to protect the 1SP or Trusted Secure server.

The secure tunnel for secure information communication over the public Internet to the ISP
(Internet Service Provider) is initiated when the smart fob is inserted into the PC, a feature
provided by the auto-run functionality. The embedded static IP address locates the ISP or Trusted

Secure server.

The selection of 1Psec (short for IP Security), which operates at layer 3 of the OSI model, makes
it suitable for protecting non-IP packets, for example UDP traffic as compared with transport-

layer protocols such as SSL, which cannot protect UDP level traffic.

The client user can be authenticated by the ISP or by a trusted third party through a digital
signature or a unique MAC (Media Access Control) address, or through the implementation of

public key infrastructure in order to validate the client’s identity.

By passing through an ISP or in-house secure server with virus scan and filter, Spam, Trojan
Horses, Worms or Pop-Up Windows can be blocked.  After authentication is successfully

verified, a direct link with the host server is established.

Therefore, the smart fob can be viewed as a marketing platform that encapsulates auto-run
application software for a specific application, a USB apparatus for memory management and
radio frequency identification, mass storage capability, a secure server for authentication and
filtering as well as a wireless interface, to provide a myriad of solutions addressing marketing, e-
commerce, business productivity, IT (information technology), consumer, communication,

content, security and mobility issues.
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The smari fob can be used as a payment device for retail purchase & loyalty with the Internet
feature allowing users to download value, coupons, tickets, entertainment content, etc. The smart
fob can be personalised like a conventional credit/debit card for electronic payment and the
wireless interface feature can be used for photo identification, to download transit & event
tickets, to receive complimentary coupons, loyalty points, gift certificates and messages, for
vending and to redeem coupons. In addition the smart fob eliminates the need to tender with

cash.

For example, by simply inserting the smart fob into the USB port of a telephone linked PC, an
automatic Internet connection to the website of the user’s favourite airline is established, via a
secure server to authenticate the user and block spam, viruses, and SMTP (simple mail transfer
protocol) based attacks. Personal data, frequent flyer miles as well as credit card details can be
encrypted and stored in the smart fob. Tickets can also be downloaded onto the smart fob and
used in contactless mode at the airline check-in desk. This “client user to secure server to host
server” concept blocks pop-up windows, viruses, worms, spam and Internet “phishing” fraud.
The airline can use the platform to attract other merchants that compliment the airline’s product

portfolio.

For a smart fob with on-board battery power and a display (e.g., a small one or two line LCD

display panel), the seat reservation number can be stored on the display.

A consunier can load funds from their bank account via the Internet to the ISP or trusted server
using the smart fob as an authentication tool, and while still connected to the PC use the stored
value to pay for online products or services. This is particularly interesting for those that are

uncomfortable using their credit card for online payments.

Parents can provide their teenagers with a smart fob loaded with a preset amount of cash and
send them off to the mall or participating theatre and know that the money will be used as

intended.
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Teenagers are also among the most likely groups to pay on the Intérnet, however their inability to
obtain credit cards and low online debit acceptance has historically made online payment
difficult. This implies that a market for an alternative payment system targeted at teens exists and
that web merchants must integrate new solutions if they want to target the tecn market. Although
teens can make purchases indirectly using a parent’s credit cards, the buying experience is not

the same due to the loss of independence for the teenager.

A prepaid or stored value apparatus such as the smart fob allows teens to shop on the Internet
securely and without getting into debt.  Although individually teenagers have limited income,
together their income amounts to significant spending power. Therefore, there is a need in the

market for a teen payment product that allows secure payments online.

Using an online shopping basket template, consumers can order groceries from the comfort of
their home and collect them “ready to go” at the retail participating outlet, using their smart fob.
Consumers enjoy increased convenience, faster shopping and quick checkout times, Retailers
can quickly and easily take advantage of the order online & payment technology to speed

transaction processing, increase revenue, and better understand customer buying behaviour.

Similar to the conveniencc store application, consumers can order rental movies online and
collect them ready to go, using their smart fob. As transponders are used for inventory and anti-
theft purposes in DVDs (digital versatile discs) and video tapes, the same data can be stored in
the smart fob, allowing the consumer to just collect the rentals and leave without having to wait

in a queue at the checkout.

Another application is using the smart fob for network access (logical access), remote mail and
PC access. And to implement solutions to help organisations, establish more efficient business

processes, address security concerns and gain a competitive advantage.
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Users can connect to the corporate network or home PC from almost anywhere using one smart
fob for roaming and another (stationary) for insertion in the desktop at work or home office
computer. The smart fob inserted into the stationary PC is simultaneously connected directly to
the DSL line or via an plug-in adapter. When the PC is switched off, the stationary smart fob
draws it’s energy from the telephone line, or from external power. When the roaming smart fob
is plugged into an external Internet connected PC, the MAC (media access control) address of the
stationary apparatus is called upon via the exchange secure server. This stationary smart fob
switches on the PC and computing activity can begin. The stationary smart fob functions as a
server and acts as a firewall with anti-virus software to protect the PC. The stationary smart fob,

i.e. server, can have either a MAC address or a Uniform Resource Locator (URL) address.

Therefore, corporate computing resources can be reached from a home PC, an airport business
centre, cyber-café or a kiosk computer allowing easy access to email, enterprise applications and

data.

The smart fob can be used to reduce parent's anxiety by denying their children access to
unsuitable websites, while permitting the children and teenagers access to the enjoyment and
education value the Internet has to offer. The smart fob can be used to record and restrict all
inbound and outbound Internet activity. By inserting the smart fob into the USB port of the
home-PC, it enables the broadband, ISDN or analogue telephone connection, thus allowing
access to the Internet. By mechanically disengaging the apparatus, the telephone line is
disconnected, preventing access to the Internet. When children are allowed to surf on the
Internet, data names concerning Internet sites or words put through search engines are compared
with a library held in the memory of the smart fob. Therefore, children are independent and
flexible to access the Internet without parental password control. Software updates can be

automatic.

If a PC with DSL connection is left switched on, hackers or cyber-terrorists can potentially enter
the PC as the broadband connection is constantly enabled. They are a real threat to the Internet

and business information community, The smart fob can be used to disconnect the DSL line, by
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simply removing the device from the USB port. This prevents interference as well as preventing
anyone from surfing the Internet from the user’s PC. The physical DSL wire connection to the
PC can remain, but access to the world wide web is only feasible when the USB apparatus is
plugged back into one of the USB ports on the PC. Alternatively the USB apparatus can stay

plugged in, but can be disengaged via a software code.

The smart fob can atlow access to the worldwide web as a “free-Internet” service, making the
ISP redundant. Also single applications can be stored on the secure server for selection by the

client user,

In distress situations the user can use the smart fob to call for help, from the PC, from an icon

{button) on the PC. Patient medical records can also be stored in the device.

When a user enters a hot zone area equipped with a Wi-Fi / 802.11 wireless local area network,
such as a shopping mall, airport or cinemaplex, information, news or special offers can be sent to
the smart fob. The consumer is alerted by visual and / or audible means that information relevant
to his / her preferences (based on pre-registered data) have been received by the smart fob.
Discounts can be sent in barcode format and redeemed at the participating merchant, by just
displaying the barcode on the LCD (liquid crystal display) screen of the smart fob to a scanner at

the checkout. -

As the smart fob can receive messages in hot zone areas, it can be used to send a text message.
(This, of course, would require at least a simple technique for entering text or sending stored,
"standard™ text messages.)

The smart fob can act as a content filter or for intrusion detection & prevention.

Music can be downloaded from the Internet using the smart fob as a storage device and for

making electronic payment to a virtual music store. In the real world, the contactless function
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can be used to identify the consumer when he or she enters the high street store and to target the

consumer with music of his or her preference at the listing booths.

Members can use the smart fob to communicate via the ISP or Trusted server with a club and to

conduct transactions.

Law enforcement agencies cannot prevent the existence of adult content, but the concern 1s the
exposure of chitdren to such material on the Internet. The smart fob can be used to unscramble
encoded content, operating in a similar fashion to a smart card in a television decoder box for

cable TV viewing.

These are but a few of the potential uses for the smart fob of the present invention. One having
ordinary skill in the art to which the present invention most nearly pertains will readily be able to

implement these applications, based on the descriptions set forth herein.

Recap/Synopsis

Various features of the smart fob (e.g., compact personal token device) of the present invention

are summarized and/or presented in the following numbered paragraphs.

1. A compact personal token apparatus, comprises:

a standard—compliant contact based interface; this interface complying to one or more of
the following standard interfaces: USB ( universal serial bus), IEEE1394 (Fire Wire), PCMCIA,
Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital (SD), mini SD, IBM
Micro Drive, or any similar standard interface. These interfaces are all well known. ("Smart
Media" refers to the Smart Media card, and "Secure Digital” refers to a Secure Digital (SD)
card.)

This is a good place to mention the following. When a given standard or interface is specifically
mentioned, it is typically intended to be an example of any other standard or interface that can

perform substantially the same function as the standard(s) or interface(s) that are specifically
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mentioned, Many of these "other” standards and interfaces can be found in the GLOSSARY
section hereinabove and/or are known in the industry and/or will evolve or be newly developed
in the near future. The present invention should be interpreted to include all similar standards

and interfaces, as appropriate to the context of the specific embodiments being discussed.

§2.  The compact personal token apparatus set forth in paragraph 41 further comprises:

a standard—compliant contactless / wireless interface; this interface complying to one or
more of the following standard interfaces: RFID-contactless interface according to [SO 14443
and ISO 15693 as well as similar interfaces; Bluetooth compatible interface, WLAN 812,11,

UWB, or any similar interface.

€3.  The compact personal token apparatus set forth in paragraph §1 further comprises:

a standard-compliant interface, releaseably coupleable to a host processing device, this
being under the command of an operating system; an interface module providing the translation
of standard-compliant contact based interface messages to ISO7816 compliant messages; the
same intetface module providing the translation of ISO7816 compliant messages to standard-
compliant contact based interface messages; a dual interface processor having an ISO7816
compliant interface communicating through the interface module with the host processing
device; the same dual interface processor communicating through its RFID-contactless interface
like ISO 14443 and / or ISO 15693 or similar; the dual interface processor connected to an

inductive antenna either being part of the PCB itself or en extra component inside the token.

4.  The compacl personal token apparatus set forth in paragraphs 41 or 42, further comprises:

a standard-compliant interface, releaseably coupleable to a host processing device, this
being under the command of an operating system; an interface module providing the translation
of standard-compliant contact based interface messages via a memory chip to Bluetooth /WLAN
812.11 device compatible compliant messages; the same interface module providing the
translation of Bluetooth /WLAN 812.11 device compliant messages via a memory chip to
standard-compliant contact based interface messages; a Bluetooth /WLAN 812.11 device having

a Bluetooth/ WLAN 812.11 compliant interface communicating through the interface module
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with the host processing device via a memory chip; the same Bluetooth /WLAN 812.11 device

communicating through its Bluetooth /WLAN 812.11 compatible interface.

€5.  The compact personal token apparatus of paragraph 3, wherein:
the dual interface chip (processor) inside the personal token can be directly programmed
by a software running on the host system using the interface processor without the need for an

external contact based dual interface read/write device.

46.  The apparatus of paragraph {5, wherein:
the software is web based, allowing for downloading information from the web directly
into the dual interface processor memory (for example, event tickets) thus linking the virtual

world to the real world.

7.  The apparatus of paragraphs 5 or 46, wherein;
the downloaded information can be used in the real world by using the contactless RFID

interface (e.g. public transport, e-payment and the like )

8.  The apparatus of paragraphs 95 or Y6, wherein:

the information stored in the personal token via the standard contact based interface is
used for personal identification, secure network logon, access control, e-licketing, e-payment and
similar applications using either the standard compliant interface or the RFID-compliant

interface.

99.  The apparatus of paragraphs 95 or 46, wherein:
information received through the RFID- interface can be stored in the memory of the
personal token and can then be provided to the host system via the standard interface, thus

allowing a complete information exchange between the virtual world and the real world

910. The apparatus of paragraphs {3 or 4, wherein:
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the contactless / wireless module is releaseably coupleable from the Interface module,

thus providing a keyfob shape, easier to carry along.

q11. The apparatus of paragraph §3, wherein:

the dual interface processor is mounted in a dual interface card complying to ISO 7810
and connected norms; the personal token providing physical contacts for the dual interface card,
thus connected, the dual interface card can communicate with the host system through the
interface module inside the personal token. Once the communication is done, the card can be
released from the personal token and can be used then in the real world, just like described in

paragraphs €5 to 99.

q{12. The compact personal token apparatus of paragraphs Y1, Y2 or 5, further comprises:

a flash memory or EEPROM device powered and addressed by the dual interface
controller chip. The additional memory can be used for user authentication (storing digital
signatures, certificates, key sets, finger-based biometric templates, usernames and passwords)

and to run applications.

§13. The compact personal token apparatus set forth in 91 further comprises:
a standard-compliant smart card contact interface complying to one or more of the

following standard inierfaces: [SO 7816, or any similar interface.

§14. The compact personal token apparatus set forth in §2 further comprises:
a standard—compliant smart card contact interface complying to one or more of the

following standard interfaces: ISO 7816, or any similar interface.

§15. The compact personal token apparatus set forth in §1 further comprises:
a connection module, connecting the personal token apparatus to a host device such as
PC, PDA, smart cellular phone or similar device, either directly or with the help of a standard

reader device such as a memory card reader.
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916. The compact personal token apparatus set forth in 91 further comprises:

a translation module, translating messages incoming from the contact based interface of

claim 1, and translating messages to the host device from the personal token apparatus.

€17. The compact personal token apparatus set forth in §1 further comprises:
a processor module, preparing messages to be sent by the contactless/wireless interface of

42, and interpreting messages received via the interface of §2.

q18. The compact personal token apparatus set forth in §1 further comprises:

a triple interface (e.g., contact, contactless, USB) processor.

Additional Embodiments
The device (smart fob, USB key fob) can incorporate a SIM card or a SAM card.

It is not necessary that the device (smart fob, USB key fob) be equipped with all of the options

for every application.

LEDs can be incorporated into the device (smart fob, USB key fob) to alert a user that certain

functions are occurring,
The device (smart fob, USB key fob) can function as a mass memory device.

The device (smart fob, USB key fob) can function as a dongle for software license

authentication,

The device (smart fob, USB key fob) can function as a token for providing network security.

This embodiment could include a SIM card.

The device (smart fob, USB key fob) can function as a Smart Card for online-banking. This

embodiment could include a SIM card.
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The device (smart fob, USB key fob) can function as a Multi-Interface Reader-less Device to
provide for physical and logical access control. This embodiment would include an RFID or

NFC (Near Field Communication) antenna.

The device (smart fob, USB key fob) can function as a firewall to provide anti-virus protection.

This embodiment would have a DSL plug-in socket and input-socket for external power.

In addition to the various formats of USB key fobs, it is contemplated to provide a docking

station or hub that will accommodate at least two devices.

The flash memory could be integrated into the dual interface (DI) chip itself.

Additional Comments

Most memery based RFID chips or transponders have a unique modulation and communication
protocol which influences the functionality and the type of antenna required for optimal
- operation. Because of the limitation on the size of the on-board EEPROM for such devices, the
command set for Mifare, ISO 14443 A & B, ISO 15693, ISO 18000 or ISO 7816 resides on the
ROM as well as being masked to the specific silicon device. The emergence of dual & triple
interface micro-controllers opens up the possibility to integrate several communication protocols
and modulation types onto a single device, by availing of the extensive memory capability of

flash drive technology.

The advantage of loading the communication protocol and modulation type in software form to
the flash memory eliminates the need to have several different type of chips with different
antenna constructions for specific applications. True interoperability is achieved through

software, resulting in higher volumes and yield for one particular controller.
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wall Protecti
Anti-Virus, - Worm, -Spam (and so forth) software normally resides on the home PC, slowing

down it’s functionality.

The device (smart fob, USB key fob) can comprise a 32 bit processor and 8 to 16 GB (GigaByte)
memory capacity, and could be used as a server to protect the home PC from external intrusion,
The device (smart fob, USB key fob) could have an IP (Internet Protocol) address, a socket for
the broadband connection and a connection for external power. This USB server could be used
to switch on the home PC from a remote location (using a MAC or IP address) in order to access

files or to act as a protection guard from a constantly enabled DSL telephone line.

wrloadin i d Using Electroni upons ("E-C "
The invention is a software applicatioh that uses the compact personal token apparatus referred to
hereinabove as smart fob (again, this term is being used without prejudice to any trademark
rights which may be claimed). The apparatus may also be referred to simply as "fob", or

"personal device”.

The basic concept allows registered consumers 1o visit a web site offering e-coupons ("coupon
website") and

(1} down-load "e-coupons" to the fob at home or office, then

(2) take the fob with them to the retail.er - grocery store or other participating merchant -

and redeem the coupons for savings on their purchase.

In actual operation the consumer would, for example, log on to a participating manufacturer's
web site (e.g., www.manufacturer's name.com) and be redirected to the coupon website (e.g.,
www. e-coupon website . com) when the consumer selects the "Download Coupon” function at
the participating manufacturer's web site.  This would be transparent to the consumer - the

conswmer would not realize they have left the merchant site.

This provides the ability for the consumer to:
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1) load at home and store electronically, on a personal device - for example the smart fob or
even a contactless or dual interface smart card (collectively, these various devices are simply
referred to as the "fob") - a large number of coupons and then take that device into the real world

with him.

2) at the checkout (e.g., merchant, retailer, grocery) the consumer purchases would be scanned
ito the register normélly, the consumer would present his fob to the point of sale (POS)
contactless reader terminal - software in the POS device ("merchant software™) would compare
the purchased items against the database of stored e-coupons on the fob or other smart object
(i.e., contactless smart card) and decrement the value of the coupons off the fob and pass that
savings amount to the register to deduct that savings amount from the total register receipt. The
g-coupons registration info would also be passed on to the merchant POS system so that the
merchant can bill the manufacturer for the coupon value he paid out. Redeemed coupon info
remains stored on the fob - in background in a memory area not accessible or visible to the

consumer, for later use. (see note 7a below)

3) In addition to value, the fob would also store the expiration date of each coupon. The
consumer could elect to be notified of expiring coupons - all expiring, or only those meeting a
preselected value (set "filters"). Expired coupons would be removed from the fob the next time
the consumer logs onto the home computer. {(Unused coupon information would remain on the

fob in the same secure inaccessible memory area - (see note 7b below)

4) The consumer side of the software ("home software") could also have a grocery list

function, that could be printed out at home.

5) The home software would also allow the consumer to see the total value of coupons stored

on the fob, total by product or category and a total of the redeemed coupons or actual savings.

6) The home software would allow the consumer to store a credit card and/or debit card on the

fob to pay for the purchase if they choose not to pay with cash.
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7a) The home software would also send purchase data - redeemed & expired coupon info
back to the coupon website at the time the consumer does a new coupon download. This feature

correlates specific coupon purchases with an identifiable consumer.

7b) The coupon website could also offer a fee based service to manufacturers or retailers to
alert them (or even their competitor) that a predetermined time has passed since the consumer
last used a coupon to purchase the specific item. (Unused coupon info may also be of some value
to a manufacturer.) The merchant would then have the option of emailing the consumer another
coupon for the product to stimulate a new buying decision, a competitor may want to send a
coupon to the customer to attempt to change brand preference. These customer notification

features could be permission-based allowing the consumer to opt-out.

The above 1s summarized in the following "flowchart".

user plugs fob (personal device) into computer

user logs onto to manufacturer website

redirected to coupon website
user downloads e-coupons onto fob
home software checks for expired or expiring coupons
user notified of expiring coupons
expired coupons deleted from fob
(optional) coupon website notifies manufacturer/retailer/competitor of expired coupons.

home software displays total value of stored coupons, savings, etc.

home software uploads purchase data to coupon website
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(optional) home software has a grocery list function

(optional) home software can store user's credit card info on fob

user take fob to merchant, make purchase(s), redeem coupons
merchant scans purchases
merchant software compares coupons with purchases
merchant software writes to fob, decrements coupons (or marks as used)
(optional) merchant loads premiums onto user's fob

merchant bills manufacturer

user returns home and plugs fob into computer for next session

Some of the Advantages of the Invention

Print at home coupons via the internet are available to consumers today. However, the consumer
still has to remember to take them with him to the grocery, retail, fast food store. Merchants and
manufacturers are experiencing fraud - counterfeit coupons or value changed. This has limited
the growth of this type of couponing. The present invention would eliminate or substantially
reducce the fraud aspect of at home couponing - all coupons are stored electronically in a secure

memory cell.

Another problem solved by the invention is that sometimes cashiers just accept a plurality (hand
full) of coupons from the shopper and deduct all the coupons - even if the item was not
purchased. The present invention would climinate this problem of redeemed coupons without

product purchase.

The invention provides for effective management of manufacturers coupons - eliminate lost or
forgotten coupons - maximize savings. Grocery or manufacturer can pass savings on to

CONsumers.
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dditional embodiments
Rather than using the smart fob, or other fobs discussed hereinabove, the customer can plug a
standard USB memory (stick) device into his home/office computer - download the home
software, then down load coupons to the USB memory device and then at the participating
grocery store or retail merchant plug the USB memory device into a POS device (cash register,
kiosk etc) equipped with a USB receptacle connector to exchange stored coupons for savings.
With the pure USB memory stick device there is no need to use the ISO7816 smart card standard
interface, or the ISO 14443 RFID protocol - just use standard USB communication protocol.
(The smart fob embodiment of the invention communicates using ISO7816 when the consumer
has it plugged into his PC (USB to 7816 conversion) but at the grocery or retail outlet the

communication is contactless using the ISO 14443 type A or B or Mifare standards.)

The merchant can upload data ("premiums") to the consumers fob (or USB memory device) at
the POS (point of sale) terminal. This could be in the form of additional coupons for in store
promotions, loyalty points or even music. Some of this digital content could be encrypted for

limited time use or conditional access.

Optionally, all coupons are encrypted as a security feature reducing or eliminating the likelihood

that coupon values could be counterfeited or altered in any way.

The invention has been illustrated and described in a manner that should be considered as
exemplary rather than restrictive in character - it being undcrstood that only preferred
embodiments have been shown and described, and that all changes and modifications that come
within the spirit of the invention are desired to be protected.  Undoubtedly, many other
"variations" on the techniques set forth hereinabove will occur to one having ordinary skill in the
art to which the present invention most nearly pertains, and such variations are intended to be

within the scope of the invention, as disclosed herein.
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For example, a fob-style device designed for the PC environment, which piugs into the USB port
of a computer, with an antenna coil in the device that enables the contactless part of a separate

contactless smart card to communicate with contactless readers.

For example, a triple interface chip incorporating a range of highly secure smart card controllers
- ISO 7816 contact interface, ISO 14443 A contactless Interface and USB 1.1 (or 2.0) Interface.
Additionally, incorporating a fourth interface for connecting directly to the Internet, such as via a

DSL line.

For example, telephone handsets (also known as "cell phones” or "mobile phones™) are providing
slots for flash memory cards, such as SD (Secure Digital) and MMC (MultiMediaCard) cards,
mainly for storing pictures. The present invention could be embodied in the form of a flash
memory card such as a "smart” SD card" (comparable to the aforementioned "smart fob™), which
could also include an antenna and tamper-resistant area which can be inserted into handsets for

performing various of the e-commerce and other applications mentioned above.

For example, a smart SD card using a contact-based standard interface (e.g., SD card format ) to
load data to and from the card with the help of a card reader hooked to a PC or incorporated into
a PDA, cell phone, etc, and which uses a contactless standard interface to use the stored data in

the real world. Additional memory can be used to securely store customer information and data

For example, with such a smart SD card, adding RFID to an apparatus (appliance) having an SD
or miniSD memory card slot, such as a cell phone, PDA, laptop, digital camera, personal video

player, MP3 player, etc.

For example, incorporating the latest technologies into the smart SD card (or with the smart fob
described hereinabove), such as non-volatile FeRAM (ferroelectric RAM), which enables high-
speed data writing, five times faster than conventional EEPROM-based smart cards. The large-
capacity flash memory in the smart SD Card can be used as an extra storage area for the smart

card modute and the stored data is protected by cipher technology.
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CLAIMS

What 1s claimed is:

1. A compact personal token apparatus, comprising:
a connection module;
a translation module;
a processor module; and

an input/output module.

2. The compact personal token apparatus of claim 1, wherein:

the connection module is for interfacing the personal token apparatus with a an Internet-
capable appliance; and

the interface is selected from the group consisting of USB, FireWire, IR, Bluetooth,

standard serial port, WLAN.

3. The compact personal token apparatus of claim 1, wherein:

the connection module is for interfacing the personal token apparatus with a an Internet-
capable appliance; and

the Internet-capable appliance comprises a device selected from the group consisting of

personal computer {PC), laptop, PDA, MP3 player and cellphone.

4. The compact personal token apparatus of claim 1, wherein:

the translation module moves signals between a USB interface and a smart card interface.

5. The compact personal token apparatus of claim 4, wherein:
the smart card interface is selected from the group consisting of ISO 7816, ISO 14443
and ISO 15693.

6. The compact personal token apparatus of claim 1, wherein:

the processor module comprises a dual interface (DI} chip.
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10.

11.

The compact personal token apparatus of claim 1, wherein:

the processor module incorporates the translation module.

The compact personal token apparatus of claim 1, wherein:

the output module comprises an RF antenna and a modulator.

The compact personal token apparatus of claim 1, further comprising:

flash memory.

The compact personal token apparatus of claim 1, wherein:

the translation module moves signals between a USB interface and a wireless interface.

The compact personal token apparatus of claim 1, wherein:

the translation module is incorporated in the processor module to that the device can go

directly from USB to wireless without being limited by smart card software architecture

Himitations.

2.

The compact personal token apparatus of claim 1, wherein:

the modules are embodied in the form of an apparatus having the general physical

configuration of a conventional USB memory fob.

13.

14.

15.

The compact personal token apparatus of claim 12, wherein the fob comprises;
a first physical module containing the input module and the translation module; and

a sccond physical module containing the processor module and the output module.

The compact personal token apparatus of claim 1, wherein:

the output module comprises contacts for interfacing with a smart card.

The compact personal token apparatus of claim 1, wherein:
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the fob is capable of interfacing with the Internet and emulating a smart card.

16.  The compact personal token apparatus of claim 1, wherein:

the connection module is for interfacing the personal token apparatus with an Internet-
capable appliance; and further comprising:

an input module is for connecting to the Internet; and

the apparatus incorporates firewall functionality to protect the Internet-capable

applicance.

17.  The compact personal token apparatus of claim 1, further comprising:

interfaces for ISO contact, contactless, USB and DSL.

18.  The compact personal token apparatus of claim 1, further comprising:

an LCD screen.

19.  The compact personal token apparatus of claim 1, further comprising:

at least one switch.

20.  The compact personal token apparatus of claim 1, further comprising:

at least one LED.

21. A compact personal token apparatus comprising:

a standard—compliant contact based interface, the contact based interface complying to at
teast one standard interface selected from the group consisting of USB, IEEE 1394, PCMCIA,
Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro

Drive, and any similar standard interface.

22.  The compact personal token apparatus of claim 21, further comprising:
a standard—compliant contactless/wireless interface; the contactless/wireless interface

complying to one or more of the following standard interfaces: RFID-contactless interface
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according to 1SO 14443 and 1SO 15693 as well as similar interfaces, Bluetooth compatible

interface, WLAN 812.11, UWB, and any similar interface.

23.  The compact personal token apparatus of claim 22, further comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this
being under the command of an operating system;

an interface module providing translation of standard-compliant contact based interface
messages via a memory chip to Bluetooth /WLAN 812.11 device compatible compliant
messages, and providing the translation of Bluetooth /WLAN 812.11 device compliant messages
via a memory chip to standard-compliant contact based interface messages; and

a Bluetooth /WLAN 812.11 device having a Bluetooth/WLAN 812,11 compliant
interface communicating through the interface module with the host processing device via a
memory chip; the same Bluetooth /WLAN 812,11 device communicating through its Bluetooth
/WLAN 812.11 compatible interface.

24, The compact personal token apparatus of claim 23, wherein:

the contactless / wireless module is releaseably coupleable frem the Interface module.

25, 'The compact personal token apparatus of claim 22, further comprising:

a processor module; and

additional memory selected from the group consisting of flash memory and EEPROM
device powered and addressed by the processor module;

wherein the additional memory can be used for user authentication and to run

applications.
26.  The compact personal token apparatus of claim 22, further comprising:
a standard-comphiant smart card contact interface complying to ISO 7816, or any similar

interface.

27.  The compact personal token apparatus of claim 22, further comprising:
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a processor module, preparing messages to be sent by the contactless/wireless interface of

and interpreting messages received via the interface.

28, The compact personal token apparatus of ¢laim 21, further comprising;

a standard-compliant interface releaseably coupleable to a host processing device, this
being under the command of an operating system;

an interface module providing translation of standard-compliant contact based interface
messages to SO 7816 compliant messages and providing the transiation of ISO 7816 compliant
messages to standard-compliant contact based interface messages;

a dual interface processor having an ISO7816 compliant interface communicating
through the interface module with the host processing device, the dual interface processor

communicating through an RFID-contactless interface and connected to an inductive antenna.

29.  The compact personal token apparatus of claim 28, wherein:

the contactless / wireless module is releaseably coupleable from the Interface module.

30.  The compact personal token apparatus of claim 28, wherein:

the dual interface processor is mounted in a dual interface card complying to ISO 7810 or
a 7816 compliant SIM module and connected norms;

the compact personal token apparatus provides physical contacts for the dual interface
card, or a 7816 comphant form factor; and

when connected, the dual interface or SIM card can communicate with the host
processing device through the interface module inside the personal token and, once the
comumunication is done, the card can be released from the personal token and can be used then in

the real worid.

31.  The compact personal token apparatus of claim 28, wherein:
the dual interface chip (processor) inside the personal token can be directly programmed
by a software running on the host system using the interface processor without the need for an

external contact based dual interface read/write device.
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32. The compact personal token apparatus of claim 31, wherein:
the downloaded information can be used in the real world by using the contactless RFID

interface.

33.  The compact personal token apparatus of claim 31, wherein:
the software is web based, allowing for downloading information from the web directly
into the dual interface processor memory (for example, event tickets) thus linking the virtual

world to the real world.

34,  The compact personal token apparatus of claim 33, wherein:
the downloaded information can be used in the real world by using the contactless RFID

interface.

35.  The compact personal token apparatus of claim 33, wherein:

the information stored in the personal token via the standard contact based interface is
used for personal identification, sccure network logon, access control, e-ticketing, e-payment and
similar applications .using either the standard compliant interface or the RFID-compliant

interface.

36.  The compact personal token apparatus of claim 33, wherein:
information received through the RFID- interface can be stored in the memory of the
personal token and can then be provided to the host processing device via the standard interface,

thus allowing a complete information exchange between the virtual world and the real world.

37.  The compact personal token apparatus of claim 31, wherein:

the information stored in the personal token via the standard contact based interface is
used for personal identification, secure network l.ogon, access control, e-ticketing, e-payment and
similar applications using either the standard compliant interface or the RF [D-compliant

interface.
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38.  The compact personal token apparatus of claim 31, wherein:
information received through the RFID- interface can be stored in the memory of the
personal token and can then be provided to the host processing device via the standard interface,

thus allowing a complete information exchange between the virtual world and the real world.

39.  The compact personal token apparatus of claim 31, further comprising:

additional memory selected from the group consisting of flash memory and EEPROM
device powered and addressed by the processor module;

wherein the additional memory can be used for user authentication and to run

applications.

40. The compact personal token apparatus of claim 21, further comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this
being under the command of an operating system;

an interface module providing translation of standard-compliant contact based interface
messages via a memory chip to Bluetooth /WLAN 812,11 device compatible compliant
messages, and providing the translation of Bluetooth /WLAN 812.11 device compliant messages
via a memory chip to standard-compliant contact based interface messages; and

a Bluetooth IWLAN 812.11 device having a Bluetooth/WLAN 812.11 compliant
interface communicating through the interface module with the host processing device via a
memory chip; the same Bluetooth /WLAN 812.11 device communicating through its Bluetooth
/WLAN 812.11 compatible interface.

41.  The compact personal token apparatus of claim 21, further comprising:

a processor module; and

additional memory selected from the group consisting of flash memory and EEPROM
device powered and addressed by the processor module;

wherein the additional memory can be used for user authentication and to run

applications.
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42.  The compact personal token apparatus of claim 21, further comprising:

a standard—compliant smart card contact interface complying to ISO 7§16, or any similar

interlace.

43,  The compact personal token apparatus of claim 21, further comprising:
a connection module, connecting the personal token apparatus to a host device such as
PC, PDA, smart cellular phone or similar device, either directly or with the help of a standard

reader device such as a memory card reader.

44,  The compact personal token apparatus of ¢laim 21, further comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this
being under the command of an operating system; and

a translation module, translating messages incoming from the contact based interface,

and translating messages to the host device from the personal token apparatus.

45.-  The compact personal token apparatus of claim 21, further comprising:

a triple interface (e.g., contact, contactless, USB) processor.

46.  Method of interacting wirelessly, cornprising:‘
providing a device;
interfacing the device with a an Internet-capable appliance; and

providing a smart card interface in the device.
47.  Method, according to claim 46, wherein:
the interface with the Internet-capable appliance is selected from the group consisting of

USB, FireWire, IR, Bluetooth, standard serial port, WLAN.

48, Method, according to claim 46, wherein:
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the Internet-capable appliance comprises a device selected from the group consisting of

personal computer (PC), laptop, PDA, MP3 player and cell phone.

49.  Method, according to claim 46, wherein:
the smart card interface is selected from the group consisting of ISO 7816, ISO 14443
and [SO 15693.

50. Method, according to claim 46, wherein:

the device is modular in construction.

51, Method, according to claim 46, wherein:

the device performs a firewall functionality to protect the Internet-capable applicance.

52. Method, according to claim 46, wherein:

the device incorporates interfaces for ISO contact, contactless, USB and DSL.
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ABSTRACT

A compact personal token apparatus, suitably resembling a conventional USB memory fob in
size, shape, and form which can be plugged into a PC and interfaced with the virtual world of
the Internet. The apparatus is capable of loading and storing information from the Internet, via
the PC to its flash memory or EEPROM and then using the stored information or value via its
wireless interface in the real world. The apparatus is capable of implementing an auto-run
application, when inserted into a personal computer. The apparatus is capable of exchanging
information with other devices having compatible interfaces. The apparatus can also function as

a firewall when plugged between an Internet connection and a PC.
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filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

s The statutory basic filing fee is missing. '
Applicant must submit § 395 to complete the basic filing fee for a small enm‘y

e The oath or declaration is unsigned.

¢ To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(e) of
365 for a small entity in compliance with 37 CFR 1.27, must be submitted with the missing items identified
in this letter.

The applicant needs to satisfy supplemental fees problems indicated below.

The required item(s) identified below must be timely submitted fo avoid abandonment:

+ Additional claim fees of $800 as a small entity, including any required multiple dependent claim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are due.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $1260 for a Small Entity

« $395 Statutory basic filing fee,
+ $65 Late oath or declaration Surcharge.

o Total additional claim fee(s) for this application is $800

s $800 for 32 total claims over 20.

IPR2022-00412
Apple EX1043 Page 76



Page 2 of 2

Replies should be mailed to:  Mail Stop Missing Parls
Commissioner for Pa.tents
P.Q. Box 1450
Alexandria VA 22313-1450

A copy of this notice MUST be returned with the reply.

L
Customer Service C&
Initial Patent Examinat twision (703) 308-1202
PART 3 - OFFICE COPY
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UNITED STATES DEPARTMENT OF COMMERCE
Joited Stutes Patent iind Tradumark (OfFes
Address: COMMISSIONER FOR PATENTS

FC. Do 1450

Aleaambil, ¥ingnds 23313-1430

b b LI Ly

| APPLICATION NUMBER } FILING OR 371 (¢) DATE | FRSTNAMEDAPPLICANT |  ATTORNEY DOCKET NUMBER |
10/990,296 11/16/2004 Dennis J. Ryan Ryan C-4

CONFIRMATION NO. 2050
Gerald E. Linden FORMALITIES LETTER

e e T 00 O

Palm Beach Gardens, FL 33410 “OC00000001 4782345°

Date Mailed: 12/16/2004

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
01/27/2005 DTESSERL 00000082 10930296

01 FC:R001 395,00 0P FILED UNDER 37 CFR 1.53(b)
02 FC:2051 63. 00 op
03 FC:2202 800,00 OP Filing Date Granted

Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item{s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment, Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisicns of 37 CFR 1.136(a).

s The statutory basic filing fee is missing.
Applicant must submit § 395 to complete the basic filing fee for a small entity.
e The oath or declaration is unsigned.

¢ To avoid abandonment, a late filing fee or oath or declaration surcharge as set forthin 37 CFR 1.16(e} of
$65 for a smalt entity in compliance with 37 CFR 1.27, must be submitted with the missing items identified
in this letter. )

The applicant needs to satisfy supplemental fees problems indicated below.

The required item(s) identified below must ke timely submitted to aveid abandonment:

¢ Additional claim fees of $800 as a small entity, including any required multiple dependent claim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are due.

SUMMARY OF FEES DUE;

Total additional fee(s) required for this application is $1260 for a Small Entity

o $395 Statutory basic filing fee.
» $65 Late oath or declaration Surcharge.

+ Total additional claim fee(s) for this application is $800

= 3800 for 32 total claims over 20.
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Replies should be mailed to:  Mail Stop Missing Parts
Commissioner for Patents
F.Q. Box 1450
Alexandria VA 22313-1450

A copy of this notice MUST be returned with the reply.

/-.

AN Lt

Customer Service Cenfen
Initial Patent Examinatudn Division (703} 308-1202
PART 1 - ATTORNEY/APPLICANT COPY
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Inventor(s). RYAN, et al.
Serial Number: 10/990,296
Filing Date: 11/16/2004

TRANSMITTAL

To:  MAIL STOP - Missing Parts
COMMISSIONER FOR PATENTS
P.O. BOX 1450
ALEXANDRIA, VA 22313-1450

Enclosed herewith for filing is:
« NOTICE TO FILE MISSING PARTS ...
« DECLARATIONS < two signed by the inventors, each is five pages
- Ryan and Comiskey, signed 11/22/2004 and 12/31/2004
- Finn and Knapich, signed 12/30/2004
« Filing Fee (395) and excess claims fee (800) and Surcharge (65)
Total fees enclosed herewith = $1260 Charge any shortfall to Dep. Acct. 12-1445,

Future Co rrespondence

Please direct all future correspondence in this matter to:
GERALD E. LINDEN
12925 LA ROCHELLE CR.

PALM BEACH GARDENS, FL 33410

Certificate of Mailing :

1, the undersigned, hereby certify that this correspondence is being deposited with the United
States Postal Service as first class mail in an envelope with sufficient postage addressed to
Commissioner for Patents, Alexandria, VA 22313, on the date indicated below.

For the applicant,

GerAld E. Linden 30,
(561) 694-2004
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

COMBINED DECLARATION FOR PATENT APPLICATION
AND POWER OF ATTORNEY

MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND
METHODS OF USE

Inventor(s): Ryan, et al.

Serial Number: -tbd-

Filing Date: Nov. 16, 2004

As a below inventor, 1 hereby declare that; My residence, post office address and citizenship are as stated below next to
my name; that | verily believe that | am an original, JOINT inventor of the subject matter which is claimed and for
which a patent is sought on the above-referenced invention.

I hereby state that 1 have reviewed and understand the contents of the above-identified specification, including the
claims, as amended by any amendment referred to above; that the above-identified specification contains a complete
and accurate description of the subject matter which is claimed and for which a patent is sought,

I acknowledpe the duty to disclose information which is material to the examination of this application in accordance
with Title 37, CFR §1.56(a).

I hereby claim benefit under Title 35, United States Code, §120 of any United States applications that are listed below
and, insofar as the subject matter of each of the claims of this application is not disclosed in those prior applications in
the manner provided by the first paragraph of Title 33, United States Code §112, I acknowledge the duty to disclose
material information as defined in Title 37, Code of Federal Regulations §1.56{a} which occurred between the filing
date of the prior applications and the filing date of this application, 1 further claim benefit under Title 35 United States
Code, §119 of any international patent applications listed below:

USSN 60/520,698 filed 11/17/2003 by Ryan, et al.
USSN 60/562,204 fited 4/14/2004 by Comiskey, et al.
USSN 60/602,595 filed 8/18/2004 by Finn

POWER OF ATTORNEY: As a named inventor, | hereby appoint the following agent(s) / atlorney(s) to prosecute this
application and transact all business in the Patent and Trademark Office connected therewith:

GERALDE. LINDEN, Registration No. 30,282
DWIGHT A. STAUFFER, Registration No. 47,963

Declaration of Ryan, et al. page 1/2
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Title:  MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARAT‘US AND
METHQDS OF USE
Inventor(s). Ryan, et al.

[ hereby declare that all statements made herein of my own knowledge are true and that all statements made on
information and belief are believed to be true; and further that these statements were made with the knowledge that
wiliful false statements and the like are punishable by fine or imprisonment, or both, under section 1001 of Title 18 of
the United States Cade, and that such willful false statements may jeopardize the validity of the application or any

patent issuing thereon.
Z/ﬁéz s

q ID ge / Citizenship
27 Chandler, AZ 85249

Rg _s:denéw&ées{ Office Address

Ireland
David Finn Date Citizenship
Lower Churchfield, Tourmakeady County, Mavo, Ireland
Residence and Post Office Address

2-3-64 __us

- Date Cltlzenshlp
2408 bdgerton Road University Heights, Ohio 44118
Residence and Post Office Address

Germany
Norbert Knapich Date Citizenship
Mangmuehlerweg 5, Rosshaupten 87672, Germany
Residence and Post Office Address
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

COMBINED DECLARATION FOR PATENT APPLICATION
AND POWER OF ATTORNEY
MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND
METHODS OF USE
Inventor(s): Ryan, ¢t al.
Serial Number: 10/990,296
Filing Date: Nov. 16, 2004

As a below inventor, | hereby declare that; My residence, post office address and citizenship are as stated below next to
my name; that | verily believe that | am an original, JOINT inventor of the subject matter which is claimed and for
which a patent is sought on the above-referenced invention.

I hereby state that | have reviewed and Understand the contents of the above-identified specification, including the
claims, as amended by any amendment referred to above; that the above-identified specification. contains a complete
and accurate description of the subject matter which is claimed and for which a patent is sought.

[ acknowledge the duty to disclose information which is material to the examination of this application in accordance
with Title 37, CFR §1.56(a).

I hereby claim benefit under Title 35, United States Code, §120 of any United States applications that are listed below
and, insofar as the subject matter of each of the claims of this application is not disclosed in those prior applications in
the manner provided by the first paragraph of Title 35, United States Code §112, I acknowledge the duty to disclose
material information as defined in Title 37, Code of Federal Regulations §1.56(a) which occurred between the filing
date of the prior applications and the filing date of this application. [ further claim benefit under Title 35 United States
Code, §119 of any international patent applications listed below:

USSN 60/520,698 filed 11/17/2003 by Ryan, et al.
USSN 60/562,204 filed 4/14/2004 by Comiskey, et al.
USSN 60/602,595 filed 8/18/2004 by Finn

POWER OF ATTORNEY: As a named inventor, [ hereby appoint the following agent(s) / attorney(s) to prosecute this
application and transact all business in the Patent and Trademark Office connected therewith:

GERALDE. LINDEN, Registration No. 30,282

DWIGHT A. STAUFFER, Registration No. 47,963

Declaration of Ryan, et al. page 1/2
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Declaration of Ryan, etal. page 2/2

Title:  MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND

METHODS OF USE
Inventor(s): Ryan; et al.
Serial Number::10/96(3.296
Filing-Date: Nov. 16, 2004

I hereby declare that all statements made hergin of my own knowledge are true and that all
statements made on information and belief are. bcl ieved.-to be true; and further that these statements
were made with the knowledge that willful-false statements and the like are. punishable by fine or
imprisonment,- or both, under section 1001 of Title 18 of the United ‘States. Code, .and that such
willful false staternents may jeopardize the validity of the application or any patent issving thereon.

Us
Dennis J. Ryan : Date  Citizenship
2739 F. Virgo Place  Chandler, AZ 85249
Resndence and Post Oﬂ'ce Address

/ %h. D.r2. 0y _ lreland

David Iinn / Date Citizenship.
Lower Churchfield, .TogMakéa’dv-'Countv Mavyo. [reland
Residence and Post Office Address

Us
Patrick R. Comiskey Date Citizenship

2408 Edgerton Road University Herghts, Ohio 44118
Residence and Post Office Addrcss '

J\)\LD[(N(JK 504?04/ Germany

Norbert Knapich Date Citizenship

Mangmughlerweg 5, ‘Rossha unten 87672. Germa
Rcsndence 'md Post Office Address
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Aty Docket: Ryan-C4

oS

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS
AND METHODS OF USE

Inventor(s): RYAN, et al,

Serial No: 10/990,296

Filing Date:  11/16/2004

CHANGE OF CONTACT PERSON {and Correspondence Address)

Commissioner for Patents

PO Box 1450

Alexandria, VA 22313-1450

I (Gerald E. Linden) am currently the aitorney of record (named on the DECLARATION, as filed).
Dwight A. Stauffer (Reg # 47963) has been appointed with Power of Attorney.

Dwight A. Stauffer is a practitioner associated with Customer Number # 37053, Phone (216) 381-
6599

Correspondence Address
Please change the correspondence address for the above-identified application to:
Cugtomer Number # 37053
Dwight A. Stauffer
1006 Montford Rd.
Cleveland Heights, OH 44121

For the applicant,

Z.

rald E. Linden, Reg] 30,282
(561) 694-2094

(v/ig

ddte
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Apple EX1043 Page 85



10950296
PLUS Search Results for S/N 10990296, Searched July 053, 2005

The Patent Linguistics Utility System (PLUS) is a USPTC automated search
system for U.35. Patents from 1971 to the present. PLUS is a
query-by-example search system which produces a list of patents that are
most closely related linguistically to the application searched. This
search was prepared by the staff of the Secientific and Technical
Infermation Center. 3STRA.

6435464 6745267
6128673 6061746
6343364 6061746
6883715 5841471
6131125 5890016
6370603 5330496
6567273 S933456
6628325 5951667
66943%9 5963726
6750802 5970220
6752321 5987106
6769622 6073188
£772956 &0B5156
6843423 6105143
6910638 £178458
6098171 &£192420
6151647 6159122
6168077 6206480
6199128 6217389
6581122 6223134
6634565 62173892
£73825% 6223134
676333% 6243778
6776059 6£246578
6801956 6251014
EE817534 6270415
EBE3T718  €289%405
ES98022 6292863
6748541 6301104
6779734 6343260
6874680 £356968
6543630 £405145
6783078 6418392
6793144 6424525
6913196 6443839
6314695 .6449662
6205505 &480801
SET5313 6524137
5937175 6525932
S853511 65486441
5968142 6557754
6058441 6581123
6125409 6607139
6286063 6614708
6385677 66511834
6625472 €654841
5629181 6676420
£65851e 6712698
6731751 6722985
6738856 6736678
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Hits

Search Query

DBs

Default

Operator

Plurals

Time Stamp

L4

138

47

1 and @ad<="20031117"

("6745267" "6061746" "6061746"
"5841471" "5890016" "5930496"
"5933656" "5951667" "5963726"
"5970220" "5987106" "6073188"
"60B5156" "6105143" "6178458"
'6192420" "6199122" "6206480"
"6217389" "6223134" "6217389"
'6223134" "6243778" "6246578"
"6251014" "6270415" "6289405"
'6292863" "6301104" "6343260"
"6356968" "6405145" "6418392"
|I6424525|I Il6443839" “6449662"
"6480801" "6524137" "6525932"
"6546441" "6557754" "6581123"
"6607139" "6614708" "6651184"
'6654841" "6676420" "6712698"
"6722985" "6736678").pn.

US-PGPUB:
USPAT;
EPQO; JPO;
DERWENT:;
IBM_TDB

US-PGPUB;
USPAT

OR

OR

ON

ON

2005/07/07 17:31

2005/07/07 17:31

Search History 7/7/05 7:11:41 PM  Page 1

IPR2022-00412
Apple EX1043 Page 87



L6

148

5 and @ad<="20031117"

US-PGPUB;
USPAT;
EPO; IPO;
DERWENT;
IBM_TDB

OR

ON

2005/07/07 17:31

Search History 7/7/05 7:11:41 PM  Page 2

IPR2022-00412

Apple EX1043 Page 88




UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Boa 1450
Alexandna, Virginia 22211-1450
WIS, o
| APPLICATION NO. FILING DATE ] FIRST NAMED INVENTOR ] ATTORNEY DOCKET NO. | CONFIRMATION NG, —|
10v990,296 117162004 Dennis J. Ryan Ryan C-4 2050
37051 7590 0701212005 | EXAMINER J
D.A. STAUFFER PATENT SERVICES LLC LE, UYEN CHAU N
1006 MONTFORD ROAD
CLEVLAND HTS., OH 44121.2016 | ART UNIT [ PAPERNUMBER |

2876

DATE MAILED: 0%/12/2005

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. 10/03)

IPR2022-00412
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A

Application No. Applicant(s)

10/990,296 RYAN ET AL.
Office Action Summary [ Examinsr Art Unit

Uyen-Chau N. Le 2876

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIQD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

Extensions of ime may be available under the provisions of 37 CFR 1.138(a). (n no event, however, may a reply be timely filed

after SIX () MONTHS from the mailing date of this communication.
- Fihe period for reply specified above is less than thirty {30) days, a reply within the statutory minimum of thirty {30) days will be considered timely.
- W NG period for reply is specified above, the maximum statutary pericd will apply and will expire SIX (6) MONTHS from the mailing date of this communicatian,
- Failure to reply within the set or extended pariod for reply will, by statute, cause lhe application io become ABANDONED (35 U.S.C, § 133).

Any reply received by the Office Iater than thres months after the mailing date of this cammunication, even if imely filed, may reduce any

earned patant term adjustment. See 37 CFR 1.704(b}.

Status

1) Responsive to communication(s) filedon
2a)_] This action is FINAL. 2b)X This action is non-final.
3)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is-
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 0.G. 213.

Disposition of Claims

4)J Claim(s) 1-52 isfare pending in the application.
42) Of the above claim(s) __is/are withdrawn from consideration.
5] Claim(s) is/are allowed.
BB Claim(s) 1-52 is/are rejected.
7 Claim(s) is/are objected to.
8)L] Claim(s) _____ are subject to restriction and/or etection requirement.

Application Papers

9)] The specification is objected to by the Examiner.
10)[] The drawing(s) filed on isfare: a)[] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the comrection is required if the drawing(s) is objected to. See 37 CFR 1.121(d).-
11)J The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTQ-152.

Priority under 35 U.S.C. § 119

12)[1 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)J Al b Some * ¢)] None of:
1.[] Certified copies of the priority documents have been received. _
2[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rute 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment{s}
N 1) Notice of Referencas Cited {FTO-852) 4) D Interview Summary (PTO-413)
2) [] Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date.
3) [ tnformation Disclosure Statement(s} (PTO-1449 or PTO/SB/08) 5) ] Notice of Informal Patent APP"W“"" (PTO-152)

Paper No(s)¥Mail Date g) |:] Other,

U.S Palen and Trademark Office
PTOL-326 {Rev. 1-04) Offica Action Summary er No./Mait Date 7605

TBRGS: 00412
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Application/Control Number: 10/990,296 Page 2
Art Unit: 2876

DETAILED ACTION

Claim Objections

1. Claims 2, 3, 11, 12, 15, 16, 23, 24, 27-31, 33, 35-38, 40 and 43-46 are objected
to because of the following informalities: |

Re claim 2, line 2: Delete "a”.

Re claim 3, line 2: Delete “a".

Re claim 11, line 2: Substitutes “to that the device” with -- so that the personal
token apparatus --.

Re claim 12, line 2: Substitutes “the modules” with -- the connection, translation,
processor and input/output modules --.

Re claim 12, line 2: Substitutes “the form” with -- a form --.

Re claim 12, iine 2; Substitutes “the general” with -- a general --.

Re claim 15, line 2: Substitutes “capable of” with -- configured for --.

Re claim 16, line 5: Substitutes “the apparatus” with -- the personal token
apparatus --.

Re claim 23, line 3: Substitutes "the command” with -- a command --.

Re claim 23, line 10: Substitutes “its” with — a --.

Re claim 24, hne 2: Substitutes “the contactless/wireless module” with -- the
contactless/wireless interface --.

Re claim 24, line 2: Substitutes “Interface” with -- interface --.

Re claim 27, line 2: Delete “of".

IPR2022-00412
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Application/Control Number: 10/980,296 Page 3
Art Unit: 2876

Re claim 28, line 3: Substitutes “the command” with -- a command --.

Re claim 29, line 2: Substitutes “the contactless/wireless module’ with - the
contactiess/wireless interface --.

Re claim 29, line 2: Substitutes “Interface” with -- interface --.

Re claim 30, line .?: Substitutes “the personal token” with - the personal token
apparatus --. |

Re claim 30, line 8: Substitutes “the personal token” with -- the personal token
apparatus --, |

Re claim 31, line 2: Substitutes “the personal token” with -- the personal -Iokén
apparatus --.

Re claim 33, line 3: Delete “(for example, event tickets)”.

Re claim 35, line 2: Substitutes “the personal token” with -- the personal token
apparatus --.

Re claim 36, line 3: Substitutes “the personal token” with -- the personal token
apparatus --.

Re claim 37, line 2: Substitutes “the personal token” with -- the personal token
apparatus --. |

Re claim 38, line 3: Substitutes “the personal token” wit_h -- the personal token
apparatus --.

Re claim 40, line 3: Substitutes “the command” with. -- a command --.

Re claim 43, line 2: Substitutes “such as” with -- including --.

Re claim 44, line 3: Substitutes “the command” with -- a command --.

IPR2022-00412
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Application/Control Number: 10/990,296 Page 4
Art Unit: 2876

Re claim 45, line 2: Substitutes “(e.g., contact, contactless, USB) processor” with
-- processor including contact, contactless, USB) --.
Re claim 46, line 3: Delete “a"

Appropriate correction is required.

Claim Rejections - 35 USC § 112
2.~ Claim 32 is rejected under 35 U.S.C. '112. second paragraph, as being indefinite
for failing to particularly point out and distinctly claim the subject matter which applicant
regards as the invention. |
Re clam 32, line 2: “the downloaded information™ lacks antecedent basis
because none of the previous claims, which the claim depends on, recites any

downloading information.

Claim Rejections - 35 USC § 102
3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -

(e} the invention was described in a patent granted on an application for patent by another filed in the
United States before the invention thereof by the applicant for patent, or on an international application
by another who has fuffilled the requirements of paragraphs (1}, (2), and (4) of section 371(c) of this
title before the invention thereof by the applicant for patent,

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act
of 1999 (AIPA) and the Intellectual Property and High Technology Technical |

Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting

IPR2022-00412
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Application/Control Number: 10/990,296 Page &
Art Unit: 2876

directly or indirectly from an international application filed before November 29, 2000.
Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior
to the amendment by the AIPA (pre-AIPA 35 U.S.C. 102(e)).

4, Claims 1-7, 8, 12-16, 21, 41-44 and 46-51 are rejected under 35 U.S.C. 102(e)
as being anticipated by Margalit et al (US 6,748,541).

Re claims 17 9, 12-16, 21, 41-44 and 46-51: Margalit et al discloses a compact
personal token apparatus 125, comprising: a connection module 140: a translation
module, which incorporated with a processor module 130; and an input/output module
(fig. 2), wherein: the connection module 140 is for interfacing the personal token
apparatus with a an Internet-capable appliance; and the interface is a USB interface
(fig. 2); wherein: the connection module 140 is for interfacing the personal token
apparatus with a an Internet-capable appliance; énd the Internet-capable appliance
comprises a device, which is a personal computer (PC); wherein: the translation module
moves signals between a USB interface and a smart card interface (fig. 2; col. 5, lines
1-30); wherein; the smart card interface 17O is an |1SO 7816; wherein: the processor
module 130 comprises a dual interface (DI) chip (i.e., USB and smart card); wherein:
the processor module 130 incorporates the translation module (i.e., for passing data
from the smart card to the USB interface chip 140 and vice versa) (fig. 2; col. 5, lines
20-27), flash memory 150 (fig. 2; col. 4, lines 35-38); a first physical module containing
the input module and the translation module; and a second ph'ysical module containing
the processor module and the output module (fig. 3); wherein: the 'connéctidn,

translation, processor, and input/output modules are embodied in a form of an

IPR2022-00412
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Application/Control Number: 10/990,296 - Page 6
Art Unit: 2876

apparatus having a general physical bonﬂguration pf a conventional USB memory fob
(figs. 3-5B); wherein: the output module comprises contacts for interfacing with a smart
card (fig. 2); the fob is configured for interfacing with the Internet and emulating a smart
card (fig. 2); wherein: the connection module 140 is for interfacing the personal token
apparatus with an Internet-capable appliance; and further comprising: an input module
i.s for connecting to the Internet; and the apparatus incorporates firewall functibnality to
protect the Internet-capable appliance (i.e., login process. including username and
password) {fig. 5B); a gtandard-compliant contact bésed interface, the contact based
interface complying to at least one standard interface selected from the group consisting
of USB, |IEEE 1394, PCMCIA, Compact Flash, Multi Media, Memory Stick, Smart
Media, Secure Digital, mini SD, IBM Micro Drive, and any similar standard interface (fig.
2). |

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the réjections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1} an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351{a} shall have the effects for purposes of this subsection of an application filed in the United States
only if the internationaf application designated the United States and was published under Article 21{2)
of such treaty in the English language.

6. Claims 1, 8, 10, 11, 18-29 and 31-40 are rejected under 35 U.S.C. 102(e) as
being anticipated by Jiau {US 2003/0236821 A1).
Re claims 1, 8, 10, 11, 18-29 and 31-40: Jiau discloses a compact personal

token apparatus 1, comprising: a connection module 1312 (paragraph [0044]); a
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translation module, which incorporated with a processor module 132; and an
input/output module [139, 1341, 1342, 1343, 1344] (figs. 1 & 3A-3C); the translation
module moves signals between a USB interface and a wireless interface (paragraphs
[0050-0051]); an L.CD screen 1341 and LEDs 1342 (ﬁg. 3C); a standard-compliant
contact based interface, the contact based interface complying to at least one standard
interface selected from the group consisting of USB, IEEE 13894, PCMCIA, Compact
Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro
Drive, and any similar standard interface (paragréph [0044]); a standard-compliant
contactless/wireless interface 1311; the contactless/wireless interface 1311 complying
‘to one or more of the following standard interfaces: RFID-contactless interface
according to WLAN 812.11 and Bluetooth compatible interface {paragraphs [0047] &
[005Q]); a flash memory 133 (fig. 3A); wherein: the dual interface chip (processor) inside
the personal token can be directly programmed by. a software running oﬁ the host
system using thé interface processor without thé need for an external contact based
dual interface read/write device (paragraph [0052]). wherein: the downloaded
information can be used in the real world; wherein: the software is web based, allowing
for downloading information from the web directly into the dual interface processor
memory thus linking the virtual world to the real world (paragraph [0052]); wherein: the
information stored in the personal token via the standard contact based interface is
used for personal identification, .secure network logon, access control, e-ticketin.g, é-
payment and simiar applications using either the standard compliant interface or th.e

RFID-compliant interface (paragraph [0067])).
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Claim Rejections - 35 USC § 103
7. - The following is a qubtation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may rot be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

8. This application currently names joint inventors. In considering patentability of
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of
the various claims was commonly owned at the time any inventions covered therein
were made absent any evidence to the contrary. Applicant is advised of the obligation
under 37 CFR 1.56 to point out the inventor and invention dates of each claim that was
not commonly owned at the time a later invention was made in order for the examiner to
consider the applicability of 35 U.5.C. 103(c) and potential 35 U.S.C. 102(e), (f) or {g)
prior art under 35 U.S.C. 103(a).
9. Claims 17, 45 and 52 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Margalit et al in view of Jiau. The teachings of Margalit et al and Jiau have been
discussed above. |

Re claims 17, 45 and 52: Margalit et al has been discussed above but is silent
with respect to a contactless interface.

Jiau teaches a commuﬁicalion unit 131 includes wireless connection 1311 {fig.
38B; paragraph. [0051)).

It would have been obvious to an artisan of ordinary skill in the art at the time the

invention was made to incorporate a wireless connection of Jiau into the system as
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taught by IMargalit et al in order to provide Margalit et al with a universal system wherein
the system can be utilized in any type of communications {i.e., contact, contactless,
USB, etc.). Furthermore, such modification would provide the user the flexibility in using
the system wherein the user does not have to concern about whether or not the system
is compatible with a particular communication system that the user intend to use, and
therefore an obvious expedient.

10.  Claim 30 is rejected under 35 U.S.C. 103(a) as being unpatentable over Jiau in
view of Margalit et al. The Iteachings of Jiau and Margalit et al have been discussed
above.

Re claim 30: Jiau has been discussed above but is silent with respect to an
interface that is complying to ISO 7810 or a 7816 compliant SIM module.

Margalit et al teaches a personal token apparatus 125 having an interface that is
a7816 cofnpliant SIM module {fig. 2).

It would have been obvious to an artisan of ordinary skill in the art at the time the
invention was made 1o incorporate a 7816 compliant SIM moduie of Margalit et al into
the system as taught by Jiau in order to provide Jiau with a universal system wherein
the system can be utilized in any type of communications (i.e., contact, contactless,
USB, etc.). Furthermore, such modification would provide the user the flexibility in using
the system wherein the user does not have to concern about whether or not the system
is compatible with a particular communication system that the user intend to use, and

therefore an obvious expedient.
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Conclusion
11.  The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure.

The patents to Elteto et al (US 20010043702 A1); Hoornaert et al (US
20010054148 A1); Sazawa et al (JP 2004246720 A); Long et al (US 6848045 B2);
Abbott et al (WO 2001968990 A); Gray et al (US 6168077 B1); Silverman et al (US
6370603 B1); Yao (US 6385677 B1); Leydier et al (US 6543690 B2); Liu et al (US
68567273 B1); Yao (US 6658516 B2); Leydier et al (US 6694399 B1); Leaming (US
6752321 B1), Margalit et al (US 6763399 B2); Leaming (US 6772956 Bﬁi Feuser et al
(US 6801956 B2), Liu et al (US 6676420 B1); Tordera et al (US 6879597 B2) are cited
as of interest and illustrate a similar structure to a multi-interface compact personal
token apparatus and methods of use.

Any inquiry concerning this communication or earlier communicétions from the
examiner should be directed to Uyen-Chau N. Le whose telephone number is 571-272-
2397. The examiner can normally be reached on Mon-Fri. 5:30AM-2:00PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Michael G. Lee can be reached on 571-272-2398. The fax phone number

for the organization where this application or proceeding is a'ssigned is 703-872-9306.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications 'may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).

w

Uyen-Chau V. Le
Examiner

Art Unit 2876
July 7, 2005
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USB-COMPLIANT PERSONAL KEY USING A
SMARTCARD PROCESSOR AND A SMARTCARD READER EMULATOR

—- CROSS-REFERENCE TO RELATED APPLICATIONS

~ This application is a continuation-in-part of U.S. Patent App]ication‘ No.
09/449,159; filed November 24, 1999, by Shawn D. Abbott, Bahram Afgham, Mehdi
Sotoodéh, Norman L. Denton III, and Calvin W. Long, and entitled “USB-Compliant
Personal Key with Iﬁtegral Input and Qutput Devices,” which isa continuatioﬁ-in-paft
of U.S. Patent Application No. 09/281,017, filed March 30, 1999 by Shawn D.
Abbott, Babram Afghani, Allan D. Anderson, Patrick N. Godding, Maarten G. Put,
and Mehdi Sotoodeh, and entitled “USB-Compliant Personal Key,‘”lwhich claims
benefit of U.S. Provisional Patent Application No. 60/116,006, filed January 15, 1999
by Shawn D. Abbott, Barham Afghani, Allan D. Anderson, Patrick N. Godding,
Maarten G. Punt, and Mehdi Sotoodeﬁ, and entitled “USB-Compliant Persdnal Key,”

all of which applications are hereby incorporated by reference herein.

BACKGROUND OF THE INVENTION

1. Field of the Invention

" The present invention relates to computer peripherals, and in particular to an
inexpensive USB-compliant personal key that is compatible with existing smartcard

processors, drivers, and instruction sets.

2. Description of the Related Art

 In the Jast decade, the use of personal computers in both the home and in the
office have becom.e widespread. These computers provide a high level of
functjonality to many people at a moderate price, substantially surpassing the
performance of the large mainframe computers of only a few decades ago. The trend
1s further evidenced by the increasing popularity of laptop and notebook computers,

which provide high-performance computing power on a mobile basis.

| IPR2022-00412
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The widespread availability of personal computers has had a profound impact
on interpersonal communications as well. Only a decade ago, teleﬁhones or fax |
machines offered virtually the only media for rapid business.communications. Today,
a growing number of businesses and individuals communicate via electronic mail (e-

mail). Personal computers have also been instrumental in the emergence of the

. Internet and its growing use as a medium of commerce.

While certainly beneficial, the growing use of computers in personal
cdmmuniéations, commerce, and business has also given rise to a number of unique
challenges. These challenges include the prevention. of unauthonized use of software, h
ensuring the security of e-mail and other electronic tlzummunicaﬁons, aswellas
Internet commerce, _

' Smartcards réﬁresent a longstanding attempt to deal withlét least some of the
foregoing challenges. Substantial resources have been made in the design and
development of smartcards, smartcard readers, and the associated feader!smartcard
drivers which allow computer applications to interface with thc'smm'tcarc‘l to perform
security and data storage fimctions. Even so, smartcards have not enjoyed widespread
popularity, Smartcard readers are relatively expensive, and not widely available.‘
Further, the lack of uniform smartcard/smartcard reader physical interface standards

have resulted in smartcard/smartcard reader physical interface compatibility problems,

. many of which remain unresolved.

. USB-compliant personal keys, such as that which is disclosed in co-pending
and commeonly assigned U.S. Patent Application Nos. 09/449,159 and 09/281,017,

_ described above, offer the benefit of smartcard functionality in a ﬁnivgrsaliy accepted |

USB form factor. The Universal Serial Bus (USB) is a connectivity standard
developed by computer and telecommunication industry members for interfacing
computers and peripherals. USB-compliant devices allow the user to install and hot-
swap devices without long installation procedures and reboots, and features a 127

device bus capacity, dual-speed data transfer, and can provide limited power to

+ devices attached on the bus. Because the USB connectivity standard is rapidly

2-

IPR2022-00412

SS@SOHE ~hes HNOKORE BOREEER1043 Page 130



WO (1/96990 ' PCT/EPHAGE16

10

15

- 20

25

bedoming available on most personal computers, it offers a standard, widely available
physical interface, the unavailability of which has prevented smartcards from
achieving widespread acceptance.

While smartcards have not enjoyed wxdGSprcad popularity in the Umted States,
they are widely accepted in Burope. Hence, many software applications and drivers
have been developed for existing smartcard-based devices and their readers..

Unfortunately, smartcard interface protocols such as those described in 1SO 7816 are

‘ incompatible with the USB protocols used in the above-described devices. This

incompatibility has led to two unfortunate consequences. First, to comply with USB -
interface protocol requi:emeﬁts, current USB-compliant personal keys utilize special
purpose processors, instead of the low cost, limited capability processors currently
available for smartcards., This increases the cost of the USB-compliant personal key,
making widespread acceptance more difficult. Also, because each USB-compatible
personal key may use a different processor (and different instruction seis), users may
require different device d;iéers for different personal keys. This too repr&centﬁ |
another barrier to widespread acceptance of the personal key. |

From the foregoing, it is apparent that there is énegd for a USB-compliant
personal key that is usable with legacy personal identification devices, such as
processors having smartcard processors.and/or those complying with the ISO 7816.
There is also a need for a USB-compliant personal key that makes maximum use of
existing smartcard protocols, software and devices wherever possible, and which
retain at least a limited compatibility with existing devices designed to interface with

smartcards. The present invention satisfies that need.

SUMMARY OF THE INVENTION
The present-invention satisfies all of these needs with a personal key in a form
factor that is compliant with a commonly available /O interface such as the Universal
Serial Bus (U SB) and at the same tn:ne, usable with existing smartcard software
applications. The personal key compnses a USB—comphant interface releaseably

3
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coupleable to a host processing device operating under command of an operating

system; a smartcard processor having a smartcard processor-compliant interface for

‘communicating according to a smartcard input and output protocol; and an interface

~ processor, communicatively coupled to the USB-compliant interface and to the

smartcard processor-compliant interface, the interface processor implementing a

translation module for interpreting USB-compliant messages into smartcard

- processor-compliant messages and for interpreting smartcard processor-compliant

messages into USB-compliant messages.

In one embodiment, the method comprises the steps of accepting a message
comprising a smartcard reader command selected froro a smartcard reader cornmand
set from a host computer operating system in a virtual smartcard reader; packaging the
message for transmission via a USB-compliant intefface according to a first message
transfer protocol transmzttmg the packaged message to a personal key
commumcatwely coupled to the USB-compliant mterfaoe receiving the packaged
message in the personal key; unpackaging the message in the personal key to recover
the smartcard reader command; translating the smartcard reader command into a
smartcard command within the personal key; and providing the smartcard command
to the smartcard processor. | '

The present invention is well suited for controlling acoess to network services,
or anywhere a password, cookie, digital certificate, or smartcard might otherwise be
used, including:

* Remote access servers, including Internet protocol security (IPSec), point

to point tunneling protocol (PPTP), password authentication protocol

(PAP), challenge handshake authentication protocol (CHAP), remote

access dial-in user service (RADIUS), terminal access controller access
control system (TACACS);

* Providing Extranet and subscription-based web access control, including

hypertext transport protocol (H'FTP), secure sockets layer (SSL); -

IPR2022-00412
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Supporting secure online banking, benefits administration, account

management; _

. --Suj;pbi'tiﬁg secure workflow and supply chain integration (form signing);

« Preventing laptop computer theft (requiring personal key for laptop

. opera.tlon) |
Workstation logon authorization; ‘

‘ Ereveﬁfiﬂg the modification or copying of software; .

LI Emmg files;

'« Supporting secure e-xﬁail, for example, with secure multipurpose Internet
‘mail ‘extensions (S/MIME), and open pretty good privacy (OpenPGP)

. Ac_i'ministering- network equipment administration; and

Electronic wallets, with, for example, secure electronic transaction (SET,
MilliCent, eWallet)

BRIEF DESCRfPTION OF THE DRAWINGS

Referring now to the drawings in which like reference numbers represent

corresponding parts throughout

FIG.1isa diagram showing an exemplary ha.rdware environment for

-practicingthe-present invention,
- FIG.2isablock d1agram ofa personal key commumcattvcly coupled to a host

computer; .

- FIG. 3 is a block diagram of a personal key with 2 smartca:d processor
communicatively couplcd to a host computer; and

FIGs. 4A-4D are flow charts presenting exemplary method steps that can be

used to practme the present invention.

- . DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS
_ In the fo]lowiné description, reference is made to the accompanying drawings’
which form a part hereof, and which is shown, by way of illustration, several

-5-
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.embodlments of the present invention, .It is understood that other embodiments may

be unhzed and structural changes may be made without departing from the scope of

the present invention.

FIG: 1 illustrates an exemplary computer system 100 that could be used to

"melement the present mventlon The host computer 102 comprises a processor 104

and a memory, such asrandom access memory (RAM) 106. The host computer 102

s operatwely coupled to a display 122 which presents images such as windows to the

user on a graphical. use;;?;n;gbfacc 118B. The host computer 102 may be coupled to
other devmes,.such as a_key’pgard 114, a mouse device 116, a printer 128, ete. Of '
course, those skilled'in the aﬁ:_wi_ll récognize that any combination of the above

components, Or any number of different components, peripherals, and other devices,

may be used with the host computer 102.

Generally, the host computer 102 operates under control of an ope.rating
system 108 stored in the memory 106, and interfaces wifch the user to accept inputs
and commands and to present results through a graphical user interface (GUI) module
113A, Although the GUI module 118A is depicted as a separate module, the
instruction’s performing the GUI functions can be resident or distributed in the

_operating system 108, the boﬁ:iputer program 110, or implemented with special .

pm‘posc-memorg;rsﬁnéqpmgessnmﬂ‘hc host computer 102 zlso implements a compiler
112 which allows an applic_atibp.pgcgram 110 written in a programming language
such as COBOL, C++, FORTRAN, or other language to be translated into processor

© 104 readable code. After completion, the application 1_1_0 accesses and manipulates

data stored in the mcmoi‘y 106 of the host computer 102 using the relationships and
logic that are generated using the compiler 112. The host con:iputer 102 also
comprises an input/output (VO) port for a personal token 200 (hereinafter aitemaﬁvely
referred to also as a personal key 200). Tn one embodiment, the /O port is a USB-
compliant interface comprising a host computer USB-compliant interface 130A and a
personal token USB-compliant interface 130B (hereinafter referred to collectively as
the USB-compliant interface 130.

-6-
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In one embodiment, instructions implementing the operating system 108, the
cormputer program 110, and the compiler 112 are tangibly embodied in a computer-
readable medium, .g., data storage device.120, which could include one or more. .
fixed or removable data storage dcvices,ysuch as a zip drive, floppy disc drive 124,
hard drive, CD-ROM drive, tape drive, etc. Further, the operating system 108 ;md the
computer program 110 are comprised of instructions which, when read and executed
by the computer 102, causes the commputer, 102 to perform the steps ncccss'ary'fo
implement and/or use the prégén;;:jn?%g&,;;Computer program 110 and/or operating
Instructions may also be tangibly embodied in. memory 106 and/or data _
communications devices, thereby hiq.lﬁﬁg?a-’ébmputer pro gré.m product or article of
manufacture according to the invention. As Isuch, the terms "article of manufacture"
and "computer program product” as-uspd herein are intended to encompass a comﬁuter
program accessible from any computer readable device or media,

The host computer 102 may be commumcatlvely coupled to a remote

computer or server 134 via communication medium 132 such as a dial-up network, a

wide area network (WAN), local area network (LAN), virtual private network (VPN)
or the Internet. Program instructions for computer operation, including additional or

alternative application programs can be loaded from the remote computer/server 134,
In one cmbodjr‘nent the compuwmplemcnts an Internet browser, allowing the
user to-access the world wide web (WWW) and other internet resources.

Those skilled in the art w111 recogmze that many modlﬁcanons may be made to
this configuration without departing from the.scope of the present invention. For

.example, those skilled in the art will recognize that any combination of the above

components, or any number of different components, peripherals, and other devices,
may be used W1th the present invention,

FIG. 2 is a block diagram illustrating the components of one cmbodlmant ofa
personal key 200. The personal key 200 communicates with and obtains power from
the host computer 102 through a USB-compliant communication path in the USB-
compliant interface 130 which includes the input/output port 130A. of the host

-7-
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| coniputer 102 and a matching input/output (I/0) port 130B on the personal key 200.

The processor 212 is cuinmunicatively coupled to a memory 214, which stores data
and instructions to implement the above-described features of the invention. In ene -
embodiment, the memory 214 is a non-volatile random-access memory that can fetain
factory-supplied data as well as customer-supphed application related data. The
processor 212 may also include some mtemal memory for performing some- of these
functions. : ok

~ The processor 212'is oﬁ'ﬁggglly_jgmg_‘qicaﬁvcly coupled to an input-device
218 via an input device communication path.224 and to an output device 222 via an
output dévice communication path 224, both-6f which are distinet from the USB-
compliant interface 130. These séparaté coﬁlmunication paths 220 and 224 allow the
user to view information about proceséor 212 operations and provide inplut related to
processor' 212 operations without allowing a process or other entity with visibility to
the USB‘-Iqor_ripliant interface 130 to eavesdrop or intercede. This permits secure
communications between the key'p.tocessor 212 and the user. In one embodiment of
the invention set forth more fully below, the user communicates directly with the -
processor 212 by physical manipulation of mectianical switches or devices actuatable
from the external side of the key (for example, by pressure-sensitive devi.ces such as
buttons and mechanical -s“dtshcs)ﬁﬁimeaﬂqthcnésrqbodimeut of the invention set forth
more fully Bclow the input deyice incudes a wheel with tactile detents indicating the
selection of characters. _ RS _ -

The input device and output devices 218, 222 may coopcrauvely interact with

one another to enhance the functionality of the personal key 200. For example, the
output device 222 may provide information prompting the user to enter information
into the input device 218. For example, the output device 222 may comprise a visual
display such as an alphanumeric LED or LCD display (whiéh can display Arabic
numbers and or letiers) and/or an aural device, The user may be prompted to enter
information by a beeping of the aural device, by a flashing pattern of the LED, or by
both. The output device 222 may also optionally be used to confirm entry of

-
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information by the input device 218. For example, an aural output device may beep
when the user enters information into the input device 218.or when the user input is
invalid. The input device 218 may take one of many forms, including different
combinations of input devices. | |

Although the input device communication path 220 and the output device
communication i::ath 224 are illustrated in FIG: 2 as separate paths, the present -
invention can be implemented by combining the paths 220 and 224 while still
retaining a communication path distinct fromtheUSBacogg;b‘_agi interface 130. For
example, the input device 218 and output device 222 may be packaged in a single
device and communications with the processor 212 mﬂlﬁpl"ejcetf_-bver a single
communication path.

FIG. 3 is a block dlagram of the personal key 200 and host computer 102 as
applied to the present invention. Unlike the personal key 200 illustrated in FIG. 2, the
personal key 300 illustrated in FIG. 3 comprises a smartcard processor 320. The
smartcard processor 300 is a processor which complies with well-known -smartcard
I/O protocols and smartcard command sets and functions, such as those described by
the International Standards Organization (ISO) standard-781 6-Part ITI (defining
electronic properties and transmission characteristics), which is liereby incorporated
by reference herein. '

Physically, the smartcard compliant /O interface 324 mcludes a serial /O line,

-areset (RST) line, a clock (CLK) line, a programming voltage (VPP) a power supply
voltage (VCC) and a ground. This J/O interface 324 is further described in the

~ publication “Introduction to Smartcards” by Dr. David B. Everett, which was
published in 1999 by the Smart Card News Ltd., and is incorporated by reference
herein. o

As was the case with the personal key 200 and host computer 102 illustrated in
FIG. 1, the present invention allows the use of 2 personal key 300 conﬁnunicating
with the host computer 102 via a USB-compliant interface 130. However, the

" substitution of the smartcard processor 320 for the ordinary processor 212 depicted in
9
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FIG. 2 has several advantages. First, smartcard processors 212 are relatively
inexpensive and readily available. Second, a large number of application programs
110 have been developed for the use of smartcards, including the personal =~ -
computer/smartcard (PC/SC) interface developed by the MICROSOFT -
CORPORATION. By providing a smartcard processor (which complies with the
smartcard /O protocols and supports smartcard command sets), ﬂﬁs.soﬁ_ivare can be
used with a personal key 300in a USE-compﬁmt form factor. .

The use of the smartcard processor 320 in the personal key 300.is,enabled by use of an
interface processor 314 cpmmupicative{y coupled to the smartcard procesgor. 320 viaa

smartcard-compatible (S/C 7816) interface 324. The interface processordte

. comprises a smartcard reader emulator module (SREM) 316 and a translation module

318. The SREM 316 implements functions that emulate those of a smartcard reader,
thus projecting the image of a smartcard reader to the stpartcard processor 320. The
SREM 316 provides all instructions and commands to the smartcard processor 320
and receives messages and responses from the smartcard processor 320 according to'
the S/C protocol. P P

The host computer 102 comprises a virtual smartcard reader module (VSRM)
302. The VSRM comprises a communication module 312, an answer-to-reset module
308, and a smartcard insertion/removal reporting module-306 . Thescommunication -
module 312 packages messages intended for the personal key 300 fg;,n_apsmisgian via
the USB-compliant interface. In one embodiment, messages and commaﬁds.:fhat are
sent to the personal keyl 300 packaged as:

USB command = USB header + USB cdata (wherein- USB cdata is the smartcard

compliant command)

*10-
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and messages and responses from the personal key 300 are packaged as:

USB response =USB header + USB rdata (wherein USB rdata is the smartcard-

compliant résponse)

These packaged messages are unpacked by the translation module 318 in the: ‘.
personal key 300, Similarly, messages transmitted by the smartcard processor. 320 to. .
the host computer 102 are packaged by the translation module 318 and unpack.agc@%
the communication module 312 before being provided to the operating system.108;.
the application program interface 260, and the application 110 using the persondlkey:
300 to performu operations. _ o

Just as the SREM 316 emulates the presence of a smartcard reader for the.
smartoard processor 320, the VSRM 302 emulates the presence of a smartcard reader
to the OS 108 in the host computer 102. These functions are acc.omplishcd in the -
bootup module 311, the insert/remove module 306, the answer-to-reset modﬁic 308,
and the PTS module 3190. o

As a part of a normal bootup sequence, the host computer’s 102 operating. :
system performs a startup sequence to determine which hardware elements are
available for use. In prior art smartcard systems, the smartcard reader remaing,
coupled to the host computer 102, whether a smartcard is inserted into the ;eader or...
not. Hence, the smartcard reader can respond to startup sequence queriés, and the: .
smartcard reader is recognized by the operating system 108 for further operations.
However, in the present invention, there is no smartcard reader to answer to the
bootup query, and the operating system would ordinarily be unable to operate with a
smartcard thereafter. To solve this problem, the present invention comprises a bootup
module 311, which responds to messagas from the operating system 108 in the same
way as a smartcard reader would if it were coupled to the host computer 102.

Similarly, the ingert/remove module 306 provides an indication to the
operating system 108 that the personal key 300 has been inserted or removed from the

-11-
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USB-compliant interface 130. This is accomplished by querying the host computer
USB-compliant interface port 130A. |
‘When a software application calls 110, via API 260 and the operating system

108 invokes a command that calls for a smartcard related function, the smartcard

reader passes a reset command to the smartcard. The smartcard retwns an answer-tc-
reset meséage which indicates, among other things, the protocol and /O interface
supported by the attached smarteard.

" The reset signal is used to start up the program contained.in a memory 322

‘communicatively coupled to or resident within the smartcard processof 320. TheISO

standard defines three reset modes, internal reset, active low reset, and synchronous
high active reset. Most smartcard processors 320 operate using the active low reset
mode. In this mode, the smartcard processor 320 transfers control to the entry address
for the prograni when the reset signal returns to the high voltage level. The
synchronous mode of operation is more cornmonly met with smartoards used for
telephonic applications. | |

The sequence of operations for activating the smartcard processor 320 is

~ defined in order to minimize the possibility of damaging the smartcard processor.320.

Of particular importance is avoiding corruption of the non-volatile memory 322 of the
smartcard. Most smaﬁcard processors 320 operate using an active low reset mode in. .
which the s;ﬁartcard processor 320 transfers control to the entry address for the
program when the reset signal returns to the high voltage level. The sequence

‘performed by the smartcard processor includes the steps of setting the RST line low,
. applying VCC to the proper supply voltage, setting the I/Q in the receive mode,

setiing VPP in the idle mode, applying the clock, and taking the RST line high (active
low reset).

In prior art smartcard systems, afier the reset signal is app]_iedbby the smartcard
reader, the smartcard processor 320 responds with an answer-to-reset message. For

the active low reset mode, the smartcard processor 320 should respond between 400

~and 40,000 clock cycles after the rising edge of the reset signal. The answer-to-reset
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signal is at most 33 characters, and includes 5 fields including an initial character
(T8), a format character (TQ), interface characters (TAi, TBi, TCi, and TDi),
historical characters (T1, T2, ..., TK), and a check character (TCK). Among other
things, the answer-to-reset signal provides an indication of the smartcard protocol(s)
which are suppofted smartcard processor. Typical smartcard protocols include the
T=0 protoco! (asynchronous half duplex byte transmission) and T=1 (asynchronous
half duplex block transmission). |

In the embodiment of the present invention shown in FIG. 3, the reset signal is
provided by the VSRM 302, packaged by the communication module 312, and sent
via the USB-compliant interface 130B to the personal key 300. The message is
unwrapped by the translation module 318. Then, the smartcard reader emulation
module activates the RST signal path in the smartcard intcfface 324, thus ﬁroviding
the RST command to the smartcard processor 320. The smartcard processor 320
responds with an answer-to-reset message, sends the message via the serial J/O line of
the smartcard interface 324 to the interface processor 3 1 4. The message is then |
packaged by the translation module 318 and transmitted to the host computer 102 via
the USB—cbmpliant interface 326. The message is then unpackaged by the
communication module 312 and provided to the operating system 108 and ultimately,
the application 110 that requested the use of the smartcard.

In another embodiment of the present invention, the personal key 300 does not
comprise a smartcard processor 320, but rather a special purpose processor which
does not respdnd to messages and commands in the smartcard /O ﬁrdtocol (such as
that which is illustrated in FIG. 1). The present invention can still be used with
existing smartcard applications 110, however, because the VSRM 302 and the
interface processor 314 can be used to simulate the presence of a smaricard prﬁccssor
320. When the smartcard software application 110 desires use of the personal key
300, the VSRM accepts the reset command from the PC/SC modules in the operating
system 108, translates the reset message into a functionally equivalent message for the

special purpose processor in the personal key 300, and transmits the messaige to the
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personal key 300. After the personal key 300 is activated, it sends a message
indicating as such to the host computer 102. The VSRM 302, and translates this

‘message to a respouse that is compatible with the smartcard application 110, namely,

an ATR message. Altematively, the smartcard command to spectal purpose processor
command translation can oceur in the emulation processor 314 in the personal key
300: |

o Re‘mming to the embodiment disclosed in FIG. 3, after the smartcard processor

i{ft;}‘a:s;ié;s_gcd-thel ATR message, a protocol type selection (PTS) message may be sent to

the smartcard processor 320. The PTS message fromthe OS 108 is received by the

 PTS modute 310 in the VSRM 302, packaged for transmission via the USB-¢ompliant

interface 130 to the personal key 300, where it is unpackaged and provided to the

- smartcard processdr 320. The smartcard provides a response consistent with the ISO

standards to the emulation module 316. The response is packaged, and transmitted
over the USB-compliant interface 130 to the host computer 102, where it is
unpackaged by the communication module 312 and provided to the operating system.
-FIGs. 4A-4D are flow charts presenting exemplary method steps nsed to
practice one embc.’diment of the present invention. When the host computer 102 is
‘booteéd up, the virtual smartcard reader 302 accepts 402 a bootup query from the host

régmputerss operating system 108. Although a smartcard reader is not

communicatively coupled to the host computer 130 the virtual smartcard reader 302

emulates the existence of a smartcard reader and provides an indication that a

smartcard reader is available to the OS 108. Consequently, when the bootup

procedures are completed, a smartcard reader will be registered as an available device

1o smartcard applications 110.

| ‘When the host computer is boﬁted 'ﬁp, a personal key 300 may or may not be
commumicatively coupled to the USB-compliant interface 130. When a personal key
300 is not attached, the VSRM 302 provides 404 the same indication to the operating
system 108 as would be supplied by a smartcard reader without an inserted smartcard.
This is accomplished by receiving 406 an indication that the personal key has been
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cornmunicatively coupled to the USB-compliant interface; and providing an indication
to the host computér operatiﬁg system. Since the VSRM is emulating' the functions of
a smartcard, the indicationis provided 408 to the host computer operating system (or
equivalently, the personal computer/smarteard (PC/SC) interface modules therein) is
that of an mscrt event. - '

If desued angd the-smartcard processor 320 supporcs multiple protocols, a
protocol type selection (PTS) cofamand may be issued by the operating system 108.
The VSRM 302 receivesidhfithe PTS command, packages the command for
trensmission to the per's'onal'kéy- 300 via the USB-compliant interface 130. The _
wrapped PTS commiaid i§ et Transmitted over the USB-compliant interface 130 and
received by the bersonal key 300. The PTS command is unwrapped by the translate
module 318 in the interfa¢e pracessor 314 and provided to the smartcard processor
320 via the smartcard-compliant interface 324. The smartcard processor computes the
appropriate response, sends the response-to the interface processor 314, where. the .
response is packaged by the MIate module 318 for transmission to the host |
computer 102 via the USB-compliant interface 130. The communica_.ﬁon module 312
unpackages the respdnse;“and the PTS module 310 formats the responge, if necessary,

to be counsistent with a PTS response received from a smartcard reader. The formatted

* response is then providedidd2:to.the-OS 108.

FIG. 4B.is a-flow.chart.describing exemplary method steps used to provide
¢ommands 'and)or'-‘data from the OS ‘108 to the smartcard processor 320 and from the
smartcard processor 320 to the OS 108. A message, which may comprise a smartcard
reader command belonging to a smartcard reader command set is accepted 414 from a
host computer operating system 108 in the virtual smartcard reader module (VSRM)
302. The message is packaged 416 for traﬂsmjssion via the USB-compliant interface
130 according to a first message transfer protocol.

The packaged message is then transmitted 418 to the communicatively |
coupled personal key 300 via the USB-compliant interface 130. The packaged
message is received 420 and unpackaged 422 in the personal key 300. If the
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smartcard reader command requires additional processing before being forwarded to
the smartcard processor 320, the smartcard reader command is translated 424 into a
smartcard command within the-personal key 300 before being provided 426 to-the - -
smartcard processor 320.

The smartcard processor 320 then performs the indicated operation, and a

" response is accepted 428 from the smartéard processor 320. If the smartcard response

requires further processing by a smarteard reader, the smartcard response is translated
45’:0 into a smartcard reader response.‘Ehe.smartcard reader response is then-packaged -
432 and transmitted 434 to the host computer 102 via the USB-compliant interface
130. The host computer 102 teceives436 and unpackages 438 the message and
provides 440 the response to the smartcard software application 110 that issued the
commangd. - . :

Next, when the personal key 300 is removed, the VSRM 302 reports 444 an
indication to the OS 108 that the “virtual smartcard” (the personal key 300) has been
removed. The provided indication is the same as that which would be provided by a
smartcard reader when a smartcard is removed... The indibation can be obtained, for
example by receiving 442 an indication from a USB driver or other device indicating
the removal of a USB device. | ‘

I summary, TablesT aﬁdsﬂapé@aiﬂes:-m:sumary of the communication‘
protocol for an 0S 108 command from:the hp_st.eamputer‘ 102 to the smartcard
processor 320 in the personal key (Table I); and for a smartcard processor 320
response to the operating system 108!
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Step Description

1 | Smartcard reader command issued from OS 108
is passed to VSRM 302

2 . | VSRM 302 adds a USB header, and creates a .,

| USB cotnmand . -

3 VSRM’s 302 communication module 312 sends
the USB: command:to:the personal key 300

4 The translation module 318 sinps off the USB
header and recovers the smartcard command

5 The smartcard command is sent to the smartcard
processor 320" o

6 - The smartcard processor 320 executes the

function requested by the smartcard command -

Table I
Step | Description -
1 Smartcard processor 320 generates a smartcard
response- .
2 The smart¢ard response is sent from the smartcard

| processor 320.to the translation module 318

3 The translation module 318 adds a USB header to
create a USB response
4 The USB response is transmitted to the VSRM 302
5 The communication module 312 strips off the USB
header and recovers the smartcard response
6 The smartcard response is transmitted to the OS 108
Table II
-17-

@DOBLNE ~4es ¢MO-X0OmR l@%ﬁ@fﬁf&%oéigoeoﬂg



WO 01/96990 ' PCT/EP01/06816

Tables Il and IV provides a summary of the communication protacol for a
request from an application program 110 to the smartcard-processor 320 and for a

request from an application program 110 to the smartoard processor 320.

| Step Description

1 Smartcard processor 320 command- from the

application program 110 is sent to the OS 108 via

an API 260

2 The smartcard processor 320 command is-sent
from the OS 108 to the VSRM:-302"

3 The VSRM 302 adds a USB header to the

smartcard processor 320 command to create a

USB-compatible command

4 The VSRM’s cornm module 312 sends the USB-
_ compliant command to the personal key 300
5 Translation module 318 stn'ps'.: oﬁthe USB header

and recovers the smartcard processor command

6 The smartcard processor command is‘transmitted
| to the smartcard-processor-320v

7 : The smartcard processor 320 performs the
function indicated by the smartcard processor

command

5 | Table I
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Step Description

1 ' The smartcard processor 320 generates a response |-

to the smartcard processor command

2 The response is provided to the translation
module 318 '
3 The translation module adds a USB header to -+ - -

create 2 USB-compatible smartcard processor:+

TEeSponse

4 The USB-compatible smartcard processor -
response is sent to the VSRM 302
5 The communication module 312 strips off the -

USB header to recover the smartcard processor

response

6 The smartcard processor response is provided to
the application 110 via the OS 108 and the AFI .-
260 K

Table IV

Conclusion

This concludes the description of the preferred embodiments of the present
invention. In summaﬂ, the present invention describes a personal key coniprising a
USB-compliant interface releaseably coupleable to a host processing device operating
under command of an operating system; a smartcard proces_sof baving a smartcard
processor-compliant interfacé for communicating according to a smartcard input and
output protocol; and an interface processor, communicatively coupled to the USB-
compliant interface and to the smartcard processor-compliant interface, the interface

processor implementing a translation module for interpreting USB-compliant
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messages into smartcard processor-compliant messages and for iﬁterpreting smartcard
processor-compliant messages into USB-compliant messages. In another | '
embodiment, the invention is described by a method comprising the steps of accepting.
a message comprising a smartcard reader command selected from a smartcard reader
command set from a host computer operating system in a virtual smartcard reader;

packaging the message for transmission via a USB-compliant interface according to a

first message transfer protocol; transmitting the packaged message to a personal key

communicatively coupled to the USB-compliant interface; receiving the packaged' .
message in the personal key; unpackaging the message in. the personal icey to recover
the smartcard reader command; translating the smartcard reader command into a
smartcard command within the personal key; and providing the smartcard command
to the smartcard processor.

- The foregoing description of the preferred embodiment of the invention has
been presented for tﬁe purposes of illusiration and description. It is not intended to be
exhaustive or to limit the invention to the precise form disclosed. Many modifications
and variations are possible in light of the above teaching. It is intended that the scope
of the invention be limited not by this detailed description, but rather by the claims
appended hereto. The above specification, examples and data provide a complete -
description of the manufacture and use of the composition of the invention. Since . .
many embodiments of the invention can be made without departing from the spirit and
scope of the invention, the invention resides in the claims hereinafter appended.
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1. A compact personal token (300), comprising:

a USB-compliant interface (130B) releaseably coupleable to a host processing
device (102) operating under command of an operating system (108);

a smartcard processor (320) having a smartcard processor-coﬁpﬁmt interface
(324) for communicating according to a smartcard input and output protocol;

an input device (218) communicatively coupled to the smartcard processor for
providing secure input to the processor;

an interface processor (314), commumicatively coupled to the USB-compliant
interface (130B) and to smarteard processor-compliaﬁt interface (324) the interface
processor (314} impleinenting a translation module (318) for interpreting USB-
compliant messages into smartcard processor-compliant messages and for interpreting

smartcard processor-compliant messages into USB-compliant messages.

2.  The apparatus of claim 1, wherein the interface processor (314)

emulates a smartcard reader to the smartcard processor (320).

3. The appafatus of claim 1, wherein:

the host processiﬁg device (102) comprises a virtual smartcard reader in
communication with the operating system, the virtual smartcard reader for emulating a
smartcard reader communicatively coupled to the host processing device (102) and
includin.g a communication module (312) for packaging messages for transmission to
the personal token (300) via the USB compliant interface (130) according to a first

 protocol and for unpackaging messages received from the personal token (300) via the

USB-compliant interface according to the first protocol; and

the interface processor translation module (318) unpackages messages from

- the host processing device (102) according to the first protocol and packages messages

destined for the host processing device (102) according to the first protocol.
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4. The apparatus of claim 3, wherein the virtual smartcard reader further
.comprises a bootup module (311) for-tesponding to an operating system bootup
procedure with an indication that a smartcard reader is communicatively coupled to

the host processor.

..5°  The apparatus of claim 3, wherein the virtual smartcard reader further

fomprises an answer-to-reset (ATR) module (308) for providing an ATR message to

. the operating system (1.08) in response to a réset message.

6.  The apparatus of claim 3, wherein the virtual smartcard reader further
comprises a reporting module for receiving and reporting the insertion of the personal
token in a USB-compliant port communicatively coupled to the host processor (102)
and the removal of the personal token as a removal of a smartcard from a smartcard

reader.

7. . The apparatus of claim 3, wherein the virtual smartcard reader further

comprises a protocol selection module for receiving a protocol type selection (PTS)

scornmand.-from the operating system and providing a PTS response message to the

operating system (108).

- 8. A method of communicating between a smartcard processor (320)ina

- personal key (300) communicatively coupled to a host computer (102) via a USB-

‘compliant interface (130), comprising the steps of:

accepting a message comprsing a smartcard reader command selected from a
smartcard reader command set from a host computer operating system (108) in a
virtual smartcard reader; _

packaging the message for transmission via a USB-compliant interface {130)

according to a first message transfer protocol;

w22-
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transmitting the packaged message to a personal key (300) communicatively
coupled to the USB-compliant interface {130);
. ‘receiving the packaged message in the personal key (300},
unpackaging the message in the personal key (300) to recover the smartcard

. reader command;

translating the smartcard reader command into a smartcard command within

" the personal key (300); and

providingthe smartcard command to.the smartcard processor (320);
accepting a user input to the smartcard processor (320) via an input device

(218) communicatively coupled to the smartcard processor (320) via an input

. communication device communication path distinct from the USB-compliant interface

(130);
accepting a smartcard response from the smartcard processor (320);
translating the smartcard response into a smaricard reader response;
packaging the smartcard reader response for transmission to the host processor
(102) via the USB-compliant interface {130);
. transmitting the packaged message from the personal key (300) to the host
processor (102); | ‘
¥ reaewmg the packaged message in the host computer (102);
unpackaging the smartcard réader response; and _
- providing the smartcard reader response to the host processor operating system

(108).
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9. The method of claim 8, further comprising the steps of:
accepling a startup query from the host computer operating system (108) in the

virtual smartcard reader;-and- -

providing an indication that a smartcard reader is communicatively coupled to

the host computer to the host computer operating system (108).

10.  The method of claim 9, further comprising the steps of:
 receiving an indication that the personal key (300) has been communicatively

coupled to the USB-compliant interface (130);

reporting the indication that the personal key (300) is communicatively
coupled to the USB-compliant interface (130) to the host processor operating system
(108) as the insertion of a smartcard;

receiving an indication that the personal key (300) has been communicatively
decoupled from the USB-compliant interface (130); and

reporting the indication that the personé.l key has been communicatively
decoupied from the US]IB"-complli,a‘nt interface {130) to the host processor opérating
system (108) as the removal of the smartcard. -

11. -Themethodrefclaim 8, further comprising the steps of:
re_ceiving a-protocol typeselection (PTS) command from the host-computer
operating system (108); and -~ - , '
' providing a PTS response message to the operating system (108).
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h
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RECEIVE A PTS COMMAND FROM THE HOST J
COMPUTER OPERATING SYSTEM

L 4 412
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Amended Compact Discs
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CENTRAL FAX CENTER
NOV 1 4 2005

[N THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Ryan, el al. Confirmation Number; 2030
Title: MULTIL-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND
METHODS OF USE

Serial Number: 10/990,296 Publication No. 20050109841
Filing Date:  11/16/2004 Publication Date 5/26/2005
Docket No.:  Ryan C4

Examiner: Le, Uyen Chau N. Art Unit: 2876

MNovember 14, 2005
By Fax 571-273-8300
COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, VA 22313-1450

AMENDMENT

This is in response to an Office action dated 07/12/2005. A responsc was due 10/12/2005.
A fee ($60) for a one month's extension of time in which to respond is enclosed herewith.
Please amend the referenced application as follows:

Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims are reflected in the listing of claims which begins on page 3 of this
paper.

Amendments to the Drawings .... none

Remarks/Arguments begin on page 13 of this paper.
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Amgcndments to the Specification:

At page 1, lines 4-5 (entire paragrapi)
This is a non-provisional filing based on USSN 60/520,698 filed 11/17/2003 by Ryan, Comiskey,

and Knapich and Finn,
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Amendments to the Claims:

This listing of claims will replace ail prior versions, and listings, of claims in the application: .

Listing of Claims:

1. (original) A compact personal token apparatus, comprising:
a connection module;
a translation module;
a processor module; and

an input/output module.

2. (currently amended) The compact personal token apparatus of ;;laim 1, wherein:

the connection module i for interfacing the personal token apparatus with [[a]] an
Intemet-cupable appliance; and

the interface is sclected from the group consisting of USB, FireWire, IR, Bluetooth,

standard serial port, WLAN,

3. (currently amended) The compact personal token apparatus of claim 1, wherein:

the connection module is for interfacing the personal (oken apparatus with [[a]] an
Internet-capable appliance; and

the Internet-capable appliance comprises a device selected from the group consisting of

personal computer (I'C), laptop, PDA, MP3 player and cellphone.

4. (original) The compact personal token apparatus of claim 1, wherein:

the translation module moves signals between a USB interface and a smart card interface,

5. (currently amended) The compact personal token apparatus of claim 4, wherein:
the smart card interface is selected from the group consisting of 150 7816, 1SO 14443
(REID-contactless interface) and 1SO 13693 (REID-contactless interface) .

L¥¥]
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6. (original) The compact personal token apparatus of claim 1, wherein:

the processor module comprises a dual interface (DI) chip.

7. (original) The compact personal token apparatus of claim |, wherein:

the processor module incorporates the translation module.

8. (original) The compact personal token apparatus of cluim 1, whercin:

the output modulc comprises an RF antenna and a modulator,

9. (original} The compact personal token apparatus of claim 1, further comprising:

flash memory.

10.  (currently amended) The compact persenal token apparatus of claim 1, wherein:
the translation module moves sisnals-betweeng—a-USBinterface nnd-a—wirelessinterfpce

data or signals from a {JSB interface to an RFID interface and g wireless interface with storage of

data in a flash memory or EEPROM of the processor module (dual interface chip). and data can

reside temporanly at one of the interfaces.

11, (currently amended) The compact personal token apparatus of claim 1, wherein:
the translation module is incorporated in the processor module to-that-the-dewice so that

the personal token apparatus can go directly from USB to wireless (including RFID) without

being limited by smart card software architeciure limitations.

2. (currently amended) The compact personal token apparatus of claim 1, wherein:

the connection, translation. processor and input/output modules are embodied inthe a

form of an apparatus having the a general physical configuration of a conventional USB memory
fob.

13.  (onginal) The compact personal token apparatus of claim 12, wherein the fob comprises;
a first physical module containing the input module and the translation module; and

a second physical module containing the processor module and the output module,
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14, (original) The compact personal token apparatus of claim 1, wherein:

the output module comprises contacts for interfacing with a smart card.

15. (currently amended) The compact personal token apparatus of claim 1, wherein:
the fob is eapable-of configured for interfacing with the Internet and emulating a smart
card.

16.  (currently amended) The compact personal token apparatus of claim 1, wherein:

the connection module is for interfacing the personal token apparatus with an Internet-
capable appliance; and further comprising:

an input module is for connecting to the Internet; and

the personal 1oken apparatus incorporates firewall functionality to protect the Internet-

capable applicanee appliance.

17.  (originat) The compact personal token apparatus of claim 1, further comprising:

interfaces for 1ISO contact, contactless, USB and DSL.

18.  (original) The compact personal token apparatus of claim 1, further comprising:

an LCD screen.

19.  (original} The compact personal token apparatus of claim 1, further comprising:

at least one switch.

20.  (original) The compact personal loken apparatus of claim 1, finther comprising:

at least one LED.

21.  (original) A compact personal token apparatus comprising:
a standard—compliant contact based interface, the contact based interface complying to at

least one standard inlerface selected from the group consisting of USB, 1EEE 1394, PCMCIA,
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Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the application:

Listing of Claims:

1. {original} A compact personal token apparatus, comnprising;
a conneetion module;
a translation module;
a processor module; and

an input/output module.

2. (currently amended) The compact personal token apparatus of claim 1, wherein:
the connection module is for interfacing the personal token apparatus with [[a]} an
Internet-capable appliance; and
the interface is selected from the group consisting of USB, FireWire, IR, Bluetooth,
standard serial port, WLAN,

(currently amended) The compact personal tokea apparatus of claim 1, wherein:

'_...oJ

the connection module is for interfacing the personal token apparatus with [[a]] an
Intemet-capable appliance; and
the Internct-capable appliance comprises a device selected from the group consisting of

personal computer (PC), laptop, PDA, MP3 player and cellphone.

4. (original) The compact personal token apparatus of claim 1, wherein:

the translation module maves signals between a USB interface and a smart card interface.

3. {currently amended) The compact personal token apparatus of claim 4, wherein:
the smari card interface is selected from the group consisting of ISO 7816, ISO 14443
(RFID-contactiess interface) and ISO 15693 (RFID-contactless interface) .

L¥Y)
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Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, I3M Micro

Drive, and any similar standard interface.

22, (currently amended) The compact personal token apparatus of cltaim 21, further
comprising:
a standard—compliant contactless/wireless interface; the contactless/wireless interface

complying to one or more of the following standard interfaces: wireless interface, RFID-

contactless interface according to ISO 14443 and 1SO 15693 as well as similar interfaces,

Bluetooth compatible interface, WLAN §12.11, UWB, and any similar interface.

23, {currently amended) Tﬁc compact personal token apparatus of claim 22, further
comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this
being under the 3 command of an operating system;

an interface module providing translation of standard-compliant contact based interface
messages via a memory chip to Bluectooth /WLAN 812.11 device compatible compliant
messages. and providing the translation of Bluetooth /WLAN 812.11 device compliant messages
via a memory chip to standard-compliant contact based interface messages; and

a Bluetooth /WLAN 812.11 device having a Bluctooth/ WLLAN 812,11 compliant
interface communicating through the interface module with the host processing device viaa
memory chip; the same Bluetoath /WLAN 812.11 device communicating through #s a Bluetooth
/WLAN 812.11 compatible interface.

24. (currently amended) The compact personal token apparatus of claim 23, wherein:
the contactless / wireless meodule interface is releaseably coupleable from the Interface

interface madule.

25. (original) The compact personal token apparatus of claim 22, further comprising:
a processor module; and
additional memory selected from the group consisting of flash memory and EEPROM

device powered and addressed by the processor module;
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wherein the additional memory can be used for user authentication and to run

applications.

26, (original) The compact personal token apparatus of claim 22, further comprising:
a standard—compliant smart card contact interface complying to ISQ 7816, or any similar

interface.

27. (currently amended) The compact personal token apparatus of claim 22, further
comprising:
a processor module, preparing messages to be sent by the contactless/wireless interface

[fof]] and interpreting messages rececived via the interface.

28. (currently amended) The compact personal token apparatus of claim 21, further
comprising:

a standard-comphant interface releaseabiy coupleabie to a host processing device, this
being under {[the]] 2 command of an operating system;

an interface module providing translation of standard-compliant contact based interface
messages 10 1SO 7816 compliant messages and providing the translation of ISO 7816 compliant
messages to standard-compliant contact based interface messages;

a dual interlace processor having an ISO7816 compliant interface cominunicating through
the interface module with the host processing device, the dual interface processor communicating

through an RFID-contactless interface and connected to an inductive antenna.

20, {currently amended) The compact personal token apparatus of claim 28, wherein:
the contactless / wireless module interfzee is releaseably coupleable from the hterface

interface module.

30. (currently amended) The campact personal token apparatus of claim 28, wherein:
the dual interface processor is mounted in a dual interface card complying to 1SO 7810 or

a 7816 compliant 8]M module and connected norms;
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the compact personal token apparatus provides physical contacts for the dual interface
card, or a 7816 compliant form factor; and

when connected, the dual interface or SIM card can communicate with the host
processing device through the interface module inside the personal token apparatus and, once the
communication is done, the card can be released from the personal token apparatus and can be

used then in the real worid.

31, (currently amended) The compact personal token apparatus of claim 28, wherein:
the duat interface chip (processor) inside the personal token apparatus can be directly
programmed by a software running on the host system using the interface processor without the

need for an external contact based dual interface read/write device.

32.  (currently amended) The compact personal token apparatus of claim 31, wherein:

the software is web based. allowing for downloading information from the web directly

into the dual interface processor memory, thus linking the virtual world to the real world.

33. (currently amended) The compact persenal token apparatus of ¢laim 3+ 32, wherein:

| vt b L allowingford loadineink onf . b-disect]
. he-edil Q 5 e sekets)-thus Hinking the-vietual
warld-to-thereal-world

the downloaded information can be used in the real world by using the contactless RFID
interface,
34 (original) The compact personal token apparatus of claim 33, wherein:

the downioaded information can be used in the real world by using the contactiess RFID

interface,
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335, (currently amended) The compact personal token apparatus of claim 33, wherein:

the information stored in the personal token apparatus via the standard contact based
interface is used for personal identification, secure network logon, access control, e-ticketing, e-
payment and similar applications using either the standard compliant interface or the RFID-

compliant interface.

36.  (currently amended) The compact personal token apparatus of ¢laim 33, wherein:
inforrnation received through the RFID- interface can be stored in the memory of the

personal token apparatus and can then be provided to the host processing device via the standard

interface, thus allowing a complete information exchange between the virtual world and the real

world.

37.  (currently amended} The compact personal token apparatus of claim 31, wherein:

the information stared in the personal token gpparatug via the slandard contact based
interface is used for personal identification, secure network logon, access control, e-ticketing, e-
payment and similar applications using either the standard compliant interface or the RFID-

compliant interface.

38. (currently amended) The compact personal token apparatus of claim 31, wherein:
information received through the RFID- interface can be stored in the memory of the

personal token apparatus and can then be provided to the host processing device via the standard

interface, thus allowing a complete information exchange between the virtual world and the real

world.

39.  {original) The compact personal token apparatus of claim 31, further comprising:
additional memeory selected from the group consisting of flash memory and EEPROM
device powered and addressed by the processor module; 1
wherein the additional memory can be used for user authentication and to run

applications.
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40. (currently amended) The compact personal token apparatus of claim 21, further
comprising:

a standard-compliant interface relcaseably coupleable to a host processing device, this
being under the_ a command of an operating system;

an interface module providing translation of standard-compliant contact based interface
messages via a memory chip to Bluetooth /WLAN 812.11 device compatible compliant
messages, and providing the transladon of Bluetooth /WLAN 812,11 device compliant messages
via a memory chip to standard-compliant contact based interface messages; and

a Bluetooth /WLAN 812,11 device having a Bluetooth/WLAN 812.11 compliant
interface communicating through the interface module with the host processing device via a
memdry chip; the same Bluetooth /WLAN 812.11 device communicating through its Bluetooth

. /WLAN 812.11 compatible interface. '

41. (original) The compact personal token apparatus of claim 21, further comprising:
a processor module; and
additional memory selected from the group consisting of flash memory and EEPROM
device powered and addressed by the processor madule;
| wherein the additional memory can be used for user authentication and to run

applications.

42. (original) The compact personal token apparatus of claim 21, further comprising:
a standard—-compliant smart card contact interface complying to 18O 7816, or any similar

interface.

43, (currently amended) The compact personal token apparatus of claim 21, further
comprising:

a connection module, connecting the personal token apparatus to a host device sueh-as
including PC, PDA, smart cellular phone or similar device, either directly or with the help of a

standard reader device such as a memory card reader.

10
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44.  (cumrently amended) The compact personai token apparatus of claim 21, further
COmprising: '

a standard-compliant interface releascably coupleable to a host processing device, this
being under the a command of an operating system; and _

a translation module, translating messages incoming from the contact based interface,

and translating messages 10 the host device from the personal token apparatus.

45,  (currently amended) The compact personal token apparatus of claim 21, further

comprising:

a triple interface {(e-u~contact—eontactiess; USB) processor including contact, contactless.

46, (currently amended) Method of interacling wirelessly, comprising:
providing a device;
interfacing the device with [[a]} an Internet-capable appliance; and

providing a smart card interface in the device.

47, (original) Method, according to claim 46, wherein:
the interface with the Internet-capable appliance is selected from the group consisting of

USB, FireWire, IR, Bluetooth, standard serial port, WLAN.

48.  (original) Method, according to claim 46, wherein:
the Internet-capable appliance comprises a device selected from the group consisting of

personal computer (PC}, laptop, PDA, MP3 player and cell phone.
49, (original) Method, according to claim 46, wherein:
the smart card interface is selected from the group consisting of 1SO 7816, ISO 14443

and ISO 15093.

50. (original) Method, according to ¢laim 46, wherein:

the device 15 modular in construction.
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51, (currently amended) Method, according to claim 46, wherein:
the device performs a firewall functionality to protect the Internet-capable applicance
appliance,

LA
I

(original) Method, according to claim 46, wherein:

the device incorporates interfaces for 1SO contact, contactless, USB and DSLL.

12
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Responding to the Office action
This is in response to an Office action dated 7/12/2005.
A response is due 10/12/2003, and can be extended.

A one month extension of time is required and requested. November 12th is a Saturday.

Status of the Claims
Claims 1-52 are pending.

Claims 1-52 are rejected.

Inventorship
Please note that this application claimed priority of three provisional applications, as follows:

- This is a non-provisional filing based on USSN 60/520,698 filed 11/17/2003 by Ryan,
Comiskey and Knapich.

- This is a non-provisional filing based on USSN 60/562,204 filed 4/14/2004 by
Comiskey, Finn and Ryan.

- This is a non-provistonal filing based on USSN 60/602,595 filed 8/18/2004 by Finn.

Recently, the inventorship in the first provisional (60/520,698) was amended to include Finn.
(Corrected IFiling Receipt mailed 10/03/2005)

The Specification (page 1, cross-references) is amended, accordingly.

Information Disclosure

Recently, an Information Disclosure Stalement was filed, along with the appropriate fee.

(return postcard stamped Sep 12, 2003)

Claim Objeciions

Numerous objections were noted by the Examiner, with suggested substitutions.

The claims have been amended per the Examiner’s suggestions.

13
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35 USC §112, second paragraph

Claim 32, linc 2, regarding "the downloaded information" lacks antecedent basis.
Claims 32 and 33 have been cffectively "reversed”, and claim 33 now depends from claim 32.

Substantive Grounds of Rejection
The prior art being relied upon Is:
US 6,748,541 (Margalit)
US 2003/0236821 (Jiau)

Claims 1-7, 9, 12-16, 21, 41-44 and 46-51 are rejected under 35 U.S.C. 102{e) as being
anticipated by Margalit et at (US 6,748.541). The Examiner states the following:

Re claims 1-7, 9, 12-16, 21, 41-44 and 46-51; Margalit et al discloses a compact personal
token apparatus 125, comprising; a connection module 140; a translation module. which
incorporated with a processor module 130; and an input/output module {fig. 2); wherein: the
connection module 140 is for interfacing the personal token apparatus with a an Internet-
capable appliance; and the interface is a USB interface (fig. 2); whercin: the connection
module 140 is for interfacing the personal token apparatus with a an Intemet-capable
appliance; and the Intemet-capable appliance comprises a device, which is a personal
computer (PC); wherein: the translation module moves signals between a USB interface and
a smart card interface (fig. 2; col. 5, lines 1-30); wherein: the smart card interface 170 is an
ISO 7816; wherein: the processor module 130 comprises a dual interface (DI) chip (i.e., USB
and smart card); wherein: the processor module 130 incorporates the translation module (i.e.,
for passing data from the smant card to the USB interface chip 140 and vice versa) {fig. 2

col. 3, lines 20-27); flash memory 150 (fig. 2; col. 4, lines 35-38); a first physical module
contzining the inpul module and the translation module; and a second physical module
containing the processor module and the output module (fig. 3); wherein: the connection,
translation, processor, and input/output modules are embodied in a form of an apparatus
having a general physical configuration of a conventional USB memory fob (figs. 3-3B);
wherein: the output module comprises contacts for interfacing with a smart card (fig. 2); the
fob is configured for interfacing with the Internct and emuilating a smart card (fig. 2);
wherein: the connection module 140 is for interfacing the personal token apparatus with an
Internet-capable appliance; and further comprising: an input module is for connecting to the
Interne(; and the apparatus incorporates firewall functionality to protect the Internet-capable
appliance (i.e., login proeess including username and password) (fig. 5B); a standard-
compliant contact based interface, the contact based interface complying 1o at least one
standard inlerface selected from the group consisting of USB, IEEE 1394, PCMUCIA,
Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM
Micro Drive, and any similar standard interface (fig. 2).

14
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Claims 1, 8,10, 11, 18-29 and 31-40 arc rejected under 35 {J,S.C. 102(e) as being anticipated by

Jiau (US 2003/0236821 Al). The Examiner states the following:

Re claims 1, 8, 10, 11, 18-29 and 31-40: Jiau discloses a compact personal token apparatus 1,
comprising: a connection module 1312 (paragraph [0044]); a translation module, which
incorporated with a processor module 132; and an inputoutput module [139, 1341, 1342,
1343, 13441 (figs. 1 & 3A-3C); the translation module moves signals between a USB
interface and a wireless interface (paragraphs [0050-0051]); an LCD screen 1341 and LEDs
1342 (fig. 3C); a standard-compliant contact based interface, the contact based interface
complying to at least one standard interface selected from the group consisting of USB,
IEEE 1394, PCMCIA, Compact Flash, Multi Media, Memory Stick, Smart Media, Secure
Digital, mini 8D, IBM Micro Drive, and any similar standard interface {paragraph [0044]); a
standard-compliant contactless/wireless interface 1311; the contactless/wireless interface
1311 complying to one or more of the following standard interfaces: RFTD-contactless
interface according to WLAN 812.11 and Bluetooth compatible interface (paragraphs [0047]
& [0050]); a flash memory 133 (fig. 3A); wherein: the dual interface chip (processor) inside
the personal token can be directly programmed by a software running on the host system
using the interface processor without the need for an external contact based dual interface
read/write device (paragraph [0052]). wherein: the downloaded information can be used in
the real world; wherein: the software is web based, allowing for downloading information
from the web directly into the dual interface processor memory thus linking the virtual world
to the real world (paragraph [0052]); wherein: the information stored in the personal token
via, the standard contact based interface is used for personal identification, secure network
logon, access control, e-ticketing, e-payment and simifar applications using either the
standard compliant interface or the RFID-compliant interface (paragraph [0067]).

Claims 17, 45 and 52 are rejecied under 35 U.S.C. 103{a) as being unpatentable over Margalit et

al in view of Jiau. The Examiner statcs the following:

Re clamms 17, 45 and 52: Margalit et al has been discussed above but is silent with respect
1o a contactless interface.

Jiau teaches a communication unit 131 includes wireless commection 1311 (fig. 3B:
paragraph [0051]).

It would have been obvious to an artisan of ordinary skill in the art at the time the
invention was made to incorporate a wircless connection of Jiau into the sysiem taught by
Margalit et al in order to provide Margalit et al with a universal system wherein the system
can be wutilized in any type of communications (i.e., contact, contactless, USB, etc.).
Furthermore, such modification would provide the user the flexibility in using the system
wherein the user does not have to concern about whether or not the system is compatible
with a particular communication system that the user intend to use, and therefore an obvious
expedient.

Claim 31 is rejected under 35 U.S.C. 103(a) as being unpatentable over Jiau in view of Margealit

et al. The Examiner states the following:
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Re claim 30: Jiau has been discussed above but is silent with respect to an interface that is
coraplying to ISO 7810 or a 7816 compiiant SIM module.

Margalit et al teaches a personal token apparatus 123 having an interface that is a 7816
compliant SIM module (fig. 2).

It would have been obvious to an artisan of ordinary skill in the art at the time the
invention was made to incorporate a 7816 compliant SIM module of Margalit et al into the
system as taught by Jiau in order to provide Jiau with a universal system wherein the system
can be utilized in any type of comumunications (i.e.. contact, cantactless, USB, etc.).
Furthermore, such modification would provide the user the flexibility in using the system
wherein the user does not have to concern about whether or not the system is caompatible
with a particular communication system that the user intend to use, and therefore an obvious
expedient.

The Cited References, Generally
US 6,748,541 (Margalit) discloses user-computer interaction method for use by a population of

flexibly connectable compuler systems and a population of mobile users, the method comprising
storing information characterizing each mobile user on an FCCS plug to be borne by that mobile
user; and accepting the FCCS plug from the mobile user for connection to one of the flexibly
connectible computer systems and employing the information characterizing the mobile user 1o

perform at least one computer operation.

[n Margalit. mention is made of "smart card", in the summary/glossary section (column 3, line
30). { The term "smart card” refers to a4 typically plastic card in which is embedded a chip which
interacts with a reader. thereby allowing a mobile bearer of the smart card to interact with a
machinc in which is installed a smart card reader, typically with any of a network of machines of

this type. }

Although mentioning "smart card", no mention is made by Margalit to a contactless interface or

any suggestion thereof.

Compare, for example, the following statement by Margalit: "A particular feature of the USB
plug device of FIG. 1 is that it has data storage capabilities and is thus analogous to a memory

smart card.” (cofumn 4, line 20)

6
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See also Margalit at column 5, line 1: "FIG. 2 is a simplifted block diagram of a USB plug
device, constructed and operative in accordance with a preferred embodiment of the present
invention, which is a one-piece smart card reader and smart card chip preferably providing both

secured storage and cryptographic capabilities.”

See also Margalit at column 5, line 20;

The USB interface chip 140 gets USB packets from the USB host 120, The USB
interface chip 140 parses the data and passes it to the microprocessor 130. The data, which
typically comprises a ISO7816-3 T=0/1 formatted packet, is passed by the microprocessor
to the smart-card 170 in a ISO7816-3 protocol. The microprocessor 130 gets the response
from the smart card 160 and passes the data to the USB interface chip 140. The USB
interface chip 140 wraps the data in USB packet format and passes it to the host 120.

A particular advantage of the embodiment of FIG. 2 is that smart card functionality is
provided but there is no need for a dedicated reader because the plug 110 is connected
direcily to a USB socket in the host 120.

Sec also Margalit at column 7, line 5:

Smart card functionalities which are preferably provided by the FCCS plug of the present
invention include:

1. Controlling access to computer networks: Smart card or plug has ID information,
network authenticates and allows access on that basis. Authentication may be based upon
"what you have", "what you are” e.g. biometric infonmation and "what you know" (e.g.
password}).

2. Digital sigpatures or certificates for verifying or authenticating the identity of the
sender of a document.

3. Sterage of confidential information e.g. medical information. A smart card or plug may
store confitdential information and interact with a network which does not store the
confidential information.

Margalit is assigned to Alladin Knowledge Systems, Ltd. An example of the end product can be
found at http://www.aladdin.com/etoken/usb_device.asp

[n Marpalit, no mention is made to a contactless interface or any suggestion thereof,

US 200370236821 (Jiau) discloses body wearable personal network server and system. A body

wearable personal network server device has a display, function keys, alarm output indicators, a
disk driver 1o receive and store chents' data, and communication devices to communicate to its

clients, such as mobile phone, personal digital assistant (PDA), personal computer, and notebook

17

PAGE 20/21* RCYD AT 11/14/200% 3:3%:43 PM [Eastern Standard Tlme] * BVR:USPTO-EFXRF-6/26 * DNI9: 2738200 * CSID:218 3B1 6508 * DURATION {mm-$s):20-02

BEST AVAILABLE CQPRR2022-00412
Apple EX1043 Page 187




Nov 14-0%5 03:49p Dwight A. Stauffer (2167 38B1-6%99 rp-21

computer. A body wearable personal network device also contains software modules; such as a
protocol handler 1o handle Internet based protocols XML/FTP/HTTP/TCP/1IP, diagnostic system
to automatically transmit of notification messages to its clients, and various applications to
provide various services for its clients. A body wearable personal network device has galeway

functionality between PAN (using Bluetooth) and WLAN (using IEEE802.11b).

The following numbered paragraphs (44, 47, 50, 51, 52 & 67) from Jiau are specifically cited by
the Examiner;

[0044] FIG. 1A illustrates the general working environmemnt of the present invention
where it is applied. The device of the present invention denoted as 1 is a body wearable
device, and is able to communicate with personal communicators, such as mobile
phone denoted as 2, PDA denoted as 3, personal computer denoted as 4, and notebook
computer denoted as 3, via a wireless connection; such as a PC card (formerly known
as PCMCIA card--The Personal Computer Memory Card International Association)
providing IEEE 802.11 or Bluetooth protocol in a PC card slot, orfand a wirc
connection through USB connector, In order to achieve the functions of the present
invention, the proper software needs to be installed in the device of the present
invention 1, and in the personal communicators 2, 3,4, and 5.

[0047] FIG. 1C shows that the BWPNS denoted as 1 provides the gate way
functionality between PAN (through protocol; such as Bluetooth), and WLAN
(through protocol; such as IEEES02.11h).

[0050] As illustrated in FIG. 2D, the BWPNS device is designed for providing wire
and wireless connections, The wire connection is the USB type of adaptor denoted as
121, which is able to connect to a client via USB cable denoted as 122. The wireless
connection use a Bluetooth plus IEEER02.11b card build inside device 6, which can
adopt dual-mode Bluetooth and IEEE802.11b in the same device; such as Blue802
Technology unveiled by Intersi} and Silicon Wave. Contact information is Silicon
Wave, Inc. 6256 Greenwich Drive Suite 400, San Diego, Calif. 92122 and Intersil
Corporation, 7585 Irvine Center Drive Suite 100, Tevine, Cahlif. 92618. A battery
release bulton denoted as 119 to reicase the removable battery, which is locked
through the notch denoted as 120. The power suppiy contacts denoted as 118. The
speaker apparatus denoled as 124, which is programmable and allows application
programs to use it to generate basic radio alarms.

In Jiau [0050], the body wearable personal network server (BWPNS) device is designed for
providing wire and wireless connections. The wire connection is the USB type of adapler

denoted as 121, which is able to connect to a cliesnt via a USB cable denoted as 122. The wireless
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connection uses a Bluetooth plus [EEE 802.11b card build inside the device 6, which can adopt
dual-mode Bluetooth and IEEE 802.11b in the same device. Looking at the website of Suncore,

www.suncore.com.tw, it can be recognised that the above description is a dual mode wireless

adapter.

[0051} A block diagram FIG. 3A illustrates the primary components to comprise the
BWPNS hardware portion 21 of the server 1 in FIG. 1B. The components include
MPU (MicroProcessor Unit) 132, power supply 138, ROM and RAM memory 135,
output devices 134, Flash Memory Chips; (Disk-on-Chips) 133, the communication
units 131, function key eniry 139, and a timer 136. The communication units
illustrated in FIG. 3B include wireless connection 1311, providing dual radio modes of
PAN (such as Bluetooth) pius WLAN {such as IEEE 802.11b) via a PC card or build-
in device, and USB wire communication port 1312, The output devices iHustrated in
F1G. 3C include a 1.CD 1341, indication LEDs 1342, a speaker 1343, and a vibrated
device 1344.

[0052] A block diagram FIG. 4A illustrates the software hierarchical structure for
software portion 22 in FIG. 1B in the BWPNS denoted as 1 in FIG. 1B. The device
drivers 241 interface with hardware devices and provide the upper level the software
channels to use hardware devices, such as to access hard disk driver for reirieving or
storing data files. An operating system (OS) 242 is a brain of the software portion,
which handles and manages system resources, schedules application tasks, manages
memory allocation, handles system exceptions, and so on. The HTIP/TCP/IP/Data
Link/Physical Layer protocol handler 243 performs all protocol issues according to
protocol agreements published by the standard organizations; such as ITU or IETF,
Based on the customer’s requirements, profiles or the incoming event type, the XML
(Extensible Markup Language) handler 244 or FTP (File Transfer Protocol) handler
245 is cvoked for receiving or sending the proper types of presentations. The data
formatter 246 is the c¢xtension of the applications, which convert data into proper
format according to users' profiles. As FIG. 4C, the generated data formats that the
BWPNS supports are audio data 221, such as wav files, music data 222, such asmp3
files, binary data 223, control data 224, which is under the control command format
using between server and clients, text data 225, image data 226, such as JEPG, web
data 227, such as WAP, XML files, pame data 228, movie data 229, such as mpeg
files, and library data 230, such as dll files.

[0067] FIG, 5 is a data flow diagram that illustrates the software portion 22 in FIG. 1B
in the BWPNS denoted as 1 in FIG. IB. The communication reception unit 1351
receives an event sent from a client (a personal communicator), or from the function
key touch pad on the BWPNS. The communication reception unit forwards the cvent
to the security-checking unit 153 for the sccurity and authorization checking. It the
incoming event does not pass the sccurity checking, a failure indication signal will be
sent back to the event penerator via the communication transmission unit [52. If the
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incoming event passes the checking, the event is sent to the signal management unit
154 for distinguishing the type of the event in order to determine the further direction
of the event. If the event is sent from the personal communicator, the signal
confirmation unit 155 will be evoked to send a confirmation message back to the
personal communicator via the communication transmission unit 152, otherwise based
on the event type, a proper event handler unit is evoked to handle the incoming cvent.
The general event handlers are: Systemy Command Handler Unit (SCHU) 157: Some of
events are for control commands, which are used 1o control, manage, or synchronize
the in progressing communication activities between the server (BWPNS), and clicnts
(Personal Communicators); such as hand sharking activity.

The Invention, Generally
The invention is directed (0 MULTI-INTERFACE COMPACT PERSONAIL TOKEN
APPARATUS AND METHODS OF USE. (Title) A compact personal token apparatus, suitably
resembling a conventional USB memory fob in size, shape, and formm which can be plugged into a
PC and interfaced with the virtual world of the Intemect. The apparatus is capable of loading and
storing information from: the Intemnet, via the PC to its flash memory or EEPROM and then using
the stored information or value via its wireless interface in the real world. The apparatus is
capable of implementing an auto-run application, when inserted into a personal computer. The
apparatus is capable of exchanging information with other devices having compatible intcrfaces.
The apparatus can also function as a firewall when plugged between an Internet connection and a

PC. (See Abstract)

More particularly, as described in the Specification {paragraph references from published

application),

[0124] The invention is generally a compact personal token apparatus which can be
plugged into a personal computer and interfaced with the virtual world of the Internet.
The apparatus {or, as will be cvident, a portion of a modular apparatus) can then be
removed from the personal computer and used to conduct real world ransactions. The
compact personal token apparatus is suitably in the general form of a fob, resembling a

USB memory fob. The compact personal token apparatus comprises a wireless interface.
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The invention is directed to an apparatus incorporating USB, RFID & WLAN interfaces as well

as Mass Storage in a single device.

[t should be understood, and it is supported, that thoughout the specification, the term “wireless
interface” pencrally (and frequently) refers to RFID (contactless) and Wircless (WLAN), in the

plural form.

As is known, RFID (ie. contactless) operates at 13.56 MHz, and Wireless (i.e. WLAN
802.11a/b/g) operates at 2.4 & 5.0 GHz. They are different, but they are both "wireless” in the
broad sense of the term. RF1ID operates at a maxumum distance of 1 meter for pure identification

and in a payment application, the distance is restricted to 10 cm.

As is clearly set forth in the specification, the apparatus of the present invention can
communicate either with the RFID — contactless interface or with the Wireless Interface. The
apparatus is constructed to have both. In a derivation of the apparatus, the apparatus also
includes Bluetooth (for private area network) which operates at the same frequency as WLAN

802.11 b/g, but in fact is an additional interface.

In summary, the RFID contactless interfaces are [SQ 14443, 15693 and NFC, the wireless
interfaces are WLAN, Bluetooth and UWB and the mechanical interface is for example USB.
The present invention has these interfaces. Additionally, the present invenlion has a shared
memory between the interfaces which ¢an be EEPROM or NAND Flash Memory. The Smart
Card interface is an internal configuration where the device of the invention translates USB to

Smart card protocol.

[0129] The invention is generally a compact personal token apparatus which can be by
means of standard-compliant interfaces (deseribed hereinbelow) connected to a personal
computer and/or other imternet capable devices such as; cell phones, personal digital
assistants (PDA), digital media players, digital cameras etc. and interfaced with the
virtual world of the Internet. The apparatus (or, as will be evident, a portion of a

modular apparatus) can then be removed from the personal computer and used to
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conduct real world transactions. The compact personal token apparatus is suitably in the
general form of a fob, resembling a USB memery fob. 1n some implementations it will
take the general form factor required of the standard compliant interface such as SD and
Mini SD cards, Multi Media Cards (MMC), PCMCIA Cards, etc. The compact personal

token apparatus generally comprises a wireless interfacc.

Again (in the previous paragraph), the term “wireless interface’ refers to RFID (contactless) and

Wireless (WLAN), in the plural form.

[0131] According to the invention, a compact personal token apparatus comprises a
comection module; a translation module; a processor moduie; and an input/output
module. The connection module is for interfacing the personal token apparatus with an
Internet-capable appliance; and the interface is sclected from the group consisting of
USB, FireWire, IR, Bluetooth, standard serial port, WILLAN. The Internet-capable
appliance may comprise a device selected from the group consisting of personal
computer (PC), laptop, PDA, MP3 player and cellphone. The translation module moves
signals between a USB interface and a smart card interface. The smart card interface

may be selected from the group consisting of ISO 7816, [SO 14443 and ISO 15693.

Here (in the previous paragraph), we specify USB (mechanical interface), WLAN & Bluetooth
(wireless interface) and 1SO 14443 and ISO 15693 (contactless interface or generic terms RFID)

[0134] The apparatus may further comprise a standard-compliant contactless/wireless
intertace; the contactless/wireless interface complying to one or more of the following
standard interfaces: RFID-contactless interface according to ISO 14443 and ISO 15693
as well as similar interfaces, Bluetooth compatible interface, WLLAN 812.11, UWB, and

any similar interface.

Paragraph [0134] expresses the contactless/wireless distinction better, and supports the comments

made before about "wireless" including either contactless (e.g., RFII?) or Wireless (e.g., WLAN)

R
I
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[0137] The apparatus may further comprise a dual interface chip (processor) inside the
personal token which can be directly programmed by a software running on the host
system using the interface processor without the need for an external contact based dual
interface read/write device, The software may be web based, allowing for downloading
information from the web directly into the dual interface processor memory (for
example, event tickets) thus linking the virtual world to the real world. The downloaded

information may be used in the real world by using the contactless RFID interface.

[0141] The apparatus may further comprise a processor medule; and additional memory
selected from the group consisting of flash memory and EEPROM device powered and
addressed by the processor module; wherein the additional memory can be used for user

suthentication and to run applications.

[0146} The apparatus may further comprise a triple interface (e.g., contact, contactless,

USB) processor.

[0151] The "smart fob" is capable of loading and storing information from the Intcrnet,
via a PC or other Internet capable device 10 its memory and then using the stored
information via its wireless interface i the real world. The "smait fob" is also capable of

cxchanging information with a conventional smart card.

An importance point being made in the prevoius paragraph(s) is the concept of exchanging data

from the memory.

Traversing the Rejection
First of all, there is little or no correlation between the technology of the present invention and
the technology combination of Margalit and Jiau. The present invention merges RFID with
Wireless and incorporates [Flash Mcmory for storage and autorun applications as well as
incorporating diverse mechanical connection interfaces. Margalit is atternpting to replace contact

smart cards with a USB token for the PC environment and Jiau outlines a wireless server client
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which can communicate with a mobile computing device, Jiau also bridges PAN and WLAN,

which in fact is a duval mode WiFi adapter.

Marpalit et al (US 6,748,541) and Jiau (US 2003/0236821) do not anticipate the combination of
USRB, Contactless, Wireless and Extended Memory with Flash. Marpalit is focused on a smart
card token (for example for an online banking application), while Jiau is focused on a portable
- server with dual mode wireless interface, namely Bluetooth and WiFi (this apparatus is almost
like an Access Point or Router (o enable Internet communication with the client, namely a PDA),
Neither of them concerns themselves with RFID for logical and physical access as well ag
authentication and payment. Even combining the teachings of the two references, it is not

possible to create the apparatus of the prescnt invention.

The independent claims are dirccted to...

1. A compact personal token apparatus ...
(claims 2-20 depend from claim 1)

21. A compact personal token apparatus ...
(claims 22-45 depend from claim 21)

46.  Method of interacting wirelessly ...
(claims 47-52 depend from claim 46)

Claims 1-7, 9, 12-16, 21, 41-44 and 46-51 are rejected as being anticipated by Margalit.

LS Patent 6.748.541 (Margalit) describes a flexiblc conneclable computer system apparatus for

use by a population of mobile users. The configuration of the apparatus in it’s simplest form
includes a USB interface chip, a CPU, user data memory, firmware and a random access
memory. By replacing the user data memory by an ISO compliant simart card chip, the apparatus
incorporates a USB plug device which is a one-piece smart card reader and smart card chip
providing both secured storage and cryptographic capabilities. The USB plug device includes a
CPU and a smart card chip memory, typically a ISO7816 (T=0/1) protocol-based chip
communicating with the CPU using an [SO7816-3 protocol. The smart card functionalities

provided by the apparatus include:
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- Digital signature verification and / or controlling access to computer networks
- Storage of confidential information
- Electronic token to authenticate information and / or store passwords or elecironic certificates

Marpalit's apparatus can also be used for authentication in Virtual Private Networks, extranet and

€-commerce,

Claims 5, 6 and 49 differ from Margalit with respect to the contactless interface. Regarding the
amendment to claim 5, support may be found in the specification at page 24.

The apparatus may further comprise a standard—-compliant contactless/wircless interface;
the contactless/wireless interface complying to one or more of the following standard
interfaces: RFID-contactless interface according to ISO 14443 and ISO 15693 as well as
similar interfaces, Bluetooth compatibie interface, WLAN 812.11, UWB, and any similar
interface.

Claims 1, 8, 10, 11, 18-29 and 31-40 are rejected as being anticipated by Jiau,

US 2003/0236821 (Jiau) describes a server-client model of data collection and internet working

galeway system. [t relates to a body wearable personal network device (server) having gateway
functionality between PAN (Personal Area Network using Bluetooth) and WLAN {Wircless
Local Area Network using IEEE802.11b). Jiau separates a conventional data communicator
device into a server and a cJiemt. The server is a2 body wearable device having its own battery &
memory, and able to communicaie with the client. The client is a conventional personal
communicator such as a mobile telephone, personal digital assistant {PDA), personal computer,
pocket personal computer or a notebook. In short, the body wearable personal network device

portion is acting as a server and the personal communicators are acting as clients.

Jiau's BWPNS device is designed for providing wire and wireless connections. The wire
connection is the USB type of adaptor which is able to connecl to a client via a USB cable. The
wireless connection avails of a Bluetooth plus IEEE802.11b card, built inte the device which can

adopt dual mode Bluetooth and IEEE802.11b in the same device.

Jiau relates to an interdependent server-client model whereby the wireless communication is only

between the server and the client. There is no mention of communication with the World Wide
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N

Web via a wireless aceess peint with the server. The wireless communication is conlined to the
server-client model. Furthermore, there is no ruention of contactless technotogy for the purpose

of identification and payment.

The sole function of Jiau's BWPNS is to handle some of the computing performed by
conventional PDA’s and mobile telephones. This fact is highlighted in the background of the
invention.

Taking into account the abovementioned, the following can be observed:

Claim 8 is novel over Jiau when referring to the RF antenna in connection with conlactless and

wireless technology.
Claim 10 is amended herewith to distinguish from a conventional wireless dongle.

Claim 11 is amended herewith to clarify that "wircless" incorporates radio frequency

identification (RFID).
Claim 22 See text at specification page 24 (quotled above)

Claim 31 describes a dual interface chip, again relating to radio frequency identification and

therefore differs from Jiau.

Claims 32 -~ 40 are novel over Jiau.

Claims 17. 45 and 52 are rejected as being unpalentable over Marpalit in view of Jiau.

Claims 17, 45 and 52 are patentable in light of the comments made above.
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Claim 30 is rejected as being unpatentable over Jiau in view of Margalit.

As noted above, there is little or no correlation between the technology of the present invention
and the technology combination of Margalit and Jiau, The present invention merges RFID with
Wireless and incorporates Flash Memory for storage and autorun applicalions as well as
incorporating diverse mechanical connection interfaces. Margalit is attempting to replace contact
smart cards with 2 USB token for the PC environment and Jiau outlines a wireless server client
which can communicate with a mobile computing device. Jiau also bridges PAN and WLAN,

which in fact is a dual mode Wi-Fi adapter.

Conclusion
The claims should be allowed.
No new matter is entered by this Amendment.

A fec for a2 one month's extension of time is enclosed, and the extension is requested.

For the Applicant,

Dwight A. Stauf Registration No. 47,963

1006 Montford Rd.
Cleveland Hts., OH 44121
216-381-6599 (ph/fax)

CERTIFICATE OF TRANSMISSION BY FACSIMILE

I hereby certify that this correspondence is being transmitted to the United States Patent and
‘Trademark Office (Fax No. 571-273-8300) on November 14, 2005.

Name of Person Signing Certificate : Dwight A. Stauffer

Signature

Date of Person signing : November 14, 2005
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listings under 37 CFR 1.52(¢)), the application size fee due is 5230 (S125 for small entily) for cach additional 50
sheets or faction thercof. Sec 35 U.S.C. 41(a) 1){G) and 37 CFR 1.16(s).

Totat Sheets Extra Sheats Number of ea ditional 50 or fraction thereo Fea (%) Fee Paid [$)
-100 = /50= {rount up to 3 whole number}  x - o=
4. OTHER FEE(S) Fees Paid (§)
Non-English Specification, 3130 fee (no small entity discount)
OCiher {e.g., late fiting surcharge): ope month extension of lime feoe 60
SUBMITTED BY i c h
" , Regisiration No.
Signalure m‘%ﬂ (Atlgrna FAgent) 47,963 Talephone o4 6-381-65%9
[ Mame (PrintType) DWIGHT A STAUFFER T /7 Date | ~yit SR &~

This collection of infoemation is required by 37 CFR 1.128. The information i3 reguired [0 obtain o retain a benelid by the public which is to file (and by the
USPTO 1o procass) an appltation, Conlidantiality is governed by 35 U.5.C. 122 ang 37 CFR 1.14. This colleclion 55 eslimated to take 30 minutes 10 cormplete,
including gathening, proparing, and submitling ha compleled apglication form 16 the USPTO. Time wil very depending upon the ndividual case. Any commenls
on tha amoynt of lime you require to compicte this (onm endfor suggeslions for reducing this burden, should be senl Lo the Chief information Officer, LS. Patent
and Trodermark Offee, L.5, Oepartment of Commarce, PLO. Bax 1450, Alexandria, VA 22313-1450. DD NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS, SEND TO: Commissianar far Patonts, P.O. Box 1450, Alexandria, VA 223131450,

if you need assistance in completing the form, call 1-B00-PT0Q-9189 and select aption 2,
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PATENT APPLICATION FEE DETERMINATION RECORD 10 Ci oz Q Q
' ' Effective December 8, 2004 -
CLAIMS AS FILED - PART | SMALL ENTITY OTHER THAN
{Column 1) {Column 2) TYPE [ OR SMALLENTITY
TOTAL CLAIMS ) RATE | FEE RATE | FEE
FOR NUMBER FILED | NUMBER EXTRA BASIC FEE Eq 5 Jorpasic Fee Qq
TOTAL CHARGEABLE CLAIMS | A ) sminus 20= |* 53 X§ 25= C%U orl x350=
INDEPENDENT CLAIMS /)) minus 3 = * X100= OR X200=
MULTIPLE DEPENDENT CLAIM PRESENT D
- +180= aRi +360=
* ¥ the difference in column 1 is less than zero, enter 0" in column 2 TOTAL // rj-— OR TOTAL
' ) /
(1 ki LaS“CWMS AS AMENDED - PART |l OTHER THAN
' {Column 1} (Column 2} (Column 3) SMALL ENTITY OR SMALLENTITY
CLAIMS HIGHEST
. ADDI. ADDI-
<l AEMAINING MBER T
e AFTER. PREVIOUSLY “’E‘;’Eé: RATE TlOEfL RATE | TIONAL
ih AMENDMENT PAID FOR £ FEE
- - 7 . -
g Tolal * SQ Minus “\Sé = X$ 25z |- Z OR X$50/1
L - I —— = rd
g Independent '-g Minus )(10'3!r f OR X;OOF
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM 4
|~ v
+180= ot +360 |
TOTAL TOTAL :
ADOIT, FEE OR oo, PEEL SN
{Column 1) ({Column 2)  (Cotumn 3}
CLAIMS FIGHEST
© REMAINING - NUMBER PRESENT ADDI- ADDI-
E AFTER PREVIOUSLY EXTRA RATE {TIONAL RATE § TICNAL
%, AMENDMENT PAID FOR - FEE FEE
g Total " Minus | = X$ 25= on| Xs50=
§ Independent |. Minus pny = %100< j X200<
FIRST PRESENTATION OF MULT!PLE DEPENDENT CLAIM l l
+180= or{ +360=
TOTAL TOIAL
ADDIT, FEE OR ,pprT. Fee
(Column 1] {Column 2} (Column 3) ' .
CLAMS HIGHEST .
& REMAINING NUMBER PRESENT ADDI- ADOI-
':_-, AFTER PREVIOUSLY EXTRA RATE [TIONAL RATE [ TIONAL
g AMENDMENT PAID FOA FEE FEE
Ti 