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MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND METHODS OF 

USE 

CROSS-REFERENCE TO RELATED APPLICATIONS 

This is a non-provisional filing based on USSN 60/520,698 filed 11/17/2003 by Ryan, Comiskey 

and Knapich. 

This is a non-provisional filing based on USSN 60/562,204 filed 4/14/2004 by Comiskey, Finn and 

Ryan. 

This is a non-provisional filing based on USSN 60/602,595 filed 8/18/2004 by Finn. 

BACKGROUND OF THE INVENTION 

I. Technical Field 

This invention relates generally to smart card technology. 

2. Related Art 

A smart card resembles a credit card in size and shape. (See ISO 7810). The inside of a smart 

card usually contains an embedded 8-bit microprocessor. The microprocessor is under a gold 

contact pad on one side of the card. Smarts cards may typically have 1 kilobyte of RAM, 24 

kilobytes of ROM, 16 kilobytes of programmable ROM, and an 8-bit microprocessor running at 

5 MHz. The smart card uses a serial interface and receives its power from external sources like a 

card reader. The processor uses a limited instruction set for applications such as cryptography. 

The most common smart card applications are: 

- Credit cards 

- Electronic cash 

- Computer security systems 

- Wireless communication 

- Loyalty systems (like frequent flyer points) 
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- Banking 

- Satellite TV 

- Government identification 

Smart cards can be used with a smart-card reader attachment to a personal computer to 

authenticate a user. (However, these readers are relatively costly, and have not been well 

accepted by users.) Web browsers also can use smart card technology to supplement Secure 

Sockets Layer (SSL) for improved security of Internet transactions. The American Express 

Online Wallet shows how online purchases work using a smart card and a PC equipped with a 

smart-card reader. Smart-card readers can also be found in vending machines. 

There are three basic types of smart cards: contact chip, contactless and dual interface (DI) cards. 

A contact smart card ( or contact chip card) is a plastic card about the size of a credit card that has 

an embedded integrated circuit (IC) chip to store data. This data is associated with either value or 

information or both and is stored and processed within the card's chip, either a memory or 

microprocessor device. 

The predominant contact smart cards in consumer use are telephone cards as a stored value tool 

for pay phones and bank cards for electronic cash payments. Contact smart cards require the 

placement of the card in a terminal or automatic teller machine for authentication and data 

transaction. By inserting the contact smart card into the terminal, mechanical and electrical 

contact is made with the embedded chip module. • 

Contactless smart cards have an embedded antenna connected to a microchip, enabling the card 

to pick up and respond to radio waves. The energy required for the smart card to manipulate and 

transmit data is derived from the electromagnetic field generated by a reader. Contactless smart 

cards do not require direct contact with the reader because they employ the passive transponder 

technology of Radio Frequency Identification (RFID). By just waving the card near the reader, 
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secure identification, electronic payment transaction and authentication are completed in 

milliseconds. 

Contactless chip card technology is based on two standards: 1SO/IEC 14443 Type A and Type B 

(for proximity cards), and 1SO/IEC 15693 (for vicinity cards). Cards that comply with these 

standards operate at the 13.56 MHz frequency. 1SO/IEC 14443 products have a range of up to 10 

cm (centimeters), while 1SO/IEC 15693 products can operate at a range between 50 and 70 cm. 

Dual interface (DI) cards, sometimes called combination chip cards, are microprocessor multi­

function cards that incorporate both the functions of a contact chip card and a contactless card. 

Within the smart card is a microprocessor or micro-controller chip with radio frequency 

identification (RFID) capability that manages the memory allocation and file access. The on­

board memory is shared and can be accessed either in contact or contactless mode. 

This type of chip is similar to those found inside all personal computers and when implanted in a 

smart card, manages data in organised file structures, via a card operating system. This capability 

permits different and multiple functions and/or different applications to reside on the card. 

A dual interface (DI) card is ideal for single and multi-application markets ranging from micro­

payment ( convenient alternative to low value cash transaction) to e-commerce and from ticketing 

in mass transit to· secure identification for cross border control. Originally, such cards were 

intended to be used in conjunction with a reader connected to a PC for downloading tickets, 

tokens, or electronic money via the contact interface and used in contactless mode in the 

application for physical access or proximity payment 

Passive radio frequency identification (RFID) devices derive their energy from the 

electromagnetic field radiated from the reader. Because of international power transmission 

restrictions at the frequencies of 125 KHz and 13,56 MHz, the contactless integrated circuits are 

generally low voltage and low power devices. Read/Write circuits use low voltage EEPROM and 

low power analogue cells. The read/write memory capacity in transponders, contact smart cards, 
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contactless memory based smart cards, dual interface smart cards (contact & contactless) and 

multi-interface micro-controllers is generally limited to approximately 64 kilobytes. 

The dual interface (DI) smart cards typically have an 8, 16 or 32 bit microprocessor controller, 

operate at a low voltage of l .8V-5V and run at an internal frequency of 5 or 15 MHz. The open 

platform architecture includes memory management, non volatile memory, contactless interfaces 

and security features such as Advanced Crypto Engine (ACE) 1100 bit, triple DES encryption 

and RSA. 

High performance crypto controllers with multiple interfaces such as USB, ISO 14443 Type A, 

B, Felica have been developed for multi-functional smart cards in applications such as security 

access, healthcare, electronic purse, banking etc. 

The main focus of the smart card industry has been on secure card applications, where large 

memory capacity is not of paramount importance, and/or where pertinent information and 

application software is stored at a centralised server location. 

Another market area that has been evolving in recent years is memory, particularly for computing 

devices which are capable of interacting with large amounts of data and implementing 

sophisticated functionality, such as laptops, cameras, mobile phones, PDAs, MP3 players, and 

the like. 

The main focus of the flash drive industry is on high density memory (using NAND flash 

memory cells) and current USB key chain products from the market leaders incorporate an 8-

Gigabyte flash memory chip, managed by a 32 bit micro-controller. 

These large capacity, personal, portable storage devices are for decentralised applications to 

transport confidential business documents, multimedia files, photos, music files, address book, 

favorite web sites, games, etc. 
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Apart from using USB tokens for file storage, they are also used for desktop settings, screen 

lock, network login & access control, log book, user authentication (storing digital signatures, 

certificates, key sets, finger-based biometric templates, usemames and passwords), digital 

content and transaction security as well as enterprise and Internet security. 

A USB token can also be used to download emails, remotely access a PC or to open a customised 

browser that allows the user to surf the Web with total privacy. 

Recent developments in USB flash memory drives have resulted in CDROM-like auto-run 

devices that automatically execute a file when the USB token is inserted into a PC. The read-only 

and auto-run contents are installed during the manufacturing process. Examples of auto-run 

contents include opening a website, running a demo application, showing a presentation, making 

a product pitch, providing customers with discount coupons etc. 

Related Patents and/or Publications 

US Patent Publication No. 2003/0028797 discloses integrated USB connector for personal token. 

A personal key having an inexpensive and robust integrated USB connector is disclosed. The 

apparatus comprises a circuit board having a processor and a plurality of conductive traces 

communicatively coupling the processor to a peripheral portion of the circuit board. The plurality 

of conductive traces includes, for example, a power trace, a ground trace, and at least two signal 

traces. The apparatus also comprises a first housing, having an aperture configured to accept the 

periphery of the circuit board therethrough, thereby presenting the plurality of conductive traces 

exterior to the aperture. The apparatus also comprises a shell, surrounding the plurality of 

conductive traces, the shell including at least one locking memb~r interfacing with the first 

housing. 

US Patent Publication No. 2002/0011516 discloses smart card virtual hub. A smart card virtual 

hub combines a 1SO7816 compliant smart card reader interface with a USB hub that provides 

one or mo're attachment points for connection of devices to the USB bus, thereby interfacing such 

devices to the host computer. The hub in the presently preferred embodiment of the invention 
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provides one port to which one USB functional device, such as a keyboard, may be attached. The 

attached keyboard shares a common USB bus bandwidth with the internal embedded smart card 

reader through a host-scheduled, token-based communication protocol that is handled by the 

USB driver and the device driver. 

US Patent Publication No. 2003/0102380 discloses a memory card and a method for operating a 

memory card, the memory card comprising: a memory mass storage; a first data interface with a 

contacting interface and a high data transfer rate; a second data interface with a contact-less 

interface. In a preferred embodiment, a memory card controller is included for selecting a first 

data line from said first data interface or a second data line from said second data interface to 

communicate with said memory mass storage based on a criteria. 

US Patent Publication No. 2003/0087601 discloses an apparatus, system and method for 

communicating between a personal device and a host computer. The apparatus comprises means 

for wireless communication, for enabling communication with a personal device ( which also 

comprises means for wireless communication) and means for wired communication for enabling 

communication with the host computer (which also comprises means for wired communication). 

A controller installed within the apparatus, controls the data transfer between the wireless and 

wired communication interfaces of the apparatus. The controller may perform additional 

computing operations, such as security related operations ( e.g. digitally signing a document, 

ciphering, and so forth). The apparatus may further comprise a smartcard chip, for securely 

storing information, and also for performing the additional computing operations. 

Implementations of the invention can be carried out in order to functionally connect a personal 

device, such as PDA, mobile phone, and so forth, to a host computer, or with an application 

executed on the host computer. The apparatus may be used to for security implementations, e.g. 

provision of PINs, keys, passwords, digitally signing of documents, and so forth. The personal 

device may also be used as input means for the apparatus, thereby enabling a large number of 

implementations, including applications with relevancy to cellular telephony. 
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WIPO Publication No. WO 01/96990 discloses USB-Compliant Personal Key Using a Smartcard 

Processor and a Smartcard Reader Emulator. A compact, self-contained, personal key is 

disclosed. The personal key comprises a USB-compliant interface releaseably coupleable to a 

host processing device operating under command of an operating system; a smartcard processor 

having a smartcard processor-compliant interface of communicating according to a smartcard 

input and output protocol; and an interface processor, communicatively coupled to the USB­

compliant interface· and to the smartcard processor-compliant interface, the interface processor 

implementing a translation module for interpreting USB-compliant messages into smartcard 

processor-compliant messages and for interpreting smartcard processor-compliant messages into 

USB-compliant messages. 

WIPO Publication No. WO 00/42491 discloses USB-Compliant Personal Key with Integral Input 

and Output Devices. A compact, self-contained, personal key is disclosed. The personal key 

comprises a USB-compliant interface (206) releasably coupleable to a host processing device 

(102); a memory (214); and a processor (212). The processor (212) provides the host processing 

device ( 102) conditional access to data storable in the memory (214) as well as the functionality 

required to manage files stored in the personal key and for performing computations based on the 

data in the files. In one embodiment, the personal key also comprises an integral user input 

device (218) and an integral user output device (222). The input and output devices (218, 222) 

communicate with the processor (212) by communication paths (220, 222) which are 

independent from the USB-compliant interface (206), and thus allow the user to communicate 

with the processor (212) without manifesting any private information external to the personal 

key. 

WIPO Publication No. WO 01/39102 discloses PORTABLE READER FOR SMART CARDS. 

A portable reader (1) for smart cards (7) is described that comprises: a support body (3) 

containing at least one slot (5) for inserting and reading a smart card (7); interface means (9) 

connected to the support body (3); interface means (9) connected to the support body (3); means 

(13) for keeping and aligning the smart card (7); and a managing microprocessor contained 
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inside the support body (3) and connected to the interface means (9) and the reading means for 

smart cards (7). 

US Patent No. 5,761,648 discloses interactive marketing network and process using electronic 

certificates. A data processing system issuing electronic certificates through "online" networks of 

personal computers, televisions, or other devices with video monitors or telephones. Each 

electronic certificate includes transaction data and identification data, and can be printed out on a 

printing device linked to a consumer's personal input device, or electronically stored in a 

designated data base until a specified expiration date. The certificate can be used for various 

purposes, including use as a coupon for a discounted price on a product or service, proof of a gift 

or award, proof of reservation, or proof of payment. Consumers access the data processing 

system online, browse among their choices, and make their selections. The data processing 

system provides reports on the selected certificates and their use following selection. Certificate 

issuers also have online access to the data processing system and can create or revise offers, and 

provide various instructions pertaining to the certificates, including limitations as to the number 

of certificates to be issued in total and to each individual consumer. (see also 

www.coolsavings.com) 

U.S. Patent No. 6,694,399 discloses method and device for universal serial bus smart card traffic 

signalling. A method and device are disclosed for detecting successful transfers between a 

Universal Serial Bus (USB) port and a USB smart card and generating a signal that provides an 

indication of the USB transaction activity. This USB transaction activity signal is modulated 

according to the USB transaction activity and drives a Light Emitting Diode (LED) in a preferred 

embodiment of the invention. A counter internal to the USB smart card scales the transaction 

activity signal such that it is perceptible to the user. Because the current through the LED 

depends upon the USB transaction activity, the brightness of the LED varies according to the 

USB transaction activity. The LED may be driven from a current mirror sink or source, or a 

current switch sink or source. 

GLOSSARY, DEFINITIONS, BACKGROUND 

8 IPR2022-00412 
Apple EX1043 Page 9



The following terms may be used throughout the descriptions presented herein and should generally 

be given the following meaning unless contradicted or elaborated upon by other descriptions set 

forth herein. Many of the definitions below were taken from http://www.webopedia.com. Some 

of the terms set forth below may be registered trademarks (®). 

BIOS Short ( e.g., acronym or abbreviation) for " basic input/output" system. BIOS is 

the built-in software that determines what a computer can do without accessing 

programs from a disk. On PCs, the BIOS contains all the code required to control 

the keyboard, display screen, disk drives, serial communications, and a number of 

miscellaneous functions. 

Bluetooth 

CDMA 

cell phone 

A wireless technology developed by Ericsson, Intel, Nokia and Toshiba that 

specifies how mobile phones, computers and PDAs interconnect with each other, 

with computers, and with office or home phones. The technology enables data 

connections between electronic devices in the 2.4 GHz range at 720 Kbps (kilo 

bits per second) within a 30-foot range. Bluetooth uses low-power radio 

frequencies to transfer information wirelessly between similarly equipped devices. 

Short for "Code-Division Multiple Access". CDMA is a digital cellular 

technology that uses spread-spectrum techniques. Unlike competing systems, 

such as GSM, that use TDMA, CDMA does not assign a specific frequency to 

each user. Instead, every channel uses the full available spectrum. Individual 

conversations are encoded with a pseudo-random digital sequence. 

Also referred to as "mobile phone" or '.'handset". A cell phone today is a mobile 

communication device used not only for making calls, but it is lately used as 

media device, transaction device, data storage device using SD or MMC cards for 

that. So called smart cellular phones are also Internet enabled devices allowing 

the user to connect to and browse the world wide web, send and receive email, 

and some also incorporate the functionality of a PDA. 
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cf. 

computer 

Short for the Latin "confer". As may be used herein, "compare". 

A programmable machine. The two principal characteristics of a computer are: 

- It responds to a specific set of instructions in a well-defined manner. 

- It can execute a prerecorded list of instructions (a program). 

Modern computers are electronic and digital. The actual machinery - wires, 

transistors, and circuits - is called hardware; the instructions and data are called 

software. 

DNS Short for "Domain Name System" (or Service or Server). DNS is an Internet 

service that translates domain names into IP addresses. Because domain names are 

alphabetic, they're easier to remember. The Internet however, is really based on IP 

addresses. Every time you use a domain name, therefore, a DNS service must 

translate the name into the corresponding IP address. For example, the domain 

name www.example.com might translate to 198.105.232.4. The DNS system is, 

in fact, its own network. If one J?NS server doesn't know how to translate a 

particular domain name, it asks another one, and so on, until the correct IP address 

is returned. 

DSL Short for "Digital Subscriber Line". DSL technologies use sophisticated 

modulation schemes to pack data onto copper wires. They are sometimes referred 

to as last-mile technologies because they are used only for connections from a 

telephone switching station to a home or office, not between switching stations. 

The two main categories of DSL are ADSL (asymmetric DSL) and SDSL 

(symmetric DSL). ADSL supports data rates of from 1.5 to 9 Mbps (million bits 

per second) when receiving data (known as the downstream rate) and from 16 to 

640 Kbps when sending data (known as the upstream rate). Two other types of 

DSL technologies are High-data-rate DSL (HDSL) and Very high DSL (VDSL ). 
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EEPROM 

e.g. 

etc. 

Ethernet 

Short for "electrically erasable programmable read-only memory". EEPROM is a 

special type of PROM that can be erased by exposing it to an electrical charge. 

Like other types of PROM, EEPROM retains its contents even when the power is 

turned off. EEPROM is similar to flash memory (sometimes called flash 

EEPROM). The principal difference is that EEPROM requires data to be written 

or erased one byte at a time whereas flash memory allows data to be written or 

erased in blocks. This makes flash memory faster. 

Short for the Latin "exempli gratia". Also "eg" (without periods). As may be 

used herein, means "for example". 

Short for the Latin "et cetera". As may be used herein, means "and so forth", or 

"and so on", or "and other similar things (devices, process, as may be appropriate 

to the circumstances)". 

A local-area network (LAN) architecture developed by Xerox Corporation in 

cooperation with DEC and Intel in 1976. Ethernet uses a bus or star topology and 

supports data transfer rates of 10 Mbps. The Ethernet specification served as the 

basis for the IEEE 802.3 standard, which specifies the physical and lower 

software layers. Ethernet uses the CSMA/CD access method to handle 

simultaneous demands. It is one of the most widely implemented LAN standards. 

A newer version of Ethernet, called lO0Base-T (or Fast Ethernet), supports data 

transfer rates of 100 Mbps. And the newest version, Gigabit Ethernet supports 

data rates of 1 gigabit (1,000 megabits) per second. 

expansion card A stamp-sized add-on memory that a user inserts into an expansion slot of a 

device such as a PDA. Expansion cards can contain applications, songs, videos, 

pictures, and other information in a digital format. • They also come in three 

'flavors': MultiMediaCard™ (MMC), SD (Secure Digital) card and SDIO (Secure 

Digital Input/Output) card. Mini SD Card 

11 IPR2022-00412 
Apple EX1043 Page 12



Firewall A system designed to prevent unauthorized access to or from a private network. 

Firewalls can be implemented in both hardware and software, or a combination of 

both. Firewalls are frequently used to prevent unauthorized Internet users from 

accessing private networks connected to the Internet, especially intranets. All 

messages entering or leaving the intranet pass through the firewall, which 

examines each message and blocks those that do not meet the specified security 

criteria. There are several types of firewall techniques: 

- Packet filter: Looks at each packet entering or leaving the network and 

accepts or rejects it based on user-defined rules. Packet filtering is fairly effective 

and . transparent to users, but it is difficult to configure. In addition, it is 

susceptible to IP spoofing. 

- Application gateway: Applies security mechanisms to specific applications, 

such as FTP and Telnet servers. This is very effective, but can impose a 

performance degradation. 

- Circuit-level gateway: Applies security mechanisms when a TCP or UDP 

connection is established. Once the connection has been made, packets can flow 

between the hosts without further checking. 

-Proxy server: Intercepts all messages entering and leaving the network. The 

proxy server effectively hides the true network addresses. 

In practice, many firewalls use two or more of these techniques in concert. A • 

firewall is considered a first line of defense in protecting private information. For 

greater security, data can be encrypted. 

flash memory A special type of EEPROM that can be erased and reprogrammed in blocks 

instead of one byte at a time. Many modern PCs have their BIOS stored on a 

flash memory chip so that it can easily be updated if necessary. Such a BIOS is 

sometimes called a flash BIOS. Flash memory is also popular in modems because 

it enables the modem manufacturer to support new protocols as they become 

standardized. 
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GSM/GPRS Short for "Global System for Mobile Communications"/"General Packet Radio 

Service". A type of mobile phone network used throughout most of the world. 

GPRS enabled networks offer 'always-on', higher capacity, Internet-based content 

and packet-based data services. This enables services such as color Internet 

browsing, email on the move, powerful visual communications, multimedia 

messages and location-based services. Used by AT&T, Cingular Wireless and T­

Mobile (and others) in the USA and Rogers Wireless and Fido in Canada. GSM 

11.11 is a specification for Global System for Mobile communications. 

handheld A portable electronic device that fits in a hand or pocket and functions as a 

personal organizer, but can also contain other applications that enable you to 

listen to music, view photos, read eBooks, play games, view and edit documents, 

and more. Also commonly called a Personal Digital Assistant (PDA). 

i.e. Short for the Latin "id est". As may be used herein, "that is". 

IEC Short for "International Electrotechnical Commission". 

IEEE Short for "Institute of Electrical and Electronics Engineers". The IEEE is best 

known for developing standards for the computer and electronics industry. 

IEEE 812.11 The IEEE standard for wireless Local Area Networks (LANs). It uses three 

different physical layers, 802.11 a, 802.11 b and 802.11 g. 

IEEE 1394 IEEE 1394 (also known as FireWire® and iLINK™) is a high-bandwidth 

isochronous (real-time) interface for computers, peripherals, and consumer 

electronics products such as camcorders, VCRs, printers, PCs, TVs, and digital 

cameras. With IEEE 1394-compatible products and systems, users can transfer 
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Internet 

video or still images from a camera or camcorder to a printer, PC, or television 

(TV), with no image degradation. 

A global network connecting millions of computers for the exchange of data, 

news and opinions. Unlike online services, which are centrally controlled, the 

Internet is decentralized by design. Each Internet computer, called a host, is 

independent. Its operators can choose which Internet services to use and which 

local services to make available to the global Internet community. Remarkably, 

this anarchy by design works exceedingly well. There are a variety of ways to 

access the Internet. Most online services, such as America Online, offer access to 

some Internet services. It is also possible to gain access through a commercial 

Internet Service Provider (ISP). 

1/0 Short for "Input/Output". 

ISO Short for "International Organization for Standardization." (Note that ISO is not 

an acronym; instead, the name derives from the Greek word iso, which means 

equal.) 

ISO 14443 

ISO 7810 

ISO 7816 

ISO 14443 RFID cards; contactless proximity cards operating at 13.56 MHz in up 

to 5 inches distance. ISO 14443 defines the contactless interface smart card 

technical specification. 

Defines the size and shape of cards. All credit cards and debit cards, and most ID 

are the same shape and size, as specified by the ISO 7810 standard. Smart cards 

follow specifications set out in ISO 7816, and contactless smart cards follow the 

ISO 14443 specification. 

Regarding smart card, ISO7816 defines specification of contact interface IC chip 

and IC card. 
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ISO 15693 ISO standard for contactless integrated circuits, such as used in RF-ID tags. ISO 

15693 RFID cards; contactless vicinity cards operating at 13.56 MHz in up to 50 

inches distance. (ISO 15693 is typically not used for financial transactions 

because of its relatively long range as compared with ISO 14443.) 

LAN Short for "Local Area Network". A computer network that spans a relatively small 

area. Most LANs are confined to a single building or group of buildings. 

However, one LAN can be connected to other LANs over any distance via 

telephone lines and radio waves. A system of LANs connected in this way is 

called a wide-area network (WAN). 

memory 

MMC 

Modem 

Storage for applications, photos, videos and other data in a device, measured in 

megabytes (MB). The more memory, the more applications, photos, videos and 

other data a device can store. Four types of memory are available: 

1) fixed built-in random access memory (RAM) included with the device, 

2) add-on memory, sold separately, in the form of expansion cards of various 

capacities, 

3) fixed built-in read-only memory (ROM) containing the operating system and 

built-in applications and 

4) built-in flash memory. See also non-volatile memory. 

Short for "Multi-Media Card". Similar in form factor to an SD card. The 

difference between an SD card and an MMC card is speed, durability, write­

protection, copyright protection, and size. 

Short for "modulator-demodulator". A modem is a device or program that 

enables a computer to transmit data over, for example, telephone or cable lines. 

Computer information is stored digitally, whereas information transmitted over 

telephone lines is transmitted in the form of analog waves. A modem converts 
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between these two forms. There is one standard interface for connecting external 

modems to computers called RS-232. While the modem interfaces are 

standardized, a number of different protocols for formatting data to be transmitted 

over telephone lines exist. 

NFC Short for "Near Field Communication". NFC is a wireless connectivity 

technology that enables short-range communication between electronic devices. If 

two devices are held close together (for example, a mobile phone and a personal 

digital assistant), NFC interfaces establish a peer-to-peer protocol, and 

information such as phone book details can be passed freely between them. NFC 

devices can be linked to contactless smart cards, and can operate like a contactless 

smart card, even when powered down. This means that a mobile phone can 

operate like a transportation card, and enable fare payment and access to the 

subway. 

OSI 

PC 

NFC is an open platform technology standardized in ECMA (European 

Computer Manufacturers Association) 340 as well as ETSI (European 

Telecommunications Standards Institute) TS 102 190 VI.I.I and 1SO/IEC 18092. 

These standards specify the modulation schemes, coding, transfer speeds, and 

frame format of the RF interface of NFC devices, as well as initialisation schemes 

and conditions required for data collision-control during initialisation - for both 

passive and active modes. 

Short for "Open System Interconnection". The OSI model defines a networking 

framework for implementing protocols in seven layers. 

Short for "Personal Computer". A PC is a single-user computer based on a 

microprocessor. In addition to the microprocessor, a personal computer has a 

keyboard for entering data, a monitor for displaying information, and a storage 

device for saving data. 
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PCMCIA Short for "Personal Computer Memory Card International Association". The 

PCMCIA is an international trade association and standards body cognisant of 

several device standards including PC Cards, Miniature Card, and others. 

PCMCIA is also used to describe PC Cards themselves, often referred to as 

PCMCIA Cards. 

PDA Short for "personal digital assistant". A PDA is a handheld device that combines 

computing, telephone/fax, Internet and networking features. A typical PDA can 

function as a cellular phone, fax sender, Web browser and personal organizer. 

Unlike portable computers, most PDAs began as pen-based, using a stylus rather 

than a keyboard for input. This means that they also incorporated handwriting 

recognition features. Some PDAs can also react to voice input by using voice 

recognition technologies. PDAs of today are available in either a stylus or 

keyboard version. 

protocol 

RJ-45 

An agreed-upon format for transmitting data between two devices. The protocol 

determines the following: 

- the type of error checking to be used 

- data compression method, if any 

- how the sending device will indicate that it has finished sending a message 

- how the receiving device will indicate that it has received a message 

Short for "Registered Jack-45". RJ-45 is an eight-wire connector used commonly 

to connect computers onto a local-area networks (LAN), especially Ethernets. RJ-

45 connectors look similar to the ubiquitous RJ-11 connectors used for connecting 

telephone equipment, but they are somewhat wider. 

RFID Short for "Radio Frequency Identification". An RFID device interacts, typically 

at a limited distance, with a "reader", and may be either "passive" (powered by the 

reader) or "active" (having its own power source, such as a battery). 
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SD Short for "Secure Digital". SD is a technology standard for providing portable 

devices with non-volatile memory/storage and peripheral 1/0 expansion 

capability. On some devices this standard is implemented in the form of SD 

memory expansion cards, used to store digital information like applications, 

databases, photos, text, audio, video or MP3 music files, and an SD/SDIO 

expansion slot. The SD standard makes it possible to transfer information between 

devices that support SD expansion cards ( e.g. transfer photos between a digital 

camera and a PDA by exchanging the SD expansion card), assuming both devices 

support the file format used for the transferred information (e.g. JPEG image file). 

SDIO Short for "Secure Digital Input/Output". SDIO. is a part of the SD memory 

specification. It enables 1/0 (input/output) expansion for add-ons such as serial, 

modem, camera or GPS (global positioning system) cards. Whereas SD is only 

used for storage expansion cards, an SDIO capable expansion slot can also 

support SD expansion cards, while an SD-capable slot may not support an SDIO 

expansion card. 

SIM Short for "Secure Identity Module" or "S·ubscriber Identification/Identity 

Module". A SIM card inscribed with a customer's information and designed to be 

inserted into any mobile telephone. Usually SIM card phones work by GSM 

technology. The SIM card contains a user's GSM mobile account information. 

SIM cards are portable between GSM devices- the user's mobile subscriber 

information moves to whatever device houses the SIM. 

SAM Short for "Secure Application Module". A SAM a hardware module within a 

transaction device ( e.g. smart card terminal ) that controls all security related 

transaction and communication between the device and the web, PC, etc. The 

SAM can only be accessed by the scheme operator, it is usually tamper proof for 

everybody else 
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software 

software 

SSL 

TCP/IP 

l 

Computer instructions or data. Anything that can be stored electronically is 

software. Software is typically stored in binary form ( ones and zeros, represented 

by two distinctive states) on a storage medium, such as a floppy disc, hard drive, 

memory device, or the like, all of which may generally and broadly be referred to 

as "hardware". The apparatus or system or device which responds to software 

instructions or manipulates software data may generally and broadly be referred to 

as a "computer". Software is sometimes abbreviated as "S/W". Software is often 

divided into the following two categories: 

- systems software : Includes the operating system and all the utilities that 

enable the computer to function. 

- applications software : Includes programs that do real work for users. For 

example, word processors, spreadsheets, and database management systems fall 

under the category of applications software. 

The non-hardware part of a computer, handheld (e.g., PDA) or smartphone 

("smart" cellular telephone) consisting of instructions used to operate these 

devices. Includes applications that are added to, or included on, the device, as 

well as the operating system built into a device. 

Short for "Secure Sockets Layer". SSL is a secure tunnel that is created 

automatically when a user connects to a page that requires secure data 

transmission. (i.e., any page whose URL begins with https://) 

Short for "Transmission Control Protocol/Internet Protocol". TCP/IP has become 

the basic protocol that defines how information is exchange over the Internet. IP 

software sets the rules for data transfer over a network, while TCP software 

ensures the safe and reliable transfer of data. The abbreviation TCP/IP is 

commonly used to represent the whole suite of internetworking software. 
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TOMA Short for "Time Division Multiple Access", a technology for delivering digital 

wireless service using time-division multiplexing (TOM). TOMA works by 

dividing a radio frequency into time slots and then allocating slots to multiple 

calls. In this way, a single frequency can support multiple, simultaneous data 

channels. TOMA is used by the GSM digital cellular system. 

tamper-resistant area An area, within a memory device which is hardware protected against 

UDP 

tampering. A pure software approach to tamper with the tamper-resistant area 

will not work. 

Short for "User Datagram Protocol". 

transport layer protocol. 

UDP is a minimal message-oriented 

URL Short for "Uniform Resource Locator". Web pages use links to connect users to 

other content that may or may not be located on the same server as the page from 

which it links. The address used to identify the location of this content is called a 

URL. 

USB Short for "Universal Serial Bus". USB is a serial bus standard (standardized 

communications protocol) that enables data exchange between electronic devices. 

USB supports data transfer rates of up to 12 Mbps (megabits per second). A 

single USB port can be used to connect up to 127 peripheral devices, such as 

mice, modems, and keyboards. USB also supports plug-and-play installation and 

"hot plugging". USB is expected to completely replace serial and parallel ports. 

Hi-Speed USB (USB 2.0) similar to FireWire technology, supports data rates up 

to 480 Mbps. 

- A USB flash memory drive is a portable storage device, which functions like a 

hard drive or a removable drive when inserted into the USB port of a PC. 

Primarily used to store, backup, download and transfer data from one computer to 
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UWB 

another. These USB key chain memory devices have replaced floppy disk drives 

in the market. 

- A USB Token is a portable, hand-held key fob that is the size of a standard car 

key. It is embedded with a computer microchip that can store, access and process 

data. USB tokens have an operating system, temporary memory and non-volatile, 

"updateable" file/object storage memory, affording capabilities greater than those 

of traditional smart cards. They can generate secret cryptographic keys (Public & 

Private Key Infrastructure) and store private data (digital certificates, digital 

signatures, biometric identifiers, passwords, system settings etc). 

UWB is short for "Ultra Wide Band". UWB is a wireless communications 

technology that transmits data in short pulses which are spread out over a wide 

swath of spectrum. Because the technology does not use a single frequency, UWB 

enjoys several potential advantages over single-frequency transmissions. For one, 

it can transmit data in large bursts because data is moving on several channels at 

once. Another advantage is that it can share frequencies that is used by other 

applications because it transmits only for extremely short periods, which do not 

last long enough to cause interference with other signals. 

VPN Short for "Virtual Private Network". A VPN provides a way to remotely and 

securely access a corporate network via the Internet. VPN is an Internet-based 

system for information communication and enterprise interaction. A VPN uses the 

Internet for network connections between people and information sites. However, 

it includes stringent security mechanisms so that sending private and confidential 

information is as secure as in a traditional closed system. A network which has the 

appearance and functionality of a dedicated line, but which is really like a private 

network within a public one, because it is still controlled by the telephone 

company, and its backbone trunks are used by all customers. 
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Wi-Fi 

wireless 

WLAN 

Short for "Wireless Fidelity". Wireless technology, also known as 802.11 b, that 

enables you to access the Internet, to send and receive email, and browse the Web 

anywhere within range of a Wi-Fi access point, or HotSpot. 

Technology that allows a user to communicate and/or connect to the Internet or 

mobile phone networks without physical wires. Wi-Fi, Bluetooth®, CDMA and 

GSM are all examples of wireless technology. 

Short for "wireless local-area network". Also referred to as LAWN. A WLAN is 

a type of local-area network that uses high-frequency radio waves rather than 

wires for communication between nodes (e.g., between PCs). 

BRIEF DESCRIPTION (SUMMARY) OF THE INVENTION 

The invention is generally a compact personal token apparatus which can be plugged into a 

personal computer and interfaced with the virtual world of the Internet. The apparatus ( or, as 

will be evident, a portion of a modular apparatus) can then be removed from the personal 

computer and used to conduct real world transactions. The compact personal token apparatus is 

suitably in the general form of a fob, resembling a USB memory fob. 

The compact personal token apparatus comprises a wireless interface. 

With regard to a personal token apparatus being something "which can be plugged into a 

personal computer", it is clearly within the scope of this invention, and based on the teachings set 

forth herein one of ordinary skill in the art would recognize that: 

- the "token apparatus" can take on a form other than that of resembling a USB memory fob, 

as long as it is minimally capable of storing software (data and/or instructions); and 

- the "personal computer" can be any apparatus which is capable of interacting with the token 

apparatus (or the like), so long as the apparatus is a device capable of interacting with the 

software contained in the token apparatus ( or the like). 
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In light of these considerations, and other comparisons (an exemplary "other comparison" would 

be the well-accepted definition of "software" set forth hereinabove which defines "software" as 

the non-hardware part of a computer, handheld or smartphone ... ) set forth in this document, the 

preceding paragraph (i.e., " The invention is generally ... comprises a wireless interface.") can 

reasonably and justifiably be read and interpreted as follows: 

The invention is generally a compact personal token apparatus which can be by means of 

standard-compliant interfaces (described hereinbelow) connected to a personal computer and/or 

other internet capable devices such as; cell phones, personal digital assistants (PDA), digital 

media players, digital cameras etc. and· interfaced with the virtual world of the Internet. The 

apparatus (or, as will be evident, a portion of a modular apparatus) can then be removed from the 

personal computer and used to conduct real world transactions. The compact personal token 

apparatus is suitably in the general form of a fob, resembling a USB memory fob. In some 

implementations it will take the general form factor required of the standard compliant interface 

such as SD and Mini SD cards, Multi Media Cards (MMC), PCMCIA Cards, etc. The compact 

personal token apparatus generally comprises a wireless interface. 

According to a feature of the invention, the compact personal token apparatus (or equivalent) 

may remain in the apparatus capable of interacting with the personal token (e.g., cell phone, 

PDA), when the personal token device communicates contactlessly (e.g., wirelessly) in the real 

world. It does not necessarily have to be removed from the host device. 

According to the invention, a compact personal token apparatus comprises a connection module; 

a translation module; a processor module; and an input/output module. The connection module 

is for interfacing the personal token apparatus with a an Internet-capable appliance; and the 

interface is selected from the group consisting of USB, Fire Wire, IR, Bluetooth, standard serial 

port, WLAN. The Internet-capable appliance may comprise a device selected from the group 

consisting of personal computer (PC), laptop, PDA, MP3 player and cellphone. The translation 

module moves signals between a USB interface and a smart card interface. The smart card 

interface may be selected from the group consisting of ISO 7816, ISO 14443 and ISO 15693. 
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The processor module may comprise a dual interface (DI) chip. The processor module may 

incorporate the translation module. The output module comprises an RF antenna and a 

modulator. The apparatus may further comprise flash memory. The translation module may 

move signals between a USB interface and a wireless interface. The translation module may be 

incorporated in the processor module to that the device can go directly from USB to wireless 

without being limited by smart card software architecture limitations. The apparatus may have 

the general physical configuration of a conventional USB memory fob. The apparatus may be 

modular, having a first physical module containing the input module and the translation module; 

and a second physical module containing the processor module and the output module. The 

output module may comprise contacts for interfacing with a smart card. The fob is capable of 

interfacing with the Internet and emulating a smart card. The apparatus may incorporate firewall 

functionality to protect the Internet-capable applicance. The apparatus may comprise interfaces 

for ISO contact, contactless, USB and DSL. The apparatus may comprise an LCD screen. The 

apparatus may comprise at least one switch. The apparatus may comprise at least one LED. 

According to the invention, a compact personal token apparatus comprises a standard-compliant 

contact based interface, the contact based interface complying to at least one standard interface 

selected from the, group consisting of USB, IEEE 1394, PCMCIA, Compact Flash, Multi 

Media, Memory Stick, Smart Media, Secure Digital, mini SD? IBM Micro Drive, and any similar 

standard interface. 

The apparatus may further comprise a standard-compliant contactless/wireless interface; the 

contactless/wireless interface complying to one or more of the following standard interfaces: 

RFID-contactless interface according to ISO 14443 and ISO 15693 as well as similar interfaces, 

Bluetooth compatible interface, WLAN 812.11, UWB, and any similar interface. 

The apparatus may further comprise a standard-compliant interface releaseably coupleable to a 

host processing device, this being under the command of an operating system; an interface 

module providing translation of standard-compliant contact based interface messages to ISO 

7816 compliant messages and providing the translation of ISO 7816 compliant messages to 
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standard-compliant contact based interface messages; a dual interface processor having an 

1S07816 compliant interface communicating through the interface module with the host 

processing device, the dual interface processor communicating through an RFID-contactless 

interface and connected to an inductive antenna. 

The apparatus may further comprise a standard-compliant interface releaseably coupleable to a 

host processing device, this being under the command of an operating system; an interface 

module providing translation of standard-compliant contact based interface messages via a 

memory chip to Bluetooth /WLAN 812.11 device compatible compliant messages, and providing 

the translation of Bluetooth /WLAN 812.11 device compliant messages via a memory chip to 

standard-compliant contact based interface messages; a Bluetooth /WLAN 812.11 device having 

a Bluetooth/WLAN 812.11 compliant interface communicating through the interface module • 

with the host processing device via a memory chip; the same Bluetooth /WLAN 812.11 device 

communicating through its Bluetooth /WLAN 812.11 compatible interface. 

The apparatus may further comprise a dual interface chip (processor) inside the personal token 

which can be directly programmed by a software running on the host system using the interface 

processor without the need for an external contact based dual interface read/write device. The 

software may be web based, allowing for downloading information from the web directly into 

the dual interface processor memory (for example, event tickets) thus linking the virtual world to 

the real world. The downloaded information may be used in the real world by using the 

contactless RFID interface. 

The information stored in the personal token via the standard contact based interface may be used 

for personal identification, secure network logon, access control, e-ticketing, e-payment and 

similar applications using either the standard compliant interface or the RFID-compliant 

interface. Information received through the RFID- interface can be stored in the memory of the 

personal token and can then be provided to the host processing device via the standard interface, 

thus allowing a complete information exchange between the virtual world and the real world. 
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The contactless / wireless module may be releaseably coupleable from the interface module. 

The dual interface processor may be mounted in a dual interface card complying to ISO 7810 or 

a 7816 compliant SIM module and connected norms; the compact personal token apparatus 

provides physical contacts for the dual interface card, or a 7816 compliant form factor; and when 

connected, the dual interface or SIM card can communicate with the host processing device 

through the interface module inside the personal token and, once the communication is done, the 

card can be released from the personal token and can be used then in the real world. 

The apparatus may further comprise a processor module; and additional memory selected from 

the group consisting of flash memory an~ EEPROM device powered and addressed by the 

processor module; wherein the additional memory can be used for user authentication and to run 

applications. 

The apparatus may further comprise a standard-compliant smart card contact interface 

complying to ISO 7816, or any similar interface. 

The apparatus may further comprise a connection module, connecting the personal token 

apparatus to a host device such as PC, PDA, smart cellular phone or similar device, either 

directly or with the help of a standard reader device such as a memory card reader. 

The apparatus may further comprise a standard-compliant interface releaseably coupleable to a 

host processing device, this being under the command of an operating system; and a translation 

module, translating messages incoming from the contact based interface, and translating 

messages to the host device from the personal token apparatus. 

The apparatus may further comprise a processor module, preparing messages to be sent by the 

contactless/wireless interface of and interpreting messages received via the interface. 

The apparatus may further comprise a triple interface (e.g., contact, contactless, USB) processor. 
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The apparatus may further comprise a quadruple interface (e.g., contact, contactless, USB, DSL) 

processor. 

According to the invention, a method of interacting wirelessly comprises: providing a device; 

interfacing the device with a an Internet-capable appliance; and providing a smart card interface 

in the device. 

The "compact personal token apparatus" may be referred to herein as "smart fob" (without 

prejudice to any trademark rights which may be claimed). Often it is simply referred to as the 

"apparatus" (no trademark rights implied). Various embodiments and methods of use are 

disclosed. 

It will be appreciated that the "smart fob" of the present invention is not only capable of 

functioning like a smart card, but is also capable of much more. 

The "smart fob" is capable of loading and storing information from the Internet, via a PC or other 

Internet capable device to its memory and then using the stored information via its wireless 

interface in the real world. The "smart fob" is also capable of exchanging information with a 

conventional smart card. 

Based on the teachings set forth herein, it would readily be understood by one of ordinary skill in 

the art that the functionality of the present invention, in its various embodiments, could be 

realized in a different format than a fob and in a different manner than by plugging the fob into 

the USB port of a personal computer (PC). For example, the apparatus of the present invention 

can be embodied in a format (form factor) such as that of an SD (secure digital) card which can 

be plugged into any device having an appropriate interface for inserting an SD card, such as a 

laptop, palmtop, cell phone, digital camera, personal digital assistant (PDA), MP3 player, or the 

like. 
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In any of the embodiments discussed herein (particularly those using a PC), a memory card 

reader may be attached to the PC. (PCs in Europe commonly come with memory card readers 

for several different memory card formats including, but not limited to, Secure Digital (SD) card 

format 

Many exemplary features and embodiments of, as well as applications for the smart fob ( or 

comparable) of the present invention are described hereinbelow. 

Other objects, features and advantages of the invention will become apparent in light of the 

following description thereof. 

BRIEF DESCRIPTION OF THE ORA WINGS 

The structure, operation, and advantages of the present preferred embodiment of the invention 

will become further apparent upon consideration of the descriptions set forth herein, taken in 

conjunction with the accompanying figures (FIGs). The figures (FIGs) are intended to be 

illustrative, not limiting. Although the invention is generally described in the context of these 

preferred embodiments, it should be understood that it is not intended to limit the spirit and 

scope of the invention to these particular embodiments. 

FIG. lA is a schematic block diagram of an embodiment of the invention. 

FIG. 1B is a schematic block diagram of an embodiment of the invention. 

FIG. 1 C is a schematic block diagram of an embodiment of the invention. 

FIG. 2A is a perspective view of an embodiment of the invention. 

FIG. 2B is a perspective view of an embodiment of the invention. 
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FIG. 3A is a perspective view of an embodiment of the invention. 

FIG. 3B is a perspective view of an embodiment of the invention. 

FIG. 4 is a schematic block diagram of an embodiment of the invention. 

FIG. 5 is a schematic block diagram of an embodiment of the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

This invention relates generally to devices, technology and applications for downloading and 

interacting with data and value from one "world" such as the virtual world of the Internet and, 

with the device, interacting, typically wirelessly, with another "world" such as the physical world 

of banking, stores (point of sale), physical access control, and the like. 

Generally, this is done using a device running software and interacting with an Internet capable 

apparatus such as a personal computer (PC), a personal digital assistant (PDA) or a handset 

(Internet capable cell phone). In many embodiments, the device interacts with the physical 

world using a standard wireless smart card interface, such as ISO 14443 or 15693. In some 

embodiments, the device plugs into a PC using a standard contact interface, such as USB. 

Several embodiments and several applications applicable to various ones of the embodiments are 

discussed. 

In an embodiment, the device is embodied in the form of a compact personal token apparatus, 

resembling a conventional USB memory fob (size, shape, form) which can be plugged into an 

apparatus such as a personal computer (PC) and interfaced with the virtual world of the Internet. 

The device is capable of loading and storing information from the Internet, via the PC to its flash 

memory (memory that can be erased and reprogrammed in blocks) or EEPROM and then using 

the stored information or value via its wireless interface in the real world. Similarly, the device 

is capable of implementing an auto-run application, when inserted into a personal computer (PC) 
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connected to the Internet, and information exchanged and stored can be accessed in the real 

world application via its wireless interface. The memory space required for the auto-run 

application can reside completely in the device or only partially in the device. Additional 

memory space to complete the application can be located on the server of the ISP, trusted third 

party or host server. The apparatus is also capable of exchanging information with other devices 

having compatible interfaces. 

The personal token apparatus will typically be referred to as a "device" to distinguish it from the 

"apparat~s" that it plugs into. However it may occasionally still be referred to as "apparatus". 

Also the apparatus that the device plugs into to interact with the virtual world may also 

sometimes be referred to as "device", and may also be referred to as "appliance". Generally, the 

context will clarify the definition. 

FIG. lA is a schematic block diagram of an exemplary embodiment 100 of the invention 

employing a dual interface (DI) chip and having four modules, all interconnected as shown to 

provide the contemplated functionality of the present invention. The major components, 

mounted on a circuit board (PCB, not shown) and within a housing (not shown) are (from left­

to-right): 

- a connection module 102; 

- a translation module 104; 

- a processor module 106; and 

- an input/output (1/0) module 108. 

The connection module 102 is for interfacing the device with a personal computer (not shown) 

apparatus, or other appliance ~apable of communicating and interacting with remote servers and 

networks. In the example of the compact personal token apparatus of the present invention, the 

connection module can be a USB pl\!-g, for plugging directly into a personal computer (PC). 

Other possibilities for connecting ( communicating) with the personal computer are Fire Wire, IR, 

Bluetooth, standard serial port, WLAN, etc., basically any suitable interface between an external 

memory/processing apparatus and a personal computer. 
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The connection module 102 is typically for inputting data to the device from the virtual world of 

the Internet, via the PC or other Internet capable appliance, and in some cases the device can or 

needs to also output data to the PC and/or to another entity via the Internet. The particular plug 

or connection interface which is used is whatever is available, either now or in the future. And 

the device is not limited to communicating with other entities via the "Internet", but can 

communicate via other networks or internets. These comments apply to other embodiments 

described herein. 

The invention should not limited to a particular form of interface/communication protocol. The 

point is that the device can interact with the virtual world via an Internet-capable appliance. One 

of ordinary skill in the art to which the invention most nearly pertains will recognize, and it is 

within the scope of the invention that other possibilities for what has been described as "devices 

capable of communicating and interacting with remote servers and networks" are PDAs, cell 

phones, etc., not only personal computers - basically, any (what is referred to elsewhere as) "host 

device" or "host processing device". 

The translation module 104 is for going (moving signals) from USB (the exemplary interface 

with the computer) to a smart card interface format, such as ISO 7816, and vice-versa. The 

translation module may comprise a Philips TDA8030 USB/7816. (ISO 7816 is a smart card 

contact interface.) 

A micro-controller such as an 8 bit micro-controller (ST7 FSCR1E4Ml) can be used as an 

interface translator chip (104) between the USB connection 102 and the processor module 106. 

(The processor could be mounted in a SIM module.) 

Alternatively, the translation module can go from USB to ISO 14443 or 15693 (wireless 

interfaces): The latter is shown in FIG. 1B, and is described hereinbelow. In going directly 

from USB to wireless, the device is not limited by the smart card software architecture (ISO 
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7816) limitations. The translation module in this case is a processor device, that will handle the 

data processing from USB to wireless. 

The processor module 106 is for controlling operation of the compact personal token apparatus 

("device") of the present invention and is preferably capable of operating as a dual-interface (DI) 

chip. For example, Mifare ProX, Infineon 66 series, etc. The dual interface chip is available 

from various vendors (e.g., Philips, Infineon, ST Microelectronic), and is capable of interfacing 

from ISO 7816 (contact interface) to either or both ofISO 14443 and 15693 (wireless interfaces). 

The output module 108 comprises an RF antenna and a modulator, etc. Alternatively, the output 

module comprises a set of contacts for contacting the pads on a smart card (see Figures 3A and 

3B below). 

It should clearly be understood that, in this as well as in other embodiments described herein, 

that the module 108 is more than an "output" module sending data in only one direction, that 

rather it is a transceiver module adapted to transmit as well as receive data. The same can be 

said of the input module ( e.g., 102 in that it facilitates two-way communication. It is only as a 

prosaic convenience that the modules 102 (e.g.) and 108 (e.g.) are labeled "input" and "output" 

respectively. 

As mentioned above, alternatively, the translation module can go from USB to ISO 14443 or 

15693. In other words, directly from USB to wireless. 

FIG. 1B is a schematic block diagram of another exemplary embodiment 120 of the invention, 

also having four modules, all interconnected as shown to provide the contemplated functionality 

of the present invention. The major components, mounted on a circuit board (PCB, not shown) 

and within a housing (not shown) are (from left-to-right): 

- a connection module 122; 

- a translation module 124; 

- a processor module 126; an,d 
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- an input/output (1/0) module 128. 

As in the previous embodiment, the connection module 122 can comprise a USB plug or any 

suitable interface to a personal computer or other device (apparatus, appliance) capable of 

communicating and interacting with remote servers and networks. 

As in the previous embodiment, the output module 128 can comprise an RF antenna and 

modulator, or alternatively a set of contacts for contacting the pads on a smart card. 

Unlike the previous embodiment, in this embodiment the translation module 124 goes from USB 

to a wireless interface. Therefore, the processor module 126 does not need to be a dual interface 

(DI) chip. Rather, the processor module 126 could simply comprise a USB interface on one side 

and a wireless interface on the other. The memory of the processor could be used as temporary 

storage and the processor could handle the data encoding as well. 

It is also within the scope of the invention that the processor module ( e.g., 106 or 126) could 

include (incorporate) the translation module (e.g., 104 or 124) within the processor module itself, 

thus enabling an even more cost effective solution, enabling using a single chip approach for 

some, or even all of the embodiments discussed herein. (This is not explicitly shown, but one 

could envision, for example, simply merging the blocks 124 and 126 together, as indicated by the 

dashed line.) 

FIG. lC is a schematic block diagram of another exemplary embodiment 140 of the invention, 

based on the embodiment 100 of FIG. lA. The major components are: 

- a connection module 142; 

- a translation module 144; 

- a processor module 146; and 

- an input/output (1/0) module 148. 
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In this embodiment 140, a flash memory device 150 can be included, with a storage capacity of 1 

to 4 megabytes ( or more) for the purpose of running applications. The memory management for 

the device may be handled by a crypto controller operating system with an 8 bit address bus in 

the dual interface (DI) chip. The flash memory device may be any suitable device including, but 

not limited to, Secure Digital (SD) card format, and including SIM card. (A crypto controller is a 

processor chip capable of encrypting and decrypting data to be stored in internal or external 

memory.) 

The functionality of the invention has ·been described hereinabove. Various applications for the 

invention will be described hereinbelow. Meanwhile, exemplary physical forms of the invention 

will be described. 

The invention may be embodied in the form of a "smart fob" apparatus, having the general 

physical configuration (size, shape, form) of a conventional USB memory fob. Refer to FIG. 2A. 

This is basically a device 200 having the elongate size and general shape of your finger, 

comprising a main body portion 210 housing the electronics (cf. 104,106,108) and a USB plug 

212 (cf. 102) extending from an end of the body portion 210. A hole 214 may be provided for 

suspending the device 200 from a keychain (not shown). 

As mentioned above, the "compact personal token apparatus" may be referred to herein as "smart 

fob" (without prejudice to any trademark rights which may be claimed). Now that its 

functionality has been described ("smart") and an exemplary physical form ("fob") has been 

described, the device will typically be referred to simply as the smart fob (without quotation 

marks). 

Figure 2B illustrates another exemplary embodiment 220 of the smart fob, again in the general 

form of a USB memory fob. But in this case, the smart fob has a first physical module 222 (left, 

as viewed) which contains the input module ( e.g., 102, USB plug, cf. 212) and translation 

module (e.g., 104), and a second physical module 224 (right, as viewed) which contains the 

processor module ( e.g., 106, dual-interface chip) and output module ( e.g., 108, RF antenna and 
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modulator). The two modules 222 and 224 can plug together and be taken apart from one 

another. In this manner, after interacting with the "virtual world" on his computer, the user can 

separate the two modules 222 and 224 and carry just the second module, for conducting "real 

world" transactions. The second module 224, comprising processor and output module, is 

sufficient for conducting real world, wireless transactions, in the manner of a smart card. In 

other words, the smart fob can emulate a smart card. 

Figure 3A illustrates another exemplary embodiment of the invention wherein, rather than being 

intended to function as (emulate) a smart card, the output module (e.g., 108) of the compact 

personal token apparatus 300 is adapted to receive and communicate with a standard (including 

dual interface) ISO 7810 (7816) smart card 310. Instead of an RF antenna (and modulator), the 

fob 300 would have contacts for interfacing with the contact pads of the smart card 310. 

The fob of this embodiment could be modularized, as shown in Figure 3B, having a first 

physical module 322 comprising the input module (e.g., 102) and translation module (e.g., 104) 

and a second physical module 324 comprising the processor module ( e.g., 106) and the output 

module (having contacts rather than antenna/modulator), although the purpose of modularization 

in this case would not be for carrying around, but rather for changing/updating components. Or, 

the Figure 2A or 2B embodiments could be modified by just adding a contact reader slot for a 

smart card. In this case, the compact personal token apparatus functions as more than a reader, it 

is a transaction device. 

Normally, the Figure 3A/3B product would not require the DI chip (e.g., 106) and the RF 

interface (e.g., 108). However, if it does, when connected to a PC it could be used to load value 

stored on a smart card onto the smart fob, and then use that value in the real world. Now you 

have the ability to add value and information or exchange value and information between the fob 

and a conventional contact smart card. 

Also if the Figure 3A/3B product would contain the chip and the RF interface you could use it -

when connected to a PC - to load value stored on a smart card and then use that value in the real 
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world. This provides the ability to add value and information to the smart fob from smart cards 

as well as from the Internet. An example would be a cash transaction between two people - a 

person with a smart card could transfer the purchase amount of an item to the smart fob via the 

7816 interface and the owner of the smart fob could take the smart fob to a fast food restaurant 

and use the stored value to buy lunch. In these cases, the Figure 3A/3B embodiment is not 

simply a smart card reader. 

In a variation on the above, combining (so to speak) FIGs. 2B and 3B, a modular smart fob 

could be sold having the left hand portion 222 (or 322) of the two devices 220, 320, plus the right 

hand portion 224, plus the right hand portion 324 so that the device could function both as a 

smart card (with RF interface) and as a smart card reader (with contacts for reading/writing smart 

cards), in addition to its functionality derived from plugging into a PC and interacting with the 

virtual world via the Internet. 

FIG. 4 is a schematic block diagram of an exemplary embodiment 400 of the invention wherein 

the device can be used as a firewall to protect, for example, a PC. The functionality is described 

elsewhere in greater detail. The principal components of the device 400 are: 

- a connection module 402 for plugging into the USB ( or, network, LAN/Ethernet, or Fast 

Ethernet 10/100 MBit) port of a PC; 

- a processor module 406; and 

- an input module 408 which, unlike other embodiments, need not perform wireless 

functions, but rather is socket (or plug), such as RJ-45, for connecting to a telephone line (or the 

like) supporting a DSL ( or the like) connection to the Internet. 

- The device 400 may also incorporate flash memory 510 ( compare 150). 

FIG. 5 is a schematic block diagram of an exemplary embodiment 500 of the invention, based on 

the embodiment 100 of FIG. 1. The major components are: 

- a connection module 502; 

- a translation module 504; 

- a processor module 506; 
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- an input/output (I/O) module 508; and 

- an LCD display 510 for displaying messages regarding status or other relevant 

information to the user. It will be understood that a device having an LCD display should be 

"active", having its own battery (not shown). 

Other input and output devices, such as switches 512 and LEDs (li~ht-emitting diodes) 514, 

could readily be added to the device. 

The smart fob of the present invention can be implemented in forms other than that of resembling 

a conventional USB key fob, including single chip solutions, multichip modules, a form 

resembling that of a flash memory device such as an SD card, and the like. The form that the 

invention takes is largely dictated by the apparatus with which it is intended to interface. For a 

PC, a USB fob is ideal. For an Internet capable mobile phone, a SIM card or SD card format 

may be preferable. 

Applications/Use 

In use, for example, the user plugs the smart fob into his PC, or other Internet capable device 

(appliance), connects to the Internet, and interacts with a service or content provider to upload 

and/or download information. For example, downloading a ticket. Then, the user takes the 

smart fob to the event where it connects wirelessly with a reader at the venue to allow entrance 

and stamp the ticket (e.g., set a flag indicating that the ticket was used). 

In another example, a consumer can use the smart fob to store "e-coupons" on the smart fob -

loaded via the Internet. Then taking the smart fob to a participating merchant, use the coupons to 

receive a savings or price reduction on the product. 

In another example, a consumer could load cash value to the smart fob via the Internet and use 

the cash in the real world - at participating merchants - to buy a meal, newspaper, etc. 
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In another example, which can be called "kids fob" (also, without prejudice to potential 

trademark rights) parents can provide their young children with a smart fob loaded with a 

preset amount of cash and send them off to the mall or participating theatre and know that the 

money will be used as intended. 

In another example, a consumer could use the smart fob to load cash via the internet - and while 

still connected to the PC use the stored value to pay cash for products or services on the internet. 

This addresses the concern that consumers still have some reservations about giving out their 

credit card information over the Internet. 

In another example, a consumer could load award certificates onto the smart fob earned from a 

merchant loyalty program and then take the smart fob to a retail store to redeem for merchandise 

- no more waiting for mailed certificates. 

In another example, the smart fob could store a biometric - such as fingerprint, iris scan etc., in a 

memory cell that is locked and when using the smart fob to gain access to a controlled area, the 

user touches his finger to a reader, waves the smart fob in front of a reader, the finger print is 

compared to the stored info, the user's identity is verified, and he is granted access. 

Another exemplary application for the smart fob would be Electronic Learning. Typically, a 

student has to download a lot of information from the University in the course of any course of 

study, needs passwords to enter external databases, and needs a swipe card to use a photocopier 

or even pay at the school cafeteria. Also, access to the library is restrictive. In short, the smart 

fob of the present invention could be used to store files, access networks, download secure sealed 

PDF files, access buildings and make payment for services. Upon admission, all of the 

information could be ported to the student's smart fob. 

In general, applications for the smart fob comprise substituting smart cards with the smart fob in 

a multiple of applications such as automatic fare collection in mass transit, paperless event & 

travel ticketing, loyalty programs, coupon redemption, cashless payment and online services. 
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The smart fob can operate as a security device. For example, the smart fob starts an auto-run 

application, after insertion in an Internet-connected PC. In simple terms, the PC user is 

automatically connected to a participating merchant's website and can conduct a business 

transaction in a secure fashion, without the fear of anyone spying or manipulating the data. This 

requires the the creation of a virtual private network (VPN) tunnel from the user's PC over the 

public infrastructure to the ISP (Internet Service Provider) or Trusted Secure server via a 

firewall, and after user authentication, providing the direct link to the host server. The VPN 

software is embedded into the smart fob and loaded onto the firewall appliance to create the 

gateway and to protect the ISP or Trusted Secure server. In essence, the smart fob provides the 

firewall protection for the home PC user, whereby the screening software resides in the firewall 

appliance. The embedded software in the device is field upgradeable, meaning that the 

cryptographic and application software can be updated online anytime. 

Multi-applications are feasible with a single smart fob device, but it also envisaged that a PC user 

could have a specific "smart fobs" from each of his or her preferred travel agent, airline, hotel 

chain, car rental, financial institute, media concern, book & music store, entertainment provider, 

retailer, lottery operator, etc. 

The smart fob device provides convenience, flexibility and enhanced transaction speed. It 

performs all of the same functions as a traditional smart card, but it is a "readerless" solution in 

the home environment (eliminating the primary barrier to smart card adoption by consumers). 

Simple and effective - all the user needs to do is plug the device into the USB port in the home 

PC and download eCash, tickets or coupons. 

In use, for example, the user plugs the smart fob device into a PC, connects to the Internet, and 

interacts with a service or content provider to upload and/or download information. For example, 

the user can download an event ticket, take the device to the venue, just wave the device in close 

proximity to a turnstile equipped with a wireless reader at the entrance, and access is granted 

without having to stand in line. 
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In another example, a consumer can load cash to the electronic purse of the smart fob device via 

Internet banking, and while still connected to the PC use the stored value to pay for online 

products or services. 

Equally, a consumer can load electronic cash to the smart fob device and use the e-cash at 

participating merchants to pay for food and beverages. No hassle with cash, tickets or queues! 

In another example, a consumer can visit a participating merchant's website and download "e­

coupons" to the smart fob device. At the retail (e.g., grocery) store, the consumer can redeem the 

coupons for savings on their purchases. At the checkout the consumer purchases are scanned and 

checked against the database of stored e-coupons in the smart fob device. The value of the 

coupons is decremented off the device and the savings amount is passed to the cash register to 

deduct from the total bill. 

In another example, a consumer can load award certificates onto the device earned from a 

merchant loyalty program and then redeem them for merchandise at the store. 

As mentioned above, the smart fob (device) is capable of implementing an auto-run application, 

when inserted into a personal computer (PC) connected to the Internet, and information 

exchanged and stored can be accessed in the real world application via its wireless interface. 

In the auto-run application, the smart fob can function as a portable client user that can be 

inserted into any Internet connected PC having Windows 2000, Windows XP or Linux operating 

system with activated firewall. Information is exchanged over the Internet via the TCP/IP 

(Transmission Control Protocol/Internet Protocol) protocol and protected, for example by SSH 

(Secure Shell) encryption for remote login. A VPN (Virtual Private Network) cryptographic 

tunnel for secure information communication over the public infrastructure to the ISP (Internet 

Service Provider), the Trusted Secure server or directly to the Host server is initiated when the 

smart fob is inserted into the PC. The process "point-to-point tunnelling" means that packets of 
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data are encrypted and wrapped inside IP (Internet Protocol) packets so that non-IP data can 

travel through the Internet. The Secure Shell solves the security problem of hackers stealing 

passwords and attacks such as IP spoofing, IP source routing and DNS spoofing. 

The VPN software is loaded onto the smart fob and onto the firewall appliance to create the 

gateway and to protect the ISP or Trusted Secure server. 

The secure tunnel for secure information communication over the public Internet to the ISP 

(Internet Service Provider) is initiated when the smart fob is inserted into the PC, a feature 

provided by the auto-run functionality. The embedded static IP address locates the ISP or Trusted 

Secure server. 

The selection of IPsec (short for IP Security), which operates at layer 3 of the OSI model, makes 

it suitable for protecting non-IP packets, for example UDP traffic as compared with transport­

layer protocols such as SSL, which cannot protect UDP level traffic. 

The client user can be authenticated by the ISP or by a trusted third party through a digital 

signature or a unique MAC (Media Access Control) address, or through the implementation of 

public key infrastructure in order to validate the client's identity. 

By passing through an ISP or in-house secure server with virus scan and filter, Spam, Trojan 

Horses, Worms or Pop-Up Windows can be blocked. After authentication is successfully 

verified, a direct link with the host server is established. 

Therefore, the smart fob can be viewed as a marketing platform that encapsulates auto-run 

application software for a specific application, a USB apparatus for memory management and 

radio frequency identification, mass storage capability, a secure server for authentication and 

filtering as well as a wireless interface, to provide a myriad of solutions addressing marketing, e­

commerce, business productivity, IT (information technology), consumer, communication, 

content, security and mobility issues. 
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The smart fob can be used as a payment device for retail purchase & loyalty with the Internet 

feature allowing users to download value, coupons, tickets, entertainment content, etc. The smart 

fob can be personalised like a conventional credit/debit card for electronic payment and the 

wireless interface feature can be used for photo identification, to download transit & event 

tickets, to receive complimentary coupons, loyalty points, gift certificates and messages, for 

vending and to redeem coupons. In addition the smart fob eliminates the need to tender with 

cash. 

For example, by simply inserting the smart fob into the USB port of a telephone linked PC, an 

automatic Internet connection to the website of the user's favourite airline is established, via a 

secure server to authenticate the user and block spam, viruses, and SMTP (simple mail transfer 

protocol) based attacks. Personal data, frequent flyer miles as well as credit card details can be 

encrypted and stored in the smart fob. Tickets can also be downloaded onto the smart fob and 

used in contactless mode at the airline check-in desk. This "client user to secure server to host 

server" concept blocks pop-up windows, viruses, worms, spam and Internet "phishing" fraud. 

The airline can use the platform to attract other merchants that compliment the airline's product 

portfolio. 

For a smart fob with on-board battery power and a display (e.g., a small one or two line LCD 

display panel), the seat reservation number can be stored on the display. 

A consume_r can load funds from their bank account via the Internet to the ISP or trusted server 

using the smart fob as an authentication tool, and while still connected to the PC use the stored 

value to pay for online products or services. This is particularly interesting for those that are 

uncomfortable using their credit card for online payments. 

Parents can provide their teenagers with a smart fob loaded with a preset amount of cash and 

send them off to the mall or participating theatre and know that the money will be used as 

intended. 
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Teenagers are also among the most likely groups to pay on the Internet, however their inability to 

obtain credit cards and low online debit acceptance has historically made online payment 

difficult. This implies that a market for an alternative payment system targeted at teens exists and 

that web merchants must integrate new solutions if they want to target the teen market. Although 

teens can make purchases indirectly using a parent's credit cards, the buying experience is not 

the same due to the loss of independence for the teenager. 

A prepaid or stored value apparatus such as the smart fob allows teens to shop on the Internet 

securely and without getting into debt. Although individually teenagers have limited income, 

together their income amounts to significant spending power. Therefore, there is a need in the 

market for a teen payment product that allows secure payments online. 

Using an online shopping basket template, consumers can order groceries from the comfort of 

their home and collect them "ready to go" at the retail participating outlet, using their smart fob. 

Consumers enjoy increased convenience, faster shopping and quick checkout times. Retailers 

can quickly and easily· take advantage of the order online & payment technology to speed 

transaction processing, increase revenue, and better understand customer buying behaviour. 

Similar to the convenience store application, consumers can order rental movies online and 

collect them ready to go, using their smart fob. As transponde~s are used for inventory and anti­

theft purposes in DVDs (digital versatile discs) and video tapes, the same data can be stored in 

the smart fob, allowing the consumer to just collect the rentals and leave without having to wait 

in a queue at the checkout. 

Another application is using the smart fob for network access (logical access), remote mail and 

PC access. And to implement solutions to help organisations, establish more efficient business 

processes, address security concerns and gain a competitive advantage. 
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Users can connect to the corporate network or home PC from almost anywhere using one smart 

fob for roaming and another (stationary) for insertion in the desktop at work or home office 

computer. The smart fob inserted into the stationary PC is simultaneously connected directly to 

the DSL line or via an plug-in adapter. When the PC is switched off, the stationary smart fob 

draws it's energy from the telephone line, or from external power. When the roaming smart fob 

is plugged into an external Internet connected PC, the MAC (media access control) address of the 

stationary apparatus is called upon via the exchange secure server. This stationary smart fob 

switches on the P_C and computing activity can begin. The stationary smart fob functions as a 

server and acts as a firewall with anti-virus software to protect the PC. The stationary smart fob, 

i.e. server, can have either a MAC address or a Uniform Resource Locator (URL) address. 

Therefore, corporate computing resources can be reached from a home PC, an airport business 

centre, cyber-cafe or a kiosk computer allowing easy access to email, enterprise applications and 

data. 

The smart fob can be used to reduce parent's anxiety by denying their children access to 

unsuitable websites, while permitting the children and teenagers access to the enjoyment and 

education value the Internet has to offer. The smart fob can be used to record and restrict all 

inbound and outbound Internet activity. By inserting the smart fob into the USB port of the 

home-PC, it enables the broadband, ISDN or analogue telephone connection, thus allowing 

access to the Internet. By mechanically disengaging the apparatus, the telephone line is 

disconnected, preventing access to the Internet. When children are allowed to surf on the 

Internet, data names concerning Internet sites or words put through search engines are compared 

with a library held in the memory of the smart fob. Therefore, children are independent and 

flexible to access the Internet without parental password control. Software updates can be 

automatic. 

If a PC with DSL connection is left switched on, hackers or cyber-terrorists can potentially enter 

the PC as the broadband connection is constantly enabled. They are a real threat to the Internet 

and business information community. The smart fob can be used to disconnect the DSL line, by 
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simply removing the device from the USB port. This prevents interference as well as preventing 

anyone from surfing the Internet from the user's PC. The physical DSL wire connection to the 

PC can remain, but access to the world wide web is only feasible when the USB apparatus is 

plugged back into one of the USB ports on the PC. Alternatively the USB apparatus can stay 

plugged in, but can be disengaged via a software code. 

The smart fob can allow access to the worldwide web as a "free-Internet" service, making the 

ISP redundant. Also single applications can be stored on the secure server for selection by the 

client user. 

In distress situations the user can use the smart fob to call for help, from the PC, from an icon 

(button) on the PC. Patient medical records can also be stored in the device. 

When a user enters a hot zone area equipped with a Wi-Fi / 802.11 wireless local area network, 

such as a shopping mall, airport or cinemaplex, information, news or special offers can be sent to 

the smart fob: The consumer is alerted by visual and / or audible means that information relevant 

to his / her preferences (based on pre-registered data) have been received by the smart fob. 

Discounts can be sent in barcode format and redeemed at the participating merchant, by just 

displaying the barcode on the LCD (liquid crystal display) screen of the smart fob to a scanner at 

the checkout. . 

As the smart fob can receive messages in hot zone areas, it can be used to send a text message. 

(This, of course, would require at least a simple technique for entering text or sending stored, 

"standard" text messages.) 

The smart fob can act as a content filter or for intrusion detection & prevention. 

Music can be downloaded from the Internet using the smart fob as a storage device and for 

making electronic payment to a virtual music store. In the real world, the contactless function 
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can be used to identify the consumer when he or she enters the high street store and to target the 

consumer with music of his or her preference at the listing booths. 

Members can use the smart fob to communicate via the ISP or Trusted server with a club and to 

conduct transactions. 

Law enforcement agencies cannot prevent the existence of adult content, but the concern is the 

exposure of children to such material on the Internet. The smart fob can be used to unscramble 

encoded content, operating in a similar fashion to a smart card in a television decoder box for 

cable TV viewing. 

These are but a few of the potential uses for the smart fob of the present invention. One having 

ordinary skill in the art to which the present invention most nearly pertains will readily be able to 

implement these applications, based on the descriptions set forth herein. 

Recap/Synopsis 

Various features of the smart fob (e.g., compact personal token device) of the present invention 

are summarized and/or presented in the following numbered paragraphs. 

11. A compact personal token apparatus, comprises: 

a standard-compliant contact based interface; this interface complying to one or more of 

the following standard interfaces: USB ( universal serial bus), IEEE1394 (Fire Wire), PCMCIA, 

Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital (SD), mini SD, IBM 

Micro Drive, or any similar standard interface. These interfaces are all well known. ("Smart 

Media" refers to the Smart Media card, and "Secure Digital" refers to a Secure Digital (SD) 

card.) 

This is a good place to mention the following. When a given standard or interface is specifically 

mentioned, it is typically intended to be an example of any other standard or interface that can 

perform substantially the same function as the standard(s) or interface(s) that are specifically 
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mentioned. Many of these "other" standards and interfaces can be found in the GLOSSARY 

section hereinabove and/or are known in the industry and/or will evolve or be newly developed 

in the near future. The present invention should be interpreted to include all similar standards 

and interfaces, as appropriate to the context of the specific embodiments being discussed. 

,r2. The compact personal token apparatus set forth in paragraph ,r1 further comprises: 

a standard-compliant contactless / wireless interface; this interface complying to one or 

more of the following standard interfaces: RFID-contactless interface according to ISO 14443 

and ISO 15693 as well as similar interfaces; Bluetooth compatible interface, WLAN 812.11, 

UWB, or any similar interface. 

,r3. The compact personal token apparatus set forth in paragraph ,fl further comprises: 

a standard-compliant interface, releaseably coupleable to a host processing device, this 

being under the command of an operating system; an interface module providing the translation 

of standard-compliant contact based interface messages to ISO7816 compliant messages; the 

same interface module providing the translation of 1SO7816 compliant messages to standard­

compliant contact based interface messages; a dual interface processor having an ISO7816 

compliant interface communicating through the interface module with the host processing 

device; the same dual interface processor communicating through its RFID-contactless interface 

like ISO 14443 and / or ISO 15693 or similar; the dual interface processor connected to an 

inductive antenna either being part of the PCB itself or en extra component inside the token. 

,f4. The compact personal token apparatus set forth in paragraphs ,r1 or ,r2, further comprises: 

a standard-compliant interface, releaseably coupleable to a host processing device, this 

being under the command of an operating system; an interface module providing the translation 

of standard-compliant contact based interface messages via a memory chip to Bluetooth /WLAN 

812.11 device compatible compliant messages; the same interface module providing the 

translation of Bluetooth /WLAN 812.11 device compliant messages via a memory chip to 

standard-compliant contact based interface messages; a Bluetooth /WLAN 812.11 device having 

a Bluetooth/WLAN 812.11 compliant interface communicating through the interface module 
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with the host processing device via a memory chip; the same Bluetooth /WLAN 812.11 device 

communicating through its Bluetooth /WLAN 812.11 compatible interface. 

15. The compact personal token apparatus of paragraph ,3, wherein: 

the dual interface chip (processor) inside the personal token can be directly programmed 

by a software running on the host system using the interface processor without the need for an 

external contact based dual interface read/write device. 

16, The apparatus of paragraph ,s, wherein: 

the software is web based, allowing for downloading information from the web directly 

into the dual interface processor memory (for example, event tickets) thus linking the virtual 

world to the real world. 

17, The apparatus of paragraphs ,s or ,6, wherein: 

the downloaded information can be used in the real world by using the contactless RFID 

interface (e.g. public transport, e-payment and the like) 

18, The apparatus of paragraphs ,s or ,6, wherein: 

the information stored in the personal token via the standard contact based interface is 

used for personal identification, secure network logon, access control, e-ticketing, e-payment and 

similar applications using either the standard compliant interface or the RFID-compliant 

interface. 

19, The apparatus of paragraphs ,s or ,6, wherein: 

information received through the RFID- interface can be stored in the memory of the 

personal token and can then be provided to the host system via the standard interface, thus 

allowing a complete information exchange between the virtual world and the real world 

110. The apparatus of paragraphs ,3 or ,4, wherein: 
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the contactless / wireless module is releaseably coupleable from the Interface module, 

thus providing a keyfob shape, easier to carry along. 

111. The apparatus of paragraph ,3, wherein: 

the dual interface processor is mounted in a dual interface card complying to ISO 7810 

and connected norms; the personal token providing physical contacts for the dual interface card; 

thus connected, the dual interface card can communicate with the host system through the 

interface module inside the personal token. Once the communication is done, the card can be 

released from the personal token and can be used then in the real world, just like described in 

paragraphs 15 to 19. 

112. The compact personal token apparatus of paragraphs ,1, ,2 or ,s, further comprises: 

a flash memory or EEPROM device powered and addressed by the dual interface 

controller chip. The additional memory can be used for user authentication (storing digital 

signatures, certificates, key sets, finger-based biometric templates, usemames and passwords) 

and to run applications. 

113, The compact personal token apparatus set forth in 11 further comprises: 

a standard-compliant smart card contact interface complying to one or more of the 

following standard interfaces: ISO 7816, or any similar interface. 

114. The compact personal token apparatus set forth in 12 further comprises: 

a standard-compliant smart card contact interface complying to one or more of the 

following standard interfaces: ISO 7816, or any similar interface. 

115. The compact personal token apparatus set forth in 11 further comprises: 

a connection module, connecting the personal token apparatus to a host device such as 

PC, PDA, smart cellular phone or similar device, either directly or with the help of a standard 

reader device such as a memory card reader. 
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-,r16. The compact personal token apparatus set forth in -,rt further comprises: 

a translation module, translating messages incoming from the contact based interface of 

claim l, and translating messages to the host device from the personal token apparatus. 

-,rt 7. The compact personal token apparatus set forth in -,rt further comprises: 

a processor module, preparing messages to be sent by the contactless/wireless interface of 

12, and interpreting messages received via the interface of -,r2. 

-,r1s. The compact personal token apparatus set forth in 11 further comprises: 

a triple interface (e.g., contact, contactless, USB) processor. 

Additional Embodiments 

The device (smart fob, USB key fob) can incorporate a SIM card or a SAM card. 

It is not necessary that the device (smart fob, USB key fob) be equipped with all of the options 

for every application. 

LEDs can be incorporated into the device (smart fob, USB key fob) to alert a user that certain 

functions are occurring: 

The device (smart fob, USB key fob) can function as a mass memory device. 

The device (smart fob, USB key fob) can function as a dongle for software license 

authentication. 

The device (smart fob, USB key fob) can function as a token for providing network security. 

This embodiment could include a SIM card. 

The device (smart fob, USB key fob) can function as a Smart Card for online-banking. This 

embodiment could include a SIM card. 
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The device (smart fob, USB key fob) can function as a Multi-Interface Reader-less Device to 

provide for physical and logical access control. This embodiment would include an RFID or 

NFC (Near Field Communication) antenna. 

The device (smart fob, USB key fob) can function as a firewall to provide anti-virus protection. 

This embodiment would have a DSL plug-in socket and input-socket for external power. 

In addition to the various formats of USB key fobs, it is contemplated to provide a docking 

station or hub that will accommodate at least two devices. 

The flash memory could be integrated into the dual interface (DI) chip itself. 

Additional Comments 

Most memory based RFID chips or transponders have a unique modulation and communication 

protocol which influences the functionality and the type of antenna required for optimal 

operation. Because of the limitation on the size of the on-board EEPROM for such devices, the 

command set for Mifare, ISO 14443 A & B, ISO 15693, ISO 18000 or ISO 7816 resides on the 

ROM as well as being masked to the specific silicon device. The emergence of dual & triple 

interface micro-controllers opens up the possibility to integrate several communication protocols 

and modulation types onto a single device, by availing of the extensive memory capability of 

flash drive technology. 

The advantage of loading the communication protocol and modulation type in software form to 

the flash memory eliminates the need to have several different type of chips with different 

antenna constructions for specific applications. True interoperability is achieved through 

software, resulting in higher volumes and yield for one particular controller. 
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Firewall Protection 

Anti-Virus, - Worm, -Spam (and so forth) software normally resides on the home PC, slowing 

down it's functionality. 

The device (smart fob, USB key fob) can comprise a 32 bit processor and 8 to 16 GB (GigaByte) 

memory capacity, and could be used as a server to protect the home PC from external intrusion. 

The device (smart fob, USB key fob) could have an IP (Internet Protocol) address, a socket for 

the broadband connection and a connection for external power. This USB server could be used 

to switch on the home PC from a remote location (using a MAC or IP address) in order to access 

files or to act as a protection guard from a constantly enabled DSL telephone line. 

Downloading, Storing And Using Electronic Coupons ("E-Coupons"). 

The invention is a software application that uses the compact personal token apparatus referred to 

hereinabove as smart fob (again, this term is being used without prejudice to any trademark 

rights which may be claimed). The apparatus may also be referred to simply as "fob", or 

"personal device". 

The basic concept allows registered consumers to visit a web site offering e-coupons ("coupon 

website") and 

(1) down-load "e-coupons" to the fob at home or office, then 

(2) take the fob with them to the retailer - grocery store or other participating merchant -

and redeem the coupons for savings on their purchase. 

In actual operation the consumer would, for example, log on to a participating manufacturer's 

web site (e.g., www.manufacturer's name.com) and be redirected to the coupon website (e.g., 

www. e-coupon website . com) when the consumer selects the "Download Coupon" function at 

the participating manufacturer's web site. This would be transparent to the consumer - the 

consumer would not realize they have left the merchant site. 

This provides the ability for the consumer to: 
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1) load at home and store electronically, on a personal device - for example the smart fob or 

even a contactless or dual interface smart card (collectively, these various devices are simply 

referred to as the "fob") - a large number of coupons and then take that device into the real world 

with him. 

2) at the checkout (e.g., merchant, retailer, grocery) the consumer purchases would be scanned 

into the register normally, the consumer would present his fob to the point of sale (POS) 

contactless reader terminal - software in the POS device ("merchant software") would compare 

the purchased items against the database of stored e-coupons on the fob or other smart object 

(i.e., contactless smart card) and decrement the value of the coupons off the fob and pass that 

savings amount to the register to deduct that savings amount from the total register receipt. The 

e-coupons registration info would also be passed on to the merchant POS system so that the 

merchant can bill the manufacturer for the coupon value he paid out. Redeemed coupon info 

remains stored on the fob - in background in a memory area not accessible or visible to the 

consumer, for later use. (see note 7a below) 

3) In addition to value, the fob would also store the expiration date of each coupon. The 

consumer could elect to be notified of expiring coupons - all expiring, or only those meeting a 

preselected value (set "filters"). Expired coupons would be removed from the fob the next time 

the consumer logs onto the home computer. (Unused coupon information would remain on the 

fob in the same secure inaccessible memory area - (see note 7b below) 

4) The consumer side of the software ("home software") could also have a grocery list 

function, that could be printed out at home. 

5) The home software would also allow the consumer to see the total value of coupons stored 

on the fob, total by product or category and a total of the redeemed coupons or actual savings. 

6) The home software would allow the consumer to store a credit card and/or debit card on the 

fob to pay for the purchase if they choose not to pay with cash. 
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7a) The home software would also send purchase data - redeemed & expired coupon info 

back to the coupon website at the time the consumer does a new coupon download. This feature 

correlates specific coupon purchases with an identifiable consumer. 

7b) The coupon website could also offer a fee based service to manufacturers or retailers to 

alert them (or even their competitor) that a predetermined time has passed since the consumer 

last used a coupon to purchase the specific item. (Unused coupon info may also be of some value 

to a manufacturer.) The merchant would then have the option of emailing the consumer another 

coupon for the product to stimulate a new buying decision, a competitor may want to send a 

coupon to the customer to attempt to change brand preference. These customer notification 

features could be permission-based allowing the consumer to opt-out. 

The above is summarized in the following "flowchart". 

user plugs fob (personal device) into computer 

user logs onto to manufacturer website 

redirected to coupon website 

user downloads e-coupons onto fob 

home software checks for expired or expiring coupons 

user notified of expiring coupons 

expired coupons deleted from fob 

( optional) coupon website notifies manufacturer/retailer/competitor of expired coupons. 

home software displays total value of stored coupons, savings, etc. 

home software uploads purchase data to coupon website 

54 IPR2022-00412 
Apple EX1043 Page 55



( optional) home software has a grocery list function 

( optional) home software can store user's credit card info on fob 

user take fob to merchant, make purchase(s), redeem coupons 

merchant scans purchases 

merchant software compares coupons with purchases 

merchant software writes to fob, decrements coupons ( or marks as used) 

( optional) merchant loads premiums onto user's fob 

merchant bills manufacturer 

user returns home and plugs fob into computer for next session 

Some of the Advantages of the Invention 

Print at home coupons via the internet are available to consumers today. However, the consumer 

still has to remember to take them with him to the grocery, retail, fast food store. Merchants and 

manufacturers are experiencing fraud - counterfeit coupons or value changed. This has limited 

the growth of this type of couponing. The present invention would eliminate or substantially 

reduce the fraud aspect of at home couponing - all coupons are stored electronically in a secure 

memory cell. 

Another problem solved by the invention is that sometimes cashiers just accept a plurality (hand 

full) of coupons from the shopper and deduct all the coupons - even if the item was not 

purchased. The present invention would eliminate this problem of redeemed coupons without 

product purchase. 

The invention provides for effective management of manufacturers coupons - eliminate lost or 

forgotten coupons - maximize savings. Grocery or manufacturer can pass savings on to 

consumers. 

55 IPR2022-00412 
Apple EX1043 Page 56



Additional embodiments 

Rather than using the smart fob, or other fobs discussed hereinabove, the customer can plug a 

standard USB memory (stick) device into his home/office computer - download the home 

software, then down load coupons to the USB memory device and then at the participating 

grocery store or retail merchant plug the USB memory device into a POS device ( cash register, 

kiosk etc) equipped with a USB receptacle connector to exchange stored coupons for savings. 

With the pure USB memory stick device there is no need to use the 1S07816 smart card standard 

interface, or the ISO 14443 RFID protocol - just use standard USB communication protocol. 

(The smart fob embodiment of the invention communicates using IS07816 when the consumer 

has it plugged into his PC (USB to 7816 conversion) but at the grocery or retail outlet the 

communication is contactless using the ISO 14443 type A or B or Mifare standards.) 

The merchant can upload data ("premiums") to the consumers fob (or USB memory device) at 

the POS (point of sale) terminal. This could be in the form of additional coupons for in store 

promotions, loyalty points or even music. Some of this digital content could be encrypted for 

limited time use or conditional access. 

Optionally, all coupons are encrypted as a security feature reducing or eliminating the likelihood 

that coupon values could be counterfeited or altered in any way. 

The invention has been illustrated and described in a manner that should be considered as 

exemplary rather than restrictive in character - it being understood that only preferred 

embodiments have been shown and described, and that all changes and modifications that come 

within the spirit of the invention are desired to be protected. Undoubtedly, many other 

"variations" on the techniques set forth hereinabove will occur to one having ordinary skill in the 

art to which the present invention most nearly pertains, and such variations are intended to be 

within the scope of the invention, as disclosed herein. 
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For example, a fob-style device designed for the PC environment, which plugs into the USB port 

of a computer, with an antenna coil in the device that enables the contactless part of a separate 

contactless smart card to communicate with contactless readers. 

For example, a triple interface chip incorporating a range of highly secure smart card controllers 

- ISO 7816 contact interface, ISO 14443A contactless Interface and USB 1.1 (or 2.0) Interface. 

Additionally, incorporating a fourth interface for connecting directly to the Internet, such as via a 

DSL line. 

For example, telephone handsets (also known as "cell phones" or "mobile phones") are providing 

slots for flash memory cards, such as SD (Secure Digital) and MMC (MultiMediaCard) cards, 

mainly for storing pictures. The present invention could be embodied in the form of a flash 

memory card such as a "smart" SD card" (comparable to the aforementioned "smart fob"), which 

could also include an antenna and tamper-resistant area which can be inserted into handsets for 

performing various of the e-commerce and other applications mentioned above. 

For example, a smart SD card using a contact-based standard interface (e.g., SD card format) to 

load data to and from the card with the help of a card reader hooked to a PC or incorporated into 

a PDA, cell phone, etc, and which uses a contactless standard interface to use the stored data in 

the real world. Additional memory can be used to securely store customer information and data 

For example, with such a smart SD card, adding RFID to an apparatus (appliance) having an SD 

or miniSD memory card slot, such as a cell phone, PDA, laptop, digital camera, personal video 

player, MP3 player, etc. 

For example, incorporating the latest technologies into the smart SD card (or with the smart fob 

described hereinabove), such as non-volatile FeRAM (ferroelectric RAM), which enables high­

speed data writing, five times faster than conventional EEPROM-based smart cards. The large­

capacity flash memory in the smart SD Card can be used as an extra storage area for the smart 

card module and the stored data is protected by cipher technology. 
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CLAIMS 

What is claimed is: 

1. A compact personal token apparatus, comprising: 

a connection module; 

a translation module; 

a processor module; and 

an input/output module. 

2. The compact personal token apparatus of claim 1, wherein: 

the connection module is for interfacing the personal token apparatus with a an Internet­

capable appliance; and 

the interface is selected from the group consisting of USB, FireWire, IR, Bluetooth, 

standard serial port, WLAN. 

3. The compact personal token apparatus of claim 1, wherein: 

the connection module is for interfacing the personal token apparatus with a an Internet­

capable appliance; and 

the Internet-capable appliance comprises a device selected from the group consisting of 

personal computer (PC), laptop, PDA, MP3 player and cellphone. 

4. The compact personal token apparatus of claim 1, wherein: 

the translation module moves signals between a USB interface and a smart card interface. 

5. The compact personal token apparatus of claim 4, wherein: 

the smart card interface is selected from the group consisting of ISO 7816, ISO 14443 

and ISO 15693. 

6. The compact personal token apparatus of claim 1, wherein: 

the processor module comprises a dual interface (DI) chip. 
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7. The compact personal token apparatus of claim 1, wherein: 

the processor module incorporates the translation module. 

8. The compact personal token apparatus of claim 1, wherein: 

the output module comprises an RF antenna and a modulator. 

9. The compact personal token apparatus of claim 1, further comprising: 

flash memory. 

10. The compact personal token apparatus of claim 1, wherein: 

the translation module moves signals between a USB interface and a wireless interface. 

11. The compact personal token apparatus of claim 1, wherein: 

the translation module is incorporated in the processor module to that the device can go 

directly from USB to wireless without being limited by smart card software architecture 

limitations. 

12. The compact personal token apparatus of claim 1, wherein: 

the modules are embodied in the form of an apparatus having the general physical 

configuration of a conventional USB memory fob. 

13. The compact personal token apparatus of claim 12, wherein the fob comprises; 

a first physical module containing the input module and the translation module; and 

a second physical module containing the processor module and the output module. 

14. The compact personal token apparatus of claim 1, wherein: 

the output module comprises contacts for interfacing with a smart card. 

15. The compact personal token apparatus of claim 1, wherein: 
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the fob is capable of interfacing with the Internet and emulating a smart card. 

16. The compact personal token apparatus of claim 1, wherein: 

the connection module is for interfacing the personal token apparatus with an Internet­

capable appliance; and further comprising: 

an input module is for connecting to the Internet; and 

the apparatus incorporates firewall functionality to protect the Internet-capable 

applicance. 

17. The compact personal token apparatus of claim 1, further comprising: 

interfaces for ISO contact, contactless, USB and DSL. 

18. The compact personal token apparatus of claim 1, further comprising: 

an LCD screen. 

19. The compact personal token apparatus of claim 1, further comprising: 

at least one switch. 

20. The compact personal token apparatus of claim 1, further comprising: 

at least one LED. 

21. A compact personal token apparatus comprising: 

a standard-compliant contact based interface, the contact based interface complying to at 

least one standard interface selected from the group consisting of USB, IEEE 1394, PCMCIA, 

Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro 

Drive, and any similar standard interface. 

22. The compact personal token apparatus of claim 21, further comprising: 

a standard-compliant contactless/wireless interface; the contactless/wireless interface 

complying to one or more of the following standard interfaces: RFID-contactless interface 
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according to ISO 14443 and ISO 15693 as well as similar interfaces, Bluetooth compatible 

interface, WLAN 812.11, UWB, and any similar interface. 

23. The compact personal token apparatus of claim 22, further comprising: 

a standard-compliant interface releaseably coupleable to a host processing· device, this 

being under the command of an operating system; 

an interface module providing translation of standard-compliant contact based interface 

messages via a memory chip to Bluetooth /WLAN 812.11 device compatible compliant 

messages, and providing the translation of Bluetooth /WLAN 812.11 device compliant messages 

via a memory chip to standard-compliant contact based interface messages; and 

a Bluetooth /WLAN 812.11 device having a Bluetooth/WLAN 812.11 compliant 

interface communicating through the interface module with the host processing device via a 

memory chip; the same Bluetooth /WLAN 812.11 device communicating through its Bluetooth 

/WLAN 812.11 compatible interface. 

24. The compact personal token apparatus of claim 23, wherein: 

the contactless I wireless module is releaseably coupleable from the Interface module. 

25. The compact personal token apparatus of claim 22, further comprising: 

a processor module; and 

additional memory selected from the group consisting of flash memory and EEPROM 

device powered and addressed by the processor module; 

wherein the additional memory can be used for user authentication and to run 

applications. 

26. The compact personal token apparatus of claim 22, further comprising: 

a standard-compliant smart card contact interface complying to ISO 7816, or any similar 

interface. 

27. The compact personal token apparatus of claim 22, further comprising: 
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a processor module, preparing messages to be sent by the contactless/wireless interface of 

and interpreting messages received via the interface. 

28. The compact personal token apparatus of claim 21, further comprising: 

a standard-compliant interface releaseably coupleable to a host processing device, this 

being under the command of an operating system; 

an interface module providing translation of standard-compliant contact based interface 

messages to ISO 7816 compliant messages and providing the translation of ISO 7816 corµpliant 

messages to standard-compliant contact based interface messages; 

a dual interface processor having an ISO7816 compliant interface communicating 

through the interface module with the host processing device, the dual interface processor 

communicating through an RFID-contactless interface and connected to an inductive antenna. 

29. The compact personal token apparatus of claim 28, wherein: 

the contactless / wireless module is releaseably coupleable from the Interface module. 

30. The compact personal token apparatus of claim 28, wherein: 

the dual interface processor is mounted in a dual interface card complying to ISO 781 O or 

a 7816 compliant SIM module and connected norms; 

the compact personal token apparatus provides physical contacts for the dual interface 

card, or a 7816 compliant form factor; and 

when connected, the dual interface or SIM card can communicate with the host 

processing device through the interface module inside the personal token and, once the 

communication is done, the card can be released from the personal token and can be used then in 

the real world. 

31. The compact personal token apparatus of claim 28, wherein: 

the dual interface chip (processor) inside the personal token can be directly programmed 

by a software running on the host system using the interface processor without the need for an 

external contact based dual interface read/write device. 
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32. The compact personal token apparatus of claim 31, wherein: 

the downloaded information can be used in the real .world by using the contactless RFID 

interface. 

33. The compact personal token apparatus of claim 31, wherein: 

the software is web based, allowing for downloading information from the web directly 

into the dual interface processor memory (for example, event tickets) thus linking the virtual 

world to the real world. 

34. The compact personal token apparatus of claim 33, wherein: 

the downloaded information can be used in the real world by using the contactless RFID 

interface. 

35. The compact personal token apparatus of claim 33, wherein: 

the information stored in the personal token via the standard contact based interface is 

used for personal identification, secure network logon, access control, e-ticketing, e-payment and 

similar applications using either the standard compliant interface or the Rf ID-compliant 

interface. 

36. The compact personal token apparatus of claim 33, wherein: 

information received through the RFID- interface can be stored in the memory of the 

personal token and can then be provided to the host processing device via the standard interface, 

thus allowing a complete information exchange between the virtual world and the real world. 

37. The compact personal token apparatus of claim 31, wherein: 

the information stored in the personal token via the standard contact based interface is 

used for personal identification, secure network logon, access control, e-ticketing, e-payment and 

similar applications using either the standard compliant interface or the RFID-compliant 

interface. 
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38. The compact personal token apparatus of claim 31, wherein: 

information received through the RFID- interface can be stored in the memory of the 

personal token and can then be provided to the host processing device via the standard interface, 

thus allowing a complete information exchange between the virtual world and the real world. 

39. The compact personal token apparatus of claim 31, further comprising: 

additional memory selected from the group consisting of flash memory and EEPROM 

device powered and addressed by the processor module; 

wherein the additional memory can be used for user authentication and to run 

applications. 

40. The compact personal token apparatus of claim 21, further comprising: 

a standard-compliant interface releaseably coupleable to a host processing device, this 

being under the command of an operating system; 

an interface module providing translation of standard-compliant contact based interface 

messages via a memory chip to Bluetooth /WLAN 812.11 device compatible compliant 

messages, and providing the translation of Bluetooth /WLAN 812.11 device compliant messages 

via a memory chip to standard-compliant contact based interface messages; and 

a Bluetooth /WLAN 812.11 device having a Bluetooth/WLAN 812.11 compliant 

interface communicating through the interface module with the host processing device via a 

memory chip; the same Bluetooth /WLAN 812.11 device communicating through its Bluetooth 

/WLAN 812.11 compatible interface. 

41. The compact personal token apparatus of claim 21, further comprising: 

a processor module; and 

additional memory selected from the group consisting of flash memory and EEPROM 

device powered and addressed by the processor module; 

wherein the additional memory can be used for user authentication and to run 

applications. 

64 IPR2022-00412 
Apple EX1043 Page 65



42. The compact personal token apparatus of claim 21, further comprising: 

a standard-compliant smart card contact interface complying to ISO 7816, or any similar 

interface. 

43. The compact personal token apparatus of claim 21, further comprising: 

a connection module, connecting the personal token apparatus to a host device such as 

PC, PDA, smart cellular phone or similar device, either directly or with the help of a standard 

reader device such as a memory card reader. 

44. The compact personal token apparatus of claim 21, further comprising: 

a standard-compliant interface releaseably coupleable to a host processing device, this 

being under the command of an operating system; and 

a translation module, translating messages incoming from the contact based interface, 

and translating messages to the host device from the personal token apparatus. 

45. • The compact personal token apparatus of claim 21, further comprising: 

a triple interface (e.g., contact, contactless, USB) processor. 

46. Method of interacting wirelessly, comprising:· 

providing a device; 

interfacing the device with a an Internet-capable appliance; and 

providing a smart card interface in the device. 

4 7. Method, according to claim 46, wherein: 

the interface with the Internet-capable appliance is selected from the group consisting of 

USB, FireWire, IR, Bluetooth, standard serial port, WLAN. 

48. Method, according to claim 46, wherein: 
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the Internet-capable appliance comprises a device selected from the group consisting of 

personal computer (PC), laptop, PDA, MP3 player and cell phone. 

49. Method, according to claim 46, wherein: 

the smart card interface is selected from the group consisting of ISO 7816, ISO 14443 

and ISO 15693. 

50. Method, according to claim 46, wherein: 

the device is modular in construction. 

51. Method, according to claim 46, wherein: 

the device performs a firewall functionality to protect the Internet-capable applicance. 

52. Method, according to claim 46, wherein: 

the device incorporates interfaces for ISO contact, contactless, USB and DSL. 
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ABSTRACT 

A compact personal token apparatus, suitably resembling a conventional USB memory fob in 

size, shape, and form which can be plugged into a PC and interfaced with the virtual world of 

the Internet. The apparatus is capable of loading and storing information from the Internet, via 

the PC to its flash memory or EEPROM and then using the stored information or value via its 

wireless interface in the real world. The apparatus is capable of implementing an auto-run 

application, when inserted into a personal computer. The apparatus is capable of exchanging 

information with other devices having compatible interfaces. The apparatus can also function as 

a firewall when plugged between an Internet connection and a PC. 
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I hereby claim benefit under Title 35, United States Code, §120 of any United States applications 
that are listed below and, insofar as the subject matter of each of the claims of this application is 
not disclosed in those prior applications in the manner provided by the first paragraph of Title 35, 
United States Code § 112, I acknowledge the duty to disclose material information as defined in 
Title 37, Code of Federal Regulations §1.56(a) which occurred between the filing date of the prior 
applications and the filing date of this application. I further claim benefit under Title 35 United 
States Code, § 119 of any international patent applications listed below: 

USSN 60/520,698 filed 11/l 7 /2003 by Ryan, et al. 
USSN 60/562,204 filed 4/14/2004 by Comiskey, et al. 
USSN 60/602,595 filed 8/18/2004 by Finn 

POWER OF ATTORNEY: As a named inventor, I hereby appoint the following agent(s) / 
attomey(s) to prosecute this application and transact all business in the Patent and Trademark 
Office connected therewith: 

GERALD E, LINDEN, Registration No, 30,282 
DWIGHT A. STAUFFER Registration No. 47 963 

Declaration of Ryan, et al. page 1/2 

IPR2022-00412 
Apple EX1043 Page 73

-/.

Attorney Docket: Ryan C-4
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

COMBINED DECLARATION FOR PATENT APPLICATION
AND POWEROF ATTORNEY

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND
METHODS OF USE

Inventor(s): Ryan,etal.
Serial Number: -tbd-

Filing Date: -herewith-

As a below inventor, I hereby declare that; My residence, post office address and citizenship are as
stated below next to my name; that I verily believe that I am an original, JOINT inventor of the
subject matter which is claimed and for which a patent is sought on the above-referenced
invention.

I hereby state that [ have reviewed and understand the contents of the above-identified
specification, including the claims, as amended by any amendmentreferred to above; that the
above-identified specification contains a complete and accurate description of the subject matter
which is claimed and for which a patent is sought.

I] acknowledge the duty to disclose information which is material to the examination of this
application in accordance with Title 37, CFR §1.56(a).

I hereby claim benefit under Title 35, United States Code, §120 of any United States applications
that are listed below and, insofar as the subject matter of each of the claims of this application is
not disclosed in those prior applications in the manner provided by the first paragraph of Title 35,
United States Code §112, | acknowledge the duty to disclose material information as defined in
Title 37, Code of Federal Regulations §1.56(a) which occurred betweenthefiling date of the prior
applications and the filing date of this application. I further claim benefit under Title 35 United
States Code, §119 of any intemational patent applications listed below:

USSN 60/520,698 filed 11/17/2003 by Ryan,etal.
USSN 60/562,204 filed 4/14/2004 by Comiskey, etal.
USSN 60/602,595 filed 8/18/2004 by Finn

POWER OF ATTORNEY: As a namedinventor, I hereby appoint the following agent(s) /
attorney(s) to prosecute this application and transact all business in the Patent and Trademark
Office connected therewith:

GERALD E. LINDEN, Registration No, 30,282
DWIGHTA. STAUFFER,Registration No. 47,963

Declaration of Ryan,et al. page 1/2
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Declaration of Ryan, et al. page 2/2 

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND 
METHODS OF USE 

Inventor(s): Ryan, et al. 

I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true; and further that these statements 
were made with the knowledge that willful false statements and the like are punishable by fine or 
imprisonment, or both, under section 100 I of Title 18 of the United States Code, and that such 
willful false statements may jeopardize the validity of the application or any patent issuing thereon. 

us 
Dennis J. Ryan Date Citizenship 
2739 E Virgo Place Chandler, AZ 85249 
Residence and Post Office Address 

Ireland 
David Finn Date Citizenship 
Lower Churchfield, Tourmakeady County, Mayo. Ireland 
Residence and Post Office Address 

us 
Patrick R. Comiskey Date Citizenship 
2408 Edgerton Road University Heights 1 Ohio 44118 
Residence and Post Office Address 

Germany 
Norbert Knapich Date Citizenship 
Mangmuehlerweg 5. Rosshaupten 87672 Germany 
Residence and Post Office Address 

IPR2022-00412 
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Declaration of Ryan, et al. page 2/2

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND

METHODS OF USE

Inventor(s): Ryan,et al.
 

| hereby declare that all statements made herein of my own knowledge are true and thatall
statements made on information and belief are believed to be true; and further that these statements
were made with the knowledge that willful false statements and the like are punishable by fine or
imprisonment, or both, under section 1001 of Title 18 of the United States Code, and that such
willful false statements may jeopardize the validity of the application or any patent issuing thereon.

 

 

©
Dennis J. Ryan Date Citizenship
2739 E Virgo Place Chandler, AZ 85249
Residence and Post Office Address

Treland

David Finn Date Citizenship
Lower Churchfield, Tourmakeady Cou ayo, Ireland

Residence and Post Office Address

US

Patrick R. Comiskey Date Citizenship
2408 Edgerton Ro iversity Heights. Ohio 44118
Residence and Post Office Address

_ Germany
Norbert Knapich Date Citizenship
Ma ehlerwe Ross 2, German

Residence and Post Office Address
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PATENT APPLICATION FEE DETERMINATION RECORD 1 a qqoaCJ~ 
Effective December 8, 2004 

CLAIMS AS FILED • PART I SMALL ENTITY OTHER THAN 
(Column 1) (Column 2l TYPE c::J OR SMALL ENTITY 

TOTAL CLAIMS ~~ RATE FEE RATE FEE 

FOR NUMBER FILED • NUMBER EXTRA BASIC FEE 1>qs. OR BASIC FEE l)QQ 
TOTAL CHARGEABLE CLAIMS ~~inus 20= * ~5c?5· X$ 25= gm X$50= OR 

~ minus3 
* 

INDEPENDENT CLAIMS X100= X200= OR 
MULTIPLE DEPENDENT CLAIM PRESENT □ 

+180= OR +360= 

* If the difference in column 1 is less than zero, enter "O" in column 2 TOTAL l/ZJ/5 OR TOTAL 

CLAIMS AS AMENDED - PART II 
I 

OTHER THAN 
(Column 1) /Column 2) {Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST ADDI- ADDI-<( REMAINING NUMBER PRESENT 
I- AFTER PREVIOUSLY EXTRA RATE TIONAL RATE TIONAL 
z 

AMENDMENT PAID FOR FEE FEE UJ 
:E 

Total 0 * Minus - X$ 25= OR X$50= z 
UJ Independent * Minus -:E X100= X200= <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM □ 
OR 

+180= OR +360= 

TOTAL TOTAL 
ADDIT. FEE OR ADDIT. FEE 

(Column 1) (Column 2) 'Column 3) 
CLAIMS HIGHEST 

ADDI- ADDI-m REMAINING • NUMBER PRESENT 
I- AFTER PREVIOUSLY EXTRA RATE TIONAL RATE TIONAL z 

AMENDMENT PAID FOR FEE FEE UJ 
:E 
0 Total * Minus .... X$ 25= OR X$50= z 
UJ Independent * Minus -:E X100= X200= <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM □ 
OR 

+180= OR +360= 

TOTAL TOTAL 
ADDIT. FEE OR ADDIT. FEE 

/Column 1) (Column 2) 'Column 3) 
CLAIMS HIGHEST 

0 REMAINING NUMBER PRESENT .ADDI- ADDI-
I- AFTER PREVIOUSLY EXTRA RATE TIONAL RATE TIONAL z 
UJ AMENDMENT PAID FOR FEE FEE 
:E 
0 Total * Minus .... = X$ 25= X$50= z OR 
UJ Independent * Minus - = :E X100= X200= <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM □ 
OR 

+180= OR +360= 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

Page 1 of 2 

Ul\'ITED STATES DEPARTME."JT OF COMMERCE 
Unit~d 8t1:1t~s Pi-1,tt-rnt und 'l'rudP.rnar"k OfficH 
Addrc": COMMISSIO:-IBR FOR PATENTS 

P.O. Oox 1450 
Alt>.JUtnc.b-ia. Viig:iuia 22)13-14~0 
W\\'~.usptu.guv 

APPL I CA T!ON NUMBER FILINGOR371 (c)DATE FIRST NAMED APPLICANT ATTORNEY DOCKET NUMBER 

10/990,296 11/16/2004 Dennis J. Ryan Ryan C-4 

Gerald E. Linden 
12925 La Rochelle Cr. 

CONFIRMATION NO. 2050 
FORMALITIES LETTER 

Palm Beach Gardens, FL 33410 11111111111111111 ml 1111111111111111111111111 lllll 1111111111111111111111111 iii 1111111111111 
*OC000000014782349* 

Date Mailed: 12/16/2004 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

Items Required To Avoid Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by 
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

• The statutory basic filing fee is missing. 
Applicant must submit$ 395 to complete the basic filing fee for a small entity. 

• The oath or declaration is unsigned. 
• To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(e) of 

$65 for a small entity in compliance with 37 CFR 1.27, must be submitted with the missing items identified 
in this letter. 

The applicant needs to satisfy supplemental fees problems indicated below. 

The required item(s) i~entified below must be timely submitted to avoid abandonment: 

• Additional claim fees of $800 as a small entity, including any required multiple dependent claim fee, are 
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are due. 

SUMMARY OF FEES DUE: 

Total additional fee(s) required for this application is $1260 for a Small Entity 

• $395 Statutory basic filing fee. 
• $65 Late oath or declaration Surcharge. 

• Total additional claim fee(s) for this application is $800 

■ $800 for 32 total claims over 20. 

IPR2022-00412 
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UnrITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Paieot and Trademark Offices
Addie: COMMISSIONER FOR PATENTSPat. Dox 1450

Adeauohin, VongT2493-1450
worn UNTIL Ue

APPLICATION NUMBER FILLING OR 371 (c) BATE FIRST NAMED APPLICANT ATTORNEY DOCKET NUMBER

10/990, 296 11/16/2004 Dennis I. Ryan . Ryan C-4

 
  

CONFIRMATION NO. 2050

Gerald E Linden C FORMALITIES LETTERa rocnelle Ur.

Palm Beach Gardens, FL 33410 AAATUNDAU AEE
Date Mailed: 12/16/2004

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53{b)

Filing Date Granted

ItemsRequired To Avoid Abandonment:

An application number andfiling date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHSfrom the date of this Notice within which tefile all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

* The statutory basic filing fee is missing.
Applicant must submit $ 395 toa complete the basic filing fee for a small entity.

e The oath or declaration is unsigned.

« To avoid abandonment,a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(e) of
$65 for a small entity in compliance with 37 CFR 1.27, must be submitted with the missing items identified
in this letter.

The applicant needs to satisfy supplemental fees problems indicated below.

The required item(s) identified below must be timely submitted to avoid abandonment:

« Additional claim fees of $800 as a small entity, including any required multiple dependentclaim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are due.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $1260 for a Small Entity

« $395 Statutory basicfiling fee.
# $65 Late oath or declaration Surcharge.

® Total additional claim fee(s) for this application is $800

a $800 for 32 total claims over 20.
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Replies should be mailed to: . Mail Stop Missing Parts 

Commissioner for Patents 

P.O. Box 1450 

Alexandria VA 22313-1450 

A copy of this notice MUST be returned witlt tlte reply. 

ivision (703) 308-1202 
PART 3 - OFFICE COPY 

Page 2 of 2 
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Replies should be mailed to; Mail Stop Missing Parts
Commissioner for Patents

P.O. Box 1450

Alexandria VA 22313-1450

 
onDivision (703) 308-1202

PART 3 - OFFICE COPY
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s PATENT AND TRA.DEMARK OFFICE 

Page I of 2 

UKITED STATES DEPARTME:-IT OF COMMERCE 
Unitt'!d Stutt-!~ P11tt-mt i,nd 1',-udt-!nrnrk Oflic:t'! 
Ad&m: COMMISSIO:-JER FOR PATENTS 

P.O. !lox 1450 
Alt';umb:iH. ViI]Pltic1 22313-14~0 
w~\'t·.Wfl'lo.guv 

APPLICATION NUMBER Fll,!NGOR371 (c)DATE FIRST NAMED APPLICANT ATTORNEY DOCKET NUMBER 

10/990,296 11/16/2004 Dennis J. Ryan Ryan C-4 

Gerald E. Linden 
12925 La Rochelle Cr. 

CONFIRMATION NO. 2050 
FORMALITIES LETTER 

Palm Beach Gardens, FL 33410 11111111111111111 m1 ml 11111 ml m1111111111111111111111111111!111111 iii 1111111111111 
*OC000000014782349* 

Date Mailed: 12/16/2004 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 
01/27/2005 DTESSEl'l1 0000008c 10990296 • • 

01 FC:c001 395.00 OP FILED UNDER 37 CFR 1.53(b) 
Oc FC:2051 65.00 OP 
63 FC:2202 800~00 OP Filing Date Granted 

Items Required To Avoid Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by 
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

• The statutory basic filing fee is missing. 
Applicant must submit$ 395 to complete the basic filing fee for a small entity. 

• The oath or declaration is unsigned. 
• To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(e) of 

$65 for a small entity in compliance with 37 CFR 1.27, must be submitted with the missing items identified 
in this letter. ·, 

The applicant needs to satisfy supplemental fees problems indicated below. 

The required item(s) identified below must be timely submitted to avoid abandonment: 

• Additional claim fees of $800 as a small entity, including any required multiple dependent claim fee, are 
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are due. 

SUMMARY OF FEES DUE: 

Total additional fee(s) required for this application is $1260 for a Small Entity 

• $395 Statutory basic filing fee. 
• $65 Late oath or declaration Surcharge. 

• Total additional claim fee(s) for this application is $800 

■ $800 for 32 total claims over 20. 
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Page 1 of 2

UNITED STATES DEPARTMENT OF COMMERCE
United Stains Patent bad Trademark OMe
Addrew: COMMISSIONER FOR PATENTS

PC. Box 1450
Aleaambin, ¥ingndia 27315-1450wellpi

APPLICATION NUMBER FILING OR 371 (c) DATE FIRST NAMED APPLICANT ATTORNEY DOCKET NUMBER

10/990 ,296 11/16/2004 Dennis J. Ryan Ryan C-4

CONFIRMATIONNO,2050

Gerald E. Linden FORMALITIES LETTER

PolaBeachGardena, COMAC
Palm Beach Gardens, FL 33410 “9C000000014782349"

   

Date Mailed: 12/16/2004

NOTICE TOFILE MISSING PARTS OF NONPROVISIONAL APPLICATION
01/27/2005 DTESSERL 60000082 10990296

O1 FL2001 395.00 OP FILED UNDER 37 CFR 1.53ib)
O2 FC:2051 ‘
03 FCs2202 800.0 OP Filing Date Granted

Items Required To Avoid Abandonment:

An application number andfiling date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHSfrom the date of this Notice within whichtofile all
required items and pay any fees required below to avoid abandonment. Extensionsof time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

e The statutory basic filing fee is missing.
Applicant must submit $ 395 to complete the basic filing fee for a smaif entity.

e The oath or declaration is unsigned.

* To avoid abandonment,a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(e} of
$65 for a small entity in compliance with 37 CFR 1.27, must be submitted with the missing items identified
in this letter. :

The applicant needs to satisfy supplemental fees problems indicated below.

The required item(s) identified below must be timely submitted to avaid abandonment:

e Additional claim fees of $800 as a small entity, including any required multiple dependent claim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are due.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $1260 for a Small Entity

« $395 Statutory basic filing fee.

« $65 Late oath or declaration Surcharge.

« Total additional claim fees) for this application is $800

= $800 for 32 total claims over 20.
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Replies should be mailed to: Mail Stop Missing Parts 

Commissioner for Patents 

P.O. Box 1450 

Alexandria VA 22313-1450 

A copy of this notice MUST be returned with the reply. 

Customer Service C~ 
Initial Patent Examinat10n Division (703) 308-1202 

PART I -ATTORNEY/APPLICANT COPY 

Page 2 of 2 
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Replies should be mailed te:+Mail Stop Missing Parts
Commissioner for Patents

P.O. Box 1450

Alexandria VA 22313-1450

  
Initial Patent Examination Division (703) 308-1202

PART 1] - ATTORNEY/APPLICANTCOPY
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,·\ 

' 0 ,PE ~ 
' \ 

l~ t ~ ~~ ~ IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
,0 i-
~~ Title: LTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS 

'l'& TRAO...._~'f ND METHODS OF USE 
Inventor(s): RYAN, et al, 
Serial Number: 10/990,296 
Filing Date: 11/16/2004 

TRANSMITTAL 

To: MAIL STOP - Missing Parts 
COMMISSIONER FOR PATENTS 
P.O. BOX 1450 
ALEXANDRIA, VA 223_13-1450 

Enclosed herewith for filing is: 
• NOTICE TO FILE MISSING PARTS ... 
• DECLARA TIONs < two signed by the inventors, each is two pages 

- Ryan and Comiskey, signed 11/22/2004 and 12/31/2004 
- Finn and Knapich, signed 12/30/2004 

• Filing Fee (395) and excess claims fee (800) and Surcharge (65) 
Total fees enclosed herewith= $1260 Charge any shortfall to Dep. Acct. 12-1445. 

Fut~re Correspondence 
Please direct all future correspondence in this matter to: 

GERALD E. LINDEN 
12925 LA ROCHELLE CR. 
PALM BEACH GARDENS, FL 33410 

Certificate of Mailing 
I, the undersigned, hereby certify that this correspondence is being deposited with the United 
States Postal Service as first class mail in an envelope with sufficient postage addressed to 
Commissioner for Patents, Alexandria, VA 22313,_ on the date indicated below. 
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Inventor(s): RYAN,etal.
Serial Number: 10/990,296

Filing Date: 11/16/2004

TRANSMITTAL

To: MAIL STOP - Missing Parts
COMMISSIONER FOR PATENTS

P.O. BOX 1450

ALEXANDRIA, VA 22313-1450

Enclosed herewith forfiling is:
* NOTICE TO FILE MISSING PARTS...

* DECLARATIONS< twa signed by the inventors, each is Hve pages
- Ryan and Comiskey, signed 11/22/2004 and 12/31/2004
- Finn and Knapich, signed 12/30/2004

+ Filing Fee (395) and excess claims fee (800) and Surcharge (65)
Total fees enclosed herewith = $1260 Charge any shortfall to Dep. Acct. 12-1445.

Future Cotrespondence
Please direct all future correspondence in this matter to:

GERALD E. LINDEN

12925 LA ROCHELLE CR.

PALM BEACH GARDENS,FL 33410

CertificateofMailing
I, the undersigned, hereby certify that this correspondence is being deposited with the United
States Postal Service as first class mail in an envelope with sufficient postage addressed {(o
Commissioner for Patents, Alexandria, VA 22313,on the date indicated below.

For the applicant,

 uw hg los
ate

 Gerald E. Linden 30,
(561) 694-2094
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\PE 
O\'ttomey t: Ryan C-4 

IN THE UNITED ST ATES PA TENT AND TRADEMARK OFFICE 

lit.\\ 'I. t-~ Q; COMBINED DECLARATION FOR PATENT APPLICATION 
'° AND POWER OF ATTORNEY 

1-INTERF ACE COMP ACT PERSONAL TOKEN APPARATUS AND 
METHODS OF USE 

lnventor(s): Ryan, et al. 
Serial Number: -tbd-
Filing Date: Nov. 16, 2004 

As a below inventor, I hereby declare that; My residence, post office address and citizenship are as stated below next to 
my name; that I verily believe that I am an original, JOINT inventor of the subject matter which is claimed and for 
which a patent is sought on the above-referenced invention. 

I hereby state that I have reviewed and understand the contents of the above-identified specification, including the 
claims, as amended by any amendment referred to above; that the above-identified specification contains a complete 
and accurate description of the subject matter which is claimed and for which a patent is sought. 

I acknowledge the duty to disclose information which is material to the examination of this application in accordance 
with Title 37, CFR §l.56(a). 

I hereby claim benefit under Title 35, United States Code, § 120 of any United States applications that are listed below 
and, insofar as the subject matter of each of the claims of this application is not disclosed in those prior applications in 
the manner provided by the first paragraph of Title 35, United States Code § 112, I acknowledge the duty to disclose 
material information as defined in Title 37, Code of Federal Regulations §1.56(a) which occurred between the filing 
date of the prior applications and the filing date of this application. I further claim benefit under Title 35 United States 
Code, § 119 of any international patent applications listed below: 

USSN 60/520,698 filed 11/17/2003 by Ryan, et al. 
USSN 60/562,204 filed 4/14/2004 by Comiskey, et al. 
USSN 60/602,595 filed 8/18/2004 by Finn 

POWER OF ATTORNEY: As a named inventor, I hereby appoint the following agent(s) / attomey(s) to prosecute this 
application and transact all business in the Patent and Trademark Office connected therewith: 

GERALD E. LINDEN. Registration No. 30.282 
DWIGHT A. STAUFFER, Registration No. 47,963 

Declaration of Ryan, et al. page 1/2 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

COMBINED DECLARATION FOR PATENT APPLICATION
AND POWEROF ATTORNEY 

MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND

METHODSOF USE

Inventor(s): Ryan,et al.
Serial Number: -tbd-

Filing Date: Nov. 16, 2004

As a below inventor, ] hereby declare that; My residence, post office address andcitizenship are as stated below nextto
my name; that f verily believe that | am an original, JOINT inventor of the subject matter which is claimed and for
which a patent is sought on the above-referenced invention.

 

| hereby state that I have reviewed and understand the contents of the above-identified specification, including the
claims, as amended by any amendmentreferred to above; that the above-identified’specification contains a complete
and accurate description of the subject matter which is claimed and for which a patent is sought.

| acknowledge the duty to disclose information which is material to the examination of this application in accordance
with Title 37, CFR §1.56(a).

I hereby claim benefit underTitle 35, United States Code, §120 of any United States applications that are listed below
and, insofar as the subject matter of each ofthe claims ofthis application is not disclosed in those prior applications in
the manner provided by thefirst paragraph of Title 35, United States Code §112, I acknowledge the duty to disclose
material information as defined in Title 37, Code of Federal Regulations §1.56(a} which occurred between the filing
date of the prior applications and the filing date of this application, 1 further claim bencfit under Title 35 United States
Code, §119 of any international patent applicationslisted below:

USSN 60/520,698 filed 11/17/2003 by Ryan,etal.
USSN 60/562,204 filed 4/14/2004 by Comiskey,etal.
USSN 60/602,595filed 8/18/2004 by Finn

POWER OF ATTORNEY: As a named inventor, | hereby appoint the following agent(s) / atlorney(s) to prosecute this
application and transact all business in the Patent and Trademark Office connected therewith:

GERALDE. LINDEN, Registration No. 30,282
DWIGHT_A. STAUFFER,Registration No. 47,963

  

  

Declaration of Ryan, et al. page 1/2

moo

Payrcaye Sgt svn: ypete ep) po eee
AYLUM CASESo THe CU DoAcE ey

., aad ye pee reer
Goce’ 3, pA ey cay usage
Gate gnis Prac

over Cen: chbucmoge wereg Detain
Ny PS YP? Cio OR EE Sbbyerou Tug, Gm Us Suet Wheones BLa cen

PME GA TOUS O, wodeu wobrgaour Segalet doy onc’ x ris Bed
eoteie gate! cer 1

 
 
  ESNTOAE gle LODE 

ble PD Sr eege Pye ee tr ey 2 Tyee ap eae . tes :PMc at yar oer ge len aye

IPR2022-00412

Apple EX1043 Page 81



.. 
r:,,,, • ....... ~,• 

~,. 

o'p E ~ 
~ 

lt>.'\ 'I.~~~ 6 
-0 Q 

Deel ~n of Ryan~ I. page 2/2 
'I'& TRAO~~ 

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND 
METHODS OF USE 

lnventor(s): Ryan, et al. 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on 
information and belief are believed to be true; and further that these statements were made with the knowledge that 
willful false statements and the like are punishable by fine or imprisonment, or both, under section I 00 I of Title I 8 of 
the United States Code, and that such willful false statements may jeopardize the validity of the application or any 
patent issuing thereon. 

4/g; 1iti:;:,hip 
c Chandler AZ 85249 

Ireland . 
David Finn Date Citizenship 
Lower Churchfield, Tourmakeady County, Mayo, Ireland 
Residence and Post Office Address 

/'2·3/·d•-/ US 
Date I Citizenship 

2408 Edgerton Road University Heights, Ohio 44118 
Residence and Post Office Address 

Germany 
Norbert Knapich Date Citizenship 
Mangmuehlerweg 5, Rosshaupten 87672, Germany 
Residence and Post Office Address 
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Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND

METHODSOF USE

Inventor(s): Ryan,et al.

  

[ hereby declare that all statements made herein of my own knowledge are true and that all statements made on
information and belief are believed to be true; and further that these statements were made with the knowledge that
willful false statements and the like are punishable by fine or imprisonment, or both, under section 1001 of Title 18 of
the United States Code, and that such willful false statements may jeopardize the validity of the application or any
patent issuing thereon.

i ) US
Citizenship

Z 85249

 

Ireland.

David Finn Date Citizenship
Lower Churchfield, Tourmakeady County, Mayo, Ireland

 

 
Residence and Post Office Address

Us

Citizenship
2408 Ed erton Road University Heights, Ohio 44118
Residence and Post Office Address
 

Germany __.
Norbert Knapich Date Citizenship
Mangemuchlerweg5, Rosshaupten 87672, Germany
Residence and Post Office Address
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O Attorney;: • cket: Ryan C-4 

~u;\ 
'-"I))""' £ 

IN THE UNITED ST ATES PA TENT AND TRADEMARK OFFICE 

~~ 'L ~ 
'° k .,tit, ~•~ 

COMBINED DECLARATION FOR PATENT APPLICATION 
AND POWER OF ATTORNEY 

'/: r,.O'-
• MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND 

METHODS OF USE 
Inventor(s): Ryan, et al. 
Serial Number: 10/990,296 
Filing Date: Nov. 16, 2004 

As a below inventor, I hereby declare that; My residence, post office address and citizenship are as stated below next to 
my name; that l verily believe that I am an original, JOINT inventor of the subject matter which is claimed and for 
which a patent is sought on the above-referenced invention. 

I hereby state that I have reviewed and understand the contents of the above-identified specification, including the 
claims, as amended by any amendment referred to above; that the above-identified specification. contains a complete 
and accurate description of the subject matter which is claimed and for which a patent is sought. 

I acknowledge the duty to disclose information which is material to the examination of this application in accordance 
with Title 37, CFR §1.56(a). 

I hereby claim benefit under Title 35, United States Code, § 120 of any United States applications that are listed below 
and, insofar as the subject matter of each of the claims ofthis application is not disclosed in those prior applications in 
the manner provided by the first paragraph of Title 35, United States Code § 112, I acknowledge the duty to disclose 
material information as defined in Title 37, Code of Federal Regulations § l.56(a) which occurred between the fil,ing 
date of the prior applications and the filing date of this application. I further claim benefit under Title 35 United States 
Code, § 119 of any international patent applications listed below: 

USSN 60/520,698 filed l l/l 7 /2003 by Ryan, et al. 
USSN 60/562,204 filed 4/14/2004 by Comiskey, et al. 
USSN 60/602,595 filed 8/18/2004 by Finn 

POWER OF ATTORNEY: As a named inventor, I hereby appoint the following agent(s) / attorney(s) to prosecute this 
application and transact all business in the Patent and Trademark Office connected therewith: 

GERALD E. LINDEN, Registration No. 30,282 
DWIGHT A. STAUFFER. Registration No. 47,963 
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Declaration of Ryan, et al. page 1.12 

Title: MULTI-INTERFACE COMPACT PERSONALTOKEN APJ>ARATUS AND 
METHODS·OFUSE 

Inventor(s): Ryan, et aL 
Serial Number:: 10/990;296 
Filing Date: Nov; 16, 2004 

l hereby decl~ that all .statements made herein of my own knowl~ge are true and that all 
statements made on information. and beliefare:bel ieved.:to lie tni~; and further that. th~e statemen~ 
were made. with the krtowlctige ,that.willful .false. statementsand:_t)JeJike· are• punish,able·•by fine .or 
imprisonment;·or·both, .under ~tion J00t. of Titlet8of the U1i"ited. States<.Cod~.and that· such 
wi11fu1 false stat~ments mayjeopardize?the validity of the·applicati<>n or any patent issuing thereon. 

us 
Dennis LRyan Date Citizenship 
2739 E Virgo Place Chandler, AZ 85249 
Resideiice and Jfost Office Address 

' ,... 11• .:;. ... i 

qjt::J'itJ(.;, ·.bo;r.·OV Ci=•~ip 
Lower. Churchfield, . Tourmalfoady County. Mayo. Ireland 
Residence and Post0fficeAddress 

us 
PatrickR; Comiskey Date Citizenship 
2408 Edgerton Road Universitv Heights. Ohio 44118 
Residence and Post OfficcAddr~s • • 

ulU/4\1lA__ ;()Qpr Germany 
Norbert Knapich • .. Date .Citizenship 
Mangmuehlerweg 5. '~Rosshaupten 87672, Germany 
Residence anq Rost,OfficeAddress 
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Title: MULTI-INTERFACECOMPACT PERSONAL TOKEN APPARATUS AND
METHODS:OF USE

Inventor(s): Ryan,et al.
Serial Number::10/990;296
Filing.Date: Nov. 16, 2004  

T hereby declare that ail statements made herein of my own knowledge are true and thatall.
statements made on information andbeliefare.bel ieved.to be true; andfurther. thatthese statements
were madewith the knowledge that willful-false: statementsandthe-like are:punishable by fine or
imprisonment,or both, under section 1001. of Title-t8 of tie UnitedStates.Code,and: that such
willful false statements may-jeopardize:the validityofthe application or any patent issuing thereon.

US

Dennis J:Ryan Date=Citizenship
2739 E Vireo Place chandler, AZ 85249

Residence and:PostOffice Address

0.02.OY __\rcland
Date —_— Citizenship.
 
Residence andPostOffice Address

_____. __US_
PatrickR. Comiskey Date Citizenship

2408 Ed erton Road olversity ti hts, Ohio.44 

 Germany
Citizenship 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS 

AND METHODS OF USE 

lnventor(s): RYAN, et al. 

Serial No: I 0/990,296 

Filing Date: 11/16/2004 

CHANGE OF CONT ACT PERSON (and Correspondence Address) 

Commissioner for Patents 
PO Box 1450 
Alexandria, VA22313-1450 

I (Gerald E. Linden) am currently the attorney ofrecord (named on the DECLARATION, as filed). 

Dwight A. Stauffer (Reg # 4 7963) has been appointed with Power of Attorney. 

Dwight A. Stauffer is a practitioner associated with Customer Number# 37053. Phone (216) 381-
6599 

Correspondence Address 
Please change the correspondence address for the above-identified application to: 

Customer Number# 37053 
Dwight A. Stauffer 
1006 Montford Rd. 
Cleveland Heights, OH 44121 
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Att Docket: Ryan-C4th

DEES 

IN THE UNITED STATES PATENT AND TRADEMARKOFFICE

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS

AND METHODSOF USE

Inventor(s); RYAN, etal.

Serial No: 10/990,296

Filing Date: 11/16/2004

CHANGE OF CONTACT PERSON (and Correspondence Address)

Commissioner for Patents

PO Box 1450

Alexandria, VA 22313-1450

I (Gerald E. Linden) amcurrently the attorney of record (named on the DECLARATION,asfiled).

Dwight A. Stauffer (Reg # 47963) has been appointed with PowerofAttorney.

Dwight A. Stauffer is a practitioner associated with Customer Number # 37053. Phone (216) 381-
6599

Correspondence Address
Please change the correspondenceaddress for the above-identified applicationto:

Customer Number # 37053

Dwight A. Stauffer
1006 Montford Rd.

Cleveland Heights, OH 44121

Forthe applicant,

Z. LAA ‘

rald E. Linden, Reg} 30,282
(561) 694-2094

 

 
 

ie
date
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The Patent Linguistics Utility System (PLUS) is a USPTO automated search 
system for U.S. Patents from 1971 to the present. PLUS is a 
query-by-example search system which produces a list of patents that are 
most closely related linguistically to the application searched. This 
search was prepared by the staff of the Scientific and Technical 
Information Center, SIRA. 
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UNITED ST A TES PA TENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

10/990,296 11/16/2004 

37053 7590 07/12/2005 

D.A. STAUFFER PATENT SERVICES LLC 
I 006 MONTFORD ROAD 
CLEVLAND HTS., OH 44121-2016 

Dennis J. Ryan 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

Ryan C-4 2050 

EXAMINER 

LE, UYEN CHAU N 

ART UNIT PAPER NUMBER 

2876 

DATE MAILED: 07/12/2005 

Please find below and/or attached an Office communication concerning this application or proceeding. 

PTO-90C (Rev. 10/03) 
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Office Action Summary 

Application No. 

10/990,296 

Examiner 

Uyen-Chau N. Le 

Applicant(s) 

RYAN ET AL. 

Art Unit 

2876 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE J MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

AK 

• If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)0 Responsive to communication(s) filed on __ . 

2a)O This action is FINAL. 2b)[8] This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11,453 O.G. 213. 

Disposition of Claims 

4)[8] Claim(s) 1-52 is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) __ is/are allowed. 

6)[8] Claim(s) 1-52 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). • 

11 )0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PT0-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some* c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

"'-, 1) [8] Notice of References Cited (PT0-892) 
2) 0 Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) 0 Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 
Paper No(s)/Mail Date __ . 

4) 0 Interview Summary (PT0-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application (PT0-152) 
6) 0 Other: __ . 

U.S. Patent and Trademar11 Office 
PTOL-326 (Rev. 1-04) Office Action Summary Part of Paper No./Mail Date 7605 
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Application/Control Number: 10/990,296 

Art Unit: 2876 

DETAILED ACTION 

Claim Objections 

Page 2 

1. Claims 2, 3, 11, 12, 15, 16, 23, 24, 27-31, 33, 35-38, 40 and 43-46 are objected 

to because of the following informalities: 

Re claim 2, line 2: Delete "a". 

Re claim 3, line 2: Delete "a". 

Re claim 11, line 2: Substitutes "to that the device" with -- so that the personal 

token apparatus--. 

Re claim 12, line 2: Substitutes "the modules" with -- the connection, translation, 

processor and input/output modules--. 

Re claim 12, line 2: Substitutes "the form" with -- a form --. 

Re claim 12, line 2: Substitutes "the general" with -- a general --. 

Re claim 15, line 2: Substitutes "capable of' with -- configured for--. 

Re claim 16, line 5: Substitutes "the apparatus" with -- the personal token 

apparatus --. 

Re claim 23, line 3: Substitutes "the command" with -- a command--. 

Re claim 23, line 10: Substitutes "its" with -- a --. 

Re claim 24, line 2: Substitutes "the contactless/wireless module" with -- the 

contactless/wireless interface --. 

Re claim 24, line 2: Substitutes "Interface" with -- interface--. 

Re claim 27, line 2: Delete "of'. 
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Application/Control Number: 10/990,296 

Art Unit: 2876 

Re claim 28, line 3: Substitutes "the command" with -- a command--. 

Page 3 

Re claim 29, line 2: Substitutes "the contactless/wireless module" with -- the 

contactless/wireless interface--. 

Re claim 29, line 2: Substitutes "Interface" with -- interface--. 

Re claim 30, line 7: Substitutes "the personal token" with -- the personal token 

apparatus --. 

Re claim 30, line 8: Substitutes "the personal token" with -- the personal token 

apparatus --. 

Re claim 31, line 2: Substitutes "the personal token" with -- the personal token 

apparatus --. 

Re claim 33, line 3: Delete "(for example, event tickets)". 

Re claim 35, line 2: Substitutes "the personal token" with -- the personal token 

apparatus --. 

Re claim 36, line 3: Substitutes "the personal token" with -- the personal token 

apparatus--. 

Re claim 37, line 2: Substitutes "the personal token" with -- the personal token 

apparatus --. 

Re claim 38, line 3: Substitutes "the personal token" with -- the personal token 

apparatus--. 

Re claim 40, line 3: Substitutes "the command" with -- a command--. 

Re claim· 43, line 2: Substitutes "such as" with -- including --. 

Re claim 44, line 3: Substitutes "the command" with -- a command--. 
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Application/Control Number: 10/990,296 

Art Unit: 2876 

Page4 

Re claim 45, line 2: Substitutes "(e.g., contact, contactless, USB) processor'' with 

.-- processor including contact, contactless, USB) --. 

Re claim 46, line 3: Delete "a". 

Appropriate correction is required. 

Claim Rejections - 35 USC§ 112 

2. Claim 32 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 

for failing to particularly point out and distinctly claim the subject matter which applicant 

regards as the invention. 

Re claim 32, line 2: "the downloaded information" lacks antecedent basis 

because none of the previous claims, which the claim depends on, recites any 

downloading information. 

Claim Rejections - 35 USC§ 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1 ), (2), and (4) of section 371 (c) of this 
title before the invention thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act 

of 1999 (AIPA) and the Intellectual Property and High Technology Technical 

Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting 
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Application/Control Number: 10/990,296 

Art Unit: 2876 

Page 5 

directly or indirectly from an international application filed before November 29, 2000. 

Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior 

to the amendment by the AIPA (pre-Al PA 35 U.S.C. 102(e)). 

4. Claims 1-7, 9, 12-16, 21, 41-44 and 46-51 are rejected under 35 U.S.C. 102(e) 

as being anticipated by Margalit et al (US 6,748,541 ). 

Re claims 1-7, 9, 12-16, 21, 41-44 and 46-51: Margalit et al discloses a compact 

personal token apparatus 125, comprising; a connection module 140; a translation 

module, which incorporated with a processor module 130; and an inpuUoutput module 

(fig. 2); wherein: the connection module 140 is for interfacing the personal token 

apparatus with a an Internet-capable appliance; and the interface is a USB interface 

(fig. 2); wherein: the connection module 140 is for interfacing the personal token 

apparatus with a an Internet-capable appliance; and the Internet-capable appliance 

comprises a device, which is a personal computer (PC); wherein: the translation module 

moves signals between a USB interface and a smart card interface (fig. 2; col. 5, lines 

1-30); wherein: the smart card interface 170 is an ISO 7816; wherein: the processor 

module 130 comprises a dual interface (DI) chip (i.e., USB and smart card); wherein: 

the processor module 130 incorporates the translation module (i:e., for passing data 

from the smart card to the USB interface chip 140 and vice versa) (fig. 2; col. 5, lines 

20-27); flash memory 150 (fig. 2; col. 4, lines 35-38); a first physical module containing 

the input module and the translation module; and a second physical module containing 

the processor module and the output module (fig. 3); wherein: the • connection, 

translation, processor, and inpuUoutput modules are embodied in a form of an 

IPR2022-00412 
Apple EX1043 Page 94



Application/Control Number: 10/990,296 

Art Unit: 2876 

Page 6 

apparatus havin_g a general physical configuration ?f a conventional USB memory fob 

(figs. 3-5B); wherein: the output module comprises contacts for interfacing with a smart 

card (fig. 2); the fob is configured for interfacing with the Internet and emulating a smart 

card (fig. 2); wherein: the connection module 140 is for interfacing the personal token 

apparatus with an Internet-capable appliance; and further comprising: an input module 

is for connecting to the Internet; and the apparatus incorporates firewall functionality to 

protect the Internet-capable appliance (i.e., login process including username and 

password) (fig. 5B); a standard-compliant contact based interface, the contact based 

interface complying to at least one standard interface selected from the group consisting . 

of USB, IEEE 1394, PCMCIA, Compact Flash, Multi Media, Memory Stick, Smart 

Media, Secure Digital, mini SD, IBM Micro Drive, and any similar standard interface (fig. 

2). 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

6. Claims 1, 8, 10, 11, 18-29 and 31-40 are rejected under 35 U.S.C.102(e) as 

being anticipated by Jiau (US 2003/0236821 A 1 ). 

Re claims 1, 8, 1 O, 11, 18-29 and 31-40: Jiau discloses a compact personal 

token apparatus 1, comprising: a connection module 1312 (paragraph [0044]); a 
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translation module, which incorporated with. a processor module 132; and an 

inpuVoutput module [139, 1341, 1342, 1343, 1344] (figs. 1 & 3A-3C); the translation 

module moves signals between a USB interface and a wireless interface (paragraphs 

[0050-0051 ]); an LCD screen 1341 and LEDs 1342 (fig. 3C): a standard-compliant 

contact based interface, the contact based interface complying to at least one standard 

interface selected from the group consisting of USB, IEEE 1394, PCMCIA, Compact 

Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro 

Drive, and any similar standard interface (paragraph [0044]); a standard-compliant 

contactless/wireless interface 1311; the contactless/wireless interface 1311 complying 

to one or more of the following standard interfaces: RFID-contactless interface 

according to WLAN 812.11 and Bluetooth compatible interface (paragraphs [0047] & 

[00501); a flash memory 133 (fig. 3A); wherein: the dual interface chip (processor) inside 

the personal token can be directly programmed by a software running on the host 

system using the interface processor without the need for an external contact based 

dual interface read/write device (paragraph [0052]); wherein: the downloaded 

information can be used in the real world; wherein: the software is web based, allowing 

for downloading information from the web directly into the dual interface processor 

memory thus linking the virtual world to the real world (paragraph [00521); wherein: the 

information stored in the personal token via the standard contact .based interface is 

used for personal identification, secure network logon, access control, e-ticketing, e­

payment and similar applications using either the standard compliant interface or the 

RFID-compliant interface {paragraph [00671). 
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7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. This application currently names joint inventors. In considering. patentability of 

the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 

the various claims was commonly owned at the time any inventions covered therein 

were made absent any evidence to the contrary. Applicant is advised of the obligation 

under 37 CFR 1.56 to point out the inventor and invention dates of each claim that was 

not commonly owned at the time a later invention was made in order for the examiner to 

consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 

prior art under 35 U.S.C. 103(a). 

·9. Claims 17, 45 and 52 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Margalit et al in view of Jiau. The teachings of Margalit et al and Jiau have been 

discussed above. 

Re claims 17, 45 and 52: Margalit et al has been discussed above but is silent 

with respec~ to a contactless interface. 

Jiau teaches a communication unit 131 includes wireless connection 1311 (fig. 

38; paragraph [0051 ]). 

It would have been obvious to an artisan of ordinary skill in the art at the time the 

invention was made to incorporate a wireless connection of Jiau into the system as 
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taught by Margalit et al in order to provide Margalit et al with a universal system wherein_ 

the system can be utilized in any type of communications (i.e., contact, contactless, 

USB, etc.). Furthermore, such modification would provide the user the flexibility in using 

the system wherein the user does not have to concern about whether or not the system 

is compatible with a particular communication system that the user intend to use; and 

therefore an obvious expedient. 

10. Claim 30 is rejected under 35 U.S.C. 103(a) as being unpatentable over Jiau in 

view of Margalit et al. The teachings of Jiau and Margalit et al have been discussed 

above. 

Re claim 30: Jiau has been discussed above but is silent with respect to an 

interface that is complying to ISO 781 O or a 7816 compliant SIM module. 

Margalit et al teaches a personal token apparatus 125 having an interface that is 

a 7816 compliant SIM module (fig. 2). 

It would have been obvious to an artisan of ordinary skill in the art at the time the 

invention was made -to incorporate a 7816 compliant SIM module of Margalit et al into 

the system as taught by Jiau in order to provide Jiau with a universal system wherein 

the system can be utilized in any type of communications (i.e., contact, contactless, 

USB, etc.). Furthermore, such modification would provide the user the flexibility in using 

the system wherein the user does not have to concern about whether or not the system 

is compatible with a particular communication system that the user intend to use, and 

therefore an obvious expedient. 
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11 . The prior art made of record and not relied upon is co.nsidered pertinent to 

applicant's disclosure. 

The patents to Elteto et al (US 20010043702 A 1 ); Hoornaert et al (US 

20010054148 A 1 ); Sazawa et al (JP 2004246720 A); Long et al (US 6848045 B2); 

Abbott et al (>NO 200196990 A); Gray et al (US 6168077 B1); Silverman et al (US 

6370603 B1 ); Yao (US 6385677 B1 ); Leydier et al (US 6543690 B2); Liu et al (US 

6567273 B1 ); Yao (US 6658516 B2); Leydier et al (US 6694399 B1 ); Leaming (US 

6752321 B1 ); Margalit et al (US 6763399 B2); Leaming (US 6772956 B1 ); Feuser et al 

(US 6801956 B2); Liu et al (US 6676420 B1 ); Tordera et al (US 6879597 B2) are cited 

as of interest and illustrate a similar structure to a multi-interface compact personal 

token apparatus and methods of use. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Uyen-Chau N. Le whose telephone number is 571-272-

2397. The examiner can normally be reached on Mon-Fri. 5:30AM-2:00PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Michael G. Lee can be reached on 571-272-2398. The fax phone number 

for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http:i/pair-direct.uspto.gov. Should 

you have questions on. access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). 

July 7, 2005 

f]/jj__ 
Vyen-Cliau 1f. Le 
Examiner 
Art Unit 2876 
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m * Jj{ 1 ll2 jf& 0) ffl ffl m • 7 /" 4 A ,.: 1iQ-l,' T ' iru ll2 ::f :mi ~ ;){ t 1) ,.: El 2 0) ffl ffl m •• llff ~ m 
m 1.., T "' Q 7 7 --< Jv e iJ" - 1q.: m tfl t., t.: c t. e ff- -t -r-< v 7 1- 1J mm e ~ ~ t.,, wi 12 7 7' 
9'J"-y3::,,-J'o-!/5b..~, $(J)ffiffl9l!l11!&fi'ffO)m~~-K, iruEv~Al-9fflfflKJ::'J 
wi E iJ" - 1 { n' ; 7 7 -1' Jv e Iul ffl 1.., T wi li2 El 2 0) m m m • & m {I) fl: ~ :im t1t e m ~ -t Q c t e 
~ ffl t. "9 Q ffl ffl 9l! $ -r 1" -1' Ao 
( m * JJt 4 J 30 

m imt llt re t. -r - 9 ~*ti~ nJ ,m tJ: mm m • • 11t 0) -r 1" ,1 A ;t- - 1-,.: it t., ~ rut El :t£ tJ: ;t- - 1-::i 

*79t., n••~KML,M~@~~J::'JMfflem§~Qm1•~illiffl8t., n••~K 
ML,wi~ffilM~illiffl8t.~•/J:QM~@~emm1..,Tffifflem§""tQffi2M~illiffl$t. 
, -r 1"--< A r 5 --< 1", ;t- - 1- r 5 --< 1", oo Alm ru1: 5 --< "f '? 1J , ff~ {I) r 7' 1J 1r - 1/ 3 ::,, 7' 
o -!15 L.., m 1 • ~ illi fg m r 5 --< 1" & r.1 m 2 • ~ iffi mm r 5 --< '" e m tfl t., t.: ::f :mi~ ;){ -f: 1J 
t e <rm x. r.::1w mm• -r 1"--< A 0) •mm• 1i ~ i.: 1iQ-"' T, 
iru ll2 ;f- - l- ::i * 7 9 e M ffl 9l! $ & llff 0) -r J', -1' A ;f- - l- i.: m ~ L, tdfiU.: )8! il!IJ L, , iru ll2 ffl ffl iml 
*. llff iJ, ; 0) ~ fl] 0) T 1{ -1' A 7 7 -l! A ,.: M L, iru ll2 T J', -1' A r 5 -1' /" e ~ * L, T -1' ::,, A l- -
JI,, ~ -tt Q ~ ti A T •:; -J' t. , 
-1' ::,, A l- - JV ~ tt t.:: iru ll2 7 , .. -1' A r 5 -1' /" i.: J:: 'J iru ll2 -ffll Alm lliE 5 -1' / 5 1) e -1' ::,, A l- - JV . 40 
~ttTOOAlmruEefibttQ-ffl!AlmlliEATo/7't., 
OOA~lliEKd~L,kW~Kiru~77'9'r-y3::,,-J'o-!/5L..e-1'::.;AJ--~L,T·fi~tt 
Q.fiAT':J/t., 
iru~~lliE5-1'"f59&r.J77'9'r-y3::,,7'0-!/5b..O)·fi~J::Qn8&~t.0)77-l!A 
e iru ll2 ffi 1 X ';l: ffi 2 M ~ iffi ffl ffl r 5 -1' /" ,.: J:: 'J fit> tt Q illi ffl A T ':J 7' t. , 
7 7' 1J 1r - 1/ 3 ::,, 7' o -!/ 5 L.. 0) ~ 7 • i.: wi 12 -r 1"--< A r 5 --< 1", oo A~ ru1: 5 --< "f 5 1J & r.1 

77'9'J"-y3::,,-;J'o-!/5L..e7::.;-1'::,,AJ--~~t!Q7::,,.-(::,,AJ--~ATo/7't., 
e~x.kct.e~fflt.""tQffiffl9l!l11!1i~o 
(iti!f * Jj{ 5 ] 

·m w1-fJH~ t. -r - 9 ~ ~ tinif fig tJ: M ffl m l1I! • m 0) r 1., --< A ;t- - 1-,.: tt t., ~ rut El :t£ tJ: ;t- - 1-::i so 
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(3) JP 2004-246720 A 2004.9.2 

*79t. n••~~~LM~@~~J::1Jfflffle~~9GffitM~iffiffl ■ t. n••~~ 
~LAA~ffilM~iffiffl8t~ntJ:GM~@~eflefflLTfflffle~~9Gffi2M~iffiffl8t 
. 'T ,~ ,{ A r. 7 ,{ ,~. ;f- - l- r. 7 ,{ ,~ . ffl A~ ruE 7 ,{ / 7 1) • f:E ~ (I) 7 / 1) 'T - 1/ 3 ✓ / 
o 'J' 7 1,.. • a 1 • ~ iffi rn m r. 5 ,{ ,~ & r1 a 2 • ~ iffi rn m r. 5 ,{ ,~ em~ L t.:. 1"' ~ ~ 7-~ •J 
t e fil1i :it. t.:. ffi ffl 9J1 Ji f ,~ -{ 7.. (I) ::r :.,, ~ .:i - 9 ,c. . 
AA~ ;f- - l- ::r * 7 9 e ffi ffl 9J1 Ji & ut OJ f ,~ -{ 7.. ;f- - l- ,c. m ~ L t.:. IIHC. iii !i/J L . AA !2 ffi ffl iml * & Ii! tJ, ; (I) .lilt W (I) f ,~ -{ 7.. 7 7 -t! 7- ic. ~ L AA !2 -r ,~ -{ 7.. r. 7 -{ ,~ e ~ ~ L T -{ :.,, 7.. l- -
Jv c it G iii !i/J 7- T 'Y '1' t . 
,{ :.,, A 1- - Jv c n t.:. AA 12 f ,~ ,{ A r. 5 ,{ ,~ ,c. J:: 1J AA 12 oo A~ ruE 5 ,{ -;1 .5 •J e ,{ :.,, 7.. 1- - Jv 

citTfflAimruEefit>-ttGimrul:7-r 'Y '1't. 10 
fflA~ruE~d~Lk~ft~AA~7'1'9'T-1/3 ✓ /0'J'7b.e-{:.,,7,.}--~LT.fic~ 

G.fiAT'Y/C, 
AA~mru£5-{759&rJ7'1'9'T-1/3 ✓ '1'o'J'5L..(J)•fi~J::Gn ■ a ■ t(J)7?-t!7.. 

e AA 12 ffi 1 3U;t ffi 2 M ~ iffi ffl ffl r. 7 -{ ,qc_ J:: IJ fit> it G iffi ffl A r 'Y '1' t . 
7 / 1) 'T - 1/ 3 ✓ / 0 'J' 7 b. (I)~ 7 ~ ,c. AA 12 'T ,~ ,{ A p 7 ,{ '". ffl A~ ruE 7 ,{ / 7 1) & rJ 
7'1'9f-1/3 ✓ /0'J'7b.e7:.,,,{:.,,7,.J--~c~G7 ✓ 4 ✓ Al--~A'To//C, 

e•fic-ttGL.teMmt9G'1'o'J'5L..o 
[~P~(J)~W)fJ:~P~] 

[0001] 
[~~(J)~9G~ffi~~] ~ 

*~a~ ,;1: • f:E ~ (I) 1{ - Y -t Jv ::r :.,, ~ .:i - 9 ,c. i-t L ffl A (I) ::r :.,, ~ .:i - 9 Jm me m ~ 9 Q mm 
@ (I) 11i ffl 9J1 Ji f '" -{ A . ffi ffl 9J1 Ji 1i ~ & rJ '1' o 'J' 7 b. ic. M L . M ,c. • ~ 7 'Y - ~ 7 @ (I) 'J' 
Jv - '1' '7 i 7 (I) ::r :.,, ~ .:i - 9 mm e rm !I! ,c. ffl ~ 9 Q mm 9J1 :i:i f ,~ :-r A • ffl ffl 9J1 :i:i :n ~ & r1 
'1'0 lf5b.ic.M9Go 
[0002] 
mo~ (I) ~ ffi J 

f>E *. § ~ (I),{ - Y -t Jv ::r :.,, ~ .:i - 9 t im i; mm e tlBi tJ: ~ OJ n 1:1:1 :9i:: 7.-• m 9 Q :n ~ t L 
T ,;1:. 7 'Y '1' l- 'Y '1' ~ P D A t 1,, ? km ffi@ (I) f ,~ -{ A ,c. ffl g,j ,c. § 2 (I) f'I= t,HRJ fJt e ffl ~ L 
T :to ~ • $ AA ,c. f'F ■ ,c. ~ ~ fJ: f - 9 e B ffl' l'B ,c. fie ffl L T t,' Q f A 7 l- 'Y '1' ~ tJ, ; 7- - JV (I) 
~ft~.~@~ fJ: ~ e fU m LL~~ L. L. .fl et,¥ i5 ill! A, 7.-{le m L L 1,, Q 0 30 

[0003] 
* t.:. 1±1 ~ :9i:: ,c. J:: ? T ,;1: • -t L. ic. ~ 1ft L T 1,, Q f A 7 l- 'Y '1' ~ e § EB ,c. {le ffl 7.-~ Q ijj ft jJt iJf> 
Q L. t n' ; . ::x: ID J-. n t 1,, ? t.:. 1}I. m ~ tJ: 7 '1' ,; 1r - 1/ 3 :.,, 7.-.1:e. 1J Q ~ ft ,c. ti . , { - Y -t Jv 

::r:.,,~.:i-9effifflLT~ ■ 9GLC~7.-~Go 

[0004] 

[Mtjtf ::;t~ 1] 

~~~-~~tt~?-t!A, ~m~x=ry:.,,&~~tt. "USBAl-v-~ [~-•x=~ 
'7i7-] ". [Jfldl 5~2)=]38~~]. -{:.,,9-*,:;l-<URL HYPE 

RLINKhttp://beemail.jp/anywhere. html UR 
L://www.beemal.jp//anywhere. html> 40 
[0005] 

[ ~ P~ nt fW 7Jt L J:: -5 t 9 G ill Im ] 
L tJ, L fJ: jJt ; , 1{ - 1/ 7 Jv ::r :.,, ~ .:i - 9 (I) ffl fJt ,i . TA 7 l- 'Y '1' ~ 7 'Y '1' l- 'Y '1' t t,, ? t.:. 

. 1{ - 1/ -t Jv ::r :.,, ~ .:i - 9 ai ic. fj!jJ ·:{sf fJ: ijj ft nt Ii t A, ~ 7.-iJf> 1J . 011 :it. ti. 7-- Jv (I) ijj ft. ~ ~ 

m ~ ,c. ~ ~ LT {le ffl LT 1,, G f A 7 l- 'Y '1' t 1±1 ~ ,c. t,¥ i5 t$: < 7 'Y '1' l- 'Y '1' t 7.-ti. 7 P v 
A ~ tJ: ~ (I) :im m ~ ~ m 7-- ,i, * ~ ,c. m ,c. ~ ~ nt ~ 1.; -r L * 1,, • ~~ m ,c. 1"' fJ! tJ: ~ m nt ~ ~ L 
T 1,, Go 
[0006] 

L. (I) J:: -5 tJ: r&1 m e m 1Jt -r Q t.:. ~ • 011 :1t. tf '7 i -;1 7-- ,i, ~ I M A P 4 ~ (I)_ '1' o 1- ::r ,i, ,c. J:: Q 

~ ..:.. , qc_ J:: ,Q - :n: ,g :i:i (I) 1i ~ t iJf> ,Q nt • - :n; 1Er :i:i ic. W -3 00 A flt (I) ~ m rt~J !SN ~ 7 5 -{ 7 :.,, l- 50 
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(4) 

• ij- - 1, -=E--r ,1.t ,c. J: Q &: ,t; ~ fl OJ flt r t. 1,-,? t.:. rJJ m tJ' df> Q o 

[0007] 

JP 2004-246720 A 2004.9.2 

a: t.:. * t, ~ It, -r It, Q 5 •y '1' 1' •y '1' ,c. -:J ~ , fflt ~ L A N ~ P H S « fi! -:> -r ";I. - Jv ~ « ii Fa '9 
Q ij} .g-\ ~ .fl. .:f .fl. w: ffl 0) /{ - '.I T Jv ::I ✓ e' .1 - ; fRH:J-0) M C I A 7J - r tJt ~ ~ 1: df> ~ \ • 
.g-,c. J: -:> T M: /{ - './ -t-Jv ::i ;.t e' .:i - ; ffi: ,.: r 5 -1 /\ './ 7 1' 0) ,{ ;.t A 1' - Jv G , ~ ~ 1J: ~ '.iE 
f'F ~ « ff °? t. It\ -:J t.:: mJ ffll tJ: f'I= ~ tJ' ~ * ~ .fl. Q 0 

[0008] 

!I! ic. , -it - 1, ~ ic. 7 7 -l! A l T -r - ; « flJ ffl '9 Q ij} .g-, iifi 1lL I D t. 1{ A 9 - r « A tJ '9 
Q ffll A ~ ruE « ~ ~ t. l , ~ OJ t.: .i-b W ;m BtHc. 5 •y '1' 1' •y '1' « fi! ffl 9 Q .ijj .g-ic. tdJUl 1J: lm ruE Fi 
f'F tJt ~\ 11! t. 1J: Q O L. (J) rJJ m « wt WI 9 Q '& 0) t. l "[ u s B 1' - 7 ✓ * t.: ii I C 7J - r ,c. J: Q 10 

ffl A~ ruE TI\,{ A tJL(¥ ff 9 Q O l tJ, l \ L. -h ; 0) ffl A~ IDE TI\,{ A ti \ ffl A~ IDE« fi '? lm 
fig ic. 15H '::> -h -r to ~ , ffl A OJ ::i ;.., e' .:i - ; .ffl ~ OJ ffl ffi ic. ii M Lt l -r It' 1J: 1,-, o 
[0009] 

- n , -J. -=E-lJ A r •y 7 (J) J: -3 ic. ";I. -=E-1) (J) J-J. « ~ Ki l t.:: tJ - r ~ 1' - 7 ;.t '& 1¥ ff 9 Q tJt , c::. 

.fl. ; ti • 1J: Q j. -=E-1) lm tJg l tJ, * t.: i" \ ffl A 0) ::I ✓ e' .1 - ; Ii ~ 0) ffl ffi ic. ti M pt; G "[ It' 1J: It' 

[0010] 

!I! ,c. u s s (J) ~ w ,c. -;1. - 11.t '.I 7 1' « -'f l/J -1 ;.., A 1' - ,1.t c t.: -r 1, -1 A >t t¥ ff 9 Q nt c !l's¥ ff :5t 
~1) ,ffl-~";1.-~~15Hf:i.fl.Tto~, mru£«30ftffl~1J:7'1'1J7-V3;.t~1'J'Jit;lk 
::i ;.., e' .1 - ; .ffl ~ OJ m ffi ic. ,i M Lt -c-~ 1J: 1t , o 20 
[ 0 0 1 1 ] * ~ IIJI M:, ff~ (J) 1{ - 'I -r 11.t ::i ;.., e-.:i - ; ,c. ffl Am ruE « ~, ~ t. 9 Q '.I 11.t - '1'? .:i: 7 ~ OJ ffll 

A 0) f'F ~ .ffl ~ « ffii !I! ic. ffl ffi l -r f!J ffl -C-~ 7a> 1'lHIBl1 m! -r 1, -1 A, tlHIBl! ml n rt & "Cf '1' o './ 5 
L.«t1HJt9Qi:. t.«§~t.9Qo 
[0012] 

[~Jm«Wi!~9 Q t.::.i-b0)-¥13!:] 
~ 1 ( A ) ( B ) ( C ) t;t ;;$: ~ IIJI 0) Im ml~ B_ij ~ 1: df> Q o ;;$: ~ 11J1 (J) ffi ffl 9l1 J!i! -r 1'\ ,{ A ( e' 7 

1' - 7 ;.t 1 0 ) ,a: , 11:t Wit~~ t. -r - ; ~ ~ fJt "i:iJ fig 1J: ffl ffl 9l1 ml & Iii 0) TI\ ,{ A ;f- - 1' ,c. M l 
•m~:f:E1J:~-1'::i*7;t., nw•~~Mcfflt~@~~J:~mme~~9Qmi•~ii 
m w c P H s ~ ~ m w 3 6 ) t., n w & ia ic. i-t cm 1 •~ii m wt. ,a:~ tJ: Q • ~@ ~ «-fi! 30 
ffl l T ffl ffl « ~ ~ 9 Q ffi 2 fflt ~ ii ffl $ ( fflt ~ L A N ~ ~ ffl $ 3 8 ) t. , -r 1, -1 A r 5 -1 1, 

4 4 , ;f- - 1' r 5 -1 1,, ffl Am ru1 5 -1 -;1 5 1J 4 a , ff~ 0) 7 '1' 1J 7 - v 3 ;.., '1' o '.15 1,. , 

m 1 •~ii mm r 5 -1 1, & rJ m 2 •~ii mm r 5 -1 1, « ~ WJ c t.:: ~ ~ ~ -;1. -=E-1J c 7 5 •y v 
.:i. ";I. -=E-1J 3 4 ) t. , ~ - 1' ::i * 7 ; « ffi ffl 9l1 ml iJi'i ■ ( 1{ - '.I -r Jv ::i ;.., e' .:i - ; 1 2 ) OJ -r 
I\ -1 A ;f- - 1' ,c. mm l t.:: ~ ,c. ii;\ !1i1J l, ti!i ffl nlM * iJi'i ta tJ, G OJ IHJJ (J) -r /\ -1 A 7 7 -1! A ,c. t;f l 
-r I\ -1 A r 5 -1 /\ « ~ ~ l T -1 ;.t A 1' - Jv ~ -tt, -1 ;.t A 1' - Jv ~ -ht.: -r /\ -1 A r 5 -1 /\ ,c. 
J:~fflAlmru£5-1-;l51J«-1;.tA1'-~~-ttTfflAlmruE«fib-tt, fflAlmruE~-~Gk.ijj 
.g-,c. 7 7' 1J 7 - v 3 ;.., '1' o '.I 5 1,. « -1 ;.., A 1' - ,1.t c -r ~ fi ~ -tt , m ruE 5 -1 -;1 5 1J & "Cf 7 '1' 
1J7-v3;..,'1'0'./5L.OJ~fi~J:Qnw& ■ t.(J)77-l!A«m1x~m2•~.imfflfflr 

5 -1 1, i;: J: ~ fi b -tt, 7 '1' 1J 7 - V 3 ;.., OJ~ 7 ~ i.: ti mi ~2 -r 1, --1 A r 5 -1 1,, ffl A. lm ruE 5 40 
-1 -;I 5 1) & r.J 7 '1' 1) 7 - V 3 ;.t '1' o './ 5 L. « 7 ;.t -1 ;.t A 1' - Jv ~ -tt Q -r 1, -1 A 9l1 J!I! $ t. « 
fim~t.::C::. C«il'sf?lt.'9Qo 
[0013] 

c::. OJ t.: .i-o * ~ a_ij ti, mm m !.!fl -r /\ -1 A e ff~ OJ 1{ - 'I -r 11.t ::i ;.., e-.:i - !; ~ P o A ~ OJ -r 1, 
-1A~-1'~ffll~0~~1:, ffl!AmruE~mi~~!li'J~~.ftt,L~~- fflAmruE«M*-ttk 
ti ti , '.I 11.t - '1' ? . .:i: 7 ~ OJ 7 '1' 1J 7 - v 3 ;.., ~ oo tJt .ft -; L nt ~ , n ms t. OJ ili ~ m « ?i o f'F 
~ « 9 <: !zf1 ,1-1) Q L. t. tJt 1: ~ Q 0 

[0014] 

*kfflt~.imFa~~~=m~~.fl.Tto~, fi!fflf,JJ}ffiO)fflt~.ffl~~.g-b-ttT~!li'JW~~l-rn 
$ ~ Mt t;: 6i ~ tc. 7 '7 -I! A 1: ~ Q o 50 
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(5) JP 2004-246720 A 2004.9.2 

[ 0 0 1 5 ] 

]I! ,c 7 / 1) 'T - '1/ 3 ✓ 0) • fi 1:' ~ Jfl C :f1. t;: 7 - ; ,;1: ~ L ~ ffli H ;i( ,=c 1) ,c § :{¥ C fL * t;: * 
H ~ 0) 7 ,,r,. ,{ A e tAn,, L m .ii e ~ ;t Q t.' ,~ - '/ T Jv ::I ✓ e' .1 - ; ,c ,{ ✓ A }- - Jv L, t;: / 
o '.I =J b. ~ J-: =J -1 ,q;t ~ T 7 ::,; ,{ ::.; -7. l- - Jv c :f1., * H ~ 0) 7 ,,r,. -1 -7. e ~ L, 56 A, 1:' ~ Jfl L, 
t;: ,~ - 'I -r ,v :::z ::,; e" .i - ; * f;f. 0) ffl me * -:> t;: < 1i ti!ll -t Q L. t. 'hi -J;r. 1,, o 

[0016] 

i'.:. i'.:.· 1:' 7 ,,r,. -1 -7. * f;f. 2 6 t! ffi "15 ii rJ El ff -J;r. =t-- ~ 1:' S 9 o * t;: 7 ,,r,. -1 -7. ;f- - l- t! 011 .:t il U 
S B 2 ::I .:t-7 ~ 2 8 1:' S IJ , ;f- - l- J-: 7 -1 ,,r,. i;t U S B r 7 -{ ,,r,. 5 4 1:' S 9 o ]I! ic ffi 1 ■ ~ 
illimffiH! PH s ~~@~e~m-t Q PH s m~rarm 3 6 1:'S 1J, m 2 ~~illimrm,;1:•~ L 
ANe~JflT9 ■ ~LANm~ffl$3 81:'S9o IO 
[0017] 

* H ~ 0) m ffl m .ii 7 , ,r,. -1 A ,c ~ 1J -1 ::,; A t- - ,1,, -t Q 7 7' 1J 1r - 1/ 3 ::,; 7' o '-' =; b. ,;1: , ~ rx 
0)1i!Jfflm.ii9m1:'7-;e~fl99e'7~-e'7~0)'./~-7'?i7460)9!1.ii7'o'.f=j 
b.1:'©9o 
[0018] 

i'.:.OJ~i~77'9'T-'1/3 ✓ 7't1'.l=Jb.~'.f~--J'?i79!1.ii-J'o'.f=Jb.OJWft, MA~ 
ru1: =; -1 "f =; 1J ,;1: m 1 ::;u;1: m 2 ~ f2i! illi ra rm ic ~ 1J ;;. rm 0) ~ ru1: if - ,qc m $n L, -r im ru1: m .ii e • 
fic'lt9o 
[0019] 

'.f~--J'?i7fi.ii-J'o'.f=Jb.ti,~ffliH;i<-=c-9~~fl7-;e~ffiL,,§!WJ•~'-'~- ~ 

/ 9 i 7 ,c ll/4 L, L 1,, Q fl!! 0) t.Ull m .ii. m 0) § ffi L, L 1,, Q ~ fl 7-; t. 0) Im Me t. Q O RP "15 

, '.I ,1,, - 7' ? i 7 m .ii 7' o '.I =; b. ,;1: , EI -e. 0) ~ fl. 7 - ; t. fl!! 0) m ffl m .ii • m t. 0) 1~ im WI e 
MmL,k~ft, fl!!OJ9m~0~~7-;e~ffll,TV-9T9L.C~~IJ~fl7-;0)jpj 
M e t. ~ o L. 0) t;: 6'J 1:1Hi J1; 0) :::z ::.; e" .i - ; e ~ m "t Q 111.iHc t , iii fir 0) ~ fl 7 - ; e fI1 m 1:' 
~ 9o 
[0020] 

'.f~-7'?i79l1.ii-J'o'.f=Jb.ti, ~JflM3j.77,1~e~ffliH;i<-=c-9~M~"t~~~;i<,=c 
1J ~ ii 0) ~ J:E. e • m G t;: w ft , 7 7 -1 ,v 1J A t- 0) * ~ ,c m ~ t., -r ", Q 7 7 -1 ,v e '-' ,v - 7' 
?i7~fli499fl!!O)fflfflm.ii•m~&mGkm~77,1~eM*G-r§#J1;0)9::,;7fflffl 
e:f§~L,, ~OJ-~~JflM~77-1~e77-1~97-.l-OJJ1;~mm~M~"t9o ~ 
[0021] 

L. OJ t;: 6'J 7 '" -1 ;i.. 17-3 w« ;i< -=c 1J ,c lfltl ~ 'hi s -:> -r t , '.I ,1,, - 7' ? i 7 ,c mi -t Q 011 ;t ,1 lli: m OJ e" 
7 • m t ti: ,Q ,~ - 'I -r ,v :::z ::,; e" .i - ; ,c ~ fl 7-; e & m § ffi c -tt, ~ OJ 1J ::,; 7 mm OJ 3j. 

e 7 , ,r,. -1' ;i.. J1i ,c § * -t Q L. t. 1:' , ;i< -=c 1J ~ :1uc ffltl llN 'h~ s -::> -r t ~ fl 7 - ; e Iii • ,c § # 1:' 
~ Q o L. 0) 7 '" -1 A 0) ~ ffli H tt ;i< -=c 1J ,c § * L, t;: 1J ::.; 7 mm ,;1: , EI ~ 0) ,~ - '/ -r ,v :::z ::.; e" 
.i_ - ; e ~ m -t '@ ~ ,c , *Han OJ 7 '" -1 ;i.. e ~ G 56 ts L. t. ,c ~ 1J 1J ::,; '7 m ffl 1:' m IE c :n Q 
§:{¥J1;~;-7-;eafflGT§N"t'@i'.:.t.~1:'~'@o 
[002.2] 

* t;: mm m .ii 7 ,,r,. -1 A ,c s -:> -r ,;1:, ~ • H ;i< -=c 1J ,c EI -e. 0) mm m .ii•~ 1:' ~ m G -r 1,, Q _7 
7 -1 ,1,, e if - ,q;: m ~ t., t;: L. t. e ff- -t v 9 ;i.. t- 1J mm e !f ~ G , 7 7' 1J 1r - 1/ 3 ::.; 7' o '-' 40 
=; 1,.. ,;1:, ft!! 0) 111 mm .ii• m 0) ~ 56 3j. • ,c, ~ ffli H ;i< -=c 1J ,c !f ~ L, -r 1,, '@ v 9 A t- 1J mm ,c 
~ 1J -tt - , " 'h' 0 7 7 -1 ,1,, e a ~ G -r EI -e. 0) m .ii • 11 0) f'F ~ ffl m e m ~ -t Q o 
[0023] * H ~ 0) 51,1 0) ~ mn;:: s -:> -r ,;1: , • ffl m .ii 7 , ~ -1 ;i.. 0) ;t- - t- ::z * 7 ; ,c ~ 1J m $n -t Q m m m 

.ii 9 !fl ti: m ~ ffl lii5 1:' S IJ , i'.:. OJ .ijJ} ft , 7 7' 1J 'T - '1/ 3 ::.; 7' o '.I =J b. i;1: , ~ illi mt 00 OJ a5( ;f:L ?' 
- t- 0) illi ~ • ,c ?' - t- im ffitJ mi t. il!l ~ m .ii e fi 5 L. t. e ~ m t. -t Q o * tdi11 ffl m .ii 7 '" -1 ;i.. 
0) ;r-- t- ::z * '7 ; ,c ~ 1J m $n -t Q m m m .ii ~ m ,;1: ffHIHl:t li! 1:' s 1J , 7 7' 1J 1r - '1/ 3 ::.; 7' o 
'.I =; b. ii. , EI !lY1 ~ 3'c m t 0) rm 1:' itli ~ 0) 1114 A m 1m e rr 5 r. t. e ~ m t. -t ~ o L. 0) ~ 5 ,c ~ iffi 
llOOOJ~a~EI!WJ~,'cllOJ~Jfl~~~- ■ ~ll~e~JflL,k9!1.ii~M$~1:'~~o 

[0024] 50 
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* ~ 111H1: ff~ 0) ,~ - '/ -t Jv ::i ✓ ~ .:i - ~ ,.:. 3/ Jv - 7' t) .r. 7 ~ 0) iii A 0) w ~ ffl me ffi'i • ,.:. m 
~L,T~ffl~~QfflfflmiinWemmTQo 
[0025] 

RP -1_5 , * ~ WHL m imi .au~ t =r - ~ iliid~b'Fi=iJ fig tJ: ffl m m i:i • ~ 0) =r , " -< ;,_ ;t-- 1--,.:. M G • 
~~~tj:~-l--:I*7~t, n••~KMG ■~@~K~~•mem~TQffil ■ ~iffiffl 

Bt, n••~KMGffi1 ■ ~iffifflBt~ntJ:Q ■ ~@~emmGTfflfflem~9Qffi2 

• ~ iffi m • t , =r ,:r..-< ;,_ i.: 5 -< '", ;t-- 1--i.: 5 -< ,:r.., iii Am ru1: 5 -< "'f 5 1J , ff g 0) 7 7' 1J 
1r - v 3 ✓ 7' o 3/ 5 L., m 1 • 1r.;il ifil mm i.: 5 -< ,:r.. & 'Cf m 2 1!U:lil ifil mm i.: 5 -< '"em Wi Gt.:: 
1' ~ ~ ~ -=c 1; t e rm ;{. t.:: =r ,:r..-< ;,_ 0) Mm m i:i n w ~ s ? T , 
~ - 1--::i * 7 ~ e • ffl m Ii• mt OJ =r ,:r.. -1 ;,_ ~ - 1--,.:. m ~ t., t.:: ~u.:. re !IVJ t., , mm~*• m tJ, 10 
; OJ :Ill flJ 0) =? '" -1' 7- 7 7 -I! 7- ,.:. M L, =? '" -1' 7- r 5 -1' /'\ e ~ ili L, T -1' ✓ 7- 1--- JV ~ it Q re !lw 
7-T •:; 7' t , 
-{ ✓ A 1--- JV ~ n t.:: =r J'\ -{ A r 7 4 ,q;: ~ ~ 00 Alm liiE 7 -1' / 7 1) e -1' ✓ A 1--- JV ~ it L iii 
A Im ruE e fi b it Q Im ruE 7-::;-•:; 7' t , 
iilAlmliiE~d~L,k8~~77'9'T-V3)1-:J't:1',/5.b.e-1' ✓ 7-J---~L,-rWfi~itQW 
fi 7-T •:; 7' t , 
lmruE5-1'"'f59&rJ77'9'T-V3)17't:1',/7.b.O)WfiK~Qn••~t0)77-l!Aeffi 
1 ~ M: m 2 • ~ iffi m m r 5 -< '" ,.:. ~ ~ rr v it Q ifil m ;,_ ::;-•:1 7' t , 
7 7' 1; 1r - v 3 ✓ 7' o 3/ 5 L. 0) ~ 7 II'? ,.:. =r ,:r..-< ;,_ r 5 -< ,:r.., oo Alm M 5 -< "'f 5 1; & rJ 7 7' 
1) 'T - 1/ 3 ✓ 7' 0 ',/ 7 .b. e 7 ✓ -{ ✓ A 1--- Jv ~ it Q 7 ✓ -{ ✓ A 1--- Jv A T ':I 7' t ' 20 
e rm;{. t.:: ct e Wffl t 9· Q o 

[0026] * ~ 11JHi , ff g 0) , ~ - '/ -t Jv ::i ✓ ~ .:i - ~ ,.:. 3/ Jv - 7' ? .r. 7 ~ OJ iii A 0) t'F ~ ffl m e lffi • ,.:. 
ffl~L,-r~m~~Q:I)l~.:i-~~-fi~ttQ-:/'t:1',/5.L.emmTQo 
[ 0 0 2 ·7 ] 

RP -15 , * ~ 11}] 0) 7' o 3/ 5 L. ti , m imi mm t =r - ~ ~ m tJ~ i'iJ fig tJ: mm m i:i a~ 0) =r '"-< ;,_ ~ 
-J--KML,ff~~~tj:;f--}--:I*7~l:, nB&mKMG ■~@~K~~mffleili~TQ 

m1 ■ ~iffifflBt, n••~KMGffi1 ■ ~ifilfflBt~ntJ:Q ■ ~@i!emmG-r ■ me 

~ ~ 9 Q m 2 • ~ iffi m • t , =r ,:r.. -< ;,_ r 5 -< '", ~ - 1--r 5 -< ,:r.., iii Am ru1: 5 -< "'f 5 1J , 
ff g 0) 7 7' 1J 1r - v 3 ✓ 7' o 3/ 5 L. , m 1 ■ ii ifil mm r 5 -< '" & 'Cf m 2 • ~ iffi mm i.: 5 -1 . 30 
,:r.. em Wi G t.:: 1' :!iii~ ~ -=c 1J t e rm ;{. t.:: •mm i:i =r '" -1 ;,_ 0) ::i ✓ ~ .:i - ~ ,.:. , 

~ - 1--::i * 7 ~ e •mm i:i • mt 0) =r '" -1 ;,_ ~ - 1--,.:. m ~ G t.:: ~ ,.:. re !IVJ G , mm~*•~ tJ, 
; OJ A flJ 0) =? '" -1' .7.. 7 7 -I! 7- ,.:. M L, =? '" -1' .7.. r 5 -1 '" e ~ ili L, -r -1' ✓ .7.. 1--- Jv ~ it Q re !IVJ 

-< ✓ ;,_ 1--- Jv ~ :n. t.:: iru !2 =r '"-< 7-. r 5 -1 '" ,.:. ~ ~ iii A~ ruE 5 -1 "'f 5 1J e -1 ✓ ;,_ 1--- Jv ~ it 
-rOOAlmruEefibitQ~lii£7-To/7'l:, 
iilAlmruEKd~Gk8~K77'0'T-V3)17'0',/5.b.e-1')1.7-J---~L,-CWfi~itQW 
fi.7-T •:,, "ft, 
lmru£5-1'"'f50&rJ77'0'T-V3)1-:/'o',/5.b.O)WfiK~QnM&~l:0)77-l:!7-effi 
1 ~ ti m 2 • ~ iffi -Fam r 5 -1 '" ,.:. ~ ~ rr v it Q ifil m .7.. ::;-•:1 7' t , 40 
7 7' 1) 'T - V 3 )I 7' o ',/ 5 .b. 0) ~ 7 II'? t.:. T 1<; -1' .7.. r 5 -1' 1<;, 00 A Im liiE 5 -1' "/ 5 1) & '(j 7 7' 
0'J"-:,,3)17't:1',/5.b.e7)1-{)l.7-J---~~it~7)1-{)l.7-r--~.7..To/7't, 
eWfi~itQi:. teWfflt9Qo 
[0028] 

1;:tJ:Qo 
[0029] 

[ ~ IIJl 0) W 81!i 0) ffH!U 
egJ 2 ti, '*~II}] ,.:. ~ ~ ~ 7 1--- 7 )I t llij1-tf tt ~ ffl ffl m Ii=? J'\ -1' 7- ;IJ~ :l@ ffl ~ n Q V 7- ::;-.b. ffl 
m 0) 1m IIJl egf ~ s .'!> o so 
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[0030] 

m 2 tc to 1.,, T, * H ~ 0) 51l1 J!I! -r 1'\ -1' 7- ti e' 7 I- - 7 :1/ 1 0 t l., T ~ fJl ~ti.Tl-' Go e' 7 1-
- 7:1/10 ~ M ~LAN t PH SO)= ffl ~ ~ tl k ~ ffl m ~ ~ ~ ~ - OOA~ruEffil:Jt&rJI/~ 
--:1?i7V7-rbffi·~~~H;l.t9L~~~l.,k}--7::,t~O)ng~975~-~~ 
.IE, Q 0 

[0031] 

1:. 0) e' 7 1-- 7 ::,; 1 o ti , 011 ;t ti 1±\ iJm 9c ~ fie Jfl "t Q 1:. t 0) ~ ~ G , " - 1/ -t Jv :::z ::,; e' .1 - 7-
~ 1 2 0) u s B 2 ;f- - I- tc ~ 1..., ib tr 1:. t ~, ~ Jfl 9c t tJ: Q '" - 1/ -t Jv :::z ::,; e-.1 - 7- 1 2 0) 
INP!t ~ m -t 1:. t tJ: < im ruE f'!: ~ ~ fi 1.,, , .El "? I/ Jv - -:t ? i 7 v ;i_ r b .JNJ m ~ , " - Y -t Jv :::z ::,; 
e-.:i. - 1iZ . 1 2 L tc ffl ~ 1..., , e-7 •:; - e-7 ~ 0) I/ Jv - -:1 ? i 7 tc ~ Q 5ll1 J!I! ~ iiJ ~ t "t Q o 10 
[0032] 

i:. 0) ~ -3 tJ: e' 7 I- - 7 :1/ 1 0 0) fie }fl ffl t1t tc .IE, -::> T ti , e' 7 I- - 7 :1/ 1 0 0) - ~ L A N & rJ 
P H S 0) iffi ffl fflt ~ ~ flj Jfl l., T , P H S ~ ft!! Jm 2 0 * t.:ti M ~ L A N tc ~ lit l., t.:: * ':J I- 7- ;f­
·:1 I- 2 2 tO)rdJteimffl@~~lit.1l.l.,, .-{::,t1;;l-::t-•:1 I- 1 6~~BJl.,T011.:tt;f-:/o::l=,V-lj-­

'" 1 s e ft 1..., t.:: L A N 1 5 tc m $le~ tt. -r 1.,, Q I/ Jv - -:t? i 7 tc J& "t Q e-7 & ~ 1 4 - 1 ~ 
1 4 - 3 ~- -1' :1/ 1;;l-;t- ';JI- 1 6 IC rnrm•$n~ tl Ge' 7.lel 1 4 - 4 t O)rJJ~-r-1;;l Ii:~ 
:fer 9 Q I/ JV - /? i 7 1/ A 7 b ~ m ~ 9 Q O * t.:: ' e' 7 I- - 7 ✓ 1 0 e fie }fl 7t t tJ: Q '" -
1/ -t-Jv :::z ::,; e' .1 - 7- 1 2 tc ~ 1..., ib 1v t.: ~ 0) ffll A. m ruE 0) m J!I! tc t-t lit 1..., , --1 ::,; 7- - * •:1 1- 1 6 
Ii: 1)- l., Tm ruE -lj-- 1'\ 2 4 ti~~ tt /:;, ti. T l-' Go 

(0033] 20 
m 3 ti, * H l:IJI tc ~ G :\=-- ~ 0) e' 7 I- - -7 ::,; 1 0 0) n ll ~ ff- l., -r 1.,, Go e' 7 I- - -7 ::,; 1 o 
ti , If Ira Jilt~ ~ tt. t.:: '" •:1 'T - ~ tc ~ Q -r '" -1' 7- * f;.t;: 2 6 ~ :\=-- ~ tc ffl ml 1..., , -r '" -1' 7- * f;.t;: 
2 6 0) - ~ tc '" - 1/ -t JV :::z ::,; e' .:i. - 1;;l ~ P D A tJ: }!. 0) ffi ffl 5ll1 J!I! & ~ tc m $le "t Q t.:: ;/J 0) -r '" 
-1' 7- :I :3t-7 1;il t l., T 011 ;t ti U S B 2 :I :3t-7 1;il 2 8 Ii: ~ tt T l-' G o 

[0034] 

i:. i:. ~ U S B 2 -1' :1/ 1;;l 7 i - 7- ti, '" - 1/ -t Jv :::z :1/ e' .1 - 1;;l & "(} P D A {J{IJ 0) U S B 2 ;f- -
l-~~9-Q:::Z:;t-71;;lM~~e'7l--7:1/l0~~l.,••mM'i:fi-3t~~~T-1il&me 
fi -3 c:::. c ti~ ~ ~ G o 

[0035] 

m 4 ti , * H 1:1J1 tc ~ Q e' 7 1-~ 7 ::,; 1 o 0) ,, - r ? i 7 m lilt 0) :r a •:1 7 m ~ s Q o m 4 tc 30 

to l,\ T, e' 7 I- - 7 ::,; 1 0 tc ti'" - 1/ -t JV :::z ::,; e' .1 - 1;;l ~ P D A tc ~ l., ib tr t.:: ~ 0) U S B 
2 :I :3t-7 7- 2 8 ;IJ~ ~ tt /:;, ti. , i:. ti. IC ~ l-' T U S B 2 -1' :1/ 1;il 7 i - 7- 3 0 & "(} M P U 3 2 'IJ~ 
1lQ tt /:;, ti. T l-' G o 
[0036] 

M p u 3 2 t: ~ l., L ti ' ~ ~ H ;I. t IJ l!' .IE, Q 7 7 ';J 1/ .1 ;I. t 1) 3 4 ;IJ~ • $le ~ ti. Q O * t.:: M 
PU32~~l.,T~, n••~cO)M~@~~~GT-1;il&mefi-3k~PHSm§fflg 
3 6 t M ~ L A N izBt ffl g 3 8 ti~ li2: tt /:;, ti. T 1.,, Go 
[0037] 

egi s ti , egi 4 0) 7 5 •:1 v .1 ;1. t •J 3 4 0) m Nfi ~ -s t tJ: Q ;1. t •J -z •:1 -:1 0) im ~ m ~ s Q O 1:. 

0) ;1. t •J -z ·:1 -:1 4 o tc ff- "t -~ -3 tc , 7 5 •:1 v .1 ;1. t •J 3 4 tc ti, -r '" -1' 7- m J!I! 7' o I/ 5 b 40 
4 2 , -r '" -1' 7- r 5 -1' '" 4 4 , 7 -:1 1) 'T - V 3 :1/ 7' o I/ 5 b t l., T 0) '/ Jv - 7' ? i 7 4 6 

, ffl! Am ru1: 5 --1 :r 5 •J 4 s , P H s r 5 --1 '" s o , • ~ L A N r 5 --1 '" s 2 & r1 u s B r 
5 -1' '" 5 4 ti~ r ~ :f:li Wi ~ti.Tl-' Q o 
[0038] 

i:. 0) ~ -3 tJ: 7' o I/ 5 b ffi bJt tc $Jc < ~ IJ 0) ffi bJt ti -r - 1;;l ffi bJt 5 5 c tJ: -::> T to IJ , 1:. 0) ~ 8fg ~ 

®0)77'9'T~V3:1/~SGl/~-7'?i7V7-rbfflJ:1tO)ffl~~~IJm§ffl~tt.k77 
--1 Jv -r - 1il n~ m Nfi ~ tt. Q o c:::. 0) -r - 1il ffi bJt ti , I/ Jv - 7' ? i 7 v ;i_ r b ffl m 0) ~ .g-tc ti , 
ti 001 tc I& IJ ili L -r ff- "t ~ -3 tc 7 7 -1' Jv •J 7- I- 5 6 t ~ -r - 1il bJt 5 7 ~ #4 ml ~ tt. -r 1.,, Q o 
[0039] 

c:::. c:::. ~, ;1. t •J -z •:1 -:1 4 o 0) 9c m ,: m Nfi ~ n -r 1.,, Q -r '" --1 A~ l!I! -:1 a I/ 7 b 4 2 ti, M P so 
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U 3 2 t.:: J: Q ~ fi 7: ~ 7 }- - 7 Y 1 0 (J) 0 S l:. tJ: Q -r 1<; -1 .7. !ll1 JI$ l:. C -C !lib fl: 't Q o 'J:. (J) 
T ,<; -1 .7. r 7 -1 ,<; 4 4 ti , ~ 7 }- - 7 :::.,, 1 0 e J{ - '/ T Jv ::i :::.,, ~ .1 - 9 ~ P D A ,.:: ~ l.., ib 

1,,, tt ~ (J) ~ 7 1--- 7 Y 1 o t (J) ~ IJ ~ IJ e fi -3 t~ Ii.> 0) "f □ '.f 7 b. c: ~ IJ , 1{ - '/ -r ,1,, ::i Y 
~ .1 - 9 ~ P D A 001 ,.:: i:. (J) -r ,<; -1 .7. r 7 -1 J<; 4 4 '/Jt tJ: t,, .t£}-@-,.:: ti, VJ M !ll1 JI,.:: J: IJ 'r J<; -1 

.7. r 7 -1 ,<; 4 4 e -1 :::.,, 7- 1-- ,1,, L -r , ~ 7 1-- 7 :::.,, 1 o t (J) ~ tJ ~ tJ e fit> -it Q o 
(0040] 

'.f ,v - "f '7 .:c. 7 4 6 ,i 7 7' •J 'T - 1/ 3 :::.,, 7' o '.f 7 b. c: db IJ , 1{ - '/ -r ,1,, ::i :::.,, ~ .1 - 9 ~ P 
D A 001 ,.:: -1 :::.,, .7. I- - Jv c :tt t~ T, <; -1 .7. r 7 -1 J<; 4 4 (J) 9l1 JI ,.:: • ct 1J ~ L ib ,7j. ,t; ,.:: ~ '7 :::.,, a -
r c :tt T '.f Jv - 7' '7 .:c. 7 1/ .7. r b. ~ ~ e f'F IJ , ~ 7 'Y - ~ 7 ~ 0) =r - 9 ~ fl ,.:: ct Q iii ~ fil 
efi?o 10 
(0041] 

m .A m mE 7 .-1 7 7 •J 4 s ti: , '.f ,1,, - "f '7 .:c. i' 4 s (J) -1 :::.,, .7. 1--- ,1,, ,.:: ,t; fl.. -:, m A m ruE !ll1 JI (J) 
t~ /rlJ ,.:: ~ ib i1j. ,t; ,.:: -1 :::.,, .7. I- - Jv c :tt , lm IDE ii!!i im e ml < i:. t 7: .:z. - 'If ,.:: ct Q I D t J{ .7. 9 -

r: 0) A :tJ e ~ tJ-, 11-mI (J) m IDE -tt - ,<; 2 4 t (J) ~ tJ ~ tJ c: m IDE m J1 e fi -3 o 
(0042] 

P H s r 7 -1 1;; s o ,i ~ 4 (J) P H s iii~ m mI 3 6 e !lib f'F L, ~ 2 (J) ct -5 ,.:: P H s ~ :If!! ffli 2 
otO)mi,.::mt$i@l$ie~.ftL-r, ~71--7:::.,,1 oO)~Jb,7j.1:'fflAmIDE7-1:t7 1J 4 s& 
rJ '.f ,v - 7' '7 .:c. 7 4 6 nt -1 :::.,, .7. 1--- ,v c :n t~ fJI.! m ,t; t tJ: Q 1{ - '/ -r 1v ::i :::.,, ~ .1 - ~ 1 2 0) 
'.f )V - 7' '7 .:c. 7 1/ .7. r L. J.!lt±l ,.:: :t.Ht Q 011 ~ ,! lm lliE -tt - ,;; 2 4 t 0) rdl 0) m IDE 0) t~ cVJ 0) iffi f.L 
©Qv'M:1!7&llt 1 4 - 1 ~ 1 4 - 4 tO)mJO)l!7'Y-1!70)-r-9iii~mefi-5o 20 
(0043] 

mt $i L A N r 7 -1 1<; 5 2 ,;1: , ~ 4 0) mt ~ L A N iii ~ ffi $ 3 8 e fljlj ffiJ L , ~ 2 (J) * ':I I- .7. ;f­
':J I- 2 2 l:. (J) rd! 1:' mt ~ @I ~ ~ Iii "tl. l.., , Im t; < '.f Jv - 7' '7 .:c. 7 1/ .7. T b. ffl i'Jl i.:: .ts ,t Q ffl A lm 
IDE9l!J1~$0)1!7&llt14-1~14-4tO)mJO)-r-9~flO)kcVJO)iii~mefi-5o 
(0044] 

i:.. 0) P H S r 7 ,{ 1<; 5 0 t mt~ L A N r 7 ,{ 1<; 5 2 ,i , 2 -:::> 0) mt~ @I $i e i;J IJ ff ~ T {JI! ffl 
T Q t~ /rlJ ,.:: ~ tt 6 tt T .ts 1J , I! 7 I- - 7.:::.,, 1 0 e ~ L, ib A, tf. 1{--: '/ T Jv ::i :::.,, I! .1 - 9 ~ P 
o A 0) fle m :im tJH: ~ e , 1,, ~ n n' - 1.i 0) iffi m @I $i e EI !lilJ ~ ,c iff m L -r 11-ffl3 • M t 0) rm 0) iii 
~m~fi'?o 
(0045] 
~ 6 ti , * ~ aJJ 0) I! 7 1-- 7 :::.,, 1 o e 1{ - '/ -r ,i, ::i :::.,, I! .1 - 9 1 2 ,c ~ Lib 1v -r- u s B 2 
-1 ✓ 9 7 .:c. - A 6 2 i.:: ct Q m ~ ~ ~ tr C t~ ~!lib~ (J) ~ ajj ~ 1:' 6D Q O J{ - '/. T Jv ::I ✓ ~ .1 -
9 1 2 0) U S B tc ~ 3 tc if- T I! 7 l- - 7 :::.,, 1 0 0) U S B 2 ::i ;t- 7 9 2 8 e ~ L, ib ts t , 1{ 

-'/7~::l ✓~.1-91200l~6USB2-1✓97.:c.-.7.620)ffl~7,{:::.,,eiffie-r~7 

1-- 7 :::.,, 1 o ,c • ~ Wi m nt rr t> n, ~ 4 ,c if- Lr~ I! r 1--- 7 :::.,, 1 o 0) 1, - r: '7 .:c. 7 n' ~ !lilJ 
L, , ~ 5 0) 'r 1<; ,{ .7. !ll1 JI 7' o '.f 7 b. 4 2 '/Jt M P U 3 2 0) j. -E 1) ~ t!Jt tc lut JJ.. ib * ti. T ~ fi c 
tt, i:. 0) -r 1<; ,{ .7. 9l1 J1I! 7' o '.f 7 L. 4 2 (J) ~ fi ,c ct IJ , U S B r 7 ,{ 1<; 5 4 , P H S r 7 ,{ 
1;; 5 0 & rJ mt $i L A N 5 2 '/Jt !lilJ f'J: ~ ti t tJ: Q o 

(0046] 

30 

I! 7 1--- 7 :::.,, 1 o e 1{ - '/ -r ,i, ::i :::.,, I! .1 - 1il 1 2 1c ~ t.., ib 1v tt ~ 1c 1{ - '/ -r ,i, ::i :::.,, I! .1 - 40 
9 1 2 001 IC I! 7 }- - 7 :::.,, 1 0 (J) T ,;; -1 .7. r 7 -1 1<; 4 4 '/J~ 1¥ tE l.., tJ: '/J' -::> t~ t£}-@-IC ti, ~ 7 (J) • 
ct -5 tJ: .,,r :::.,, .7. 1-- ,v ~ * ii!!i oo 4 s nt 1 { - '/ -r ,v ::i :::.,, I! .1 - 9 1 2 001 -r-~ if- c :n , =r 1;; .,,r .7. 
r 7 .,,r ,;; 4 4 (J) .,,r :::.,, 7- 1-- ,1,, e -!lE 'to 
(0047] 

-=t-i:.. 1:' , .:z. - 'If ti ,{ :::.,, .7. }- - Jv ~ >1< ii!!i im 4 5 ic m v' T 7 -1 T L. 4 5 - 1 Ii:. ff- c ti. T v' Q 1 

-R*k~-~O)ij}}ffi~6,{:,t.7.J--~TQJe~tRL,T8fi~9:::.,,45-2e~f'l:TQ 
t , 1{ - '/ -r ,v ::i :::.,, I! .1 - 9 1 2 0) u s s r 7 .,,r 1;; 6 o n' G I! 7 1-- 7 :::.,, 1 o 0) u s s r 
7 -1 1<; 5 4 IC -1 :::.,, .7. I- - Jv ~ >1< 0) t~ /rlJ (J) ::i -z :::.,, r '/J~ ~ iii c :tt, ~ 8 0) ct '? IC 7 7 ':I 1/ .1 j. 
-E •J 3 4 n' G =r 1<; .,,r .7. r 7 .,,r 1;; 4 4 n~ lut JJ.. m c :n, 1{ - '/ -r ,v ::i :::.,, I! .1 - 9 1 2 0) o s s 
8 (J) m JI~ fig (J) 1 -:::> t l.., L T ,;; -1 A r 7 ,{ 1;; 4 4 - l '/Jt ,{ ✓ A I- - Jv C :n Q O 50 
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[0048] 
e-r 1-- 7 ;,, 1 o a> :y , , --r .7. r ::; --r , , 4 4 - 1 t.J' --r ;,, .7. 1-- ,v c n Q t , ~ g (J) ~ -3 i.:. :Y 
,, --r A r ::; --r ,, 4 4 - 1 i.: ~ ? .-r e-r 1-- 7 ;,, 1 o t.,, ; oo A~ IDE ::; --r 7 ::; 1J 4 a - 1 t.J' --r 
✓ A l- - Jv C .fl' ~IDE@ mi t.J' /'\ - '/ 7 Jv ::i ✓ e' ::i - ,!) 1 2 i.: ~ ff- C .fl Q 0 

[0049] 

r. a> t.: elf) .:.r.. - -If M: , Im IDE@ mi a>)., t, W ,.:. ~ L, I D t I'\ .7. '7 - r 'i:' A tJ L, -r Im IDE 'i:' ~ ;:R 't Q 
t , ~ 2 (J) ~ -3 i.:. P H S ~ it!! mi 2 0 £ t.: M: * •;; l- .7. ;f- •;; l- 2 2 i.:. iY.> Q M ~ L A N (J) 1,, 1' .fl 
t.J-i.:. ~ QM~ §I 1u.: ~ 1J m IDE -it - ,, 2 4 i.:. ~ L-m IDE~* t.Jq-r t> n, .iE L- 1,, .:.r. - -If 1: ilf> n ,a: 
;ijk Im ~ ~ t.,qf G .fl Q o 

[0050] 10 
r. a> ~ -3 tJ: m IDE i.: J£ JJJ -r Q t , '" - '/ -t ,v ::i ;,, e' ::i - -!) 1 2 001 (J) -=r ,, --r .7. r ::; --r ,, 4 4 -

1 ,i , ~ 1 o a> ~ -3 ,.: e' r 1-- 7 ;,, 1 o a> lf ,v - 7' ? .:i:. r 4 6 e , " - '/ -t ,v ::i ;,, e' ::i - 1J 
12a>OS58(J)re~(J)7-J'97-V3;.;7'olf5b1:iY.>Q'/~-7'?.:i:.746-ltL, 
-r ,{ ;,, .7. l- - Jv L, , i:. .fl i.: ~ ? -r lf Jv - 7' ? .:i:. 7 V .7. -r b ffl m 'IJ' , " - '/ -t Jv ::::i ;,, e' ::i - 1J 
1 2 OOJi.:m~ctLQo 
[ 0 0 5 1 ] 

i:. i:. -r.-, '" - '/ -t Jv ::i ;.; e' ::i - 1J 1 2 ii e' 7 l- - 7 ;.; 1 0 7i:' ~ 1'f L, -r 1,, Q :::t - -If t.J' 911 ;i{. ,a: 
/:1:i 5ft fJ: ~ fC:: ~ IJ ffl ffl L, t.:: & lit -r_-iv.> IJ , e' 7 J-- 7 ✓ 1 0 (J) ~ ~ dJ fC:: ~ IJ , ffl ffl L, t.:: I'\ - '/ 

-t~::i;.;e'::i-1J12~~.:.r..--lffflA(J)lf~-"f'?irv.7.-rkfflmeooAa>mM.m~a> 
JJ'i:'t?-rm•~m~9QL.t~1:~Qo ~ 
[0052] 

181 1 1 ,i, '" - '/ -t 1v ::::i ;,, e' ::i - 1J 1 2 t.,, G * H P_ij O"J e' r 1-- 7 ;,, 1 o en L-t.:: ~ O"J ~ 11_ij 

181 1: ilf> Q o , " - '/ -t ,v ::i ;,, e' ::i - 1J 1 2 i.: e' r 1-- 7 ;,, 1 o e ~ L-ib 1-i, 1: lf ,v - 7' ? .:i:. r 
V .7. -r b ffl m ,.: ~ Q ~ 1'f f - 1J (J) its ~ fg -\?> m ~ 'i:' fi ? -r f'l= ~ 'i:' ~ 7 L, t.:: fJ: G ,a: , lf Jv - 7' 
? i r v .7. -=r b mm a> r 7' 1J 7 - v 3 ;,, • 7 e fi ? tdt i.:. e' r 1-- 7 ;,, 1 o e '" - -J -t ,v 
::I ✓ e' ::i - 1J 1 2 t.,, G 11-L, ' u s B 2 4 ✓ 1J 7 .I. - A 6 2 ,.: ~ Q •• e m IJ f1I 9 0 

[0053] 

i:.a>e'7J--7;.;100"Ji;J'Jf11L,~~ft?T'/~-"f'?.170"J77'97-V3✓ •7~~ 

-h~ fi t> n Q t , , " - '/ -t ,v ::i ;,, e-::i - 1J 1 2 t.,, G e-r 1-- 7 ;,, 1 o i.: ~ L-• 7 iffi m t.J' fi t> 
n , ~ r 1-- 7 ;,, 1 o 001 1: ~, ~ tJ: • 7 m ~ t.J' fi t> n Q t IP.I 11in.: , , " - '/ -t 1v ::::i ;,, ~ ::i - 1J 30 
1 2 00J i.: iY.> ? T 'i , 181 1 1 (J) ~ '? i.:. 1" - '/ -t Jv ::i ;.; e' ::i - 1J 1 2 00J i.: .-{ ;,, .7. l- - Jv c .fl T 

1,, Q f ,, -1 .7. r 5 --r ,, 4 4 - 1 , oo Am IDE::; -1 '"f::; 1J 4 a - 1 & rJ '/ ,v - 7' '7 .1 r 4 6 -
l(J)7;,,.-{;,,7.}--~~~-~~fit>tLQo 
[0054] 

* t.: If ,v - 7' ? i r v .7. -=r b m m a> m ~ 1: its ~ Fa c n t.:: -=r - 1J i.:. -=> 1,, -r tt , ~ -r e' Y 1--
7 ::,, 1 0 Q"J 7 5 ·;; V ::i ~ -l: 1) 3 4 f;: ~ ff c .fl -r 1,, Q o i:. O"J t.: VJ, ~ 7 l- - 7 ;,, 1 0 7i:' '" -
'/ -t ,v ::::i ::,, e' ::i - 1J 1 2 t.J, G n L- t.:: fJJ} .g. , ~ r 1-- 7 ;,, 1 o (J) ~ ib JJ 1: m ~ L-t.:: ffl m ,c1: ~ 

-r ijrJ ~ c n , ~ Y 1-- 7 ;,, 1 o i.: ~ 1J , " - '/ -t ,v ::::i ;,, ~ ::i - 1J 1 2 e frJ .m L--r t , ff .m 1& 
i.:. ilf> ? -r ,c1: ,,_ - '/ -t ,v ::::i ;,, e' ::i - 1J 1 2 i.: e' r 1-- 7 ;,, 1 o (J) ff m i.:. ~ Q ffl m 7i:' - m 11 -r 
r. t t.J~ tJ: < , '" - '/ -t ,v ::::i ;,, ~ ::i - 1J 1 2 O"J ffl m e ~ Y 1-- 7 ;,, 1 o O"J ff .m -r.-~ -r r. t t.J~ 40 

[0055] 

18112~- *H~a>e'Y}--7;,,1oeili5ft~-r.-ffl1Jk&~~--Lk~(J)m~~~(J)7 
o-'1--v-l--r.-ilf>Qo 
[0056] 

181 2 ,.: .to 1,' -r , ~ 7 l- - 7 ;,, 1 0 7i:' .7. -r ';/ 7' S 1 1: 1" - '/ -t Jv ::::i ;,, ~ ::i - -!) 1 2 Q"J U S B 
2 ;f- - l- i.:. MM 9 Q t , '" - '/ -t Jv :::I ;,, e' ::i - ,!) 1 2 i.:. iY.> ? T ii , .7. T •;; "j' S 1 0 1 1: U 

s B 2 ;.r-- 1-,.: ~ -r Q :y ,, --r .7. (J) ff tr e ~ ~ L-, ~ r 1-- 7 ;,, 1 o (J) :y ,, --r .7. r 5 -1 ,, e 
~ t.: fJ: 1,, ijJ} .g. i.:. ,i' AT ';/ / s 1 0 2 1: TI\.-{ A r 7 -1 /\ (J) .-{ ✓ A l- - Jv 7i:' fi '? 0 

[0057] 50 
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I!P ti , 1{ - 1/ -;- 1t, :J ;,; e' .:i. - ~ 1 2 ti: @ 7 0) ~ -:> tJ: -1' ;,; ;i,. l- - 1t, ~ * ii!ii iii l.r * ff--l, , i:. 0) 

,{ ;.t ;i,. 1-- 1t, ~ * ii!ii iii i.: M "t Q :i - -If 0) ~ f'F 7: -r 1<: -1' ;i,. r 5 -1' 1<: 0) ,{ ;.t ;i,. l- - 1t, ~ * l.t e' 
7 l--- '.J ;.t 1 0 i.: M L, fi t,, , ;:. tt l.r ~ tt T e' 7 l- - '.J ;.t 1 0 t;L ;i,. T ·:1 -:I' S 2 7: -r 1 { -1' ;i,. 
r 5 ,,( 1<: l.t '"' - 1/ -;- 1t, :J ;,; e' .:z. - ~ 1 2 t.: !Iii;~ L,, -r 1<: ,{ ;i,. t: 5 ,,( 1<: tJ' ,{ ;,; ;i,. 1-- 1t, t tt 
T1HrtflQo 
(0058] 

:!X. i.:: )"\ - 1/ -;- Iv ::z ;,; e' .:z. - ~ 1 2 ffl!l ,.:: ilt> -:> T t;I: , -1' ;,; ;i,. l--- Iv t tt t;::. -r )" ,{ ;i,. r 5 -1' /" 0) 

• 1T 7: ' A 7 •y -:I' s 1 0 3 ,.:: to l,' L m ruE 5 ,,( -;I 7 1) 0) ,{ ✓ A 1-- IV e fi "? 0 I!P ti ' . e' 7 1-
- '.J ;,; 1 o ,.:: tt t., m ruE 5 -1' 7 5 1J 0) -1' ;,; ;i,. 1--- 1v ~ * e fit,,, L. n e ~ it -r e' 7 1--- '.J ;,; 
1 o ,;1:, ;i,. .:;- •:1 -:I' s 3 --r: ffl A. m l!iE 5 -1' -;1 5 1J 0) E ~ e fi 1,,, 1{ - 1/ -;- iv :1 ;,; e' .:i. - ~ 1 2 10 
~to~Qlli!l!il:5,,(-;/500),,(;,t;i,.J--~tWfi~fibtlQo 
(0059] 

m l!iE 5 ,,r 7 5 -1J n' • fi <! n Q t , ;i,. -r •:1 -:I' s 1 o 4 --r: m l!iE ii!ii iii tJ~ * ff- <! n , L. 0) m l!iE ii!ii iii 
,.:: M L, :i - -If ,.1: I D t )"\ ;i,. 9 - r l.t A tJ "t Q i:. t 7: , e' 7 l- - '.J ;,; l 0 ,.:: M L, m l!iE ~ * l.t 
fi-:> o e'7 l- -'.J ;.t 1 0 ti, 7,.7 ':I 7' S 4 7: PH S * tdi1!!H@L AN $IEl:i7:mlliE~*O)t.: 
li.> 0) ili ~me r1,. w 0) m ru1: -iJ-- ,<: t 0) rm --r: fit,,, m ru1: -iJ--_1" tJ, Gm ru1: ~:!le~ it, ;i,. -r •:1 -:I' 
s s --r: m ru1: ~ :!l e 1{ - 1/ -t-1v :1 ;,; e-.:i. - ; 1 2 ,.:: iffi ,a:r "t Q o 

(0060] 
J{ - 1/ T IV :J ;.t e' .:z. - ; 1 2 ,.:: ilt> ? T ,.1: , 7,. 7 ':I "1' S 1 0 5 7: lli! ruE l.t I& ffl, l, t.: ti .g- i.:: ,.1: , 
7,. T ''I '1' S 1 0 6 ~ ~ 0) 9l1 Ji t.:: iffi tr o lli! ruE 'IJ~ I& ti 7: ~ tJ: tJ, -:> t.: ti .g-t.:: t.l: , 7,. 7 ·:1 7' S 1 1 20 
o 0) m i:i ,.: if!1 tr o m ru1: e 1& ffl, t., t.: t1 .g-i.:: ,.1: , * "g ;i,. -r •:1 "1' s 1 o 6 --r: e-r 1-- '.J ;,; 1 o tJ, 
60)3/~--:J'?.:r.70)--{;,t.7,.}--~/,tfi-:,o 
[0061] 

I!P ti , e' 7 l- - '.J ;.t l O ,.:: M L, 3/ IV - "1' 7 .:r. 7 0) -1' ;,; ;i,. l- - Iv ~ * l.t fi t,' , i:. tt l.r ~ tt T 
e' 7 l- - '.J ;,t 1 0 'IJ' 7,. -r ':I "1' S 6 7: 3/ Iv - "1' 7 .:r. 7 0) E ili l.r fit,,, /"\ - 1/ T IV :J ;,; e' .:z. -

;12~3/~-7'7.:r.7~,,(;,t;i,.J---~<!tlTWfic!tlQo 
[0062] 

i:. 0) ct ? ,.: l, T 1 { - 1/ -t- IV :J ;,; e' .:i. - ; l 2 7: 3/ Iv - -:I' 7 .:r. 7 1/ ;i,. -r L. ffl !Ji tJt -tM ~ <! ti. Q 

t ' A 7 ':I 
0

-:I' s l 0 7 7: ;It fl 7 .,, ,{ IV 0) Im WI m i:i e 1T "? 0 ;It fl 7 7' ,{ IV 0) Im WI 9l1 i:i ,.1: ' 3/ 
1t, - "1' r'J .:r. 7 1/ ;i,. -r L. ffl !Ji i.:: ft4 l, T l-' Q fl!! 0) e' 7 ~ ~ t 0) M 7: ;It fl -r - ~ tJt Im t t.:: fJ: Q ct 30 
.;~m~-=r-;O)Eili~ctQ~-~9!1i:il.rfi?o 
(0063] 

i:. 0) ;It fl 7 .,, -1' it, 0) Im WI 9l1 Ji t.: f~ .; fl!! 0) e' 7 ~ ~ t 0) M 0) ~ IJ I& IJ 0) t.: ~ , e' 7 l- - '.J ;,; 
• 1 0 ,.:: ilf> ? L ,.1: ' A 7 ':I -:I' s 7 0) ct "? ,.:: p H s * t.: ,.1: • ti L A N ,.: ct Q E J2i m i:i e fi "? 0 

(0064] 
~ lt' T 7,. -r ':I "1' S l O 8 7: , 3/ IV - -:I' r'J .:r. 7 1/ 7,. -r L. ffl !Ji 0) ffl ~ 0) --i--,.:: e' 7 ':I - e' 7 i.:: ct 
Q 3/ 1t, - -:I' 7 .:r. 7 0) ~ ffl 'IJ~ fi b tt Q o i:. 0) 3/ Iv - "1' 7 .:r. 7 0) ~ ffl t.:: to tt Q fl!! 0) e' 7 ~ Ill t 
0) flfl 0) :f- ; 0) ~ IJ I& IJ t.::-:::> l-' T t, , e' 7 1-- 7 ;,t 1 0 ti 7,. -r •:; "1' S 8 0) ct ? t.::, P H S 

*k~-tiLAN~ctQEili9!1Jil.rfi?o 
(0065] 40 

7,. 7 •:; '1' S 1 0 9 7: 3/ Iv - -J' r'J .:r. 7 0) • 7 tJt flj }jlj <! ti. Q t , 7,. 7 ':I -:/' S 1 1 0 7: • 7 }fl ,a:J 

l.re'7 J--'.J;,t l oi.:;.JL,fi?tdl, AT'Y/S 1 1 l 7:e'7 l--'.J;,t 1 OO)m~J}.t.:ct 
1J ,,r ;,; ;i,. 1--- 1v t., t.: -=r 1<: ,,r ;i,. i: 5 ,,r 1<:, ffl A. m ruE 5 ,,r 7 5 1J & '(} 3/ iv - "1' r'J .:r. r 0) r ;,; ,,r 
/ .A }- - Iv e El !WJ ~ ,.: 1T °? 0 

(0066] 
* t.: e' 7 1-- 7 ;,t l O t.: dt> -:> T ti , 1{ - 1/ T Iv :J ;,t e' .:z. - ; l 2 iJ, 6 0). 7 im ,a:J l.r ~ tt T 
, ;i,. -r •:1 "1' s g --r: ;f- - 1--i11 1J 111ft t., ,.:: f¥ ., m imt im ,.:: tt "t Q • 7 9l1 i:i e fi ., o :ml•~ ,.: , 1{ -
1/ T Iv :J ;,t e' .:z. - ; 1 2 iJ, i:, e' 7 }- - '.J ·;,t l O l.r 7,. 7 o/ -:/' S 1 0 7: f.!t ~ 91--l,, i:. ti. t.:: ct ? 
T 1{ - 1/ -t-1t, :J ;,; e' .:z. - ; 1 2 i.:: Jti -:> T ti , ;i,. j- ·:1 "1' S 1 1 2 7: U S B 2 ;f- - l- 0) -r 1<: ,{ 

7,.~~1.tm~LTUS80)9l1Jil.r.7t~Qo ~ 
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(0067] 
~ I 3 ,a: , ~ I 2 (}) lj' Jv - 7' ? .I. 7 1/ 7- T L. ffl m e ;f\'4 ~ l, t~ ~ (J) 1 { - '/ T Jv :J :,; e' .:i. - ; 

12(})7-77"fSI07.~~~Q~fl774~~Mm~(J)~~effll,k7 □ -7~-l-'i! 

ilf> Q 0 

(0068] 
~ I 3 ,c ~ t,' T , ~ fl 7 7 4 Jv ~ WJ 9l1 ~ ,a: , 7- T •:; 7' S I 0 I '7: e' 7 I- - 7 :,t I 0 ,c t,J" l, 

§ ff 7 7 4 Jv (J) £ ffi ffl ffl e ~ * 9 Q O L. n e ~ ,t L e' 7 I- - 7 ✓ I 0 ,c ilf> '? L ,a: ' A T ':I 

7' s 1 '7: 7 7 4 1v :fr t ~ ffi ffl m e 1 { - '/ -r ,v ::1 :,; e-.:i. - ; 1 2 ,c ,t ~ -t Q o 

(0069] 
m 1,, T 7- T ·:; 7' S 1 0 2 7:, 1{ - '/ T Jv :J :.t e' .:i. - ; I 2 ,a: If' Iv - 7'? .I. 7 ,c llil "t G fl!! (J) IO 
e' 7 ~ tilUC t-1" l, ' e' 7 I- - 7 ✓ 1 0 ,c § ff l, L l,' Q ~ fl 7 7 4 Jv (J) £ ffi ffi ffl e ~ * 9 Q 0 

i:. tt e ~ ,t T e' 7 I- - 7 :.t I 0 ,a: , 7- T ':I 7' S 2 7: P H S * t~ ,a: 1!lt ~ L A N '7: fl!! (J) e' 7 ~ 
~~t,J"l,~fl774~(J)]!!ffiffiffle77~7-l,T~-e~m"tGo 
(0070] 

m 1,, T 7- T •:; 7' S I 0 3 7:, e' 7 I- - 7 :.t 1 0 t fl!! (J) e' 7 ~ ~ t '7: £ ffi B (J) ~ tJ: G 7 7 4 
Jv ,c '? 1,, -r fl!! (J) e-7 ~ m ,c t-t c ~ ft =r - ; (J) ~ ~ e ~ * c , r. n e ~ ,t -r e-7 1- - 7 :,; 1 
o,a:, 7-7•:;7'S 37:PHS*tdi1!lHllRLAN7:fl!!(J)e'7~ilUi:77~7-l,, ~ft=?-; 
eI&ti"tGo 
(0071] 

i:.(J)t~6'J, 7-7•:17'S 1047:e'71--7:.tl Ofi:t,J"l,~ft7-;(J)~-y,c,tG774 20 
Jv J! ffi e m ff- "t Q o r. n e ~ ,t -r e-7 1- - 7 :,; 1 o ,a: , 7- .::;-•:1 7' s 4 -r: fl!! (J) e-7 ~ ~ n' i:;, 

~ml,k~ft=r-;et-t~"tG§ff774~t~-Y"tGi:.t'7:774~J!ffiefi?o 
(0072] 

tJ: ~ 7- .::;-•y 7' S 4 (J) ~ft=?-; (J) ~ - Y fa: e' 7 I- - 7 :.t 1 0 001 '7: fi P 1", 1{ - '/ T Iv :J :,; 

e-.:i. - ; 1 2 ma 7: fr'? -r, ~ • e e-7 1- - 7 :,; 1 o (J) i- ~ 1J ,c § ff "t Q .t ? ,c c -r t .t 1,, 

(0073] 
;: (J) .t ? ,c e-7 1- - 7 :,; 1 o e 1{ - '/ -r Jv ::1 :,; e-.:i. -:- ; 1 2 ,.: ~ c ~ 1v '7: If' Jv - 7'? .I. 7 
-:/ 7- .::;-L. ffl me ffl ~ "t G t , :16H}HC e' 7 I- - 7 :.t 1 0 ,.: § ff L, T 1,, G ~ fl 7 - ; (J) ~Mm 
~~fi:P.tlGk60, ~(J)-(J)lj'~-7'?.I.T1/ATL.ffim'7:(})774~~m~m~•ffi(J) ~ 

774~et-ta~fi3Ct~'i!~Go 
(0074] 
~ 1 4 ,a: , If' Jv - 7' ? .I. r 1/ A .::;-1,.. ffl m nt e-r 1- - 7 :,; 1 o (J) ~ ~ JJ. 7: m ~ ~ :n t~ 1{ - '/ 

-t-~:1:.te'.:i.-;12~~~G774~77~7-(J)9J1~¥~(})7 □ -7~-l-7:df>Go 

(0075] 
* "9 7- T ':I 7' S 1 0 1 7: 1{ - '/ T Iv :J :.t e' .:i. - ; 1 2 0017: (J) 7 7 4 Jv ;d-- 7' :,t iJl fi :P :h. G 
t , i:. (J) 7 7 4 Jv ::d-- 7' :.t ~ ;:1< iJ' e' 7 I- - 7 :.t 1 0 ,c -fil ~ /:;, :h. , 7- .::;-•y 7' S 1 '7: ~ ~ 7 7 
4 Jv e 7 5 ':I -:/ .:i. j. ~ 1) 3 4 7J' & we 3J. ili l, T ~ ~ l, , 7- T ':I 7' S I O 2 7: ~' ~ t "t G 7 7 
4 Jv m ~ e fi ? o 

(0076] 
* t~ 7- .::;- •y 7' S 1 0 3 7: , ;d- - 7' :.t L, k 7 7 4 Jv (J) 7 □ - :;( iJ' '¥11 gIJ ~ tl. G t , 7- .::;- •y 7' S 
1 0 4 7: 7 7 4 Iv e e' 7 I- - 7 ✓ 1 0 ,.: ~ ~ l, ' 7 7 ':I 1/ .:i. j. ~ 1) 3 4 IC m M 9 Q 0 

(0077] 
i:. i::. 7: , 7- T •y 7' S 1 0 2 (J) 7 7 4 Jv 9l1 ~ ,.: ~ t,' T :d-- 7' :.t l., t~ 7 7 4 Iv ,.: '? t,' T ffi t~ tJ: 
=r - ; e j£l b□ -t Q tJ: l: c -r 7 7 4 Jv 'fl. :m n' :l:ffl b□ "t Q ~ fi nt ilf> 1J , 7 7 4 Jv :d-- 7' :,; mi ,c ,a: 
i- ~ 1J ff :m nt + ft -r: ilf> -::> t~ t (J) nt , 7 7 4 Jv 7 □ - :;( ,.: w ? i- ~ 1J m M mi ,.: ,a: 7 5 •1 1/ .:i. 

/.~934(})/.~9ffm~7fJE."tGUfi~itf>Go 
(0078] 
~ i::. '7: e' 7 I- - 7 :,; 1 0 fi: af> ? T ,a: , 7- .::;-•y 7' S I O 4 iJ, & 7 7 4 Jv 7 □ - ;( ,c # ? 7 7 

40 

4 Jv ~ iis e ~ tJ-G t , .7. T ·:; 7' S 2 '7: j. ~ 1) ff ffl 'IJ' 7f .@ "t G '/J' =a '/J' T .:c. •y 7 "t G o t l, /. 50 
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-=E-1) 8 it 'IJ' 1" .fE l., t.: .t3 ft ic M: 7.. -r •:; 7' S 3 i.: ~ c1J. , ~ 5 0) T - ; ffi l!Jt 5 5 ic m Wi L, T It' G 
7 7 ,{ JI., 1) .7.. I- 5 6 0) * ~ 0) 7 7 ,{ Jt., n i.: 1-t J;c.; L, t.: 7 7 ,{ Jt., n T - ; e I& ffi, l., , 7.. -r •:; "1' 
S 4 L" -fl!! OJ e' 7 & fill 011 x ii~ 2 ic .t.Ht G 1{ - '/ -J-Jt., ::i :;.; e' .1 - ; 1 2 i.: 1-t l., ili: ~ t tj: G e' 
7HM14-4~E*L,T@ff9Go 
[0079] 

m 1,, T 7.. -r ':I "1' S 5 L" 7 r -1 Jt., n 0) '!k. T - ; e rl11 * L, , r. r. i.: -fl!! OJ e' 7 H M 0) @ ff e ff- 9 
1) :;.; 7 tiUR e m Wi 9 Q Im ~ ~ x e fi '3 o r. OJ J:: '3 ic 7 7 -1 Jt., n 0) T - ; e m * L, T :If 0) 1) 

:;.; 7 tiUtH.: [fl~~ x G r. t L", 1) :;.; 7 tiUR OJ~ B 8 iHl ~ < 1> tj: 1,, r. t jJ, €> '!k. T - ; l!Jt 5 
7 ic~~8:nleu&@-z.-~ Go 
[0080] 10 

:f l., T 7.. -r ':I 7' S 6 1.-, 7 7 ,{ JV 7 O - ;;( ,.: # It' E * ~ .fl. t.: f.i! ffl m 3J. 7 7 ,{ JI., e 7 7 ,{ JV 
lJ A I- 5 6 0) 9c iiJHll [fl ,c m Wi 9 Q O t "I;, 0 Iv 7 7 ,{ Jv 1) A I- 0) * ~ 0) 7 7 ,{ Jv e 1 '"'.) ' fl!! 
OJe'7&Hff~E*L,T'!k."r-;effl*L,Tttj:t3;1.-=E-IJ8~~1".fE9G.t3ft~~- ~--* ~ OJ 7 Y -1 Jt., e ijrJ ~ t., -r ;1. -=c:-1J ~ ~ 8 ii e liii1 @ 9 Q m l!I! e , ;1. -=c:-1J 8 ii OJ 1" J:E 'IJ~ M m 9 
Q * -z.-ti IJ ~ 9 r. t ic tJ: G o 

[0081] 

r. 0) t.: ~ , e- 7 1-- 7 :;.; 1 o OJ ;1. -=c:-1J 8 fl'H: lllf J f-1 'IJ' ilf> "::> -r t , • "r - ; e fl!! OJ e- 7 • m ,.: 
@ ff t., -r :t 0) ,; :;.; 7 m m e e- 7 1-- 7 :;.; 1 o ,c @ ff 9 Q r. t -z.-, e- 7 1-- 7 :;.; 1 o ,c to ,::,­
Q ;1. -=c:-,; & it 1" J:E OJ ~ 11. e ~ ,t Q r. t tj: < , l.f Jv - "1' r; .x. 7 v .7.. -r 1,. ffl ~ ,.: to 1,, -r f.i! ffl t., 
T 1,' G ;!:I; ;(sf °r - ; OJ W fl ~ tj: @ ff t flJ ffl 'IJ' '!k. lJl 1.-~ G o 20 
[0082] 

~15~, *H~O)e'7J--7:;.;emffl ■ M~--l.,""[, ~iili-M&aOJlf-1-V.7..-rL. 
~Ellll/Jllliiffi•OJ~009l1l!l!efi'3-fl!!OJ'!k.~W~O)~~~l."iv.>Go 
[0083] 
~ 1 5 ,.: to It' T, m ffl ■ M 6 1 M:, 181 2 0) '!k. ~ W ~ ,c to,::,-G /{ - 1/ -J-Jv ::i :;.; e' .1 - ; 1 2 
0) • ft t fAJ .fJR, u s B 2 Jf-- 1- ic ffi ~ 9 Q "r ,~ -1 7.. ~ - 1-e * "::> -r .s IJ , e- 7 1-- 7 :;.; 1 
OO)m~c1J.1.- ■ ~mMtlAJ•~"r-;E*em•t"tGo 
[0084] 

e'7J--7:;,; 1 0OJ75'·:1V.1;iC-=c:- 1Jici;1:, 01Jxii~ 160J;iC-=c:- 1J-z•:1"1'68icff-9J::'3 
ic , 181 5 OJ ;,( -=E-1) -z ':I 7' 4 0 0) P9 8 ~L ba x T ffi t.: ic , If - I- 9!1 l!I! 7' o l.f 5' L. 7 0 t El lll/J lllii 30 
ffi • m l!I! "1' o If 5 L. 1 2 'IJ~ m ~ ~ n -r to 1J , e- 7 1-- 7 :;.; 1 o 0) m m • M 6 1 ,.: i-t 9 Q m 
~c1J."t--1:;/7..J-~~~tlT77'1J~-va:;.;"1'olf5'.l.tl.,Tlll/J~~~Gi:.t~1.-~Go 
[0085] 

~11~, lf-J-v.7..-rL.64e1-tatt.,k*H~0Je-71-~7:;.;tmm ■ M0)9l1J!l!~m 

0)7P-'f--v-l-1.°iv.>Go 
[0086] 

~ 1 1 ic .s ", -r , m m • M 6 4 ,.: e- 7 1-- 7 :;.; 1 o e m t., ~ 1v tt :tR ~ -z.-~ iffi lit oo 0) & *L If 
- I- e iffi ~ l., J:: '? t 9 G t , If - I- 0) iili {§ llJ • ffi l!Jt IC A -:, t.: t ~ IC e' 7 I- - 7 :;.; 1 0 f;l: 7.. 
-r·:1"1'S 1-Z.-lf-J-e~llltl.,, 7..-r•:;7'S 2-c'lf-J-~9;(J3ffi9;t:Jemffl ■ ~6 lic*Go 
[0087] 40 

r. n e ~ ,t -r m m • ~ 6 1 001 ,;1: , 7.. -r •:1 "1' s 1 o 1 -z.-If - 1-,,r :;.; • * e e- 7 1-- 7 :;.; 1 o 
ic fi 1,,, 7.. -r •:; "1' S 3 L" P H S * td;l: 1!Ulll L A N fc J:: G mt~ m ~ ffl L" If- I- V .7.. -r L. 6 4 
~1-tL,lf-1-B:::Re*IJ, ~5M•e~rnt.,-rmffl ■M64~~9o 
[0088] 

r. OJ If - I- ,{ :;.; ~ :::1< ,.: i-t L, , If - I- V .7.. -r L. 6 4 ,.: iv.> -:, T f;l: , & * L If - I- e 00 < '/J' , iv.> G 
It' f;J: :::t. - "If 0) iili ~ Ii: 1-t L, o •:; 7 e ffR ~ "t G o If - I- V .7.. -r L. 6 4 'IJ, f> 0) J;c.; 5 ffl ffl t.: tl A fJ;} 

lfR e ff- 9 A • ffi ffl 'IJ~ ~ * .fl. L I,' Q L. t jJ, ; ' A 'T ':I / s 1 0 2 1.-A • ffi ffl e @ * 9 Q 0 

[0089] 

i:. OJ J:: -3 i.: L, T ill{ *L If - I- Ii: A -:, td~ f;l: , 7.. -r •:; "1' S 4 1.-e' 7 I- - 7 :;.; 1 0 i;1: ¥} /JL If -

1-~~er.x.o/?l.,TtolJ, ~ffl~~~•lfRO)lf-1-~;mJ::'3t9~~~lf-·1-~lllte ~ 
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fi -::> -r , A 'T -:; 7' s s -c: 'T - 1-M m iffi m e m m m ifi5 6 1 001 1.:: * Q o L. n e § ,t -r m m • ifi5 
6 ltL 7-7•y-J'S l 037:'T-l-7?l-~:::J<e~7l--?::,tl 00)7-7•y-J'S 60)1!\Ulil 
* § ffl e * l, -r 'T - l- V 7- T .ldC:: t-t l, rr l-' , i:. 0) 'T - l- 7 1:7 l- ~ 31< e § it -C 'T - l- V 7- 'T . . 
b64a, M•~nkfl.7-;e~WTQo 
(0090] 

R•7-;e§t:J-t.:.mfflfflifiS6 1001,.::iv.>-::>TM:, 7-7•y-J's 1 o 4 -c:R•m•9l!lfflefi-3 
o i:. OJ ~ * ffl • 9l! lffl tL -'f &'.> -CiH'¥ l, -r l-' Q 7' 1J ~ -1' r R * n' ; 0) i)1 mi iv.> Q l-' ii IH'r Q ~ n' 
; 5 I ~ /:U l, L l,' Q ffl T V * - 0) X tb l,' ~ e ' ~ '.§'. 0) ffl • m lffl jJt fi b n Q 0 

(0091] 
m•mlfflO)~•a7-7-:;-J's10JM~*§&eiffi~-r'f-J-v7-'Tb64~iffim~n, m 10 
• Iii lm ~ 5 e § ,t -r , 7- 7 'Y 7' S 1 0 5 7: 9l! lffl e ~ 7 l, , - 1i , 'T - l- V 7- 'T b 6 4 ,.:: iv.> 
-::> -r t;t ffi • Iii lm ,.:: f.¥ l,\ 'T- l- lffl iv.> Q l,\ ti 'T- l- □ 'Y 7 m ~ e fi-::> -r, .::r. - -If OJ 'T- l- iffi ~ 
e~~CTGo 
[0092] 
~ 1 s ti , ~ 1 s 0) El !l!/J 11& re tm 6 6 e 11 fft c 1.., t.:. * R an OJ ~ r 1-- 7 ::; c m m t11 M ,.:: :to ,t 
Q9l!lffl~~0)7 □ -~~-l-7:®QomfflfflM64~*Ran0)~7J--7::;1oem1..,~ 

A,t.:~fm7:.::r.--tf;1Jt13ll.JJl&rt:tffl0Jn,H::i'l:-:::>c, ~7 l--7 ::,t 1 0 ti7-7•y-J'S 1 7:§!li/.JII& 
rcm~GO) ■ •e§fflL-rlm~L, 7'7-:;-J's2-c:E1!l!/J~~mOJMmiffi~em• ■ •61 

001 t.:: fi ? 0 

(0093] 
i:. ,fHC: ~ l,\ .::r. - -If t;t, m ffl 111 M 6 1 e f!l! ffl L -C 7- 'T 'Y 7' S 1 0 1 7: il'.ti Jb 0) .1114 A~ 31< e fi? 

0 011 X. tf m •• ifi5 6 1 0) ii!ii rnL.t t.:: • &'ldi: ~ fR ii!ii {t jJl ~Ui~ ~ n ' .::r. - -If ti Im A L t.:. l, \ • &'ft e 
~fRL-r•fi~31<TGi:.C7:, il'.fi~O)ll/iJJ-.~31<~~7J--7::;100)7-7-:;-J'S30JM~ 
* § m e iffi t -r El !l!/J m ~ tm 1.:: ~ x. ; n , El !l!/J m ~ tm ~ 1J m * ft • ni ~ r 1-- 7 ::; 1 o e * 
L-rmffi ■ M6 1001,.::*&n-Qo 
(0094] . 

.:r-L. "7: , ;,_ 'T -:; 7' s 1 o 2 1.:: s l,, -r .1114 J-. ft • 0) M • 9l! lffl e fi -3 c , 7' 1J ~ -1' -i-: R • n' ; OJ 
11/4 A f~ • 0) ~ mi iv.> G l-' ti ffl fi □ ~ n' & 5 I ~ ff, c L tdlt -=f v * - 0) x tb l-' nt 7- 'T •y 7' S 4 0) 
M ~ * § ffl e iffi t -r fi b n , 13 !lib II& n m ;Q' G ffl • Iii lm ~ 5 ;IJqi ; n G c , 7- T 'Y 7' S 1 0 
3 -c:~79l!lfflefi -3 o 
[0095] 

i:.OJ~-3~~11~:tonQ~mmMOJ'f-J-mlffl~~1sOJE1l/.J11&~mmlffl~snQft• 
ffl • ~ :!l!Ui ~ 7 l- - 7 ::,t 1 0 0) 7 5 'Y V .:i ;I. -c 1) IC: il! # ~ ti , .::r. - -If n' § ~ 0) 1" - ',/ -t Iv 
::I::,t~.:i-1,;cO)~tlf~ml«:~-::>L~7 J--7::;emL~i/J'c, ~7 J--7::,t 1 0 ,.:il!#~ 
n -r l,, Q ffi • tiUR n~ El ~ 0) '" - ',/ -t ,1,, ::i ::; ~ .:i - 1,1 001 t.: ilii * ~ n -r El !l!/J ag t.: m m ~ n , .::r. 
--tf0) •• fflffl~V-1/TQ~~0)9l!Jfflefib~Qi:.C~7:~Go 
(0096] 
~ t5, If Iv - 7' 1:7 .:r. 7 V 7- Tb ffl J:JU.:: s t:J-Q ~ fl -r-; 0) -f!l! l-' 1i c L -r, 13 ~ 0) 1{- 1/ -t 
Iv :::i ::; ~ .1 - 1il 0) ~ -f;,$; 7 - 1il tt -lj" - ,q.:: il! ~ l, -C :to ~ , -lj" - ,~ 0) 7 7 -1' Iv~ Jffl Ii: f!l! ffl l, -C 

20 

30 

l,' Q * •y 1-r; - 7 ~ JE, ~ fl 7 ti ? ✓ 1-~ ~ 0) v 1/ ;,_ 1- 1J mm e ~ 7 1-- 7 ::; 1.:: !f ii L, 40 * R 11J1 0) ~ 7 1-- 7 ✓ e gu 0) '" - ',/ -t ,1, ::i ::; ~ .:i - 1,1 1.:: tilt J-. L -r v 1/ ;,_ 1- 1J mm ,.:: ~ -::5 < 
iJ" - 1 '(,. ;Q\ G 0) ~ fl 7 7 -{ JI, 0) i!ii * e fi b ~ G i:. c "7: , * R lljj 0) ~ 7 l- - 7 ::,t e g1J 0) 1" - ',/ 

T JI, :I ✓ ~ .:i - 1,1 ~.:: tilt A T Q C jpJ ll~H«: ' § :$1-n~ iffi 'iit f!l! ffl L L l,' Q f'J: ~ ffi ~ e mr !> ,.:: • lJl T 
Q i:. c nt 7: ~ Q o 
[0097] 
* t.:. 1: lie 0) • tiffi * mu;1: , ~ r 1-- 7 ✓ 1.: m tfl T Q 7 7' 1J 1r - v 3 ✓ c L -r 'f ,1, - 7' ? .r. r 
7' □ 'f 5 b , '7' - 1-m lffl 7' □ 'f 5 b , El !lib m n -11 9l! lffl 7' □ 'f 5 b e 01H.:: I& Q it OJ -c: iv.> -::> t.:. 

~- *Ranai:.n~~JE~n~. •~@~e~mL-r~OJ•tllc0)007:7-1,z0)~1J1&1J 
e fi -3 ~ 1li'. 0) 7 7' 1J 1r - v 3 ::; e ~ 7 1-- 7 ::; ,.:: m tfl L -r '" - ',/ -t ,1,, ::i ::; ~ .1 - ; ~ P n 
A. ~~am•~ifi5~m1..,~ui:.c-c:. m~~~0)•~~77'~'T-v3::;7' □ 'f5bffl ~ 
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~effl~LT~ffl9QLt~~~Qo 
(0098] 

(14) JP 2004-246720 A 2004.9.2 

* t.: * ~ aJHL ~ 0) EI~ t flJ ~em tJ: -5 L t 0) tJ= 1,, :ii 1§[ 0) ~ ~ e -a-JJ., J! ,c: '.iJ! 8l!i ~ mn: ~ 
Ltd& fiiUi: ~ Q !SN :tE tt 1Ht tJ: 1,, o 
(0099] 

LL~*~~©Mme*t~Qt~O)ME©~-5~tJ:Qo 
C Mi2) 
CMi2 1) 

ffl imHJH~ t T - :$l iiii; i~b'J~ i'iJ fm tJ: tiHIBl! J! & ia'. 0) T 1 ~ -1' 7- if- - I- ii: t-t L ~ Im El tE tJ: if- - I- ::i 

.:r--7:$lt, 10 

~$&OO~ML ■~@~~~~mmem~9Qai•~~Fa$t, 

~$&OO~MLiifi~a1•~~Fa$ttiRtJ:Q ■ ~@~e~fflLTfflffl~m~9Qffi2 ■ 

T ,, -1 7- r 5 -1 ,._, if- - 1- r 5 -1 ,._, m Am ruE 5 -1 -;1 5 1J , ff: "JiJJ. © 7 '1' 1J 1r - 1/ 3 :.; '1' □ 
If 5 1.,,, m 1 •~~mm r 5 -1 ,._ & '(} m 2 • !filil ~Fam r 5 -1 ,~em tfl L t.: ~mi~ '7--l= 1J t 

iifi li2 ;f- - I- ::i .:r--7 :$l e 11U1Hl1 J! & ffll © T 1, -1' 7- if- - I- ii: ~ 3ft L tdlUi: ~ 91/J L , nu li2 ffl ffl MM * a fflt :o'; © mHn 0) T ,, -1 A 7 -7 -l! A ,i: n Lou 12 -r ,, -1 A r 5 -1 ,, e iiii; m L -r -1 :.; A 1--
iv ~ -tt, -1 :.; 7- 1-- Jv ~ n t.: ou 112 T ,, -1 7- r 5 -1 ,, ic ~ ~ ou 12 ffl Am l!iE 5 -1 -;1 5 1J e -1 :.; 

7-1--~~-tt-rfflAmruEefib-tt, fflA~l!iE~-~Lk~ft~ouE7'1'9'T--:/3 ✓ 7'0 w 
'f5L.e-1'Y7.l--~LT~fi~-tt, ouEml!iE5-1'-;/59&'(}7'1'9'T--:/3Y'1'o'f5 
L. © '.iJ! fi 'i: ~ G ~ $ & lit t © 7 -7 -l! 7-e iifi 12 ffi 1 3Ui ffi 2 ■ ~~Fa ffl r 5 -1' ,qi: ~ ~ fib 
-tt' 7 '1' 1) 'T - 1/ 3 ✓ © ~ 7 llij' ic ti iifi li2 TI\ -1' A r 7 -1' /\' ffl Am l!iE 7 -1' / 7 9 & '(j- 7 '1' 
1J 1r - 1/ 3 :,; '1' □ If 5 1.,, e 7 :,; -1 :,; 7- 1-- Jv ~ -tt ~ T r,-1 7-m@ $ t , 
e -Oli ~ t.: L t e • m t "9" Q mm m@ T ,., -1 Ao c 1 ) 
(0100] 
Cf,H2 2) 

ft li2 1 li2 ii&© mm m ii T ,, -1 A ,c ~ I,\ -r , T ,, -1 A * f;ida: ~ -t ,m '(j- EI tE tJ: ;:t. - ~ ~ ii!> Q L 
t e • m t 9 Q mm m ii T ,., -1 Ao 
(0101] 30 

Cft li2 3) 

ft li2 1 12 ii&© ffl ffl m ii TI\ -1' 7- ic ~It' -r , nu 112 TI\ -1' 7-;f- - I- t;t U S B 2 ;f- - I- ~ ii!> ~ , 
n li2 if- - 1-r 5 -1 ,q;1: u s B 2 r 5 -1 ,, ~ ii!> G L t e • m t "9" Q mm m ii -r ,, -1 A 0 

(0102] 

(fti24) 
ft 112 1 112 ii&© mm m ii T ,._ -1 A 1c ~ 1.,, -r, ou 112 a 1 • ~ ~ ra $ ,a: P H s • ~@ ~ e ~ m 9 
QPHS~ffl$~~~- MEffi2 ■ ~~ffl$ti ■ ~LA~e~m9Q·~LAN~ffl-~ 
ii!> Q L t e • m t 9 Q mm m ii T ,, -1 7-o 

(0103] 
( ft li2 5 ) 

ft li2 1 li2 ii&© m ¥1Bl1 ii T ,._ -1 A 1c ~ v, -r , n 112 7 '1' 1J 1r - 1/ 3 :.; '1' □ If 5 1da: m ~©mm 
mii&~~7-:$l~~~°9"Q~7o/-~7~0)'f~-'1'7x7mii'1'o'f5b.~iY.>QLt 
e •mt "9" Q mm m ii T ,, -1 Ao c 2) 

(0104] 

(ftli26) 
ft i2 s li2 ii& © m m m ii -r , , -1 A 1c ~ v, -r , n li2 7 '1' 1J 1r - 1/ 3 :.; '1' o If 5 1.,, :o' If Jv - '1' ? 
x7mii'1'o'f5L.©~ft, MEMAml!iE5-1'-;/59tiMEffilXtiffi2 ■ ~~ffl$~~ 

~ ~ $ © ~ ruE -lj- - ,qi: ~ 3ft L -r m ruE m ii e '.iJ! fi ~ -tt Q L t e • m t 9 Q mm m@ -r ,, -1 7-

[ o 1 o s J 

40 

· 50 
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(15) JP 2004-246720 A 2004.9.2 

( M 12 7) 

M li2 1 li2 ~ OJ ffl f1Bl1 Ji -r , ._ -1' A ic ~ 1,' -r , ii1i li2 :::f ti ~ )( -=E-•J ic 13 2. OJ ffl f1Bl1 Ji & lfil -r-fi Jfi 
l., -r 1,,-?> 7 7' -1' }V ~ -If - ,qc ;tig Wi l., t.:: i: t ~ ~ "t -r-< t., 7 r 1) tiUlil ~ ~ ~ l.,, ii1i li2 7 7' 1) 
7-V3 ✓ /03/5b.~, MOJffifflm.Ji&filOJm~~q~, WJ~V~Ar9ffiffl~~~WJ 
ll2 if - ,._ ,',)' G 7 7' -1' Jv e mut L, -r AA ll2 13 c. OJ ffi ffl m Ji & Ill OJ fl:~ ;t; J:Jl e m ~ "t -?> i: t e ~ 
ffl t "t -?> ffi ffl m Ji -r ,._ -1' Ao ( 3 ) 
[0106] 

(ffi!28) 
ffl 1rnut t -r - ~ ~ i~b'J~ iiJ fjg tJ: m ffl m Ji • m OJ -r , " -1 A if- - r ic M t., ~ lfil. 13 tE tJ: if- - r ::i 

*?~t, n••~~MLM~@~~~~mfflem~-tQm1M~iffimmt, n••~~ 10 
ttt.,ii1i~m1M~iffim•t~atJ:QM~@~efimt.,-rfflfflem~-tQm2M~iffim•t 
, -r ,._ -1 A r 5 -1 ,._, ;f-- r r 5 -1 ,._, oo Am m 5 -1 --;r 5 •J , t£: 19J. 0) 7 7' •J 7 - v 3 ✓ 7' 
a 3/ 5 1:,., m 1 • ~ iffi mm r 5 -1 ,._ & '(j m 2 • ~ iffi mm r 5 -1 ,._em Wi L t.:: :::f ti~ )( ,=c:-•J 
t e frm x t.:: -r ,._ -1' A OJ ffi ffl m Ji 1:i 7tHC ~ 1,, -r, 
ii1i 12 if- - r ::i * ? ~ e ffi ffl m Ji & DI OJ -r ,._ -1 A ;f- - r ic m ~ t., t.:: ~ ic ~ !li/J t., , nfi 12 • ffl vltil * & fill iJ' G OJ !fHJJ OJ -r ,._ -1' A 7 7 -e A ic M l., ii1i ii2 -r ,._ -1' A r 5 -1' ,._ e ~ m L, -r -1' ✓ A r -
Jv c tt Q ~ ll!/J A T •:; 7' t , 
-1 ✓ A r - Jv c .n t.:: nu t2 -r ,._ -1 A r 5 -1 ,._ ic ~ ~ AA !2 oo Am m 5 ,,r --;r 5 •J ~ ,,r ✓ A r - Jv 

cttTOOAmmefibttQOOAmliiEATo//t, 
OOAmm~-~l.,kW~~AA~77'97-V3 ✓ /C3/5b.~-1' ✓ Ar-~l.,"'[Wfictt ~ 
QWfiAT'Y/t, 

AA~m-5-1'--;/59&'(}77'97-V3 ✓ /03/5b.O)Wfi~~-?>nW&filtOJ77-l!A 

e AA 12 m 1 X M: ffi 2 M ~ iffi ffl Jfi r 5 -{ ,._ fi: ~ ~ fi b tt -?> iffi ffl A T •y 7' t , 
7 7' •J 7 - v 3 ✓ 7' a 3/ 5 1:,. OJ~ 7 llti ic ii1i i2 -r ,, ,,r A r .5 ,,r ,._, oo Am m 5 ,,r --;r 5 •J & '(} 
77'97-V3 ✓ /03/5b.e7 ✓ 4 ✓ Ar-~ci!"Q7 ✓ 4 ✓ Ar-~ATo//t, 

e@xt.::1:te~fflt9Qffifflm.Ji1:i~o (4) 
[0107] 
(f-fl29) 

m ?1ll! .gu~ t -r - ~ ~ m 7'FiiJ tm tJ: • ffl m Ji a• 0) -r ,._ ,,r A ;f-- r ic :M i., ~ lfil. 13 tE tJ: if- - r ::i 

*?~t, n•••~ttt.,M~@~~~~fflfflem~-t-?>m1M~iffiffl$t, n•••~ ~ 
ttt.,ii1i~m1M~iffim•t~atJ:QM~@~efimi.,-rmfflem~-tQm2M~iffifflWt 
, -r ,._ ,,r A r 5 ,,r ,._, if- - r r 5 -1 ,._, oo Am m 5 -1 --;r 5 •J , t£: :s OJ 7 7' 1J 7 - v 3 ✓ 7' 
a 3/51:,., m 1 •~wmm r 5-1' ,._&'(}m 2 •~iffimm r 5,,r ,._~m~ Lt.:::::fti~.,< ,=c:-1J 
t e@ x t.:: -r ,._ ,,r A OJ ::i ✓ e' .:i. - ~ ic , 

AA 12 ;f-- r ::i * 7 ~ e ffl ffl m Ji & tit OJ -r ,._ ,,r A ;f-- r ic m ~ i., t.:: ~ ic ~ iii L , AA i2 ffl ffl vltil * & Ill '/J, ; OJ ml m OJ -r ,._ ,,r A 7 7 -e A ic M t.., AA 12 -r ,._ -1 A r 5 -1 ,._ e ~ m i., -r -1 ✓ A r -
Jv c tt -?> ~ !lilJ A T •:; 7' t , 
,,r ✓ A r - Jv c .n t.:: wi 12 -r ,._ ,,r A r 5 ,,r ,._ ic ~ ~ ii1i 12 oo Am m 5 ,,r --;r 5 1J e ,,r ✓ A r - Jv 

c!i!"TOOAmmefibttQmliiEATo//t, 
OOAm•~-~l.,k·~~AA~77'97-V3 ✓ /03/5b.e-1' ✓ Ar-~l.,"'[Wfictt ~ 
QWfiAT'Y/t, 

AA~mliiE5-1'--;/59&'(}77'97-V3 ✓ /03/5b.O)Wfi~~Qn••~t0)7?-l!A 

e AA 12 m 1 X f;l: m 2 M ~ iffi ffl Jfi r 5 -{ ,._ fC ~ ~ fib tt Q iffi ffl A T ':I 7' t , 
7 7' •J 7 - v 3 ✓ 7' a 3/ 5 1:,. 0) ~ 7 llti ic ii1i 12 -r ,, -1 A r 5 -1 ,, , oo Am• 5 -1 --;r 5 •J & '(j 
77'97-V3 ✓ /03/5b.e7 ✓ 4 ✓ Ar-~ci!"Q7 ✓ 4 ✓ Ar-~ATo//t, 

eWficttQL te~fflt9Q/03/5b.o (5) 

[ 0 1 0 8 ] 
[ ~ ~ 0) '.th :llJ! ] 

J.J. J: fill~ t., -r ~ t.:: ~ -3 fi: :;f;.: ~ ff.JI fc ~ .n f;L =t-- .~Uc ~ d c! .n tuJ, ~ OJ ffi ffl m Ji -r ,._ -1' A e 
f91J;t ti 1::1:H!Bt "f fie Jfi "t -?> i: t 0) 7! ~ -?> /{ - 'J -r Jv ::i ✓ e' .:i. - ~ 0) -r ,._ -{ A ;f-- r fi: m l., ~ 50 
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o~~~- MA~m•oo~8~~~n~~~~- MA~mem·*~k-~3/~-7'~.:r.7 
c~~77'97-1/3 ✓■ oo~n~~~~- n•t~~~me3o~meT~~~Qct 
'/Jt ~ ~ Q 0 

[0109] 

*kn•t~~ffl~fiefflTQ·~~ffl~~~PHStft~LAN~~~=-~cnT~~ 
. RfflW~~-~fflm~tt~LT~•coo~8~W9LTn•~~-~77-t!ATQCt 
'/Jt ~ ~ Q 0 

[0110] 

:51:! ,.: • ffl mm JI 7 ,~ ,,r A ~ m ~ 3J. fc: ~ Q 7 7' •J 7 - 1/ 3 ✓ ~ • fi ~ fie m c n t.:. 7 - ~ ti ~ 
TT,~ -1' A 001 ~ 1°' tili H /. -'.:f: ') ,.: ~ t¥ c n. * t.:. ffl ffl m i:m T ,~ -1' A e Ul 1,,, T 5ll1 J!I! e ~ x Q t 10 
. ,~-'JT~J/~.:1.-~C~~m~3J.OO~&m~~-1' ✓ Ar-~Lk7'o3/5b~r5 

-1' ,~ti~ T 7 ✓ -1' ✓ A r - Iv c n T ~ Q c t nt fJ: < . m ~ JJ. 9c ~ & ~ ~ ffl :t.l e ~ < fi T C 

t c < . * H aJ:1 ~ ffl m m J!I! 7 '" -1 A ~ m ~ 3J. ,.: ~ Q 7 7' •J 7 - 1/ 3 ;/ ffl :t.l ~ ffJ m nt • m ~ 
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(57) Abstract: A compact, self-contained, 
personal key is disclosed. The personal 
key comprises a USB-compliant interface 
releaseably coupleable to a host processing 
device operating under command of an 
operating system; a smartcard processor 
having a smartcard processor-compliant 
interface of communicating according to 
a smartcard input and output protocol; and 
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USB-COMPLIANT PERSONAL KEY USThTG A 

SMARTCARD PROCESSOR AND A SMARTCARD READER EMULATOR 

-·· CROSS-REFERENCE TO RELATED APPLICATIONS 

This application is a continuation-in-part of U.S. Patent Application No. 
. . 

09/449,159~ filed November 24, 1999, by Shawn D. Abbott, Bahram Afghani, Mehdi 

Sotoodeh, Norman L. Denton ill, and Calvin W. Long, and entitled ~'USE-Compliant 

5 Personal Key with Integral Input and Output Devices," which is a continuation-in-part 

of U.S. Patent Application No. 09/281,017, filed March 30, 1999 by Shawn D. . 

Abbott, B!lll!am Afghani, Allan D. Andersqn, Patrick N. Godding, Maarten (J. P~t, 

and Mehdi Sotoodeh, and entitled ''USB-Compliant Personal Key," which claims 

benefit of U.S. Provisional Patent Applicati~n No.60/116,006, filed January 15, 1999 

10 by Shawn D. Abbott, Barham Afghani, Allan D. Anderson, Patrick N. Godding, 
. . 

Maarten G. Punt, and Mehdi Sotoodeh, and entitled ''USB-Compliant Personal Key;" 

all of which applications are hereby incorporated by reference herein. 

BACKGROUND OF THE INVENTION 

15 1. Field of the Invention 

• The present invention relates to computer peripherals, aniin particuiar to an 

inexpensive USB-compliant personal key that is compatible with existing smartcard 

processors, drivers, and instruction sets. 

20 2. Description of the Related Art 

In the last decade, the use of personal computers in both ·the home and in the 

office have become widespread. These computers ~rovide a high level of 

functjonality to many people at a moderate price,. substantially surpassing the 

performance of the large mainframe computers of only a few decades ago. The trend 

25 is further evidenced by the increasing popularity of laptop and notebook computers, 

which provide high-performance computing power on a mobile basis. 

• -1-
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USB-COMPLIANT PERSONAL KEY USING A

SMARTCARD PROCESSORAND A SMARTCARD READER EMULATOR

~~ CROSS-REFERENCE TO RELATED APPLICATIONS

_ This application is a continuation-in-part ofU.S. Patent Application No. |
09/449,159, filed November 24, 1999, by Shawn D. Abbott, Bahram Afghani, Mehdi
Sotoodéh, Norman L. DentonII, and Calvin W. Long,and entitled “USB-Compliant

Personal Key with Integral Input and Output Devices,” which is a continuation-in-part
ofU.S. Patent Application No. 09/281,017, filed March 30, 1999 by Shawn D.

Abbott, Babram Afghani, Allan D. Anderson, Patrick N. Godding, Maarten G. Punt,
and Mehdi Sotoodeh, and entitled “USB-Complant Personal Key,”which claims
benefit ofU.S. Provisional Patent Application No. 60/116,006, filed January 15, 1999
by Shawn D. Abbott, Barham Afghani, Allan D. Anderson,Patrick N. Godding,

Maarten G. Punt, and Mehdi Sotoodeh, and entitled “USB-Compliant Personal Key,”
all of which applications are hereby incorporated by reference herein.

BACKGROUND OF THE INVENTION

1. Field of the Invention

’ The present invention relates to computer peripherals, andin particular to an
inexpensive USB-compliant personal key that is compatible with existing smartcard
processors, drivers, and instruction sets.

2, Description of the Related Art

_In thelast decade, the use ofpersonal computers in both the homeandin the
office have become Widespread. These computers provide a high level of
functionality to many people at a moderate price, substantially surpassing the

performance of the large mainframe computers ofonly a few decades ago. The trend

is further evidenced by the increasing popularity of laptop and notebook computers,

which provide high-performance computing power on a mobile basis.
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The widespread availability of personal computers has had a profound impact . 

on interpersonal communications as well. Only a decade ago, telephones or fax 

machines offered virtually the only media for rapid business-communications. Today, 

a growing number of businesses and individuals communicate via electronic mail (e-. . . 

5 mail). ~ersonal computers have also been instrumen~al in the emergence of the 

Internet and its growing use as a medium of commerce. 

While certainly beneficial, the growing ~se of computers in personal 

communications, commerce, and business has also· given i:ise to a number of unique· 

challenges. These challenges include the prevention of unauthorized use of software, 

io ensuring the security of e-mail and other electronic communications, as well as 

Internet commerce . 
. . 

Smartcards represent a longstanding attempt to deal with at least some of the 

foregoing c~llenges. Substantial resources have been made in the design and 

development· of smartcards, smartcard readers, and the associated reader/smartcard 

15 drivers which allow computer applications to interface with the smartcard to perform 

secu.tjty and data storage functions. Even so, smartcards have not enjoyed widespread 

popularity. Smartcard readers are relatively expensive, and not widely available. 

Further, the lack of uniform smartcard/smartcard reader physical interface standards 

hav:e resulted in smartcard/smartcard reader physical interface compatibility problems, 

20 . . many of which remain unresolved. 

USB-compliant personal keys, such as that which is disclosed in co-pending 

and commonly assigned U.S. Patent Application N~s. 09/449,159 and 09/~81,017, 
. . 

described above, offer the benefit of smartcard functionality in a universally accepted 

USB form factor. The Universal Serial Bus (USB) is a connectivity standard 

25 developed by computer a:p.d telecommunication industry members for interfacing 

computers and peripherals. USE-compliant devices allow the user to install and hot­

swap devices without long installation procedures and reboots, and features a 127 

device bus capacity, dual-speed data transfer, and can provide limited power to 

.devices attached on the bus. Because the USB connectivity standard is. rapidly 

-2-
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becoming available on most personal computers, it offers a standard, widely available 

physical interface, the unavailability of which has prevented smartcards from 

achieving widespread acceptance. 

While smartcarcls have not enjoyed widespread popularity in the United States, 

5 they are widely accepted in Europe. Hence, many software applications and drivers 

have been developed for existing smartcard-based devices and their readers. 

Unforhmately, smartcard interface protocols such as those described in ISO 7816 are 

incompatible with the USB protocols used in the above-desc1'bed devices. This 

incompatibility has led to· two unfortunate consequences. First, to comply with USB · 

10 interface protocol requirements, current USB-compliant personal keys utilize special 

purpose processors, instead of the low cost, limited capability processors currently . . . 
available for smartcards. This increases the cost of the USB-compliant personal key; 

making widespread acceptance more difficult. Also, be~ause each USB-compatible 

personal key may use a different processor (and different instruction sets), users may 

15 require different device ~rivers for different personal keys. This too represents 

another barrier to widespread acceptance of the personal key. 

From the foregoing, it is apparent that there is a ne~d for a USB-compliant 

personal key tliat is usable with legacy personal identification devices, such as 

processors having smartcard processors.and/or those complying with the ISO-7816. 

· 20 There is also a need for a USB-compliap.t personal key th.at makes maximum use of 

existing smartcard protocols, software and devices wherever possible, and which 

retain at least a limited compatibility with. existing devices designed to interface with 

smartcards. Th~ present ~vention satisfies that need. 

SUMMARY OF THE INVENTION 

The present invention satisfies all of these needs with a personal key in a form 

factor that i~ compliant with a commonly available I/0 interface such as the Universal 

Serial Bus (USB) and at the same time, m;able with existing smartcard software 

applications. The personal key compri~~s a USB-compliant interface releaseably 
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becoming available on most personal computers, it offers a standard, widely available

physical interface, the unavailability ofwhich has prevented smartcards from

achieving widespread acceptance.

While smartcards have not enjoyed widespread popularity in the United States,

they are widely accepted in Hurope. Hence, many software applications and drivers
have been developed for existing smartcard-based devices and their readers.
Unfortunately, smartcard interface protocols such as those described in ISO 7816 are

incompatible with the USB protocols usedin the above-described devices. This

incompatibility has led to two unfortunate consequences. First, to comply with USB-

interface protocol requirements, current USB-compliant personal keys utilize special

purpose processors, instead of the low cost, limited capability processors currently
available for smartcards, This increases the cost of the USB-compliant personal key,

making widespread acceptance more difficult, Also, because each USB-compatible
personal key may use a different processor (and different instruction sets), users may
require different device drivers for differentpersonal keys. This too represents |
another barrier to widespread acceptance ofthe personal key. |

From the foregoing,it is apparent that there ts aneed for a USB-compliant
personal key that is usable with legacy personal identification devices, such as_

processors having smartcard processors.and/or those complying with the ISO.7816.

There is also a needfor a USB-compliant personal key that makes maximum use of

existing smartcard protocols, software and devices wherever possible, and which

retain. at least a limited compatibility with.existing devices designed to interface with

smartcards. The present invention satisfies that need,

SUMMARYOFTHEINVENTION

The presentinvention satisfies all of these needs with a personal key in a form

factor that is compliant with a commonly available I/O interface such as the Universal

Serial Bus (U.SB) and at the sametime, usable with existing smartcard software
applications. The personal key comprises a USB-compliant interface releaseably
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coupleable to a host processing device operating under command of an operating 

system; a smartcard processor having a smartcard processor-compliant interface for 

• communicating according-to ·a sniartcard input and output protocol; and an interface 

processor, communicatively coupled to the USE-compliant interface and to the 

5 smartcard processor-compliant interface, the interface processor implementing a 

translation module for interpreting USB-compliant messages into s:tnartcard 

. p;rocessor-compliant messages and for interpreting smartcard processor-compliant 

messages into USB-compliant messages. 

In one embodiment, the method comprises the steps of acceptjng a message 

10 comprising a smartcard reader·command selected from a smartcard reader command 

set from a host computer operating system in a v-irtua1 smartcard reader; packaging the 

message for transmission via a USE-compliant interface according to a first message 

transfer protocol; transmitting the packaged message to a personal key 

communicatively coupled to the USB-compliant interface; receiving the packaged . . : 

.15 . message in the personal key; unpackaging the message .in the perspnal key to recover 

the smartcard reader command; translating the smartcard reader command into a 

smartcard command within the personal key; and providing the smartcard command 

to the smartcard processor. 

The present invention is well suited for controlling access to network services, 

20 or anywhere a password, cookie, digital certificate, or smartcard might otherwise be 

used, including: 

• Remote access servers, including Internet protocol security (IP Sec), point 

to point tunneling protocol (PPTP), password authentication protocol 

(PAP), challenge handshake authentication protocol (CHAP), remote 

25· • access dial-iµ user service (RADIDS), terminal access controller access 

. control system (TACACS); • 

• Providing Extranet and subscription-based web access control, including 

hypertext transport protocol (HTTP), secure sockets layer (SSL);_ • 

-4-
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• • Supporting secure online banking, benefits administration, account 

management; 

• .. -Supporting secure workflow and supply chain integration (form signing); 

• Preventing laptop computer theft (requiring personal key for laptop 

5 . opera~~n); 

• Workstation logon authorization; 
. . 

• • ~eventing the modification or copying of software; . 

. i ; __ Enr.r.vT-'lting files· 
, •.• $:.-•ii'f"f7r.-~• ' 

·-. Supp~;n:t~g secure e-mail, for example, with secure multipurpose Internet 

1 o ·piaif·extensiqns (S/MIME), and open pretty good privacy (OpenPGP) 

15 • 

• Administering. network equipment administration; and 
.. 

• Electronic wallets, with, for example, secure e~ectronic transac~on (SET, 

MilliCent, eWallet) 

BRIEF DESCRIPTION OF THE DRAWINGS 

Re~einng now to the drawings in which.like reference numbers represent 

corresponding-pans ·throughout: 

FIG. 1. is_· a <:llagram showing an exemplary hardware environment for 

-praotioing~.t:he-.present--invention; 

20 FJJl 2 ii:; .a..:1?.l9ckdiagram of a personal key communicatively couplec;l to a host 
. .. ., . ' . 

computer; 

· FIG. 3 is a· block .diagram of a personal key with a smartcard processor 

communicatively coupled to a host computer; and 

FIGs. 4A-4D are flow charts presenting exemplary method steps that can be 

25 used to practice the present invention. 

DETAILED DESC::RIPTION OF PREFERRED EMBODIMENTS 

In the following description, reference is made to the accompanying drawings 

which form a part hereof, and which is shown, by way of illustration, several 
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Supporting secure online banking, benefits administration, account

management;

- Supporting secure workflow and supply chain integration (form signing);

Preventing laptop computertheft (requiring personal keyfor laptop
i operation);

Workstation logon authorization;

| Preveitifig the modification or copying of software; .
°, ~Eprypting files;

Supporting secure e-mail, for example, with secure multipurpose Intemet
‘mail“Extensions (S/MIME), and open pretty good privacy (OpenPGP)

Administering network equipment administration; and
Electronic wallets, with, for example, secure electronic transaction (SET,
MilliCent, eWailet)

BRIEF DESCRIPTION OF THE DRAWINGS

Referring now to the drawings in which like reference numbers represent

corresponding:parts throughout:
FIG. Lisa diagram showing an exemplaryhardware environment for

~practicing-the-presentinvention;

FIG,2 isablock.diagram ofa personal key communicatively coupled to a host
computer;

- FIG. 3 is ablock diagram ofa personal key with a smartcard processor
communicatively coupled to a host computer; and

FIGs. 4A-4D are flow charts presenting exemplary method steps that can be
used to practice the present invention.

. DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

In the following description, reference is made to the accompanying drawings:
which fonn a part hereof, and which is shown, by wayofillustration, several
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.embodiments of the present invention .. It is under.stood that other embodiments n:i,ay 

be utilized ~d structural changes may be made without departing from the scope of 

the present invention. " .• • ... :-

FIG; 1 illustrates an exemplary computer system .100 that could be used to 

5 'implement_ the present ~vention'. The host computer 102 comprises a processor 1 Q4 

and a memory, such as random -~~~e~s memory (RAM) 106; The host computer 102 

is operatively.coupled to· a disp.lay 122, which presents images such as _windows to the 
. . ' . 

user on a graphic.~. µs%-~~if.iee • 11 SB. The host computer 102 may be coupled to 

other devices,.such as a.ke-yl)ga.rd 114, ~ mouse device 116, a printer 128, .etc. Of 

10 course, those skilled-~ the art·~ll recognize that any combination of the above 

components, or any nu.inbe~ of ~fferent components, peripherals, and other devices, 

may be used with the host computer 102. 

Generally, the host computer 102 operates under control of an operating 

system 108 stored in the memory i 06, and interfaces with the user to accept inputs . . 
15 and commands and to present results ~ough a graphical user interface (GUI) module 

118A. Although the GUI.~odu.le _11 BA is depicted as _a separate module, the 

instructions performing the ½7~:functi.ons can be resident or distributed in the 

. operating system 108, the con:ij,uter program 110, or implemented with special 

purpose-memoryeand~-pt~~es-s~:.,..:The host computer .102 also implements a compiler 

20 112 which allqws an ap_pli~tiop.p;-og:ram 110 written in a programming language • 
.. . . . 

such as COBOL, C++, FORTRAN, <?r other language to be translated into processor 

104 readable code. After comple_tion, the application l_ 1_0 accesses and manipulates 
. . 

data stored in the memory 106 of the host computer 102 using the relationships and 

logic that are generated using the COIJ?.piler 112. The host computer 102 also 

25 comprises an input/output (1/0) port for a personal token 200 (hereinafter alternatively 

referred to also as a personal key 200). In one embodiment, the I/0 port is a USB­

compliant interface comprising a host computer USB-compliant interface 130A and a 

personal token USB-compliant interface 130B (hereinafter referred to collectively as 

the USB-compliant interface 130. 

-6-
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In one embodiment, instructions implementing the operating system 108, the 

computer program 110, and the compiler 112 are tangibly embodied in a computer­

readable medium, e.g., data.storage device, l20, which could include one. or more. . 

fixed or removable data storage devices, such as a zip drive, floppy disc drive 124, 

5 hard drive, CD-ROM drive, tape drive, etc. Further, the operating system 108 and the 

computer program 110 are comprised of°instructions which, when read and executed 

by the computer 102, causes the ~.oinp.uter.1 Oi.Jo perform the steps necessary ·to 

implement and/or use the pr~.~ent)nY-~9J.k~~oinputer program 110 and/or oper~ting. 

instructions may also be tangibly e~bo$lje9.:in .. memory 106 and/or data 

10 communications devices, thereby maJ.<#ig:.a:i:omputer program product or article of 

manufacture according to th~ invention. As such, the terms "article of manufacture" . . 

and "computer program product" as used herein are intended to encompass a computer 
. . 

program accessible from any computer readable device or media. 

The host computer 102 may be communicatively coupled to a remote . . . 
15 computer or server 134 via communication medium 132 such as a dial-up network, a 

wide area network (WAN), local ar~a-~etwork • (~, virtual private network (VPN) 

. or the Internet. Program instructions fo:r computer· operation, including additional or 

alternative application programs can be.loaded from the remote computer/server 134. . . 

In one embodiment, the compu~pl~ents .. an Internet browser, allowing the 

20 user to-access the world wide web CWY!W)-~d o~~r inte~et ;resources. 
. . ' .· :""'.:.: .. _ .. · ..•. 

Those skilled in the art will recognize .th~~ many modifications may be made to 

this configuration without departing from the.scope of the present invention. For 

.example, those skilled in the art will recognize that any combination of the above 

components, or any number of different components, peripherals, and other devices, 

25 maybe used with the present-invention. 

FIG. 2 is a block diagram illustrating the components of one embodiment of a 

personal key 200. The personal key 200 communicates with and obtains power from 

the host computer 102 through a USB-compliant communication pa~ in the USB­

compliant interface 130 which includes the input/output port 130A of the host 
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computer 102 and a matching input/output(I/O) port 130B on the personal key 200. 

The processor 212 .is communicatively coupled to a memory 214, which stores data 

and instructions to implement the above-descrihed features of the invention·. In one· 

embodiment, the memory 214 is a non-volatile random-access memory that can retain 

5 factory-supplied data as well as customer~~~pplied application related data. The 

processor 212 may also include some int~al memory for performing some·of these 

functions. . : .. " . 

The processor 212·is opµ9~llY◄-~.A,~~catively coupled to an input.device 

218 via an input device communication p.a~24 and to an output device 222 via an 

10 output device cmnmunication path 224,,bq:tlr-dfwhich are distinct from the USB:: 

compliant interface 130. These separate communication paths 220 ~d 224 allow the 

user to view information about proces.sor 212 operations and provide input relateci to 

processor 212 operations without allowing a process or other entity with visibility to 

the US~-.conipliant interface 130 to eavesdrop ·or intercede. This permits secure 

15 co~unications· between the key processor 212 and the user. In one embodiment of 

the invention set forth more fully belQ.W ,. the u~er .c~mmunicates directly with the • 

processor 212 by physical manipulation of mechanical switches or devices actuatable 

from the external side of the key (for. example~ by pressure-sensitive devices such as 

buttons and mechanical-switcheS.~lEMaq.theriem_bodiment of the invention set forth 

20 more fully below, the input device includes .. a wheel wjth tactile detents indicating the 
. .• . ~· , .. · ·:.. ,, .. 

selection of characters. 

The input device and output devices 218, 222 may cooperatively interact with 

one another to enhance the functionality of the personal key 200. For example, the 

output device 222 may provide information prompting the user to enter information 

25 into the input device 218. For example, the output device 222 may comprise a visual 

display such as an alphanumeric LED or LCD display (which can display Arabic 

numbers and or letters) and/or an aural device. The user may be prompted to enter 

information by·a beeping of the aural device, by a flashing pattern of the LED, or by 

both. The output device 222 may also optionally be used to confirm entry of 
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information by the input device 218. For example, an aural output device may beep 

when the user enters information into the input device 218-or when the user input is 

invalid. The input device 218 may take one of.many forms, including different 

combinations of input devices. 

5 Although the input device communic_ation pat~ 220 and the output device 

communication path 224 are illustrated in FIG: 2 as separate paths; the present · 

invention can be implemented by combining the paths 220 an.d°2,24 wbile still 

retaining a communication path distinct from.~~~11:S.f.hG~~~!~terface 130. For 

example, the input device 218 arid output device 22_2 .may be.packaged in a single 

10 device and communications with the processor 212 rritlltipiex-ed':over a single 

·communication path. 

FIG. 3 is a block diagram of the personal key 200 and host computer 102 as 

applied to the present invention. Unlike the personal_key 200 illustrated in FIG. 2, the 

personal ke;y-300 illustrated in FIG. 3 coin.prises a smartcard proces_sor 3~0. The 

15 smartcard processor 300 is a processor which complies with well-known smartcard 

I/0 protocols and smartcard command sets and ~ctions, such __ as .tliose described by 

the International Standards Organization (ISO) standard~7816:P~III (defining 

electronic properties and transmission charac.teristics), which is hereby incorpo~ated 

by reference herein. . 

20 Physically, the smartcard compliant I/0 .i~tep~ce }°~~-_wc\ud~s a serial I/0 line, 

. a reset (RST) line, a clock (CLK) line, a programming voltage (VPP), a power supply 

voltage (VCC) and a ground. This J/0 ~terface 324 is further described in the 

publication "Introduction to Smartcards" by Dr. David. B. Everett, which was 

published in 1999 by the Smart Card News Ltd., and is incorporated by reference 

25 herein. 

As was the case with the personal key 200 and host computer 102 illustrated in 

FIG. 1, th~ present _invention allows the use of a p~rsonal key 30~ communicating 

with the host computer 102 via a USB-compliant interface 130. However, the . 

• substitution of the smartcard processor 320 for the ordinary processor 212 depicted in 
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FIG. 2 has several advantages. First, smartcard processors 212 are relatively 

inexpensive and readily available. Second, a large number of application programs 

1-10 h_ave been developed for the use of smartcards, including the-personal.. .. . 

computer/smartcard (PC/SC) interface developed by the MICROSOFT _.-

5 CORPORATION. By providing a smartcard processor (which complies with the 

smartcard I/0 protocols and supports smartcard command sets), this .s-otlware can be 

used with a personal key 300 in a USE-compliant form factor .. 

The use of the smartcard processor 320 in the personal key :409,J~·.;~~aht.;1~12Y.: .use of~ 

interface processor 314 communicatively coupled to the smartcard.proc~ss.ot..320 via a . . . . 

10 smartc'ard-compatible (SIC 7816) interface 324. The interface p:ti5Cessor·,j14 

comprises a smartcard reader emulator. module (SREM) 316 and a translation module 

318. The SREM 316 implements functions that emul~te those ofa smartcar~ reader, 

thus projecting the image of a smartcard reader to the smai-tcard processor 320. The 

SREM 316 provides all instructions ~d ~ommands to.the smartcard processor 320 

15 • and receives messages and responses from the smartcard processor 320 according to 

the S/C protocol. 
• M ~ • 00 •• : • : _ .. •· : 

The host computer 102 comprises a virtual smartcard .reader .. module {Y.SRM) 

302. The VSRM comprises a communication module 312, an answer-to:.reset module 

308, and a smartcard insertion/removal·reporting module306."""Ih~.Q-m,m-.-ation · 

20 module 312 packages messages intended for the personal ~ey 300 fc;,1,t.r.3.PSJ;Pi~s_i~n via 
. ":, .... ' ... 

the USB-compliant interface. In one embodiment, messages·and commands.:tbat are 

sent to the personal key 300 packaged as: 

USE command= USE header+ USB cdata (wherein-USE cdata is the smartcard 

25 compliantcommand) 
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5 

and messages and responses from the personal key 300 are packaged as: 

• • USB response =USB header+ USB rdata (wherein USB rdata is the smartcard • 

compliant response) 

These packaged messages are unpacked by the translation m<;>dule 318 in the·.·., .. 

personal key 300. Similarly, messages transmitted by the smartcard processor. 320 to,·. 

the ~ost computer 102 are packaged by the translation module 318 and uhp.ac~~ge~.~~ 

the communication module 312 before being provided to the operating' system . .108;. 

10 the application program interface 260, and the application 110 using the petsonai:key.,:· 

300 to perform operations. 

Just as the SREM 316 emulates the presence of a smartcard reader for the. 

smartcard processor 320, the VSRM 302 emulates the presence of a smartcard reader 

to the OS 108 in the host computer 102. These functions are accomplished in the • 
- ' 

15 bootup module 311, the insert/remove module 306, the answer-to-reset module 308, 

and the PTS module 310. 

As a part of a normal bootup sequence, the host computer's 102 operating. : 

system performs a startup sequence to determine which hardware elements .are 

available for use. In prior art smartcard systems, the smartcard-reader: remain&.-, 

20 coupled to the host computer 102, whether a smartcard _is inserted into the reader or .... 
-~ . 

not. Hence, the smartcard reader can respond to startup sequence queries, and the·. 

smartcard reader is recognized by the operating system 108 for further operations. 

However, in the present invention, there is no smartcard reader to answer .to ~e 

bootup query, and the operating system would ordinarily be unable to operate with a 

25 smartcard thereafter. To solve this problem, the present invention comprises a bootup 

module 311, which responds to messages from the operating system 108 in the same 

way as a smartcard reader would if it were coupled to the host computer 102. 

Similarly, the insert/remove module 306 provides an indication to the 

operating system 108 that the personal key 300 has been inserted or removed from the 
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USB•compliant interface 130. This is accomplished by querying the host computer 

USB-compliant interface port 130A. 

·When a software application calls 110, via API 260 and the operating system 

108 invokes a command that calls for a smartcard related function, the smartcard 

5 reader passes a reset command to the smartcard. The smartcard returns an answer-to• 

reset message which indicates, among other things, the protocol and VO interface 

supported by the attached smartcard. 

• The reset signal is used to start up the program contained._in a memory 322 

communicatively coupled to or resident within the-smartcard processor 320. The ISO 

10 standard defines three reset modes, internal reset, active low reset, and synchronous 

high active reset. Most smartcard processors 320 operate using the active low reset 

mode. In this mode, the smartcard processor 320 transfers control to the entry address 

for the program when the reset signal returns to the high voltage level. The 

synchronous mode of operation is more commonly met with-smartcards used for 

15 telephonic applications. 

The sequence of operations for activating the smartcard processor 320 is 

defined in order to minimize the possibility of damaging the smartcard processor .320. 

Of particular importance is avoiding corruption of the non-volatile memory 322 of the 

smartcard. Most smartcard processors 320 operate using an active low reset inode in. 

20 which the s1:11artcard processor 320 transfers control to the entry address for the 

program when the reset signal returns to the high·voltage level. The sequence 

performed by the smartcard processor includes the steps of setting the RST line low, 

. applying VCC to the proper supply voltage, setting the J/0 in the receive mode, 

setting VPP in the idle mode, applying the clock, and talcing the RST line high (active 

25 low reset). 

In prior ~ smartcard systems, after the reset signal is applied by the smartcard 

reader, the smartcard processor 320 r~onds with an answer-to-reset message. For 

the active low reset mode, the smartcard processor 320 should respond between 400 

. and 40,000 clock cycles after the rising edge of the reset signal. The answer-to.reset 
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signal is at most 33 characters, and includes 5 fields including an initial character 

(TS), a format character (TO), interface characters (TAi, TBi, TCi, and TDi), 

historical characters (Tl, T2,-... , TK), and a check character (TCK). Among other 

things, the answer-to-reset signal provides an indication of the smartcard protocol(s) 

s· which are supported smartcard processor. Typical smartcard protocols include the 

T=0 protocol (asynchronous half duplex byte transmission) and T=l (asynchronous 

half duplex bloc~ transmission). 

In the embodiment ofthe·present invention shown in FIG. 3, the reset signal is 

provided by the VSRM 302, packaged by the communication moduJ_e 312, and sent 

10 via the USB-compliant interface 130B to the personal ~ey 300. The message is 

unwrapped by the translation module 318. Then, the s~artcard reader emulation 
. . 

module activates the RST signal path in the smartcard interface 324, thus providing 

the RST command to the smartcard processor 320. The smartcard processor 320 

responds with an answer-to-reset message, sends the message via the serial J/O line of 
. . 

1S the smartcard interface 324 to the interface processor 314. The message is then 

packaged by the translation module 318 and transmitted to the host computer 102 via 

the USE-compliant interface 326. The message is then unpackaged by the 

communication module 312 and provided to the operating system 108 and ultimately, 

the application 110 that requested the use of the smartcard. 

·20· • In another embodiment of the present invention, the personal key 300 does not 

comprise a smartcard processor 320, but rather a special purpose processor which 

does not respond to messages and commands in the smartcard J/O protocol (such as 

that which is illustrated in FIG. 1). The present invention can still be used with 

existing smartcard applications 110, however, because the VSRM 302 and the 

25 interface processor 314 can be used to simulate the presence of a smartcard processor 

320. When the smartcard software application 110 desires use of the personal key 

300, the VSRM accepts the reset command from the PC/SC modules in the operating 

system 108, translates the reset message into a functionally equivalent message for the 

special purpose processor in the personal key 300, and transmits the message to the 
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personal key 300. After the personal key 300 is activated, it sends a message 

indicating as such to the host computer 102. The VSRM 302, and translates this 

• • ·message·to a response that is compatible with the ~artcard application 110, namely, 

an A TR message. Alternatively, the smartcard command to special purpose processor 

5 command translation can occur in.the emulation processor 314 in the personal key 

.300:· • • 

· •. • Returning to the embodiment disclosed in FIG. 3, after the smartcard· processor 

~~~~yed-.•the. ATR message, a protocol .type selectim;1 (PTS) message may be sent to 

.the smartcard processor 320. The PTS·message from,the OS 108 is-received by the 

Hf\· Pts-·tlio'dufe 310 in the VSRM 302, packaged for transmission via the USB-compliant 

interface 130 to the personal key 300, where it is unpackaged and provided to the 

. • smartcard processor 320. The smartcard provides a response consistent with the ISO 

·standards to the emulation module 316. The response is packaged, and transmitted 

over the USE-compliant interface 130 to the host computer 102, where it is 

15 unpackaged by the communication module 312 and provided to the operating system. 

. · FIGs. 4A-4D are flow charts presenting exemplary ;method steps used to 

ptactice one embodiment ofth~ present invention. When the host computer 102 is 

. booted up, the virtual smartcard reader 302 accepts 402 a bootup query from the host 

Hst1mputerj,s, operating system 108. Although a smartcard reader is not 

20 . communicatively coupled to the host computer 130 the virtual smartcard reader 302 

emulate~ the existence of a smartcard reader and. provides an indication that a 

smartcard reader is available to the OS 108. Consequently, when the bootup 

procedure.s are completed, a smartcard reader will be registered as an available device 

to smartcard applications 110. 

25 When the host computer is booted't1p, a personal key 300 may or may not be 

communicatively coupled to the USB-compliant interface 130. When a personal key 

300 is not attached, the VSRM 302 provides 404 the same indication to the operating 

system 108 as would be supplied by a smartcard reader without an·inserted smartcard. 

This is accomplished by receiving 406 an indication that the personal key has been 
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communica~vely coupled to the USB-compliant interface; and providing an indication 

to the host computer operating system. Since the VSRM is emulating the functions of 

a smartcard, the indication-is provided 408 to the host computer-operating system (or 

equivalently, the personal com.puter/smartcard (PC/SC) interface modules therein) is 

S that of an insert event. - .. . . 

If desired and the-sinartcard processor 320 supports multiple protocols, a 

protocol type selection (PTS) coinll'land may be issued by the operating system 108. 

The_VSRM 302;.:r:ecetve~~~-~~!TS.command, packages the command for 

transmission to the personal key.. 300 via the USE-compliant interface 130. The 

10 wrapped PTS c6mma.n4-ii·tliei1transmitted over the USE-compliant interface 130 and 

received by the personal key 300. The PTS command is unwrapped by the translate 

~od-ule 318 in the interface·processor 314 and provided to the smartcard processor 

320 via the smartcard-compliant interface 324. The smartcard processor computes the 

appropriate response, sends the response-to the interface processor 314, where the . . . 

15 response is packaged by the translate module 318 for transmission to the host 

computer 102 via the USB . .:c.ompliant interface 130. The communication module 312 

unpackages the response;:and-the PTS module 310 formats the response, if necessary, 

to be consistent with a PTS response received from a smartcard reader. The formatted 

response i-s then pr0vi&e~'i'2i.t0,.,tb.e.,OS 108. 

20 FIG. 4B. js a·-flow:-ch~.desci:ibing exemplary m~thod steps :used_ t~ provide 

commands aµd/ot·ctata :fi;:om Jhe OS· 108 to the smartcard processor 320 and from the 

smartcar4 processor 320 to the OS 108. A message, which may comprise a smartcard 

reader command belonging to a smartcard.reader command set is accepted 414 from a 
host computer operating system 108 in the virtual smartcard reader module (VSRM) 

25 302. The message is packaged 416 for transmission via the USB-compliant interface 

130 according to a first message transfer protocol. 

The packaged message is then transmitted 418 to the communicatively 

coupled personal key 300 via the USE-compliant interface 130. The packaged 

message is received 420 and unpackaged 422 in the personal key 300. If the 
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smartcard reader command requires .additional processing before being forwarded to 

the smartcard·processor 320, the smartcard reader command.is translated 424.into a 

smartcard command within-the-personal-key 300 before being provided 426 t0-the •· • 

smartcard processor 320. 

5 The smartcard processor 320 .then performs the indicated operation, and a 

• response is accepted 428 from the smar.tcard processor 320. If the smartcard response 

requires further processing by a smartcard.reader, the smartcard response is translated 

430 into a smartcard reader response,(J,l1J~,~~card reader response is then-packaged 

432 and tr~mitted 434 to the-host-computer 102 via the.USB.-compliant interface 

• 10 • 130. The host computer 102<teceives:'4S'6i'an-a unpackages 438 the message and 

provides 440 the response to the smartcard software application 110 that issued the 

command .. 

Next, when the personal key 300 is removed, the VSRM 302 reports 444 an 

indication to the OS 108 that the "virtual smartcard" (the personal key.300) has been 

IS removed. The provided indication is the same as that which would be provided by a 

smartcard reader when a smartcardiu.emov.ed ... The indication can be obtained, for 

example by receiving 442 an ~dication·.fr.om. a USB driver or other device .indicating 

the removal of a USB device. 

In· summary, Tables I and-ill."fl1i©M1.des:-an~summary of the coinmunication 

20 protocol for an OS 108 command fro~the h~et.c(;)mputer 102 t~ the smartcard 

processor 320 in the personal-key (Table l),.an.d for a smartcard processor 320 

response to the operating system 108'. 
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Step Description 

1 Smartcard reader-command issued from OS 108 

is passed to VSRM'302 

2 VSRM 302 adds a USB header, and creates a .. 

USB coinmand. •• 

3 VSRM's 302.'communicationmodule 312 sends 

the US&co~~$,toJbe-personal key 300 

4 The translatiomnodule 318 strips off the USB 

header -and recovers·Th~' sinartcard command 

5 The smartcard command is sent to the smartcard 

processor 320 • •. 

6 The smartcard processor 320 executes the 

~ction requested by the smartcard command 

Table I 
,,,• .... 

Step . Description . 

1 Smartcard processor _320_generates a smartcard 

response-

2 The smartcard r~spop.~~-\S. ~.ent . .from the smartcard 

processor 320. to th~. transJaµon module 318 

3 The translation module 318 adds a USB header to 

create a USB response .. 

4 The USB response is transmitted to the VSRM 302 

5 The communication module 312 strips off the USB 

header and recovers the smarlcard response 

6 The smartcard response is trans~tted to the (?S I 08 

Table II 
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Smartcard readercommand issued from OS 108

| VSRM 302 adds a USB header, and creates a.

‘| USB coinmand.-

VSRM’s 302-communication module 312 sends

the USB. command:to:thepersonal key 300

The translation module 318 sinps off the USB  headerand recover?thésmartcard command

The smartcard commandis sentto the smartcard

processor 320’:

The smartcard processor 320 executes the  
function requested by the smartcard command -

Smartcard processor 320generates a smartcard  
 

The smart¢ard responseis sentfrom the smartcard

| processor 320.to the.translation module 318

The translation module 318 adds a USB header to

create a USB response .

The USB response is transmitted to the VSRM 302  
5 The communication module 312 strips off the USB

  
 

 header and recovers the smartcard response

The smartcard responseis transmitted to the OS 108
Tabie i
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5 

Tables III and IV provides a summary of the communication protocol for a 

request from an application program 110 to the smartcard-p~ocessor 320. and for a 

request from an application program 11 o to the smartoard··prc;cessor 320 . 

Step Description 
. .. 

1 Smartcard processor 320 command·from the 

application program 11-0 is sent to the ·os ·108 via 

anAPI 260 

2 The smartcard processor 32Q--command -is·.sent 

from the OS 108 to the VSRM_:-302': 

3 The VSRM 302 adds a USB header to the 

smartcard pro_cessor 320 command to create a 

USB-compatible command 

4 The VSRM's comm module 312 sends the USB-

compliant command to the personal key 300 

5 Translation module 318 strips: off.the USB header 

and recovers the smartcard· pr-ocessor ·eo.ilimand 

6 The smartcard processor_ command is-transmitted 

to the smartcard·processor-032.011n 

7 The smartcard processor 320 perfo~s'th¢• 

function indicated by the smartcarcl processor 

command 

Table ill 
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Tables Hf and [V provides a summary of the communication protocol for a

request from an application program 110 to the smartcardprocessor 320 and for a
request from an application program 110 to the smartoardprocessor 320.

Smartcard processor 320 commandfrom the

application program 110 is sent to the OS 108 via

an API 260

The smartcard processor 320.command is-sent

from the OS 108 to the VSRIM:-302°

The VSRM 302 adds a USB header to the |

smartcard processor 320 commandto create a

USB-compatible command

4 The VSRM’s comm module 312 sends the USB-

5 Translation module 318 strips off-the USB header

° and recovers the smartcardprocessor command
The smartcard processor commandis‘transmitted

tothe smartcard:processor320" |
The smartcard processor 320 performs the

function indicated by the smartcard processor

command — |
5 Table I
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Step Description .. 

-1 • The smartcard processor 320 generates a response 

to the smartcard processor .command 

2 The response is provided to the translation 
-

module 318 ... 

3 The translation module adds a USB header to . • ... 

create a USB-compatible smartcard processq,r:-·1 
' 

.. response 

4 The USB-compatible smartcard processor • .. ••r::., • 

response is sent to the VSRM 302 

5 The communication module 312 strips off the . 

USB header to recover the smartcard processor 

response 

6 The smartcard processor response is provided to 

the application 110 via the OS 108 and the MI._., 

260 · .. ,.., .... 

Table IV 

Conclusion 

This concludes the description of the preferred embodiments of the present 

invention. In summary, the present invention describes a personal key comprising a 

USB-compliant interface releaseably coupleable to a host processing device operating 

under command of an operating system; a smartcard proc~sor having a smartcard 

10 processor-compliant interface f<?r communicating according to a smartcard input and 

output protocol; and an interface processor, communicatively coupled to the USB­

compliant interface and to the smartcard processor-compliant interface, the interface 

processor implem~nting_a translai:ion module for interpreting USB-compliant 
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SePee
The smartcard processor 320 generates a response |-|[etter

2 The responseis provided to the translation

3 Thetranslation module adds a USB header to. ~-

create a USB-compatible smartcard processor::

- response SO,
The USB-compatible smartcard processor ©“

response is sent to the VSRM 302

The communication module312strips off the-

USBheader to recover the smartcard processor

response

The smartcard processor response 1s provided to

the application 110 via the OS 108 and the AFI.-

260 -

 
Table IV

5 Conclusion

This concludes the description ofthe preferred embodiments of the present

invention. In summary, the present invention describes a personalkey coniprising a
USB-compliantinterface releaseably coupleable to a host processing device operating

under command of an operating system; a smartcard processor having a smartcard
10 processor-compliant interface for communicating according to a smartcard input and

output protocol; and an interface processor, communicatively coupled to the USB-

compliantinterface and to the smartcard processor-compliantinterface,the interface

processor implementinga translation module for interpreting USB-compliant
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messages into smartcard processor-compliant messages and for interpreting smartcard 

processor-compliant messages into USB-compliant messages. In another • 

embodiment, the invention is described by a method comprising the steps of accepting. 

a message comprising a smartcard reader command selected from a smartcard reader 

5 command set from a host computer operating system in. a virtual smartcard reader; 

packaging the message for transmission via a USB-compliant interface according to a 

. first ·message transfer protocol; transmitting the packaged message to a personal key •• 

communicatively coupled to the USB-compliant interface; receiving the packaged 

message in the personal key; unpackaging the message in.the p.er.sonal key to recover 

10 the smartcard reader command; translating the smartcard reader command into a 

smartcard command within the personal key; and providing the smartcard command 

to the smartcard processor. 

The foregoing description of the preferred embodiment of the invention has 

been presented for ~e purposes of illustration and description. It is not intended to be 

15 exhaustive or to limit the invention to the precise form disclosed. Many modifications 

and variations are possible in light of the above teaching. It is intended that the scope 

of the invention be limited not by thi.s detailed description, but rather by the claims 

appended hereto. The above specification, examples and data provide a complete 

description of the manufacture and use of the composition of the invention. Since .. 

20 many embodiments of the invention can be made without departing from the spirit and 

scope of the invention, the invention resides in the claims hereinafter appended. 
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WHAT IS CLAIMED IS: 

1. A compact.personal_token (300), comprising: 

a USB-compliant interface (130B) releaseably coupleable to a host processing 

device (102) operating under command of an operating system (108); 

S a smartcard processor (320) having a smartcard processor-compliant interface 

(324) f."or commgnicating according to a smartcard input and output protocol; 

an input device (218) communicatively coupled to the smartcard processor for 

providing secure input to fi?.e processor; 

an interface processor (314), communicatively coupled to the USE-compliant 

10 interface (130B) and to smartcard processor-compliant interface (324) the interface 

processor (314) implemeµting a translation module (318) for interpreting USB­

compliant messages into smartcard processor-compliant messages and for interpreting 

smartcard processor-compliant messages into USB-compliant messages. 

15 2. _ The apparatus of claim I, wherein the interface processor (314) 

emulates a_smartcard_readerto the sm~card processor (320). 

3. The apparatus of claim 1, wherein: 

the host processing devic~ (102) comprises a virtual smartcard reader in 

. _20 communication with the operating system, the virtual smartcard reader for emulating a 

smartcard reader communicatively coupled to the host processing device ( 102) and 

including a communication module (312) for packaging messages for transmission to 

the personal token (300) via the USB compliant interface (qO) according to a first . 

• protocol and for unpackaging messages received from the personal token (300) via the 

25 USB-compliant interface according to the first protocol; and 

the interface processor translation module (318) unpackages messages from 

the host processing device (102) according to the first protocol and packages messages 

destined for the host processing device (102) according to the first protocol. 
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4. The apparatus of claim 3, wherein the virtual smartcard reader further 

·comprise$ a bootup module (311) for-responding to an operating system bootup 

procedure with an indication thaf a smartcard reader is communicatively coupled to 

5 the.host processor . 

. .. 5. • The apparat;us of claim 3', wherein the virtual smartcard reader further 

.:•fQ.p:>.ptj.ses:an answer-to-reset (ATR) .module (308) for providing an ATR message to 

. the .operating system (108) in response to a reset message. 

6. The apparatus ~f claim 3, wherein the virtual smartcard reader further 

comprises a reporting module for receiving and reporting the insertion of the personal 

token in a USB-compliant port communicatively coupled to the host processor (102) 

and the removal of the personal token as a removal of a smartcard from a smartcard 

15 reader . 

. 7. The apparatus of claim 3, wherein the virtual smartcard reader further 

comprii,es a protocol selection module for receiving a protocol type selection (PTS) 

• .rnc0mmand .. from the operating system and providing a PTS response message to the 

20 ·, operatip.g system (108) .. 

• 8. A method of communicating between a smartcard processor (320) in a 

personal key (300) communicatively coupled to a host computer (102) via a USB­

compliant interface (130), comprising the steps of: 

25 accepting a message comprising a smartcard reader command selected from a 

smartcard reader command set from a host computer operating system (108) in a 

virtual smartcard reader; 

packaging the message for transmission via a USB-compliant interface (130) 

according to a first message transfer protocol; 

-22-

IPR2022-00412 
Apple EX1043 Page 150



WO 01/96990 PCT/EP0l/06816 

transmitting the packaged message to a personal key (300) communicatively 

coupled to the USB-compliant interface (130); 

·receiving the packaged message in the personal ·key (300); 

unpackaging the message in the personal key (300) to recover the smartcard 

-5 . reader command; 

translating the smartcard reader command into a smartcard command within 

the personal key-(300); and 

.~ding,the smartcard command to.the smartcard processor (320); . 

accepting a user input to the smartcard processor (320) via an input device 

10 (218)-conim.Umcatively coupled to the smartcard processor (320) via an input 

communication device communication path distinct from the USB-compliant interface 

(130); 

accepting a smartcard response from the smartcard processor (320); 

translating the sniartcard response into a smartcard reader response; 

15 packaging the smartcard reader response for transmission to the host processor 

(102) yja the us:a.-compliant interface (130); 

•:. transmiftirig the packaged.message from the personal key (300) to the host 

processor (102); 

·,, r,~eeiving..thepackaged message in the host computer (102); 

20 unpackaging the smartcard reader response; and 

providing the smartcard reader response to the host processor operating system 

'(108). 
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9. The method of claim 8, further comprising the steps of: 

accepting a startup query from the host computer operating system (108) in the 

virtual smartcard reader; ·-and· · 

providing an indication that a smartcard reader is communicatively coupled to 

5 the host computer to the host computer operating system (108). 

10. The method afclaim 9, further comprising the st~s of: 

receiving :aµ.i4diya.ti.QP.-_.that the personal key (300) has been communicatively 

coupled to the U~B-cor,npliant,.interface (130); 

10 . reporting·the indication that the personal key (300) is communicatively 

coupled to the USB-compliant interface-(130) to the host processor operating system 

(108) as the insertion of a ·smartcard; 

receiving an indication that the personal key (300) has been communicatively 

decoupled from the USB-compliat;1.t interface (130); and 

15 reporting the indication that the personal key has been communicatively 

decoupled from the. USB.-compli,ap.t interface (130) to the host processor operating 

system (108) as the removal_ofthe smartcard. 

11. ·.'Toe,-metb.o<:kef.claim·S,.further comprising the steps of: 

20 receiving a-protocol .t.}1?.e-~election (PTS) command from the host-computer 

operating system (108);. and·-:, .. • .. 

providing a PTS response message to ~e operating system (108). 
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This is in response to an Office action dated 07/12/2005. A response was due 10/12/2005. 

A fee ($60) for a one month's extension of time in which to respond is enclosed herewith. 

Please amend the referenced application as follows: 

Amendments to the Specification begin on page 2 of this paper. 

Amendments to the Claims are reflected in the listing of claims which begins on page 3 of this 
paper. 

Amendments to the Drawings .... none 
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Amendments to the Specification: 

At page 1, lines 4-5 (entire paragraph) 

This is a non-provisional filing based on USSN 60/520,698 filed 1l/17/2003 by Ryan, Comiskey!. 

aoo Knapich and Finn. 
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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the application: . 

Listing of Claims: 

l. (original) A compact personal token apparatus, comprising: 

a connection module; 

a translation module; 

a processor module; and 

an input/output module. 

2. ( currently amended) The compact personal token apparatus of claim I, wherein: 

the connection module is for interfacing the personal token apparatus with [[a]J an 

Internet-capable appliance; and 

the interface is selected from the group consisting of USB, Fire Wire, IR, Bluetooth, 

standard serial port, WLAN. 

3. (currently amended) The compact personal token apparatus of claim 1, wherein: 

the connection module is for interfacing the personal token apparatus with [[a]J an 

Internet-capable appliance; and 

the Internet-capable appliance comprises a device selected from the group consisting of 

personal computer (PC), laptop, PDA, MP3 player and cellphone. 

4. (original) The compact personal token apparatus of claim 1, wherein: 

the translation module moves signals between a USB interface and a smart card interface. 

5. (currently amended) The compact personal token apparatus of claim 4, wherein: 

the smart card interface is selected from the group consisting of ISO 78 I 6, ISO 14443 

(RFID-contactless interface) and ISO 15693 (RFID-contactless interface) . 

3 
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6. (original) The compact personal token apparatus of claim I, wherein: 

the processor module comprises a dual interface (DI) chip. 

7. ( original) The compact personal token apparatus of claim I. wherein: 

the processor module incorporates the translation module. 

8. (original) The compact personal token apparatus of claim I, wherein: 

the output module comprises an RF antenna and a modulator. 

9. (ori1:,>inal) The compact personal token apparatus of claim l, further comprising: 

flash memory. 

10. (currently amended) The compact personal token apparatus of claim 1, wherein: 

the translation module moves sigaals eet 1,1,•ee0 a USB interfaee aed a wireless interfaee 

data or signals from a USB interface to an RFID interface and a wireless interface with storage of 

data in a flash memory or EEPROM of the processor module (dual interface chip). and data can 

reside temporarily at one of the interfaces. 

I I. ( currently amended) The compact personal token apparatus of claim 1, wherein: 

the translation module is incorporated in the processor module to that the de¥iee so that 

the personal token apparatus can go directly from USB to wireless (including RFID) without 

being limited by smart card software architecture limitations. 

12. ( currently amended) The compact personal token apparatus of claim 1, wherein: 

the connection, translation. processor and input/output modules are embodied in the!! 

form of an apparatus having the g genera) physical configuration of a conventional USB memory 

fob. 

13. (original) The compact personal token apparatus of claim 12, wherein the fob comprises~ 

a first physical module containing the input module and the translation module;" and 

a second physical module containing the processor module and the output module. 

4 
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6. (original) The compact personal token apparatus of claim 1, wherein:

the processor module comprises a dual interface (DD chip.

7. (original) The compact personal token apparatus of claim |, wherein:

the processor module incorporates the translation module.

8. (original) The compact personal token apparatus ofclaim 1, whercin:

the output module comprises an RF antenna and a modulator.

9, (original) The compact personal token apparatus ofclaim 1, further comprising:

flash memory.

10. (currently amended) The compact personal token apparatus of claim 1, wherein:

the translation module moves s#enats-bepveen-aSBinterface-and-aireless_interfaee

data or sipnals from a USB interface to an RFID interface and a wireless interface with storage of
 

data in a flash memory or EEPROM ofthe processor module (dual interface chip), and data can

reside temporanily at one of the interfaces.

11. (currently amended} The compact personal token apparatus of claim 1, wherein:

the translation module is incorporated in the processor module tethatthe-deviceso that

the personal token apparatus can go directly from USB to wireless (inchiding RFID) without

being limited by smart card software architecture limitations.

12. (currently amended) The compact personal token apparatus ofclaim 1, wherein:

the connection, translation. processor and input/output modules are embodied in the a

form of an apparatus having the a general physical configuration of a conventional USB memory

fob.

13. (original) The compact personal token apparatus of claim 12, wherein the fob comprises;

a first physical module containing the input module and the translation module;and

a second physical module containing the processor module and the output module,
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14. (original) The compact personal token apparatus of claim I, wherein: 

the output module comprises contacts for interfacing with a smart card. 

15. (currently amended) The compact personal token apparatus of claim 1, wherein: 

the fob is eapaele of configured for interfacing with the Internet and emulating a smart 

card. 

16. ( currently amended) The compact personal token apparatus of claim I, wherein: 

the connection module is for interfacing the personal token apparatus with an Internet­

capable appliance; and further comprising: 

an input module is for connecting to the Internet; and 

the personal token apparatus incorporates firewall functionality to protect the Internet­

capable applieanee appliance. 

17. (original) The compact personal token apparatus of claim 1 , further com prising: 

interfaces for ISO contact, contactless, USB and DSL. 

18. (original) The compact personal token apparatus of claim 1, further comprising: 

an LCD screen. 

19. (original) The compact persona] token apparatus of claim 1, further comprising: 

at least one switch. 

20. (original) The compact personal token apparatus of claim 1, fu11her comprising: 

at least one LED. 

21. (original) A compact personal token apparatus comprising: 

a standard-compliant contact based interface, the contact based interface complying to at 

least one standard interface selected from the group consisting of USB, IEEE 1394, PCMCIA, 

5 
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14, (original) The compact personal token apparatus of claim 1, wherein:

the output module compnises contacts for interfacing with a smart card.

15. (currently amended) The compact personal token apparatus of claim 1, wherein:

the fob is eapable-of configured for interfacing with the Internet and emulating a smart

card.

16.=(currently amended) The compact personal token apparatus of claim 1, wherein:

the connection moduleis for interfacing the personal token apparatus with an Intemet-

capable appliance; and further comprising:

an input module is for connecting to the Internet; and

the personal ioken apparatus incorporates firewall) functionality to protect the Internet-

capable appheanee appliance.

17.  (originat) The compact persona] token apparatus ofclaim 1, further comprising:

interfaces for ISO contact, contactless, USB and DSL.

18. (original) The compact personal token apparatus ofclaim t, further comprising:

an LCD screen.

19. (ariginal} The compact personal token apparatus ofclaim 1, further comprising:

at least one switch.

20. (original) The compact personal token apparatus of claim 1, further comprising:

at least one LED.

21.=(original) A compact personal token apparatus comprising:

a standard—compliant contact based interface, the contact based interface complying to at

least one standard interface selected from the group consisting of USB, TEEE 1394, PCMCIA,
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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the application: 

Listing of Claims: 

1. ( original) A compact personal token apparatus, comprising: 

a connection module; 

a translation module; 

a processor module; and 

an input/output module. 

2. (currently amended) The compact personal token apparatus of claim 1, wherein: 

the connection module is for interfacing the personal token apparatus with [[a]] an 

Internet-capable appliance; and 

the interface is selected from the group consisting ofUSB, Fire Wire, IR, Bluetooth, 

standard serial port, WLAN. 

3. (currently amended) The compact personal token apparatus of claim 1, wherein: 

the connection module is for interfacing the personal token apparatus with [[a]] an 

Internet-capable appliance; and 

the Intemet-capable appliance comprises a device selected from the group consisting of 

personal computer (PC), laptop, PDA, MP3 player and cellphone. 

4. ( original) The compact personal token apparatus of claim 1, wherein: 

the translation module moves signals between a USB interface and a smart card interface. 

5. ( currently amended) The compact personal token apparatus of claim 4, wherein: 

the smart card interface is selected from the group consisting of ISO 7816, I.SO 14443 

{RFID-contactless interface) and ISO 15693 (RFID-contactless interface) . 
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Amendments to the Claims:

This listing ofclaims will replace all prior versions, and listings, of claims in the application:

Listing of Claims:

1, (origina]} A compact personal token apparatus, comprising:

a connection module;

a translation module;

a processor module; and

an input/output module.

2. (currently amended) The compact personal token apparatus of claim 1, wherein:

the connection moduleis for interfacing the persona] token apparatus with [[a]] an

Internet-capable appliance; and

the interface is selected from the group consisting of USB,FireWire, IR, Bluetooth,

standard seria] port, WLAN.

3, (currently amended) The compact personal token apparatus of claim |, wherein:

the connection moduleis for interfacing the personal token apparatus with [[a]] an

Intemet-capable appliance; and

the Internet-capable appliance comprises a device selected from the group consisting of

persona] computer (PC), Japtop, POA, MP3 player and cellphone.

4, (original) The compact personal token apparatus of claim 1, wherein:

ihe translation module moves signals between a USB interface and a smart card interface.

5. (currently amended} The compact personal token apparatus of claim 4, wherein:

(he smart card interface is selected from the group consisting of ISO 7816, ISO 14443

(RFID-contactless interface} and ISO 15693 (RFiD-contactless interface) .

hee
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Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro 

Drive, and any similar standard interface. 

22. ( currently amended) The compact personal token apparatus of claim 21, further 

comprising: 

a standard-compliant contactless/wireless interface; the contactless/wireless interface 

complying to one or more of the following standard interfaces: wireless interface, RFID­

contactless interface according to ISO 14443 and ISO 15693 as well as similar interfaces, 

Bluetooth compatible interface, WLAN 812.11, UWB, and any similar interface. 

23. (currently amended) The compact personal token apparatus of claim 22, further 

comprising: 

a standard-compliant interface releaseably coupleable to a host processing device, this 

being under~~ command of an operating system; 

an interface module providing translation of standard-compliant contact based interface 

messages via a memory chip to Bluetooth /WLAN 812.11 device compatible compliant 

messages, and providing the translation of Bl uetooth /WLAN 812. l I device compliant messages 

via a memory chip to standard-compliant contact based interface messages; and 

a Bluetooth /WLAN 812.1 I device having a Bluetooth/WLAN 812.11 compliant 

interface communicating through the interface module with the host processing device via a 

memory chip; the same Bluetooth /WLAN 812. 1 1 device communicating through its£! Bluetooth 

/WLAN 812.11 compatible interface. 

24. (currently amended) The compact personal token apparatus of claim 23, wherein: 

the contactless / \.\ireless module interface is releaseably coupleable from the Interfaee 

interface module. 

25. (original) The compact personal token apparatus of claim 22, further comprising: 

a processor module; and 

additional memory selected from the 1=,rroup consisting of flash memory and EEPROM 

device powered and addressed by the processor module; 

6 
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Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, 13M Micro

Drive, and any similar standard interface.

22. (currently amended) The compact personal token apparatus ofclaim 21, further

comprising:

a standard—compliant contactless/wireless interface; the contactless/wireless interface
 complying to one or more ofthe following standard interfaces: wireless interface, RFID-

contactless interface according to ISO 14443 and ISO [5693 as wellas similarinterfaces,

Bluetooth compatible interface, WLAN $12.11, UWB,and any similar interface.

23. (currently amended) The compact personal token apparatus of claim 22, further
comprising:

a standard-compliantinterface releaseably coupleable to a host processing device, this

being under the a commandof an operating system;

an mterface module providing translationof standard-compliant contact based interface

messages Via a memory chip to Bluetooth (WLAN 812.11 device compatible compliant

messages, and providing the translation of Bluctooth /WLAN 812.11 device compliant messages

via a memory chip to standard-compiiant contact based interface messages; and

a Bluetooth ‘(WLAN812.11 device having a Bluctooth/WLAN 812.11 compliant

interface communicating through the interface module with the host processing device via a

memory chip; the same Bluetooth /WLAN $12.11 device communicating through #s a Bluetooth

{WLAN812.11] compatible interface.

24. (currently amended) The compact personal token apparatus ofclaim 23, wherein:

the contactless / wireless module interface is releascably coupleable from the iaterfaee

interface madule.

25. (original) The compact personal token apparatus ofclaim 22, further comprising:

a processor module; and

additional memory selected from the group consisting of flash memory and EEPROM

device powered and addressed by the processor module;
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wherein the additional memory can be used for user authentication and lo run 

applications. 

26. ( original) The compact personal token apparatus of claim 22, further comprising: 

a standard-compliant smart card contact interface complying to ISO 7816, or any similar 

interface. 

27. (currently amended) The compact personal token apparatus of claim 22, further 

comprising: 

a processor module, preparing messages to be sent by the contactless/wireless interface 

[[ of]] and interpreting messages received via the interface. 

28. ( currently amended) The compact personal token apparatus of claim 21, further 

comprising: 

a standard-compliant interface releaseably coupleable to a host processing device, this 

being under [[the]]~ command of an operating system; 

an interface module providing translation of standard-compliant contact based interface 

messages to ISO 7816 compliant messages and providing the translation of ISO 7816 compliant 

messages to standardMcompliant contact based interface messages; 

a dual interface processor having an 1S07816 compliant interface communicating through 

the interface module with the host processing device, the dual interface processor communicating 

through an RFID-contactless interface and connected to an inductive antenna. 

29. (cu1Tently amended) The compact personal token apparatus of claim 28, wherein: 

the contactless / wireless l'fledule interface is releaseably coupleable from the In:terfaee 

interface module. 

30. (currently amended) Tbc compact personal token apparatus of claim 28, wherein: 

the dual interface processor is mounted in a dual interface card complying to ISO 7810 or 

a 7816 compliant SIM module and connected norms; 
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wherein the additional memory can be used for user authentication and to run

applications.

26, (original) The compact personal token apparatus of claim 22, further comprising:

a standard—compliant smart card contact interface complying to ISO 7816, or any similar

interfacc,

27. (currently amended) The compact personal token apparatus of claim 22, further

comprising:

a processor module, preparing messages to be sent by the contactless/wireless interface

[fof}} and interpreting messages received via the interface.

28. (currently amended) The compact personal token apparatus of claim 21, further

comprising:

a standard-comphantinterface releaseably coupleabie to a host processing device, this

being under[[the}]] 2 command ofan operating system;

an interface module providing transtation of standard-compliant contact based interface

messages 10 [SO 7816 compliant messages and providing the translation of ISO 7816 compliant

messages to standard-compliant contact based interface messages;

a dual interface processor having an ISO7816 compliant interface communicating through

the interface module with the host processing device, the dual interface processor communicating

through an RFID-contactless interface and connected to an inductive antenna.

29, (currently amended) The compact personal token apparatus of claim 28, wherein:

the contactless / wireless medule interface is releaseably coupleable from the Hyerface

interface module.

30. (currently amended) The compact personal token apparatus of claim 28, wherein:

the dual interface processor is mounted in a dual interface card complying to ISO 7810 or

a 7816 compliant SIM module and connected norms;
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the compact personal token apparatus provides physical contacts for the dual interface 

card, or a 7816 compliant form factor; and 

when connected, the dual interface or SIM card can communicate with the host 

processing device through the interface module inside the personal token apparatus and, once the 

communication is done, the card can be released from the personal token apparatus and can be 

used then in the real world. 

3 l. ( currently amended) lbe compact personal token apparatus of claim 28, wherein: 

the dual interface chip (processor) inside the personal token apparatus can be directly 

programmed by a software running on the host system using the interface processor without the 

need for an external contact based dual interface read/write device. 

32. ( currently amended) The compact personal token apparatus of claim 31, wherein: 

the 1.:le•HRleaeed inforrnatim~ ean be ased ia the Feal world by usiag the eemaetless REID 

iaterfuee 

the software is web based, allowing for downloading information from the web directly 

into the dual interface processor memory, thus linking the virtual world to the real world. 

33. (currently amended) The compact personal token apparatus of claim;+ 32, wherein: 

the softv,are is we.b based, allo•Ning fuF dovmleadiAg informatioA :§:om the •Neb difeetly 

iHte the fl1:utl inl:erface praeessor memory (fuF em1mf)le, event tiekets) th1:1s liaki-ng the viF1:1:1al 

worle to the fOal Vo'Orld 

the downloaded information can be used in the real world bv using the contactless RFID 

interface. 

34. (original) The compact personal token apparatus of cl~im 33, wherein: 

the downloaded information can be used in the real world by using the contactless RFID 

interface. 

8 

p. 11 

PAGE 11/31 • RCVD AT 11114/2005 J:38:45 PM [Eastern standard Time]• SVR:USPTO•EFXRF-6/26' DNIS:2738300' CSID:216 381 6599' DURATION (mm-ss):20-02 

BEST AVAILABLE COPY IPR2022-00412 
Apple EX1043 Page 178



Nov 14 05 03:44p Dwight A. StauFFer (216) 381-6599 

35. (currently amended) The compact personal token apparatus of claim 33, wherein: 

the information stored in the personal token apparatus via the standard contact based 

interface is used for personal identification, secure network logon, access control, e-ticketing, e­

payment and similar applications using either the standard compliant interface or the RFID­

compliant interface. 

36. (currently amended) The compact personal token apparatus of claim 33, wherein: 

infonnation received through the RFID- interface can be stored in the memory of the 

personal token apparatus and can then be provided to the host processing device via the standard 

interface, thus allowing a complete information exchange between the virtual world and the real 

world. 

37. (currently amended) The compact personal token apparatus of claim 31, wherein: 

the information stored in the personal token apparatus via the standard contact based 

interface is used for personal identification, secure network logon, access control, e-ticketing, e­

payment and similar applications using either the standard compliant interface or the RFID­

compliant interface. 

38. (currently amended) The compact personal token apparatus of claim 3 I, wherein: 

information received through the RFID- interface can be stored in the memory of the 

personal token apparatus and can then be provided to the host processing device via the standard 

intertace, thus allowing a complete information exchange between the virtual world and the real 

world. 

39. (original) The compact personal token apparatus of ciaim 31, further comprising: 

additional memory selected from the group consisting of flash memory and EEPROM 

device powered and addressed by the processor module; 

wherein the additional memory can be used for user authentication and to run 

applications. 

9 

p. 12 

PAGE 12/31 • RCVD AT 11114/200$ 3:38:45 PM [Eastern standard Time)• SVR:USPTO·EFXRF-6I26' DNIS:2738300' CSI0:216 381 6599' DURATION cmm-ss):20-02 

Bf;ST AVAILAl:SLl: CUPY 
IPR2022-00412 

Apple EX1043 Page 179

Nov 14 05 O3:44p Dwight A. Stauffer (21G6] 381-6599 , p-1l2

35, (currently amended) The compact personal token apparatus of claim 33, wherein:

the information stored in the personal token apparatus via the standard contact based

interface is used for personal identification, secure network logon, access control, e-ticketing, e-

payment and similar applications using cither the standard compliant interface or the RFID-

compliant interface.

36. (currently amended) The compact personal token apparatus ofclaim 33, wherein:

information received through the RFID- interface can be stored in the memory ofthe

personal token apparatus and can then be provided to the host processing device via the standard

interface, thus allowing a complete information exchange between the virtual world and the real

world.

37. (currently amended} The compact personal token apparatus of claim 31, wherein:

the information stored in the personal token apparatus via the standard contact based

interface is used for personal identification, secure network logon, access control, e-ticketing, e-

payment and similar applications using either the standard compliant interface or the RFID-

compliant interface.

38. (currently amended) The compact personal token apparatus of claim 31, wherein:

information received through the RFID- interface can be stored in the memory ofthe

persona] token apparatus and can then be provided to the host processing device via the standard

intertace, thus allowing a complete information exchange betweenthe virtual world andthe real
world.

39. (original) The compact personal token apparatus of claim 31, further comprising:

additional memory sclected from the group consisting of flash memory and EEPROM
device powered and addressed by the processor module; ,

whereinthe additional memory can be used for user authentication and to run

applications.
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40. (currently amended) The compact personal token apparatus of claim 21, further 

comprising: 

a standard-compliant interface releaseably coupleable to a host processing device, this 

being under th.e..11..command of an operating system; 

an interface module providing translation of standard-compliant contact based interface 

messages via a memory chip to Bluetooth /WLAN 812.11 device compatible compliant 

messages, and providing the translation of Bluetooth /WLAN 812. l J device compliant messages 

via a memory chip to standard-compliant contact based interface messages; and 

a Bluetooth /WLAN 812.11 device having a Bluetooth/WLAN 812.11 compliant 

interface communicating through tJ1e interface module with the host processing device via a 

memory chip; the same Bluetooth /WLAN 812.11 devi~e communicating through its Bluetooth 

/WLAN 812.l 1 compatible interface. 

41. (original) The compact personal token apparatus of claim 21, further comprising: 

a processor module; and 

additional memory selected from the group consisting of flash memory and EEPROM 

device powered and addressed by the processor module; 

wherein the additional memory can be used for user authentication and to run 

applications. 

42. (original) The compact personal token apparatus of claim 21, further comprising: 

a standard-compliant smart card contact interface complying to ISO 7816, or any similar 

interface. 

43. (currently amended) The compact personal token apparatus of claim 21, further 

comprising: 

a connection module, connecting the personal token apparatus to a host device sHeh as 

including PC, PDA, smart cellular phone or similar device, either directly or with the help of a 

standard reader device such as a memory card reader. 
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44. (currently amended) The compact personal token apparatus of claim 21, further 

comprising: 

a standard-compliant interface releaseably coupleable to a host processing device, this 

being under the_!!_command of an operating system; and 

a translation module, translating messages incoming from the contact based interface, 

and translating messages to the host device from the personal token apparatus. 

45. (currently amended) The compact personal token apparatus of claim 21, further 

comprising: 

a triple interface (e.g., e0F1taet, eerHaetless, USB) processor including contact, contactlcss. 

46. (currently amended) Method of interacting wirelcssly, comprising: 

providing a device; 

interfacing the device with [[a]J an Internet-capable appliance; and 

providing a smart card interface in the device. 

47. (original) Method, according to claim 46, wherein: 

the interface with the Internet-capable appliance is selected from the group consisting of 

USB, Fire Wire, JR, Bluetooth, standard serial port, WLAN. 

48. (original) Method, according to claim 46, wherein: 

the Internet-capable appliance comprises a device selected from the group consisting of 

personal computer (PC), laptop, PDA, MP3 player and cell phone. 

49. (original) Method, according to claim 46, wherein: 

the smart card interface is selected from the group consisting of ISO 7816, ISO 14443 

and ISO 15693. 

50. (original) Method, according to claim 46, wherein: 

the device is modular in construction. 

11 
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44.—(currently amended) The compact personai token apparatus of claim 21, further

comprising: ,

a standard-compliant interface releascably coupleable to a host processing device, this

being under theacommand ofan operating system; and

a translation module, translating messages incoming from the contact based interface,

and translating messages to the host device from the personal token apparatus.

45, (currently amended) The compact personal token apparatus of claim 21, further

comprising:

a triple interface (e-3-,conteet-contactless,USB}processor including contact, contactless.

SB.

46, (currently amended) Method ofinteracling wirelessly, comprising:

providing a device;

interfacing the device with [[a]} an Internet-capable appliance; and

providing a smart card interface in the device.

47, (original) Method, according to claim 46, wherein:

the interface with the Internet-capable appliance is selected from the group consisting of

USB,FireWire, IR, Bluetooth, standard serial port, WLAN.

48.=(original) Method, according to claim 46, wherein:

the Internet-capable appliance comprises a device selected from the group consisting of

personal computer (PC), laptop, PDA, MP3 player and cell phone.

49, (original) Method, according to claim 46, wherein:

the smart card interface is selected from the group consisting of TSO 7816, ISO 14443

and JSO 15693.

30. (original) Method, according to claim 46, wherein:

the device is modular in construction.
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51. (currently amended) Method, according to claim 46, wherein: 

the device perfonns a firewall functionality to protect the Internet-capable applieance 

appliance. 

52. (original) Method, according to claim 46, wherein: 

the device incorporates interfaces for ISO contact, contactless, USB and DSL. 
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SI. (currently amended) Method, according to claim 46, wherein:

the device performsa firewall functionality to protect the Internet-capable applicance

appliance,

nA bo (original) Method, according to claim 46, wherein: a14

SF
the device incorporates interfaces for ISO contact, contactless, USB and DSL.
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Responding to tile Office action 

This is in response to an Office action dated 7/12/2005. 

A response is due 10/12/2005, and can be extended. 

(216) 381 6599 

A one month extension of time is required and requested. November 12th is a Saturday. 

Status of the Claims 

Claims 1-52 are pending. 

Claims 1-52 are rejected. 

lnventorship 

Please note that this application claimed priority of three provisional applications, as follows: 

- This is a non-provisional filing based on USSN 60/520,698 filed 11/17/2003 by Ryan, 

Comiskey and Knapich. 

- This is a non-provisional filing based on USSN 60/562,204 filed 4/14/2004 by 

Comiskey, Finn and Ryan. 

- This is a non-provisional filing based on USSN 60/602,595 filed 8/18/2004 by Finn. 

Recently, the inventorship in the first provisional (60/520,698) was amended to include Finn. 

(Corrected Filing Receipt mailed I 0/03/2005) 

The Specification (page 1, cross-references) is amended, accordingly. 

Information Disclosure 

Recently, an Information Disclosure Statement was fi)ed, along with the appropriate fee. 

(return postcard stamped Sep 12, 2005) 

Claim Objections 

Numerous objections were noted by the Examiner, with suggested substitutions. 

The claims have been amended per the Examiner's suggestions. 
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Responding to the Office action

This is in response to an Office action dated 7/12/2005.

A response is due 10/12/2005, and can be extended.

A one month extension oftime is required and requested. November 12th is a Saturday.

Status of the Claims

Claims1-52 are pending.

Claims 1-52 are rejected.

Inventorship

Please note thatthis application claimed priority of three provisional applications, as follows:

- This is a non-provisional filing based on USSN 60/520,698 filed 11/17/2003 by Ryan,

Comiskey and Knapich.

- This is a non-provisional filing based on USSN 60/562,204 filed 4/14/2004 by

Comiskey, Fitr and Ryan.

- This is a non-provistonalfiling based on USSN 60/602,595 filed 8/18/2004 by Firur.

Recently, the inventorship in the first provisional (60/520,698) was amended to include Finn.

(Corrected Filing Receipt mailed 10/03/2005)

The Specification (page 1, cross-references) is amended, accordingly.

Information Disclosure

Recently, an Information Disclosure Statement wasfiled, along with the appropriate fee.

(return postcard stamped Sep 12, 2005)

Claim Objections

Numerous objections were noted by the Examiner, with suggested substitutions.

The claims have been amended per the Examiner's suggestions.
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35 USC §112, second paragraph 

Claim 32, line 2, regarding "the downloaded information" lacks antecedent basis. 

Claims 32 and 33 have been effectively "reversed", and claim 33 now depends from claim 32. 

Substantive Grounds of Rejection 

The prior art being relied upon is: 

US 6,748,541 (Margalit) 

US 2003/0236821 (Jiau) 

Claims 1-7, 9, 12-16, 21, 41-44 and 46-51 are rejected under 35 U.S.C. 102(e) as being 

anticipated by Margalit et al {US 6,748.541 ). The Examiner states the following: 

Re claims 1-7, 9, 12-16, 21, 41-44 and 46-51: Margalit et al discloses a compact personal 
token apparatus 125, comprising; a connection module 140; a translation module, which 
incorporated with a processor module 130; and an input/output module (fig. 2); wherein: the 
connection module 140 is for interfacing the personal token apparatus with a an Internet­
capable appliance; and the interface is a USB interface (fig. 2); wherein: the connection 
module 140 is for interfacing the personal token apparatus with a an Internet-capable· 
appliance; and the Internet-capable appliance comprises a device, which is a personal 
computer (PC); wherein: the translation module moves signals between a USB interface and 
a smart card interface (fig. 2; col. 5, lines 1-30); wherein: the smart card interface 170 is an 
ISO 7816; wherein: the processor module 130 comprises a dual interface (DI) chip (i.e., USB 
and smart card); wherein: the processor module 130 incorporates the translation module (i.e., 
for passing data from the smart card to the USB interface chip 140 and vice versa) (fig. 2; 
col. 5, lines 20-27); flash memory 150 (fig. 2; col. 4, lines 35-38); a first physical module 
containing the input module and the translation module; and a second physical module 
containing the processor module and the output module (fig. 3); wherein: the connection, 
translation, processor, and input/output modules are embodied in a form of an apparatus 
having a general physical configuration of a conventional USB memory fob (figs. 3-58); 
wherein: the output module comprises contacts for interfacing with a smart card (fig. 2)~ the 
fob is configured for interfacing with the Internet and emulating a smart card (fig. 2); 
wherein: the connection module 140 is for interfacing the personal token apparatus with an 
Internet-capable appliance; and further comprising: an input module is for connecting to the 
Internet; and the apparatus incorporates firewall functionality to protect the Internet-capable 
appliance (i.e., login process including usemame and password) (fig. 5B); a standard­
compliant contact based interface, the contact based interface complying to at least one 
standard interface selected from the group consisting of USB, IEEE 1394, PCMCIA, 
Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM 
Micro Drive, and any similar standard interface (fig. 2). 
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Claims l, 8, 10, 11, 18-29 and 31-40 arc rejected under 35 U.S.C. 102(e) as being anticipated by 

Jiau (US 2003/0236821 Al). The Examiner states the following: 

Re claims J. 8, 10, 1 1, 18-29 and 31-40: Jiau discloses a compact personal token apparatus 1, 
comprising: a connection module 1312 (paragraph [0044]); a translation module, which 
incorporated with a processor module 132; and an input/output module [139, I 341, 1342, 
1343, 13441 (figs. t & 3A-3C); the translation module moves signals between a USB 
interface and a wireless interface (paragraphs [0050-005 l ])~ an LCD screen 1341 and LEDs 
1342 (fig. 3C); a standard-compliant contact based interface, the contact based interface 
complying to at least one standard interface selected from the group consisting of USB, 
IEEE 1394, PCMCIA, Compact Flash, Multi Media, Memory Stick, Smart Media, Secure 
Digital, mini SD, IBM Micro Drive, and any similar standard interface (paragraph [0044)); a 
standard-compliant contactlcss/wireless interface 1311; the contactless/wirelcss interface 
1311 complying to one or more of the following standard interfaces: RFJD-contactless 
interface according to WLAN 812.11 and Bluetooth compatible interface (paragraphs (0047) 
& [0050]); a flash memory 133 (fig. 3A); wherein: the dual interface chip (processor) inside 
the personal token can be directly programmed by a software running on the host system 
using the interface processor without the need for an external contact based dua1 interface 
read/write device (paragraph [0052]); wherein: the downloaded information can be used in 
the real world; wherein: the software is web based, allowing for downloading information 
from the web directly into the dual interface processor memory thus linking the virtual world 
to the real world (paragraph [0052]); wherein: the information stored in the personal token 
via, the standard contact based interface is used for personal identification, secure network 
logon, access control, e-ticketing, e-payment and similar applications using either the 
standard compliant interface or the RFID-compliant interface (paragraph [0067]). 

Claims 17, 45 and 52 are rejected under 35 U.S.C. 103(a) as being unpatentable over Margalit et 

al in view of Jiau. 'The Examiner states the following: 

Re claims 17, 45 and 52: Margalit et al has been discussed above but is silent with respect 
to a contactless interface. • 

Jiau teaches a communication unit 131 includes wireless connection 1311 (fig. 3B; 
paragraph [0051]). 

It would have been obvious to an artisan of ordinary skill in the art at the time the 
invention was made to incorporate a wireless connection of Jiau into the system taught by 
Margalit et al in order to provide Margalit et al with a universal system wherein the system 
can be utilized in any type of communications (i.e., contact, contactless, USB, etc.). 
Furthermore, such modification would provide the user the flexibility in using the system 
wherein the user does not have to concern about whether or not the system is compatible 
with a particular communication system that the user intend to use, and therefore an obvious 
expedient. 

Claim 30 is rejected under 35 U.S.C. 103(a) as being unpatentable over Jiau in view of Margalit 

et al. The Examiner states the following: 
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Jiau (US 2003/0236821 Al). The Examinerstates the following:

Re claims ], 8, 10, 11, 18-29 and 31-40: Jiau discloses a compact personal token apparatus1,
comprising: a connection module 1312 (paragraph [0044]); a translation module, which
incorporated with a processor module 132; and an inpuVoutput module [139, 1341, 1342,
1343, 13441 (figs. 1 & 3A-3C); the translation module moves signals between a USB
interface and a wireless interface (paragraphs [0050-0051]); an LCD screen 1341 and LEDs
1342 (fig. 3C); a standard-comphant contact based interface, the contact based interface
complying to at least one standard interface selected from the group consisting of USB,
IEEE 1394, PCMCIA, Compact Flash, Multi Media, Memory Stick, Smart Media, Secure
Digital, mini 8D, IBM Micro Drive, and any similar standard interface (paragraph [0044}); a
standard-compliant contactless/wireless interface 1311; the contactless/wireless interface
1311 complying to one or more of the followimg standard interfaces: RFTD-contactless
interface according to WLAN $12.11 and Bluetooth compatible interface (paragraphs (0047}
& (0050}}; a flash memory 133 (fig. 3A}; wherein: the dual interface chip (processor) inside
the personal token can be directly programmed by a software running on the host system
using the interface processor without the need for an external contact based dual interface
read/write device (paragraph [0052]): wherein: the downloaded information can be used in
the real world; wherein: the software is web based, allowing for downloading information
from the web directly into the dual interface processor memory thus linking the virtual world
to the real world (paragraph [0052]}, wherein: the information stored in the personal token
via, the standard contact based interface is used for personal identification, secure network
logon, access control, e-ticketing, e-payment and similar applications using either the
standard compliantinterface or the RFTD-compliant interface (paragraph [0067)).

 Claims 17, 45 and 52 are rejecied under 35 U.S.C. 103fa) as being unpatentable over Marg 

al in view of Jiau. The Examinerstates the following:

Re claims 17, 45 and 52: Margalit et al has been discussed above butis silent with respect
to a contactless interface.

Jian teaches a communication unit 131 includes wireless connection 131] (fig. 3B:
paragraph [0051 }).

It would have been obvious to an artisan of ordinary skill in the art at the time ithe
invention was made to incorporate a wircless connection of Jiau into the system taught by
Margalit et al in order to provide Margalit et al with a universal system wherein the system
can be utilized in any type of communications (i.e., contact, contactless, USB, etc.).
Furthermore, such modification would provide the user the flexibility in using the system
wherein the user does not have to concern about whether or not the system is compatible
with a particular communication system that the user intend to use, and therefore an obvious
expedient.

Claim 30 is rejected under 35 U.S.C. 103(a) as being unpatentable over Jiau inview of Margalit

etal. The Examinerstates the following:
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Re claim 30: Jiau has been discussed above but is silent with respect to an interface that is 
complying to ISO 7810 or a 7816 compliant SIM module. 

Margalit et al teaches a personal token apparatus 125 having an interface that is a 7816 
compliant SIM module (fig. 2). 

1t would have been obvious to an artisan of ordinary skill in the art at the time the 
invention was made to incorporate a 7816 compliant SrM module of Margalit et al into the 
system as taught by Jiau in order to provide Jiau with a universal system wherein the system 
can be utilized in any type of communications (i.e.. contact, contact)ess, USB, etc.). 
Furthermore, such modification would provide the user the flexibility in using the system 
wherein the user does not have to concern about whether or not the system is compatible 
with a particular communication system that the user intend to use, and therefore an obvious 
expedient. 

The Cited References, Generally 

US 6,748,541 (Margalit) discloses user-computer interaction method for use by a population of 

flexibly connectable computer systems and a population of mobile users, the method comprising 

storing infonnation characterizing each mobile user on an FCCS plug to be borne by that mobile 

user; and accepting the FCCS plug from the mobile user for connection to one of the flexibly 

connectible computer systems and employing the infom1ation characterizing the mobile user to 

perform at least one computer operation. 

In Margalit, mention is made of "smart card", in the summary/glossary section (column 3, line 

30). ( The term "smart card" refers to a typically plastic card in which is embedded a chip which 

interacts -with a reader, thereby allowing a mobile bearer of the smart card to interact with a 

machine in which is installed a smart card reader, typically with any of a network of machines of 

this type.) 

Although mentioning "smart card", no mention is made by Margalit to a contactless interface or 

any suggestion thereof. 

Compare, for example, the following statement by Margalit: "A particular feature of the USB 

plug device of FIG. 1 is that it has data storage capabilities and is thus analogous to a memory 

smart card." (column 4, line 20) 

16 

p.19 

PAGE 19131 • RCVD AT 1111412005 3:38:45 PM [Eastern standard Time]• SVR:USPTO-EFXRF-6126' DNIS:2738300 • CSID:216 381 6599' DURATION cmm-ss):20-02 

81:ffi AVAILAtslE COPY 

;;; 

IPR2022-00412 
Apple EX1043 Page 186

Nov 14 0S 03:48p Dwight A. Stauffer (216) 381-6599 p.1ls

Re claim 30: Jiau has been discussed above but is silent with respect to an interface thal is
complying to ISO 7816 or a 7816 compliant SIM module.

Maryalit et al teaches a personal token apparatus 125 having an interface that is a 7816
compliant SIM module (fig. 2).

It would have been obvious to an artisan of ordinary skill in the art at the time the
invention was made to incorporate a 7816 compliant SIM module of Margalit et al into the
system as taught by Jiau in order to provide Jiau with a universal system wherein the system
can be utilized in any type of communications (i.e.. contact, contactless, USB, etc.).
Furthermore, such modification would provide theuser the flexibility in using the system
wherein the user does not have to concern about whether or not the system is campatibic
with a particular communication system that the user intend to use, and therefore an obvious
expedient.

The Cited References, Generally
US 6,748,541 (Margalit) discloses user-computerinteraction method for use by a population of
flexibly connectable computer systems and a population of mobile users, the method comprising

storing information characterizing each mobile user on an FCCS plug to be borne by that mobile

user; and accepting the FCCS plug from the mobile user for connection to one of the flexibly

connectible computer systems and employing the information characterizing the mobile user to

perform at least one computer operation.

In Margalit, mention is made of "smart card", in the summary/glossary section (column 3, line

30}. { The term "smart card” refers to a typically plastic card in which is embedded a chip which

interacts with a reader, thereby allowing a mobile bearer of the smart card to interact with a

machine in whichis installed a smart card reader, typically with any of a network of machines of

this type. }

Although mentioning "smart card", no mention is made by Margalit to a contactless interface or

any suggestion thereof.

Compare, for example, the following statement by Margalit: "A particular feature of the USB

plug device of FIG. | is that it has data storage capabilities and is thus analogous to a memory

smart card." (column 4, tine 20)
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See also Margalit at column 5, line 1: "FIG. 2 is a simplified block diagram of a USB plug 

device, constructed and operative in accordance with a preferred embodiment of the present 

invention, which is a one-piece smart card reader and smart card chip preferably providing both 

secured storage and cryptographic capabilities." 

See also Margalit at column 5, line 20: 

The USB interface chip 140 gets USB packets from the USB host 120. The USB 
interface chip 140 parses the data and passes it to the microprocessor 130. The data, which 
typically comprises a 1SO7816-3 T=0/1 formatted packet, is passed by the microprocessor 
to the smart-card 170 in a ISO7816-3 protocol. The microprocessor 130 gets the response 
from the smart card 160 and passes the data to the USB interface chip 140. The USB 
interface chip 140 wraps the data in USB packet format and passes it to the host 120. 

A particular advantage of the embodiment of FIG. 2 is that smart card functionality is 
provided but there is no need for a dedicated reader because the plug 110 is connected 
directly to a USB socket in the host 120. 

See also Margalit at coJumn 7, line 5: 

Smart card functionalities which are preferably provided by the FCCS plug of the present 
invention include: 

J. Controlling access to computer networks: Smart card or plug has ID information, 
network authenticates and allows access on that basis. Authentication may be based upon 
"what you have", "what you are" e.g. biometric information and "what you know" (e.g. 
password). 

2. Digital signatures or certificates for verifying or authenticating the identity of the 
sender of a document. 

3. Storage of confidential information e.g. medical information. A smart card or plug may 
store confidential information and interact with a network which does not store the 
confidential information. 

Margalit is assigned to Alladin Knowledge Systems, Ltd. An example of the end product can be 

found at http://www.aladdin.com/etoken/usb_device.asp 

In Margalit, no mention is made to a contactlcss interface or any suggestion thereof. 

US 2003/0236821 (Jiau) discloses body wearable personal network server and system. A body 

wearable personal network server device has a display, function keys, alarm output indicators, a 

disk driver to receive and store clients' data, and communication devices to communicate to its 

clients, such as mobile phone, personal digital assistant (PDA), personal computer, and notebook 
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See also Margalit at column 5, line 1: “FIG. 2 is a simplified block diagram of a USB plug

device, constructed and operative in accordance with a preferred embodiment of the present

invention, which is a one-piece smart card reader and smart card chip preferably providing both

secured storage and cryptographic capabilities.”

See also Margalit at column 5, line 20:

The USB interface chip 140 gets USB packets from the USB host 120. The USB
interface chip 140 parses the data and passes it to the microprocessor 130. The data, which
typically comprises a [807816-3 T=0/1 formatted packet, is passed by the microprocessor
to the smart-card 170 in a ISO7816-3 protoco]. The microprocessor 130 gets the response
from the smart card 160 and passes the data to the USB interface chip 140. The USB
interface chip 140 wraps the data in USB packet format and passes it to the host 120.

A particular advantage of the embodiment of FIG. 2 is that smart card functionality is
provided but there is no need for a dedicated reader because the plug 110 is connected
direcily to a USB socket in the host 120.

Sec also Margalit at column 7, line 5:

Smart card functionalities which are preferably provided by the FCCSplug ofthe present
invention include:

' 1, Controlling access to computer networks: Smari card or plug has ID information,
network authenticates and allows access on that basis. Authentication may be based upon
“what you have", "what you are” e.g. biometric information and "what you know”(e.g.
password).

2. Digital signatures or certificates for verifying or authenticating the tdentity of the
sender of a document.

3. Storage of confidential information e.g. medical information. A smart card or plug may
store confidential information and interact with a network which does not store the

confidential information.

Margalit is assigned to Alladin Knowledge Systems, Ltd. An example ofthe end product can be

found at http:/Avww.aladdin.com/etoken/usb_device.asp

In Margalit, no mention is made to a contactless interface or any suggestion thereof,

US 20030236821 (Jiau) discloses body wearable personal network server and system. A body

wearable personal network server device has a display, function keys, alarm output indicators, a

disk driver lo receive and store chents' data, and communication devices to communicate to its

clients, such as mobile phone, personal digital assistant (PDA), personal computer, and notebook

17

PAGE 20/91* RCWD AT11/14/2004 3:32:45 PM [Easter Standard Time] * SVR: USP TO-EFXRF-€/26" ONIS:2738200* CBID:2718 3B? 6599 * DURATION imm-ss}:20-02

BEST AVAILABLE COQPRR2022-00412
Apple EX1043 Page 187

 



NOV 14· □ 5 03:49p Dwi~ht A. StauFFer (216) 381-6599 

computer. A body wearable personal network device also contains softvvare modules; such as a 

protocol handler to handle Internet based protocols XML/FTP/HlTP/TCP/IP, diagnostic system 

to automatically transmit of notification messages to its clients, and • various applications to 

provide various services for its clients. A body wearable personal network device has gateway 

functionality between PAN (using Bluetooth) and WLAN (using IEEE802.1 tb). 

The following numbered paragraphs (44, 47, 50, 51, 52 & 67) from Jiau are specifically cited by 

the Examiner: 

[0044] FIG. lA illustrates the general working environment of the present invention 
where it is applied. The device of the present invention denoted as 1 is a body wearable 
device, and is able to communicate with personal communicators, such as mobile 
phone denoted as 2, PDA denoted as 3, personal computer denoted as 4, and notebook 
computer denoted as 5, via a wireless connection; such as a PC card (formerly known 
as PCMCIA card--The Personal Computer Memory Card International Association) 
providing IEEE 802. l 1 or Bluetooth protocol in a PC card slot, or/and a wire 
connection through USB connector. In order to achieve the functions of the present 
invention, the proper software needs to be installed in the device of the present 
invention 1, and in the personal communicators 2, 3, 4, and 5. 

[0047] FIG. IC shows that the BWPNS denoted as l provides the gate way 
functionality between PAN (through protocol; such as Bluetooth), and WLAN 
(through protocol; such as IEEE802.1 Jb). 

[0050] As illustrated in FIG. 2D, the BWPNS device is desi&>ned for providing wire 
and wireless connections. The wire connection is the USB type of adaptor denoted as 
121, which is able to connect to a client via USB cable denoted as 122. The wireless 
connection use a Bluetooth plus 1EEE802. l lb card build inside device 6, which can 
adopt dual-mode Bluetooth and IEEE802.l 1 b in the same device; such as Blue802 
Technology unveiled by Intersil and Silicon Wave. Contact information is Silicon 
Wave, lnc. 6256 Greenwich Drive Suite 400, San Diego, Calif. 92122 and lntersil 
Corporation, 7585 Irvine Center Drive Suite I 00, Irvine, Calif. 926 I 8. A battery 
release button denoted as t I 9 to release the removable battery, which is locked 
through the notch denoted as 120. The power supply contacts denoted as 118. The 
speaker apparatus denoted as 124, which is programmable and allows application 
programs to use it to generate basic radio alarms. 

In Jiau (0050], the body wearable personal network server (BWPNS) device is designed for 

providing wire and wireless connections. The wire connection is the USB type of adapter 

denoted as 121, which is able to connect to a client via a USB cable denoted as 122. The wireless 
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computer. A body wearable personal network device also contains software modules; such as a

protocol handler to handle Internet based protocols XML/FTP/HTTP/TCP/IP, diagnostic system

to automatically transmit of notification messages to its clients, and various applications to

provide various services for its clicnts. A body wearable personal network device has galeway

functionality between PAN (using Bluetooth) and WLAN (using TIEEE802.11b).

The following numbered paragraphs (44, 47, 50, 51, 52 & 67) from Jiau are specifically cited by

the Examiner:

[0044] FIG. LA illustrates the general working environment of the present invention
whereit is applied. The device of the present invention denoted as | is a body wearable
device, and is able to communicate with personal communicators, such as mobile
phone denoted as 2, PDA denoted as 5, personal computer denoted as 4, and notebook
computer denoted as 5, via a wireless connection; such as a PC card (formerly known
as PCMCIA card--The Personal Computer Memory Card Internattonal Association)
providing IEEE 802.11 or Bluetooth protocol in a PC card slot, or/and a wire
connection through USB connector. In order to achieve the functions of the present
invention, the proper software needs to be installed in the device of the present
invention 1, and in the personal communicators 2, 3, 4, and 5.

[0047] FIG. IC shows that the BWPNS denoted as 1 provides the gate way
functionality between PAN (through protocol; such as Bluetooth), and WLAN
(through protocol; such as IEEE802.1 1b).

[0050] As illustrated in FIG. 2D, the BWPNS device is designed for providing wire
and wireless connections. The wire connection is the USB type of adaptor denoted as
121, which is able to connect to a client via USB cable denoted as 122. The wireless
connection use a Bluetooth plus IEEE802.11b card build inside device 6, which can
adopt dual-mode Bluetooth and IEEE802.i11b in the same device; such as Blue802
Technology unveiled by Intersi} and Silicon Wave. Contact information is Silicon
Wave, Inc. 6256 Greenwich Drive Suite 400, San Diego, Calif. 92122 and Intersil
Corporation, 7585 Irvine Center Drive Suite 100, Irvine, Calf. 92618. A battery
release bulton denoted ag 119 to release the removable battery, which is locked
through the notch denoted as 120. The power supply contacts denoted as 118. The
speaker apparatus denoted as 124, which is programmable and allows application
programsto use it to generate basic radio alarms.

In Jiay (0050), the body wearable personal network server (BWPNS) device is designed for

providing wire and wireless connections. The wire connection is the USB type of adapter

denoted as 121], which is able to connect to a client via a USB cable denoted as 122. The wireless
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connection uses a Bluetooth plus IEEE 802.11 b card build inside the device 6, which can adopt 

dual-mode Bluetooth and IEEE 802.11 b in the same device. Looking at the website of Suncore, 

www.suncore.com.tw, it can be recognised that the above description is a dual mode wireless 

adapter. 

[0051] A block diagram FIG. 3A illustrates the primary components to comprise the 
BWPNS hardware portion 21 of the server l in FIG. I B. The components include 
MPU (MicroProcessor Unit) 132, power supply 138, ROM and RAM memory I 35, 
output devices 134, Flash Memory Chips; (Disk-on-Chips) 133, the communication 
units 13 I, function key entry 139, and a timer 136. The communication units 
illustrated in FIG. 3B include wireless connection 1311, providing dual radio modes of 
PAN (such as Bluetooth) plus WLAN (such as IEEE 802.11 b) via a PC card or build­
in device, and lJSB wire communication port 1312. The output devices iUustrated in 
FIG. JC include a LCD 1341, indication LEDs 1342, a speaker 1343, and a vibrated 
device 1344. 

[0052] A block diagram FIG. 4A illustrates the software hierarchical structure for 
software portion 22 in FIG. J B in the BWPNS denoted as 1 in FIG. 1B. The device 
drivers 241 interface with hardware devices and provide the upper level the software 
channels to use hardware devices, such as to access hard disk driver for retrieving or 
storing data files. An operating system (OS) 242 is a brain of the software portion, 
which handles and manages system resources, schedules application tasks, manages 
memory allocation, handles system exceptions, and so on. The HTTP/fCP/IP/Data 
Link/Physical Layer protocol handler 243 perfonns all protoco.1 issues according to 
protocol agreements published by the standard organizations; such as ITU or IETF. 
Based on the customer's requirements, profiles or the incoming event type, the XML 
(Extensible Markup Language) handler 244 or FTP (File Transfer Protocol) handler 
245 is evoked for receiving or sending the proper types of presentations. The data 
formatter 246 is the extension of the applications, which convert data into proper 
format according to users' profiles. As FIG. 4C, the generated data formats that the 
BWPNS supports are audio data 221, such as wav files, music data 222, such asmp3 
files, binary data 223, control data 224, which is under the control command format 
using between server and clients, text data 225, image data 226, such as JEPG, web 
data 227, such as WAP, XML files, game data 228, movie data 229, such as mpeg 
files, and library data 230, such as dll files. 

[0067] FIG. 5 is a data flow diagram that illustrates the software portion 22 in FIG. 1B 
in the BWPNS denoted as 1 in FIG. 1B. The communication reception unit 151 
receives an event sent from a client (a personal communicator), or from the function 
key touch pad on the B WPNS. The communication reception unit forwards the event 
to the security-checking unit 153 for the security and authorization checking. If the 
incoming event does not pass the security checking, a failure indication signal will be 
sent back to the event generator via the communication transmission unit 152. If the 
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connection uses a Bluetooth plus IEEE $02.11b card build inside the device 6, which can adopt

dual-mode Bluetooth and IEEF 802.11b in the same device. Looking at the website of Suncore,

www. suncore.com.tw, it can be recognised that the above description is a dual mode wireless

adapter.

[0051} A block diagram FIG. 3A illustrates the primary components to comprise the
BWPNS hardware portion 21 of the server 1 in FIG. 1B. The camponents include
MPU (MicroProcessor Unit) 132, power supply 138, ROM and RAM memory 135,
output devices 134, Fiash Memory Chips; (Disk-on-Chips) 133, the communication
units 131, function key emiry 139, and a timer 136. The commumication units
illustrated in FIG, 3B include wireless connection 1311, providing dual radio modes of
PAN (such as Bluetooth) plus WLAN {such as IEEE 802,11b) via a PC card or build-
in device, and USB wire communication port 1312. The output devices iHustrated in
FIG. 3C include a LCD 1341, indication LEDs 1342, a speaker 1343, and a vibrated
device 1344,

[0032] A block diagram FIG. 4A illustrates the software hierarchical structure for
software portion 22 in FIG. 1B in the BWPNS denoted as 1 in FIG. 1B. The device
drivers 241 imterface with hardware devices and provide the upper level the software
channels to use hardware devices, such as to access hard disk driver for retrieving or
storing data files. An operating system (OS) 242 is a brain of the software portion,
which handles and manages system resources, schedules application tasks, manages
memory allocation, handles system exceptions, and so on. The HTIP/TCP/IP/Data
Link/Physical Layer protoco] handler 243 performs all protocol issues according to
protocol agreements published by the standard organizations; such as ITU or IETF.
Based on the customer's requirements, profiles or the incoming event type, the XML
(Extensible Markup Canguage) handler 244 or FTP (File Transfer Protocol) handler
243 is evoked for receiving or sending the proper types of presentations. The data
formatter 246 is the extension of the applications, which convert data into proper
format according to users’ profiles. As FIG. 4C, the generated data formats that the
BWPNSsupports are audio data 221, such as wav files, music data 222, such asmp3
files, binary data 223, control data 224, which is under the control command format
using between server and cHents, text data 225, image data 226, such as JEPG, web
data 227, such as WAP, XMLfiles, pame data 228, movie data 229, such as mpeg
files, and library data 230, such as dll files.

[0067] FIG, 3 is a data flow diagramthat illustrates the software portion 22 in FIG. 1B
in the BWPNS denoted as I in FIG. IB. The communication reception unit 151
receives an event sent from a client (a personal communicator), or from the function
key touch pad on the BWPNS. The communication reception unit forwards the event
to the security-checking unit 153 for the sccurity and authorization checking. If the
incoming event does not pass the security checking, a failure indication signal will be
sent back to the event generator via the communication transmission unit 152. If the
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incoming event pas;ses the checking, the event is sent to the signal management unit 
154 for distinguishing the type of the event in order to determine the further direction 
of the event. If the event is sent from the personal communicator, the signal 
confirmation unit 155 will be evoked to send a confirmation message back to the 
personal communicator via the communication transmission unit 152, otherwise based 
on the event type, a proper event handler unit is evoked to handle the incoming event. 
The general event handlers are: System Command Handler Unit (SCHU) 157: Some of 
events are for control commands, which are used to control, manage, or synchronize 
the in progressing communication activities between the server (BWPNS), and clients 
(Personal Communicators); such as hand sharking activity. 

The Invention, Generally 

The invention is directed to MULTI-INTERFACE COMPACT PERSONAL TOKEN 

APPARATUS AND METHODS OF USE. (Title) A compact personal token apparatus, suitably 

resembling a conventional USB memory fob in size, shape, and form which can be plugged into a 

PC and interfaced with the virtual world of the Internet. The apparatus is capable of loading and 

storing information from the Internet, via the PC to its flash memory or EEPROM and then using 

the stored information or value via its wireless interface in the real world. The apparatus is 

capable of implementing an auto-run application, when inserted into a personal computer. The 

apparatus is capable of exchanging information with other devices having compatible interfaces. 

The apparatus can also function as a firewall when plugged between an Internet connection and a 

PC. (See Abstract) 

More particularly. as described in the Specification (paragraph references from published 

application), 

[0124] The invention is generally a compact personal token apparatus which can be 

plugged into a personal computer and interfaced with the virtual world of the Internet. 

The apparatus (or, as will be evident, a portion of a modular apparatus) can then be 

removed from the personal computer and used to conduct real world transactions. The 

compact personal token apparatus is suitably in the general form of a fob, resembling a 

USB memory fob. The compact personal token apparatus comprises a wireless interface. 
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incoming event passes the checking, the event is sent to the signal management unit
154 for distinguishing the type of the event in order to determine the further direction
of the event. If the event is sent from the personal communicator, the signal
confirmation unit 155 will be evoked to send a confirmation message back to the
personal communicator via the communication transmission unit 152, otherwise based
on the event type, a proper event handler unit is evoked to handle the incoming event.
The general event handlers are: Systema Command Handler Unit (SCHU) 157: Some of
events are for contro] commands, which are used to control, manage, or synchronize
the in progressing communication activities between the server (BWPNS), and clicnts
(Personal Communicators); such as hand sharking activity.

The Invention, Generally

The invention is directed to MULTI-INTERFACE COMPACT PERSONAL TOKEN

APPARATUS AND METHODS OF USE.(Title) A compact personal token apparatus, suitably

resembling a conventional USB memory fob in size, shape, and form which can be plugged into a

PC and interfaced with the virtual world of the Internet. The apparatus is capable of loading and

sioring information front the Internet, via the PC to its flash memory or EEPROM andthenusing

the stored information or value via its wireless interface in the real world. The apparatus is

capable of impjementing an auto-run application, when inserted into a personal computer. The

apparatus is capable of exchanging information with other devices having compatible intcrfaces.

The apparatus can also function as a firewall when plugged between an Internet connection and a

PC. (See Abstract)

More particularly, as described in the Specification (paragraph references from published

application),

[0124] The invention is generally a compact personal token apparatus which can be

plugged into a personal computer and interfaced with the virtual world of the Internet.

The apparatus (or, as will be evident, a portion of a modular apparatus) can then be

removed from the personal computer and used to conduct real world transactions. The

compact personal token apparatus is suitably in the general form of a fob, resembling a

USB memoryfob. The compact personal token apparatus comprises a wireless interface.
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TI1e invention is directed to an apparatus incorporating USB .. RFID & WLAN interfaces as well 

as Mass Storage in a single device. 

It should be understood, and it is supported, that thoughout the specification, the term ''wireless 

interface" generally (and frequently) refers to RFID (contactless) and Wireless (WLAN), in the 

plural form. 

As is known, RFI.D (i.e. contactless) operates at 13.56 MHz, and Wireless (i.e. WLAN 

802.1 la/b/g) operates at 2.4 & 5.0 GHz. They are different, but they are both "wireless" in the 

broad sense of the tem1. RFJD operates at a maximum distance of 1 meter for pure identification 

and in a payment application, the distance is restricted to 10 cm. 

As is clearly set forth in the specification, the apparatus of the present invention can 

communicaJe either with the RFID - contactless interface or with the Wireless Interface. The 

apparatus is constructed to have both. In a derivation of the apparatus, the apparatus also 

includes Bluetooth (for private area network) which operates at the same frequency as WLAN 

802.11 big, but in fact is an additional interface. 

In summary, the RFID contactless interfaces are ISO 14443, 15693 and NFC, the wireless 

interfaces are WLAN, Bluetooth and UWB and the mechanicaJ interface is for example USB. 

The present invention has these interfaces. Additionally, the present invention has a shared 

mem9ry between the interfaces which can be EEJ>ROM or NAND Flash Memory. The Smart 

Card interface is an internal configumtion where the device of the invention translates USB to 

Smart card protocol. 

[0129] The invention is generally a compact personal token apparatus which can be by 

means of standard-compliant interfaces (described herein below) connected to a personal 

computer and/or other internet capable devices such as; cell phones, personal digital 

assistants (PDA), digital media players, digital cameras etc. and interfaced with the 

virtual world of the Internet. The apparatus ( or, as will be evident, a portion of a 

modular apparatus) can then be removed from the personal computer and used to 
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conduct real world transactions. The compact personal token apparatus is suitably in the 

general form of a fob, resembling a USB memory fob. In some implementations it will 

take the general form factor required of the standard compliant interface such as SD and 

Mini SD cards, Multi Media Cards (MMC), PCMCIA Cards, etc. lbe compact personal 

token apparatus generally comprises a wireless interface. 

Again (in the previous paragraph), the term "wireless interface" refers to RFID (contactless) and 

Wireless (WLAN), in the plural form. 

[O 131] According to the invention, a compact personal token apparatus comprises a 

connection module; a translation module; a processor module; and an input/output 

module. The connection module is for interfacing the personal token apparatus with an 

Internet-capable appliance; and the interface is selected from the group consisting of 

USB, FireWire, IR, Bluetooth, standard serial port, WLAN. The Internet-capable 

appliance may comprise a device selected from the group consisting of personal 

computer (PC), laptop, PDA, MP3 player and cellphone. The translation module moves 

signals between a USB interface and a smart card interface. The smart card interface 

may be selected from the group consisting ofISO 7816, ISO 14443 and ISO 15693. 

Herc (in the previous paragraph), we specify USB (mechanical interface), WLAN & Bluetooth 

(wireless interface) and ISO 14443 and ISO 15693 (contactless interface or generic terms RFID) 

[0134] The apparatus may further comprise a standard-compliant contactless/wireless 

interface; the contactless/wireless interface complying to one or more of the following 

standard interfaces: RFID-contactless interface according to ISO 14443 and ISO 15693 

as well as similar interfaces, Bluetooth compatible interface, WLAN 812.J 1, UWB, and 

any similar interface. 

Paragraph [O 134] expresses the contactless/wireless distinction better, and supports the comments 

made before about "wireless" including either contactless (e.g., RFID) or Wireless (e.g., WLAN) 
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conduct real world transactions. The compact personal token apparatus is suitably in the

general form of a fob, resembling a USB memory fob. In some implementations it will

take the general form factor required of the standard compliant interface such as SD and

Mini SD cards, Multi Media Cards (MMC), PCMCIA Cards, etc. The compact personal

token apparatus generally comprises a wireless interfacc.

Again (in the previous paragraph), the term “wireless interface” refers to RFID (contactless) and

Wireless (WLAN), in the plural form.

[0131] According to the invention, a compact personal token apparatus comprises a

comiection module; a translation module; a processor module; and an input/output

module. The connection module is for interfacing the personal token apparatus with an

Internet-capable appliance; and the interface is sclected from the group consisting of

USB, FireWire, IR, Bluetooth, standard serial port, WILAN. The Internet-capable

appliance may comprise a device selected from the group consisting of personal

computer (PC), laptop, PDA, MP3 player and cellphone. The translation module moves

signals between a USB interface and a smart card interface. The smart card interface

may be selected from the group consisting of ISO 7816, [SO 14443 and ISO 15693.

Here (in the previous paragraph), we specify USB (mechanical interface}, WLAN & Bluetooth

(wireless interface) and JSO £4443 and ISO 15693 (contactless interface or generic terms RFID)

[0134] The apparatus may further comprise a standard-compliant contactless/wireless

interface; the contactless/wireless interface complying to one or more of the following

standard interfaces: RF[D-contactless interface according to ISO 14443 and ISO 15693

as well as similar interfaces, Bluetooth compatible interfacc, WILAN 812.]1, UWB, and

any similar interface.

Paragraph [0134] expresses the contactless/wireless distinction better, and supports the comments

made before about "wireless" including either contactless (e.g., RFID) or Wireless (e.p., WLAN)
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[0137] The apparatus may further comprise a dual inteti'ace chip (processor) inside the 

personal token which can be directly programmed by a software running on the host 

system using the interface processor without the need for an external contact based dual 

interface read/write device. The software may be web based, allowing for downloading 

information from the web directly into the dual interface processor memory (for 

example, event tickets) thus linking the virtual world to the real world. The downloaded 

information may be used in the real world by using the contactless RFID interface. 

[0141] The apparatus may further comprise a processor module; and additional memory 

selected from the group consisting of flash memory and EEPROM device powered and 

addressed by the processor module; wherein the additional memory can be used for user 

authentication and to run applications. 

[0146] The apparatus may further comprise a triple interface (e.g., contact, contactless, 

USB} processor. 

[0151] The "smart fob" is capable of loading and storing information from the Internet, 

via a PC or other Internet capable device to its memory and then using the stored 

information via its wireless interface in the real world. The "smart fob" is also capable of 

exchanging information with a conventional smart card. 

An importance point being made in the prevoius paragraph(s) is the concept of exchanging data 

from the memory. 

Traversing the Rejection 

First of all, there is little or no correlation between the technology of the present invention and 

the technology combination of Margalit and Jiau. The present invention merges RFID with 

Wireless and incorporates Flash Memory for storage and autorun applications as well as 

incorporating diverse mechanical connection interfaces. Margalit is attempting to replace contact 

smart cards with a USB token for the PC environment and Jiau outlines a wireless server client 
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[0137] The apparatus may further comprise a dual interface chip (processor) inside the

personal token which can be directly programmed by a software running on the host

system using the interface processor without the need for an external contact based dual

interface read/write device. The software may be web based, allowing for downloading

information from the web directly into the dual interface processor memory (for

example, event tickets) thus linking the virtual world to the real world. The downloaded

information may be used in the real world by using the contactless RFID interface.

[014i] The apparatus may further comprise a processor module; and additional memory

selected from the group consisting of flash memory and EEPROM device powered and

addressed by the processor module; wherein the additional memory can be used for user

uuthentication and to min applications.

[0146} The apparatus may further comprise a triple interface (e.g., contact, contactless,

USB). processor.

[0151] The “smart fob" is capable of loading and storing information from the Internet,

via a PC or other Internet capable device 10 its memory and then using the stored

information via its wireless interface in the real world. The "smart fob" is also capable of

exchanging information with a conventional smart card.

An importance point being made in the prevoius paragraph(s) is the concept of exchanging data

from the memory.

Traversing the Rejection

First of all, there is little or no correlation between the technology of the present invention and

the technology combination of Margalit and Jiau. The present invention merges RFID with

Wireless and incorporates Flash Memory for storage and autorun applications as well as

incorporating diverse mechanical connection interfaces. Margalit is attempting to replace contact

smart cards with a USB token for the PC environment and Jiau outlines @ wireless server client
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which can communicate with a mobile computing device. Jiau also bridges PAN and WLAN, 

which in fact is a dual mode WiFi adapter. 

Margalit et al (US 6,748,541) and Jiau (US 2003/0236821) do not anticipate the combination of 

USB, Contactless, Wireless and Extended Memory with Flash. Margalit is focused on a smart 

card token (for example for an online banking application), while Jiau is focused on a portable 

server with dual mode wireless interface, namely Bluetooth and WiFi (this apparatus is almost 

like an Access Point or Router to enable Internet communication with the client, namely a PDA). 

Neither of them concerns themselves with RFID for logical and physical access as well as 

authentication and payment. Even combining the teachings of the two references, it is not 

possible to create the apparatus of the present invention. 

The independent claims are directed to ... 

1. A compact personal token apparatus ... 

( claims 2-20 depend from claim 1) 

21. A compact personal token apparatus ... 

(claims 22-45 depend from claim 21) 

46. Method of interacting wirelessly ... 

(claims 47-52 depend from claim 46) 

Claims 1-7, 9, 12-16, 21, 41-44 and 46-51 are rejected as being anticipated by Margalit. 

US Patent 6.748.541 (Margalit) describes a flexible connectable computer system apparatus for 

use by a population of mobile users. The configuration of the apparatus in it's simplest form 

includes a USB interface chip. a CPU, user data memory, firmware and a random access 

memory. By replacing the user data memory by an ISO compliant smart card chip, the apparatus 

incorporates a USB plug device which is a one-piece smart card reader and smart card chip 

providing both secured storage and cryptographic capabilities. The USB plug device includes a 

CPU and a smart card chip memory, typically a ISO78 I 6 (T==0/1) protocol-based chip 

communicating with the CPU using an 1SO7816-3 protocol. The smart card functionalities 

provided by the apparatus include: 
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which can communicate with a mobile computing device, Jiau also bridges PAN and WLAN,

which in fact is a dual mode WiFi adapter.

Margalit et al (US 6,748,541) and Jiau (US 2003/0236821) do not anticipate the combination of

USB, Contactless, Wireless and Extended Memory with Flash. Marpalit is focused on a smart

card token (for example for an online banking application), while Jiau is focused on a portable

. server with dual mode wireless interface, namely Bluetooth and WiFi (this apparatus is almost

like an Access Point or Router to enable Internet communication with the client, namely a PDA),

Neither of them concerns ihemselves with RFID for logical and physical access as well as

authentication and payment. Even combining the teachings af the two references, it is rot

possible to create the apparatus of the present invention.

The independent claims are directedto...

1. A compact personal token apparatus...

(claims 2-20 depend from claim 1)

21. A compact personal token apparatus..,

(claims 22-45 depend from claim 21)

46. Method ofinteracting wirelessly...

(claims 47-52 depend from claim 46)

Claims 1-7, 9, 12-16, 21, 41-44 and 46-51 are rejected as being anticipated by Margalit.
  

US Patent 6.748.541 (Margalit) describes a flexible connectable computer system, apparatus for

use by a population of mobile users. The configuration of the apparatus in it’s simplest form

includes a USB interface chip, a CPU, user data memory, firmware and a random access

memory. By replacing the user data memory by an ISO compliant smart card chip, the apparatus

incorporates a USB plug device which is a one-piece smar card reader and smart card chip

providing both secured storage and cryptographic capabilitics. The USB plug devicc includes a

CPU and a smart card chip memory, typically a ISO7816 (T=0/1) protocol-based chip

communicating with the CPU using an IS0O7816-3 protocol, The smart card functionalities

provided by the apparatus include:
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- Digital signature verification and / or controlling access to computer networks 

- Storage of confidential information 

- Electronic token to authenticate information and / or store passwords or electronic certificates 

Margalit's apparatus can also be used for authentication in Virtual Private Networks, extranet and 

e-commerce. 

Claims 5, 6 and 49 differ from Margalit with respect to the contactless interface. Regarding the 

amendment to claim 5, support may be found in the specification at page 24. 

The apparatus may further comprise a standard-compliant contactless/wireless interface; 
the contactless/wireless interface complying to one or more of the folJowing standard 
interfaces: RFID-contactless interface according to ISO 14443 and ISO 15693 as well as 
similar interfaces, Bluetooth compatible interface, WLAN 812.11, UWB, and any similar 
interface. 

Claims 1, 8, 10, 11, 18-29 and 31-40 are rejected as being anticipated by Jiau. 

US 2003/0236821 (Jiau) describes a server-client model of data collection and internet working 

gateway system. It relates to a body wearable personal network device (server) having gateway 

functionality between PAN (Personal Area Network using Bluetooth) and WLAN (Wireless 

Local Area Network using rEEE802. l 1 b). Jiau separates a conventional data communicator 

device into a server and a client. The server is a body wearable device having its own battery & 

memory, and able to communicate with the client. The client is a conventional personal 

communicator such as a mobile telephone, personal digital assistant (PDA), personal computer, 

pocket personal computer or a notebook. In short, the body wearable personal network device 

portion is acting as a server and the personal communicators are acting as clients. 

Jiau's BWPNS device is designed for providing wire and wireless connections. The Wlre 

connection is the USB type of adaptor which is able to connect to a client via a USB cable. The 

wireless connection avails of a Bluetooth plus IEEE802.11 b card, built into the device which can 

adopt dual mode Bluetooth and IEEE802.1 I bin the same device. 

Jiau relates to an interdependent server-client model whereby the wireless communication is only 

between the server and the client. There is no mention of communication with the World Wide 
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- Digital signature verification and / or controlling access to computer networks

- Storage of confidential information

- Electronic token to authenticate information and / or store passwords orelectronic certificates

Margalit’s apparatus can also be used for authentication in Virtual Private Networks, extranet and

€-comimerce,

Claims 5, 6 and 49 differ from Margalit with respect to the contactless interface. Regarding the

amendmentto claim 5, support may be foundin the specification at page 24.

The apparatus may further comprise a standard—compliant contactless/wireless interface;
the contactless/wireless interface complying to one or more of the following standard
interfaces: RF[D-contactless interface according to ISO 14443 and ISO 15693 as well as
similar interfaces, Bluetooth compatible interface, WLAN 812.11, UWB, and any similar
interface.

Claims 1, 8, 10, 11, 18-29 and 31-40 are rejected as being anticipated by Jiau.

US 2003/0236821 (Jiau) describes a server-client model ofdata collection and internet working

gateway system.It relates to a body wearable personal network device (server) having, gateway

functionality between PAN (Personal Area Network using Bluetooth) and WLAN (Wircless

Local Area Network using IEEE802.1)b). Jiau separates a conventional data communicator

device into a server and a client. The server is a body wearable device having its own battery &

memory, and able to communicate with the client. The chent is a conventional personal

communicator such as a mobile telephone, personal digital assistant (PDA), personal computer,

pocket personal computer or a notebook. In short, the body wearable personal network device

portion is acting as a server and the persona! communicators are acting as clients.

jiau's BWPNS device is designed for providing wire and wireless connections. The wire

connection is the USB type of adaptor which Is able to connect to a client via a USB cable. The

wireless connection avails of a Bluetooth plus IEEE802.] 1b card, built into the device which can

adopt dual mode Bluctooth and IEEE802.11b in the same device.

Jiau relates to an interdependent server-client model whereby the wireless communication is only

between the server and the client. There is no mention of communication with the World Wide
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Web via a wireless access point with the server. The wireless communication is confined to the 

server-client model. Furthermore, there is no mention of contactless technology for the purpose 

of identification and payment. 

The sole function of Jiau's BWPNS is to handle some of the computing perfonned by 

conventional PDA's and mobile telephones. 111is fact is highlighted in the background of the 

invention. 

Taking into account the abovementioned, the following can be observed: 

Claim 8 is novel over Jiau when referring to the RF antenna in connection with contactless and 

wireless technology. 

Claim 10 is amended herewith to distinguish from a conventional wireless dongle. 

Claim 11 is amended herewith to clarify that "wireless" incorporates radio frequency 

identification (RFID). 

Claim 22 See text at specification page 24 (quoted above) 

Claim 31 describes a dual interface chip, again relating to radio frequency identification and 

therefore differs from Jiau. 

Claims 32 - 40 are novel over Jiau. 

Claims 17. 45 and 52 are rejected as being unpatentable over Margalit in view of Jiau. 

Claims 17, 45 and 52 are patentable in light of the comments made above. 

26 
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Web via a wireless access point with the server. The wireless communication is confined to the

server-client mode}. Furthermore, there is no mention of contactless technology for the purpose

of identification and payment.

The sole function of Jiau's BWPNS is to handle some of the computing performed by

conventional PDA’s and mobile telephones. This fact is highlighted in the background of the

invention.

Taking into account the abovementioned, the following can be observed:

Claim 8 is novel over Jiau when referring to the RF antenna in connection with contactless and

wireless technology.

Claim 10 is amended herewith to distinguish from a conventional wireless dongle.

Claim 11 is amended herewith to clarify that "wireless" incorporates radio frequency

identification (RFID).

Claim 22 See text at specification page 24 (quoled above)

Claim 31 describes a dual interface chip, again relating to radio frequency identification and

therefore differs from Jiau.

Claims 32 - 40 are novel over Jiau.

Claims 17. 45 and 52 are rejected as being unpatentable over Margalit in view of Jiau.

Claims 17, 45 and 52 are patentable in tight of the comments made above.
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Claim 30 is rejected as being unpatentable over Jiau in view of Margalit. 

As noted above, there is little or no correlation between the technology of the present invention 

and the technology combination of Margalit and Jiau. The present invention merges RFrD with 

Wireless and incorporates Flash Memory for storage and autorun applications as well as 

incorporating diverse mechanical connection interfaces. Margalit is attempting to replace contact 

smart cards with a USB token for the PC environment and Jiau outlines a wireless server client 

which can communicate with a mobile computing device. Jiau also bridges PAN and WLAN, 

which in fact is a dual mode Wi-Fi adapter. 

Conclusion 

The claims should be allowed. 

No new matter is entered by· this Amendment. 

A fee for a one month's extension of time is enclosed, and the extension is requested. 

;;;;;;~ 
Dwight A. Stauf'j/-' • Registration No. 47,963 

1006 Montford Rd. 
Cleveland Hts., OH 44121 
216-381-6599 (ph/fax) 

CERTIFICATE OF TRANSMISSION BY FACSIMILE 

I hereby certify that this correspondence is being transmitted to the United States Patent and 

Trademark Office (Fax No. 571-273-8300) on November 14, 2005. 

Name of Person Signing Certificate : Dwight A. Stauffer 

Signature 

Date of Person signing : November 14, 2005 

27 

PAGE 30/31 • RCVD AT 11114/2005 3:38:45 PM [Eastern standard Time]• SVR:USPTO•EFXRF-6I26 • DNIS:2738300 • CSID:216 381 6599' DURATION (mm-ss):20-02 

6EST AVAILABLE COP,\' IPR2022-00412 
Apple EX1043 Page 197

Nov 14 05 03:56p Duight A. Stauffer (216] 381-6599 p.30

Claim 30 ts rejected as being unpatentable over Jiau in view ofMargalit.

As noted above, there is little or no correlation between the technology of the present invention

and the technology combination of Margalit and Jiau. The present invention merges RFID with

Wireless and incorporates Flash Memory for storage and autorun applications as well as

incorporating diverse mechanical connection interfaces. Margalit is attempting to replace contact

smart cards with a USB token for the PC environment and Jiau outlines a wireless server chent

which can communicate with a mobile computing device. Jiau also bridges PAN and WLAN,

which in fact is a dual mode Wi-Fi adapter.

Conclusion

The claims should be allowed.

No new matter is entered bythis Amendment.

A fee for a one month's extension of time is enclosed, and the extension is requested.

For the Applicant,

 
Dwight A. Stauf Registration No. 47,963

1006 Montford Rd.

Cleveland Hts., OH 44121

216-381-6599 (ph/fax}

CERTIFICATE OF TRANSMISSION BY FACSIMILE

Thereby certify that this correspondence is being transmitted to the United States Patent and

‘Trademark Office (Fax No. 571-273-8300) on November 14, 2005.

Name of Person Signing Certificate : Dwight A. Stauffer

 Signature

Date of Person signing : November 14, 2005
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Ref Hits Search Query DBs Default Plurals llme Stamp 
# Operator 

L1 33 ("20010043702"1 "20010054148" I "2 US-PGPUB; OR ON 2006/01/17 14:32 
0020011516" I "20030000267"I "2003 U5PAT 
0028797" I "20030102380" I "2003023 
6821"1"3941489"1"4367965"1"57616 
48" I "6067235" I "6085320" I "6148354 
"I "6168077"I "6189098" I "6240184"I 
"6283658" I "6370603" I "6385677" I "6 
505773" I "6543690" I "6567273" I "665 
8516"1"6694399"1"6724680"1"67523 
21"1 "6763399"1 "6772956"1 "6798169 
"I "6801956" I "6848045" I "6876420" I 
"6879597").PN. 

51 2181 data near30 temporary near30 U5-PGPUB; OR ON 2006/01/17 09:27 
interfac$4 USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

52 1585 ( data signal) near30 usb near30 U5-PGPUB; OR ON 2006/01/17 10:16 
(wire$lless rf$2) USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

53 0 51 same 52 U5-PGPUB; OR ON 2006/01/17 09:28 
U5PAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

54 12 51 and 52 U5-PGPUB; OR ON 2006/01/17 10:02 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

55 292 router same wireless same usb US-PGPUB; OR ON 2006/01/17 10:05 
U5PAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

56 7490 dual nearlO interface US-PGPUB; OR ON 2006/01/17 10:03 
USPAT; 
EPO; JPO; 
OERWENT; 
IBM_TDB 

57 0 55 same 56 U5-PGPUB; OR ON 2006/01/17 10:03 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 
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S8 20 S5 and S6 US-PG PUB; OR ON 2006/01/17 10:04 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

S9 53 router near30 wireless near30 usb US-PGPUB; OR ON 2006/01/17 10:06 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

S10 1699 ( data signal) near30 usb near30 US-PGPUB; OR ON 2006/01/17 10:17 
(wire$11ess rf$2 antenna) USPAT; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

S11 161 S10 and "235"/$.ccls. US-PGPUB; OR ON 2006/01/17 10:17 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

S12 15 ("20020192009" I "20030043111" I US-PG PUB; OR ON 2006/01/17 10:30 
"20040064728" I "20040080989" I USPAT; 
"20050083315" I "5952641" I USOCR 
"6088450" I "6446862" I "6504480" 
I "6522534" I "6561421" I 
"6594154" I "6763315" I "6763410" 
I "6837422").PN. OR ("6983888"). 
URPN. 

S13 2 "20030236821" US-PG PUB; OR ON 2006/01/17 11:35 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 
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Office Action Summary 

Application No. 

10/990,296 

Examiner 

Applicant(s) 

RYAN ET AL. 

Art Unit 

Uyen-Chau N. Le 2876 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE J MONTH{S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event. however. may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )IZI Responsive to communication{ s) filed on 14 November 2005. 

2a)IZI This action is FINAL. 2b)0 This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

4)1Zl Claim{s) 1-52 is/are pending in the application. 

4a)_Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim{s) __ is/are allowed. 

6)1Zl Claim(s) 1-52 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

11 )0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-{d) or {f). 

a)O All b)O Some* c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

*Seethe attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) IZJ Notice of References Cited (PTO-892) 

2) Q Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) {pl Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 
Paper No(s)/Mail Date __ . 

4) 0 Interview Summary (PTO-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application (PTO-152) 

6) 0 Other: __ . 

U.S. Patent and Trademark Office 
PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 11706 
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DETAILED ACTION 

Prelim. Amdt/Amendment 

1. Receipt is acknowledged of the Amendment filed 14 November 

2005. 

Information Disclosure Statement 

2. The information disclosure statement filed 09/12/2005 fails to 

comply with 37 CFR l.98(a) (2), which requires a legible copy of each 

cited foreign patent document; each non-patent literature 

publication or that portion which caused it to be listed; and all 

other information or that portion which caused it to be listed. It 

has been placed in the application file, but the information 

referred to therein has not been considered. 

Claim Rejections - 35 USC§ 102 

3. The following is a quotation of the appropriate paragraphs of 

35 U.S.C. 102 that form the basis for the rejections under this 

section made in this Office action: 

A person shall be entitled to a patent unless -

(e) the invention was described in a patent granted on an application for patent 
by another filed in the United States before the invention thereof by the 
applicant for patent, or on an international application by another who has 
fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of 
this title before the invention thereof by the applicant for patent. 
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The changes made to 35 U.S.C. 102(e) by the American Inventors 

Protection Act of 1999 (AIPA) and the Intellectual Property and High 

Technology Technical Amendments Act of 2002 do not apply when the 

reference is a U.S. patent resulting directly or indirectly from an 

international application filed before November 29, 2000. Therefore, 

the prior art date of the reference is determined under 35 U.S. C. 

102 (e) prior to the amendment by the AIPA (pre-AI PA 35 U.S. C. 

102 (e)) . 

4. Claims 1-7, 9, 12-16, 21, 41-44 and 46-51 are rejected under 35 

U.S.C. 102(e) as being anticipated by Margalit et al (US 6,748,541). 

Re claims 1-7, 9, 12-16, 21, 41-44 and 46-51: Margalit et al 

discloses a compact personal token apparatus 125, comprising; a 

connection module 140; a translation module, which incorporated with 

a processor module 130; and an input/output module (fig. 2); 

wherein: the connection module 140 is for interfacing the personal 

token apparatus with a an Internet-capable appliance; and the 

interface is a USB interface (fig. 2); wherein: the connection 

module 140 is for interfacing the personal token apparatus with a an 

Internet-capable appliance; and the Internet-capable appliance 

comprises a device, which is a personal computer (PC); wherein: the 

translation module moves signals between a USB interface and a smart 

card interface (fig. 2; col. 5, lines 1-30); wherein: the smart card 

interface 1 70 is an ISO 7816; wherein: the processor module 130 
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comprises a dual interface (DI)· chip (i.e. , USB and smart card) ; 

wherein: the processor module 130 incorporates the translation 

module (i.e. , for passing data from the smart card to the USB 

interface chip 140 and vice versa) (fig. 2; col. 5, lines 20-27); 

flash memory 150 (fig. 2; col. 4, lines 35-38); a first physical 

module containing the input module and the translation module; and a 

second physical module containing the processor module and the 

output module (fig. 3); wherein: the connection, translation, 

processor, and input/output modules are embodied in a form of an 

apparatus having a general physical configuration of a conventional 

USB memory fob (figs. 3-5B); wherein: the output module comprises 

contacts for interfacing with a smart card (fig. 2); the fob is 

configured for interfacing with the Internet and emulating a smart 

card (fig. 2); wherein: the connection module 140 is for interfacing 

the personal token apparatus with an Internet-capable appliance; and 

further comprising: an input module is for connecting to the 

Internet; and the apparatus incorporates firewall functionality to 

protect the Internet-capable appliance (i.e., login process 

including username and password) (fig. 5B); a standard-compliant 

contact based interface, the contact based interface complying to at 

least one standard interface selected from the group consisting of 

USB, IEEE 1394, PCMCIA, Compact Flash, Multi Media, Memory Stick, 
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Smart Media, Secure Digital, mini SD, IBM Micro Drive, and any 

similar standard interface (fig. 2) 

5. The following is a quotation of the appropriate paragraphs of 

35 U.S.C. 102 that form the basis for the rejections under this 

section made in this Office action: 

6. 

A person shall be entitled to a patent unless -

(e) the invention was described in (1) an application for patent, published 
under section 122(b), by another filed in the United States before the invention 
by the applicant for patent or (2) a patent granted on an application for patent 
by another filed in the United States before the invention by the applicant for 
patent, except that an international application filed under the treaty defined 
in section 351(a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application 
designated the United States and was published under Article 21 (2) of such 
treaty in the English language. 

Claims 1, 8, 18-29 and 31-40 are rejected under 35 

U.S.C. 102(e) as being anticipated by Jiau (US 2003/0236821 Al). 

Re claims 1, 8, 18-29 and 31-40: Jiau discloses a compact 

personal token apparatus 1, comprising: a connection module 1312 

(paragraph [0044)); a translation module, which incorporated with a 

processor module 132; and an input/output module [139, 1341, 1342, 

1343, 1344) (figs. 1 & 3A-3C); the translation module moves signals 

between a USB interface and a wireless interface (paragraphs [0050-

0051)); an LCD screen 1341 and LEDs 1342 (fig. 3C); a standard-

compliant contact based interface, the contact based interface 

complying to at least one standard interface selected from the group 

consisting of USB, IEEE 1394, PCMCIA, Compact Flash, Multi Media, 

Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro Drive, 
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and any similar standard interface (paragraph [0044]); a standard-

compliant contact less/wireless interface 1311; the 

contactless/wireless interface 1311 complying to one or more of the 

following standard interfaces: RFID-contactless interface according 

to WLAN 812.11 and Bluetooth compatible interface (paragraphs [0047] 

& [0050]); a flash memory 133 (fig. 3A); wherein: the dual interface 

chip (processor) inside the personal token can be directly 

programmed by a software running on the host system using the 

interface processor without the need for an external contact based 

dual interface read/write device (paragraph [0052]); wherein: the 

downloaded information can be used in the real world; wherein: the 

software is web based, allowing for downloading information from the 

web directly into the dual interface processor memory thus linking 

the virtual world to the real world (paragraph [0052]); wherein: the 

information stored in the personal token via the standard contact 

based interface is used for personal identification, secure network 

logon, access control, e-ticketing, e-payment and similar 

applications using either the standard compliant interface or the 

RFID-compliant interface (paragraph [0067]). 
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Claim Rejections - 35 USC§ 103 

7. The following is a quotation of 35 U.S. C. 103 (a) which forms 

the basis for all obviousness rejections set forth in this Off ice 

action: 

8. 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior art 
are such that the subject matter as a whole would have been obvious at the time 
the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

This application currently names joint inventors. In 

considering patentability of the claims under 35 U.S.C. 103(a), the 

examiner presumes that the subject matter of the various claims was 

commonly owned at the time any inventions covered therein were made 

absent any evidence to the contrary. Applicant is advised of the 

obligation under 37 CFR 1.56 to point out the inventor and invention 

dates of each claim that was not commonly owned at the time a later 

invention was made in order for the examiner to consider the 

applicability of 35 U.S. C. 103 (c) and potential 35 U.S. C. 102 (e), 

(f) or (g) prior art under 35 U.S.C. 103(a). 

9. Claims 10 and 11 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Jiau in view of Weng (US 6983888 B2). The 

teachings of Jiau have been discussed above. 

Re claims 10 and 11: Jiau has been discussed above, but is 

silent with respect to the translation module moves data or signals 

from a USB interface to an RFID interface and a wireless interface 
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with storage of data in a flash memory or EEPROM of the processor 

module, and data can reside temporarily at one of the interfaces; 

the translation module is incorporated in the processor module so 

that the personal token apparatus can go directly from USB to 

wireless without being limited by smart card software architecture 

limitations; respectively. 

Weng teaches a body proper 1 having a receiver 12 and a 

transmitter 21 (i.e., RF or wireless interface), a flash memory 11, 

a USB interface control circuit 15, and a monode control switch 13 

for switching from USB to wireless, all of which are interconnected; 

wherein when the high frequency receiver circuit (12) receives 

transmitted signals, through the monode control switch (13), the 

firewall (14) is turned on rendering the flash memory (11) to be 

read-and-writeable by the USB interface control circuit (15) (fig. 

3; col. 2, lines 25-36) . 

It would have been obvious to an artisan of ordinary skill in 

the art at the time the invention was made to incorporate the 

teachings of Weng into the system as taught by Jiau due to the fact 

that such modification would have been an obvious engineering 

variation, well within the ordinary skill in the art, for intended 

use (i.e., for transmitting data/signal from RF/wireless interface 

to USB interface and vise versa), 

expedient. 

and therefore an obvious 
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10. Claims 17, 45 and 52 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over Margalit et al in view of Jiau. The 

teachings of Margalit et al and Jiau have been discussed above. 

Re claims 17, 45 and 52: Margalit et al has been discussed 

above but is silent with respect to a contactless interface. 

Jiau teaches a communication unit 131 includes wireless 

connection 1311 (fig. 3B; paragraph [0051]). 

It would have been obvious to an artisan of ordinary skill in 

the art at the time the invention was made to incorporate a wireless 

connection of Jiau into the system as taught by Margalit et al in 

order to provide Margalit et al with a universal system wherein the 

system can be utilized in any type of communications (i.e., contact, 

contactless, USB, etc.). Furthermore, such modification would 

provide the user the flexibility in using the system wherein the 

user does not have to concern about whether or not the system is 

compatible with a particular communication system that the user 

intend to use, and therefore an obvious expedient. 

11. Claim 30 is rejected under 35 U.S.C. 

unpatentable over Jiau in view of Margalit et al. 

Jiau and Margalit et al have been discussed above. 

103(a) as being 

The teachings of 

Re claim 30: Jiau has been discussed above but is silent with 

respect to an interface that is complying to ISO 7810 or a 7816 

compliant SIM module. 
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Margalit et al teaches a personal token apparatus 125 having an 

interface that is a 7816 compliant SIM module (fig. 2). 

It would have been obvious to an artisan of ordinary skill in 

the art at the time the invention was made to incorporate a 7816 

compliant SIM module of Margalit et al into the system as taught by 

Jiau in order to provide Jiau with a universal system wherein the 

system can be utilized in any type of communications (i.e., contact, 

contactless, USB, etc.). Furthermore, such modification would 

provide the user the flexibility in using the system wherein the 

user does not have to concern about whether or not the system is 

compatible with a particular communication system that the user 

intend to use, and therefore an obvious expedient. 

Response to Arguments 

12. Applicant's arguments filed 14 November 2005 have been fully 

considered but they are not persuasive. 

13. In response to the Applicant's argument to "a contactless 

interface", which is not being taught by the cited references to 

Margalit et al and Jiau (p. 16, lines 26-28; p. 17, line 28), the 

Examiner respectfully draws the Applicant's attention to claims 5 

and 49, where the claims recite "the smart card interface is 

selected from the group consisting of ... ," which means any one 

selected from the group (not all of the group) can be read into the 
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claimed limitation. In this case, Margalit teaches an ISO 7816 

interface (fig. 2), which is included within the group claimed by 

the Applicant. Accordingly, the claimed limitation, given the 

broadest reasonable interpretation, Margalit et al meets the claimed 

invention (see the rejection above). 

14. In response to applicant's argument that the references fail to 

show certain features of applicant's invention, it is noted that the 

features upon which applicant relies (i.e., the combination of USB, 

contactless, wireless and extended memory with flash (p. 24, lines 

3-4)) are not recited in the rejected claim(s). Although the claims 

are interpreted in light of the specification, limitations from the 

specification are not read into the claims. See In re Van Geuns, 

988 F.2d 1181, 26 USPQ2d 1057 (Fed. Cir. 1993). 

15. In response to the Applicant's argument to "claims 5, 6 and 49 

differ from Margalit with respect to the contactless interface ... " (p. 

25, lines 6-7), the Examiner respectfully draws the Applicant's 

attention to claims 5 and 49, where the claims recite "the smart 

card interface is selected from the group consisting of ... ," which 

means any one selected from the group (not all of the group) can be 

read into the claimed limitation. In this case, Margalit teaches an 

ISO 7816 interface (fig. 2), which is included within the group 

claimed by the Applicant. Regarding claim 6, Margalit teaches a 

processor module comprises a dual interface chip (i.e., a USB 
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Accordingly, the 

claimed limitation, given the broadest reasonable interpretation, 

Margalit et al meets the claimed invention (see the rejection 

above) . 

16. In response to the Applicant's argument to "claim 8 is novel 

over Jiau when refereeing to the RF antenna in connection with 

contactless and wi ss technology" (p. 26, lines 8-9), the 

Examiner respectfully request the Applicant to further review Jiau 

wherein a wireless connection 1311 providing dual radio modes of PAN 

(e.g., Bluetooth) plus WLAN (e.g., IEEE 802.llb) (fig. 3B; paragraph 

[0051]), which has a build-in antenna (claim 3, lines 22+) . 

Accordingly, the claimed limitation, given the broadest reasonable 

interpretation, Jiau meets the claimed invention (see the rejection 

above). 

17. Applicant's arguments with respect to claims 10 and 11 have 

been considered but are moot in view of the new ground(s) of 

rejection. 

Newly cited reference to Weng has used in the new ground of 

rejection to further meet the newly amended limitation of the 

claimed invention. 

18. In response to the Applicant's argument to claim 22 (p. 26, 

line 13), the Examiner respectfully request the Applicant to further 

review Jiau wherein the wireless interface complying/providing dual 
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radio modes of PAN (e.g., Bluetooth) plus WLAN (e.g., IEEE 802.llb) 

(fig. 3B; paragraph (0051)), which is one or more of the standard 

interfaces recited in the claim 22. Accordingly, the claimed 

limitation, given the broadest reasonable interpretation, Jiau meets 

the claimed invention (see the rejection above). 

19. In response to the Applicant's argument to "claim 31 describes 

a dual interface chip ... " (p. 2 6, line 14+), the Examiner respectfully 

request the Applicant to further review Jiau wherein dual interface 

chip/processor 132 having a PAN and WLAN wireless interface and a 

USB interface (see figs. 3A-3B) . Accordingly, the claimed 

limitation, given the broadest reasonable interpretation, Jiau meets 

the claimed invention (see the rejection above). 

Applicant's amendment and remarks have bee carefully studied 

and considered, but they are not persuasive. 

Examiner has made this Office Action final. 

Conclusion 

Therefore, the 

20. THIS ACTION IS MADE FINAL. Applicant is reminded of the 

extension of time policy as set forth in 37 CFR l.136(a). 

A shortened statutory period for reply to this final action is 

set to expire THREE MONTHS from the mailing date of this action. In 

the event a first reply is filed within TWO MONTHS of the mailing 

date of this final action and the advisory action is not mailed 
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until after the end of the THREE-MONTH shortened statutory period, 

then the shortened statutory period will expire on the date the 

advisory action is mailed, and any extension fee pursuant to 37 

CFR l.136(a) will be calculated from the mailing date of the 

advisory action. In no event, however, will the statutory period 

for reply expire later than SIX MONTHS from the mailing date of this 

final action. 

21. This action is a final rejection and is intended to close the 

prosecution of this application. Applicant's reply under 37 CFR 

1.113 to this action is limited either to an appeal to the Board of 

Patent Appeals and Interferences or to an amendment complying with 

the requirements set forth below. 

If applicant should desire to appeal any rejection made by the 

examiner, a Notice of Appeal must be filed within the period for 

reply identifying the rejected claim or claims appealed. The Notice 

of Appeal must be accompanied by the required appeal fee of $500. 

If applicant should desire to file an amendment, entry of a 

proposed amendment after final rejection cannot be made as a matter 

of right unless it merely cancels claims or complies with a formal 

requirement made earlier. Amendments touching the merits of the 

application which otherwise might not be proper may be admitted upon 

a showing a good and sufficient reasons why they are necessary and 

why they were not presented earlier. 
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Application/Control Number: 10/990,296 

Art Unit: 2876 

Page 15 

A reply under 37 CFR 1.113 to a final rejection must include 

the appeal from, or cancellation of, each rejected claim. The 

filing of an amendment after final rejection, whether or not it is 

entered, does not stop the running of the statutory period for reply 

to the final rejection unless the examiner holds the claims to be in 

condition for allowance. Accordingly, if a Notice of Appeal has not 

been filed properly within the ~eriod for reply, or any extension of 

this period obtained under either 37 CFR 1.136(a) or (b), the 

application will become abandoned. 

Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to Uyen-Chau N. 

Le whose telephone number is 571-272-2397. The examiner can 

normally be reached on First Monday 5:30AM-1:30PM and Tues-Fri 

5:30AM-3PM. 

If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, Michael G. Lee can be 

reached on 571-272 2398. The fax phone number for the organization 

where this application or proceeding is assigned is 571-273-8300. 
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Application/Control Number: 10/990,296 

Art Unit: 2876 

Page 16 

Information regarding the status of an application may be 

obtained from the Patent Application Information Retrieval (PAIR) 

system. Status information for published applications may be 

obtained from either Private PAIR or Public PAIR. Status 

information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, see 

http://pair-direct.uspto.gov. Should you have questions on access to 

the Private PAIR system, contact the Electronic Business Center 

(EBC) at 866-217-9197 (toll-free). 

January 17, 2006 

Uyen-Chau N. Le 
Primary Examiner 
Art Unit 2876 
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Interview Summary 

Application No. 

10/990,296 

Examiner 

Uyen-Chau N. Le 

All participants (applicant, applicant's representative, PTO personnel): 

( 1) Uven-Chau N. Le. 

(2) Gerald F. Linden (Reg. 30,282). 

Date of Interview: 06 April 2006. 

Type: a)~ Telephonic b)O Video Conference 

(3) __ . 

(4) __ . 

c)O Personal [copy given to: 1)0 applicant 2)0 applicant's representative] 

Exhibit shown or demonstration conducted: d)O Yes e)O No. 
If Yes, brief description: __ . 

Claim(s) discussed: __ . 

Identification of prior art discussed: __ . 

Applicant(s) 

RYAN ET AL. 

Art Unit 

2876 

Agreement with respect to the claims f)O was reached. g)~ was not reached. h)O NIA. 

Substance of Interview including description of the general nature of what was agreed to if an agreement was 
reached, or any other comments: Mr. Linden explained the differences between contactless and wireless, and 
proposed new amended claims. Upon receiving a formal amendment and response. further search and consideration 
will be made. 

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims 
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims 
allowable is available, a summary thereof must be attached.) 

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE 
INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS 
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS 
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO 
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview 
requirements on reverse side or on attached sheet. 

Examiner Note: You must sign this form unless it is an 
Attachment to a signed Office action. 

U.S. Patent ard Trademark Office 

PTOL-413 (Rev. 04-03) Interview Summary 
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PRIMARY EXAMINER 

Examiner's signature, if required 
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. 10/990,296 RYAN ETAL.

interview Summary Examiner Art Unit
Uyen-Chau N. Le 2876 po

All participants (applicant, applicant's representative, PTO personnel):

(1) Uyen-Chau N. Le. (3) .

(2) Geraid F, Linden (Reg. 30,282). (4) ;

Date of Interview: 06 April 2006.

Type: a) Telephonic bj Video Conference
c)L] Personal [copy givento: 1)CJ applicant 2)L) applicant's representative]

Exhibit shown or demonstration conducted: 4)LJ] Yes e)L] No.
lf Yes, brief description:

Claim{s) discussed:

Identification of prior art discussed:

Agreementwith respect to the claims fi] was reached. aX was not reached. hj] N/A. 
Substance of interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: Mr. Linden explained the differences between contactless and wireless, and
groposed new amended claims. Upon receiving a formal amendment and response, further search and consideration
will be made.

(A fulter description, if necessary, and a copy of the amendments which the examiner agreed would renderthe claims
allowable, if available, must be attached. Also, where no copy of the amendments that would renderthe claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE

INTERVIEW. (See MPEP Section 713.04). If a reply to the jJast Office action has already beenfiled, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVERIS LATER, TO
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
requirements on reverse side or on attached sheet.
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PRIMARY EXAMINER

Examiner Note: You must sign this form unlessit is an
Attachmentto a signed Office action. Examiner's signature, if required
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in§§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
Application Number (Series Code and Serial Number) 
Name of applicant 
Name of examiner 
Date of interview 
Type of interview (telephonic, video-conference, or personal) 
Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
An indication whether or not an exhibit was shown or a demonstration conducted 
An identification of the specific prior art discussed 
An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 
The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 
accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to.him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor(s): Ryan, et al. Confirmation Number: 2050 

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND 

METHODS OF USE 

Serial Number: 10/990,296 

Filing Date: 11/16/2004 

Docket No.: Ryan C-4 

Examiner: Le, Uyen Chau N. 
phone: 571-272-2397 

Publication No. 20050109841 

Publication Date 5/26/2005 

Art Unit: 2876 

COMMISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, VA 22313-14 5 0 

RCE with Amendment and IDS 

April 25, 2006 

This document is a submission for a Request for Continued Examination (RCE) under 3 7 CFR 

1.114 in the above-referenced patent application, currently under final rejection. This submission 

includes amendments detailed hereinbelow. 

Amendments to the Specification begin on page 2. 

Amendments to the Claims begin on page 9. 

Remarks begin on page 19. 

The present submission also includes a new Information Disclosure Statement (IDS) along with 

copies of foreign patents and documents. According to 37 CFR 1.97(b)(4) there is no fee required 

for an IDS submitted along with an RCE. It may be noted that an IDS was previously submitted 

wherein the foreign patent/document copies were mistakenly submitted on a CDROM and 

therefore were not considered entered. The presently submitted IDS includes one additional US 

Patent reference compared to the previous IDS, therefor the present IDS supercedes the previously 

submitted one. 
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IN THE SPECIFICATION 

in the previous amendment, the following amendment was made: 
At page 1, lines 4-5 (entire paragraph) 
This is a non-provisional filing based on USSN 60/520,698 filed 11/17/2003 by Ryan, Comiskey,. 
arul Knapich and Finn. 

Please enter the following amendments in the specification (and abstract). 
References are made to page and line numbers and/or to numbered paragraphs of the 
published patent application. 

in the paragraph [0072], at page 13, beginning on line 17. 

IEEE 812.11 802.11 The IEEE standard for wireless Local Area Networks (LANs). It uses three 

different physical layers, 802.11 a, 802.11 b and 802.11 g. 

in the paragraphs [0089-0090], at page 16, beginning on line 6. 

NFC Short for "Near Field Communication". NFC is a 1tvireless contactless connectivity 

technology that enables short-range communication between electronic devices. If two devices are 

held close together (for example, a mobile phone and a personal digital assistant), NFC interfaces 

establish a peer-to-peer protocol, and information such as phone book details can be passed freely 

between them. NFC devices can be linked to contactless smart cards, and can operate like a 

contactless smart card, even when powered down. This means that a mobile phone can operate 

like a transportation card, and enable fare payment and access to the subway. 

NFC is an open platform technology standardized in ECMA (European Computer 

Manufacturers Association) 340 as well as ETSI (European Telecommunications Standards 

Institute) TS 102 190 VI.I.I and ISO/IEC 18092. These standards specify the modulation 

schemes, coding, transfer speeds, and frame format of the RF interface of NFC devices, as well as 

initialisation schemes and conditions required for data collision-control during initialisation - for 

both passive and active modes. 

in the paragraph [0124], at page 22, beginning on line 11. 

The invention is generally a compact personal token apparatus which can be plugged into a 

personal computer and interfaced with the virtual world of the Internet. The apparatus (or, as will 

be evident, a portion of a modular apparatus) can then be removed from the personal computer and 

used to conduct real world transactions. The compact personal token apparatus is suitably in the 
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general form of a fob, resembling a USB memory fob. The compact personal token apparatus 

comprises a contactless 1tvireless interface and may also comprise a wireless interface. 

in the paragraph [0130], at page 23, beginning on line 16. 

According to a feature of the invention, the compact personal token apparatus (or equivalent) may 

remain in the apparatus capable of interacting with the personal token ( e.g., cell phone, PDA), 

when the personal token device communicates contactlessly (e.g., vtirelessly) in the real world. It 

does not necessarily have to be removed from the host device. 

in the paragraph [0134], at page 24, beginning on line 20. 

The apparatus may further comprise a standard-compliant contactless /vtireless interface; the 

eontaetless/wireless interface complying to one or more of the following standard interfaces: 

RFID-contactless interface according to ISO 14443 and ISO 15693 as well as similar interfaces, 

and a wireless interface complying to one or more of the following standard interfaces: Bluetooth 

compatible interface, WLAN 812.11 802.11, UWB, and any similar interface. 

in the paragraph [0136], at page 25, beginning on line 5. 

The apparatus may further comprise a standard-compliant interface releaseably coupleable to a 

host processing device, this being under the command of an operating system; an interface module 

providing translation of standard-compliant contact based interface messages via a memory chip to 

Bluetooth /WLAN 812.11 802.lldevice compatible compliant messages, and providing the 

translation of Bluetooth /WLAN 812.11 802.lldevice compliant messages via a memory chip to 

standard-compliant contact based interface messages; a Bluetooth /WLAN 812.11 802.1 ldevice 

having a Bluetooth/WLAN 812.11 802.llcompliant interface communicating through the 

interface module with the host processing device via a memory chip; the same Bluetooth /WLAN 

812.11 802.lldevice communicating through its Bluetooth /WLAN 812.11 802.llcompatible 

interface. 

in the paragraph [0139], at page 26, beginning on line 1. 

The contactless and/or wireless module may be releaseably coupleable from the interface module. 
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in the paragraph [0145], at page 26, beginning on line 21. 

The apparatus may further comprise a processor module, preparing messages to be sent by the 

contactless and/or wireless interface~ [[ of]] and interpreting messages received via the interface.([)_. 

in the paragraph [0148], at page 27, beginning on line 3. 

According to the invention, a method of interacting contactlessly and/or wirelessly comprises: 

providing a device; interfacing the device with a an Internet-capable appliance; and providing a 

smart card interface in the device. 

in the paragraph [0151], at page 27, beginning on line 12. 

The "smart fob" is capable of loading and storing information from the Internet, via a PC or other 

Internet capable device to its memory and then using the stored information via its \vireless 

contactless interface in the real world. The "smart fob" is also capable of exchanging information 

with a conventional smart card. 

in the paragraph [0166], at page 29, beginning on line 6. 

This invention relates generally to devices, technology and applications for downloading and 

interacting with data and value from one "world" such as the virtual world of the Internet and, with 

the device, interacting, typically \virelessly contactlessly, with another "world" such as the 

physical world of banking, stores (point of sale), physical access control, and the like. 

in the paragraph [0167], at page 29, beginning on line 10. 

Generally, this is done using a device running software and interacting with an Internet capable 

apparatus such as a personal computer (PC), a personal digital assistant (PDA) or a handset 

(Internet capable cell phone). In many embodiments, the device interacts with the physical world 

using a standard wireless contactless smart card interface, such as ISO 14443 or 15693. In some 

embodiments, the device plugs into a PC using a standard contact interface, such as USB. 

Several embodiments and several applications applicable to various ones of the embodiments are 

discussed. 
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in the paragraph [0168], at page 29, beginning on line 17. 

In an embodiment, the device is embodied in the form of a compact personal token apparatus, 

resembling a conventional USB memory fob (size, shape, form) which can be plugged into an 

apparatus such as a personal computer (PC) and interfaced with the virtual world of the Internet. 

The device is capable of loading and storing information from the Internet, via the PC to its flash 

memory (memory that can be erased and reprogrammed in blocks) or EEPROM and then using 

the stored information or value via its vtireless contactless interface in the real world. Similarly, 

the device is capable of implementing an auto-run application, when inserted into a personal 

computer (PC) connected to the Internet, and information exchanged and stored can be accessed in 

the real world application via its 1tvireless contactless interface. The memory space required for the 

auto-run application can reside completely in the device or only partially in the device. Additional 

memory space to complete the application can be located on the server of the ISP, trusted third 

party or host server. The apparatus is also capable of exchanging information with other devices 

having compatible interfaces. 

in the paragraph [0180], at page 31, beginning on line 22. 

Alternatively, the translation module can go from USB to ISO 14443 or 15693 (wireless 

contactless interfaces). The latter is shown in FIG. 1B, and is described hereinbelow. In going 

directly from USB to 1tvireless contactless, the device is not limited by the smart card software 

architecture (ISO 7816) limitations. The translation module in this case is a processor device, that 

will handle the data processing from USB to wireless contactless. 

in the paragraph [0181], at page 32, beginning on line 3. 

The processor module 106 is for controlling operation of the compact personal token apparatus 

("device") of the present invention and is preferably capable of operating as a dual-interface (DI) 

chip. For example, Mifare ProX, Infineon 66 series, etc. The dual interface chip is available from 

various vendors ( e.g., Philips, Infineon, ST Microelectronic), and is capable of interfacing from 

ISO 7816 (contact interface) to either or both of ISO 14443 and 15693 (vtireless contactless 

interfaces). 
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in the paragraph [0184], at page 32, beginning on line 17. 

As mentioned above, alternatively, the translation module can go from USB to ISO 14443 or 

15693. In other words, directly from USB to vtireless contactless. 

in the paragraph [0192], at page 33, beginning on line 7. 

Unlike the previous embodiment, in this embodiment the translation module 124 goes from USB 

to a vtireless contactless interface. Therefore, the processor module 126 does not need to be a dual 

interface (DI) chip. Rather, the processor module 126 could simply comprise a USB interface on 

one side and a 1tvireless contactless interface on the other. The memory of the processor could be 

used as temporary storage and the processor could handle the data encoding as well. 

in the paragraph [0203], at page 34, beginning on line 21. 

Figure 2B illustrates another exemplary embodiment 220 of the smart fob, again in the general 

form of a USB memory fob. But in this case, the smart fob has a first physical module 222 (left, 

as viewed) which contains the ffi:)'ffit connection module (e.g., 102, USB plug, cf. 212) and 

translation module (e.g., 104), and a second physical module 224 (right, as viewed) which 

contains the processor module (e.g., 106, dual-interface chip) and output module (e.g., 108, RF 

antenna and modulator). The two modules 222 and 224 can plug together and be taken apart from 

one another. In this manner, after interacting with the "virtual world" on his computer, the user 

can separate the two modules 222 and 224 and carry just the second module, for conducting "real 

world" transactions. The second module 224, comprising processor and output module, is 

sufficient for conducting real world, wireless contactless transactions, in the manner of a smart 

card. In other words, the smart fob can emulate a smart card. 

in the paragraph [0212], at page 36, beginning on line 19. 

- an input module 408 which, unlike other embodiments, need not perform wireless or 

contactless functions, but rather is socket (or plug), such as RJ-45, for connecting to a telephone 

line ( or the like) supporting a DSL ( or the like) connection to the Internet. 

in the paragraph [0223], at page 37, beginning on line 14. 

In use, for example, the user plugs the smart fob into his PC, or other Internet capable device 

(appliance), connects to the Internet, and interacts with a service or content provider to upload 
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and/or download information. For example, downloading a ticket. Then, the user takes the smart 

fob to the event where it connects wirelessly or contactlessly with a reader at the venue to allow 

entrance and stamp the ticket ( e.g., set a flag indicating that the ticket was used). 

in the paragraph [0235], at page 39, beginning on line 22. 

In use, for example, the user plugs the smart fob device into a PC, connects to the Internet, and 

interacts with a service or content provider to upload and/or download information. For example, 

the user can download an event ticket, take the device to the venue, just wave the device in close 

proximity to a turnstile equipped with a 1tvireless contactless reader at the entrance, and access is 

granted without having to stand in line. 

in the paragraph [0240], at page 40, beginning on line 14. 

As mentioned above, the smart fob (device) is capable of implementing an auto-run application, 

when inserted into a personal computer (PC) connected to the Internet, and information exchanged 

and stored can be accessed in the real world application via its wireless and/or contactless 

interface. 

in the paragraph [0247], at page 41, beginning on line 19. 

Therefore, the smart fob can be viewed as a marketing platform that encapsulates auto-run 

application software for a specific application, a USB apparatus for memory management and 

radio frequency identification, mass storage capability, a secure server for authentication and 

filtering as well as a wireless and/or contactless interface, to provide a myriad of solutions 

addressing marketing, e-commerce, business productivity, IT (information technology), consumer, 

communication, content, security and mobility issues. 

in the paragraph [0248], at page 42, beginning on line 1. 

The smart fob can be used as a payment device for retail purchase & loyalty with the Internet 

feature allowing users to download value, coupons, tickets, entertainment content, etc. The smart 

fob can be personalised like a conventional credit/debit card for electronic payment and the 

wireless and/or contactless interface feature can be used for photo identification, to download 

transit & event tickets, to receive complimentary coupons, loyalty points, gift certificates and 
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messages, for vending and to redeem coupons. In addition the smart fob eliminates the need to 

tender with cash. 

at page 67, (abstract) 

A compact personal token apparatus (100,120,140,200,220,300,320,500), resembling a 

conventional USB memory fob in size, shape, and form which can be plugged into a PC and 

interfaced with the virtual world of the Internet. The apparatus is capable of loading and storing 

information from the Internet, via the PC to its flash memory ( 410) or EEPROM and then using 

the stored information or value via its 1tvireless contactless interface (108,128,148,508) in the real 

world. The apparatus is capable of implementing an auto-run application, when inserted into a 

personal computer. The apparatus is capable of exchanging information with other devices having 

compatible interfaces. The apparatus can also function as a firewall ( 400) when plugged between 

an Internet connection and a PC. 
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IN THE CLAIMS 

Please add or amend the claims to read as follows, and cancel without prejudice or disclaimer to 
resubmission in a divisional or continuation application claims indicated as cancelled: 

This listing of claims will replace all prior versions, and listings, of claims in the application: 

Listing of Claims: 

1. ( currently amended) A compact personal token apparatus, comprising: 

a connection module; 

a translation module; 

a processor module; and 

an input/output module; 

wherein: 

the connection module is for interfacing the personal token apparatus with an Internet-capable 

appliance; and 

the translation module moves signals between the connection module and a contactless 

interface. 

2. ( currently amended) The compact personal token apparatus of claim 1, wherein: 

the eo-H-H:eetion module is for interfaeing the J9ersonal token aJ9J9aratus \Yith an Internet eaJ9a-ble 

aJ9J9lianee; and 

the Internet-capable appliance compnses a device selected from the group consisting of 

personal computer (PC), laptop, PDA, MP3 player cellphone, and similar Internet-capable 

devices; and 

the interface with the Internet-capable applicance is selected from the group consisting of 

USB, FireWire, IR, Bluetooth, standard serial port, WLAN, and similar interfaces capable of 

interfacing with the Internet-capable appliance. 

3. ( currently amended) The compact personal token apparatus of claim 1, wherein: 

the interface with the Internet-capable appliance comprises a USB connection 

the eonneetion module is for interfaeing the J9ersonal token aJ9J9aratus vtith an Internet eaJ9a-ble 

aJ9J9lianee; and 
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the Internet capable appliance compnses a device selected from the group consisting of 

personal computer (PC), laptop, PDA, MP3 player and cellphone. 

4. (currently amended) The compact personal token apparatus of claim 1, wherein: 

the translation module moves signals bet\veen a U8B interface and the contactless interface 

comprises a smart card interface. 

5. (currently amended) The compact personal token apparatus of claim 4, wherein: 

the smart card interface is selected from the group consisting of 180 7816, 180 14 4 4 3 

(RFID contactless interface).,. and 180 15693 (RFID contactless interface) ISO 14443, ISO 

15693, NFC and similar contactless interfaces . 

6. (original) The compact personal token apparatus of claim 1, wherein: 

the processor module comprises a dual interface (DI) chip. 

7. (original) The compact personal token apparatus of claim 1, wherein: 

the processor module incorporates the translation module. 

8. (original) The compact personal token apparatus of claim 1, wherein: 

the output module comprises an RF antenna and a modulator. 

9. (original) The compact personal token apparatus of claim 1, further comprising: 

flash memory. 

10. (previously presented) The compact personal token apparatus of claim 1, wherein: 

the translation module moves data or signals from a USB interface to an RFID interface and a 

wireless interface with storage of data in a flash memory or EEPROM of the processor module 

( dual interface chip), and data can reside temporarily at one of the interfaces. 

11. ( currently amended) The compact personal token apparatus of claim 1, wherein: 
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the translation module is incorporated in the processor module so that the personal token 

apparatus can go directly from USB to 1tvireless (including RFID) contactless without being 

limited by smart card software architecture limitations. 

12. (previously presented) The compact personal token apparatus of claim 1, wherein: 

the connection, translation, processor and input/output modules are embodied in a form of an 

apparatus having a general physical configuration of a conventional USB memory fob. 

13. (currently amended) The compact personal token apparatus of claim 12, wherein the fob 

compnses; 

a first physical module containing the input connection module and the translation module; 

and 

a second physical module containing the processor module and the output module. 

14. (original) The compact personal token apparatus of claim 1, wherein: 

the output module comprises contacts for interfacing with a smart card. 

15. (previously presented) The compact personal token apparatus of claim 1, wherein: 

the fob is configured for interfacing with the Internet and emulating a smart card. 

16. ( currently amended) The compact personal token apparatus of claim 1, wherein: 

the connection module is for interfacing the personal token apparatus with an Internet-capable 

appliance; and further comprising: 

an input module is for connecting to the Internet; and 

the personal token apparatus incorporates firewall functionality to protect the Internet-capable 

appliance. 

17. (original) The compact personal token apparatus of claim 1, further comprising: 

interfaces for ISO contact, contactless, USB and DSL. 

18. (original) The compact personal token apparatus of claim 1, further comprising: 

an LCD screen. 
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19. (original) The compact personal token apparatus of claim 1, further comprising: 

at least one switch. 

20. (original) The compact personal token apparatus of claim 1, further comprising: 

at least one LED. 

21. ( currently amended) The compact personal token apparatus of claim 1, further comprising: 

A compact personal token apparatus comprising: 

a standard-compliant contact based interface, the contact based interface complying to at least 

one standard interface selected from the group consisting of USB, IEEE 1394, PCMCIA, 

Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro 

Drive, and any similar standard interface. 

22. ( currently amended) The compact personal token apparatus of claim 1, further comprising: 

The compact personal token apparatus of claim 21, further comprising: 

a standard-compliant contactless/wireless interface selected from the group consisting of -;-the 

contactlessAvireless interface complying to one or more of the follo1tving standard interfaces: 

wireless interface, RFID contactless interface according to 180 14443 and ISO 15693 as well as 

similar vtireless interfaces, Bluetooth compatible interface, WLAN 812.11 802.11, UWB, and any 

similar interface. 

23. (currently amended) The compact personal token apparatus of claim 22, further comprising: 

a standard-compliant interface releaseably coupleable to a host processing device, this being 

under a command of an operating system; 

an interface module providing translation of standard-compliant contact based interface 

messages via a memory chip to Bluetooth /WLAN 812.11 802.1 ldevice compatible compliant 

messages, and providing the translation ofBluetooth /WLAN 812.11 802.1 ldevice compliant 

messages via a memory chip to standard-compliant contact based interface messages; and 

a Bluetooth /WLAN 812.11 802.1 ldevice having a Bluetooth/WLAN 812.11 

802.11 compliant interface communicating through the interface module with the host processing 
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device via a memory chip; the same Bluetooth /WLAN 812.11 802.1 ldevice communicating 

through its-a Bluetooth /WLAN 812.11 802.1 lcompatible interface. 

24. (previously presented) The compact personal token apparatus of claim 23, wherein: 

the contactless / wireless interface is releaseably coupleable from the interface module. 

25. (original) The compact personal token apparatus of claim 22, further comprising: 

a processor module; and 

additional memory selected from the group consisting of flash memory and EEPROM device 

powered and addressed by the processor module; 

wherein the additional memory can be used for user authentication and to run applications. 

26. ( original) The compact personal token apparatus of claim 22, further comprising: 

a standard-compliant smart card contact interface complying to ISO 7816, or any similar 

interface. 

27. (previously presented) The compact personal token apparatus of claim 22, further comprising: 

a processor module, preparing messages to be sent by the contactless/wireless interface and 

interpreting messages received via the interface. 

28. (previously presented) The compact personal token apparatus of claim 21, further comprising: 

a standard-compliant interface releaseably coupleable to a host processing device, this being 

under a command of an operating system; 

an interface module providing translation of standard-compliant contact based interface 

messages to ISO 7816 compliant messages and providing the translation of ISO 7816 compliant 

messages to standard-compliant contact based interface messages; 

a dual interface processor having an ISO7816 compliant interface communicating through the 

interface module with the host processing device, the dual interface processor communicating 

through an RFID-contactless interface and connected to an inductive antenna. 

29. (previously presented) The compact personal token apparatus of claim 28, wherein: 
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the contactless / wireless interface is releaseably coupleable from the interface module. 

30. (previously presented) The compact personal token apparatus of claim 28, wherein: 

the dual interface processor is mounted in a dual interface card complying to ISO 7810 or a 

7816 compliant SIM module and connected norms; 

the compact personal token apparatus provides physical contacts for the dual interface card, or 

a 7816 compliant form factor; and 

when connected, the dual interface or SIM card can communicate with the host processing 

device through the interface module inside the personal token apparatus and, once the 

communication is done, the card can be released from the personal token apparatus and can be 

used then in the real world. 

31. (previously presented) The compact personal token apparatus of claim 28, wherein: 

the dual interface chip (processor) inside the personal token apparatus can be directly 

programmed by a software running on the host system using the interface processor without the 

need for an external contact based dual interface read/write device. 

32. (previously presented) The compact personal token apparatus of claim 31, wherein: 

the software is web based, allowing for downloading information from the web directly into 

the dual interface processor memory, thus linking the virtual world to the real world. 

33. (previously presented) The compact personal token apparatus of claim 32, wherein: 

the downloaded information can be used in the real world by using the contactless RFID 

interface. 

34. (canceled) 

35. (previously presented) The compact personal token apparatus of claim 33, wherein: 

the information stored in the personal token apparatus via the standard contact based interface 

is used for personal identification, secure network logon, access control, e-ticketing, e-payment 

and similar applications using either the standard compliant interface or the RFID-compliant 

interface. 
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36. (previously presented) The compact personal token apparatus of claim 33, wherein: 

information received through the RFID- interface can be stored in the memory of the personal 

token apparatus and can then be provided to the host processing device via the standard interface, 

thus allowing a complete information exchange between the virtual world and the real world. 

3 7. (previously presented) The compact personal token apparatus of claim 31, wherein: 

the information stored in the personal token apparatus via the standard contact based interface 

is used for personal identification, secure network logon, access control, e-ticketing, e-payment 

and similar applications using either the standard compliant interface or the RFID-compliant 

interface. 

38. (previously presented) The compact personal token apparatus of claim 31, wherein: 

information received through the RFID- interface can be stored in the memory of the personal 

token apparatus and can then be provided to the host processing device via the standard interface, 

thus allowing a complete information exchange between the virtual world and the real world. 

39. ( original) The compact personal token apparatus of claim 31, further comprising: 

additional memory selected from the group consisting of flash memory and EEPROM device 

powered and addressed by the processor module; 

wherein the additional memory can be used for user authentication and to run applications. 

40. (currently amended) The compact personal token apparatus of claim 21, further comprising: 

a standard-compliant interface releaseably coupleable to a host processing device, this being 

under a command of an operating system; 

an interface module providing translation of standard-compliant contact based interface 

messages via a memory chip to Bluetooth /WLAN 812.11 802.11 device compatible compliant 

messages, and providing the translation ofBluetooth /WLAN 812.11 802.11 device compliant 

messages via a memory chip to standard-compliant contact based interface messages; and 

a Bluetooth /WLAN 812.11 802.11 device having a Bluetooth/WLAN 812.11 802.11 

compliant interface communicating through the interface module with the host processing device 
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via a memory chip; the same Bluetooth /WLAN 812.11 802.11 device communicating through its 

Bluetooth /WLAN 812.11 802.11 compatible interface. 

41. ( original) The compact personal token apparatus of claim 21, further comprising: 

a processor module; and 

additional memory selected from the group consisting of flash memory and EEPROM device 

powered and addressed by the processor module; 

wherein the additional memory can be used for user authentication and to run applications. 

42. (original) The compact personal token apparatus of claim 21, further comprising: 

a standard-compliant smart card contact interface complying to ISO 7816, or any similar 

interface. 

43. (previously presented) The compact personal token apparatus of claim 21, further comprising: 

a connection module, connecting the personal token apparatus to a host device including PC, 

PDA, smart cellular phone or similar device, either directly or with the help of a standard reader 

device such as a memory card reader. 

44. (previously presented) The compact personal token apparatus of claim 21, further comprising: 

a standard-compliant interface releaseably coupleable to a host processing device, this being 

under a command of an operating system; and 

a translation module, translating messages incoming from the contact based interface, and 

translating messages to the host device from the personal token apparatus. 

45. (previously presented) The compact personal token apparatus of claim 21, further comprising: 

a triple interface processor including contact, contactless, USB. 

46. ( currently amended) Method of interacting wirelessly, comprising: 

providing a device; 

interfacing the device with an Internet-capable appliance; and 

providing a smart card interface in the device selected from the group consisting of ISO 

14443 and ISO 15693. 
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47. (original) Method, according to claim 46, wherein: 

the interface with the Internet-capable appliance is selected from the group consisting ofUSB, 

Fire Wire, IR, Bluetooth, standard serial port, WLAN. 

48. (original) Method, according to claim 46, wherein: 

the Internet-capable appliance comprises a device selected from the group consisting of 

personal computer (PC), laptop, PDA, MP3 player and cell phone. 

49. ( canceled) 

50. (original) Method, according to claim 46, wherein: 

the device is modular in construction. 

51. (previously presented) Method, according to claim 46, wherein: 

the device performs a firewall functionality to protect the Internet-capable appliance. 

52. ( original) Method, according to claim 46, wherein: 

the device incorporates interfaces for ISO contact, contactless, USB and DSL. 

53. (new) A compact personal token apparatus, comprising: 

a connection module for interfacing the personal token apparatus with an Internet-capable 

appliance; 

a contactless interface; 

a translation module for moving signals between the connection module and the contactless 

interface; 

the contactless interface is an RFID interface. 

54. (new) The apparatus of claim 53 wherein the connection module is selected from the group 

consisting ofUSB, Fire Wire, IR, Bluetooth, standard serial port, WLAN, and similar interfaces 

capable of interfacing with the Internet-capable appliance. 
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55. (new) The apparatus of claim 53 wherein the Internet-capable appliance is selected from the 

group consisting of personal computer (PC), laptop, PDA, MP3 player, cellphone, and similar 

Internet-capable devices. 

56. (new) The apparatus of claim 53 wherein the contactless interface is selected from the group 

consisting of ISO 14443, ISO 15693, NFC and similar contactless interfaces. 

57. (new) The apparatus of claim 53, further comprising: 

a wireless interface. 

58. (new) The apparatus of claim 53, further comprising: 

an RFID or NFC antenna. 

59. (new) Method oflinking the virtual world of the Internet with the real world of contactless 

transactions, comprising: 

providing a compact personal token apparatus, comprising: 

a connection module for interfacing the personal token apparatus with an Internet-capable 

appliance; 

a contactless RFID interface; and 

means for moving signals between the connection module and the contactless interface; 

interacting in the virtual world when connected with the Internet-capable appliance; and 

interacting in the real world after interacting in the virtual world. 

60. (new) The method of claim 59, wherein interacting in the real world comprises an activity 

selected from the group consisiting of personal identification, secure network logon, access 

control, e-ticketing, e-payment and similar applications. 
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Remarks 

This is a continuing prosecution (RCE) of 10/990,296 which received a final rejection. An 
Examiner interview was conducted, by telephone, and it was decided that Applicant would file this 
RCE, and that an Amendment would be submitted at the same time. 

What is sought to be achieved by this Preliminary Amendment is: 
1. clarify some of the terminology and concepts used ( and discussed, and claimed) 
2. present claims that are allowable over the cited references. 

References to portions of the specification may be made to page/line of the application and/or to 
numbered paragraphs [0###] of the published application. 

By way ofreview, the invention is directed to an apparatus (former claims 1, 21) and a method 
(former claim 46). 

The apparatus has 
USB interface 
wireless interface 
contactless interface 

USB: is an example of a mechanical (plug) connection with a computer, i.e., a wired connection. 

Wireless and Contactless are two types of radio frequency (RF) interfaces. In a most general 
sense, both are "wireless" in that they do not requires wires, and that they use RF. However, in the 
art to which this invention most nearly pertains, the terms "wireless" and "contactless" have two 
very different meanings and two very different functionalities. These differences are well pointed 
out in the specification, as follows. 

Regarding wireless interfaces .... 

As noted in the specification (page , [0122] glossary), 
wireless Technology that allows a user to communicate and/or connect to the Internet or 

mobile phone networks without physical wires. Wi-Fi, Bluetooth®, CDMA and 
GSM are all examples of wireless technology. 

As noted in the specification (page , [0121] glossary), 
Wi-Fi Short for "Wireless Fidelity". Wireless technology, also known as 802.11 b, that 

enables you to access the Internet, to send and receive email, and browse the Web 
anywhere within range of a Wi-Fi access point, or HotSpot. 

As noted in the specification (page , [0045] glossary), 
Bluetooth A wireless technology developed by Ericsson, Intel, Nokia and Toshiba that 

specifies how mobile phones, computers and PDAs interconnect with each other, 
with computers, and with office or home phones. The technology enables data 
connections between electronic devices in the 2.4 GHz range at 720 Kbps (kilo bits 
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per second) within a 30-foot range. Bluetooth uses low-power radio frequencies 
to transfer information wirelessly between similarly equipped devices. 

As noted in the specification (page , [0119] glossary), 
UWB UWB is short for "Ultra Wide Band". UWB is a wireless communications 

technology that transmits data in short pulses which are spread out over a wide 
swath of spectrum. Because the technology does not use a single frequency, UWB 
enjoys several potential advantages over single-frequency transmissions. For one, it 
can transmit data in large bursts because data is moving on several channels at 
once. Another advantage is that it can share frequencies that is used by other 
applications because it transmits only for extremely short periods, which do not last 
long enough to cause interference with other signals. 

As noted in the specification (page , [0123] glossary), 
WLAN Short for "wireless local-area network". Also referred to as LAWN. A WLAN is 

a type of local-area network that uses high-frequency radio waves rather than wires 
for communication between nodes ( e.g., between PCs). 

As noted in the specification (page , [0072] glossary), AMENDED HEREWITH 
IEEE 802.11 The IEEE standard for wireless Local Area Networks (LANs). It uses three 

different physical layers, 802.11 a, 802.11 b and 802.11 g. 

The wireless interfaces of interest in the present invention are principally WLAN, Bluetooth and 
UWB. These wireless interfaces operate at a distance of several meters, generally for avoiding 
"cable spaghetti". For example, Bluetooth headsets and other computer peripherals. WLAN is 
typically used for networking several computers in an office. 

Regarding con tactless interfaces .... 

As noted in the specification (page , [0077] glossary), 
ISO 14443 ISO 14443 RFID cards; contactless proximity cards operating at 13.56 MHz in up 

to 5 inches distance. ISO 14443 defines the contactless interface smart card 
technical specification. 

As noted in the specification (page , [0080] glossary), 
ISO 15693 ISO standard for contactless integrated circuits, such as used in RF-ID tags. ISO 

15693 RFID cards; contactless vicinity cards operating at 13.56 MHz in up to 50 
inches distance. (ISO 15693 is typically not used for financial transactions 
because of its relatively long range as compared with ISO 14443.) 

As noted in the specification (page , [0089] glossary), AMENDED HEREWITH 
NFC Short for "Near Field Communication". NFC is a contactless connectivity 

technology that enables short-range communication between electronic devices. If 
two devices are held close together (for example, a mobile phone and a personal 
digital assistant), NFC interfaces establish a peer-to-peer protocol, and information 
such as phone book details can be passed freely between them. NFC devices can 
be linked to contactless smart cards, and can operate like a contactless smart card, 
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even when powered down. This means that a mobile phone can operate like a 
transportation card, and enable fare payment and access to the subway. NFC is 
an open platform technology standardized in ECMA (European Computer 
Manufacturers Association) 340 as well as ETSI (European Telecommunications 
Standards Institute) TS 102 190 V 1.1.1 and ISO/IEC 18092. These standards 
specify the modulation schemes, coding, transfer speeds, and frame format of the 
RF interface of NFC devices, as well as initialisation schemes and conditions 
required for data collision-control during initialisation - for both passive and active 
modes. 

As noted in the specification (page , [0101] glossary), 
RFID Short for "Radio Frequency Identification". An RFID device interacts, typically at 

a limited distance, with a "reader", and may be either "passive" (powered by the 
reader) or "active" (having its own power source, such as a battery). 

The contactless interfaces of interest in the present invention are principally RFID contactless 
interfaces such as ISO 14443, 15693 and NFC. RFID operates at a maximum distance of 1 meter 
for purposes of identification. In a payment (financial transaction) application, the distance is 
restricted to 10 cm. 

There are clear distinctions between wireless and contactless, for example (Specification, [0134]): 
The apparatus may further comprise a standard-compliant contactless/wireless interface; 
the contactless/wireless interface complying to one or more of the following standard 
interfaces: RFID-contactless interface according to ISO 14443 and ISO 15693 as well as 
similar interfaces, Bluetooth compatible interface, WLAN 802.11, UWB, and any similar 
interface. 

Parsing the paragraph [0134], please note: contactless / wireless ..... 
.... (re contactless)" RFID-contactless interface according to ISO 14443 and ISO 15693 as 

well as similar interfaces" 
(re wireless) "Bluetooth compatible interface, WLAN 802.11, UWB, and any similar 

interface." 

This paragraph [0134] is re-written herewith, as follows ... 
The apparatus may further comprise a standard-compliant contactless Avireless interface; the 
contactless/i.vireless interface complying to one or more of the following standard interfaces: 
RFID-contactless interface according to ISO 14443 and ISO 15693 as well as similar interfaces, 
and a wireless interface complying to one or more of the following standard interfaces: Bluetooth 
compatible interface, WLAN g 12.11 802.11, UWB, and any similar interface. 

A wireless connection ( e.g., WLAN) is generally simply a substitute for a physical ( e.g., USB) 
connection between the apparatus and an Internet-capable appliance, allowing the user some 
flexibility of movement. For example, see the specification, [0131]: 

According to the invention, a compact personal token apparatus comprises a connection 
module; a translation module; a processor module; and an input/output module. The 
connection module is for interfacing the personal token apparatus with a an Internet-capable 
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appliance; and the interface is selected from the group consisting of USB, FireWire, IR, 
Bluetooth, standard serial port, WLAN. 

Wireless and contactless are different than one another, although both use radio frequency. They 
are different communications protocols with different capablities and are used for different 
purposes. For example, a contactless RFID smart card protocol according to ISO 14443 and ISO 
15693, can be used for private, secure financial transactions in "real world" applications such as 
payment at a retailer. 

Note, for example, that 50 inches (ISO 15693, an RFID contactless protocol) is considered to be 
too great a distance to provide appropriate security for ( con tactless) financial transactions. 

But 50 inches would not be enough to provide a (wireless) network betwen office computers! 

Additionally, generally, contactless technology is primarily passive (having no power source of 
its own), deriving power to operate from the electromagnetic field generated by a nearby reader. 

Wireless technologies, on the other hand, generally require a their own power source ( either 
batteries, or plugged in) to operate. 

Contactless is different than wireless. different protocol, different signal characteristics, different 
utility, different energy requirments, different capabilities, different purposes, different 
advantages, different limitations. They are different. 

Amendments to the Specification 
In a few places, "802.11" had a typo and was "812.11 ". (It was correctly stated as "802.11" in 
other places in the specification, and is generally widely known to be "802.11 ") 

Certainly, in a broad historical sense the term "wireless" has been used by many to indicate any 
interface (typically electromagnetic) that does not involve wired connections. However, the 
glossary is replete with industry-standard definitions which clarify the distinction between 
"wireless" (such as 802.11) and "contactless" (such as ISO 14443, 15693 and NFC). 

The distinction between "wireless" and "contactless" may have been a little indistinct in places, 
and various amendments are made to the specification herewith to avoid possible confusion. 

There is ample support throughout the specification for the changes made herein. For example, in 
the several glossary entries noted above, as well as in the text, for example at [0264] "When a user 
enters a hot zone area equipped with a Wi-Fi / 802.11 wireless local area network ... " 

No new matter is entered by these amendments. 

Distinguishing the Invention from the Cited Art 

As noted above, the apparatus (in its broadest sense) generally comprises: 
a USB interface 
a wireless interface 
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a contactless interface 

The Cited References 

The cited references are Margalit (6,748,541) and Jiau (2003/026821) 

Margalit has 
USB interface 
contains a 7816 smart card chip (Fig. 2, 170) 
no wireless 
no contactless 

As noted in the specification of the present invention, (page _, line _ [0079]), 
ISO 7816 Regarding smart card, ISO7816 defines specification of contact interface IC chip 

and IC card. 

Margalit's smart card chip is an "ISO7816 memory" (Margalit column 3, line 63) 

Margalit is a contact device. It is neither contactless, nor wireless. 

Margalit's USB plug device of FIG. 2 includes both a CPU and a smart card chip (ICC) memory 
170, typically a ISO7816 (T=0/1) protocol-based chip communicating with the CPU 130 using an 
ISO7816-3 protocol. The apparatus of FIG. 2 is similar to the apparatus of FIG. 1 except that no 
separate user's data memory 70 is provided. (Margalit column 5, lines 6-11) 

Margalit's flow of data in the apparatus of FIG. 2 typically comprises the following flow: 
The USB interface chip 140 gets USB packets from the USB host 120. The USB interface chip 
140 parses the data and passes it to the microprocessor 130. The data, which typically 
comprises a ISO7816-3 T=0/1 formatted packet, is passed by the microprocessor to the smart­
card 170 in a ISO7816-3 protocol. The microprocessor 130 gets the response from the smart 
card 160 and passes the data to the USB interface chip 140. The USB interface chip 140 wraps 
the data in USB packet format and passes it to the host 120. (Margalit column 6, lines 17-27) 

Margalit has: 
a USB interface 
a CPU 
memory (which may reside in the 7816 memory) 
some 7816 smart card type functionality 

Margalit does not have: 
wireless interface 
contactless interface: 

Funtionally, the present invention provides ... 
interacting with the "virtual world", over the internet, with a computer, either by 

USB or wireless (see, e.g., claim 47) and 
interacting in the "real world" using contactless RFID interface (see, e.g., claim 33) 
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Margalit cannot interact in both the "virtual" world (Internet), via plug in (USB) or wireless 
connection, which it has - combined with - performing in the "real" world of RFID contactless 
applications, which Margalit does not have. And, there is no "suggestion to try" (such as combine 
with an RFID reference), or to go in that direction. 

Jiau discloses a body wearable personal network server (BWPNS) device which can communicate 
via wireless in the form of personal area network (Bluetooth) and wireless LAN (IEEE 802.11 ), 
and has a USB plug 

Jiau does not have, nor does Jiau suggest combining a "RFID-contactless interface according to 
ISO 14443 and ISO 15693 as well as similar interfaces". The invention does. 

Since Jiau is lacking in a key element of the present invention - namely, contactless RFID 
interface, it does not suggest the present invention, either alone or in combination with Margalit 
which also does not have any contactless or even a wireless interface. And, Jiau does not suggest 
combining any 7816 smart card type functionality. Even if there were a suggestion to combine 
these two references, the invention would not be rendered obvious by the combination. 

It thus appears that the following claims are patentable in light of the references cited. 

Proposed "claims" 
It would appear that claims along the following lines should be allowed. 
An amendment to the claims is included herewith. 

X. A compact personal token apparatus, comprising: 
a connection module (for example, USB) for interfacing the personal token apparatus with an 

Internet-capable appliance; (see original claims 1, 3) 
a contactless interface; 
a translation module for moving signals between the connection module (USB interface) and 

the contactless interface; (see original claims 1, 4) 
the contactless interface is an RFID interface selected from the group consisting of ISO 14443 

(RFID-contactless interface), ISO 15693 (RFID-contactless interface), NFC and similar 
contactless interfaces. (see original claim 5) 

Y. The apparatus of claim X, further comprising: 
a wireless interface; and 
the wireless interface is selected from the group consisting ofWLAN, Bluetooth, UWB, and 

similar wireless interfaces. (see original claim 23) 

support may be found in the specification at paragraph [0134] 
The apparatus may further comprise a standard-compliant contactless/wireless interface; the 
contactless/wireless interface complying to one or more of the following standard interfaces: 
RFID-contactless interface according to ISO 14443 and ISO 15693 as well as similar 
interfaces, Bluetooth compatible interface, WLAN 812.11, UWB, and any similar interface. 
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The device (smart fob, USB key fob) can function as a Multi-Interface Reader-less Device to 
provide for physical and logical access control. This embodiment would include an RFID or NFC 
(Near Field Communication) antenna. 

Thus, claim X is directed to the contactless interface which permits the user to wander around in 
the "real" world (at retailers, for example) to conduct secure (such as financial) transactions. None 
of the cited references disclose this. 

The connection module (such as USB), alternatively the wireless interface (see next claim Y) 
allows the user to update the fob when plugged into a computer, such as for downloading value 
from the Internet ("virtual" world). 

Dependent Claim Y is directed to wireless communication over long distances, without plugging 
into the computer. Using, for example, the Bluetooth interface of claim Y, the RFID feature of 
claim X can communicate via a PC over the Internet. 

The claims are amended herewith, along the lines discussed hereinabove. It is believed that they 
now distinguish over the cited references (Margalit, Jiau). 

Claim 1 is amended to include interfacing to the Internet (former claim 2) and moving signals to 
the contactless interface. 

Claim 2 is amended to recite Internet-capable appliances (former claim 3) and recites possible 
interfaces used by the connection module. 

Claim 3 is limited to a USB connection with the Internet-capable appliance. 

Regarding clain 13, see paragraph [023], page 34. 

Regarding claim 46, see claim 49. 

Regarding claim 59, see for example, paragraph [0137] page 25 
The apparatus may further comprise a dual interface chip (processor) inside the personal token 
which can be directly programmed by a software running on the host system using the interface 
processor without the need for an external contact based dual interface read/write device. The 
software may be web based, allowing for downloading information from the web directly into the 
dual interface processor memory (for example, event tickets) thus linking the virtual world to the 
real world. The downloaded information may be used in the real world by using the contactless 
RFID interface. 
See also claim 36, as filed. 

Regarding claim 60, see claim 35 (as filed). 

Newly-Presented Claims, and Claim Count 

The highest number of claims previously paid for is: 
52 total claims 
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3 independent claims (1,21,46) 

! 

Dependent claims 34 and 49 are canc~led. 
Claim 21 (formerly independent) is ainended to be in dependent form. 
Claims 53-60 are presented herewith,[including two independent claims (53, 59). 

i 
After entering this amendment, there :Will be: 

5 8 total claims 
4 independent claims 

Thus, necessitating excess claim(s) fde(s) for: 
6 total claims @$25 = $150 (small entity) 
1 independent claim= $100 (sniall entity) 

The fee for entering an RCE is $395 dsmall entity) 

Conclusion 
The claims should be allowed. ; 

The amendments to the specification $hould be entered. 
No new matter is entered by this ame6dment. 

For the Applicant, 

Dwight A. Stauffer 
Registered Patent Agent # 4 7,963 

Customer 37053 
D.A. Stauffer Patent Services LLC 
1006 Montford Rd. 
Cleveland Hts. OH 44121 
(216) 381-6599 
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DE 196 31 050 Al 
1 

Beschreibung 

Die vorliegende Erfindung betrifft eine Einrichtung 
zur bidirektionalen Umsetzung von Signalen zwischen 
einer USB Schnittstelle und einer anderen Schnittstelle. 5 

Die Universal Serial BUS, USB, ist in der Spezifikati­
on, Revision 1.0 vom 1 Januar 1996 beschrieben; und ist 
in der vorliegenden Ausgabe der Revision 1.0 offentlich 
und filr jedermann zuganglich. 

Diese Spezifikation beschreibt sowohl die logische 10 
Struktur der USB Schnittstelle inklusive der notwendi­
gen Protokolle, Signalisierung und Timinganforderun­
gen als auch die physikalische Struktur. Als physikali­
sches Obertragungsmedium wird ausschlieBlich die 
elektrische Obertragung fiber ein elektrisch leitendes 15 
Kabel definiert. 

Der USB Schnittstellenstandard ist ein kabelgebun­
dener Obertragungsstandard, der insbesondere die ver­
schiedenen AnschluBeinheiten wie Tastatur, Maus, 
Drucker, Video, Audio und sonstige Zusatzeinrichtun- 20 

gen fur Workstations und PCs einheitlich mit der Zen­
traleinheit verbinden soll. 

Bekannt sind Protokollumsetzer zwischen unter­
schiedlichen logischen und physikalischen Schnittstel­
Ien. Bin aus dem Stand der Technik bekannter Protokol- 25 

lumsetzer filr ISDN konvertiert das nationale 1TR6 
Protokoll auf der Benutzerseite in das europaische 
DSS1 auf der Netzseite. 

Stand der Technik ist, da8 filr diese Anbindung je­
weils auf die Aufgabenstellung zugeschnittene Stan- 30 
dards verwendet werden, z. B. LPT zur Verbindung von 
Druckern mit PCs. 

Der Erfindung liegt die Aufgabe zugrunde existieren-
de Ein-/ Ausgabeeinrichtungen, die nach einem anderen 
Standard als dem USB Standard arbeiten an den USB 35 
Standard anzupassen. 

Diese Aufgabe wird erfindungsgema8 dadurch gelost, 
da8 die auf der USB Schnittstelle kommenden Daten 
empfangen und auf die andere Schnittstelle umgesetzt 
werden. Die Signale auf der anderen Schnittstelle wer- 40 

den ebenfalls empfangen und auf die USB Schnittstelle 
umgesetzt. Alle Anforderungen der USB Spezifikation 
werden dabei erfiillt. 

Im Folgenden wird die Erfindung anhand eines Aus­
filhrungsbeispiels fiir eine Umsetzung auf die PC-COM 45 
Schnittstelle und anhand von einer Figur naher erlau­
tert. 

Fig. 1 Blockschaltbild. 
Die erfindungsgema.6 realisierte Einrichtung (E) weist 

gemaB Fig. 1 eine USB Schnittstelle auf und eine PC- so 
COM Schnittstelle. Die Oaten der PC-COM Schnittstel-
le (C) werden an die COM Einheit (CE) weitergeleitet. In 
der nachgeschalteten Verarbeitungseinheit (VE) wer­
den die Daten auf das USB Protokoll umgesetzt und 
fiber die USB Schnittstelle (US) ausgegeben. 55 

Die an der USB Schnittstelle ankommenden Oaten 
werden gemaB der USB Spezifikation und dem vorge­
schriebenen Protokoll empfangen, einer Verarbeitungs­
einheit (VE), welche ein Mikroprozessor oder ein Digi­
taler Signalprozessor DSP sein kann zugefiihrt. In die- 60 
ser Verarbeitungseinheit (VE) werden die Daten ggf. in 
das fur die Obertragung erforderliche Format und Pro­
tokoll umgesetzt und anschlie8end der COM Einheit 
(CE) zugefilhrt, um von dort iiber die COM Schnittstelle 
(C) iibertragen zu werden. 65 

2 
Patentansprilche 

1. Einrichtung zur bidirektionalen Umsetzung einer 
oder mehrerer Schnittstellen nach der Spezifikati­
on Universal Serial BUS, USB, Revision 1.0 vom 15. 
Januar 1996 und zukilnftiger Ausgaben dieser Spe­
zifikation und anderer Spezifikationen welche die 
Universal Serial Bus Schnittstelle beschreiben auf 
eine oder mehrere PC-COM Schnittstellen nach 
V24 und RS232 Standard, dadurch _gekennzeich­
net, da8 sowohl das standardisierte Obertragungs­
protokoll als aucb die elektrischen Parameter filr 
die jeweilige Schnittstelle eingehalten werden. 
2. Einrichtung zur bidirektionalen Umsetzung einer 
oder mehrerer Schnittstellen nach der Spezifikati­
on Universal Serial BUS, USB, Revision 1.0 vom 15. 
Januar 1996 und zukiinftiger Ausgaben dieser Spe­
zifikation und anderer Spezifikationen welche die 
Universal Serial Bus Schnittstelle beschreiben auf 
eine oder mehrere PC-LPT Drucker Schnittstellen 
nach Centronics Standard, dadurch gekennzeich­
net, da8 sowohl das standardisierte Obertragungs­
protokoll als auch die elektrischen Parameter filr 
die jeweilige Schnittstelle eingeha!ten werden. 
3. Einrichtung zur bidirektionalen Umsetzung einer 
oder mehrerer Schnittstellen nach der Spezifikati­
on Universal Serial BUS, USB, Revision 1.0 vom 15. 
Januar 1996 und zukilnftiger Ausgaben dieser Spe­
zifikation und anderer Spezifikationen welche die 
Universal Serial Bus Schnittstelle beschreiben auf 
eine oder mehrere CAN Bus Schnittstellen, da­
durch gekennzeichnet, da8 sowohl das standardi­
sierte Obertragungsprotokoll als auch die elektri­
schen Parameter fur die jeweilige Schnittstelle ein­
gehalten werden. 
4. Einrichtung zur bidirektionalen Umsetzung einer 
oder mehrerer Schnittstellen nach der Spezifikati­
on Universal Serial BUS, USB, Revision 1.0 vom 15. 
Januar 1996 und zukilnftiger Ausgaben dieser Spe­
zifikation und anderer Spezifikationen welche die 
Universal Serial Bus Schnittstelle beschreiben auf 
eine oder mehrere LAN Schnittstellen nach Ether­
net oder Token Ring Standard, dadurch gekenn­
zeichnet, da8 sowohl das standardisierte Obertra­
gungsprotokoll als auch die elektrischen Parameter 
fur die jeweilige Schnittstelle eingehalten werden. 
5. Einrichtung zur bidirektionalen Umsetzung einer 
oder mehrerer Schnittstellen nach der Spezifikati­
on Universal Serial BUS, USB, Revision 1.0 vom 15. 
Januar 1996 und zukilnftiger Ausgaben dieser Spe­
zifikation und anderer Spezifikationen welche die 
Universal Serial Bus Schnittstelle beschreiben auf 
eine oder mehrere GGI oder CHI Schnittstellen, 
dadurch gekennzeichnet, da8 sowohl das standardi­
sierte Obertragungsprotokoll als auch die elektri­
schen Parameter fiir die jeweilige Schnittstelle ein­
gehalten werden. 
6. Einrichtung zur bidirektionalen Umsetzung einer 
oder mehrerer Schnittstellen nach der Spezifikati­
on Universal Serial BUS, USB" Revision 1.0 vom 
15. Januar 1996 und zukiinftiger Ausgaben dieser 
Spezifikation und anderer Spezifikationen welche 
die Universal Serial Bus Schnittstelle beschreiben 
auf eine oder mehrere PCMCIA Schnittstellen, da­
durch gekennzeichnet, daB sowohl das standardi­
sierte Obertragungsprotokoll als auch die elektri­
schen Parameter fur die jeweilige Schnittstelle ein­
gehalten werden. 
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DE 196 31 050 
3 

7. Einrichtung nach mindestens einem der Ansprii­
che 1-6, dadurch gekennzeichnet, daB eine der 
USB SchnittsteHen auf mindestens 2 unterschiedli­
che der in den Anspriichen 1-6 aufgeffihrten ande­
ren Schnittstellen in der Einrichtung umgesetzt 5 
wird. 
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HK 1063994 A 

TITLE 

SMART CARD READER WITH CONTACTLESS ACCESS CAPABILITY 

FIELD OF INVENTION 

This invention relates to an electronic apparatus, and in particular smart-card readers 

for the dual-mode contact/contactless smart cards. 

BACKGROUND OF INVENTION 

A smart card consists of an IC chip typically embedded in a flat enclosure. It comes 

with two popular form factors. One of them is the size of a credit card which is widely 

used in banking and national ID card projects. The other form factor is the smaller 

subscriber identification module (SIM card) used in mobile phone. The IC chip itself can 

simply be a memory chip or a microprocessor chip. Typically, a smart card has eight 

electric pins which are generally referred to as CI to C8 to communicate to the external 

world. Their roles and functions are defined in ISO78 l 6 international standard. A smart 

card reader is a device that will make electrical contact with each of these pins, so that an 

external host device can communicate with the smart card through the reader. Out of 

these 8 pins, ISO78 I 6 standard defines 6 of them for the use of carrying electric power, 

the clock and reset signals as well as data input and data output signals between the 

reader and the card. Pins C4 and C8 are not defined and some manufacturers are using 

these 2 pins to carry out special functions, which will be described later. This type of 

smart card is said to operate in a contact mode, as it needs to make physical contact with 

the card reader in order for it to get the electrical power and to communicate with the 

external world. 

There is another kind of smart card that can operate in a contactless mode. It is based 

on the Radio Frequency Identification (RFID) technology. In this case, the contactless 
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smart card reader, also known as the interrogator, sends out the Radio Frequency (RF) 

signal. The contactless smart card has an antenna and RF circuitry which is tuned to 

receive the RF signal at this frequency. When the contactless card is in the vicinity of the 

interrogator, it picks up the RF signal, and uses it to power the analogue and digital 

circuitry within the smart card IC. The interrogator and the contactless smart card also 

communicate with each other through the same RF channel. The International 

Standardization Organization (ISO) has published a few standards that stipulate the 

specifications of contactless smart card operations in detail. They are the ISO 14443-type 

A and type B standards, where the reading distance can be up to 10 cm, as well as the 

ISO15693 standard where the reading distance is extended to 15 cm or longer. Other 

vendors adopt the same operating principle but employ their own proprietary standards. 

The contactless smart card operates according to the near-field wave propagation 

principle of the electromagnetic wave theory. Typically, inductive coupling is adopted in 

this case whereby the RF magnetic field generated by the interrogator induces electric 

current at the contactless smart card when it moves in the vicinity of the interrogator. To 

maximize magnetic field coupling, both the antennas of the interrogator and the 

contactless smart card are arranged in the form of cylindrical loop that consists of 

multiple turns of electrical wires. At the 13.56MHz frequency specified by the ISO 

standards, the antenna of the contactless smart card comprises just a few turns. These few 

turns can be placed along the perimeter of the rectangular shape of a normal size smart 

card. 

Smart cards operating in contact mode have been widely used in many applications 

where security and privacy are the prime concerns. These include banking transaction, 

credit card processing, on-line electronic commerce, logical access to computer systems, 

as well as national identification card projects, health care and social security card 

projects. Another mass adoption of smart card technology is the subscriber identification 

card (SIM card) used in the GSM mobile phone handsets. On the other hands, contactless 

smart card technology is more convenient to use, as users do not need to physically insert 

the smart card into the card reader. Hence, it is widely used in physical access control, 

micro-payment of mass transit systems among many other applications. However, the 

2 
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latter technology may not offer the same level of security protection as the contact mode 

of operation, because the wireless data transmission could be eavesdropped by a rogue 

contactless reader located in close proximity of the genuine one. 

As a result, vendors have developed a dual-mode smart card that can operate in 

either contact mode or contactless mode. This card, also known as combi-card, normally 

has a form factor that is the same size as a normal credit card. It has 8 pin connections as 

per normal contact smart card which can connect to a smart card reader in contact mode 

of operation. It also has an embedded antenna inside the card so that it can function as a 

contactless card by itself. 

Such a dual-mode smart card would require a smart card reader for it to perform the 

contact-mode operation. Unfortunately, not many computer systems carry a smart card 

reader as their standard peripheral device. However, most computer systems support 

serial and USB (Universal Serial Bus) ports. Hence, it is desirable to have a device that 

has a built-in smart card reader to interface with the dual-mode smart card on the one 

hand, and a USB or serial port to connect to a computer system on the other. If such a 

device needs to accommodate a credit-card size combi-card, it will be cumbersome for 

users to carry. Therefore, a dual-mode smart card having the SIM form factor is much 

preferred. This will enable many new applications. For example, users can store secret 

keys and password information inside the dual-mode SIM sized smart card. When the 

user wants to log on to a computer system, he can connect the device to a USB port. A 

software program can be automatically initiated to authenticate the user and allow him 

access to the computer. When the user wants to access certain restricted premises, it can 

function in contactless mode as a physical access device for the user. In another 

application scenario, the dual-mode smart card can be configured as a store-value card. 

The user can use the contact-mode of operation to top up the stored value, and use the 

contactless-mode of operation to pay service fee. The contact-mode ensures high security 

while the contactless-mode offers user convenience. In fact, the device can be made small 

enough as a personal electronic key that is always carried by the user in his key-chain. 

However, for a dual mode smart card that has a form factor of a SIM card, the loop 

antenna has to be placed outside the SIM card, as the area encompassing the SIM card is 

3 
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too small to capture sufficient magnetic flux from the interrogator to power the smart card 

IC. Some manufacturers makes use of pins C4 and C8, the two pins that are not defined 

in the IS078 l 6 standard, to connect the SIM card to the external antenna. Hence it is 

necessary to design and develop an antenna and its associated circuitry, and incorporate 

such antenna assembly to the device in the most cost-effective manner without 

compromising its RF reception quality. 

SUMMARY OF INVENTION 

In view of the foregoing background, it is therefore an object of the present 

invention to provide an improved apparatus that provides access to a dual-mode smart 

card either through a smart card reader electronic module to an external host in contact 

mode of operation, or through an antenna assembly to a contactless card reader in 

contactless mode of operation. Accordingly, the present invention provides an apparatus 

comprising the electronic circuitry of a smart-card reader that is adapted to connect to a 

dual-mode smart card in a contact mode via a smart card connector, and an antenna 

assembly adapted to connect to the smart card connector for contactless mode operation. 

In the preferred embodiment, the entire circuitry of the smart-card reader and the 

antenna assembly is fabricated in a single printed circuit board so that it can reduce the 

production cost and improve the reliability. The antenna circuitry may comprise a loop 

antenna, or it may include other electronic components such as a tuning capacitor. The 

antenna may be fabricated as thin electrical lines running in loops around the perimeter of 

the printed circuit board. The circuitry of the smart card reader may be placed at the inner 

portion of the printed circuit board. 

Another aspect of the present invention is to fabricate the antenna in the inner layers 

of a multi-layer printed circuit board. The loop antenna assembly may occupy more than 

one layer, with the antenna wire in one layer electrically connected to another layer via 

electrically conducting through-holes in the printed circuit board so that the multi-layer 

wiring loops constitutes a single loop antenna. 

4 
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In a second preferred embodiment, the loop antenna may be embedded in the casing 

that houses the apparatus. The antenna wiring may be embedded in the casing, and its 

leads make electrical connection to the rest of the antenna assembly in the printed circuit 

board. This may minimize the number of layers of printed circuit board. 

A method aspect of the present invention is for forming the antenna assembly. The 

method preferably comprises the steps of: constructing metal connectors in a printed 

circuit board to realize the circuit diagram of the smart card reader electronic module, 

embedding at least one metal wire around the perimeter of the printed circuit board, and 

electrically connecting the metal wire to the smart card connector so that the metal wire 

functions as an antenna for the antenna assembly for contactless mode operation. 

It should be noted that the metal conductors that realize the circuit diagram of the 

smart card reader electronic module should not form closed loops. Moreover, for a multi­

layer printed circuit board, the metal wire for the antenna may occupy more than one 

layers. In such case, electrically conducting pin-holes will be used to connect wires from 

multiple layers together so that it constitutes a single antenna. 

Another prefer method embodiment comprises the steps of: embedding the smart 

card reader module on the printed circuit board and embedding the loop antenna on the 

casing of the apparatus, and electrically connecting the loop antenna to the rest of the 

antenna assembly. 

Another method aspect of the present invention is for accessing the content of the 

dual-mode smart card. The method preferably comprises the steps of connecting the smart 

card to an external host via a smart card reader electronic module _and exchanging data 

with the smart card via the electronic module for contact mode of operation; and having 

an antenna assembly electrically coupling to said smart card and exchange data with a 

contactless smart card reader in a contactless mode of operation. 

BRIEF DESCRIPTION OF FIGURES 

FIG. 1 is a block diagram of a dual-mode smart card reader module according to the 

invention. 

FIG. 2 is a dual-mode smart card whose dimension conforms to the SIM form factor. 
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FIG. 3 is top view of the dual-mode smart card reader device according to the 

invention with the top cover removed. 

FIG. 4 is the top view of the dual-mode smart card reader device according to the 

invention with the dual-mode smart card inserted to the smart card connector slot of the 

device. 

FIG. SA, 5B, SC and SD are the first, second, third and forth layers of the printed 

circuit board layouts of the device according to the invention. 

FIG. 6 is a cover of the device with an antenna embedded inside the cover. 

FIG. 7 shows the printed circuit board installed on the cover of the device with an 

antenna embedded inside the cover. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

The present invention is now described in details hereinafter in the preferred 

embodiments. However, it will be obvious to one skilled in the art that the present 

invention may be practiced with variation of these specific details. Hence this invention 

should not be construed as limited to the embodiments set forth herein. 

Referring to FIG. 1, the present invention is related to the dual-mode smart card 

reader module 10, which has two major components: the smart card reader electronic 

module 11 and the antenna assembly 12. The former establishes a communication path 

between the external host 21 and the smart card 20 so that the external host 21 can read 

and write information to the smart card 20 under the contact mode of operation. Likewise, 

the antenna assembly 12 provides the necessary antenna circuitry to smart card 20 so that 

the latter can communicate with the contactless smart card reader 22 in contactless mode 

of operation. In the preferred embodiment, the smart card 20 has a form factor like the 

SIM card as shown in FIG. 2, and the external host 21 is a computer. The smart card 

reader electronic module 11 provides a Universal Serial Bus (USB) port 31 for 

connection to the external host 21. However, it should be obvious to one skilled in the art 

that other interfacing protocols such as the RS232, the RS442 and the RS485 serial 

interface, as well as the parallel port interface can also be used. The antenna assembly 12 
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further comprises an antenna 14 and the antenna tuning circuitry 13. For certain dual­

mode smart card, there is no need for antenna tuning and in this situation the antenna 

assembly 12 contains only the antenna 14. 

FIG. 3 illustrates the entire apparatus of the preferred embodiment with the one part 

of the casing removed. The entire circuitry of the dual-mode smart card reader module 10 

is implemented in the printed circuit board 33. In this preferred embodiment, the smart 

card reader module 10 makes use of the USB port 31 to connect to the external host 21. 

This module is housed in casing 32. The printed circuit board 33 contains a smart card 

connector 34 that has 8 pin connectors for making electrical contact with the dual-mode 

smart card 20. FIG. 4 shows the setting when the smart card 20 is inserted to the smart 

card connector 34. 

FIG. 5 shows the entire layout of printed circuit board 33. In this preferred 

embodiment, the printed circuit board 34 has four layers. FIG. 5a and FIG. 5d are the top 

and bottom layers respectively for the mounting of discrete electronic components. The 

antenna 14 in FIG. 1 is realized in layer 2 and 3 of the printed circuit board 33. As shown 

in FIG. 5b and 5c, each of these two layers comprises five turns of thin electric wires that 

constitute a portion of the antenna. These wirings run around the perimeters of the printed 

circuit board so that the antenna 14 thus formed can capture the maximum amount of 

magnetic flux radiated from the contactless card reader 22. Thin wire 14a makes contact 

with layer 1 through electrically conducting pin-hole 15, and also with layer 3 through 

pin-hole 17. Likewise, thin wire 14b makes contact with layer 2 through pin-hole 17 and 

with layer 1 through pin-hole 16. As such, wiring 14a and 14b are connected together to 

form a single antenna 14. Antenna 14 connects to the antenna assembly 12 in printed 

circuit board 33, which in turn connects to smart card connector 34. 

Since the electric power that can be coupled to the smart card 20 from the 

contactless smart card reader 22 depends on the number of turns that the loop antenna 14 

has, and also the area it encloses, the wiring 14a and 14b preferably occupy the perimeter 

of the printed circuit board 33. To increase the number of turns, the loop antenna 14 

occupies two layers of the printed circuit board in this specific embodiment,. Moreover, 

as surface mount technology is adopted to put electronic components to the printed circuit 
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board 33, the top and bottom layers are dedicated to for interconnecting electronic 

components together to realize the circuitry of the dual-mode smart card reader module 

10. Hence in the preferred embodiment, the loop antenna 14 occupies the inner two layers. 

If there is no size constrain, the antenna can be co-located with the rest of the electronic 

circuitry and hence the number of layers in the printed circuit board 33 can be reduced. 

Although the present invention has been described specifically using this preferred 

embodiment, it is clear that many variations and combinations are possible in the light of 

the teaching provided herein. Specifically, the number of turns of the antenna wiring, its 

placement on the circuit board, and the number of layers of the printed circuit board used 

are variations that those skilled in the technical art can adapt to their specific applications. 

In another preferred embodiment, the antenna 14 is embedded in the casing 32 as 

shown in FIG. 6. The antenna can be constructed using thin metal wires wound in loops 

or other forms, or it can be printed onto the cover using conductive inks. The main 

purpose is that the antenna thus formed can receive the electromagnetic wave radiated 

from the contactless card reader. At the printed circuit board 33, spring connectors can be 

placed directly underneath antenna leads 41 and 42, so that when the cover 32 encloses 

the printed circuit board 33, these spring connectors make electrical connections to 

antenna leads 41 and 42. In another preferred embodiment, flexible circuit board can be 

used to form the antenna 14, and the former can be glued to the back of the cover 32 by 

adhesive means. The antenna 14 can be connected to the printed circuit board 33 through 

ordinary electrical wires and connectors. It should be obvious to one skilled in the art that 

there can be a plurality of methods to embed the antenna 14 to the cover 32 and connect 

the antenna to the printed circuit board 33; and the antenna can be made using a variety of 

electrically conducting materials. The preferred embodiment describes herein represents 

only one approach to reduce the inventive idea to practice. Many other alternatives and 

variations may be made from the teaching above. 

The preferred embodiments of the present invention are thus fully described. 

Although the description referred to particular embodiments, it should not be construed 

that the invention is limited to such embodiments, but rather construed according to the 

claims below. 
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What is claimed is: 

1. An apparatus for reading a dual-mode smart card comprising 

a. a smart card connector adapted to electrically connect to said smart card; 

b. a smart card reader electronic module connecting said smart card connector to 

an external port, said external port adapted for electrically coupling to an 

external host for data exchange between said smart card and said external host; 

c. an antenna assembly adapted to electrically connect to said smart card 

connector for wireless data transmission between said smart card and a 

contactless smart card reader. 

2. An apparatus according to claim 1, wherein said smart card connector is fabricated on 

a printed circuit board. 

3. An apparatus according to claim 2, wherein said antenna assembly is fabricated m 

said printed circuit board. 

4. An apparatus according to claim 3, wherein said printed circuit board is a multi-layer 

printed circuit board with at least one layer of said printed circuit board containing at 

least a portion of said antenna assembly. 

5. An apparatus according to claim 4 wherein said printed circuit board further 

comprises multiple layers said antenna assembly being embedded in at least two 

layers of said printed circuit board with electrically conduction therebetween. 

6. An apparatus as in claim 1 or 2, wherein a casing is provided for housing at least a 

portion of said apparatus, and the antenna of said antenna assembly is embedded as 

part of said casing. 

7. An apparatus as in claim I, wherein said external port is a USB port. 

8. An apparatus as in claim 1, wherein said external port is a serial port. 

9. In a smart card reading apparatus containing a smart card reader electronic module for 

connecting an export port to a smart card connector, said smart card connector 

adapted to electrically connect to a dual-mode smart card, said smart card electrically 

coupling to an antenna assembly for contactless mode of operation, a method of 

forming said antenna assembly comprising the steps of 

a. laying metal conductors in a printed circuit board to connect 
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1. electronic components of said export port, 

11. said smart card reader electronic module, and 

iii. said smart card connector together. 

b. embedding at least one metal wire in a position proximate the perimeter of said 

printed circuit board; 

c. electrically connecting said metal wire to said smart card connector such that 

said metal wire functions as an antenna for said antenna assembly for wireless 

transmission. 

I 0. A method according to claim 9 further comprising embedding at least a second metal 

wire in at least a second layer; and connecting said first metal wire with said second 

wire electrically. 

11. A method according to claim IO wherein said metal wire is embedded in the inner 

layers of said multiple layer printed circuit board. 

12. A method of accessing a dual-mode smart card comprising the steps of connecting 

said smart card to an external host via a smart card reader electronic module and 

transferring data to and from said smart card via said electronic module for contact 

mode of operation; and having an antenna assembly electrically coupling to said smart 

card and transferring data to and from said smart card for contactless mode of 

operation. 

13. A method according to claim 12 further comprising providing a casing to house said 

printed circuit board; winding an electrically conducting wire around said casing in 

multiple turns; and connecting said wire to said antenna assembly in said printed 

circuit board. 
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TITLE 

A SMART CARD RELEASING MECHANISM FOR SMART CARD READER 

FIELD OF INVENTION 

This invention relates to an electronic apparatus, and in particular a smart-card 

reader that possesses a quick release mechanism for users to retrieve the inserted smart 

card easily. 

BACKGROUND OF INVENTION 

Smart IC cards have been widely used in many applications. It consists of an IC chip 

embedded in a flat enclosure and typically comes with two types of form factors. One of 

them is the size of a normal credit card. The other is a smaller Subscriber Identification 

Module (SIM) widely used in mobile phones and is generally referred to as SIM card. A 

smart card reader is a device that provides a communication path for the host computer to 

access the content of the smart card. There are smart card readers specially made for the 

SIM card. Since the SIM card is small enough, the corresponding reader can be made in a 

size that is handy to carry. It can be used as a secured token for logging on to computer 

systems or conducting e-commerce transactions. In another application, such a reader can 

be used to upload the information stored in the SIM card of a mobile phone to a host 

computer database. 

However, it is not easy to remove the SIM card from the reader in existing products. 

The user typically needs to take a portion of the device's cover away first, and then use 

his finger to slide the SIM card away from the smart card connector within the device. It 

is therefore very inconvenient for the user if he needs to access the contents of many SIM 

cards in a short time. The present invention describes a quick-release mechanism that can 
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be easily incorporated to a smart card reader so that the user can retrieve the smart card at 

ease. 

SUMMARY OF INVENTION 

In view of the background discussion, it is an object of this invention to provide an 

easy-to-use smart card dispensing mechanism to eject the smart card from a smart card 

reader apparatus. Accordingly, the present invention relates to an apparatus comprising a 

housing, a printed circuit board fitted inside the housing with a receiving site to 

accommodate a smart card, and a smart card dispensing module disposed in between the 

housing and the printed circuit board. One side of the dispensing module is at least 

partially exposed to the exterior of the housing while the other side makes mechanical 

contact to the smart card when the latter is inserted to the apparatus. The first side is 

adapted to receive a user triggering movement that causes the dispensing module to eject 

the smart card from the receiving site. 

In a preferred embodiment, the housing of the apparatus comprises first and second 

covers, with an opening on the second cover. One side of the dispensing module 

comprises a first protruded element that fits to the opening of the second cover for the 

user to apply his triggering movement. The other side of the dispensing module 

comprises a second protruded element that makes contact to the smart card when the 

latter is inserted to the apparatus. In the preferred embodiment, the insertion of the smart 

card pushes the dispensing module to a first position inside the apparatus. When the user 

applies a triggering movement onto the first protruding element of the dispensing module, 

it causes the dispensing module to slide to a second position and eject the smart card from 

the receiving site. 

In the present preferred embodiment, the first protruded element of the dispensing 

module has at least one groove to facilitate the user to apply his triggering movement. 

Furthermore, the opening of the second cover has a wider opening at the exterior side 

compared to the interior side. In addition, the dispensing module further comprises an 

elongated arm in one sliding direction and a knot at the end of the elongated arm. 
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Correspondingly, the interior side of the second cover further comprises at least 2 notches 

so that the knob can rest on one of these notches securely. 

The method aspect of the present invention is related to a user-friendly process to 

release a smart card from the above-described device in its broadest embodiment. The 

method comprises the steps of pushing the dispensing module to a first position when the 

smart card is inserted to the device, and ejecting the smart card from the receiving site 

when the user applies the triggering movement to the first protruding element of the 

dispensing module, forcing the latter to slide to the second sliding position. 

BRIEF DESCRIPTION OF FIGURES 

FIG. 1 is the top view of the interior of smart card reader device according to the 

invention with the second cover removed. 

FIG. 2 is a smart card whose dimension conforms to the SIM form factor. 

FIG. 3 is the top view of the smart card reader device according to the invention with 

the smart card inserted into the receiving site of the device. 

FIG 4A and 4B are the top view and side view of the first cover that houses the 

device. 

FIG SA and SB are the top view and side view of the second cover that houses the 

device. 

FIG. 6A, 6B and 6C are the perspective view, top view and side view of the 

dispensing module. 

FIG. 7A and 7B are the cross-section side views of the apparatus showing 

respectively the first position of the dispensing module when the smart card is inserted 

into the device and the second position when it is pushed by the user to eject the smart 

card. 

FIG. 8A and 8B illustrate the beveled edge of the opening of the second cover and 

its relative positioning against the dispensing module. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 
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The present invention is now described in details hereinafter in the preferred 

embodiments. However, it will be obvious to one skilled in the art that the present 

invention may be practiced with variation of these specific details. Hence this invention 

should not be construed as limited to the embodiments set forth herein. 

FIG. I shows a printed circuit board 20 fitted inside the first cover 11. The printed 

circuit board 20 connects the electronic components soldered in it to implement the smart 

card controller logic. One of the components is the receiving site 21 specially made to 

house the SIM card. FIG. 2 depicts the smart card 22 in SIM form factor. The printed 

circuit board 20 also connects to a Universal Serial Bus (USB) connector 23 that serves as 

a mean to communicate to the host computer. However, it should be obvious to one 

skilled in the art that other interfacing protocols such as the RS232, RS485, or RS422 

serial protocol and other parallel interfaces can also be adopted. FIG. 3 shows the 

apparatus with the smart card 22 inserted into the receiving site 21 thereof. FIG. 4A and 

4B are the top and side views of the first cover 11 of the housing, whilst FIG. 5A and 5B 

are the top and side views of the second cover 30 respectively. Both the first and second 

covers 11 and 30 respectively have recesses 12 and 34 at the front so that when the first 

cover 11 are placed on top of the second cover 30, an open space at the front of the 

apparatus is formed so that the smart card 22 can slide in. The second cover has an 

opening 31 and also a plurality of notches 32 as shown in FIG. 5A. FIG. 6A, 6B and 6C 

are the perspective, top and side views of the dispensing module 40 that is fitted in 

between the second cover 30 and the printed circuit board 20. The dispensing module 40 

comprises a first protruding element 43 that is fitted to the opening 31 of the second cover 

30. It also comprises a second protruding element 45 on the other surface of the 

dispensing module 40, and an elongated arm 41. The end of the elongated arm 41 

comprises a knob 42. The dispensing module 40 can slide inside the apparatus with little 

restriction. FIG. 7A indicates a cross section view of the apparatus when smart card 22 is 

inserted. Specifically, when the smart card 22 is being inserted, it makes contact to the 

second protruding element of the dispensing module 45, and pushes the dispensing 

module 40 to a first position inside the apparatus. When the smart card 22 is fully inserted, 
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it sits on the receiving site 21 which has electrical contacts that connect to the respective 

contacts of the smart card 22. 

To release the smart card 22 from the apparatus, a user can apply a triggering 

movement by placing his finger on the first protruding element 43 of the dispensing 

module 40, and exert a force to push it outward to a second position. As a result, the 

smart card 22 is disengaged from the receiving site 21 and is partially exposed outside the 

apparatus as shown in FIG. 7B so that it can be retrieved by the user easily. 

In the preferred embodiment, the first protruding element 43 of the dispensing 

module 40 further comprises a plurality of grooves 44 to facilitate the user to securely 

place his fingers onto the dispensing module 40 and to exert force. Moreover, the second 

cover 30 comprises a plurality of notches 32 so that knob 42 can rest on one of these 

notches 32. This will prevent the dispensing module 40 to slide freely inside the 

apparatus and causes it to either rest on a first position or a second position as mentioned 

earlier. 

Yet another invention in the present preferred embodiment is related to the shape of 

the opening 31 or-the second cover 30 as shown in FIG. 8A. The opening 31 comprises a 

beveled edge 35 that is wider in the exterior side compared to the interior side 36. When 

the first protruding element 43 is fitted to the opening 31 as shown in FIG. 8B, the top of 

the first protruding element 43 of the dispensing module 40 needs not be higher than the 

second cover 30 to cause unevenness when the apparatus is placed on a flat surface, yet 

the beveled edge 35 allows the user's finger to get deeper into the opening 31 so that the 

finger can make a firmer contact with the first protruding element 43. 

The preferred embodiments of the present invention are thus fu1ly described. 

Although the description referred to specific embodiments, it should be understood that 

the invention is not limited to such embodiments, but rather construed according to the 

claims below. 
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What is claimed is: 

1. A smart card reader apparatus comprising: 

a. a housing 

b. a printed circuit board disposed within said housing and implementing a smart 

card reader module, said printed circuit board further comprising a receiving 

site adapted to receive a smart card, 

c. a smart card dispensing module disposed within said housing, said smart card 

dispensing module further having a first side at least partially exposed to the 

exterior of said housing and adapted to receive user instruction and a second 

side adapted to mechanically couple to said smart card such that a triggering 

movement of the user on said first side of said dispensing module can cause 

said dispensing module to eject said smart card from said receiving site. 

2. An apparatus according to claim 1 wherein said housing comprising a first cover and 

a second cover, said second cover further comprising an opening for exterior access of 

said first side of said smart card disposing module by said user. 

3. An apparatus according to claim 2 wherein said opening of said second cover further 

comprising an exterior side and an interior side, said exterior side having a beveled 

edge with outer perimeter wider than the inner perimeter to allow easy access. 

4. An apparatus according to claim 2 wherein said dispensing module is dispose 

between said housing and said printed circuit board, said dispensing module further 

adapted to slide to a first position when said smart card is inserted in said receiving 

site and to a second position when said user exerts said triggering movement. 

5. An apparatus according to claim 4 wherein said first side of said dispensing module 

further comprising a first protruded element extending through said opening of said 

second cover adapted for receiving said triggering movement of said user. 

6. An apparatus according to claim 4 wherein said second side of said dispensing 

module further comprising a second protruded element adapted to establish 

mechanical contact with said smart card when it is inserted to said apparatus. 
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7. An apparatus according to claim 5 wherein said first protruded element of said 

dispensing module has at least one groove to facilitate said user to exert said 

triggering movement. 

8. An apparatus according to claim 2 wherein said dispensing module further comprising 

an elongated arm in one sliding direction and a knob at the end of said elongated arm. 

. 9. An apparatus according to claim 8 wherein the interior of second cover further 

comprising at least 2 notches so that said knob of said elongated arm of said 

dispensing module rests on one of said notches of said second cover securely. 

10. A method of ejecting a smart card from an apparatus that comprises a housing, a 

printed circuit board that houses a smart card receiving site, a first cover of said 

housing, a second cover with an opening, a dispensing module disposed in between 

said printed circuit board and said second cover, a first protruding element in one 

surface of said dispensing module fitted to said opening of said second cover and a 

second protruding element in the opposite surface of said dispensing module 

comprising: 

a. pushing said dispensing module to a first sliding position when said smart card 

is inserted and fitted onto said smart card receiving site, 

b. ejecting said smart card from said receiving site when said user applies said 

triggering movement onto said first protruding element of said dispensing 

module causing said dispensing module to slide to said second sliding position. 
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'71 .1q-::J: IJ:frv-tt, 17° 1J7-:;..,31/Cl);f:t1!E'rt-::tiwiic.-r·1q :z r31 )\, 1mAt2fil'7 
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f~tL flv-7°'1 .x. 7:'ffOJ77° 1) 7-:y :i 1/l!lil[ll]i)>v'GJ::.iJ> 0. 7~$t 0)~~{§°~1fv-ft * ~ T <"tzfi,'st) 0 C::. c ific· ~ 6 o 

[0014] 
£ tc:~ir!:iffif§°.fJ!fJGiJ'=:m1t~ h ---C.:B fJ. ~ffl:.tlhJ'JrOJ~ffifj[t=i'i.b-ltt EI~tJJmi_ L 'Z 7~ 
$~@'.:i-::ui~(.-::7 ::7--t:x·c~ 6 0 
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[0015] 

~t:::77° 1J 7-1/ 3 1/o:i~:fr•cfreJ=ll~nt::.T-::t'ti:£:-rTi!JE> t 1J i:::1¥=i'f:0h, £t::.2's: 
JEBJIOJTJ"1 ;z ~tfti, ,·clt!!iEJ. ~*'ft_ .;st, ;,- ~1-r ,1,:11/t° .:z. -:9 t:::11/], t- -,v L t::.7° 
o ;,·· 3 L.--? v 5' 1,\tt:£:---c71/ 1 .:./ ;z t- -,v0t1., 2's:JEBJio:i-rfq ;z ~~ LJbA.... -z·frem L 
t::.J,-'/-r1v:11/t° .:z.-:9;¢;;{,f,:o:i™:l:ffl~ £ ~t::. < f~it!lr? .;s.:. t-JJ,i;f:1,,,10 
[0016] 

.:. .:. t·-rf-'1;z..;¢;;{,1,:26t;;j~i:;,;@t/E1=tt:i;f:::\'--~t·S0 o £t::.7'-·,q ;z;t."- HiJ§IJ;UJU 
s B 2 :J ::t,:7 7 2 8 -z·s 1)' ;-f;

0

- t- V 5' 1 }\fj:U s B V 5' 1 }\ 5 4 ---c··So O ~(::ffi 1 ~a 
.im1a$tj:P H S~tt@U!~freJ+IT 0 PH SJis5f:fg$3 6 c'S '), m2~tti!i1a$!i~**L 
AN ~freJ+ITo~i!LANJis5l:Fa$3 s-z·so 0 

[0017] 

2's:JEBJIO)'i1f¥1Bl!.fJ.-rf-:;1 ;zt:: J: I) 11/ A t- -1)..•""9 0 77° l) 7-1/ = ✓7°07· 7 L.!i, :rift 
0)'11fffi:!l!1f.l~~t@':t·-r"-:9 ~:t¾flT O t°7'Y-t°7~0)flv-7°1/ .I. 7 4 6 O)lz,!1fJ.7°07'3 
L. t·s.;s o 

[0018] 

.:.o:iJ: 'J t::T7° 1J 7-1/ 31/7°□ ·:f3.b.ff~:7')l,-7°1/ .I. 7lzl!:f.ll!7°D:7''5'.b.O)t$;-i;, fil!Aif 
IDE 31 f 5' 1J am 1 xiim 2 ~*li!ifg;$ t:: J: VJ 7~$o:ititrE-tt-, q:::r~m L -ngfilmr, ~ ~ 

1=r0-1±0 0 

[0019] 

7)1,-717 x 7lzl!:f.17°0:7··5 L.!i, Tt!JE> t 1J t:::#=1r-r·-:9 ~£rd'~ L, ~iJJIF-'rt:::;,·-,1,--
717 .I. 7t::~ L --c i, 1011!:!o:i·tfiffl!i!!,f_!!!~@':O),(¥~ L ---c V 16 #=N-r'- :$7 t O)[l'tj:Jfff ~ t O O 1!0 0 
, ;,·,v-7°'7 .:i:. 7mfJ.7'of3L.t:t, Efc0)#=1r-r·-:9 tii!!O)'lffffi\1l!iE!l!~-l!fto:i'1F[l't]Kff~ 
~WLt::.tJlf;-i;, {llio:i~ctiiPi::.~ft-r·-:9 ~'¥:1aL ---C 7-VT-b.:. t t:::J: VJ#=1r-r·-y1o:i[l'tl 
ttJJ~ t .;s O .:. o)t::.libte5$[1co:i :11/ e .:z. -:9 ~frefflT .;s ~t:: i>, mbtro):!t=1r-r· -:9 ~tum-z· 
~ ,6 0 

[0020] 

f1v-7°'7 .:i:. 7mfJ.7"of31,.!i, freJ+lilth-7 71 ;J..~Tt!J'E>t 1J t:::t&lf1"90~t:::>t 
1J ~~o:iT.lE ~~1[] Lt~tl-i;, 7 T 111.-• 1J ;z t-o.)*f=§.t::t§iirt.J L ---c 1. 10 7 r 1 ,v~ ;,·)t,- 7° 
17 .I. 7t::~T o{i!!O:JfflfflmfJ.~@':(:::~* Ltd£(:: 771 Jl,~ii':f~ LZ1¥1¥1c0) 1) 1/:7•11i'ffl 
~t&M L, ,f O)fitt:::freJ+lilth-7 J 1Jv~771 lv l) ;z t-0)1i:;!ilH.1@':t::t&*fT.JT 6 0 

[0021] 

.:. O)f::./lb-r'J\1 ;zvqr.m;,< t I) t::iM~ti{S ~--Cb, 7·1v-7''7 .:i:. 7t::~T oJ§IJ i..!fii:~JJ) t° 

7~@'.t 7,):,t,J\-'/Tfl,:11/t° .:z.-:$7 t::#=1r-r·-7 ~~Jisi*~~ it, ,f-0) 1) 1/J''l'FffflO)h 
~ 7'-f"1 ;zvqt::{¥~T o.:. t -z·, > t 1).'@'.il.t:::ftl!Jlm:b\tn ---Ct, #=1r-r·-:9 ~ ff~t::1*=(¥t· 
~ -6" .:. 0)7'0!"1 Av)Tt!l!JE'tift 1n::1¥~ Lt.: iJ ::,.·:7 fflffl!i, §~'-O)J,- '/-:rJl,::11/ t° 

:i-:9 ~ireJ:l=IT .;s ~iH::, *JEaJio:i-r·J\1 ;z ~~ LQ,u-.:. t t::J: iJ 1J ::,.,y,,twffit·r~JI:'.~n-6 
i¥1'¥n:b' t:. ~ -r'- :9 ~ .lfxt~ L Z i¥~T 0 .:. t ti-,-z· ~ 6 o 

[0022] 

£ t::.fftffl!ll!:fJ.-r·, -:;1 ;zt::s ~ z a, ::Y:t!J'E> t 1J t:: El cO)•lffffl!ll!:f!!l.~cti--r··ftffi L --c i, \o 7 

71 Jv~-tt-,q::t~RLt::.,::::. t ~jjc;Tv ;.J;z t- 1) 111i'ffl~~i[lf L, 77° 1) 7-:.,, 3 1/7°0 ;t' 

3 .b./i' {i!!O)'iffffilzl!:f_!ll~@'.O)~:)L,h!F-f?::, Ti!JE> ::t lJ t::~ii L ---cl 1-6 V 1/ At- lJ ffifflt:: 
J: 1)-tt-J{t,,t:, 7 J 111,~ .lfx1~ L Z El co:i!ll!:f.1~@':o:ifl::*ffl:1:ffi~ ffi*T 6" 
[0023] 

2's:JEBJJO)]jfJ0)1B:@t:::s ~ z a, 'lffffl!LB:f.1-r·, q ;zo:i;ff- t- :1 -t,J' Y t:::J: rJt~m't" 0ffifflm 
f_!l!~@':tiffl*~ffic'S •)' .:. 0);%·&;' 77° 1) 7-:;.., 3 1/7°07'5' L.!i, 3'1:i!itffllfflO)cJ/:1t y 
- t-o:i.iffi~Mrt:::Y- t-lfflffirJf;IIJ t~MhitmfJ.~fi'3.:. t ~1tttlt Too £t.: 111i'ffl!ll!:fJ.TJ -:;1 ;z 
o:i;t-"- t- :1 -t,7 :9 t:::J: iJrtm't" offifflmr.m~cti!iffl*~ffi---c·s VJ , 77" lJ 7-1/ 3 1/7'o 
f 5' .b.ti, EliJJ!!B'ctffl t o:iF'a'i-Z•Jffii:ftio:i!!JiJ._!ll!,f.1 ~fi '3 .:. t ~:ttfix t T 0 o .:. O)J: '3 t::x.iffi 
~lfflO)i&1t--?Eli1Jff!ii3'c~o:ifrJJ+lt::--::> ~, ~*l~Fi'~~frJffl Lt::.P~f!!l.b.,ffif~t::t·~ o" 
[0024] 
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*JEa_JH:iff~O.)J ,-v1- ,r.-,::1 :,.,e :i --51 (::7>,1,--717 x 7~0)flli!Ao.>fi=*:5li~~ffi!lit::m 
~ L -z: rum-c·~ 0 'li'fffi'-l!!fll!::n~~m1*T 0 0 

[0025] 

JW'tj, *JEEIJl(:i, ~mf*~t f--51ilii:miFnJ'llt~ 1Fi'f¥IH'!1f!!.~@'.0)7°'f\1 .:z;t:- H::xtL:,g 
llltEJtE~;t;- r- ::1 :t-:7 -51 t, :t'H}!i~@'.t::xt L~*~Hmmliu::J: 1J 'lwffl~m':fi:T 0 M 1 ~1bm,i 
l¼li t , '.>'~l¼!i~l!f t::xt L ffi 1 ~*_&Jffifil¼li t ti:~~ 0 ~mliWIT*! ~ r!!ffl Ve ffiffl ~ m~T 0 ffi 2 
_ffll1~bffifggji t , "J''r\1 ;z P: 51 J .._, ;t:- r- P: 51 J .._, (IID}.j?JfiE 51 f 5 lJ , {-r~O) 77' lJ 
7-S,- 3 ,1//0;f°:?L, ffi 1 ~mlilJffiFaffl P:51 J{&tfffi2~mlilJffifgffl P:51 }\~f~flLt.:: 
::i:::1'JE;,< t 1J t ~ fim i_ t.::-=r·1 \ 1 -7.. O)'li'fffi7'11fll!F~t· s-:, -z: , 
;ff- r- ::1 :t, 7 -51 ~'li'fffi:7jlfli!*l!fO)"J'·;q :z;t:- H::1im Lt.::~t::Jf.Q~ L, ffiffl~~ai:/J• 
00):iii:rJJO)'i''J ,1 :z 7::7-tY-t::xt L -=r·1 q :z P: 511{~ilii:m Le 1:,, :z 1--1v0tt 0/f.Q~ 
AT"f7°C, 

11/ :z t---,v0ht.::-=r·1q ;z P: 511{?::J: "JflIDA!?J!iE°:71f51J ~ 1 .:-,..-:z r- -1v~tt--c 11ID 
Ati?.liE~:fi';t-)tt 0 !,i?.fiE:z :::;-•. , 7 t, 
flli!A!?Jfilt::mtrJJ Lt.::tl~ri½(::77°11 'T-S,- = 1/7°0-:.,,.·5 L ~ 1 1/ :z r--Jv L c ~fi~tt 0 ~ 
1TAT·Y7°C, 

!ZliE°:717'5 1) &t/77' iJ 7-;/ 3 1/7°0::7''7LO.)§iart::J: 0'.>'~$~@'.t 0)77-t-7..~ffi 
1 X!:iffi 2~*!Jffif§ffi P: 511{t::J: fJt'J'.btt 0;i'!H§Y-:::;-·:,7° t, 
77' 1J 7-s,-31/7'o7'5LO)*tTffi!t?::"J''l{-1 _;z_ P: 511{, flID.A!i'lliE°:71 f°:? IJ &lf:77° 
1J :'.r-s,- = 1/7°0-:,,··51.,..~71/11/ :z r- -,v~tt0 71/1 >' ;z r--1v:z :::;-.,. 7"t, 
~{im)~t::. c:::. t ~1twtt T 0, 
[0026] 

*JEaJH:i, ff~01,-'J1-1v::1 :-.,,e :i --51t::-:,,·)1,-717 x 7~0)flIDf...O)f'F*ffl~~F.5!lit:: 
m~L-z:r11m-c·~ 6 ::1 :,.re .1 -::7-c·'j~:fi ~h-b 7°0 :7·51.,..~fH:1*T 6 0 

[0027] 

.l!Dij - *JEEIJl0)7°0:7' 7 L!:i, ~ii1*~ t f--51ilii:m:IJ{11J1Jt~11i'ffflVl1f!lm~@0-'r'J{1 ;z;t: 
- r-t::xtL:,gJlltEJtE~;t;- J, ::1 :;t,;7-51 t. :t'~l¼li~J!ft::xtL~!i@U!t::J: IJffiffl~m':fi:T 6 

ffi 1 ~*l1ffi1il¼li t, '.>'~l¼!i~l!ft::xt Lffi 1 ~¾&Jffifil¼li t WI!~ 0~*!@1!/R~fie:ffl L Zffiffl~ 
m':fi:T 6 ffi 2 ~mlllJffi{ggji t . -=r·r, 1 :z P: ":H 1 \, ;t:- r- P: -'7 1 1 \, {IID},j,2fiE 51 f 5 1) , 

f-3:~0)77° 1) 7-S,-3 :..,7'0,;,··51.,.., ffi 1 ~*BbfflFaffl !<51 J{&t/ffi2~t!Jff!{§ffi Y°:71 
1{~tg-*fl Lt.::::i:::1'JE;.{ t 1J t ~fimi_t.::ffiffl~fll!-'.r'r{1 ;z0):1 :,,e :i --51 t::, 
;-t-

0

- r- ::1 i-7 -51 ~'li'fffi'l!lfll!*l!fO)-'.r'·1q :z;t:- r-t::1im Lt.::~t::tg~ L, ·ffifflftf\f5r::~ai:/J• 
00)ft1}J0)7'r{1 7..7::7-t:zt::fe;J-LfJ{1 Y-P:51 J{~Qli:mL--C 11/7.. r--A·0tt6/f.Q~ 
7..7•;17°c, 
1 :-.,,_;z r--,v~ht.:: gi1llc-'r·1\1:zi--::511{?::J: •J 11IDAt2tiE-'71f5 1J ~ 1 :,, ;z r--A-0 tt 
c {llilAtZ!iE ~ :fr.bit 6 R1.fiEY-T "I 7° t , 
llli!A!Zfilt::mt:r;JJLt.::~-&'it::77°l.J-'T-::/ :I 1/7°□ 7' 5L~ 11/ :z r--,r, Lt ~1'r~tt 6~ 
1'1' ;z :::;-•;1 7° t , 
!Z!iE 51 7•' 7 1) &Z/77' iJ )--;/ 3 1/7°0::7''7 LO)~']'t::J: Q 7~$~@tCT)77-tY- ~ ffi 
1 X!:iffi 2 ~t!Jffi1gffl P: 51 1q:: J: •Jt'J'.b-tt 6Jff!Fa7.. f- •:, 7° t, 
77 1) -'T-S,-g 1/7o:7'5LO)*%Tffi!rt::.::_r'!q .7.. P: 51 J\, {IID},Ji'lliE°:717··5 1) &lf:77 
1J 7-s,- = 1/7°0 ,;,··51.,..~7 :,,1:,, 7.. r--;l,-~{!-6 71/1 y;:z r--Jv Y-7" •;, 7° t, 
~ ~fi 0 tt 6 c:::. t ~l~~Jl t T 6 o 

[0028] 

~ t:; , * ~EJJjO)'li'f ffi7'11fll!:1J~ &t/7 o 7' 7 L O)ff mlH :i , fflffl7'11f!ll. 7'1 {-1 7.. t ~*J't(J t:: ~ t:. 
i::~6 0 

[0029] 
[ JEEIJJ O)~n-1!,:0.)jfq~] 

11?121:i, *JEEIJlt:: J: o t:7 r--::7 1/ t 11¥t:fh6'1i'fffifjlfli!-'.r''J\-{ 7..:/J>~ffl 0 h 6 S, ,7.. 1 LIJli 
~O)fjiEIJll1?Jc·;b 0 o 
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[0030] 
[;RJ 2 t:: i3 1., .--c , * JEBJJO):J11fJ. 7·1 .;: 1 ;z Ii e7 t- -:7 ✓ 1 o t L -r ~!Jl ~ :h -r 1., 1 o O e 7 t-
- :7 / 1 OW~!iLAN c PH SO)=m1r.~:ht.::)ffifg;,ffflfj~~*~- {lfilJ-J:ZiiEffi~ljf}v 
- 7"r'J x. 71/ ;z .::,,:-Lffi:li:~ T-fflt§e.x ::i:: 1J J::.t.:rq~ L.J.:: t- -:7 /~O)>'hfilVZ 1J 7 5 ,v~@'.·c 
;b,b 0 

[0031] 

= 0) e7 t- -:7 ✓ 1 o tl: ... ffelJ x..i:f te'Jl¼t·1tm"t o = t O)t·ec -tin- :11-,t..-:1 ✓ e ::1-- Y 

t· 1 2 O)U SB 2 ;j',"- H.:&. LJbtr·= c -c-... ~mn:!::: ~,bJ,-:l-:rJt..,:1 ::,.,e ::1--Y 1 2 0) 
JN~:f~"t = t ~ < i2~iEfF*~fi1, , ... _§_ --::>:7''lv-7°r'.7 x 71/ ;z 7"-Lffl:li:~r,- :11-,v:1 ✓ 
e J... -Y 1 2 J::.t.:ffi~ L... l::."7'Y- t"7~0):7')v- Yr'J X. 7 t.:J.: ◊ li/1!!1!~ uJfj~t T ◊ 0 

[0032] 

S:.O)J.: -3 ~t 0 7 t--:7::,., 1 0 O)~ffl!N(.:S-:>-CtL t.°7 t--:7 / 1 0 O)~~L A N&tf 
PH S O)JD'ifg;,ffflfj~~;frJJfl L -C ... PH S~tt!!."'12 0 :£ t.::!i~~L AN t.:MJ;5 L t.::,t>:; }-;z,t-" 
'1/ t- 2 2 cO)f's'it.:Jlfg;@Jti~uilftL ... 1 ✓-51-:t,·:; l--1 6~~El3L-Cffeljj_!:f7D:'f;./-l;r­
J\l 8 ~-ft Lt.:: LAN 1 5 ( . .:fi*~~tl '"( V,-t,flv-7°'7 x. 7(.:~T-t> l::."7~@'.1 4 - 1 ~ 
1 4- 3-? ... 1 ✓ Y-:t, •1/ t- 1 6t.:m:ttt¥®i:~:ho e7~@'.14 -4 c:O)fffl-c··7·-y~:!t 
~To :?')v-7°17 X. 71/ .. :-Z TL~ffi~T ,t, 0 :£t.::, t'7 l·-:7 / 1 0 ~~ffl¼t ~,t,/\­
Y1-IL-:1 ✓ t0 ::1--Y 1 2t::&.LJbA....t,,:'~O)-frnlAt2i.iEO)~f.ll!.(.:MJ;GL_ 1 ✓ Y-:t••:; t- 1 6 
~-fr L-ri:ziiE-it-1{2 4 f.i,i!.Htb:h -r 1., 10 o 

[0033] 

[ill3(;L *JEBJJt.:J.:-b:'f-~O)t°7t--:7 ✓ 1 00):>'Hffl.~5FL-CV•oo t"7t--:7 ✓ 1 0 
!:L fitff~nlt~~:ht.::J'\•;17-:y(.:J.: 07·1q ;z*~2 6 ~:'f-~t.:ffinx:L... 3/1\,1 ;z*~ 
2 6 O)-fiM(.:1,- :11-1t..-:1 /' c° J... -Y~ PD A~ c'O)'fififfi:li/1f_!l!~@'.t.:tt®i:T 0 f_::/.')0)7')\ 
1 7.. :1 :t,:7 Y t L -C-/J!Jx..!:fU SB 2 :1 :t,:7 Y 2 8 ~~tt-C i., •-t> o 

[0034] 
S:. C::. t·u SB 21 /y 7 x - .. :Ztl:... 1,-:11-,v:1 ~/ e J._-Y-&t/P D A{!ltlO) US B 2 ;j;°­
H.:x-t"t o :1 :t-:7 Yt¥mt·e7 t- -:7 / 1 0 t.:M L ~mi{!t~~i'T -3 t ~ffi!it.: 7'-Yll!iJii ~ 

1'r -3 ::. t f.i'>-C··~ o o 

[0035] 

[;RJ4 a ... *'1EeJJt.:J.: o t"7 r--:7 ✓ 1 o 0))\- rr:, .:r:. 7ffl_Q)tO)fo •:; :7[;RJ-c·•;bo O [;RJ4 t.: 
;f:3\., ,'"( ... t:'7 r- -:7 ✓ 1 0 t.:tj:1,- :11-Jv:1 ✓e J... -Y-? PD A(::&. L.Jbtif.::/.')cT) US B 
2 :1 :t, :7 Y 2 8 iJ,i§Ht b:h ... S:.:ht.:Mt1, ,'"(US B 2 1 ✓Y 7 x. - ;z 3 0 &tflVI PU 3 2 f.i'> 
~tt t;,,i1, '"( \, 1,b 

0 

[0036] 

1v1 Pu 3 2 t.:tt L -r tL T-ffi!JE> ::i:: 1J -c··;b o 7 5 •1 1/ J._ > ::i:: 1J 3 4 iJ>tt®i:~ :ho O ± t.:: M 
PU 3 2 t.:x-tL -C ti, :>'~$~@'.c O)~t!@Jlft.:J.: 0 f-Ylf!im~1T'J t.::16P H Sms"tfg;M, 
3 6 c~irtLANm5¥:1§$3 8iJ>~ttb:h'"(\.,,,b0 
[0037] 

[ill 5 t:l:' [ill 4 0) 7 7 '1/ 1/ J... ;{ t lJ 3 4 O):r{:i$P1f'q'.:@: C ~ 0 ;{ t lJ < ';I 7°0){~BJJER!t';b 0 0 = 
0) X t 1) < '1/ 7° 4 0 t.:5FT J.: "J t.:... 7 7 '1/ 1/ J... X t 1) 3 4 t.:!i, 7'/ {1 ;z:7l!;f.ll!_7°D f 7 L 
4 2 ... 7·1q ;z r 3..-f 1{4 4 ... 77 1J '.'.r-1/ = ✓Yo:;1··3..b.t L -r 0):7·-,v-7r'J x. 7 4 6 
, iffilJ..J2i.iE 51 f 5 1J 4 s ... PH s r 511.;: 5 o ... ~~LAN r 511 \ 5 2 &vru s B r 
5-1/\54 i)>-'f-161'~1'1 ~:h -C 1,, '0 ◊ 

[0038] 

= O)J.: -3 ~7°0:7'7 Lm'[~t=m< ~IP) O)pJt~!j:7'-YµJt~ 5 5 C ~-:, '"( j"::, 0 ... = O)~nmID 
g0)770'.T-1/3/~;b-b7~-Yr'Jx.71/ATLffi:fi;O)ffl.~J.:0ms"tffl~:h~77 
1 lv7·-y f.i'1'i'3*P1~:h0 o ,:_ O)f-Y'JfJif~!i ... :7·-,1, .. -7°17 x. 71/ ;z 7"-Lffi~O)t.i;--g-t.:tL 
tiffltlt.:Jf:x I) te L -C:5FT J.: -3t.:771 JI, 1) A}- 5 6 C ~7---5'~ 5 7 t·ffinit~:h '"(\,,,b V 

[0039] 

s:.s:.c·_ ft: 1)?•:;7°4 00)5t;JlJn.:;f'~l'1~tL-Ct,,6f1{1;z'.111J.!!1!7°o:7'5L42!i ... MP 
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U 3 2 t:: J: -5 ~fi c· e 7 t- - :7 1/ 1 0 0) o s t ~ -5 .::Pf"-1 ;z YJ!:f!IH¼fi t VC i1J fi=T -5 o ;;: '7) 

7"'1{1 -7-f 51 I\ 4 4 rL e7 t- -:7 1/ l O ~ /{- '/711.<11/C: :i -::9-?P D At::& LJb 
A...t.:l~O)t:7 r--:71/ 1 o t 0)-'?1Jlfx0 ~fi:i t::Jn0)7°of5.b. c·«:> IJ, 1,-'/711,:1 > 
e .i - :7-? P o A f!lUi::-: O)-'f·1 q -7-f 511 "4 4 if~ 1., ,t~-@i-t::t;L :r,JJ!fJl7'l!cf~ t:: J: 1J .::P 1 "1 
A f 511{4 4 ~ 1 ::,,, At- -Jv L''C c.°7 r--:7 ::,,, 1 0 t '7}'\::> r)Ifx I') ~fi.bit-5 0 

[0040] 
;7·>,v-7°'7 x. 7 4 6 tt77° 1J 7-:;.., = 1/7°0!?' 5.b. c·«-> 0, r,- 'J71v:11/ e :i -:7-'? P 
D A{IDH::1 > -7-t- -JI, ~:h.t..:-'f'I --1 _;z f 51J\44 O)y'J1f~t=J: "J & LJbh-51:J:::7·17 >-"□-

f ~h "C ;7')v-7°'7 x. 71/-7-T.b.ffi:l~~itrJ, e7'1/-C:7~0)7"·-;1#l)t::J: 6*~fg; 
~fi j 0 

[0041] 
fltil),JN.lfil:5-17"5 lJ 4 StL :7·>,t,-7°'7 x. 7 4 60)11/-7- t--1vt:::$'c_ft--:JfltiJ),JN.:iPll!,f~e7) 
t..:/ll':>t::&Jbh-5'ct::1 .:,,,:;z t--Ji,2':h., lN.fillffiiffi~lffl <..:. t --c·i--lft::J: -5 I D t1,_;z 7-

f 0)7'.jJ ~~ft' JHmO)lff[-tt-1{ 2 4 t 0)-'z' •)Ifx IJ --c·te:IEYJ!:f!I[ ~fi j 0 

[0042] 
PH S f 511, 5 0 t;J:l;IB4 0) PH S*~Fa$ 3 6 ~i1J1tL, !;ill 2 0J: j t::P H S~:t-l!!}iii 2 
0 t 0Fe'it=:i!\1J_!@J~~ui:u: L '(, c.°7 t- -:7 1/ 1 0 0&Jbh-efltiJJ,.Ji:IE'7-1 f 7 l) 4 8 & 
U';t)t.,-7°17 X. 7 4 6 i/>1 ✓_At- -Jv~ :h.t..:fc..eJ:Jj:$t; C ~-51,- :I 7Jv:1 /t: 0 :i -5' 1 2 Cl) 

:7''1v-7°'7 x. 7:;.., ;z 'T .b.ffimt::;t:;;ft 0WV .. !:ffitIE-tt-1, 2 4 t 0Fe'i0lff[0t..:/ll':>0Jffifg;, 
«->6 l,,t;J:t:7~@'. 1 4 - 1 ~ 1 4 -4 t O)f'e'i0e7''/-c.°70)-'f'-5'*~(§~1T'J 0 

[0043] 
~~ L A N f 5 -1 1" 5 2 t:L !;ill 4 0~~ LAN *~fgfilB 8 ~ ffilj ttll L , !;ill 2 01' •:; r- 7.. ;t." 
·;, t- 2 2 t O)fe'ic·~J@Jifl ~ ui:u: L, let} L < :7·)1,- 7''7 x. 71/ -7-T Lffl~t:: t:; ft 6 fil!Afi 
f[7'l!cf!l[~1-t!!0c.°7~@'.1 4 - 1 ~ 1 4 -4 c0f'e'i07"'-::9#lf0f.,:/ll':>0*~{§~1T'J o 

[0044] 
-:0P HS f 51l\50 t~*.!LAN f '71 /\5 2 ti, 2--:JO)~a@Ja~tJJ IJffi.. '(~ffl 
T 6 f..:/ll':>t::ls¼:fti:>tL (bf), c.°7 t--:7 / 1 0 ~& LJbA...f.:'J\- '/7}!,::J / t.0 ::z.-5'-'z' P 
D AO)~fflffl~t::J;D t' I., ,fniJ,~1JO)Jffl(§@J*i~ §fi1Ja")t::jHtR L '(,'~$~@'.t O)fJjO)* 

~ri~tr:i" 
[0045] 

l:IB 6 tL *2fe:BJJO) e7 t- -:7 > 1 o ~ 1,-V71v :11/ e :i - ;1 1 2 t::& LJbA... c·u s B 2 
1 /5' 7 X. - A 6 2 t::J: 01i®i:~1itfi'r Lt..:,@itffi!r0f£BJJl;illt,;}) 6 0 J{-'/7 Jl,:11/C: :i -
::9 1 2 O)U SB t::l;IB 3 t::;if.Tc.°7 t--:7 1/ l O cTJU SB 2 :1 ;t,7 ::9 2 8 ~& LJbu>t, H 

-'/7Jv:11/c°:i-712(JlJJJ;,f:,USB 211/7'7 x.--7-6 20~Wli511/~:l:iLtt:7 
t- -:7 1/ l O t::~Wli{i!Jifi;~:fr.b:h., l;IB4 t:::if. Lt..: t:7 t- -:7 > 1 0 01\- Fry x. 71;,tgjjJ 
L, !;ill 5 07''1'1 Y..:J@f~7°□ :7··5.b. 4 2 t.MvI PU 3 2 0;,{-::pJ TTll~t::lln;hJbih Z~fi2' 
.h, :_ 0.::p·1 {1 -7-7'l!cf1[7°D 1·· 7 .LA 2 v')~fit:: J: IJ , US B F 51 J { 5 4 , PH S f 51 
J-;; 5 0 _& y·~*I- L AN 5 2 b11/Jfi=~:kJl] t ~ 0 ◊ 
[0046] 

e7 r- -7 ::,,-1 o ~ r,- '/ 7 ft..-:11/ e .:z.. -:7 1 2 t::& LJbA...t.:~t::r,- '/ 7 ,i, :11/ e :i -
::9 1 2 fllH::t:7 t--71/ 1 0 0--=f 1\,f -7-f 511,4 4 iFi'=Fi'EL~iJ .... :d..:t~-@;-t::!:L l;IB7 0 
J: :i ~-1 > ;z t--,v~3J<llffiOO 4 5 iN,- '/71v:11/ e :i-5' 1 2111Jc·~~~.h, .::p'r,1 -7-
f 51l\4401 /A J,-Jy~{J'ETo 
[0047] 

-c,.=c·, -.i--lfii11/-7- t---1v~3l<lffiiffi4 5t::tJ.:~•--C71'7.b.4 5-1 t=:if.~h--c1i,6 1 

~~£ t..:ti:t~5E0:%JifriJ'G 11/ -7-r--Jv-t 0 J ~jH;fft L --C:fyfi;f,' ::91/ 4 5 - 2 ~ti1tT 6 
t, J,-'/7Jy:11/c°:i-:5' l 20USB f51 /\6 Oi.r>Ge7t--71/l 00USB F 
511\ 5 4 t::11/ -7-t- -;l,~j(v')f.,:/ll')O)T? > f i)>~*2'h, l;ill 8 O)J:: j t= 7 5 "I:-..- :i ;,{ 
--E 1; 3 4 iJ,f:>.::p·1"1-7-F511,4 4 h'lri:ht±:l2':tL, 1,-V7J1,,:1 ::....-e :i-:7 1 2 o-Jo s 5 
s0?ll!>Iitt1Hm01 --:Jt L --c.::p·1q Ar '711,4 4 - 1 tft11/-7- t--,v~:h.0 0 
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[0048] 
t"7 r--::7 .1/ 1 0 OYf'r\1 :Zr 51J{44 - 1 iJLf .1/ :Z J,-J[..,~tl-5 t, l:Rf 9 O)J: j (;:f-· 

1"1:zr:511{4 4 - u::J:-=> t e7 r--::7 ✓ 1 o :ti·bflmAIZ~.iE51f5 1J 4 s - 1:ii1 
.1/ ;z r--Jl,,0 tL !,2iiEl!ffiffiiJ>J ,- VT Jt.., :1.1/ t:.° ;t. - 7' 1 2 t::~.,f; 0 h6 '" 
[0049] 

,:. O)f._:~.l-'-lJ'U., t:2.i.iEl!ffiffijO)J,..::tJ~t=xt L I D t J'(',:::Z 7- r ~ A::h L ·-nziiErr~>J<T 6 
t, l:RI 2 O)J: j t;: PH S~!-l!!no2 0 it..:!i;r. -:, t--;z;-Jf,, r-2 2 t::;b-5~*iL AN O)~•Th 

:t,,t;:J: 6~~@ltlH;:J: 0lN~.iE1;-1{ 2 4 t::M Lt'&~iE~>J<:t,,:fi,btL, IE Lt, ,.2--!fr.:·cbtLtf 
7$\!J?.J,6~ if {!J,t;, tL -5 0 

[0050] 
= 0) J: J ~t.N~.iEt=nx:rJJ-t -5 t , 1 ,- 'I 1-;1,, :1 Ye ;t. -1'1 1 2 flrn0)3/'1 "1 ;z r 511 \ 4 4 -
Ui, l:RI 1 o o)J: -3 t= t"7 r- -::7 Y 1 o 0)7)t..,- 717 x 7 4 6 ~ n- ~11-,1,, :1 Ye ;t. - ::7 
120)0s580)l!'il~0)77° 1J 7-:;,, 3 .1/7°D::7''5LT'ib-5::7'Jv-7°17 X. 7 4 6-1 CL 
-c 1 Y ;z r--,v L, =nt::J:-=> t ;,·)v- 717 x. 11/ :z 7 Lffi~:t,,1 ,-v1-,v:1 Ye :i -;, 

1 2 /ijff t=m* ~ n -5 " 
[0051] 

,:. ,:. t·, 1,-1/1"-Jv:1.1/t°:i-:91 2 (it"7 r-::7 .1/ 1 0 ,i-f*lf LT\. \0.2--lft,,r{flJ;U:f 
ili~~ c·t:: J: 0 ffi ffl Lt..:ilituft·;b l'L e 7 r--::7 ~/ 1 o O)~~h.t::J: fJ , ffi ffl Lt._:r,-Y 
1"-1v:1 .1/t:.° :i -7' l 2 J::.t::-2--lff!mA0)::7''1!,-7"17 x. 7:;,, :Z 7 Lffi~~f[m}.:7)fffil[k/!:fJ.O) 

h.~ 'b ,-:, Tfflfllit::ffi~T-5,:. t i:ic•?!3 -5 o 

[0052] 
l:RI 1 1 t:L 1,-v1-,1,:1 ye ;t_-:9 1 2 :ti·b*}'BBJJO)t"7 r -::7::., 1 o ,i-P'~ Lt..:il~O)fillBJJ 
l:Rf--c··th 6 0 1,-v 1-,v:1 ye ;t. -:9 1 2 t= e7 r -::7 ✓ 1 o ~~ L~A.. z-::7·)1,,-7°17 x 7 
:;,, ;z T Lffl~t;:J: 6::ftlf3/-7'0)125:'3l:1§-"?:lfn:fJ.~:fi-=> t fF*~~T Lt..:~ G !:f, ::7·)v-7° 
17x71/ ;z 7Lffi~0)77 1J 7-:;,, 3 YittT~:rr-=> t..:f.£:t::e? r-::7 ✓ 1 o ~n-v1-A, 
:1.1/t" :i-:9 1 2 ;tr>~,1~ L, US B 21 .1/7' 7 x -:z 6 2 t::J: ,£,ffil!Ji;~-1;1] 0 MT◊ 
[0053] 

= :7) t:.°7 r-::7 ✓ 1 0 O){)J tJ M U::)t;]'[-:, T ::7')v- 7°17 X. 7:7)77 1) 7-:;,, 3 1/iftTtitF 
,j>:fi,bh-5 t , J ,- VT JV :1 .1/ t:.° :i - ::7 1 2 ii· b e 7 r -:7 .1/ 1 0 t=M U:t T:iiffliJ>:fi ;:b 
n, e7 r-:7 Y 1 OfflJJt·&:,~~~T:t!!J!EiJ'1'rhtL0 c µ'tl~t=, 1,-~11-11,,:1 ye :i-1'! 

1 2 /I[t::;b ,-:, T !i, l:RI 1 1 0) J: -3 t::1,-v T fv:1 .1/ e :i -7' 1 2 illff;:1 /7. r -Jv~ tL T 
1., ,-5 f-'1"1;zr511{4 4 - 1 , tmJ .. !2?.iE517··5 u 4 s - 1&U'f1v-717x.74 6 -
1 0)7 Y1 Y .. ::.z r-,1.,:t,,13i1Jl'r"Jt=frhn-5 0 

[0054] 
£t..::7'1v-717 x 7:;,, :z I Lffl~O)ffi*t·~'3ti§~ht..:f-·-:9i::-::>1., ,z tL ~T e71, -
::7.1/1 00)75-,:;,,:i.><.::t:: 1J 34t=Biti'¥0tJ..Tt,,-5, ,:.O)t._:~, t 0 7r-::7Yl 0~.J,-

1/1-Jv:1 .1/t" :i-7' l 2 b·b7~ Lt._:;t~, t"7 r-::7 .1/ 1 0 :7)~~hc'ffi* Lt-..::fflJ~t:l:~ 
-ci!JrJ~0tL, t"7r-::7Yl ot=J: fJ1,-v1-1t..:1Ye:i-1'11 2,i-5FrJfflLZ'b, ~J'JH& 
t=tb "') -c tv ,- '/ 1-1v :1 Ye ;t. - ;, 1 2 t= e7 r - ::7 Y 1 o :7)~ffl t= J:. -5 ffl~~~{)J~-t 
= c iJ'~<, .J,-v1-,1,,:1 :,,,e ::i_-:9 1 2 :7);ra1JA~ t'7 J,-;:; Y 1 OO)~fflz,•1~-t= t t;, 

~\,'10 

[0055] 

l:RI 1 2 ti, *}'BBJJO) t7 r-::7 ✓ 1 o ~ :t~5tr.:·ffi 0 t..:~1!ft=ttmLt..:~:7)k/!:f.lll.-¥Jllf!JJ 7 

□-+f- r t·cb-5 0 

[0056] 
l:Rf 2 t::;Bt, ,"(, t"7 r-::7:,,, 1 0 ~ ;z r '1/ 7° S 1 '7.:'}'>-1/T}v::J ::.,,e :i-7' l 2 O)U SB 
2 It-"- r t=ttm-t-5 t, 1,-v1-,v:1 ye :i-5' 1 2 t=ib-=>Zi:t, ;z T''l--rs 1 o 1 ·cu 
SB 2;t:-H::M-t6f1{1 :ZO):(¥tf~r9!WL, t:.°71'-;?Yl 00)3/JH ;z P:5-1 .J\~ 
:f9't._:~\,,;t~,§,t::!i, AT·/7°S 102z-•7'1{1 ;z Y51 J{0)1 ✓A t--,v~fi-3◊ 
[0057] 
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!!01:>, 1,-y--J-;t,<1>t. 0 :i-::91 2U:!'fil70)J: -3~-1 Y:Z J---11./~:.':l<@iffi~*jy;L ..:<7) 

-1 Y:Z t---,v~:.':l<@iOOt:::xti'"6.:r..-fO)ti11::''('y'J{1 A F":7-1 ]\0)-1 >-'A 1---Jv~;:.l<~e 
71---:7Yl 0t:::xtLfi\,-i, ..:t-L~3'"i:W .. Ce7r--:7Yl 0!.:L AT·17°S 2t·y'J\1 A 
r '7-1 r\~ 1,-v--t-,v:1 ye :i -::9 1 2 t::!l!im L, -rf-.-1 Ar "7 -1 J\t}-1 Y :z t---,v~ :n 
-C~fr~h-ti o 

[0058] 
,xt::r,-v--t-1v:1Ye:i-::91 2fll.tlt::«>-:ittL -1 y:z t---1v~ht-.::-=r1"1 :z F":7-1 )\(7) 

~~:fit·, A I ·;17°S 1 0 3 (;::t:,\,1'(!;,?JiE":7-1 f7 l) 0)1 YA 1---Jv~::'f'r-3 Q !!01:>, t'; r­
-:7 Y 1 o i:::xtL!,2trE317··:y 1J 0)-1 YA t---,v~:.':l<~t=ri.. 1, ..::n~3'"i:it-c t."7 t--:7 Y 
1 o tL AT •;17° s 3 c·1113) ... !ZfiE:Y-1f"7 1J O)J!!im~::'f'f1, 1, 1,-v--t-,v:1Ye:i-::91 2 
t::t:;tt-M2!iE:Y-1 7··:y lJ 0)-1 /A r--JL-t~fi;a<:fihh6 ◊ 

[0059] 

!2tiE:Y1 f:Y 1J iF~t=r~no t, AT •17°S 1 o 4 ci.ZfiEOOioo:tir*jy;~h, ..:O)tftiElmiOO 
(,:::xtL.:r..-fU: I D Cl'IA 7- F ~A:tJTo..: t c·, t."71---1/' Y 1 0 t:::xtL!.Zfil~:.':K~ 
11''3 o e71---7 Y 1 0 tL AT ·17°S 4 t'P HS£ t-.::!:l!!~t.\ilL ANit:IE.lr-Cf2f~:.':l<O)t__: 
/bO)m3'"i:{t~7~~0)f2fiE'IT-J\ t O)f's'ir.'."t'fi, •, f,NfiE'IT-J\f.,i>i:,f.ZfUt~~3'"i:'t, A 7 ·1 7° 
s 5c·t2tiEii'ii~~1,-v--t-1v:1 >e :i-::9 1 2 (,::JBi'3;1Ji'° o. 
[0060] 

]{- 1/ T Iv :11/ e .2 -::9 1 2 t::&') -:i '( t:L :z T "/ 7° s 1 0 5 r.'.t:.?JiE~ Jfxft L t-.:::t~t::t.L 
AT ·;1 7' s 1 0 6 J.,:Jf@:O)JJJ!.J_lt::itts o iN!iEiJ'l&1JJc· 2-~iJ'-:i t-.:::tR;irt::tL :z T ·;17° s 1 1 
0 0),71:!,!_lt::itts O t2!iE~Jfx1t Lt-.::f~irt::tL £.f AT •;17°S 1 06t·e71-- -:7 y 1 0 i?' 
i:,O)J"'Jv-7'? x. 70)-1 YA r--Jl,-~:fi 'Jo 
[0061] 

!!01:>, e7 r--7 Y 1 O t:::xt L:7'';v-7°17 x. 70)-1 > A t---,v~:.'1<~1=ri..1, ..:h~3'"i:ltt 
e7 r- -:7 > 1 o :tir .. A T •17 s 6 t·:?·'lv-717 x. 70)~m~:fii.. 1, 1,-v--t-11,-:1 ye ..1-

::912 ~f~-717 x. 7~1 >A r--~~ht~fi~ho. 
[0062] 

..: 0) J: -3 t:: L '( / ,- v T Jl, :1 ye ;:L - 9 1 2 --c·:7··1v-7°17 ..:i:. / 1/ ;7, T L.ffl~i]>f\\j~ ~ h 6 
t, .. 7...T·17'S 1o7cJt~77-11vO)~!tJB111J_1~tl''30 ::!¾~7 711vO)~-:!tHrM-'tL -;l· 
Jv-717 x. 11/ :Z T L.ffi~t=~ L ti.. •o (-ff!O)e7~@'.t O)f's'ir.'.':ft~-r·-::9;0,~ t:A::~o J: 
-3 t::~fr-r'-::9 O)J!!imt:: J: o ?-VJJM_I ~fi -3 o 

[0063] 

..: O):ft~7 71 Jt,O)~Jl:Jf~J_lt::ff-3 {!!10) t."7~@'.t O)Fs'JO)-'? ') J['Z !J O)t.::lb, e7 J---:7 ~/ 
1 0 t:: .:6 -:it Ii, AT ·1 7° S 7 0) J: -3 t:: P H S £ t-.:: ti~*j LAN t:: J: o !l!im~!_I ~11' -3 o 

[0064] 

®I;\, •1-c AT ·17°S 1 0 8 r.'.'' -;1')1,--7°17 X. /1/ .. AT1-~ffl~O)f\\j~O)Tt::e7•y-e7t::J: 
o fiv-7"17 x. 70)~ffib'1'rhho 0 :. O):;';"'Jv-717 x. 70)~ffl t::t:;1/t off!!O) e7~fi. t 
O)f's'jO)y·-::9 0)-? •JJfX !J t::--::i1,, ,'( l>, e7 r--:7 ::.,-1 0 !iA T ''/ 7°S 80)J: -3 i::, PH S 
£t-.::!i~*lLANt::J:o~m~J_l~1T-3 0 

[0065] 

AT ';I 7"S 1 0 9 c'f/t..--717 .x. 70)if,tTiJ 1'!=:tm1J0 tLo t, AT ';I/ S 1 1 0 t·if,tT:JM'3;11 

~ t.0 7 r--;:, _:.., 1 o t:::xt t.A=r-:i t-..:ft, :z cy-•17° s 1 1 1 t·e7 r--:7 > 1 o O)~Jbht:: J: 
1'J -1 > A t---;t, Lt.::-r·1\1 Ar "71 ]\, il11'At?2.fil:Y 1 f :y ~ &t..ff1v-7°17 .x. 70)7Y 1 
>:z t---,v~ Elihl'f9t:::fi-3 o 

[0066] 

£t.:e7 r--:7 Y 1 0 t::&')-:i'(!i, 1,-1/--rJt,:1 ::.,-e :i-:7 1 2 :h•00)i'f:t1Jffi'3;[1~':fi:Ctt 
, 7-.. T 'Y 7° S 9 t·;t, 0

- H;JJ !J ~ U::f'F--3 ~~lffr(.:::xt-t o ~T rlJ.!_I ~:fi-3 o -i&ltl'r9t::, J ,­
V--t-1v:1 Yt. 0 

;i-y' 1 2 b>i:, e7 r--:7 y 1 0 ~ .. AT •;17°S 1 0 ctlzfH~ L' ..:nt::J:-:, 
'( J{-:J--J-Jv:1 Yt." :i-:7 1 2 t.:.:t-:i r.'. tL AT '1/ 7'S 1 1 2 c·u SB 2 ;f;"- r-CT)3/J\1 

Xr¥tt~t2~L t US BO)jr!!,!_l~~T2'-tl-o 0 
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[0067] 
[;RJ 1 3 t;L [;RJ 1 2 O)f,1/-7°"7 x J1/ ATLW.2~m*LJ-.:~0)1,-v1-1v:1 ::.,,e .1.-7 

1 2 O)A T •17°S 1 o 7 t:::Btt o:t!;1f7711vµi]JtJB@=.10)~f*m~~ Lt..:7o--f-.y- t- t· 
So◊ 

[0068] 

[ill 1 3 t::;Bl,, 1T, :t!;1f 7 71 /vµi}JtJliE:J.ltL 7.. 7 '1/ 7 S 1 0 1 t·e7 t- -Y ::.,, 1 0 t::xt L 
fj;::(¥7 71 Jv0.)5l'!ffiffi¥1l~~*T o 0 = h~J't(tT t"7 t--Y ✓ 1 0 t::S--:i T i;L .AT '1/ 

7° s 1 t771 ,v~ t 5l'!ffi'tw¥1i~ 1,- '11-JI, :1 Ye .1. -;1 1 2 t::J;D>g:T o 0 

[0069] 

~1,,1'(7..7•17°S 1 o 2't'_ 1,-'1-t-1v:1::.,,e.1.-;11 2t:t::7'11/-7°?---=-7t::~i'"ofl!!O) 
t"7~@':t::fe;f L_ t°/ t--Y Y 1 0 t::~::(¥L '"(\, •o:t!;1f7 71 JvO'J5l'!ffi1Fifffl~~i<T o ◊ 

S:h~J'tlt't t"r t--Y Y 1 OtL AT 'Y7°S 2 t·P HS £t-.:tlA!~llLAN't'fl!!O)t"/~ 
@':t::xt L:t!;1f7711t..0)£ffi'~~ 7 :7-c:A L ·nt51-:/;~JIWT o o 

[0070] 
~1,, •c AT ·17°S 1 0 3 t·, t"7 t---7 Y 1 0 t-(@O)t°T.IQ@':t t·5l'!ffi80)~~-ti 7 71 

1H::-:::i t. ,t (@O) t°/~@':t::xt L~JJ'--7°"-.Y-O)llii:*~ ~* L, S: tL ~J'tltt l::.°7 t- -Y Y 1 
0 ti, 7.. r 'Y7°S 3 t·P HS £t-.:(:l}!!fii LANt·f@O)t°/~@':t::7::7-1:::A L, ~'--7"'-Y 
~Jf.RtiT-ti" 
[0071] 

-:. O)f,__:{/), 7.. T '1/ 7° s 1 0 4 t·e7 t- -_;7 ✓ 1 0 t::tt L~JJ'--f- ;7 v)?-Vt::J: 6 7 71 

Jv£ffi~t~~T 6 0 =n~':ft(tt l::.°7 t- -Y ✓ 1 0 t:L 7.. T '1/ 7° s 4 t·fl!!O) t.0 7~@'::b• G 
J'l:Fa Lt-.:~5tf'--5' ~MJ,5T -ti{:Wc1¥771 JI, t ?-Vi'" 0.:.tc'771 Jv£ffi~fi -3 0 

[0072] 
,;£0A T '1/7°S 4 0)~7J'--7°"-;70)?-::)tl:t"7 t--::7 ✓ 1 OJJllJt·:fi';bf, r{-'/1-Jv:1 ✓ 
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1 

AUTHENTICATED ELECTRONIC COUPON ISSUING AND REDEMPTION 

The present invention relates to an electronic advertisement and 

coupon issuance and redemption. 

Retailers and manufacturers often sponsor incentive programs for 
persuading consumers to buy their products. These incentives include 

discount coupons distributed to consumers whereby a consumer may redeem 
the coupon when purchasing an associated item. such coupons are usually 

10 distributed in paper forms. 

The problems associated with paper coupons today are that the 

retailer and manufacturers who advertise cannot assure that consumers who 

use paper coupons have actually read the product advertisements which 
15 accompany the coupons. The advertisers do not have a way of knowing who 

is viewing their advertisements and cannot dynamically adjust the 

advertisement to fit the viewer's tastes and interests. 

In addition, many cases of fraud related to paper coupons are 

20 occurring today. For example, paper coupons are easily counterfeited. 

25 

Some consumers commit fraud by redeeming coupons for merchandise they have 

not purchased. some retailers also commit fraud by redeeming coupons for 
merchandise which consumers have not purchased. 

Manufacturers must rely on the cashiers and computer systems at 

retail establishments to assure that consumers who redeem coupons have 
actually bought the targeted product and that the coupons redeemed were 

not expired at the time of redemption. Retailers often rely on their 

cashiers to enforce coupon redemption rules. Other retailers rely on 

30 computerized systems to compare coupon bar codes to the consumer's 
purchases. 

U.S. patent number 4880964 by Donahue describes paper coupons with 

bar codes printed on them, and thus does not solve the deficiencies of 
35 paper coupons described above. U.S. patent number 5710866 by Christensen 

et al. describes electronically generated coupons but requires a database 
of customers and spent coupons which is costly to maintain. It also 

requires online connection to the database at redemption time to determine 

if the coupon is valid. 

40 
In accordance with the present invention, there is now provided a coupon 

issuing system for electronically presenting advertisements and generating 

coupons, said system comprising: at least one issuing station for 

generating and transmitting electronic advertisements and electronic 

45 coupons according to predetermined criteria; at least one customer station 
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to transmit from a user to the issuing station a request for an electronic 
coupon, for receiving electronic advertisements and electronic coupons 

from the issuing station, and for presenting the advertisement to the user 

for interaction with the user; at least one smart card for holding 

5 information including said electronic coupons; at least one smart card 
reader/writer for communicating information held in said at least one 

smart card to said at least one customer station; and at least one 

software program to monitor a status of the interaction of the user with 

the advertisement; whereby when said at least one software program detects 

10 a predefined status, said at least one software program transfers said 

electronic coupons to said smart card via said smart card reader/writer. 

Viewing the present invention from another aspect, there is now provided a 

system for redeeming electronic coupons comprising: at least one 

15 redemption station; and at least one smart card reader/writer linked to 
said redemption station; whereby said redemption station selects and 

updates via said at least one smart card reader/writer, coupons stored in 
a smart card, deleting expired coupons and also those matching purchased 

items. 
20 

Viewing the present invention from yet another aspect, there is now 

provided a method for advertising and issuing at least one coupon 

electronically, said method comprising: receiving a request for said 
electronic coupon from a consumer; generating at least one electronic 

25 advertisement and said electronic coupon; transmitting said electronic 
advertisement and said electronic coupon to a consumer's station for 
presentation to said consumer; monitoring said consumer's interaction with 

said advertisement; and transferring said electronic coupon to a smart 

card, if said consumer's interaction with said advertisement meets a 

30 predefined status. 

In a preferred embodiment of the present invention there is provided an 

online coupon issuing and redemption system. The issuing system includes 
an issuing station. The issuing station is generally comprised of a 

35 computer located usually at a manufacturer's site. The issuing station 

typically generates advertisements and coupons electronically. The 

issuing system also includes a consumer station, usually a computer and a 

smart card reader/writer generally located at the consumer site. The 

smart card reader/writer may be linked to the consumer computer either 
40 directly or via a LAN or other network connections. 

The issuing station and consumer station are linked via a 

communications network. When a consumer makes requests via the consumer 
station for coupons, the issuing station transmits the advertisement and 

45 coupons it generated to the consumer station. The issuing station also 
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has a capability of digitally signing the coupons. Digital signatures 
insure the authenticity of the coupons as well as that of the issuer and 

the issuing station. Also included in the transmission is a program 

having a capability to run on the consumer station. The program is 

5 responsible for making sure that the consumer absorbs the entire 
advertisement and transferring the coupons to a smart card via the smart 
card reader/writer linked to the consumer station. 

This assures the advertisers that a consumer actually perceives the 
10 advertisement for a product before receiving discount coupons. 

The redemption system generally comprises a redemption station, 

typically a computer, and a smart card reader/writer linked to the 
redemption computer. The redemption system is typically located at a 

15 purchasing site. When a consumer is ready to make a purchase, the 
consumer inserts the smart card having electronic coupons stored in it 

into the smart card reader/writer linked to the redemption station. The 

redemption system reads the coupons via the smart card reader/writer and 

matches the purchased items with coupons. The matched coupons are 
20 extracted from the smart card, so that they may not be used again. At the 

same time, the redemption system deletes any expired coupons stored in the 

smart card. 

The redemption system also may include a tamper-protected secure 

25 coprocessor. In order to protect a manufacturer from fraudulent merchants 
and customers, operations which assess the validity of coupons, operations 

which update, collect, store, or delete coupons may take place inside a 
tamper-protected hardware boundary. The hardware boundary is part of 

typical tamper-protected secure coprocessors and smart cards. 
30 

This provides a tamper-protected access to the coupons stored in the 

smart cards. 

Embodiments of the present invention may include a database of 

35 coupons stored in the issuing station. The database may include a list of 

coupons issued or already spent. When a consumer is ready to redeem the 

coupons, the redemption station links to the database and validates the 
coupons stored in the consumer's smart card by comparing the smart card 

coupons with a list of coupons in the database. Only the valid coupons 
40 matching the list in the database may be actually redeemed. 

In embodiments of the present invention there may be provided a 

communications link between a redemption station and an issuing station. 

Such a link is established when a merchant wants reimbursements from the 

45 manufacturer for the coupons the merchant redeemed to the consumers. 
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Typically the redemption computer sends electronic coupons which have been 
digitally signed to the issuing computer. The issuing computer validates 

the electronic signatures on the coupon. If the signatures are valid, the 

manufacturer reimburses the merchants for the valid coupons. This 

5 provides a mechanism for the manufacturer to electronically reimburse the 

merchants. 

Preferred embodiments of the present invention will now be described by 

way of example only, with reference to the accompanying drawings, in 

10 which: 

15 

Figure 1 is an exemplary diagram illustrating a physical 

architecture of an issuing system embodying the present invention; 

Figure 2 is a flow diagram illustrating one possible logic flow of 
issuing software running on the issuing computer embodying the present 

invention; 

Figure 3 is a flow diagram illustrating one possible logic flow of 
20 advertisement viewing software running on the viewing computer embodying 

the present invention; 

25 

Figure 4 is a flow diagram illustrating one possible logic flow for 
interaction between advertisement viewing software and issuing software; 

Figure 5 is an illustrative example showing a physical layout of a 

redemption system architecture embodying the present invention; 

Figures 6 and 7 are a flow diagram illustrating one possible logic 
30 flow in the redemption system during a typical point of sale; 

35 

Figure 8 is a flow diagram illustrating a possible logic flow in a 

typical daily coupon close-out; 

Figure 9 is an illustrative example showing a physical layout of a 

software-based redemption system embodying the present invention. 

Figure 1 is an exemplary diagram illustrating a physical 

architecture of an issuing system embodying the present invention. An 
40 authenticated electronic coupon issuing system shown in Figure 1 includes 

an issuing station, typically a computer 110 running issuing software 115; 

a viewing station, typically an advertisement viewing computer 120 running 

advertisement viewing software 123 which sends requests for coupons 125 to 
an issuing computer 110; an advertisement viewing computer 120 running 

45 advertisement applet software 130; an electronic advertisement 140; an 
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electronic coupon which is digitally signed 150; a dispensing smart card 

reader/writer 160; a customer's smart card 170 holding an electronic 

coupon 150. A typical smart card may be a chip card having an integrated 
circuit that is resistant to physical tampering. An issuing station 

5 typically comprises a computer at a manufacturer or clearing house site. 

10 

Likewise, a viewing station typically comprises of a computer at a 

customer site. A customer is typically a consumer who receives coupons 

electronically and makes purchases using the coupons. 

A dispensing smart card reader/writer 160 is attached to an 

advertisement viewing computer 120 and is accessible by advertisement 
applet software 130. 

Issuing software 115, advertisement viewing software 123, and 

15 advertisement applet software 130 are typically purchased from software 

vendors. An electronic advertisement 140 is supplied by an advertisement 

content vendor. A customer's smart card 170 may be purchased from a smart 

card vendor. Likewise, a customer's smart card reader/writer 160 may be 

supplied by a smart card reader/writer vendor. An issuing computer 110 

20 and an advertisement viewing computer 120 may be obtained from computer 

hardware vendors. An electronic coupon 150 is generated by issuing 

software 115. A request for coupons 125 is generated by advertisement 

viewing software 123. 

25 Figure 2 is a flow diagram illustrating one possible logic flow of 

issuing software running on the issuing computer of the present invention. 
Initially in step 210, the issuing software awaits a request from an 
advertisement viewing computer. A request includes information about the 

customer, such as his interests (e.g., propensity for playing tennis), and 
30 demographics (e.g., a senior citizen). In step 220, the issuing software 

retrieves a customer's interest profile and demographics from a request. 

In step 230, the issuing software selects an electronic advertisement 
which matches a customer's interest profile and demographics. For 
example, if a customer is a senior citizen, the issuing software selects 

35 an electronic advertisement targeted at senior citizens, not one targeted 

at teenagers. In step 240, the issuing software generates an electronic 
coupon which is digitally signed. 

Digital signatures are generally created by piping a sender's 
40 private key and the contents of the message into an algorithm. The output 

of the algorithm is the digital signature. The recipient can verify the 

digital signature by using the sender's public key and the message. The 

digital signature is secure because it would be virtually impossible for 

another computer to produce the identical digital signature. Each user 

45 has the responsibility of protecting the private key. 
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In step 250, the issuing software transmits an electronic 
advertisement, advertisement applet software, and an electronic coupon to 

an advertisement viewing computer. The issuing software then waits for 

another request from the advertisement viewing software. 

Figure 3 is a flow diagram illustrating one possible logic flow of 

advertisement viewing software running on the viewing computer of the 

present invention. In step 310, the advertisement viewing software awaits 

a request for a coupon from a customer. In step 315, the viewing software 

10 obtains information about a customer, such as his interests and 

demographics. The viewing software may obtain the information directly 
from a customer through a dialogue, or from a customer's smart card, or 
from a file on the viewing computer. In step 320, the viewing software 

includes a customer's interest profile and demographics with a request for 

15 a coupon. In step 325, the viewing software transmits a request for a 
coupon to an issuing computer. In step 330, the viewing software awaits a 
response from an issuing computer. If there is no response, the viewing 

software times out, in step 335, displays an error message and, in step 

310, awaits for another request from a customer. If there is a response 
20 from an issuing computer, the viewing software receives advertisement 

applet software, an electronic advertisement, and an electronic coupon as 
shown in step 340. In step 350, the viewing software then runs 

advertisement applet software. The software determines, in step 360, if 
the customer viewed an entire advertisement. In step 370, if the applet 

25 software times out or if a customer exited the software prematurely, the 
viewing software terminates the session and returns to wait for another 

request from a customer in step 310. In step 380, if the applet 

determines that a customer did view the entire advertisement, the applet 

software transmits an electronic coupon which is digitally signed to a 

30 customer's smart card via a dispensing smart card reader/writer. 

An example of viewing software may include a World Wide Web (Web) 

page having a uniform resource locator (URL) address which a consumer may 
access via a Web browser. The URL address would be located in the web 

35 server linked to an issuing station. The Web page may have a number of 

parameter fields as input fields which the consumer is required to fill. 

The Web page with the parameters may then be transmitted to the web server 

at the issuing station. The web server together with issuing software may 

then use the parameters to generate electronic advertisements and coupons, 
40 transmitting them with an applet software to the viewing software. The 

viewing software typically launches the applet software. The launched 
applet software displays the advertisements on the consumer station, 

controlling the station's interaction with the consumer. The applet 
software may also be responsible for transferring the coupons to the 

45 consumer's smart card. Furthermore, the applet software may provide 
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interactivity, for example, requiring that the consumer answer questions 
about the product or advertisement, to assure that the consumer is truly 
absorbing the advertising information. 

Figure 4 is a flow diagram illustrating one possible logic flow for 
interaction between advertisement viewing software and issuing software. 

In step 420, an advertisement viewing computer requests an electronic 

coupon from an issuing computer. In step 430, an issuing computer 

transmits advertisement applet software, an electronic advertisement, and 
10 an electronic coupon which is digitally signed to an advertisement viewing 

computer. In step 440, an advertisement viewing computer runs applet 
software. The applet software displays an electronic advertisement. In 

step 450, the applet software determines how to proceed based on whether 
or not a customer viewed an entire advertisement. In step 460, if a 

15 customer does not view an entire electronic advertisement, the 
advertisement applet software terminates the session and awaits another 

request, step 410. If, however, a customer views an entire electronic 
advertisement, in step 470, the applet software rewards the customer by 

transmitting an electronic coupon which is digitally signed to a 
20 customer's smart card. The smart card is typically inserted into a 

dispensing smart card reader/writer. Furthermore, the advertisement 

applet software may be interactive, requiring that a customer answer 

questions about a product or advertisement, to assure that a customer is 

truly absorbing the advertising information. Secure protocols, tamper-

25 protected hardware, or record keeping databases typical in electronic 
money systems may be employed to prevent consumers and retailers from 

double spending or duplicating the electronic coupons. A suitable example 
for such secure protocols are described in detail in M. Bellare et al., 

"iKP • A Family of Secure Electronic Payment Protocols", July 12, 1995, 
30 available from IBM. 

35 

Electronic coupons are not printed, therefore they cannot be printed 

over and over again, or photocopied. The number of electronic coupons a 
smart card may hold may be limited. 

Figure 5 is an illustrative example showing a physical layout of a 

redemption system architecture embodying the present invention. An 

authenticated coupon redemption system as shown in Figure 5 comprises a 

redemption computer 510, a tamper-protected secure coprocessor 520, a 

40 redemption smart card reader/writer 530, a customer's smart card storing a 

digitally signed electronic coupon 150, and an issuing station. An 

issuing station is typically comprised of a computer 110 and is generally 

resident at a manufacturer or at a clearing house that performs the duties 
for a manufacturer or a group of manufacturers. A redemption smart card 

45 reader/writer 530 is typically attached to a redemption computer 510. A 

IPR2022-00412 
Apple EX1043 Page 323



5 

WO 99/52051 PCT /GB99/00575 

8 

tamper-protected secure coprocessor 520 is connected to a redemption 

computer 510 either directly or via a communications network. A 

redemption computer 510 may also be connected to an issuing computer 110, 

typically via phone line 570. 

Figures 6 and 7 are a flow diagram illustrating a possible logic 

flow in the redemption system during a typical point of sale. In step 

610, a consumer inserts the smart card 170 Figure 1 into a redemption 

smart card reader/writer 530 Figure 5. The smart card includes electronic 

10 coupons which have been digitally signed 150 Figure 1. In step 620, the 

smart card sends a list of all coupons stored in it to a redemption 

computer 510 Figure 5. In step 630, a redemption computer forwards the 

list of coupons and optionally a list of items purchased to a tamper­

protected secure coprocessor 520 Figure 5. In step 640, the tamper-

15 protected secure coprocessor 520 Figure 5 examines the list of all 

coupons, and assembles a list of those which have expired. In step 650, 

the tamper-protected secure coprocessor 520 Figure 5 requests a redemption 

computer to send a command to a smart card to delete expired coupons. 

Next, in step 660, the tamper-protected secure coprocessor searches for 

20 non-expired coupons that match actual items purchased. If there are no 

matching items, in step 670, the tamper-protected secure coprocessor tells 

the redemption computer that no items matched the coupon list. If there 

are matching items, in step 680, the tamper-protected secure coprocessor 

assembles a list of matching items and valid coupons. In step 690, the 

25 coprocessor requests the redemption computer to send a command to the 

30 

smart card to extract valid matching coupons. In step 695, the smart card 

sends the valid matching coupons to the tamper-protected secure 

coprocessor. 

In order to protect a manufacturer from fraudulent merchants and 

customers, operations which assess the validity of coupons, operations 

which update, collect, store, or delete coupons take place inside a 

tamper-protected hardware boundary 655. The hardware boundary is part of 

typical tamper-protected secure coprocessors and smart cards. A typical 

35 tamper-protected secure coprocessor may be a tamper-protected computing 

device having a microprocessor and memory in a tamper-protected enclosure, 

such as the IBM 4758. 

Figure 8 is a flow diagram illustrating a possible logic flow during 
40 a typical daily coupon close-out. In step 710, a redemption computer 510 

Figure 5 connects to the issuing computer 110 Figure 5 or clearing house 

computer. Such connection would generally occur at the end of the day, or 

at some appropriate period of time. In step 720, the redemption computer 

510 Figure 5 sends electronic coupons which have been digitally signed 150 

45 Figure 5 to the issuing computer 110 Figure 5. In step 730, the issuing 
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computer validates the electronic signatures on the coupons. In step 7401 
the clearing house reimburses the merchant for the valid coupons. 

Figure 9 is an illustrative example showing a physical layout of a 

5 software-based redemption system embodying the present invention. The 
embodiment shown in Figure 9 replaces the tamper-protected secure 
coprocessor 520 Figure 5 in the redemption computer 510 Figure 5 with a 

database of coupons 810 in the issuing computer 110 Figure 5. The 

database includes either a list of already spent coupons (so as to reject 
10 them if they are presented a second time) or a list of unspent coupons, 

from which it deletes coupons as they are presented for redemption. When 

a merchant connects to the issuing computer 110 to redeem the coupons, the 

issuing computer 110 searches the database 810 to determine if the coupons 
are valid. Only the valid coupons found in the database 810 may then be 

15 redeemed. 

While the invention has been particularly shown and described with 

respect to a preferred embodiment thereof, it will be understood by those 

skilled in the art that the foregoing and other changes in form and 
20 details may be made therein without departing from the scope of the 

invention. 
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Claims 

1. A coupon issuing system for electronically presenting advertisements 

and generating coupons, said system comprising: 

at least one issuing station for generating and transmitting 
electronic advertisements and electronic coupons according to 

predetermined criteria; 

10 at least one customer station to transmit from a user to the issuing 

15 

station a request for an electronic coupon, for receiving electronic 

advertisements and electronic coupons from the issuing station, and for 
presenting the advertisement to the user for interaction with the user; 

at least one smart card for holding information including said 

electronic coupons; 

at least one smart card reader/writer for communicating information 

held in said at least one smart card to said at least one customer 

20 station; and 

25 

at least one software program to monitor a status of the interaction 

of the user with the advertisement; 

whereby when said at least one software program detects a predefined 

status, said at least one software program transfers said electronic 
coupons to said smart card via said smart card reader/writer. 

2. A system as claimed in claim 1, wherein said system further includes 

30 a user interface program for displaying information including request 
forms and the advertisements, whereby the advertisements are presented 

visually to the user via the customer station. 

3. A system as claimed in claim 2, wherein said user interface program 

35 comprises a Web browser running on the customer station. 

4. A system as claimed in claim 3, wherein said at least one software 
program includes a platform independent program downloadable dynamically 

from said issuing station, said at least one software program further 
40 controlling displays in conjunction with said Web browser. 

45 

5. A system as claimed in claim 1, wherein said issuing station 
digitally signs said electronic coupons before downloading said electronic 

coupons to said customer station. 
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6. A system as claimed in claim 1, wherein said advertisements are 
updated over predefined intervals. 

7. A system for redeeming electronic coupons comprising: 

at least one redemption station; and 

at least one smart card reader/writer linked to said redemption 

station; 

whereby said redemption station selects and updates via said at 
least one smart card reader/writer, coupons stored in a smart card, 

deleting expired coupons and also those matching purchased items. 

8. A system as claimed in claim 7, wherein said system further includes 

at least one tamper-protected secure coprocessor, whereby operations which 

assess the validity of coupons including operations which update, collect, 

store, or delete coupons take place inside said tamper-protected secure 

coprocessor thereby preventing fraudulent tampering of said coupons. 

9. A system as claimed in claim 7, wherein said system further includes 

at least one issuing station linked to said redemption station, whereby 

coupons collected by said redemption station are reimbursed by said at 
least one issuing station. 

10. A system as claimed in claim 9, wherein said at least one issuing 
station includes a database for storing lists of coupons, whereby 

validation of redeemed coupons are performed by matching said redeemed 
coupons with said lists of coupons. 

11. A method for advertising and issuing at least one coupon 
electronically, said method comprising: 

receiving a request for said electronic coupon from a consumer; 

generating at least one electronic advertisement and said electronic 
coupon; 

transmitting said electronic advertisement and said electronic 
40 coupon to a consumer's station for presentation to said consumer; 

monitoring said consumer's interaction with said advertisement; and 

transferring said electronic coupon to a smart card, if said 

45 consumer's interaction with said advertisement meets a predefined status. 
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12. A method as claimed in claim 11, wherein said method further 
includes the step of retrieving an interest and demographic profile for 

said consumer before the step of generating. 

13. A method as claimed in claim 11, wherein said step of generating 

includes digitally signing said electronic coupon. 

14. A method as claimed in claim 11, wherein said method further 

includes the steps of: 

reading a list of said electronic coupon stored in said smart card; 

deleting from said smart card said electronic coupon which have 

expired; 

matching valid said electronic coupon with purchased items; and 

extracting valid matching said electronic coupon, 

20 whereby said consumer's electronic coupon is redeemed at a 

purchasing location when said consumer purchases items associated with 

said electronic coupon stored in said smart card. 

15. The method according to claim 14, wherein said method further 

25 includes the steps of: 

30 

35 

40 

establishing a connection to an issuing station; 

sending said electronic coupon to said issuing station; 

validating said electronic coupon; and 

reimbursing a merchant for valid said electronic coupon, 

whereby said issuing station periodically reimburses merchants 

collecting said electronic coupon. 
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nutzer als auch vom Server erzeugt. Zugang
wird nur dann gewihrt, wenn diese beiden
Pabwirter ibereiustimmen.  
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Verfahren und Vorrichtung zur Erzeugung von PaBwortern 

Die Ertindung bezieht sich auf ein Vertahren zur Erzeugung von PaBwortern gemaB den 

im Oberbegriff des Patentanspruchs 1 angegebenen Merkmalen. Ferner bezieht sich die 

Erfindung auf eine Vorrichtung zur Durchfuhrung des Vertahrens. 

In der Computertechnik gibt es viele Situationen, in denen aus sicherheitstechnischen 

Grunden eine Authentifizierung eines Benutzers vorgenommen werden muB. Diese 

Problemstellung ist insbesondere in unsicheren Netzen, wie beispielsweise der Rechner­

zugang im Internet oder beim Homebanking via Modem und Telefonnetz von besonderer 

Bedeutung. Ein potentieller Angreifer darf durch Abhoren einer beliebig langen Sequenz 

van PaBwortern, welche ein Benutzer oder Client C zur ertolgreichen Berechtigungsuber­

prufung oder Authentifizierung beim Server benutzt, nicht in der Lage sein, ein kunftiges 

gultiges PaBwort fur den Benutzer oder Client C zu berechnen. 

BESTA.TIGUNGSKOPIE 
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Die Losung dieser Aufgabe erfolgt gemaB den im Patentanspruch 1 angegebenen 

Merkmalen sowie gemal3 den im Vorrichtungsanspruch angegebenen Merkmalen. 

Die erfindungsgemaBe Losung besteht darin, daB der Benutzer dem Rechner ein nur fur 

eine aktuelle Session gultiges PaBwort ubergibt, welches ihn eindeutig als den berech­

tigten Benutzer oder authentischen Client charakterisiert. Der Rechner und insbesondere 

der Server ist seinerseits in der Lage, das fur diesen bestimmten Benutzer aktuell gultige 

EinmalpaBwort zu bestimmen. Dem Benutzer wird ein weiterer Zugang nur dann gestat­

tet, wenn das eingegebene Pa8wort und das vom Rechner berechnete PaBwort Oberein­

stimmen. Wesentlich ist, daB das jeweilige PaBwort immer nur ein einziges Mal gultig ist, 

welches durch synchrone Berechnung einmalig erzeugt worden ist. Die Sicherheit gegen 

unbefugte Benutzung ist somit auch in unsicheren Netzen, wie beispielsweise im Internet 

oder beim Homebanking via Modem und Telefonnetz gewahrleistet. Alie Benutzer oder 

Teilnehmerverwenden das gleiche Verschlussefungsverfahren oder Kryptosystem, wobei 

die zugrundeliegende Verschlusselungsfunktion fk(c) durch einen geheimen Schlussel 

k(C) parametrisiert ist. Alie Berechnungen sowohl auf der Benutzerseite als auch auf der 

Rechnerseite werden in bevorzugter Weise auf einer Prozessorchipkarte durchgefuhrt, 

welche zur DurchfOhrung des genannten Verschlusselungsverfahrens ausgebildet ist. 

ErfindungsgemaB gelangt eine durch einen geheimen Schlussel k(C) parametrisierte 

Schar von Permutationen, d. h. van bijektiven Funktionen auf deren Argumentbereich, 

fk(c:D-.D zum Einsatz. Diese Schar genugt wenigstens einer, bevorzugt mehreren der 

folgenden Bedingungen: 

1. Die Definitionsmenge (und Bildmenge) D ist endlich und besitzt hinreichend viele 

Elemente. Sie enthalt insbesondere mindestens 254 viefe Elemente. 

2. Die Menge aller zufassigen Schlussel ist hinreichend machtig. Sie entha.lt ins­

besondere mindestens 266 viele Elemente. 

3. fk(Cl ist eine zufallige Funktion ("random function 11
) in dem Sinne, daB bei beliebigem 

vorgegebenem Argument x aus der Definitionsmenge D die Wahrscheinlichkeit, ein 

bestimmtes Element y aus D als Ergebnis der Funktionsauswertung zu erhalten, 

ungefahr gfeich 1/ ID I ist. wenn man zufallig und gleichverteilt einen Schlussel k(C) 

aus der Menge aller moglichen Schlussel auswahlt. 

4. Bei Kenntnis einer Folge von Werten Xo, x,. ..... , xn aus der Definitionsmenge D, 

wobei xi+ 1 = fk<CJ(xJ fur O:si<n gelte, soil es einem potentiellen Angreifer in der 
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Praxis auch mit Hilfe leistungsfahiger Computer unmog!ich sein, in vertretbarer Zeit 

den Schlussel k(C) zu bestimmen oder xn+1 = fk(c,(xn) zu berechnen. 

Der Rechner und der Benutzer verfugen beide Gber einen geheimen Startwert, welcher 

Startwert x
0 

vom Server initial zufallig erzeugt wird und in einer sicheren Umgebung in ,c 

den geheimen, von auBen nicht zuganglichen Speicherbereich der Chipkarte des 

Benutzers geschrieben wird. Des weiteren wird mittels des Rechners ein zufalliger 

geheimer Schlusselwert k(C) ermittelt und von diesem in einen van auBen nicht zuga.ng­

licher Speicherbereich eines Datentragers, insbesondere einer Chipkarte des Benutzers 

C geschrieben. Die Chipkarte wird dann an den Benutzer C ausgegeben. Des weiteren 

enthalt der Rechner eine nur von Autorisierten zugangliche Datenbank, in welcher die 

Zuordnung des dem jeweiligen Benutzer zugeordneten geheimen Schlussels k(C) und 

das letzte vom Benutzer C benutzte PaBwort xn,c gespeichert ist. Ferner ist in der 

Chipkarte des Benutzers C in einem gesicherten Speicherbereich dauerhaft der jeweilige 

geheime Schlusselwert k(C) sowie das letzte benutzte PaBwort xn.c gespeichert. Des 

weiteren wird erfindungsgemaB die Benutzung bereits existierender Hard- und Firmware 

beim Benutzer ermoglicht. So konnen beispielsweise die bekannten EC-Karten mit Chip 

benutzt werden, welche als Prozessor-Chipkarten ausgebildet sind und auf welche 

neben Standardanwendungen, Electronic Cash und elektronische Geldb6rse weitere 

Applikationen nachgeladen werden konnen. Die van deutschen Banken derzeit ausge­

gebene EC-Karte vermag standardmaBig folgende Verschlusselungsverfahren auszufuh­

ren: Den Data Encryption Standard, kurz DES, sowie Triple-DES. Des weiteren konnen 

die in Mobiltelefonen eingesetzten Chipkarten verwendet werden. Hierbei besitzt ein 

Benutzer bereits einen geeigneten Chipkartenleser, namlich sein Mobiltelefon, welches 

daruber hinaus uber ein Display und eine Tastatur verfugt. Weitere Ausgestaltungen und 

Besonderheiten der Erfindung sind in den Unteranspruchen angegeben. 

Die Erfindung wird nachfolgend an Hand des in der Zeichnung dargestelllten Aus­

fuhrungsbeispiels naher erlautert. 

Der Rechner 2 enthalt eine erste Einheit 4 zur Durchfuhrung eines bekannten Krypto­

verfahrens mit der Verschlusselungsfunktion f k(c). Der Benutzer erhalt einen Datentrager 

6, insbesondere in Form einer Chipkarte, welche eine zweite Einheit 8 zur Durchfuhrung 

des genannten Kryptoverfahrens gema.8 fk(c) aufweist. Als Verschlusselungsverfahren 

gelangen insbesondere die heute ublichen symmetrischen Kryptosysteme wie DES, 

Triple-DES oder IDEA zur Verwendung. Anstelle der genannten Verschliisselungsfunktion 

fk(c) kann erfindungsgema.B die zugehorige Entschlusselungsfunktion fk(c/ verwendet 
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werden. Der Rechner 2 enthalt ferner eine erste Kompenente 1 O zur Erzeugung eines 

geheimen Startwertes x0.c sowie eine zweite Komponente 12 zur Erzeugung eines 

geheimen Schlussels k(C). Der Datentrager bzw. die Chipkarte 6 enthalt einen ersten 

Speicher 14 fur den geheimen Startwert x
0

,c sowie einen weiteren Speicher 16 fur den 

geheimen Schlussel k(C). SchlieBlich enthalt der Rechner 2 eine Datenbank 18, welche 

nur fur Autorisierte zuganglich ist und in welcher die Zuordnung des Benutzers bzw. der 

Chipkarte mit deren geheimen Schlussel k(C) sowie das letzte vom Benutzer C benutz­

ten PaBwort xn.c gespeichert sind. Alie Benutzer oder Teilnehmer des erfindungsgema.Ben 

Verfahrens oder der erfindungsgema.Ben Vorrichtung verwenden das gleiche Krypto­

system mit der gleichen Verschlusselungsfunktion f k(c) und / oder die zugehorenden 

Entschlusselungsfunktion fk(C)- 1. Es sei festgehalten, daB die Verschlusselungsfunktion 

f k(C) eine Permutation, also eine bijektive Funktion auf den Argumentbereich ist, und 

daB anstelle der genannten Verschlusselungsfunktion bedarfsweise die zugehorende 

Entschlusselungsfunktion verwendbar ist. Die zum Einsatz gelangende Verschhisse­

lungsfunktion fk(C) ist durch den geheimen Schlussel k(C) parametrisiert. 

Der bevorzugt mittels des Rechners 2 initial zufa.llig erzeugte geheime Startwert x
0 

c 
' 

wird im Rahmen der Erfindung auf den Datentra.ger 6 in dessen ersten Speicherbereich 

14 geschrieben. Ferner wird der bevorzugt gfeichfalls mittels des Rechners 2 erzeugte 

zufallige Schlussel k(C) in den zweiten von auBen gleichfalls nicht zuganglichen Spei­

cherbereich 16 des Datentra.gers 6 des Benutzers C geschrieben. Der derart vorbereitete 

Datentrager bzw. die Chipkarte 6 wird dann dem Benutzer C ubergeben und ermoglicht 

jederzeit dessen Authentifizierung oder Feststellung der Zugriffsberechtigung auf den 

Rechner 2. Lautet das zuletzt von C benutzte Pal3wort xn.c, so finden Client C und Server 

das nachste gultige PaBwort durch Berechnen von 

Xn+1,C = fk(C) (Xi,, c). 

Im Rahmen der Erfindung ist folgfich fur den Benutzers mittels des derart vorbereiteten 

Datentragers 6 die Moglichkeit geschaffen, dem Rechner jeweils nur fur die gewunschte 

Session ein einmafiges gultiges PaBwort zu ubergeben, welches ihn eindeutig als 

authentischen Benutzer charakterisiert. Der Rechner, insbesondere der Server, ist 

seinerseits in die Lage versetzt, das fur diesen einen Benutzer aktuell gultige EinmalpaB­

wort zu bestimmen. Ein weiterer Zugang ist fur den Benutzer nur dann ermoglicht, wenn 

das eingegebene Pal3wort und das vom Rechner berechnete PaBwort ubereinstimmen. 

Das EinmalpaBwort wird fur jede Session oder Transaktion neu erzeugt und ist nur fur 

dieses einzige Mal gultig. 
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Alternativ kann unter der Voraussetzung, daB die Verschlusselungsfunktion fk(C) eine 

Permutation dargestellt, anstelle der Verschlusselungsfunktion fk(C) die zugehorige 

Entschlusselungsfunktion fk(C)- 1 verwendet werden, wobei die Berechnung des nachsten 

gultigen PaBworts nach der Formel erfolgt: 

Xn+1,C = fk{C)-
1 

(Xn, c). 

Da ein sicheres Kryptosystem, beispielsweise DES, Triple-DES oder IDEA zum Einsatz 

gelangt, kenn ein Unbefugter auch bei Kenntnis von x
0
,c bis xn,C auch das nachste 

PaBwort xn+1.c nicht berechnen bzw. das Verschlusselungsverfahren fk(C) nicht be­

rechnen. Durch den Einsatz der genannten heute gangigen symmetrischen Krypto­

systeme kann auf die Verwendung der Entschlusselungsfunktion fk(C)- 1 anstelle der 

Verschlusselungsfunktion fk(C) verzichtet werden, da aus der Kenntnis der expliziten 

Verschlusselungsfunktion effizient auf einfache Art und Weise die betreffende Ent­

schlusselungsfunktion bestimmbar ist. 

Damit die Software, welche die Kyptoalgorithmen ausfuhrt, nicht durch Unbefugte 

manipuliert werden kann, werden in zweckmaBiger Weise die erste Einheit 4, die erste 

Komponente 1 O, die zweite Komponente 12 und der zweite Speicherbereich 16 ganz 

oder teilweise auf einer hochsicheren Prozessorchipkarte realisiert. 
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Bezugszeich en 

2 Rechner 

4 erste Einheit 

6 Datentrager / Chipkarte 

8 zweite Einheit 

10 erste Komponente 

12 zweite Komponente 

14 erster Speicherbereich 

16 zweiter Speicherbereich 

18 Datenbank 
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Patentanspruche 

1. Verfahren zur Erzeugung von PaBwortern und zur Uberprufung der Zugriffs­

berechtigung auf einen Rechner unter Verwendung einer durch einen bevorzugt ge­

heimen Schlussel k(C) parametrisierte Schar von Permutationen und/oder einer Ver­

schlusselungsfunktion und eines einem Benutzer zugeordneten PaBworts, 

dadurch gekennzeichnet, daB ausgehend von einem geheimen Startwert unter Ein­

beziehung eines zuvor benutzten PaBwortes, insbesondere des zuletzt benutzten 

Pa8wortes, das nachste gultige PaBwort berechnet wird. 

2. Verfahren nach Anspruch 1, dadurch gekennzeichnet, daB die durch syn­

chrone Berechnung sowohl im Rechner als auch auf der Benutzerseite erzeugten 

PaBworte nur einmalig benutzt werden. 

3. Verfahren nach Anspruch 1 oder 2, dadurch gekennzeichnet, daB die durch 

den geheimen Schlussel k(C) parametrisierte Schar van Permutationen, also von 

bijektiven Funktionen auf deren Argumentbereich, f k(Cl: o~o zum Einsatz gelangen, die 

folgenden Bedingungen ganz oder teilweise derart genugt, daB die Definitionsmenge 

und/oder die Bildmenge D endlich sind und hinreichend viele Elemente, insbesondere 

mindestens 254 Elemente aufweisen und/oder daB die Menge aller zulassigen Schlussel 

hinreichend machtig ist und bevorzugt mindestens 266 viele Elemente aufweist. 

4. Verfahren nach einem der Anspruche 1 bis 3, dadurch gekennzeichnet, daB 

die Funktion fk(CJ eine zufallige Funktion (random function) derart ist, daB bei beliebigem 

vorgegebenem Argument x aus der Definitionsmenge D die Wahrscheinlichkeit, ein 

bestimmtes Element y aus D als Ergebnis der Funktionsauswertung zu erhalten, unge­

fahr gleich 1 /ID I ist, wobei bevorzugt zufallig und/oder gleichverteilt ein Schlussel k(C) 

aus der Menge aller moglichen Schlussel ausgewahlt wird. 

5. Verfahren nach einem der Anspruche 1 bis 4, dadurch gekennzeichnet, da8 

bei Kenntnis einer Folge von Werten Xo, x 1, •.... , Xn aus der Definitionsmenge D, wobei 

X;+ 1 = fkcq(x;) fur O~i<n gelte, es einem potentiellen Angreifer in der Praxis auch mit Hilfe 

leistungsfahiger Computer unmoglich ist, in vertretbarer Zeit den Schlussel k(C) zu 

bestimmen oder xn+l = fk(C)(xn) zu berechnen. 
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6. Verfahren nach einem der Anspruche 1 bis 5, dadurch gekennzeichnet, daB 

die zugrundliegende Verschlusselungsfunktion oder Entschlusselungsfunktion durch den 

geheimen Schlusselwert parametrisiert ist. 

7. Verfahren nach einem der Anspruche 1 bis 6, dadurch gekennzeichnet, daB 

auf der Rechnerseite eine Zuordnung des geheimen Schlusselwertes sowie des letzten 

vom Benutzer genutzten PaBwortes zu diesem Benutzer erfolgt. 

8. Verfahren nach einem der Anspruche 1 bis 7, dadurch gekennzeichnet, daB 

die Berechnungen auf der Rechnerseite und / oder auf der Seite des Benutzers durch­

gefuhrt werden, vorzugsweise auf einer zur Durchfuhrung des Verschlusselungsverfah­

rens ausgelegten Prozessor-Chipkarte. 

9. Verfahren nach einem der Anspruche 1 bis 8, dadurch gekennzeichnet, daB 

auf der Benutzerseite, insbesondere auf einer Chipkarte in einem gesicherten Speicher­

bereich dauerhaft der geheime Schlusselwert sowie das zuletzt von ihr benutzte PaBwort 

gespeichert sind. 

1 o. Verfahren nach einem der Anspruche 1 bis 9, dadurch ge_kennzeichnet, daB 

der geheime Startwert insbesondere mittels des Rechners, initial und zufallig erzeugt 

wird und in sicherer Umgebung in einem geheimen, von auBen nicht zuganglichen 

Speicherbereich beim Benutzer, insbesondere dessen Chipkarte, gespeichert wird. 

11. Verfahren nach einem der Anspruche 1 bis 1 O, dadurch gekennzeichnet, daB 

mittels des Rechners der zufallige, geheime Schlussetwert erzeugt wird und in einen von 

au8en nicht zuganglichen zweiten Speicherbereich des Benutzers, insbesondere dessen 

Chipkarte, geschrieben und / oder gespeichert wird. 

12. Vorrichtung zur Durchfuhrung des Verfahrens nach einem der Anspruche 1 bis 

11, dadurch gekennzeichnet, daB der Rechner (2) eine erste Einheit (4) zur Durch­

fuhrung des Verschlusselungsverfahrens enthalt und / oder eine zweite Einheit (8) zur 

Erzeugung des geheimen Startwertes enthalt. 

13. Vorrichtung nach Anspruch 12, dadurch gekennzeichnet, daB der Rechner (2) 

eine erste Speicherkomponente (10) fur den geheimen Startwert und / oder eine zweite 

Speicherkomponente (12) fur den Schlusselwert und / oder eine Datenbank (18) enthalt, 

in welcher eine Zuordnung zum jeweiligen Benutzer erfolgt, und zwar insbesondere 
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dessen geheimer Schlusselwert und / oder des letzten vom jeweiligen Benutzer benutz­

ten PaBworts gespeichert ist. 

14. Vorrichtung nach einem der Anspruche 12 oder 13, dadurch gekennzeichnet, 

daB auf der Benutzerseite ein Datentrager (6), insbesondere eine Chipkarte vorgesehen 

ist, welche eine zweite Einheit (8) zur Durchfuhrung der Verschlussetungsverfahrens 

aufweist. 

15. Vorrichtung nach einem der Anspruche 12 bis 14, dadurch gekennzeichnet, 

daB der Datentrager bzw. die Chipkarte (6) einen gesicherten ersten Speicherbereich 

(14) fur den geheimen Startwert und / oder einen zweiten gesicherten Speicherbereich 

(16) fur das zuletzt benutzte PaBwort enthalt. 

16. Vorrichtung nach einem der Anspruche 12 bis 15, dadurch gekennzeichnet, 

daB die erste Einheit (4) und/oder die erste Komponente (10) und/oder die zweite 

Komponente (12) und/oder die Datenbank {18) auf einer hochsicheren Prozessorchipkar­

te vorgesehen sind. 
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(54) Title: ELECTRONIC KEY, ESPECIALLY FOR MOTOR VEHICLES 

(54) Bezeichnung: ELEKTRONISCHER SCHLUSSEL, INSBESONDERE FUR KRAFIFAHRZEUGE 

11 

24 

22 

(57) Abstract 

The invention relates to an electronic key comprising electronic components for receiving or transmitting signals. Said components 
are integrated in a housing (20). A mechanical emergency key (30') is provided in case of an electronics failure. Said emergency key 
(30') can be inserted into a recess (27) in the housing (20) together with its key shaft (31 '). The aim of the invention is to produce a key 
which can be handled easily. To this end, one end of the housing is provided with a recess which is undercut at least in places and which 
usually prevents the inserted emergency key (30') from being pulled out. Usually, the key is in a holding position in the housing (20) with 
an essentially positive fit. However, the emergency key can be turned in the recess (27) of the housing (20) from a holding position to 
a release position (30') in which the positive fit between the widening (32') in the key (30') and the recess is eliminated in the pull-out 
direction of the emergency key. 
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(57) Zusammenfassung 

Bei einem eletronischen Schliissel sind elektronische Bauteile zum Aussenden bzw. Empfangen von Signalen in ein Gehliuse (20) 
integriert. Wenn die Elektronik versagt, ist ein mechanischer Notschliissel (30') vorgesehen, der mit seinem Schliisselschaft (31 ') in eine 
Aufnahme (27) im Gehliuse (20) einsteckbar ist. Um einen bequem zu handhabenden Schlulssel zu entwickeln, wird vorgeschlagen, <las 
eine Gehauseende mit einem Ausbruch zu versehen, der wenigstens bereichsweise hinterschnitten ist und normalerweise, bei eingestecktem 
Notschliissel (30') eine Herausziehbewegung verhindert. Normalerweise befindet sich der SchUissel in einer im wesentlichen formschliissigen 
Haltelage im Gehliuse (20). Der Notschltissel ist aber in der Aufnahme (27) des Gehauses (20) aus einer Haltelage in eine Loselage 
(30') verdrehbar, in welcher der Formschluss zwischen einer Verbreiterung (32') im Schliissel (30') und dem Ausbruch in Richtung der 
Herausziehbewegung des Notschlussels beseitigt ist. 
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Elektronischer Schlussel, insbesondere fiir Kraftfahrzeuge 

Die Erfindung richtet sich auf einen Schlussel der im Oberbegriff des Anspruches 1 

angegebenen Art. Dieser ist nicht nur als elektronischer Schlussel ausgebildet, 

sondern umfasst auch einen mechanischen Notschh.issel. Der Notschliissel dient dazu 

um bei Ausfall der Elektronik das Schloss mechanisch offnen zu konnen. 

Bei dem bekannten SchlUssel dieser Art hat das Gehause des elektronischen 

Schliissels eine Aufnahme fur den Notschliissel. Im Gebrauchsfall lasst sich der 

Notschlii.ssel an einer als Schliisselkopf fungierenden Verbreiterung od. dgl. erfassen. 

Ein Problem besteht darin, die Einstecklage des Notschlilssels in der Aufnahme zu 

sichern. Diese Sicherung soll aber nicht die Handhabung des Notschli.issels beim 

Einstecken und Herausziehen behindern. 

Der Erfindung liegt die Aufgabe zugrunde, einen bequem zu handhabenden Schlussel 

zu entwickeln, der im Gehause im Einsteckfall zuverlassig gehalten wird. Dies wird 

erfindungsgema.B durch die im Kennzeichen des Anspruches 1 angegebenen 

J\,faf3nahmen erreicht, denen folgende besondere Bedeutung zukommt. 

Die Verbreiterung des Schlussels dient zweckma.Bigerweise auch als Handhabe des 

Notschliissels und besteht in der Regel aus einen Schhisselkopf. Es versteht sich, 
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dass eine solche Verbreiterung nicht die Funktion der Handhabe vom Notschliissel 

haben muss. Der Einfachheit wegen soll nachfolgend diese Verbreiterung aber stets 

mit ,,Schliisselkopf' bezeichnet werden. Beziiglich des Gehauses lasst sich der 

Schlusselkopf zwischen zwei zueinander drehversetzten Lagen uberfiihren, namlich 

einer seine Position im Gehause sichernden Haltelage und einer seine Entnahme aus 

dem Gehause ermoglichenden Loselage. In der Haltelage Iiegt ein Formschluss vor, 

wo die Verbreiterung bzw. der Schlilsselkopf wenigstens bereichsweise in einem 

Ausbruch des einen Gehauseendes sich befindet. In der Haltelage ist ein 

Herausziehen des Notschliissels aus dem Gehause nicht moglich. Das Herausziehen 

ist aber schnell und bequem ausfiihrbar, weil der Schlusselkopf in einer im 

wesentlichen senkrecht zur Ebene des Ausbruchs liegenden Richtung nicht vom 

Gehause iiberdeckt ist und in die demgegenuber verdrehte Loselage bewegt werden 

kann. Diese Bewegung erfolgt als Drehung um eine in Langsrichtung des 

Schliisselschafts verlaufende Drehachse. In der Loselage ist der Schlilsselkopf nicht 

mehr formschhissig erfasst. Dann ist eine translatorische Bewegung des 

Notschlilssels im Sinne eines Herausziehens moglich. Das Herausziehen des 

Notschlilssels aus dern Gehause in der Loselage erfolgt also in einer drehversetzten 

Ebene bezuglich der vorausgehend in der Haltelage bestehenden Position zwischen 

Gehause und Schliisselkopf. 

Diese Bewegung der Bauteile beim Kuppeln und Entkuppeln lasst sich als 

,,Einrenkbewegung" beschreiben. Die Verbreiterung des Schlussels bzw. der zu 

seiner Handhabung dienende Schltisselkopf konnen eine ausreichend groBe Flache 

aufweisen, ohne die Sicherungsfunktion in der Haltelage zu gefahrden. Dadurch ist 

die Handhabung sowohl beim Kuppeln als auch Entkuppeln und schlieBlich bei der 

Schlusselbetatigung erleichtert. Dies gilt insbesondere wenn man den Schliisselkopf 

und das Gehause plattenartig ausbildet, die in der Haltelage einen bundigen 

Ubergang der AuBenflachen dieser Bauteile gewahrleisten. Storende Kanten oder 

Vorsprilnge liegen nicht vor. Daher ist die Aufbewahrung des Schlussels in der 

Hosentasche der Bedienungsperson besonders angenehm. 
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Weitere MaBnahmen und Vorteile der Erfindung ergeben sich aus den 

Unteranspriichen, der nachfolgenden Beschreibung und den Zeichnungen. In den 

Zeichnungen ist die Erfindung in einem Ausfilhrungsbeispiel dargestellt. Es zeigen: 

Fig. 1 

Fig. 2, 

Fig. 3 + 4 

Fig. 5, 

Fig. 6, 

Fig. 7, 

Fig. 8, 

eme Draufsicht auf das Gehause des elektronischen Schhissels 

mit eingestecktem Notschltissel, 

schematisch, einen Langsschnitt <lurch das Gehause von Fig. 1, 

zwei Querschnitte <lurch das Gehause von Fig. 1 und 2 langs der 

Schnittlinien III - III bzw. IV - IV, 

m einer der Fig. 4 entsprechenden Darstellung, die Lage der 

Bauteile von Fig. 4 in einer anderen, drehversetzten Lage, 

in einer der Fig. 2 entsprechenden Darstellung, nachdem der 

Notschlussel aus dem Gehause entnommen worden ist, 

in Draufsicht, den aus dem Gehause entnommenen Notschliissel 

und 

in perspektivischer, gestreckter Position eine flexible Leiterplatte 

zur Aufnahme elektronischer Bauteile, die in gefaltetem Zustand 

im Gehause untergebracht wird. 

Der erfindungsgema.Be Schlussel umfasst eme Kombination aus dem eigentlichen 

elektronischen Schlussel l O und einem mechanischen Notschlussel 3 0. Der 

elektronische Schlussel 10 kann iiber eine groBere Entfernung auf ein nicht naher 

gezeigtes, an ein Kraftfahrzeug angeordnetes Schloss durch codierte Signale 15 

wirken. Dazu besitzt das Gehause 20, das aus mehreren Gehauseteilen 21 bis 24 

zusammengesetzt sein kann, geeignete elektronische Bauteile 11 und 

IPR2022-00412 
Apple EX1043 Page 361



WO 00/36252 4 PCT/EP99/092Sl 

Betatigungsstellen 13, 14, die dieses Signal 15 generieren und, gegebenenfalls im 

Dialog, an die entsprechende komplementare Sende- und Empfangseinrichtung 1m 

Fahrzeug weiterleiten. Im Erfolgsfall, wenn die Codierung der Signale 15 akzeptiert 

wird, wird ein nicht naher gezeigtes elektronisches oder elektromechanisches Schloss 

wirksam gesetzt. Im Bereich dieser Betatigungsstellen 11 bis 14 sind Mikroschalter 

1 7 angeordnet, die aus Fig. 8 erkennbare Schaltglieder 62 aufweisen. Diese sitzen, 

zusammen mit den Bauteilen 11 auf einer vorzugsweise auch elektrische 

Leiterbahnen aufweisende Folie 60, die in Fig. 8 gezeigt ist. Diese Folie 60 kann 

stellenweise Dellen 61 aufweisen, in welchen manche der Elemente 11 bzw. Glieder 

62 versenkt angeordnet sind. Die Folie 60 lasst sich falten und in einen mehr oder 

weniger zylindrischen Raum im Inneren des Gehauses 20 unterbringen. Das Gehause 

20 ist langssymmetrisch aufgebaut beziiglich seiner in Fig. 1 dargestellten 

Langsmitte 16. Das Gehause 20 ist plattenformig gestaltet, wie aus 63 in Fig. 4 zu 

ersehen ist und bestimmt eine in Fig. 4 strichpunktiert angedeutete Mittenebene 18. 

Der grundsatzliche Aufbau des Notschliissels 30 ergibt sich aus Fig. 7. Diese umfasst 

den Schliisselschaft 31 mit nicht naher gezeigten profilierten Einschnitten bzw. 

Bahnen fur entsprechende Steuermittel im Schloss. An seinem au13eren Ende befindet 

sich eine Verbreiterung, die einstuckig oder mehrstuckig gegeniiber dern 

Schliisselschaft 31 sein kann. Im vorliegenden Fall besteht sie aus einem 

Schlusselkopf 32 aus Kunststoff. Der Schliisselschaft 31 besitzt ein Flachprofil 50, 

das vorzugsweise aus Metall besteht. Auch der Schlusselkopf 32 bestimrnt eine <lurch 

die Punktlinie 3 8 in Fig. 4 verdeutlichte Mittenebene 3 8. Das Flachprofil 5 0 des 

Schlusselschafts 31 ist, wie aus Fig. 4 hervorgeht, gegenuber dem vorzugsweise 

symmetrischen Querschnittsprofil des Schliisselkopfs 32, ausweislich der 

strichpunktiert eingezeichneten Querschnittsebene 50 um einen Winkel 39 beziiglich 

dieser Mittenebene 38 verkippt. Sowohl der Urnriss des Gehauses 20 als auch der des 

Schlusselkopfes 32 sind zwar plattenartig 63, 64, gemaB Fig. 4, ausgebildet, konnen 

aber in sich profiliert sein. Normalerweise befindet sich der Notschliissel 3 0 in seiner 

aus Fig. 1 bis 4 gezeigten Ruheposition, die nachfolgend kurz ,,Haltelage" des 

Notschliissels bezeichnet werden soll. In diesem Fall liegt die Mittenebene 18 des 
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Gehauses 20 im wesentlichen hohengleich mit der Mittenebene 3 8 des 

Schliisselkopfs 32. 

Wie am besten aus Fig. 6 zu entnehmen ist, besitzt <las hintere Gehauseende 28 einen 

Ausbruch 40, der hier als Gabeloffnung ausgebildet ist. Dadurch entstehen den 

Ausbruch 40 begrenzende Gabelschenkel 41, 42. Die den Ausbruch 40 nach innen 

begrenzende Endwand 26 ist mit einer Aufnahme 27 for den bereits beschriebenen 

Schhisselschaft 31 des Notschliissels 30 versehen, wenn die Haltelage 30 gemaJ3 Fig. 

1 bis 4 vorliegt. Die Aufnahme 27 entsteht hier <lurch einen mit der Endwand 26 

einstiickigen Kocher 25, der einen Innengehause bildet und sich in diesem 

Ausftihrungsbeispiel in der bereits genannten Langsmitte 16 des Gehauses 20 

befindet. In der Haltelage gema.B Fig. 1 bis 4 ist der Notschliissel 30 in seiner 

Einstecklage in der Aufnahme 27 zunachst gesichert und lasst sich nicht ohne 

weiteres im Sinne des Pfeils 47 von Fig. 2 herausziehen. Dazu werden folgende 

besondere MaBnahmen vorgeschlagen. 

Der Ausbruch 40 ist wenigstens stellenweise bei 43, 44 hinterschnitten. Im 

vorliegenden Fall wird dies an den beiden Schenkeln 41, 42 <lurch mehr oder weniger 

konvergent aufeinander zu laufende Innenflachen 43, 44 der beiden Schenkel 41, 42 

erreicht. Dadurch kommt es wenigstens punktuell zu einem Formschluss zwischen 

den einen Hinterschnitt 45, 46 gemiiB Fig. 6 erzeugenden Schenkeln 41, 42 einerseits 

und dem Schhisselkopf 32 andererseits. In dieser Haltelage befindet sich der 

Schlilsselkopf 32 in einer rnoglichst bundigen Position zum Gehause 20, wie durch 

die bereits erwahnte iibereinstimmende Hohenlage der Mittenebene 18, 38 der beiden 

Plattenformen 63, 64 von Fig. 4 zu entnehmen ist. Zur zusatzlichen Sicherung der 

Haltelage von Fig. 1 bis 4 konnen an den Beruhrungsstellen der Schenkel 41, 42 und 

im Umfangsbereich zusammenwirkende Rastelemente 51, 52 vorgesehen sein, z.B. 

ein Vorsprung 51 und eine Vertiefung 52, wie aus Fig. 3 und 5 zu entnehmen ist. Es 

ist eine Art Einrenkverbindung erforderlich, um den Notschliissel 30 aus dem 

Gehiiuse 20 im Sinne des Pfeils 47 herausziehen zu konnen. Dies soll anhand der Fig. 

5 naher erlautert werden. 
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Die Aussparung 40 im Gehause 20 ist nach oben bzw. unten offen, weshalb eine 

Drehung des Schliisselkopfes aus seiner Haltelage im Sinne des Pfeils 49 der Fig. 3 

bis 5 moglich ist. Diese Drehung erfolgt um eine Drehachse 19, die im vorliegenden 

Fall mit der erwahnten Gehauselangsmitte 16 zusammenfallt. Man erreicht so die aus 

Fig. 5 erkennbare andere Lage der Bauteile 20, 30', die aus guten Grunden 

nachfolgend als ,,Loselage" des Notschli.issels bezeichnet werden soil. In dieser 

Loselage 30' liegt nicht mehr der vorgeschriebene Formschluss vor. Jetzt lasst sich 

der Notschlussel 30' im Sinne der bereits mehrfach erwahnten Pfeile 47 

herausziehen. Eine Kollision der Bauteile 20, 30' findet dann nicht mehr statt. Die 

vorerwahnte Drehung 49 kann <lurch Endanschlage 53, 54 im Inneren der Aufnahme 

27 begrenzt sein. Im vorliegenden Fall ist der Kippwinkel 39 von Fig. 4 etwa nur 

halb so groB wie der Drehwinkel 48, bezogen auf die Mittenebene 16 vom Gehause 

20. 

GemaJ3 Fig. 1 ist der Notschli.issel 3 0 mit einem iiberraschend groBen Schli.isselkopf 

32 versehen, der, zwecks besserer Deutlichkeit, in Punktschraffur dargestellt ist. Das 

lasst eine bequeme Handhabung sowohl bei der vorbeschriebenen Entnahme 47 als 

auch bei der spateren Drehbetatigung des Notschli.issels 30 im Schloss zu. Der 

Schli.isselkopf 32 kann sogar mit einem Reststiick 59 iiber die auBerste Begrenzung 

des Gehauses 10 an den Enden der beiden Schenkel 41, 42 in der Haltelage 

herausragen. 

Der Formschluss zwischen der Aussparung 40 und dem Notschli.issel 40 kommt also 

bei der Erfindung <lurch axiale Abstiitzung und gegebenenfalls <lurch radiale 

Drehanschlage im Bereich des Schliisselkopfs 32 zustande. Statt des Schliisselkopfs 

3 2 konnten auch Verbreiterungen im S chlusselschaft 31 od. dgl. genutzt werden. 

Gunstig ist es hier for eme Flachenberuhrung zu sorgen, weshalb die 

vorbeschriebenen Innenflachen 43, 44 der beiden Schenkel 41, 42 der Drehung 49 

entsprechende Rundungen aufweisen und mit moglichst engen Fugen mit einem 

entsprechenden Gegenprofil bei 33, 34 des Schli.isselkopfs 32 zu liegen kommen. Im 
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vorliegenden Fall sind die beiden einander gegeniiberliegenden Kopfseitenflachen 

33, 34 im Sinne der Hilfslinien 35, 36 von Fig. 7 in Richtung auf das freie Kopfende 

3 7 sich im wesentlichen linear verjiingt. Dazu ergibt sich ein Formschluss durch 

Flachenberuhrung zwischen 33, 43 einerseits und 34, 44 andererseits. Wegen der 

Drehung 49 zum Entkuppeln und, wie sich zeigen wird, auch beim Kuppeln, konnte 

aber der Hintergriff der Bauteile 20, 30 in der Haltelage auch an anderen Stellen 

wirksam werden, z.B. am freien Kopfende 37. Wegen des guten Hintergriffs lasst 

sich der in der Haltelage befindliche Notschliissel 30 auch durch groBe axiale Krafte 

im Sinne der Herausziehpfeils 47 nicht entfernen. Der Notschliissel ist in seiner 

Haltelage 30 so zuverlassig in seinem Ausbruch 40 gegeniiber im Herausziehsinne 

wirkende Krafte positioniert, dass sein Schliisselkopf 32 ohne weiteres mit einem 

Aufuangeloch 56 fur Schliisselanhanger od. dgl. versehen sein kann. 

Die vorbeschriebene Einrenkbewegung findet im umgekehrten Sinne statt, wenn man, 

ausgehend von einem entnommenen Notschliissel wieder in die Aussparung des 

Gehauses 20 von Fig. 6 im Sinne des Pfeils 58 von Fig. 6 in das Gehause 20 

einstecken will. In diesem Fall befindet sich der Notschliissel zunachst in seiner 

Loselage 30' auJ3erhalb des Gehauses 20 und wird dann, im Sinne des Pfeils 58 von 

Fig. 6, in die Aufnahme 27 hineingeschoben, bis durch axiale Anschlage die 

Endposition erreicht ist. Dann wird der Notschliissel in Gegenrichtung zum Drehpfeil 

49 in seine Haltelage 30 von Fig. 3 bzw. 4 zuriickgefiihrt. 

Das Gehause 20 besteht, wie bereits erwiihnt wurde, aus mehreren Gehauseteilen 21 

bis 24. Sie umfassen eine im mittleren Bereich angeordnete Oberschale 21 und 

Unterschale 22 und zwei Seitenteile 23, 24. Die Seitenteile werden von Nocken 57 

od. dgl. durchgriffen, die an der Ober- bzw. Unterschale 21, 22 sitzen und fur einen 

Zusammenhalt dieser Gehauseteile sorgen. Der Ausbruch 40 erfolgt durch 

Verlangerungen der Gehauseseitenteile 23, 24 ilber das Ende der Ober- und 

Unterschale 21, 22 hinaus, wodurch die bereits erwahnten Gabelschenkel 41, 42 

entstehen. Das vordere Gehauseende 29 wird von der zusammengefilgten Ober- und 

Unterschale 21, 22 gebildet und weist bei 65 von Fig. 2 eine stumpfe Form auf. An 
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diesem vorderen Gehauseende 29 beginnen die beiden Seitenteile 23, 24 in einem 

Axialabstand 66 gegeni.iber der stumpfen Front 65. 
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Bezugszeichenliste 

1 O elektronischer Schlussel 

11 elektronische Bauteile 

12 erste Betatigungsstelle von 10 

13 zweite Betatigungsstelle van 10 

14 dritte Betatigungsstelle von 10 

15 Signal van 10 

16 Gehauselangsrichtung, Langsmitte 

17 Mikroschalter 

18 Mittelebene van 20, Gehauseebene 

19 Drehachse fur 3 0 in 3 0' 

20 Gehause, Gesamtgehause 

21 Oberschale van 20 

22 Unterschale van 20 

23 erster Seitenteil von 20 

24 zweiter Seitenteil von 20 

25 Kocher fur 31 in 20 

26 Endwand von 25 zwischen 21, 22 

27 Aufnahme in 25 fur 31 

28 hinteres Gehauseende von 20 

29 vorderes Gehauseende von 20 

30 Notschlti.ssel (Haltelage; gesichert) 

30' Loselage von 30 

31 Schli.isselschaft von 30 (Haltelage) 

31' Loselage von 31 bei 30< 

32 Schhisselkopf van 30 (Haltelage) 

32' Loselage von 32 

33 Gegenprofil fur 43 an 32 (Fig. 7), erste Kopfseitenflache von 32 

34 Gegenprofil for 44 an 32 (Fig. 7), zweite Kopfseitenflache von 32 
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3 5 V erjiingung von 3 3 

3 6 Verjiingung von 34 

37 freies Kopfende von 32 

3 8 Ebene des Schltisselkopfs, Mittenebene von 3 2 (in Haltelage, Fig. 4) 

38' Loselage von 38 (Fig. 5) 

39 Kippwinkel zwischen 31, 38 

40 Ausbruch in 28, Gabeloffnung 

41 erster Schenkel von 23, Gabelschenkel 

42 zweiter Schenkel von 24, Gabelschenkel 

43 Innenflache von 41 

44 Innenflache von 42 

45 Winkel des Hinterschnitts von 43 

46 Winkel des Hinterschnitts von 44 

47 translatorischer Herauszieh-Pfeil von 30' 

48 Drehwinkel zwischen 30, 30' 

49 Drehpfeil von 3 0 

50 Flachprofil von 31 

51 erstes Rastelement an 33, 34, Vorsprung 

52 zweites Rastelernent an 43, 44, Vertiefung 

53 erster Drehanschlag in 27 fur 31 

54 zweiter Drehanschlag in 27 fur 31' 

55 Ebene von 50 

56 Aufhangeloch in 32 (Fig. 7) 

57 seitlicher Nocken an 22 bzw. 21 fiir 23 bzw. 24 

58 translatorischer Pfeil der Einsteckbewegung von 30' (Fig. 6) 

59 herausragendes Reststuck von 32 (Fig. 1) 

60 Foliein12undl7 

61 Delle in 60 fiir 1 7 

62 Schaltglied an 17 (Fig. 8) 

63 Plattenform von 20 (Fig. 4) 

64 plattenartige Form von 32 (Fig. 4) 
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65 stumpfe Front von 29 

66 Axialabstand von 23, 24 gegenuber 29 (Fig. 1) 
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Patentanspruche 

1.) Elektronischer Schlussel (10), insbesondere fur Kraftfahrzeuge, mit emem 

Gehause (20), <las elektronische Bauteile (11) aufnimmt und zum Aussenden 

bzw. Empfangen von Signalen (15) zum \Virksamsetzen eines zugehorigen 

elektronischen oder elektromechanischen Schlosses beinhaltet, 

mit einem mechanischen Notschlussel (30), der mit seinem Schlusselschaft 

(31) in eine Aufnahme (27) des Gehauses (20) einsteckbar und im Einsteckfall 

im Gehause gesichert ist, wobei der Notschhissel (30) mit einer Verbreiterung 

(32) versehen ist, 

dadurch gekennzeichnet, 

<lass das eine Gehauseende (28) einen Ausbruch ( 40) aufweist, der wenigstens 

bereichsweise hinterschnitten ( 45, 46) ist und normalerweise, bei 

eingestecktem N otschlussel (30) seine Herausziehbewegung ( 4 7) verhindert, 

wobei der Schlilsselkopf sich in einer 1m wesentlichen formschlussigen 

Haltelage (30) im Gehause (20) befindet 

und <lass der Notschliissel in der Aufnahme (27) des Gehauses (20) aus dieser 

Haltelage (30) in eine Loselage (30') verdrehbar ist, in welcher der 

Formschluss zwischen der Verbreiterung (32') und dem Ausbruch ( 40) rn 

Richtung der Herausziehbewegung (47) des Notschlo.ssels beseitigt ist. 

2.) Schlussel nach Anspruch 1, dadurch gekennzeichnet, <lass die Verbreiterung 

im Notschlussel (30) aus der zur Schlilsselbetatigung dienenden Handhabe, 

wie einem Schliisselkopf (32), besteht. 
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3.) Schlussel nach Anspruch 1 oder 2, dadurch gekennzeichnet, dass der Ausbruch 

( 40) wenigstens auf seiner einen Seite van einern Schenkel ( 41; 42) begrenzt 

ist und der Schenkel ( 41; 42) auf der dern Ausbruch ( 40) zugekehrten 

Innenflanke (43; 44) den Hinterschnitt (45; 46) aufweist 

und <lass der Schhisselkopf (32) mit semer der Innenflanke ( 43; 44) vom 

Gehauseschenkel (41, 42) zugekehrten Kopfseitenflache (33; 34) sich zum 

freien Kopfende (37) hin rnindestens bereichsweise verjiingt und in der 

Haltelage (30) des Notschliissels sich mindestens stellenweise am 

Gehauseschenkel ( 41; 42) absti.itzt. 

4.) Schlussel nach einem der Anspruche 1 bis 3, dadurch gekennzeichnet, dass der 

Schlusselkopf (32) und das Gehause (20) plattenartig (63; 64) ausgebildet 

sind, wobei die Plattenform jeweils zwei Mittenebenen ( 18, 3 8) bestimmt, 

und dass die Mittenebene (18, 38) in der Haltelage zwar im wesentlichen 

rniteinander fluchten, aber in der Loselage die beiden Ebenen (18, 3 8 ') 

zueinander drehversetzt ( 48) sind. 

5.) Schlussel nach einem der Anspruche 1 bis 4, dadurch gekennzeichnet, <lass 

zwischen dem Schliisselkopf (32) und dem Ausbruch ( 40) im Gehause (30) 

Rastelemente angeordnet sind, welche die Haltelage (30) gegeniiber 

Drehungen ( 49) sichern. 

6.) Schlussel nach einem der Anspriiche 1 bis 5, dadurch gekennzeichnet, dass in 

der Aufnahme des Gehauses Drehanschlage (53; 54) vorgesehen sind, welche 

IPR2022-00412 
Apple EX1043 Page 371



WO 00/36252 14 PCT /EP99/09251 

die Position des Schlusselschafts in der Haltelage (31) und/oder der Loselage 

(31 ') bestimmen und die Drehung ( 49) des Schliisselschafts zwischen die sen 

beiden Lagen (31; 31 ') begrenzen. 

7.) Schlussel nach einem der Ansprtiche 1 bis 6, dadurch gekennzeichnet, dass der 

S chl ii sselschaft (3 1) ein Flachprofil ( 5 0) aufweist, 

<lass der Schhisselkopf (32) des Notschliissels (30) ein vorzugsweise 

symmetrise hes Querschnittsprofil besitzt, welches die Mittenebene (3 8) im 

Schlusselkopf (32) bestimmt, 

und <lass die Ebene (55) vom Flachprofil (50) des Schlilsselschafts (31) 

gegenuber der Mittenebene (38) im Schlilsselkopf (32) gegenilber jener 

Drehachse (19) verkippt (39) ist, welche die Drehung (49) des Notschhissels 

zwischen der Haltelage (30) und der Loselage (30') bestimmt. 

8.) Schlussel nach Anspruch 7, dadurch gekennzeichnet, dass der Kippwinkel (39) 

zwischen der Flachprofilebene (55) des Schhisselschafts (31) und der 

Mittenebene (38) vom Schli.isselkopf (32) annahernd gleich dem halben 

Drehwinkel ( 48) des Schlilsselschafts zwischen dessen Ruhelage (31) und 

Loselage (3 1 ') ist. 

9.) Schlussel nach einem oder mehreren der Anspriiche 1 bis 8, dadurch 

gekennzeichnet, dass die Aufnahme (27) fur den Schhisselschaft (31) im 

Gehause aus einem Kocher (25) eines Innengehauses besteht. 
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10.) Schlussel nach Anspruch 9, dadurch gekennzeichnet, dass das Innengehause 

zwischen einer Oberschale (21) und einer Unterschale (22) eines mehrteiligen 

Gesamtgehauses (20) angeordnet ist. 

11.) Schlussel nach einem der Anspriiche 1 bis 10, dadurch gekennzeichnet, dass 

der Schenkel ( 41, 42) des Ausbruches ( 40) aus dem Endstiick eines den 

Langsrand des Gesamtgehauses (20) erzeugenden Gehauseseitenteils (23) bzw. 

(24) gebildet wird. 

12.) Schlussel nach Anspruch 11, dadurch gekennzeichnet, dass seitliche Nocken 

(57) od. dgl. die Ober- und Unterschale (21, 22) des Gesamtgehauses (20) mit 

dem bzw. den Gehauseseitenteilen ( 43; 24) verbinden. 

13.) Schlussel nach einem der Anspriiche 1 bis 12, dadurch gekennzeichnet, <lass 

die Aufnahme (27) im wesentlichen in der Langsmitte (16) des Gehauses (20) 

angeordnet ist 

und <lass die Langsmitte (16) eine Symmetrieachse des Gehauses (20) 

bestimmt. 

14.) Schlussel nach einem der Anspriiche 1 bis 13, dadurch gekennzeichnet, dass 

das hintere Gehauseende (28) gegabelt (40) ist und 

dass der Ausbruch im Gehause (20) aus einer Gabeloffnung ( 40) besteht, die 

beidseitig van zwei sie begrenzenden Gabelschenkeln ( 41; 42) eingefasst ist. 
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15.) Schlussel nach Anspruch 14, dadurch gekennzeichnet, dass die beiden 

Gabelschenkeln ( 41; 42) an ihren einander zugekehrten Innenflanken ( 43; 44) 

jeweils einen zueinander gegensinnigen Hinterschnitt (45; 46) for den 

Schlusselkopf (32) des Notschlilssels (30) aufweisen. 

I 6.) Schlussel nach einem der Anspriiche I bis I 5, dadurch gekennzeichnet, <lass 

die elektronischen Bauteile (11) auf einer als flexibe Leiterplatte dienenden 

Folie (60) sitzen 

und dass, - im Querschnitt gesehen -, diese Folie (60) in emer C-artigen 

Krummung um die in Gehauselangsrichtung (16) sich erstreckende Aufnahme 

(27) verlauft. 

17.) Schlussel nach Anspruch 16, dadurch gekennzeichnet, dass die F olie ( 60) 

stellenweise Dellen (61) aufweist, in denen Mikroschalter (17) positioniert 

sind, 

und dass die Schaltglieder (62) an den Mikroschaltern (17) bei gekrummter 

Folie (60) mit den Betatigungsstellen (12, 13, 14) auf der AuBenseite des 

Gehauses (20) ausgerichtet sind. 
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USB-COMPLIANT PERSONAL KEY WITH 

INTEGRAL INPUT AND OUTPUT DEVICES 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to computer peripherals, and in particular to a 

personal key having input and output devices integrated therewith to provide for 

15 increased security. 

2. Description of the Related Art 

In the last decade, the use of personal computers in both the home and in the 

office have become widespread. These computers provide a high level of 

20 functionality to many people at a moderate price, substantially surpassing the 

performance of the large mainframe computers of only a few decades ago. The trend 

is further evidenced by the increasing popularity oflaptop and notebook computers, 

which provide high-perfommnce computing power on a mobile basis. 

The widespread availability of personal computers has had a profound impact 

25 on interpersonal communications as well. Only a decade ago, telephones or fax 

machines offered virtually the only media for rapid business communications. Today, 

a growing number of businesses and individuals communicate via electronic mail 
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(e-mail). Personal computers have also been instrumental in the emergence of the 

Internet and its growing use as a medium of commerce. 

While certainly beneficial, the growing use of computers in personal 

communications, commerce, and business has also given rise to a number of unique 

5 challenges. 

First, the growing use of computers has resulted in extensive unauthorized use 

and copying of computer software, costing software developers substantial revenue. 

Although unauthorized copying or use of software is a violation of the law, the 

widespread availability of pirated software and enforcement difficulties have limited 

Io the effectiveness of this means of preventing software piracy. 

Software developers and computer designers alike have sought technical 

solutions to attack the problem of software piracy. One solution uses an external 

device known as a hardware key, or "dongle" coupled to an input/output (VO) port of 

the host computer. 

15 While the use of such hardware keys is an effective way to reduce software 

piracy, to date, their use has been substantially limited to high value software 

products. Hardware keys have not been widely applied to popular software packages, 

in part, because the hardware keys are too expensive, and in part, because there is a 

reluctance on the part of the application program user to bother with a hardware key 

20 whenever use of the protected program is desired. Also, in many cases, the hardware 

keys are designed for use with only one application. Hence, where the use of multiple 

applications on the same computer is desired, multiple hardware keys must be 

operated at the same time. 

While it reflects a tremendous advance over telephones and facsimile 

25 machines, e-mail also has its problems. One of these problems involves security. 

Telephone lines are relatively secure and a legally sanctioned way to engage in the 

private transmission of information, however, e-mails arc generally sent over the 

Internet with no security whatsoever. Persons transmitting electronic messages must 

be assured that their messages are not opened or disclosed to unauthorized persons. 
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Further, the addressee of the e1ectronic message should be certain of the identity of the 

sender and that the message was not tampered \Vith at some point during transmission. 

Although the packet-switching nature oflntemet communications helps to 

minimize the risk of intercepted communications, it would not be difficult for a 

5 detennined interloper to obtain access to an unprotected e-mail message. 

Many methods have been developed to secure the integrity of e1ectronic 

messages during transmission. Simple encryption is the most common method of 

securing data. Both secret key encryption such as DES (Data Encryption Standard) and 

public key encryption methods that use both a public and a private key are implemented. 

lo Public and private key encryption methods allow users to send Internet and e-mail 

messages without concern that the message will be read by unauthorized persons or that 

its contents will be tampered with. However, key cryptographic methods do not protect 

the receiver of the message, because they do not allow the recipient to authenticate the 

validity of the public key or to validate the identity of the sender of the electronic 

15 message. 

The use of digital certificates presents one solution to this problem. A digital 

certificate is a signed document attesting to the identity and public key of the person 

signing the message. Digital certificates allow the recipient to validate the authenticity of 

a public key. However, the typical user may use e-mail to communicate with hundreds 

20 of persons, and may use any one of several computers to do so. Hence, a means for 

managing a number of digital certificates across several computer platfonns is needed. 

Internet commerce raises other challenges. Users seeking to purchase goods or 

services using the Internet must be assured that their credit card numbers and the like are 

safe from compromise. At the same time, vendors must be assured that services and 

25 goods are delivered only to those who have paid for them. In many cases, these goals 

are accomplished with the use of passwords. However, as Internet commerce becomes 

more commonplace, customers are finding themselves in a position where they must 

either decide to use a small number of passwords for all transactions, or face the 

daunting task of remembering multiple passwords. Using a small number of passwords 

30 for all transactions inherently compromises security, since the disclosure of any of the 
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passwords may lead to a disclosure of the others. Even the use of a large number of 

passwords can lead to compromised security. Because customers commonly forget their 

password, many Internet vendors provide an option whereby the user can be reminded of 

their password by providing other personal infom1ation such as their birthplace, mother's 

5 maiden name, and/or social security number. This feature, while often necessary to 

promote Internet commerce, severely compromises the password by relying on "secret" 

information that is in fact, publicly available. 

Even in cases where the user is willing and able to keep track of a large number 

of passwords, the password security technique is often compromised by the fact that the 

Io user is inclined to select a password that is relatively easy to remember. It is indeed rare 

that a user selects a truly random password. What is needed is a means for generating 

and managing random passwords that can be stored and recalled for use on a wide 

variety of computer platforms. 

Internet communications have also seen the increased use of "cookies." Cookies 

15 comprise data and programs that keep track of a user's patterns and preferences that 

can be downloaded from the Internet server for storage on the user's computer. 

Typically, cookies contain a range of addresses. When the browser encounters those 

addresses again, the cookies associated with the addresses are provided to the Internet 

server. For example, if a user's password were stored as a cookie, the use of the 

20 cookie would allow the user to request services or goods without requiring that the 

user enter the password again when accessing that service for the second and 

subsequent time. 

However beneficial, cookies can also have their dark side. Many users object 

to storage of cookies on their computer's hard drive. In response to these concerns, 

25 Internet browser software allows the user to select an option so that they are notified 

before cookies are stored or used. The trouble with this solution is that this usually 

results in an excessive number of messages prompting the user to accept cookies. A 

better solution than this all-or-nothing approach would be to allow the storage and/or 

use of cookies, but to isolate and control that storage and use to comply with user-

30 specified criteria. 
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Smartcard provide some of the above mentioned functionality, but smartcards 

do not present an ideal solution. First, personal keys are only valuable to the user if 

they offer a single, \Vidcly accepted secure repository for digital certificates and 

passwords. Smartcard readers are relatively expensive, and are not in wide use, at 

5 least in the United States, and are therefore unsuited to the task. 

Second, smartcards do not provide for entering data directly into the card. 

This opens the smartcard to possible sniffer modules in malicious software, which can 

monitor the smartcard-reader interface to determine the user's personal identification 

or password information. This problem is especially problematic in situations where 

10 the user is using an unknown or untrusted smartcard reader. The lack of any direct 

input device also prevents the user from performing any smartcard-related functions in 

the relatively common situation where no smartcard reader is available. 

Third, data cannot be accessed from the smartcard unless the smartcard is in 

the reader. This prevents the user from viewing data stored in the smartcard (i.e. a 

15 stored password) until a smartcard reader can be located. Given that smartcard 

readers (especially trusted ones) can be difficult to find, this substantially limits the 

usefulness of the card. Of course, the user may simply write the password down on 

paper, but this may compromise the security of all of the data in the card, and is 

inconsistent with the goal of providing a central, secure, portable repository for private 

20 data. 

25 

From the foregoing, it can be seen that there is a need for a personal key that 

allows the user to store and retrieve passwords and digital certificates without 

requiring the use of vulnerable external interfaces. 

SUMMARY OF THE INVENTION 

The present invention satisfies all of these needs with a personal key in a form 

factor that is compliant with a commonly available VO interface such as the Universal 

Serial Bus (USB). The personal key includes a processor and a memory which 

30 implement software protection schemes to prevent copying and unauthorized use. 
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The personal key provides for the storage and management of digital certificates, 

allowing the user to store all of his digital certificates in one media that is portable 

from platform to platfom1. The personal key provides for the generation, storage, and 

management of many passwords, providing additional security and relieving the user 

5 from the task of remembering multiple passwords. The personal key provides a 

means to store cookies and other Java-implemented software programs, allowing the 

user to accept cookies in a removable and secure form-factor. These features are 

especially useful when the present invention is used in a virtual private network 

(VPN). The present invention can also be used for several applications 

10 Because the personal key is capable of storing virtually all of the user's 

sensitive information, it is important that the personal key be as secure as possible. 

Hence, one embodiment of the personal key also comprises a biometric sensor 

disposed to measure biometrics such as fingerprint data. The biometric sensor 

measures characteristics of the person holding the key (such as fingerprints) to 

15 confirm that the person possessing the key is the actual owner of the key. 

Since the personal key represents a single, secure repository for a great deal of 

the data the user will need to use and interact with a variety of computer platforms, it 

is also important that the personal key be able to interface (i.e., transmit and receive 

data) with a large variety of computers and computer peripherals. Hence, one 

20 embodiment of the personal key includes an electromagnetic wave transception device 

such as an infrared (IR) transceiver. This transceiver allows the personal key to 

exchange information with a wide variety of computers and peripherals without 

physical coupling. 

The present invention is well suited for controlling access to network services, 

25 or anywhere a password, cookie, digital certificate, or smartcard might otherwise be 

used, including: 

Remote access servers, including Internet protocol security (IPSec), point 

to point tunneling protocol (PPTP}, password authentication protocol 

(PAP), challenge handshake authentication protocol (CHAP), remote 
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access dial-in user service (RADIUS), terminal access controller access 

control system (TACACS); 

Providing Extranet and subscription-based web access control, including 

hypertext transport protocol (HTTP), secure sockets layer (SSL); 

• Supporting secure online banking, benefits administration, account 

management; 

Supporting secure workflow and supply chain integration (form signing); 

Preventing laptop computer theft (requiring personal key for laptop 

operation); 

• Workstation logon authorization; 

Preventing the modification or copying of software; 

• Encrypting files; 

Supporting secure e-mail, for example, with secure multipurpose Internet 

mail extensions (S/MIME), and open pretty good privacy (OpenPGP) 

• Administering network equipment administration; and 

• • Electronic wallets, with, for example, secure electronic transaction (SET, 

MilliCent, eWallet) 

In one embodiment, the present invention comprises a compact, self-

20 contained, personal token or key. The personal key comprises a USE-compliant 

interface releaseably coupleable to a host processing device; a memory; and a 

processor. The processor provides the host processing device conditional access to 

data storable in the memory as well as the functionality required to manage files 

stored in the personal key and for performing computations based on the data in the 

25 files. In one embodiment, the personal key also comprises an integral user input 

device and an integral user output device. The input and output devices communicate 

with the processor by communication paths which are independent from the USB­

compliant interface, and thus allow the user to communicate with the processor 

without manifesting any private information external to the personal key. 

30 
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BRIEF DESCRIPTION OF THE DRAWINGS 

Referring now to the drawings in which like reference numbers represent 

corresponding parts throughout: 

FIG. 1 is a diagram showing an exemplary hardware environment for 

5 practicing the present invention; 

FIG. 2 is a block diagram illustrating selected modules of one embodiment of 

the present invention; 

FIG. 3 is a diagram of the memory resources provided by the memory of the 

personal key; 

10 FIG. 4 is a diagram showing one embodiment of how an encryption engine is 

used to authenticate the identity of the personal key or the application data stored 

therein; 

FIG. 5 is a diagram illustrating the data contents of a file system memory 

resource of an active personal key that provides authentication and specific 

15 configuration data for several application; 

FIG. 6 is a diagram presenting an illustration of one embodiment of the 

personal key; 

FIGs. 7A-7C are diagrams showing one embodiment of the personal key 

having an input device including a first pressure sensitive device and a second 

20 pressure sensitive device, each communicatively coupled the processor by a 

communication path distinct from the USE-compliant interface; 

FI Gs. 8A-8C are diagrams presenting an illustration of another embodiment of 

the present invention; 

FIG. 9 is a flow chart illustrating an embodiment of the present invention in 

25 which processor operations are subject to user authorization; and 

FIG. 10 is a flow chart illustrating an embodiment of the present invention in 

which the PIN is entered directly into the personal key. 
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

In the following description, reference is made to the accompanying drawings 

which form a part hereof, and which is shown, by way of illustration. several 

embodiments of the present invention. It is understood that other embodiments may 

5 be utilized and structural changes may be made without departing from the scope of 

the present invention. 

Hardware Environment 

FIG. 1 illustrates an exemplary computer system I 00 that could be used to 

1 o implement the present invention. The computer 102 comprises a processor 104 and a 

memory, such as random access memory (RAM) 106. The computer 102 is 

operatively coupled to a display 122, which presents images such as windows to the 

user on a graphical user interface 118B. The computer 102 may be coupled to other 

devices, such as a keyboard 114, a mouse device 116, a printer 128, etc. Of course, 

15 those skilled in the art will recognize that any combination of the above components, 

or any number of different components, peripherals, and other devices, may be used 

with the computer 102. 

Generally, the computer 102 operates under control of an operating system 108 

stored in the memory 106, and interfaces with the user to accept inputs and commands 

20 and to present results through a graphical user interface (GUI) module 118A. 

Although the GUI module l l 8A is depicted as a separate module, the instructions 

performing the GUI functions can be resident or distributed in the operating system 

108, the computer program 110, or implemented with special purpose memory and 

processors. The computer 102 also implements a compiler 112 which a11ows an 

25 application program 110 written in a programming language such as COBOL, C++, 

FORTRAN, or other language to be translated into processor 104 readable code. 

After completion, the application 110 accesses and manipulates data stored in the 

memory I 06 of the computer 102 using the relationships and logic that are generated 

using the compiler 112. The computer 102 also comprises an input/output (VO) port 

30 130 for a personal token 200 (hereinafter alternatively referred to also as a personal 
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key 200). In one embodiment, the VO port 130 is a USB-compliant port 

implementing a USB-compliant interface. 

1n one embodiment, instructions implementing the operating system 108, the 

computer program 110, and the compiler 112 are tangibly embodied in a computer-

s readable medium, e.g., data storage device 120, which could include one or more 

fixed or removable data storage devices, such as a zip drive, floppy disc drive 124, 

hard drive, CD-ROM drive, tape drive, etc. Further, the operating system 108 and the 

computer program 110 are comprised of instructions which, when read and executed 

by the computer 102, causes the computer 102 to perform the steps necessary to 

IO implement and/or use the present invention. Computer program 110 and/or operating 

instructions may also be tangibly embodied in memory 106 and/or data 

communications devices, thereby making a computer program product or article of 

manufacture according to the invention. As such, the terms "article of manufacture" 

and "computer program product" as used herein are intended to encompass a computer 

15 program accessible from any computer readable device or media. 

The computer 102 may be communicatively coupled to a remote computer or 

server 134 via communication medium 132 such as a dial-up network, a wide area 

network (WAN), local area network (LAN), virtual private network (VPN) or the 

Internet. Program instructions for computer operation, including additional or 

20 alternative application programs can be loaded from the remote computer/server 134. 

In one embodiment, the computer 102 implements an Internet browser, allowing the 

user to access the world wide web (WWW) and other internet resources. 

Those skilled in the art will recognize that many modifications may be made to 

this configuration without departing from the scope of the present invention. For 

25 example, those skilled in the art will recognize that any combination of the above 

components, or any number of different components, peripherals, and other devices, 

may be used with the present invention. 

Architectural Overview 

FIG. 2 is a block diagram illustrating selected modules of the present 

30 invention. The personal key 200 communicates with and obtains power from the host 
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computer through a USE-compliant communication path 202 in the USE-compliant 

interface 204 which includes the input/output port 130 of the host computer 102 and a 

matching input/output (VO) port 206 on the personal key 200. Signals received at the 

personal key VO port 206 are passed to and from the processor 212 by a drivenbuff er 

5 208 via communication paths 210 and 216. The processor 212 is communicatively 

coupled to a memory 214, which may store data and instructions to implement the 

above-described features of the invention. In one embodiment, the memory 214 is a 

non-volatile random-access memory that can retain factory-supplied data as well as 

customer-supplied application related data. The processor 212 may also include some 

10 internal memory for performing some of these functions. 

The processor 212 is optionally communicatively coupled to an input device 

218 via an input device communication path 220 and to an output device 222 via an 

output device communication path 224, both of which are distinct from the USE­

compliant interface 204 and communication path 202. These separate communication 

15 paths 220 and 224 allow the user to view information about processor 212 operations 

and provide input related to processor 212 operations without allowing a process or 

other entity with visibility to the USE-compliant interface 204 to eavesdrop or 

intercede. This permits secure communications between the key processor 212 and 

the user. In one embodiment of the invention set forth more fully below, the user 

20 communicates directly with the processor 212 by physical manipulation of mechanical 

switches or devices actuatable from the external side of the key (for example, by 

pressure-sensitive devices such as buttons and mechanical switches). In another 

embodiment of the invention set forth more fully below, the input device includes a 

wheel with tactile detents indicating the selection of characters. 

25 The input device and output devices 218, 222 may cooperatively interact with 

one another to enhance the functionality of the personal key 200. For example, the 

output device 222 may provide information prompting the user to enter information 

into the input device 218. For example, the output device 222 may comprise a visual 

display such as an alphanumeric LED or LCD display (which can display Arabic 

30 numbers and or letters) and/or an aural device. The user may be prompted to enter 
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information by a beeping of the aural device, by a flashing pattern of the LED, or by 

both. The output device 222 may also optionally be used to confirm entry of 

information by the input device 218. For example, an aural output device may beep 

when the user enters information into the input device 218 or when the user input is 

5 invalid. The input device 218 may take one of many forms, including different 

combinations of input devices. 

Although the input device communication path 220 and the output device 

communication path 224 are illustrated in FIG. 2 as separate paths, the present 

invention can be implemented by combining the paths 220 and 224 while still 

10 retaining a communication path distinct from the USB-compliant interface 204. For 

example, the input device 218 and output device 222 may be packaged in a single 

device and communications with the processor 212 multiplexed over a single 

communication path. 

In one embodiment of the invention, the present invention further comprises a 

15 second output device 222 that may be coupled to the USB-compliant interface 204 

instead of being coupled to the processor via a communication path distinct from the 

USB-compliant interface 204. This embodiment may be used, for example, to 

indicate to the user that the personal key 200 has been correctly inserted into the host 

computer's USB port (for example, by providing an indication of a power signal of 

20 the USB-compliant interface). The second output device may also be used to show 

that data is passing to and from the host computer and the personal key 200 ( for 

example, by providing an indication of a data signal from the USB-compliant 

interface). 

The personal key has an interface including a USB driver module 266 

25 communicatively coupled to an application program interface (API) 260 having a 

plurality of API library routines. The API 260 provides an interface with the 

application 110 to issue commands and accept results from the personal key 200. In 

one embodiment, a browser 262, such as the browser available from NETSCl\PE, Inc. 

operates with the API 260 and the public key cryptographic standard (PKCS) module 

30 264 to implement a token-based user authentication system. 
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While the portability and utility of the personal key has many advantages, it 

also has one important disadvantage .. .it can be lost or stolen. This is especially 

troublesome because the personal key 200 represents a secure repository for so much 

of the user's private data. For these reasons, the ultimate security of the information 

5 contained in the personal key 200 (but not necessarily the personal key 200 itself) is 

highly important. 

Ultimately, the personal key 200 identifies the possessor to the outside world 

through the host computer 102, but there is no guarantee that the person in possession 

of the personal key 200 is the actual owner, because the personal key may have been 

1 O lost or stolen. Security can be increased with the use of personal passwords and the 

like, but this solution is not ideal. First, the use of a single password raises the very 

real possibility that the password may have been compromised (after all, the thief may 

know the user, and hence, the user's password). Also, requiring the entry of a 

password multiple times increases the chance that malicious software executing in the 

15 host computer 102 or the remote computer 134 may eavesdrop on the password or 

personal identification. The use of multiple passwords is no solution because one of 

the reasons for using the personal key 200 is to relieve the user of the need to 

remember a number of passwords. Another problem with passwords is that hacking 

methods can be employed to circumvent the password protection or to discover the 

20 password itself This is especially problematic in context of a personal key 200 which 

in most cases, depends on data entered in a host computer 120 peripheral such as the 

keyboard 114 and transmitted via the input/output port 130, rendering the personal 

key 200 vulnerable to hacking. 

In one embodiment of the present invention, a biometric sensing device 250 is 

25 mounted on or in the personal key 200 to collect biometric data from the user when 

the user is holding the personal key 200. In one embodiment, the biometric sensing 

device 250 comprises a fingerprint sensor, which is capable of reading the user's 

fingerprints. The biometric sensor 250 may also include built-in processing to reduce 

the biometric data to data suitable for use by the processor 212. If necessary for the 

30 co1lection of biometric data, a light emitting or heat-emitting device can be placed 
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proximate to the biometric sensor to provide an active data measurement using light 

or heat. 

The biometric sensor 250 is nominally placed where it can best measure the 

biometric data of interest. In the illustrated embodiment, the biometric sensor 250 is 

5 sized and disposed to collect data from the user's thumbprint when the user grips the 

personal key 200 to insert it into the host computer 102 I/0 port 130. To facilitate 

measurement of the holder's fingerprint, the exterior surface of the personal key 200 

can be designed to cradle the user's thumb in a particular place. Alternatively, to 

increase security, the exterior appearance of the personal key 200 may be designed to 

10 mask the presence of the biometric sensor 250 entirely. 

The biometric sensor 250 can be advantageously placed in a position where it 

can be expected to collect known data of a predictable type, at a known time (for 

example, obtaining a thumbprint when the personal key 200 is plugged into the host 

computer I/0 port 130). The personal key 200 accepts data from the biometric sensor 

15 250 via biometric sensor communication path 226 to verify the identity of the person 

holding the key with no passwords to remember or compromise, or any other input. 

Thus, the biometric sensor 250 provides a personal key 200 with a heightened level of 

security which is greater than that which can be obtained with a biometric sensor or 

passwords alone. Tf necessary, the personal key 200 can be configured to recognize 

20 the host computer 102 it is plugged into, and using data thus obtained, further increase 

the security of the key. 

The biometric sensor can also be used to increase the security of the personal 

key in other ways as well. For example, if the personal key were to be stolen, the 

biometric sensor can be used to measure the fingerprint of the thief This data can be 

25 stored and retained until such time as the thief attempts to use the personal key to 

make a purchase, for example on the Internet. At this time, the personal key 200 can 

be programmed to contact (with or without visibility to the thief) a particular entity 

(such as an Internet site), where the fingerprint information (and any other relevant 

information) can be transferred to the appropriate authority. The personal key 200 
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may also perform this dial up and report function if a number of incorrect passwords 

have been supplied. 

In one embodiment of the present invention, the personal key 200 also 

comprises a data transceiver 252 for communicating data with an external data 

5 transceiver 254. The data transceiver 252 is communicatively coupled to the 

processor 212, via the driver 208 and communication paths 216 and 228, and allows 

the personal key 200 to transmit and receive data via the transmission and reception of 

electromagnetic waves without exposing the data to the USB-compliant interface 204. 

Alternatively, the data transceiver 252 may be communicatively coupled directly to 

10 the processor 212. 

In one embodiment, the data transceiver 252 comprises an infrared (IR) 

transceiver that can communicate with a number of commercially available 

peripherals with similar capability. This feature provides the personal key 200 

another means for communicating with external peripherals and devices, even when 

15 the personal key 200 is already coupled to the 1/0 port 130 of the host computer 102. 

In one embodiment, the personal key 200 also comprises a power source such 

as a battery or capacitive device. The power source supplies power to the components 

of the personal key to allow the data to be retained and to allow personal key functions 

and operations to be performed, even when disconnected from the host computer 102. 

20 FIG. 3 is a diagram of the memory resources provided by the memory 214 of 

the personal key 200. The memory resources include a master key memory resource 

312, a personal identification number (PIN) memory resource 314, an associated PIN 

counter register 316 and PIN reset register resource 318, a serial number memory 

resource 310, a global access control register memory resource 320, a file system 

25 space 324, auxiliary program instruction space 322, and a processor operation 

program instruction space 326. The processor operation program instruction space 

326 stores instructions that the personal key 200 executes to perform the nominal 

operations described herein, including those supporting functions called by the 

application program interface 260 associated with the applications 110 executing in 

30 either the host computer 102 or the remote server 134. The auxiliary program 

IPR2022-00412 
Apple EX1043 Page 400



WO 00/42491 PCT/US00/00711 
-16-

instruction space provides the personal key 200 with space to store processor 212 

instructions for implementing additional functionality, if desired. 

The master key is an administrative password that must be known by the 

trusted entity or program that will initialize and configure the personal key 200. For 

5 example, if the personal key 200 is to be supplied to a number of remotely located 

employees to enable access to private documents stored in a remote server through a 

VPN, the system administrator for the remote server may enter the master key (or 

change the key from the factory settings) before providing the key to the remotely 

located employees. The system administrator also stores the master key in a secure 

10 place, and uses this master key to perform the required secure operations (including, 

for example, authorization and authentication of the remote users). 

In one embodiment, the master key can not be configured, reset, or initialized 

if the MKEY can not be verified first. Hence, if the master key is unknown the 

personal key 200 would have to be destroyed/thrown away or returned to the factory 

15 to be reset to the factory settings. 

The PIN is an optional value that can be used to authenticate the user of the 

personal key 200. The PIN is initialized by the trusted administrator. Depending on 

how the personal key 200 initialization program is implemented and deployed, it is 

possible for the end user to set and/or update their PIN. The PIN may comprise 

20 alphanumeric characters or simply numbers. 

The PIN can also be checked using an application program interface (API) call 

that transparently uses the two associated registers 316 and 318. The PIN counter 

resource 316 is a decrementing counter, while the PIN reset register resource 318 is 

used to store a limit that is used to reset the PIN counter 316 memory resource. The 

25 PIN count and limit registers 316 and 318 are used to prevent a rogue application or 

user from rapidly testing thousands ofrandom PINs in an attempt to discover the PIN. 

When the PIN is initialized, the decrementing counter register 316 is set to the 

value in the PIN reset register resource 318. Whenever a PIN verification fails the 

counter register 316 is decremented. When a PIN verification succeeds then the 

30 counter register is set to the limit value. When the decrementing counter register 316 
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reaches 0, no more PIN verifications are pem1itted until a trusted administrator resets 

the PIN counter register 316 to the limit value. For example if the PIN reset register 

resource 318 limit has been set to 3, then a user could fail PIN verification 3 times 

\Vhereupon the PIN would be rendered useless until it is reset. The counter register 

5 316 would be reset to 3 when a correct PIN was successfully verified. 

The serial number is a unique factory installed serial number (SN). The serial 

number can be used to differentiate a single user from all other personal key 200 

users. 

The memory 214 of the personal key 200 also includes built in algorithm 

IO memory resources 302, including a MD-5 hash engine memory 304 for storing related 

processing instructions, an HMAC-MD5 authorization memory resource 306 for 

storing related processing instructions, and a random number generator memory 

resource 308 for storing processing instructions for generating random numbers. The 

random number generator can be used to generate challenges to be used when 

15 generating authentication digest results as well as to provide seeds to other 

cryptographic procedures. The MD-5 algorithm accepts as an input a message of 

arbitrary length, and produces a 128-bit "fingerprint" or "message digest" of the input 

as an output. In doing so, the algorithm scrambles or hashes the input data into a 

reproducible product using a high speed algorithm such as RFC-1321. The hashed 

20 message authentication codes (HMAC) can be used in combination with any iterated 

cryptographic hash function (e.g. MD-5) along with a secret key, to authenticate a 

message or collection of data. The personal key 200 integrates this method to provide 

a way for the end user or application data to be authenticated without exposing the 

secret key. 

25 The present invention allows end user authorization using two security 

mechanisms. The first mechanism, which is discussed below, allows software 

running on the host computer 102 or the remote computer/server 134 to authenticate 

the personal key 200. This first mechanism uses a hashing algorithm and a mutually 

agreed upon secret value known to both the personal key 200 and the entity attempting 

30 to authenticate the personal key. The second mechanism, which is discussed later in 
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this disclosure, allows the personal key 200 to authenticate the user who is trying to 

use the personal key 200. This second mechanism uses a personal identification 

number (PIN) to help prevent unauthorized use or access in situations where the key 

has been lost or stolen. As set forth more fully below, the PIN can be entered directly 

5 in the personal key 200, thus increasing security by assuring that the PIN is never 

exposed external to the personal key 200. 

FIG. 4 is a diagram showing one embodiment of how the HMAC-MD5 engine 

is used to authenticate the identity of the personal key 200 or the application data 

stored therein. Associated with the personal key 200 and executing either in the host 

10 computer 102 or the remote computer/server 134 is a personal key library of functions 

which are linked with an application executing in the host computer ( e.g. application 

program 110) or in the remote computer/server 134. A hash algorithm 410 is 

implemented in both the application 110 and the personal key 200. Both the 

application 110 and the personal key 200 have access to a secret 406. The secret 

15 406B is retained within the memory 214 of the personal key 200 in a location where it 

cannot be accessed without suitable permission. Typically, secret 406B is stored in 

the personal key 200 by the system administrator or some other trusted source. 

Hence, if the user of the personal key 200 is the entity that the application 110 thinks 

it is, the application's secret 406A and the personal key's secret 406B are the same. 

20 This can be verified by a hashing algorithm without exposing the secret. Similarly, if 

the user of the personal key 200 is not the entity that the application expects, secrets 

406A and 406B will be different. This too can be verified by a hashing algorithm 

without exposing the secret. 

A challenge is generated by the application 110, and provided to the hash 

25 algorithms 410 accessible to the application 110 and the hash algorithm implemented 

in the personal key 200. Each hash algorithm applies the challenge and the resident 

secret to generate a hashed output 412. If the hash algorithms were equivalent and 

each of the secrets 406A and 406B were the same, the resulting hashed output 412 or 

digest string in each case should be the same. If the digest strings 412A and 412B 

30 compare equal using logic 414 in the application, the personal key 200 is trusted. 
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Further, if the user authentication was verified, the user is trusted as well. One 

advantage in this authentication system is that the challenge 408 can be transmitted 

over untrusted media such as the Internet. The secret 406 remains coded in the 

application 110 or remote server 134 program and in the personal key 200 where it 

5 remains without being exposed to network sniffers/snoopers or potentially 

compromised user interfaces. 

The file system memory resource 324 is fully managed within the application 

program interface library 260 in either the host computer 102 or the remote server 

134. It provides a flexible system for storing, protecting, and retrieving personal key 

10 200 data. 

FIG. 5 is a diagram illustrating the data contents of a file system memory 

resource 324 of an active personal key 200 that provides authentication and specific 

configuration data for several applications. The master file (MF) 502 is the root 

directory and uses an identification (ID) of zero (0). The MF 502 may contain 

15 pointers 504A and 504B or other designations to data files 506A and 506B, as well as 

pointers 508A and 508B to directories 510 and 516. Directories and files are defined 

by an identification (1 ➔ 0xFFFFFFFF for the directories, and 0 ➔ 0xFFFFFFFF for 

files). The directories 510 and 516 also contain pointers (512A-512B and 518A-

518B, respectively) to data files (514A-5 l 4B and 520A-520C, respectively). 

20 Three file types are implemented, as shown in Table 1 below: 

Type Access 

DATA Any variable length string of unsigned characters 

KEY Strings that are used as input to cryptographic operations 

CTR Data files that have a decrementing counter ( e.g. a counter of 

16 bits). The counters range from Oto XFF and are used to 

limit the number of times a data file can be read. 

Table 1 
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These file types can be controlled on a per-file basis, according to Table 2 

below: 

Access Types File Types 

DATA KEY CTR 

Read Control Never- no Control 

control 

Write Control Control Control 

Crypt Always - no control Control Always - no 

control 

Table 2 

The read and write access type controls govern the transfer of files in the 

personal key 200 to and from the application 110. The crypt access type is used with 

KEY file types for performing cryptographic operations including the computation of 

hash values, encrypting, or decrypting data. When set, the controls defined in Table 2 

can have one of four attributes listed in Table 3 below: 

Attribute Access 

ALWAYS Always granted, regardless of whether the proper PIN or 

MKEY has been supplied to the personal key 200. 

NEVER Never granted, regardless of whether the proper PIN or 

MKEY has been supplied to the personal key 200. 

PIN Access is granted if and only if the proper PIN has been 

supplied to the personal key 200, and PIN verification is 

successful (user authentication). 

MKEY Access is granted if and only if the proper master key 

(MKEY) has been provided to the personal key 200, and 

master key verification is successful (super user or security 

officer authentication). 

Table 3 
I 
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A global access control register 320 applies to the entire scope of the personal 

key 200 file system. Nominally, the global access control register 320 is an 8-bit 

value that is divided into two global access controls as shown in Table 4 below: 

Global Access Type Global File System Access : 

Create Control 

Delete Control 
I 

Table 4 

The create and delete global access types can have one of the four attribute 

values shown in Table 5 below. The create and delete global controls are enforced by 

the CreateDir, CreatcFilc, DclcteDir, DelcteFile, and DeleteAllFiles API calls 

described in Table 5 below. 

Attribute Access 
i 

ALWAYS Always granted, regardless of whether the proper 

PIN or MKEY has been supplied to the personal 

key 200. 
! 

NEVER Never granted, regardless of whether the proper i 

i 
l 

PIN or MKEY has been supplied to the personal i 
I 

key 200. 

PIN Access is granted if and only if the proper PIN has 

been supplied to the personal key 200, and PIN 

verification is successful (user authentication). 

MKEY Access is granted if and only if the proper MKEY 

has been supplied to the personal key 200, and 
' 

PIN verification is successful (super user or 

security officer authentication). 

Table 5 

Table 6 is an alphabetical listing of personal key 200 AP Is 260 in the library. 

In Table 6, "D" indicates a device-related function, "F" denotes a file system related 
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function, "A" denotes an administrative function, and "C" denotes a cryptographic 

function. 

Name Description D F A C 

CloseDevice Close access to the personal key ✓ 

CloseFile Close selected file ✓ 

CreateDir Create a directory in the personal ✓ ✓ 

key memory 

CreateFile Create a file in the personal key ✓ ✓ 

memory 

Decrement Decrement a CTR type file ✓ 

DeleteAllFiles Reformat file space ✓ ✓ 

DeleteDir Delete directory ✓ ✓ 

DeleteFile Delete file ✓ ✓ 

Dir Return directory and file ✓ 

information 

GetAccessSettings Return current global ✓ 

create/ delete 

GetCha1lenge Returns a 64-bit random number ✓ ✓ 

GetSerialNumber Read unique serial number ✓ ✓ 

Hash Token MDS hash the selected file or ✓ ✓ 

currently open file - two modes 

are supported (1) XOR hash and 

HMAChash 

HMAC MD5 This function is a wrapper for ✓ ✓ 

performing HMAC-MDS using 

the HashToken function in the 

HMAC mode. It computes MDS 

without exposing the key. 
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Name Description D I F A C 
i 

Led Control Control the output device, ✓ 

including turning an LED or 

other output device on or off 

ModifyMasterKey Update/Modify master key ✓ 

ModifyPIN Update/Modify PIN ✓ 

OpenDevice Open one of 32 potential ✓ 

personal keys 

ReadFile Return contents of selected file ✓ 

ResetDevice Reset to power-on state ✓ ✓ 

SelectFile Open a file ✓ 

SetAccessSettings Update global create/delete ✓ 

access settings 

V erifyMasterKey Verify the master key provided ✓ 

as an argument is the master key 

stored in the personal key 

VerifyPIN Verify that the PIN provided as ✓ 

an argument is the PIN stored in 

the personal key ( user 

authentication) 

VerifyPIN2 An alternative command used to ✓ 

verify the user PIN without 

exposing the PIN externally to 

the personal key 200. This 

command is issued without the 

PIN as an argument, and the 

personal key 200 returns a 

response indicating whether the 

PIN entered by the user on the 
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Name Description D F A I C 
I 

input device 218 matches that of I 

I 
the stored PIN in the memory 

214. 

WriteFile Write contents to the selected ✓ I 

file 

MD5 Hash Hash routine: wrapper (provided ✓ -

in API library and not 

implemented in personal key) 

MD5Final Finish computation and return ✓ 

digest (provided in API library 

and not implemented in personal 

key) 

MD5Init Initialize message digest context ✓ 

(provided in API library and not 

implemented in personal key) 

MD5Update Update message digest context ✓ 

(provided in API library and not 

implemented in personal key) 

Table 6 

Exemplary Application to a Virtual Private Network 

Using the foregoing, the personal key 200 and related APis 260 can be used to 

5 implement a secure document access system. This secure document access system 

provides remote users access to secret encrypted documents over the Internet to 

company employees. The system also limits the circulation of secret encrypted 

documents so that specified documents can be read only a limited number of times. 

The application program 110 used for reading documents is linked with the 

1 o personal key API 260 library to allow document viewing based on the information in 

the personal key 200. A trusted administrative program controlled by the master key 
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can be used to set up the personal key 200 (by storing the appropriate information 

with the associated security control settings) for a wide range of employees. 

The personal key 200 and the API 260 library can be used to authenticate 

document viewers and administrators, to supply keys for decryption and encryption of 

5 documents, to provide a list of viewable documents, and to enforce document access 

rights and counters. 

The foregoing can be implemented in a number of programs, including an 

administrative initialization program to set up the personal keys 200 before deli\·ery to 

the employees (hereinafter referred to as SETKEY), a document encryption and 

10 library update program (hereinafter referred to as BUILDDOC), a viewer application 

that authenticates the user and the personal key 200 (hereinafter ref erred to as 

VIEWDOC), and a library application which authenticates the user and updates the 

personal key (hereinafter referred to as LIBDOC). 

The SETKEY program is used to setup personal keys received from the 

15 factory for individual users. Document names, access counters, a PIN, and a hash 

secret are loaded into the personal key 200. Depending on the employee's security 

clearance, specific documents can be configured for viewing. For sake of clarification 

the following symbolic names are used in the discussion below: 

DOCFilename -iKey data file that holds the document file name 

20 DOCSecret -iKey data file that holds a secret used to make 

encryption/decryption keys 

First, the SETKEY program gains access to the personal key 200 by issuing an 

OpenDevice command. The VerifyMasterKey command is then issued to open the 

personal key 200 to master access. A Dir command is used in a loop to obtain and 

25 verify the status of the personal key 200. The comments are compared to the contents 

of a factory-fresh key, and one of several states is determined. If the key is factory 

fresh, the personal key is initialized. A VIEWDOC directory and file set is then 

created. An employee database can then be accessed and used to determine the type 

and extent of the access that is to be granted to each employee. Depending on the 

30 security clearance of each employee, one of several types of directory and file sets can 
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be created. The global create and delete access types are then set to the master key 

using the SetAccessSettings command. The DOCFilename database is then loaded in 

the personal key 200, and the CreateDir and CreateFile APis 260 are used as required 

to create and allocate directories and files. The SelectFile, WriteFile, and CloseFile 

5 API commands are used to load the files and the secret. Depending on whether 

access is to be limited to a particular number of occasions, the DA TA or CTR file 

types are used. 

The BUILDOC program is used to accept new documents into the secure 

access library. Using infonnation from the personal key 200, encryption keys are 

10 generated that are used by a document encryption engine in the personal key 200. 

The BUILDOC program is a stand-alone application that runs on trusted 

systems within the secure walls of the organization. It requires validation of the 

master key. It uses the personal key 200 to create an encryption key for each 

document file name. 

15 First, the HashToken API 260 with the XOR option is used to hash together 

the DOCFilename, block number (computed by the BUILDOC program as it reads 

and encrypts the document), DOCSecret. The block number is calculated by the 

BUILDOC program as it reads and encrypts the document. The resulting MD5-XOR 

digest is used as the encryption key that is used by the encryption engine in the 

20 BUILDOC application. Then, the CreateFile, SelectFile, WriteFile, and CloseFile 

APis 260 along with the HashToken in XOR mode are used on each document that is 

to be added to the secure document library. 

The VIEWDOC program is a web browser 262 plug-in application allows the 

user to open, decrypt, an view the document based on his/her personal key 200 based 

25 document access codes. If desired, the view counters for some types of documents 

can also be decremented in the VIEWDOC program. The VIEWDOC program does 

not require file saving or forwarding, screen scraping, and printing. 

The VIEWDOC program validates the user and uploads and decrypts the 

documents. It uses the VerifyPIN command API 260 to authenticate the user. The 
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user can then view the documents listed in the personal key 200 directory as long as 

the personal key 200 remains communicatively coupled to the USB port 130. 

A message facility, such as the message facility used in the WINDO\VS 

operating system (WM DEVICECHANGE) can be used to determine if the key has 

5 been removed. The Dir, SelectFile, ReadFile, and CloseFile command APis 260 are 

used to detennine which documents can be read. The HashToken with the XOR 

mode API 260 along with DOCSecret, DOCFilename, and the document block 

numbers are used to create the decryption key on a per block basis. When the 

DOC filename is of file type CTR, the CTR is decremented using the Decrement 

IO command API 260. In one embodiment, to reduce complexity, the CTR field is not 

hashed, but merely managed by VIEWDOC. 

The LIBDOC program provides an administrative function that is a subset of 

SETKEY. It allows a secure document librarian to grant access to documents based 

upon information stored in the personal key 200. The net effect is that the trusted 

15 librarian can update the personal key 200 based list of documents that can be viewed. 

The LIBDOC program updates the list ofDOCFilenames on a per-personal 

key 200 basis. After verifying the master key with VerifyMasterKey command API 

260 and looking the user name up in the employee data base, the current set of 

DOCFilenames are updated using the SelectFile, WriteFile, and CloseFile command 

20 APis 260. 

Using the foregoing, employees worldwide can carry a personal key 200 

loaded with their local database of file names. Individual departments do not have to 

rely on MIS procedures to restrict who has access to documents. The personal keys 

200 of department members can be updated using the LIBDOC program as required. 

25 Documents can be decrypted and viewed by the employees only if the personal key 

200 secret is correct. The personal secret remains secure because it is never revealed 

outside of the personal key 200. A simple form of metering can also be used to reduce 

the number of copies of documents that can be used to reduce the number of copies of 

documents that can be viewed. 
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FIG. 6 is a diagram presenting an illustration of one embodiment of the 

personal key 200. The personal key 200 comprises a first housing member 602 and a 

second housing member 604. The first housing member 602 is sized and shaped so as 

to accept a circuit board 606 therein. 

The first housing member 602 comprises a plurality of bosses 624, which, 

when inserted into each respective hole 640 in the second housing member 604, 

secures the first housing member 602 to the second housing member 604. The first 

housing member 602 and the second housing member 604 also each comprise an 

aperture 628, which allows the personal key 200 to be affixed to a key chain. 

The circuit board 606 is held in position by a plurality of circuit board supports 

608. The circuit board 606 comprises a substantially flat circuit connection surface 

610 on the periphery of the circuit board 606 for communicative coupling with the 

host processing device or computer 102 via conductive pins. Circuit connection 

surface 610 allows communication with a processor 212 mounted on the circuit board 

15 606. The processor 212 comprises memory and instructions for performing the 

operations required to implement the functionality of the personal key 200 as 

disclosed herein. The processor is communicatively coupled with a memory 214 on 

the circuit board to store and retrieve data as required by processor 212 instructions. 

In the illustrated embodiment, the circuit board 606 also comprises an output device 

20 222 such as a light emitting device 616, e.g. light emitting diode (LED), which 

provides the user of the personal key 200 a visual indication of the operations being 

performed by the personal key 200. This is accomplished, for example, by emitting 

light according to a signal passing from the host computer I 02 to the personal key 

200. The light emitting device could also comprise a liquid crystal display (LCD) or 

25 other device providing a visual indication of the functions being performed in the 

personal key or data passing to or from the personal key 200. 

The energy from the light emitting device 616 is presented to the user in one of 

two ways. In the embodiment illustrated in FIG. 2, the light emitting device 616 is 

disposed through a light emitting device orifice 644 in the second housing member 

30 604. In this design, the personal key 200 can be sealed with the addition of a small 
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amount of epoxy or other suitable material placed in the light emitting device orifice 

644 after assembly. 

In another embodiment, the light emitting device 616 does not extend beyond 

the interior of the housing 602, 604, and remains internal to the personal key 200. In 

5 this embodiment, at least a portion of the first housing 602 or the second housing 604 

is at least partially translucent to the energy being emitted by the light emitting device 

616 at the bandwidths of interest. For example, if the light emitting device 616 were a 

simple LED, the second housing 604 can be selected of a material that is translucent at 

visual wavelengths. One advantage of the foregoing embodiment is that the LED can 

IO be placed where it does not allow electromagnetic discharges and other undesirable 

energy to the circuit board 606 or any of the components disposed thereon. This is 

because no part of the LED, even the surface, is in contact with the user's hand at any 

time. 

While the foregoing has been described with a single light emitting device 

15 646, the present invention can also advantageously embody two or more light emitting 

devices, or devices emitting energy in other wavelengths. For example, the foregoing 

can be implemented with a three color LED (red, yellow and green), or three one-color 

LEDs to transfer personal key 200 information to the user. 

In addition to or as an alternative to the foregoing, information regarding the 

20 operation of the personal key 200 is provided by an aural transducer such as a 

miniaturized loudspeaker or piezoelectric transducer. Such aural information would 

be particularly beneficial to users with limited or no vision. For example, the aura} 

transducer can be used to indicate that the personal key 200 has been inserted properly 

into the host computer 120 VO port 130. 

25 An aural transducer may also be used to provide alert information to the user. 

This is particularly useful in situations where the user is not expecting any input or 

information from the key. For example, if the personal key 200 or related deYice is 

engaged in lengthy computations, the aural transducer can indicate when the process is 

complete. Also, the aural transducer can indicate when there has been an internal 

30 fault, when there has been an attempt to compromise the security of the key with 
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infected or otherwise harmful software instructions, or to prompt the user to take an 

action such as providing an input to the key 200. 

Further, it is envisioned that as the use of personal keys 200 will become 

widespread, it will be beneficial to incorporate the functions of other devices within 

5 the personal key. For example, a device such as a paging transceiver can be 

incorporated into the personal key to allow the user to be summoned or contacted 

remotely. Or, the personal key 200 may be used to store programs and instructions 

such as the user's calendar. In this application, the personal key 200 can be used to 

remind the user of events on the calendar, especially in conjunction with the LCD 

10 display discussed above. The aural transducer can be operated at a wide variety of 

frequencies, including minimally audible vibrational frequencies. This design is 

particularly beneficial, since the personal key is small enough to be placed on the 

user's key ring, where it will be in pocket or purse for lengthy periods of time where it 

cannot be seen or easily heard. 

15 FIGs. 7A-7C are diagrams showing one embodiment of the personal key 200 

having an input device 218 including a first pressure sensitive device 702 and a 

second pressure sensitive device 704, each communicatively coupled the processor 

212 by a communication path distinct from the USB-compliant interface 204. 

FIG. 7 A illustrates an embodiment of the personal key 200 in which an output 

20 device 222 such as an LED or LCD display 706 is communicatively coupled to the 

processor 212 by a second communication path distinct from the USB-compliant 

interface 204. In this embodiment, input to the personal key processor 212 may be 

supplied by depressing a combination of the pressure sensitive devices 702, 704, 

optionally as directed by the output device 222. 

25 In an embodiment illustrated in FIGs. 7B and 7C, the pressure sensitive 

devices 702 and 704 are simple mechanical push switches communicatively coupled 

to the processor 212 via traces on the circuit board 606. In this case, the switches 702 

and 704 may be actuated by depressing a button surface that extends through apertures 

708 and 710 in the second housing member 604. FIG. 7B also shows a window 712 

30 permitting viewing of the output device 706 display. 
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FIG. 7C shows the exterior appearance of this embodiment of the personal key 

200 when the first housing member 602 and the second housing member 604 are 

assembled. 

In another embodiment of the present invention, the pressure switches 702 

5 and 704 do not extend to the exterior of the personal key 200. Instead, the personal 

key 200 is configured so that pressure may be exerted on the pressure sensitive 

switches 702 and 704 without requiring any portion of the switches to extend to the 

exterior of the personal key 200. For example, in one embodiment, at least a portion 

of the exterior surface of the personal key 200 is sufficiently flexible to permit 

10 pressure exerted on the outside surface of the key 200 to actuate the switches therein. 

15 

Alternatively, the first housing member 602 and the second housing member 604 may 

be hinged to allmv pressure to be applied to the switch. In another embodiment, the 

thresholded output of a pressure sensitive device such as a strain gauge is used to 

indicate user input to the personal key. 

The foregoing pressure sensitive devices 702 and 704 may be used as follows. 

In one embodiment, the two pressure sensitive devices 702 and 704 is used to enter 

alphanumeric information. Here, pressure can be applied to the first pressure sensitive 

device 702 to select the desired character. To assist the user, the currently selected 

character can be displayed on the output device 222. When the user is satisfied with 

20 the selected character, applying pressure to the second pressure sensitive device may 

indicate that the currently displayed character should be entered (thus providing an 

"enter" function). This process may be repeated until all of the characters of the user 

input (e.g. a user password or personal identification number (PIN) has been entered. 

The end of the user input can be signified by repeated application of pressure to the 

25 second pressure sensitive device 702, and confirmed by the output device 222. An 

aural transducer can be used alone or in combination with a visual display to indicate 

the character, to indicate an error, or to indicate when the user input process has been 

completed. 

The foregoing pressure sensitive devices may also be used to provide a binary 

30 input to the personal key 200. For example, the user's PIN or password can be 
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entered by applying pressure to the first pressure sensitive device 702 and the second 

pressure sensitive device 704 in the proper order in rapid succession. In this way, a 

user password or PIN defined as "10100010111" may be entered by depressing the 

first pressure sensitive device 502 to indicate a "0" and the second pressure sensitive 

5 device 704 to indicate a "l." 

FI Gs. 8A-8C are diagrams presenting an illustration of another embodiment of 

the present invention. In this embodiment, the input device 218 comprises an edge 

exposed wheel 802 coupled to the processor by the input device communication path 

808. In this embodiment, the user provides an input by urging the wheel 802 through 

10 a series of tactile positions identifying input characters. When the desired input 

character is either shown on the output device 222 or on the wheel 802 itself, the user 

can indicate the character as a user input by urging the wheel 802 toward the 

centerline of the personal key 200. This process can be repeated for a series of input 

characters, until all of the desired characters are provided. The user can also indicate 

15 that no more input will be provided by urging the wheel 802 toward the center of the 

personal key multiple times in rapid succession, or by selecting an input tactile 

position on the wheel 802 and depressing the wheel 802. 

Security Features Using the Input and Output Devices 

20 The input device 218 and output device 222 of the present invention can be 

advantageously used to enhance the security of the personal key 200. For example, 

when connected to the host computer 102, the personal key 200 can be used to 

authorize transactions with a remote computer/server 134 communicatively coupled to 

the host computer 102 via a communication medium 132 such as a dial-up network, 

25 the Internet, LAN, or WAN. Malicious software, which can be executing in the 

remote computer/server 134 or the host computer 102, can send anything it wants to 

the personal key 200 for authorization without the knowledge or permission of the 

user. Without some sort of user input device 218, the personal key 200 can authorize 

transactions without the user's knowledge that the holder cannot repudiate. Such 

30 transactions may include, for example, payment and legally binding signatures. 
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Although a personal identification such as the personal identification number 

(PIN) is required to log on and activate the personal key 200, the personal key 200 

ordinarily remains active once the PIN has been entered. Hence, the personal key 200 

will perform any action for any application, without notice to, or authorization by the 

5 user. 

To ameliorate this problem, one embodiment of the present invention utilizes a 

"squeeze to sign" authorization technique, in which some direct user action is required 

to authorize the use of identified secret values stored in the personal key 200. For 

instance, if a private key (such as the secret 406) or PIN stored in the memory 214 of 

IO the personal key 200 is identified as requiring a "squeeze to sign" authorization, 

firmware executing in the processor 212 of the personal key 200 requires direct user 

input via the input device 410 or the data transceiver 252 before honoring any request 

from the host computer 102 or the remote computer/server 134 that involves the use 

of the private key or personal information. Ordinarily, the private key and/or other 

15 personal information is designated as requiring direct authorization by an associated 

value or flag in the memory 214. Such data may also be designated as "use-only" 

indicting that the data cannot be read directly from the key under any circumstances. 

The data may be shared with no other entity (as would often be the case with a PIN), 

or may be a value shared with the trusted entity and used for authorization, such as the 

20 secret 406. For example, private keys can be used as the secret 406 to perform 

authorization via hash functions. In such cases, the secret value 406 is typically a 

shared secret such as a DES key or a password. Since secret values 406 can be stored 

in the memory 214 of the personal key 200, before distributing the personal key 200 to 

the user, the secret value 406 need not be made available in plaintext form at any time. 

25 Typically, each time a user connects to an SSL secured web site that supports 

client authentication, a browser 262 calls middleware such as one of the APis 260 or 

the PKCS 264, which commands the personal key 200 to encrypt a challenge value 

with the user's secret private key 406B (stored in the personal key memory 214). 

Assuming the user's PIN is already stored in the personal key 200, thus authenticating 

30 the user to the personal key 200, it still remains to authenticate the key to the secure 
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web site. In this case, access to the user's secret private key is required, and the 

output device 222 integrated with the personal key 200 may activate to indicate that a 

command that requires access to the private key has been invoked, and that the user 

needs to authorize this access. In one embodiment of the present invention this is 

5 accomplished by blinking a visual output device (such as an LED or LCD display), or 

by beeping an aural device. In another embodiment of the present invention, the 

middleware (either the API 260 or the PKCS 264) activates the display 122 attached 

to the computer 102, indicating that the user must authorize access to the private key 

before processing can proceed. An input device 218 in the personal key 200 such as 

10 the wheel 802 or one of the pressure sensitive devices 702 and 704 can then be 

actuated by the user to indicate that the user has authorized access to the private key. 

No authorization is granted if the personal key 200 is removed from the I/0 port 130, 

or a "cancel" button presented on the display 122 is selected to refuse the on-screen 

dialogue. Access to the private key (in the example above, to perform the hash 

15 function) is granted if the user authorizes as such. The "squeeze to sign" concept thus 

makes it less likely that malicious software will be able to use the secret 406B without 

the user's consent or knowledge. 

Malicious software may monitor the interface between the personal key 200 

and the host computer 102 to capture the value of user's PIN. Although the PIN 

20 cannot be read directly, it is possible for the malicious software to examine both the 

VerifyPIN command described in Table 6 (and it's argument) and the response from 

the personal key 200. If the response indicates that the proper PIN was provided as an 

argument to the VerifyPIN command, the malicious software can determine the PIN 

itself. The foregoing can also be applied to further safeguard the user's PIN instead of 

25 the secret 406B. For example, if a sniffer module in malicious software in the host 

computer has been able to access the user's PIN, when it attempted to use that PIN in 

a context the user did not expect, the user would be alerted to the fact that the PIN had 

been compromised. 

FIG. 9 is a flow chart illustrating an embodiment of the present invention in 

30 which processor 212 operations are subject to user authorization. First, the API 260 
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issues 902 a command that invokes a processor 212 operation. The command is 

transmitted via the USB-interface 204 to the personal key 200. The processor 212 

accepts the command, as shown in block 904. The personal key 200 then determines 

whether the invoked processor command is one that requires authorization. This can 

5 be accomplished by storing information in the memory 214 of the personal key 

indicating which processor commands require authorization. For example, this can be 

implemented in a map stored in the memory 214, a plurality of flags, where it may be 

customized for each user, or the information can be stored in the processor 212 

firmware or similar location so that the mapping cannot be altered. In one 

Io embodiment, different levels of authorization are implemented for different processor 

commands ( e.g. a write command may require authorization, whereas a read 

command may not). 

In another embodiment, authorization may be premised on data instead of the 

invoked command, or on a combination of the invoked command and data. For 

15 example, the present invention may be configured to require authorization any time 

the PIN is accessed in any way, or when the PIN is read from the memory 214 of the 

personal key 200, but not when other data is read, or when the PIN is written to the 

personal key 200. This may be accomplished, for example, by determining which 

data stored in the memory 214 is affected by the processor operation, and determining 

20 whether the data affected by the processor operation is associated with an 

identification designating the data as private information. 

Using one of the output devices 222, the data transceiver 252, or the display 

122 coupled to the host computer, the personal key 200 may then prompt the user to 

authorize the processor operation, as shown in block 906. This may be accomplished 

25 by flashing a display device such as an LED or LCD, by activating an aural 

transducer, or by performing both operations. If desired, the user may be prompted 

first with a display device, and if the authorization is not forthcoming within a 

specified period oftime, the aural transducer may be activated. 

To expose the prompting operation as little as possible to malicious software 

30 or other intrusive activity, the prompt is preferably performed using a communication 
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path entirely distinct from the communication path between the personal key 200 and 

the host computer 102 (in the illustrated example) the USB-interface 204. To further 

increase security, the illustrated embodiment prompts the user with the output device 

222 via a communication path which not manifested externally from the personal key 

5 in any way that is visible to the malicious software, and is hence not subject to 

tampering. 

Next, the user provides an input signaling authorization of the operation 910. 

This can be performed using a variety of input devices, such as the mouse 116, or 

keyboard 114, but is preferably performed using an input device 218 or the data 

1 o transceiver 252 in the personal key 200. This information is communicated to the 

personal key 200 via a communication path that is entirely distinct from the 

communication path between the personal key 200 and the host computer 102, and 

preferably entirely internal to the personal key 200 (not manifested externally to the 

personal key 200 by a means visible to malicious software). This prevents malicious 

15 software interfering with or emulating the user authorization. 

Another embodiment of the present invention provides additional PIN 

security. In this embodiment, the VerifyPIN command is altered from that which is 

described in Table 6. Ordinarily, the VerifyPIN command accepts what the host 

computer 102 or remote computer/server 134 believes is the user's PIN as an 

20 argument. The personal key 200 accepts this command and returns a status indicating 

whether the proper PIN was provided. In this alternative embodiment however, the 

VerifyPIN command is altered so that it does not include the PIN as an argument. The 

VerifyPIN command is provided to the personal key 200, and the user is prompted to 

enter his or her PIN. After the PIN is entered, it is communicated to the processor 212 

25 via a communication path 220 which is distinct from the host computer 102 - personal 

key 200 interface, and not externally manifested anywhere where it can be detected by 

malicious software. It is then internally verified, and a message providing the result of 

that manifestation is transmitted from the personal key 200 to the host computer 200 

or remote computer/server 134. This prevents any external manifestation of the PIN. 
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When combined with the hashing technique using the secret 406 above, the 

foregoing provides a highly secure technique for user authorization. The secure 

hashing technique authenticates the key, and protects the secret 406 from external 

exposure. However, the hashing technique does not authenticate the person 

5 possessing the key (since it may have been lost or stolen). The ability to enter the PIN 

directly into the processor 212 of the personal key allows the personal key to 

authenticate the user, and since the PIN is never manifested externally from the key, 

exposure to malicious software is prevented. Since the third party can authenticate the 

personal key and the personal key can authenticate the user, the third party can 

1 o perform user authentication with a high degree of confidence. 

FIG. 10 is a flow chart illustrating an embodiment of the present invention in 

which the PIN is entered directly into the personal key 200. In block 1002, a 

command is issued which requires access to the user's PIN, such as the VerifyPN and 

ModifyPIN commands listed in Table 6. The personal key 200 accepts 1004 the 

15 command, and if necessary, prompts the user for the PIN, as shown in block 1006. 

This may be accomplished with the display 122, one of the output devices 222, or any 

combination thereof. Preferably, this is accomplished via a communication path 

distinct and inaccessible from the USB interface 204. Using one of the input device 

218 embodiments described above, the user provides the PIN to the personal key 200. 

20 Using a value stored in the memory 214, the processor 212 in the personal key 200 

validates the user-entered PIN. In one embodiment, this is accomplished by 

comparing the user-provided value directly with a value stored in the memory 214. 

The personal key then provides 1014 a response indicating the validity of the PIN, 

which is accepted by the API 260. The response indicates whether the user supplied 

25 PIN was valid. 

In one embodiment, a biometric sensor 250 is also communicatively coupled 

to the processor 212. The biometric sensor 250 provides data to the processor 212 and 

receives commands from the processor 212, as described earlier in this disclosure. 

The processor is also optionally communicatively coupled to one or more light 

30 emitting devices 216 or other visual display device to provide a visual indication of 
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the activities or status of the personal key 200. The processor 212 may also be 

communicatively coupled with an aural device to provide a vibrational or audio data 

to the user of the status or activities of the personal key 200. 

Conclusion 

This concludes the description of the preferred embodiments of the present 

invention. In summary, the present invention describes a compact, self-contained, 

personal token. The token comprises a USB-compliant interface releaseably 

coupleable to a host processing device; a memory; and a processor. The processor 

10 provides the host processing device conditional access to data storable in the memory 

as well as the functionality required to manage files stored in the personal key and for 

performing computations based on the data in the files. In one embodiment, the 

personal key also comprises an integral user input device and an integral user output 

device. The input and output devices communicate with the processor by 

15 communication paths which are independent from the USB-compliant interface, and 

thus allow the user to communicate with the processor without manifesting any 

private information external to the personal key. 

The foregoing description of the preferred embodiment of the invention has 

been presented for the purposes of illustration and description. It is not intended to be 

20 exhaustive or to limit the invention to the precise fom1 disclosed. Many modifications 

and variations are possible in light of the above teaching. For example, while the 

foregoing personal key has been described as providing for electrical communication 

with the host communication, it is envisioned that such electrical communication 

includes the optical transfer of data such as is implemented by fiber optics and the 

25 like. 

It is intended that the scope of the invention be limited not by this detailed 

description, but rather by the claims appended hereto. The above specification, 

examples and data provide a complete description of the manufacture and use of the 

composition of the invention. Since many embodiments of the invention can be made 
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without departing from the spirit and scope of the invention. the invention resides in 

the claims hereinafter appended. 
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WHAT IS CLAilv1ED IS: 

1 . A compact personal token (200), comprising: 

a USE-compliant interface (206) releaseably coupleable to a host processing 

device (102); 

) a memory (214); 

a processor (212), communicatively coupled to the memory (214) and 

communicatively coupleable to the host processing device ( 102) via the USB­

compliant interface ( 130), the processor (212) for providing the host processing 

device (102) conditional access to data storable in the memory (214 ); and 

10 a user input device (218), communicatively coupled to the processor (212) by 

a path (220) distinct from the USB-compliant interface (206). 

2. The apparatus of claim 1, wherein the user input device (218) is 

configured to control an operation of the processor (212). 

15 

3. The apparatus of claim 1, wherein the operation comprises an 

operation selected from the group comprising: 

an encryption operation; and 

a decryption operation. 

20 

4. The apparatus of claim 1, wherein the operation comprises a digital 

signature operation using a private key stored in the memory (214). 

5. The apparatus of claim 1, wherein the input device (218) comprises at 

25 least one pressure-sensitive device actuatable from an exterior surface of the token 

(200). 

6. The apparatus of claim 1, wherein the input device (218) comprises at 

least one push-button switch (702). 
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7. The apparatus of claim 1, further comprising an output device (222), 

communicatively coupled to the processor (212) by path (224) distinct from the USB­

compliant interface (206), for providing information regarding the operation of the 

5 processor (212). 

8. The apparatus of claim 7, wherein the output device (212) comprises at 

least one light emitting device (616). 

IO 9. The apparatus of claim 7, wherein the output device comprises at least 

15 

20 

25 

one liquid crystal display (706). 

l 0. The apparatus of claim 7, wherein the output device comprises at least 

one aural output device. 

11. A compact personal token (200), comprising: 

a USB-comp1iant interface (206) releaseably coupleable to a host processing 

device (102); 

a memory (214 ); 

a processor (212), communicatively coupled to the memory (214) and 

communicatively coupleable to the host processing device (102) via the USB­

compliant interface (206), the processor (212) for providing the host processing 

device (102) conditional access to data storable in the memory (214); and 

a user output device (222), communicatively coupled to the processor (212). 

12. The apparatus of claim 11, wherein the user output device (212) is 

coupled to the processor (212) by a path (224) distinct from the USB-compliant 

interface (206). 
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13. The apparatus of claim 11, wherein the user output device (212) is 

configured to indicate the operation of the processor (212). 

14. The apparatus of claim 11, wherein the operation comprises an 

5 operation selected from the group comprising: 

10 

15 

20 

an encryption operation; 

a decryption operation; and 

a digital signature operation using a private key. 

15. The apparatus of claim 11, wherein the user output device (212) is 

selected from a group comprising: 

at least one light emitting device ( 6 I 6); 

at least one liquid crystal display (706); and 

at least one aural device. 

16. The apparatus of claim 11, further comprising an input device (218), 

communicatively coupled to the processor (212) by path (220) distinct from the USB­

compliant interface (206), for providing information for the operation of the processor 

(212). 

17. The apparatus of claim 11, wherein the processor (212) and memory 

(214) are disposed on a circuit board ( 606) having at least one circuit connection 

surface (610) providing electrical communication with the processor (212), and the 

USE-compliant interface (206) comprises: 

25 at least one conductive pin for providing electrical communication between the 

circuit connecting surface ( 610) and the host processing device ( I 02), wherein the 

conductive pin comprises a pin securing portion and is releasably coupleable to the 

circuit connection surface (610); and 

a housing (602) for substantially enclosing at least some of the circuit 

30 board(606), the housing (602) comprising a pin interfacing portion mateable with the 

pin securing portion for securing the pin member along a longitudinal axis of the 

conductive pin. 
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(57) Zusammenfassung 

Bei einem elektronischen Schlussel (10) werden codierte Signale (20) gesendet und gegebenenfalls empfangen. Dazu sind geeignete 
elektronische Bauteile im Gehauseinneren (21) notwendig, die von einem Stromspeicher mit elektrischer Energie versorgt werden. Um 
einen stets betriebsbereiten elektronischen Schlussel (10) zu gewahrleisten, wird vorgeschlagen, eine Masse (22) im Gehauseinneren (21) 
beweglich zu lagem (24). Die beim Bewegen des Schltissels anfallende Bewegungsenergie (23) dieser Masse (22) wird in einem im 
Gehauseinneren (21) vorgesehenen elektrischen Generator (26) in elektrische Energie gewandelt, die dann zum dauemden Nachladen des 
Stromspeichers genutzt wird. 
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Elektronischer Schlussel, insbesondere fur Fahrzeuge 

Die Erfindung richtet sich auf einen elektronischen Schliissel der im Oberbegriff des 

Anspruches I angegebenen Art. Zurn Betrieb der elektronischen Bauteile verwendet 

man in der Regel elektrische Batterien in Form von sogenannten Knopfzellen. Nach 

einiger Gebrauchszeit entleeren sich die Batterien. Es miissen daher Vorkehrungen 

getroffen werden, um die Batterien bequem ausbauen, neue Batterien wieder 

einbauen und zuverlassig kontaktieren zu konnen. Dafur muss ein geeigneter Platz im 

Schliisselgehause reserviert sein. Das ist aufwendig. Das Auswechseln der Batterie 

ist muhevoll und erfordert eine eingehende Belehrung des Schltisselbesitzers, der 

dazu nicht immer bereit ist. 

Man kann anstelle von solchen Einweg-Batterien auch Akkumulatoren als 

Stromspeicher fur die elektrische Energie im Schliisselgehause verwenden. Es sind 

aber zum regelmaBigen Aufladen eines solchen Stromspeichers Anschli.isse im 

Schli.isselgehause erforderlich, deren Anordnung wegen der sehr begrenzten 

Gehauseoberflache problematisch ist. AuJ3erdem sind Anzeigemittel fur den 

Ladezustand des Stromspeichers erforderlich, wenn man von einer plotzlichen 

Entleerung des Stromspeichers nicht iiberrascht werden will. Auch das erfordert an 

der Gehauseoberflache Platz. Vor allem ist aber wahrend des Ladevorgangs der 

Schlussel nicht nutzbar. Der Schliisselinhaber muss daher die Pausen zwischen der 

Benutzung des Schlussels nutzen und die Ladetatigkeit gut einplanen. Das wird als 

storend empfunden. 

IPR2022-00412 
Apple EX1043 Page 443



WO00/65180 PCT/EP00/02949 

2 

Fur den Betrieb elektrischer Kleingerate (DE 196 20 880 A 1) ist es bekannt, die zum 

bestimmungsgemaf3en Gebrauch des Gerats erforderliche manuelle Betatigung eines 

Funktionsausloseelements dazu zu verwenden, um daraus eine elektrische Energie zu 

gewinnen. Als Kleingerat verwendete man dabei auch einen mechanischen Schlussel 

mit integrierter Infrarot-Sendeeinrichtung. Weil zur Gewinnung der elektrischen 

Energie ein entsprechendes, mechanisches Energieaquivalent aufgebracht werden 

muss, ist der Beta.tiger bei diesem Kleingerat schwergangig. Dies wirkt sich 

unangenehm bei der Handhabung aus. 

Bei einem T-Urschloss mit einem manuell mittels eines Schli.issels schlieBbaren 

Schlossriegel (DE 32 08 818 C2) verwendete man einen elektrischen Antrieb fur den 

Schlossriegel. Der elektrische Antrieb war an einen netzunabhangigen Speicher oder 

Generator angeschlossen. Die bestimmungsgema.Be Betatigung des Schlosses beim 

Offnen und Schlief3en wurde dazu genutzt, um den Generator anzutreiben. Die 

Betatigung zur Gewinnung elektrischer Energie konnte in einem Fall vom Ttirgriff 

ausgehen, der mit dem Generator gekuppelt war. In einem anderen Fall war das 

Antriebsritzel des dynamischen Generators mit einer Zahnstange eines im Schloss 

langsverschieblichen Schliissels verbunden, der beim Ein- bzw. Ausstecken iiber den 

Generator elektrische Energie erzeugte. 

SchlieBlich ist es bekannt (DE 197 21 001 C 1) bei einem elektronischen Gerat einen 

langsverschieblichen Schieber oder einen drehbaren Rotationskorper vorzusehen, 

der, um elektrische Energie fur das Gerat zu gewinnen, mit der Hand oder mit den 

Fingern bewegt werden musste. Die elektrische Energie wurde hier zwar auf 

mechanischem Wege erzeugt, <loch musste dazu der Schieber bzw. der 

Rotationskorper gezielt manuell angetrieben werden. Das war miihsam und 

zeitaufwendig. Wurde es vergessen lag keine nutzbare elektrische Energie vor, 

weshalb der Betrieb des elektronischen Gerats ausfiel. Der Schieber bzw. der 

Rotationskorper erfordert einen groBen FHi.chenbereich auf der Gehauseau.Benseite, 

um fur die Hand zu Antriebszwecken gut zuganglich zu sein. Die Anwendung auf 

elektronische Schlosser war zwar vorgesehen, ist aber for elektronische Schlussel 

ungeeignet. 
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Es ist bei Armbanduhren bekannt, dreh- oder schwenkbewegliche Pendel 1m 

Uhrengehause vorzusehen, welche fiir die mechanische Energieversorgung des 

Uhrwerks sorgen. Es liegt aber nicht nahe diese Uhrenmechanik auf elektronische 

Schlussel zu iibertragen, die, abgesehen von einem eventuellen mechanischen 

Notschlussel, keine mechanische Funktionen haben und auf einen elektrischen 

Stromspeicher angewiesen sind. 

Der Erfindung liegt die Aufgabe zugrunde einen preiswerten elektronischen 

Schlussel der im Oberbegriff des Anspruches 1 genannten Art zu entwickeln, <lessen 

Betriebsbereitschaft sich <lurch einen besonders bequemen Service auszeichnet. Dies 

wird erfindungsgema.B <lurch die im Kennzeichen des Anspruches 1 angefuhrten 

MaJ3nahmen erreicht, denen folgende besondere Bedeutung zukommt. 

Die Erfindung hat erkannt, dass der elektronische Schlussel normalerweise 

Bewegungen ausgesetzt ist, die sich in Beschleunigungen und Verzogerungen des 

Schliissels auswirken. Dadurch werden unvermeidlich dauernd mechanische Krafte 

auf den Schlussel ausgeilbt, die zur Gewinnung von mechanischer Energie genutzt 

werden konnen. Dies tritt nicht nur in einer Ruhephase des Schliissels ein, wenn der 

Schlussel vom Besitzer in der Hosentasche od. dgl. getragen wird und der 

Schliisselbesitzer sich bewegt, sondern auch wahrend der Arbeitsphase des 

Schlussels, wenn der Schlussel 1m Schloss steckt und das Fahrzeug sich 

beschleunigend oder verzogernd bewegt. 

Ordnet man nun eine Masse im Schliisselgehause beweglich an, so kann die dort 

anfallende mechanische Energie von einem elektrischen Generator in elektrische 

Energie gewandelt werden. Diese elektrische Energie kann dann zum Aufladen des 

im Schlossgehause befindlichen Stromspeichers genutzt werden. 

Bei der Erfindung ist nicht nur der Stromspeicher sondern auch die 

Aufladeeinrichtung und die Energieerzeugung im Inneren des Schliisselgehauses 

integriert. Es brauchen daher an der Gehauseoberflache keinen besonderen 

MaBnahmen zur Zuganglichkeit ins Schliisselinnere oder zur Energieversorgung von 
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auBen erfolgen. Der Schhisselinhaber braucht sich um die Energieversorgung des 

elektronischen Schliissels iiberhaupt nicht mehr zu kiimmern; das Aufladen des 

Schlussels erfolgt automatisch bei jeder Schliisselbewegung, also sowohl in der 

Ruhe- als auch in der Gebrauchsphase des Schlussels. Der erfindungsgema.Be 

Schlussel ist stets betriebsbereit. 

Weitere MaBnahmen und Vorteile der Erfindung ergeben sich aus dem 

Unteranspruch, der nachfolgenden Beschreibung und der Zeichnung. In der 

Zeichnung ist die Erfindung schematisch in einem Ausfilhrungsbeispiel dargestellt. 

Es zeigen: 

Fig. 1 die Seitenansicht emes elektronischen Schlussels mit einem 

Gehauseausbruch und 

Fig. 2 ein Blockschaltbild zur Verdeutlichung des inneren Aufbaus und der 

Wirkungsweise des erfindungsgemafien Schliissels. 

Der elektronische Schlussel 10 umfasst ein Schliisselgehause 11 <lessen eines Ende 

12 mit einem geeigneten Einsteckprofil 12 versehen ist. Diesem elektronischen 

Schlussel ist ein komplementares elektronisches Schloss zugeordnet, das eine 

geeignete Aufnahme for <las Einsteckprofil 12 aufweist. Im Schliisselinneren sind 

verschiedenste elektronische Bauteile 13 vorgesehen, die in definierter Weise 

miteinander geschaltet sind, z.B. iiber Leiterbahnen einer sogenannten elektrischen 

Leiterplatte. Die elektronischen Bauteile 13 haben verschiedene Funktionen zu 

erfilllen. AuBer der Kommunikation mit dem zugehorigen Schloss gehort dazu auch 

das Aussenden oder Empfangen von codierten Signalen 20, z.B. in Form einer 

elektromagnetischen hochfrequenten Strahlung. Dazu ist ein geeigneter Sender 14 im 

Schliisselgehause integriert, zweckma.Bigerweise am Stirnende 15 des 

Einsteckabschnitts 12. 

Zur Energieversorgung der Schaltung und ihrer Bauteile 13 dient ein elektrischer 

Stromspeicher 16. Die elektrischen Bauteile 13 konnen durch einen Schalter 17 
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wirksam gesetzt werden. Der Schalter 17 wird von emem Betatiger 18, z.B. ernem 

Taster, ein- und/oder ausgeschaltet. Das ist <lurch einen Betatigungspfeil 19 im 

Schema von Fig. 2 veranschaulicht. Dieser Beta.tiger 18 ist <lurch eine geeignete 

Profilierung eines Gehausebereichs in die Gehauseschale integriert. 

Im Gehauseinneren 21 ist eine Masse 22 beweglich gelagert, wie <lurch den 

Bewegungspfeil 23 veranschaulicht ist. Im vorliegenden Fall ist diese Masse 22 an 

einem Lagerzapfen 24 frei drehgelagert, weshalb hier ein Pendel 25 vorliegt. Diese 

Pendelbewegung 25 wird als mechanische Energie einem zugeordneten Generator 26 

zugefuhrt, der elektrische Energie erzeugt und diese iiber die in Fig. 2 verdeutlichte 

elektrische Verbindung 27 zum Aufladen des Stromspeichers 16 nutzt. 

Die rotatorische Energie eines Pendels 25 ist zwar besonders geeignet, doch ware es 

auch moglich, die mechanische Energie <lurch eine translatorische Bewegung einer 

Masse 22 zu erzeugen. Die mechanische Energie kann in beliebiger Weise <lurch 

bewegliche Massen oder Fliissigkeiten im Inneren des Schlusselgehauses erzeugt 

werden. Entscheidend ist, dass die bei der Benutzung und Nichtbenutzung des 

Schliissels anfallenden mechanischen Bewegungen m elektrische Energie 

umgewandelt werden, die zur Versorgung der elektronischen Bauteile beim 

bestimmungsgemaBen Gebrauch des elektronischen Schliissels client. 
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Bezugszeichenliste 

1 O elektronischer Schlussel 

11 Schlusselgehause von I 0 

12 Einsteckprofil von 11, Einsteckbereich 

13 elektronische Bauteile in 11 

14 Sender in 11 

15 Stirnende von 12 

16 Stromspeicher in 11 

17 Schalter 

18 Betatiger, Taster 

19 Betatigungspfeil von 18 

20 codiertes Signal von 14 

21 Gehauseinneres von 11 

22 freibewegliche Masse 

23 Bewegungspfeil von 22, Pendelbewegung 

24 Lagerzapfen von 22 

25 Pendel aus 22, 24 

26 Generator 

27 elektrische Verbindung zwischen 26, 16 
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Patentanspriiche 

1.) Elektronischer Schlussel (10), insbesondere fur Fahrzeuge, mit einem 

Schliisselgehause (11), beinhaltend 

einen Sender (14) und gegebenenfalls einen Empfanger fiir codierte Signale 

(20) zwecks Kommunikation mit einem zugehorigen elektronischen Schloss, 

eine elektrische Schaltung mit elektronischen Bauteilen (13) zur Generierung, 

zur Codierung und gegebenenfalls zur Decodierung der Signale (20) 

und einen Stromspeicher (16) for die zum Betrieb der elektronischen Bauteile 

( 13) benotigte elektrische Energie, 

dadurch gekennzeichnet, 

dass eine bewegliche (23) Masse (22) im Schliisselgehause (11) angeordnet ist 

und beim Bewegen des Schlussels mechanische Energie erzeugt, 

dass im Schlusselgehause (11) em Wandler, w1e em elektrischer Generator 

(26), angeordnet ist, der die mechanische Energie in elektrische Energie 

wandelt, 

und dass die elektrische Energie zum Aufladen des Stromspeichers (16) 1m 

Schlusselgehause ( 11) dient. 

2.) Schlussel nach Anspruch 1, dadurch gekennzeichnet, dass die bewegliche 

Masse (22) aus einem schwenk- bzw. drehgelagerten (24) Pendel (25) besteht. 
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IDENTIFICATION DEVICE FOR AUTHENTICATING A USER 

The present invention refers to a user 

authentication system within an Internet 

architecture based on an hardware device connected 

to the Universal Serial Bus (USB) port of a client 

processor through a cryptographic procedure of the 

"Challenge Response" type. Moreover, the invention 

refers to a hardware and software system to input a 

Personal Identification Number (PIN) inside the 

above-said identification device based on USB port 

in order to prevent the interception thereof. 

With the always wider spreading of the 

Internet network and other networks of this type, a 

particular and major importance has been given to 

problems about the controlled distribution of 

information on the network, in order to guarantee 

that these information cannot be attacked and 

guarantee their privacy as well, in addition to 
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providing access to particular transactions or 

information only to authorised users. Several 

arrangements have so far been proposed, starting 

from the so-called protecting "hardware keys" to be 

connected to processors, up to more or less complex 

cryptographic systems with different types of 

software keys. The proposed solutions either are 

very costly to be implemented in terms of several 

types of resources, or do not guarantee a complete 

safety of the information to be protected. 

Object of the present invention is solving the 

above prior-art problems, by providing an hardware 

and software system that is of a reduced cost, 

easily implemented and absolutely efficient in 

terms of protection. In particular, the hardware 

device of the invention is of a simple 

configuration, has the sizes of a key and, once 

being inserted into the USB port of a computer, 

allows univocally recognising and authenticating 

the user of a network-based application and to 

start therewith 

transactions on the 

protected 

Internet 

and 

network 

encrypted 

itself. 

Authentication uniqueness and transaction safety 

are based on the features of the device, that is 

equipped with a microprocessor implemented for 
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safety functions, and on private-key time-varying 

cryptographic algorithms. 

The above and other objects and advantages of 

the invention, as will appear from the following 

description, are obtained by a user authentication 

device and process as claimed in Claims 1 and 6, 

respectively, and by a system and process that use 

the above device as claimed in Claims 15 and 17, 

respectively. Preferred embodiments and non-trivial 

variations of the present invention are claimed in 

the dependent Claims. 

The present invention will be better described 

by some preferred embodiments thereof, given as a 

non-limiting example, with reference to the 

enclosed drawings, in which: 

Figure 1 is a perspective view of an 

embodiment of the device according to the 

present invention; 

Figure 2 is a block diagram of the 

architecture of the code-inputting system of 

the device of the invention; 

Figure 3 is a block diagram of the process 

realised by the architecture in Fig. 2; 

Figure 4 is a block diagram detailing a step 

of the process in Fig. 3; 
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Figure 5 is a block diagram detailing a step 

of the process in Fig. 3; 

Figure 6 is a block diagram of the operating 

process of the device in Fig. 1; 

Figure 7 is a block diagram detailing a step 

of the process in Fig. 6; 

Figure 8 is a block diagram detailing a step 

of the process in Fig. 6; 

Figure 9 is a block diagram summarising the 

steps of the processes in Fig.s 7 and 8; and 

Figure 10 is a block diagram detailing a step 

of the process in Fig. 6. 

With reference to Fig. 1, the device 1 for 

authenticating a user in an Internet architecture 

environment substantially comprises an elongated 

support structure 3, preferably made of plastic 

material and adapted to be grasped by a user and 

inserted into a port of a client processor (not 

shown), for example the Universal Serial Bus (USB) 

port of a personal computer. For such purpose, the 

device 1 is equipped with a terminal 5 for the 

connection to the port and with a microprocessor 

circuitry contained inside the support structure 3; 

the circuitry is adapted to perform safety 
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functions and to operate on cryptographic 

algorithms. Finally, the device 1 of the invention 

comprises activation means 7 (commonly realised in 

the shape of a push-button) supported by the 

structure 3 and adapted to control the 

microprocessor circuitry to allow enabling therein 

an authentication code, 

hereinbelow. 

as will be described 

In the current and pref erred embodiment, the 

device 1 operates on cryptographic algorithms that 

are of the private-key time-varying type. Due to 

the standard interface and "plug&play" USB and to a 

set of interfacing libraries of the ActiveX and 

Plug-In type on server and client sides, the device 

1 is efficient in terms not only of safety, but 

also of simplicity and transparency. Its features 

make it an efficient tool to store keywords, 

electronic certificates, digital signatures, 

electronic purse functions or to store and protect 

therein other interesting information related to 

user or used services. 

With the device 1 of the invention, those who 

need protecting and checking the access to pages, 

services, data bases or more generally to areas of 

Internet sites, will simply have to supply 
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authorised users of their one Internet service with 

a suitably initialised device 1. The users will 

then have to simply insert the device 1 into the 

USB port of the computer with out performing any 

installation operation. The server application will 

take care of setting a safe communication with the 

device 1 in order to authenticate the user. User 

recognition in fact occurs depending on reserved 

information inside the device linked with a user 

keyword. Once having recognised the client and 

having checked affected user authorisations, the 

device 1 takes care of sending customised and 

reserved information to the user, encrypting the 

contents with an algorithm of the 256-bit Blowfish 

type, for example, with a time-varying key linked 

to the secret value contained into the device 1. 

Information can be indifferently, but not in a 

limiting way, HTML pages, data bases information 

with "web" interface, forms, download areas, and 

the like. The information transaction of the 

network is performed encrypted both from server to 

client, and vice versa. 

In order to be able to use the above-described 

device 1, it is necessary to equip it with a 

univocal Personal Identification Number (PIN) per 
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user. For such purpose, a system has been 

implemented whose architecture is shown in Fig. 2, 

such system being adapted to perform a process as 

detailed in Figures 3 to 5. 

With reference first of all to Fig. 2, the 

system architecture that allows using the device 1 

substantially comprises a processor equipped with a 

graphic window 10 that displays a digit from Oto 

9. Such window cooperates with a user library 12 

(arrow A in Fig. 2), that is a proprietary library 

that deals with managing the device 1 and, through 

an identification process 14 contained therein, 

with checking the enabling of the device 1 itself. 

The user library 12 is connected (arrow Bin 

Fig. 2) with a device driver 16, that is also a 

proprietary library that deals with managing the 

device 1 at USB level. The device driver 16 is 

connected (arrow C in Fig. 2) with the device 1 

that receives commands (arrow Din Fig. 2} from the 

push-button 7. According to the flow defined by 

arrows A to D, in the user library 12 an internal 

tick pulse is generated so that, upon every tick, a 

digit is sent both to the window 10 for being 

displayed, and to the device 1 through the device 

driver 16; the device driver 16 queries the device 

-7-

IPR2022-00412 
Apple EX1043 Page 462



WO 00/75755 PCT /IT00/00216 

1 whether there are other digits and, if the 

response is affirmative, goes on with the 

processing, while otherwise it warns the user 

library 12 to stop the process. Upon every pressure 

of the push-button 7, the device 1 stores the 

currently supplied digit that is also displayed by 

the window 10. 

The general operation of the above-described 

system is shown as a block diagram in Fig.s 3 to 5. 

Such process guarantees the maximum safety when 

inputting the PIN to use the device 1. The process 

first of all comprises, upon request of the PIN 

code, the activation (301) of the graphic window 10 

to display a current digit from Oto 9. 

Then the PIN code is sent ( 303} for every 

digit, through a process inserted into the 

libraries, both to the displaying window 10 and to 

the device 1. 

Upon pressing the push-button 7, therefore, 

every digit is stored (305) as belonging to the PIN 

code; then, the process that sends the digit both 

to the graphic window 10 and to the device 1, 

queries ( 307) every time the device 1 to check 

whether there are other digits: if the response is 

affirmative, the process goes on by timely sending 
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(309) the other digits; otherwise, it stops (311) 

and the final PIN key is stored to validate the 

device 1. 

Upon a more detailed examination, the 

operation of the PIN code storing step (305) can be 

divided into two major steps, where the first one 

deals with managing the display and dispatch of the 

digits to the device 1, while the second one deals 

with managing the push-button 7 of the device 1 

itself. 

In particular, as shown in detail in Fig. 4, 

the displaying and dispatching step of the digits 

to the device 1 starts in 401 and comprises the 

following sub-steps: 

creating (403) the window 10 to display the 

digits; 

querying ( 405) whether the digits lirni t has 

been reached; 

in case of an affirmative response,_ removing 

(407) the displaying window 10; or 

in case of a negative response, sending (409) 

the digit to the graphic window 10 and to the 

device 1; and 

requesting (411) to the device 1 whether the 
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digits limit for the PIN code has been 

reached, returning to the querying step 

(405): if the response is affirmative, the 

process finally ends in 413. 

With reference to Fig. 5, instead, the flow 

diagram of the management step for the push-button 

7 of the device 1 is shown in detail, this step 

being able to be divided into the following sub­

steps, starting from the initial one in 501: 

querying ( 503) whether the digits limit has 

been reached; 

in case of an affirmative response, ending 

(509) the process; or 

in case of a negative response, checking 

( 505) whether the push-button 7 has been 

pressed; 

in case of a negative response, the procedure 

remains waiting for a following pressure of 

the push-button 7; or 

in case of an affirmative response, storing 

( 50 7) the last received digit and returning 

to the querying step (503) are performed. 

After having defined the device 1 of the 

invention in this way and the system and process to 
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store and validate the personal code inside the 

device, it is possible to practice the real and 

proper process of the invention to manage the 

accesses to reserved pages and services being 

present on the Internet network. 

As already stated, the system that allows such 

process is composed, preferably but not in a 

limiting way, of a central server processor {not 

shown) that stores and manages the authorised 

users, connected to a set of local client 

processors (not shown) equipped with the device 1 

of the invention. The detailed procedure is 

commonly realised through programs being present on 

both server and client processors, and is shown in 

Fig.s 7 to 10 of the description. 

In particular, with reference to Fig. 6, the 

process fer authenticating a user in an Internet 

architecture environment comprises the following 

macro-steps: 

- associating (601) a user with an identification 

device l; 

- identifying ( 603) the user through the device 

l; and 

- encrypting (605) information sent/received 

by/from the user. 
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In particular, as shown in Fig. 7, the 

associating step ( 601) of a user to the device 1 

comprises the following sub-steps: 

describing (701) the user; 

generating ( 7 0 3) a Tokenid based on 

describing data of the user; 

performing (705) a first irreversible safe 

scrambling step (preferably of the MDS type) 

of the Token Id after a communication ( 7 0 9) 

with the server processor managing the 

keywords; 

creating (706) a first Personal 

Identification Number (PIN) from the first 

scrambling (705); 

performing ( 707) a second irreversible safe 

scrambling step (preferably of the MD5 + 3DES 

type) of the Tokenid after a communication 

(709) with the server processor for the 

keywords; 

creating ( 7 08) a second Personal 

Identification Number (PIN2) from the second 

scrambling (705), where the second Personal 

Identification Number (PIN2) is different 

from the first Personal Identification Number 
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(PIN) ; 

associating the user with an identification 

string composed of the Tokenid, the first 

Personal Identification Number (PIN) and the 

second Personal Identification Number (PIN2); 

and 

storing such complete identification string 

into the device 1 and the Tokenid alone into 

a data base on the server processor. 

With reference now to Fig. 8 in particular and 

to Fig. 9 as assembly view of the two steps shown 

in Fig.s 7 and 8, the user identifying step {603) 

through the device 1 is shown in detail; it 

comprises the following sub-steps: 

in case of an access by the user to web pages 

of the network in which an access control 

must be performed, the server processor sends 

(801) to the client processor a string of the 

"Server Challenge" type, that always 

different; the string is associated with the 

first Personal Identification Number (from 

706) and is processed by the client to be 

able to provide a response for the server. 

For this purpose, the process proceeds with 

the steps of: 
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performing (803) an hashing step (preferably 

of the MD5 type) on the "Server Challenge" 

string and the first Personal Identification 

Number, 

string; 

using 

thereby producing (805) a text 

(807) the 

Identification Number 

encrypting key of a 

second Personal 

(PIN2) (from 708) as 

cryptography (809) 

(preferably of the 3DES type) on the text 

string; 

generating (811, 813) a string comprising the 

Tokenid and a Response Client and sending 

such string to the server processor; 

comparing (step 901 in Fig. 9) on the server 

the received string with the Response Client 

being generated on the server side by re­

processing the first and second Personal 

Identification Numbers (PIN, PIN2); and 

in case of a positive response , to such 

comparing step (901), pointing out (step 903 

in Fig. 9) the existence of a correct 

identification code; or 

in case of a negative response to such 

comparing step (901), pointing out (step 905 
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in Fig. 9) the existence of an incorrect or 

counterfeited identification code. 

Finally, with reference to Fig. 10, the 

information encrypting step {605) comprises the 

following sub-steps, performed by the server 

processor: 

generating (1000) an encryption key from the 

previous encrypting step {809) by using as 

input the Server Challenge string and the 

first and second Personal Identification 

Numbers (PIN, PIN2); 

receiving (1003) a page from the network; 

encrypting 

Blowfish 

( 1001) 

encryption) 

(preferably using 

the received 

the 

page 

through the generated encryption key; and 

sending (1005) the encrypted page to the 

client processor, which, once having received 

the encrypted pages, is able to decrypt them 

and reproduce them in a clear way, b~cause it 

knows both the Server Challenge string and 

the first and second Personal Identification 

Numbers (PIN, PIN2). 

Some embodiments of the invention have been 

described, but obviously they are subjected to 

further modifications and variations within the 
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same inventive idea. For example, several 

construction variations of the device 1 will be 

possible, both from the point of view of the 

connections to external processor ports, and from 

the point of view of the internal circuitry to 

realise the described functionalities. Moreover, 

the various processes of the invention could be 

applied to various types of authentication devices, 

and the systems to realise the described processes 

could be implemented according to different 

connection configurations to various types of 

networks. 
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CLAIMS 

1. Device ( 1) for authenticating a user in an 

2. 

Internet architecture environment, 

characterised in that the device comprises: 

a support structure (3); 

a terminal (5) for the connection to a port 

of a processor; 

a microprocessor circuitry contained inside 

said support structure ( 3} , said circuitry 

being adapted to perform safety functions 

and operating on cryptographic algorithms; 

and 

activation means ( 7) supported by said 

structure ( 3) and adapted to control said 

microprocessor circuitry to allow enabling 

therein an authentication code. 

Device ( 1) according to Claim 1, 

characterised in that said terminal ( 5) is 

adapted to be connected to a port of the 

Universal Serial Bus (USB) type of a 

personal computer. 

3. Device ( 1) according to Claim 1, 

characterised in that said activation means 

(7) are composed of a push-button. 
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4. Device ( 1) according to Claim 1, 

characterised in that said cryptographic 

algorithms performed by said microprocessor 

circuitry are of the private-key time-

varying type. 

5. Device ( 1) according to Claim 3, 

characterised in that said cryptographic 

algorithms are of the "Challenge Response" 

type. 

6. Process for authenticating a user in an 

Internet architecture environment, 

characterised in that the process comprises 

the following steps: 

- associating (601) a user with an identification 

device (l); 

- identifying (603) said user through said device 

(1) ; and 

- encrypting (605) information sent/received 

by/from said user. 

7. Process according to Claim 6, characterised 

in that said device ( 1) is the device 

according to any one of Claims 1 to 5. 

8. Process according to Claim 6, characterised 

in that said associating step (601) 

comprises the following sub-steps: 
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describing (701) said user; 

generating ( 703) a Tokenid based on 

describing data of said user; 

performing (705) a first irreversible safe 

scrambling step of said Tokenid after a 

communication ( 7 0 9) with a keywords server 

processor; 

creating ( 706) a first Personal 

Identification Number (PIN) from said first 

scrambling (705); 

performing {707) a second irreversible safe 

scrambling step of said Tokenid after a 

communication (709) with a keywords server 

processor, said second scrambling (707) being 

different from said first scrambling (705); 

creating ( 708) a second Personal 

Identification Number (PIN2) from said second 

scrambling (705) I said second Personal 

Identification Number ( PIN2) being _different 

from said first Personal Identification 

Number (PIN) ; 

associating said user with an identification 

string composed of said Tokenid, said first 

Personal Identification Number (PIN) and said 
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second Personal Identification Number (PIN2); 

and 

storing said complete identification string 

into said device (1) and said Tokenid into a 

data base on said server processor. 

9. Process according to Claim 8, characterised 

in that said first scrambling {705) is of 

the MDS type and said second scrambling 

(707) is of the MD5 + 3DES type. 

10. Process according to any one of Claims 6 to 

9, characterised in that said identifying 

step (603) comprises the following sub-

steps: 

in case of an access by said user to pages of 

said network in which an access control must 

be performed, sending (801) by the server 

processor a string of the "Server Challenge" 

type, said string being associated with said 

first Personal Identification Number; 

performing ( 8 0 3) an hashing step on said 

"Server Challenge" string and said first 

Personal Identification Number, thereby 

producing (805) a text string; 

using (807) said second Personal 

Identification Number (PIN2) as encrypting 
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key of a cryptography {809) on said text 

string; 

generating ( 811, 

said Tokenid and 

813) a string comprising 

a Response Client and 

sending said string to said server processor; 

comparing (901) said received Response Client 

string with the Response Client being 

generated on the server side by re-processing 

said first and second Personal Identification 

Numbers (PIN, PIN2); and 

in case of a positive response to said 

comparing step (901), pointing out (903) the 

existence of a correct identification code; 

or 

in case of a negative response to said 

comparing step {901), pointing out {905) the 

existence of an incorrect or counterfeited 

identification code. 

11. Process according to Claim 10, characterised 

in that said hashing is of the MOS type and 

said cryptography (809) is of the 3DES type. 

12. Process according to any one of Claims 6 to 

11, characterised in that said encrypting 

step ( 605) comprises the following sub-

steps, performed by said server processor: 
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generating (1000) an encryption key from said 

encrypting step (809) by using as input said 

Server Challenge string and said first and 

second Personal Identification Numbers (PIN, 

PIN2); 

receiving (1003) a page of said network; 

encrypting (1001) said received page through 

said generated encryption key; and 

sending ( 1005) said encrypted page to said 

client processor, said client processor being 

able to perform the decrypting of said 

encrypted page depending on said Server 

Challenge string and said first and second 

Personal Identification Numbers (PIN, PIN2) 

being known thereto. 

13. Process according to Claim 12, characterised 

in that said encrypting ( 1001) is of the 

Blowfish type. 

14. System for authenticating a user in an 

Internet architecture environment, 

characterised in that the system comprises: 

at least one central management server 

processor connected in a network; 

at least one local client processor connected 
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in the network; 

at least one authentication device (1) 

according to any one of Claims 1 to 5 

connected to said at least one local client 

processor; and 

a control program adapted to perform the 

process according to any one of Claims 6 to 

13. 

15. System for inputting a Personal 

Identification Number ( PIN) code inside an 

identification device ( 1) in order to 

prevent intercepting said device ( 1) , 

characterised in that the system comprises, 

connected to said device ( 1) , a processor 

containing: 

at least one user library (12) for managing 

said device ( 1) , said user library (12) 

being equipped with an identification 

process (14) adapted to control the enabling 

of said device (1); 

at least one device driver (16) connected to 

said user library ( 12) , said device driver 

(16) being a library that manages said 

device (1) at connection port level; and 
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at least one window ( 10) connected to said 

user library ( 12) to display said PIN code 

digit by digit. 

16. System according to Claim 15, characterised 

in that said device (1) is the device 

according to any one of Claims 1 to 5. 

17. Process for inputting a Personal 

Identification Number (PIN) code inside an 

identification device ( 1) in order to 

prevent intercepting said device ( 1) , 

characterised in that the process comprises 

the following steps: 

upon request of said PIN code, activating 

(301) a graphic window (10) to display an 

current digit from Oto 9; 

sending ( 303) every digit of said PIN code 

both to the displaying window (10) and to the 

device (1); 

in case of actuation of activation means (7) 

of said device (1), storing (305) every digit 

as belonging to said PIN code; 

querying (307) said device ( 1) to check 

whether other digits exist; 

in case of an affirmative response to said 
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querying step (307), timely sending (309) the 

other digits; or 

in case of a negative response to said 

querying step (307), stopping (311) the 

process and storing the final PIN key to 

validate said device (1). 

18. Process according to Claim 17, characterised 

in that said PIN code storing step (309) 

comprises the following steps: 

displaying and dispatching the digits to said 

device (l); and 

managing the activation means (7) of said 

device (1). 

19. Process according to Claim 18, characterised 

in that said displaying and dispatching step 

of the digits to said device ( 1) comprises 

the following sub-steps: 

creating (403) a window (10) to display the 

digits; 

querying (405) whether the digits limit has 

been reached; 

in case of an affirrnati ve response to said 

querying step (405), removing ( 407) said 

displaying window (10); or 
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in case of a negative response to said 

querying step (405), sending ( 40 9) the digit 

to said graphic window (10) and to said 

device (1) ; and 

requesting ( 411) to said device (1) whether 

the digits limit for the PIN code has been 

reached, returning to said querying step 

(405). 

20. Process according to Claim 18, characterised 

in that said managing step of the activation 

means ( 7) of said device ( 1) comprises the 

following sub-steps: 

querying (503) whether the digits limit has 

been reached; 

in case of an affirmative response to said 

querying step (503), ending (509) said 

process; or 

in case of a negative response to said 

querying step ( 503) , checking ( 505) whether 

said activation means (7) are actuated; 

in case of a negative response to said 

checking step (505), suspending the procedure 

that remains in stand-by; or 

in case of an affirmative response to said 
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checking step ( 505) , storing ( 507) the last 

received digit and returning to said querying 

step (503). 

21. Process according to Claim 17, characterised 

in that said device ( 1) is the device 

according to any one of Claims 1 to 5. 

-27-

IPR2022-00412 
Apple EX1043 Page 482



WO 00/75755 1/9 PCT /IT00/00216 

1 

5 

Fig. 1 

IPR2022-00412 
Apple EX1043 Page 483



WO00/75755 PCT/IT00/00216 
2/9 

10 14 12 

0 .. 9 

B 16 

1 
7 

FIG. 2 

IPR2022-00412 
Apple EX1043 Page 484



wooons1ss PCT/IT00/00216 
3/9 

301 

303 

305 

309 311 

307 

FIG. 3 

601 

603 

605 

FIG. 6 

IPR2022-00412 
Apple EX1043 Page 485



WO 00/75755 

403 

407 

409 

4/9 

4/5 

401 

s 

PCT /IT00/00216 

405 

__ _._ ____ 411 

413 

FIG. 4 

IPR2022-00412 
Apple EX1043 Page 486



WO 00/75755 PCT /IT00/00216 
5/9 

501 

503 

s 

507 

509 

FIG. 5 

IPR2022-00412 
Apple EX1043 Page 487



WO00/75755 PCT/IT00/00216 
6/9 

701 
703 

705 707 

709 

706 708 

FIG. 7 

IPR2022-00412 
Apple EX1043 Page 488



WO00/75755 PCT /IT00/00216 

7/9 

801 706 708 

803 

811 813 

FIG. 8 

IPR2022-00412 
Apple EX1043 Page 489



wooons1ss PCT/IT00/00216 
8/9 

705 703 707 

708 

706 813 

809 

901 

811 

903~ 

1 /1 905 

FIG. 9 

IPR2022-00412 
Apple EX1043 Page 490



WO 00/75755 

801 

1001 

9/9 

706 

803 

805 

FIG. 10 

PCT /IT00/00216 

708 

807 

809 

1000 

1003 

1005 

IPR2022-00412 
Apple EX1043 Page 491



INTERNATIONAL SEARCH REPORT ..... 1onal Appllcallon No 

PCT/IT 00/00216 
A. CLASSIFICATION O7<>'tBJECT MATTER 
I PC 7 G06Fl 00 

According to International Patent ClaMification (IPC) or to both national da.illcatlon and IPC 

B. FIELDS SEARCHED 

Minimum documentation searched (claeaiflcatlon system followed by claaaiftcatton symbols) 
IPC 7 G06F 

Documentation searched other than minimum documentation to the extent that such docu~ are included in the flelcla searched 

Electronic data base consulted euing the international search (name of data base and, where practical, 8Ml'Ch terms ueed} 

EPO-Internal, WPI Data 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category• Citation of document, with lndcatlon, where appropriate, of the ralevant paaaagee Relevant to claim No. 

X us 5 778 071 A (CAPUTO ET AL) 1,3-7,14 
7 July 1998 (1998-07-07) 

A column 7, line 21 - line 36 8-13, 
15-21 

column 10, line 51 -column 12, 1 ine 22 
column 13, line 4 -column 18, line 9; 
figures 1D,2,4,5-8 

--
A L. PREUSS: "Rainbow Technologies Adds USB 1,2,4-7, 

Support For PC And Macintosh Software 14,15,17 
Developers To Sentinel Line" 
NEWS RELEASE, 

17 November 1998 (1998-11-17), 
XP002139273 
the whole document 

--
-I--

rn Further documents are listed in the continuation of box C. [] Patent family members are listed in annex. 

• Special categoriee of cited documents ; 
"T" later document publiahed after the lntemational filing date 

•A• document defining the general slate of the art which is not or priority date and not In conflict with the application but 
cited to understand the principle or theory underlying the 

considered to be of particular relevance lnw,ntion 
'E" earlier document but pubiehed on or after the International 

filing date •x- document of particular relevance; the claimed invention 
cannot be conaidered novel or cannot be considered to 

'L• document which may throw doubls on priority claim(s) or involve an inventive etep when the document is taken alone 
which is cited to establish the publication date of another "Y" document of particular relevance; the claimed invention cilalion or other 8f)6cial reaaon (as specified) cannot be considered to involve an inventive step when the 

"()• document mfen1ng to an oral declosure, use, exhibition or document Is combined with one or more other such clocu-
other means menlB, such combination being obvious to a pe(SOn skilled 

•p• doaJment published prior to the international filing date but in the art. 
later than the priority date daimed •&• document member of the same patent family 

Date of the actual completion of the intemational search Date of maiUng of the international search report 

25 October 2000 02/11/2000 
Name and mailing addl988 of the !SA Authorized officer 

European Patent Office. P.B. 5818 Patentlaan 2 
NL - 2280 HV Rijswijc 

2 Tel. (+-31-70) 340--2040, Tx. 31 651 epo nl, Moens, R Fax:(+31-70)340-3016 

Fonn PCT~SAQ.10 (eecond eheet) (July 1992) 

page 1 of 2 
IPR2022-00412 

Apple EX1043 Page 492



2 

INTERNATIONAL SEARCH REPORT 

C.(Coralnuallon) DOCUMENTS CONSIDERED TO BE RELEVANT 

Category • Citation of document, with lndlcation,wh«9 appropriate, of the nilevant paaaagea 

A US 5 060 263 A (BOSEN ROBERT J ET AL) 
22 October 1991 (1991-10-22) 

E 

column 4, line 6 -column 5, line 24 

WO 00 42491 A (RAINBOW TECHNOLOGIES INC) 
20 Ju1y 2000 (2000-07-20) 
page 16, line 16 - line 20; claims 
1-3,5,6; figures 7,8 

Femi PCTA~10 (conlinuallon al eeccnd ..a-) (July 1982) 

Inf !llonal Appllcatlon No 

PCT/IT 00/00216 

Relevant to clam No. 

15,17 

1-5 

page 2 of 2 
IPR2022-00412 

Apple EX1043 Page 493



INTERNATIONAL SEARCH REPORT " 
Lllf lonal Application No 

lnfomMdlon on patent family memtNn 
PCT/IT 00/00216 

Patent document I Publication I Patent family I Publication 
cited in search report elate membel(s) elate 

us 5778071 A 07-07-1998 us 5546463 A 13-08-1996 
AU 4147097 A 06-03-1998 
EP 0916210 A 19-05-1999 
WO 9807255 A 19-02-1998 
us 5878142 A 02-03-1999 

us 5060263 A 22-10-1991 NONE 

WO 0042491 A 20-07-2000 NONE 

Fonn PCTl1SAl210 (patent famiy anMX) {July 1992) IPR2022-00412 
Apple EX1043 Page 494



iiiiiii 
iiiiiii 
iiiiiii 

-
-iiiiiii 
== 
iiiiiii -
iiiiiii 
iiiiiii 

iiiiiii 

iiiiiii -iiiiiii 
~ 

~ 

< 
0',, 
r-
~ 
~ 
~ --~ 0 

0 
~ 

(12) NACH DEM VERTRAG UBER DIE INTERNATIONALE ZUSAMMENARBEIT AUF DEM GEBIET DES 
PATENTWESENS (PCT) VEROFFENTLICHTE INTERNATIONALE ANMELDUNG 

(19) Weltorganisation fiir geistiges Eigentum 
Intemationales Bi.iro 

(43) Internationales Veroffentlichungsdatum 
I. Marz 2001 (01.03.2001) 

• I 11111111111111111111111111111111111 IIIII lllll 1111111111111111111111111 

(10) Internationale Veroffentlichungsnummer 

PCT WO 01/14179 Al 

(51) Internationale Patentklassifikation 7 : B60R 25/04 (71) Anmelder (fur afle Bestimmungsstaaten mil Ausnahme von 
US): HUF HULSBECK & FURST GMBH & CO. KG 

(21) Internationales Aktenzeichen: PCT/EP00/07769 [DE/DE]; Steeger Strasse 17, 42551 Velbert (DE). 

(72) Erfinder; und 
(22) Internationales Anmeldedatum: 

10. August 2000 ( l 0.08.2000) 
(75) Erfinder/Anmelder (nurjur US): WITTWER, Reinhard 

[DE/DE]; Beuthener Strasse 26, 42579 Heiligenhaus (DE). 
BARRENBERG, Giinter [DE/DE]; Am Buschkothen 20, 
42551 Velbert (DE). (25) Einreichungssprache: 

(26) Veroffentlichungssprache: 

(30) Angaben zur Prioritat: 

Deutsch 

Deutsch 
(74) Anwalt: MENTZEL, Norbert; Kleiner Werth 34, 42275 

Wuppertal (DE). 

(81) Bestimmungsstaaten (national): AU, BR, CN, IN, JP, KR, 
199 39 733.3 21. August 1999 (21.08.1999) DE US. 

[Fortsetzung auf der nachsten Seite] 

(54) Title: DEVICE FOR STARTING A MOTOR VEHICLE MOTOR, USING AN ELECTRONIC KEY 

(54) Bezeichnung: VORRICHTUNG ZUM STARTEN ETNES FAHRZEUGMOTORS MITIELS EINES ELEKTRONISCHEN 
SCHLUSSELS 
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(57) Abstract: The invention relates to a device for starting a 
motor vehicle motor. According to the invention, a slot is (11) 
used for inserting (59) the key (50) which is usually closed by 
a spring-loaded cover (14). The key (50) is displaced in the 
slot (l l) into various key positions (20.1 ), in order to control 
different functions of the motor or other ancillary devices in 
the vehicle. In order to ensure a compact construction which 
is easy to use, the inventive device prevents the key (50) from 
turning in the slot (11) and the key ( 50) is displaced into at 
least three operating positions (20.1) for the control functions 
which are axially staggered. After being inserted for a first op­
erating distance (51), the key takes up an initial position (20. l), 
in which it is secured in the slot (11) in a force-fit. In a sub­
sequent second intermediate position, the key (50) is secured 
in a positive fit which can be locked automatically. This pre­
vents the manual withdrawal (57) of the key (50). In order to 
remove the key (50), the latter is axially pushed into a third fi­
nal position, in which the lock on the operating position can be 
released. During its course of operation, the key (50) is axially 
spring-tensioned ( 41) in the direction of the retaining position. 
The operating position of the key (50) determines the different 
vehicle functions. 

(57) Zusammenfassung: Bei einer Vorrichtung zum Starten 
eines Motors wird eine Aufnahme (11) zum Einstecken 
(59) des Schliissels (50) verwendet, die normalerweise 
von einer fedemden Abdeckung (14) verschlossen ist. Der 
Schlussel (50) wird in der Aufnahme (11) in verschiedene 
Schltissellagen (20.1) iiberfiihrt, um verschledene Funktionen 
vom Motor oder weiteren Zusatzgeraten im Fahrzeug zu 
steuern. Um einen platzsparenden Aufbau und 
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Veroffentlicht: 
114il internarionalem Recherchenbericht. 

,Hit fseanderten Anspriichen. 

Zur Erklci,·ung der Zweibuchstaben-Codes, und der anderen 
Abkiir:::ungen wird auf die Erkldrungen ("Guidance Notes on 
Codes and Abbreviations") am Anfangjeder regularen Ausgabe 
der PCT-Ga:::ette verwiesen. 

eine einfache Betatigung zu gewahrleisten, wird vorgeschlagen, den Schliissel (50) in der Aufnahme (l l) unverdrehbar zu machen 
und fiir die Steuerung den Schliissel (50) in mindestens drei zueinander axial versetzte Hublagen (20.1 l zu iiberfiihren. Nach einer 
ersten Hubstrecke (51) des eingefiihrten Schliissels kommt der Schliissel in einer Anfangslage (20.1), wo er in der Aufnahme (11) 
kraftschliissig festgehalten wird. Eine formschliissige Sicherung des Schliissels (50) ergibt sich in einer dann folgenden zweiten Mit­
tellage, welche selbsttatig verriegelbar ist. Dann ist ein manuelles Herausziehen (57) des Schliissels (50) verhindert. Zur Entnahme 
des Schliissels (50) wird dieser in eine dritte Endlage axial eingedrtick,:, wo die Verriegelung der Betriebslage aufgehoben werden 
kann. Bei diesen Hubbewegungen ist der Schliissel (50) in Richtung auf die Haltelage axial federbelastet (41). Die verschiedenen 
Funktionen des Fahrzeugs werden durch die Hublage des Schliissels (50) mitbestimmt, (Fig. 5). 
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Vorrichtung zum Starten emes Fahrzeugmotors mittels emes elektronischen 
Schliissels 

Die Erfindung richtet sich auf eine Vorrichtung der im Oberbegriff des Anspruches 1 

angegebenen Art. Solche Vorrichtungen werden ublicherweise als elektronisches 

,,Zundschloss" bzw ,,Zund-Lenk-Schloss" bezeichnet. Mit einem elektronischen 

Schlussel wird iiblicherweise der Zugang zum Fahrzeug gesichert und entsichert. 

Dafor sind geeignete Tiirschlosser vorgesehen. Bei der Verwendung dieses Schlussel 

bei der hier interessierenden Vorrichtung wird der Schlussel in eine im Kraftfahrzeug 

vorgesehene Aufnahrne eingesteckt. In manchen Fallen wird dabei eine dort 

vorgesehene Abdeckung weggedriickt. Zur Steuerung von verschiedenen Funktionen 

im Kraftfahrzeug wird der eingesteckte Schlussel in der Aufnahme in verschiedene 

Schliissellagen uberfohrt. 

Bei der bekannten Vorrichtung dieser Art (DE 44 34 655 Al) werden die 

verschiedenen Funktionen durch entsprechende Drehstellungen des elektronischen 

Schlussels in der Aufnahme angewahlt. Dazu besteht die Aufnahme aus einem Rotor 

und einem Stator und verschiedenen Sensoren am Stator, welche die verschiedenen 

Drehstellungen des Rotors zu ermitteln haben. Das ist bau- und platzaufwendig. Um 

das erforderliche Drehmornent zur Verstellung des Schli.issels manuell ausi.iben zu 

konnen, muss der Schlussel ausreichend weit aus der Offnung der Aufnahme 

herausragen. Ein weit herausragender Schlussel erhoht aber beim Crashfall des 
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2 

Fahrzeugs die Verletzungsgefahr. Zusatzlich oder alternativ zur rotatorischen 

Bewegung kann auch eine translatorische Bewegung des Schlussels stattfinden. 

Bei einer Vorrichtung anderer Art (DE 198 14 964 Al) wird das 

Fahrberechtigungssignal durch eine Detektion eines Fingerabdrucks der berechtigten 

Person erzeugt. Dabei wird ein Autorisierungselement in Form einer Scheckkarte 

verwendet, welche in einen Schlitz neben einem Wippschalter oder in einem 

Drehschalter eingefiihrt wird. Der Drehschalter und der Wippschalter besitzen 

Sensoren fur den Fingerabdruck und sind zwischen verschiedenen Schalterlagen 

druckbetatigbar oder verdrehbar. Dadurch werden verschiedene Funktionen des 

Motors gesteuert. In diesem Fall sind auJ3er der Einsteckbewegung des 

Autorisierungselements sowohl eine Drehung oder Druckbewegung eines Schalters 

als auch die Anbringung eines Fingerabdrucks an der den Sensor aufweisenden Stelle 

erforderlich. Diese komplexe Betatigung ist umstandlich. 

SchlieBlich ist es bekannt, bei einem Startschalter fur ein Kraftfahrzeug (DE 195 04 

991 C 1) in einem Drehgriff einen Schacht zur vollstandigen Einfohrung einer 

Identifikationskarte vorzusehen. Diese Einfohrung ist nur in einer ersten Position des 

Drehgriffs moglich. Von dieser Position ausgehend kann dann der Drehgriff mit der 

eingesteckten Karte in verschiedene weitere Drehpositionen uberfuhrt werden, 

welche verschiedene Funktionen des Motors steuert. In diesem Fall sind auf3er den 

Steckbewegungen auch noch rotative Bewegungen des Drehgriffs erforderlich. 

Der Erfindung liegt die Aufgabe zugrunde, eine zuverlassige, bequem betatigbare 

Vorrichtung der im Oberbegriff des Anspruches 1 genannten Art zu entwickeln, 

welche die vorerwahnten Nachteile vermeidet. Dies wird erfindungsgema.13 <lurch die 

im Kennzeichen des Anspruches 1 angefuhrten MaBnahmen erreicht, denen folgende 

besondere Bedeutung zukommt. 

Bei der Erfindung wird der Schlussel zur Funktionsauswahl nicht gedreht. Der 

Schlussel wird vielmehr beim Einschieben in die Aufnahme in drei zueinander axial 

versetzte Hublagen uberfuhrt, von denen aber fur die Ziindung des Motors die zweite 

Hublage maf3geblich ist. In dieser zweiten Hublage ist der Schlussel nahezu ganz in 
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der Aufnahme eingefuhrt. In dieser zweiten Hublage und in der noch tieferen dritten 

Hublage werden die wesentlichsten Funktionen im Kraftfahrzeug ausgefuhrt, wofur 

failweise weitere manuelle Beta.tiger oder Pedale genutzt werden. Der 

Kraftfahrzeugbenutzer braucht nicht am Schhlssel Betatigungen auszufohren, um die 

gewiinschten Funktionen im Fahrzeug auszulosen. Der Schlussel bleibt vielmehr in 

der Aufnahme weitgehend versenkt, weshalb im Crashfall keine Verletzungsgefahr 

<lurch weit herausragende Schliisselteile zu beforchten ist. 

In seiner zweiten Hublage ist der Schlussel <lurch ein Richtgesperre in der Aufnahme 

fixiert, dessen formschlussige Haltemittel den Schlussel gegenuber einer axialen 

Federkraft sichern. Um den Schlussel wieder entnehmen zu konnen, genugt es ihn an 

seinem Ende anzutippen. Dann wird der Schlussel in seine dritte Hublage uberfohrt. 

Das Schlusselende kann sich dabei beliebig tief in der Aufnahme befinden. In dieser 

dritten Hublage kann die Verriegelung fallweise freigegeben werden. Dann wird der 

Schlussel aufgrund einer auf ihn mittelbar oder unmittelbar einwirkenden axialen 

Ruckstellfederung wieder in seine Anfangslage zuruckgedruckt. Dann liegt nur eine 

kraftschltissige Verbindung eines Rastgesperres vor. Der Schlussel kann manuell 

wieder entnommen werden. Bei der Erfindung sind folglich nur axiale Bewegungen 

des elektronischen Schliissels zwischen mindestens drei Hublagen erforderlich, um 

den l\1otor oder weitere Zusatzgerate im Kraftfahrzeug zu steuern. Diese axiale 

Bewegung ist mit dem Einstecken des Schlussels in die Aufnahme des Fahrzeugs 

gleichgerichtet. Es liegt also eine sehr sinnfallige Handhabung des Schliissels bei der 

erfindungsgema.J3en Vorrichtung vor. 

Weitere MaBnahmen und Vorteile der Erfindung ergeben sich aus den 

Unteranspruchen, der nachfolgenden Beschreibung und den Zeichnungen. In den 

Zeichnungen ist die Erfindung schematisch m zwei Ausftihrungsbeispielen 

dargestellt, van denen jedes der beiden van eigenstandiger erfinderischer Bedeutung 

ist. Das erste Ausfohrungsbeispiel ist in den Fig. I bis 8 und das zweite 

Ausfohrungsbeispiel in den Fig. 9 bis 14 veranschaulicht. Es zeigen: 
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einen Axialschnitt durch die Vorrichtung des ersten 

Ausfuhrungsbeispiels, langs der Schnittlinie I - I von Fig. 3, 

wobei die Bauteile sich in einer Ausgangsstellung vor dem 

Einstecken ernes zugehorigen elektronischen Schh.issels 

befinden, 

die in Fig. 1 gezeigte Vorrichtung m emem demgegenuber 

rechtwinklig versetzten Axialschnitt, der in Fig. 3 mit II - II 

gekennzeichnet ist, bei gleicher Stellung der Bauteile, 

einen Querschnitt <lurch die Vorrichtung, langs der in Fig. 1 mit 

III - III gekennzeichneten Schnittlinie, 

die stirnseitige Draufsicht auf die Vorrichtung von Fig. 1 bis 3, 

in einer der Fig. 1 entsprechenden Darstellung eine erste Hublage 

der Bauteile, die sich nach einem anfanglichen Einstecken des 

elektronischen Schlilssels ergibt, 

erne durch weiteres axiales Einstecken des Schh.issels in die 

Aufnahme von Fig. 5 sich ergebende zweite Hublage der 

Bauteile der in Fig. 1 gezeigten Vorrichtung, 

eine gegeniiber Fig. 6 noch ein wenig tiefer liegende Hublage des 

eingesteckten Schliissels, um ihn aus der zweiten Hublage von 

Fig. 6 in die in Fig. 5 erlauterte erste Hublage zu tiberfuhren, 

die Vorderansicht auf eine im Gehause der Vorrichtung 

vorgesehene Leiterplatte, teilweise 1m Einbauzustand 1m 

Gehause, 

m Analogie zu Fig. 6, ernen entsprechenden Axialschnitt <lurch 

das zweite Ausfohrungsbeispiel der erfindungsgema.13en 
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Vorrichtung, wenn sich der Schlussel m seiner zweiten Hublage 

befindet, 

die in Fig. 9 gezeigte zweite Vorrichtung nach der Erfindung bei 

gleicher Stellung der Bauteile, allerdings in einem gegenuber 

Fig. 9 rechtwinklig versetzten Axialschnitt <lurch die 

Vorrichtung, 

nur einige Bauteile der in Fig. 9 gezeigten Vorrichtung in emer 

Ausgangsstellung, die sich bei einem aus der Vorrichtung 

entnommenen Schlussel ergibt und 

Fig. 12-14, in einer der Fig. 11 entsprechenden Darstellung, die Stellung der 

Bauteile, wenn sich der Schlussel in drei verschiedenen 

Hublagen befindet, in Analogie zu den in Fig. 5, 6 und 7 

gezeigten Schli.issellagen des ersten Ausfuhrungsbeispiels. 

Das in Fig. 1 bis 8 gezeigte erste Ausfi.ihrungsbeispiel der erfindungsgema.f3en 

Vorrichtung besitzt eine Aufnahme 11 zum Halten eines elektronischen Schhissels. 

Die Aufnahme 11 befindet sich im Inneren eines Ge ha.uses 10. Dieses Gehause 10 

kann in einer Arrnatur im F ahrzeuginneren integriert sein, deren Kontur 12 

strichpunktiert in Fig. 1 und 2 angedeutet ist. Die Fig. 1 bis 4 zeigen die Vorrichtung 

bei entnommenen Schliissel 50. Dann ist die stirnseitige Offnung 13 der Aufnahme 

11 durch eine Abdeckung 14 verschlossen. 

Die Abdeckung 14 ist re lat iv zu einem im Gehause 10 vorgesehenen Schieber 20 mit 

einer leichten Druckfeder 15 belastet und dart zwischen zwei Stellungen, namlich 

14.1 von Fig. 1 und 14.2 axial von Fig. 5 verschieblich. Diese beiden Stellungen 14.1 

und 14.2 sind <lurch einen vorderen und einen hinteren Endanschlag 22, 29 im 

Schieber 20 bestimmt. Bei entnommenen Schlussel gemaf3 Fig. I bis 4 liegt die 

vordere Ausschubstellung 14.1 der Abdeckung 14 var, wo die Offnung 13 

verschlossen ist. Dann kann Schmutz in das Innere der Aufnahme 11 nicht 

eindringen. Die Abdeckung 14 befindet sich dann, unter Wirkung ihrer Druckfeder 
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15 am vorderen Endanschlag 22. Die andere Stellung 14.2 gema.J3 Fig. ~ wird auf 

folgende Weise erreicht. 

Damit der Schlussel 50 mit der Vorrichtung zusammenwirken kann, ist erne <lurch 

den Pfeil 59 in Fig. 1 und 2 verdeutlichte Einsteckbewegung des Schlussels 50 in die 

Aufnahme 11 erforderlich. Dabei kommt der Schlussel mit der Abdeckung 14 in 

Beruhrung. Das ist die strichpunktien in Fig. 1 und 2 verdeutlichte axiale Lage 50.0. 

Dabei taucht der Schlussel mit einem Vorderstuck 5 8 in eine entsprechende 

Aussparung der Abdeckung 14 bereits ein, welche zu der nachfolgenden Aufnahme 

11 im Gehause 10 noch hinzukommt. Diese Lage 50.0 des Schliissels 50 sol! 

nachfolgend kurz ,,Beruhrungslage" bezeichnet werden. Davon ausgehend sollen alle 

weiteren Hublagen des Schliissels anhand von Fig. 5 bis 7 beschrieben werden. 

Nach einer anfanglichen Einsteckbewegung 59 um eine aus Fig. 5 ersichtliche erste 

Hubstrecke 51 kommt der Schlussel in seine in Fig. 5 mit 50.1 gekennzeichnete erste 

axiale Hublage. Dabei wird, wie bereits erwahnt wurde, die Abdeckung 14 

zuriickgedriickt und kommt an ihrem zweiten Endanschlag 29 im Inneren des 

Schiebers 20 zur Anlage. Die Offnung 13 der Aufnahme ist zwar frei, aber jetzt 

<lurch den eingesteckten Schlussel 50 verschlossen. Die Abdeckung 14 befindet sich 

dann in ihrer Einschubstellung 14.2. In dieser Hublage 50.1 wird der Schlussel 50 

kraftschhissig in seiner Aufnahme 11 gehalten wofor die Halteelememe 21, 22, 55 

sorgen, deren Aufbau am besten anhand von Fig. 1 zu erkennen ist. Der Schieber 20 

ist dosenformig ausgebildet, wobei die Dosenwand stellenweise eine radial federnde 

Zunge 21 aufweist, welche ein erstes Halteelement bildet. Diese Zunge 21 ist 

zunachst ein erster Bestandteil emes zwischen Schlussel 50 und Schieber 20 

bestehenden Rastgesperres. Am Ende der Zunge 21 befindet sich namlich ein radialer 

Vorsprung 22, der ein weiteres Halteelement des Rastgesperres darstellt. Dieser 

Vorsprung 22 kann im Ubrigen auch die bereits erwahnten Anschlagfunktionen in der 

Ausschubstellung 14.1 der Abdeckung 14 erfollen. Beim Einstecken 59 des 

Schlussels 50 fohren die Zungen 21 kurzzeitig eine radiale Spreizbewegung aus, bis 

der an den Zungen 21 sitzende Vorsprung 22 in eine zugeordnete Rastvertiefung 5 5 

am Schlussel kraftschh.issig eingreift. Das ist in Fig. 5 gegeben. Die Rastvertiefung 

55 ist ebenfalls Bestandteil des erwahnten Rastgesperres. Diese erste Hublage 50. l 
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sall nachfolgend kurz ,,Anfangslage" des Schli.issels bezeichnet werden. In dieser 

Anfangslage 50. 1 liegt eine kraftschlilssige Sicherung des Schliissels in der 

Aufnahme 1 1 var. 

Die vorerwahnte Spreizbewegung der Zunge 21 beim Einstecken 59 des Schliissels 

ist moglich, obwohl die Zunge 21 auf ihrer dem rastwirksamen Vorsprung 22 

gegeni.iberliegenden Seite einen radialen Gegenvorsprung 23 aufweist In diesem 

Bereich besitzt namlich das Gehause 10 eine aus Fig. 1 erkennbare radiale 

Aussparung 16, in welche dieser Gegenvarsprung 23 beim Schliisseleinstecken 29 

radial ausweichen kann. 

Ausweislich der Draufsicht van Fig. 4 ist die Offnung 13 for die Aufnahme durch 

eine Blende 17 umgrenzt, die Fuhrungsmittel 18 for den Schlussel 50 besitzt. Diese 

bestehen hier aus zwei einander gegeniiberliegend angeordneten Stegen 18 an der 

Blende 17. Die zugehorigen Fiihrungsmittel 54 am Schlussel bestehen, wie aus Fig. 1 

und 2 hervorgeht, aus einer Langsnut. Diese beiseitigen Langsnuten 54 sorgen for ein 

gutes axiales Einstecken 59 des Schliissels 50, auch wenn die AuBenflachen des 

Schli.issels aus stilistischen Grunden nicht achsparallel ausgefohrt sein sollten. Die 

vorerwahnte haltewirksame Rastvertiefung 55 ist im --Obrigen im Bereich dieser 

Langsnut 54 angeordnet. Der in seine Anfangslage 50.1 von Fig. 5 befindliche 

Schlussel 50 kann von Hand wieder im Sinne des Pfeils 57 van Fig. 5 manuell 

herausgezogen werden. Dann fahrt die Abdeckung 14 wieder m ihre 

Ausschubstellung 40.1 von Fig. 1 zuriick. Der Schlussel kann auch in einer urn 

180 ° gewendeten Position eingesteckt werden. 

Das Herausziehen 5 7 des Schli.issels ist aber verhindert, wenn der Schlussel, 

ausgehend von seiner Anfangslage 50.1 von Fig. 5 um eine weitere, betrachtliche 

Hubstrecke 52 bis zu seiner in Fig. 6 erkennbaren zweiten axialen Hublage 50.2 

i.iberfohrt worden ist. Dann ist namlich der Schlussel 50 sogar formschliissig in der 

Aufnahme 11 gesichert. An diesem Formschluss sind zunachst die gleichen 

Halteelemente 21, 22, 55 wie beim Rastgesperre beteiligt, das vorausgehend for den 

kraftschliissigen Zusammenhalt zwischen dem Schieber 20 und dem Schlussel 50 

sargte. Der an der federnden Zunge 21 vom Schieber 20 vorgesehene 
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Gegenvorsprung 23 kommt in diese Hublage 50.2 an emer aus Fig. 6 erkennbaren 

radial en Stiitzflache 19 im Gehause 1 O zu liegen. Diese Stutzflache 19 befindet sich 

unterhalb der vorausgehend in der Anfangslage 50. 1 damit ausgerichteten radialen 

Aussparung 16. In seiner Hublage 50.2 wird also der Schlussel 50 in der Aufnahme 

14 formschlussig verriegelt. Ein Herausziehen 57 im Sinne des auch in Fig. 6 

eingezeichneten Pfeils ist nicht moglich. Diese zweite Hublage 50.2 des Schh.issels 

soll nachfolgend kurz ,,Mittellage" bezeichnet werden. 

Die axiale Position des Schiebers 20 von Fig. 5 oder 6 wird durch eme weitere 

Einsteckbewegungen 59 des Schlussels 50 erreicht In Fig. 5 befindet sich der 

Schieber 20 in einer dort mit 20.1 gekennzeichneten Ausgangsposition, welche die 

auBere Position des Schiebers im Gehause l O ist. Diese Ausgangsposition 20.1 liegt 

im Ubrigen auch in Fig. 1 bzw. Fig. 2 vor, wo der Schlussel 50 ganz entfernt ist oder 

mit der Abdeckung 14 in Beriihrung 50.0 kommt. Die vorgenommene Hublage 50.2 

des Schliissels 50 ist zunachst gesichert, weil der den Schlussel 50 aufnehmende 

Schieber 20 in der zugehorigen Axialposition 20.2 verriegelt wird. Dafiir diem ein 

hier als federnde Klinke 30 ausgebildeter Riegel, der einen Sperrarm 31 und einen 

damit drehfesten Stell arm 32 aufweist. Der Riegel 3 0 ist bei 3 3 ortsfest im Ge ha.use 

10 schwenkbar gelagert und greift mit seinem Sperrarm 31 in den Betatigungsweg 

einer Schulter 24, die beim Axialbewegen des Schiebers 20 mitbewegt wird. Die 

Schulter 24 befindet sich hier an einem Nocken, der Bestandteii eines aus Fig. 5 

erkennbaren Axialansatzes 25 des Schiebers 20 ist. Der Axialansatz 25 taucht beim 

Bewegen des Schiebers 20 entlang der Hubstrecke 52 teleskopartig in eme 

gehausefeste Hulse 45 ein. 

Die Gehausehulse 45 und der Axialansatz 25 dienen im Ubrigen auch zur Aufnahme 

einer kraftigen Riickstellfeder 40, die bestrebt ist, den Schieber 20 in dessen 

Ausgangsposition 20. 1 zu halten. Dazu ist zweckma.J3igerweise auch der Axialansatz 

25 vom Schieber 20 rohrformig ausgebildet und besitzt einen Innenbund 26 an dem 

sich das obere Ende der Riickstellfeder 40 abstiitzt. Der obere Bereich dieses 

rohrformigen Axialansatzes 25 kann seinerseits als Aufnahme for die bereits oben 

beschriebene Abdeck-Druckfeder 15 dienen, die demgegeniiber sehr viel weicher 

ausgebildet ist. Die Riickstellfeder 40 ubt auf den Schieber 20 eine <lurch den Pfeil 
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41 in Fig. 5 verdeutlichte Ruckstellkraft aus. Dadurch wird der Schieber 20 gegen 

einen gehausefesten Endanschlag 42 gedrtickt, der hier <lurch die Innenflache der 

beschriebenen Blende 17 gebildet wird. Dieser Anschlag 42 bestimmt die 

Ausgangsposition 20. I des Schiebers 20. Der Nocken mit der Schulter 24 befindet 

sich in der Ausgangsposition 20.1 des Schiebers 20 noch axial oberhalb der Klinke 

30. 

Die Schulter 24 wirkt mit der Klinke 30 nach Art eines sogenannten "Richtgesperres" 

zusammen. Der Sperrarm 31 befindet sich mit seinem Sperrende in dem <lurch eine 

Punktlinie 27 in Fig. 5 veranschaulichten Verschiebungsweg 27 der Schulter 24. Bei 

der Einsteckbewegung 59 von Fig. 5 fahrt der die Schulter 24 tragende Nocken gegen 

den Sperrarm 31 der Klinke 30 und drtickt diese weg, bis die Schulter 24 in ihrer aus 

Fig. 6 ersichtliche Position gekommen ist. Dann schnappt der Sperrarm 31 vor die 

Schulter 24 und halt den Schieber 20, gegen die axiale F ederbelastung 41 in der 

Axialposition 20.2 fest. Eine Ruckbewegung des Schiebers 20 in die vorausgehende 

Axialposition 20.1 ist zunachst nicht moglich. 

Die der Mittellage 50.2 des Schliissels 50 von Fig. 6 entsprechende Axialposition 

20.2 des Schiebers 20 soll als ,,Arbeitsposition" bezeichnet werden. In dieser 

Mittellage 50.2 erkennt zunachst eine elektronische Steuereinheit der Vorrichtung 

z.B. auf elektrischem oder elektromagnetischem Weg, dass es sich um den richtigen 

Schlussel 5 0 handelt. Als Identifikationsmittel dient 1m vorliegenden Fall ein im 

Gehause 10 integrierter Transponder 43, der Bestandteil der nicht naher gezeigten 

elektrischen Steuereinheit ist. Wenn die Ubereinstimmung des Schh.issels 5 0 mit der 

Vorrichtung festgestellt ist, schaltet die Steuereinheit ihre elektrischen Ausgiinge 

und/oder Eingange wirksam. Eine bis dahin bestehende eventuelle Sperre der 

Fahrzeuglenkung wird entriegelt. Var allem werden Sensoren 44 wirksam gesetzt, die 

zu einem hier manuell bedienbaren Beta.tiger 35 gehoren. Mit diesen Sensoren 44 

werden die gewunschten verschiedenen Funktionen im Fahrzeug ausgewahlt. 

Der Beta.tiger 3 5 besteht im vorliegenden Fall aus einem Taster, der, w1e am besten 

aus Fig. 2 und 8 zu erkennen ist, in einem Nachbarbereich des gleichen Gehauses 10 

integriert sein kann. Der Taster 35 ist aufgrund einer Axialfohrung 34 im Sinne des 
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Druckpfeils 3 6 von Fig. 8 axial betatigbar und wird mittels einer Rlickstellfeder 3 7 

und entsprechende Endanschlage m seine Ausgangsstellung von Fig. 2 

zuriickgefohrt. Welche Betatigungen zu welchen Funktionen im Fahrzeug fohren, 

hangt von der Programmierung der elektrischen Steuereinheit ab. Eine Moglichkeit 

besteht darin, dass beim erst en Druck en 3 8 des Tasters 3 5 ein Radio sowie eine 

Elektronik im Fahrzeug eingeschaltet wird, z.B. das Parklicht, der Antrieb for 

Fensterheber, die motorische Sitzverstellung und <las Schiebedach. An der 

Funktionssteuerung der Elektronik konnen auch noch andere, an sich ubliche 

Steuerglieder im Fahrzeug beteiligt sein, z.B. die Fuf3bremse. Die vorenvahnte 

Radioeinstellung erfolgt in diesem Fall ohne Betatigung der FuBbremse. Die weiteren 

Funktionen im Fahrzeug konnen auf folgende Weise ausgelost werden 

Durch ern zweites Drucken 36 des Tasters 3 5, ohne gleichzeitige Betatigung der 

FuBbremse, erfolgt beispielsweise die Zundung des Motors. \Vird der Taster 3 5 

gedruckt 36 und gleichzeitig die FuBbremse getreten, dann startet der Motor. Wird 

daraufhin der Taster 3 5 nochmals gedruckt 36, so geht der Motor wieder aus. 

Letzteres kann dann mit oder ohne Betatigung der FuBbremse erfolgen. 

Diese Funktionen konnen auch optisch im Bereich des Tasters 3 5 angezeigt werden, 

wie am besten anhand von Fig. 8 zu entnehmen ist. Uber die Steuerelektronik wird 

bei der Funktion ,,Start" eine erste Diode 46 angesteuert, die ein Teil-Schriftfeld 38 

des Tasters 3 5 gemaB Fig. 4 beleuchtet. Lichttrennwande 3 9 sorgen for eine 

entsprechende Teilbelichtung auf der Schauseite des Tasters 3 5. Bei der Funktion 

,,Stop" wird durch die Steuereinheit dagegen eine zweite Diode 46' bestromt, worauf 

dann im Nachbar-Schriftfeld 38' die Beleuchtung eingeschaltet wird und die 

schauseitige Beschriftung im Taster 35 ablesbar macht. 

Die Verriegelung des Schlussels 50 in der Mittellage 50.2 erfolgt, wie oben 

beschrieben wurde, <lurch den Sperrarm 31 der Klinke 30, der uber die Schulter 24 

auch den Schieber 20 in <lessen entsprechende Arbeitsposition 20.2 festhalt. Die 

Klinke 30 befindet sich aufgrund ihrer nicht naher gezeigten Drehfederbelastung und 

entsprechender Drehanschlage normalerweise in ihrer Sperrposition von Fig. 6. Der 

Schlussel 50 ist dabei gr6J3tenteils in der Aufnahme 11 versenkt angeordnet und ragt 
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nur mit ernem minimalen Endstuck 56 aus der Aufnahme 11 gema.J3 Fig. 6 heraus. 

Um den Schlussel 50 aus der Mittellage 50.2 losen zu konnen. muss der Schlussel 50 

zunachst in eine noch tiefere Hublage 50.3 gema.J3 Fig. 7 im Sinne des dortigen 

Einsteckpfeils 59 eingedruckt werden. Diese Hublage 50.3 kurz ,,Endlage'· 

bezeichnet werden. In Fig. 7 sind die vorausgehenden Hublagen 50.0 bis 50.2 

ebenfalls strichpunktiert eingezeichnet. 

Zurn Ubergang van Fig. 6 auf Fig. 7 wird der Schlussel 50 nur noch um erne 

verhaltnismafiig kleine dritte Hubstrecke 53 gemaB Fig. 7 gegen die axiale Federkraft 

41 eingedruckt. Der Schlussel erreicht dann seine unterste dritte Hublage 50 .3. 

welche naturlich wieder einer entsprechenden Endposition 20.3 des Schiebers 20 

entspricht. Diese Endposition 20.3 wird von weiteren Sensoren 4 7 erfasst, die zu der 

erfindungsgemafien Steuereinheit geh6ren. Im Ansprechfall schaltet die Steuereinheit 

einen Antrieb 48 ein, der hier aus einem elektrischen Hubmagneten besteht. Dieser 

Hubmagnet 48 bewegt einen StoJ3el 49 od. dgl. in eine Arbeitsposition, in welcher er 

den vorerwahnten Stellarm 32 der Klinke 30 trifft. Weil der Stellarm 32 drehfest mit 

dem Sperrarm 31 ist, wird <lurch diese Schwenkbewegung gemaf3 Fig. 7 der Sperrarm 

31 aus seiner bisherigen Sperrposition wegbewegt. Die Schulter 24 wird freigegeben. 

Die Blockade des Schiebers 20 ist dann aufgehoben. Der Schieber 20 wird aufgrund 

der wirkenden Federkraft 41 im Sinne des Bewegungspfeils 57 von Fig. 7 

automatisch zuriickbewegt. Der Sperrarrn 31 bleibt dabei solange <lurch den 

Hubmagneten 48 in seiner entriegelten Position von Fig. 7, bis die mit dem Schieber 

20 mitbewegliche Schulter 24 sich an seinem Sperrende vorbeibewegt hat; d.h. bis 

kurz nach der aus Fig. 6 erkennbaren Mittellage 50.2 des Schlussels. 

Nach der Entriegelung von Fig. 7 bewegt die axiale Federkraft 41 den Schieber 20. 

und mit ihm den Schliissel 50 bis sich wieder die Verhaltnisse von Fig. 5 ergeben. 

Der Schieber 20 stop pt erst in seiner dortigen Ausgangsposition 20 .1, wo die 

Federkraft 41 von dem erwahnten Endanschlag 42 for den Schieber 20 aufgenommen 

wird. Der Schlussel 50 steckt aber immer noch in seiner Aufnahme 11. Jetzt ragt der 

Schlussel 50 allerdings mit einem gro/3eren Teilsttick 28 aus der Aufnahme 11 

heraus. Er kann mit der Hand bequem erfasst und manuell ganz im Sinne des Pfeils 
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57 herausgezogen werden. In der Anfangslage 50.1 von Fig. 5 liegt namlich wieder 

die beschriebene kraftschlussige Halterung des Schliissels 50 im Schieber 20 vor. 

Durch eine plotzliche Ri.ickstellbewegung des Schiebers 20 aus der Endposition von 

Fig. 2.3 in die Ausgangsposition 20.1 von Fig. 5 konnte der Schlussel 50 

Beschleunigungskraften ausgesetzt sein, die ihn aus der Aufnahme 11 heraus 

katapultieren, i.iber seine kraftschli.issige Anfangslage 50.1 in Fig. 5 hinaus. Dies 

lasst sich leicht <lurch eine geeignete Dampfungseinrichtung 60 beheben. Diese 

besteht im vorliegenden Fall aus einem Dampfungsrad 60, <las ortsfest im Gehause 

10 bei 61 drehgelagert ist, wie aus Fig. 1 und 2 zu erkennen ist. Das Dampfungsrad 

60 steht uber ein Stirnrad 62 in Zahneingriff mit einer Zahnstange 63, die mit dem 

Schieber 20 mitbeweglich ist. Die Zahnstange 63 kann in den vorerwahnten 

Axialansatz 25 gemaf3 Fig. 1 und 2 integriert sein, wo auch der Nocken fur die 

Schulter 24 sitzt. Sofern als Sensor 4 7 ein l\tfikroschalter verwendet wird, kann der 

entsprechende Schaltnocken 64 an diesem Ansatz 25 sitzen. 

Die erwahnte Steuereinheit ist uber die am unteren Gehauseende vorgesehenen 

Steckkontakte 65 mit den elektrischen Bauteilen im Inneren des Gehauses 10 

verbunden. :Man kann dazu eine auch aus Fig. 8 erkennbare Leiterplatte 66 nutzen, 

die durch geeignete Zwischenboden 67 in ihrer Position im Inneren des Gehauses 

gemaf3 Fig. 3 gehalten wird. 

Wie erwahnt wurde, wird der Schlussel 50 aus seinem Formschluss in Fig. 6 i.iber 

Fig. 7 auf elektromechanische Weise freigegeben und selbsttatig m seine 

Anfangslage 50.1 von Fig. 5 zuruckgefuhrt. Die Bedingung hierfur, welche die 

erwahnte elektrische Steuereinheit uberwacht, ist, dass der Motor des Fahrzeugs 

ausgeschaltet ist. Wenn man, bei eingeschaltetem Motor, in der Mittellage 50.2 den 

Schlussel 50 eindruckt, so wird der beschriebene Hubmagnet 48 nicht wirksam 

gesetzt; die Klinke 30 bleibt sperrwirksam und fangt den Schlussel wieder in der 

Mittellage 50.2 von Fig. 6. Damit ist eine Fehlbedienung der erfindungsgema.Ben 

Vorrichtung ausgeschlossen. 
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Eine Alternative kann aber darin bestehen, <lass bei stehendem Fahrzeug, wo die 

Rader sich nicht mehr drehen, der Motor noch an ist. Auch dies wird von der 

elekuischen Steuereinheit registriert. Wird dann wieder im Sinne von Fig. 7 auf den 

Schlussel 50 gedrtickt, so kann tiber einen Impulsschalter der Motor ausgeschaltet 

werden. Der beschriebene Formschluss des Schliissels 50 wird dann wieder 

elektromechanisch freigegeben und kann tiber die Kraftschlussraste aus einer 

Anfangslage 50.1 in Fig. 5 manuell entnommen werden. 

Wie bereits erwahnt wurde, ze1gen die Fig. 9 bis 14 den Aufbau und die 

Wirkungsweise eines zweiten Ausfohrungsbeispiels der erfindungsgema13en 

Vorrichtung, welcher eine eigenstandige erfinderische Bedeutung zukommt. Zur 

Benennung analoger Bauteile sind die gleichen Bezugszeichen wie im ersten 

Ausfuhrungsbeispiel verwendet, weshalb insoweit die bisherige Beschreibung gilt. Es 

genii.gt lediglich auf die Unterschiede einzugehen. Bei dieser Vorrichtung besitzt der 

Schlussel 50 die Form einer Scheckkarte. 

Die stirnseitige Offnung 13 der dortigen Aufnahme 11 besteht aus einem Schlitz im 

Gehause 10. Die Abdeckung 14' der Offnung 13 erfolgt hier <lurch eine Klappe, 

deren Aufklapplage in Fig. 10 ausgezogen und deren Zuklapplage bei entnommenem 

Schlussel in Fig. 10 strichpunktiert angedeutet ist. Identifikationsmittel for den 

Schlussel 50 sind im Geha.use 10 integriert und bestehen auch in diesem Fall z.B. aus 

einem Transponder 43. Einen Schieber 20, wie im ersten Ausfohrungsbeispiel, gibt 

es nicht. Die Haltemittel und Verriegelungen wirken unmittelbar mit dem Schlussel 

50 zusamrnen, <lessen am besten aus Fig. 11 erkennbarer Scheckkartenumriss 68 in 

geeigneter Weise profiliert ist. Auch in diesem Fall kann der Schlussel 50 in der 

Aufnahme 11 in drei axiale Hublagen 50.1, 50.2 und 50.3 iiberfuhrt und positioniert 

werden. Diese drei Hublagen sind in Fig. 9 <lurch Hohenlinien veranschaulicht und in 

Fig. 12 bis 14 zusammen mit den damit zusammenwirkenden Bauteile verdeutlicht. 

Beim Einschieben 59 des Schlussels 50 wird zunachst die in Fig. 12 gezeigte 

Anfangslage 50.1 des Schlussels 50 erreicht, wo der Schlussel 50 <lurch ein 

Rastgesperre 70 kraftschlussig im Gehause IO gesichert ist. Auch in diesem Fall 

besteht das Halteelement 71 aus einer radial federnden Zunge, doch ist diese, im 
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Gegensatz zum ersten Ausfohrungsbeispiel, ortsfest im Gehauseinneren positioniert. 

Zurn Rastgesperre 70 gehort eine Rastveniefung 55 im Schlussel 50, die durch ein 

entsprechendes Kantenprofil seines erwahnten Kantenumrisses 68 erzeugt ist. Ein 

radialer Vorsprung 75 an der Zunge 71 untergreift kraftschliissig eine Haltekante 76 

an der Rastvertiefung 55. 

Weil es in diesem Fall, w1e gesagt, emen Schieber nicht gibt, wirken in Fig. 9 

angedeutete Ruckstellkrafte 41 unmittelbar auf den Schlussel 50 em. MaJ3geblich 

dafor sind hier doppelt vorgesehene Riickstellfedern 40, 40', die uber einen 

zugehorigen Stol3el 74 bzw. 74', welcher auf die Unterkante 69 des 

Schlusselumrisses 68 driicken konnen. In Fig. 12 ist gerade der eine StoBel 74 in 

Kantenberuhrung und ubt eine nur geringe Ruckstellkraft 41 aus. Die kraftschh.i.ssige 

Haltekraft der federnden Zunge 41 reicht jedenfalls aus, um die Anfangslage 50.1 des 

Schlussels 50 von Fig. 12 sicherzustellen. Eine Entnahme 57 des Schlussels ist gegen 

die Wirkung des Rastgesperres 70 in Fig. 12 moglich. 

Auch bei diesem zweiten Ausfohrungsbeispiel lasst sich der Schlussel 50 von der 

Anfangslage 50.1 um eine Hubstrecke 52 in die aus Fig. 13 ersichtliche zweite 

Mittellage 50.2 in der Aufnahme 11 der Vorrichtung weiterschieben 59. Auch in 

diesem Fall kommt es in der Mittellage 50.2 zu einem Formschluss. Die hierfor 

ma13geblichen Halteelemente 81 sind in diesem Fa!L im Gegensatz zum ersten 

Ausfuhrungsbeispiel, nicht Bestandteil des Rastgesperres 70, sondern gehoren zu 

einem davon gesonderten Gesperre 80, welches eine mehrfache Funktion zu erfullen 

hat. Dieses Gesperre besteht im vorliegenden Fall aus einer Klinke 80, die an einem 

ortsfesten Lager 84 im Ge ha use 10 schwenkgelagert ist. Eine Klinken-F ederbelastung 

85 ist bestrebt die Klinke 80 in ihrer aus Fig. 11 ersichtlichen Lage zu halten, wo sie 

mit einem Stellarm 82 auf den Beta.tiger 73 eines hier als Mikroschalter 

ausgebildeten Sensors 72 einwirkt. Dies liegt bereits bei entnommenen Schlussel 

gemaJ3 Fig. 11 vor. Dieser Stellarm 82 ist drehfest mit dem vorbeschriebenen 

Halteeiement 81 dieses Verriegelungsgesperres 80 verbunden. 

In der in Fig. 12 beschriebenen Ausgangslage 50.1 des eingesteckten Schliissels 50 

kommt das Halteelement 81 der Klinke 80 mit dem Profilbereich 79 der 
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Umrisskontur 68 m Beriihrung, durch welche die Klinke 80 gegen ihre 

Ruckschwenkkraft 86 zurilckgeschwenkt wird. Dadurch wird der Betatiger 73 des 

Klinken-Sensors 72 vom Stellarm 82 freigegeben. Das wird von einer auch bei dieser 

Vorrichtung vorgesehenen elektrischen Steuereinheit festgestellt, an die dieser 

Klinken-Sensor 72 angeschlossen ist. Der vorerwiihnte Transponder 43 wird wirksam 

gesetzt und stellt fest, ob der ,,richtige Schlussel" eingestellt ist. Nur beim richtigen 

Schlussel werden bereits erste Funktionen 1m Fahrzeug van der Steuereinheit 

eingeschaltet, z.B. die Spannungsversorgung for ein Radio, for das Parklicht, fur 

einen Antrieb eines Fensterhebers, einer motorischen Sitzverstellung und eines 

Schiebedachs. 

Beim Weiterdriicken 52 des Schliissels 50 in die bereits erwahnte Mittellage 50.2 von 

Fig. 13 kommt der Formschluss dadurch zustande, dass das Halteelement 81 ein 

Hakenende 87 aufweist, welches eine Schulter 88 vom Schlussel 50 hintergreift. Jetzt 

ist eine Entnahme des Schlilssels im Sinne des Pfeils 57 blockiert. Bei der 

Verschiebung 52 des Schliissels 50 von Fig. 12 auf Fig. 13 ist auch eine Hubarbeit 

gegen die von der Ruckstellfeder 40 bedingte Ruckstellkraft 41 ausgeubt warden. In 

Fig. 13 kommt aber auch die andere Ruckstellfeder 40' mit ihrem StoJ3el 74' an der 

Unterkante 69 des Schlusselprofils 68 zur Anlage. Die Schulter 88 gehort zu einem 

Randausbruch 89 im Scheckkartenumriss 68. Aufgrund seiner Riickschwenkkraft 86 

ist daher die Klinke 80 wieder in ihrer bereits in Fig. 11 beschriebenen Ausgangs­

Schwenkstellung, wo ihr Stellarm 82 den Betatiger 73 des Klinken-Sensors 72 

dn1ckt. In dieser Mittellage 50.2 des Schliissels schaltet die zugehorige elektrische 

Steuereinheit die Zilndung des Motors im Fahrzeug ein. 

In der Mittellage 50.2 von Fig. 13 kommt es auf die kraftschliissige Haltewirkung 

des Rastgesperres 70 nicht mehr an. Ein an der federnden Zunge 71 befindlicher 

radialer Vorsprung 75 greift zwar immer noch in die erwahnte Rastvertiefung 55 des 

Schliissels 50 ein, <loch liegt dieser Vorsprung 75, im Gegensatz zu Fig. 12, in 

Abstand von der for den Kraftschluss van Fig. 12 sorgenden Haltekante 76. 

Ausgehend von Fig. 13 kann der Schlussel 50 um eine weitere Hubstrecke 53 in die 

aus Fig. 14 ersichtliche Endlage 50.3 iiberfohrt werden. Dazu ist eine hohere Kraft 
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erforderlich, weil dem Einschieben 59 nicht nur die bisherige Riickstellfeder 40, 

sondern auch die zweite Riickstellfeder 40' entgegenwirken. Die Endlage 50.3 wird 

van einem weiteren Sensor 77 festgestellt. Dieser besteht im vorliegenden Fall 

ebenfalls aus einem Mikroschalter, <lessen Beta.tiger 78 van der Unterkante 69 des 

Schliisselprofils gedruckt wird. Auch dieser Schlussel-Sensor 77 ist natiirlich mit der 

elektrischen Steuereinheit verbunden. Gleichzeitig stellt die Steuereinheit in Fig. 14 

den gedrtickten Zustand des Klinken-Sensors 72 fest. Aufgrund ihrer 

Programmierung schaltet die Steuereinheit den Anlasser des Motors an. Der Ivlotor 

startet. Dies kann zeitgesteuert erfolgen. Als weitere Bedingung kann die elektrische 

Steuerung das pedale Betatigen einer FuBbremse iiberwachen. Auf diese Weise kann 

ein versehentlicher Start des Motors verhindert werden, wenn die Ful3bremse nicht 

getreten wird. Dar-Uber hinaus wird aber im vorliegenden Fall die Endlage 50.3 des 

Schliissels nur impulsweise erreicht, wie aus folgendem Umstand in Fig. 14 zu 

ersehen ist. 

Der vorbeschriebene Halterarm 81 der Klinke 80 kann mit seinem Hakenende 87 sich 

in dem entsprechend breit bemessenen Randausbruch 89 des Schlussels von seiner 

die Verriegelung bedingenden Schulter 88 axial entfernen. Trotz des Eingriffs der 

Klinke 80 in den Randausbruch 89 erweist sich diese Verriegelung 80 von Fig. 13 als 

ein ,,Richtgesperre", welches zwar das Herausziehen 57 des Schliissels 50 aus der 

Mitte1lage 50.2 von Fig. 13 verhindert, aber ein tieferes Einschieben 59 des 

Schlussels in die Endlage 50.3 gestattet. Es handelt sich urn eine ahnliche Wirkung, 

die beim erst en Ausfohrungsbeispiel van gesonderten Mitteln 3 0, 3 1, 24 besorgt 

werden musste. In diesem zweiten Ausfuhrungsbeispiel iibernehrnen die Haltemittel 

81, 88, 89 der formschlussigen Verriegelung 80 zugleich die Funktion dieses 

,,Richtgesperres". 

Der vorbeschriebene weitere Abwartshub 53 des Schlussels wird auch nicht von den 

Elementen des kraftschlussigen Rastgesperres 70 behindert. Wie Fig. 14 zeigt, 

erlaubt die Gr6J3e der Rastaussparung 5 5 eine entsprechend ungest6rte Verschiebung 

des radialen Vorsprungs 75 an der zugehorigen federnden Zunge 71. Der Freiraurn 

bei 89 im Bereich der Klinke 80 einerseits und bei 55 im Bereich des Rastgesperres 

70 andererseits erlauben es, <lass die van den Riickstellfedern 40, 40' ausgeiibte 
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Ruckstellkraft 41 den Schlussel 50 aus Fig. 14 wieder in die Mittellage 50.2 von Fig. 

13 zun1ckfuhrt. Die Mittellage 50.2 ist ja durch das wie ein ,,Sperrarm" wirkende 

Halteelement 81 der Klinke 80 gesichert; das Hakenende 8 7 hintergreift wieder die 

Schulter 88 vom Schlussel 50. Es liegt dann wieder die im Zusammenhang mit Fig. 

13 bereits beschriebene Stellung ,,Zundung" des Motors var. Der vorausgehend m 

Fig. 14 gestartete Motor lauft in Fig. 13 weiter. 

Um den Motor auszuschalten, braucht, ausgehend von der Mittellage 15 .2 des 

Schlussels 50 in Fig. 13 der Schlussel 50 nur noch erneut, ein zweites Mal, in seine 

Endlage von Fig. 14 gedruckt zu werden. Es kommt dabei nicht darauf an, ob die 

Fuf3bremse dabei ebenfalls getreten oder nicht getreten wird. Stattdessen kann die 

elektrische Steuerung iiber einen Sensor den Bremskonkakt oder die Raddrehung 

vom Fahrzeug sensieren. Die elektrische Steuereinheit schaltet aber auch einen auf 

die Klinke 80 wirkenden Antrieb 48 gema.13 Fig. 9 ein. Dieser besteht auch in diesem 

zweiten Ausfuhrungsbeispiel aus einem Hubmagneten 48, der iiber einen St613el 49 

auf einen drehfest mit der Klinke 80 verbundenen Losearm 83 einwirkt. Die Klinke 

80 wird in die strichpunktiert in Fig. 9 verdeutlichte Entriegelungsstellung 80' 

uberfohrt. Dann ist die Schulter 88 frei. Weil die Ruckstellfeder 40 eine 

Ruckstellkraft 41 ausiibt, schiebt sie den Schlussel 50 aus der Mittellage 50.2 von 

Fig. 13 bzw. 9 wieder in die Anfangslage 50.1 van Fig. 12 zuruck. Dann ist der 

Formschluss beseitigt. Das Verriegeiungsgesperre 80 ist gema.J3 Fig. 12 durch den 

beschriebenen Profilbereich 79 entriegelt. Es 1iegt wieder nur der Kraftschluss des 

Rastgesperres 70 vor. Die manuelle Entnahme 57 des Schliissels 50 ist in Fig. 12 

wieder ohne weiteres moglich. Beim Klinken-Sensor 72 befindet sich der Beta.tiger 

73 wieder im umgedriickten Zustand. 

Ausgehend von der Anfangslage 50. l des Schliissels 50 in Fig. 12 kann der Schlussel 

50 natiirlich alternativ, <lurch erneutes zweistufiges Drucken 59, uber die Mittellage 

50.2 von Fig. 13, wo sich die Ziindung von der Steuereinheit wieder einschaltet, die 

Endlage 50.3 gema13 Fig. 14 gebracht werden, wo der Motor gestartet wird. Eine 

Fehlbedienung ist ausgeschlossen. 

IPR2022-00412 
Apple EX1043 Page 513



WO 01/14179 PCT/EP00/07769 

1 8 

Auch in diesem zweiten Ausfuhrungsbeispiel kann der mit der Klinke 80 

zusammenwirkende Hubmagnet 48 dazu genutzt werden, um einen ,,falschen 

Schlussel" aus der Vorrichtung zu entfernen. Es konnten zunachst die Haltelage 50.1 

von Fig. 12 und moglicherweise auch die Endlage 50.2 von Fig. 13 mit einem 

falschen Schlussel erreicht sein. Spatestens dann identifiziert aber der Transponder 

43 od. dgl. den ,,falschen Schlussel". Daraufuin schaltet die elektrische Steuereinheit 

den Hubmagneten 48 ein, der uber seinen StoBel 49 die Klinke 80 in ihre 

beschriebene Entriegelungsstellung 80' uberfuhrt_ Die van den Ruckstellfedern 40 

ausgeubte Ruckstellkraft 41 druckt dann den falschen Schlussel in die Anfangslage 

50.1 von Fig. 12 zuruck. Der Motor konnte mit dem falschen Schlussel nicht 

gestartet werden. 

Sofern das Fahrzeug mit einem ,,Autornatikgetriebe" versehen ist, muss bei der 

Schlusselentnahme 57 in der Anfangsstellung 50.1 von Fig. 12 der Wahlhebel auf 

den Stellungen ,,B'' oder ,,N" stehen. Au13erdem ist bei dieser Vorrichtung ebenso wie 

beim ersten Ausfohrungsbeispiel eine elektrische Lenkradverriegelung vorgesehen, 

die bei entnommenen Schlussel for eine Verriegelung des Lenkrads sorgt. Befindet 

sich der richtige Schlussel in der Aufnahme 11, der dann vom Transponder 43 

festgestellt wird, so wird die Lenkradverriegelung unwirksam gesetzt. AuBerdem ist 

ein nicht naher gezeigter Sensor im Bereich der Aufnahme 11 vorgesehen, welcher in 

beiden Ausfuhrungsbeispielen eine Verriegelung des Lenkrads dann ausschlieBt, 

solange der Schlussel 50 sich in einen seiner drei Hublagen 50.1, 50.2 oder 50.3 

befindet. Erst wenn der Schlussel 57 aus dem Gehause 10 ganz entnommen ist, wird 

die Lenkradverriegelung wirksam gesetzt. Ebenso wird in allen Fahrtstellungen eines 

Automatik-Getriebes eine Auswurfbewegung auf den in der Mittellage 50.2 

befindlichen Schlussel 50 der Schlussel nicht freigegeben und die Lenkradsicherung 

nicht in ihre Verriegelungsposition uberfohrt. So !assen sich leicht F ehlbedienungen 

verhindern. 

Im Ge ha.use kann eine aus Fig. 9 und 10 ersichtliche Beleuchtung 90 vorgesehen 

sein, die beim Offnen der Ti.ir for eine bestimmte Zeit aktivien wird. Dann wird der 

Einfohrschlitz 13 beleuchtet und erleichtert das Einfohren der Karte 50 
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11 

12 

13 

14 

14' 

14.1 

14.2 

15 

16 

17 

18 

19 

20 

20.1 

20.2 

20.3 

21 

22 

24 

26 

27 

28 

29 

30 

31 

19 

Bezugszeichenliste: 

Gehause 

Aufnahme 

Kontur der Armatur 

stirnseitige Offnung von 11 

Abdeckung von 11 

Abdeckklappe (Fig. 10) 

Ausschubstellung von 14 (Fig. 1, 2) 

Einschubstellung von 14 (Fig. 6 bis 7) 

Abdeck-Druckfeder for 14 

radiale Aussparung van 10 for 23 

Blende for 13 

axial es Fuhrungsmittel bei 17, Steg 

radiale Stti.tzflache for 23 von 1 O 

Schieber 

erste Axialposition von 20, Ausgangsposition (Fig. 1 bis 5) 

zweite Axialposition von 20, Arbeitsposition (Fig. 6) 

dritte Axialposition von 20, Endposition (Fig. 7) 

Halteelement for 50, federnde Zunge 

erster Endanschlag for 14, Halteelement for 50, federnder Vorsprung 

Gegenvorsprung an 21 

Schulter for 31, Nocken (Richtgesperre) 

Axialansatz von 20 

Innenbund in 25 for 40 

Punktlinie, Verschiebungsweg von 24 

herausragendes Teilstuck von 50 (Fig. 5) 

zweiter Endanschlag von 14 (Fig. 5) 

Riegel, Klinke (Richtgesperre) 

Sperrarm von 30 (Richtgesperre) 
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32 Losearm von 30 

33 Schwenklager von 30 

34 Axialfuhrung fur 3 5 (Fig. 8) 

3 5 Beta tiger, Taster 

36 Druckbetatigungspfeil zur Tasterbetatigung for 3 5 (Fig. 8) 

3 7 Ruckstellfeder fur 3 5 

38 Schriftfeld-Teil von 3 5 for 46 

38' Schriftfeld-Rest von 35 fur 46' 

39 Lichttrennwand an 35 (Fig. 8) 

40 Riickstellfeder for 20 (Fig. 1 bis 8) bzw. fur 50 (Fig 9 bis 14) 

40' weitere Rilckfestellfeder for 50 (Fig. 9 bis 14) 

41 Pfeil der axialen Ri.ickstellkraft van 20 bzw. 50, axiale Federbelastung 

42 Endanschlag an 10 fur 20 (Fig. 5) 

43 Transponder der elektronischen Steuereinheit 

44 Sensor fur 3 5 (Fig. 2, 8) 

45 Gehausehillse for 25 

46 Diode fur ,,Start" in 3 5 (Fig. 8) 

46' Diode fur ,,Stop" in 35 (Fig. 8) 

47 Sensor for 50.3 

48 Antrieb, Hubmagnet 

49 Stof3el von 48 

50 elektronischer Schlussel 

50.0 Beruhrungslage von 50 (Fig. 1, 2) 

50.1 erste axiale Hublage von 50, Anfangslage (Fig. 5) 

50.2 zweite axiale Hublage von 50, Mittellage (Fig. 6) 

50.3 dritte axiale Hublage von 50, Endlage (Fig. 7) 

51 erste Hubstrecke von 50 (Fig. 5) 

52 zweite Hubstrecke von 50 (Fig. 6) 

53 dritte Hubstrecke von 50 (Fig. 7) 

54 axiales Fiihrungsmittel an 50, Langsnut 

5 5 Halteelement, Rastvertiefung 

56 herausragendes Endstuck von 50 bei 50.2 (Fig. 6) 

57 Pfeil des Riickschubs, Herausziehbewegung von 50 aus 11 

IPR2022-00412 
Apple EX1043 Page 516



WO 01/14179 PCT/EP00/07769 

21 

5 8 Vordersri.ick von 5 0 

59 Pfeil der Einschubbewegung von 50 in 11 

60 Dampfungseinrichtung for 20, Dampfungsrad 

61 Drehachse von 60 

62 Stirnrad von 60 

63 Zahnstange for 62 

64 Schaltnocken for 4 7 (Fig. 2) 

65 Steckkontakt an 10 

66 Leiterplatte 

67 Zwischenboden (Fig. 3) 

68 Kartenumriss von 50 (Fig. 11), Schlusselprofil 

69 Unterkante von 50 

70 kraftschliissiges Rastgesperre 

71 Halteelement von 70, federnde Zunge 

72 Klink en-Sensor 

73 Betatiger von 72 

74 Stol3el for 40 

74' StoJ3elfor40' 

75 federnder Vorsprung an 71 

76 Haltekante von 55 for 50 (Fig. 12) 

77 Schlussel-Sensor 

78 Betatiger von 77 

79 Profilbereich von 68 for Abstiitzung von 81 

80 Richtgesperre, Klinke (Verriegelungsstellung) 

80' Entriegelungsstellung von 80 

81 Halteelement von 80, Sperrarm 

82 Stellarm von 80 

83 Losearm von 80 

84 Schwenklager for 80 

85 Klinken-Federbelastung 

86 Ruckschwenk-Kraft von 85 auf 80 

87 Hakenende van 81 

88 Schulter for 87 van 80 
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89 Randausbruch von 68 for 87 

90 Beleuchtung in 11 (Fig. 10) 
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Patentanspruche 

1.) Vorrichtung zum Starten eines Fahrzeug-Motors mittels eines elektronischen 

Schlussels (50), der gegebenenfalls ein Scheckkarten-Format aufweist, 

mit einer zum Einstecken (59) des Schliissels (50) dienenden Aufnahme (11) 

im F ahrzeug, 

wobei der in der Aufnahme (11) eingesteckte Schlussel ( 50) manuell in 

verschiedene Schliissellagen iiberfiihrbar ist 

und die Schlussellagen von Sensoren emer elektronischen Steuereinheit 

uberwacht und zur Steuerung von verschiedenen Funktionen des 1\!lotors und 

gegebenenfalls weiterer Zusatzgerate im Kraftfahrzeug, wie einem Radio, 

genutzt werden, 

dadurch gekennzeichnet, 

dass der eingesteckte Schlussel (50) in der Aufnahme (11) unverdrehbar und 

mindestens zwischen drei zueinander axial versetzten Hublagen (50. 1, 50.2, 

50.3) langsverschiebbar (51, 52, 53) ist, namlich, 

beim anfanglichen Einstecken (59), zunachst in eme den Schlussel (50) im 

vorderen Bereich der Aufnahme (11) nur kraftschh.issig sichernden 

Anfangslage (50.1), 

dann, beim Weiterschieben (59) urn eine erste Hubstrecke (52), in eine den 

Schlussel (50) im mittleren Bereich der Aufnahme (11) formschliissig 

sichernden Mittellage (50.2), 

IPR2022-00412 
Apple EX1043 Page 519



WO0I/14179 PCT /EP00/07769 

24 

welche zwar em manuelles Herausziehen (57) des Schlussels (50) aus der 

Aufnahme ( 11) verhindert, aber ein Weiterschieben (59) des Schlussels (50) 

erlaubt, 

und schlieJ3lich beim Weiterschieben (59) um eine zweite Hubstrecke (53) in 

eine den Schlussel ( 5 0) 1m hinteren Bereich der Aufnahme ( 11) 

positionierende Endlage (50.3), 

dass der Schlussel (50) mindestens in seiner Mittel- und Endlage (50.2, 50 3) 

in Richtung seiner Anfangslage (50.1) entweder unmittelbar oder mitt el bar 

(20) von einer Riickstellfeder (40) axial federbelastet (41) ist, wobei die 

Sensoren der Steuereinheit mindestens einige der drei Schlussel-Hublagen 

(50.1, 50.2, 50.3) iiberwachen. 

2.) Vorrichtung nach Anspruch 1, dadurch gekennzeichnet, dass wenigstens em 

manueller und/oder pedaler Beta.tiger (35) im Fahrzeug angeordnet ist und mit 

der Steuereinheit in Wirkverbindung steht 

und dass eine Betatigung des Beta.tigers (3 5) die Auswahl der verschiedenen 

Funktionen des Fahrzeugs mitbestimmt. 

3.) Vorrichtung nach Anspruch 1 oder 2, dadurch gekennzeichnet, dass der 

Schlussel (50) beim Weiterschieben (59) aus der Mittellage (50.2) seine 

Endlage (50.3) nur impulsweise erreicht 

und dass - nach Beendigung des manuellen Einschubdrucks - die 

Rtickstellfeder (40) den Schhissel (50) selbsttatig wieder in die Mittellage 

(50.2) oder die Anfangslage (50.1) zuruckschiebt (75). 
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4.) Vorrichtung nach einem der Anspruche 1 bis 3, dadurch gekennzeichnet, class 

die Aufnahme ( 11) sowohl ein den Kraftschluss erzeugendes Rastgesperre (21, 

22, 55; 70) fur den eingesteckten Schlussel (SO) als auch ein mittelbar (20) 

oder unmittelbar mit dem Schlussel (50) zusammenwirkendes Richtgesperre 

(24, 30, 31; 80) besitzt, 

<lass das Rastgesperre (21, 22, 55; 70) mindestens in der Anfangslage (50.1), 

aber das Richtgesperre (24, 30, 31; 80) sowohl in der Mittellage (50.2) als 

auch in der Endlage (50.3) des Schltissels (50) wirksam sind 

und dass bei wirksamem Richtgesperre (24, 30, 31; 80) das Weiterschieben 

(59) des Schliissels (50) aus der Mittellage (50.2) in die Endlage (50.3) und 

das ruckstellfederbedingte Zuruckschieben (57) des Schliissels (50) aus der 

Endlage (50.3) in die Mittellage (50.2) zwar moglich sind, 

aber ein Zuriickschieben (57) des Schliissels (50) aus der Mittellage (50.2) in 

die Anfangslage (50.1) verhindert ist. 

5.) Vorrichtung nach Anspruch 4, dadurch gekennzeichnet, class beim Einschieben 

(59) des Schliissels (50) in die Anfangslage (50.1) das Rastgesperre (21, 22, 

50; 70) und beim Einschieben (59) in die Mittellage (50.2) das Richtgesperre 

(24, 30, 31; 80) selbsttatig wirksam setzbar sind 

und dass die Steuereinheit auf ein einmaliges oder mehrmaliges Eindrucken 

(59) des Schliissels (50) zwischen der Mittellage (50.2) in die Endlage (50.3) 

anspricht und das Richtgesperre (24, 30, 31; 80) solange unwirksam setzt, bis 

die Ri.ickstellfeder-Kraft (41) den Schlussel (50) in die Anfangslage (50.1) 

zuruckgeschoben (57) hat. 

6.) Vorrichtung nach Anspruch 5, dadurch gekennzeichnet, 
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<lass <las Richtgesperre einen seinerseits federbelasteten (85) Riegel (30: 80) 

aufweist, der in den axialen Weg (27) einer entweder unmittelbar oder 

mittelbar (20) mit dem Schlussel (50) mitverschieblichen Schulter (24; 88) 

hineinragt und die Schulter (24; 88) in der Endlage (50.3) des Schhissels (50) 

hintergreift 

und dass die Steuereinheit im Ansteuerungsfall den Riegel (30; 80) gegen 

seine Riegel-Federbelastung (86) aus dem axialen Weg der Schulter (24; 88) 

herausbewegt. 

7.) Vorrichtung nach Anspruch 6, dadurch gekennzeichnet, class der Riegel aus 

einer federbelasteten Klinke (30; 80) besteht, wobei die Klinke (30; 80) aul3er 

einem mit der Schulter (21; 88) zusammenwirkenden Sperrarm (31; 81) einen 

damit drehfesten Losearm (32) besitzt, 

und <lass der Losearm (32; 83) mit einem Antrieb ( 48), wie einern elektrischen 

Hubmagneten ( 48), verbunden ist, der von der elektrischen Steuereinheit 

gesteuert wird. 

8.) Vorrichtung nach einem der Ansprtiche 1 bis 7, dadurch gekennzeichnet, dass 

in der Aufnahme ( 11) elektronische Identifikationsmittel for den Schlussel 

(50) angeordnet sind, die mit der elektrischen Steuereinheit m 

Wirkverbindung stehen, 

und <lass bei Ermittlung eines falschen Schliissels (50) der Antrieb (48) for die 

Klinke (30; 80) wirksamgesetzt wird und den Riegel freigibt, 

wodurch der falsche Schliissel (50) von der Ruckstellfederkraft ( 41) in seine 

Anfangslage (50.1) in der Aufnahme (11) zuruckgeschoben wird. 
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9.) Vorrichtung nach Anspruch 8, dadurch gekennzeichnet, <lass die 

elektronischen Identifikationsmittel aus einem Transponder ( 48) bestehen. 

1 O.) Vorrichtung nach einem der Anspriiche 1 bis 9, dadurch gekennzeichnet, dass 

die kraftschlussigen Halteelemente (21; 81) des Rastgesperres einerseits aus 

einem federnden Glied (22) im Bereich der Aufnahme (11) und andererseits 

aus einer Rastvertiefung (59) am Schlussel (50) bestehen. 

11.) Vorrichtung nach einem der Anspruche 1 bis 10, dadurch gekennzeichnet, <lass 

der Schlussel (50) die Umrissform (68) einer Scheckkarte hat. 

12.) Vorrichtung nach einem der Anspruche 1 bis 11, dadurch gekennzeichnet, dass 

das Rastgesperre (70) und Richtgesperre (80) ortsfest in einem die Aufnahme 

( 1 I) umschlieJ3enden Gehause (10) angeordnet sind, 

dass nicht nur die Rastvertiefung (55) for das Rastgesperre (70), sondern auch 

die Schulter (88) des Richtgesperres (80) unmittelbar am Umrissprofil (68) 

des Schhissels (50) sich befinden 

und dass die Verriegelungs-Elemente (81) des Richtgesperres (80) zugleich 

die formschlussigen Halteelemente fur den Schlussel (59) sind. 

13.) Vorrichtung nach einem der Ansprtiche 6 bis 12, dadurch gekennzeichnet, dass 

die Klinke (80) des Richtgesperres einen drehfest mit dem Sperr- und Losearm 

(81, 83) ausgebildeten Stellarm (82) aufweist 

und der Stellarm (82) auf einen Klinken-Sensor (72) einwirkt. 
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14.) Vorrichtung nach Anspruch 13, dadurch gekennzeichnet, dass die 

Sperrstellung der Klinke (80) durch die Klinken-Federbelastung (85) und 

gegebenenfalls einen Drehanschlag bestimmt ist, 

dass die Sperrstellung sowohl bei herausgezogenem Schlussel (50), also bei 

leerer Aufnahme (11), als auch bei einem in der Mittellage (50.2) und in der 

Endlage (50.3) befindlichen Schlussel (50) vorliegt 

und <lass der Klinken-Sensor (72) vom Stellarm (82) zwar in der Sperrstellung 

der Klinke (80) betatigt wird, 

aber in der Anfangslage (50.1) des Schliissels (50) die Klinke (80) von einem 

Profilabschnitt (79) des Schltissel-Umrissprofils (68) aus ihrer Sperrstellung 

gegen die Klinken-Federbelastung (86) verschwenkt (80') ist und den 

Klinken-Sensor (72) freigibt. 

15.) Vorrichtung nach Anspruch 14, dadurch gekennzeichnet, <lass die Aufnahme 

( 11) aul3er dem Klinken-Sensor (72) einen ebenfalls mit der Steuereinheit in 

Verbindung stehenden Schhlssel-Sensor (77) besitzt, der die Endlage (50.3) 

des Schlussels (50) i.iberwacht. 

16.) Vorrichtung nach einem der Anspriiche 1 bis 15, dadurch gekennzeichnet, dass 

die auf den Schlussel (50) wirkende axiale Ri.ickstellkraft ( 41) sich in 

Abhangigkeit von <lessen Hublage (50.1, 50.2, 50.3) in der Aufnahme (11) 

stufenartig verandert 

und dass die Riickstellkraft (41) in der Anfangslage (50.1) des Schliissels (50) 

geringer als in der Mittellage (50.2) und der Endlage (50.3) ist. 
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1 7.) Vorrichtung nach einem der Anspruche 1 bis 16, dadurch gekennzeichnet, <lass 

der zur Auswahl verschiedener Funktionen im Fahrzeug dienende manuelle 

oder pedale Beta.tiger (3 5) zwar in der Mittellage (50.2) des Schli.issels 

wirksam, aber in allen i.ibrigen Lagen (50.0, 50.1, 50.3) des Schli.issels (50) 

unwirksam ist. 

18.) Vorrichtung nach einem der Anspriiche 1 bis 11 und 17 mit einer Aufnahme 

(11 ), deren Offnung ( 13) normalerweise von einer federnden (15) Abdeckung 

(14) verschlossen (14.1) ist, 

wobei die Abdeckung (14) beim Einstecken (59) vom Schlussel (50) gegen die 

Abdeck-Federbelastung (15) weggedruckt ( 14.2) wird, 

dadurch gekennzeichnet, 

<lass die Abdeckung (14) Bestandteil eines 1m Gehause (10) der Aufnahme 

( 11) axial beweglichen Schiebers (20) ist, 

<lass der Schieber (20) beim Einstecken (59) <las Vorderstiick (48) des 

Schliissels (50) aufnimmt und der Schieber (20) sowohl die kraftschliissig als 

auch formschliissig auf den Schlussel (50) einwirkenden Haltemittel (21, 22, 

55) besitzt, wobei diese Haltemittel den Schlussel (50) im Schieber (20) 

sichern, 

<lass der Schieber (20) <lurch die Axialbewegung (59) des Schliissels (50) in 

verschiedene Axialpositionen (20.1, 20.2, 20.3) iiberftihrbar ist, welche die 

verschiedenen Hublagen (50.1, 50.2, 50.3) des Schlussels (50) bestimmen, 

und dass der Schieber (20) axial federbelastet ( 40) ist und dadurch auf den 

eingesteckten Schlussel (50) ausgeubte Riickstellkraft ( 41) erzeugt, 
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und dass der Schieber (20) in seiner die Mittellage (50.2) des Schlussels (50) 

bestimmenden mittleren Axialposition (50.2) von einem federnden Riegel (30) 

eines Richtgesperres festgehalten wird und dieses Richtgesperre mittelbar, 

uber den Schieber (20), auf den Schlussel (50) wirkt. 

19.) Vorrichtung nach Anspruch 18, dadurch gekennzeichnet, <lass der Schieber 

(20) sowohl in der Anfangslage (50.1) des eingesteckten Schlussels (50) als 

auch bei herausgezogenem Schlussel sich in der gleichen Ausgangsposition 

(20.1) im Gehause (10) der Aufnahme (11) befindet, 

und dass die Ausgangsposition (50.1) durch die auf den Schieber (20) 

wirkende axiale Feder kraft ( 41) einerseits und einen Endanschlag ( 42) im 

Gehause (10) der Aufnahme (11) andererseits bestimmt ist. 

20.) Vorrichtung nach Anspruch 19, dadurch gekennzeichnet, dass die Abdeckung 

(14) for die Offnung (13) der Aufnahme (11) ihrerseits zwischen zwe1 

Stellungen (14.1, 14.2) im Schieber (20) axial verschieblich ist, 

dass diese beiden Stellungen (14.1, 14.2) durch emen vorderen und emen 

hinteren Endanschlag (22, 29) im Schieber (20) bestimmt sind, 

dass die Abdeck-Federbelastung (I 5) bestrebt ist, die Abdeckung (14) axial 

gegen den vorderen Endanschlag (22) zu driicken, 

und dass der vordere Endanschlag (22) und die Abdeck-Federbelastung (15) 

die bei herausgezogenem Schlussel (50) sich ergebende abdeckwirksame 

Ausschubstellung (14.1) der Abdeckung (14) an der Offnung (13) bestimmen. 

21.) Vorrichtung nach Anspruch 20, dadurch gekennzeichnet, dass bei 

eingestecktem Schlussel (50) die Abdeckung (14) sich in einer durch den 
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hinteren Endanschlag (29) am Schieber (20) bestimmten Einschubstellung 

(14.2) befindet 

und dass diese Einschubstellung (14.2) der Abdeckung (14) m allen drei 

axialen Hublagen des Schhissels (50) vorliegt. 

22.) Vorrichtung nach emem der Ansprliche 18 bis 21, dadurch gekennzeichnet, 

dass die gleichen Halteelemente (21, 22, 55), welche die kraftschliissige 

Verbindung zwischen dem Schlussel (50) und dem Schieber (20) erzeugen, 

auch bei der formschliissige Verbindung zwischen dem Schlussel (50) und 

dem Schieber (20) beteiligt sind. 

23.) Vorrichtung nach Anspruch 22, dadurch gekennzeichnet, class die am Schieber 

(20) befindlichen kraftschliissigen Halteelemente (21, 22) einen federnden 

Vorsprung (22) aufweisen 

class dem Vorsprung (22) ein Gegenvorsprung (23) auf seiner dem Gehause 

( 10) der Aufnahme (11) zugekehrten Ruckseite zugeordnet ist, 

dass dieser Gegenvorsprung (23) in der die Haltelage (50.1) des Schlussels 

(50) kennzeichenden Ausgangsposition (20.1) des Schiebers (20) mit einer 

Aussparung ( 16) im Gehause (10) radial ausgerichtet ist, in we le hen der 

Gegenvorsprung (23) federnd ausweicht, wenn der Schlussel (50) eingesteckt 

(59) wird, 

und dass dem Gegenvorsprung (23) eine radiale Stutzflache ( 19) im Gehause 

(10) zugeordnet ist, die das federnde Glied (22) radial versteift, wenn der 

Schieber (20) vom Schlussel (50) aus seiner Ausgangsposition (20.1) in eine 

der tiefer gelegenen Axialpositionen (20.2, 20.3) weiterbewegt wird. 
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24.) Vorrichtung nach einem der Anspriiche 17 bis 23, dadurch gekennzeichnet, 

<lass der axialbewegliche Schieber (20) ein mit einer Dampfungseinrichtung 

(60) versehen ist, 

und dass die Dampfungseinrichtung (60) die federbedingte ( 40) axiale 

Ruckbewegung (57) des im Schieber (20) aufgenommenen Schlussels (50) aus 

<lessen Endlage (50.3), uber die Mittellage (50.2), bis zur Anfangslage (50.1) 

bremst. 

25.) Vorrichtung nach einem der Anspruche 1 bis 24, dadurch gekennzeichnet, dass 

die zur Unterscheidung der ausgewahlten Funktion dienende Steuereinheit 

auch auf Betatigung bzw. Nichtbetatigung weiterer Steuerglieder im Fahrzeug 

anspricht, wie eine Fuf3bremse. 

26.) Vorrichtung nach einem der Anspriiche 1 bis 24, dadurch gekennzeichnet, dass 

die zur Unterscheidung der ausgewahlten Funktionen dienende Steuereinheit 

auf eine Nicht-Betatigung weiterer Steuerglieder im Fahrzeug anspricht. 

27.) Vorrichtung nach einem der Anspriiche 1 bis 26, dadurch gekennzeichnet, dass 

der for die verschiedenen Funktionen im Kraftfahrzeug dienende Beta.tiger 

einen Taster (3 5) umfasst 

und class die elektrische Steuereinheit die Anzahl und/oder die Reihenfolge der 

verschiedenen Betatigungen (36) unterscheidet und dementsprechend die 

ausgewahlten Funktionen im Kraftfahrzeug auslost. 
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28.) Vorrichtung nach einem der Anspri.iche 1 bis 27, dadurch gekennzeichnet, dass 

zum unverdrehbaren Einstecken axiale Fi.ihrungsmittel ( 18, 54) zwischen dern 

Schlussel (50) einerseits und der Aufnahme (11) andererseits vorgesehen sind. 

29.) Vorrichtung nach Anspruch 28, dadurch gekennzeichnet, dass die zur 

Aufnahme (11) gehorenden axialen Fi.ihrungsmittel (18) in einer die Offnung 

( I 3) der Aufnahme umschliel3enden Blende ( 17) angeordnet sind 

und dass im Bereich der am Schlussel (50) vorgesehenen Fuhrungsmittel (54) 

auch die Angriffsstellen (55) for die kraftschlilssig und/oder formschliissig 

wirksamen Halteelemente (21, 22, 23) des Rast- und/oder Richtgesperres 

angeordnet sind. 
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GEANDERTE ANSPRUCHE 

PCT /EP00/07769 

[beim lnternationalen Huro am 09.Januar 2001 (09.01.01) eingegangen; 
urspriingliche Anspriiche 1-29 durch;neue Anspriiche 1-20 ersetzt (8 Seiten)] 

1.) Vorrichtung zum Starten eines Fahrzeug-Motors mittels eines elek.tronischen 

Schltissels (50), der gegebenenfalls ein Scheckkarten-Format aufweist, 

mit einer zum Einstecken (59) des Schltissels (50) dienenden Aufnahme (11) 

im Fahrzeug, 

wobei der in der Aufnahme (11) eingesteckte Schlussel (50) unverdrehbar und 

mindestens zwischen drei zueinander axial versetzten Hublagen (50.1, 50.2, 

50.3) langsverschiebbar (51, 52, 53) ist 

wobei der Schlussel (50) in seiner Endlage (50.3) in Richtung seiner 

Anfangslage (50.1) entweder unmittelbar oder mittelbar von einer 

Ri.ickstellfeder ( 40) axial federbelastet ( 41) ist und 

einige der drei Schliissel-Hublagen (50.1, 50.2, 50.3) von Sensoren einer 

Steuereinheit fiberwacht und zur Steuerung von verschiedenen Funktionen des 

Motors genutzt werden. 

dadurch gekennzeichnet, 

dass der Schlussel (50) auch in seiner Mittellage (50.2) in Richtung seiner 

Anfangslage (50.1) von einer Riickstellfeder (40) axial federbelastet (41) ist 

und 

beim Einschieben (59) des Schlilssels (50) in die Anfangslage (50.1) em 

Rastgesperre (21, 22; 50; 70) und beim Einschieben (59) in die Mittellage 

(50.2) ein mit dem Schlussel (50) mittelbar (20) oder unmittelbar 

zusammenwirkendes Richtgesperre (24; 30, 31; 80) selbsttatig wirksam 

setzbar sind und 
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<lass die Steuereinheit auf ein einmaliges oder mehrrnaliges Eindriicken (59) 

des Schliissels (50) zwischen der Mittellage (50.2) in die Endlage (50.3) 

anspricht und das Richtgesperre (24; 30, 31; 80) solange unwirksam setzt, bis 

die Riickstellfederkraft ( 41) den Schlilssel (50) selbsttatig in die Anfangslage 

( 5 0 .1) zuriickgescho ben ( 5 7) hat. 

2.) Vorrichtung nach Anspruch 1, dadurch gekennzeichnet, 

<lass das Richtgesperre einen seinerseits federbelasteten (85) Riegel (30; 80) 

aufweist, der in den axialen Weg (27) einer entweder unmittelbar oder 

mittelbar (20) mit dem Schlussel (50) mitverschieblichen Schulter (24; 88) 

hineinragt und die Schulter (24; 88) in der Endlage (50.3) des Schliissels (50) 

hintergreift 

und <lass die Steuereinheit im Ansteuerungsfall den Riegel (30; 80) gegen 

seine Riegel-Federbelastung (86) aus dem axialen Weg der Schulter (24; 88) 

heraus bewegt. 

3.) Vorrichtung nach Anspruch 2, dadurch gekennzeichnet, <lass der Riegel aus 

einer federbelasteten Klinke (30~ 80) besteht, wobei die Klinke (30; 80) auBer 

einem mit der Schulter (21; 88) zusammenwirkenden Sperrarm (31; 81) einen 

dam.it drehfesten Losearm (32) besitzt, 

und dass der Losearm (32; 83) mit einem Antrieb ( 48), wie einem elektrischen 

Hubmagneten ( 48), verbunden ist, der von der elektrischen Steuereinheit 

gesteuert wird. 

4.) Vorrichtung nach einem der Anspriiche I bis 3, dadurch gekennzeichnet, <lass 

in der Aufnahme (11) elektronische Identifikationsmittel fur den Schlussel 
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(50) angeordnet sind, die mit der elektrischen Steuereinheit m 

Wirkverbindung stehen, 

und dass bei Ermittlung eines falschen Schliissels (50) der Antrieb ( 48) fur die 

Klinke (30; 80) wirksamgesetzt wird und den Riegel freigibt, 

wodurch der falsche Schlussel ( 50) von der Riickstellfederkraft ( 41) in seine 

Anfangslage (50.1) in der Aufnahme (11) zurilckgeschoben wird. 

5.) Vorrichtung nach Anspruch 4, dadurch gekennzeichnet, dass die 

elektronischen Identifikationsmittel aus einem Transponder ( 43) bestehen. 

6.) Vorrichtung nach einem der Anspruche 2 bis 5, dadurch gekennzeichnet, dass 

die Klinke (80) des Richtgesperres einen drehfest mit dem Sperr- und Losearm 

(81, 83) ausgebildeten Stellarm (82) aufweist 

und der Stellarm (82) auf einen Klinken-Sensor (72) einwirkt. 

7 .) Vorrichtung nach Anspruch 6, dadurch gekennzeichnet, dass die Sperrstellung 

der Klinke (80) durch die Klinken-Federbelastung (85) und gegebenenfalls 

einen Drehanschlag bestimmt ist, 

dass die Sperrstellung sowohl bei herausgezogenem Schli.issel (50), also bei 

leerer Aufnahme (11), als auch bei einem in der Mittellage (50.2) und in der 

Endlage (50.3) befindlichen Schlussel (50) vorliegt 

und <lass der Klinken-Sensor (72) vom Stellarm (82) zwar in der Sperrstellung 

der Klinke (80) betatigt wird, 
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aber in der Anfangslage (50.1) des Schliissels (50) die Klinke (80) von einem 

Profilabschnitt (79) des Schliissel-Umrissprofils (68) aus ihrer Sperrstellung 

gegen die Klinken-Federbelastung (86) verschwenkt (80') ist und den 

Klinken-Sensor (72) freigibt. 

8.) Vorrichtung nach Anspruch 7, dadurch gekennzeichnet, dass die Aufnahme 

(11) aufler dem Klinken-Sensor (72) einen ebenfalls mit der Steuereinheit in 

Verbindung stehenden Schlussel-Sensor (77) besitzt, der die Endlage (50.3) 

des Schlussels (50) iiberwacht. 

9.) Vorrichtung nach einem der Ansprtiche 1 bis 8, dadurch gekennzeichnet, <lass 

die auf den Schlussel (50) wirkende axiale Rilckstellkraft (41) sich in 

Abhangigkeit von <lessen Hublage (50.1, 50.2, 50.3) in der Aufnahme (11) 

stufenartig verandert 

und dass die Rilckstellkraft (41) in der Anfangslage (50.1) des Schlilssels (50) 

geringer als in der Mittellage (50.2) und der Endlage (50.3) ist. 

10.) Vorrichtung nach einem der Ansprilche 1 bis 9, dadurch gekennzeichnet, <lass 

der zur Auswahl verschiedener Funktionen im Fahrzeug dienende manuelle 

oder pedale Beta.tiger (35) zwar in der Mittellage (50.2) des Schli.i.ssels 

wirksam, aber in allen ubrigen Lagen (50.0, 50.1, 50.3) des Schliissels (50) 

unwirksam ist. 

11.) Vorrichtung nach einem der Anspriiche 1 bis 5 und 10 mit einer Aufnahme 

(11), deren Offnung (13) normalerweise von einer federnden (15) Abdeckung 

(14) verschlossen (14.1) ist, 
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wobei die Abdeckung (14) beim Einstecken (59) vom Schli.issel (50) gegen die 

Abdeck-Federbelastung (15) weggedr-Uckt (14.2) wird, 

dadurch gekennzeichnet, 

<lass die Abdeckung (14) Bestandteil emes 1m Gehause (10) der Aufnahme 

(11) axial beweglichen Schiebers (20) ist, 

dass der Schieber (20) beim Einstecken (59) das Vorderstiick (48) des 

Schllissels (50) aufnimmt und der Schieber (20) sowohl die kraftschliissig als 

auch formschliissig auf den Schlussel (50) einwirkenden Haltemittel (21, 22, 

55) besitzt, wobei diese Haltemittel den Schlilssel (50) im Schieber (20) 

sichern, 

<lass der Schieber (20) durch die Axialbewegung (59) des Schlilssels (50) in 

verschiedene Axialpositionen (20.1, 20.2, 20.3) ilberfuhrbar ist, welche die 

verschiedenen Hublagen (50.1, 50.2, 50.3) des Schlilssels (50) bestimmen, 

und class der Schieber (20) axial federbelastet ( 40) ist und dadurch auf den 

eingesteckten Schlussel ( 50) ausgeilbte Rilckstellkraft ( 41) erzeugt, 

und dass der Schieber (20) in seiner die Mittellage (50.2) des Schli.issels (50) 

bestimmenden mittleren Axialposition (50.2) von einem federnden Riegel (30) 

eines Richtgesperres festgehalten wird und dieses Richtgesperre mittelbar, 

fiber den Schieber (20), auf den Schlussel (50) wirk.t. 

12.) Vorrichtung nach Anspruch 11, dadurch gekennzeichnet, <lass der Schieber 

(20) sowohl in der Anfangslage (50.1) des eingesteckten Schltissels (50) als 

auch bei herausgezogenem Schlussel sich in der gleichen Ausgangsposition 

(20.1) im Gehause (10) der Aufnahme (11) befindet, 
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und <lass die Ausgangsposition (50.1) durch die auf den Schieber (20) 

wirkende axiale Federkraft (41) einerseits und einen Endanschlag (42) im 

Gehause (10) der Aufnahme (11) andererseits bestimmt ist. 

13.) Vorrichtung nach Anspruch 12, dadurch gekennzeichnet, dass die Abdeckung 

(14) f-Ur die Offnung (13) der Aufnahme (11) ihrerseits zwischen zwe1 

Stellungen (14.1, 14.2) im Schieber (20) axial verschieblich ist, 

dass diese beiden Stellungen (14.1, 14.2) durch einen vorderen und einen 

hinteren Endanschlag (22, 29) im Schieber (20) bestimmt sind, 

dass die Abdeck-Federbelastung (15) bestrebt ist, die Abdeckung ( 14) axial 

gegen den vorderen Endanschlag (22) zu drucken, 

und <lass der vordere Endanschlag (22) und die Abdeck-F ederbelastung ( 15) 

die bei herausgezogenem Schlussel (50) sich ergebende abdeckwirksame 

Ausschubstellung (14.1) der Abdeckung ( 14) an der Offnung ( 13) bestimmen. 

14.) Vorrichtung nach Anspruch 13, dadurch gekennzeichnet, dass bei 

eingestecktem Schlussel (50) die Abdeckung (14) sich in einer <lurch den 

hinteren Endanschlag (29) am Schieber (20) bestimmten Einschubstellung 

(14.2) befindet 

und dass diese Einschubstellung (14.2) der Abdeckung (14) in all en drei 

axialen Hublagen des Schlussels (50) vorliegt. 

15.) Vorrichtung nach einem der Ansprfrche 11 bis 14, dadurch gekennzeichnet, 

dass die gleichen Halteelemente (21, 22, 55), welche die kraftschliissige 

Verbindung zwischen dem Schliissel (50) und dem Schieber (20) erzeugen, 
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auch bei der formschltissige Verbindung zwischen dem Schlussel (50) und 

dem Schieber (20) beteiligt sind. 

16.) Vorrichtung nach Anspruch 15, dadurch gekennzeichnet, dass die am Schieber 

(20) befindlichen kraftschliissigen Halteelemente (21, 22) einen fedemden 

Vorsprung (22) aufweisen 

dass dem Vorsprung (22) ein Gegenvorsprung (23) auf seiner dem Gehause 

(10) der Aufnahme (11) zugekehrten Rlickseite zugeordnet ist, 

dass dieser Gegenvorsprung (23) in der die Haltelage (50.1) des Schliissels 

(50) kennzeichenden Ausgangsposition (20.1) des Schiebers (20) mit einer 

Aussparung (16) im Geha.use (10) radial ausgerichtet ist, in welchen der 

Gegenvorsprung (23) federnd ausweicht, wenn der Schlussel (50) eingesteckt 

(59) wird, 

und dass dem Gegenvorsprung (23) eine radiale Stutzflache (19) irn Gehause 

(10) zugeordnet ist, die das federnde Glied (22) radial versteift, wenn der 

Schieber (20) vom Schlussel (50) aus seiner Ausgangsposition (20.1) in eine 

der tiefer gelegenen Axialpositionen (20.2, 20.3) weiterbewegt wird. 

17.) Vorrichtung nach einem der Anspruche 10 bis 16, dadurch gekennzeichnet, 

dass der axialbewegliche Schieber (20) ein mit einer Dampfungseinrichtung 

(60) versehen ist, 

und dass die Dampfungseinrichtung (60) die federbedingte (40) axiale 

Rilckbewegung (57) des im Schieber (20) aufgenommenen Schli.issels (50) aus 

<lessen Endlage (50.3), iiber die Mittellage (50.2), bis zur Anfangslage (50.1) 

bremst. 
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18.) Vorrichtung nach einem der Anspruche 1 bis 17, dadurch gekennzeichnet, dass 

die zur Unterscheidung der ausgewahlten Funktion dienende Steuereinheit 

auch auf Betatigung bzw. Nichtbetatigung weiterer Steuerglieder im Fahrzeug 

anspricht, wie eine FuBbremse. 

19.) Vorrichtung nach einem der Anspruche l bis 18, dadurch gekennzeichnet, dass 

die zur Unterscheidung der ausgewahlten Funktionen dienende Steuereinheit 

auf eine Nicht-Beta.tigung weiterer Steuerglieder im Fahrzeug anspricht. 

20.) Vorrichtung nach einem der Ansprtiche I bis 19, dadurch gekennzeichnet, dass 

der for die verschiedenen Funktionen im Kraftfahrzeug dienende Beta.tiger 

einen Taster (35) umfasst 

und <lass die elektrische Steuereinheit die Anzahl und/oder die Reihenfolge der 

verschiedenen Betatigungen (36) unterscheidet und dementsprechend die 

ausgewahlten Funktionen im Kraftfahrzeug auslost. 
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(57) Abstract: The invention relates to a key, in particular for a motor vehicle, comprising a housing (30) and a mechanical key part 
~ (35) connected thereto. In keys of this type, the locking element of the key part is usually converted from an inoperative position 
,_,;, (11) into a working position (15), in which the key (10) can be used to mechanically operate a lock or a locking cylinder, by means. 
---...... of a mechanism (47, 50, 51, 52, 60, 61, 62, 64, 65, 66) which is located in the housing. In order to improve a key of this type, the 
~ invention proposes the provision of a traction or force of pressure regulator (50) for the mechanism (47, 50, 51, 52, 60, 61, 62, 64, 
r-,-.. 65, 66) which acts indirectly upon the actuator (47) via traction or thrust means (51). 
'-0 
~ (57) Zusammenfassung: Die Erfindung betrifft einen Schllissel, insbesondere fur Kfz mit einem Gehauseteil (30) und einem daran 
-.... angeordneten mechanischen Schltisselteil (35). Bei solchen Schltisseln ist es bekannt, den schliesswirksamen Teil des Schltisselteils 
~ mittels einer Mimik (47, 50, 51, 52, 60, 61, 62, 64, 65, 66), welche im Gehause angeordnet ist, von einer Ruhestellung (11) in eine 

Arbeitsstellung (15) zu tiberfiihren, in der der Schlussel (10) zur mechanischen Betatigung eines Schlosses oder Schliesszylinders 
0 benutzt werden kann. Zur Verbesserung eines derartigen Schliissels wird vorgeschlagen, dass die Mimik (47, 50, 51, 52, 60, 61, 62, 
> 64, 65, 66) einen Zug- (50) oder Druck:kraftspeicher umfasst, der indirekt iiber ein Zug- (51) oder Schubmittel an dem Stellglied 
;;,-i,-(47) angreift. 
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Schlussel, insbesondere for Kfz 

Die Erfindung richtet sich auf einen Schlussel der in Anspruch 1 genannten Art. 

Derartige Schlussel kommen insbesondere bei Kraftfahrzeugen zur Anwendung. 

Aus der US 2,690,666, als nachstliegenden Stand der Technik, ist em 

Schlusselhalter bekannt, bei dem in einem Gehause befindliche Schlussel iiber ihnen 

zugeordnete Druckfedern aus dem Gehause herausbewegt werden konnen. Bei 

diesem Schlusselhalter kann jeweils ein Schlussel iiber einen Wahlschalter 

ausgewahlt werden, und der Schlussel dann <lurch Betatigung eines Auslosemittels 

freigegeben werden. Der ausgewahlte Schlussel wird daraufhin von der Kraft der 

Druckfeder aus dem Gehause heraus in seine Arbeitsstellung uberfuhrt. Die Federn 

greifen bei dem Gegenstand der US-Schrift direkt am hinteren Ende der Schlussel 

an, so dafi sie in der Ruhestellung des Schlussels im Gehauseinnenraum einen 

erheblichen Teil der Baulange des Schliisselgehauses einnehmen. Eine erhohte 

Baulange ist jedoch insbesondere bei Kfz-Schli.isseln nicht wunschenswert, die 

wahrend des Betriebes eines Kfz in <lessen ZundschloJ3 verbleiben, da durch die in 
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den B ewegungsraum eines Knies hineinragenden S chli.issel das Verletzungsrisiko im 

Bereich des rechten Knies einer Fahrerin oder eines Fahrers erhoht wird. 

Aus der US 2,550,375 ist ebenfalls em m einem Gehause lateral verschieblich 

angeordneter Schlussel bekannt. Auch bei diesem Schlussel ist 1m riickwartigen 

Bauraum des Schliissels ein Federglied angeordnet, welches direkt auf den 

Schlussel einwirkt. Das Federglied ist hier jedoch als Zugfeder ausgefuhrt, welches 

den Schlussel van seiner ausgeschobenen Lage in seine eingezogene Position 

automatisch zuri.ickfahrt, wenn eine Auslosetaste betatigt wird, die den Schlussel 

freigibt. 

Aus der DE-GM 17 13 197 ist em Schliisselgehause bekannt, bei dem em darin 

liegender Schlussel tiber eine manuelle Betatigung aus dem Gehause heraus oder in 

das Gehause hineingeschoben werden kann. Die Betatigung des Schliissels iiber eine 

auf diesen einwirkende Mimik ist dieser Schrift nicht zu entnehmen. Der in dem 

Gehause befindliche Schlussel kann lediglich i.iber ein oder mehrere Federelemente 

in seiner im Gehause eingezogenen oder aus dem Gehause herausgeschobenen 

Stellung fixiert werden. 

Bei einem von der Firma Huf gefertigten Elektronischen-Mechanischen-Schliissel 

ist es bekannt, einen mechanischen Schli.isselteil aus- und einklappbar an einem 

Schlusselgehause anzuordnen. Bei diesem Schlussel ist die Schlusselelektronik in 

einem ersten Gehauseteil und der mechanische Schliisselteil in und an einem 

zweiten Gehauseteil angeordnet. Die Schnittstellen zwischen dem ersten und dem 

zweiten Gehauseteil sind bei diesern Schlussel sehr verwinkelt und ma/3lich 

kompliziert. 

Der mechanische Schliisselteil liegt im eingeklappten Zustand an einer Langsseite 

des Schliisselgehauses, innerhalb einer Eintiefung, die als Schliisselaufnahme dient. 
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Der Schlussel ist in der Aufnahme des Gehauses an semer in Ausklapprichtung 

liegenden Seite offen zuganglich. 

AuBen an dem Schlussel ist eine Auslosetaste angeordnet, uber deren Betatigung 

der Schlussel van seiner Ruhestellung am Gehause in eine Arbeitsstellung 

ausgeklappt werden kann, in der <las mechanische Schlusselteil z.B. zur Betatigung 

eines SchlieBzylinders oder eines Ztmdschlosses benutzt werden kann. Der 

Ausklappvorgang geschieht nach Betatigen der Auslosetaste automatisch uber einen 

im Schli.isselgehause angeordneten Federtrieb der auf den mechanischen 

Schliisselteil wirkt. 

Zurn Einklappen des mechanischen Schliisselteils muss erneut die Auslosetaste 

gedruckt werden und der Schlussel dann manuell wieder in seine Ruhestellung in 

der seitlich am Gehause angeordneten Aufnahme eingeklappt werden. 

Von Nachteil bei emem derartigen Schlussel ist es, dass sich an dem in der 

Aufnahme offen zuganglichen Schlussel Dreckpartikel sammeln,_ die uber den 

mechanischen Schli.isselteil in den zu betatigenden SchlieJ3zylinder und/oder des 

Zi.indschloss etc. gelangen und diese dadurch auf Dauer verschmutzen und 

gegebenenfalls funktionsuntiichtig werden konnen. Auch ist die Offnung in die der 

Schlussel einklappen kann optisch unschon. 

Aus der DE 296 18 616 Ul ist ein Kraftfahrzeugschhissel bekannt, der ebenfalls 

uber eine Mimik von einer an einer Gehauseseite angeklappten Lage in eine aus dem. 

Gehause herausstehende, ausgeklappte Arbeitslage uberfuhrbar ist. 

Aufgabe der vorliegenden Erfindung ist es, einen Schlussel bereitzustellen, der 

einen verhaltnismaJ3ig kurzen Bauraum aufweist und der ein gutes optisches 

Erscheinungsbild aufweist. 
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Dieses wird erfindungsgemaB <lurch die im Anspruch 1 genannten MaBnahmen 

erreicht, denen 

patentgema.Ben 

folgende besondere Bedeutung 

Aufgabe wird vorgeschlagen, 

zukommt. Zur Losung der 

das Schliisselteil m seiner 

Ruhestellung innen irn Gehause anzuordnen, wobei das Schliisselteil nach 

B etatigung der Auslosetaste iiber eine in dem Gehause angeordnete Mimik von 

seiner Ruhestellung im Inneren des Gehauses <lurch eine Langsverschiebung in seine 

Arbeitsstellung tiberfilhrt wird, in der zumindest der schlie13wirksame Teil des 

mechanischen Schliisselteils au.f3erhalb des Gehauses liegt. Hierzu weist die Mimik 

einen Zug- oder Druckkraftspeicher auf, der indirekt uber ein Zug- oder 

Schubmittel an dem Stellglied des Schliisselteils angreift. Durch diese Ma13nahmen 

ist es nicht mehr notwendig, den Zug- oder Druckkraftspeicher in unmittelbarer 

Nachbarschaft zum mechanischen Schliisselteil anzuordnen, um das 

Bewegungsmoment vom Zuf- oder Druckkraftspeicher auf das mechanische 

Schlusselteil zu ubertragen. Vielmehr wird es moglich, den Zug- oder 

Druckkraftspeicher an jeder beliebigen Position im Schliisselgehause anzuordnen. 

So kann der Zug- oder Druckkraftspeicher insbesondere auch seitlich, neben dem 

1m Gehause eingezogenen Schlussel angeordnet werden. Der Bauraum, 

insbesondere die Bauraumlange des Schlusselgehauses kann hierdurch vermindert 

werden. Ebenfalls wird eine gr613ere Variationsbreite bei der Formgestaltung des 

Schlusselgehauses ermoglicht. Der Zugkraftspeicher konnte z.B. eine zugbelastete 

Feder, ein Gummielement, eine Unterdruckkammer, ein Solenoid etc. sein. Als 

Druckkraftspeicher konnen z.B. vorgesehen sein linear wirkende Druckfedern, 

Spiralfedern, elastische Elemente (z.B. aus Kunststoff), Druckkorper, Solenoide 

etc. 

Bei der indirekten Obertragung der Verstellbewegung vom Druckkraftspeicher auf 

das mechanische Schliisselteil kann das Schubmittel z.B. ein Treibriemen, eine 

Stellkette, ein Stellband, ein Zahnriemen, ein Zahnrad etc. sein. 
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Um em reibungsloses Herausfahren des mechanischen Schltisselteils zu 

gewahrleisten, sind im Innenraum des Gehauses Mittel angeordnet, durch die das 

Schli.isselteil bei der Langsbewegung van seiner Ruhestellung in seine 

Arbeitsstellung gefiihrt ist. 

Ein weiterer Vorteil der sich aus der erfindungsgernaBen Losung gerna.13 Anspruch 1 

ergibt ist der, dass an dem Schhisselgehause nunmehr glatte Flachen tiberwiegen 

und keine vorstehenden Kanten und unschone Vertiefungen mehr vorhanden sind, 

so dass der Schlussel eine sehr ansprechende Optik aufweist. 

AuBerdem ist die Bedienungsfreundlichkeit <lurch das automatische Ausfahren des 

mechanischen Schliisselteils und dem einfach zu bewirkenden Wiedereinschieben 

desselben verbessert warden. 

Vorteilhaft nach Anspruch 2 kann es auch sein, wenn die Schhisseloffnung im 

Gehauseteil im wesentlichen formschltissig zur AuBenkontur des mechanischen 

Schliisselteils ausgefiihrt ist, so dass moglichst wenig Offnungsraum zwischen 

Gehausewand und Schliisselteil vorhanden ist, an dem Schmutzpartikel in das 

Gehauseinnere eindringen konnen. Ferner wird durch die formschh.issige 

Ausfilhrung der Offnung ein Abstreifen von eventuell wahrend oder nach der 

Betatigung aufgefangenen Schmutzpartikeln ermoglicht. 

In einer weiteren gtinstigen Ausftihrungsform der Erfindung kann gemaB Anspruch 

3 auch ein Mittel zum Verschlieflen der Schliisseloffnung, wie etwa eine Klappe 

oder ein Schieber, der manuell oder automatisch betatigt wird, vorgesehen sein, der 

das Gehauseteil in der Ruhestellung des darin angeordneten mechanischen 

Schliisselteils gegen ein Eindringen von Schmutz ganzlich abriegelt. 

Vorteilhaft gemaJ3 Anspruch 4 kann es sein, wenn das Schltisselteil innerhalb des 

Gehauseteils in einem Fi.ihrungskanal liegt, innerhalb dessen das Schh.isselteil bei 

IPR2022-00412 
Apple EX1043 Page 557



WO0l/38673 PCT /EP00/11504 

6 

seiner Ui.ngsverschiebung gefohrt ist. Gunstigerweise konnen zur Erzeugung des 

Fiihrungskanals auch umgebende Gehausewande wie z.B. die an den Flachenseiten 

des umgebenden Gehauseteils liegenden \Vande zur Ausbildung des Fuhrungskanals 

herangezogen werden. 

Der Fiihrungskanal kann eine seitliche Offnung aufweisen, <lurch den ein Stellglied, 

wie etwa ein Zahnrad oder ein Mitnehmerzapfen, auf <las mechanische Schlusselteil 

einwirken kann und derart eine von der Mimik ausgeiibte Verstellbewegung auf das 

mechanische Schlusselteil ubertragt. 

Giinstig kann es auch sein, wenn Rastmittel vorgesehen sind, die das mechanische 

Schliisselteil in seiner Ruhe- und in seine Arbeitsstellung im wesentlichen 

bewegungsstarr halten. Nach Betatigung der Auslosetaste oder eines anderen 

Auslosemittels geben die Rastmittel das mechanische SchlieBteil frei, so <lass diese 

von der einen Stellung in die andere Stellung verfahrbar ist. Die Rastmittel konnen 

z.B. an einem oder mehreren Hebeln angeordnete Haken umfassen, die in der 

Raststellung in eine am Umfang des SchlieI3teils befindliche Aussparung eingreifen, 

oder die in einem Vorsprung, einer Nase, einem Gegenrastglied etc. eines zur 

Mimik gehorenden Stellmittels angreifen und derart indirekt das mechanische 

SchlieI3teil in seiner Arbeits- oder Ruhestellung halten. 

Bei der Verwendung emes Zugkraftspeichers kann es giinstig sein, wenn der 

Zugweg des Zugkraftspeichers und/oder des <lurch den Zugkraftspeichers betatigten 

Zugmittels <lurch ein- oder mehrfache Umlenkung des Zugkraftspeichers und/oder 

des Zugmittels an einem oder mehreren Umlenkteilen, wie z.B. Umlenkrollen oder 

Umlenkstegen vergroBert ist. Durch diese MaBnahme wird ein weitgehendes 

Herausfahren des mechanischen Schlie.Bteils bei der Uberfuhrung von seiner 

Ruhestellung in seine Arbeitsstellung erreicht. 
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Es kann ferner vorteilhaft sein, die Schlusselelektronik und die Schlusselmechanik 

in zwei, in sich abgeschlossenen Gehauseteilen anzuordnen, die beide entlang 

ebener Verbindungsflachen losbar aneinander festgelegt sind. Gunstigerweise ist der 

Batteriedeckel derart an dem Gehauseteil angeordnet das die Schlusselelektronik 

aufweist, <lass er <lurch das gegeniiberliegende Gehauseteil mit der Mechanik darin 

verdeckt wird. Zurn Wechseln der Batterie muss also lediglich eme Trennung der 

beiden Gehauseteile voneinander vorgenommen werden um danach den 

Batteriedeckel offnen zu konnen. Zur Verbindung der beiden Gehauseteile sind die 

verschiedensten Verbindungsmittel denkbar. So konnen z.B. 

Schwalbenschwanznuten oder -vertiefungen und Schwalbenschwanzvorsprunge -

oder -erhohungen an den Gehauseteilen angeordnet sein, die ineinandergeschoben 

die Verbindung der beiden Gehauseteile gewahrleisten. 

Weitere Vorteile und MaBnahmen der Erfindung ergeben sich aus den 

Unteranspriichen, der nachfolgenden Beschreibung und den Zeichnungen. In den 

Zeichnungen ist die Erfindung in drei Ausfiihrungsbeispielen dargestellt. Es zeigen: 

Fig. 1 

Fig. 2 

Fig. 3 

schematisch eine erste Ausfiihrungsform eines 

erfindungsgemaJ3en Schlilssels im Schnitt <lurch das zweite, die 

Mechanik enthaltene Gehauseteil, 

schernatisch, die erste Ausfiihrungsform eines erfindungs­

gema.Ben Schlussels im Schnitt gemaB II - II aus Fig. 1, 

schematisch, die erste Ausfiihrungsform des 

erfindungsgema.Ben Schlussels im Schnitt gema.13 III - III aus 

Fig. 1, 
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Fig. 4 

Fig. 5 

Fig. 6 

Fig. 7 

Fig. 8 

Fig. 9 

Fig. 10 

Fig. 11 
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schematisch, <las erste Gehauseteil der ersten Ausfuhrungsform 

des erfindungsgema13en Schliissels mit der Schliisselelektronik 

gema13 dem Schnitt IV - IV aus Fig. 2, 

schematisch, das zweite Gehauseteil der ersten 

Ausfiihrungsform des erfindungsgemaflen Schltissels mit dem 

mechanischen Schlussel im Schnitt gema.13 V - V aus Fig. 2, 

schematisch, die erste Ausfuhrungsform des 

erfindungsgemaf3en Schlussels in Seitenansicht, bei dem beide 

Gehauseteile aneinander festgelegt sind, 

schematisch, die erste Ausfiihrungsform des 

erfindungsgemaf3en Schliissels, bei dem die Verbindungsmittel 

der beiden Gehauseteile gelost sind, 

schematisch, die erste Ausfiihrungsform des 

erfindungsgema13en Schliissels in einem Schnitt entlang VIII -

VIII aus Fig. 6, 

schema ti sch, em zweites Ausfohrungsbeispiel eines 

erfindungsgemaflen Schliissels, in einem Schnitt <lurch <las 

zweite Gehauseteil mit der Schliisselmechanik, 

schematisch, die zweite Ausfohrungsform des 

erfindungsgemaflen Schliissels im Schnitt gemafl X - X aus Fig. 

9, 

schematisch, eine dritte Ausfiihrungsform des 

erfindungsgemaJ3en Schliissels 1m Schnitt durch das die 
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Mechanik aufweisende zweite Gehauseteil, in der Ruhestellung 

des mechanischen Schliisselteils, 

schema ti sch, die 

erfindungsgema.Ben 

dritte 

Schliissels 

Ausfiihrungsform 

gemaB Fig. 11 

Arbeitsstellung des mechanischen Schliisselteils. 

m 

des 

der 

In den Fig. 1 bis 8 ist eme erste Ausfohrungsform des erfindungsgemaBen 

Schlussels 10 dargestellt. Bei dieser Ausfuhrungsform setzt sich der Schlussel 

zusammen aus einem ersten Gehauseteil 20 und einem zweiten Gehauseteil 30. Das 

erste Gehauseteil umfasst eine Gehausegrundplatte 22 und einen Gehausedeckel 21. 

In dem Gehausedeckel 21 sind Tastfelder 26 angeordnet, tiber die eine im Inneren 

des ersten Gehauseteiles 20 liegende Elektronik 25 betatigt werden kann. In der 

Gehausegrundplatte 22 ist ein Batteriefachdeckel 23 angeordnet, tiber den eine 

Batterie 24, die der Stromversorgung der Elektronik 25 dient, in das Gehauseteil 20 

ein- und ausgefuhrt werden kann. Das erste Gehauseteil 20 ist wasserdicht 

verschlossen, wobei der Gehausedeckel 21 an der Gehausegrundplatte 22 tiber 

Schraubmittel 29 festgelegt ist. An dem Schlussel 10 ist in diesem 

Ausfiihrungsbeispiel noch eme Ose 19 vorgesehen, an die z.B. em 

Schliisselanhanger angebracht werden kann. 

An dem ersten Gehauseteil 20 ist entlang emer planaren Ebene 14 em zweites 

Gehauseteil 30 angeordnet. Das zweite Gehauseteil 30 besteht m diesem 

Ausftihrungsbeispiel ebenfalls aus einer Gehausegrundplatte 32 und einem diese 

abdeckenden Gehausedeckel 31. Beide Gehauseteile 20 und 30 sind iiber 

Verbindungsmittel 28, 33 losbar miteinander verbunden. Bei diesen 

Verbindungsrnitteln handelt es sich m diesem Ausfilhrungsbeispiel um 

Verrastmittelvorsprunge 28, die in Nuten 27 in der Gehausegrundplatte 32 des 

ersten Gehauseteiles 20 angeordnet sind und auf Seiten des zweiten Gehauseteiles 

30 um Schwalbenschwanzzapfen 33, die an der Gehausegrundplatte 32 angeformt 
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sind. Um beide Gehauseteile 20, 30 voneinander zu losen, z.B. zum Zwecke des 

Austausches der Batterie 23, werden beide Gehauseteile in Demontagerichtung 17 

(Fig. 7) gegeneinander verschoben, wobei ein Anfangswiderstand zu uberwinden 

sein kann. Die Schwalbenschwanzzapfen 33 befinden sich nach dieser Verschiebung 

gema.B Pfeil 17 in dem offenen Teil der Nut 27, so <lass nun beide Gehauseteile 20, 

3 0 voneinander getrennt werden konnen. Zur Montage miissen die beiden 

Gehauseteile 20 und 30 in entsprechender Weise aneinandergesetzt werden, wobei 

die Schwalbenschwanzzapfen 33 in die Nut 27 an dem gegenuberliegenden 

Gehauseteil eingefuhrt werden miissen, und das Gehauseteil 20 daraufuin in 

Montagerichtung 18 (Fig. 7) gegeniiber dem Gehauseteil 30 verschoben werden. 

Die Schwalbenschwanzzapfen 33 verhaken sich dabei hinter dem 

Verrastmittelvorsprung 28 in der Gehausegrundplatte 22 des ersten Gehauseteiles, 

wodurch beide Gehauseteile 20, 30 aneinander festgelegt werden. Durch das 

Festlegen der beiden Gehauseteile entlang einer Ebene wird die vorbeschriebene 

Montage/Demontage vereinfacht. 

In dem zweiten Gehauseteil 3 0 ist eine Schli.isselmechanik angeordnet, i.iber die ein 

mechanisches Schhisselteil 3 5, welches sich in einer Ruhestellung 11 1m 

Gehauseinnenraum 36 des zweiten Gehauseteils 30 befindet, <lurch Betatigung eines 

Auslosemittels, wie etwa einer Auslosetaste 70 automatisch in eine Arbeitsstellung 

15 verfahren werden kann, in der das mechanische Schhisselteil 3 5 zur Betatigung 

eines Schlief3zylinders oder eines Ziindschlosses etc. verwendet werden kann. Das 

mechanische Schli.isselteil 35 ist dazu in dem vorliegenden Ausfi.ihrungsbeispiel 

gema.B den Fig. 1 bis 8 wie folgt in dem zweiten Gehauseteil 30 angeordnet. 

Im Gehauseinnenraum 36 des zweiten Gebauseteils 30 ist ein Ftihrungskanal 37 

angeordnet, des sen beide Flachenwande 40 und 41 aus den Flachenseiten 3 8 und 3 9 

der angrenzenden Gehausegrundplatte 32 und des Gehausedeckels 31 gebildet wird. 

Der Fi.ihrungskanal 37 wird weiterhin zu seinen beiden Seiten von den Wanden 42 

und 43 begrenzt. In dem Fuhrungskanal 3 7 ist das mechanische Schli.isselteil 3 5 
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verschiebbar angeordnet. Dieser Fi.ihrungskanal 37 ist an seinem vorderen Ende mit 

einer Schliisseloffnung 12 versehen, <lurch die das mechanische Schlusselteil 3 5 aus 

dem Gehauseteil 20 heraus in seiner Arbeitsstellung 15 gelangen kann. In seinem 

hinteren Bereich ist der Fuhrungskanal 37 in diesem Ausfuhrungsbeispiel durch eine 

Fuhrungswand 53 abgeschlossen. An der, der Wand 42 zugewandten Schmalseite 

des mechanischen Schlusselteils 35 ist eine Aussparung 75 im hinteren Bereich des 

mechanischen Schlusselteils 35 angeordnet. In dieser Aussparung 75 greift in der 

Ruhestellung 11 der Rasthaken 72 eines Hebels 71, <lurch den das mechanische 

Schlusselteil 3 5 in der Ruhestellung 11 gehalten wird. Der Rasthaken 72 wird dabei 

mit der Kraft eines Druckmittels 77, wie etwa einer Feder, die an der Ansatzstelle 

79 am Hebel 71 angreift und die anderenends in einem Federsitz 78 an der Wand 

des Gehausedeckels 31 abgestiitzt ist, in der Aussparung 75 gehalten. Der Hebel 71 

ist an einer Achse 81 schwenkbar gelagert. Der Hebel 71 ist iiber eine Auslosetaste 

70, die in diesern Ausfuhrungsbeispiel an den Hebel 71 angeformt ist, zu betatigen, 

wodurch der Rasthaken 72 aus der Aussparung 75 ausrastet, wenn das mechanische 

Schli.isselteil 3 5 in seiner Ruhestellung 11 sitzt. 

Damit der Rasthaken 72 die Wand 42 durchgreifen kann, um in die Aussparung 75 

im mechanischen Schliisselteil 3 5 einzugreifen, ist in der Wand 42 eine Offnung 45 

vorgesehen. 

Im vorderen Bereich des Schliissels 10 unmittelbar hinter einem Frontteil 3 4 der 

Gehausegrundplatte, in welcher die Schltisseloffnung 12 sitzt, ist ein zweiter Hebel 

73 angeordnet, der urn eine Achse 83 verschwenkbar ist, und der einen Rasthaken 

74 aufweist, der in der Arbeitsstellung 15 des mechanischen Schliisselteils 3 5 in die 

Aussparung 75 im mechanischen Schliisselteil 35 eingreift. In der Wand 42 des 

Fuhrungskanals 3 7 ist wiederum eine Offnung 46 vorgesehen, die ein Durchgreifen 

der Wand 42 <lurch den Rasthaken 74 erlaubt. Der Rasthaken 74 wird wiederum 

mittels der Kraft einer Feder 79" ', die an den Ansatzstellen 77"' und 78"' 

zwischen dem Hebel 73 und der Wand 42 des Gehauseteils 31 festgelegt ist. Der 
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Hebel 73 steht an der Ben1hrungsstelle 84 in mechanischem Kontakt mit dem Hebel 

71. Bei einer Betatigung der Auslosetaste 70 wird hierdurch, neben dem Hebel 71, 

auch der Hebel 73 betatigt und der Rasthaken 74 aus dem Fiihrungskanal 37 und 

gegebenenfalls aus der Aussparung 75 herausgezogen, wenn das mechanische 

Schlusselteil 3 5 in seiner Arbeitsstellung 15 sitzt. Der aus den Hebeln 71 und 73 

gebildete Doppelhebel erm6glicht es, <lass an dem mechanischen Schliisselteil nur 

eine Aussparung 75 am Ende des Schaftes des Schhisselteils erforderlich ist. 

Das mechanische Schhisselteil 3 5 kann uber eme Mimik nach Betatigung der 

Auslosetaste 70 automatisch aus seiner Ruhestellung 11 in die Arbeitsstellung 15 

iiberfiihrt werden. Hierzu ist in dern vorliegenden Ausfiihrungsbeispiel zunachst ein 

Zugkraftspeicher 50 in Form einer Zugfeder vorgesehen, die im hinteren Bereich 

des Gehauseteils 30 angeordnet ist. Die Feder 50 ist rnit einem Zugrnittel 51 wie 

etwa einern Kunststoffstrang oder Kunststoffband verbunden, wobei die Feder 50 

und Zugmittel 51 irn hinteren Bereich des Gehauseteils 30 entlang der 

Fiihrungswand 53 gefiihrt sind. Das Zugrnittel 51 ist andernends wiederurn an einem 

Stellglied 4 7 festgelegt, welches seinerseits fest verbunden mit dem mechanischen 

Schltisselteil 3 5 ist, welches im hinteren Bereich des Schliisselteils 3 5 angeordnet 

ist. Das Zugmittel 51 ist im vorderen Bereich des Gehauseteils 30 um eine 

Umlenkrolle 52 herumgefohrt, so dass der Zugweg der Feder 50 und des Zugmittels 

51 parallel zur Ausschubrichtung 16 und zum Verlauf des Fiihrungskanals 37 des 

rnechanischen Schliisselteils 35 verlauft. In der Seitenwand 43 des Fiihrungskanals 

3 7 ist eine langliche Offnung 44 vorgesehen, <lurch die das Stellglied 4 7 

hindurchgreift. Das Zugmittel 51 ist auf der dem Fiihrungskanal 3 7 abgewandten 

Seite des Stellgliedes 47 mit <lessen Nase 48 verbunden. 

In der Ruhestellung 11 des mechanischen Schliisselteils 35 befindet sich die Nase 

48 des Stellgliedes 47 an dem, die Langsoffnung 44 im riickwartigen Bereich 

begrenzenden Anschlag 54. Der Schlussel ist in der Ruhestellung 11 ganzlich in <las 

Gehauseteil 30 eingefahren. Zur Uberfiihrung des mechanischen Schliisselteils 35 in 
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semer Arbeitsstellung 15 muss nun die Auslosetaste 70 und somit der Hebel 71 

betatigt werden, so class der Rasthaken 72 aus der Aussparung 75 irn rnechanischen 

Schliisselteil 3 5 herausfahrt. Das rnechanische Schliisselteil 3 5 verfii.hrt nun unter 

Einwirkung des Zugkraftspeichers 50 in Ausschubrichtung 16 aus dern Gehauseteil 

30 hinaus in seine Arbeitsstellung 15. Bei Erreichen der Arbeitsstellung 15 fahrt die 

Nase 48 des Stellgliedes 4 7 gegen den Anschlag 49, der die Offnung 44 an ihrem 

der Schhisseloffnung zugewandten Ende begrenzt. Sobald das mechanische 

Schli.isselteil 35 in dieser Stellung ist, rastet zusatzlich noch der Rasthaken 74 in 

der Aussparung 75 am mechanischen Schltisselteil 3 5 unter der Kraft der Feder 

77'" ein. 

Zurn Ruckuberfuhren des mechanischen Schltisselteiles 35 aus semer 

Arbeitsstellung 15 in die Ruhestellung 11 muss wiederum die Auslosetaste 70 

manuell betatigt werden, wodurch der Hebel 73 verschwenkt wird und der daran 

angeordnete Rasthaken 74 aus der Aussparung 75 im mechanischen Schlusselteil 35 

herausfahrt. Hierdurch kann nun das mechanische Schltisselteil 3 5 manuell wieder in 

den Ftihrungskanal 37 irn Gehauseteil 30 eingeschoben werden. Kurz vor Erreichen 

der Ruhestellung 11 fahrt das mechanische Schliisselteil 35 mit seinem hinteren 

Ende im Bereich seiner Auflaufschrage 85 gegen den Rasthaken 72 und sto13t diesen 

gegen die Kraft der Feder 77 aus dern Fiihrungskanal 3 7 hinaus. Der Rasthaken 72 

schnappt dann bei Erreichen der Ruhestellung 11 durch <las mechanische 

Schliisselteil wieder in die Aussparung 75 ein und verrastet dort das mechanische 

Schliisselteil 3 5. 

Durch die manuelle Riickuberflihrung des mechanischen Schliisselteils 3 5 in die 

Ruhestellung 11 ist der Zugkraftspeicher 50 wieder vorgespannt warden, so <lass er 

bei einer erneuten Betatigung der Auslosetaste 70 das mechanische Schltisselteil 3 5 

wiederum aus seiner Ruhestellung 11 in seine Arbeitsstellung 15 uberfiihren kann. 
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In den Fig. 9 und IO ist nun em weiteres Ausfiihrungsbeispiel des 

erfindungsgemaBen Schlussels dargestellt. In einem Gehauseteil 30' ist wiederum 

ein mechanisches Schh.isselteil 35' in einem in dem Gehauseteil 30' liegenden 

Fiihrungskanal 3 7' verschieblich angeordnet. Der Fuhrungskanal 37' wird gebildet 

aus den beiden Flachenwanden 40' und 41 ', die Abschnitten der Flachenseiten 3 8' 

und 39' der Gehausegrundplatte 32' und des Gehausedeckels 31' entsprechen. Die 

Seiten des Fuhrungskanals 37' werden <lurch Wande 42' und 43' gebildet. In der 

Wand 43' ist eine Offnung 44' vorgesehen, <lurch die ein als Zahnrad ausgeformtes 

Stellglied 47' hindurchgreift und die Zahne 62 des Zahnrades 47' in eine Zahnung 

64 am mechanischen Schlusselteil 3 5' eingreifen. Das Zahnrad 4 7' sitzt auf einer 

Achse 63, die in diesem Ausfiihrungsbeispiel an der Gehausegrundplatte 32' 

angeformt ist. Das Zahnrad 4 7' weist in seinem oberen Bereich einen Hohlraum auf, 

in dem ein Druckkraftspeicher 60, wie eine Spiralfeder angeordnet ist. Im unteren 

Umfangsbereich des Zahnrades unterhalb der Zahnung 62 ist eine Aussparung 76 

vorgesehen, in die der Rasthaken 72' eines Rebels 71' hineinragt, wenn das 

mechanische Schhisselteil 3 5' sich in seiner Ruhestellung oder semer 

Arbeitsstellung befindet. Wie schon im vorausgehenden Ausfuhrungsbeispiel ist der 

Hebel 71' iiber eine Auslosetaste 70' zu betatigen. Der Rasthaken steht wiederum 

unter der Kraft der Feder 77', die zwischen der rahmenseitigen Federsitz 78' und 

der Ansatzstelle 79' am Hebel 70' angeordnet ist. In Fig. 9 ist das mechanische 

Schliisselteil 3 5' in seiner Arbeitsstellung I 5 dargestellt. Strichpunktiert dargestellt 

ist fern er noch die Ruhestellung des mechanise hen Schlusselteils 3 5'. 

An dem gehauseteilseitigen Ende des mechanischen Schhisselteils 3 5' ist eine Nase 

48' in Richtung der Wand 42' an dem mechanischen Schliisselteil 35' angeformt. 

Diese Nase 48' ist in einer Offnung 46', die in der Wand 42' parallel zum 

Fiihrungskanal 37' und der Ausschubrichtung 16 des mechanischen Schlusselteils 

35' verlauft, angeordnet. Durch die Nase 48' wird die Ausschubbewegung des 

mechanischen Schlusselteils 3 5 ', die durch den Druckkraftspeicher 60 mittels des 

Zahnrades 47' auf das mechanische Schlusselteil 3 5' iibertragen wird, wenn die 
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Auslosetaste 70' gedrilckt worden ist, begrenzt, da die Nase 48' beim Erreichen der 

Arbeitsstellung 15 gegen den Anschlag 49' fahrt. 

Zurn Einfahren des mechanischen Schh1sselteils 35' muss wiederum die 

Auslosetaste 70' betatigt werden, so <lass der Rasthaken 72' aus der Aussparung 76 

herausfahrt und derart eine Drehbewegung des Zahnrades 47' ermoglicht wird. Das 

mechanische Schlilsselteil 35' kann nun wieder in den Fuhrungskanal 37' des 

Gehauseteils 30' eingeschoben werden, wobei das Zahnrad 47' mitgedreht wird und 

derart der Druckkraftspeicher 60 bzw. die Spiralfeder wieder aufgezogen wird, um 

ein erneutes Ausfahren zu erlauben. Der Einschiebevorgang wird beendet, wenn die 

Nase 48' vor den Anschlag 54' lauft, der die Offnung 46' an ihrem ruckwartigen 

Ende begrenzt. In der nun erreichten Ruhestellung 11 schnappt der Rasthaken 72' 

wieder in die Aussparung 76 am unteren Rand des Zahnrads 47' ein. Das 

mechanische S chli.isselteil 3 5' ist nunmehr in d er Ruhestellung 11 verrastet. Das 

Verrasten des Rasthakens 72' in die Aussparung 76 am unteren Rand des Zahnrades 

47' erfolgt also bei ein- und ausgeschobenem mechanischen Schlusselteil. Dies 

bedeutet, <lass eine Umdrehung des Zahnrades 47' gleich dem Hub des 

mechanischen Schlusselteils sein muss. 

Ein erneutes Ausfahren in die Arbeitsstellung 15 kann wiederum <lurch Betatigen 

der Auslosetaste 70' erfolgen, wodurch der Rasthaken 72' erneut aus der 

Aussparung 76 ausfahrt und das Zahnrad 47', welches nunmehr freigegeben ist mit 

der Kraft der Spiralfeder 60 das mechanische Schltisselteil 3 5' aus dem 

Fuhrungskanal 3 7' hinausfahrt und in die Arbeitsstellung 15 iiberfuhrt. 

In den Fig. 11 und 12 ist nun ein drittes Ausfiihrungsbeispiel des 

erfindungsgema.Ben Schlussels wiedergegeben. Das mechanische S chhisselteil 3 5" 

ist in einem Gehauseteil 30" in einem Fuhrungskanal 37" angeordnet. Die 

Flachenwande 40" des Fuhrungskanals 37" werden wiederum gebildet aus den 

Flachenseiten 3 8'' der Gehausegrundplatte 3 2'' und der nicht dargestellten 
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Flachenseite des ebenfalls nicht dargestellten Gehausedeckels. An den Schmalseiten 

des Fiihrungskanals sind Wande 42" und 43" angeordnet, die bei diesem 

Ausfiihrungsbeispiel jeweils einen Kanai 67 und einen Kanal 68 aufweisen. Die 

Wand 43" weist eine langliche Offnung 44" auf, die parallel zur Ausschubrichtung 

16 des mechanischen Schhisselteils 3 5" verlauft. Im hinteren Bereich des 

Gehauseteils 30" ist ein Druckkraftspeicher 60" wie eine Spiralfeder angeordnet, 

die auf ein Zahnrad 65 einwirkt, welches drehbar auf einer Achse 63" gelagert ist. 

Die Zahnung 62" am Zahnrad 65 greift in Zahnoffnungen 66 eines Schubmittels 61, 

wie etwa eines Zahnriemens ein, der in den Kanalen 67 und 68, sowie um das 

Zahnrad 65 herum und an dem dort gegeniiberliegenden Wandabschnitt 53" gefilhrt 

ist. Am vorderen Ende dieses Schubmittels/Zahnriemens 61 ist ein Stellglied 47" 

angeordnet, mittels <lessen eine vom Zahnriemen 61 ausgeiibte Stellbewegung auf 

das mechanische Schlusselteil 35" ubertragen werden kann. Am vorderen Ende des 

Zahnriemens 61 ist ebenfalls ein Sperrmittel 76' angeordnet, welches in der 

Ruhestellung 11 des mechanischen Schliisselteils 35"an dem Rasthaken 72" eines 

Rebels 71" unter der Stellkraft des Druckkraftspeichers 60" anliegt. Das 

Sperrmittel 76' liegt dabei uber dem Wandabschnitt 53" der Wand 47". 

Der Hebel 71 '' ist auf einer Achse 81'' verschwenkbar gelagert. Er weist an seinem 

zweiten Ende eine Auslosetaste 70" auf, mittels derer der Rasthaken 72" entgegen 

der F ederkraft einer Feder 77", die an den Ansatzstellen 79" und 78" zwischen 

dem vorderen Arm des Rebels 71" und der gehauseseitigen Wand 43" angeordnet 

ist. 

In Fig. 11 ist der erfindungsgema.Be Schlussel in der Ruhestellung 11 des 

mechanischen Schlilsselteils 3 5" dargestellt. Das mechanische Schlilsselteil 3 5" 

liegt dabei ganzlich in dem Fiihrungskanal 37" gehauseseitig hinter der 

Schliisselstellung 12. 
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Wird die Auslosetaste 70'' betatigt, und der Hebel 71 '' entgegen der Kraft der 

Feder 77" verschwenkt, so gibt der Rasthaken 72" das Sperrmittel/Sperrglied 76' 

frei. Hierdurch kann nun das Schubmittel 61 mit dem daran angeordneten Stellglied 

47" aufgrund des von dern Druckkraftspeicher 60" ausgeubten 

Bewegungsmomentes das von dem Druckkraftspeicher 60'' auf das Zahnrad 65 und 

von diesem iiber die Zahnung 62'' und die Zahnoffnung 66 auf das Schubmittel 61 

iibertragen wird in Ausschubrichtung 16 auf die Schlii:sseloffnung 12 zubewegt, 

wodurch der iiber das Stellglied 4 7'' betatigte mechanische Schlii:sselteil 3 5'' aus 

dem Gehauseteil 30" heraus in seine Arbeitsstellung 15 verfahren wird. Beim 

Erreichen der Arbeitsstellung 15 fa.hrt die Nase 48" des Stellgliedes 47" vor einem 

Anschlag 49", der am Ende der Offnung 44" angeordnet ist. Bin Sperrmittel 76", 

welches in Ausschubrichtung mit einer Auflaufschrage versehen ist, ist bei der 

Ausschubbewegung hinter den Rasthaken 72" gefahren, und verhindert nun ii:ber 

das Schubmittel 61 und das Stellglied 4 7'' em Wiederhereinfahren des 

mechanischen Schltisselteils 3 5' '. 

Bei erneuter Betatigung der Auslosetaste 70" wird das Sperrmittel 76" wieder 

freigegeben und es kann das mechanische Schliisselteil 3 5'' wieder manuell in den 

Ftihrungskanal 37" im Gehauseteil 30" hineingeschoben werden. Hierdurch bewegt 

sich das Schubmittel 61 in reverser Richtung am Zahnrad 65 vorbei, welches 

hierdurch wieder bewegt wird, so <lass die an dem Zahnrad 65 angelenkte und in 

dem Zahnrad 65 befindliche Spiralfeder 60'' mit der Einschubbewegung des 

mechanischen Schh.isselteils 3 5" wieder gespannt wird. Kurz var Erreichen der 

Ruhestellung 11 durch das mechanische Schlusselteil 3 5'' fa.hrt das 

Sperrmittel/Sperrglied 76' mit seiner Auflaufschrage gegen den Rasthaken 72" und 

schiebt sich an dies em vorbei. Der Rasthaken 72'' fahrt unter der Krafteinwirkung 

der Feder 77" wieder hinter das Sperrmittel/Sperrglied 76' und blockiert ein 

Wiederherausfahren des mechanischen S chlusselteils 3 5" unter der Krafteinwirkung 

des Druckkraftspeichers/Spiralfeder 60' '. Um ein zu weites Einschieben des 

mechanischen Schhisselteils 3 5'' zu vermeiden, ist am hinteren Ende der Offnung 
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44" ein Anschlag 54" vorgesehen, gegen den die Nase 48" des Stellgliedes 47" 

beim Einschieben des mechanischen Schliisselteiles 35" fahrt. Gleichzeitig lauft das 

Sperrmittel 76" gegen einen Anschlag 56, der am Ende der Wand 42" liegt. 

Neben den hier dargestellten Ausfiihrungsbeispielen sind noch weitere 

Ausfiihrungsformen denkbar. So sind insbesondere Ausfohrungsformen denkbar, bei 

denen die Schliisseloffnung <lurch ein weiteres Mittel verschlie13bar ist, wenn das 

mechanische Schli.isselteil sich ganzlich im Fiihrungskanal befindet. 

Weiterhin ist z.B. eine Ausfiihrungsform denkbar, bei der eine linear wirkende und 

linear verstellbare Druckfeder direkt auf ein Stellglied, wie z.B. das Stellglied 47 

oder 47" wirkt und derart ein mechanischer Schlusselteil aus einem Gehauseteil 

herausgeschoben werden kann. Eine solche linear wirkende Druckfeder kann z.B. in 

einem weiteren Fuhrungskanal benachbart zum Fi.ihrungskanal fur das mechanische 

Schliisselteil angeordnet sein, oder aber eine derartige Steifigkeit aufweisen, <lass 

eine Fiihrung des Federelementes nicht notwendig ist. 

Ebenso konnte das mechanische Schliisselteil uber elektrisch angesteuerte solenoide 

oder durch hydraulisch wirkende Druckkraftspeicher aus dem Gehauseteil 

ausgeschoben werden. Ebenso konnen anstelle einer Verrastung auch reibschlussige 

Bremsmittel vorgesehen sein, die das mechanische Schli.isselteil jeweils in seinen 

Stellungen halt. 

Es versteht sich ebenfalls, dass die Verbindungsmittel zwischen dem 

elektrischen Gehauseteil und dem mechanischen Gehauseteil auch anders als 

bei dem ersten Ausfuhrungsbeispiel angeordnet sein konnen. So konnten die 

Nu ten 27 und die Verrastmittelvorspri.inge 28 auch rn den 

Gehausegrundplatten 3 2, 32', 3 2" der die Schlusselmechanik enthaltenden 

zweiten Gehauseteile angeordnet sein. Die Schwalbenschwanzzapfen 23 
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mussten dann m den Gehausegrundplatten 22 der, die Elektronik 

enthaltenden ersten Gehauseteile angeordnet sein. 
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Bezugszeichenliste: 

10 Schltissel 

11 Ruhestellung 

12 Schlti.sseloffnung 

14 Ebene 

15 Arbeitsstellung 

16 Ausschieberichtung / Ausfuhrrichtung 

1 7 Demontagerichtung 

18 Montagerichtung 

19 Ose 

20 erstes Gehauseteil mit 

S chliisselelektronik 

21 Gehausedeckel erstes Gehauseteil 

22 Gehausegrundplatte erstes Gehauseteil 

23 Batteriefachdeckel 

24 Batterie 

25 Elektronikbauteile 

26 Tastfelder 

27 Nut in der Gehausegrundplatte 

28 Verrastmittelvorsprung 

29 Schraubmittel 

3 0 zweites Gehauseteil mit 

Schli.isselmechanik 

3 0' zweites Gehauseteil mit 

Schliisselmechanik 

3 0'' zweites Gehauseteil mit 

Schltisselmechanik 

3 I Gehausedeckel zweites Gehauseteil 
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3 l' Gehausedeckel zweites Gehauseteil 

3 2 Gehausegrundplatte 

3 2' Gehausegrundplatte 

32" Gehausegrundplatte 

3 3 Schwalbenschwanzzapfen 

34 Frontteil der Gehausegrundplatte 

3 5 Schh.isselteil 

3 5' Schlti.sselteil 

21 

36 Gehauseinnenraum (zweites Gehauseteil) 

3 7 Fiihrungskanal 

3 7' Ftihrungskanal 

3 7" Fi.lhrungskanal 

3 8 Flachenseite 

3 8' Flachenseite 

3 8" Flachenseite 

39 Flachenseite 

39' Flachenseite 

40 Flachenwand 

40' Flachenwand 

40'' Flachenwand 

41 Flachenwand 

41' Flachenwand 

42 Wand 

42' Wand 

42" Wand 

43 Wand 

43' Wand 

43'' Wand 

44 Langsoffnung 

44' Offnung 
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44'' Langsoffnung 

45 Offnung 

46 Offnung 

46' Offnung 

47 Stellglied 

47' Stellglied / Zahnrad 

47'' Stellglied 

48 Nase 

48' Nase 

48" Nase 

49 Anschlag ( Arbei tsstellung) 

49' Anschlag (Arbeitsstellung) 

49" Anschlag (Arbeitsstellung) 

50 Zugkraftspeicher 

51 Zugmittel 

52 Umlenkteil 

53 Fi.ihrungswand 

53" Wandabschnitt 

54 Anschlag (Ruhestellung) 

54' Anschlag (Ruhestellung) 

54" Anschlag (Ruhestellung) 

55 Anschlag fur Sperrmittel 76' 

56 Anschlag fur Sperrmittel 76" 

60 Druckkraftspeicher 

60" Druckkraftspeicher 

61 Schubmittel 

62 Zahne am Stellglied 47' 

62" Zahne am Zahnrad 65 

63 Achse 

63" Achse 
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64 Zahnung am Schlussel 3 5' /Schubmittel 

65 Zahnrad / Schubmittel 

66 Zahnoffnung / Schubmittel 61 

67 Kanai 

68 Kanai 

70 Auslosetaste (Auslosemittel) 

70' Auslosetaste (Auslosemittel) 

70'' Auslosetaste (Auslosemittel) 

71 Hebel 

71' Hebel 

71 '' Hebel 

72 Rasthaken von Hebel 71 

72' Rasthaken van Hebel 71 

72'' Rasthaken van Hebel 71 

73 Hebel 

74 Rasthaken van Hebel 73 

75 Sperrmittel / Aussparung 

75" Sperrmittel 

76 Sperrmittel / Aussparung 

76' Sperrmittel 

76" Sperrmittel 

77 Druckmittel / Feder 

77' Druckmittel / Feder 

77" Druckmittel / Feder 

77''' Druckmittel / Feder 

78 Federsitz 

78' F edersitz 

78" Federsitz 

78"' Federsitz 

79 Ansatzstelle 
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79' Ansatzstelle 

79'' Ansatzstelle 

7 9"' Ansatzstelle 

81 Hebelachse 

81' Hebelachse 

81" Hebelachse 

83 Hebelachse 

84 Beriihrungsstelle 

85 Autlaufschrage 

PCT /EP00/11504 

24 

IPR2022-00412 
Apple EX1043 Page 576



WOOl/38673 PCT /EP00/11504 

25 

Patentanspriiche 

1. Schhissel, insbesondere for Kfz, mit einem Gehauseteil (30, 304, 30") und 

einem daran angeordneten mechanischen Schli.isselteil (35, 35', 35"), 

bei dem wenigstens em schlieBwirksamer Teil des Schlilsselteils (35, 35', 

35") mittels einer Mimik (47-47", 50, 51, 52, 60, 60", 61, 62, 62", 64, 65, 

66) von einer Ruhestellung (1 1) in eine Arbeitsstellung (15) zu iiberfiihren 

ist, in der der Schlussel ( 10) zur mechanischen Betatigung eines Schlosses 

benutzt werden kann, 

wobei zur Aktivierung der Mimik (47-47", 50, 51, 52, 60, 60", 61, 62, 62", 

64, 65, 66) ein manuell zu betatigendes Ausl6semittel (70) vorgesehen ist, 

und das Schliisselteil (35, 35', 35") m der Arbeitsstellung (15) im 

wesentlichen bewegungsstarr ist, 

<lass das Schliisselteil (3 5, 3 5 ', 3 5 ") in seiner Ruhestellung (11) in emem 

Gehauseinnenraum (36) angeordnet ist, 

und dass das Schliisselteil (35, 35', 35") nach einer Betatigung des 

Ausl6semittels (70) mittels der Mimik (47-47", 50, 51, 52, 60, 60", 61, 62, 

62", 64, 65, 66) von seiner Ruhestellung (11) im Gehauseinnenraum (36) 

<lurch eine laterale Verschiebung aus dem Gehauseteil (30, 30', 30") heraus, 

in die Arbeitsstellung ( 15) zu -Oberfiihren ist, 
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und in dem Gehauseinnenraum (36) Mittel (37, 40, 41, 42, 43) angeordnet 

sind, durch die das Schhisselteil (35, 35', 35") bei der Langsverschiebung 

gefohrt ist, 

dadurch gekennzeichnet, 

<lass die Mimik (47-47", 50, 51, 52, 60, 60", 61, 62, 62", 64, 65, 66) einen 

Zug- (50) oder Druckkraftspeicher (60) umfasst, der indirekt iiber ein Zug­

(51) oder Schubmittel (61, 64, 65, 66) an dem Stellglied (47) angreift. 

2. Schlussel nach Anspruch 1, dadurch gekennzeichnet, <lass in dem Gehauseteil 

(30, 30', 30") in Ausschubrichtung (16) des Schliisselteils (35, 35', 35") eine 

Schliisseloffnung (12) angeordnet ist, die formschliissig zur Aufienkontur des 

Schliisselteils (35, 35', 35") ausgebildet ist. 

3. Schlussel nach einem der Anspriiche 1 oder 2, dadurch gekennzeichnet, <lass 

der Gehauseinnenraum (36) des Gehauseteils (30, 30', 30") iiber ein an der 

Schhisseloffnung (12) angeordnetes Verschlussmittel von dem, das 

Gehauseteil (30, 30', 30") umgebenden AuBenraurn abgeschlossen ist. 

4. S chliissel nach Anspruch 1, dadurch gekennzeichnet, dafi die Mitt el zur 

Fiihrung des Schhisselteils (3 5, 3 5 ', 3 5 '') einen Fuhrungskanal (3 7) umfassen. 

5. Schlussel nach einem der Ansprtiche 1 bis 4, dadurch gekennzeichnet, dass 

das, den mechanischen Schliisselteil (35, 35', 35") und die Mimik ( 47 - 47", 

50, 51, 52, 60, 60", 61, 62, 62", 64, 65, 66) beherbergende Gehauseteil (30, 

3 0 ', 3 0 ") wenigstens zwei, im wesentlichen parallel zueinander verlaufende 

Flachenseiten (38, 38', 39, 39") aufweist, und diese Flachenseiten (38, 38', 

39, 39") zu zwei Seiten die Flachenwande (40, 40', 40", 41, 41') des 

Fiihrungskanals (3 7) bilden. 
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6. Schlussel nach einem der Anspriiche 1 und 5, dadurch gekennzeichnet, dass 

im wesentlichen senkrecht zu den Flachenwanden (40, 40', 40", 41, 41') zwei 

im wesentlichen parallel verlaufende Wande (42, 42', 42", 43, 43', 43") den 

Fuhrungskanal (3 7) seitlich begrenzen. 

7. Schlussel nach einem der Anspriiche 1 und 6, dadurch gekennzeichnet, <lass 

wenigstens eine Wand ( 42, 42', 42 ", 43, 43 ', 43 ") des Fiihrungskanals eine 

Offnung (44, 44', 44") aufweist <lurch den ein, auf das mechanische 

Schli.isselteil (35, 35', 35") einwirkendes Stellglied (47, 47', 4T') der Mimik 

die Wand (42, 42', 42", 43, 43', 43") durchgreift. 

8. Schlussel nach einem der Anspriiche 1 bis 7, dadurch gekennzeichnet, dass die 

Offnung ( 44, 44") im wesentlichen linear und parallel zur Ausschiebrichtung 

(16) des mechanischen Schlusselteils (35, 35', 35") verlauft. 

9. Schlussel nach Anspruch 1, dadurch gekennzeichnet, dass ein Endanschlag ( 

49, 49") vorgesehen ist, gegen den eine am Schliisselteil (35, 35', 35") 

angeordnete Nase ( 48, 48', 48 ") zur Begrenzung des Ausschubwegs auflauft. 

10. S chliissel nach Anspruch 1, dadurch gekennzeichnet, <lass der mechanische 

Schliisselteil (35, 35', 35") <lurch Rastmittel (71 - 71 ", 72 - 72", 73, 74, 75, 

7 6-76 ") in seiner Ruhe- ( 1 1) und in seiner Arbeitsstellung ( 15) 

bewegungsstarr gehalten ist. 

11. Schlussel nach einem der Anspruche 1 und 10, dadurch gekennzeichnet, <lass 

die Rastmittel (71 - 71", 72 - 72", 73, 74, 75, 76-76") <lurch Betatigung des 

Auslosemittels (70 - 70") freigegeben werden. 
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12. Schlussel nach einem der Anspruche 1 bis 11, dadurch gekennzeichnet, dass 

die Rastmittel wenigstens einen Hebel (71 - 71 ", 73) mit mit wenigstens 

einem Rasthaken (72 - 72", 74) umfassen, der in der Arbeits- (15) und/oder 

Ruhestellung (ll)jeweils auf ein Sperrmittel (75 - 75", 76, 76') einwirkt. 

13. Schlussel nach Anspruch 1, dadurch gekennzeichnet, <lass der 

Zugkraftspeicher (50) uber ein Zugmittel (51) an dem Stellglied ( 47) angreift, 

wobei der Zugweg des Zugmittels (51) und des Zugkraftspeichers (50) <lurch 

Umlenkung des Zugmittels (51) an einem Umlenkteil (52), insbesondere einer 

Umlenkrolle, vergrofiert ist. 

I 4. Schlussel nach Anspruch 1, dadurch gekennzeichnet, dass der 

Druckkraftspeicher (60) iiber Schubmittel (61, 64, 65, 66) an dem Stellglied 

( 4 7,,) angreift. 

15. Schlussel, nach Anspruch I, dadurch gekennzeichnet, <lass zwe1 m sich 

abgeschlossene Gehauseteile (20, 30; 20', 30'; 20", 30") aneinander 

angeordnet sind, wobei das erste Gehauseteil (20, 20', 20") eine 

Schltisselelektronik (25, 24), und das zweite Gehauseteil (30; 30'; 30") einen 

mechanischen Schlusselteil (35, 35', 35") und eine Mimik ( 47 - 47", 50, 51, 

52, 60, 60", 61, 62, 62", 64, 65, 66) beinhaltet, und bei dem die beiden 

Gehauseteile (20, 30; 20', 30', 20", 30") entlang einer einzelnen, 1m 

wesentlichen planaren Ebene (14) reversibel aneinander festgelegt sind. 

16. Schlussel nach Anspruch 15, dadurch gekennzeichnet, dass im Bereich der 

planaren Ebene (14) Verbindungsmittel (28, 30) an den Oehauseteilen 20, 30; 

20', 30'; 20", 30") angeordnet sind, mittels derer die Gehauseteile (20, 30; 

20', 30'; 20", 30") reversibel aneinander festgelegt sind. 
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= (57) Abstract: A portable reader (1) for smart cards (7) is described that comprises: a support body (3) containing at least one slot 
0 (5) for inserting and reading a smart card (7); interface means (9) connected to the support body (3); interface means (9) connected 
:;;_.. to the support body (3); means (13) for keeping and aligning the smart card (7); and a managing microprocessor contained inside the 
~ support body (3) and connected to the interface means (9) and the reading means for smart cards (7). 
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PORTABLE READER FOR SMART CARDS 

The present invention refers to a portable 

reader for intelligent cards of the type common.::_y 

known as "smart cards". 

Smart cards are nowadays rather widespreaded 

given their practical easiness of use: in fact, 

they allow, through microprocessors realised on 

integrated circuit chips obtained therein, to store 

a very high amount of data and therefore they can 

be used in applications such as different types of 

c::::-edi t cards, cryptographic cards and future 

applications such as identity cards or electronic 

health cards. 

For the purpose for which they are p::::-ovided, 

such smart cards are adapted to communicate (that 

is, to transmit and receive) data through 

communication standards that are well-known at 

world level, such as the 7816 Standard. To realise 

such communication, the intelligent card is put in 

contact with a card reading device, which is 

equipped with suitable slots in which the card is 

-l-
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inserted, such slots containing a certain number of 

contacts that read the card data and communicate 

them to the microprocessor managing card 

reader. Card readers are currently available on the 

market that are realised in the shape of boxes 

whose sizes are about 15 X 10 cm, that are 

statically connected co different types of data 

processing and transmitting systems. Such smart 

card readers are therefore wi :::h a relatively high 

encumbrance and due to their nature they are 

provided fixed in well-defir.ed positions. On the 

market, there are currently no smart card readers 

that are portable and with small sizes. 

Object of the present invention is solving the 

above prior-art problems, by providing a portable 

reader for smart cards that is o~ very reduced 

sizes and therefore can be easily transported and 

used by end users for any type of application. 

A further object of the present invention is 

providing a portable reader that is equipped with 

such interface means as to allow it to widely and 

immediately use all smart cards with which a user 

can be equipped: for such purpose, the reader is 

equipped with means allowing it to be connected to 

a common Universal Serial Bus (USB) port of a 

-2-

IPR2022-00412 
Apple EX1043 Page 591



WO0l/39102 PCT/IT00/00429 

computer. 

The above and other objects and advantages of 

the invention, as will appear from -:::he following 

description, are obtained by a portable reader for 

smart cards as claimed in Claim 1. Preferred 

embodiments and non-trivial variations of the 

present invention are claimed in the dependent 

Claims. 

The present invention will be better described 

by some preferred embodiments thereof, given as a 

non-limiting example, with reference to the 

enclosed drawings, in which: 

- Figure l is a perspective view of an 

embodiment of a portable reader according to 

the present invention coupled with a smar-::: 

card in the operating position; 

Figure 2 is a perspective view :::i:f the reader 

irc Fig. 1 in the transport position; 

- Figure 3 is a top view of the operating 

configuration in Fig. 1; and 

Figure 4 is a top view of the reader in Fig. 

2. 

With reference to the Figures, a preferred 

embodiment of the portable reader 1 for intelligent 

cards is shown, such cards being commonly known as 

-3-
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"smart cards". 

The portable reader l for smart cards of the 

present invention substantially comprises a support 

body 3 shaped as an elongated box, cor:i.prising at 

one end thereof at least one slot 5 for inserting 

and reading therein a smart card 7. For such 

purpose, the slot 5 is equipped with reading means 

(not shown) for smart cards 7, that are commonly 

known and are composed of a plurality (usually six) 

of contacts that carry connection wires to a 

managing microprocessor (also not shown) contained 

inside the support body 3. 

Such managing microprocessor is preferably 

realised through an integrated circuit chip and 

contains inside it all the necessary logics for 

receiving and transmitting data to the smart card 7 

to which it is connected. 

In order to communicate with the outside world 

the data obtained from a connected smart card '7 
I f 

the portable reader 1 of the invention is further 

equipped with interface means 9 connected to the 

support body 3 and to the managing microprocessor; 

commonly, such interface means 9 are adapted to be 

connected to a common USB port of a computer, in 

order to be able to realise a connection with the 

-4-
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most widely known external managing networks 

(Internet, Intranet, etc.). 

Moreover, the portable reader 1 of 

invention comprises means 13 for keeping and 

aligning the srnard card 7, that, in the practical 

embodiment shown, are composed of a bracket shaped 

as an elongated C and hinged to the support body 3 

in order to have: 

a) an operating position in which the keeping 

and aligning means 13 are perpendicular to 

the support body 3 to keep the card 7 in 

contact with the reader 1 and to align the 

card 7 with the reading means ( as can be 

clearly shown in Fig.s 1 and 3; and 

b) a rest position in which the keeping and 

aligning means 13 are aligned with the 

support body 3 allowing to transport and 

store the reader 1 (as can be clearly seen in 

Fig. s 2 and 4) . 

Finally, the portable reader 1 of the inven~ion can 

be further equipped with means 11 that enable 

grasping the support body 3 by means of two fingers 

of an hand, such as for example the depression 11 

shown in the different Figures. 

A portable reader 1 has thereby been realised 

-5-
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that can be placed and s~ored in any suitable place 

and that can be easily transported and connected to 

USB por~s: in this way, by arranging a reader whose 

overall s.:_zes are on the order of 3 cm, it is 

possible to realise a flexible solution wherein 

each smart card with which a user is equipped can 

be immediately and easily connected and activated 

for the outside world to perform flexible and 

powerful applications. 

Some preferred embodiments of the invention 

have been disclosed, but obviously they are 

subjected to further modifications and variations 

within the same inventive idea. For example, the 

reader 1 of the invention can be realised on a 

personal identification device like the one 

marketed by the Assignee of the present invention, 

containing in a single configuration the 

functionalities of personal identification, 

encrypted data transrrcission and smart cards 

reading. Otherwise, the reader 1 of the present 

invention can be pre-arranged in a stand-alone 

configuration according to application needs, 

guaranteeing at any rate an efficient solution as 

regards the practical comfort of the shape and 

portability of the reader 1 itself. 

-6-
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CLAIMS 

1. Portable reader ( 1) for smart cards ( 7 ) , 

characterised in that it comprises: 

- a support body ( 3) containing at least one 

slot ( 5) for :_nserting and reading a smart 

card (7), said slot (5) being equipped with 

reading means for smart cards (7); 

- interface means ( 9) connected to said 

support body (3); 

- means (13) for keeping anci aligning said 

smart card (7); and 

- a managing microprocessor contained inside 

said support body (3) and connected to said 

interface means ( 9) and said reading means 

for smart cards (7). 

2. Portable reader ( 1) according to Claim 1, 

characterised in that said interface means 

( 9) are adapted to be connected to an USB 

port. 

3. Portable reader (1) according to Claim 1, 

characterised in that said reading means for 

smart cards ( 7) are composed of a plurality 

of contacts carrying connection wires to said 

managing microprocessor. 

4. Portable reader ( 1) according to Claim 

-7-
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characterised in that said contacts are equal 

to six. 

5. Portable reader (1) according to C~aim 1, 

characterised in that said keeping and 

aligning means (13) are composed of an 

elongated-C-shaped bracket, said bracket 

being hinged to said support body (3) in 

order to have: 

a. an operating position in which said 

keeping and aligning means (13) are 

perpendicular to said support body (3) to 

keep the card ( 7) in contact with said 

reader (1} and to align the card (7) with 

said reading means; and 

b. a rest position in which said keeping and 

aligning means (13) are aligned with said 

support body (3) allowing to transport and 

store said reader (1). 

6. Portable reader (1) according to Claim 1, 

characterised in that it is further equipped 

with means (11) that enable grasping said 

support body (3) by means of two fingers of 

an hand. 

-8-
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(54) Bezeichnung: KOMBINIERTER MECHANISCHER UND ELEKTRONISCHER SCHLUSSEL, INSBESONDERE FOR AN 
FAHRZEUGEN BEFINDLICHE SCHLOSSER 

"· " . >.-3 

. .. 17T 
-. .l!..L 

30 

(57) Abstract: The invention relates to a combined mechanical and electronic key comprising a key housing for electronic compo-
~ nents and an L-shaped flat key (30). Said flat key consists of a bearing limb (31) which enables the key to pivot into a storage position 
('f") and a shank (32) which mechanically operates the lock. The shank (32) of the flat key (30) can be displaced between an inoperative 
QC) position, retracted into the key housing and an operative position, in which it projects out of the housing. A push-button preferably 
~ a1so acts as the pivoting axis for the flat key (30). The push-button and the housing have profiled sections and the bearing limb has 
~ co-operating profiled sections (37, 38, 39), to subject the flat key (30) to a force in the operative position and to lock the key in one 
0 of its positions. The invention aims to produce a simple, cost-effective key. To this end, the flat key is configured as a planar plate 

0 (34) with an L-shaped outline, the shank (32) sharing the same plane as the bearing limb. The bearing limb (31) has an opening (35) 
> in the plate for receiving, in a rotationally fixed manner, an insert (36) that has the co-operating profiled section (37 to 39). 

;;-,,-- [Fortsetzung auf der nachsten Sette] 
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Vor Ablauf der fur Anderungen der Anspriiche geltenden 
Frist; Veroffentlichung wird wiederholt, falls Anderungen 
eintre.ffen. 

Zur Erkliirung der Zweibuchstaben-Codes, und der anderen 
Abkiirzungen winl au/ die Erkliirungen ("Guidance Notes on 
Codes and Abbreviations") am Anfangjeder reguliiren Ausgabe 
der PCT-Gazette verwiesen. 

(57) Zusammenfassung: Bei einem kombinierten mechaniscben und elektronischen Schlussel gibt es sowohl einen Schliisselbe­
hfilter fur elektronische Bauteile als auch einen L-formigen Flachschliissel (30), der einen zu seiner Schwenklagerung dienenden 
Lagerschenkel (31) und einen zur rnechanischen Betatigung des Schlosses dienenden Schaftschenkel (32) besitzt. Der Flachschli.is­
sel (30) ist tnit seinem Schaftschenkel (32) zwischen einer in den Schliisselbehfilter eingeschwenkten Ruhelage und einer herausge­
schwenkten Gebrauchslage bewegbar. Ein Druckknopf dient vorzugsweise zugleich als Schwenkachse fiir den Flachschliissel (30). 
Der Druckknopf und der Behfilter besitzen Profile und der Lagerschenkel Gegenprofile (37, 38, 39), um den Flachschltissel (30) in 
seine Gebrauchslage kraftzubelasten und in einer seiner Lagen zu arretieren. Fiir eine einfachere und kostengiinstigere Herstellung 
wird vorgeschlagen, den Flachschltissel als ebene Platte (34) tnit L-fortnigem Urnrissprofil auszubilden, wo der Schaftschenkel (32) 
in der gleichen Ebene wie der Lagerschenkel angeordnet ist. Dabei besitzt der Lagerschenkel (31) einen Plattendurchbruch (35), der 
zur drehfesten Aufnahme eines das Gegenprofil (37 bis 39) aufweisenden Einsatzes (36) dient. 
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Kombinierter mechanischer und elektronischer Schlussel, insbesondere for an 
Fahrzeugen befindliche Schlosser 

Die Erfindung richtet sich auf einen kombinierten Schlussel der im Oberbegriff des 

Anspruches 1 angegebenen Art. Ein solcher Schlussel erlaubt sowohl eme 

unmittelbare mechanische Betatigung der Schlosser als auch, alternativ oder 

erganzend, eine elektronische Betatigung, z.B. eine Fernbedienung dieses Schlosses 

bzw. auch anderer Schlosser. Der Schliisselbehalter ist das Handhabungsmittel 

sowohl zur mechanischen als auch elektrischen Schliisselbetatigung. Fur die 

elektronische Betatigung besitzt daher der Schliisselbehalter an seiner Aul3enseite 

Betatigungsstellen, z.B. in Form von elektrischen Druckknopfen oder nachgiebigen 

Membranen, die auf im Behalterinneren angeordnete elektrische Schalter od. dgl. 

einwirken. Der mechanische Flachschlussel ist L-formig gestaltet und mit seinem 

einen L-Schenkel am Vorderende des Behalters schwenkbar gelagert, weshalb der 

,,Lagerschenkel" genannt werden soll. In der Ruhelage befindet sich der 

Flachschli.issel mit seinem anderen, den Schliisselschaft bildenden L-Schenkel in 

einer Einschwenkposition im Behalter. Dieser L-Schenkel soll nachfolgend 

,,Schaftschenkel" bezeichnet werden. Der Flachschliissel lasst sich mit seinem 

Schaftschenkel in eine Gebrauchslage herauschwenken. Zur Lagesicherung empfiehlt 

es sich den Flachschliissel in beiden Lagen im Schlilsselbehalter zu arretieren. 

Bei dem bekannten Schlussel der im Oberbegriff von Anspruch 1 genannten Art (EP 

0 267 429) ist der L-formige Flachschliissel mit seinen Schenkeln zweiteilig 
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ausgebildet~ er besitzt em Kopfstuck in Form eines Lagerrings mit einem 

tangentialen Ansatz, in welchen das Ende einer Klinge einsteckbar und darin losbar 

befestigt ist. Das eingesteckte Kupplungsstiick der Klinge muss <lurch eine Schraube 

oder einen Niet in der Einstecklage gesichert werden, was muhsam und 

zeitaufwendig ist. Der den Schaftschenkel bildende L-Schenkel des bekannten 

Flachschliissels umfasst den Lagerring, den Ansatz und die eingesteckte Klinge. Der 

Schaftschenkel ist also zweistuckig ausgebildet. Der Ubergangsbereich zwischen der 

eingesteckten Klinge und dem Ansatz am Lagerring ist bruchgefahrdet. Um einen 

Bruch auszuschlieBen muss das den Aufnahmeschlitz for die Klinge umschlieJ3ende 

Material im Ansatz des Lagerrings moglichst dick ausgebildet werden, was der 

Zielsetzung eines raumsparenden Schliissels entgegenlauft. 

Bei einem bekannten Schlussel (DE 39 02 537 C2) ist im Schwenkachsenbereich des 

Flachschliissels ein mechanischer Druckknopf angeordnet, der axial und radial 

gefedert ist. Der Druckknopf dient als Schwenkachse fur den Flachschlussel. Die 

doppelte Federung des Druckknopfes hat zwei Aufgaben beim Flachschlussel zu 

erfollen. Die eine Aufgabe besteht darin, den Flachschlilssel in Schwenkrichtung aus 

seiner Ruhelage in Richtung seiner Gebrauchslage federzubelasten. Die andere 

Aufgabe liegt darin, moglichst beide Schwenklagen des Flachschlilssels zu arretieren. 

Dafiir benotigt der Druckknopf geeignete Profilierungen und der Flachschhissel 

geeignete Gegenprofilierungen. Zwar ist der Flachschlussel L-formig ausgebildet, 

doch muss der Lagerschenkel wegen der Gegenprofile eine beachtliche Bauhohe 

aufweisen und wird gesondert als Lagerkorper mit Vierkantprofil vorgefertigt. Um 

die grof3e Bauhohe des Lagerkorpers zu nutzen, ordnete man den Schaftschenkel in 

einer Parallelebene zur Schwenkachse des Flachschliissels an. Das erfordert eine 

entsprechend groBe Hohendimension im Schliisselbehalter. Der zur Lagerung des 

mechanischen Druckknopfs dienende Lagerkorper des Flachschli.issels besitzt einen 

Schlitz zur nachtraglichen Anbringung des fur sich gefertigten Schliisselschafts. Der 

Schli.isselschaft wird in den Schlitz des Lagerkorpers eingesteckt und dart durch 

einen Stift od. dgl. gesichert. Das ist zeit- und kostenaufwendig. 

Es gibt kombinierte Schlussel (DE 22 26 385 A; DE 38 42 790 Cl), die zwar einen 

flachen L-formigen Flachschlii.ssel aufweisen, <loch ist ein Druckknopf im 
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Achsbereich nicht vorgesehen. Die Schwenkachse erzeugt ein unbeweglicher 

Lagerstift. Weil kein Gegenprofil fiir einen Druckknopf erforderlich ist, kann der zur 

Schwenklagerung dienende eine Lagerschenkel des Flachprofils flach ausgebildet 

sein. Man bildet den Flachschltissel als eine ebene Platte aus, in welcher auch <las 

Flachprofil des Schaftschenkels liegt. Dieses Schliisselgehause kann zwar flacher 

gebaut werden, doch gibt es keine Federbelastung, um den Schaftschenkel aus einer 

in dem Schlusselbehalter abgesenkten Ruhelage in seine herausgeschwenkte 

Gebrauchslage zu iiberfiihren. Dies erfordert eine mtihsame Handhabung. Auf3erdem 

gibt es keine raumsparende Moglichkeit, um den Flachschlilssel in diesen Lagen im 

Behalter zu arretieren. Diese nicht festlegbare Schwenkposition des Flachschlilssels 

bringt Probleme sowohl beim Tragen in der Hosentasche als auch beirn Gebrauch, 

z.B. wahrend der Drehbetatigung des Schliisselgehauses. 

Bei Schraubverbindungen an Blechprofilen ist es bekannt, zum Erreichen der notigen 

Einschraublange for die Schraube das Mutterngewinde irn Blechprofil <lurch ein 

Ansatzstiick oder ein eingenietetes Einsatzstilck zu vergroJ3ern (U. Richter, R. v. 

Voss, F. Kozer: Bauelemente der Feinmechanik, Berlin: Verlag Technik, 1954, S. 

13 7). Diese Ausbildung von Mutterngewinden in Blechprofilen steht mit 

Flachschliisseln m keinem Zusammenhang. Diese Druckschrift gibt keine 

Anregungen fur den Aufbau eines L-formigen Flachschliissels. 

Der Erfindung liegt die Aufgabe zugrunde, emen zuverlassigen, raumsparenden 

Schlussel der im Oberbegriff des Anspruches 1 genannten Art zu entwickeln, der sich 

einfacherer und kostengiinstiger herstellen lasst. Dies wird erfindungsgema.B <lurch 

die im Kennzeichen des Anspruches 1 angefi.ihrten MaBnahmen erreicht, denen 

folgende besondere Bedeutung zukommt. 

Bei der Erfindung wird zunachst der Schlussel mit seinen beiden L-Schenkeln 

einstiickig in Form einer ebenen Platte ausgebildet. Man kann den L-formigen 

Flachschh.issel aus Plattenmaterial ausstanzen. Durch die einstiickige Ausbildung 

liegt ein stabiler bruchfester Ubergang zwischen dem Lagerschenkel und dem 

Schaftschenkel var. Trotz der flachen Ausbildung dieses L-formigen Schliissels kann 

im Bereich seines Lagerschenkels der mechanische Druckknopf im Schhisselbehalter 
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eingesetzt werden. Dies ist deswegen moglich, weil die for den Druckknopf an sich 

erforderlichen Gegenprofile einem Einsatz uberlassen werden, der in einem 

Plattendurchbruch des Lagerschenkels drehfest aufgenommen wird. Der Einsatz dient 

sowohl zur Schwenklagerung als auch zweckmaBigerweise zur Axialfohrung des 

Druckknopfs und zur Aufnahme seiner Federmittel. Dadurch ist auch der Autbau des 

Schhisselbehalters vereinfacht. Trotz einer einstiickigen, preiswerten L-Plattenform 

des Flachschlussels lasst sich seme Arretierung m der Ruhe- und 

Gebrauchslage iiber den Druckknopf zuverlassig verwirklichen. AuBerdem wird der 

Schlussel durch die am Druckknopf und Einsatz vorgesehenen 1\1itnahmeflachen 

mittels der auf ihn wirkende Federkraft aus einer Ruhelage in die Gebrauchslage 

selbsttatig herausgeschwenkt, wenn in der Ruhelage die Arretierung <lurch Betatigen 

des Druckknopfs unwirksam gesetzt worden ist. 

Weitere MaJ3nahmen und Vorteile der Erfindung ergeben sich aus den 

Unteranspruchen, der nachfolgenden Beschreibung und den Zeichnungen. In den 

Zeichnungen ist die Erfindung in einem Ausfiihrungsbeispiel schematisch dargestellt. 

Es zeigen: 

Fig. 1, 

Fig. 2, 

Fig. 3 

Fig. 4, 

m perspektivischer Darstellung, den Schliisselbehalter mit 

herausragendem mechanischen Flachschliissel, 

ebenfalls m perspektivischer Darstellung, eine zum 

Flachschliissel von Fig. 1 gehorende Steckeinheit, bestehend aus 

einer die elektronischen Bauteile umschlie13enden Elektrokapsel, 

ein aus dem Schlusselbehalter von Fig. 1 und der Steckeinheit 

von Fig. 2 zusammengestecktes Kombinationsgehause, das zur 

Handhabung bei mechanischer und elektronischer Betatigung des 

Schliissels dient, 

in Explosionsdarstellung, einige wesentliche Bestandteile des in 

Fig. 1 gezeigten Schliisselbehalters mit dem mechanischen 

Flachschliissel, vor deren Zusammenbau, 
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Fig. 5, 

Fig. 6 

Fig. 7 

Fig. 8 

Fig. 9 
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in Explosionsdarstellung, die beiden Bestandteile des 

mechanischen Flachschlussels vor ihrer Vereinigung, 

einen Querschnitt <lurch den einen Bestandteil von Fig. 5, langs 

der dortigen Schnittlinie VI - VI, 

einen Querschnitt <lurch das zusammengebaute Schlusselbehalter 

von Fig. 1 langs der dortigen Schnittlinie VII - VII, wobei em 

Druckknopf in seiner eingedruckten Position gezeigt ist, 

einen Axialschnitt durch den in Fig. 1 gezeigten 

Schlusselbehalter langs der dortigen Schnittlinie VIII - VIII und 

einen Querschnitt <lurch das m Fig. 3 gezeigte 

Kombinationsgehause langs der dortigen Schnittlinie IX - IX. 

Der kombinierte Schlussel nach der Erfindung erlaubt sowohl eine mechanische als 

auch eine elektronische Betatigung eines nicht naher gezeigten Schlosses. Er besteht 

aus zwei jeweils fiir sich vorgefertigten Teilen 10, 20, die nachtraglich 

ineinandergefiigt werden. Der eine Teil 10 umfasst die mechanischen SchlieBmittel 

und besteht aus einem Schhisselbehalter 10, <lessen Bestandteile aus der 

Explosionsdarstellung von Fig. 4 am besten zu erkennen sind. Der andere Teil 20 ist 

eine noch naher zu beschreibende Steckeinheit, welche die in ihrem Inneren die im 

Querschnitt von Fig. 9 angedeuteten elektronischen Bauteile 40 umfasst. 

Ausweislich der Fig. 1 und 4 umfasst der mechanische Teil zunachst emen 

zweischaligen Schliisselbehalter 10. Wahrend die Oberschale 11, wie Fig. 7 und 8 

erkennen lasst, als ebene Platte mit stellenweisen Kupplungsvorsprtingen 13 an ihrer 

Innenflache ausgebildet ist, umfasst die Unterschaie 12 aufler ihrem Schalenboden 15 

auch noch Schalenseitenwande 14. In den Schalenseitenwanden 14 befinden sich 

stellenweise Kupplungsaufnahmen 16 fur die vorerwahnten Kupplungsvorsprtinge 13 

der Oberschale 11. Die Oberschale 11 erstreckt sich nur tiber einen vorderen Bereich 
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des Schliisselbehalters 10 und weist im hinteren Bereich einen Ausbruch 17 auf, der 

zum Schaleninneren 18 hin einen von auBen zuganglichen Freiraum erzeugt. Das ist 

fur das noch naher zu beschreibende Einstecken bzw. Herausziehen der Steckeinheit 

20 bedeutungsvoll. 

Zurn Schhisselbehalter 1 O gehort, wie Fig. 4 zeigt, ein mechanischer Flachschliissel 

30 der beweglich angeordnet ist, um aus einer nicht naher gezeigten versenkten 

Ruhelage im Behalter 10 in eine aus dem Behalter herausragenden, in Fig. 1 bis 4 

ersichtliche Gebrauchslage iiberfohrt zu werden. Der Flachschliissel 30 besteht aus 

metallischem Werkstoff. Obwohl auch andere Bewegungen denkbar waren, ist dieser 

Flachschliissel 30 um die strichpunktiert in den Fig. 1, 3 und 4 angedeuteten 

Schwenkachsen 33 schwenkbeweglich. Dabei ist der Flachschlussel 30 als ein 

Stanzling aus einer in Fig. 4 strichpunktiert verdeutlichten ebenen Platte 34 

ausgebildet, wobei der Stanzling ein L-formiges Umrissprofil aus zwei Schenkeln 31, 

32 besitzt. Der eine L-Schenkel ist kurz ausgebildet und dient zur Schwenklagerung 

des Flachschliissels 30 am Vorderende des Schliisselbehalters 10 und wird daher 

nachfolgend kurz ,,Lagerschenkel" genannt. Der andere L-Schenkel 32 umfasst das 

eigentliche Flachprofil des Schlusselschafts, weshalb er nachfolgend als 

,,Schaftschenkel" bezeichnet werden soll. Beide Schenkel 31, 32 liegen also in einer 

gemeinsamen, <lurch den erwahnten Plattenverlauf 34 bestimmten Ebene, die im 

fertig montierten Zustand des Schliisselbehalters 10 senkrecht zur Schwenkachse 3 3 

verlauft. Ausweislich der Fig. 5 ist der Lagerschenkel 31 mit einem unrunden 

Plattendurchbruch 3 5 versehen, der zur Aufnahme eines besonderen Einsatzes 3 6 

dient. 

Der Druckknopf 40 ist sowohl axial als auch radial federbelastet und besitzt mit dern 

Behalter 10 ubereinstirnmend ausgebildete Profile 19, 48, 28. Der Einsatz 36 besteht 

aus relativ nachgiebigem Material, vorzugsweise Kunststoff und besitzt em 

besonderes Gegenprofil 3 7, 3 8, 3 9 fiir einen die Lage der Schwenkachse 3 3 

bestimmenden Druckknopf 40. Die Federwirkung ilbernimmt eine kombinierte 

Druck-Dreh-Feder 41, die, ausweislich der Fig. 7, in einer Axialbohrung 45 des 

Druckknopfs 40 aufgenommen ist. Die Feder 41 ist mit ihrem einen Federende 42 

drehfest mit dem Druckknopf 40 verbunden, wahrend ihr anderes Federende 43 in der 
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Unterschale 12 des Behalters 10 festgehalten wird. Die Feder 41 ist wendelformig 

ausgebildet. Im Montagefall greift ein an der bodenseitigen Innenflache der 

Unterschale 12 sitzender Dorn 44 sowohl ins Wendelinnere hinein, als auch in den 

Einsatz 3 6 ein. 

Gema.B Fig. 5 wird zunachst der Flachschltissel 30 mit seinem Plattendurchbruch 35 

<lurch Stanzen erzeugt und dann, nachtraglich, der Einsatz 3 6 m den 

Plattendurchbruch 35 vertikal eingesteckt. Nach diesem Einstecken ragt, wie Fig. 4 

und 7 zeigen, uber die beiden Plattenflachen des Flachschlussels heraus. Dazu 

gehoren zylindrische Ansatze 47, gema.13 Fig. 6, aber auch ein Anschlagzapfen 39 an 

beiden Flachenseiten, der in ein Ringnutsegment 19 der beiden Schalen 11 und 12 

hineinragt, wie aus Fig. 8 zu entnehrnen ist. In der in Fig. 8 ausgezogen gezeichneten 

Position des Anschlagnockens 39 liegt die bereits eingangs erwahnte, aus dem 

Behalter 10 herausgeschwenkte Gebrauchslage vor. Dann erstreckt sich der 

vorbeschriebene Schaftschenkel 32 des Flachschliissels 30 in Richtung der in Fig. 8 

strichpunktiert angedeuteten Hilfslinie 30.1, welche die in den iibrigen Fig. 

dargestellte Gebrauchslage des Flachschliissels 30 kennzeichnet. In dieser 

Gebrauchslage 30.1 ist der Flachschlussel <lurch den Druckknopf 40 arretiert. Dann 

greifen am Druckknopf 40 vorgesehene, hier diametral angeordnete ]Vlitnahmefliigel 

48 in zugehorige Radialnuten 28 an der Innenflache der Oberschale 11 hinein und 

sichern so die Ausschwenklage des Flachschliissels 30. 

Die Mitnahmeflugel 48 besitzen, als Gegenprofil, im Einsatz 36 Axialnuten 48, die 

eine Eindruckbewegung im Sinne des aus Fig. 7 erkennbaren Kraftpfeils 46 zulassen. 

Diese Eindruckbewegung 46, die in Fig. 7 vollzogen ist, fohrt zu einer axialen 

Absenkung des Druckknopfs 40, wodurch die Mitnahmefliigel 48 die Radialnuten 28 

freigeben. Die Eindruckbewegung 46 erfolgt gegen die axiale Kraftwirkung der 

Feder 41. Die Arretierung der Gebrauchslage 30.1 ist dann aufgehoben. Der 

Flachschhissel kann dann im Sinne des Bewegungspfeils 29 von Fig. 8 gegen die 

<lurch den Kraftpfeil 49 in Fig. 8 verdeutlichte Drehkraft der Feder 41 in seine 

Ruhelage im Gehause zuriickgeschwenkt werden. Dann liegt der Schaftschenkel 32 

des Flachschliissels 30, in Fig. 8 gesehen, an der dort mit 30.2 gekennzeichneten 

Strichpunktlinie. In dieser Ruhelage 30.2 verschwindet der Schaftschenkel 32 in 
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einem aus Fig. 3 erkennbaren seitlichen Spalt 24 eines noch naher zu beschreibenden 

Gesamtgehauses 50, welches aus dem Schlusselbehalter 10 und der darin 

eingeschobenen Steckeinheit 20 entsteht. Dann sind die Nlitnahmeflugel 48 wieder in 

axialer Ausrichtung mit den gehauseseitigen Radialnuten 28, wo sie <lurch die 

Riickstellkraft der Feder 41 einschnappen und so auch diese Ruhelage 30.2 des 

Flachschh.i.ssels 30 im Schliisselbehalter 10 arretieren. 

Bei der Schwenkbewegung 29 dient der Druckknopf 40 auch als Schwenklager. Dazu 

ist in der Oberschale 11 des Behalters 10 eine aus Fig. 4 erkennbare Lagerbohrung 25 

vorgesehen. Diese ist in axialer Ausrichtung mit einer in Fig. 5 und 6 gezeigten 

Axialbohrung 37 des Einsatzes 36 und mit dem bereits mehrfach erwahnten Dorn 44 

der Unterschale 12. Der Druckknopf 40 bestimmt die Schwenkachse 33 des 

Flachschli.issels 30. Der Anschlagzapfen 39 vom Einsatz 36 einerseits und <las ihm 

gehauseseitig zugeordnete Ringnutsegment 19 andererseits konnen auch 

Drehfohrungsfunktionen bei der Schwenkbewegung 29 iibernehmen. AuBerdem 

konnen Drehanschlage <lurch das Umrissprofil des Schlussels 30 einerseits und 

Innenflachen an den beiden Schalen 11, 12 andererseits verwirklicht sein. 

Statt einer Vorfertigung des Einsatzes 36 konnte man den Einsatz 36 durch eine 

Spritzgusstechnik nachfertigen. Dazu wird der beschriebene Flachschli.issel 3 0 in 

eine Spritzgussform eingebracht, in welcher dann der Einsatz 36 1m 

Plattendurchbruch 35 <lurch GieBen gebildet wird. Die erwahnte Gegenprofilierung 

37, 38, 39, 47 liegt dann in ahnlicher Form vor. 

In manchen Anwendungsfallen ist bei dem eingangs erwahnten kombinierten 

Schlussel fur die elektronische Betatigung auch ein sogenannter Transponder 26 

erwunscht. Dieser Transponder 26 soll bereits zur elektronischen Individualisierung 

dieses kombinierten Schlussels sorgen. Wird dieser Schlussel in das zugehorige 

Schloss eingesteckt, so findet zwischen dem Transponder 26 und dem Schloss eine 

Kommunikation statt, die bei Ubereinstimmung von Schloss und Schlussel bereits 

Schlossfunktionen auslost. Deswegen werden bei der Erfindung derartige 

Transponder 26 im vorderen Bereich des Schliisselbehalters 10 untergebracht. Dazu 

besitzt die Unterschale 12 eine Kammer 27, in welche der bzw. die Transponder 26 
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eingeklebt werden konnen. Weil eme elektronische Energieversorgung der 

Transponder 26 nicht erforderlich ist, braucht der fertig montierte Schlusselbehalter 

1 0 von Fig. 1 nicht rnehr in seine Schalen 11, 12 zerlegt zu werden, urn dort einen 

Batteriewechsel od. dgl. vorzunehmen. Die Transponder 26 sind also in der Kammer 

27 permanent geschutzt. Das gilt auch fiir die bereits eingangs erwahnten weiteren 

elektronischen Bauteile 21, welche innerer Bestandteil der bereits erwahnten 

losbaren Steckeinheit 20 des Gesamtgehauses 50 sind. 

Wie am besten aus Fig. 9 zu ersehen ist, gehoren zur Steckeinheit 20 eme 

gehauseartige Kapsel 22, in deren lnnenraum 23 die Bauteile 21 angeordnet und so 

nach auJ3en allseitig abgeschlossen sind. Im Kapselinneren 23 konnen auch die 

Schaltungen der Bauelemente und gegebenenfalls die elektrische Storung angeordnet 

sein. Diese B aueinheit 21, 22, die als Steckeinheit mit dem Schh.isselbehalter 1 0 

fungiert, wird komplett vorgefertigt und soll nachfolgend ,,Elektrokapsel" genannt 

werden. Dazu ist der Schlusselbehalter 10 profilma.Big in folgender Weise angepasst. 

Der eingangs erwahnte Ausbruch 17 im Schlusselbehalter 1 0 erfolgt einfach dadurch, 

dass die Oberschale 11, gernaJ3 Fig. 1, nur den Vorderabschnitt 51 des 

Schliisselbehalters 10 uberdeckt. Dadurch ist ein von auBen zuganglicher Freiraum 

ins Schaleninnere 18 erzeugt. Dieser Freiraum 17 besitzt nicht nur eine nach oben 

weisende Oberoffnung 52, sondern erstreckt sich auch in eine vom Hinterende 54 

zugangliche Seitenoffnung 53. Diese entsteht, weil nicht nur der hintere Abschnitt 

der Oberschale 11 fehlt, sondern auch, wie Fig. 1 zeigt, die Seitenwand 14 der 

Unterschale 12 am Hinterende 54 des Behalters 10 weggefallen ist. Die Elektrokapsel 

20 wird <lurch diese Seitenoffnung 53 in den Freiraum 17 des Schlusselbehalters 10 

gemaB dem Bewegungspfeil 55 von Fig. 1 eingeschoben. In ihrer Einschublage, 

gema.B Fig. 3, verschlieBt die Elektrokapsel 20 die Oberoffnung 52. Die 

Einschubbewegung 55 ist m emer Parallelebene zu der oben erwahnten 

Schwenkbewegung 29 angeordnet. Dabei sind folgende Fuhrungsmittel 61, 62 zum 

gezielten Einstecken und Verschieben 55 der Elektrokapsel 20 vorgesehen. 

An der Innenflache des Schalenbodens 15 der Unterschale 12 befinden sich zwe1 

parallele Fuhrungsleisten 61, die zur Seitenoffnung 53 hin gerichtet sind. Sie sind 
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hinterschnitten und besitzen vorzugsweise ein schwalbenschwanzfurmiges Profil. 

Ihnen sind angepasste Fuhrungsnuten 62 an der Unterseite des Gehauses der 

Elektrokapsel 20 zugeordnet. Die Eingriffslage dieser Fuhrungsmittel 61, 62 ist im 

Schnitt von Fig. 9 zu erkennen. Dabei ist die eine Langsseite vom Kapselgehause 22 

gemaB Fig. 9 bei 58 gestuft, so dass mit einer entsprechenden Stufung 59 in der 

Unterschale 12, gemafl Fig. 4, in der Einschublage der seitliche Spalt 24 fur den 

Schaftschenkel 32 des Flachschhissels 30 entsteht. In der Einschublage gemaf3 Fig. 3 

und 9 gehen die sichtbar bleibenden Aufienflachen der Elektrokapsel 20 einerseits 

und des Schlusselbehalters 10 andererseits ineinander bundig ii.ber. Beide Teile 10, 

20 bilden dann das bereits erwahnte Kombinationsgehause 50, welches beim 

Handhaben des Schliissels mit der Hand gemeinsam umgriffen wird und daher 

,,Kombinationsgehause" genannt werden soll. Dies gilt sowohl bei emer 

mechanischen Betatigung des zugehorigen Schlosses, wo der herausgeschwenkte 

Schaftschenkel 32 mittels des Kombigehauses 50 gedreht wird, als auch bei der 

elektronischen Betatigung. Dafor sind Betatigungsstellen 60 an die sichtbar 

bleibende Aul3enflache der Elektrokapsel 20 im gemeinsamen Kornbinationsgehause 

50 vorgesehen. Diese konnen aus Druckschaltern oder rnembranartigen 

Betatigungsstellen entstehen. Diese Betatigungsstellen konnen mit weiteren 

membranartigen Uberdeckungen im B ereich des vorerwahnten Druckknopfs 40 

vorgesehen sein, dem noch folgende besondere Bedeutung zukommt. 

Die in Fig_ 3 und 9 gezeigte Einstecklage der Elektrokapsel 20 im Schliisselbehalter 

10 ist nicht nur <lurch Anschlagmittel begrenzt, sondern auch <lurch Rast mitt el 

gesichert. Diese Funktion kann in vorteilhafterweise auch vom Druckknopf 40 

iibernommen werden. Dazu ist die Elektrokapsel 20, gemaB Fig. 2, vorderendig mit 

einem Lappen 56 verlangert, der in der Einschublage von Fig. 3 den verbliebenen 

Vorderabschnitt 51 der Oberschale 11 vom Schliisselbehalter 10 iiberdeckt. Der 

Lappen 56 besitzt eine Ausnehmung 57, in welche der axial federnde Druckknopf 40 

in der Einschublage der Elektrokapsel 20 gemaB Fig. 3 einschnappt. Dadurch ist der 

Zusammenhalt des Schliisselbehalters mit der Elektrokapsel 20 sichergestellt. Die 

Ausnehmung 57 durchsetzt den Lappen 56, weshalb im Eingriffsfall gemaB Fig. 3 der 

Druckknopf 40 mit einem zu seiner Betatigung ausreichenden Langenstiick aus dem 

Lappen 56 herausragt. Zur Demontage des Kombinationsgehauses 50 in seine 
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Bestandteile 10, 20 wird der Druckknopf 40, wie Fig. 7 zeigt, soweit im Sinne des 

Pfeils 46 eingedriickt, dass er die Ausnehmung 57 im Lappen 56 freigibt. 

Der Druckknopf 40 kann <lurch eine Membran im Bereich des Lappens 56 tiberdeckt 

sein, welche in ahnlicher Weise wie die Betatigungsstellen 61 fungiert. Diese 

Membrane dieser Betatigungsstellen 61 konnen mit der vorgenannten :rviembran im 

Bereich des Druckknopfs 40 kombiniert sein. 

IPR2022-00412 
Apple EX1043 Page 615



WO 01/48339 12 PCT /EP00/11619 

Bezugszeichenliste 

10 erster Schlusselteil, Schliisselbehalter 

11 Oberschale von 10 

12 Unterschale von 10 

13 Kupplungsvorsprung an 11 

14 Schalenseitenwand von 12 

15 Schalenboden von 12 

16 Kupplungsaufnahme von 12 

17 Ausbruch von 11, Freiraum in 18 

18 Schaleninneres 

19 Profil in 11, 12 fur 3 9, Ringnutsegment 

20 zweiter Schhlsselteil, Steckeinheit, Elektrokapsel 

21 elektronischer Bauteil 

22 gehauseartige Kapsel for 21 

23 Kapselinneres for 22 in 21 

24 seitlicher Spalt in 50 fur 32 (Fig. 3, 9) 

25 Lagerbohrung in 11 fur 40 (Fig. 4) 

26 Transponder 

27 Kammer in 11 fur 26 (Fig. 4) 

28 Profil in 11 for 48 von 40, Radialnut (Fig. 7) 

29 Schwenkbewegungspfeil for 30 (Fig. 8) 

30 mechanischer Flachschlussel fur 10, Stanzling 

30.1 Gebrauchslage von 32 (Fig. 8) 

30.2 Ruhelage von 32 (Fig. 8) 

31 erster L-Schenkel von 30, Lagerschenkel 

32 zweiter L-Schenkel van 30, Schaftschenkel 

33 Schwenkachse for 30 

34 ebene Platte fur 30 

3 5 Plattendurchbruch 

36 Einsatz in 35 

3 7 Gegenprofil in 3 6, Axial bohrung (Fig. 5, 6) 
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38 Gegenprofil von 36, Axialnut in 36 for 48 (Fig. 5, 8) 

39 Gegenprofil von 36, Ftihrungs- bzw. Anschlagzapfen (Fig. 5, 6) 

40 Druckknopf 

41 Druck-Dreh-Feder von 40 

42 erstes Federende von 41 (Fig. 7) 

43 zweites Federende von 41 (Fig. 7) 

44 Dorn an 12 filr 41 (Fig. 4) 

45 Axialbohrung in 40 fur 41 

46 Pfeil der Eindruckbewegung von 40 (Fig. 7) 

4 7 Gegenprofil an 36, zylindrischer Ansatz an 36 (Fig. 5) 

48 Profil, lvfitnahmefliigel an 40 

49 Pfeil der Ausschwenkkraft van 41 fiir 30 (Fig. 8) 

50 Gesamtgehause aus 10, 20, Kombinationsgehause 

51 V orderabschnitt von 10 

52 Oberoffnung von 10 bei 17 (Fig. 1) 

53 Seitenoffnung von 11 (Fig. 1) 

54 Hinterende von 10 

55 Pfeil der Einschubbewegung von 20 in 10 (Fig. I) 

56 Lappen an 20 (Fig. 2) 

57 Ausnehmung in 56 filr 40 (Fig. 2) 

58 Innenstufung van 22 filr 24 (Fig. 2, 9) 

59 Stufe von 12 fur 24 (Fig. 4) 

60 Betatigungsstelle an 20 (Fig. 1) 

61 Fiihrungsmittel an 12, Fiihrungsleiste 

62 Fiihrungsmittel an 20, Ftihrungsnut 
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Patentanspruche 

1.) Kombinierter mechanischer und elektronischer Schlussel, insbesondere fur in 

Fahrzeugen befindliche Schlosser, 

mit einem gemeinsamen, bei der Schliisselbetatigung zu handhabenden 

Schliisselbehalter (10) sowohl for elektronische Bauteile (21) zur 

elektronischen Betatigung des Schlosses als auch for einen L-formigen 

Flachschlussel (30) zur mechanischen Betatigung des Schlosses, 

wobei der Flachschli.i.ssel (30) mit seinem ernen L-Schenkel, dem 

Lagerschenkel (31), am Vorderende (51) des Behalters (10) schwenkgelagert 

(33) ist, 

wobei sein anderer, den eigentlichen Schltisselschaft mit Flachprofil bildender 

L-Schenkel, der Schaftschenkel (32), aus emer 1m Behalter (10) 

eingeschwenkten Ruhelage (30.2) in eine herausgeschwenkte Gebrauchslage 

(3 0. 1) bewegbar ist, 

mit einer axial und radial wirksamen Federbelastung ( 41) 

und mit einem Druckknopf ( 40), der vorzugsweise zugleich die Schwenkachse 

(3 3) des Flachschliissels (3 0) im Schltisselbehalter ( 1 O) bestimmt, 

wobei der Druckknopf (40) und der Behalter (10) Profile (48, 28) aufweisen 

und der Lagerschenkel (31) Gegenprofile (37, 38, 39, 47) besitzt, durch die 

der Flachschliissel (3 0) einerseits in seine Gebrauchslage (3 O .1) kraftbelastet 

und andererseits in wenigstens einer seiner Lagen (30.1; 30.2) arretiert wird, 

und der Schaftschenkel (32) in der gleichen, senkrecht zur Schwenkachse (33) 

verlaufenden Ebene angeordnet ist, wie der mit dem Druckknopf ( 44) 

zusammenwirkende Lagerschenkel (3 1 ), 
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dadurch gekennzeichnet, 

dass der L-formige Flachschlussel (30) mit seinen beiden Schenkelenden (31, 

32) als einsti.ickige ebene Platte ausgebildet ist, 

<lass der Lagerschenkel (31) einen unrunden Plattendurchbruch (3 5) besitzt 

und dass der Plattendurchbruch (35) zur drehfesten Aufnahme eines Einsatzes 

(36) dient, der ein Gegenprofil (37, 38, 39, 47) aufweist. 

2.) Schlussel nach Anspruch 1, dadurch gekennzeichnet, <lass der L-formige 

Flachschliissel (30) und sein unrunder Plattendurchbruch (35) <lurch Stanzen 

aus dem Plattenmaterial (34) erzeugt sind und einen Stanzling bildet. 

3.) Schlussel nach Anspruch 1 oder 2, dadurch gekennzeichnet, <lass der Einsatz 

(36) mit seinem Gegenprofil (37, 38, 39, 47) als Vorprodukt herstellbar ist und 

einen unrunden Umriss aufweist, 

und <lass der Einsatz (36) nachtraglich in den Plattendurchbruch (3 5) 

eingesteckt und dort kraft- und/oder formschlussig festgehalten ist. 

4.) Schlussel nach einem oder mehreren der Anspriiche I bis 3, dadurch 

gekennzeichnet, <lass der Flachschliissel (30) aus einem relativ formfesten, 

metallischen Material gebildet ist und der Einsatz (36) aus relativ 

nachgiebigem Material, vorzugsweise Kunststoff besteht. 
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5.) Schlussel nach einem oder mehreren der Anspriiche 1 bis 4, dadurch 

gekennzeichnet, dass der Einsatz (36) mindestens eine der beiden 

Plattenflachen des Flachschliissels (30) wenigstens bereichsweise iiberragt. 

6.) Schlussel nach Anspruch 1, 2 oder 4, dadurch gekennzeichnet, <lass der 

Einsatz (36) im Bereich des Plattendurchbruchs (3 5) <lurch Spritzgusstechnik 

angeformt und mit dem Flachschlussel (30) spritzgusstechnisch verbunden ist. 

7.) Schlussel nach einem oder mehreren der Anspn1che 1 bis 6, dadurch 

gekennzeichnet, dass das Gegenprofil vom Einsatz (36) ein axial abragendes 

Drehanschlag- und/oder Drehfuhrungs-Element (39) aufweist 

und <lass das Drehanschlag- und/oder Drehfuhrungs-Element im Montagefall 

in ein Ringnut-Segment (19) an der Innenflache des Schliisselgehauses (10) 

hineinragt. 

8.) Schlussel nach emem oder mehreren der Anspruche 1 bis 7, dadurch 

gekennzeichnet, dass das Gegenprofil des Einsatzes (36) eine Axialbohrung 

(3 7) mit wenigstens einer davon radial abragenden Axialnut (3 8) umfasst, in 

welche der Druckknopf ( 40) rnit mindestens ernern abgesetzten 

Mitnahrneflugel ( 48) zeitweise und/oder bereichsweise eingreift. 
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(54) Title: COMBINED MECHANICAL AND ELECTRONIC KEY, IN PARTICULAR FOR LOCKS IN A VEHICLE 

(54) Bezeichnung: KOMBINIERTER MECHANISCHER UND ELEKTRONISCHER SCHLUSSEL, lNSBESONDERE FUR AN 
FAHRZEUGEN BEHNDLICHE SCHLOSSER 

< (57) Abstract: In a combined mechanical and electronic key, electronic components and mechanical flat keys (30) are normally 
M housed in a common key holder (10). In order to place the flat key (30) between a lowered rest position in a holder (10) and a 
~ projecting in-use position, the flat key (30) is movably located in a container (10) and secured in at least one of said positions by a 
~ push button ( 40). The key container is assembled from an upper and a lower shell. In order to avoid sealing problems between both 
00 shells, according to the invention, the upper shell (11) is provided with an outbreak in a region pertaining thereto which lies outwith 
~ the push button.The outbreak creates a void chamber which can be accessed from the outside and is located on the inside of the shell 
~ interior. Said electronic components are enclosed by a housing-like capsule and form therewith a prefabricated electrocapsule (20). = The electrocapsule (20) forms a socket unit, which can be inserted thereafter in the void chamber pertaining to the pre-assembled 
0 key container ( 10). The electrocapsules ( 10) are secured in the key container ( 10) when inserted in said socket. The push button ( 40) 

is used to advantage for securing. 
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(57) Zusammenfassung: Bei einem kombinierten mechanischen und elektronischen Schlussel sind normalerweise die elektroni­
schen Bauteile und der mechanische Flachschliissel (30) in einem gemeinsamen Schliisselbehfilter (10) untergebracht. Um den 
Flachschliissel (30) zwischen einen im Behfilter ( l 0) versenkten Ruhelage und einer herausragenden Gebrauchslage zu iiberfilhren, 
ist der Flachschlilssel (30) im Behfilter (10) beweglich aufgenommen und in wenigstens einer dieser Lagen <lurch eine Druckknopf 
(40) arretiert. Der Schliisselbehfilter wird aus einer Ober- und Unterschale montiert. Um Dichtungsprobleme zwischen den beiden 
Schalen zu vermeiden, schlagt die Erfindung vor, die Oberschale (11) in ihrem ausserhalb des Druckknopfs (40) liegenden Bereich 
mit einem Ausbruch zu versehen. Der Ausbruch erzeugt einen von aussen zuganglichen Freiraum im Schaleninneren. Die elek­
tronischen Bauteile sind von einer gehauseartigen Kapsel umschlossen und bilden rnit dieser eine vorgefertigte Elektrokapsel (20). 
Die Elektrokapsel (20) bildet eine Steckeinheit, welche nachtraglich in den Freiraum des fertig montierten Schliisselbehfilters (10) 
einsteckbar ist. Im Einsteckfall ist die Elektrokapsel ( 10) im Schliisselbehfilter ( 10) gesichert. Vorteilhaft nutzt man den Druckknopf 
(40) fiir diese Sicherung aus. 
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Kombinierter mechanischer und elektronischer Schlussel, insbesondere fur an 
Fahrzeugen befindliche Schlosser 

Die Erfindung richtet sich auf einen kombinierten Schlussel der im Oberbegriff 

des Anspruches 1 angegebenen Art. Ein solcher Schlussel erlaubt sowohl eine 

unmittelbare mechanische Betiitigung der Schlosser als auch, alternativ oder 

erganzend, eme elektronische Betatigung, z.B. eine Fernbedienung dieses 

Schlosses bzw. auch anderer Schlosser. Der Schliisselbehalter ist das 

Handhabungsmittel sowohl zur mechanischen als auch elektrischen 

Schliisselbetatigung. Fur die elektronische Betatigung besitzt daher der 

Schliisselbehalter an semer AuBenseite Betatigungsstellen, z.B. m Form von 

elektrischen Druckknopfen oder nachgiebigen Membranen, die auf 1m 

Behalterinneren angeordnete elektrische Schalter od. dgl. einwirken. Der 

mechanische Flachschliissel ist im Behalter beweglich aufgenommen und kann aus 

einer im Beha.lter versenkten Ruhelage in einer aus dem Behalter herausragenden 

Gebrauchslage iiberfiihrt werden. Zur Lagesicherung empfiehlt es sich den 

Flachschliissel in beiden Lagen <lurch einen im Behiilter angeordneten axial 

gefederten Druckknopf zu arretieren. 
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Bei dem bekannten Schlussel dieser Art (DE 39 02 537 C2) sind im Inneren des 

Schli.isselbehalters nicht nur der mechanische Flachschlussel sondern auch die 

elektronischen Bauteile fur die elektronische Betatigung unmittelbar angeordnet. 

Die elektronischen Bauteile umfassen auch die zur Energieversorgung dienenden 

Batterien, die nach langerern Gebrauch ausgewechselt werden mi.issen. Deswegen 

wird der Schhisselbehalter aus einer Oberschale und aus einer Unterschale 

gebildet, die bedarfsweise voneinander gelost werden mussen. Die Zerlegung und 

der Zusamrnenbau der Schalenteile sind schwierig und zeitaufwendig. Um den 

Flachschliissel in der Ruhelage im Behalterinneren versteckt anzuordnen, ist eine 

seitliche Ausnehmung 1m Schliisselbehalter vorgesehen, aus welcher der 

mechanische Flachschli.issel in seiner Gebrauchslage herausfahrt. Durch die Fuge 

zwischen der Ober- und Unterschale konnen Schmutz und Feuchtigkeit ins 

Behalterinnere gelangen, weshalb es dort auf eine gute Dichtung ankommt. Diese 

Abdichtung ist aber nach langerer Gebrauchsdauer nicht immer gewahrleistet, 

zumal wenn elektronische Bauteile oder Batterien ausgetauscht werden. Der 

Ausbau und das Einbringen der elektronischen Bauteile und der Batterien im 

Gehauseinneren ist miihsam und zeitaufwendig. Bei der Zerlegung und dem 

Zusammenbau des Schli.isselbehalters mit seinen beiden Schalen besteht die 

Gefahr, <lass die Dichtung nicht mehr ordnungsgemaJ3 plaziert bzw. dabei 

beschadigt wird. Eine ahnliche Losung mit den gleichen Nachteilen beschreibt die 

EP 0 267 429 Al. 

Des Weiteren ist aus der GB 2 080 3 86 A bekannt, einen mechanischen Schlussel 

mit einer aufsteckbaren Kassette zu versehen. Die aus zwei Schalen bestehende 

Kassette, die eine Lichtquelle enthalt, bildet eine gehauseartige Kapsel und kann 

als Steckeinheit nachtraglich eingesteckt oder festgelegt werden. Der 

Schltisselgriff besitzt dazu eine Ausnehmung, welche emen von auBen 

zuganglichen Freiraum bildet. Nachteilig bei dieser Anordnung ist, <lass die 

Steckeinheit in Einsteckposition nicht gesichert ist und sich einfach aus der 

Steckverbindung losen kann. 
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Der Erfindung liegt die Aufgabe zugrunde, emen zuverlassigen, raumsparenden 

Schlussel der im Oberbegriff des Anspruches 1 genannten Art zu entwickeln, bei 

dem es keine Dichtungsprobleme gibt und bei dem der Austausch van 

elektronischen Bauteilen und gegebenenfalls Batterien umproblematisch sind. Dies 

wird erfindungsgema.B durch die im Kennzeichen van Anspruch 1 erwahnten 

Mafinahmen erreicht, denen folgende besandere Bedeutung zukommt. 

Die Erfindung braucht sich mit dem Dichtungsproblem zwischen der Ober- und 

Unterschale des Schliisselbehalters nicht zu befassen, weil die auf Schmutz und 

Feuchtigkeit sehr empfindlichen elektronischen Bauteile, zu denen gegebenenfalls 

elektrische Batterien gehoren, von einer gehauseartigen Kapsel umschlossen sind, 

mit der sie eine vorgefertigte Baueinheit bildet, die nachfolgend kurz 

,,Elektrokapsel" bezeichnet werden soll. Die in der Elektrokapsel befindlichen 

Elemente sind allseitig versiegelt. Bedarfsweise konnen die elektronischen 

Bauteile m der Elektrokapsel eingegossen sein. Diese Elektrokapsel ist 

dichtungsmafiig autark und bringt daher keine Dichtungsprobleme 1m 

Schlusselbehalter. Die elektronischen Bauteile und ihre elektrischen Batterien sind 

1m Inneren der Elektrokapsel nach auBen geschutzt untergebracht. Die 

Elektrokapsel wird ahne den zweischaligen Schh.isselbehalter zerlegen zu mi.issen, 

schnell und bequem in den Freiraurn des Schliisselbehalters eingesteckt und 

wieder entnommen werden. Die Elektrokapsel kann als eigenstandiges 

Handelsprodukt in Verkehr gebracht werden, der vam Besitzer des Schliissels 

erworben und mit dem stets geschlassen bleibenden Schlusselbehalter 

zusamrnengesteckt werden kann. 

Sowohl der Schlusselbehalter mit semem Ausbruch einerseits als auch die 

Elektrokapsel andererseits werden for sich vorgefertigt und sind jederzeit 

miteinander montierbar bzw. voneinander demantierbar. Weil der 

Schli.isselbehalter nicht in seine beiden Schalen zerlegt zu werden braucht, treten 

dort keine Dichtungsprobleme auf. Im iibrigen ist es unmaBgeblich, ob bei 

eingesteckter Elektrokapsel der Schliisselbehalter abgedichtet ist, denn dort 
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befinden sich nur die hinsichtlich Schmutz und Feuchtigkeit unempfindlichen 

Bauteile, wie der mechanische Flachschltissel. Der Ausbruch im Schliisselbehalter 

wird von der eingesteckten Elektrokapsel verschlossen. Die Elektrokapsel 

vervollstandigt den Schlusselbehalter zu einem bei der Schliisselbetatigung 

gemeinsam zu handhabenden Kombinationsgehause. Die zur Handhabung 

dienende Flache des Kombinationsgehauses wird also teils vom Schliisselbehalter 

des mechanischen Flachschlussels und teils von der freibleibenden Umfangsflache 

der Elektrokapsel gebildet. An den Obergangsstellen wird man fur einen bundigen 

Ubergang sorgen. 

Weitere Maflnahmen und Vorteile der Erfindung ergeben sich aus den 

Unteranspriichen, der nachfolgenden Beschreibung und den Zeichnungen. In den 

Zeichnungen ist die Erfindung in einem Ausfuhrungsbeispiel schematisch 

dargestellt. Es zeigen: 

Fig. 1, 

Fig. 2, 

Fig. 3 

Fig. 4, 

in perspektivischer Darstellung, den Schlusselbehalter mit 

herausragendem mechanischen FlachschlOssel, 

ebenfalls m perspektivischer Darstellung, eme zum 

Flachschliissel von Fig. 1 geh6rende Steckeinheit, bestehend 

aus emer die elektronischen Bauteile umschlieBenden 

Elektrokapsel, 

ein aus dem Schlusselbehalter von Fig. l und der Steckeinheit 

von Fig. 2 zusammengestecktes Kombinationsgehause, das zur 

Handhabung bei mechanischer und elektronischer Betatigung 

des Schlussels dient, 

in Explosionsdarstellung, einige wesentliche Bestandteile des 

in Fig. 1 gezeigten Schlilsselbehalters mit dem mechanischen 

Flachschliissel, vor deren Zusammenbau, 
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Fig. 5, 

Fig. 6 

Fig. 7 

Fig. 8 

Fig. 9 

PCT/EPO0/12431 
5 

m Explosionsdarstellung, die beiden Bestandteile des 

mechanischen Flachschliissels vor ihrer Vereinigung, 

einen Querschnitt <lurch den ernen Bestandteil von Fig. 5, 

langs der dortigen Schnittlinie VI - VI, 

emen Querschnitt durch das zusammengebaute 

Schliisselbehalter von Fig. 1 liings der dortigen Schnittlinie 

VII - VII, wobei ein Druckknopf in seiner eingedriickten 

Position gezeigt ist, 

emen Axialschnitt <lurch den m Fig. 1 gezeigten 

Schliisselbehalter liings der dortigen Schnittlinie VIII - VIII 

und 

einen Querschnitt <lurch das m Fig. 3 gezeigte 

Kombinationsgehause langs der dortigen Schnittlinie IX - IX. 

Der kombinierte Schlussel nach der Erfindung erlaubt sowohl eme mechanische 

als auch eine elektronische Betatigung eines nicht naher gezeigten Schlosses. Er 

besteht aus zwei jeweils fur sich vorgefertigten Teilen 10, 20, die nachtriiglich 

ineinandergefiigt werden. Der eine Teil 10 umfasst die mechanischen 

Schliel3mittel und besteht aus einem Schlusselbehalter 10, dessen Bestandteile aus 

der Explosionsdarstellung von Fig. 4 am besten zu erkennen sind. Der andere Teil 

20 ist eine noch naher zu beschreibende Steckeinheit, welche die in ihrem Inneren 

die im Querschnitt von Fig. 9 angedeuteten elektronischen Bauteile 40 umfasst. 

Ausweislich der Fig. 1 und 4 umfasst der mechanische Teil zunachst einen 

zweischaligen Schltisselbehalter 10. Wahrend die Oberschale 11, wie Fig. 7 und 8 

erkennen !asst, als ebene Platte mit stellenweisen Kupplungsvorsprungen 13 an 
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ihrer Innenflache ausgebildet ist, umfasst die Unterschale 12 auBer ihrem 

Schalenboden 15 auch noch Schalenseitenwande 14. In den Schalenseitenwanden 

14 befinden sich stellenweise Kupplungsaufnahmen 16 fur die vorerwahnten 

Kupplungsvorspriinge 13 der Oberschale 11. Die Oberschale 11 erstreckt sich nur 

fiber einen vorderen Bereich des Schliisselbehalters 10 und weist im hinteren 

Bereich einen Ausbruch 17 auf, der zum Schaleninneren 18 hin einen von au.Ben 

zuganglichen Freiraum erzeugt. Das ist fur das noch naher zu beschreibende 

Einstecken bzw. Herausziehen der Steckeinheit 20 bedeutungsvoll. 

Zurn Schhisselbehalter 10 gehort, wie Fig. 4 zeigt, ein mechanischer 

Flachschliissel 30 der beweglich angeordnet ist, um aus einer nicht naher 

gezeigten versenkten Ruhelage im Behalter 1 O in eine aus dem B ehalter 

herausragenden, in Fig. 1 bis 4 ersichtliche Gebrauchslage uberfii:hrt zu werden. 

Der Flachschlussel 3 O besteht aus metallischem Werkstoff. Obwohl auch andere 

Bewegungen denkbar waren, ist dieser Flachschlussel 30 um die strichpunktiert in 

den Fig. I, 3 und 4 angedeuteten Schwenkachsen 33 schwenkbeweglich. Dabei ist 

der Flachschltissel 30 als ein Stanzling aus einer in Fig. 4 strichpunktiert 

verdeutlichten ebenen Platte 34 ausgebildet, wobei der Stanzling ein L-formiges 

Umrissprofil aus zwei Schenkeln 31, 32 besitzt. Der eine L-Schenkel ist kurz 

ausgebildet und dient zur Schwenklagerung des Flachschlussels 30 am Vorderende 

des Schlusselbehalters 10 und wird daher nachfolgend kurz ,,Lagerschenkel" 

genannt. Der andere L-Schenkel 32 umfasst das eigentliche Flachprofil des 

Schli.isselschafts, weshalb er nachfolgend als ,,Schaftschenkel" bezeichnet werden 

soll. Beide Schenkel 31, 32 liegen also in einer gemeinsamen, <lurch den 

erwahnten Plattenverlauf 34 bestimmten Ebene, die im fertig montierten Zustand 

des Schlusselbehalters 10 senkrecht zur Schwenkachse 33 verlauft. Ausweislich 

der Fig. 5 ist der Lagerschenkel 31 mit einem unrunden Plattendurchbruch 3 5 

versehen, der zur Aufnahme eines besonderen Einsatzes 36 dient. 

Der Druckknopf 40 ist sowohl axial als auch radial federbelastet und besitzt mit 

dem Behalter 10 ubereinstimmend ausgebildete Profile 19, 48, 28. Der Einsatz 36 
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besteht aus relativ nachgiebigem Material, vorzugsweise Kunststoff und besitzt 

ein besonderes Gegenprofil 37, 38, 39 fur einen die Lage der Schwenkachse 33 

bestimmenden Druckknopf 40. Die Federwirkung iibernimmt eine kombinierte 

Druck-Dreh-Feder 41, die, ausweislich der Fig. 7, in einer Axialbohrung 45 des 

Druckknopfs 40 aufgenommen ist. Die Feder 41 ist mit ihrem einen Federende 42 

drehfest mit dem Druckknopf 40 verbunden, wahrend ihr anderes Federende 43 in 

der U nterschale 12 des Behalters IO festgehalten wird. Die Feder 41 ist 

wendelformig ausgebildet. Im Montagefall greift ein an der bodenseitigen 

Innenflache der Unterschale 12 sitzender Dorn 44 sowohl ms Wendelinnere 

hinein, als auch in den Einsatz 36 ein. 

Gema.fl Fig. 5 wird zunachst der Flachschliissel 3 0 mit seinem Plattendurchbruch 

3 5 durch Stanzen erzeugt und dann, nachtraglich, der Einsatz 36 in den 

Plattendurchbruch 3 5 vertikal eingesteckt. Nach diesem Einstecken ragt, wie Fig. 

4 und 7 zeigen, tiber die beiden Plattenflachen des Flachschhissels heraus. Dazu 

gehoren zylindrische Ansatze 47, gemaJ3 Fig. 6, aber auch ein Anschlagzapfen 39 

an beiden Flachenseiten, der in ein Ringnutsegment 19 der beiden Schalen 11 und 

12 hineinragt, wie aus Fig. 8 zu entnehmen ist. In der in Fig. 8 ausgezogen 

gezeichneten Position des Anschlagnockens 3 9 lie gt die bereits eingangs 

erwahnte, aus dem Behalter 1 O herausgeschwenkte Gebrauchslage vor. Dann 

erstreckt sich der vorbeschriebene Schaftschenkel 32 des Flachschliissels 30 in 

Richtung der in Fig. 8 strichpunktiert angedeuteten Hilfslinie 3 0 .1, welche die in 

den ubrigen Fig. dargestellte Gebrauchslage des FlachschlOssels 30 kennzeichnet. 

In dieser Gebrauchslage 30.1 ist der Flachschlussel <lurch den Druckknopf 40 

arretiert. Dann greifen am Druckknopf 40 vorgesehene, hier diametral angeordnete 

Mitnahmefliigel 48 in zugehorige Radialnuten 28 an der Innenflacbe der 

Oberschale 11 hinein und sichern so die Ausschwenklage des Flachschliissels 30. 

Die Mitnahmeflugel 48 besitzen, als Gegenprofil, im Einsatz 36 Axialnuten 48, 

die eine Eindruckbewegung im Sinne des aus Fig. 7 erkennbaren Kraftpfeils 46 

zulassen. Diese Eindruckbewegung 46, die in Fig. 7 vollzogen ist, fiihrt zu einer 
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axialen Absenkung des Druckknopfs 40, wodurch die Mitnahmefhigel 48 die 

Radialnuten 28 freigeben. Die Eindruckbewegung 46 erfolgt gegen die axiale 

Kraftwirkung der Feder 41. Die Arretierung der Gebrauchslage 30.1 ist dann 

aufgehoben. Der Flachschlussel kann dann im Sinne des Bewegungspfeils 29 von 

Fig. 8 gegen die <lurch den Kraftpfeil 49 in Fig. 8 verdeutlichte Drehkraft der 

Feder 41 in seine Ruhelage im Gehause zuriickgeschwenkt werden. Dann liegt der 

Schaftschenkel 32 des Flachschlussels 30, in Fig. 8 gesehen, an der dort mit 30.2 

gekennzeichneten Strichpunktlinie. In dieser Ruhelage 30.2 verschwindet der 

Schaftschenkel 32 in einem aus Fig. 3 erkennbaren seitlichen Spalt 24 eines noch 

naher zu beschreibenden Gesamtgehauses 50, welches aus dem Schliisselbehalter 

10 und der darin eingeschobenen Steckeinheit 20 entsteht. Dann sind die 

Mitnahmefli.igel 48 wieder in axialer Ausrichtung mit den gehauseseitigen 

Radialnuten 28, wo sie <lurch die Riicksteilkraft der Feder 41 einschnappen und so 

auch diese Ruhelage 30.2 des Flachschlussels 30 im Schlusselbehalter 10 

arretieren. 

Bei der Schwenkbewegung 29 dient der Druckknopf 40 auch als Schwenklager. 

Dazu ist in der Oberschale 11 des Behalters 10 eine aus Fig. 4 erkennbare 

Lagerbohrung 25 vorgesehen. Diese ist in axialer Ausrichtung mit einer in Fig. 5 

und 6 gezeigten Axialbohrung 37 des Einsatzes 36 und mit dem bereits mehrfach 

erwahnten Dorn 44 der Unterschale 12. Der Druckknopf 40 bestimmt die 

Schwenkachse 33 des Flachschliissels 30. Der Anschlagzapfen 39 vom Einsatz 36 

einerseits und das ihm gehauseseitig zugeordnete Ringnutsegment 19 andererseits 

konnen auch Drehfiihrungsfunktionen bei der Schwenkbewegung 29 iibernehmen. 

Au13erdem konnen Drehanschlage <lurch das Umrissprofi1 des Schliissels 30 

einerseits und Innenflachen an den beiden Schalen 11, 12 andererseits verwirklicht 

sein. 

Statt einer Vorfertigung des Einsatzes 36 konnte man den Einsatz 36 durch eme 

Spritzgusstechnik nachfertigen. Dazu wird der beschriebene Flachsch1ussel 30 in 

eine Spritzgussform eingebracht, in welcher dann der Einsatz 36 1m 
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Plattendurchbruch 3 5 durch GieBen gebildet wird. Die erwahnte Gegenprofilierung 

37, 38, 39, 47 liegt dann in ahnlicher Form vor. 

In manchen Anwendungsfallen ist bei dem emgangs erwahnten kombinierten 

Schlussel fur die elektronische Betatigung auch ein sogenannter Transponder 26 

erwiinscht. Dieser Transponder 26 soll bereits zur elektronischen 

Individualisierung dieses kombinierten Schhissels sorgen. Wird dieser Schlussel in 

<las zugehorige Schloss eingesteckt, so findet zwischen dem Transponder 26 und 

dem Schloss eine Kommunikation statt, die bei Ubereinstimmung von Schloss und 

Schlussel bereits Schlossfunktionen auslost. Deswegen werden bei der Erfindung 

derartige Transponder 26 1m vorderen Bereich des Schhisselbehalters 10 

untergebracht. Dazu besitzt die Unterschale 12 eine Kammer 27, in welche der 

bzw. die Transponder 26 eingeklebt werden konnen. Weil eine elektronische 

Energieversorgung der Transponder 26 nicht erforderlich ist, braucht der fertig 

montierte Schli.isselbehalter 10 van Fig. 1 nicht mehr in seine Schalen 11, 12 

zerlegt zu werden, um dort einen Batteriewechsel od. dgl. vorzunehmen. Die 

Transponder 26 sind also in der Kammer 27 permanent geschiitzt. Das gilt auch 

fur die bereits eingangs erwahnten weiteren elektronischen Bauteile 21, welche 

innerer Bestandteil der bereits erwahnten losbaren Steckeinheit 20 des 

Gesamtgehauses 50 sind. 

Wie am besten aus Fig. 9 zu ersehen ist, gehoren zur Steckeinheit 20 eine 

gehauseartige Kapsel 22, in deren Innenraum 23 die Bauteile 21 angeordnet und so 

nach auBen allseitig abgeschlossen sind. Im Kapselinneren 23 konnen auch die 

Schaltungen der Bauelemente und gegebenenfalls die elektrische Storung 

angeordnet sein. Diese Baueinheit 21, 22, die als Steckeinheit mit dem 

Schlusselbehalter 10 fungiert, wird komplett vorgefertigt und soil nachfolgend 

,,Elektrokapsel" genannt werden. Dazu ist der Schliisselbehalter 10 profilma.Big in 

folgender Weise angepasst. 
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Der eingangs erwahnte Ausbruch 17 im Schlusselbehalter 10 erfolgt einfach 

dadurch, <lass die Oberschale 11, gemaB Fig. 1, nur den Vorderabschnitt 51 des 

Schliisselbehalters 10 uberdeckt. Dadurch ist ein von auBen zuganglicher Freiraum 

ins Schaleninnere 18 erzeugt. Dieser Freiraum 17 besitzt nicht nur eine nach oben 

weisende Oberoffnung 52, sondern erstreckt sich auch in eine vom Hinterende 54 

zugangliche Seitenoffnung 53. Diese entsteht, weil nicht nur der hintere Abschnitt 

der Oberschale 11 fehlt, sondern auch, wie Fig. 1 zeigt, die Seitenwand 14 der 

Unterschale 12 am Hinterende 54 des Behalters IO weggefallen ist. Die 

Elektrokapsel 20 wird <lurch diese Seitenoffnung 53 in den Freiraum 17 des 

Schhisselbehalters 10 gemaJ3 dem Bewegungspfeil 55 von Fig. 1 eingeschoben. In 

ihrer Einschublage, gemaB Fig. 3, verschlieflt die Elektrokapsel 20 die 

Oberoffnung 52. Die Einschubbewegung 55 ist in einer Parallelebene zu der oben 

erwahnten Schwenkbewegung 29 angeordnet. Dabei sind folgende Fiihrungsmittel 

61, 62 zum gezielten Einstecken und Verschieben 55 der Elektrokapsel 20 

vorgesehen. 

An der Innenflache des Schalenbodens 15 der Unterschale 12 befinden sich zwei 

parallele Fuhrungsleisten 61, die zur Seitenoffnung 53 hin gerichtet sind. Sie sind 

hinterschnitten und besitzen vorzugsweise ein schwalbenschwanzformiges Profil. 

Ihnen sind angepasste Fiihrungsnuten 62 an der Unterseite des Gehiiuses der 

Elektrokapsel 20 zugeordnet. Die Eingriffslage dieser Fiihrungsmittel 61, 62 ist im 

Schnitt von Fig. 9 zu erkennen. Dabei ist die eine Langsseite vom Kapselgehause 

22 gemaB Fig. 9 bei 58 gestuft, so dass mit einer entsprechenden Stufung 59 in der 

Unterschale 12, gemafi Fig. 4, in der Einschublage der seitliche Spalt 24 fur den 

Schaftschenkel 32 des Flachschlussels 30 entsteht. In der Einschublage gema.B Fig. 

3 und 9 gehen die sichtbar bleibenden Auilenflachen der Elektrokapsel 20 

einerseits und des Schlusselbehalters 10 andererseits ineinander bundig uber. 

Beide Teile 10, 20 bilden dann das bereits erwiihnte Kombinationsgehause 50, 

welches beim Handhaben des Schh.issels mit der Hand gemeinsam umgriffen wird 

und daher ,,Kombinationsgehause" genannt werden soll. Dies gilt sowohl bei einer 

mechanischen Betatigung des zugehorigen Schlosses, wo der herausgeschwenkte 
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Schaftschenkel 32 mittels des Kombigehi:iuses 50 gedreht wird, als auch bei der 

elektronischen Betatigung. Dafiir sind Betatigungsstellen 60 an die sichtbar 

bleibende AuBenflache der Elektrokapsel 20 im gemeinsamen 

Kombinationsgehi:iuse 50 vorgesehen. Diese konnen aus Druckschaltern oder 

membranartigen Betatigungsstellen entstehen. Diese Betatigungsstellen konnen 

mit weiteren membranartigen Uberdeckungen im Bereich des vorerwahnten 

Druckknopfs 40 vorgesehen sein, dem noch folgende besondere Bedeutung 

zukommt. 

Die m Fig. 3 und 9 gezeigte Einstecklage der Elektrokapsel 20 1m 

Schliisselbehi:ilter 10 ist nicht nur <lurch Anschlagmittel begrenzt, sondern auch 

durch Rastmittel gesichert. Diese Funktion kann in vorteilhafterweise auch vom 

Druckknopf 40 iibernommen werden. Dazu ist die Elektrokapsel 20, gemi:i.13 Fig. 2, 

vorderendig mit einem Lappen 56 verlangert, der in der Einschublage von Fig. 3 

den verbliebenen Vorderabschnitt 51 der Oberschale 11 vom Schhisselbehi:ilter 10 

tiberdeckt. Der Lappen 56 besitzt eine Ausnehmung 57, in welche der axial 

federnde Druckknopf 40 in der Einschublage der Elektrokapsel 20 gemi:ifl Fig. 3 

einschnappt. Dadurch ist der Zusammenhalt des Schliisselbehi:ilters mit der 

Elektrokapsel 20 sichergestellt. Die Ausnehmung 57 durchsetzt den Lappen 56, 

weshalb im Eingriffsfall gemafl Fig. 3 der Druckknopf 40 mit einem zu seiner 

Beti:itigung ausreichenden Li:ingenstuck aus dem Lappen 56 herausragt. Zur 

Demontage des Kombinationsgehauses 50 in seine Bestandteile 10, 20 wird der 

Druckknopf 40, wie Fig. 7 zeigt, soweit im Sinne des Pfeils 46 eingedrtickt, dass 

er die Ausnehmung 57 im Lappen 56 freigibt. 

Der Druckknopf 40 kann <lurch eme Membran im Bereich des Lappens 56 

iiberdeckt sein, welche in i:ihnlicher Weise wie die Betatigungsstellen 61 fungiert. 

Diese Membrane dieser Betatigungsstellen 61 konnen mit der vorgenannten 

Membran im Bereich des Druckknopfs 40 kombiniert sein. 
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Bezugszeichenliste 

10 erst er Schliisselteil, Schlusselbehalter 

11 Oberschale von 10 

12 Unterschale von 10 

13 Kupplungsvorsprung an 11 

14 Schalenseitenwand von 12 

15 Schalenboden von 12 

16 Kupplungsaufnahme van 12 

17 Ausbruch von 11, Freiraum in 18 

18 Schaleninneres 

19 Profil in 11, 12 fur 3 9, Ringnutsegment 

20 zweiter Schltisselteil, Steckeinheit, Elektrokapsel 

21 elektronischer Bauteil 

22 gehauseartige Kapsel fur 21 

23 Kapselinneres fiir 22 in 21 

24 seitlicher Spalt in 50 for 32 (Fig. 3, 9) 

25 Lagerbohrung in 11 fiir 40 (Fig. 4) 

26 Transponder 

27 Kammer in 11 fiir 26 (Fig. 4) 

28 Profil in 11 fur 48 von 40, Radialnut (Fig. 7) 

29 Schwenkbewegungspfeil for 30 (Fig. 8) 

30 mechanischer Flachschliissel fur 10, Stanzling 

30.1 Gebrauchslage von 32 (Fig. 8) 

30.2 Ruhelage von 32 (Fig. 8) 

31 erster L-Schenkel von 30, Lagerschenkel 

32 zweiter L-Schenkel van 30, Schaftschenkel 

33 Schwenkachse fur 3 0 

34 ebene Platte fiir 30 

3 5 Plattendurchbruch 
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36 Einsatz in 3 5 

37 Gegenprofil in 36, Axialbohrung (Fig. 5, 6) 

38 Gegenprofil von 36, Axialnut in 36 fur 48 (Fig. 5, 8) 

39 Gegenprofil von 36, Fi.ihrungs- bzw. Anschlagzapfen (Fig. 5, 6) 

40 Druckknopf 

41 Druck-Dreh-Feder von 40 

42 erstes Federende von 41 (Fig. 7) 

43 zweites Federende von 41 (Fig. 7) 

44 Dom an 12 fur 41 (Fig. 4) 

45 Axialbohrung in 40 fur 41 

46 Pfeil der Eindruckbewegung von 40 (Fig. 7) 

47 Gegenprofil an 36, zylindrischer Ansatz an 36 (Fig. 5) 

48 Profil, Mitnahmefliigel an 40 

49 Pfeil der Ausschwenkkraft van 41 fur 30 (Fig. 8) 

50 Gesamtgehause aus 10, 20, Kombinationsgehause 

51 Vorderabschnitt von 10 

52 Oberoffnung von 10 bei 17 (Fig. I) 

53 Seitenoffnung van 11 (Fig. I) 

54 Hinterende von I 0 

5 5 Pfeil der Einschubbewegung von 20 in IO (Fig. I) 

56 Lappen an 20 (Fig. 2) 

57 Ausnehmung in 56 fur 40 (Fig. 2) 

58 lnnenstufung van 22 fur 24 (Fig. 2, 9) 

59 Stufe von 12 fiir 24 (Fig. 4) 

60 Betatigungsstelle an 20 (Fig. 1) 

61 Fiihrungsmittel an 12, Fuhrungsleiste 

62 Fuhrungsmittel an 20, Fuhrungsnut 
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Patentanspriiche 

Kombinierter mechnischer und elektronischer Schlussel, 

insbesondere fi.ir in Fahrzeugen befindliche Schlosser, 

mit einem gemeinsamen, bei der 

(10) 

Schh1sselbetatigung zu 

handhabenden S chliisselbehalter sowohl fur elektronische 

Bauteile (21) zur elektronischen B etatigung als auch for einen 

Flachschliissel (30) zur mechanischen Betatigung des Schlosses, 

wobei der Flachschlussel (30) im Behalter beweglich (29) 

aufgenommen ist und aus einer im Behalter (10) versenkten Ruhelage 

(3 0.2) in eine aus dem B eh alter (I 0) herausragende Gebrauchslage 

(30.1) uberfilhrbar ist, 

und mit einem im Behalter ( 10) angeordneten axial gefederten ( 41) 

Druckknopf ( 40), der den Schlussel (3 0) in wenigstens einer dieser 

Lagen (30.1; 30.2) arretiert, 

wobei der Schlusselbebalter (10) aus emer Ober- und Unterschale 

( 11, 12) besteht, die wenigstens bereichsweise aneinander befestigt 

sind, 

dadurch gekennzeichnet, 

daB die Oberschale (11) in ihrem auBerhalb des Druckknopfs ( 40) 

liegenden Bereich einen Ausbruch ( I 7) aufweist, 
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dafl der Ausbruch einen von aufien zuganglichen Freiraum (17) im 

Schaleninneren ( 18) erzeugt, 

daJ3 die elektronischen Bauteile (21 ), deren Schaltung und 

gegebenenfalls elektrische Steuerung von emer gehauseartigen 

Kaosel q2) Qms,chlosse_n sind und mit dieser eine vorgefertigte 

daB die Elektrokapsel (20) eme Steckeinheit bildet, welche 

nachtraglich in den Freiraum ( 17) des fertig montierten 

Schliisselbehalters ( 10) einsteckbar (55) und dort festlegbar ist, 

daB die Elektrokapsel (20) einen sie vorderendig verlangerten Lappen 

(56) besitzt, 

daB in der Einschublage der Kapsel (20) der Lappen (56) <las vor der 

Oberoffnung (52) des Schliisselbehalters befindliche Raststilck (51) 

der Oberschale ( 11) wenigstens bereichsweise iiberdeckt, 

und daB der Lappen (56) eme Ausnehmung (57) aufweist, in welcher 

der federnde ( 41) Druckknopf ( 40) axial einfa.hrt und die 

Einschublage der Elektrokapsel (20) 1m S chlusselbehalter ( 10) 

sichert. 

2.) Schlussel nach Anspruch 1, dadurch gekennzeichnet, dass die eingesteckte 

Elektrokapsel (20) auf ihrer 1m Ausbruch (17) freiliegenden 

Flachenbereichen Betatigungsstellen (60) zum Wirksamsetzen der in ihrem 

Inneren befindlichen elektronischen Bauteile (21) besitzt. 
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3 .) Schlussel nach Anspruch 1 oder 2, dadurch gekennzeichnet, dass die 

eingesteckte Elektrokapsel (20) den Ausbruch (17) im Schlusselbehalter 

(10) verschlieBt 

und dass die Steckkombination aus der Elektrokapsel (20) einerseits und 

dem Schliisselbehalter (20) andererseits ein Kombinationsgehause (50) mit 

bundig ubergehender Umfangsflache erzeugt. 

4.) Schlussel nach einem oder mehreren der Anspruche 1 bis 3, dadurch 

gekennzeichnet, <lass der Ausbruch (1 7) nicht nur eine nach oben weisende 

Oberoffnung (52) erzeugt, die <lurch Wegfall des hinteren Oberschalen­

Abschnitts entsteht, sondern sich auch uber eine Seitenoffnung (53) 

erstreckt, die <lurch einen wenigstens bereichsweisen Wegfall der 

Seitenwand (14) in der Unterschale (12) und gegebenenfalls in der 

Oberschale ( 11) entsteht, 

<lass die Elektrokapsel (20) <lurch die Seitenoffnung (53) in den Freiraum 

(17) des Schlusselbehalters (10) einschiebbar (55) ist und in ihrer 

Einschublage auch die Oberoffnung (52) wenigstens bereichsweise 

verschlieBt. 

5.) Schlussel nach einem oder mehreren der Anspruche 1 bis 4, wobei der 

Flachschliissel (30) zwischen seiner Ruhe- und Gebrauchslage (30.2; 30.1) 

im Behalter (I 0) verschwenkbar (29) ist, 

wobei der Druckknopf ( 40) als Schwenklager (33) fiir den Flachschlussel 

(3 0) dient und seine F ederung ( 41) bestrebt ( 49) ist, den Flachschliissel 

(30) in <lessen Gebrauchslage (30.1) herauszuschwenken, 
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dadurch gekennzeichnet, 

dass die Einschubrichtung (55) der Elektrokapsel (50) in den 

Schliisselbehalter (10) in einer Parallelebene zur Schwenkbewegung (29) 

des Flachschlussels (30) angeordnet ist. 

6.) Schliissel nach Anspruch 4 oder 5, dadurch gekennzeichnet, dass die zum 

Einschub (55) der Elektrokapsel (20) dienende Seitenoffnung (53) sich an 

dem beziiglich des Druckknopfs (40) gegenuberliegenden Hinterende (54) 

des Schhisselbehalters ( 10) befindet. 

7.) Schlussel nach emem oder mehreren der Ansprtiche 4 bis 6, dadurch 

gekennzeichnet, dass die Unterschale ( 12) und die Elektrokapsel (20) 

Ftihrungsmittel (61, 62) zum gezielten Einstecken und Verschieben (55) der 

Elektrokapsel (20) besitzen 

und <lass die Fiihrungsmittel (61, 62) zur Seitenoffnung (53) der 

Unterschale (12) hin weisen. 

8.) Schhissel nach Anspruch 7, dadurch gekennzeichnet, dass die 

Fuhrungsmittel (61, 62) in der Unterschale (12) zur Oberoffnung (52) des 

Schlusselbehalters (10) hin hinterschnitten sind. 

9.) Schlussel nach Anspruch 7 oder 8, dadurch gekennzeichnet, <lass die 

Fuhrungsmittel aus mindestens einer, vorzugsweise aber zwe1 

Fi.ihrungsleisten ( 6 I) bestehen, die ein schwalbenschwanzformiges Profil 

besitzen, 
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und dass die Elektrokapsel (20) dazu angepasste Fuhrungsnuten (62) 

besitzt. 

10.) Schlussel nach einem oder mehreren der Anspruche 1 bis 9, dadurch 

gekennzeichnet, dass die Einstecklage der Elektrokapsel (20) im 

Schliisselbehalter (10) durch Anschlagmittel begrenzt und durch Rastmittel 

gesichert ist. 

11.) Schlussel nach Anspruch 11, dadurch gekennzeichnet, <lass die 

Ausnehmung (57) den Lappen (56) durchsetzt 

und dass der Druckknopf ( 40) in der Einschublage der Elektrokapsel (20) 

mit seinem Betatigungsende zu Betatigungszwecken aus der 

Lappeno berseite herausragt. 

12.) Schlussel nach Anspruch 11 oder 12, dadurch gekennzeichnet, class am 

Druckknopf (40) und an seiner Aufnahme (44) im SchlOsselbehalter (10) 

Steuermittel (41, 48, 38, 37) angeordnet sind, die den Druckknopf (40) 

wahrend der Schwenkbewegung (29) des Flachschh.issels (30) zwischen der 

Gebrauchs- und Ruhelage (30.1; 30.2) in einer axial eingedriickten Position 

halten, 

und <lass der Druckknopf ( 40) rn dieser Eindriickposition aus der 

Ausnehmung (57) im Lappen (56) ausgefahren ist und die Elektrokapsel 

(20) freigibt. 
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13 .) Schlussel nach einem oder mehreren der Ansprilche 11 bis 13, dadurch 

gekennzeichnet, dass der Lappen (56) im Bereich seiner Ausnehmung (57) 

eine Membran aufweist, welche in Einschublage der Elektrokapsel (20) den 

Druckknopf ( 40) nach oben iiberdeckt, 

und dass diese Membran die manuelle Betatigungsstelle fur den Druckknopf 

( 40) bildet. 

14.) Schlussel nach Anspruch 13 oder 14, dadurch gekennzeichnet, class die 

Membran mit dem Lappen (56) der Elektrokapsel (20) einsti.ickig 

ausgebildet ist. 

15.) Schlussel nach Anspruch 14 oder 15, dadurch gekennzeichnet, <lass die zur 

Betatigung des Druckknopfs ( 40) dienende Membran mit weiteren 

membranartigen Betatigungsstellen ( 60) im Schliisselgehause (10) bzw. an 

der im Einsteckfall sichtbar bleibenden AuBenflache der Elektrokapsel (20) 

kombiniert ist, die zum Wirksamsetzen der elektronischen Bauteile (21) in 

der Elektrokapsel (20) dienen. 

IPR2022-00412 
Apple EX1043 Page 650



14 

YJILt'<'¥11 

. 
·~-~fil 
~ 

FIG.1 )., ... 

56 

54 

18 

22 

FIG. 2 

:=E 
0 
= ... 
;j;;: 

~ 
~ 

~ 

-... 
<..n 

'i:j 
("_) 

~ 
"'d = 
~ 
~ ... 

IPR2022-00412 
Apple EX1043 Page 651



~-"'-. 

,--se 
' 

\ I 24> 

I ~
o 

' 
'-._/\ so IX 56 

5? 

l-·-31 I 23 

FIG.3 
62'{ ~~ I 72 

-·- •·-

12 61 I ~1 -

FIG.9 

! 58 
/ 

24 

"" 10 

t\J ..._ 
u, 

~ 
= ... 
:ii: 

~ 
~ 

"'d 
ri 

~ 
"'d = = -... 
~ 
\,,I ... 

IPR2022-00412 
Apple EX1043 Page 652



WO0l/48342 
3/5 

PCT /EP00/12431 

10 

31 

59 
44 l 19 

. ·, 
I 33 

FIG. 4 

IPR2022-00412 
Apple EX1043 Page 653



WO0l/48342 

31 

4 / 5 PCT/EP00/12431 

10 
FIG. 5 

47 

36 

I 39 

37 

38 

FIG.6 

IPR2022-00412 
Apple EX1043 Page 654



WO0l/48342 

28 

31 

48 
41 

-·-,--
! 
I 

30.2 

5/5 

40 

15 26 

FIG. 7 

FIG. 8 

PCT/EP00/12431 

10 

I 

30.1 
! 

10 

___ _L_ __ 

IPR2022-00412 
Apple EX1043 Page 655



INTERNATIONAL SEARCH REPORT 
Int, ,ional Application No 

PCT /EP 00/12431 
A. CLASSIFICATION OF /(BJECT MATTER 
IPC 7 EOSB49 00 E05B19/00 E05B19/04 

According to International Pa1ent Classification (IPC) or 10 both national classification and IPC 

B. FIELDS SEARCHED 

Minimum documenlalion searched (classification system followed by classification symbols) 

IPC 7 EOSB A4SC 

Documentation searched other than minimum documentation lo the extent that such documents are included in the fields searched 

Electronic data base consulted during the international search (name of data base and. where practical. search terms used) 

EPO-Internal 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category 0 Citation of document. with indication, where appropriate, of the relevant passages Relevant to claim No. 

A DE 39 02 537 A (DAIMLER BENZ AG ;HUELSBECK 1 
& FUERST (DE)) 9 August 1990 (1990-08-09) 
cited in the application 
the whole document 

--
A EP 0 267 429 A (SIEMENS AG) 1 

18 May 1988 (1988-05-18) 
cited in the application 
the whole document 

---
A us 4 726 205 A (ALLERDIST HEINZ ET AL) 1 

23 February 1988 (1988-02-23) 
column 1, 1 i ne 31 - line 62 
column 2, line 20 - line 38; figure 

-----

□ Further documents are listed in the continuation of box C. [] Patent family members are listed in annex. 

0 Special categories of cited documents : 
"T" later document published after the international filing date 

•A• document defining the general state of the art which is not or priority date and not in conflict with the application but 
cited to understand the principle or theory underlying the 

considered to be of particular relevance invention 
"E" earlier document but published on or after the international •x• document of particular relevance; the claimed invention 

filing date cannot be considered novel or cannot be considered to 
"L" document which may throw doubts on priority claim(s) or invo™'e an inventive step when the document is taken alone 

which is cited to establish the publication date of another •y• document of particular relevance; the claimed invention 
citation or other special reason (as specified) cannot be considered to involve an inventive step when the 

•o• document referring to an oral disclosure. use, exhibition or document is combined with one or more other such docu-
other means ments. such combination being obvious to a person skilled 

•p• document published prior to the international filing date but in the art. 
later than the priority date claimed • & • document member of the same patent family 

Dale of the actual completion of the international search Date of mailing of the international search report 

16 March 2001 26/03/2001 
Name and mailing address of lhe ISA Authorized officer 

European Patent Office, P.B. 5818 Patentlaan 2 
NL - 2280 HV Rijswijk 

2 
Tel. (+31-70) 340-2040, Tx. 31 651 epo nl, Pieracci, A Fax: (+31-70) 340-3016 

Form PCT/ISA/210 (second sheet) (July 1992) IPR2022-00412 
Apple EX1043 Page 656



I NTERNATIONAL SEARCH REPORT 
Int, donal Application No 

Information on patent family members 
PCT/EP 00/12431 

Patent document l Publication l Patent family i Publication 
cited in search report date member(s) date 

DE 3902537 A 09-08-1990 NONE 

EP 0267429 A 18-05-1988 DE 3769923 D 13-06-1991 
JP 63110377 A 14-05-1988 
us 4888970 A 26-12-1989 

us 4726205 A 23-02-1988 DE 3509579 A 18-09-1986 
DE 3678983 D 06-06-1991 
EP 0195195 A 24-09-1986 
JP 61229079 A 13-10-1986 

Form PCT/ISA/210 (patentlamily amex) (July 1992) IPR2022-00412 
Apple EX1043 Page 657



INTERNATIONALER RECHERCHENBERICHT 
Int .1ionales Aktenzeichen 

PCT /EP 00/12431 
A. KLASSIFIZIERUNG DE/ ANMELDUNGSGEGE/STANDES 
IPK 7 E05B49 00 E05B19 00 E05B19/04 

Nach der lnternalionaten Patentklassifikalion (IPK) oder nach der nationalen Klassifikation und der !PK 

B. RECHERCHIERTE GEBIETE 

Recherchierter Mindestprufstoff (Klassifikationssystem und Klassifikationssymbole) 

IPK 7 E05B A4SC 

Recherchierte aber nicht zum Mindestprufstoff gehorende Veroffenllichungen. soweit diese unter die recherchierten Gebiete fallen 

Wahrend der internationalen Recherche konsultierte elektronische Datenbank (Name der Datenbank und evil. verwendete Suchbegriffe) 

EPO-Internal 

C. ALS WESENTLICH ANGESEHENE UNTERLAGEN 

Kategorie 0 Bezeichnung der Veroffentlichung, soweit erforderlich unter Angabe der in Belracht kommenden Teile Betr. Anspruch Nr. 

A DE 39 02 537 A (DAIMLER BENZ AG ;HUELSBECK 1 
& FUERST (DE)) 9. August 1990 (1990-08-09) 
in der Anmeldung erwahnt 
das ganze Dokument 

---
A EP 0 267 429 A (SIEMENS AG) 1 

18. Mai 1988 (1988-05-18) 
in der Anmeldung erwahnt 
das ganze Dokument 

---
A us 4 726 205 A (ALLERDIST HEINZ ET AL) 1 

23. Februar 1988 (1988-02-23) 
Spalte 1, Zeile 31 - Zeile 62 
Spalte 2, Zeile 20 - Zeile 38; Abbil dung 

-----

□ Weilere Veroffentlichungen sind der Fortselzung von Feld C zu [[] Siehe Anhang Patenlfamilie 
entnehmen 

0 Besondere Kalegorien von angegebenen Veroffenllichungen "T" Spatere veroffenllichung. die nach dem internationalen An_meldedatum 
• A' Veroffentlichung, die den allgemeinen Stand der Technik definiert, oder dem Priorilatsdatum veroffentlicht worden 1st und mil der 

aber nicht als besonders bedeutsam anzusehen ist Anmeldung nicht kollidiert, sondern nur zum Verstandnis des der 

'E' alleres Dokument, das jedoch erst am oder nach dem inlernalionalen 
Erfindung zugrundeliegenden Prinzips oder der ihr zugrundeliegenden 
Theorie angegeben isl 

Anmeldedatum veroffenllicht worden isl •x• Veroffentlichung von besonderer Bedeutung; die beanspruchte Erfindung 
'L' Veroffenllichung, die geeignet isl. einen Priorilalsanspruch zweifelhafl er- kann allein aufgrund dieser Veroffentlichung nicht als neu oder auf 

scheinen zu lassen, oder durch die das Veroffentlichungsdatum einer erfinderischer Tatigkeit beruhend betrachtet werden 
anderen im Recherchenbericht genannten Veroffenllichung belegt werden •y• Veroffentlichung von besonderer Bedeutung; die beanspruchte Erfindung 
so11 od~r die aus emem anderen besonderen Grund angegeben IS! (wie kann nicht als auf erfinderischer T atigkeil beruhend betrachlel 
ausgefuhrt) . . . .. . werden. wenn die Veroffenllichung mil einer oder mehreren anderen 

·o· Veriiffentlichung. die sich auf eme mundhche Offenbarung, . Verotfenllichungen dieser Kategorie in Verbindung gebracht wird und 
eme Benutzung, eme Ausstellung oder andere Maf3nahmen bez1eht diese Verbindung fiir einen Fachmann naheliegend isl 

•p• Veroffentlichung, die vor dem mternal1onaten Anrneldedatum, aber nach • • .. . . . . . . . 
dem beanspruchten Prioritatsdatum verotfenllicht worden isl & Veroffentl1chung, die Mitghed derselben Patenlfam111e 1st 

Datum des Abschtusses der intemationalen Recherche Absendedatum des intemationalen Recherchenberichts 

16. Marz 2001 26/03/2001 

Name und Postanschrifl der lntemationalen Recherchenbehorde Bevollmachtigter Bediensteter 
Europaisches Patentamt. P.B. 5818 Palenllaan 2 
NL - 2280 HV Rijswijk 

2 Tel. (+31-70) 340-2040, Tx. 31 651 epo nl, Pieracci, A Fax: (+31-70) 340-3016 

Formblatt PCT/ISA/210 (Blatt 2) (Jull 1992) IPR2022-00412 
Apple EX1043 Page 658



INTERNATIONALER RECHERCHENBERICHT 
Ink .ionales Aktenzeichen 

Angaben zu Veroffen11ichungen, die zur selben Patenttamrlie gehoren 
PCT/EP 00/12431 

Im Recherchenbericht I Datum der 

I 
Mitglied(er) der 

I 
Datum der 

angefuhrtes Patentdokument Veroffentlichung Patenttamilie Ver6ffentlichung 

DE 3902537 A 09-08-1990 KEINE 

EP 0267429 A 18-05-1988 DE 3769923 D 13-06-1991 
JP 63110377 A 14-05-1988 
us 4888970 A 26-12-1989 

us 4726205 A 23-02-1988 DE 3509579 A 18-09-1986 
DE 3678983 D 06-06-1991 
EP 0195195 A 24-09-1986 
JP 61229079 A 13-10-1986 

Fomiblatt PCT/lSA/210 (Anhang Patenttamilie)(Juli 1992) 

IPR2022-00412 
Apple EX1043 Page 659



-
iiiiiiiii, ----iiiiiiiii, -
-
iiiiiiiii, 

--iiiiiiiii, 
iiiiiiiii, 

iiiiiiiii, 

;;;;;;;;;;;;; -

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 

(19) World Intellectual Property Organization 
International Bureau 111111111111111 IIIIII 1111111111111111111111111111111111111111111111111111111111 

(10) International Publication Number (43) International Publication Date 
23 August 2001 (23.08.2001) PCT WO 01/61692 Al 

(51) International Patent Classification 7: GllB 11/00 (74) Agent: MCCALLUM,Graeme,David;LloydWise,Tan­
jongPagar, P.O. Box 636, Singapore 910816 (SG). 

(21) International Application Number: PCT/SG00/00029 

(22) International Filing Date: 21 February 2000 (21.02.2000) 

(25) Filing Language: English 

(26) Publication Language: English 

(71) Applicant (for all designated States e>;cept US): TREK 
TECHNOLOGY (SINGAPORE) PTE LTD [SG/SG]; 
30 Loyang Way #07-13/14/15, Loyang Industrial Estate, 
Singapore 508769 (SG). 

(72) Inventor; and 

(81) Designated States (national): AE, AL, AM, AT, AU, AZ, 
BA, BB, BG, BR, BY, CA, CH, CN, CU, CZ, DE, DK, EE, 
ES, FI. GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, 
KE, KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MD, 
MG, MK, MN, MW, MX, NO, NZ, PL, PT, RO, RU, SD, 
SE, SG, SI, SK, SL, TJ, TM, TR, TI, UA, UG, US, UZ, 
VN, YU, ZA, ZW. 

(84) Designated States (regional): ARIPO patent (GH, GM, 
KE, LS, MW, SD, SL, SZ, TZ, UG, ZW), Eurasian patent 
(AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European patent 
(AT, BE, CH, CY, DE, DK, ES, Fl, FR, GB, GR, IE, IT, LU, 
MC, NL, PT, SE), OAPI patent (BF. BJ, CF, CG, CI, CM, 
GA, GN, GW, ML, MR, NE, SN, TD, TG). 

(75) Inventor/Applicant (for US only): CHENG, Chong, Published: 
Seng [SG/SG]; 129 Loyang Rise, Singapore 507472 (SG). with international search report 

[Continued on next page] 

---------------------------------------------
(54) Title: A PORTABLE DATA STORAGE DEVICE 

USB Connector 

Additional 
USB port 

ROM 

RAM 

Hard-lock Switch 

6 

(57) Abstract: A portable data storage device (IO) in­
cludes a universal serial bus (USB) coupling device (1) 
and an interface device (2) is coupled to the USB cou­
pling device (l ). The portable data storage device (10) 
also includes a memory control device (3) and a non­
volatile solid-state memory device (4 ). The memory con­
trol device (3) is coupled between the interface device 
(2) and the memory device (4) to control the flow of data 
from the memory device (4) to the USB coupling device 
(1). 
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A Portable Data Storage Device 

The invention relates to a portable data storage device, and in particular, a 

portable data storage device for a computer. 

Conventional data storage devices generally fall into two categories. The first 

category is electronic, solid-state memory devices such as read only memory 

(ROM) and random access memory (RAM). These memory devices are 

generally fitted within the computer. They are not intended to be removable or 

10 portable so that they may be used on different computers, for example, to 

permit the transfer of data from one computer to another computer. 

The second type of device is surface based data storage devices in which data 

is stored, typically, on the surface of a disk or tape. Examples of surface 

I 5 storage devices are magnetic disks and CD ROMs. Such data storage devices 

require a mechanical drive mechanism to be installed in or coupled to the 

computer to permit the data on the storage device to be read by the computer. 

In addition, such memory devices are limited by the surface area of the storage 

device, and the combination of the storage device and the drive mechanism for 

20 reading data from the storage device is generally bulky and/or delicate due to 

the moving parts that are required within the drive mechanism and/or storage 

device. 

In accordance with the present invention, there is provided a portable data 

25 storage device comprising a coupling device for coupling to a computer serial 
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2 

bus, an interface device coupled to the coupling device, a memory control 

device and a non-volatile solid-state memory device; the memory control device 

being coupled between the interface device and the memory device to control 

the flow of data from the memory device to the coupling device. 

An advantage of the invention is that by providing a portable data storage 

device comprising a coupling device with an interface device, memory control 

device and a non-volatile solid-state memory device, it is possible to provide a 

portable data storage device which may be coupled to a computer having a 

10 serial bus port and which does not include moving parts or require a mechanical 

drive mechanism to read the data from the data storage device. 

15 

Preferably, the non-volatile solid-state memory device may be a read/write 

memory device, such as a flash memory device. 

Preferably, where the memory device is a read/write memory device, the 

memory control device controls the flow of data to and from the memory device. 

Typically, the data storage device further comprises a manually operated switch 

20 movable between a first position in which writing of data to the memory device 

is enabled, and a second position in which writing of data to the memory device 

is prevented. 
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Preferably, the memcry control aevice may include a read only memory which 

stores a program to c)ntrol the operation of the memory control device. 

Preferably, the memory control device is a micro-controller. 

s Typically, the interface device comprises a universal serial bus (USS) driver to 

convert data between a USS format and a PC format, and the coupling device 

comprises a USS coupling deivce. 

Alternatively, the interface device comprises a driver for IEEE 1394 (Firewire) 

10 protocol, and the coupling device comprises a Firewire coupling device. 

15 

20 

An example of a data storage device in accordance with the invention will now 

be described to the accompanying drawings, in which: 

Figure 1 is a schematic block diagram of a portable data storage device; 

Figure 2 is a flow diagram showing the initial setup of the data storage 

device by a software supplier; 

Figure 3 is a flow diagram showing the initial setup of the data storage 

device by an end user; and 

Figure 4 is a flow diagram showing operation of the data storage device. 

Figure 1 shows a data storage device 10 which includes a USS plug 1 which is 

coupled to a USS interface device 2. The USS interface device 2 is coupled to 

a micro-controller 3 which is coupled to a flash memory 4. The micro-controller 
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3 includes a read only memory (ROM) 5 which stores a program to control the 

operation of the micro-controller 3. 

The operations performed by the micro-controller 3 include comparing 

s passwords entered by a user with a corresponding password stored in the flash 

memory 4 to determine whether the user is authorised to access the contents of 

the flash memory 4. The program stored in the ROM 5 also controls the data 

flow to and from the flash memory 4 and can also detect whether the computer 

to which the memory device 1 is coupled has installed software programs which 

10 correspond to passwords stored in the flash memory 4. The micro-controller 3 

can automatically retrieve passwords from the installed software to compare 

with passwords stored in the flash memory to verify that a user of the computer 

is authorised to access and run the software. In addition, the program stored in 

the ROM 5 also permits the setting of a password in the flash memory by a 

15 software supplier to correspond to the password contained in software supplied 

to a user. Typically, the password may correspond to the serial number of the 

software. 

The flash memory 4 is typically divided into a number of different sections or 

20 zones. Typically, the flash memory is divided into two zones and each zone 

has a unique password. If the data storage device 10 is supplied with packaged 

software, the software serial number can be set in one zone to be the password 

to permit a user to access and use the software. The other zone, which can be 

used typically for storing a user's data, may hc!Ve a separate password which is 

25 set by the user. Typically, the pas~.words are 3tored in a secure location of the 
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flash memory in an encrypted form. The encryption, decryption, data flow 

control and USB protocol are all managed by the micro-controller 3. 

The micro-controller 3 also includes a random access memory (RAM) 6 which is 

s a temporary storage area to permit functioning of the micro-controller 3. In 

addition, a manual switch 7 is coupled between the flash memory 4 and the 

micro-controller 3. The manual switch 7 is movable between a first position in 

which a user may write data to the flash memory 4 and a second position in 

which data is prevented from being written to the flash memory 4. 

10 

15 

The device 10 also includes a USB socket 8 that is coupled directly to the USS 

plug 1 and permits other USB devices to be coupled to the USB via the device 

10. For example, if a user wishes to increase memory space, a USB plug 1 of a 

second memory device 10 may be connected to the USS socket 8. 

Figure 2 is a flow diagram showing the set up procedure for the device 1 0 for a 

software supplier when the software supplier intends to supply the device as an 

authentication device for the software. Firstly, the plug 1 of the device 10 is 

plugged into 20 to a USS socket on a computer. After the device 10 has been 

20 plugged into the USB socket on the computer, a communication is established 

21 between the computer and the device 10. The software supplier has pre­

installed installation software on the computer which is run by the operator. 

From the pre-installed software, the operator selects password set up 

installation 22, in response to which the pre-installed software requests the 

25 operator to enter a password or serial number corresponding to the software 
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with which the device 10 is to be supplied. The password or serial number is 

then encrypted 26 and stored 27 in the flash memory 4. 

Figure 3 is a flow diagram showing the initial set-up of a password for zone 2 of 

s the flash memory 4 by an end user. The device 10 is typically supplied with 

driver software that is loaded by the user onto the computer prior to set-up of 

the device. To set-up the password for zone 2 the user plugs in 20 the device 

1 0 into a USB port on the computer and communication 21 is established 

between the computer and the device 10. The user then runs the driver 

1 o software and the driver software enters a password installation set-up mode 23 

for zone 2. The user then enters 28 a password that they wish to use to prevent 

unauthorised access to zone 2 of the flash memory 4. The password entered is 

then encrypted 29 and stored 30 in the flash memory 4. 

15 After an end user has performed the initial password set up procedure 

described above and shown in Figure 3, when a user plugs in 20 the device 1 0 

to a USB port on a computer, the computer will establish a communication 21 

with the device 10 and firstly, checks 33 an installation status flag stored in the 

flash memory 4 (see Figure 4). If the status flag is "Y", the device 1 0 outputs 34 

20 an "OK" flag to the computer. The micro-controller 3 the instructs the computer 

to issue a request 35 to the user to select the zone they wish to enter. If the 

status flag is "N", the device does not output an "OK" flag to the computer, and 

goes straight to step 35. In response to the request 35 for zone selection, the 

user selects 36 either zone 1 or zone 2. 

25 

IPR2022-00412 
Apple EX1043 Page 667



WO0l/61692 PCT /SG00/00029 

7 

If zone 1 is selected, the device -rn assumes that the user wishes to install 

software on the compJter which is stored in the flash memory 4 and requests 

37 the appropriate password for confirmation that the user is authorised to 

install the software. The micro-controller 3 receives the password entered by 

s the user, retrieves the zone 1 password stored in the flash memory 4, decrypts 

the zone 1 password and compares it with the password entered by the user to 

authenticate 38 whether the user is authorised to install the software. If the 

passwords do not match, the device 10 prompts the computer to request 37 the 

user to enter the password again. 

10 

If the password entered by the user matches the password stored in the flash 

memory 4, the micro-controller 3 starts 39 the software installation from the 

flash memory 4 to the computer. In order to install software, the computer 

sends 40 a read/write command in USS format to the micro-controller 3 for 

1 s data, the micro-controller 3 retrieves the requested data from the flash memory 

4 and sends 41 the data to the driver 2. The driver 2 converts 42 the data to PC 

format and outputs the data to the computer through the USS plug 1. The 

micro-controller 3 then checks 43 whether the software installation is complete. 

If the operation is not complete, the operation returns to step 40. If the 

20 installation of the software is complete, the status flag stored in the flash 

memory 4 is changed to "Y" and the device 1 0 may then be removed 45 from 

the USS socket on the computer. 

If a user selects zone 2, the micro-controller 3 sends a command to the 

2s computer to request 46 the user to enter the password for zone 2. When the 
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user enters the password, the computer sends the password to the micro­

controller 3. The micro-controller 3 retrieves the password for zone 2 from the 

flash memory 4, decrypts 47 the password and compares it with the password 

entered by the user. If the password entered by the user is incorrect, the 

s operation returns to step 46 and the computer requests 46 the user for the 

password again. 

If the password entered by the user is correct, the user has access to zone 2 of 

the flash memory 4 to read data from the flash memory 4 and to write data to 

10 the flash memory 4. However, data can only be written to the flash memory 4 if 

the manual switch 7 is in the position to permit data to be written to the flash 

memory 4. In order to read or write data from or to the flash memory 4 a read 

or write command is sent 48 by the computer in USB format to the micro­

controller 3. In response to the read or write command the micro-controller 3 

1 s either retrieves 49 data from the flash memory 4 and sends it to the driver 2 for 

conversion 50 to PC format and then to be output to the computer or receives 

data from the driver to write it to the flash memory 4. 

The micro-controller 3 then determines 51 whether the read or write operation is 

20 complete. If the operation is not complete it returns to step 48. If the operation 

is complete the operation terminates 52. 

The device 10 described above is for coupling to a universal serial bus (USB). 

However, the plug 1, the interface device 2 and socket 8 could be for use with 

2s any appropriate computer serial bu~~-For exar:iple, the device 10 could be 
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modified for use with IEEE 1394 (Fi rewire) protocol by substituting the USB plug 

1, USB interface device 2 and socket 8 with a Firewire protocol compatible plug, 

interface device and socket respectively. 

s An advantage of the device 10 described above is that it provides a portable 

data storage device for a computer which does not require a mechanical 

operated reading/writing device. In addition, the device 10 has no moving parts. 

This enables to data storage device 10 to be more compact than conventional 

portable data storage devices. 
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CLAIMS 

1. A portable data storage device comprising a coupling device for coupling 

to a computer serial bus, an interface device coupled to the coupling device, a 

memory control device and a non-volatile solid-state memory device; the 

s memory control device being coupled between the interface device and the 

memory device to control the flow of data from the memory device to the 

coupling device. 

2. A device according to claim 1, wherein the non-volatile solid-state 

IO memory device is a read/write memory device. 

3. A device according to claim 2, wherein the read/write memory device is a 

flash memory device. 

1s 4. A device according to claim 2 or claim 3, wherein the memory control 

device controls the flow of data to and from the memory device. 

5. A device according to any of claims 2 to 4, further comprising a manually 

operated switch movable between a first position in which writing of data to the 

20 memory device is enabled, and a second position in which writing of data to the 

memory device is prevented. 

6. A device according to any of the preceding claims, wherein the memory 

control device comprises a micro-controller. 

25 
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7. A device acccrding to any of the preceding claims, wherein the coupling 

device comprises a L niversal serial bus coupling device and the interface 

device comprises a USB driver. 

5 8. A device according to any of the preceding claims, wherein the coupling 

device comprises an IEEE 1394 (Fi rewire) protocol coupling device and the 

interface device is a Firewire protocol driver. 
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Kryptographisches Verfahren und kryptographische Vorrichtung 

Kryptographische Verfahren in Gestalt von Verschlusselungs- und Signatur­

verfahren erfreuen sich insbesondere <lurch die steigende Bedeutung des 

5 elektronischen Geschaftsverkehres einer stetig wachsenden Verbreitung. Sie 

werden in der Regel mittels elektronischer Vorrichtungen implementiert, die 

beispielsweise einen programm.ierbaren universellen Microkontroller oder 

auch eine spezialisierte elektronische Schaltung etwa in Gestalt eines ASIC 

beinhalten konnen. Eine besonders interessante Form kryptographischer 

10 Vorrichtungen ist die Chipkarte, da sich in ihr bei zweckdienlicher techni­

scher Ausgestaltung geheime Schliisseldaten gegen unbefugten Zugriff 

schiitzen lassen. Ein standiges Bemuhen gilt dabei sowohl der Verbesserung 

der Ausfiihrungsgeschwindigkeit der kryptographischen Verfahren als auch 

deren Sicherung gegen alle denkbaren Arten von Angriffen. Die Erfindung 

15 eignet sich insbesondere fur den Einsatz im Zusammenhang mit Chipkarten, 

ist aber in keiner Weise darauf beschrankt. Sie ist vielmehr im Zusamm.en­

hang mit alien Arten von kryptographischen Vorrichtungen implementier­

bar. 

20 Bei einer Reihe bekannter kryptographischer Verfahren ist es erforderlich, 

eine modulare Exponentiation gema:Js der Gleichung 

E = xd (mod N) = xd (mod p·q) (1) 

durchzufiihren, wobei p und q Primzahlen sind. Ein besonders bedeutendes 

kryptographisches Verfahren, welches einen modularen Exponentiations-

25 schritt beinhaltet, ist <las beispielsweise aus Alfred J. Menezes, Paul C. van 

Oorschot und Scott A. Vanstone, 
11
Handbook of Applied Cryptography", Bo­

ca Raton: CRC Press, J.997, Seiten 285 bis 291, bekannte RSA-Verfahren. Die 

Verwendung der modularen Exponentiation ist jedoch nicht auf <las RSA­

Verfahren beschrankt, sondern umfa1st beispielsweise auch aus Menezes et 

30 al., a.a.O., Seiten 438 bis 442, bekannte Rabin-Signaturen und das aus Mene-
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zes et al., a.a.a., Seite 408 bis 410, bekannte Fiat-Shamir'sche Identifikations­

schema. 

Die Sicherheit von kryptographischen Verfahren, die die modulare Exponen-

5 tiation einbeziehen, ist regelmrusig abhangig von der Schwierigkeit, die Zahl 

N aus Gleichung (1) in ihre Primfaktoren p und q zerlegen zu konnen. Dieses 

Problem ist nur fur hinreichend gro:fse Werte N von ausreichender Komple­

xitat, so dais einerseits N moglichst grofs gewahlt werden sollte. Der Rechen­

aufwand zur Berechnung von Werten mittels modularer Exponentiation 

10 gema:fs Gleichung (1) steigt andererseits monoton mit der Grofsenordnung 

von N, so dais es unter dem Gesichtspunkt der praktischen Anwendbarkeit 

wtinschenswert ware, trotz grofser Werte von N den Rechenzeitaufwand auf 

akzeptable Werte beschranken zu konnen. 

15 Es ist bekannt, <lurch Anwendung des sog. 11Chinesischen Restwertsatzes 11 

die Rechengeschwindigkeit um einen Faktor 4 erhohen zu konnen, wodurch 

beispielsweise bei gleicher Rechenzeit gro:fsere Werte N zugelassen werden 

konnen. Statt unmittelbar die Gleichung (1) auszuwerten, wird eine Umfor­

mung vorgenornmen gema:fs 

20 E = xd (mod p·q) = aE1 + bE2 (mod N) 

mit 

E1 = xd (mod p) 

E2 = xd (mod q) 

(2) 

(3) 

(4) 

25 Eine Falge der Anwendung des Chinesischen Restwertsatzes besteht darin, 

dais die modulare Exponentiation nicht mehr modulo N, also modulo derje­

nigen Zahl, die ihre eigene Primfaktorzerlegung noch in sich verbirgt, son­

dern nacheinander in einem ersten Teilschritt modulo p und in einem zwei­

ten Teilschritt modulo q erfolgt, d.h. die Kenntnis der geheimzuhaltenden 
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Primfaktorzerlegung n = p·q wird bei dieser Rechenvorschrift vorausgesetzt 

und flihrt zu einer Aufteilung des Gesamtrechenprozesses in einen ersten 

Rechenschritt (3), in den der erste Primfaktor wesentlich eingeht, und einen 

zweiten Rechenschritt (4), in den der zweite Primfaktor wesentlich eingeht. 

5 Der Vorteil hierbei liegt darin, daB der Exponent din Gleichung (1) modulo 

<jl(p·q) definiert sein mu.fs, wohingegen die Exponenten in Gleichung (2) le­

diglich modulo ~(p) bzw. q,( q) definiert sein mlissen, wobei mit q, die Eu-

ler' sche Funktion notiert ist. 

10 Interessanterweise ist nun in der letzten Zeit ein Angriffsschema auf solche 

kryptographischen Verfahren, die die modulare Exponentiation nutzen, be­

kannt geworden, bei dem <lurch einen geeigneten artifiziellen Eingriff in den 

ansonsten storungsfreien Rechenablauf aus dem fehlerhaften Ergebnis einer 

gestorten modularen Exponentiation die Information iiber die Primfaktor-

15 zerlegung von N zuriickgewonnen werden kann, sofern die konkrete Im­

plementation von dem Chinesischen Restwertsatz gemafs den Gleichungen 

(2) bis (4) Gebrauch macht. Dieser als 11Bellcore-Angriff 11 bekannte Versuch ist 

beispielsweise in Dan Boneh, Richard A. DeMillo und Richard J. Lipton: 11On 

the importance of checking Cryptographic Protocols for Faults", Advances in 

20 Cryptology -EUROCRYPT, 97, Lecture Notes in Computer Science 1233, 

Berlin: Springer, 1997 beschrieben. Eine Verschlusselungseinrichtung wird 

<lurch physikalische Eingriffe wie beispielsweise Ubertaktung, zu hohe Be­

triebsspannung oder Bestrahlung manipuliert, so dais mit einer gewissen, 

nicht zu gro:Ben Wahrscheinlichkeit Rechenfehler bei der Ausfiihrung der 

25 modularen Exponentiation nach dem Chinesischen Restwertsatz auftreten. 

Wenn ein Rechenfehler nur bei einem der beiden Terme in Gleichung (2) auf­

tritt, konnen die beiden Primfaktoren p und q aus dem fehlerbehafteten Ex­

ponentiationsergebnis rekonstruiert werden. 
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Die aus dieser Verletzlichkeit der mittels des Chinesischen Restwertsatzes 

implementierten modularen Exponentiation zu ziehende Konsequenz be­

steht darin, das Ergebnis des Rechenvorganges zuerst auf seine Korrektheit 

zu prufen, bevor es weiterverarbeitet, insbesondere aber bevor es in irgend 

5 einer Form, etwa in Gestalt einer Signatur 1 ausgegeben wird. 

Ein triviales Gegenmittel gegen den 11Bellcore-Angriff 11 besteht darin, diese 

Korrektheitsprufung dadurch zu bewerkstelligen, indem der Rechenvorgang 

mindestens einmal wiederholt wird. Bei zufalligen Rechenfehlern kann da-

10 von ausgegangen werden, dais das Ergebnis des ersten Rechenganges von 

demjenigen der Kontrollrechengange abweicht. Der wesentliche Nachteil 

dieses Ansatzes besteht darin., dais sich die Rechenzeit bereits bei einer Kon­

trollrechnung verdoppelt. 

15 Aus der Druckschrift WO-Al-98/52319 ist insbesondere ein Verfahren zum 

Schutz von eine modulare Exponentiation nach dem Chinesischen Restwert­

satz ausfuhrenden Rechenoperationen gegen den rrBellcore-Angriff 11 bekannt. 

20 

25 

Dabei wird eine geheime ganz Zahl j beispielsweise irn Bereich [O, 2k-1] mit 

16 ::;; k ::;; 32 ausgewahlt. Sodann werden folgende Ausdrucke berechnet: 

v1 = x (mod j·q) (5) 

v2 = x (mod j·q) (6) 

d1= d (mod 4>G·p)) (7) 

d2= d (mod <l>G·q)) (8) 

w1 = v1d1 (mod j·p) (9) 

w2 = v2d2 (mod j·q) (10) 

Sodann wird gepriift, ob gilt: 
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(11) 

Kann der Ausdrucke (11) verifiziert werden, so werden bei dem bekannten 

Verfahren folgende Ausdriicke berechnet: 

5 y1 = w 1 (mod p) (12) 

10 

y2 = w2 (mod q) 

woraus dann mittels des Chinesischen Restwertsatzes der Wert fur 

E=xd(modN) 

ermittelt werden kann. 

(13) 

(14) 

Dieses bekannte Verfahren weist gegenuber einfachen Kontrollrechengangen 

den Vorteil au£, dais der zusatzliche Rechenzeitaufwand wesentlich geringer 

ist. 

15 Bei diesem Verfahren mfissen beide Primzahlen p und q mit demselben 

Faktor d multipliziert werden. In der Druckschrift vVO-Al-98/52319 ist ein 

zweites Verfahren beschrieben, welches es erlaubt, die Primzahlen p und q 

mit verschiedenen Faktoren r und s zu multiplizieren. Hierbei sind jedoch 

fur die Kontrollrechnung zwei weitere Exponentiationen moglich. 

20 

25 

Aufgabe der Erfindung ist es, ein kryptographisches Verfahren bzw. eine 

kryptographische Vorrichtung anzugeben, bei dem bzw. bei der unter Bei­

behaltung oder Erhohung der Sicherheit Rechenoperationen oder Rechenzeit 

eingespart werden kann. 

Diese Aufgabe wird erfindungsgemaB gelost <lurch ein kryptographisches 

Verfahren mit den in Anspruch 1 oder 2 angegebenen Merkmalen als auch 

<lurch eine kryptographische Vorrichtung mit den in Anspruch 13 oder 14 

angegebenen Merkmalen. 
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Den abhangigen Anspriichen 3 bis 12 sowie 15 bis 24 sind vorteilhafte Wei­

terbildungen entnehmbar. 

5 Wie weiter unten erwahnt wird, ist es au£ bestimmten Rechenwerken vor­

teilhaft, wenn ein Modulus bei der modularen Exponentiation viele fuhrende 

binare Einsen besitzt, so dais verschiedene Faktoren r und s hier einen gewis­

sen V orteil bedeuten. Ferner gibt es fur die modulare Exponentiation opti­

mierte Rechenwerke, wobei aber allein der Datentransfer von der Zen-

10 traleinheit in das optimierte Rechenwerk filr die Exponentiation einen be­

trachtlichen V erwaltungsaufwand verursacht. Die vorliegende Erfindung 

spart gegeniiber dem oben beschriebenen Verfahren bei verschiedenen Fak­

toren r und s eine Exponentiation ein. 

15 Erfindungsgemais werden zwei ganze Zahlen r und s beispielsweise im Be­

reich [0, 2k-l] mit 16:;:; k ~ 32 ausgewahlt, so dafs d teilerfremd zu qi(kgV(r,s)) 

ist, wobei kgV(r,s) das kleinste gemeinsame Vielfache von r und s angibt, 

und qi() die Euler' sche Funktion darstellt. Sodann werden folgende Ausdrilk­

ke berechnet: 

20 

25 

x1 = x (mod p·r) 

x2 = x (mod q·s) 

d_1 = d (mod (j>(p·r)) 

d_2 = d (mod cp(q·s)) 

z1 = x1 c.l..1 (mod p-r) 

z2 = Xz d_2 (mod q•s) 

(15) 

(16) 

(15) 

(16) 

(15) 

(16) 

Jetzt gilt z1 = x d (mod p·r) und z
2 

= x d (mod q•s). Nach dem Chinesischen 

Restwertsatz Iaist sich aus 2i und z2 Ieicht eine Zahl z berechnen mit 
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z = z1 (mod p•r) ; z = z2 (mod q•s) ; z = x d (mod p·q•kgV(r,s)) (17) 

Die Zahlen r und s mi.issen erfindungsgema.fs so gewahlt werden, dafs d 

teilerfremd ist zu <j>(kgV(r,s)). Unter diesen Umstanden la.Bt sich mit Hilfe 

des erweiterten Euklid' schen Algorithm us leicht eine natlirliche Zahl e fin-

5 denmit 

e•d = 1 (mod (j>(kgV(r,s))) 

Mit Hilfe von Z und e wird die Zahl C wie folgt berechnet: 

C = ze (mod kgV(r,s)) 

Nach dem Satz von Euler gilt: 

(18) 

(19) 

10 C = xd·e = x (mod kgV(r,s)) , (20) 

15 

Durch Vergleich der beiden Werte C und x modulo kgV(r,s) la.Bt sich ein 

Fehler mit hoher Wahrscheinlichkeit feststellen. Wenn C-=,!:: x (mod kgV(r.,s)) 

festgestellt wird, ist das Ergebnis der modularen Exponentiation als fehler­

behaftet anzusehen und zu verwerfen. 

Bei RSA-Verfahren ( ebenso wie beim Rabin' schen Signaturverfahren) ist zur 

Erzeugung einer digitalen Signatur oder zur Entschlusselung eine modulare 

Exponentiation durchzuruhren, wobei der Modulus p·q und Exponent d 

nur vom privaten Schlussel abhangen. Infolgedessen konnen die Zahlen d, 

20 e, r und s einmal beim Einbringen des privaten Schlussel berechnet und zur 

Wiederverwendung abgespeichert werden. 

In einer Variante der Erfindung werden ebenfalls zwei ganze Zahlen r und s 

beispielsweise im Bereich [O., 2k..l] mit 16 s ks 32 ausgewahlt. Auf einem bi-

25 naren Rechenwerk wird empfohlen, dafs die Zahlen r und s beide ungerade 

sind. Atillerdem werden zwei feste, nicht von x abhangige Zahlen b1 und b2 

im Intervall [1, ... ,r-1] bzw. llr .. ,s-1] und teilerfremd zu r bzw. s gewahlt. 

Falls r und s nicht teiler~remd sind, mussen b1 und b2 die zusatzliche Bedin-
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gung b1 = b2 (mod ggT(r,s)) erfiillen, wobei ggT(r,s) den grofsten gemein­

samen Teiler von r und s bezeichnet. 

Nach dem Chinesischen Restsatz wird zunachst eine Zahl x1 berechnet mit 

(21) 

Ebenso wird eine Zahl x2 berechnet rnit 

(22) 

Sodann werden folgende Ausdriicke berechnet: 

d_1 = d (mod ~(p)) (23) 

d_2 = d (mod ~(q)) (24) 

2i = 'S d_l (mod p•r) (25) 

z2 = ,s d_ 2 (mod q·s) (26) 

C
1
= b

1 
d_l (mod•r) (27) 

C = b d_ 2 (mod•s) 2 2 (28) 

Zur Einsparung von Rechenzeit konnen die Exponenten d_1 und d_2 in (27) 

bzw. (28) vor der Durchfiihrung der Exponentiation modulo cp(r) bzw. cp(s) 

reduziert werden. 

20 Aus (23) und (25) folgt 

z1 = xd (mod p) (29) 

Aus (24) und (26) folgt 

z2 = xd (mod q). 

25 Nach dem Chinesischen Restwertsatz !rust sich aus z1 und z2 leicht eine 

Zahl z berechnen mit 

z = z1 (mod p·r) ; z = z2 (mod q·s) ; 

(30) 

(31) 
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Selbst wenn r und s nicht teilerfremd sind, existiert eine solche Zahl z wegen 

z1 = C1= b1 d_l = b2 d_2 = C2 = z2 (mod ggT(r,s)). Da p und q teilerfremd sind, 

folgt aus (29), (30) und (31): 

z = x d (mod p·q). (32) 

S so dais sich die gesuchte Zahl z leicht aus den oben berechneten Werten er­

mitteln la.1st. 

Aus (21), (25) und (27) folgt 

Z1 = cl (mod r) 

10 Aus (22), (26) und (28) folgt 

Z2 = c2 (mod S) . 

(33) 

(34) 

Durch Prufung der Bedingungen (33) und (34) la.1st sich ein Pehler mit hoher 

Wahrscheinlichkeit feststellen. Wenn eine der Bedingungen {33) oder {34) 

15 verletzt wird, ist das Ergebnis der modularen Exponentiation als fehlerbe­

haftet anzusehen und zu verwerfen. 

Im Gegensatz zu dem Verfahren in Patentanspruch 8 der Druckschrift WO­

Al-98/52319 sind die Zahlen b 1 und b2 in der hier vorgestellten Variante des 

20 Verfahrens nicht von der Basis x abhangig. Typischerweise wird bei der 

Anwendung des RSA-Verfahrens oder des Rabin' schen Signaturverfahrens 

ein privater Schlussel einmal in ein kryptographisches Gerat, z. B: in eine 

Chipkarte eingebracht, und anschlieisend mehrmals verwendet. Hierbei ist 

bei der in diesen Verfahren angewendeten modularen Exponentiation der 

25 Exponent d sowie der Modulus p·q jeweils ein fester Bestandteil des priva­

ten Schliissels. Infolgedessen miissen die Werte ~ und C2 riur einmal beim 

Einbringen des Schliissels in das kryptographische Gerat berechnet werden, 

und konnen dann anschliclsend in dem Gerat abgespeichert werden. Das 
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Abspeichern dieser Werte spart ggil. dem in der Druckschrift WO-Al-

98 / 52319 vorgestellten Verfahren zwei modulare Exponentiationen. 

Eine kryptographische Vorrichtung, beispielsweise eine Chipkarte, mit einer 

5 Zusatzhardware fur die Beschleunigung der modularen Arithmetik enthalt 

bei ublichen Ausfuhrungsformen schnelle Addier- und/ oder Multipli­

ziereinheiten, wahrend die bei der modularen Reduktion erforderliche Divi­

sion <lurch eine lange Zahl nach ~blichen Standardverfahren durchgefiihrt 
I 

werden mu.B, wie sie beispielsweise aus Donal'd Knuth: "The Art of Compu-

10 ter Programming", Volume 2: Seminumerical Algorithms, 2. Ed., Addison­

Wesley, 1981, bekannt sind. Ein~s von mehreren bekannten Verfahren zur 

Vereinfachung der Divisionsoperation besteht darin, den Modulus p vor der 

Exponentiation mit einer Zahl r zu multiplizieren, so da8 die Binardarstel­

lung des Produktes p·r moglichst viele Einsen enthalt; siehe beispielsweise 

15 Menezes et al. a.a.O., Seiten 598 bis 599. Die Division <lurch eine Zahl mit 

moglichst vielen filhrenden Einsen ist erheblich einfacher als die Division 

<lurch eine allgemeine Zahl. 

Der Multiplikator r wird erfindungsgemais so gewahlt, dais d teilerfremd zu 

20 <j>(r) ist. Bei der o.g. Variante der Erfindung ist diese Teilerfremdheit nicht 

erforderlich. Fur jeden Modulus p gibt es einen von der jeweiligen techni­

schen Implementierung der Division abhangigen optimalen Multiplikator 

ropt· Falls der gewahlte Wert von r geringfugig kleiner als das Optimum ist, 

enthalt <las Produkt p•r immer noch geniigend viele fuhrende Einsen, um die 

25 Division einfach gestalten zu konnen. Mit hoher Wahrscheinlichkeit ist die 

Zahl d teilerfremd zu mindestens einem der Werte cj>(ropt-i), wobei i = 1, ... , k, 

wobei k eine von der Implementation abhangige kleine Zahl ist. 
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Wenn dies nicht der Fall ist, ersetze man r <lurch i-r, wobei 'i eine von der 

Implementierung abhangige geeignete Zweierpotenz ist. 

Dieselben Substitutionen sind entsprechend auch au£ den zweiten Prim-

5 faktor q anwendbar. Da die Multiplikatoren r (fur p) und s (fur q) unabhan­

gig voneinander gewahlt werden konnen, ist fur den Multiplikator s eben­

falls eine entsprechende Wahl moglich. 
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Patentanspruche 

1. Kryptographisches Verfahren, 

a) mit rnindestens einem eine rnodulare Exponentiation E 

E = xd (mod p·q) 

enthaltenden Rechenschritt mit einem ersten Primfaktor p, einem 

zweiten Primfaktor q, einem Exponenten d und einer Basis x, wobei 

b) zur Durchfuhrung der modularen Exponentiation zwei natiirliche 

Zahlen r und s gewahlt werden mit der Bedingung , da:8 d teiler­

fremd ist zu <J>(kgV(r,s)) und wobei die folgenden Rechenschritte 

durchgefuhrt werden: 

Xi = x (mod p•r) 

x2 = x (mod q•s) 

d_1 = d (mod <j>(p·r)) 

d_2 = d (mod cj>(q•s)) 

z1 = x1 d_l (mod p•r) 

z2 = x2 <l_2 (mod q•s), 

und wobei $(.) die Euler'sche Funktion und kgV(r,s) das kleinste ge­

meinsame Vielfache von r und s darstellt, 

c) anschlie:fsend nach dem Chinesischen Restwertsatz aus z1 und z2 eine 

Zahl z berechnet wird mit z = z1 (mod p·r) ; z = z2 (mod q•s) ; 

d) das Ergebnis E der Exponentiation <lurch Reduktion von z 

modulo p·q berechnet wird 

e) die vorher berechnete Zahl z und damit das Ergebnis E in einem Priif­

schritt auf Rechenfehler gepruft wird, 

25 f) der Prufschritt folgende Rechenoperationen beinhaltet: 
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£1) Berechnen der kleinstmoglichen natiirlichen Zahl e mit der Eigen­

schaft e-d = 1 (mod <j>(kgV(r,s))) mit Hilfe des erweiterten Eu­

klids' schen Algorithmus 

£2) Berechnen des Wertes C = ze (mod kgV(r,s)) 

5 £3) Vergleich der Werte x und C modulo kgV(r,s), wobei das Ergebnis 

der modularen Exponentiation E als fehlerhaft verworfen wird, wenn 

x -:t= C (mod kgV(r,s)). 

2. Kryptographisches Verfahren, 

10 a) mit mindestens einer eine modulare Exponentiation E 

E = xd (mod p·q) 

enthaltenden Rechenschritt mit einem ersten Primfaktor p, einem 

zweiten Primfaktor q, einem Exponenten d und einer Basis x, wobei 

b) zur Durchfiihrung der modularen Exponentiation zwei natiirliche 

15 Zahlen r und s , sowie zwei Zahlen b1 und b2 im Intervall [1, ... ,r-1] 

20 

25 

bzw. [1, ... ,s-1] und teilerfremd zu r bzw. s gewahlt werden, und wo­

bei b1 und b2 die Bedingung b1 = b2 (mod ggT(r,s)) erfiillen,. wobei 

ggT(r,.s) den gro8ten gemeinsamen Teiler von r und s bezeichnet, 

c) mit Hille dir beiden Zahlen b1 und b2 nach dem Chinesischen Rest-

wertsatz Werte Xi und x2 berechnet werden, die die folgenden Bedin-

gungen erfiillen: 

x1 = x (mod p) , x1 = b1 (mod r) 

x2 = x (mod q), x2 = b2 (mods) 

und anschliefsend folgende Rechenschritte durchgefiihrt werden: 

d_l = d (mod <!>(p)) 

d_2 = d (mod (j>(q)) 

z1 = x1 d_l (mod p·r) 

z2 = x2 d- 2 (mod q•s) 
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und cj>(.) die Euler'sche Funktion und kgV(r,s) <las kleinste gemeinsa­

me Vielfache von r und s darstellt, 

d) anschlie:fsend nach dem Chinesischen Restwertsatz aus Zi und z2 eine 

Zahl z berechnet wird mit z = z1 (mod p·r) ; z = z2 (mod q·s) , 

5 e) das Ergebnis Eder Exponentiation <lurch Reduktion von z 

modulo p·q berechnet wird 

f) die vorher berechnete Zahl z (und damit automatisch auch das Ergeb­

nis E ) in einem Prilfschritt auf Rechenfehler gepriift wird, 

g) der Priifschritt folgende Rechenoperationen beinhaltet: 

10 g1) Berechnen der Zahlen 

C1= b1 cl..1 (mod-r) 

C2= b2 d_2 (mod-s) 

wobei d_1 und d_2 vor der Durchfiihrung der modularen Exponentia­

tion modulo cj>(r) bzw. cj>(s) reduziert werden 

15 g2) Vergleich der Werte z1 und Ci modulo r sowie z2 und C2 modulo s., 

wobei das Ergebnis der modularen Exponentiation E als fehlerhaft 

verworfen wird, wenn C1 =1:-z1 mod r oder C2 =1:-z2 mod s gilt. 

3. Kryptographisches Verfahren nach Anspruch 2, dadurch gekennzeichnet, 

20 da:fs die Zahlen r und s ungerade sind. 

25 

4. Kryptographisches Verfahren nach Anspruch 1 bis 3, dadurch gekenn­

zeichnet, da:fs die Zahlen r und s im Bereich [O, 2k..1] mit 16 s ks 32 ausge­

wahlt werden. 

5. Kryptographisches Verf~en nach Anspruch 1 bis 4, dadurch gekenn­

zeichnet, da:fs mindestens eine der Zahlen r und s so gewahlt wird, da:fs die 
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Binardarstellung des Produktes p•r beziehungsweise q·s moglichst viele fiih­

rende Einsen enthalt. 

6. Kryptographisches Verfahren nach einem der Anspriiche 1 bis 5, dadurch 

5 gekennzeichnet, drus beide Zahlen r und s so gewahlt werden, drus die Bi­

nardarstellung des Produktes p·r und des Produktes q·s moglichst viele fiih­

rende Einsen enthalten. 

7. Kryptographisches Verfahren nach einem der Anspriiche 5 oder 6, da-

10 durch gekennzeichnet, dais 

a) in einem ersten Teilschritt zunachst fiir mind es tens eine der Zahl en r und 

seine entsprechende optimale Zahl ropt beziehungsweise sopt ohne Be-

schrankung <lurch die Bedingung, gemaB der d teilerfremd zu <!>(kgV(r,s)) 

ist, ausgewahlt wird, und 

15 b) in einem zweiten Teilschritt jeweils ein benachbarter Wert r = r
0
pci bezie-

hungsweise s = sopt-i, i = 0, 1, ... , k, ausgewahlt wird, so da:fs d teilerfremd 

zu <j>(kgV(r,s)) ist. 

8. Kryptographisches Verfahren nach einem der Anspriiche 5 oder 6, da-

20 durch gekennzeichnet, drus 

a) in einem ersten Teilschritt fiir jede der Zahlen r und s eine entsprechende 

optimale Zahl rapt beziehungsweise sopt ohne Beschrankung <lurch die Be-

dingung, gemrus der d teilerfremd zu <j>(kgV(r,s)) ist, ausgewahltwird, und 

b) in einem zweiten Teilschritt jeweils ein Wert r = 21·ropt beziehungsweise 

25 s = i-s
0

pt' 1 = 0, 1., ... , J, ausgewahlt wird, so drus d teilerfremd zu 

<j>(kgV(r,s)) ist. 
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9. Kryptographisches Verfahren nach einem der Anspriiche 5 oder 6, da­

durch gekennzeichnet, dais 

a) in einem ersten Teilschritt mindestens eine der Zahlen ropt und sopt zu-

nachst ohne Beschrankung <lurch die Bedingung, gemafs der d teilerfremd 

5 zu ~(kgV(r,s)) ist, ausgewahlt wird, 

b) in einem zweiten Teilschritt jeweils ein benachbarter Wert r = ropt-i bezie-

hungsweise s = sopt-i, i = 0, 1, ... , k, ausgewahlt wird, so daB d teilerfremd 

zu ~(kgV(r,s)) ist falls ein solcher Wert fur i = 0, 1, ... , k existiert, und 

c) in einem dritten Teilschritt jeweils ein Wert r = 21•ropt beziehungsweise 

10 s = i-sopt' i = 0, 1, ... , j, ausge1.vahlt wird, so dais d teilerfremd zu 

~(kgV(r,s)) ist, falls im zweiten Teilschritt kein Wert ausgewahlt worden 

ist. 

10. Kryptographisches Verfahren nach einem der vorstehenden Anspriiche, 

15 dadurch gekennzeichnet, dafs es das RSA-Verfahren beinhaltet. 

20 

11. Kryptographisches Verfahren nach einem der vorstehenden Anspriiche, 

dadurch gekennzeichnet, da:B es das Rabin'sche-Signaturen-Verfahren bein­

haltet. 

12. Kryptographisches Verfahren nach einem der vorstehenden Anspriiche, 

dadurch gekennzeichnet, dafs es das Fiat-Shamir'sche 

Identifikationsschema-Verfahren beinhaltet. 

25 13. Kryptographische Vorrichtung, 

a) rnit mindestens einer Exponentiationseinrichtung, die einen eine mo­

dulare Exponentiation E 

E = xd (mod p·q) 
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enthaltenden Rechenschritt mit einem ersten Primfaktor p, einem 

zweiten Primfaktor q, einem Exponenten d und einer Basis x ausfiihrt, 

wobei 

b) zur Durchfuhrung der modularen Exponentiation zwei natfirliche 

5 Zahlen r und s gewahlt werden mit der Bedingung , daE d teiler­

fremd ist zu <j>(kgV(r,s)) und wobei die folgenden Rechenschritte 

durchgefiihrt werden: 

10 

x1 = x (mod p•r) 

x2 = x (mod q•s) 

d_l = d (mod <J>(p•r)) 

d_2 = d (mod <J>(q·s)) 

z
1 
= x1 d_l (mod p•r) 

z2 = x2 c1_2 (mod q•s), 

und q,(.) die Euler'sche Funktion und kgV(r,s) das kleinste gemeinsa-

15 me Vielfache von r und s darstelH, 

c) anschliefsend nach dem Chinesischen Restwertsatz aus z1 und z2 eine 

Zahl z berechnet wird mit z = z1 (mod p•r) ; z = z2 (mod q•s) ; 

d) das Ergebnis E der Exponentiation <lurch Reduktion von z 

modulo p·q berechnet wird 

20 e) die vorher berechnete Zahl z (und darnit automatisch auch das Ergeb-

nis E ) in einem Prfifschritt auf Rechenfehler geprfift wird, 

f) der Priifschritt folgende Rechenoperationen beinhaltet: 

fl) Berechnen der kleinstmoglichen natfirlichen Zahl e mit der Eigen­

schaft e•d = 1 (mod <j>(kgV(r,s))) mit Hilfe des erweiterten Eu-

25 klid' schen Algorithm.us 

£2) Berechnen des Wertes C = ze (mod kgV(r,s)) 
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£3) Vergleich der Werte x und C modulo kgV(r,s), wobei das Ergebnis 

der modularen Exponentiation E als fehlerhaft verworfen wird, wenn 

x :;z: C (mod kgV(r,s)). 

5 14 .. Kryptographische Vorrichtung, 

10 

15 

20 

25 

a) mit mindestens einer Exponentiationseinrichtung,. die einen eine mo­

dulare Exponentiation E 

E = xd (mod p·q) 

enthaltenden Rechenschritt mit einem ersten Primfaktor p, einem 

zweiten Primfaktor q, einem Exponenten d und einer Basis x ausfilhrt, 

wobei 

b) zur Durchfiihrung der modularen Exponentiation zwei natiirliche 

. Zahlen r und s , sowie zwei Zahlen b1 und b2 im Intervall [1, ... ,r-1] 

bzw. [1, ... ,s-lJ und teilerfremd zu r bzw. s gewahlt werden, und wo­

bei b1 und b2 die Bedingung b1 = b2 (mod ggT(r,s)) erfiillen., wobei 

ggT(r,s) den grofsten gemeinsamen Teiler von r und s bezeichnet, 

c) mit Hi1fe dir beiden Zahlen b1 und b2 nach dem Chinesischen Rest-

wertsatz Werte x1 und x2 berechnet werden., die die folgenden Bedin­

gungen erfiillen: 

x1 = x (mod p) , x1 = b 1 (mod r) 

x2 = x (mod q) , x2 = b2 (mod s) 

und anschliefsend folgende Rechenschritte durchgefuhrt werden: 

d_l = d (mod <J>(p)) 

d_2 = d (mod cj>(q)) 

z1 = x1 d_l (mod p·r) 

z2 = x2 d_z (mod q·s) 

und wobei <J>(.) die Euler'sche Funktion und kgV(r.,s) das kleinste ge­

meinsame Vielfache von r und s darstellt, 
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d) anschlie:fsend nach dem Chinesischen Restwertsatz aus z1 und z2 eine 

Zahl z berechnet wird rnit z = z1 (mod p·r) ; z = z2 (mod q·s) ; 

e) das Ergebnis Eder Exponentiation <lurch Reduktion von z 

modulo p·q berechnet wird 

5 f) die vorher berechnete Zahl z (und damit autornatisch auch das Ergeb-

10 

15 

nis E ) in einem Priifschritt au£ Rechenfehler gepriift wird, 

g) der Priifschritt folgende Rechenoperationen beinhaltet: 

g1) Berechnen der Zahlen 

C1= b1 d_l (mod-r) 

C = b d_ 2 (mod•s) 2 2 , 

wobei d_1 und d_2 vor der Durchfuhrung der modularen Exponentia­

tion modulo <j>(r) bzw. ~(s) reduziert werden, 

g2) Vergleich der Werte z1 und C1 modulo r sowie z2 und C2 modulo s, 

wobei das Ergebnis der modularen Exponentiation E als fehlerhaft 

verworfen wird, wenn C1 :;t: z1 mod r oder C2 :;t: z2 mod s gilt. 

15. Kryptographische Vorrichtung nach Anspruch 14, dadurch gekenn­

zeichnet, da:fs die Zahlen r und s ungerade sind. 

20 16. Kryptographische Vorrichtung nach Anspruch 13 bis 15, dadurch ge­

kennzeichnet, da:B die Zahlen r und s im Bereich [0, 2k..l] mit 16 :s; k :s; 32 

ausgewahlt werden. 

17. Kryptographische Vorrichtung nach Anspruch 13 bis 16, dadurch ge-

25 kennzeichnet, da:fs mindestens eine der Zahlen r und s so gewahlt wird, da:fs 

die Binardarstellung des Produktes p·r beziehungsweise q·s moglichst viele 

filhrende Einsen enthalt. 

IPR2022-00412 
Apple EX1043 Page 697



WO 01/88693 PCT/EP0l/05532 

5 

-20-

18. Kryptographische Vorrichtung nach einem der Anspriiche 13 bis 17, da­

durch gekennzeichnet, dais beide Zahlen r und s so gewahlt werden, dais die 

Binardarstellung des Produktes p•r und des Produktes q·s moglichst viele 

fuhrende Einsen enthalten. 

19. Kryptographische Vorrichtung nach einem der Anspriiche 17 oder 18, 

dadurch gekennzeichnet, da.8 

a) in einem ersten Teilschritt zunachst fur mindestens eine der Zahlen r und 

s eine entsprechende optimale Zahl ropt beziehungsweise sopt ohne Be-

10 schrankung <lurch die Bedingung, gemafs der d teilerfrernd zu q,(kgV(r,s)) 

ist, ausgewahlt wird, und 

15 

b) in einem zweiten Teilschritt jeweils ein benachbarter Wert r = r
0
pci bezie-

hungsweise s = sopt-i, i = 0, 1, ... , k, ausgewahlt wird, so da.8 d teilerfremd 

zu <j>(kgV(r,s)) ist. 

20. Kryptographische Vorrichtung nach einem der Ansprtiche 17 oder 18, 

dadurch gekennzeichnet, da.8 

a) in einem ersten Teilschritt fur jede der Zahlen r und s eine entsprechende 

optimale Zahl ropt beziehungsweise sopt ohne Beschrankung <lurch die Be-

20 dingung, gemafs der d teilerfremd zu tf>(kgV(r,s)) ist, ausgewahlt wird,_ und 

b) in einem zweiten Teilschritt jeweils ein Wert r = i-ropt beziehungsweise 

s = i-sopt' 1 = 0, 1, ... , j, ausgewahlt wird, so da.8 d teilerfremd zu 

<j>(kgV(r,s)) ist. 

25 21. Kryptographische Vorrichtung nach einem der Anspriiche 17 oder 18, 

dadurch gekennzeichnet, da.8 
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a) in einem ersten Teilschritt mindestens eine der Zahlen ropt und sopt zu­

nachst ohne Beschrankung <lurch die Bedingung, gema:fs der d teilerfremd 

zu <!>(kgV(r,s)) ist, ausgewahlt wird, 

b) in einem zweiten Teilschritt jeweils ein benachbarter Wert r = ropt-i bezie-

5 hungsweise s = s
0
pci, i = 0, 1, ... , k, ausgewahlt wird, so drus d teilerfremd 

zu q,(kgV(r,s)) ist, falls ein solcher Wert fur i = 0, 1,. .. , k existiert, und 

c) in einem dritten Teilschrittjeweils ein Wert r = z1.ropt beziehungsweise 

s = i•sopt' i = 0, 1, ... , j, ausgewahlt wird, so drus d teilerfremd zu 

<j>(kgV(r,s)) ist, falls im zweiten Teilschritt kein Wert ausgewahlt warden 

10 ist. 

22. Kryptographische Vorrichtung nach einem der vorstehenden Anspriiche, 

dadurch gekennzeichnet, drus es das RSA-Verfahren beinhaltet. 

15 23. Kryptographische Vorrichtung nach einem der vorstehenden Ansprilche, 

dadurch gekennzeichnet, dafs es das Rabin'sche-Signaturen-Verfahren bein­

haltet. 

24. Kryptographische Vorrichtung nach einem der vorstehenden Ansprilche, 

20 dadurch gekennzeichnet, dafs es das Fiat-Shamir'sche 

Identifikationsschema-Verfahren beinhaltet. 
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USB-CO:MPLIANT PERSONAL KEY USING A 

SMARTCA.RD PROCESSOR AND A SMARTCARD READER EMULATOR 

-----CROSS-REFERENCE TO RELATED APPLICATIONS 

_ This application is a continuation-in-part of U.S. Patent Application No. 

09/449,159~ filed November 24, 1999, by Shawn D. Abbott, Bahram Afghani, Mehdi 

Sotoodeh, Norman L. Denton ill, and Calvin W. Long, and entitled "USB-Compliant 

5 Personal Key with Integral Input and Output Devices," which is a continuation-in-part 

of U.S. Patent Application No. 09/281,017, filed March 30, 1999 by Shawn D. 

Abbott, B~am Afghani, Allan D. Andersqn, Patrick N. Godding, Maarten G. Ptmt, 

and Mehdi Sotoodeh, and entitled "USB-Compliant Personal Key," which claims 

benefit of U.S. Provisional Patent Application No. 60/116,006, filed January 15, 1999 

10 by Shawn D. Abbott, Barham Afghani, Allan D. Anderson, Patrick N. Godding, 

Maarten G. Punt, and Mehdi Sotoodeh, and entitled "USE-Compliant Personal Key/' 

all of which applications are hereby incorporated by reference herein. 

15 

20 

BACKGROUND OF THE INVENTION 

Field of the Invention 

The present invention relates to computer peripherals, and in particular to an 

inexpensive USB-compliant personal key that is compatible with existing smartcard 

processors, drivers, and instruction sets. 

2. Description of the Related Art 

In the last decade, the use of personal computers in both ·the home and in the 

office have become widespread. These computers :rrovide a high level of 

fonctionality to many people at a moderate price,_ substantially surpassing the 

performance of the large mainframe computers of only a few decades ago. The trend 

25 is farther evidenced by the increasing popularity of laptop and notebook computers, 

which provide high-performance computing power on a mobile basis. 
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The widespread availability of personal computers has had a profound impact 

on interpersonal communications as well. Only a decade ago, telephones or fax 

machines offered virtually the only media for rapid business .communications. Today, 

a growing number of businesses and individuals communicate via electronic mail ( e-

5 mail). Personal computers have also been instrumental in the emergence of the 

Internet and its growing use as a medium of commerce. 

While certainly beneficial, the growing use of computers in personal 

communications, commerce, and business has also· given iise to a number of unique· 

challenges. These challenges include the prevention of unauthorized use of software, 

1 0 ensuring the security of e-mail and other electronic communications, as well as 

Internet commerce. 

Smartcards represent a longstanding attempt to deal with at least some of the 

foregoing challenges. Substantial resources have been made in the design and 

development of smartcards, smartcard readers, and the associated reader/smartcard 

15 drivers which allow computer applications to interface with the smartcard to perform 

security and data storage functions. Even so, smartcards have not enjoyed widespread 

popularity. Smartcard readers are relatively expensive, and not widely available. 

Further, the lack of uniform smartcard/smartcard reader physical interface standards 

have resulted in smartcard/smartcard reader physical interface compatibility problems, 

20 . . many of which remain unresolved. 

USB-compliant personal keys, such as that which is disclosed in co-pending 

and commonly assigned U.S. Patent Application Nos. 09/449,159 and 09/281,017, 

described above, offer the benefit of smartcard functionality in a universally accepted 

USB form factor. The Universal Serial Bus (USB) is a connectivity st211dard 

25 developed by computer ap.d telecommunication industry members for interfacing 

computers and peripherals. USB-compliant devices allow the user to install and hot­

swap devices without long installation procedures and reboots, and features a 127 

device bus capacity, dual-speed data tr211sfer, and can provide limited power to 

devices attached on the bus. Because the USB connectivity standard is rapidly 
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becoming available on most personal computers, it offers a standard, widely available 

physical interface, the unavailability of which has prevented smartcards from 

achieving widespread acceptance. 

While smartcards have not enjoyed widespread popularity in the United States, 

5 they are widely accepted in Europe. Hence, many software applications and drivers 

have been developed for existing smartcard-based devices and their readers. 

Unfortunately, smartcard interface protocols such as those described in ISO 7816 are 

incompatible with the USB protocols used in the above-described devices. This 

incompatibility has led to two unfortunate consequences. First, to comply with USE 

1 O interface protocol requirements, current USE-compliant personal keys utilize special 

purpose processors, instead of the low cost, limited capability processors currently 

available for smartcards. This increases the cost of the USE-compliant personal key, 

making widespread acceptance more difficult. Also, because each USE-compatible 

personal key may use a different processor (and different instruction sets), users may 

15 require different device drivers for different personal keys. This too represents 

another barrier to widespread acceptance of the personal key. 

From the foregoing, it is apparent that there is a need for a USE-compliant 

personal key that is usable with legacy personal identification devices, such as 

processors having smartcard processors.and/or those complying with the ISO 7816. 

20 There is also a need for a USE-compliant personal key that makes maximum use of 

existing smartcard protocols, software and devices wherever possible, and which 

retain at least a limited compatibility with-existing devices designed to interface with 

smartcards. The present i~vention satisfies that need. 

25 Sillv:IMARY OF THE INVENTION 

The present invention satisfies all of these needs with a personal key in a form 

factor that is compliant with a commonly available I/0 interface such as the Universal 

Serial Bus (USB) and at the same time, usable with existing smartcard software 
.. 

applications. The personal key comprises a USE-compliant interface releaseably 
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coupleable to a host processing device operating under command of an operating 

system; a smartcard processor having a smartcard processor-compliant interface for 

communicating according- to a smartcard input and output protocol; and an interface 

processor, communicatively coupled to the USE-compliant interface and to the 

5 smartcard processor-compliant interface, the interface processor implementing a 

translation module for interpreting USE-compliant messages into smartcard 

processor-compliant messages and for interpreting smartcard processor-compliant 

messages into USE-compliant messages. 

In one embodiment, the method comprises the steps of accepting a message 

1 O comprising a smartcard reader command selected from a smartcard reader command 

set from a host computer operating system in a virtual smartcard reader; packaging the 

message for transmission via a USE-compliant interface according to a first message 

transfer protocol; transmitting the packaged message to a personal key 

communicatively coupled to the USE-compliant interface; receiving the packaged 

15 . message in the personal key; unpackaging the message in the personal key to recover 

the smartcard reader command; translating the smartcard reader command into a 

smartcard command within the personal key; and providing the smartcard command 

to the smartcard processor. 

The present invention is well suited for controlling access to network services, 

20 or anywhere a password, cookie, digital certificate, or smartcard might othenv:ise be 

used, including: 

25 

• Remote access servers, including Internet protocol security (IPSec ), point 

to point tunneling protocol (PPTP), password authentication protocol 

(PAP),. challenge handshake authentication protocol ( CHAP), remote 

access dial-ip. user service (RADIUS), terminal access controller access 

. control system (TACACS); 

• Providing Extranet and subscription-based web access control, including 

hypertext transport protocol (HTTP), secure sockets layer (SSL); 
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• Supporting secure online banking, benefits administration, account 

management; 

• . Supporting secure workflow and supply chain integration (form signing); 

• Preventing laptop computer theft (requiring personal key for laptop 

5 operation); 

• Workstation logon authorization; 

• Preventing the modification or copying of software; 

~ _;£~!1~.wting files; 

• Supporting secure e-mail, for example, with secure multipurpose Internet 

10 inairextensions (S/MIME), and open pretty good privacy (OpenPGP) 

15 • 

20 

• Administering network equipment administration; and 

• Electronic wallets, with, for example, secure electronic transaction (SET, 

MilliCent, eWallet) 

BRJEF DESCRIPTION OF THE DRAWINGS 

Referring now to the drawings in which like reference numbers represent 

correspoilding part;s ·throughout: 

FIG. 1 is a diagram showing an exemplary hardware enviromnent for 

--practic-:i:ng,,the•pres<mtinvention; 

FIO: _2 is _q,1?lock diagram of a personal key communicatively coupled to a host 

computer; 

FIG. 3 is a blockdiagram of a personal key with a smartcard processor 

communicatively coupled to a host computer; and 

FIGs. 4A-4D are flow charts presenting exemplary method steps that can be 

25 used to practice the present invention. 

DETAILED DESCRIPTION OF PREFERRED EMBODTh1ENTS 

In the following description, reference is made to the accompanying drawings 

which form a part hereof, and which is shown, by way of illustration, several 
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.embodiments of the present invention. It is understood that other embodiments may 

be utilized and structural changes may be made without departing from the scope of 

the present invention. 

FIG. 1 illustrates an exemplary computer system .l 00 that could be used to 

5 ·implement the present invention. The host computer 102 comprises a processor 104 

and a memory, such as random a<::~ess memory (RAM) 106~ The host computer 102 

is operatively.coupled to a display 122, which presents images such as _windows to the 

user on a graphical..11se1;1i.DJ.~:r~~_ee 118B. The host computer 102 may be coupled to 

other devices, such as a keyb9ard 114, a mouse device 116, a printer 128, .etc. Of 

10 course, those skilled in the at~fyvill recognize that any combination of the above 

components, or any number of different components, peripherals, and other devices, 

may be used with the host computer 102. 

Generally, the host computer 102 operates under control of an operating 

system 108 stored in the memory i 06, and interfaces with the user to accept inputs 

15 and commands and to present results th;rough a graphical user interface ( GUI) module 

118A. Although the GUI module 118A is depicted as _a separate module, the 

instructions performing the GUIJunctions can be resident or distributed in the 

operating system 108, the computer program 110, or implemented with special 

purpose -memory~a-udirp1:o~essors, ; The host computer 102 also implements a compiler 

20 112 which allows an a~plication p:rogram 110 written in a programming language 

such as COBOL, C++, FORTRAN, or other language to be translated into processor 

l 04 readable code. After completion, the application I 1_0 accesses and manipulates 

data stored in the memory 106 of the host computer 102 using the relationships and 

logic that are generated using the compiler 112. The host computer 102 also 

25 comprises an input/output (l/0) port for a personal token 200 (hereinafter alternatively 

referred to also as a personal key 200). fu one embodiment, the l/0 port is a USB­

compliant interface comprising a host computer USE-compliant interface 130A and a 

personal token USE-compliant interface 130B (hereinafter referred to collectively as 

the USB-compliant interface 130. 
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In one embodiment, instructions implementing the operating system 108, the 

computer program 110, and the compiler 112 are tangibly embodied in a computer­

readable medium, e.g., data storage device, 120, which could include one or more. 

fixed or removable data storage devices, such as a zip drive, floppy disc drive 124, 

5 hard drive, CD-ROM drive, tape drive, etc. Further, the operating system 108 and the 

computer program 110 are comprised of instructions which, when read and executed 

by the computer 102, causes the cmnputer. 10;2 Jo perform the steps necessary to 

implement and/or use the pr~sent5nv~JJ1.iqJ!. • Computer program 110 and/or operating 
•, • 'o [-.,,:_.f. t,.-•,.._:....,.,, • 

instructions may also be tangibly embopjed)n memory 106 and/or data 

1 o communications devices, thereby malrj:ng ·.a eomputer program product or article of 

manufacture according to the invention. As such, the terms "article of manufacture" 

and "computer program product" as used herein are intended to encompass a computer 

program accessible from any computer readable device or media. 

The host computer 102 may be communicatively coupled to a remote 

15 computer or server 134 via communication medium 132 such as a dial-up network, a 

wide area network (WAN),. local area.network· (LAN), virtual private network (VPN) 

or the futemet. Program instructions for computer operation, including additional or 

alternative application progran1s can be. loaded from the remote computer/server 134. 

In one embodiment, the comi:nrt~~~;t..Qi:~plements.an Internet browser, allowing the 

20 user to access the world wide web (WWW)-ap-4 other internet ;res·ources. 
I • _,-_!. ~ • C 

Those skilled in the art will recognize thaJ many modifications may be made to 

this configuration without departing :from the scope of the present invention. For 

. example, those skilled in the art will recognize that any combination of the above 

components, or any number of different components, peripherals, and other devices, 

25 may be used with the present invention. 

FIG. 2 is a block diagram illustrating the components of one embodiment of a 

personal key 200. The personal key 200 communicates with and obtains power from 

the host computer 102 through a USB-compliant communication path in the USB­

compliant interface 130 which includes the input/output port 130A of the host 
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computer 102 and a matching input/output (I/O) port 130B on the personal key 200. 

The processor 212 is communicatively coupled to a memory 214, which stores data 

and instructions to implement the above-described features of the invention-. In one 

embodiment, the memory 214 is a non-volatile random-access memory that can retain 

5 factory-supplied data as well as customer-~upplied application related data. The 

processor 212 may also include some internal memory for performing some of these 

functions. 

The processor 212 is optiO?,?,llY,.C,R.WJJ:1}:¥1icatively coupled to an input.device 

218 via an input device communication p.ath.224 and to an output device 222 via an 

10 output device c·ommunication path 224,,both:·ofwhich are distinct from the USB-' 

compliant interface 130. These separate communication paths 220 and 224 allow the 

user to view information about processor 212 operations and provide input related to 

processor 212 operations without allowing a process or other entity with visibility to 

the USB-corri.pliant interface 130 to eavesdrop or intercede. This permits secure 

15 communications between the key processor 212 and the user. In one embodiment of 

the invention set forth more fully below, the user .communicates directly with the 

processor 212 by physical manipulation of mechanical switches or devices actuatable 

from the external side of the key (for example~ by pressure-sensitive devices such as 

buttons and mechanical-switches:}"~.,lfl~o,ther,;embodiment of the invention set forth 

20 more fully below, the input device incl~cies __ a wheel with tactile detents indicating the 

selection of characters. 

The input device and output devices 218,222 may cooperatively interact with 

one another to enhance the functionality of the personal key 200. For example, the 

output device 222 may provide information prompting the user to enter information 

25 into the input device 218. For example, the output device 222 may comprise a visual 

display such as an alphanumeric LED or LCD display (which can display Arabic 

numbers and or letters) and/or an aural device. The user may be prompted to enter 

information by a beeping of the aural device, by a flashing pattern of the LED, or by 

both. The output device 222 may also optionally be used to confirm entry of 
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5 

information by the input device 218. For example, an aural output device may beep 

when the user enters information into the input device 218 or when the user input is 

invalid. The input device 218 may take one of many forms, including different 

combinations of input devices. 

Although the input device communic_ation path 220 and the output device 

communication path 224 are illustrated in FIG. 2 as separate paths; the present 

invention can be implemented by combining the paths 220 and 224 while still 

retaining a communication path distinct from.the.USJ,3.~CQ.I:Q.llti.::i.nt interface 130. For 
- ~· •~-i"- •t-,,-,, ... 

example, the input device 218 arid output device 22_2 may be_ packaged in a single 

1 O device and communications with the processor 212 rrililtipiexed over a single 

·communication path. 

FIG. 3 is a block diagram of the personal key 200 and host computer 102 as 

applied to the present invention. Unlike the personal key 200 illustrated in FIG. 2, the 

personal key 300 illustrated in FIG. 3 comprises a smartcard processor 320. The 

15 smartcard processor 300 is a processor which complies with well-known smartcard 

I/0 protocols and smartcard command sets and functions, such as those described by 

the International Standards Organization (ISO) standard 7816:Part III (defining 

electronic properties and transmission charac.teristics), which is hereby incorporated 

by reference herein. 

20 Physically, the smartcard compliant VO interfiice_32:4, iµcludc:s a serial VO line, 

a reset (RST) line, a clock (CLK) line, a programming voltage (VPP), a power supply 

voltage (VCC) and a ground. This I/0 interface 324 is further described in the 

publication "Introduction to Smartcards" by Dr. David B. Everett, which was 

published in 1999 by the Smart Card News Ltd., and is incorporated by reference 

25 herein. 

As was the case with the personal key 200 and host computer 102 illustrated in 

FIG. 1, the present invention allows the use of a personal key 300 communicating 

with the host computer 102 via a USE-compliant interface 130. However, the . 

substitution of the smartcard processor 320 for the ordinary processor 212 depicted in 
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FIG. 2 has several advantages. First, smartcard processors 212 are relatively 

inexpensive and readily available. Second, a large number of application programs 

110 have been developed for the use of smartcards, including the personal • 

computer/smartcard (PC/SC) interface developed by the MICROSOFT . 

5 CORPORATION. By providing a smartcard processor (which complies with the 

smartcard I/0 protocols and supports smartcard command sets), this snflware can be 

used with a personal key 300 iri a USB-compliant form factor .. 

The use of the smartcard processor 320 in the personal key ~0Q.isaeIJ,a!;~J~.QJ>y.use of an 
' - ' - '";'. • '--1 '"-;"-· • • 

interface processor 314 communicatively coupled to the smartcard proct:;ssot:.320 via a 

10 smartcard-compatible (S/C 7816) interface 324. The interfaceprotes:sor3i14 

comprises a smartcard reader emulator module (SREM) 316 and a translation module 

318. The SREM 316 implements functions that emulate those of a smartcard reader, 

thus projecting the image of a smartcard reader to the s:rnartcard processor 320. The 

SREM 316 provides all instructions and commands to the smartcard processor 320 

15 and receives messages and responses from the smartcard processor 320 according to 

the SIC protocol. 

The host computer 102 comprises a virtual smartcard reader module (VSR.v1) 

302. The VSRM comprises a communication module 312, an answer-to;..reset module 

308, and a smartcard insertion/removal-reporting module306_.,:,'J1a&re.0,o.rnmmri.cati0n 

20 module 312 packages messages intended for the personal key 300 f<;>r,trap.stp.:iss:i0n via 

the USB-compliant interface. In one embodiment, mess_ages and commands that are 

sent to the personal key 300 packaged as: 

USB command = USB header + USB cdata (wherein USB cdata is the smartcard 

25 compliant command) 
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5 

and messages and responses from the personal key 300 are packaged as: 

USB response =USB header+ USB rdata (wherein USB rdata is the smartcard 

compliant response) 

These packaged messages are unpacked by the translation module 318 in the· 

personal key 300. Similarly, messages transmitted by the smartcard processor.32O to, 

the host computer 102 are packaged by the translation module 318 and unp,ack,ageqJ:w"" 
, • . :r"l ''""':".\ 

the communication module 312 before being provided to the operating systemJO8; 

IO the application program interface 260, and the application 110 using the personai:key:: 

300 to perform operations. 

Just as the SREM 316 emulates the presence of a smartcard reader for the. 

smartcard processor 320, the VSRM 302 emulates the presence of a smartcard reader 

to the OS 108 in the host computer 102. These functions are accomplished in the 

15 bootup module 311, the insert/remove module 306, the answer-to-reset module 308, 

and the PTS module 310. 

As a part of a normal bootup sequence, the host computer's 102 operating..• 

system performs a startup sequence to determine which hardware elements are 

available for use. fu prior art smartcard systems, the smartcard r-eader remain~. 

20 coupled to the host computer 102, whether a smartcard _is inserted into the reader or .... 

not. Hence, the smartcard reader can respond to startup sequence queries, and the 

smartcard reader is recognized by the operating system 108 for further operations. 

However, in the present invention, there is no smartcard reader to answer .to th.e 

bootup query, and the operating system would ordinarily be unable to operate with a 

25 smartcard thereafter. To solve this problem, the present invention comprises a bootup 

module 311, which responds to messages from the operating system 108 in the same 

way as a smartcard reader would if it were coupled to the host computer 102. 

Similarly, the insert/remove module 306 provides an indication to the 

operating system 108 that the personal key 300 has been inserted or removed from the 
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USB-compliant interface 130. This is accomplished by querying the host computer 

USB-cornpliant interface port 130A. 

When a software application calls 110, via API 260 and the operating system 

108 invokes a command that calls for a smartcard related function, the smartcard 

5 reader passes a reset command to the smartcard. The smartcard returns an answer-to­

reset message which indicates, among other things, the protocol and I/0 interface 

supported by the attached smartcard. 

The reset signal is used to start up the program contained.in a memory 322 

communicatively coupled to or resident within the-smartcard processor 320. The ISO 

10 standard defines three reset modes, internal reset, active low reset, and synchronous 

high active reset. Most smartcard processors 320 operate using the active low reset 

mode. In this mode, the smartcard processor 320 transfers control to the entry address 

for the program when the reset signal returns to the high voltage level. The 

synchronous mode of operation is more commonly met with-smartcards used for 

15 telephonic applications. 

The sequence of operations for activating the smartcard processor 320 is 

defined in order to minimize the possibility of damaging the smartcard processor 320. 

Of particular importance is avoiding corruption of the non-volatile memory 322 of the 

smartcard. Most srnartcard processors 320 operate using an active low reset mode in 

20 which the smartcard processor 320 transfers control to the entry address for the 

program when the reset signal returns to the high voltage level. The sequence 

performed by the smartcard processor includes the steps of setting the RST line low, 

applying VCC to the proper supply voltage, setting the I/O in the receive mode, 

setting VPP in the idle mode, applying the clock, and taking the RST line high ( active 

25 low reset). 

In prior ~ smartcard systems, after the reset signal is applied by the smartcard 

reader, the smartcard processor 320 responds with an answer-to-reset message. For 

the active low reset mode, the smartcard processor 320 should respond between 400 

and 40,000 clock cycles after the rising edge of the reset signal. The answer-to-reset 
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signal is at most 33 characters, and includes 5 fields including an initial character 

(TS), a format character (TO), interface characters (TAi, TEi, TCi, and TDi), 

historical characters (Tl, T2, ... , TK.); and a check character (TCK). Among other 

things, the answer-to-reset signal provides an indication of the smartcard protocol(s) 

5 which are supported smartcard processor. Typical smartcard protocols include the 

T=0 protocol (asynchronous half duplex byte transmission) and T=l (asynchronous 

half duplex block transmission). 

fu the embodiment of the present invention shown in FIG. 3, the reset signal is 

provided by the VSRM 302, packaged by the communication module 312, and sent 

10 via the USE-compliant interface 130B to the personal "J.<ey 300. The message is 

unwrapped by the translation module 318. Then, the smartcard reader emulation 

module activates the RST signal path in the smartcard interface 324, thus providing 

the RST command to the smartcard processor 320. The smartcard processor 320 

responds with an answer-to-reset message, sends the message via the serial J/O line of 

15 the smartcard interface 324 to the interface processor 314. The message is then 

packaged by the translation module 318 and transmitted to the host computer 102 via 

the USE-compliant interface 326. The message is then unpackaged by the 

communication module 312 and provided to the operating system 108 and ultimately, 

the application 110 that requested the use of the smartcard. 

• 20 - fu another embodiment of the present invention, the personal key 300 does not 

comprise a smartcard processor 320, but rather a special purpose processor which 

does not respond to messages and commands in the smartcard I/0 protocol (such as 

that which is illustrated in FIG. 1). The present invention can still be used with 

existing smartcard applications 110, however, because the VSRM 302 and the 

25 interface processor 314 can be used to simulate the presence of a smartcard processor 

320. When the srnartcard software application 110 desires use of the personal key 

300, the VSRM accepts the reset command from the PC/SC modules in the operating 

system 108, translates the reset message into a functionally equivalent message for the 

special purpose processor in the personal key 300, and transmits the message to the 
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personal key 300. After the personal key 300 is activated, it sends a message 

indicating as such to the host computer 102. The VSRM 302, and translates this 

, message to a response that is compatible with the smartcard application 110, namely, 

an ATR message. Alternatively, the smartcard command to special purpose processor 

5 command translation can occur in the emulation processor 314 in the personal key 

300; 

Returning to the embodiment disclosed in FIG. 3, after the smartcard processor 

~11,a~ris.~11ed the, ATR message, a protocol .type selection (PTS) message may be sent to 

the smartcard processor 320. The PTS-message from,the OS 108 is received by the 

1 O • P'f S 'Iriodule 310 in the VSRM 302, packaged for transmission via the USE-compliant 

interface 130 to the personal key 300, where it is unpackaged and provided to the 

smartcard processor 320. The smartcard provides a response consistent with the ISO 

standards to the emulation module 316. The response is packaged, and transmitted 

over the USE-compliant interface 130 to the host computer 102, where it is 

15 unpackaged by the communication module 312 and provided to the operating system. 

FIGs. 4A-4D are flow charts presenting exemplary method steps used to 

practice one embodiment of the present invention. When the host computer 102 is 

• booted up, the virtual smartcard reader 302 accepts 402 a bootup query from the host 

:,ooTI:lputei:~,s'operating system 108. Although a smartcard reader is not 

20 communicatively coupled to the host computer 130 the virtual smartcard reader 302 

emulate.s the existence of a smartcard reader and provides an indication that a 

smartcard reader is available to the OS 108. Consequently, when the bootup 

procedures are completed, a smartcard reader will be registered as an available device 

to smartcard applications 110. 

25 When the host computer is booted.up, a personal key 300 may or may not be 

communicatively coupled to the USE-compliant interface 130. 'When a personal key 

300 is not attached, the VSRM 302 provides 404 the same indication to the operating 

system 108 as would be supplied by a smartcard reader without an inserted smartcard. 

This is accomplished by receiving 406 an indication that the personal key has been 
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communicatively coupled to the USB-compliant interface; and providing an indication 

to the host computer operating system. Since the VSRM is emulating the functions of 

a srnarlcard, the indication is provided 408 to the host computer operating system ( or 

equivalently, the personal computer/smartcard (PC/SC) interface modules therein) is 

5 that of an insert event. 

If desired and the-smartcard processor 320 supports multiple protocols, a 

protocol type selection (PTS) bo:rnmand may be issued by the operating system 108. 

The VSRM 302,.receives\4:.J;i~th~:P:YS.command, packages the comm.and for 

transmission to the personal key 300 via the USE-compliant interface 130. The 

10 wrapped PTS commanclisthe:i:i"transmitted over the USB-compliant interface 130 and 

received by the personal key 300. The PTS command is unwrapped by the translate 

module 318 in the interface processor 314 and provided to the smartcard processor 

320 via the smartcard-compliant interface 324. The smartcard processor computes the 

appropriate response, sends the response to the interface processor 314, where the 

15 response is packaged by the translate module 318 for transmission to the host 

computer 102 via the USB.-compliant interface 130. The communication module 312 

unpackages the response; 0and the PTS module 310 formats the response, if necessary, 

to be consistent with a PTS response received from a smartcard reader. The formatted 

response is then prov:icl6d,4ib2::.tchthe.OS 108. 

20 FIG. 4B is a flow,charLdescribing exemplary method steps used to provide 

commands and/or·data :qom the OS 108 to the smartcard processor 320 and from the 

smartcard processor 320 to the OS 108. A message, which may comprise a smartcard 

reader command belonging to a smartcard reader command set is accepted 414 from a 

host computer operating system 108 in the virtual smartcard reader module (VSRM) 

25 302. The message is packaged 416 for transmission via the USB-compliant interface 

130 according to a first message transfer protocol. 

The packaged message is then transmitted 418 to the communicatively 

coupled personal key 300 via the USE-compliant interface 130. The packaged 

message is received 420 and unpackaged 422 in the personal key 300. If the 
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smartcard reader command requires additional processing before being forwarded to 

the smartcard processor 320, the smartcard reader command is translated 424 into a 

smartcard command within- the personal key 300 before being provided 426 to the · 

smartcard processor 320. 

The smartcard processor 320 .then performs the indicated operation, and a 

response is accepted 428 from the smar:tcard processor 320. If the smartcard response 

requires further processing by a smartcard.reader, the smartcard response is translated 

430 into a smartcard reader response,)1:~~,sp::i~card reader response is thenpackaged 

432 and transmitted 434 to the host computer 102 via theUSB.-compliant interface 

1 0 130. The host computer 102 receives 436~ an:a unpackages 43 8 the message and 

provides 440 the response to the smartcard software application 110 that issued the 

command. 

Next, when the personal key 300 is removed, the VSRlvI 302 reports 444 an 

indication to the OS 108 that the "virtual smartcard" (the personal key300) has been 

15 removed. The provided indication is the same as that which would be provided by a 

smartcard reader when a smartcard is_,r.emoved ... The indication can be obtained, for 

example by receiving 442 an indicatiofffrom a USB driver or other device indicating 

the removal of a USB device. 

In summary, Tables I an:d,I:hpli~ides·ansummary of the communication 

20 protocol for an OS 108 command frorp.~the hosteemputer 102 to the smartcard 

processor 320 in the personal key (Table I), an4 for a smartcard processor 320 

response to the operating system 108. 
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Step Description 

1 Smartcard reader command issued from OS 108 

is passed to VSRM 302 
,, VSRM 302 adds a USB header, and creates a k, 

USB coinmand. • 

3 VSR.1.\1:'s 302-communication module 312 sends 

the USB cozy:u:nruad,to:the•personal key 300 

4 The translation module 318 strips off the USB 

header and recovers'llie· smartcard command 

5 The smartcard command is sent to the smartcard 

processor 320 • 

6 The smartcard processor 320 executes the 

function requested by the smartcard command 

Table I 

Step . Description 

1 Smartcard processor _320 _generates a smartcard 

response-

2 The smartcard response js ~.ent from the smartcard 

processor 320 to th~translation module 318 

3 The translation module 318 adds a USB header to 

create a USB response 

4 The USB response is transmitted to the VSRM 302 

5 The communication module 312 strips off the USB 

header and recovers the smartcard response 

6 The smartcard response is transmitted to the OS 108 

Table II 
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Tables ill and IV provides a summary ofthe communication protocol for a 

request from an application program 110 to the smartcard processor 320 and for a 

request from an application program 110 to the smartcard.processor 320. 

Step 

1 

2 

3 

4 

5 

6 

7 

Description 

Smartcard processor 320 command-from the 

application program 11-0 is sent to the OS ·108 via 

anAPI260 

The smartcard processor 32Q-command is-sent 

from the OS 108 to the VSRM:-302 

The VSRM 302 adds a USB header to the 

smartcard pro~essor 320 command to create a 

USE-compatible command 

The VSRM's comm module 312 sends the USB­

compliant command to the personal key 300 

Translation module 318 strips off the USB header 

and recovers the smartcard processor eommand 

The smartcard processor command is transmitted 

to the smartcard·processor,310'>, 

The smartcard processor 320 performs the 

function indicated by the smartcard processor 

command 

Table ill 
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Step Description -• 

1 The smartcard processor 320 generates a response 

to the smartcard processor .command 

2 The response is provided to the translation 
-

module 318 

3 The translation module adds a USB header to 

create a USE-compatible smartcard proc,essor ' 

response 

4 The USE-compatible smartcard processor -::.ti 

response is sent to the VSRN1 302 

5 The communication module 312 strips off the 

USE header to recover the smartcard processor 

response 

6 The smartcard processor response is provided to 

the application 110 via the OS 108 and the API . -

260 

Table IV 

Conclusion 

This concludes the description of the preferred embodiments of the present 

invention. fu summary, the present invention describes a personal· key comprising a 

USE-compliant interface releaseably coupleable to a host processing device operating 

under command of an operating system; a smartcard proce~sor having a smartcard 

10 processor-compliant interface f<?r communicating according to a smartcard input and 

output protocol; and an interface processor, communicatively coupled to the USB­

compliant interface and to the smartcard processor-compliant interface, the interface 

processor implementing a translation module for interpreting USE-compliant 
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messages into smartcard processor-compliant messages and for interpreting smartcard 

processor-compliant messages into USE-compliant messages. In another 

embodiment, the invention is described by a method comprising the steps of accepting 

a message comprising a smartcard reader command selected from a smartcard reader 

5 command set from a host computer operating system in a virtual smartcard reader; 

packaging the message for transmission via a USE-compliant interface according to a 

. first·message transfer protocol; transmitting the packaged message to a personal key· 

communicatively coupled to the USE-compliant interface; receiving the packaged 

message in the personal key; unpackaging the message in the personal key to recover 

1 O the smartcard reader command; translating the smartcard reader command into a 

smartcard command within the personal key; and providing the smartcard command 

to the smartcard processor. 

The foregoing description of the preferred embodiment of the invention has 

been presented for the purposes of illustration and description. It is not intended to be 

15 exhaustive or to limit the invention to the precise form disclosed. Many modifications 

and variations are possible in light of the above teaching. It is intended that the scope 

of the invention be limited not by this detailed description, but rather by the claims 

appended hereto. The above specification, examples and data provide a complete 

description of the manufacture and use of the composition of the invention. Since 

20 many embodiments of the invention can be made without departing from the spirit and 

scope of the invention, the invention resides in the claims hereinafter appended. 
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WHAT IS CLATh1ED IS: 

1. A compact personal token (300), comprising: 

a USB-compliant interface (130B) releaseably coupleable to a host processing 

device (102) operating under command of an operating system (108); 

5 a smartcard prncessor (320) having a smartcard processor-compliant interface 

(324) for communicating according to a smartcard input and output protocol; 

an input device (218) communicatively coupled to the smartcard processor for 

providing secure input to the processor; 

an interface processor (314), communicatively coupled to the USE-compliant 

10 interface (130B) and to smartcard processor-compliant interface (324) the interface 

processor (314) implementing a translation module (318) for interpreting USB­

compliant messages into smartcard processor-compliant messages and for interpreting 

smartcard processor-compliant messages into USE-compliant messages. 

15 2. The apparatus of claim 1, wherein the interface processor (314) 

emulates a smartcard reader to the srnartcard processor (320). 

3. The apparatus of claim 1, wherein: 

the host processing device (102) comprises a virtual smartcard reader in 

.20 communication with the operating system. the virtual smartcard reader for emulating a 

smartcard reader communicatively coupled to the host processing device (102) and 

including a communication module (312) for packaging messages for transmission to 

the personal token (300) via the USB compliant interface (130) according to a first 

protocol and for unpackaging messages received from the personal token (300) via the 

25 USB-compliant interface according to the first protocol; and 

the interface processor translation module (318) unpackages messages from 

the host processing device (102) according to the first protocol and packages messages 

destined for the host processing device (102) according to the first protocol. 
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4. The apparatus of claim 3, wherein the virtual smartcard reader further 

comprises a bootup module (311) forresponding to an operating system bootup 

procedure with an indication thaf a smartcard reader is communicatively coupled to 

5 the host processor . 

. s.· The apparatus of claim 3, wherein the virtual smartcard reader further 

:pQm.ptj.ses an answer-to-reset (ATR) module (308) for providing an ATR message to 

the operating system (108) in response to a reset message. 

6. The apparatus of claim 3, wherein the virtual smartcard reader further 

comprises a reporting module for receiving and reporting the insertion of the personal 

token in a USB-compliant port communicatively coupled to the host processor (102) 

and the removal of the personal token as a removal of a smartcard from a smartcard 

15 reader. 

7. The apparatus of claim 3, wherein the virtual smartcard reader further 

comprises a protocol selection module for receiving a protocol type selection (PTS) 

, ,,.command.from the operating system and pr<?viding a PTS response message to the 

20 operating system (108). 

8. A method of communicating between a smartcard processor (320) in a 

personal key (300) communicatively coupled to a host computer (102) via a USB­

compliant interface (130), comprising the steps of: 

25 accepting a message comprising a smartcard reader command selected from a 

smartcard reader command set from a host computer operating system (108) in a 

virtual smartcard reader; 

packaging the message for transmission via a USE-compliant interface (130) 

according to a first message transfer protocol; 
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transmitting the packaged message to a personal key (300) communicatively 

coupled to the USE-compliant interface (130); 

Teceiving the packaged message in the personal key (300); 

unpackaging the message in the personal key (300) to recover the smartcard 

5 reader command; 

translating the smartcard reader command into a smartcard command within 

the personal key (300); and 

px:.q;aj-ding the smartcard command to the smartcard processor (320); 

accepting a user input to the smartcard processor (320) via an input device 

10 (218)-conilintiiicatively coupled to the smartcard processor (320) via an input 

communication device communication path distinct from the USB-compliant interface 

(13Q); 

accepting a smartcard response from the smartcard processor (320); 

translating the smartcard response into a smartcard reader response; 

15 packaging the smartcard reader :response for transmission to the host processor 

20 

(102) :v;ia the USB.-compliant interface (130); 

transmitting the packaged message from the personal key (300) to the host 

processor (102); 

/ i=eceiving the packaged message in the host computer ( 102); 

unpackaging the smartcard reader response; and 

providing the smartcard reader response to the host processor operating system 

(108). 
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9. The method of claim 8, further comprising the steps of: 

accepting a startup query from the host computer operating system (108) in the 

virtual smartcard reader; -and, 

providing an indication that a smartcard reader is communicatively coupled to 

5 the host computer to the host computer operating system (108). 

10 

10. The method of claim 9, further comprising the steps of: 

receiving ap.iI!djJ;.~J:iopthat the personal key (300) has been communicatively 

coupled to the USE-col).lpliant interface (130); 

reporting•the indication that the personal key (300) is communicatively 

coupled to the USE-compliant interface (130) to the host processor operating system 

(108) as the insertion of a smartcard; 

receiving an indication that the personal key (300) has been communicatively 

decoupled from the USE-compliant interface (130); and 

15 reporting the indication that the personal key has been communicatively 

decoupled from the USE-compliapt interface (130) to the host processor operating 

system (108) as the removal of the smartcard. 

11. 'f.he,method,,0f.claim 8,.further comprising the steps of: 

20 receiving a protocol tYI?.e-selection (PTS) command from the host-computer 

operating system (108); and 

providing a PTS response message to the operating system (108). 
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Method for Supporting Dynamic Password 

[001) The present invention relates to a method of generating passwords and more 

particularly to a method of generating a password that changes as a function of various 

parameters making the password dynamic. 

5 Background of the Invention 

[002) Security is fast becoming an important issue. Is has always been an issue for 

everybody to protect his belongings. It is also well known that with the proliferation of 

computers and computer networks into all aspects of business and daily life - financial, 

medical, education, government, and communications - the concern over secure file 

10 access is grovving. Using passwords is a common method of providing security. 

Password protection and/or combination type locks are employed for computer network 

security, automatic teller machines, telephone banking, calling cards, telephone 

answering services, houses, and safes. These systems generally require the knowledge 

of an entry code that has been selected by a user or has been preset. 

15 [003] Preset codes are often forgotten, as users have no reliable method of 

remembering them. Writing down the codes and storing them in close proximity to an 

access control device (i.e., the combination lock) results in a secure access control 

system with a very insecure code. Alternatively, the nuisance of trying several code 

variations renders the access control system more of a problem than a solution. 

20 [004] It is well known that a user determines a meaningful password, in the form 

of, for example, the name of their dog, the birth date of their child or an election year of 

the favorite candidate. This type of password is easily compromised with investigation. 

Conversely, a computer can randomly associates a password with a user, but this type 

of password is meaningless to the user and as such difficult to memorize. 

25 Consequently, the former method, which is simple, is insecure and the latter method, 

which is more secure, is difficult to use and often leads to a user writing their password 

next to their computer, thereby making the system insecure. 

[005] The multiplicity of protected system encountered in the daily life of a11 

individual renders the use of password particularly inconvenient, because a user has to 

30 remember a password for each accessible system. For example, the user must 

remember passwords for accessing network, database, E-mail, bank machine, personal 
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voice mails at home and at work, etc. The plurality of the systems wherein a password 

is needed favors a single simple password for all systems. In addition, a skilled person 

may find a predetermined password given sufficient time, rendering the system 

insecure. In more sophisticated theft situations, "Trojan horse" type viruses can be used 

5 to capture a user ID number and password that have been entered at a keyboard or 

across a network connection. That is, the user thinks he is logging on as u,sual, but the 

dialogue box in which the data is entered is really a look-alike window that is capturing 

his keystrokes. 

[006] To secure access to a network, a further system was developed that relies on 

10 a user's personal information. A user requesting access to the network is prompted to 

answer a series of questions regarding his private life displayed on a computer screen. 

Such questions might be related to a relative's date of birth, a bone that was broken 

during childhood, a year of his first car accident, insurance company, address in January 

1994, name of his first girlfriend, etc. The computer checks the validity of the answers 

15 before allowing access to the user. A computer is programmed with pertinent questions 

to ask a user and answers associated therewith, and when the system is initialised, the 

user enters the answers a first time, they are stored in a memory of the system, and are 

associated with the user identity. The time taken to answer all the questions prior to 

gaining access to the system is burdensome. It is evident that a major inconvenient 

20 with such a system is that a skilled person can find enough information of a personal 

nature relating to a user for answering properly the questions, and as such render the 

security ineffectual. 

Object of the Invention 

25 [007] To overcome such disadvantages, it is an object of this invention to provide 

a method for rendering a computer system access more secure. 

[008] It is another object of this invention to provide a method for generating 

dynamic password. 

[009] It is a further object of this invention to provide a method for generating a 

30 dynamic password dependent on various dynamic parameters. 
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Summary of the Invention 

[0010] In accordance with a preferred embodiment of the present invention, there is 

provided a method of password verification comprising the steps of: 

providing a process for transforming at least a variable parameter into an 

5 ordered string of characters, wherein the process sometimes results in different ordered 

strings of characters for a same variable parameter; 

providing at least a variable parameter as a known password; 

determining from data available to an individual and from the known password 

a static string; 

providing the determined static string as a password for verification; 

verifying the static string to determine that it is an accurate transformation of the 

at least a variable parameter according to the provided process and when the 

determination is that the transformation is accurate, providing an indication that the 

password is verified. 

15 [0011] In accordance with another preferred embodiment of the present invention, 

there is provided a method of changing dynamic passwords comprising the steps of: 

20 

25 

providing a string of characters, the string including indications of at least a 

parameter from a plurality of parameters, the at least a parameter being a variable 

parameter variable upon predetermined criteria; 

receiving the provided string of characters; and, 

storing data based on the known password, the data sufficient for verifying 

provided passwords to determine their accuracy. 

[0012] Advantageously, the invention provides a method of verifying a dynamic 

password comprising the steps of: 

receiving a password comprising a string of characters wherein the characters 

are sequenced according to a predetermined sequence of variable parameters and static 

parameters; 

identifying static parameters within the string of characters; 
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determining dynamic parameter values related to the dynamic parameters m 

accordance with the predetermined sequence ; 

comparing static parameters received within the string of characters with 

previously stored static parameters and the received dynamic parameter within the 

5 determined dynamic parameters to determine a first comparison result; 

wherein upon both the first comparison result being indicative of a match, the 

dynamic password is validated. 

Further advantageously, the invention provides a method of generating a dynamic 

IO password comprising the steps of: 

providing a process for transforming at least a variable parameter into an 

ordered string of characters, wherein the process sometimes results in different ordered 

strings of characters for a same variable parameter; and, 

providing at least a variable parameter as a password, the provided variable 

15 parameter provided by an individual via a data entry device. 

20 

Brief description of the drawings 

[0013] Exemplary embodiments of the invention will now be described in 

conjunction with the following drawings, in which: 

[0014] 

[0015] 

display; 

[0016] 

Fig. I is a computer screen display of a password dialog box; 

Fig. 1 a is an example of a filled password dialog box on a computer screen 

Fig. 2 is a flow diagram of a method of evaluating a dynamic password 

generated according to the present invention; 

[0017] Fig. 3 is an illustration of a computer screen displaying some possible 

25 images incorporated in the password; 

Detailed Description of the Invention 

[0018] In many large companies, the computer system is organized as a network to 

reduce the cost of purchasing and installing software on all the stations existing in the 

company. A main advantage of using a network is to facilitate data accessibility to each 
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employee. However, it is necessary to limit access of a company's network to the 

company's employees. As such, Fig. 1 is an example of a screen display prompting an 

employee to enter a login identity and an associated password to allow the employee to 

access the network. An example of a filled dialog box is shown in Fig. la. Classically, 

5 the login identity is the user's first name, illustrated here, as "Smith" and an exemplary 

password is "Fido", their dog's name. For security purpose,_ each character of the 

password is replaced with a star on the display so that nobody can read it. Each time a 

user is prompted to enter his password, the password is always identical to the one 

previously entered by the user unless the user has modified their password during a 

10 previous session. An ill-intentioned person can easily find out this type of static 

password and freely enter a company's network system. 

[0019] Optionally, to mal<:e the system more difficult to break, the network system 

is organized in such a way that regularly all the employees are prompted to enter a new 

password. Often, the system allows the users to combine a non-determined number of 

15 letters, either small or capital, and digits in their passwords. However, due to the 

multiplicity of the systems and the recurrence of the demand, employees often use the 

same password to which a number is just added. For example, the "Fido" password 

becomes after a change request "Fido 1 ". During the time period lasting between two 

successive modifications of a password, the password remains unchanged. A 

20 competent person may rapidly find out the password of a user and access a company's 

network.. 

[0020] As mentioned, the fact that the password remains unchanged during a long 

period of time between two modifications renders the system insecure. It will be 

advantageous to provide a security system based upon a dynamic password, i.e. a 

25 password comprising at least one parameter that changes in an uncontrollable way. 

[0021] A most probable parameter that is uncontrollably variable is a parameter 

related to time. It is therefore advantageous to introduce a parameter related to the time 

in a dynamic password generation process because the time can be used in many ways 

such as hour of the day, day of the week/month, age, etc. By introducing at least a time 

30 parameter into a dynamic password generating equation, a password is automatically 

and deterministically different nearly every time it is used. The password mostly 

comprises some static or passive parameters such as the name of the user and perhaps 
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also isolated letters that may complicate the determination of the password. An example 

of such a dynamic password generating equation is shown below: 

[00221 $hour+ "Smith2" + $mday + 23 + "I" + ($hour+ 16)/2 

[0023) Where the uncontrollably variable parameters are: 

5 . hour that represents the hour of the day, and md~y that represents the day of 

10 

the month. 

[0024] Wnere the static parameters are: 

Smith2 that represents the user's name and can be easily remembered by the 

user and I is an isolated letter. 

[0025] The dollar sign indicates a variable parameter, and the quote sign 1s 

indicative of static parameters. Alternatively, the distinction between static and variable 

parameters is made another way or using other characters. 

[0026] Assuming that a user wants to access the company's network at 8:22 am on 

May 25, and has the account Smith, she determines from the variable password 

15 equation her password at the present time. Here it is: 

8Smith248I12 

[0027] and enters it into the system which verifies it. Anyone trapping the password 

and storing it for later use will be sadly disappointed because the password will expire 

one hour later while Smith easily determines the correct password an hour later without 

20 needing to change the password on the system. 

[0028] Of course, the predetermined equation shown here is just for illustrative 

purpose. In the present example, only two different variable parameters are in the 

equation, there is no limitation as to the number of these parameters or as to the number 

of static parameters. However, it is most probably difficult to introduce too many 

25 parameters in a single equation, either variable or passive, because the user has to 

remember them and their combination, and as such has to memorize at least the order in 

which the various parameters have to be entered. Advantageously, the parameters 

variable and passive are not difficult to memorize because they are certainly available 

and easily accessible by the user such as the hour of the day, the date or a name, a word 

30 of the day, etc. 
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[0029] Referring now to Fig. 2, a flow diagram of a method of validating a dynamic 

password is illustrated. The user needs to know the equation for generating the 

dynamic password. In the present example the equation is: 

$hour + "Smith2" + $rnday + 23 + "I" + ($hour + 16)/2, 

5 the user provides the hour of the day - "8" -, the characters "Srnith2" 

followed by the value 48 being the day of the month plus 23, the letter "I" and 12 being 

(8+ 16)/2. The processor receives the string of characters for verifying the validity of 

the dynamic password. The processor generates a same password to verify that the 

user's password and then compares the characters within the string relative to the 

10 generated string according to the equation. 

[0030] Eventually, a problem might rise when a password is entered at a time close 

to a change of the hour, for example. For example, assuming a variable parameter 

corresponds to the hour a user is entering a password, if the user's watch indicates 7:58 

am, which is a time close to changing from 7 to 8, and the computer's watch has 

15 already turned over 8, the user might be rejected because the user password indicates a 

character 7 where the computer waits a 8. Even in these situations, it is easy for a user 

to either wait a few minutes or to realize that the system hour may be 7 or 8. Of course, 

synchronizing computers to the network password server clock will obviate this 

problem so long as users verify the time on their computers and not with their watches 

20 or desk clocks. Eventually, during a short period of time of a few minutes overlapping 

a change of hour as in the previous example, the network server accepts a password 

wherein the character indicative of the hour is inconect within predetermined limits. In 

the previous example, the computer accepts password comprising the character 7 

instead of 8 for indicating the hour. Similarly, if the user's watch indicates 8:02 _am, 

25 and the computer's watch indicates 7:58 am, the computer accepts password comprising 

the character 8 instead of 7 for indicating the hour. 

[0031] What may introduce a difficulty for a user are the numbers to memorize and 

eventually the operations to perform to complete the password. There are no 

prerequisites to incorporate operations in an equation for generating a dynamic 

30 password. Similarly, there is no prerequisite not to incorporate• operations while 
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elaborating or programming the dynamic password generating equation for securing a 

network access. 

[0032] In a further embodiment, the generation of a dynamic password relies again 

on a predetermined equation wherein an image is introduced as a parameter along with 

5 the variable and the static parameters. Referring to Fig. 3, a computer screen is 

displaying a plurality of images including various shapes, animals, trees, and different 

symbols. An image of a series as the one illush·ated in Fig. 3 is part of a dynamic 

password generating equation. An example of such a dynamic password generating 

equation is shown below: 

10 

[0033] 

$hour + "Smith2" + $image 

Where the variable parameter is: hour that represents the time of the day. 

Where the static parameter is: Smith2 - the user's name. 

Where the image parameter is: image 

Where the dollar sign indicates a variable parameter, the quote sign is 

15 indicative of a static parameter. 

[0034] Assuming that the user wants to access her company's network at 8:22 am. 

An image is presented in the dialogue box asking for her password. For example, a tree 

may be displayed. In that instance, the user enters a password according to the above­

predetermined dynamic password generating equation. The password will thus be in 

20 the form of: 

8Smith2tree 

[0035] Advantageously, an interpretation of the image is as valid as the image itself. 

For example, if the imaged tree is a pine, the password might reflect this particularity 

and incorporate the tree species. Moreover, English is not the exclusive language that 

25 can be used to describe a tree. Indeed, computers of large companies, especially 

international companies, are preferably programmed to accept passwords generated in 

any of a number of possible languages. Alternatively, only the user's mother tongue is 

accepted for a given password entry. Consequently, incorporating an image in the 

equation allows multiple other possibilities for the resulting password. 
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[0036J Back to the previous example and the possibilities allowed with a single 

image of a tree, here are 3 of the possible passwords: 

8Smith2tree 

8Smith2pine 

8Srnith2arbre 

[0037J All the images are interpreted to a certain extent. For example, if an image 

of a bulb is selected, the possible words illustrating a bulb, not withstanding a foreign 

language, might be lamp, idea, light, lightbulb, bulb, eureka, etc. Of comse the 

flexibility in image identification is a parameter that is set during system 

10 implementation or alternatively as an option to be set by a system administrator. 

[0038] Thus, generating a dynamic password incorporating an image in the 

equation along with the variable and the static parameters also malces the system less 

secure when variability of many parameters is supported. That said, since the image is 

not immediately discernible to an unauthorized individual and its location within the 

15 password is unknown, it is believed that overall security will increase when the system 

is used by unconcerned individuals - individuals who are not specially trained in 

computer security. 

[00391 In the example shown here, only one variable, one static, and one image 

parameter form part of the predetermined equation for generating the password but of 

20 course, there is no limitation as to the number of these parameters. The limit that may 

be taken into consideration is the good will of the user as to his capacity to memorize 

parameters to enter when prompt to do so. Additionally, there is no prerequisite to 

incorporate operations in the equation for generating a dynamic password. Similarly, 

there is no prerequisite not to incorporate operations while elaborating or programming 

25 the dynamic password generating equation for securing a network access. 

[0040] Even though a dynamic password offers enormous advantages over static 

passwords, it is beneficial to have the possibility to change the password from time to 

time to decrease drastically the possibility to compromise security of the system. A 

way to achieve such beneficial possibility is to assign a code to the different parameters 

30 that compose a dynamic password. A code might be of various forms as for example an 
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Arabic number, or a Roman numeral, or a letter, etc. The codes are assigned, for 

example, according to a predetermined setting or more probably are randomly assigned. 

[0041] Referring to a previous example wherein the dynamic password generating 

equation was in the form of: 

$hour+ "name2" + $image 

[0042] A first possibility is to determine as many codes as parameters m the 

equation. So in the present example, three codes are assigned: 

Possibility 1 Possibility 2 Possibility 3 

code 1 ➔ hour code 1 ➔ name code 1 ➔ image 

code2 ➔ name code 2 ➔ image code 2 ➔ hour 

code 3 ➔ image code 3 ➔ hour code 3 ➔ name 

Possibility 4 Possibility 5 Possibility 6 

code 1 ➔ hour code 1 ➔ name code 1 ➔ image 

code 2 ➔ image code 2 ➔ hour code2 ➔ name 

code 3 ➔ name code 3 ➔ image code 3 ➔ hour 

[0043] An advantage In coupling codes to parameters is that the codes can be 

ordered arbitrarily by the server, allowing for a multiplicity of representations of a same 

password. Thus, intercepting the password equation is of limited value. Also, often 

codes are easier to enter than textual representations of parameters. Effectively, by 

20 changing the code assignment, the password though unchanged, appears differently to a 

Trojan Horse application and is therefore more difficult to decode. Also, it is unclear 

what each code entry refers to. Here, there exist 6 possibilities of reassigning the three 

codes to the three parameters, which leads to six different possible password entries 

resulting in the three identical parameters in the same sequence as in the Possibility 1. 

25 [0044] To drastically increase the password's possibilities wherein the same 

dynamic and static parameters are initially required, the number of codes can exceed the 

number of parameters. For example, if 10 codes are available and 5 parameters are 

required for generating a dynamic password, the number of possibilities is increased 

according to the combination of 5 codes chosen from 10 to obtain an arrangement of the 
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parameters identical to the arrangement required in the equation. Consequently, the 

number of possibilities is increased by about 252. Of course, these numbers are cited 

for exemplary purpose only, the number of codes available is not limited to any of the 

mentioned numbers. 

5 [0045] Static parameters as used in the specification denote parameters that do not 

change. These can include string values and defined answers to· questions that do not 

change. For example, "iQw4" is a string. Another static parameter is a user's name, 

employee number, address, etc. Which are determined and unchanging parameters. Of 

course, the static parameters can also be identified within passwords by encoded value 

10 in order to make interception of the password during password changes more difficult. 

[0046] When a system has access to a significant amount of data, it is also possible 

to relate the password to data known to the system. Some example variable parameters 

include: days to a new moon, days until a product release, days since year end, months 

since hiring, years since hiring, employee age in years, months since last vacation week, 

15 number of people on vacation within a person's group, amount on last paycheck, taxes 

deducted on last paycheck, amount in employee savings plan, and so forth. Also, posted 

data is useful such as today's lunch menu items, word of the day, and so forth. 

[0047] In order to verify a password when provided, there are several possible 

methods. According to a preferred embodiment, the static portions of the password are 

20 hashed either separately or in a concatenated or other joined form. The hashed value is 

stored. When a password is received, it is separated into static and dynamic values. The 

dynamic values are regenerated to verify the dynamic values. The static values are 

hashed and the hash values are compared. As such, the resulting static portions are not 

stored on the server and cannot be detected by a snooping device. The dynamic 

25 parameters are stored in an encoded fashion that is typically other than human 

intelligible. For example, if 256 variable parameters are known, the variable parameters 

are stored as 8 bit values. 

[0048] Alternatively, the dynamic values are verified without regenerating same. 

For example, if the variable parameter is day of month + 23, then the verification 

3 O process merely subtracts 23 from the provided value and compares the result to the 
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present day of the month. Of course, other methods of password verification are 

possible. 

[0049] Advantageously, the dual composition of these passwords, i.e. dynamic and 

static values renders the dynamic passwords usable with various existing system 

5 without requiring any other support. Typically, a password is used for activating 

encryption· keys for encrypting data. Advantageously, the static values of a dynamic 

password are used as keys like typical passwords. However, the presence of dynamic 

values in combination with the static values in a dynamic password increases the 

security of the system. That said, even if static values are potentially accessible to an 

IO unauthorized individual, their location within the password is unknown. Therefore, 

accessibility to encryption data is possible thanks to the static values and moreover, the 

accessibility is protected by the dynamic values. 

[0050] Numerous other embodiments might be envisioned without departing from 

the scope and the spirit of the present invention. For example, the description of the 

15 invention implicitly inferred that the dynamic password generating equation was 

identical for all the employees of a company. The difference between the dynamic 

passwords of two employees login in at the same time being the static parameters. 

However, each employee can have a specific dynamic password generating equation. 

The multiplicity of equations, i.e. as many equations as employees, might be 

20 advantageous if an employee leaves the company. In such a case, the equation is 

deleted and nobody else in the company is affected, otherwise, the whole system must 

adapt to the departure for keeping the system as secure as possible. 
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Claims 

What is claimed is: 

1. A method of password verification comprising the steps of: 

providing a process for transforming at least a variable parameter into an 

ordered string of characters, wherein the process sometimes results in different ordered 

strings of characters for a same variable parameter; 

providing at least a variable parameter as a known password; 

determining from data available to an individual and from the known password 

a static string; 

providing the determined static string as a password for verification; and, 

verifying the static string to determine that it is an accurate transformation of the 

at least a variable parameter according to the provided process and when the 

15 determination is that the transformation is accurate, providing an indication that the 

20 

password is verified. 

2. A method according to claim 1, characterized in that the step of verifying the 

static string includes the steps of: 

performing the process for transforming at least a variable parameter on the 

known password to determine a second static string; 

comparing the provided static string with the second static string to determine a 

comparison result and, 

when the comparison result is indicative of a match, providing an indication that 

25 the password is verified. 

3. A method according to claim 1, characterized in that the at least a variable 

parameter includes an uncontrollably variable parameter. 

30 4. A method according to claim 2, characterized in that the at least a variable 

parameter includes at least a static parameter. 
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5. A method according to claim 1, characterized in that the process includes steps 

of determining from present time data, a current value for a variable parameter relating 

to time. 

6. A method according to claim 1, characterized in that the process includes steps 

of providing data to a user for interpretation by the user and then comparing the user's 

interpretation to a predetennined known interpretation. 

7. A method according to claim 6, characterized in that the provided data is an 

10 image and the interpretation is a string indicative of the image. 

15 

8. A method according to claim 1, characterized in that the known password is 

provided by a user. 

9. A method according to claim 8, characterized in that the known password is 

entered as a string of characters and wherein at least a character is indicative of one of a 

variable parameter and a static parameter. 

10. A method according to claim 9, characterized in that the string of characters is 

20 parsable to form the known password, the parsing distinguishing variable parameters 

from static parameters within the known password. 

11. A method of changing dynamic passwords comprising the steps of: 

providing a string of characters, the string including indications of at least a 

25 parameter from a plurality of parameters, the at least a parameter being a variable 

parameter variable upon predetermined criteria; 

30 

receiving the provided string of characters; and, 

storing data based on the known password, the data sufficient for verifying 

provided passwords to determine their accuracy. 

12. A method of changing dynamic passwords according to claim 11, comprising 

the step of: 
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with a processor parsing the provided string of characters to distinguish static 

data from the at least a variable parameter. 

13. A method of changing dynamic passwords according to claim 11, characterized 

5 in that the parameters are selected from a plurality of available parameters and 

characterized in that the plurality of available parameters are provided to a user for 

selecting thereform. 

14. A method of changing dynamic passwords according to claim 13, characterized 

10 in that the plurality of available parameters are each represented by an identifier and 

characterized in that the identifier for a given parameter in one instant is different from 

the identifier for a same parameter in another instant. 

15. A method of changing dynamic passwords according to claim 11, characterized 

15 in that the step of storing data based on the known password comprises the steps of: 

extracting static data from the known password; 

hashing the extracted static data to determine at least a static hash value; 

storing the at least a static hash value; and, 

extracting dynamic data from the known password and storing indications of the 

20 dynamic data. 

16. A method of verifying a dynamic password comprising the steps of: 

receiving a password comprising a string of characters wherein the characters 

are sequenced according to a predetermined sequence of variable parameters and static 

25 parameters; 

identifying static parameters within the string of characters; 

determining dynamic parameter values related to the dynamic parameters 111 

accordance with the predetermined sequence ; 

comparing static parameters received within the string of characters \.\ith 

3 O previously stored static parameters and the received dynamic parameter within the 

determined dynamic parameters to determine a first comparison result; 

wherein upon both the first comparison result being indicative of a match, the 

dynamic password is validated. 
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17. A method of generating a dynamic password comprising the steps of: 

providing a process for transforming at least a variable parameter into an 

ordered string of characters, wherein the process sometimes results in different ordered 

strings of characters for a same variable parameter; and, 

5 providing at least a variable parameter as a password, the provided variable 

parameter provided by an individual via a data entry device. 

18. A method of generating dynamic passwords according to claim 17, 

characterized in that the plurality of variable parameters comprises uncontrollably 

10 varying parameters. 

15 

19. A method of generating dynamic passwords according to claim 18, 

characterized in that the predetermined criteria for varying the variable parameters is 

characteristic of a time frame. 
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Method for Supporting Single Sign On 

[001] The present invention relates to a method for changing password data, and 

more particularly, to a method for securely supporting password change for a central 

5 database of passwords independent of some processes with which the password is 

associated. 

Background of the invention 

[002) Security is fast becoming an important issue. It is well known that with the 

proliferation of computers and computer networks into all aspects of business and 

• 10 daily life - financial, medical, education, government, and communications - the 

concern over secure file access is growing. Using passwords is a common method of 

providing security. Password protection and/or combination type locks are employed 

for computer network security, automatic teller machines, telephone banking, calling 

cards, telephone answering services, houses, and safes. These systems generally 

15 require the knowledge of an entry code that has been selected by a user or has been 

preset. 

[003] In many large companies, the computer system is organized as a network to 

reduce the cost of purchasing and installing software on all the stations existing in the 

company. A main advantage of using a network is to facilitate data accessibility to each 

20 employee. However, it is necessary to limit access of a company's network to the 

company's employees. As such, prior to access the company's network, a password 

window prompted the company's employees to enter a login identity and an associated 

password. Usually, a user specifies passwords. Most users, being unsophisticated users 

of security systems, classically choose as the login identity their first name, and their 

25 dog's name as a password for example. Each time a user is prompted to enter his 

password, the password is always identical to the one previously entered by the user 

unless the user has modified his password during a previous session. As such, many 

password systems are easily accessed through a simple trial and error process. 

[004] Optionally, to make the system more difficult to break, the network system is 

30 organized in such a way that regularly all the employees are prompted to change their 

IPR2022-00412 
Apple EX1043 Page 756



WO 03/034189 PCT /EP02/11445 

2 

password, or are required to run a specific routine to change their password. Often, the 

system allows the users to combine a non-determined number of letters, either small or 

capital, and digits in their passwords. During the time period lasting between two 

successive modifications of a password, the password remains unchanged. A competent 

5 person may rapidly find out the password of a user and access a company's network. 

[005] Optionally, a password is stored in a password database and user 

authorisation information such as biometric information, a digital key, a smart card, or a 

global password is required to retrieve the password. When the password is retrieved, it 

is provided to the password window. It is known to those skilled in the art that a 

10 biometric identification system accepts unique biometric information from a user and 

identifies the user by matching the information against information belonging to 

registered users of the system. Fingerprint sensing and matching is a reliable technique 

for personal identification and/or verification. 

[006] The combination of a password and biometric information such as a 

15 fingerprint for example is beneficial because it increases the security and limits 

accessibility to a system. However, an association between a biometric information 

sample and a password also raises a problem when the password is changed. If an 

individual changes his password manually using, for example, a change password 

command of a password protected system, a next time he wants to access the system 

20 and provides his fingerprint, his old password is retrieved and provided to the 

password prompt. The old password is not current and therefore a message indicating 

that the password is incorrect is provided for the user. Thus, the user has to manually 

type in the new password. Eventually, the user can run a password change routine 

wherein the old password is provided along with the fingerprint, the new password 

25 typed in and the biometric sample assigned from then to the new password. 

Object of the Invention 

[007] To overcome such an inconvenience, it is an object of this invention to 

provide a method for automatically assigning a new password. 

[008] It is another object of the present invention to provide a method of 

30 detecting a password change operation in a system and prompt for a new password. 
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[009] It is another object of the present invention to provide a method of 

detecting a password change command and authorizing a password change operation. 

Summary of the invention 

[001 0] In accordance with the present invention, there is provided a method of 

5 securely supporting password change comprising the steps of: detecting at least one of 

the operations in execution on a system comprising: detecting a password change 

operation, and detecting a new password storage operation; performing an operation to 

change the password of a user to a new password in the system; storing the new 

password in a password database on the system; and storing data indicative of a new 

10 password for later retrieval of the new password by the system in a database 

independent of the change password operation and of the database where the new 

password is stored. 

[0011] In accordance with another embodiment of the present invention, there is 

provided a method of securely supporting password change comprising the steps of: 

15 detecting a password change operation in execution on a system; displaying to a user a 

prompt for a new password, the prompt independent of the password change 

operation; receiving the new password; performing an operation to change the 

password of a user to a new password in the system; storing the new password in a 

password database on the system; and storing data indicative of a new password for 

20 later retrieval of the new password by the system in a database independent of the 

change password operation and of the database where the new password is stored .. 

[0012] In accordance with another embodiment of the present invention, there is 

provided a method of securely supporting password change comprising the steps of: 

detecting a password change operation in execution on a system; displaying to a user a 

25 prompt for authentication information, the prompt independent of the password 

change operation; receiving the authentication information; when the authentication 

information is indicative of a known user, providing a password associated with the 

user to the system; performing an operation to change the password of a user to a new 

password in the system; storing the new password in a password database on the 

30 system; and storing data indicative of a new password for later retrieval of the new 
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password by the system in a database independent of the change password operation 

and of the database where the new password is stored. 

[00131 In accordance with another preferred embodiment of the present invention, 

there is provided a method of securely supporting password change comprising the 

5 steps of: detecting a password change operation in execution on a system; performing 

an operation to change the password of a user to a new password in the system; storing 

the new password in a password database on the system; and storing data indicative of 

a new password for later retrieval of the new password by the system in a database 

independent of the change password operation and of the database where the new 

1 O password is stored; wherein the system has a known user authorized thereon, and 

wherein the step of performing an operation to change the password comprises the 

step of automatically generating a new password. 

Brief description of the drawings 

[0014] Exemplary embodiments of the invention will now be described in 

15 conjunction with the following drawings, in which: 

[0015] Fig. 1 is a flow diagram of a prior art method of associating a password to 

a fingerprint upon a match of a fingerprint with an associated template; 

[0016] 

[0017] 

Fig. 2 is an example of a prior art password window dialog display; 

Fig. 2a is an example of a filled password window dialog box on a 

20 computer screen display; 

[0018] 

[0019) 

Fig. 3 is a flow diagram of a prior art method of changing password; 

Fig. 4 is a flow diagram of a prior art method of retrieving the password for 

provision to the system; 

[0020] Fig. 5 is a flow diagram of a method of securely supporting password 

25 change in accordance with a preferred embodiment of the present invention; 

[0021] Fig. 6 is a flow diagram of a method of securely supporting password 

change in accordance with another preferred embodiment of the present invention; 
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[0022] Fig. 7 is a flow diagram of a method of securely supporting password 

change in accordance with another preferred embodiment of the present invention; 

and, 

[0023] Fig. 8 is a flow diagram of a method of securely supporting password 

5 change m accordance with another preferred embodiment of the present invention 

wherein a choice is given to the user. 

Detailed description of the invention 

[0024] In the prior art, many security systems involving imaging fingerprints to 

allow access for example to a building, to a specific area within a building, to a 

10 computer, are described. The security systems wherein biometric information is used 

for identifying and authorizing access to an individual mostly rely on a prior art 

method as shown in Fig. I. Following a starting step 10, after a biometric information 

sample, in a form of a fingerprint for example, has been provided to a system at step 

11, in order to generate a fingerprint, a fingertip is imaged to generate an image 

15 thereof, which is called a fingerprint or a fingerprint image. The fingerprint is then 

characterized at step 12. During the process of identification, the characterized 

fingerprint is compared to stored templates associated with fingerprints of the person 

at step 13 - for a one-to-one identification system - or of any person registered for 

access the system - in a one-to-many identification system. Upon a positive result of 

20 the comparison, when there is a match between the provided fingerprint and a stored 

template associated with a fingerprint at step 14, the system provides at step 15 a 

password associated with the stored template to, for example, a legacy password based 

system and the user is identified and authorized at step 16. 

[0025] Referring to Fig. 2, an example of a screen display prompting an employee 

25 to enter a login identity in 21 and an associated password in 22 to allow the employee 

to access the network. An example of the display of Figure 1 filled in is shown in Fig. 

2a. Classically, the login identity is the user's name, illustrated here, as "Smith" in 23. 

For security purpose, each character of the password is replaced with a star on the 

display so that nobody can read it as shown in 24. Each time a user is prompted to 

30 enter his password, the password is always identical to the one previously entered by 

the user unless the user has changed his password during a previous session. 

IPR2022-00412 
Apple EX1043 Page 760



WO 03/034189 PCT /EP02/11445 

6 

[0026] Optionally, to make the system more difficult to break, the network system 

is organized in such a way that, regularly, all the employees are prompted to enter a 

new password in order to change the passwords at regular intervals. Often, the system 

allows the users to combine a non-predetermined number of letters, either small or 

5 capital, and digits in their passwords. Referring to Fig. 3, a prior art method of 

changing passwords is shown. After a starting step 30, in order to access a system at 

step 32, the password change window prompts a user to provide an identity and the old 

password associated with the provided identity at step 31. Once authorized, the user is 

able to provide the system with a new password at step 33. Typically, the user is 

10 prompted to type in a new password two times as shown at step 34. The new 

password is stored in a password database of an application or operating system 

related to the password change operation on the system and now replaces the old 

password at step 35 before an ending session at 36. 

[0027) Referring now to Fig. 4, a flow diagram of a method of retrieving the 

15 password for provision to the system is shown. For accessing a system after a starting 

step 40, a user provides authorization data at step 41, in the form of biometric 

information sample or information stored on a smart card. The authorization data is 

verified and is used to retrieve data indicative of the user password at step 42. Upon 

provision of the authorization data, the password is retrieved from a database other 

20 than the password database of the system or application at step 43 and provided to the 

system or application so that the user can gain access thereto. 

[0028] The authorization data permits identifying a user based on, for example, 

biometric information provided therefrom. This provides an indication that the correct 

person was actually present when the request for changing a password was provided. 

25 A major advantage of using biometric information for retrieving a password is that the 

password does not have to be memorized. Typically, the user provides biometric 

information from a biometric source. The biometric information is characterized, 

processed and compared against templates stored in the system. Upon a match of the 

features extracted from the templates and the characterized biometric information 

30 corresponding to the biometric source provided by the user, an authorization signal is 

either provided or denied. 
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[0029] Referring now to Fig. 5, a method for securely supporting password change 

in accordance with a preferred embodiment is shown. To facilitate the comprehension 

of the figure, lines are plain for showing a classic password change routine flow, 

whereas dashed lines show changes in process flow for securely supporting password 

5 change. Each individual also has access from its workstation to a password change 

command. It is understandable that when a user has any doubt concerning the 

confidentiality of his password, he can change it independently of a network 

administrator. The user accesses the system at step 50 and provides a command 51 for 

a password change operation to be performed on the system at step 52. Usually, the 

10 user is prompted to type irl. a new password twice as disclosed with reference to Fig. 3 

at step 53, and then the new password is stored in a password database on the system 

at step 54. Inconveniently, the password is changed independently of the authorization 

data or log in information when the system supports user authorization and password 

retrieval as disclosed with reference to Fig. 4. Therefore, the next time the user tries to 

15 access the system, his password information will not match with the new password - it 

has not been updated, and access will be denied. 

[0030] According to the present invention, when a change password operation in 

execution on the system occurs, it is detected at step 55. That said, any password 

change command options in the form for example of the word "password" or the 

20 abbreviation "pwd" typed in are recognized. Of course, though it is preferred that all 

possible password change operations are detected, the present invention is 

advantageous if even a single change password operation is detected. The new 

password is changed at step 53 and the new password is stored in the password 

database on the system at step 54. Approximately simultaneously, the new password is 

25 detected by another process at step 57 that uses the detected data to change the 

password in another database at step 59. For example, the data indicative of the new 

password is automatically associated with the authorization data within a system at 

step 60 such as that of Fig. 4. Therefore, for future accesses to the system, the user 

just provides his authorization data in a form of a fingerprint for example, the system 

30 retrieves the data indicative of the new password associated with the authorization data 

and the user is authorized to access the system. 
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[0031] Alternatively, the storage of the new password in a password database on 

the system is detected and data indicative of the new password are also detected for 

storing in a database other than the password database on the system as shown at step 

58. 

[0032] Interestingly, the user is not aware of the detection procedure and of the 

automatic assignment of the authorization data to the data indicative of the new 

password. Therefore, the user types in a new password twice for storing the new 

password in a password database on the system, data indicative of the new password is 

saved in a database other than the password database on the system at step 59 and the 

10 password is changed on the system, and the user does not have to retype this new 

password for further access. However, because of the transparency of such a system, 

the user does not know whether his new password has effectively been changed or not. 

[0033] Referring now to Fig. 6, a flow diagram of a method of securely supporting 

password change in accordance with another preferred embodiment of the present 

15 invention is shown. When a password change operation is provided at step 61, the 

password change operation is detected at step 61 and a secure password change 

process prompts the user for a new password at step 63 to allow the change password 

operation to proceed at step 64. The new password is provided to the process at step 

65 to allow changing of the password, which is stored in an independent database at 

20 step 66. The data indicative of the new password is automatically associated with the 

authorization data in replacement of the data indicative of the old password. From the 

independent database, the new password is provided to a password database on the 

system at step 67 to change the password there. The prompt for a new password by 

the secure password change process instead of by the process associated with the 

25 system or application notifies the user that the password change operation has been 

detected and that the new password is accurately stored. 

[0034) Advantageously, the above process is implemented with no apparent 

change to the users of the system. In other words, a user is completely unaffected by 

the method of Fig. 6, since it is transparent to the user and does not affect any existing 

30 change password processes. 
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[0035] Referring now to Fig. 7, a flow diagram of a method of securely supporting 

password change in accordance with another preferred embodiment of the present 

invention is shown. When a password change operation is provided at step 70, the 

password change operation is detected at step 71 and a secure user authorization 

5 process prompts the user for an authorization data at step 72. Once authorized at step 

73, the system allows the change password operation to proceed at step 74. The new 

password is provided to allow changing of the password, which is stored in an 

independent database at step 75. The data indicative of the new password is 

automatically associated vvith the user identity in replacement of the data indicative of 

10 the old password. From the independent database, the new password is provided to a 

password database on the system at step 76 to change the password there. The prompt 

for user authorization data by the secure authorization process instead of by the 

process associated with the system or application notifies the user that the password 

change operation has been detected and that the new password is accurately stored. 

15 [0036] The above process is highly advantageous. It provides a single password 

change process and as such a single ergonomic interface for changing passwords. 

Therefore, design and implementation of the secure change password process replaces 

all legacy change password processes allowing for better information for the users and 

a more modem and ergonomic process. 

20 [0037] Further advantageously, the above process allows for changing of 

passwords of several systems/files/applications simultaneously. Thus, a single change 

password operation is used where before several or several hundred processes would 

have been required. This is most applicable when changing a password used to protect 

a single file such as a Microsoft® Word® file or the like. 

25 [0038] Of course, it is evident to those of skill in the art that a password entered in 

accordance with the above described process is optionally long and complex since 

there is no need to remember the password. Because of the automatic password 

retrieval, a user never needs to know their password so an arbitrary string of characters 

such as "efkjhgbshgdxfbkj#$$JHYT$kjsfd*( &REWAkvhgfd)(M* &/\%CATvc 

30 hbjhf86%(%(ffgf nm.b.nm.,mn.vb2609" is usable as a password allowing for greatly 

increased security. 
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[0039) Another advantage to the present method is that it allows tracking of old 

passwords to provide for access to older system restorations or old files that were 

saved using earlier passwords. 

[0040) Of course, the process also supports different passwords for different 

5 systems, files and applications without substantial user inconvenience. This is 

achieved by storing each password in association with data indicative of the user 

identity or authorization and the system, file, or application with which the password 

is to be used. Of course, more complex associations are also possible when desired. 

(0041) Referring now to Fig. 8, a flow diagram of a method of securely supporting 

10 password change for use with the method of Figure 7 wherein a choice is given to the 

user is shown. During the password change operation of step 80 and after user 

authorization at step 82 due to the detection of the password change operation at step 

81, the user is given the opportunity to either enter a password or to have the process 

automatically generate a new password at step 83. Therefore, in the case of a 

15 computer-generated password, the user does not have to invent and remember the new 

password because it is automatically assigned to his authorization data and 

automatically retrieved for access to the system. Consequently, choosing a computer­

generated password means that the new password is never typed in which decreases 

the possibilities of a Trojan Horse application from detecting same. 

20 (0042) Advantageously, when a password is automatically generated, it is 

unknown to the user. This makes the password impossible to ascertain except by 

breaching security of password database. For example, when automatic password 

generation is used, an encryption key may form each password allowing for security 

relating to access and for encryption of file data to prevent mining of file data. 

25 [0043] Numerous other embodiments may be envisaged without departing from 

the spirit and scope of the invention. 
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Claims 

What is claimed is: 

A method of securely supporting password change comprising the steps of: 

detecting at least one of the operations in execution on a system comprising: 

(i) detecting a password change operation (55; 62; 71; 81), 

(ii) and detecting a new password storage operation (57); 

performing an operation to change the password of a user to a new password in 

the system (53, 64, 74); 

storing the new password in a password database on the system (54; 67; 76); 

and, 

storing data indicative (59, 66; 75) of a new password for later retrieval of the 

new password by the system in a database independent of the change password 

operation and of the database where the new password is stored. 

2. A method of securely supporting password change according to claim 1 

wherein the step of detecting a password change operation (55; 62; 71; 81) in 

execution on a system comprises the step of detecting a new password prompt. 

3. A method of securely supporting password change according to claim 1 

comprising the steps of: 

4. 

prompting a user to provide authorization data (72); and, 

associating the authorization data with the password. 

A method of securely supporting password change according to claim 1, 

wherein the step of detecting the new password comprises the step of detecting the 

new password at least two separate times. 

5. A method of securely supporting password change according to claiml 

30 wherein the operation detected is a password change operation and further comprising 

the steps of: 

displaying to a user a prompt for a new password (63), the prompt independent 

of the password change operation; 

IPR2022-00412 
Apple EX1043 Page 766



WO 03/034189 PCT /EP02/11445 

12 

receiving the new password (65); 

6. A method of securely supporting password change according to claim 5 

wherein the step of detecting the change password operation in execution on a system 

5 comprises the step of detecting password change command options. 

10 

7. A method of securely supporting password change according to claim 1 

wherein the operation detected is a password change operation and further comprising 

the steps of: 

displaying to a user a prompt for authentication information (72), the prompt 

independent of the password change operation; 

receiving the authentication information (73); 

when the authentication information is indicative of a known user, performing 

said operation to change the password (74} of the known user to a new password in the 

15 system; and; 

20 

25 

8. A method of securely supporting password change according to claim 7 

wherein the prompt for authentication information is a prompt for biometric 

information. 

9. A method of securely supporting password change according to claim 8 

comprising the step of: 

providing biometric information; 

processing the provided biometric information to provide biometric data; 

comparing the biometric data with a stored template; and 

m dependence upon a comparison result retrieving a user password from a 

database. 

10. A method of securely supporting password change according to claim 7 

30 wherein the prompt for authentication information is a prompt for information stored 

on a smart card. 
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11. A method of securely supporting password change according to claim 7 

wherein the step of performing an operation to change the password comprises the 

step of providing the new password to the system. 

12. A method of securely supporting password change according to claim 7 

wherein the step of performing an operation to change the password comprises the 

step of prompting the user to select between provision of the new password and 

automatic generation of the new password (83). 

13. A method of securely supporting password change according to any of claims 7 

and 12, characterized in that the step of performing an operation to change the 

password comprises the step of automatically generating the new password. 

14. A method of securely supporting password change according to claim 13 

15 wherein data secured with the new password is encrypted using an encryption key. 

20 

25 

15. A method of securely supporting password change according to claim 7 

comprising the step of performing another operation to change another password of the 

known user to the new password. 

16. A method of securely supporting password change according to claim 7 

comprising the step of determining all passwords identical to the password being changed 

and automatically performing at least another operation to change each identical 

password of the known user to the new password. 

17. A method of securely supporting password change according to claim 1 

wherein the operation detected is a password change operation; 

wherein the system has a known user authorized thereon; and, 

wherein the step of performing an operation to change the password comprises 

30 the step of automatically generating a new password . 
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18. A method of securely supporting password change according to any of claims 

13 and 17, characterized in that the automatically generated new password is unknown 

to the user. 

19. A method of securely supporting password change according to any of claims 

13 and 18, characterized in that the automatically generated new password is an 

encryption key. 

20. A method of securely supporting password change according to any of claims 

IO 13 and 19, characterized in that the data secured with the new password is encrypted 

using an encryption key. 
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PROCEDE DE GENERATION DE CLES ELECTRONIQUES POUR 

PROCEDE DE CRYPTOGRAPHIE A CLE PUBLIQUE ET OBJET 

PORTATIF SECURISE METTANT EN CEUVRE LE PROCEDE 

L' invention concerne un procede de generation de 

5 cles electroniques pour procede de cryptographie a cle 

publique. Elle concerne egalement un objet portatif 

securise mettant err ~uvre le proce0e. 

L' invention concerne plus particulierement la 

generation de cles d'un systeme cryptographique de type 

10 RSA et leur stockage sur un obj et securise en vue de 

leur utilisation dans une application necessitant de la 

securite. 

15 

L'invention s'applique tout particulierement a des 

objets securises ne possedant 

ressource memo ire tel le que 

pas 

de 

d' importante 

la memo ire 

electriquernent programmable, ni de ressources de calcul 

puissantes comme c'est le cas pour les cartes a puce. 

Une application de l'invention est le commerce 

electronique par l 1 intermediaire d'un telephone 

20 portable. Dans ce contexte les cles peuvent se trouver 

sur la carte SIM du tel€phone. 

Il est en effet prevu que certains programmes 

d'applications utilisent de telles cles pour mettre en 

reuvre un transfert de donnees confidentielles, dans un 

25 contexte de commerce electronique par exemple. Par la 

suite, on considerera que ces applications sont 

fournies par une entite fournisseur de service. 

En outre, il est connu que pour garantir 

l' integri te de la cle, on lui associe generalement un 

30 certificat fourni par une entite de confiance. 
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Parmi les procedes de cryptographie a cle publique, 

on s'interesse dans ce qui suit au protocole de 

cryptographie RSA (Rivest Shamir et Adleman). Ce 

protocole met en reuvre une etape de generation de 

5 nombres premiers de grande taille, cofiteuse en temps de 

calcul et en place memoire. 

On rappelle que ce protocole de cryptographie RSA 

permet le chiffrement d'informations et/ou 

l'authentification entre deux entites et/ou la 

10 signature electronique de messages. 

15 

20 

Le protocole de cryptographie RSA est le plus 

utilise car -il 

permettent d'etre 

possede 

employe 

des proprietes qui lui 

aussi bien en chiffrement 

qu'en generation de signature. 

Pour ce faire, le systeme de cryptographie RSA 

comprend un algorithme «public» realisant la fonction 

de chiffrement ou de verification de signature et un 

algorithme « prive » realisant la fonction de 

dechiffrement ou de generation de signature. 

Sa securite 

factorisation d'un 

repose sur la difficulte de 

nornbre entier public N de grande 

taille qui est le produit de deux nombres premiers 

secrets p et q de grande taille, le couple (p,q) 

entrant dans le calcul de la cle secreted utilisee par 

25 la fonction de dechiffrement ou par la fonction de 

calcul d'une signature. 

Af in de rnieux comprendre le probleme qui va etre 

expose dans la suite, on va rappeler dans ce qui suit 

les parametres entrant dans un schema de cryptographie 

30 RSA 

l) L'exposant public e 
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Il est propre a une application et est fourni par 

cette application. De ce fait, il est commun a taus les 

utilisateurs de cette meme applicati?n. 

2) Les parametres pet q: 

5 Il s sont generes a l' issu d I un cal cul couteux en 

temps. Ils ont en general la meme longueur (meme 

taille) Cette longueur est classiquement de 512 bits. 

Pour augmenter la securite, cette longueur peut aller 

de 512 bits a 2048, 2048 bits etant envisages pour le 

10 futur. 

3) Nest le module public et est calcule a partir 

de la relation suivante: 

N = p*q 

La cle de l 1 algorithme est dite de longueur .e, 
15 lorsque le module public N est de longueur .e. Cette 

longueur est fixee par l'application (ou fournisseur de 

service) . 

4) les parametres e et N forment la cle publique. 

5) la cle pri vee d est calculee a partir de la 

20 relation suivante : 

d = l/e[mod(p-1) (q-1)] 

soit encore ed = 1 [(mod ppcrn{p-1, q-1)] ppcm 

signifie le plus petit commun multiple, 

les parametres secrets sont formes par le triplet 

25 (d, p, q) . 

6) la forrne « normale » de la cle privee est: 

(d, N) . 

6) la forme CRT (Chinese Remainder Theorem) de la 

cle privee est: 

30 dans ce cas la cle privee comporte 5 parametres 

P, q 

dp avec dp d mod(p-1) 

dq avec dq d mod(q-1) 

Iq avec Ig q- 1 rnodp. 
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Le principe de la generation d' une cle selon le, 

schema RSA consiste done comme on peut le voir, a 
generer une cle privee d a partir d'un exposant public 

5 e (ou cle publique) fixe par l'application 1 les 

parametres p, q etant generes de sorte que p*q = N, la 

longueur £ de N et ant f ixee. 

Lorsque plusieurs applications sont prevues, 

chaque fournisseur de service fournit son exposant 

10 public e et la longueur du· module public N, de maniere 

a ce que pu1sse etre generee la cle privee d 

correspondante. 

Ainsi, la mise en reuvre d'un calcul de cle RSA 

necessite la connaissance de l'exposant public e et 

15 eel le de la longueur ,e de la cle de l' algorithme c' est 

a dire la longueur du modulo N. Avec les donnees 

d' en tree e et f , il reste a generer le couple de 

nornbre premier pet q de rnaniere ace que ces derniers 

repondent aux conditions suivantes : 

20 

25 

30 

(i) p-1 et q-1 premiers avec e et, 

{ii) N= p*q un nombre entier de longueur£. 

Ces contraintes sont couteuses en temps de calcul. 

On rappelle a ce propos que 

stockage des cles pour des obj ets 

la generation et 

portables tels 

le 

que 

les cart es a puce s' ef f ectuent a ce j our des deux 

manieres suivantes 

Selan une premiere rnaniere, le calcul d'une cle RSA 

est effectue sur un serveur pour profiter d'une 

puissance de calcu.l importante. On requiert alors pour 

plus de securite, un certificat que l'on telecharge 

avec la cle au sein de l'objet securise lors de sa 

phase de personnalisation. 

Cette solution presente deux inconvenients. 
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d'une part malgre le cadre relativement securise 

de la personnalisation, il peut y avoir vol ou 

duplication de la cle du fait de son transfert du 

serveur vers l'objet securise, et 

5 - d'autre part, chaque cle est chargee dans l'objet 

dans une phase initiale de personnalisation, ce qui 

necessite de prevoir un maximum de cles dans chaque 

objet pour pouvoir anticiper les futurs besoins. 

Dans la pratigue, on stocke dans l'objet portable 

10 des ensembles de cles et de certificats correspondant a 
chague application susceptible d'etre utilisee, sans 

savoir si ces cles seront reellement utiles 

ulterieurement. Un emplacement memoire important est 

utilise inutilement. Par exemple 0,3 Koctets sont 

15 necessaires pour une cle de RSA de module de l024bits, 

alors que les cartes actuelles ont au plus 32Koctets de 

memoire programmable. En outre, un nombre important de 

certificats est achete a l' entite de confiance ce qui 

est couteux. 

20 L'inconvenient ultirne mais tout aussi important est 

qu'il n'est pas possible d'ajouter de nouvelles cles au 

fur et a mesure que de nouvelles applications 

pourraient etre envisagees. 

Selan une deuxieme solution, le calcul peut etre 

25 effectue au sein de l' obj et securise. Cela resout le 

premier inconvenient de la solution precedente mais 

cree une lourdeur de trai tement au ni veau de l' obj et 

securise qui possede une faible capacite de calcul. 

En effet, lorsque la generation d'une cle RSA est 

30 realisee par un objet portatif tel qu'une carte a puce, 

si la longueur imposee de cle RSA est de 2048 bits, le 

calcul prend alors 30 secondes avec un algorithme 

performant. 
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Meme si ce temps de calcul est acceptable pour 

certaines applications car on genere les cles RSA une 

seule fois pour une application donnee, ceci. n' est pas 

satisfaisant pour les seivices de telephonie mobile 

5 (GSM par exemple) car cette operation se renouvelle a 
chaque changement de carte SIM et qu' un plus grand 

nombre de cles doit etre prevu pour repondre aux 

besoins de differentes applications. 

Du fait d'un besoin en ressources de calcul 

10 important, les cles sont toujours crees durant la phase 

de personnalisation a partir des exposants publics e 

fournis par les differentes entites fournisseur de 

service. Cette etape de calcul ne peut pas etre mise en 

reuvre ulterieurement car elle paralyserait le 

15 fonctionnement de l'objet. 

De fa9on pratique ce calcul n'est pas mis en ~uvre 

par la carte. En effet, ce calcul est long et il 

pourrait ralentir la phase de personnalisation, de plus 

sa duree est variable et elle pourrait se reveler 

20 incompatible avec les procedes de personnalisation des 

cartes a puce. 

25 

D'autre part, cette solution presente toujours le 

second inconvenient de la solution precedente a savoir 

la necessite de ressource memoire. 

La presente invention a pour but de resoudre ces 

problemes. 

Plus precisement l' invention a pour obj ectif de 

resoudre le probleme de lourdeur du calcul lie a la 

30 gestion de generation de cles ainsi que le probleme de 

rnanque de flexibilite du au stockage initial et 

definitif d'un nombre important de cles et de 

certificats en phase de personnalisation. 
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A cette fin, un objet de la presente invention 

concerne un procede de generation de cles electroniques 

d pour procede de cryptographie a cle publique au moyen 

d'un dispositif electronique, principalernent 

5 caracterise en ce qu' il comprend deux etapes de calcul 

dissociees 

10 

15 

20 

Etape A 

1) Calcul de couples de nombres premiers (p,q) ou 

de valeurs representatives de couples de 

nombres premiers, ce cal cul etant ind~pendant 

de la connaissance du couple (e,l) dans lequel 

e est l 1 exposant public et 1 la longueur de la 

cle du procede de cryptographie, 1 etant 

egalement· la longueur du module N dudit 

procede, 

2) Stockage des couples ou des valeurs ainsi 

obtenus ; 

Etape B 

Calcul de la cle d a partir des resultats de 

l'etape A et de la connaissance du couple (e,l). 

Selan une premiere variante, l'etape A-1) consiste 

a cal cul er des couples de nombres premiers (p, q) sans 

connaissance de l'exposant public e ni de la longueur 1 

25 de la cle, en util isant un pararnetre II qui est le 

produit de petits nombres premiers. De cette maniere 

couple (p,q) obtenu a l 1 etape A, a une probabilite 

maximale 

(e, 1) et 

de pouvoir correspondre a un 

permettra de calculer une cle 

30 mise en reuvre de l'etape B. 

futur couple 

d lors de la 

Selon une autre variante dependante de la variante 

precedente, le calcul A-1) tient cornpte en plus du fait 

que e a une forte probabilite de faire partie de 

l' ensemble { 3, 1 7, ... , 2 16
+

1
}, on utilise pour cela dans le 
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calcul de l'etape A, une graine cr qui permet de 

calculer non pas des couples (p, q) rnais une valeur 

representative appelee image des couples (p,q). 

Le stockage A-2) consiste alors a memoriser cette 

5 image. Ceci permet de gagner de la place memoire 

puisqu'une image est plus petite qu'un nombre premier p 

ou q par exemple 32 octets compares a 128 octets. 

Selan une troisieme variante on effectue un calcul 

de couples (p,q) pour differents couples (e,l) 

10 probables. De fa9on pratique le parametre IT va contenir 

les valeurs usuelles dee par exemple 3, l7. 

Selan une quatrieme variante l'etape A-1) 

une operation de compression des couples (p,q) 

et l' et ape A-2) consiste al ors a stocker les 

comprend 

calcules 

valeurs 

15 cornpressees ainsi obtenues. 

20 

L' etape B comprend la verification des conditions 

suivantes pour uncouple (e,£) donne: 

(i) p-1 et q-1 premiers avec·e et, 

(ii) N= p*q un nombre entier de longueur f. 

Selan un mode de realisation prefere, l'etape A-1) 

comprend la generation d'un nombre premier q, le choix 

d' une limi te inferieure Bo pour la longueur f O de ce 

nombre premier a generer tel le que f O ;;;, B0 par exemple 

25 Bo= 256 bits, et elle comprend en outre les sous-etapes 

suivantes : 

30 

1) -calculer des parametres v et w a partir des 

relations suivantes et les memoriser: 

v= -J2_2f.o -1/ II 

w=2to / II 

dans lesquelles II est memorise et correspond au 

produit des f plus petits nombres premiers, f etant 

choisi de maniere telle que II s 2B 0
, 
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2)-choisir un nombre j dans l'intervalle des 

nombres entiers { v, .... , w-1} et cal cul er .e =j II ; 

3) -choisir et enregistrer un nombre premier k de 

longueur courte par rapport a la longueur d'une cle RSA 

5 dans l'intervalle des nombres entiers {o, .... , II-1} , 

(k, II) etant co-premiers, ; 

4)-calculer q= k+f, 

5)-verifier que q est un nombre premier, si q 

n'est pas un nombre premier alors 

10 a) prendre une nouvelle valeur pour k au moyen de 

15 

20 

25 

la relation suivante 

k=ak(modII); a appartenant au 

multiplicatif Z*n des nombres entiers modulo II; 

b) reiterer a partir de la sous-etape 4). 

groupe 

Avantageusement l'etape B comprend, pour uncouple 

(p,q) obtenu a l'etape A,et uncouple (e,l} donne 

- La verification des conditions suivantes 

(i) p-1 et q-1 

(ii) N= p*q un 

Si le couple 

conditions 

premiers avec e et, 

nombre entier de longueur 

(p,q) ne repond pas 
RI 

a ces 

Chaix d' un autre couple et reiteration de la 

verification jusqu'a ce qu'un couple convienne, 

Cal cul de la cle d a partir du couple (p, q) 

obtenu a l'issue de cette verification. 

L'invention a egalement pour objet, un objet 

securise portatif apte a generer des cles electroniques 

30 d d' un algori thme de cryptographie de type RSA, 

caracterise en ce qu'il cornprend au mains : 

Des moyens de communication pour recevoir au 

mains uncouple (e,l), 
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10 

- Une memoire pour stoker les resultats d,.une etape 

A consistant a: 

Calculer des couples de nombres premiers (p,q) ou 

de valeurs representatives de couples de nombres 

premiers, ce calcul etant independant de la 

connaissance du couple (e, 1) dans leguel e est 

l' exposant public et 1 la longueur de la cle du 

procede de cryptographie, 1 etant egalement la 

longueur du module N dudit procede, 

- Un programme pour mettre en ceuvre une etape B 

consistant a : 
Calculer d'une cle d a partir des resultats de 

l'etape A et de la connaissance d'un couple (e,l), 

L'objet securise portatif comprend en outre un 

programme pour la mise en a::uvre de l' etape A, les 

etapes A et B etant dissociees dans le temps. 

L'objet securise portatif pourra etre constitue 

par une carte a puce. 

D'autres particularites et avantages de l 1 invention 

apparaitront clairement a la lecture de la description 

qui est donnee ci-apres a titre d 1 exemple non limitatif 

et en regard de la figure unique representant un schema 

25 d'un systeme demise en a::uvre du procede. 

La suite de la description est faite dans le cadre 

de l'application de l'invention a un objet portatif de 

type carte a puce et pour simplifier l' expression on 

30 parlera de carte a puce. 

Selan le procede propose la generation de cles se 

fait en deux etapes dissociees. 
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La premiere Etape A cornporte un calcul de couples 

de nombres premiers (p,q) ou de valeurs representatives 

de couples de nombres premiers appelee image. 

Les couples (p,q) obtenus sont stockes. 

5 Ce calcul est lourd et il est d'autant plus lourd 

si on utilise un algorithrne de generation de nombres 

premiers classigue. 

Il est propose ici gue ce calcul soit effectue de 

maniere independante de la connaissance du couple 

10 (e,l). 

Comme cela va etre detaille dans la suite un mode 

de realisation prefere pour mettre en reuvre cette etape 

perrnet d' alleger les calculs et de limiter la place 

memoire necessaire pour le stockage des couples (p, g) 

15 obtenus en stockant une image de ces couples. 

La deuxieme Etape B comporte le cal cul a 
proprement parler de la cle d a partir des resultats de 

l 1 etape A et de la connaissance du couple (e,l) 

Ce cal cul comprend, pour un couple (p, q) obtenu a 
20 l 1 etape A, et uncouple (e,l) donne : 

25 

- La verification des conditions suivantes 

(i) p-1 et q-1 premiers avec e et, 

(ii) N= p*q , ce nombre doit etre un nombre 

entier et de longueur£, 

Si un couple (p,q) ne repond pas a ces 

conditions, on choisit un autre couple et on reitere de 

la verification jusqu'a ce qu'un couple convienne parmi 

les couples obtenus lors de l'etape A. 

- On peut proceder alors au calcul de la cle d a 
30 partir du couple (p,q) obtenu a l 1 issue de cette 

verification. 

La premiere etape qui correspond a un calcul 

relati vernent lourd par rapport a la deuxieme etape, 

peut etre executee par un autre organe que la carte a 
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12 

puce par exemple par 

resul tats du cal cul de 

etre charges sur une 

personnalisation. 

un serveur. Dans ce cas, les 

cette premiere etape pourront 

carte a puce au moment de la 

Le calcul de l'etape A peut egalement etre fait par 

la carte elle-meme a un instant guelcongue qui ne gene 

pas l'utilisateur de pette carte. Par exemple, ce 

calcul peut etre fait lors de la personnalisation de la 

carte ou plus tard: 

De fac;on pratique, lors de l' utilisation de la 

carte, .pour obtenir un service, si une 

necessaire, al ors la cle publique est 

cle pri vee est 

f ournie par le 

fournisseur de service (eventuellernent a distance si 

elle n' est pas deja stockee dans la carte) a fin de 

15 generer la cle privee. Cette etape de generation (etape 

B de calcul) est effectuee de maniere rapide par la 

carte. 

On voit done que de nouvelles applications qui 

necessi tent le cal cul d' une cle pri vee d peuvent etre 

20 prevues pour une carte. 

On voit egalement qu'il n'y a pas besoin d'associer 

un certificat aux couples (p,g) car ils ne sont pas 

associes a une cle privee. 

Ainsi / la generation d I une cle pri vee peut etre 

25 faite a bard c' est a dire par la carte elle-meme avec 

un gain d'un facteur 10 en temps d'execution par 

rapport aux procedes de generation de cles connus ace 

jour. 

30 On va decrire dans ce qui suit un mode prefere de 

realisation pour la mise en reuvre de l'etape A. Ce mode 

de realisation est particulierement ·avantageux pour la 

mise a bord d'une carte a puce car il permet 
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d' optimiser a la fois la place memoire mais aussi le 

temps de calcul. 

Tout d' abord, afin de s' assurer que N=p*q est un 

5 entier de £-bit, on choisit p appartenant a 
l'intervalle 

Et q appartenant a l'intervalle 

Pour Ro compris entre let£. 

Ainsi min(p)min(q) est compris entre 2 10 -1 et N, et 

15 max (p) max (q) est compris entre N et 2 1 comme cela est 

demande. 

20 

De cette fa9on, la condition ii) ci-dessus 

mentionnee se redui t a rechercher des nombres premiers 

dans l'intervalle 

La solution proposee exploite le parametre II. Ce 

parametre II est le produit de petits nombres premiers 

25 dans lequel on peut trouver notamment 3, 1 7, 2 16 +
1 

' 

nombres premiers generalement utilises comme exposants 

publics. Ainsi, la probabilite pour qu 1 un couple (p,q) 

corresponde a un futur couple (e,l) donne, deja tres 

elevee, augmente encore lorsque II comporte de tell es 

30 valeurs. 

On choisit les f plus petits nombres premiers, f 

etant choisi de maniere telle que IIiPi s 2B 0 , Bo est la 
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borne inf erieure choisie pour f! 0 • par exemple on peut 

choisir Bo egal a 256 bits. 

rr est egal au produi t 2. 3 ..... l9l et est inf erieur 
a 2 2s6. 

On peut alors memoriser cette valeur II dans la 

carte par exemple comme une constante dans la memoire 

morte de programme. 

La premiere phase du procede consiste a generer et 

a enregistrer un nombre premier k de longueur courte 

10 par rapport a la longueur d' une cle RSA dans 

l' interval le des nombre entiers { 0, .... , Il-l} , (k, II) 

etant copremiers, c'est a dire n'ayant pas de facteur 

commun. 

La deuxieme phase consiste ensuite a partir de ce 

15 nombre k a construire le premier candidat q qui 

satisfait la condition d'etre copremier avec II. 

Si ce premier candidat ne satisfait pas cette 

condition, alors il est mis a jour c'est a dire qu'un 

autre candidat est choisi jusqu' a ce qu'une valeur de 

20 q satisfaisant a la condition soit trouvee. 

25 

On va presenter dans la suite les differentes 

etapes de l'algorithme de generation d'un nombre 

premier entrant dans le calcul d'une cle RSA selon 

l'invention. 

L'algorithrne propose fonctionne quelle que soit la 

longueur lo donnee pour le nombre premier q qui doit 

etre genere. 

La generation du nombre premier pest identique, il 

suffit de remplac_er q par p dans les etapes qui vont 

30 etre developpees et de remplacer lo par 1-lo. 

Apres avoir fixe la limite Bo, on calcule les 

nombres premiers uniques v et w satisfaisant les 

conditions suivantes: 
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✓2 2 e o-1 :s; vTT :s; /2 2 .e o-1 + TT' 
.e £ 

2 ° - TT :s; wTT s 2 ° 

Ceci, se traduit par le calcul de vet w par les 

5 relations suivantes 

v= ,J22to -1/ IT 

w=2ro I IT 

10 Puis apres avoir pris k appartenant au groupe 

15 

multiplicatif Z*TT des nombres entiers modulo IT, on 

construit le premier candidat g tel gue, 

g=k+j IT pour tout j appartenant a l'intervalle [v, 

w-1] 

Comme j usternent k apparient a Z*TT, la probabili te 

pour avoir un premier candidat g 

Si ce n' est pas le cas, on met a 

egal a ak (mod TI) , ~ appartenant 

premier, est elevee. 

j our k en prenan t k 

au groupe Z*TT et on 

reitere jusgu'a trouver une valeur deg correspondant a 
20 un nornbre premier. 

Une maniere de tester la primalite d'un nombre est 

par exernple d'utiliser le test de Rabin-Miller. 

Les differentes etapes de l'algorithme propose sont 

precisement les suivantes: 

25 l) -cal cul er des parametres v et w a partir des 

30 

relations suivantes et les memoriser: 

v= ,J22fo -1/ IT 

w=2to / IT 

dans lesguelles IT est 

produit des f plus petits 

choisi de maniere telle gue 

memorise 

nornbres 

IT :s; 2Ba , 

et correspond au 

premiers, f et ant 

2)-choisir un nombre j dans l'intervalle des 

nombres entiers { v, .... , w-1} et cal cul er £ =j II 
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3) -choisir et enregistrer un nombre premier k de 

longueur courte par rapport a la longueur d'une cle RSA 

dans l' intervalle des nombres entiers { o, .... , IT-1} , 

(k, IT) etant co-premiers, ; 

5 4) -calculer q= k+£, 

10 

5) -verifier que q est un nombre premier, si q 

n'est pas un nombre premier alors 

a) prendre une nouvelle valeur pour k au moyen de 

la relation suivante 

k=ak(modIT) a appartenant au 

multiplicatif Z*n de.s nombres entiers modulo IT; 

b) reiterer a partir de l'etape 4) ; 

groupe 

6) enregistrer a, k' j pour les utiliser afin de 

retrouver q et ensuite exploiter q pour l'utiliser lors 

15 d'un calcul ulterieur de generation d'une cle RSA. 

Au lieu de stocker la valeur de q on va proceder 

avantageusement comme decrit dans la suite. 

Une maniere simple de met tre en a:uvre cet 

algorithme peut consister pour chaque longueur de cle 

20 RSA envisagee, de stocker les valeurs de k et j de 

maniere a re construire q. 

Plut6t que de choisir un nombre aleatoire j comme 

indique a l'etape 2) un autre mode de realisation peut 

consister a construire j a partir d'un nombre aleatoire 

25 court. 

On prend par exernple un nombre de longueur 64-bit, 

que l'on designe par graine et que l'on denote cr. Cette 

graine est alors prise comme valeur d'entree d'un 

generateur de nombres pseudo-aleatoires PRNG, lequel va 

30 permettre de generer j. 

jest alors defini comme PRNG1 (cr) (mod(w-v)+v). 

Ce mode d'execution permet de reduire 

considerablement les besoins en place mernoire car il 

n'y a a stocker que les valeurs de a et de ken memoire 
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EEPROM. La valeur de II est en memoire morte (dans le 

programme de calcul). 

On peut encore reduire les besoins en place memoire 

en constatant que : si kco) est la premiere valeur de k 

5 appartenant au groupe Z*TT, alors, les nombres premiers 

generes ont la forme : 

q= af-i k(o) mod II +j II 

f etant le norobre d'echec du test de l'etape 4). 

Cette valeur k{o) qui appartient a-ci groupe Z*fL peut 

10 etre facilement calculee a partir d' une graine 

aleatoire courte comme cr par exemple et en utilisant la 

fonction de Carmichael de II2 denotee A(II). 

En utilisant cette fonction on peut exprimer k(ol 

par la relation suivante 

15 kcoJ = [PRNG2 (cr) +bPRNG 3 (cr) (PRNG2 (cr) A(TI) -1)] (modTT) 

b etant un element d'ordre A(Il) appartenant a Z*TT. 

Ces deux modes d' execution permettent de reduire 

les besoins en place memoire puisqu' on ne va devoir 

20 stoker dans ce cas, que la valeur de la graine cr et 

differentes valeurs def pour les longueurs desirees de 

cles. 

Pour des cles RSA de modulo superieur a 2048 bits, 

les experiences numeriques qui ant ete fai tes par les 

25 inventeurs montrent que f est egal a 2 8
. Ceci signifie 

que f peut etre code sur 1 byte soit 8 octets. 

A titre d'exemple, pour generer des cles RSA de 

longueur allant de 512 a 2048 bits avec une granulite 

de 32 bits, il y a 49 longueurs de cle possibles. Il 

30 est done necessaire de stocker sur la carte un byte 

soi t 8 octets correspondant a la valeur de cr. Il est 

egalement necessaire de stocker les valeurs de f pour 

les nombres premiers p et q soit 2*49=98 octets. Ceci 
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fait au total 106 bytes soit 848 bits en memoire 

EEPROM. 

Un dernier mode d' execution permettant de reduire 

la place mernoire, consiste a stoker dans le programme 

5 de calcul, c'est a dire en rnemoire de programme, 

plusieurs valeurs de IT et les valeurs de A(IT) 

10 

correspondantes pour differentes longueurs de cles 

envisagees. On peut remarquer qu'une grande valeur de IT 

conduit aux plus petites valeurs pour f. 

Le nombre premier q genere selon l' et ape 4) par 

l'algorithme qui vient d'etre decrit satisfait comrne on 

l'a vu precedemment a la condition 

q= af-l k(ol mod IT +j *IT 

Si e divise IT on peut exprimer q par la relation 

15 sui vante : 

20 

q= af-i kco) mod (e) 

Afin que la condition i) 

description soit remplie, il 

a=l (mod e) et forcer kco) de 

different de l(mod e). 

enoncee au debut de la 

faut choisir a tel que 

maniere a ce qu' il soi t 

Ainsi le nombre premier q obtenu satisfait la 

relation q= kco) different de 1 (mod e) . 

La generation du nombre premier pest identique, q 

25 est remplace par p dans les etapes qui ont ete 

developpees et lo par 1-lo. 

Comrne cela a ete dit, le programme mettant en reuvre 

le procede de la carte n' a pas besoin de connaitre a 
30 priori l'exposant public e. Cet exposant peut done etre 

fourni a tout moment par une application chargee dans 

la carte. 
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Toutefois, on sait que pour la plupart des 

applications (plus de 95%), les valeurs dee utilisees 

sont les valeurs {3, 17, 2 16 +1}. 

Afin de couvrir le plus grand nombre 

5 d'applications, on va de fa9on preferentielle choisir a 

tel que a= 1 mod { { 3, 1 7, 2 16 +1}) et forcer kco> different 

de cette valeur: 1 mod({3, 17, 2i 6 +l}). 

On choisit par exemple comme candidat possible pour 

a, le nombre premier R= 2 64 -2 32 +1 a condition que le plus 

10 grand commun diviseur de TI et de R soit egal a 1. 

La condition requise pour kco) peut etre obtenue par 

le theoreme du reste chinois. 

Comme cela a ete di t une autre alternative peut 

consister :pour l' etape A-l) a calculer des couples de 

15 nombres premiers (p, q) pour differents couples (e, 1) 

probables. 

En conclusion, l' invention propose un precede en 

deux etapes dissociees I la deuxieme et ape tres rapide 

20 par rapport aux solutions connues, peut etre executee 

en temps reel. Ce procede est egalernent peu couteux en 

place rnemoire. 

En outre, il n'y a pas de lirnite pour de nouvelles 

applications non prevues a la personnalisation de la 

25 carte. 
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REVENDICATIONS 

l. Procede de generation de cles electroniques d 

pour procede de cryptographie a cle publique au moyen 

d'un dispositif electronique, principalement 

caracterise en ce qu'il comprend deux etapes de calcul 

5 dissociees 

15 

20 

Etape A 

1) Cal cul de couples de nombres premiers (p, q) ou 

de valeurs representatives de couples de nombres 

premiers, ce calcul etant independant de la 

connaissance du couple (e, 1) dans lequel e est 

l' exposant public et 1 la. longueur de la cle du 

procede de cryptographie, l etant egalement la 

longueur du module~ dudit procede, 

2) Stockage des couples ou des valeurs ainsi 

obtenus; 

Etape B 

Calcul d'une cle d a partir des resultats de 

l'etape A et de la connaissance du couple (e,1). 

2. Procede de generation de cles electroniques 

selon la revendication l, caracterise en ce que l'etape 

A-1) consiste a calculer des couples de nombres 

premiers (p,q) sans connaissance de l'exposant public e 

ni de la longueur 1 de la cle, en utilisant un 

25 parametre IT qui est le produit de petits nombres 

premiers, de rnaniere a ce que chaque couple (p, q) ait 

une probabilite maximale de pouvoir correspondre a un 

30 

futur couple (e,l) et puisse permettre de calculer une 

cle d. 

3. Procede de generation de cles electroniques 

selon la revendication 2, caracterise en ce que le 
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calcul de l 1 etape A-1) tient compte en plus du fait que 

ea une forte probabilite de faire partie de l'ensemble 

{ 3, 17 1 ••• , 2 16
+

1
}, on utilise pour cela dans ce calcul une 

graine er qui permet de calculer non pas des couples 

5 (p, q) mais une valeur representative appelee image des 

couples (p,q). 

4. Procede de generation. de cles electroniques 

selon la revendication 1 et 3, caracterise en ce le 

IO stockage A-2) consiste a memoriser l 1 image des couples. 

5. Procede de generation de cles electroniques 

selon la revendication 1, caracterise en ce que l'etape 

A-1) consiste a calculer des couples de nombres 

15 premiers {p,q) pour differents couples (e,l) probables. 

6. Procede de generation de cles electroniques 

selon les revendications 2 et 5, caracterise en ce que 

le parametre IT contient les valeurs usuelles de 

20 l'exposant public e par exemple 3, 17. 

7. Procede de generation de cles electroniques 

selon la revendications l, caracterise en ce que 

l' etape A-1) comprend une operation de compression des 

25 couples (p,q) calcules et l'etape A-2) consiste alors a 
stocker les valeurs compressees ainsi obtenues. 

8. Procede de generation de cles electroniques 

selon la revendication 1, caracterise en ce que l'etape 

30 A-1) comprend la generation d'un nombre premier q, pour 

lequel on fixe une limite inferieure B0 pour la longueur 

£0 de ce nombre premier a generer, telle que £0 ~ B0 par 

exernple Bo= 256 bits, et en ce qu'elle cornprend les sous 

etapes suivantes : 
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l) -calculer des parametres v et w a partir des 

relations suivantes et les memoriser: 

v= y2.2f.o -1 / II 

w=2to/ II 

dans lesquelles II est memorise et correspond au 

produit des f plus petits nombres premiers, f etant 

choisi de maniere telle que II :,.:; 2B0
, 

2)-choisir un nombre j dans l'intervalle des 

10 nombres entiers {v, .... ,w-1} et calculer f=j II ; 

3) -choisir et enregistrer un nombre premier k de 

longueur courte par rapport a la longueur d'une cle RSA 

dans l' interval le des nombres entiers { O, .... , II- 1} , 

(k, II) et ant co-premiers, ; 

15 4)-calculer q= k+£, 

20 

~)-verifier que q est un nombre premier, si q 

n'est pas un nombre premier alors 

a) prendre une nouvelle valeur pour k au moyen de 

la relation suivante 

k=ak(modII); a appartenant au 

multiplicatif Z*n des nombres entiers modulo II; 

b) reiterer a partir de l'etape 4) ; 

groupe 

9. Procede de generation de cles· electroniques 

25 selon les revendications 3 et 8, caracterise en ce que 

les nombres j et k peuvent etre generes a partir de la 

graine cr stockee en rnemoire. 

10. Procede de generation de cles electroniques 

30 selon la revendication 8, caracterise en ce que le 

nombre premier p est genere en rei terant tout es les 

sous etapes precedentes en rempla9ant q par p et en 

rempla9ant f O par .f - f O . 
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11. Procede de generation de cles electroniques 

selon l 'une quelconque des revendications precedent es, 

caracterise en ce gue: 

L'etape B cornprend, pour uncouple (p,q) obtenu a 
5 l'etape A, 

10 

- La verification des conditions suivantes 

(i) p-1 et q-l premiers avec e donne et, 

(ii) N= p*q un nornbre en tier de longueur f 
donnee, 

Si 

conditions 

le couple (pl q) ne repond pas a ces 

Chaix d'un autre couple et reiteration de la 

verification jusqu 1 a ce qu'un couple convienne, 

Calcul de la cle d a partir du couple (p, g) 

15 obtenu. 

12. Objet securise portatif apte a generer des cles 

electronigues d d'un algorithrne de cryptographie de 

type RSA, caracterise en ce qu'il·comprend au mains: 

20 Des rnoyens de communication pour recevoir au 

25 

30 

mains uncouple (e,l), 

- Une memoire pour stoker les resultats d'une etape 

A consistant a: 

Calculer des couples de nornbres premiers (p,g) ou 

de valeurs representatives de couples de nombres 

premiers, ce calcul etant 'independant de la 

connaissance du couple (e,l) dans lequel e est 

l' exposant public et 1 la longueur de la cle du 

procede de cryptographie, 1 etant egalement la 

longueur du module N de ce p, 

- Un programme pour mettre en ceuvre une etape B 

consistant a: 

Calculer une cle d a partir des resultats de 

l'etape A et de la connaissance d'un couple (e,l), 
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13. Objet securise portatif selon la revendication 

12, caracterise en ce qu'il comprend en outre un 

programme pour la mise en reuvre de l'etape A, les 

5 etapes A et B etant dissociees dans le temps. 

14. Objet securise portatif selon la revendication 

13, caracterise en ce que le programme de rnise en reuvre 

de l'etape A met en reuvre les sous-etapes 

10 1) -calculer des parametres v et w a partir des 

15 

relations suivantes et les memoriser: 

v= ...,/2.2f.o -11 IT • 
W=2fo / IT 

dans lesquelles IT est memorise 

produit des f plus petits nombres 

et correspond au 

premiers, f et ant 

choisi de maniere tel le que II s 2B 0
, Bo est une limi te 

inferieure fixee pour la longueur f 0 du nombre premier a 
generer telle que £0 ~ B0 par exemple B0 = 256 bits, 

20 2) -choisir un nombre j dans l' interval le des 

nombres entiers {v, .... ,w-1} et calculer i=j IT ; 
3) -choisir et enregistrer un nombre premier k de 

longueur courte par rapport a la longueur d'une cle RSA 

dans l' inte;rvalle des nombres en tiers { O, .... , II-1} , 

25 (k, II) etant co-premiers, ; 

4)-calculer q= k+i, 
5)-verifier que q est un nombre premier, si q 

n'est pas un nombre premier alors 

a) prendre une nouvelle valeur pour k au rnoyen de 

30 la relation suivante 

k=ak{modII); a appartenant au 

multiplicatif Z*n des nombres entiers modulo IT; 
b) reiterer a partir de l'etape 4). 

groupe 
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15. Objet securise portatif selon la revendication 

12 ou 13 ou 14, caracterise en ce qu' il est cons ti tue 

par une carte a puce. 

IPR2022-00412 
Apple EX1043 Page 804



WO 2004/002058 PCT/FR2003/001871 

1/1 

,--------------, 
l ~ I 
I ~ t I 
I µP· I 
I --~ ~-__.J I 
I I 
I I 
I ~::;:================:====~ I 
I I 

I ,---"--~ ~-~-- I 
I Programme r- C 

: [RciM] [EEPROM] : 
I L---~ L---_J I 
L ______________ __J 

I 
SJM{ffll ) ====> 

D 
000 
000 
000 
000 

Figure uniqQe 

M 

IPR2022-00412 
Apple EX1043 Page 805



---iiiiiiii 
iiiiiiii 

iiiiiiii --

iiiiiiii 
iiiiiiii 

--iiiiiiii 
iiiiiiii 

\0 = t-
?"""i 
00 = --~ 

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 

(19) World Intellectual Property 
Organization 

International Bureau 

( 43) International Publication Date 
23 September 2004 (23.09.2004) 

(51) International Patent Classification 7: 

(21) International Application Number: 

PCT 

G06F 

PCT/SG2004/000024 

(22) International Filing Date: 27 January 2004 (27.01.2004) 

(25) Filing Language: English 

(26) Publication Language: English 

(30) Priority Data: 
2003901095 11 March 2003 (11.03.2003) AU 

(71) Applicant (for US only): DIGISAFE PTE LTD [SG/SG]; 
100 Jurong East St 21, Singapore 609602 (SG). 

(72) Inventors; and 
(75) Inventors/Applicants (for US only): CHOW, Andrew 

[SG/SG]; c/o Digisafe Pte Ltd, 100 Jurong East St 21, 
Singapore 609602 (SG). LEE, Ser, Yen [SG/SG]; c/o 
Digisafe Pte Ltd, 100 Jurong East St 21, Singapore 609602 

1111111111111111 IIIIII IIIII 1111111111111111111111111111111111111111111111111111111 IIII IIII IIII 

(10) International Publication Number 

WO 2004/081706 A2 

(SG). LAU, Puay, Hui [SG/SG]; c/o Digisafe Pte Ltd, 
100 Jurong East St 21, Singapore 609602 (SG). CHIA, 
Boon, Quee [SG/SG]; c/o Digisafe Pte Ltd, 100 Jurong 
East St 21, Singapore 609602 (SG). TAN, Teck, Weng, 
Paul [SG/SG]; c/o Digisafe Pte Ltd, 100 Jurong East St 
21, Singapore 609602 (SG). NG, Chee, We [SG/SG]; 
c/o Digisafe Pte Ltd, 100 Jurong East St 21, Singapore 
609602 (SG). S00, Hin, Meng, Timothy [SG/SG]; c/o 
Digisafe Pte Ltd, 100 Jurong East St 21, Singapore 609602 
(SG). GATTAJ\1ENI, Venkateswara, Rao [SG/SG]; c/o 
Digisafe Pte Ltd, 100 Jurong East St 21, Singapore 609602 
(SG). LOO, Whye, Ho, Jamez [SG/SG]; c/o Digisafe Pte 
Ltd, 100 Jurong East St 21, Singapore 609602 (SG). 

(74) Agent: SIM, Yuan, Meng, Andrew; Shook Lin & Bok, 
1 Robinson Road, #18-00 AIA Tower. Singapore 048542 
(SG). 

(81) Designated States {unless otherwise indicated, for every 
kind of national protection available): AE, AG, AL, AM, 
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN, 
CO. CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI, 
GB. GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE, 
KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA MD, 

[Continued on next page] 

(54) Title: METHOD AND APPARATUS FOR CONTROLLING THE PROVISION OF DIGITAL CONTENT 

20 

22 

Q (57) Abstract: An apparatus for controlling the provision of digital content, comprising a data storage device controller for receiving 
0 a data storage device on which is provided the content, an authentication data storage device for storing authentication data, a data 
M port connectable to a host device so that the apparatus can be placed into electronic communication with the host device, and a 
0 communications hub to mediate electronic communication between the data storage device controller, the authentication data storage 
:;;;;_.. device and the data port, wherein the apparatus is configured to permit content provided on the data storage device to be outputted 
;;;;,,--from the data port according to the authentication data. 

IPR2022-00412 
Apple EX1043 Page 806



WO 2004/081706 A2 

MG, MK, MN, 1v1W, MX, MZ, NA, NI, NO, NZ, OM, PG, 
PII, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM, 
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, YU, ZA, ZM, 
zw. 

(84) Designated States ( unless otherwise indicated, for every 
kind of regional protection available): ARIPO (BW, GH, 
GM, KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZJvf, ZW), 
Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, Thi), Euro­
pean (AT, BR, BG, CH, CY, CZ, DR, DK, RR, RS, FT, FR, 
GB, GR, HU, IE, IT, LU, MC, NL, PT, RO, SE, SI, SK, 

1111111111111111 IIIIII IIIII 11111111111111111111111111111111111111111111111111111111 IIII IIII IIII 

TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, 
ML, MR, NE, SN, TD, TG). 

Published: 
without international search report and to be republished 
upon receipt of that report 

For two-letter codes and other abbreviations, refer to the "Guid­
ance Notes on Codes and Abbreviations" appearing at the begin­
ning of each regular issue of the PCT Gazette. 

IPR2022-00412 
Apple EX1043 Page 807



WO 2004/081706 PCT/SG2004/000024 

- 1 -

METHOD .AND APPARATUS FOR CONTROLLING THE PROVISION 

OF DIGITAL CONTENT 

FIELD OF THE Urv"El\ITIO~'! 

5 The present invention relates to a digital security method 

and apparatusc of particular but by no means e.:icclusive 

application in controlling the distribution of electronic 

content such as software (and, in one pa~ticular ex6llnplec 

software drivers) 0 the distribution of digital content or 

10 media '\"dth copy protection,, digital personal 

15 

identification devices (typically carrying personal 

identity and other data), data management and portable 

devices for the secure storage of electronic content (such 

as data or software). 

BACKGROUND OF THE INVENTION 

Software including software drivers are presently commonly 

distributed with corresponding hardware on computer 

readable media such as CD-ROM, or over the Internet. 

20 These approaches, however, require the provision of such 

media or an Internet connection, both restrictions on the 

portabili~y of the hardware. 

Currently techniques exist for preventing the copying of 

25 digital content on music CDs, but few particular effective 

approaches exist for digital media such as floppy 

diskettes, zip diskettes, CD-ROMs and USB-flash devices. 

In the field of smart cards and other devices for storing 

30 personal data or for data management, techniques such as 

the use of secret keys and digital certificates are 

presently employed to identify a person"s identity. 

Personal Digital Assistants (PDAs) carry personal 

information but are not generically designed to prove a 

35 person"s identity. No such de~vice e:i:.ists th&t combines 

the storage of a person's identity with personal 

information such as electronic mail. 
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There also exist a number of mass storage USB tokens, 

including that of Trek Technology (Singapore) Pte Ltd as 

described in WO 01/61692. Further 0 WO 00/42491 {Rainbo~ 

5 Tech:n.ologies Inc) describes a cryptographic USB token. 

10 

E:i-dsting s.ppros1ches for the portable secure storag,e of 

digital data also include the encryption of files on 

digkettes. 

St.Tll[MR~RY OF THE INVENTION 

The present provides, in a first broad aspect, an 

apparatus for controlling the provision of digital 

content, comprising: 

15 a data storage device controller for receiving a 

data storage device on which is provided said content; 

an authentication data storage device for storing 

authentication data; 

a data port connectable to a host device so that 

20 said apparatus can be placed into electronic communication 

with said host device; and 

a communications hub to mediate electronic 

communication between said data storage device controller, 

said authentication data storage device and said data 

25 port; 

30 

wherein said apparatus is configured to permit 

content provided on said data storage device to be 

outputted from said data port according to said 

authentication data. 

Preferably said data storage device is a non-vo1atile data 

storage device. More pre:ferably said data storage devic,a 

is a flash memory device. In these e:m.bodiments, the data 

storage device controller is preferably a controller 

35 suit6l.ble for the respective device. 

Thus, content (which could comprise software, audio, 
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video, personal or other information, etc.) can be 

provided on the data storage device {such as a flash 

memory device, for examp1e a flash card), but only copied 

to ths data port {and thence toe £or e.:F.:am.plec a computer 

5 or a pla:r~ack. dendce) if a suitable correspondence e:i~ists 

between the authentication data and the content. For 

e:irampl.e, the content may be configured to be read from the 

ds,ta storage device only if ai, ps1rticular password, 

securit:i· key or digital certificate is provided: that 

10 password or security key would be stored as the 

authentication data on the auth,sntication data storag-e 

devicee The authentication data storage dev:i.ce could take 

any suitable form, as will be understood by those in the 

art, such as a smart card chip or a biometric device. 

15 

It should be understood, however, that the apparatus 

though configured to permit content provided on said data 

storage device to be outputted from the data port 

according to said authentication data may be configured 

20 so that this outputting is limited in a predetermined way. 

Thus, the data storage device may include a first storage 

portion f~r storing at least one software viewer or player 

£or viewing or playing said content, and a second storage 

portion for storing said content, wherein said apparatus 

25 is configured to permit the accessing of said software 

viewer or player and of said content {such as by a 

computer when said apparatus is connected to that 

computer) such that said content can be viewed or played 

by means of said software viewer or player without 

30 allowing said content to be copied (such as to another 

device, storage medium or printer). 

Preferably the apparatus includes a cr-;:,rptogrE1phic 

processor that is opera;.ble to encrypt or decrx-pt said 

35 content by means of at least one cryptograc~phic key stored 

in said authentication data storage device. The 

cryptographic key may comprise or be derived from the 
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authentication data. 

Thus,, the authentication data (t;rhether comprising a 

passn;.rord, a secret key and/or a digital certifica .. tec or 

5 other'lflise) can addi tiona,lly be used for encr::;rption and 

copy protection,. and the appe,ratus is preferably operable 

to ancrypt and/or decrypt said content on the basis of the 

authentication data (i.e. using the authiS;.n.i;.ication data as 

a cr:Jtptographic key,, or deriving a cr:tptographic k.ey from 

lO the authentication data) . 

The authentication data storage device may also comprise a 

combination of secure microcontrollers and EEPROM chips. 

15 The invention thereby provides an apparatus that can be 

used as both a mass storage token and as a cryptographic 

token (the latter preferably in the form of a 

cryptographic processor}. 

20 Preferably said communications hub comprises a Universal 

Serial Bus (USB) hub. 

Preferably the data port comprises a USB connector. 

25 In one embodiment, said content comprises software. 

In another embodiment, said content comprises software 

device drivers. 

30 Preferably said apparatus includes a communications port 

for connecting said apparatus to a hardware device 

associated with said content. 

Alternatively, said apparatus is provided in a hardware 

35 device and in electronic communication "'.rith said hardware 

device. 
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Thus, the hardware device would typically be a hardware 

peripheral that the software device drivers will be 

working withe The data storage device is then used to 

contain the software dri"'7ers for the hardware device,, or 

5 digital mediat personal data and other data to be securede 

The a1uthentication data storage den.dee can then also store 

unique secret keys for identifying the hardware device 

and/or for ensuring the authenticity and .originality of 

10 

15 

the hardware. 

In another embodimentu when the content comprises digital 

media for distribution with copy protection, the data 

storage device contains software portions or drivers for 

reading, displaying or playing said digital media. 

Thus, these software components would typically be 

designed to prevent unauthorized duplication of the 

digital media stored on the data storage device by using 

techniques such as encryption and capturing operating 

20 system functions. 

In one e~odiment, further authentication data is stored 

on said data storage device. 

25 Thus, for data management (such as of personal data), the 

content comprises software modules for the host device 

that are designed to be incorporated into software 

applications so that personal identity data, such as 

secret keys and digital certificates, may be stored in the 

30 data storage device as well as in the authentication data 

storage device. Other personal data, such as emai1 and 

personal calendar, can be stored in the data storage 

dsvice. 

35 In another embodimente for portable secure storage of 

digital data, the data storage device contains said 

digital data in encrypted form while the authentication 
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data storage device contains secret keys for the 

encryption. 

In a11 the applications abo,J'e,. the data in the date1 

5 storage device m5!.y be in clec1r or in encry1?ted form, 

depending on the application. 

The present also provides, in a second b~o~d aspect, a 

method for controlling the provision of digital content€ 

10 comprising: 

providing said content on a data storage device 

readable by means of a data storage device controller; 

providing authentication data on an 

authentication data storage device; 

15 placing said data storage device controller and 

authentication data storage device in data communication 

with a host device; 

controlling the provision of said content to said 

host device according to at least said authentication 

20 data. 

The prese~t provides, in a third broad aspect, a method 

for controlling access to digital content, comprising: 

providing said content on a computing or other 

25 electronic device; 

providing authentication data and control 

software on an authentication apparatus comprising: 

a control software storage device 

controller for receiving a control software storage device 

30 on which is provided control software; 

an authentication data storage device for 

storing authentication data; 

a data port connectable to said computing 

or other electronic device so that said apparatus can be 

35 placed into electronic communication with said computing 

or other electronic device; and 

a communications hub to mediate electronic 
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communication between said authentication data storage 

device controller, said authentication data storage device 

and said data port; 

wherein said apparatus is configured to permit 

5 said control software prO"t?ided on said control. soft,.,,are 

storag·e device storage device to be ussd to control 

application software on said computing or other electronic 

device according to said authentication data. 

10 The electronic device could be a computer peripheral, such 

as a printerc a scanner or a digital camera. By this 

means, the software drivers can be distributed with the 

electronic device itself, rather than on a separate CD-ROM 

or the like. 

15 

Preferably the authentication apparatus includes a 

cryptographic processor that is operable to encrypt or 

decrypt said content by means of at least one 

cryptographic key stored in said authentication data 

20 storage device. More preferably, the cryptographic key 

comprises or is derived from the authentication data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In order that the present invention may be more clearly 

25 ascertained, preferred embodiments will now be described, 

by way of example, with reference to the accompanying 

drawing, in which: 

Figure 1 is a schematic diagram of an apparatus 

for distributing content associated with a hardware device 

30 according to a preferred embodiment of the present 

invention, together with the hardware device; 

Figure 2 is a schewatic diagram of an apparatus 

for distributing software device drivers associated with a 

hardware device according to another preferred embodiment 

35 of the present in.1J·ention,, together with the hardt 01are 

device; 

Figure 3 is a schematic diagram of an apparatus 
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for distributing digital storage media with copy 

protection according to a further preferred embodiment of 

the present invention; 

Figure 4 is a schematic diagreun of an 

5 authentication appsi.ratus for personal identity and ds1ta 

management and for porta.bl<e :secure storage o:E digital data 

according to another preferred embodiment of the present 

in,.rention; 

F.igure 5 i:s ai, schematic diagram o:f a system. for 

10 centrally programming and managing the apparatus of figure 

4; and 

Figure 6 is a perspective view of an example of 

the apparatus of figure 4. 

15 DETAILED DESCRIPTION OF THE DRAWINGS 

20 

25 

An apparatus 10 for distributing digital content 

associated with a hardware device according to an 

embodiment of the present invention, together with the 

hardware device 12, is shown in figure 1. 

The apparatus 10 comprises a Universal Serial Bus (USB) 

hub 14, a? authentication device in the form of a smart 

card chip 16 or a biometric device 18, a flash controller 

20 for reading flash memory 22 and a USB connector 24. 

The authentication device 16,18 and the flash controller 

20 communicate via USB hub 14 with a host device (not 

shown: typically a computer) by means of USB connector 24. 

The apparatus 10 is in fact incorporated within the 

30 hardware device 12 and connected thereto by means of a 

further USB connector (not shown) to the USB hub 14. The 

USB hub 14 in this embodiment will typically be the USE 

hub of the hardware device 12 itself. 

35 The content on flash memory 22 (provided \"l·ith the hs.rdl 01ars 

device 12) to the host device is permitted only if the 

correct and corresponding authentication data is detected 
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on the authentication device 16,18. 

Particular examples of applications of this approach are 

given be1ow by reference to figures 2 to 4. 

(1) Software Driver Distribution 

Figure 2 is a schematic diagram of an apparatus 30 for 

distributing software device drivers assQciated with a 

hardware device according to an embodiment of the present 

lO invention, together with the hardware device 32. 

15 

The apparatus 30 comprises USB hub 34, an authentication 

device in the form of a smart card chip 36, a flash 

controller 40 for reading flash memory 42 and a USB 

connector 44. Flash memory 42 contains the content {here 

in the form of the software device drivers for hardware 

device 32) that are needed for the operating system of the 

host device (not shown, but connected at USB connector 44) 

to operate with the hardware device 32. The hardware 

20 device 32 could be a computer peripheral such as a 

printer, or scanner, or it could represent a smart card 

that itself acts as the authentication device. 

The smart card chip 36 contains secret keys, etc., for 

25 establishing authenticity of the hardware device 32 and 

the software device driver: the software device driver 

performs authentication with the smart card chip 36 to 

ensure that the device driver has not been modified and 

the hardware device 32 is original. 

30 

(2) Digital Media Distribution with Copy Protection 

Figure 3 is a schematic diagram of an apparatus 50 for 

distributing digital storage media with copy protection 

according to an embodiment of the present invention. The 

35 content in this e.:rz:ample may be digiti2'ed music and video 

such as MP3 and MPEG or software packages. 
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The apparatus 50 comprises USB hub 54, an authentication 

device in the form of a smart card chip 56, a flash 

controller 60 for reading flash memory 62 and a USB 

connector 64. Flash memory 62 contains the cor.ttent,. in. 

5 this example in the form of audio/video digital content to 

be distributed 8 and software application~ to view, play 

and install the content on the host device (not shown, but 

connected at USB connector 64). 

l0 The content stored in the flash memory 62 is in encrypted 

form to prevent unauthori2;;sd duplication. Software 

viewers, players or installers also reside in the flash 

memory. The viewers, players and installers· are written 

in a way that they only allow the media and applications 

15 to be viewed, played or installed, but do not allow them 

to be duplicated. Strong cryptographic protocols are used 

in these viewers, players and installers to prevent 

unauthorized duplication. 

20 The smart card chip 56 contains secret keys or other 

parameters to prove the authenticity and originality of 

the media. Other information regarding the number of 

times a digital data has been accessed or the identity of 

the computer or player can be recorded in the smart card 

25 chip. This allows the number of times or the location the 

digital data or the software package has been accessed or 

installed can be restricted. 

(3) Personal Identity and Data Management and Portable 

30 Secure Storage of Digital Data 

Figure 4 is a schematic diagram of an authentication 

apparatus 70 for personal identity and data mai.nag-emsnt and 

for portable secure storage of digital data in the fo::i..-m of 

personal identity data according to an embodiment of the 

35 present invention. The authentication data is in the form 

of personal identity data such as digital certificates and 

passwords while the content (or personal data) could be 
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electronic mail, personal documents, passwords, and other 

data. 

The apparatus 70 comprises USB hub 74u an authentication 

5 device in the form. of a smart card chip 7 6 ff a flash 

controller 80 for reading flash memory 82 and a USB 

connector 84. Flash memory 82 contains the content whichc 

a.s mentioned above!! in this example is .i.n, .the fol.'"m. of 

electronic mzd.l., personal docl.lmentslf psts:swords and other 

10 data. 

The flash memory 82 is used to store these data in clear 

or encrypted form. The more sensitive data (together with 

the digital certificates or passwords for proving identity 

15 or the secret keys used to sign, encrypt and decrypt the 

data in the flash card 82} is securely stored in the smart 

card chip 76. 

Digital certificates are used for secure computer 

20 applications such as secure email (S/MIME) and secure 

internet connection (Secure Socket Layer, SSL), for 

sign~ng and encrypting email. 

Figure 5 is a schematic diagram of a system 90 for 

25 centrally programming and managing the authentication 

apparatus 70 of figure 4, in use with such the 

authentication apparatus 70 and a computer network 92. 

The system 90 comprises a central management system 94 and 

30 a programmer 96. The programmer 96 includes a USB port 

for connecting to the USB port of USB connector 84 of 

authentication apparatus 70., so that the system 90 can be 

used to program each such authentication apparatus 70 by 

installing in an authentication apparatus 70 keys 

35 belonging to each ussr. 

The keys are held in a Public Key Depository 98, which 
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holds such keys for secure applications such as S/MIME. 

The Public Key Depository 98 is accessible by the central 

management system 94 by computer network. 

5 The system 90 installs - into the flash :memory 82 o:f each 

authentication apparatus 70 - installation and 

configuration programs for subsequently configuring the 

softt'fare applications on networked. computers 100 (each 

running secure applications such a:s S/MIME} on computer 

10 network. 92; a user can take an authentication apparatus 

that has been programmed in this manner {such as 

authentication apparatus 70') and use it to gain ready 

access to those applications on any of computers 100. 

This enables each user to use these applications easily 

15 without the necessity of a system administrator installing 

applications or performing configuration for the user. 

The user also does not need to carry along another medium 

(such as an installation disk), and is free to perform 

this installation at all the computers that the user is 

2 O authorized to use. 

25 

This convenience for the user is enabled by the flash 

storage space, in addition to the smart card chip, the 

latter of which is responsible for the key storage. 

This system thus reduces the complexity of deployment by 

incorporating all the installation program and information 

within the device itself. 

30 Figure 6 is a perspective view of an example of an 

authentication apparatus 102 according to this embodiment 

(such as authentication apparatus 70 of figures 4 and 5). 

As is apparent in this figure; the authentication 

apparatus 102 includes a UBS plug 104 {for plugging into a 

35 USB port) and a body 106 that encases the data storage and 

processing components of the apparatus. The apparatus 102 

is designed to be hand-held, so it is of appropriate 
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dimensions and provided with finger grips 108 for ease of 

manipulation. 

Thusu the present invention allows device drivers to be 

5 distributed together lo'J'ith the hardware device itself, and 

for a single architecture to be used for multiple 

applications. 

Modifications within the scope of the invention may be 

lO readily effected by those skilled in the art. It is to be 

understood£ therefore§ that this invention is not limited 

to the particular embodiments described by way of example 

hereinabove. 

15 In the claims that follow and in the preceding description 

of the invention1 except where the context requires 

otherwise owing to express language or necessary 

implication, the word "comprise" or variations such as 

"comprises" or "comprising" is used in an inclusive sense, 

20 i.e. to specify the presence of the stated features but 

not to preclude the presence or addition of further 

features in various embodiments of the invention. 
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CLAIMS: 

1. An apparatus for contro1l.ing the provision of digital 

content, comprising: 

5 a data storage device controller for receiving a 

data stor.age device on "t.rhich is provided. said content; 

an authentication data storage device for storing 

authentication data; 

a ds1ta port connects1ble to a host device so that 

10 said apparatus can be placed into electronic communication 

with said host device; and 

a communications hub to mediate electronic 

communication between said data storage device controller, 

said authentication data storage device and said data 

15 port; 

20 

wherein said apparatus is configured to permit 

content provided on said data storage device to be 

outputted from said data port according to said 

authentication data. 

2. An apparatus as claimed in claim 1, wherein said 

apparatus. includes a cryptographic processor that is 

operab1e to encrypt or decrypt said content by means of at 

least one cryptographic key stored in said authentication 

25 data storage device. 

30 

3. An apparatus as claimed in claim 2, wherein said 

cryptographic key comprises or is derived from said 

authentication data. 

4. An apparatus as claimed in any one of the preceding 

claimsu wherein said data storage device includes a first 

storage portion for storing at least one .soft,·.rare viewer 

or player for vie'tdng or pl.aying said content, and a 

35 second storag~e portion for storing said content,. whsrein 

said apparatus is configured to permit the accessing of 

said software viewer or player and of said content such 
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that said content can be viewed or played by means of said 

software viewer or player without allowing said content to 

be copied. 

5. iUl apparatus as claimed in any one of the preceding 

claims§ wherein said authentication data storage device 

comprises a combination of secure microcontrollers and 

EEPROOO: chips c:nd said datSJ. storage devic~ ,:Ls a fl.ash 

memory device. 

6. An apparatus as claimed in any one of the preceding 

claims, wherein said communications hub comprises a 

Universal Serial Bus hub. 

7. An apparatus as claimed in any one of the preceding 

claims, wherein said data port comprises a Universal 

Serial Bus connector. 

8. An apparatus as claimed in any one of the preceding 

20 claims, wherein said content cbmprises software. 

25 

30 

35 

9. An ap~aratus as claimed in any one of preceding 

claims, wherein said content comprises software device 

drivers. 

10. An apparatus as claimed in any one of preceding 

claims, including a communications port for connecting 

said apparatus to a hardware device associated with said 

content. 

11. An apparatus as claimed in any one of preceding 

claims., wherein said apparatus is provided in a hardware 

de,rice and in electronic communication ~Ti th said hardware 

device. 

12. An apparatus as c1aimed in claim 1, wherein said 

content comprises digital media for distribution with copy 
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protection, and said data storage device contains software 

portions or drivers for reading, displaying or playing 

said digital media. 

13. 2i-m apparatus as claimed in claim 1E wherein further 

authentication data is stored on said data storage device. 

14. A method for control.ling the provi~j,o:p. of digital 

content, comprising: 

10 providing said content on a data storage device 

readable by means of a data storage device controller; 

providing authentication data on an 

authentication data storage device; 

placing said data storage device controller and 

15 authentication data storage device in data communication 

with a host device; 

20 

25 

controlling the provision of said content to said 

host device according to at least said authentication 

data. 

15. A method as claimed in claim 14, including encrypting 

or decrypting said content by means of at least one 

cryptographic key stored in said authentication data 

storage device. 

16. A method as claimed in claim 15, wherein said 

cryptographic key comprises or is derived from said 

authentication data. 

30 17. A method for controlling access to digital content, 

comprising: 

providing said content on a computing or other 

electronic device; 

providing authentication data and control 

35 software on an authentication apparatus comprising: 

a control software storage device 

controller for receiving a control software storage device 
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on which is provided control software; 

an authentication data storage device for 

storing authentication data; 

a data. port connectable to said computing 

5 or other electronic device so that said authentication 

apparatus can be plac,ed into electronic con:m1unication with 

said computing or other electronic device; and 

a communications hub to me;d.iate electronic 

corronunicsi.tion bet'V'J'een said authentication data storage 

10 dsvice controlleru said authentication data storage device 

and said data port; 

wherein said authentication apparatus is 

configured to permit said control software provided on 

said control software storage device storage device to be 

15 used to control application software on said computing or 

other electronic device according to said authentication 

data. 

18. A method as claimed in claim 17, wherein said 

20 authentication apparatus includes a cryptographic 

processor that is operable to encrypt or decrypt said 

content by means of at least one cryptographic key stored 

in said authentication data storage device. 

25 

30 

19. A method as claimed in claim 18, wherein said 

cryptographic key comprises or is derived from said 

authentication data. 
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PROCESS OF SECURITY OF A UNIT ELECTRONIC WITH CRYPTOPROCESSOR 

The invention concerns a process for securing an electronic 

5 device incorporating a hardware component such as a 

cryptoprocessor, for the purpose of autonomous implementation of a 

c:ryptographic algorithm using a secret quantity such as a secret key. 

In more precise terms, the process is designed to secure said 

c:ryptoprocessor against a certain type of physical attacks ref erred to 

10 as Differential Power Analysis (first order electronic attacks or higher) 

which seek to obtain information concerning the secret key by 

studying the power consumption of the electronic device during 

execution of calculations. 

15 TECHNICAL DOMAIN 

Certain components incorporate a hardware DES algorithm. 

The DES algorithm has the advantage of being extremely fast - of the 

order of 20 microseconds - and can apparently withstand SPA and 

20 DFA type attacks. Unfortunately, it cannot withstand a first order 

DPA attack. Indeed, with a reasonable number of samples - of the 

order of 10,000 - it is possible to extract the key. Faced with this 

vulnerability, it can be necessary to reprogram a secure software DES 

in full. 

25 One purpose of this invention is to propose a process and 

system for securing components incorporating c:ryptoprocessors or 

equivalent devices, in particular against DPA type attacks. 

The cryptographic algorithms considered here use a secret key 

to calculate output information according to input information. This 

30 can involve an encryption, decryption, signature or signature 

verification, authentication or non-repudiation operation. The 

CONFIRMATION COPY 
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algorithms are constructed in such a way that an attacker with 

knowledge of the inputs and outputs, cannot in practice deduce any 

information concerning the secret key itself. Numerous applications 

base their security on secret key cryptographic algorith1ns such as 

5 the DES, or the more recent AES algorithm, which has now taken its 

place as the world-wide encryption standard (see John Daemen, 

Vincent Rijmen; AES proposal; Rijndael: 

http://csrc.nist.gov/encryption/aes/rijndael/Rijndael.pdf ). 

'.!Ve are interested in a broader class than that traditionally 

1 o designated by the expression secret key algorithm or symmetrical 

algorithm. In particular, all that is described in this patent application 

also applies to the so-called public key or asymmetrical algorithms, 

which in fact incorporate two keys, one public and the other private 

and not disclosed, the latter being the target for the attacks described 

15 below. 

The Power Analysis type attacks described by Paul Kocher and 

Cryptography Research (see document "Introduction to Differential 

Power Analysis and Related Attacks" by Paul Kocher, Joshua Jaffe 

and Benjamin Jun, Cryptography Research, 870 Market St., Suite 

20 1008, San Francisco, CA 94102, HTML version of the document 

accessible at URL address: 

http:/ lwww.cryptography.com/dpa/technical/index.html, mentioned 

in this application for reference purposes) are based on the 

observation that, in reality, the attacker can acquire information 

25 other than simple input and output data, on execution of 

calculations, such as the power consumption of the microcontroller 

or the electromagnetic radiation emitted by the circuit, for example. 

This information, which depends on secret quantities such as the 

key, leaks from the ca.rd. 

30 Differential Power Analysis, abbreviated to DPA, is an attack 

which makes it possible to obtain information concerning the secret 

IPR2022-00412 
Apple EX1043 Page 831



WO 2004/081769 PCT /IB2004/000738 

3 

key contained in the electronic device, by making a statistical 

analysis of records of power consumption for a large number of 

calculations with the same key. 

We can consider, as a non-exhaustive example, the case of the 

5 DES (Data Encryption Standard) algorithm, a description of which 

can be found in any of the following documents: 

FIPS PUB 46-2, Data Encryption Standard, 1994; 

FIPS PUB 74, Guidelines for Implementing and Using the NBS Data 

Encryption Standard, 1981; 

10 ANSI X3.92, American National Standard, Data Encryption 

Algorithm, 1981; 

ISO /IEC 8731: 1987, Banking - Approved Algorithms for Message 

Authentication - Part 1: Data Encryption Algorithm (DEA). 

Or in the following work: 

15 Bruce Schneier, Applied Cryptography, 2nd edition, John Wiley & 

Sons, 1996, page 270. 

The above-mentioned documents are indicated in this application for 

reference purposes. 

The DES algorithm is executed in 16 steps referred to as 

20 rounds (see Figure la). In each of these 16 rounds, conversion F is 

executed on 32 bits. This conversion Fuses eight 6-bit to 4-bit non­

linear conversions, each coded in a table referred to as an S-box ( see 

Figure lb), where the S-boxes are noted S1, S2, ... , S8. 

A DPA attack on the DES algorithm can be implemented as 

25 follows: 

1st step: Consumption is measured on the first round for 1,000 DES 

calculations. The input values for these 1,000 calculations are noted 

E[l], ... , E[l000J. The 1,000 curves corresponding to power 

consumption measured for these calculations are noted C[ 1], ... , 

30 C[l,000]. Mean curve CM is also calculated for the 1,000 

consumption curves. 
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2nd step: We consider the first output bit from the first S-box on the 

first round, for example. The value of this bit is noted b. It is easy to 

see that b only depends on 6 bits of the secret key. The attacker 

m.al{:es an assu1nption concerning the 6 bits concerned. The attacker 

5 calculates the theoretical values expected for b fr01n these 6 bits and 

the E[iJ. This makes it possible to separate the 1,000 inputs E[l], ... , 

E[l,000] into two categories: those which give b=O, and those which 

give b=l. 

3rd step: Mean value CM' is then calculated for the curves 

10 corresponding to the first category inputs, namely those for which 

b=O. If CM and CM' show a marked difference, it is considered that 

the values adopted for the 6 bits of the key were correct. If CM and 

CM' do not show a marked difference in the statistical sense, namely 

no difference substantially greater than the typical variance for the 

15 noise measured, the 2nd step is repeated with a different selection for 

the 6 bits. 

4th step: Steps 2 and 3 are repeated with a target bit b from the 

second S-box, and then from the third S-box, and so on up to the 

eighth S-box. Forty-eight bits of the secret key are finally obtained in 

20 this way. 

5th step: The 8 remaining bits can be found by exhaustive search. 

This attack requires no knowledge concerning the individual 

power consumption of each instruction, nor the position in time of 

each of these instructions. It applies in the same way if we assume 

25 that the attacker knows the outputs of the algorithm and 

corresponding consumption curves. It is based solely on the following 

fundamental assumption: 

Fundamental assumption: An intermediate variable exists, appearing 

during the course of calculation of the algorithm, such that 

30 knowledge of a few key bits, in practice less than 32 bits, is sufficient 

to decide whether two inputs, respectively two outputs, give the same 
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value for this variable or not. 

All algorithms using the S-box principle, such as the DES algorithm, 

are potentially vulnerable to DPA attack, as the customary 1nethods 

of implementation generally lie within the framework of the 

5 assumption mentioned above. 

So-called High-Order Differential Power Analysis attacks, 

abbreviated to HO-DPA, correspond to generalisation of the DPA type 

attack described above. They can use a number of different 

information sources apart from consumption, and can involve 

10 measurement of electromagnetic radiation, temperature, etc., and 

employ more sophisticated statistical_ processing than the simple 

notion of average, with less elementary intermediate variables 

(generalising bit b defined above). Nevertheless, they are based on 

precisely the same fundamental assumption as the DPA attack. 

15 
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SUMMARY OF THE INVENTION 

The invention concerns a process for securing an electronic 

5 device incorporating a hardware component capable of autonon~ous 

implementation of a calculation process using key K, characterised by 

the fact that it involves calculating at least two new keys Ktl such that 

for at least one given i=j, Ktl=K and for at least one i=t, K't<> K, and 

executing said calculation process with each of said calculated keys 

10 K,i in succession, using said hardware component. 

According to one particular form of implementation, the process 

involves calculating I=a m new keys K'1, ... , K'l, so that for a given j 

(0<j<n+ 1), sub-keys K,ij (0<i<l+ 1) take all the possible values, 

including the value of sub-key Kj, and executing hardware 

15 cryptographic function f with these I new keys K'1, ... , K\ in a random 

manner. 

20 

The invention also concerns an electronic device and a smart 

card for example, and a program for implementation of the process. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Other purposes, advantages and characteristics of the 

invention will emerge from the following description of 

implementation of the process according to the invention, and of a 

25 method of execution of an electronic device adapted for this 

implementation, given for non-exhaustive example purposes referring 

to the appended drawings where: 

Figure 1 shows an electronic device according to the 

invention in schematic form; 
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Figure 2 shows a hardware component of said device 

according to Figure 1 in schematic form; 

Figure 3 shows the process according to the invention in 

sche1natic form. 

IMPLE)JfENTATION OF THE ll.I•WENTION 

The process according to the invention is designed to secure an 

electronic device, for example an on-board system such as a smart 

10 card implementing a cryptographic calculation process which uses a 

secret key. The electronic device incorporates means to process 

information, such as a processor, and means to store information 

such as a memory. 

As a non-exhaustive example, the electronic device described 

15 below corresponds to an on-board system incorporating electronic 

module 1 as shown in Figure 1. Modules of this type usually take the 

form of a monolithic integrated electronic microcircuit or chip, which, 

once protected physically by any known means, can be mounted on a 

portable object such as a smart card, microcircuit card" or other 

20 which can be used in various domains, for example. 

Microprocessor electronic module 1 comprises CPU 

microprocessor 3, connected bidirectionally via internal bus 5 to a 

non-volatile memory 7 of the ROM, EEPROM, Flash, FeRam or other 

type containing an executable program, RAM memory 11, I/0 device 

25 13 for communication with the exterior, and cryptoprocessor 

calculation unit 15 (CRYPTO P), this component being capable of 

autonomous cryptographic calculation, such as calculation of a DES 

algorithm, for example. As shown in Figure 2, cryptoprocessor 15 of 

said module 1 executes calculation process f using secret key K, 

30 stored in a secret zone of a memory, for example of the EEPROM type, 

on a message M. 
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We will firstly consider the solution in its general form. As 

shown in Figure 3, the objective is to calculate result E(M,K) of 

cryptographic function E on message M, using key K. For this 

purpose, we have function f, which, in its capacity as a black box, 

5 executes the same calculation as E but cannot withstand DPA attack 

in particular. We also consider that key K acts in regard to the 

algorithm in the form of n small sub-keys mb (taking mb< 10 bits, or 

m==2mb possible values for each sub-key), which will then be noted 

K1,K2, ... , Kn, and which will be susceptible to DPA attack in 

10 particular. The sub-keys are of the same size in the form of 

implementation described below. The invention also applies for sub­

keys of a different size. 

The invention involves associating external software module 17 

with the cryptoprocessor, to secure the cryptographic function 

15 implemented by said cryptoprocessor 15. 

As shown in Figure 3, the invention involves calculating I=a m 

new keys K'1, ... , K'1, so that for a given j (O<j<n+l), each sub-key K'ij 

(O<i<l+ 1) takes all the possible values, and according to a special form 

of implementation a times, including the value of sub-key Kj, and 

20 executing hardware cryptographic function f with these I new keys 

K'l K'I. d , ... , 1n a ran om manner. 

In other words, the idea is to execute I = a m successive 

calculations with keys K'i, 0~ i <l, such that: 

there exists i such that K'i =K. 

25 For all thej, we have { K'i j, 0~ i<n} = {0,1, ... ,n-1}, with each sub-key 

appearing exactly a times. 

This means in fact that we will execute a number of successive 

calculations with different keys (including the true key), in such a 

way that each possible sub-key appears the same number of times. 
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The calculations will also be executed in a random order. 

Consequently, the attacker has no chance of identifying the correct 

sub-key by DPA attack, as this sub-key appears neither more nor less 

frequently than any other. 

5 We will now see how this countenneasure (noted CM in the 

following paragraphs) applies to different algorithms. 

Simple application to the DES algorithm 

10 Notations 

We will adopt the following notations for the DES algorithm: 

PCl represents the initial permutation of the key, reducing the key 

from 64 to 56 bits. 

15 IPCI represents the inverse of PCI (56 bits to 64), where the 8 

missing bits are completed (parity bits are frequently used). 

PC2 represents the combination of compressive permutation {56 bits 

to 48 bits) and shift of the key to the first round. 

IPC2 represents the inverse of PC2 (48 to 56 bits), where the 8 

20 undetermined bits (8=56-48) are selected arbitrarily (for example 

randomly). 

The permutation from 48 bits to 64 bits (combination of IPC2 and 

IPCl} is noted PP. 

25 We see that PP makes it possible, starting from key K48 with 

30 

48 bits, used in the first round of the DES algorithm, to reach global 

key K64 =PP(K48) having the following property: using K64 as the key 

for a DES calculation, we obtain K48 as the first sub-key in the first 

round. 
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We will now see how we can apply our countermeasure in 

concrete terms. 

1. 1 Initial ilnplementation of the CM 

In the case of the DES algorithm, the sub-keys are used in the 

form of n=8 sub-keys of mb=6 bits each, giving m=64 possibilities. We 

shall then execute 64 successive calculations (a =1) with the following 

derivative keys: 

Koo = K EB PP( 000000 I 000000 I . . . I 000000 I 000000 ) 
Ko1 = K EB PP( 000001 ) 000001 ) .. . l 000001 I 000001 ) 
Ko?= K EB PP( 000010 I 000010 I ... I 000010 I 000010) 
Ko3 = K EB PP( 000011 I 000011 I . . . I 000011 I 000011 ) 

K61 = K EB PP( 111101 I 111101 I ... I 111101 I 111101) 
K62 = K EB PP( 111110 I 111110 I . . . I 111110 I 111110 ) 

20 K63 = K EB PP( 111111 I 111111 I . .. I 111111 I 111111 ) 

It is thus easy to see that for each of the eight sub-keys used in 

the first round, the 64 possible values are represented equally, and 

that true key KOO is present in the list. It is then merely necessary to 

25 execute 64 DES calculations with the 64 derivative keys in a random 

order, and select the final result as being that where the correct key 

has been used. 

This can be done in the following way. Sixteen memory bytes 

30 are allocated to store the result. An additional byte is also allocated 

for each Ki (initialised in this case at O or 8), which will indicate the 

byte from which the result is stored in memory. Thus, this byte will 

take the value 8 for all keys except KOO for which it will take the 

value 0. This makes it possible to use a relatively generic code, which 

35 could resemble the next pseudo-code C, considering that we have one 
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function executing a memory copy, one which calculates the PP(i I ... 
I i) and one which randomizes the 64 keys. 

5 void 

10 

15 

20 

25 

30 

35 

40 

DES_enc:rypt_DPA( unsigned char in[8], 
unsigned char cle[8], 

unsigned char out[8J ) 
{ 

} 

inti; 
unsigned char Ml[8J, M2[16], K[64][9]; 

memcopy(K[0],cle,8); 
K[0][8J = 0; 

for(i=l; i<64; i++) 
{ 

} 

memcopy(K[i}, cle XOR PP(i I ... I i), 8); 
K[i][8] = 8; 

randomize_0_63(K); 

for(i=0; i<64; i++) 
{ 

} 

memcopy(Ml, in, 8); 
DES_encrypt_non_DPA(M 1,K[i}); 

for(j=O;j<8;j++) 
{ 

M2[K[i][8] + j] = Ml[j]; 
} 

memcopy(out, M2, 8); 

1.2 General security considerations 

From the DPA point of view, it is easy to see that any attacker, 

unable to distinguish for each of the 64 executions of the DES 

algorithm whether the true key is concerned or not, cannot attack the 

45 algorithm with a conventional DPA. However, it must be remembered 

that programming of the method requires a vety strict approach, as 

any analysis making it possible to distinguish - even rarely - the 
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correct key destroys the CM completely! Attention must therefore be 

paid to the following critical points: 

- Randomization: this step shifts the true key to location 

Q::;; i<64 which must be unknown to the exterior. 

- Result copy (loop to j): here again, the two values (0 or 8), 

which would enable the attacker, if revealed, to know which 

DES algorithm uses the true key, are involved. 

10 3.4 CM extensions and various aspects 

15 

20 

- If we take a closer look at function PP, it is easy to see 

that it is not necessary to use the same value for the eight 

sub-keys, as was done previously, to mask the key. Taking 

sub-key i, it is merely necessary for the 64 possible values to 

appear. It is not necessary for the order of the 64 values to 

be the same for a given sub-key as for another sub-key! The 

only requirement is that the value O of the sub-key (for 

which the true sub-key is used) appears at the same time 

for the eight sub-keys, so that one of the 64 calculations 

gives the correct result. We can thus imagine a derivation of 

the following type: 

25 Koo= K ® PP( 000000 I 000000 l .. . I 000000 I 000000 ) 
Ko1 = K t0 PP{ 011000 I 001101 I ... I 001001 I 111100) 
Ko2= K ® PP( 010101 I 001111 I ... I 001011 I 010000) 
Koa= K ® PP( 110011 I 100010 I ... I 000011 I 010010) 

30 1'51 = K ® PP( 101011 I 011100 I ... I 110001 I 101000) 
K62 = K ® PP( 100111 I 101010 I . . . I 000110 I O 10111 ) 
l{,,3 = K ® PP( 001110 I O 10111 I . . . I O 11100 I 110001 ) 

This merely requires a function which executes a random 

35 permutation of the values [1,63]. 
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It should be noted that the fact that the mask ( 000000 I . . . I 
000000 ) always appears in the initial position does not represent a 

proble1n, as the derivative keys are then pennutated randomly before 

5 being used. If we consider that we have a function PP2(i,val) which 

replaces the 6 bits of value val in the correct position for it to 

correspond to sub-key i, we then obtain the following pseudo-code C: 

10 void 

15 

20 

25 

30 

35 

40 

45 

DES_enc:rypt_DPA(unsigned char in[8], 
unsigned char cle[8J, 

unsigned char out[8] ) 
{ 

int i,j; 
unsigned char Ml[8], M2[16], K[64][9]; 

memcopy(K[O],cle,8); 
K[0][8] = O; 

for(i=O;i<64;i++) 
{ 

memcopy(K[i],cle,8); 
} 

for(i=O; i<8; i++) 
{ 

} 

unsigned char Perm.63[63J; 

randomize_l_63(Perm.63); 
for(j=l; j<64; j++) 
{ 

K[j] == K[i] XOR PP2(i,Perm[j]); 
} 

randomize_0_63(K); 

for(i=O; i<64; i++) 
{ 

} 

memcopy(Ml, in, 8); 
DES_enciypt_non_DPA(Ml,K[i]); 

for(j=O;j<8;j++) 
{ 

M2[K[i][8] + jJ = M 1 [j]; 
} 
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mem.copy(out, M2, 8); 
} 

Randomization of the 64 derivative keys can be performed 

using the following conventional method (cf. Ccypto'2002 or 

Akkar/Goubin article on HODPA attacks on the DES algorithm), 

which involves scanning the keys from O to 63 with index i, and 

1 o exchanging the key with index i with a key with an index selected 

randomly between O and 63: 

void 
15 randomize(unsigned char table[64]) 

{ 

20 

25 

30 

} 

inti, i_tem.p; 
unsigned char temp; 

for(i=O; i<64; i++) 
{ 

table[i] = i; 
} 

for(i=O; i<64; i++) 
{ 

} 

i_temp =random()% 64; 
temp = table[i]; 
table[i] = table[i_temp]; 
table[i_temp] = temp; 

3 .5 Other DES rounds 

35 

We have seen how to protect the first DES round against DPA 

attack. Where the DES is more vulnerable on the 16th round in the 

protocol used, a similar method can naturally be envisaged. Only 

function PP will change, and correspond to the key-scheduling for the 

40 16th round! It is then possible to use 64 key masks which protect 

both the first and last rounds. The following 64 key mask keys 

possess this property: 
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0000000000000000 8444054405410000 410900B 100033003 

C54D05F505423003 

0093420342004141 84D7474747414141 419A42B242037142 
C5DE47F647427142 

5 0021000000950C9C 8465054405D40C9C 412800B100963C9F 
C56C05F505D73C9F 

PCT /IB2004/000738 

00B2420342954DOD 84F6474747D44DDD 41BB42B242967DDE 
C5FF47F647D77DDE 

2200300918288100 A644354D1D698100 630930B8182BB103 
10 E74D35FC1D6AB103 

2293720A5A28C041 A6D7774E5F69C041 639A72BB5A2BF042 
E7D E77FF5F6AF042 

2221300918BD8D9C A665354D1DFC8D9C 632830B818BEBD9F 
E76C35FC1DFFBD9F 

15 22B2720A5ABDCCDD A6F6774E5FFCCCDD 63BB72BB5ABEFCDE 
E7FF77FF5FFFFCDE 

18008800A0000321 9C448D44A5410321 590988B1A0033322 
DO4 D8DF5A5423322 

1893CA03E2004260 9CD7CF47E7414260 599ACAB2E2037263 
20 DDDECFF6E7427263 

18218800A0950FBD 9C658D44A5D40FBD 592888B1A0963FBE 
DD6C8DF5A5D73FBE 

18B2CA03E2954 EFC 9CF6CF4 7E7D44EFC 59BBCAB2E2967EFF 
DDFFCFF6E7D77EFF 

25 3A00B809B8288221 BE44BD4DBD698221 7B09B8B8B82BB222 
FF4DBDFCBD6AB222 

3A93FAOAFA28C360 BED7FF4EFF69C360 7B9AFABBFA2BF363 
FFDEFFFFFF6AF363 

3A21B809B8BD8EBD BE65BD4 DBDFC8EBD 7B28B8B8B8BEBEBE 
30 FF6CBDFCBDFFBEBE 

3AB2FAOAFABDCFFC BEF6FF4EFFFCCFFC 7BBBFABBFABEFFFF 
FFFFFFFFFFFFFFFF 

Obviously, this countermeasure (or at least the critical parts) 

35 must be implemented in the assembler mode, so as to avoid 

introducing vulnerability due to unfamiliarity with the methods used 

by the compiler. 

2. Application to the AES algorithm 

40 

Obviously, this method can apply in a sin~ilar way to the AES 

algorithm. This is even simpler to explain, as the first sub-key used -

which is frequently the target - comprises the key with no other 

conversion! Another practical difference stems from the fact that the 

45 key occurs 8 bits by 8 bits. Thus, in the case of an AES algorithm 

with key and 128-bit message, we obtain key derivation and a 
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pseudo-code C as follows: 

Koo= 
Ko1 = 
Ko2 = 
Ko3 = 

K61 = 
K62 = 
I{53 = 

K EB ( 00000000 I 00000000 I . . . I 00000000 I 00000000 ) 
K EB ( 0000000 I J 0000000 I I . . . I 00000001 I 00000001 ) 
K EB ( 00000010 I 00000010 f . . . I 00000010 I 00000010 ) 
K EB ( 00000011 I 00000011 I . . . I 00000011 I 00000011 ) 

KEB(llllllOl I llllllOl ( ... { 11111101 ! 11111101) 
K EB ( 11111110 I 11111110 I ... I 11111110 J 11111110) 
K EB ( 11111111 I 11111111 I ... I 11111111 I 11111111) 

void 
AES_encrypt_DPA( unsigned char in[ 16}, 

20 unsigned char clel16], 

25 

30 

35 

40 

45 

50 

{ 

} 

unsigned char out[l6J) 

:inti; 
unsigned char Ml[16J, M2[32J, K[2561[17]; 

memcopy(K[O],cle, 16); 
K[O][l6J == O; 

for(i=l; i<256; i++) 
{ 

} 

memcopy(K[il, cle XOR (i I ... I i), 16); 
K[i][8J = 16; 

randomize_0_255(K); 

for(i=O; i<256; i++) 
{ 

} 

memcopy(M 1, in, 16); 
AES_encrypt_non_DPA(M 1,Kli]); 

for(j=O;j< 16;j++) 
{ 

M2[K[il[16] + j] = Ml[iJ; 
} 

memcopy(out, M2, 16); 

The only real difference is that key-scheduling for the AES 

algorithm is not linear, in contrast to the DES, except for the first 
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sub-key. Thus~ if we wish to protect the last round by this method, a 

method similar to the DES cannot be considered. It is 

then necessary to store the set of 256 keys specific to a given key, 

instead of the key derivation plan. 

3. Conclusion 

\Ve thus see that it is possible, by execution of 64 DES (or 256 

10 AES) algorithms and a number of ancillary calculations, to protect a 

cryptographic algorithm (DES or AES, for example) against DPA 

attack by means of a rapid although unprotected brick. Sixty-four 

DES or 256 AES may appear long, nevertheless in practice these 

hardware operations take a practically negligible amount of time. 

15 
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CLAIMS 

PCT /IB2004/000738 

1. Process for securing an electronic device incorporating a 

hardware component capable of autono1nous implementation of 

5 calculation process f using key K, characterised by the fact that it 

involves calculating at least two new keys K>i such that at least one of 

said new keys is identical to key K) and at least one of said new keys 

is different from key K, and executing said calculation process f 

successively with each of said calculated keys K,i using said hardware 

10 component. 

2. Process according to claim 1, characterised in that it involves 

executing said calculation process with said keys K'i in a random 

order. 

3. Process according to claim 1 or 2, characterised in that key 

15 K is sub-divided into sub-keys K1, ... , Kn, and that there exists at 

least one i such that key K,i is different from K for at least one sub-

key K,ij. 

4. Process according to one of claims 1 to 3, characterised in 

that key K is sub-divided into sub-keys K1, ... , Kn, and that the 

20 procedure involves calculating I=a m new keys K'1, ... , K'l, where m 

represents the number of possible values for one of sub-keys K,ij of 

K,i, in such a way that for a given j (O<j<n+ 1), sub-keys K,ij (O<i<l+ 1) 

take all the possible values, including the value of sub-key Kj of K. 

5. Process according to claim 4, characterised in that sub-keys 

25 K'½ (O<i<l+ 1) take all the possible values a times. 

6. Electronic device incorporating means to store a calculation 

process, rn.eans to execute said process and a hardware component 

capable of autonomous implementation of a calculation process using 
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key K, characterised in that it incorporates a software module 

associated with the hardware component, capable of calculating at 

least two new keys K'i, such that at least one of new said keys is 

identical to key K, and one of said new keys is different from key K, 

5 and in that the software module is associated with the hardware 

component in such a way as to be able to transmit in succession to 

said hardware component, the new keys calculated to implement said 

calculation process with each of said new keys K'i. 

7. Electronic device according to claim 6, characterised in that 

10 said software module transmits in succession the new keys 

calculated in a random order. 

15 

8. Computer program incorporating program code instructions 

for execution of the steps of the process according to one of claims 1 

to 5, when said program is executed in an electronic device. 
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Office Action Summary 

Application No. 

10/990,296 

Examiner 

Uyen-Chau N. Le 

Applicant(s) 

RYAN ET AL. 

Art Unit 

2876 

•· The MAILING DA TE of this communication appears on the cover sheet with the correspondence address •· 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE J MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 
• Extensions of lime may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 

after SIX (6) MONTHS from the mailing date of this communication. 
• If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
• Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )(81 Responsive to communication(s) filed on 25 April 2006. 

2a)O This action is FINAL. 2b)[81 This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11,453 O.G. 213. 

Disposition of Claims 

4)(81 Claim(s) 1-33,35-48 and 50-60 is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) __ is/are allowed. 

6)(81 Claim(s) 1-33,35-48 and 50-60 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

11 )0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some* c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 
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1) 0 Notice of References Cited (PT0-892) 
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3) [811nformation Disclosure Statement(s) (PTO/SB/08) 

Paper No(s)/Mail Date 04126/2006. 
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Paper No(s)/Mail Date. __ . 
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PTOL-326 (Rev. 08-06) Office Action Summery Part of Paper No./Mail Date 20060912 

IPR2022-00412 
Apple EX1043 Page 862



Application/Control Number: 10/990,296 

Art Unit: 2876 

Page 2 

DETAILED ACTION 

Requesting Continued Examination (RCB) 

1. Receipt is acknowledged of the Requesting Continued 

Examination (RCE) field 04/25/2006. 

Claim Objections 

2. Claims 2, 5, 21, 22, 26, 35, 37, 42, 43, 54-56 and 60 are 

objected to because of the following informalities: 

Re claims 2, 5, 21, 22, 26, 35, 37, 42, 43, 54 56 and 60: 

The additional word "similar" recited in the claims understood 

as "the like", which renders the claims to indefinite. 

Appropriate correction is required. 

Claim Rejections - 35 USC§ 102 

3. The following is a quotation of the appropriate paragraphs 

of 35 U.S. C. 102 that form the basis for the rejections under 

this section made in this Office action: 

A person shall be entitled to a patent unless -

(e) the invention was described in (1) an application for patent, published 
under section 122 (b), by another filed in the United States before the 
invention by the applicant for patent or (2) a patent granted on an 
application for patent by another filed in the United States before the 
invention by the applicant for patent, except that an international 
application filed under the treaty defined in section 35l(a) shall have the 
effects for purposes of this subsection of an application filed in the 
United States only if the international application designated the United 
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States and was published under Article 21(2) of such treaty in the English 
language. 

4. Claims 1, 8, 18-29, 31-33 and 35-40 are rejected under 35 

u.s.c. 102(e) as being anticipated by Jiau (US 2003/0236821 Al). 

Re claims 1, 8, 18-29, 31-33 and 35-40: Jiau discloses a 

compact personal token apparatus 1, comprising: a connection 

module 1312 (paragraph (0044]); a translation module, which 

incorporated with a processor module 132; and an input/output 

module (13 9, 1341, 1342, 1343, 1344] (figs. 1 & 3A-3C) ; the 

translation module moves signals between a USB interface and a 

wireless interface (paragraphs [0050-0051]); an LCD screen 1341 

and LEDs 1342 (fig. 3C); a standard-compliant contact based 

interface, the contact based interface complying to at least one 

standard interface selected from the group consisting of USB, . 

IEEE 1394, PCMCIA, Compact Flash, Multi Media, Memory Stick, 

Smart Media, Secure Digital, mini SD, IBM Micro Drive, and any 

similar standard interface (paragraph [0044]); a standard-

compliant contact less/wireless interface 1311; the 

contactless/wireless interface 1311 complying to one or more of 

the following standard interfaces: RFID-contactless interface 

according to WLAN 812.11 and Bluetooth compatible interface 

(paragraphs [0047] & [0050]); a flash memory 133 (fig. 3A); 

wherein: the dual interface chip (processor) inside the personal 

IPR2022-00412 
Apple EX1043 Page 864



Application/Control Number: 10/990,296 

Art Unit: 2876 

Page 4 

token can be directly programmed by a software running on the 

host system using the interface processor without the need for 

an external contact based dual interface read/write device 

(paragraph [ 0052] ) ; wherein: the downloaded information can be 

used in the real world; wherein: the software is web based, 

allowing for downloading information from the web directly into 

the dual interface processor memory thus linking the virtual 

world to the real world (paragraph [0052]); wherein: the 

information stored in the personal token via the standard 

contact based interface is used for personal identification, 

secure network logon, access control, e-ticketing, e-payment and 

similar applications using either the standard compliant 

interface or the RFID-compliant interface (paragraph [0067)). 

Claim Rejections - 35 use§ 103 

5. The following is a quotation of 35 U.S.C. 103(a) which 

forms the basis for all obviousness rejections set forth in this 

Office action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 
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In 

considering patentability of the claims under 35 u.s.c. 103(a), 

the examiner presumes that the subject matter of the various 

claims was commonly owned at the time any inventions covered 

therein were made absent any evidence to the contrary. 

Applicant is advised of the obligation under 3 7 CFR 1. 56 to 

point out the inventor and invention dates of each claim that 

was not commonly owned at the time a later invention was made in 

order for the examiner to consider the applicability of 35 

u.s.c. 103(c) and potential 35 u.s.c. 102(e), (f) or (g) prior 

art under 35 U.S.C. 103(a). 

7. Claims 1-7, 9, 12 17, 21, 41-48 and 50-60 are rejected 

under 35 U.S.C. 103(a) as being unpatentable over Margalit et al 

(US 6,748,541) in view of Weng (US 6983888 B2). 

Re claims 1-7, 9, 12-17, 21, 41 48 and 50-60: Margalit et 

al discloses a compact personal token apparatus 125, comprising; 

a connection module 140; a translation module, which 

incorporated with a processor module 130; and an input/output 

module (fig. 2); wherein: the connection module 140 is for 

interfacing the personal token apparatus with a an Internet­

capable appliance; and the interface is a USB interface (fig. 

2) ; wherein: the connection module 140 is for interfacing the 

personal token apparatus with a an Internet-capable appliance; 
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and the Internet-capable appliance comprises a device, which is 

a personal computer (PC); wherein: the translation module moves 

signals between a USB interface and a smart card interface (fig. 

2; col. 5, lines 1-30); wherein: the smart card interface 170 is 

an ISO 7816; wherein: the processor module 130 comprises a dual 

interface (DI) chip (i.e., USB and smart card) ; wherein: the 

processor module 130 incorporates the translation module (i.e., 

for passing data from the smart card to the USB interface chip 

140 and vice versa) (fig. 2; col. 5, lines 20-27); flash memory 

150 (fig. 2 • 
I col. 4, lines 35-38); a first physical module 

containing the input module and the translation module; and a 

second physical module containing the processor module and the 

output module (fig. 3); wherein: the connection, translation, 

processor, and input/output modules are embodied in a form of an 

apparatus having a general physical configuration of a 

conventional USB memory fob (figs. 3 SB); wherein: the output 

module comprises contacts for interfacing with a smart card 

(fig. 2); the fob is configured for interfacing with the 

Internet and emulating a smart card (fig. 2); wherein: the 

connection module 140 is for interfacing the personal token 

apparatus with an Internet-capable appliance; and further 

comprising: an input module is for connecting to the Internet; 

and the apparatus incorporates firewall functionality to protect 
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the Internet-capable appliance (i.e., login process including 

username and password) (fig. SB); a standard-compliant contact 

based interface, the contact based interface complying to at 

least one standard interface selected from the group consisting 

of USB, IEEE 1394, PCMCIA, Compact Flash, Multi Media, Memory 

Stick, Smart Media, Secure Digital, mini SD, IBM Micro Drive, 

and any similar standard interface (fig. 2). 

Margalit et al is silent with respect to the translation 

module moves signals from the connection module to a contactless 

interface. 

Weng teaches a body proper 1 having a receiver 12 and a 

transmitter 21 (i.e., RF or wireless interface), a flash memory 

11, a USB interface control circuit 15, and a monode control 

switch 13 for switching from USB to wireless, all of which are 

interconnected; wherein when the high frequency receiver circuit 

(12) receives transmitted signals, through the monode control 

switch (13), the firewall (14) is turned on rendering the flash 

memory (11) to be read-and-writeable by the USB interface 

control circuit (15) (fig. 3; col. 2, lines 25-36). 

It would have been obvious to an artisan of ordinary skill 

in the art at the time the invention was made to incorporate the 

teachings of Weng into the system as taught by Margalit et al 

due to the fact that such modification would have been an 
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obvious engineering variation, well within the ordinary skill in 

the art, for intended use (i.e., for transmitting data/signal 

from RF/wireless interface to USB interface and vise versa), and 

therefore an obvious expedient. 

8. Claims 10 and 11 are rejected under 35 u.s.c. 103(a) as 

being unpatentable over Jiau in view of Weng (US 6983888 B2) . 

The teachings of Jiau have been discussed above. 

Re claims 10 and 11: Jiau has been discussed above, but is 

silent with respect to the translation module moves data or 

signals from a USB interface to an RFID interface and a wireless 

interface with storage of data in a flash memory or EEPROM of 

the processor module, and data can reside temporarily at one of 

the interfaces; the translation module is incorporated in the 

processor module so that the personal token apparatus can go 

directly from USB to wireless without being limited by smart 

card software architecture limitations; respectively. 

Weng teaches a body proper 1 having a receiver 12 and a 

transmitter 21 (i.e., RF or wireless interface), a flash memory 

11, a USB interface control circuit 15, and a monode control 

switch 13 for switching from USB to wireless, all of which are 

interconnected; wherein when the high frequency receiver circuit 

(12) receives transmitted signals, through the monode control 

switch (13), the firewall (14) is turned on rendering the flash 
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memory (11) to be read-and-writeable by the USB interface 

control circuit (15) (fig. 3; col. 2, lines 25-36). 

It would have been obvious to an artisan of ordinary skill 

in the art at the time the invention was made to incorporate the 

teachings of Weng into the system as taught by Jiau due to the 

fact that such modification would have been an obvious 

engineering variation, well within the ordinary skill in the 

art, for intended use (i.e., for transmitting data/signal from 

RF/wireless interface to USB interface and vise versa), and 

therefore an obvious expedient. 

9. Claim 30 is rejected under 35 U.S.C. 103(a) as being 

unpatentable over Jiau in view of Margalit et al. The teachings 

of Jiau and Margalit et al have been discussed above. 

Re claim 30: Jiau has been discussed above but is silent 

with respect to an interface that is complying to ISO 7810 or a 

7816 compliant SIM module. 

Margalit et al teaches a personal token apparatus 125 

having an interface that is a 7816 compliant SIM module (fig. 

2) . 

It would have been obvious to an artisan of ordinary skill 

in the art at the time the invention was made to incorporate a 

7816 compliant SIM module of Margalit et al into the system as 

taught by Jiau in order to provide Jiau with a universal system 
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wherein the system can be utilized in any type of communications 

(i.e., contact, contactless, USB, etc.). Furthermore, such 

modification would provide the user the flexibility in using the 

system wherein the user does not have to concern about whether 

or not the system is compatible with a particular communication 

system that the user intend to use, and therefore an obvious 

expedient. 

Response to Arguments 

10. Applicant's arguments with respect to claims 1 and 46 

(i.e., with respect to Margalit reference) have been considered 

but are moot in view of the new ground(s) of rejection. 

11. In response to applicant's argument that the references 

fail to show certain features of applicant's invention, it is 

noted that the features upon which applicant relies (i.e., the 

apparatus has USB interface, wireless interface, contactless 

interface (p. 19, lines 10-16)) are not recited in the rejected 

claim(s). Although the claims are interpreted in light of the 

specification, limitations from the specification are not read 

into the claims. See In re Van Geuns, 988 F.2d 1181, 26 

USPQ2d 1057 (Fed. Cir. 1993). In this case, although both 

former and newly amended claims 1 and 46 have been carefully 

reviewed and given all possible ways of interpretation, an 
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apparatus having all three specific components (e.g., USB 

interface, wireless interface, contactless interface) cannot be 

obtained. 

12. Applicant's arguments regarding claims 1, 8, 18-29 and 31-

40 with respect to Jiau reference have been fully considered but 

they are not persuasive. 

13. In response to applicant's argument that the references 

fail to show certain features of applicant's invention, it is 

noted that the features upon which applicant relies (i.e., 

"RFID-contactless interface according to ISO 14443 and ISO 15693 

as well as similar interfaces" (p. 24, lines 8 9) ) are not 

recited in the rejected claim(s). Although the claims are 

interpreted in light of the specification, limitations from the 

specification are not read into the claims. See In re Van 

Geuns, 988 F.2d 1181, 26 USPQ2d 1057 (Fed. Cir. 1993). In this 

case, the Examiner respectfully submits that Jiau has been used 

to reject claims 1, 8, 18-29 and 31-40, wherein none of the 

rejected claims recite the above limitation. 

Conclusion 

Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to Uyen-Chau 
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N. Le whose telephone number is 571 272 2397. The examiner can 

normally be reached on maxi-flex. 

If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, Michael G. Lee can be 

reached on 571-272-2398. The fax phone number for the 

organization where this application or proceeding is assigned is 

571-273-8300. 

Information regarding the status of an application may be 

obtained from the Patent Application Information Retrieval 

(PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status 

information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, 

see http:/ /pair-direct. uspto. gov. Should you have questions on 

access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or 

access to the automated information system, call 800 786 9199 

(IN USA OR CANADA) or 571-272-1000. 

September 12, 2006 

Uyen-Chau N. Le 
Primary Examiner 
Art Unit 2876 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor(s): Ryan, et al. Confirmation Number: 2050 

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND 

METHODS OF USE 

Serial Number: 10/990,296 

Filing Date: 11/16/2004 

Docket No.: Ryan C-4 

Examiner: Le, Uyen Chau N. 
phone: 571-272-2397 
fax: 571.273-2397 

COMMISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, VA 22313-14 5 0 

Publication No. 20050109841 

Publication Date 5/26/2005 

Art Unit: 2876 

AMENDMENT 

Dec 14, 2006 

This is in response to an Office action, dated September 14, 2006. An interview was 

scheduled with the Examiner for December 12. The Examiner requested that a proposal be 

faxed. A proposal was faxed. Applicant's attorney called at exactly 7 minutes past the 

appointed time. The Examiner was not available for the interview. 

In light of this situation (the fact that proposals could not be discussed), it is requested that a 

subsequent rejection (if any) be made non-final. 
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IN THE CLAIMS 

Listing of Claims: 

1. ( currently amended) A compact personal token apparatus, comprising: 

a connection module; 

a translation module; 

a processor module; arul 

an input/output module; and 

a contactless interface; 

wherein: 

the connection module is for interfacing the personal token apparatus with an Internet­

capable appliance; and 

the translation module moves signals between the connection module and a the 

contactless interface. 

2. ( currently amended) The compact personal token apparatus of claim 1, wherein: 

the Internet-capable appliance comprises a device selected from the group consisting 

of personal computer (PC), laptop, PDA, MP3 player cellphone, and similar Internet-capable 

devices; and 

the interface with the Internet-capable applicance appliance is selected from the group 

consisting of USB, FireWire, IR, Bluetooth, standard serial port, and WLAN, and similar 

interfaces capable of in-terfacin:g 1tvith the Internet capable appliance. 

3. (previously presented) The compact personal token apparatus of claim 1, wherein: 

the interface with the Internet-capable appliance comprises a USB connection. 

4. (previously presented) The compact personal token apparatus of claim 1, wherein: 

the contactless interface comprises a smart card interface. 

5. (currently amended) The compact personal token apparatus of claim 4, wherein: 

the smart card interface is selected from the group consisting of ISO 14443, ISO 

15693, and NFC and similar con-tactless interfaces. 
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6. ( original) The compact personal token apparatus of claim 1, wherein: 

the processor module comprises a dual interface (DI) chip. 

7. (original) The compact personal token apparatus of claim 1, wherein: 

the processor module incorporates the translation module. 

8. (original) The compact personal token apparatus of claim 1, wherein: 

the output module comprises an RF antenna and a modulator. 

9. (original) The compact personal token apparatus of claim 1, further comprising: 

flash memory. 

10. (currently amended) The compact personal token apparatus of claim 1, wherein: 

the contactless interface is an RFID interface; 

further comprising a wireless interface; 

wherein the translation module moves data or signals from a USB interface to aH- the 

RFID interface and a to the wireless interface with storage of data in a flash memory or 

EEPROM of the processor module ( dual interface chip), and data can reside temporarily at 

one of the interfaces. 

11. (previously presented) The compact personal token apparatus of claim 1, wherein: 

the translation module is incorporated in the processor module so that the personal 

token apparatus can go directly from USB to contactless without being limited by smart card 

software architecture limitations. 

12. (previously presented) The compact personal token apparatus of claim 1, wherein: 

the connection, translation, processor and input/output modules are embodied in a 

form of an apparatus having a general physical configuration of a conventional USB memory 

fob. 

13. (previously presented) The compact personal token apparatus of claim 12, wherein the 

fob comprises; 
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a first physical module containing the connection module and the translation module; 

and 

a second physical module containing the processor module and the output module. 

14. (original) The compact personal token apparatus of claim 1, wherein: 

the output module comprises contacts for interfacing with a smart card. 

15. (previously presented) The compact personal token apparatus of claim 1, wherein: 

the fob is configured for interfacing with the Internet and emulating a smart card. 

16. ( currently amended) The compact personal token apparatus of claim 1, wherein: 

the connection module is for interfacing the personal token apparatus with an Internet­

capable appliance; and 

the personal token apparatus incorporates firewall functionality to protect the Internet­

capable appliance. 

17. (original) The compact personal token apparatus of claim 1, further comprising: 

interfaces for ISO contact, contactless, USB and DSL. 

18. (original) The compact personal token apparatus of claim 1, further comprising: 

an LCD screen. 

19. (original) The compact personal token apparatus of claim 1, further comprising: 

at least one switch. 

20. (original) The compact personal token apparatus of claim 1, further comprising: 

at least one LED. 

21. ( currently amended) The compact personal token apparatus of claim 1, further 

compnsmg: 

a standard-compliant contact based interface, the contact based interface complying to 

at least one standard interface selected from the group consisting of USB, IEEE 1394, 
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PCMCIA, Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini 

SD, and IBM Micro Drive, and any similar standard interface. 

22. ( currently amended) The compact personal token apparatus of claim 1, further 

compnsmg: 

a standard-compliant wireless interface selected from the group consisting of 

Bluetooth compatible interface, WLAN 802.11, and UWB, and any similar interface. 

23. (previously presented) The compact personal token apparatus of claim 22, further 

compnsmg: 

a standard-compliant interface releaseably coupleable to a host processing device, this 

being under a command of an operating system; 

an interface module providing translation of standard-compliant contact based 

interface messages via a memory chip to Bluetooth /WLAN 802.lldevice compatible 

compliant messages, and providing the translation of Bluetooth /WLAN 802.1 ldevice 

compliant messages via a memory chip to standard-compliant contact based interface 

messages; and 

a Bluetooth /WLAN 802.lldevice having a Bluetooth/WLAN 802.llcompliant 

interface communicating through the interface module with the host processing device via a 

memory chip; the same Bluetooth /WLAN 802.1 ldevice communicating through a Bluetooth 

/WLAN 802.11 compatible interface. 

24. (previously presented) The compact personal token apparatus of claim 23, wherein: 

the contactless / wireless interface is releaseably coupleable from the interface module. 

25. (original) The compact personal token apparatus of claim 22, further comprising: 

a processor module; and 

additional memory selected from the group consisting of flash memory and EEPROM 

device powered and addressed by the processor module; 

wherein the additional memory can be used for user authentication and to run 

applications. 
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26. ( currently amended) The compact personal token apparatus of claim 22, further 

compnsmg: 

a standard-compliant smart card contact interface complying to ISO 7816, or a:H-y 

similar interface. 

27. (currently amended) The compact personal token apparatus of claim 22, further 

compnsmg: 

a the processor module , preparing prepares messages to be sent by the 

contactlessAvireless interface contactless and wireless interfaces, and interpreting interprets 

messages received via the interface contactless and wireless interfaces. 

28. (currently amended) The compact personal token apparatus of claim 21, further 

compnsmg: 

a standard-compliant interface releaseably coupleable to a host processing device, this 

being under a command of an operating system; 

an interface module providing translation of standard-compliant contact based 

interface messages to ISO 7816 compliant messages and providing the translation of ISO 

7816 compliant messages to standard-compliant contact based interface messages; 

a dual interface processor having an ISO7816 compliant interface communicating 

through the interface module with the host processing device, the dual interface processor 

communicating through an RFID contactless the contactless interface and connected to an 

inductive antenna. 

29. (currently amended) The compact personal token apparatus of claim 28, wherein: 

the contactless / 1tvireless interface is releaseably coupleable from the interface module. 

30. (previously presented) The compact personal token apparatus of claim 28, wherein: 

the dual interface processor is mounted in a dual interface card complying to ISO 7810 

or a 7816 compliant SIM module and connected norms; 

the compact personal token apparatus provides physical contacts for the dual interface 

card, or a 7816 compliant form factor; and 

when connected, the dual interface or SIM card can communicate with the host 
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processing device through the interface module inside the personal token apparatus and, once 

the communication is done, the card can be released from the personal token apparatus and 

can be used then in the real world. 

31. (previously presented) The compact personal token apparatus of claim 28, wherein: 

the dual interface chip (processor) inside the personal token apparatus can be directly 

programmed by a software running on the host system using the interface processor without 

the need for an external contact based dual interface read/write device. 

32. (previously presented) The compact personal token apparatus of claim 31, wherein: 

the software is web based, allowing for downloading information from the web 

directly into the dual interface processor memory, thus linking the virtual world to the real 

world. 

33. (currently amended) The compact personal token apparatus of claim 32, wherein: 

the downloaded information can be used in the real world by using the contactless 

RFID interface. 

34. (canceled) 

35. (currently amended) The compact personal token apparatus of claim 33, wherein: 

the information stored in the personal token apparatus via the standard contact based 

interface is used for personal identification, secure network logon, access control, e-ticketing, 

or e-payment an:d similar applications using either the standard compliant interface or the 

RFID-compliant interface. 

36. (currently amended) The compact personal token apparatus of claim 33, wherein: 

information received through the RPID contactless interface can be stored in the 

memory of the personal token apparatus and can then be provided to the host processing 

device via the standard interface, thus allowing a complete information exchange between the 

virtual world and the real world. 
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3 7. ( currently amended) The compact personal token apparatus of claim 31, wherein: 

the information stored in the personal token apparatus via the standard contact based 

interface is used for personal identification, secure network logon, access control, e-ticketing, 

or e-payment and similar applications using either the standard compliant interface or the 

RFID-compliant interface. 

3 8. ( currently amended) The compact personal token apparatus of claim 31, wherein: 

information received through the RFID contactless interface can be stored in the 

memory of the personal token apparatus and can then be provided to the host processing 

device via the standard interface, thus allowing a complete information exchange between the 

virtual world and the real world. 

39. ( original) The compact personal token apparatus of claim 31, further comprising: 

additional memory selected from the group consisting of flash memory and EEPROM 

device powered and addressed by the processor module; 

wherein the additional memory can be used for user authentication and to run 

applications. 

40. (previously presented) The compact personal token apparatus of claim 21, further 

compnsmg: 

a standard-compliant interface releaseably coupleable to a host processing device, this 

being under a command of an operating system; 

an interface module providing translation of standard-compliant contact based 

interface messages via a memory chip to Bluetooth /WLAN 802.lldevice compatible 

compliant messages, and providing the translation of Bluetooth /WLAN 802.1 ldevice 

compliant messages via a memory chip to standard-compliant contact based interface 

messages; and 

a Bluetooth /WLAN 802.lldevice having a Bluetooth/WLAN 802.llcompliant 

interface communicating through the interface module with the host processing device via a 

memory chip; the same Bluetooth /WLAN 802.lldevice communicating through its 

Bluetooth /WLAN 802.11 compatible interface. 
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41. ( original) The compact personal token apparatus of claim 21, further comprising: 

a processor module; and 

additional memory selected from the group consisting of flash memory and EEPROM 

device powered and addressed by the processor module; 

wherein the additional memory can be used for user authentication and to run 

applications. 

42. (currently amended) The compact personal token apparatus of claim 21, further 

compnsmg: 

a standard-compliant smart card contact interface complying to ISO 7816, or any 

similar iH-terfaee. 

43. (currently amended) The compact personal token apparatus of claim 21, further 

compnsmg: 

a connection module, connecting the personal token apparatus to a host device 

including PC, PDA, or smart cellular phone or similar de¥iee, either directly or with the help 

of a standard reader device such as a memory card reader. 

44. (previously presented) The compact personal token apparatus of claim 21, further 

compnsmg: 

a standard-compliant interface releaseably coupleable to a host processing device, this 

being under a command of an operating system; and 

a translation module, translating messages incoming from the contact based interface, 

and translating messages to the host device from the personal token apparatus. 

45. (previously presented) The compact personal token apparatus of claim 21, further 

compnsmg: 

a triple interface processor including contact, contactless, USB. 

46. ( currently amended) Method of interacting wirelessly, comprising: 

providing a device; 

interfacing the device with an Internet-capable appliance; and 
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providing a smart card contactless interface in the device selected from the group 

consisting ofISO 14443 and ISO 15693. 

47. (original) Method, according to claim 46, wherein: 

the interface with the Internet-capable appliance is selected from the group consisting 

ofUSB, Fire Wire, IR, Bluetooth, standard serial port, WLAN. 

48. (original) Method, according to claim 46, wherein: 

the Internet-capable appliance comprises a device selected from the group consisting 

of personal computer (PC), laptop, PDA, MP3 player and cell phone. 

49. ( canceled) 

50. (original) Method, according to claim 46, wherein: 

the device is modular in construction. 

51. (previously presented) Method, according to claim 46, wherein: 

the device performs a firewall functionality to protect the Internet-capable appliance. 

52. (original) Method, according to claim 46, wherein: 

the device incorporates interfaces for ISO contact, contactless, USB and DSL. 

53. (currently amended) A compact personal token apparatus, comprising: 

a connection module for interfacing the personal token apparatus with an Internet­

capable appliance; 

a contactless interface; and 

a translation module for moving signals between the connection module and the 

contactless interface; 

wherein the contactless interface is an RFID interface. 

54. (currently amended) The apparatus of claim 53 wherein the connection module is 

selected from the group consisting of USB, Fire Wire, IR, Bluetooth, standard serial port, and 
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WLAN, and similar interfaces capable of interfacing with the Internet-capable appliance. 

55. (original) The apparatus of claim 53 wherein the Internet-capable appliance is selected 

from the group consisting of personal computer (PC), laptop, PDA, MP3 player, cellphone, 

and similar Internet-capable devices. 

56. ( currently amended) The apparatus of claim 53 wherein the contactless interface is 

selected from the group consisting of ISO 14443, ISO 15693, and NFC and similar 

contactless interfaces. 

57. (original) The apparatus of claim 53, further comprising: 

a wireless interface. 

58. (original) The apparatus of claim 53, further comprising: 

an RFID or NFC antenna. 

59. (original) Method oflinking the virtual world of the Internet with the real world of 

contactless transactions, comprising: 

providing a compact personal token apparatus, comprising: 

a connection module for interfacing the personal token apparatus with an Internet­

capable appliance; 

a contactless RFID interface; and 

means for moving signals between the connection module and the contactless 

interface; 

interacting in the virtual world when connected with the Internet-capable appliance; 

and 

interacting in the real world after interacting in the virtual world. 

60. (currently amended) The method of claim 59, wherein interacting in the real world 

comprises an activity selected from the group consisiting consisting of personal identification, 

secure network logon, access control, e-ticketing, and e-payment and similar applications. 
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REMARKS 

Status 

The Office action is responsive to an RCE filed with amendment, responsive to an Office 

action (final rejection) dated 09/14/2006. 

The Office action is responsive to communication(s) filed on 25 April 2006. 

Claim(s) 1-33, 35-48 and 50-60 is/are pending in the application. 

Claim(s) 1-33, 35-48 and 50-60 is/are rejected. 

A telephonic interview was scheduled for December 12. The Examiner was not available. It 

is requested that a subsequent rejection (if any) be made non-final. 

Claim Objections 

In the Office action, Claims 2, 5, 21, 22, 26, 35, 37, 42, 43, 54-56 and 60 are objected to 

because of use of the word "similar", and appropriate correction is required. 

The verbiage involving "similar" is deleted from the claims. 

Claim Rejections- 35 USC§ 102, §103 

Claims 1, 8, 18-29, 31-33 and 35-40 are rejected under 35 U.S.C. 102(e) as being anticipated 

by Jiau (US 2003/0236821 Al). 

Claims 1-7, 9, 12-17, 21, 41-48 and 50-60 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Margalit et al (US 6,748,541) in view of Weng (US 6983888 B2). 

Claims 10 and 11 are rejected under 35 U.S.C. 103(a) as being unpatentable over Jiau in view 

of Weng (US 6983888 B2). The teachings of Jiau have been discussed above. 

Claim 30 is rejected under 35 U.S.C. 103(a) as being unpatentable over Jiau in view of 

Margalit et al. 
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Traversing the Rejections 

The invention is directed to a device (and method of use) involving: 

contact interface 

contactless interface 

wireless interface 

Signals are moved between these various interfaces. For example, information is downloaded 

from the Internet to the device, via the contact or wireless interfaces, and is later used by the 

device's contactless interface in a secure real-world transaction. 

The contact interface may comprise (for example), a USB plug for moving signals to and 

from a host computer, thereby enabling communication via the Internet with other entities. 

The contactless interface comprises (for example) an RFID or smart card application such as 

ISO 14443, ISO 15693 and NFC. 

The wireless interface comprises (for example) 802.11, Bluetooth, UWB, WLAN. 

Generally, a wireless interface is normally simply a substitute for a contact interface, 

enabling devices to be connected over modest distances, such as 10-100 meters, such as for 

networking in an office environment. In such cases, signals are generally not "moved from" 

one interface to the other. Signals are moved via the one interface or the other. Situations can 

also exist (for example) where a machine without a wireless interface is supplied with a 

dongle that converts (moves signals from) contact ( e.g., USB) to wireless ( e.g., 802.11 ). 

It has previously been discussed that although contactless and wireless interfaces both use RF 

to convey signals, they are completely different interfaces. They are different 

communications protocols with different capabilities and are used for different purposes. For 

example, a contactless, RFID, smart card protocol according to ISO 14443 and ISO 15693, 

can be used for private, secure financial transactions in "real world" applications such as 

payment at a retailer. 
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Note, for example, that 50 inches (ISO 15693, an RFID contactless protocol) is considered to 

be too great a distance to provide appropriate security for ( con tactless) financial transactions. 

But 50 inches would not be enough to provide a (wireless) network between office 

computers! 

The references cited fail to disclose all of the elements of the invention, and therefore cannot 

successfully be used to reject the claims, either under § 102 (novel) or § 103 (non-obvious). 

The invention is directed to a device (and method of use) involving various combinations of: 

contact interface 

contactless interface 

wireless interface 

The independent claims are 1, 46, 53, 59: 

1. A compact personal token apparatus ... 

46. Method of interacting wirelessly ... 

53. A compact personal token apparatus ... 

59. Method of linking the virtual world of the Internet with the real world of contactless 

transactions ... 

The references cited are Margalit, Jiau, Weng. 

Margalit has 

USB interface and 

contains a 7816 smart card chip (Fig. 2, 170) 

Margalit does not have a wireless interface. 

Margalit does not have a contactless interface. 

As noted in the specification of the present invention, (page_, line_ [0079], 

ISO 7816 Regarding smart card, ISO7816 defines specification of contact interface IC 

chip and IC card. 
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Margalit's smart card chip is an "ISO7816 memory" (Margalit column 3, line 63) 

Margalit is a contact device. It is neither contactless, nor wireless. 

Jiau discloses a body wearable personal network server (BWPNS) device which can 

communicate via wireless in the form of personal area network (Bluetooth) and wireless 

LAN (IEEE 802.11 ), and has a USB plug. 

Jiau does not disclose or suggest a contactless interface. 

Jiau does not disclose or suggest any smart card functionality. 

The Examiner states that Weng (newly cited) teaches a body proper 1 having a receiver 12 

and a transmitter 21 (i.e., RF or wireless interface), a flash memory 11, a USB interface 

control circuit 15, and a monocle control switch 13 for switching from USB to wireless, all of 

which are interconnected; wherein when the high frequency receiver circuit (12) receives 

transmitted signals, through the monocle control switch (13), the firewall (14) is turned on 

rendering the flash memory (11) to be read-and-writeable by the USB interface control circuit 

(15) (fig. 3; col. 2, lines 25-36). 

The Examiner states that "It would have been obvious to an artisan of ordinary skill in the art 

at the time the invention was made to incorporate the teachings of Weng into the system as 

taught by Margalit et al due to the fact that such modification would have been an obvious 

engineering variation, well within the ordinary skill in the art, for intended use (i.e., for 

transmitting data/signal from RF/wireless interface to USB interface and vise versa), and 

therefore an obvious expedient." 

Applicant disagrees. Weng discloses portable wireless anti-theft USB device. The device 

has a portable wireless anti-theft flash memory having a body proper in which there are a 

flash memory, a high frequency receiver circuit, and a monode switch to go with a cap, in 
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which are a high frequency transmitter, an encoding circuit, and a counter, for casing the body 

proper. Connecting the body proper to a computing device enables high frequency 

transmitting, receiving, and turning on flash memory firewall. When the transmitting 

source is a distance away, the firewall becomes engaged thus disabling the flash memory to 

prevent loss of data from theft for safety purpose. 

At Weng, column 1, lines 25-27 "The invention relates to a portable wireless anti-theft USB 

disc using high frequency transmitting to tum on and off the flash memory firewall to protect 

from data theft. 

In the next paragraph, Weng states "The cap having the transmitting circuit of the aforesaid 

portable wireless anti-theft USB disc is wearable on user so that when user is close enough to 

the body proper and to operate the computer, the body proper can receive signals to enable 

memory firewall. When the cap is away with user from the computer, the memory firewall is 

disabled from not receiving signals." 

Applicant disagrees. Weng does not have "wireless", in the sense of 802.11 or the like, which 

is a communication interface. Rather, Weng has a simple RF function capable of turning on 

and off a firewall when in proximity with a selected computer. 

Weng does not mention RFID, nor any of the RFID standards, as discussed above. Weng 

discloses a simple proximity switch, turning a function (firewall) within a portable apparatus 

on and off depending on distance from a host apparatus. 

The present invention utilizes RFID technology to conduct contactless transactions. The 

contactless interface is an RFID interface selected from the group consisting of ISO 14443 

(RFID-contactless interface), ISO 15693 (RFID-contactless interface), NFC and similar 

contactless interfaces. (see original claim 5) 

Margalit has contact interface (USB) and smart card functionality (7816). 

Jiau has a wireless interface for setting up a personal area network (PAN). 

Weng has a USB interface, and a simple RF setup for switching a firewall function. 
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The invention, as claimed, has contact interface (such as USB), plus a contactless interface 

(such as ISO 14443, ISO 15693, NFC), and the means (translation module) for moving 

signals between these interfaces. It may also have a wireless interface (such as 802.11) for 

communicating with a host device in lieu of a contact interface connection, such as for 

communicating via the Internet for updating applications such as e-ticketing. 

More particularly, 

Independent Claim 1 is amended to positively recite "contactless interface" as an element of 

the claim (whereas, previously, it was referred to indirectly, and may not have been given any 

patentable weight). 

In claim 4, the contactless interface comprises a smart card interface. 

In claim 5, the smart card interface is selected from the group consisting of ISO 14443, 

ISO 15693 and NFC. 

In claim 10, the contactless interface is an RFID interface; the device further comprises a 

wireless interface; and the translation module moves data or signals from a USB interface 

to the RFID interface and to the wireless interface. 

In claim 11, the translation module is incorporated in the processor module so that the 

personal token apparatus can go directly from USB to contactless without being limited 

by smart card software architecture limitations. 

In claim 22, a wireless interface is introduced selected from the group consisting of 

Bluetooth compatible interface, WLAN 802.11 and UWB. 

In claim 27, the processor module prepares messages to be sent by the contactless and 

wireless interfaces and interprets messages received via the contactless and wireless 

interfaces. 

In claim 33, downloaded information can be used m the real world by usmg the 

contactless interface. 

Independent Claim 46 is directed to a method of interacting wirelessly, comprising: 

providing a device; 

interfacing the device with an Internet-capable appliance; and 

providing a contactless interface in the device selected from the group consisting of 
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ISO 14443 and ISO 15693. 

None of the references cited even have a contactless interface! 

Independent Claim 53 is directed to a compact personal token apparatus, comprising: 

a connection module for interfacing the personal token apparatus with an Internet­

capable appliance; 

a contactless interface; and 

a translation module for moving signals between the connection module and the 

contactless interface; 

wherein the contactless interface is an RFID interface. 

None of the references teach or suggest this. 

Independent Claim 59 is directed to a method of linking the virtual world of the Internet 

with the real world of contactless transactions, comprising: 

providing a compact personal token apparatus, comprising: 

a connection module for interfacing the personal token apparatus with an Internet­

capable appliance; 

a contactless RFID interface; and 

means for moving signals between the connection module and the contactless 

interface; 

interacting in the virtual world when connected with the Internet-capable appliance; 

and 

interacting in the real world after interacting in the virtual world. 
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Conclusion 

The invention is novel and non-obvious. Applicant has attempted to present reasonable 

claims, capturing the invention, some of which are highlighted immediately hereinabove. 

The Claims should be allowed. 

No new matter is entered. 

No fee is required. 

For the applicant, 

/Gerald E. Linden/ 

Gerald E. Linden 
Reg #30282 

Correspondence via 
Dwight A. Stauffer 
Customer 37053 

ID.A. Stauffer/ 

Dwight A. Stauffer 
Reg# 47,963 

D.A. Stauffer Patent Services LLC 
1006 Montford Rd. 
Cleveland Hts. OH 44121 
(216) 381-6599 
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directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or 
(571 )-272-4200. 
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Notice of Allowability 

Application No. 

10/990,296 
Examiner 

Uyen-Chau N. Le 

Applicant(s) 

RYAN ET AL. 
Art Unit 

2876 

-· The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 

• NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [8J This communication is responsive to 12/14/2006. 

2. [8J The allowed claim(s) is/are 1-9, 11-33 35-48 and 50-60. 

3. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) D All b) D Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4. 0 A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) D including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

1) D hereto or 2) D to Paper No./Mail Date 

(b) D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

6. 0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2. D Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

4. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

U.S. Patent and Trademar1< Office 

5. D Notice of Informal Patent Application 

6. t8l Interview Summary (PTO-413), 
Paper No./Mail Date 20070120 . 

7. t8J Examiner's Amendment/Comment 

8. t8J Examiner's Statement of Reasons for Allowance 

9. D Other __ . 

PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20070120 
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Application/Control Number: 10/990,296 

Art Unit: 2876 

EXAMINER'S AMENDMENT 

Prelim. Amdt/Amendment 

Page 2 

1. Receipt is acknowledged of the Amendment filed 12/14/2006. 

2. An examiner's amendment to the record appears below. Should 

the changes and/ or additions be unacceptable to applicant, an 

amendment may be filed as provided by 37 CFR 1. 312. To ensure 

consideration of such an amendment, it MUST be submitted no 

later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a 

telephone interview with Mr. Linden and Mr. Finn on 18 January 

2007 in order to place the instant application in the proper 

form for an allowance by incorporating the limitation of claim 

10 into each of the independent claims and deleting the phrase 

"similar" recited in claim 55. 

The application has been amended as follows: 

Re claim 1: Please substitute claim 1 with following: 

IPR2022-00412 
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Application/Control Number: 10/990,296 

Art Unit: 2876 

t. A compact personal token apparatus, comprising: 

a connection module; 

a translation module; 

a processor module; 

an input/output module; and 

a contactless interface; 

wherein: 

Page 3 

the connection module is for interfacing the personal token apparatus with an Jntemet­

capable ap,Pliance; and 

the translation module moves signals between the con.nectio.n module and a the 

contactless interface; 

wherein; 
the contactless interface is an RFJD interface: 

;further comprising a wireless interface; 

wherein the translation module moves data or signals from a USB interface to the 
RFID interface and to the wireless interface with storage of data in a flash meroou or 
EEPROM of the processor module @ua] interface chip), and data can reside temporarily at 

one of the interfaces. 

Re claim 10: Please cancel claim 10 without prejudice 

and/or traverse. 

Re claim 46: Please substitute claim 46 with the following: 

IPR2022-00412 
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Application/Control Number: 10/990,296 

Art Unit: 2876 

46. Method of interacting wirelessly, comprising: 

providing a device; 

interfacing the device with an Internet-capable appliance; and 

Page 4 

providing a contactless interface in the device selected from the group consisting of 

TSO 14443 and ISO 15693; 

wherein the contactless interface is an RFID interface: 

further comprising providing a wireless interface: 

wherein the translation module moves data or signals from a USB interface to the 

RFID interface and to the wireless interface with storage of data in a flash memorx or 

EEPROM of the processor module (dual interface chip). and dat.a can reside temoorarily at 

one of the interfaces. 

Re claim 53: Please substitute claim 53 with the following: 

53. A com.pact personal token apparatus. comprising: 

a connection module for interfacing the personal token apparatus with an Internet• 

capable appliance; 

a contactless interface; and 

a translation module for moving signals be.tween the connection modu1e and the 

contactless interface; 

wherein the con.tactless interface is an RFID interface;. 

ftn1ber comprising a wireless interface; 

wherein the translation module moves data or signals from a USB .interface to th.e 

RFID inter.face aud to the wireless jnterface with storage of data in a flash memory or 
EEPROM of the processor module {dual interface chip). and data can reside temporarily at 

one of the interfaces. 

Re claim 55: Please substitute claim 55 with the following: 

IPR2022-00412 
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Application/Control Number: 10/990,296 

Art Unit: 2876 

Page 5 

55. The apparatus of claim 53 wherein tb.e Internet-capable appliance is selected from. the 

group con.sisting of personal computer (PC), laptop, PD.A, MP3 player, mg cellphone.r.--,aaEI 

simiJer k1temet 6atJahle tle¥tee57 

Re claim 59: Please substitute claim 59 with the following: 

59. Method of linking the virtual world of the Internet with the real world of contactless 

transactions, comprising: 

and 

providing a compact _personal token apparatus> comprisi:og: 

a connection module for interfacing the persona! token apparatus with an Internet­

capable appliance; 

a contactless RFID interface; and 

means for moving signals between the connection module and the contactless 

interface; 

interacting in the virtual world when connected with the Internet-capable appliance; 

interacting in the real world after interacting in the vi.rtu.al worl~ 

further comprising providing a wireless interface; 

wherein the translation module m.oves data or signals from a USB interface to the 

RFID interface and to the wireless interface with strngQ Qf data in a flash memory or 
EBPROM of the processor module (dual interface chip}, and data can reside temporarily at 
one of the interfaces. 

Allowable Subject Matter 

3. Claims 1-9, 11-33, 35-48 and 50-60 are allowed. 

4. The following is an examiner's statement of reasons for 

allowance: 

IPR2022-00412 
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Application/Control Number: 10/990,296 

Art Unit: 2876 

Page 6 

The prior art of records to Margalit which discloses a USB 

interface and a contact interface (i.e., 7816 smart card), Jiau 

which discloses a USB interface and a wireless interface, Weng 

which discloses a wireless USB device and all other cited 

references, taken alone or in combination, fails to teach or 

fairly suggest the specific structure and/or the method a 

personal token apparatus comprising, among other things, a USB 

interface, a contact less interface which is an RFID interface, 

and a wireless interface, wherein the translation module move 

data or signals from the USB interface to the RFID interface and 

to the wireless interface with storage of data in a flash memory 

or EEPROM of the processor module (dual interface chip) , and 

data can reside temporarily at one of the interfaces as set 

forth in the claimed combinations. 

Conclusion 

Any comments considered necessary by applicant must be 

submitted no later than the payment of the issue fee and, to 

avoid processing delays, should preferably accompany the issue 

fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to Uyen-Chau 

IPR2022-00412 
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Art Unit: 2876 

Page 7 

N. Le whose telephone number is 571-272-2397. 

normally be reached on M-F 5:30AM-2PM. 

The examiner can 

If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, Michael G. Lee can be 

reached on 571-272-2398. The fax phone number for the 

organization where this application or proceeding is assigned is 

571-273-8300. 

Information regarding the status of an application may be 

obtained from the Patent Application Information Retrieval 

(PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status 

information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, 

see http:/ /pair-direct. uspto. gov. Should you have questions on 

access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or 

access to the automated information system, call 800-786 9199 

(IN USA OR CANADA) or 571 272-1000. 

January 20, 2007 

Uyen-Chau N. Le 
Primary Examiner 
Art Unit 2876 
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Interview Summary 

Application No. 

10/990,296 

Examiner 

Uyen-Chau N. Le 

All participants (applicant, applicant's representative, PTO personnel): 

(1) Uyen-Chau N. Le. (3)David Finn (inventor). 

(2) Gerald E. Linden (Reg. 30282). (4) __ . 

Date of Interview: 18 January 2007. 

Type: a)~ Telephonic b)O Video Conference 
c)O Personal [copy given to: 1 )0 applicant 2)0 applicant's representative] 

Exhibit shown or demonstration conducted: d)O Yes 
If Yes, brief description: __ . 

Claim(s) discussed: __ . 

Identification of prior art discussed: __ . 

e)O No. 

Applicant(s) 

RYAN ET AL. 

Art Unit 

2876 

Agreement with respect to the claims f)O was reached. g)O was not reached. h}O N/A. 

Substance of Interview including description of the general nature of what was agreed to if an agreement was 
reached, or any other comments: Mr. Linden and Mr. Finn authorized an Examiner amendment in order to place the 
instant application in the proper form for an allowance by incorporating the limitation of claim 10 into each of the 
independent claims and deleting the phrase "similar" recited in claim 55 .. 

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims 
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims 
allowable is available, a summary thereof must be attached.) 

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE 
INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS 
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS 
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO 
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview 
requirements on reverse side or on attached sheet. 

Examiner Note: You must sign this form unless it is an 
Attachment to a signed Office action. 

U.S. Patent and Trademar1< Office 
PTOL-413 (Rev. 04-03) Interview Summary 

TEMJOLOGY r..ENTER 280" 

Examiner's signature, if required 

PaperNo.20070120 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
Application Number (Series Code and Serial Number) 
Name of applicant 
Name of examiner 
Date of interview 
Type of interview (telephonic, video-conference, or personal) 
Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
An indication whether or not an exhibit was shown or a demonstration conducted 
An identification of the specific prior art discussed 
An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 
The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 
accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record Is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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Issue Classification 
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Reexamination 
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TN THE SPECTFICA TION 

in the previous amendment, the following amendment was made: 
At page 1, lines 4-5 (entire paragraph) 
This is a non-provisional filing based on USSN 60/520,698 filed 11/17/2003 by Ryan, Comiskey. 
tme K.napich and Finn. 

Please enter the following amendments in the specification (and abstract). 
References are made to page and line numbers and/or to numbered paragraphs of the 
published patent application. 

in the paragraph [0072], at page 13, beginning on line 17. 

IEEE 812.ll 802.11 The IEEE standard for wireless Local Area Networks (LANs). It uses three 

different physical layers, 802. l 1 a, 802.11 b and 802 .11 g. 

5 
in the paragraphs [0089-0090], at page 16, beginning on line/ 

NFC Short for "Near Field Communication". NFC is a ·wireless contactless connectivity 

technology that enables short-range communication between electronic devices. If two devices are 

held close together (for example, a mobile phone and a personal digital assistant), NFC interfaces 

establish a peer-to-peer protocol, and information such as phone book details can be passed freely 

between them. NFC devices can be linked to contactless smart cards, and can operate like a 

contactless smart card, even when powered down. This means that a mobile phone can operate 

like a transportation card, and enable fare payment and access to the subway. 

NFC is an open platform technology standardized in ECMA (European Computer 

Manufacturers Association) 340 as well as ETSI (European Telecommunications Standards 

Institute) TS 102 190 Vl.1.1 and 1SO/IEC 18092. These standards specify the modulation 

schemes, coding, transfer speeds, and frame format of the RF interface of NFC devices, as well as 

initialisation schemes and conditions required for data collision-control during initialisation for 

both passive and active modes. 

in the paragraph [0124], at page 22, beginning on line 11. 

The invention is generally a compact personal token apparatus which can be plugged into a 

personal computer and interfaced with the virtual world of the Internet. The apparatus (or, as will 

be evident, a portion of a modular apparatus) can then be removed from the personal computer and 

used to conduct real world transactions. The compact personal token apparatus is suitably in the 

2 

Lf2 

8-/~ 
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I 
,j 

in the paragraph [0184], at page 32, beginning on line 17. 

As mentioned above, alternatively, the translation module can go from USB to ISO 14443 or 

15693. In other words, directly from USB to 1,viFeless contactless. 

in the paragraph [0192], at page 33, beginning on line 7. 

Unlike the previous embodiment, in this embodiment the translation module 124 goes from USB 

to a ,.viFeless contactless interface. Therefore, the processor module 126 does not need to be a dual 

interface (DI) chip. Rather, the processor module 126 could simply comprise a USB interface on 

one side and a vt'iFeless contactless interface on the other. The memory of the processor could be 

used as temporary storage and the processor could handle the data encoding as well. 

'2,?--­
in the paragraph (0203], at page 34, beginning on lin91'; 

Figure 2B illustrates another exemplary embodiment 220 of the smart fob, again in the general 

form of a USB memory fob. But in this case, the smart fob has a first physical module 222 (left, 

as viewed) which contains the ffiJffit connection module (e.g., 102, USB plug, cf. 212) and 

translation module (e.g., 104), and a second physical module 224 (right, as viewed) which 

contains the processor module (e.g., 106, dual-interface chip) and output module (e.g., 108, RF 

antenna and modulator). The two modules 222 and 224 can plug together and be taken apart from 

one another. In this manner, after interacting with the "virtual world" on his computer, the user 

can separate the two modules 222 and 224 and carry just the second module, for conducting "real 

world" transactions. The second module 224, comprising processor and output module, is 

sufficient for conducting real world, wireless contactless transactions, in the manner of a smart 

card. In other words, the smart fob can emulate a smart card. 

in the paragraph [0212), at page 36, beginning on line 19. 

- an input module 408 which, unlike other embodiments, need not perform wireless or 

contactless functions, but rather is socket (or plug), such as RJ-45, for connecting to a telephone 

line (or the like) supporting a DSL (or the like) connection to the Internet. 

in the paragraph [0223], at page 37, beginning on line 14. 

In use, for example, the user plugs the smart fob into his PC, or other Internet capable device 

(appliance), connects to the Internet, and interacts with a service or content provider to upload 
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