US006549932B1

United States Patent

(12) (10) Patent No.: US 6,549,932 B1
McNally et al. 45) Date of Patent: Apr. 15, 2003
b
(54) SYSTEM, METHOD AND COMPUTER 5.544.308 A 8/1996 Giordano et al. ...... 395/183.02
PROGRAM PRODUCT FOR DISCOVERY IN 5,550,976 A 8/1996 Henderson ct al. ... 395{2(_)0.06
A DISTRIBUTED COMPUTING Ngggg 2 ‘ i(l)f}ggg \SAl/lang etal ... 364;;8 1485
3 INT 5,572,5 11/ 1111 SO e 370/
ENVIRONMENT 5590126 A 12/1996 Mishra et al. 3701329
. : . . 5,596,712 A * 1/1997 Tsuyama et al. .............. 714/26
(75) Inventors: a’{_lﬁ.l:‘aell.ly\i\clle\';llrv /ﬁ:;%llilnﬂ’]'_?(((%‘ss))’ 560302 A = 2/1997 Amanetal. ............... T09/105
G Je ’ g 5,606,693 A 2/1997 Nilsen et al. .... .. 395/610
. . ) ) 5,623,628 A 4/1997 Brayton et al. .. . 711/141
(73) Assignee: International Business Machines 5655081 A = 81997 Bonnell ctal. .. 700,202
Corporation, Armonk, NY (US) 5,692,119 A * 11/1997 Koguchi et al. ....cccoeene. 714/4
(*) Notice:  Subject to any disclaimer, the term of this (List continued on next page.)
patent is extended or adjusted under 35
US.C. 154(b) by 0 days. OTHER PUBLICATIONS
IBM Technical Disclosure Bulletin, “Enhanced Method for
(21)  Appl. No.: 09/089,961 Monitoring Critical Resources in Token Ring Networks,”
. 1/97, vol. 40, No. 1 (pp. 111-112).
(22) Filed: Jun. 3, 1998 IBM Technical Disclosure Bulletin, “Error—Handling
5 oo GO6F 6 Mechanism for Automated Problem Determination Service
Es;; :?ts CII 709/202: ;O;,S_Q% Agents on IBM Local Area Network Server Network,”
(58) Field of Search ... 700/223, 224, 1096, vol. 39, No. 10 (pp. 191-192). = :
200244 105. 230, 240, 313 317’ 318, IBM Technical Disclosure Bulletin, “Combining Multiple
ST s e ’ i ’ Layers of Configuration Models into a Single Report,” 3/94,
320, 202; 370252, 253, 254; 340/825.06,  1"37 "No. 3 (pp. 557-560)
825.16; 714/47 T ’ '
Primary Examiner—Zarni Maung
(56) References Cited Assistant Examiner—Jason D. Cardone

U.S. PATENT DOCUMENTS

5,113398 A 5/1992 Howes .......cccccevenennn. 371/11.2
5,157,667 A * 10/1992 Carusone, Jr. et al . 714/45
5,187,785 A 2/1993 Shah ................ .. 395/575
5237677 A 8/1993 Hirosawa et al. . 395/575
5282212 A 1/1994 Shah ... 371/15.1
5301,270 A * 4/1994 Steinberg et al. ... . 345/866
5303243 A * 4/1994 Anezaki ............. ... 714/13
5321813 A * 6/1994 McMillen et al. .. 714/798
5.321.837 A * 6/1994 Daniel et al. ....... 707/4
5.337.360 A * 8/1994 Fischer ........ .. 713/176
5.367.635 A * 11/1994 Bauretal. ... 709/221
5371126 A 12/1994 Wallace .......... ... 371/20.1
5410651 A * 4/1995 Sekizawa et al. ........... 709/224
5465221 A 11/1995 Merat et al. ....oevvennenn 364/552
5526417 A 6/1996 Dezonno .........ccceeeee 379/265
5,528,748 A 6/1996 Wallace ................. 395/183.02

(74) Anorney, Agent, or Firm—Duke W. Yee; Jeflrey S
LaBaw; Stephen R. Tkacs

(57) ABSTRACT

A large distributed enterprise includes computing resources
including a management server scrvicing a plurality of
endpoint machines. A management infrastructure include a
runtime engine is deployed on given endpoint machines. In
response to a task deployment request at an administrative
server, discovery agents may be launched into the computer
network. When a software agent arrives at a given machine
that supports the runtime engine, the agent is executed to
determine whether the endpoint is a candidate for a particu-
lar task deployment.

29 Claims, 5 Drawing Sheets

Ql
REPGSITORY?
INFORMATION
NO | INFORMATION AVAILABLE
NOT AVAILABLE

fl PARSE TASK I

RETURN REQUESTED
[NFORMATION

SELECT SCFTWARE
44 Amn

8
INSTRINE |0

DEPLOY SO’T'MR{
AGENT

DOCKET

_ A

]
TERMINATE |

R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

US 6,549,932 B1

Page 2
U.S. PATENT DOCUMENTS 6,000,456 A * 12/1999 Frew et al. ......cccceeunes 709/202
. 6,012,152 A * 1/2000 Douik et al. ... 714/26
3,706,422 A+ 1/1998 Maruyama et al. ........... 71474 6,029,175 A * 2/2000 Chow et al. wooo....... 707/104.1
?Zgé"s‘égi . g/ggg f{ldeg o ;83/%; 6,049,819 A * 4/2000 Buckle et al. .............. 7007202
768, / andell oo, / 6055562 A * 42000 Devarakonda et al. ...... 709/202
5,802,291 A * 9/1998 Balick et al. 709/202
N 6,061,721 A * 5/2000 Ismael et al. ..... ... 709/223
5,805,884 A * 9/1998 Sitbon et al. .. 709/320 2%
6,073,162 A * 6/2000 Joannsen et al. . .. 709/202
5,809,238 A * 9/1998 Greenblatt et al. 709/202 s . !
5815652 A * 0/1098 Ofe et al. ...... 6,075,863 A * 6/2000 Krishnan et al. 713/191
5826020 A * 10/1998 Randell 6,088,727 A * 7/2000 Hosokawa et al. ......... 709/223
Fond e i ton0 D 6,094,673 A * 7/2000 Dilip et al. ....... eerr 7097202
5,838918 A 11/1998 Prager et al. e N
5872031 A * 21099 Chivaluri ... 6,108,782 A * 8/2000 Fletcher et al. oo T13/153
5887171 A * 3/1999 Tada et al 6,112,225 A * 82000 Kraft et al. ... oorr 7097202
ek AL 6,185,611 Bl * 2/2001 Waldo et al. .. oo 709/221
5,901,286 A * 5/1999 Danknick et al. . e N
5913037 A * 6/1999 Spofford et al. .. 6,240,451 B1 5/2001 Campbell et al. . 709/224
e 6,266,709 B1 * 7/2001 Gish ... . 709/315
5,920,692 A * 7/1999 Nguyen et al. o
. 6,266,805 B1 * 7/2001 Nwana et al. . e T17/4
5044782 A * 8/1999 Noble et al. ...... . :
5044783 A * 81999 Nielen w.oeeerrorrreeennnnn. 6,330,597 B2 * 12/2001 Collin et al. ... - 7091220
e . o 6,336,139 Bl * 1/2002 Feridun et al. ............ 700/224
5,958,009 A 9/1999 Friedrich et al. 6363421 B2 * 3/2002 Barker et al 700223
5958016 A * 9/1999 Changetal. ............. 709/229 025 ALKEL CL AL e
5,087,135 A * 11/1999 Johnson et al. ............. 709/224
6,006,251 A * 12/1999 Toyouchi et al. ........... 709/203 * cited by examiner

DOCKET

_ ARM

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Apr. 15, 2003 Sheet 1 of 5 US 6,549,932 B1

20
N ME SERVER .,
TN MANAGER
12
MANAGED
NODE (LARGE)
16
o o o LAY
0003 ;&; NG "
TN GATEWAY TN GATEWAY TN CATEWAY

TERMINAL TERMINAL
NODES (TNs) NODES (TNs)

FIG. 1

[A)OCKET

L A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Apr. 15,2003 Sheet 2 of 5 US 6,549,932 B1
FIG. 2
GATEWAY
6 3 SERVER 1
N 1
| N _oms ! 19
IPC
I 1
| 23] AUTHORIZER — !
! LBRARY  oog : THREADS |, -
| o A1 LOCATOR '
2 I 0S
[ 1 ™15
' 7 BOA :
e e e e e 22
ENDPOINT ENDPOINT
CLIENT CLIENT
LCF ° ° ° LCF
’ N
24 24
FIG. 24
RUNTIME
24~ DAEMON LIBRARY
’ N
24A 24B

DOCKET

_ ARM

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Apr. 15, 2003 Sheet 3 of 5 US 6,549,932 Bl

TN MANAGER

TERMINAL
NODES (TNs)

30~ DISTRIBUTE RUNTIME

ENGINES
———————————— OFFLINE
FIG. 5
DISCOVERY™_NO
ENABLED? v
TERMINATE
YES
INFORMATION
NO TINFORMATION AVAILABLE
NOT AVAILABLE
PARSE TASK RETURN REQUESTED
421 T INFORMATION ™-38
SELECT SOFTWARE v
441 AGENT INSTANTIATE 40
v v
DEPLOY SOFTWARE TERMINATE
46 AGENT

[A)OCKET

L A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




