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Requirements for Internet Gateways

Status of this Meno

This docunent is a fornmal statenment of the requirenents to be nmet by
gateways used in the Internet system As such, it is an officia
specification for the Internet conmunity. Distribution of this neno
is unlimted.

This RFC summari zes the requirenents for gateways to be used between
networ ks supporting the Internet protocols. Wile it was witten
specifically to support National Science Foundation research
prograns, the requirenments are stated in a general context and are
appl i cabl e throughout the Internet comunity.

The purpose of this docunent is to present guidance for vendors

of fering gateway products that night be used or adapted for use in an
Internet application. It enunerates the protocols required and gives
references to RFCs and ot her docunents describing the current
specifications. In a nunber of cases the specifications are evol ving
and nay contain anbi guous or inconplete information. |In these cases
further discussion giving specific guidance is included in this
docunent. Specific policy issues relevant to the NSF scientific
networ ki ng conmunity are summari zed in an Appendi x. As other
specifications are updated this docunment will be revised. Vendors
are encouraged to nmamintain contact with the Internet research

communi ty.

1. Introduction

The following material is intended as an introduction and background
for those unfamiliar with the Internet architecture and the Internet
gat eway nodel. GCeneral background and di scussion on the Internet
architecture and supporting protocol suite can be found in the DDN
Prot ocol Handbook [25] and ARPANET I nfornmati on Brochure [26], see

al so [19, 28, 30, 31].

The Internet protocol architecture was originally devel oped under
DARPA sponsorship to neet both mlitary and civilian conmunication
requirenents [32]. The Internet system presently supports a variety
of government and government - sponsored operational and research
activities. |In particular, the National Science Foundation (NSF) is
building a major extension to the Internet to provide user access to
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nati onal superconputer centers and other national scientific
resources, and to provide a conputer networking capability to a |arge
nunber of universities and col | eges.

In this docunent there are many terns that nmay be obscure to one
unfami liar with the Internet protocols. There is not nuch to be done
about that but to learn, so dive in. There are a fewterns that are
much abused in general discussion but are carefully and intentionally
used in this docunment. These few ternms are defined here.

Packet A packet is the unit of transm ssion on a physica
net wor k.

Dat agr am A datagramis the unit of transmission in the IP
protocol. To cross a particular network a datagramis

encapsul ated i nside a packet.

Rout er A router is a switch that receives data transm ssion
units frominput interfaces and, depending on the
addresses in those units, routes themto the
appropriate output interfaces. There can be routers

at different levels of protocol. For exanple,
Interface Message Processors (|1 MPs) are packet-|eve
routers.

Gat eway In the Internet docunmentation generally, and in this
docunent specifically, a gateway is an |IP-1leve
router. In the Internet comunity the termhas a | ong

history of this usage [32].
1.1. The DARPA Internet Architecture
1.1.1. Internet Protocols

The Internet system consists of a nunber of interconnected
packet networks supporting conmmuni cati on anong host conputers
using the Internet protocols. These protocols include the
Internet Protocol (I1P), the Internet Control Message Protoco
(IcwP), the Transm ssion Control Protocol (TCP), and
application protocols dependi ng upon them]|[22].

Al Internet protocols use |IP as the basic data transport
mechanism |IP [1,31] is a datagram or connectionl ess,
i nternetwork service and includes provision for addressing,

type-of -service specification, fragnentati on and reassenbly,
and security information. |ICWP [2] is considered an integra
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part of IP, although it is architecturally |ayered upon IP
| CMP provides error reporting, flow control and first-hop
gat eway redirection.

Reliabl e data delivery is provided in the Internet protoco
suite by transport-|level protocols such as the Transm ssion
Control Protocol (TCP), which provides end-end retransm ssion
resequenci ng and connection control. Transport-Ieve
connectionl ess service is provided by the User Datagram

Pr ot ocol (UDP)

1.1.2. Networks and Gateways

The constituent networks of the Internet systemare required
only to provide packet (connectionless) transport. This
requires only delivery of individual packets. According to the
| P service specification, datagrams can be delivered out of
order, be lost or duplicated and/or contain errors. Reasonable
performance of the protocols that use IP (e.g., TCP) requires
an | P datagram |l oss rate of less than 5% In those networks
provi di ng connection-oriented service, the extra reliability
provided by virtual circuits enhances the end-end robustness of
the system but is not necessary for Internet operation

Constituent networks rmay generally be divided into two cl asses:
* Local - Area Networks (LANs)

LANs may have a variety of designs, typically based upon
buss, ring, or star topologies. In general, a LAN will
cover a small geographical area (e.g., a single building or
pl ant site) and provide high bandwi dth with | ow del ays.

*  Wde- Area Networks (WANs)

Ceogr aphi cal | y-di spersed hosts and LANs are interconnected
by wi de-area networks, also called Iong-haul networks.
These networks rmay have a conpl ex internal structure of
Iines and packet-routers (typified by ARPANET), or they may
be as sinple as point-to-point |ines.

In the Internet nodel, constituent networks are connected
toget her by | P datagram forwarders which are called "gateways"
or "IProuters”. In this docunent, every use of the term

"gateway" is equivalent to "IP router”. In current practice
gateways are nornmally realized with packet-sw tching software
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executing on a general -purpose CPU, but speci al - purpose
hardware may al so be used (and may be required for future
hi gher - t hr oughput gat eways) .

A gateway is connected to two or nore networks, appearing to
each of these networks as a connected host. Thus, it has a
physical interface and an | P address on each of the connected
networks. Forwarding an | P datagram generally requires the
gateway to choose the address of the next-hop gateway or (for
the final hop) the destination host. This choice, called
"routing", depends upon a routing data-base within the gateway.
This routing data-base should be naintained dynanmcally to
reflect the current topology of the Internet system a gateway
normal Iy acconplishes this by participating in distributed
routing and reachability algorithns with other gateways

Gat eways provide datagramtransport only, and they seek to
mnimze the state informati on necessary to sustain this
service in the interest of routing flexibility and robustness.

Routi ng devices may al so operate at the network level; in this
meno we will call such devices MAC routers (informally called
"l evel -2 routers”, and also called "bridges"). The nane
derives fromthe fact that MAC routers base their routing

deci sion on the addresses in the MAC headers; e.g., in | EEE
802.3 networks, a MAC router bases its decision on the 48-bit
addresses in the MAC header. Network segments which are
connected by MAC routers share the sane | P network nunber,
i.e., they logically forma single |IP network.

Anot her variation on the sinple nodel of networks connected
wi th gateways sonetimes occurs: a set of gateways nmay be
interconnected with only serial lines, to effectively forma
network in which the routing is perforned at the internetwork
(IP) level rather than the network |evel

1.1.3. Autononous Systens
For technical, managerial, and sonetines political reasons, the
gat eways of the Internet systemare grouped into collections
cal l ed "aut ononous systens" [35]. The gateways included in a
si ngl e autononous system (AS) are expected to:

* Be under the control of a single operations and
mai nt enance (O&\M) organi zati on;

* Enpl oy common routing protocols anong thensel ves, to
mai ntain their routing data-bases dynam cally.
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A nunber of different dynam c routing protocols have been
devel oped (see Section 4.1); the particul ar choice of routing
protocol within a single ASis generically called an interior
gat eway protocol or IGP

An | P datagram nay have to traverse the gateways of two or nore
ASs to reach its destination, and the ASs nust provi de each
other with topol ogy information to allow such forwarding. The
Exterior Gateway Protocol (EGP) is used for this purpose

bet ween gat eways of different autononbus systens.

1.1.4. Addresses and Subnets

An | P datagram carries 32-bit source and destination addresses,

each of which is partitioned into two parts -- a constituent
net wor k number and a host nunber on that network.
Synbolically:

| P-address ::= { <Network-nunber>, <Host-nunber> }

To finally deliver the datagram the |last gateway in its path
nmust map the host-nunber (or "rest") part of an | P address into
t he physical address of a host connection to the constituent
net wor k.

This sinmple notion has been extended by the concept of
"subnets", which were introduced in order to allow arbitrary
conplexity of interconnected LAN structures within an

organi zation, while insulating the Internet system agai nst
expl osive growh in network nunbers and routing conplexity.
Subnets essentially provide a two-1evel hierarchical routing
structure for the Internet system The subnet extension
described in RFC-950 [21], is now a required part of the
Internet architecture. The basic idea is to partition the
<host nunber> field into two parts: a subnet nunber, and a true
host nunber on that subnet.

| P-address ::=
{ <Networ k- nunber>, <Subnet-nunber>, <Host-nunber> }

The interconnected LANs of an organization will be given the
sanme network nunber but different subnet nunbers. The

di stinction between the subnets of such a subnetted network
must not be visible outside that network. Thus, w de-area
routing in the rest of the Internet will be based only upon the
<Net wor k- nunber > part of the |IP destination address; gateways
outside the network will |unp <Subnet-nunber> and <Host - nunber >
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