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(54) METHOD AND APPARATUS FOR Publication Classification
ENFORCING SERVICE LEVEL

AGREEMENTS (SV) Tint. C07 eee eeeecceecccceeeecceeseeeeeceeneseeenneeees HO4L 12/28
(52) U.S. C1. eeececeseceteeeesneenee 370/395.21; 370/395.43

(76) Inventors: Robert Daniel MaherIII, Plano, TX
(US); James Robert Deerman, Lucas,
TX (US); Milton Andre Lie, (57) ABSTRACT
McKinney, TX (US); Mark Warden

Hervin, Plano, TX (US) A network device for enforcing service level agreements is
. described that is able to scan the contents of entire data

Craig|Con Address: packets including header and payload information. The
Netrake Corporation network device includes memory for storing subscriber
Suite 100 information,policies andstatistics. Thetraffic flow scanning
3000 Technology Drive processor scans the header and payload information from

each data packet, which is used to associate each data packetPlano, TX 75074 (US) : . : .
with a particular subscriber, classify the type of network

. traffic in the data packet and to enforce the particular policies(21) Appl. No.: 10/260,768
associated with the subscriber. The traffic flow scanning

(22) Filed: Sep. 30, 2002 processor producesa treatmentfor the data packet based on
the scanning. The scanned data packets and the associated

Related U.S. Application Data treatments are then passed to a quality of service processor,
which modifies the data packets if necessary and enforces

(63) Continuation of application No. 09/653,521, filed on resource allocation according to the preprogrammed poli-
Aug. 31, 2000, now abandoned. cies.
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