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(57) ABSTRACT

A mechanism is disclosed for identifying and penalizing mis-
behaving flows in a network. In one implementation, a set of
behavioral statistics are maintained for each flow. These
behavioral statistics are updated as information packets
belonging to a flow are processed. Based upon these behav-
ioral statistics, a determination is made as to whether a flow is
exhibiting undesirable behavior. If so, a penalty is imposed on
the flow. In one implementation, this penalty causes packets
belonging to the flow to have a higher probability of being
dropped than packets belonging to other flows that do not
exhibit undesirable behavior. In one implementation, in addi-
tion to penalizing the flow, this penalty also has the effect of
correcting the flow’s behavior such that the flow exhibits less
undesirable behavior after the penalty than before. By cor-
recting the flow’s behavior, the penalty makes it possible for
the flow to become a non-misbehaving flow.

44 Claims, 5 Drawing Sheets
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MAINTAIN BEHAVIORAL 302
STATISTICS FOR FLOW
DETERMINE WHETHER 304
FLOW IS EXHIBITING
UNDESIRABLE BEHAVIOR

ENFORCE PENALTY ON 306

FLOW IF FLOW IS
EXHIBITING UNDESIRABLE
BEHAVIOR

Fig. 3
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