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a2) United States Patent (10) Patent No: US 7,366,101 B1
Varier et al. (45) Date of Patent: Apr. 29, 2008

(54) NETWORK TRAFFIC SYNCHRONIZATION 2003/0043792 A1* 3/2003 Carpini et al. ws... 370/386
MECHANISM

(75) Inventors: Roopesh R. Varier, Sunnyvale, CA * cited b .
(US); David Jacobson, Durham, NC cited by examiner
(US); Guy Riddle, Los Gatos, CA (US) Primary Examiner—Kevin C. Harper

. . (74) Attorney, Agent, or Firm—Mark J. Spolyar
(73) Assignee: Packeteer, Inc., Cupertino, CA (US)

57 ABSTRACT
(*) Notice: Subject to any disclaimer, the term ofthis 67)

patent is extended or adjusted under 35

USC. 154(b) by 916 days. Methods, apparatuses and systems directed to a network
traffic synchronization mechanism facilitating the deploy-
ment of network devices in redundant network topologies.

. In certain embodiments, whena first network device directly
(22) Filed: Jun. 30, 2003 receives network traffic, it copies the network traffic and
(51) Int. Cl transmits it to at least one partner network device. The

n> partner network device processes the copied networktraffic,

(21) Appl. No.: 10/611,573

ny vin (3008.01 just as if it had receivedit directly, but, in one embodiment,
HOAL 1226 (2006.01) discards the traffic before forwarding it onto its destination.
HOAL 12/28 (2006.01) In one embodiment, the partner network devices are opera-
HOAL 1246 (2006.01) tive to exchange directly received network traffic. As a

: result, the present invention provides enhanced reliability
(52) US. Ch. w......coeoe 370/241; 370/401; 370/503 and seamless failover. Fach unit, for example, is ready at any
(58) Field of Classification Search........ 370/216-218, time to take over for the other unit should a failure occur. As

370/241, 242, 401, 503. ; discussed below, the network traffic synchronization mecha-
See application file for complete search history. nism can be appliedto a variety of network devices, such as

(56) References Cited firewalls, gateways, network routers, and bandwidth man-
agement devices.
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