
Zynga Ex. 1015, p. 1
                   Zynga v. IGT

                    IPR2022-00199

US006636966B1

a2) United States Patent (10) Patent No.: US 6,636,966 B1
 Leeetal. (45) Date of Patent: Oct. 21, 2003

(54) DIGITAL RIGHTS MANAGEMENTWITHIN wo WO 98/42098 91998 saseerescsen HO41_/9/00
AN EMBEDDED STORAGE DEVICE wo WO 00/08909 2/2000

(75) Inventors: Lane W. Lee, Lafayette, CO (US); OTHER PUBLICATIONS
Daniel R. Zaharris, Longmont, CO Keitaide-Music Consortium, “Keitaide-Music Technical
(US) Specification (Ver0.9)/Part 1”, (Jan. 2000), Corporate Tech-

nology Planning Dept. R&D Headquarters, SANYO Elec-

(73) Assignee: (us). Acquisitions, Inc., Boulder, CO tric Co., Ltd., 26 pages.US

* cited by examiner

(*) Notice: Subject to any disclaimer, the term ofthis Primary Examiner—John W. Hayes
patent is extended or adjusted under 35 . a :
U.S.C. 154(b) by 0 days. Assistant Examiner—Pierre E. Elisca

(74) Attorney, Agent, or Firm—MacPherson Kwok Chen &
Heid LLP

(21) Appl. No.: 09/542,510
(57) ABSTRACT

(22) Filed: Apr. 3, 2000
, A method is provided for enabling locked data stored on a

(SL) UMC17 coecccccscssssssscseessessevssssesssssssseseeee HO4L 9/30 core meadam and accessing . through a data storage
(52) US. C1. cocci cccceececccccseceseccensnees 713/165; T13/171 engine contained within or connected to a host device. A
(58) Field of Search 0.0eee 705/44, 50, 51, user selects all or part of the data stored on the storage

705/57; 713/165, 171, 201; 380/286 medium to enable. The host device then connects to a server
, over a network and completes a transaction. The transaction

(56) References Cited can be any requirement specified by the supplier of the data
US. PATENT DOCUMENTS selected by the user. Once the transaction is complete, the

data storage engine connects to the same or a separate server

 
4,386,233 A . 5/1983 Smid et al... 178/22.08 through the host device and receives a piece of information,
5,337,357 A 8/1994 Chou et al. sesso 380/4 known as the content key, necessary to decrypt, read, or5,912,969 A 6/1999 Sasamoto et al. 2.0.0.0... 380/5 . .

: Voy : otherwise make sense of the data selected by the user. The
6,002,772 A 12/1999 Saito tent k + be. f 1 tofad tion k
6,098,053 A * 8/2000 Slater ween 705/44 Comlent Key may De, Tor exanp'e, part ol a deerypnon Key.
6,249,866 Bl * 6/2001 Brundkett et al. ........... 713/165 ‘The content key is combined with otherinformation stored
6,471,068 Bl * 10/2002 Kido et al. ove. 207/103 R on the storage medium. ‘The combined information is then

used to access the data selected bythe user.FOREIGN PATENT DOCUMENTS

EP 704785 4/1996 19 Claims, 13 Drawing Sheets

 

 

 
 

  

 
 

 
 

 

 

 

  
 

 
Host receives storage

medium in data storage
engine  
 
  

 
 

  
 

  
  

 
 

  

 
  

 Dota storage encine
235 —~ decrypts content key

 
dost reads content
informction block,
displays to user

 
Data storage engine

240~) records content key on
storage medium

  
Host receives user's

sdection of content to
enoble Host receives poss/foit

message from dete
storage engine, ‘orwordsto server

 
 

24354

 

 
Host connects to vendor

authorization server,
completes distributor

requirement
ay

Host notifies user of
2 success er failure of

writing content key
 

 
 

 Host creoles exobling
descriptor block,

torwards to dato storage =
engine Medio enabling key252 ~| retrieved from storagemedium, combined with

content key

 

 
 

 
Host receives encrypted
data pocket from dote

storage engine, ferwards
1o server Dato is occessed ssingcombined informction24

 
Host receives content key

and decryption key,
forwards to date storageengine  
 

  
Zynga Ex. 1015,p. 1

Zynga v. IGT
IPR2022-00199

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Zynga Ex. 1015, p. 2
                   Zynga v. IGT

                    IPR2022-00199

US 6,636,966 B1Sheet 1 of 13Oct. 21, 2003U.S. Patent

 

 
 

bOld

aainapSOY chSIDAYJOU/2}Ulwnipawauibuevlb01c0l26010}a6o10}$0,0p

al}ua}U09abossayUONODSUDI}   OLJOvon29/85L701
)9us9}Ul

vol}aI]UaYyNYJopua

  

abossay

Aayjua}u0)

201

  

vo!}Oouayyny

rt

 
 abossayUI}OOUBUyNYUO!}2DSU01)

Jopua

allOl

  

}U9}U09JO.vor}2a,a5

   

sbossayWOH91}UatyNy

  

elltOui
|DYOG50YO!@s0q0}0q ofBffoggyCEpnpCcabossayabossaymtfayyue}vogBARSJaAJaSUOl}DZUOY}Ny YONOZUOUINYuoNONjUsYINYKayyu9yu0)901rolsopuan diuosaq}U3]U094OUOI}Ia}a¢,

   
 
 
 

 

Zynga Ex. 1015, p. 2
Zyngav. IGT

IPR2022-00199
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Zynga Ex. 1015, p. 3
                   Zynga v. IGT

                    IPR2022-00199

U.S. Patent Oct. 21, 2003 Sheet 2 of 13 US 6,636,966 B1

 

  

  
 
  
 
 
 

Host device or vendor authorization

server notifies content key server thot
the distributor requirement has been
satisfied, or distributor requirement

satisfied on content key server 4

Host device receives content key,

forwards to data storage engine 8

 Data storage engine records the
content key on the storage medium

FIG. 2A

Zynga Ex. 1015, p. 3
Zynga v. IGT

IPR2022-00199
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Zynga Ex. 1015, p. 4
                   Zynga v. IGT

                    IPR2022-00199

U.S. Patent Oct. 21, 2003 Sheet 3 of 13 US 6,636,966 B1

Host receives storage
medium in data storage 200

engine  
  
 
 

  
 

  
  
  

Data storage engine
decrypts content key

Host reads content
information block, 205
displays to user  Data storage engine

records content key on
storage medium

Host receives user's
selection of content to 210

enable Host receives pass/fail
message frodato

storege engine, forwords
to server

Hast connects to vendor

authorizotion server, 15
completes distributor

requirement

 
Host notifies user of

success or failure of

writing content key 
    

 

  
 

 

 
Host creates enabling

descriptor black,
forwards to data storage

- Medio enabling keyengine
8 retrieved from storage

medium, combined with

content key

 
 

Host receives encrypted
dale packet from dato

storage engine, forwards
lo server 
  
 

  
  
 

Dota is accessed using
combined information

Host receives content key
and decryption key,

forwards to data storage
engine

Fic. 2B

Zynga Ex. 1015, p. 4

Zynga v. IGT
IPR2022-00199

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Zynga Ex. 1015, p. 5
                   Zynga v. IGT

                    IPR2022-00199

U.S. Patent Oct. 21, 2003 Sheet 4 of 13

Key To

FIG. 2c
 
 
  

 
Dale Reading Engine

303. 306 317) 320) 332335

Storage
Medio   

Engine Driver Library

USB driver interface most likely written
in © — the library will contain APis

to read and write data 
302. 307 NG 321) S31 336

— 30

—— 308

—— 309

—— 54

——— HS

395 Most likely on opplicotion (i.e. HTML, XML,
Consumer or Java Applet) sitting on a PC or Mac but

— 326 this could be any PED that has o connection
=340 (direct or wireless) to the internet

FIG. 20° 12

US 6,636,966 B1

We

Web

1
{
j
i
i
1
{
|
i
|
|

{
\
l
1

!
i

|

i
{
i

|
i

|
i

}

I

Server

fie.
Microsoft, ;

MS, I
Apache, |

WebSphere) ! ]
I

1

i
t

1

!
t
i
i
i
!
!

|
i

\
b

Zynga Ex. 1015, p. 5

Zynga v. IGT
IPR2022-00199

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


