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SECURED VIRTUAL NETWORK IN A GAMING ENVIRONMENT

CROSS-REFERENCE TO RELATED APPLICATIONS

This application is a continuation-in-part ofUS Patent Application No.
09/732,650 entitled "SECURED VIRTUAL NETWORK IN A GAMING

ENVIRONMENT",filed December 7, 2000, naming Binh Nguyen asinventor,
whichis incorporated herein by referencein its entirety for all purposes.

BACKGROUND OF THE INVENTION

This invention relates to game playing services for gaming machines such as

slot machines and video poker machines. More particularly, the present invention
relates to providing methods of communication for game services such as licensing
and accounting on gaming machines.

There are a wide variety of associated devices that can be connected to a

gaming machinesuch as a slot machine or video poker machine. Some examples of
these devices are lights, ticket printers, card readers, speakers, bill validators, ticket
readers, coin acceptors, display panels, key pads, coin hoppers and button pads. Many
of these devices are built into the gaming machine or components associated with the

gaming machinesuchas a top box whichusually sits on top ofthe gaming machine.

Typically, utilizing a master gaming controller, the gaming machine controls

various combinations of devices that allow a player to play a game on the gaming
machine and also encourage game play on the gaming machine. For example, a game
played on a gaming machine usually requires a player to input moneyorindicia of
credit into the gaming machine, indicate a wager amount, andinitiate a game play.
These steps require the gaming machine to control input devices, such as bill
validators and coin acceptors, to accept money into the gaming machine and
recognize user inputs from devices, including key pads and button pads, to determine
the wager amount and initiate game play. After game play has been initiated, the
gaming machine determines a game outcome, presents the game outcome to the
player and may dispense an award of some type depending on the outcome ofthe
game.
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The operations described above may be carried out on the gaming machine
whenthe gaming machineis operating as a “stand alone” unit or linked in a network

of some type to a group of gaming machines. As technology in the gaming industry
progresses, more and more gaming services are being provided to gaming machines
via communication networks that link groups of gaming machines to a remote

computer that provides one or more gaming services. As an example, gaming services
that may be provided by a remote computer to a gaming machine via a

communication network of some type include player tracking, accounting, cashless
_ award ticketing, lottery, progressive games and bonus games.

Typically, network gaming services enhance the game playing capabilities of

the gaming machineor provide some operational advantage in regards to maintaining
the gaming machine. Thus, network gaming services provided to groups of gaming
machines linked over a dedicated communication network of some type have become
very popular in the gaming industry. In general, the dedicated communication

network is not accessible to the public. To justify the costs associated with the
infrastructure needed to provide network gaming services on a dedicated

communication network, a certain critical number of gaming machines linked in a

network of some type must utilize the service. Thus, many of the network gaming
services are only provided at larger gaming establishments where a large number of
gaming machines are deployed.

A progressive game network offering progressive game services is one

example where a group of gaming machines are linked together using a dedicated
network to provide a network gaming service. The progressive game services enabled

by the progressive game network increase the game playing capabilities of a
particular gaming machine by enabling a larger jackpot than would be possible if the
gaming machine was operating in a “stand alone” mode. The potential size of the

jackpot increases as the number gaming machines connected in the progressive
network is increased. The size of the jackpot tends to increase game play on gaming
machines offering a progressive jackpot which justifies the costs associated with
installing and maintaining the dedicated progressive game network.

Within the gaming industry, a particular gaming entity may desire to provide
network gaming services and track the performanceofall the gaming machines under

the control of the entity. The gaming machines underthe control of a particular entity
may be globally distributed in many different types of establishments. Casinos,
convenience stores, supermarkets, bars and boats are a few examples of
establishments where gaming machines may be placed.
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Figure 1 is a block diagram depicting gaming machines distributed in

different establishments partially connected by a dedicated communication network

for a typical gaming entity currently operating in the gaming industry. In FIG.1, the

gaming entity utilizes a central office 142. The gaming machines, 102, 104, 106, 114,
116, 136 and 138 for the gaming entity are located in two casinos, 110 and 122, and a
store 140. A gaming entity may operate hundreds, thousands or ten of thousands of

gaming machines. Since gaming is allowed in manylocations throughout the world,
the two casinos, 110 and 122, the central office 142 and the store may be distributed

over a wide geographic area. For instance, the casino 110 may belocated in Atlantic

City, New Jersey, the casino 122 maybe located in Australia, the central office may
be located in Las Vegas, Nevada and the store may be located in Reno, Nevada.

Within the casinos, the gaming machines may be connected to one or more

database servers via one or more dedicated networks. The database servers are usually
located in the backroom ofthe casino. For instance, in casino 110, gaming machines
102, 104 and 106 are connected to a database server 100 via a dedicated network 108.

The dedicated network 108 may be used to send accounting information and player
tracking information from the gaming machines to the database server 110. In casino

122, the gaming machines 114, 116, 118 may send accounting information and player
tracking information to a database server using the dedicated network 120. Other

dedicated networks (not shown) in casinos, 110 and 112, may provide such network

gamingservices as bonus gameplay, progressive game play and cashless ticketing.

In casinos 110 and 122, the database servers 100 and 112 may store and
process accounting data from the gaming machines in communication with the

database servers. For instance, an accounting report detailing the performance of
individual and groups of gaming machines may be generated from the data stored on

the database servers 100 and 112. In addition, accounting data or reports may be sent
to the database server 124 in the central office 142 from each casino. These reports
may contain game performance data collected from a number of gaming machines as
well as hotel operations data. The data from the casinos may be sent to the central
office using an expensive dedicated leased line 132 using a frame relay network.

The database server 124 may be used to generate reports summarizing the
performance ofall the gaming machines within the gaming entity (e.g. casino 110,
casino 122 and store 140). The reports may be accessedlocally using the local access
points 126 and 128 via the local network. In addition, reports may be remotely
accessed using a dial in number for a limited number of users. For instance, an
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executive travelling on the road might view gaming machine performance data from

the remote access point 134 where the remote access point 134 may be a hotel room.

For the store 140, the gaming machines, 136 and 138 maybe leased by the
store operator. However, the cost of a dedicated communication network for a small

number of gaming machines is usually not justified. Thus, the gaming machines
operate in a “stand alone” mode. While operating in “stand alone” mode, network

gaming services are not available to these gaming machines. To obtain performance
data for the gaming machines, 136 and 138, a route operator may regularly extract
performance data from the machines and manually transmit the information to the

central office 142. A route may consist of a number gaming machines located in

various locations such as bars, convenience stores and supermarkets. Usually, the
route operator manually extracts performance data for all of the gaming machines

located ontheir route. For a large route, this process may be both time consuming and
costly. ,

Within the gaming industry, there is some desire to provide centralized

network gaming services, centralized data access and centralized data acquisition to
all of the gaming machines or a larger proportion of gaming machines within a

gaming entity. For the casinos, 110 and 122, the gaming machines are connected via

local dedicated networks that do not generally allow, for security reasons, the gaming
machines to communicate with devices located outside of the casino. For instance, in

FIG. 1, the database server 124 may not directly communicate with gaming machine
102 or gaming machine 114. Further, as described above, a dedicated network is

usually not cost effective for smaller gaming establishments. Thus, with the

communication infrastructure described in FIG. 1 which is representative of the

communication infrastructure currently available in the gaming industry, the
implementation of centralized network gaming services, such as centralized data

acquisition may bedifficult.

A current barrier to providing centralized network gaming services and

centralized data acquisition for gaming machines diversely distributed throughout a
gaming entity is the complexity and costs of the dedicated communication networks

currently used in the gaming industry. The costs of installing and maintaining a
dedicated communication network typically limit the application of dedicated

networks to large establishments with a large number of gaming machines. Further,
even in the larger establishments, the dedicated networkare usually only implemented
locally and centralized network gaming services (e.g. from a central office) are
usually not provided. In view ofthe above, it would be desirable to provide gaming
communication methods for gaming machines that reduce the complexity of the
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gaming network environment, reduce the costs associated with adding new network

gaming services and simplify the data acquisition process for gaming machines
widely distributed within a gamingentity.

Another desire within the gaming industry is to electronically download

5 gaming software from one or more remote locations to a gaming machine. The

capability to electronically download gaming software is desirable because it may
enable gaming machines to be quickly reconfigured to account for changes in
popularity of various games played on the gaming machines and it may simplify
software maintenance issues on the gaming machine such as gaming software

10 updates. Currently, in a time consuming process, gaming software is manually loaded
onto each gaming machineby a technician. The software is manually loaded because

the gaming softwareis usually very highly regulated and in most gamingjurisdictions

only approved gaming software may be installed on a gaming machine. Further, the
gaming software is manually loaded for security reasons to prevent the source code

from being obtained by individuals which might use the source code to try to find
ways of cheating the gaming machine. In view ofthe above, it would be desirable to

provide gaming software downloading methods for gaming machines that allow

gaming software to be transferred electronically to the gaming machines from a

remote location in a secure manner that satisfies regulatory requirements of the

gaming jurisdiction where the gaming machineis located. 
SUMMARYOF THE INVENTION

This invention addresses the needsindicated above by providing gaming
machines that may securely communicate with devices over a public network such as

25 the Internet. The invention provides a combination of symmetric and asymmetric
encryption that allows a single gaming machine to securely communicate with a

remote server using a public network. The secure communication methods may be
used to transfer gaming software and gaming information between two gaming
devices such as between a gaming machine and a gameserver. For regulatory and

30 tracking purposes,the transfer of gaming software between the two gaming devices
may be authorized and monitored by a software authorization agent.

Oneaspect of the present invention describes a software authorization agent
capable of generating a gaming software transaction record used to facilitate a transfer
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of gaming software between two gaming devices. The method may be generally

characterized as comprising: 1) receiving a gaming software transaction request from

a first gaming device; 2) authenticating an identity of the first gaming device 3)

generating a gaming software transaction record comprising gaming software

transaction information that is used to approve or reject the transfer of gaming
software from a second gaming deviceto the first gaming device where the gaming
software is for at least one of a) a game of chance played on a gaming machine, b) a
bonus game of chance played on a gaming machine, c) a device driver for a for a

device installed on a gaming machine and d) a player tracking service on a gaming
machine.

In particular embodiments, the gaming software may comprise one or more

gaming software components. The gaming software may be used to upgrade a gaming
software component on the gaming machine or may be usedto correct an error in a

gaming software component on the gaming machine. The game of chance may be a
video slot game, a mechanical slot game,a lottery game, a video poker game, a video

black jack game, a video lottery game, and a video pachinko game. The gaming
transaction information may be one or more of a transaction encryption key, a
transaction number, a time stamp, a transaction expiration time, a destination

identifier, a machine identification number, a gaming software identification number,
a gaming software provider identifier, a transaction number, a number of allowable
downloads and combinationsthereof.

The first gaming device may beat least one of a gaming machine, game server

and combinations thereof. The transfer of gaming software may be performedat least

one of manually and electronically. The software authorization agent may
communicate with the first gaming device using an local area network, a wide area

network, a private network, a virtual private network, the Internet and combinations

thereof. Further, the software authorization agent and the first gaming device may
communicate with anotherusing at least one ofa satellite communication connection,
a RF communication connection and an infrared communication connection.

In other embodiments, the gaming software transaction request comprises
access information and gaming software identification information. The access

information may be one or more of operator identification information for the first

gaming device, machine identification information for the first gaming device,
operator identification information for the second gaming device and machine

identification information for the second gaming device. The gaming software
identification information may be one or more of a gaming softwaretitle, a gaming

IGT1P034X1/P-277CIP 6

Zynga Ex. 1002, p. 13
Zyngav. IGT

IPR2022-00199



Zynga Ex. 1002, p. 14
                   Zynga v. IGT

                    IPR2022-00199

10

 
25

30

35

software provider identifier, a gaming software version number and a gaming
software identification number.

In additional embodiments, the method may comprise one or more of the

following: a) comparing access information in the gaming software transaction

request with access information stored in a database and when the compared access

information does not match the access information stored in the database, denying the

gaming software transaction request b) comparing gaming software identification

information in the gaming software transaction request with gaming software

identification information stored in a database and when the gaming software

identification information does not match the access information stored in the

database, denying the gaming software transaction request, c) generating an

identification sequence; encrypting the identification sequence with a public

encryption key for the first gaming device wherein information encrypted with the

public encryption key is decrypted with a private encryption key used by the first

gaming device; sending the encrypted identification sequence to the first gaming

device where the identification sequence may a symmetric encryption key used to

encrypt gaming software transferred between the first gaming device and the second

gaming device, d) receiving from the first gaming device a second identification

sequence encrypted with a public encryption key used by the software authorization

agent, decrypting the second identification sequence with a private encryption key

corresponding to the public encryption key used by the software authorization agent;

and comparing the second identification sequence to the identification sequence sent

to the first gaming device to authenticate the identity of the first gaming device where

the second identification sequence is a symmetric encryption key used to transfer

gaming software between the first gaming device and the second gaming device, e)
when the second identification sequence received from the first gaming device does

not match the identification sequence sent to the first gaming device; denying the

gaming software transaction request.

In yet other embodiments, the method may further comprise one or more of

the following: i) storing the gaming transaction record information to a transaction

database, ii) sending gaming software transaction information to the first gaming
device where the gaming software transaction information is one or more of a one or

more of a transaction encryption key, a public encryption key used by the second

gaming device, a transaction number, a time stamp, a transaction expiration time, a

destination identifier, a destination machine identification number, a gaming software

identification number, a gaming software provider identifier, a number of allowable

downloads, a transaction number and combinationsthereof, iii) sending a notification
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message to a gaming software provideridentified in the gaming software request of a

pending gaming software download request and iv) requesting a list of gaming
software installed on a gaming device.

Another aspect of the present invention provides a method in a software

authorization agent of regulating a transfer of gaming software between two gaming
devices. The method may be generally characterized as comprising: 1) receiving a
gaming software download request message with gaming software transaction

information from a first gaming device; 2) validating the gaming software download

request using the gaming software transaction information; 3) sending an

authorization message to the first gaming device authorizing the first gaming device

to transfer gaming software to a second gaming device; where the gamingsoftwareis

for at least one of a) a gameof chance played on a gaming machine, b) a bonus game
of chance played on a gaming machine, c) a device driver for a for a device installed

on a gaming machine and d) a player tracking service on a gaming machine. The

game of chance may be a video slot game, a mechanical slot game, a lottery game, a

video poker game, a video black jack game, a video lottery game, and a video

pachinko game. The gaming transaction information is one or more ofa transaction

encryption key, a transaction number, a time stamp, a transaction expiration time, a

destination identifier, a machine identification numberfor the first gaming device, a

machine identification number for the second gaming device, a gaming software

identification number, operator information for the first gaming device, operator
information for the second gaming device, a transaction number and combinations
thereof.

In particular embodiments, the second gaming device maybe at least one of a

game server and a gaming machine. Further, the first gaming device may be a game

server in communication with one or more gaming machines and the second gaming
device may be a gaming machine. Also,thefirst gaming device may be a gameserver

maintained by a gaming software provider and the second gaming device may be a

game server in communication with one or more gaming machines. In addition, the

first gaming device may be a game server maintained by a gaming software provider
and the second gaming device may be a gaming machine. The software authorization

agent, the first gaming device and the second gaming device communicate with one

another a local area network, a wide area network, a private network, a virtual private

network, the Internet and combinations thereof. The software authorization agent, the

first gaming device and the second gaming device communicate with another using at
least one of a satellite communication connection, a RF communication connection
and an infrared communication connection.

IGT1P034X1/P-277CIP 8

Zynga Ex. 1002, p. 15
Zyngav. IGT

IPR2022-00199



Zynga Ex. 1002, p. 16
                   Zynga v. IGT

                    IPR2022-00199

10

 
25

30

35

The method may also comprise one or more of the following: a) comparing

the gaming transaction information in the gaming software download request message

with gaming transaction information stored in a transaction database to validate the

gaming software download, b) sending a messageto thefirst gaming device denying
authorization for the first gaming device to transfer gaming software to the second

gaming device, c) decrypting the download request message, d) receiving a first

download acknowledgement message from the first gaming device and receiving a

second download acknowledgement message from the second gaming device, e)

comparing gaming software transaction information in the first download

acknowledgement message with gaming software transaction information in the

second download acknowledgement message to validate that the gaming software has

been correctly transferred where the gaming software transaction information in the

first download acknowledgement message includes at least a first digital signature

determined for the gaming software and the gaming software transaction information

in the second download acknowledgement message includes at least a second digital

signature determined for the gaming software, f) receiving the gaming software from

the first gaming device; validating the gaming software; and sending the gaming

software to the second gaming device, g) determining a digital signature for the

gaming software; and comparing the digital signature with an approved digital

signature for the gaming software stored in a database to validate the gaming

software, h) storing gaming software transaction information indicating that a status

of the download request where the status is at least one of authorized, pending,

completed and void and i) requesting a list of gaming software installed on a gaming
device.

Another aspect of the present invention provides a method in a software

authorization agent of distributing gaming software transaction information. The

method may be generally characterized as comprising: 1) receiving a gaming software

transaction information request from a gaming device; 2) authenticating an identity of

the gaming device; 3) querying a gaming software transaction database for a set of

gaming software transaction information requested by the gaming device where the

gaming software transaction database comprises a plurality of records of gaming

software transactions; and 4) sending the requested gaming software transaction

information to the gaming device where the gaming software is for at least one of a) a

game of chance played on a gaming machine, b) a bonus game of chance played on a

gaming machine, c) a device driver for a for a device installed on a gaming machine

and d) a player tracking service on a gaming machine.
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In particular embodiments, cach gaming software transaction record may

includes gaming software transaction information that describes a transfer of gaming

software from a first gaming device to a second gaming device. For instance, the

gaming transaction information may be one or more ofa transaction number, a time

stamp, a transaction expiration time, a destination identifier, a machine identification

number for the first gaming device, a machine identification number for the second

gaming device, a gaming software identification number, operator information for the

first gaming device, operator information for the second gaming device, a transaction

numberand a transaction completion time. The gaming software transaction database

may also include a record of gaming software installed on one or more gaming
devices.

The method may also comprise one or more of: a) generating a gaming

transaction report that presents the set of gaming software transaction requested by

the gaming device, b) generating a distribution of gaming software on a plurality of

gaming machines at a specified time using the gaming software transaction

information stored in the gaming software transaction database, c) generating a

distribution of gaming software on a plurality of gaming machinesfor a plurality of

times using the gaming software transaction information stored in the gaming
software transaction database, d) generating a billing report and requesting a list of

gaming software installed on the gaming device and e) storing the list of gaming
software installed on the gaming device to the gaming software transaction database.

Another aspect of the present invention provides a method in a first gaming

device of requesting a transfer of gaming software from a second gaming device. The

method may be generally characterized as comprising: 1) generating a gaming

software transaction request; 2) sending the gaming software transaction request to a

gaming software authorization agent that approves or rejects the transfer of gaming

software from the second gaming device; and 3) receiving gaming transaction

information from the gaming software authorization agent that is used to transfer the

gaming software from the second gaming device where the gaming software is for at

least one of a) a game of chance played on a gaming machine, b) a bonus game of
chance played on a gaming machine,c) a device driver for a for a device installed on

a gaming machine and d)a player tracking service on a gaming machine.

In particular embodiments, the first gaming device may be a gaming machine

and the second gaming device may be a game server. Also, the first gaming device

may be a gameserver in communication with a plurality of gaming machines and the

second gaming device may be a gameserver maintained by a gaming software
content provider. The software authorization agent, the first gaming device and the
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second gaming device may communicate with one another a local area network, a

wide area network, a private network, a virtual private network, the Intemet and

combinations thereof. Further, the software authorization agent, the first gaming

device and the second gaming device may communicate with another using at least
one of a satellite communication connection, a RF communication connection and an

infrared communication connection.

In other embodiments, the transfer of gaming software may be performed at

least one of manually and electronically. The gaming software may comprise one or

more gaming software components. The gaming software may be used to upgrade a

gaming software component on the gaming machine or may be used to correct an

error in a gaming software component on the gaming machine.

The gaming software transaction information in the method may be one or

more of a one or more of a transaction encryption key, a public encryption key used

by the second gaming device, a transaction number, a time stamp, a transaction

expiration time, a destination identifier, a destination machine identification number,

a gaming software identification number, a gaming software provider identifier, a
numberof allowable downloads, a transaction number and combinations thereof. The

gaming software transaction request may comprise access information and gaming
software identification information. The access information may be one or more of

operator identification information for the first gaming device, machine identification

information for the first gaming device, operator identification information for the

second gaming device and machine identification information for the second gaming

device. The gaming software identification information may be one or more of a

gaming software title, a gaming software provider identifier, a gaming software
version numberand a gaming software identification number.

The method may also comprise one or more of the following: a) sending

authentication information used to identify the first gaming device to the gaming

software authorization agent, b) sending a message requesting the gaming software to

the second gaming device, c) receiving the gaming software from the second gaming
device, d) determining a digital signature for the gaming software and sending a

message with at least the digital signature to the gaming software authorization agent
and ¢) authenticating an identity of the second gaming device.

Another aspect of the present invention provides a method in a first gaming

device of transferring gaming software to a second gaming device. The method may
be characterized as comprising: 1) receiving a gaming software transaction request; 2)
sending the gaming software transaction request to a gaming software authorization
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agent that approves or rejects the transfer of gaming software; and 3) transferring the

gaming software to the second gaming device; where the gaming software is for at

least one of a) a game of chance played on a gaming machine, b) a bonus game of

chance played on a gaming machine, c) a device driver for a for a device installed on

a gaming machine and d) a player tracking service on a gaming machine.

In particular embodiments, the method may also comprise one or moreofthe

following: i) receiving an approval of the gaming software transaction request from

the gaming software authorization agent, ii) prior to transferring the gaming software,

receiving a denial of the gaming software transaction request from the gaming

software authorization agent; and terminating the transfer of the gaming software and

iii) determining a digital signature for the gaming software and sending a message

with at least the digital signature to the gaming software authorization agent.

In other embodiments, the first gaming device may be a gaming server and the

second gaming device may be a gaming machine. Also, the first gaming device may

be a gaming machine and the second gaming device may be a gaming machine. In

addition, the first gaming device may be a game server maintained by a gaming

software content provider and the second gaming device may be a game server

maintained by a gaming entity. Further, the first gaming device may be a game server

maintained by a gaming software content provider and the second gaming device may

be a gaming machine maintained by a gaming entity. The software authorization

agent, the first gaming device and the second gaming device may communicate with

one another a local area network, a wide area network, a private network, a virtual

private network, the Internet and combinations thereof. The software authorization

agent, the first gaming device and the second gaming device may be communicate

with another using at least one of a satellite communication connection, a RF

communication connection and an infrared communication connection.

Another aspect of the present invention provides a software authorization

agent for facilitating the transfer of gaming software between a plurality of gaming

devices. The software authorization agent may be generally characterized as

comprising: 1) a network interface allowing the authorization agent to communicate

with each of the plurality of gaming devices; and 2) a processor configured or

designed to (i) receive gaming software transfer requests via the network interface

from a first gaming device for the transfer of gaming software from a second gaming

device to a third gaming device (ii) approve or reject the gaming software transaction

request wherein the gaming softwareis for at least one of a) a game of chance played

on a gaming machine, b) a bonus game of chance played on a gaming machine, c) a

device driverfor a for a device installed on a gaming machine and d) a player tracking
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service on a gaming machine. The game of chance may be a video slot game, a

mechanical slot game, a lottery game, a video poker game, a video black jack game, a
video lottery game, and a video pachinko game.

In particular embodiments, the software authorization agent may further

comprise one or more ofthe following: a) a transaction database containing gaming
software transaction information where the gaming software transaction information

is one or more ofa transaction number, a time stamp, a transaction expiration time, a

destination identifier, a machine identification number for the first gaming device, a

machine identification number for the second gaming device, a gaming software

identification number, operator information for the first gaming device, operator
information for the second gaming device, a transaction number and a transaction

completion time, b) a memory containing software allowing the processor to analyze
the gaming software transaction information stored in the transaction database and

generate gaming software distribution reports based upon the gaming software

transaction information, c) a memory containing software allowing the processor to
analyze the gaming software transaction information stored in the transaction

database and generate gaming software billing reports based upon the gaming
software transaction information, d) a database storing public encryption keys for one

or more of the plurality of gaming devices, e) a database storing identification
information for one or more of the plurality of gaming devices and f) a database
storing identification information for the gaming software that is transferred from the

second gaming device to the third gaming device wherethe identification information

for the gaming softwareis a digital signature, a title, a manufacturer, an identification
number and combinations thereof.

In other embodiments,the first gaming device may be a hand-held computing
device, the second gaming device may be a portable memory device storing the
gaming software and the third gaming device may be a gaming machine. Also, the

first gaming device maybeafirst gaming machine, the second gaming device may be

a second gaming machine and the third gaming device may be the first gaming
machine. In addition, the first gaming device may be a first game server, the second

gaming device may be a second gameserver and the third gaming device may be a

first gaming machine. Further, the first gaming device maybea first gameserver, the

second gaming device may be a second gameserver andthe third gaming device may
be the first game server

Another aspect of the present invention may provide a first gaming device.
The first gaming device may be generally characterized as comprising: 1) a network
interface allowing communications between the first gaming device, a software
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authorization agent and one or more other gaming devices; and 2) a processor

configured or designed to (i) send a requestfor the transfer of gaming software from a

second gaming device to a third gaming device via the network interface to the

software authorization agent(ii) receive from the software authorization agent a reply

approving or rejecting the request for the transfer of the gaming software where the

gaming software is for at least one of a) a game of chance played on a gaming

machine, b) a bonus game of chance played on a gaming machine, c) a device driver

for a for a device installed on a gaming machine and d) a player tracking service on a

gaming machine. The gaming software may comprise one or more gaming software

components. The gaming software may be used to upgrade a gaming software

component on one of the gaming devices and may be used to correct an error in a

gaming software component on one of the gaming devices.

In particular embodiments, the first gaming device may further comprise one

or more of the following: 1) a memory device that stores gaming software, 2) a master

gaming controller that controls a game of chance played on the first gaming device

where the game of chance is a video slot game, a mechanical slot game, a lottery

game, a video poker game, a video black jack game, a video lottery game, and a video

pachinko game and 3) a memory device that stores public encryption keys for one or

more of the plurality of gaming devices and the software authorization agent. The

network interface may be connected to at least one of a local area network, a wide

area network, a private network, a virtual private network, the Internet and

combinations thereof and the network interface may provide at least one ofa satellite

communication connection, a RF communication connection and an infrared

communication connection.

In other embodiments, the first gaming device may be a portable gaming

device. The first gaming device may bea first gaming machine, the second gaming

device may be a second gaming machineandthe third gaming device maybethefirst

gaming machine. Alternatively, the first gaming device may be a first game server,

the second gaming device may be a second gameserver and the third gaming device

may be a first gaming machine. Further, the first gaming device may bea first game

server, the second gaming device may be a second gameserver and the third gaming

device maybe the first game server.

Another aspect of the invention pertains to computer program products

including a machine-readable medium on which is stored program instructions for

implementing any of the methods described above. Any of the methods of this

invention may be represented as program instructions and/or data structures,

databases, etc. that can be provided on such computer readable media.
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These and other features of the present invention will be presented in more

detail in the following detailed description of the invention and the associated figures.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGURE 1 is a block diagram depicting gaming machinesdistributed in

different establishments partially connected by a dedicated communication network

for a typical gaming entity currently operating in the gaming industry.

FIGURE2is a perspective drawing of a gaming machine having a top box
and other devices.

FIGURE 3 is a block diagram depicting gaming machinesdistributed in

different establishments connected using a secure virtual network.

FIGURE4is an interaction diagram showing communications between a

gaming machine, local server, local ISP and remote server over a public network.

FIGURE SAis a flow chart depicting a method of sending transaction data

between a gaming machine and one or more remote servers.

FIGURE 5Bis a flow chart depicting a method ofreceiving transaction data

between a gaming machine and one or more remote servers.

FIGURE6is a flow chart depicting a method of obtaining a gamelicense on a

gaming machine.

FIGURE7is a flow chart depicting a method of providing a gamelicense to

one or more gaming machines using a remote server.

FIGURE8is a block diagram of gaming software distribution network that
uses a secure virtual network.

FIGURE9is a block diagram depicting software transactions in a gaming
software distribution network controlled by a software authorization agent.

FIGURE 10 is an interaction diagram between a gaming software distributor,

gaming software provider and a software authorization agent depicting an
initialization of a gaming software transaction.
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FIGURE 11 is aninteraction diagram between a gaming software distributor,
a gaming software provideranda software authorization agent depicting a gaming
software transaction.

FIGURE 12is an interaction diagram between a gaming softwaredistributor,
a gaming machine andasoftware authorization agent depicting a gaming software
transaction.

FIGURE 13is flow chart depicting a method in a software authorization agent
initializing a gaming software transaction.

FIGURE 14is flow chart depicting a methodin a software authorization agent
of authorizing a gaming software transaction.

FIGURE 15is a block diagram of an interface used to provide information

about gaming software transactions generated by a software authorization agent.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Turning first to FIGURE 2, a video gaming machine 2 of the present invention
is shown. Machine 2 includes a main cabinet 4, which generally surrounds the
machine interior (not shown) and is viewable by users. The main cabinet includes a

main door 8 on the front of the machine, which opensto provide accessto the interior

of the machine. Attached to the main doorare player-input switches or buttons 32, a
coi acceptor 28, and a bill validator 30, a coin tray 38, and a belly glass 40.
Viewable through the main door is a video display monitor 34 and an information

panel 36. The display monitor 34 will typically be a cathoderay tube, high resolution
flat-panel LCD, or other conventional electronically controlled video monitor. The

information panel 36 may be a back-lit, silk screened glass panel with lettering to
indicate general game information including, for example, a game denomination (e.g.
$.25 or $1). Thebill validator 30, player-input switches 32, video display monitor 34,
and information panel are devices used to play a game on the game machine 2. The
devices are controlled by circuitry (e.g. the master gaming controller) housed inside
the main cabinet 4 of the machine 2. Many possible games, including mechanicalslot

games, video slot games, video poker, video black jack, video pachinko and lottery,
may be provided with gaming machinesofthis invention.

The gaming machine 2 includes a top box 6, which sits on top of the main
cabinet 4. The top box 6 houses a number of devices, which may be used to add
features to a game being played on the gaming machine 2, including speakers 10, 12,
14, a ticket printer 18 which prints bar-coded tickets 20, a key pad 22 for entering
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player tracking information, a florescent display 16 for displaying player tracking
information, a card reader 24 for entering a magnetic striped card containing player
tracking information, and a video display screen 42. Theticket printer 18 may be used

to print tickets for a cashless ticketing system. Further, the top box 6 may house

different or additional devices than shown in the FIGs. 1. For example, the top box
may contain a bonus wheelor a back-lit silk screened panel which may be used to add

bonusfeatures to the game being played on the gaming machine. As another example,
the top box may contain a display for a progressive jackpot offered on the gaming
machine. During a game, these devices are controlled and powered, in part, by
circuitry (e.g. a master gaming controller) housed within the main cabinet 4 of the
machine 2.

Understand that gaming machine 2 is but one example from a wide range of

gaming machine designs on which the present invention may be implemented. For

example, notall suitable gaming machines have top boxesor player tracking features.
Further, some gaming machines have two or more gamedisplays ~ mechanical and/or

video. And, some gaming machinesare designedfor bar tables and havedisplays that

face upwards. As another example, a game may be generated in on a host computer
and may be displayed on a remote terminal or a remote gaming device. The remote

gaming device may be connected to the host computer via a network of some type
such as a local area network, a wide area network, an intranet or the Internet. The

remote gaming device may be a portable gaming device such as but not limited to a

cell phone, a personal digital assistant, and a wireless game player. Those ofskill in

the art will understand that the present invention, as described below, can be deployed
on most any gaming machine now available or hereafter developed.

Returning to the example of Figure 1, when a user wishes to play the gaming
machine 2, he or she inserts cash through the coin acceptor 28 or bill validator 30.

Additionally, the bill validator may accept a printed ticket voucher which may be

accepted by the bill validator 30 as an indicia of credit when a cashless ticketing

system is used. At the start of the game, the player may enter playing tracking

information using the card reader 24, the keypad 22, and the florescent display 16.
Further, other game preferences of the player playing the game may be read from a

card imserted into the card reader. During the game, the player views game

information using the video display 34. Other game and prize information may also
be displayed in the video display screen 42 located in the top box.

During the course of a game, a player may be required to make a numberof

decisions, which affect the outcome of the game. For example, a player may vary his
or her wager on a particular game, select a prize for a particular gameselected from a
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prize server, or make game decisions which affect the outcomeofa particular game.
The player may make these choices using the player-input switches 32, the video

display screen 34 or using some other device which enables a player to input
information into the gaming machine. In some embodiments, the player may be able
to access various game services such as concierge services and entertainment content

services using the video display screen 34 and one moreinput devices.

During certain game events, the gaming machine 2 may display visual and

auditory effects that can be perceived by the player. These effects add to the

excitement of a game, which makes a player more likely to continue playing.
Auditory effects include various sounds that are projected by the speakers 10, 12, 14.
Visual effects include flashing lights, strobing lights or other patterns displayed from
lights on the gaming machine 2 or from lights behind the belly glass 40. After the

player has completed a game, the player may receive game tokens from the coin tray
38 or the ticket 20 from the printer 18, which may be used for further games or to
redeem a prize. Further, the player may receive a ticket 20 for food, merchandise, or
games from the printer 18.

FIGURE3is a block diagram depicting gaming machinesdistributed in

different establishments connected using a secure virtual network. Using the secure
virtual network, network gaming services, data acquisition and data access may be
provided to a large number of gaming machines distributed throughout a gaming
entity 350 from a central location suchas the central office 142. These services may
be provided to gaming machinesthat have traditionally operated in a “stand alone”

mode such as gaming machine 336 and 138 in the store 140. In FIG. 3, someofthe

communication infrastructure necessary to implement a secure virtual network for one

embodimentof the present invention are described.

In one embodiment, the secured virtual network may be an IP based Virtual

Private Networks (VPNs). An Internet-based virtual private network (VPN) uses the
open,distributed infrastructure of the Internet to transmit data between corporate
sites. A VPN may emulate a private IP network over public or shared infrastructures.
A VPNthat supports onlyIP traffic is called an IP-VPN. Virtual Private Networks

provide advantages to both the service provider and its customers. Forits customers,
a VPN can extend the IP capabilities of a corporate site to remote offices and/or users

with intranet, extranet, and dial-up services. This connectivity may be achieved at a
lowercost to the gaming entity with savings in capital equipment, operations, and
services. Details ofVPN methods that may be used with the present invention are

described in the reference, “Virtual Private Networks-Technologies and Solutions,”
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by R. Yueh and T. Strayer, Addison-Wesley, 2001, ISBN#0-201-70209-6, whichis

incorporated herein by reference and for all purposes.

There are many ways in which IP VPN services may be implemented, such as,

for example, Virtual Leased Lines, Virtual Private Routed Networks, Virtual Private

Dial Networks, Virtual Private LAN Segments, etc. Additionally VPNs may be

implemented using a variety ofprotocols, such as, for example, IP Security (IPSec)

Protocol, Layer 2 Tunneling Protocol, Multiprotocol Label Switching (MPLS)

Protocol, etc. Details of these protocols including RFC reports may be found from the

VPN Consortium an industry trade group (http://www.vpnc.com, VPNC, Santa Cruz,

California).

In FIG.3, a number of embodiments of IP VPN services are implemented to

allow connectivity between the various gaming machines and databaseservers in the

gaming entity. For instance, the gaming machine 336 in the store 140 may directly

communicate with the database server 124 in the central office 142 via the internet

304. The communication path between the gaming machine 336 and the database

server 124 may bethe local ISP 314, a number of routers on the Internet 304, a local

ISP 313 accessed by the central office 142, the router 302 and the firewall 300. The

firewall may be hardware, software or combinations ofboth that prevent illegal access

of the gaming machine by an outside entity connected to the gaming machine. For

instance, an illegal access may be an attempt to plant a program in the database server

that alters the operation of the database server or allows someoneto steal data. The

internal firewall is designed to prevent someone such as a hacker from gainingillegal

access to the gaming machine and tampering with it in some manner. Firewalls and

routers used in FIG. 3 may be provided by CISCO Systems (San Jose, California).

The network interface between the gaming machine 336 and the local ISP may

be a wireline interface, such as a wired Ethernet connection, a wired ATM

connection, or a wired frame relay connection, or a wireless interface, such as a

wireless cellular interface. For instance, the gaming machine 336 mayinclude a

wireless modem and an antenna that allows the gaming machine to connect with the

local ISP 314. As another example, the gaming machine may contain a dial-in

modem, a DSL modem ora cable modem that allows that gaming machine 336 to

connect with the local ISP 314 via a coaxial cable or phone line 337. The gaming

machine 336 mayalso contain an internal firewall to prevent illegal access to the

gaming machine. Other gaming machines, such as 338 and 340, located at various

locations throughout the gaming entity 350 mayalso include the hardware described

above and transmit information via a local ISP, such as 315 and 320, and the Internet

304, to a remote server such as the database server 124 in the central office 142.
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Using the network interface, the gaming machine 336 may send game

performance data, game usage information and gaming machine status information or

any other information of interest generated on the gaming machine from one or more

gaming transactions to the database server 124 located in the central office or some

other remote server. Using this method, the need to manually gather data from the

gaming machine using a route operator may be eliminated, which may reduce gaming

machine operating costs and may providebetter tracking of the performance of

gaming machines, such as 336, that have traditionally operated in a “stand alone”
mode.

For security purposes, any information transmitted from the gaming machine

336 over a public network to a remote server may be encrypted. The encryption may

be performed by the master gaming controller or by another logic device located on

the gaming machine. In one embodiment, the information from the gaming machine

may be symmetrically encrypted using a symmetric encryption key where the

symmetric encryption key is asymmetrically encrypted using a private key. The

public key may be obtained by the gaming machine 336 from a remote public key

server. The encryption algorithm mayreside in processor logic stored on the gaming
machine. When a remote server receives a message containing the encrypted data, the

symmetric encryption key is decrypted with a private key residing on the remote

server and the symmetrically encrypted information sent from the gaming machineis

decrypted using the symmetric encryption key. In addition, a different symmetric

encryption key is used for each transaction where the key is randomly generated.

Symmetric encryption and decryption is applied to most of the information because

symmetric encryption algorithms tend to be 100-10,000 faster than asymmetric

encryption algorithms.

Information needed to apply the encryption algorithm such as private keys and

public keys may be stored on a memory residing in the gaming machine 336 where

the memory may be a flash memory, an EPROM,a non-volatile memory, a ROM, a

RAM, a CD, a DVD,a tape drive, a hard drive or other memory storage device.

Typically, the public keys are stored on a writeable media such as a hard drive while

the private keys are stored on a read only memory such as an EPROM or a CD-ROM.

The sameor a different memory residing on the gaming machine 336 mayalso

include information used to authenticate communications between the gaming
machine 336 and a remote server, such as 124. For instance, a serial number or some

other identification numbers maybe used by the firewall 300 or the database server

124 to authenticate the sender of a message.
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The encrypted communications from the gaming machine 336 to a remote

server may be implemented using a TCP/IP communication protocol. Thus, the

encrypted information from the gaming machine may be encapsulated in multiple

information packets and sent to the IP address and/or an unique ID (UID) of a remote

server. The gaming machine 336 may contain a memory storing a numberof IP

addresses and/or unique IDs (UIDs) of remote servers or other devices where the

gaming machine may send information. Prior to sending a message, the gaming

machine may look up the IP address and/or the UID ofthe remote server or

destination device.

For each information packet, the gaming machine may generate one or more

signatures and may append them to the information packet. The signature may allow

the recipient of the packet to unambiguously identify the sender of the packet as well

as to determineifthe correct amount of data was received. For instance, the signature

may include a checksum ofthe data that was sent. Further, the information packet

may contain routing information allowing subsequent communication with the

gaming machine, such as an JP address and/or an UID of the gaming machine.

General details of these types ofprocesses, such as TCP/IP implementation and data

authentication, are described in the text “Mobile IP Unplugged” by J. Solomon,

Prentice Hall and the text “Computer Networks”, A. S. Tanenbaum, Prentice Hall.

Both of these references are incorporated herein by reference in their entireties and for

all purposes.

Using the communication infrastructure and methods described above a

gaming machineor other device connected to a remote server may request one or

more gaming services from a remote server. For instance, a gaming machine may

send a game license request to the remote server 124. A gaming machine may store

code to play one or more gamescontrolled by the master gaming controller such as a

video slot game, a mechanical slot game, a lottery game, a video poker game, a video

black jack game, a video lottery game, and a video pachinko game. Traditionally,

installing a new game has involved manually exchanging (e.g., by hand) an EPROM

(e.g. a read-only memory) containing the game on the gaming machine. Using the

communication infrastructure described above, the gaming machine 336 may request

a gamelicense for one or more games stored in the gaming machine from a remote

server acting as a gamelicense server such as 124. The gamelicense server may send

a game license reply message containing a game license which allows the gaming

machine to present the one or more games stored on the gaming machine. These game

license requests may be performedprior to each gameorthe license may allow game

play for somefinite time period. For instance, the game license may be an annual

IGT1P034X1/P-277CIP 21

Zynga Ex. 1002, p. 28
Zyngav. IGT

IPR2022-00199



Zynga Ex. 1002, p. 29
                   Zynga v. IGT

                    IPR2022-00199

10

 
25

30

35

license, a monthly license, a daily license, a per-use license or a site license. Details

ofthe game license request and reply process between a gaming machine and a
remote server are described with reference to FIGs. 6 and 7.

In another example, the gaming machine 336 may send a maintenance request

message to a remote server when the gaming machine malfunctions. After receiving

the maintenance request message, the remote server may perform one or more remote

diagnostics on the gaming machine 336 via one or more diagnostic request messages.

The remote diagnostics may include both software and hardware diagnostics. In

addition, the remote server may develop service priority list based upon a plurality of

maintenance requests received from a group of gaming machines in communication

with the remote server. In yet another example, a remote server may obtain software

version information or gaming configuration information, from gaming machine 336,

by sending a software version request message or a gaming configuration request

message to the machine. Information contained in these messages may be used to

provide software updates and gaming configuration updates to the gaming machine
336.

In a further example, the gaming machine 336 maygenerate a digital signature

or some other type of unique identification information and may senda digital

signature verification request or an identification verification request to a remote

server. The verification request may be part of an electronic fund transfer. After

receiving authorization from the remote server in an authorization reply, the gaming

machine 336 may send a fund transfer request with fund transfer information to the

remote server and mayreceive a fund transfer reply authorizing the gaming
transaction.

A remote server may also provide performancereports or other services for

the gaming machine 336. For instance, the gaming machine 336 may send a report

request message to the remote server 124 requesting a performance report for the

gaming machine over someprior time period. After remote server generates the

report, it may be sent back to the gaming machine 336 or some other access point for

display. For instance, the report may be displayed on a display screen of the gaming

machine 336, a computer 316 located in the store 140 or on a portable network access

point 134 located outside of the store.

An advantage of the virtual network described aboveis that it allows gaming

services such as data acquisition, game licensing and report generation to be provided

a single gaming machine without the use of a dedicated network which are typically

expensive. This advantage may potentially increase the utility of a gaming machine
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while reducing the costs associated with operating and maintaining a machine. In
particular, for gaming establishments with a small number of gaming machines

operating in a “stand alone” mode, a virtual network maybe the only viable way to
provide cost effective gaming services via a network. The virtual network is enabled

by an encryption scheme which utilizes multiple key encryption and symmetric
encryption keys to provide secure communication of sensitive gaming data. For each
session, the symmetric encryption keys may be randomly generated or may berotated
by selecting from a pool ofkeys.

The methods described above may be applied and may be advantageousto any
gaming machine in the gaming entity 350. Also, many different embodiments of the

methods are possible. Forinstance, using a wireless network interface, gaming
machine 338 in Casino 110 may send gamelicense requests or other requests to the
database server via the router 308, the dedicated line 322, router 302 andthe firewall

300. As another example, using a wireline network interface, such as a wired Ethernet

connection, a wired ATM connectionora wired frame relay connection, gaming
machine 340 in casino 122 may send may send a gaming report request to the
database server 100 in casino 110 via the database server 112, the firewall 310, the
router 312, the local ISP 320, the internet 304, the local ISP 315, the router 308 and

the firewall 306. When a dedicated communication network is used, encryption may
be optional overthe dedicated network,e.g. if a dedicated network was used between

the gaming machine 340and the database server 112, the gaming machine 340 may
not use encryption to send information to the database server 112. However, the
database server would apply an encryption schemesuch as the one described above

before sending out information over a public network. Returning to the example, the
database server 100 mayserve as a regional report server. After generating a gaming
report reply message to the gaming report request message from gaming machine
340, the database server 100 may send a messageto the database server 124 in the

central office 142 acknowledging that a report was generated.

The virtual network mayalso allow remote access to gaming information such

as gaming performance information at various gaming establishments in the gaming
entity from mobile access points. For example, the remote access point 134 may be a
portable computer with a wireless modem. Typically, the remote access point 134
will have a high level of security such as special access software. Using the remote
access point 134, a user suchas a travelling employee of the gameentity may access
gaming information at casino 110 or casino 122 via the local ISP 314. The access

may berouted throughthe central office 142 or mayberouted directly to one ofthe
casinos bypassing the central office. In addition, different access privileges may be
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accorded to different remote users. For instance, one remote user may beableto

access information from any establishmentin the gaming entity while another may

only be able to access information from a particular establishment.

FIGURE4is an interaction diagram showing communications between a

gaming machine, local server, local ISP and remote server over a public network. The

diagram provides some details of a communication process between a gaming
machine 340 in casino 122 and the database server 122 in the central office 142 as

described with reference to FIG. 3 for one embodiment of the present invention. In

400, the gaming machine 340 mayperform a gaming transaction such as a coin-in,

initiating a game play or a coin-out. In 402, the gaming machine 340 symmetrically

encrypts gaming transaction data from one or more gaming transactions using a

symmetric encryption key. In 404, the symmetric encryption key may be encrypted

using an asymmetric encryption key such as public key in a public-private encryption

scheme which may only be decrypted using a matching private key at the message

destination. For each gaming transaction, a symmetric encryption key is selected from

a pool of symmetric encryption keys or randomly generated. Thus, the symmetric

encryption key varies from gamingtransaction to gaming transaction. When a

dedicated or private communication network is used and extra security is desired, the

symmetric key may also be asymmetrically encrypted with an asymmetric encryption

key which is non-public. In 406, a message may be generated and the encrypted data

and key may be sent to a local server 112.

Aspreviously described with reference to FIG. 3, the encrypted information

may be encapsulated in multiple information packets using a TCP/IP communication

protocol. In addition other communication protocols such as a frame relay

communication protocol, an ATM communication protocol or combination of

protocols mayalso be utilized. Prior to sending the data, the gaming machine may

look up the IP address and/or the UID of the remote server which may be stored in a

memory on the gaming machine. When a dedicated communication network is used

between the gaming machine and the remote server, such as local server 112, the

encryption process performed by the gaming machine may be optional. Prior to

sending the message, the gaming machine 340 may generate one or more signatures

that allow the receiver of the message to authenticate the sender of the message as

well as the accuracy of the data contained in the message. These signatures may be

appended to the message or incorporated in the message in some manner.

In one embodiment, the gaming machine 340 may by-passthe local server and

may send a message to the remote server 124 via the local ISP 320. In some

embodiments, a local server may not be available to the gaming machine, such as
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gaming machine 336 in the store 140 in FIG. 3. In 438, when communications are not

established between the local ISP 320 and the gaming machine 340, the gaming

machine may contact the local ISP 320 using a network interface and establish

communications with the local ISP 320. In 440, the gaming machine 340 may send a

message with the encrypted gaming transaction data and the encrypted symmetric key
to the IP address and/or the UID of the remote server 124 via the local ISP 320.

In 408, the local server 112 receives a message from the gaming machine 340.

The local server 112 may authenticate that the message was sent from the gaming

machine 340 and determinethat the data sent in the message is complete. Next, the

local server 112 may decrypt the symmetric encryption key using a private

asymmetric encryption key stored on the local server. In 410, the local server decrypts

the transaction information included in the message using the symmetric encryption

key. In 412, the local server 112 may process and store the data generated from the

gaming machine.

In 414, gaming transaction data from the gaming machine 340 may again be

symmetrically encrypted using a symmetric encryption key. The gaming transaction

data may also include additional gaming transaction data from other gaming

machines. In one embodiment, the gaming transaction data may include gameusage

data that allows a game played on a gaming machineto be billed on a per use basis. In

416, the symmetric encryption key may be asymmetrically encrypted using an

asymmetric encryption key such as a public key exchanged between the local server

and the remote server 124 and a message containing the encrypted data may be

generated. Prior to sending the message, the local server 112 may generate one or

more signatures that allow the receiver of the message to authenticate the sender of

the message as well as the accuracy of the data contained in the message. These

signatures may be appended to the messageor incorporated in the message in some

manner. In 418, when a communication has not been established between the local

server 112 and a local ISP 320, the local server may contact the local ISP 320 and

establish communications using an appropriate communication protocol such as

TCP/IP. In 420, the local server 112 may send a message with the encrypted gaming

transaction data and the encrypted symmetric key to the IP address and/or the UID of
the remote server 124 via the local ISP 320.

In 422, the local ISP 320 processes and forwards the message from the local

server 112 or the gaming machine 340to the public network 304.In 424, the public
network processes the message from the local ISP 320 and forwardsit to the remote

server 124. Processing of the message by the local ISP 320 and the public network

304 may involve routing multiple data packets comprising the message.
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In 426, the remote server receives a message from the gaming machine 340 or

the local server 112. The remote server 124 may authenticate the sender of the

message using one or more signatures included in the message and determine the

accuracy of the data of the message. For instance, the remote server may generate a

check sum, CRC,or other verification of the data in the message and compare that

with a check sum, CRC,or other verification of the data generated by the sender of

the message. Next, the asymmetrically encrypted symmetric encryption key may be

decrypted using a private key residing on the remote server124. In 428, the symmetric

key may be used to decrypt the symmetrically encrypted data. In 428, the remote

server may process and store the data. The message from the gaming machineor local

server 112 may include a request of some type for the remote server. In 430, the

remote server may implement the request. For instance, the message may contain a

request for a game license (See FIG.6 and 7), a request for a report or a request for

some other gameservice.

In 431, the remote server may generate a reply message. The reply message

mayinclude an acknowledgementthat the original message was received and may

also include requested information. For instance, the remote server may request

diagnostic data or a report of some type from the gaming machine. The data in the

reply message may be encrypted. Thus, in 442, the transaction reply data may be

symmetrically encrypted using a symmetric encryption key and in 443 the symmetric

encryption key may be asymmetrically encrypted using the recipient’s public key.

Whenthe reply messageis received by a gaming device, such as the gaming machine

340 or the local server 112, the gaming device may decrypt(e.g., as in 426) the

asymmetrically encrypted symmetric encryption key using a private key stored on the

gaming device.

In 432, the remote server sends the reply message to the local server 112

and/or the gaming machine 340 via the public network 304. The remote server 124

may access the public network via an ISP local to the remote server 124. In 434,the

local server may receive a reply message andstore data included in the message. In

some embodiments, the acknowledgement may be forwarded to the gaming machine

340. In other embodiments, the local server 112 may be by-passed ora local server

112 may notbe available to the gaming machine 340 and the reply message may be

received directly by the gaming machine 340 via the local ISP 320.

FIGURE SAis a flow chart depicting a method 500 of sending transaction

data between a gaming machine and one or more remote servers. Although the

method is described on a gaming machinefor illustrative purposes, the methodis not

so limited and may be applied on other gaming devices such as the remote servers

IGT1P034X1/P-277CIP 26

Zynga Ex. 1002, p. 33
Zyngav. IGT

IPR2022-00199



Zynga Ex. 1002, p. 34
                   Zynga v. IGT

                    IPR2022-00199

10

 
25

30

35

described above. Thus, as described with reference to FIG. 4, the gaming machines

and remote servers may send messages with encrypted data to one another in a similar

manner. In 505, the gaming machine performs one or more gaming transactions. For

example, a gaming transaction may be a coin-in or a pay-out on the gaming machine.

Information from one or more gaming transactions may be stored in a non-volatile

memory located on the gaming machine. In 510, the gaming transaction data may be

symmetrically encrypted using a symmetric encryption key. The encrypted gaming

transaction data may include data generated from a single gaming transaction or

multiple gaming transactions. The symmetric key may be selected from a pool of

symmetric keys or may be randomly generated such that the symmetric key is varied

each time gaming transaction data is encrypted. In 515, the symmetric encryption key

may be asymmetrically encrypted using a public key that was previously exchanged

between the gaming machine andthe recipient of the message. In the case, where a

dedicated network is used the asymmetric encryption key is non-publici.e. it is not

readily available to the public.

In 518, the gaming machine generates a message containing the symmetrically
encrypted gaming transaction data and the asymmetrically encrypted symmetric

encryption key over a communication protocol such as but not limited to TCP/IP. The

message may include additional information such as signatures to authenticate the

sender of the message, signatures to validate the accuracy of the data includedin the

message and an IP address and/or an UID of the sender as well as other message

routing information. The message mayalso include a request for the recipient to

return information to the gaming machine. Forinstance, the gaming machine may

request a remote server to provide a gaming license that allows a game to be played

on the gaming machine.

In 520, when communications have not been established between the gaming

machine and a local ISP, the gaming machine may contact a local ISP. The gaming

machine may also send messagesto a local ISP by sending the messagefirst to a local

server which may then forward the messageto the local ISP. The gaming machine

may contact the local ISP using a communication protocol such as TCP/IP and a

network interface such as a wireless modem. In 525, the gaming machine sends the

message generated in 518 to a remote site such a game license server, a report server

or some other device via the local ISP. In 530, the gaming machine may determine

when an acknowledgement message has been received from the remote site. When an

acknowledgement message has not been received, the gaming machine may resend

the message one or more times. When the acknowledgement message has been

received, the gaming machine may repeat process 500.
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FIGURE 5Bis a flow chart depicting a method 550 ofreceiving transaction

data between a gaming machine and one or more remote. Although the methodis

described on a remote serverfor illustrative purposes, the method is not so limited

and may be applied on other gaming devices such as the gaming machines described

above. Thus, as described with reference to FIG.4, the gaming machines and remote

servers may receive and process messages with encrypted data from one anotherin a
similar manner.

In 555, the remote server receives a message with encrypted gaming

transaction data from a gaming machine, another remote server or some other gaming

device. In 560, an asymmetrically encrypted symmetric encryption key included in

the message in 555 is decrypted using a private key stored on the remote server. In

565, the decrypted symmetric encryption key may be used to decrypt symmetrically

encrypted gaming transaction data included in the message. In 570, the decrypted

gaming transaction data or any service requests contained in the message are

processed. For instance, gaming transaction data in the message maybe archived.

FIGURE6is a flow chart depicting a method 600 of obtaining a gamelicense

on a gaming machine providing game play of one or more games. In 605, a gaming

machine initiates a gaming license request. In one embodiment, the gaming license

request may be initiated when a current gaming license on the gaming machineis

about to expire. In another embodiment, the gaming license request may beinitiated

in response to a player on a gaming machine requesting a game play of a particular

game. In 610, game license request data used to provide and implement gaming

licenses is encrypted. The game license data may be encrypted using a symmetric

encryption key and the symmetric encryption key may be asymmetrically encrypted

using a public key. The gamelicense request data may include the symmetric

encryption key, a serial numberofthe software corresponding to one or more games

or some other software identification number, a serial number of the gaming machine

as well as other machine identification information, game owneridentification

information, game usage data including the numberoftimes a gaming license has

been used and license expiration data. The game usage data may be usedto bill the

gaming entity owning the gaminglicense for use of the game license. The software

identification numberin the gaming license data may correspond to one or more

gamessuchas a video slot game, a mechanical slot game, a video poker game, video

blackjack game and video pachinko game.

In 612, a game license request message is generated with the encrypted game

license request data. The gamelicense request message may be sent to a remote server

using a TCP/IP protocol. Thus, the gamelicense request message may include an IP
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address and/or an UID of the remote server as well as an IP address and/or an UID of

the gaming machine. The gaming machine maystore the IP addresses and/or the

UIDSofone or more remote servers in a memory residing on the gaming machine.

Prior to sending the gaming license request message, the gaming machine may look-

up the IP address and/or the UID ofthe destination remote server. The gaming license

request message may include one or more signatures used by the recipient of the

message to unambiguously identify the sender of the message and to validate the

accuracy of the data contained in the message. The signatures may be generated by

the gaming machine and appended to the message.

In 615, when communications between the gaming machine and a local ISP

have not been established, the gaming machine may contact a local ISP and establish

communications. In one embodiment, the gaming machine may notdirectly contact a

local ISP. Instead, the gaming machine may contact and may send the gaming license

request message to a local server which contacts a local ISP and sends the gaming

license request message. In another embodiment, the gaming machine may send

unencrypted gaming license request data to the local server. The local server may

encrypt the gaming license request data, generate a gaming license request message

and send the message to a remote server such as a gaming license request server.

In 620, the gaming machine sends the gaming license request message to a

remote site such as a gamelicense servervia the local ISP. When a communication

protocol such as TCP/IP is used, the message may be encapsulated in multiple

information packets. In 625, the gaming machine determines whether an

acknowledgement from the remote site has been received. When the

acknowledgement from the remote site has not been received, the gaming machine

may resend the message according to 620.

In 628, the gaming machinereceives a game license reply message. The game

license reply message may include a numberof signatures used by the gaming

machine to authenticate the sender of the message and to validate the data contained

in the message. In 630, the gaming machine may decrypt an asymmetrically

encrypted symmetric encryption key using a private key stored in memory on the

gaming machine and then decrypt the gamelicense reply data with the symmetric

encryption key. The gamelicense reply data may include a gamelicense for one or

more games availiable on the gaming machine. The game license may be an

identification number of some type that allows software on the gaming machine

correspondingto the license to be executed. The game license reply data may also

include an expiration date for the license. In 635, the gaming machine may update

game license data stored on the gaming machine when a new gamelicense was
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included in the gamelicense reply data. In one embodiment, the game license request

message may include game usage data without a request for a new license.In this

case, the game license reply message may include an acknowledgement that the game

license request message was received but may not contain a new gamelicense.

An advantage of the game license request methodis that a gaming machine

owner may be able operate gaming machines including many different types of games

but only pay for each game on a per use basis. In a “pay-as-you go” billing scheme,

an operator of the gaming machineis charged each time a gameis played on the

gaming machine. At regular intervals, a usage fee may be paid by the operator of the

gaming machine to the owner’s of the gaming software used on the gaming machine.

The cost per use of each game may be varied from game to game and these costs may

change with time. For example, the cost per use charged for newer gamingtitles may

be higher than the cost per use charged for older gamingtitles. Thus, when a

particular game is unpopular, the costs to the gaming machine operator are minimized

as compared to when the gaming machine operator pays up front for a gaming

machine with a game that receives little game play.

Another advantage of the game license request method is that it may also be

used for other types of game service requests. For instance, a report request message

with encrypted report request data may be generated in the manner described above

and sent to a remote server via a local ISP. When a report reply message is received

via the local ISP containing a report, the report may be displayed to the gaming

machine. In another example, a gaming machine may send a maintenance request

message via a local ISP in a manner described above.

FIGURE7is a flow chart depicting a method 700 of providing a gamelicense

to one or more gaming machines using a remote server. In 705, the remote server

receives a game license request message from a gaming machine, local server or some

other device. The message may have been received via a local ISP in communication

with the remote server. As described above, although not shown in the flow chart, the

remote server may also receive a report request, maintenance request or some other

transaction request from the gaming machine, local server or remote device. After

receiving the message, the remote server may authenticate the sender of the message

using one or more signatures contained in the message and validate the accuracy of

the data in the message using one or more signatures contained in the message. For

instance, the remote server may generate a checksum on the data in the message and

compare it with a checksum generated by the gaming machine on the data in the

message which was appendedto the message.
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In 710, the remote server may decrypt a symmetric encryption key included in

the game license request message using a private encryption key. With the symmetric

encryption key, the remote server may decrypt the game license request data. The

gamelicense request data may includea serial numberof the software corresponding

to one or more games or someother software identification number, a serial number

of the gaming machine as well as other machine identification information, game

usage data including the number of times a gaming license has been used, license

expiration data and game owneridentification information.

In 715, using the serial number of the gaming machine and the other machine

identification information the remote server may identify the gaming machine. The

serial number of the gaming machine is one example of an UID that may be used with

the present invention. A table of gaming machine identification information may be

stored on the remote server. From the gaming machine identification information, the

remote server may be able to determine the type of gaming machine and the games

available on the gaming machine. In 720, when appropriate, the remote server may

generate a new gaminglicense for the gaming machine. If the gaming license request

message includes a request for a gaming license not available on the gaming machine

or not enabled for some reason on the gaming machine, then the gaming license

request may be denied. In another example, the game license request may include

game usage information for billing purposes and a new game license may not be

required.

In 725, when a new gamelicense is generated, the game license reply data

including the new game license may be encrypted with a symmetric encryption key

and the symmetric encryption key may be asymmetrically encrypted with a public

key. In other cases, the game license reply message may include an acknowledgement

that the message was received but may not include a new gamelicense. In 730, the

information regarding the game license request such as the machine identification

information, a type of gamelicense request (e.g. type of game), a time of the request

and whether the request was granted may be stored on the remote server.

In 732, a gamelicense reply message with the gamelicense reply data may be

generated. In 735, via a local ISP and the Internet, the game license reply message

may be sent to the local server and/or the gaming machine. In 740, a billing request

message based upon the game usage data contained in the game license request or the

type of license requested may generated. In 745, the billing request message may be

sent to the gaming machine owneridentified in the gaming license request message.
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FIGURE8is a block diagram of gaming software distribution network that

uses a secure virtual network. In the present invention, gaming software may be

transferred between various gaming devices, in a gaming software distribution

network 90, after receiving authorization from a gaming software authorization agent

50. The gaming software authorization agent 50 may be a conventional data server

including butnotlimited to a database 202, a router 206, a network interface 208, a

CPU 204, a memory 205 andafirewall (not shown). The CPU 204 executes software

to provide the functionsofthe authorization agent 50 as will be described below in
more detail. In general, the gaming software authorization agent 50 approvesall

gaming software transactions between two gaming devices in the gaming software
distribution network and stores a record of the gaming software transactions.

Database 202 maybeused to store gaming software transaction records. Details of the

gaming devices and network connections used in the gaming distribution network 90
are described in FIGURE 8. Details of the types of gaming software transaction that

may be implemented in gaming software distribution network and the implementation
of the transactions for some embodiments of the present invention are described with

respect to FIGs. 9-14.

In the gaming industry, gaming software that is used to play a game of chance

on a gaming machineis typically highly regulated to ensure fair play and prevent

cheating. Thus, at any given time, it is important for a gaming regulatory entity to

know what gaming software is installed on a gaming machineat any particular time.

Currently, gaming software is often programmed into an EEPROMandinstalled on a

gaming machine. When the EEPROMisinstalled in the gaming machine,it is

manually checked by a representative of the gaming regulatory board priorto

installation to ensure approved gaming software is being installed on the gaming

machine. This process is time consuming and relatively inflexible. In the gaming

industry, there is a desire to simplify the gaming software installation process so that

gaming machine operators may more easily reconfigure gaming machines with

different gaming software to respondto shifting customer tastes and demands. The

gaming software authorization agent 50 meets this need by allowing gaming software

to be electronically transferred between gaming devices, such as game servers and

gaming machines, in a manner that may be easily monitored and regulated. For
instance, the software authorization agent 50 may be maintained or supervised by a

gaming regulatory agency. However, the software authorization agent 50 may also be

maintained by a gaming entity that controls many gaming properties to track software

distributions on various gaming machines. In addition, besides monitoring electronic

transfers of gaming software, the software authorization agent 50 mayalso be used to

store a record of any change of gaming software on a gaming machine such as
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changesresulting from a manualinstallation of gaming software. For instance, a

technician may manually load gaming software on to a gaming machine using a

portable memory device storing the gaming software.

Details of gaming devices and the network connections in the gaming

software distribution network are now described. In the present invention, gaming

software may be transferred between gaming software providers, such as 51 and 52,

gaming software distributors, such as 53 and 60, and gaming machines, such as 54,

55, 56, 57, 58 and 59. A gaming software provider may be a gaming device, such as a

gameserver, that is maintained by a gaming software developer, such as IGT (Reno,

Nevada), that develops gaming software for various gaming platforms. A gaming

software content provider, such as 51 and 52, may maintainaplurality of gaming

software titles, versions of gaming software titles and gaming software components

that may be requested by another gaming device for an electronic download. The

gaming software content provider may download gaming software to various

customers after the customer has entered a licensing agreement with the content

provider. Some details of obtaining gamelicenses for operating gaming software on a

gaming machine have been described above with respect to FIGs. 6 and 7.

A set of gaming software components may be executed on a gaming machine

to play a gaming of chance. The game of chance may include gaming software

components used to play a bonus game in conjunction with the game of chance. Thus,

a complete set of gaming software components used to play a game of chance may be

downloaded or a portion of the gaming software components needed to play a game

the game of chance may be downloaded.For instance, a complete package of gaming

software components may be downloaded to replace a game executed on a gaming

machine with a new game. As another example, a single game software component

may be downloadedto fix an error in a game of chance executed on the gaming

machine. In yet another example, a set of gaming software components may be

downloadedto install a new graphical “feel” for the game of chance while other

gaming software components for the game are not changed. In the present invention,

any gaming device that stores gaming software for downloads may download a

complete set of the gaming software components used to play the game of chance or

portions of a complete set of the gaming software components. Some examples of

gaming software components may include but are not limited to: 1) a banking

modules for coin-in, coin-out, credits cards, fund transfers, 2) security modules for

tracking security events such as door open, lost power, lost communication, 3) bet

modules for handling betting configurations such as a numberofpaylines, a number

of coins per line and denominations, 4) communication modules allowing a gaming
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device to communicate with other gaming devices using different communication

protocols and 5) an operating system modules used in an operating system installed

on the gaming machine. Details of some of the gaming software components that may

be downloaded in the present invention are described in co-pending U.S. application

no. 10/040,239, by LeMayet al., filed on January 3, 2002 andtitled “Game

Development Architecture That Decouples The Game Logic From The Graphics

Logic,” which is incorporated herein in its entirety and for all purposes.

Gaming software related to other aspects of game play and operation of a

gaming machine mayalso be authorized and downloaded using the methods and

hardware of the present invention. For instance, device drivers used to operate a

particular gaming device may be downloaded from a content provider or another

gaming device. As another example, gaming software used to provide player tracking

services and accounting services may be downloaded from a content provider or

another gaming device. Even when the gaming software is not regulated by a gaming

entity, it may be useful to perform the authorization process because the transaction

records may be usedto track the distribution of the gaming software on various

gaming devices. The transaction records may be helpful to both providers of gaming
software and operators of gaming devices in determining necessary upgrades and

maintenance of gaming software on a gaming device such as a gaming machine.

A gaming software distributor, such as 53 and 60, may maintain a plurality of

gaming softwaretitles, versions of gaming softwaretitles and gaming software

components that may be transferred to another gaming device, such as a gaming

device, for an electronic download. The gaming software distributors, such as 53 and

60, may be gaming devices, such as gameservers, that are maintained by a gaming

entity such as a casino. For instance, game server 53 may be operated by a first casino

and gameserver 60 may be operated by a second casino. The game servers may store

gaming software that has been licensed to the gaming entity from one or more gaming

software providers such as 51 and 52. In one embodiment, a game server may also be

a gaming machine. One example of a gameserver that may be used with the present

invention is described in co-pending U.S. patent application 09/042,192,filed on June

16, 2000, entitled “Using a Gaming Machineas a Server” which is incorporated

herein in its entirety and for all purposes.

The gameservers operated by a gaming entity may be used to provide gaming

software to a plurality of gaming machines. For instance, game server 53 may be used

to provide gaming software to gaming machine 54, 55, 56 and game server 60 may be

used to provide gaming software to gaming machines 57, 58 and 59. In one

embodiment, the game servers may be programmed to download gaming software in
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response to a software request on a gaming machine. For instance, a game player

playing a game on a gaming machine, such as 55, may request to play a particular

game of chance on the gaming machine 55 which is downloaded to the gaming

machine from the game server 53. In another embodiment, the gameservers, such as

53 and 60, may be used to update and reconfigure the gaming software on one or

more gaming machines. For instance, the game server 53, may be used to regularly

change the games of chance or bonus games of chance available for play on gaming

machines 54, 55 and 56.

In the present invention, gaming software transferred between two gaming

devices and communications between two gaming devices may use a variety of

network architectures including but not limited to local area networks, wide area

networks, private networks, a virtual private network, the Internet 304 and

combinations thereof. Details of methods ofusing the Internet 304 in a secure manner

have been described with respect with 3, 4, SA and SB.

In one embodiment, gaming software and other gaming information may be

transferred between two gaming devicesusing a satellite connection. For instance, the

gaming information transferred via satellite may include but is not limited to metering

information generated on the gaming machine. In a gaming device usingasatellite

communication system, the gaming device is connected to a satellite dish. For

instance, a gaming machine located in a store, as described with respect to FIG.3, or

a cruise ship may use a satellite connection. Two standard coaxial cables may connect

the gaming device to the satellite dish. The gaming device, such as a gaming machine,

may includea satellite modem to enable the satellite connection.

Thesatellite dish may send requests to the Internet 304 and receive Internet

content via the satellite 72. The satellite 72, in turn, may communicate with a hub

facility 70, which has a direct connection with the Internet 304. Typically, the transfer

rate of information from the gaming device, such as gaming machine 59, to the

satellite 72 (uplink rate) is less than the transfer of rate of information from the

satellite 72 to the gaming device (downlink rate). For example, the uplink rate may be

28 Kilobytes per second while the downlink rate may be 500 kilobytes per second or

higher. However, for software downloads, a high downlink rate may only be required

for efficient gaming software downloads. Satellite Internet services may be provided

by a company such as Starband Corporation (Mclean, Virginia).

In another embodiment, gaming software and other gaming information may

be transferred between two gaming devices using an RF connection. The gaming

information transferred via the RF connection may include but is not limited metering
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information generated on the gaming machine. As one example, US Telemetry

corporation (UTSC, Dallas, Texas), uses radio frequency transmissions in the 218-

222 MHz band to provide communications services to fixed end point devices as well

as mobile devices. The fixed end point device may be a gaming machine located in a

5 store or located in a casino, such as gaming machine 54 ,as well as a mobile gaming

device such as a gaming machine located in a riverboat or portable gaming device that

may be carried by a player and used to play a game ofchance.

The RF network in a metropolitan service area may includecell transceiver

sites or towers, such as 84 and 86, a system hub or master cell transceiver site, such as

10 82. The MCTS82 is connected to a Network Operations Center (NOC) 80, whichis

essentially a data clearinghouse. Datais transferred from a CTS, such as 84 and 86,to

a Master CTS (MCTS)82 through a Publicly Switched Telephone Network. Data is

transferred from the MCTS 82 to the NOC 80 database via an ATM or a Frame

Relay. Data transfer protocol and user access to various end-point devices may be

provided through web interfaces. Thus, using an RF network and the secured virtual

network methods as described with respect to FIG. 3, 4, 5A and 5B, gaming

information as well as gaming software may be transferred between various gaming

devices. For instance, a remote casino accounting office 142 may obtain information

from gaming devices connected to the RF network via the Internet 304.

In the present invention, records of authorizations for the transfer of gaming

software between gaming devices may bestored in the database 202. Thus, given an

initial distribution of gaming software in the gaming software distribution network 90

for each gaming device, the gaming software authorization records may be used to

track the gaming software distribution for gaming devices in the gaming distribution

 
25 network as a function time. This tracking capability may be useful for various gaming

entities such as a gaming regulatory board, a gaming software content provider and

gaming operators. For instance, a gaming regulatory board may be able to see the

gaming software installed on all gaming devices it regulates at any given time using

the database 202. As another example, a gaming software content provider, such as 51

30 and 52, may be able to view gaming software requests for their gaming software

products as a function of time. In yet another example, a remote casino accounting

office 142 may be view the distribution of their gaming software on the gaming
machine undertheir control.

The database 202 maybepartitioned and include various security protocols to

35 limit access of the data in transaction database according to variouscriteria. For

instance, a gaming software provider 51 may be able to view records only of gaming

software transactions involving their products but not of a competitors products. As
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another example, a gaming entity may be able to view records of gaming software

transactions involving gaming machine that they operate but not view gaming

software transactions for gaming machines that another competitor controls. Further

details of an interface for providing gaming software distributions is described with

respect to FIG.15.

FIGURE9is a block diagram depicting software transactions in a gaming

software distribution network controlled by a software authorization agent. Gaming

software transactions between a software authorization agent 50, a gaming software

distributor 53, a gaming software content provider 51 and two gaming machines, 54

and 55 in a gaming software distribution network are described. In FIG. 9, the number

and types of gaming devices are providedforillustrative purposes only and the

present invention is not limited to the gaming devices shown in the Figure.

Asdescribed with respect to FIG.8, the software authorization agent 50 is

used to authorize gaming software transfer between two gaming devices. For

instance, in 214, the gaming software distributor 53, which may be a gameserver

maintained by a casino, may contact the software authorization agent 50 to request a

transfer of gaming software from the gaming software provider 51 to the gaming

distributor 53. The gamingdistributor may also contact the software authorization

agent to request a transfer of gaming software from the gaming software provider 51
to another gaming device such as gaming machine. The software authorization agent

50 may approveor deny the request depending on the gaming software transaction
information contained in the request. For instance, if a gaming device, such as the

gaming software distributor 53, can not be identified and authenticated by the

software authorization agent 50, then the software authorization agent 50 will deny

the request for the transfer of gaming software. As another example, if the gaming

device, has requested a software title that is unknown to the software authorization

agent 50, then the software authorization agent will deny the request for the transfer

of gaming software. Somedetails of this gaming software transaction are described

with respect to FIG. 11, 13 and 14.

After receiving authorization from the software agent, the gaming software

distributor 53 may contact the gaming software content provider 51 and receive an

electronically download of gaming software from the content provider via an

electronic transfer in 210. The electronic transfer may use the network infrastructure

and communication methods including encryption described with respect to FIGs.3,

4, 5A, 5B and 8. Details of this gaming software transaction are described with

respect to FIG. 11. The gaming software may also be manually shipped to the gaming
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software content distributor 53, such as through the mail or by a courier, and then

locally loaded onto a gaming device.

In one embodimentof the present invention, gaming software transfers

involving the actual transfer of gaming software occur directly between two gaming

devices as shown in 210. In another embodiment of the present invention, gaming

software transfers may be routed through the software authorization agent 50. For

instance, to transfer gaming software to the gaming software distributor 53, the

gaming software content provider 51 sends the gaming software to the software

authorization agent 50 which then forwards the software to the gaming software

distributor. When the software authorization agent 50 receives the gaming softwareit

may perform one or more checks on the gaming software to insure it has been

approved for use or just simply forward to the destination gaming device without

additional checks. All or a portion of the gaming software transfers may be routed

through the software authorization agent 50.

In 212, prior to downloading gaming software to the gaming distributor or any

other gaming device, the gaming software content provider 51, which may be a game

server maintained by a company that develops gaming software or ownsthe rights to

gaming software, may validate the gaming software transaction with the software

authorization agent 50. The gaming software content provider 51 may send gaming

software transaction information received in a request for a transfer of gaming

software received from a gaming device, such as the gaming software distributor 53,

to the gaming software authorization agent 50. The software authorization agent 50

may use the gaming software transaction information to approve orreject the transfer

of the gaming software. The details of this gaming software transaction are described

with respect to FIG. 11.

After sending the gaming software to the gaming software distributor 53, the

gaming software content provider 51 may report details of this transaction to the

software authorization agent 50 in 212. For instance, the gaming software provider

may generate a gaming software transaction receipt that includes a unique digital

signature for the gaming software that was sent. Similarly, after receiving the gaming

software from the gaming software content provider 51, the gaming software

distributor 53 may report details of this transaction to the software authorization agent

50 in 214. For instance, the gaming softwaredistributor 53 may generate a gaming

software transaction receipt that includes a unique digital signature for the gaming

software that was received. The software authorization agent 50 may compare

receipts from the sender and the receiver of the gaming software to insure the correct

gaming software has been transferred between the sender and the receiver.
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The gaming software distributor 53 may be connected to a plurality of gaming

machines and other gaming devices that use gaming software such as gaming

machine 54 and 55. The connection between the gaming distributor 53 and the

gaming machines, 54 and 55 may bea local area network within a casino butis not

limited to local area network within a casino. In one embodiment, gaming software

transferred from the gaming software provider may be targeted to a particular gaming

machine, such as 55, and the gaming software distributor 55 may forward the gaming

software to the gaming machine 55 after receiving it from the gaming software

content provider 51. The gaming machine 55 may unpack the gaming software and

calculate a digital signature. The digital signature may be sent to the gaming

distributor 53 through the local area network and forwarded to the software

authorization agent 50 to complete the transaction.

In another embodiment, after a request from a gaming software distributor 53,

in 220, a gaming software content provider 51 may download gaming software

directly to a gaming machine 54 bypassing the gaming software distributor 53. For

example, a gaming software provider 51 may download software to a gaming

machine located in a store as described with respect to FIG. 3 via a satellite

connection described with respect to FIG. 8. The gaming machine may unpack the

software, which may have been compressed, and send acknowledgements of the

transfer directly to the gaming software content provider 51, the gaming software

distributor and the software authorization agent.

In yet other embodiments, a game server, such as the gaming software

distributor 53, may be used to reconfigure the gaming software on a group of gaming

machines, such as 54 and 55 via software downloads 218. The game server 53 may

transfer a plurality of gaming softwaretitles from one or more gaming software

content providers, such as 51 and store these titles on the game server. When the

gaming softwareis transferred from the gaming software content provider, the

gaming software content provider and the gaming software distributor may agree to a

license (see FIGs. 6 and 7) that allows for a certain number of gaming software

downloads overa specific period of time. A gaming machine operator controlling a

numberofgaming machine may use a gameserverstoring the plurality of gaming

softwaretitles to regularly re-distribute gaming software on gaming machines. The

redistribution of gaming software via electronic downloads may be performed.

automatically, i.e., a distribution pattern may be programmed into the game server.

Also, gaming software programs maybedistributed to a gaming machinevia a

request from the gaming machine. Forinstance, a player may request to play a certain
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game on the gaming machine and the gameserver may transfer the requested gaming

software to the gaming machine.

The transfer of gaming software from the game server to the gaming machine

may require an approval from the software authorization agent 50. Further, even if the

an approvalis not required, gaming software transaction information may be sentto

the software authorization agent so that the gaming software residing on any gaming

machineat a particular time may be known.Details of a gaming software transaction

between a gaming machine 54, a game server 53 and software authorization agent 50

are described with respect to FIG. 12.

The present invention is not limited to only electronic transfers of gaming

software between gaming devices. The authorization methods may bealso be applied

to the manual installation of gaming software. For example, prior to manually

installing gaming software on a gaming machine,an installation technician may

request approval of the gaming software transaction from a software authorization

agent 50 using a hand-held wireless device. The gaming software, which may be

stored on a memory device such as CD-ROM may been shipped to gaming machine

operator. Gaming software information regarding the gaming software to be manually

installed on a gaming machine and information regarding the gaming machine may be

entered into the hand-held wireless device and then sent to the software authorization

agent. The software authorization agent may use this information to approvethe

gaming software transaction and to track the gaming software installed on gaming
machines.

In another example, a technician may use the software authorization agent to

manually check gaming software installed on a gaming machine. The technician may

read gaming software information from a particular gaming machine and then using a

hand-held wireless device relay the gaming machine software information and

gaming machine information to the software authorization agent 50. The software

authorization agent 50 may compare the information received from the hand-held

wireless device with gaming software information stored in a gaming software

registration database to determine whether the gaming machinehasthe correct

software installed on it. The software authorization agent may send a message to the

hand-held wireless gaming device indicating whether or not the correct gaming

software is installed on a gaming machine.Further, the gaming software registration

database may contain information regarding what softwareis installed on a particular

gaming machine and what gaming software upgrades are available. When performing

gaming machine maintenance, a gaming machine operator may request this
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information from the software authorization agent 50 to aid in the maintenance

process.

Gaming software maybe transferred between two gaming devices using a
wireless communication connection. For example, within a casino, a game server may

download gaming software to a plurality of gaming machines using a wireless
network located within the casino. In another example, gaming software may be

downloaded from a hand-held device to a gaming machine using an infrared

communication interface. Examples ofwireless communication standards that may be

supported by a wireless communication connection and associated hardware/software
include but are not limited to Bluetooth, IEEE 802.11a, IEEE 802.11b, IEEE 802.11x

(e.g. other IEEE 802.11 standards such as TEEE 802.11c, IEEE 802.11d, IEEE

802.11le, etc.), hiperlan/2, HomeRF and IrDA. Wireless communications may also be

performed using cellular communication technologies with cellular communication
standards used in the cellular communication industry.

As described with respect to FIG.8, the software authorization agent 50 may

include a gaming software transaction database. The gaming software transaction

database may be used totrack the distribution of gaming software on various gaming

machines. Forinstance, in 216, a gaming software content provider may request a

report regarding downloadsoftheir gaming software from gameservers to gaming
machines. The software authorization agent 50 may receive the request, query the

gaming software transaction database and generate a report for the gaming software
content provider. This type of report may also be generated for a casino operator with

many gameservers distributed over gaming properties. Advantages of the gaming
software transaction database is that it may provide an electronic data trail for billing,

security, auditing, dispute resolution, game usage and market trending involving the

transfer and the use of gaming software.

FIGURE 10is an interaction diagram between a gaming software distributor

53, gaming software provider 51 and a software authorization agent 50 depicting an

initialization of a gaming software transaction for one embodimentof the present

invention. The example is provided forillustrative purposes only. A number of

operations used to perform a given function in the gaming software transaction

process, an order ofthe operations and information used in each operation may be

varied andis not limited to the examples described with respect to FIGs. 10-15.

In 902, the distributor 53 generates a session request message for the transfer

of gaming software and sends the session request message to the agent 50. The initial

session request message may comprise gaming software information that is used by
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the agent 50 to authenticate the identity of the gaming device requesting the session.

Forinstance, prior to beginning the session request, the distributor 53 and the agent

50 may have exchanged public encryption keys and other security information that

may be usedto establish the identity of the sender of a message to the agent 50 and to

identify messages sent from the agent 50. Details of exchanging encryption keys in a

secure manner which may be applied to the present invention are described in co-

pending U.S. application no. 09/993,163, by Roweetal., filed November 16, 2001

and entitled “A Cashless Transaction Clearinghouse,” which are incorporated herein

by reference in its entirety and for all purposes. The message request mayalso include

additional information that is used in a later software transfer request such as a

softwaretitle, information regarding the sender of the gaming software and

information regarding the receiver of the gaming software. The additional information

may be used by the agent SO after the identity of the session requestor has been
authenticated.

In 906, the agent 50 receives the session request message from the distributor

53. The agent 50 may attempt to validate the distributor 53 by checking information

about the distributor 53, such as its licensing status and access status to the agent 50.

Transfers s of gaming software may be a revocable privilege that is granted to a

gaming operator. Thus, status checks of session requestor may be necessary. When

the session requestor, e.g., the distributor has been validated, the agent mayinitialize

an authentication sequence.

Tn 908, the agent 50 may send an authentication message containing a

symmetric encryption key, K(M). K(M)is stored by the agent 50. A symmetric

encryption key is used to decrypt information encrypted with the symmetric

encryption key. The authentication message including K(M)and any other additional

information is encrypted with a public encryption key, M(P), used by the distributor

53. M(P) was previously received, authenticated and stored by the agent 50. The

public encryption key M(P)is part of a public-private asymmetric encryption key pair

comprising M(P) and M(PP), where only the distributor 53 should have knowledge of

the private key. In an asymmetric encryption key pair, only the private key of the

encryption public-private key pair may be used to decrypt information encrypted with

the public key.

In 910, when the distributor 53 receives the authentication message,it

decrypts the message with its private key, M(PP) which correspondsto the public

encryption key M(P). In 912, the distributor 53 generates and sends an

acknowledgement message encrypted with K(M). In 914, when the agent 50 receives

the acknowledgement message, it decrypts it with the session key K(M)stored in 906.
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Since only the distributor has the private key M(PP) needed to decrypt K(M), when a
correct acknowledgement messageis received,the distributor 53 is authenticated. The

agent 50 may generate and sendan additional message acknowledging the distributor
has been authenticated and may now proceed with a gaming software download

request.

In 916 and 918, the distributor 53 may generate a software download request

message and sendit to the agent. The download request message may include
combinations of gaming software transaction information selected from but not
limited to: a) operator identification information for the gaming deviceto receive the
gaming software, b) machine identification information for the gaming device to
receive the gaming software(e.g., an identification numberfor a gaming machine ora
gameserver), c) operator identification information for the gaming device that is to
send the gaming software, d) machine identification information for the second
gaming device, e) a gaming softwaretitle or gaming software titles to be transferred,
f) a gamingsoftware provideridentifier such as a name of a company(¢.g., IGT), g)
a gaming software version number, h) a gaming software identification number andi)
information on gaming software currently installed on the gaming device to receive
the gaming software. The download request message may be encrypted with
symmetric encryption key, K(M).In addition, the download request message may be
encrypted with the public encryption key of the agent 50. In one embodiment, the
agent 50 may send a request to a gaming device requesting the software currently
installed on the gaming devicefor tracking and regulatory purposes. Further, onceit
is determined what gaming softwareis installed on a plurality of gaming machine,the
processofupgrading and fixing errors in gaming software may be simplified.

In 920, the agent 50 receives the download request message, decrypts the

message and evaluatesthe request. In one embodiment, the download request
information may be included in the session request message sent in 904. Thus, after
authenticating and identity of the distributor 53, the agent 50 may begin processing
the request in 920 without receiving additional information from the distributor 53.
To evaluate the download request, the agent 50 may compare gaming software

transaction information in the request message with information stored in a database.

For instance, the request message mayincludea location, address and identification
numberfor a gaming device thatis to receive the gaming software. The agent 50 may

compare this information with information from a database containing information
for gaming devices that are allowed to receive gaming software downloads. The agent
50 may only authorize the download request when the gaming device identification
information in the request message matches the gaming device identification
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information stored in the database. In another example, the request message may

include gaming software identification information such asatitle, version number
and manufacturer. The agent 50 may only authorize the download request when the

gaming software identification information in the request message matches gaming
software identification information contained in a database used by the agent 50.

In 922, when the download request is approved, the software authorization

agent creates a gaming software transaction record and stores the record to a gaming
software transaction database. The gaming software transaction record may include

butis not limited to gaming software transaction information such as: a) a symmetric

encryption key, K(S), that will be used to transfer the gaming software from a first
gaming device to a second gaming device, b) a time that the transaction was initiated,
c) transaction expiration time, d) a destination ID number(e.g., a numberidentifying
a casino), e) an identification numberof the gaming device on which the software is
to be installed, f) a gaming software identification number, g) a softwaretitle, h) a

gamesignature for the gaming software such as from a CRC ora hash, i) a
manufacturer’s identification number, j) a public encryption key used by the

manufacturer and k) a transaction numberfor the record. In some embodiments, the

gaming software transaction record may include a numberofpermitted downloads of
the gaming software. For instance, a gaming software program may be loaded to a

gameserver. Each time the game server downloads the gaming software to a gaming
machine, it may request permission from the software authorization agent 50 using
the transaction numberin the original record. The software authorization agent may

authorize the game server to download the software to a gaming machine as long as
the numberofpermitted downloads has not been exceeded.

In 922 and 923, the software authorization agent may send an approval

message with all or a portion of the gaming software transaction information stored in
the gaming software transaction record to the gaming software distributor. The
message may be encrypted with the session key, K(M), generated in 906. In 924,the
distributor 53 may receive the message, decrypt it using the session key, K(M), and

generate an acknowledgement message.In 926, the software distributor 53 may send
the acknowledgement messageto the authorization agent 50. In 928,the authorization

agent 50 may receive the acknowledgementandstore the record for the gaming
software transaction. In 930, the gaming software agent may send a notification

message to the gaming software provider 51. The message may notify the gaming

software content provider 51 that a gaming software transaction has been authorized

that allows someofthe provider’s 51 to be transferred to another gaming device.
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FIGURE 11 is an interaction diagram between a gaming software distributor,

a gaming software provider and a software authorization agent depicting a gaming

software transaction. In 850, the distributor may generate a software download

request message. The download request message may include gaming software

transaction information generated in the gaming software transaction request

described with respect to FIG. 10. The download request message may also include a

session key, K(S), encrypted with the provider’s public encryption key. In 852, the

distributor 53 sends the request to the provider 51. In 854, the provider 51 receives

the message and decrypts the session key, K(S), with the provider’s private

encryption key. In 854, the provider generates an acknowledgement message

encrypted with the session key K(S). In 856, the provider 51 sends the message to the

distributor 53. In 857, the distributor receives the message and decrypts it with the

K(S) received from the software authorization agent 50 in the authorization message.

In 859, the software provider 51 may optionally generate a download request

message to validate the gaming software transaction requested by the distributor. The

download request message may include gaming software transaction information,

such as a transaction number, received from the distributor 53. In 858, the provider 51

may optionally send the download request message to the authorization agent 50. The

message may be encrypted with the agent’s public encryption key. In 860, the agent

50 may receive the download request message from the provider, decryptit and

compare the gaming software transaction information in the message with a gaming

software transaction information stored in a gaming software transaction record

corresponding to the request. When the requestis valid, the agent 50 may generate a

download reply message authorizing the provider 51 to transfer the gaming software.

When the request is invalid, the agent 50 may generate a download reply message

requesting the provider 51 not to send the gaming software to the distributor 53. In

864, the agent sends the download request message to the provider 51. In 862, the

agent may store a record of the download request and whether it was authorized or not
authorized.

In 866, the provider 51 may generate a download reply with a receipt. In one

embodiment, the download reply may require the authorization of the agent 50. In

another embodiment, the download reply may be sent without approval from the

agent 50. The download reply may include butis not limited to a game package with

the following information: 1) the requested game software, 2) the expiration date of

the game or a numberofplays until expiration which may be built into the gaming

software, 3) a destination machine number (in some embodiments, the gaming

software may be designed to operate only on a particular machine), 4) a destination

IGT1P034X1/P-277CIP 45

Zynga Ex. 1002, p. 52
Zyngav. IGT

IPR2022-00199



Zynga Ex. 1002, p. 53
                   Zynga v. IGT

                    IPR2022-00199

10

 
 

25

30

35

address (€.g., a casino name), 5) a time stampforthe transaction, 6) a digital signature

generated for the game(e.g., a CRC or a Hash of the game software), 7) the

transaction numberreceived from the distributor. The download reply may also

include a separate receipt including but not limited to the following information:a)

gametitle or identification number, b) original game transfer request data received in

the request from the distributor 53, c) destination machine’s identification number, d)

destination address and e) a transaction number.

The download reply may be compressed to reduce the information transferred.

The download reply may also include information regarding the compression

algorithm used so that the destination device may properly uncompress the download

reply. The download package and the download receipt may be encrypted with

combinations of a public encryption key used by the destination gaming device and

the session encryption key, K(S). In one embodiment, the download package and

reply may be routed through the software authorization agent 50 which may perform

checks on the gaming software before forwardingit to the destination gaming

machine. Thus, the download package and receipt may be encrypted with the public

encryption key used by the software authorization agent 50.

The download package and the download receipt may go to separate gaming

devices. In one embodiment, the download package may be forwarded by the

distributor 53 to a destination gaming device such as a gaming machine and the

receipt may be forwarded to another gaming device for accounting purposes. In

another embodiment, the receipt and download package may go to the same gaming

device such as a gameserver operated by the gaming software distributor 53. In 868,

the content provider 51 may send a receipt encrypted with the session key, K(S) to the

agent 50. Since only the provider 51 and the distributor have the session key, K(S),

the identity of the provider 51 may be authenticated. In 870, the agent 50 may receive

the receipt, decrypt it and store gaming software transaction information contained in

the receipt.

In 872, the provider sends the download reply with the gaming software and

receipt to the distributor 53. In 874, the distributor 53 receives the download message,

the message may be forwarded to a destination gaming device or may be stored on a

game server. The destination gaming device may decrypt the download message,

unpack the gaming software, which may include uncompressing the gaming software,

and generate a digital signature for the gaming software. The digital signature may be

generated using an algorithm such as a CRC or a Hash.In 876, the destination gaming

device may send an acknowledgement message to provider indicating it has received

the download message with the gaming software. ,
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In 878, the gaming software distributor 53 generates a receipt. The receipt

may include butis not limited to the following information: a) gametitle or

identification number, b) original game transfer request data received in the request

from the agent, c) destination machine’s identification number, d) destination address

and e) a transaction number. The receipt may be encrypted with the session

encryption key, K(M), exchanged between the agent 50 in the distributor as described

with respect to FIG. 10. Thus, when the agent 50 receives the receipt and decryptsit

with K(M), the identity of the distributor may be authenticated.

In 879, the distributor 53 sends the receipt to the agent 50, the agent decrypts

the receipt. In 880, the agent SO may compare gaming software transaction

information in the receipt received from the provider 51 in 868 with gaming software

transaction information from the receipt received from the distributor 53 in 879. For

example, to validate the gaming software transaction, the agent 50 may compare the

digital signature for the gaming software received from the provider 51 in the receipt

with the digital signature for the gaming software received from the distributor 53.

When the digital signatures match, the gaming software transaction is completed and

communications are terminated. As an additional check, the agent may compare the

digital signatures for the gaming software with a digital signature for an approved

copy of the gaming software stored in a database maintained by the agent 50. When

the transaction is complete, the agent SO may store a record of the transaction in a

database. As described with respect to FIG. 9, the database may be usedto track the

distribution of gaming software on various gaming devices that use the authorization

agent 50. Also, the records may be used for billing and auditing purposes.

In 880, when gaming software transaction information in the receipts does not

match, the agent 50 may send messages to the provider 51 and the distributor 53

revoking the transaction. The message to the provider 51 may be encrypted with the

session key, K(S) and the messageto the distributor 53 may be encrypted with the

session key, K(M). The messages may also be encrypted with public keys of public-

private key pairs used by the distributor 53 and the provider 51. In response to

receiving the revocation message, the content provider 51 and the distributor 53 may

repeat the transaction. For example, the digital signatures for the gaming software

may not match because of a transmission error. In another embodiment, the entire

gaming software transaction may be revoked andthe distributor 53 may haveto

initiate an entirely new transaction as was described with respect to FIG.9.

FIGURE 12is an interaction diagram between a gaming software distributor

53, a gaming machine 54 and a software authorization agent 50 depicting a gaming

software transaction. In this example, the distributor 53 may be a game server
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operated by a casino and the gaming machine 54 maybeoneof a plurality of gaming
machine in communication with the gaming server. The game server may have been

loaded with gaming software provided by various content providers using gaming

software transactions as described with respect to FIG. 11. In general, the operations

shown in FIG. 12 are similar to those described with respect to FIG. 11.

In 950, the gaming machine 54 may generate a gaming software request. The

gaming software request may be in response to different gaming events that occur on
the gaming machine. For example, a request may be initiated when a game player

using the gaming machine requests to play a game of chance currently not installed on

a gaming machine. As another example, the gaming machines mayinclude software

programsthat request gaming software at particular times ofthe day or the week. For

instance, particular bonus games may only be provided on the gaming machinesat
certain times of the day to increase player interest. In yet another example, a software

request may be generated when a game license (see FIGs.6 and7) installed on a

gaming machinehas expired.

In 952, the gaming machine 54 sends the software transfer request to the

distributor 53 which in this case is a gameserver. In 954, the distributor 53 receives

the gaming software request message and generates an acknowledgement message.

The message may or may not be decrypted. When the gaming machine and the game

server communicate via a private local area network, such as within a casino,

encryption procedures may not be necessary. However, the game server may

communicate with a gaming machinelocated at different gaming properties, such as

stores, via a virtual private network, as was described with respect to FIG.3. In this

case, encryption procedures suchas the use ofpublic-private key pairs and symmetric

encryption keys may be used. In 956,the distributor 53 sends the acknowledgement

message to the gaming machine 54. In 957, the gaming machine 54 receives the

acknowledgement message and may authenticate the sender of the message.

In another embodimentof the present invention, the gaming software

download request may be initiated by the gameserver. For example, the game server

may be usedto regularly redistribute gaming software on gaming machinedistributed

on a gamingfloor according to perceived customer desires and market trends. A
market trend may be a “hot” gamethat is desired by a lot of customers. Further, the

gaming server maybealso used to provide regularly software upgrades and error

fixes to gaming sofiware executed on various gaming machines. The software

upgrades and error fixes may be prompted by notices of upgrades and fixes received

from a content provider. When the distributor 53. initiates the gaming software

transaction, the gaming machine 54 may be simply sent the gaming software. An

IGT1P034X1/P-277CIP 48

Zynga Ex. 1002, p. 55

Zyngav. IGT
IPR2022-00199



Zynga Ex. 1002, p. 56
                   Zynga v. IGT

                    IPR2022-00199

10

 
25

30

35

authentication process may or may not proceed the gameserver sending the gaming

software to the gaming machine.

In 959, the distributor 53 may generate a download request message for the

requested gaming software. The request message may have beeninitiated by the

gaming machine 54 orthe distributor 53. In 958,the distributor sends the download

request to the agent 50. In 960, the agent 50 may generate a reply message that

authorizes or denies the transaction and store a record of the gaming software

transaction 962. In some embodiments, the distributor 53 may simply send a record of

the gaming software transaction to the agent but not ask for or expect an approval

message from the agent 50. The agent 50 maystore this record. In another

embodiment, the agent 50 may have previously approved a certain number of gaming

software transfers and may determineif additional downloadsare available.

In 964, the distributor receives the download reply from the agent 50. When

an authorization has been requested and it has been approved, the gaming distributor

53 may generate a download reply message containing the gaming software. In this

embodiment, a receipt may not be required since the gaming software downloaded to

the gaming distributor may have already been approved by the agent 50 in a previous

gaming software transaction. In 972, the download reply with the gaming software is

sent to the gaming machine 54. In 974, the gaming machine receives the download

reply and may decrypt and unpack the gaming software. The gaming machine may

also calculate one or more digital signatures for the gaming software which may be

used to validate that the software has been successfully transferred. In 976, the

gaming machine 54 may send an acknowledgement message to the gameserver of the

distributor 53 that it has received the requested gaming software. The gaming

machine 54 mayalso store a gaming software transaction record of the gaming

software download in a non-volatile memory device. The gaming software transaction

record may be used for used for auditing and security purposes.

Optionally, in 978, the gaming machine 54 may generate a receipt or some

other type of acknowledgement messagethat it has received the gaming software and

send it to the authorization agent 50. In 968, the game server ofthe distributor 53 may

also send a receipt or acknowledgement message to the agent 50. In 970 and 980, the

agent 50 may receive the acknowledgement messages from the gaming machine 50

and the distributor 53 and store a record of the gaming software transaction. The

agent may also use gaming software transaction information included with the

acknowledgement messages to determine if the gaming software transaction has been

correctly carried out.
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FIGURE 13is flow chart depicting a method in a software authorization agent

initializing a gaming software transaction. In 1000, the agent receives a gaming

software transaction session request message from a gaming software distributor or

another gaming entity desiring a transfer of gaming software. The transfer of gaming

software may be implemented electronically or manually. In a manual transmission,

the gaming software may be shippedto the distributor and loaded locally onto a

gaming device, such as a gaming machine. In 1002, the authorization may check to

determine if the requestor identified in the messageis in a local of database of gaming

entities that are authorized to request transfers of gaming software. When the

requestor is not in the database, in 1004, the agent may terminate the transaction and

generate a record of the attempted transaction and store the record. Records offailed

transactions may be analyzed for security purposes.

Whenthe requestor is in a local database, the agent may generate a symmetric

encryption key that may be used to encrypt messages sent between the agent and the

requestor and store the symmetric encryption key. Further, for authentication

purposes, the agent may encrypt the symmetric encryption key with a public

encryption key used by the requestor and send a message with the encrypted

symmetric encryption key to the requestor. In one embodiment, prior to the session

request, the requestor and the agent may have exchanged public encryption keys of

public-private encryption key pairs. In 1008, the agent receives a reply message from

the requestor. The message may contain a symmetric encryption key encrypted with

the agents public key. The agent decrypts the symmetric encryption key with the

agent’s private key.

In 1010, the agent compares the symmetric encryption key to the symmetric

encryption key sent to the requestor in 1006. When the encryption keys agree, the

identity of the requestor is assumed to be authenticated. In addition to a symmetric

encryption key, other types of information, such as passwords or random bits, may be

encrypted and exchanged between the requestor and agent. The other types of

exchanged information may be comparedaspart of the authentication process. When

the requestoris not authenticated, in 1004, the transaction is terminated and a record

of the failed transaction may be generated.

Whenthe identity of the requestor is authenticated, in 1012, the agent may

evaluate and validate one or more parts of a download request for gaming software

from the requestor. For instance, the agent may determine if a requested gaming

software title has been approved for downloadsortransfers. As another example, the

download request may include identification information for a gaming device that

will receive the requested gaming software. The agent may compareidentification
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information for the destination gaming device with identification information from a

database of gaming devices approved for receiving gaming software. In 1014, when

the information in the download request is not valid, the agent may generate an error

message andit to the requestor. The error message may indicate detected errors in the

request such as missing information or a request for a gaming software title unknown

to the agent.

In 1016, when information in the download request has been validated, the

agent may generate an authorization record for the gaming software transaction as

previously described with respect to FIG. 9. The agent may also generate an

acknowledgement message and sendit to the requestor. In 1018, the agent may check

to determine whether a reply has been received for the acknowledgement message. In

1014, when an acknowledgement reply message has not been received, the agent may

generate an error message and sendit to the requestor. In 1020, when the

acknowledgement reply message has been received, the agent may store a record of

the authorized transaction to a database. In one embodiment, the agent may also

notify a software content provider that has been authorized to transfer the gaming

software of the pending gaming software transaction that has been authorized.

FIGURE 14is flow chart depicting a method in a software authorization agent

of authorizing a gaming software transaction. In 1100, the agent receives a gaming

software transfer request form a gaming device. The transfer request may describe a

gaming software transaction previously generated and authorized by the agent. The

gaming device may be a game server, a gaming machine or any other gaming device

that is allowed to receive gaming software. Further, the gaming device may request a

transfer of the gaming software to another gaming device different from itself. For

instance, a game server may request a transfer of gaming software to a gaming

machine. In 1102, the agent may determine whether the transfer request is a valid

gaming software transaction. For example, the transfer request may contain a

transaction number and the agent may use this transaction numberto locate a gaming

software transaction record including gaming software transaction information

describing the transaction. The agent may compare the information from the gaming

software transaction record with gaming software transaction information contained

in the transfer request. The transaction record may also include status information

such as whetherthe transaction has been completed or is pending and an expiration

date for the transaction, which maybe checked by the agent.

In 1104, when the gaming software transaction is invalid the agent denies the

transfer request, may send an error message and may also store a record of the denied

transfer request. In 1106, when the gaming software transaction has been validated,
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the agent may changethe status of the transaction to pending andstore the status. In

1108, the agent may sendatransfer reply to the gaming device requesting the gaming

device to proceed with the transaction. In 1110, the agent may receive

acknowledgement messages from the gaming device that has sent the gaming

software(e.g., a content provider) and from the gaming device that has received the

gaming software(e.g., a gaming machine or a gameserver). The acknowledgement

messages may include information about the transferred gaming software. For

example, the acknowledgement message may include a digital game signature for the

gaming software generated by the both the sender and the receiver of the gaming
software.

In 1112, the agent may validate the transaction by comparing gaming software

transaction information received from both the receiver and the sender of the gaming

software. For instance, the agent may comparedigital signatures for the gaming

software generated by the sender and the receiver. In 1114, when the transaction is

invalid, the agent may changethe status of the transaction from pending and generate

an error message. The error message may be sent to the requestor of the gaming

software and the sender of the gaming software and identify any deficiencies detected

by the agent. In 1116, when the transactionis valid, the agent may changethe status
of the transaction to downloaded and store additional information in the transaction

record such as the time that the transaction was completed. In 1118, the agent may

optionally notify the requestor of the gaming software and the provider of the gaming

software that the transaction has been successfully completed. In some embodiments,

the agent may evenbill the requestor of the gaming software and arrange for an

electronic fund transfer or other payment method.

FIGURE 15 is a block diagram of an interface 1200 used to provide

information about gaming software transactions generated by a software authorization

agent. The interface menu 1210 may allow a user to view information in different

formats, perform queries of a gaming software transaction and perform other

operations on gaming software transaction data such as analyzing market trends. The

interface may be used from a remotesite to access gaming software transaction stored

in a database. The access to the gaming software transaction database may be limited

according to the identity of a particular user. For example, a gaming regulatory

agency maintaining the transaction database may be able to look at all of the gaming

software transactions stored in a database. A gaming software content provider may

be able to access transactions involving the transfer of their gaming software. A

gaming entity such as a casino operator may be able to access transactions involving

gaming devices operated by the casino.
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In 1202, 1204, 1206 and 1208, a few examples of plots that may be derived

form a gaming software transaction database are shown. The plots are shown for
illustrative purposes only and are not limited to the examples shown in the figure. In
1202, a total number of game downloads as a function of location are shown. This
type of plot may be generated for a gaming entity with gaming devicesat locations A,
B, C and D or even a content provider that provides gaming software to each of these
locations via gaming software transactions. In 1204, a number of game downloads as
a function of time are plotted for property A. The plot shows the variation in game
downloads from month to month. In 1206, a gaming software distribution for five

different types of games at property A are shown. Asdescribed with respect to FIG. 9,
if an initial distribution of gaming software on different gaming devices are known,

then the gaming software transaction records may be usedto track the distribution of

games on the gaming devices. In 1208, a gamedistribution for the five different types
of games is shown across multiple gaming properties.

Although the foregoing invention has been described in some detail for
purposes of clarity of understanding, it will be apparent that certain changes and
modifications may be practiced within the scope of the appended claims. For instance,
while the gaming machines ofthis invention have been depicted as having top box
mounted on top of the main gaming machine cabinet, the use of gaming devices in
accordance with this invention is not so limited. For example, gaming machine may

be provided without a top box.
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Whatis claimedis:

1. In a software authorization agent, a method of generating a gaming software

transaction record used to facilitate a transfer of gaming software between two

gaming devices, the method comprising:

recelving a gaming software transaction request from a first gaming device;

authenticating an identity of the first gaming device;

generating a gaming software transaction record comprising gaming software

transaction information that is used to approve or reject the transfer of gaming

software from a second gaming deviceto the first gaming device

wherein the gaming softwareis for at least one of a) a game of chance played

on a gaming machine, b) a bonus gameofchance played on a gaming machine,c) a

device driver for a for a device installed on a gaming machine,d) a playertracking

service on a gaming machine and e) an operating system installed on the gaming
machine.

2. The method of claim 1, wherein the game of chanceis a video slot game, a

mechanical slot game, a lottery game, a video poker game, a video black jack game, a

video lottery game, and a video pachinko game.

3. The method of claim 1, wherein the first gaming deviceis at least one of a

gaming machine, game server and combinationsthereof.

4. The method of claim 1, wherein the gaming software transaction request

comprises access information and gaming software identification information.

5. The method of claim 4, wherein the access information is one or more of

operator identification information for the first gaming device, machine identification

information for the first gaming device, operator identification information for the

second gaming device and machineidentification information for the second gaming
device.

6. The method of claim 4, wherein the gaming software identification

information is one or more of a gaming softwaretitle, a gaming software provider

identifier, a gaming software version number and a gaming software identification
number.

7. The method of claim 1, further comprising:
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comparing access information in the gaming software transaction request with
access information stored in a database.

8. The method of claim 7, when the compared access information does not match

the access information stored in the database,

denying the gaming software transaction request.

9. The method of claim 1, further comprising:

comparing gaming software identification information in the gaming software

transaction request with gaming software identification information stored in a
database.

10. The method of claim 9, when the gaming software identification information

does not match the access information stored in the database,

denying the gaming software transaction request.

11, The method of claim 1, further comprising:

generating an identification sequence;

encrypting the identification sequence with a public encryption key for the

first gaming device wherein information encrypted with the public encryption key is

decrypted with a private encryption key used by the first gaming device;

sending the encrypted identification sequenceto the first gaming device.

12. The method of claim 11, wherein the identification sequence is a symmetric

encryption key used to encrypt gaming software transferred betweenthe first gaming
device and the second gaming device.

13. The method of claim 11, further comprising:

receiving from the first gaming device a second identification sequence

encrypted with a public encryption key used by the software authorization agent,

decrypting the second identification sequence with a private encryption key

corresponding to the public encryption key used by the software authorization agent;

comparing the second identification sequenceto the identification sequence
sent to the first gaming device to authenticate the identity of the first gaming device.

14. The method of claim 13, wherein the second identification sequenceis a

symmetric encryption key used to transfer gaming software between thefirst gaming
device and the second gaming device.
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15. The method of claim 13, when the second identification sequence received

from the first gaming device does not match the identification sequence sent to the

first gaming device;

denying the gaming software transaction request.

16. The method of claim 1, wherein the gaming transaction information is one or

more of a transaction encryption key, a transaction number, a time stamp, a

transaction expiration time, a destination identifier, a machine identification number,

a gaming software identification number, a gaming software provider identifier, a

transaction number, a numberofallowable downloads and combinationsthereof.

17. The method of claim 1, further comprising:

storing the gaming transaction record information to a transaction database.

18. The method of claim 1, further comprising:

sending gaming software transaction information to the first gaming device.

19, The method of claim 18, wherein the gaming software transaction information

is one or more of a one or moreofa transaction encryption key, a public encryption

key used by the second gaming device, a transaction number, a time stamp, a

transaction expiration time, a destination identifier, a destination machine

identification number, a gaming software identification number, a gaming software

provideridentifier, a numberofallowable downloads, a transaction number and
combinations thereof.

20. The method of claim 1, further comprising:

sending a notification message to a gaming software provider identified in the

gaming software request of a pending gaming software downloadrequest.

21. The method of claim 1, wherein the software authorization agent

communicates with the first gaming device using an local area network, a wide area

network, a private network, a virtual private network, the Internet and combinations
thereof.

22. The method of claim 1, wherein the software authorization agent and thefirst

gaming device communicate with another using at least one of a satellite

communication connection, a RF communication connection and an infrared

communication connection.
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23. The methodofclaim 1, wherein the transfer of gaming software is performed

at least one of manually and electronically.

24. The methodofclaim 1, wherein the gaming software comprises one or more

gaming software components for the game of chance, the bonus gameofchance, the

device driver, the player tracking service and the operating system.

25. The method of claim 1, wherein the gaming software is used to upgrade a

gaming software component on the first gaming device.

26. The methodofclaim 1, wherein the gaming software is used to correct an

error in a gaming software component on the second gaming device.

27. The method of claim 1, further comprising:

requesting a list of gaming software installed on a gaming device.

28. In a software authorization agent, a method ofregulating a transfer of gaming

software between two gaming devices, the method comprising:

receiving a gaming software download request message with gaming software

transaction information from a first gaming device;

validating the gaming software download request using the gaming software

transaction information;

sending an authorization messageto the first gaming device authorizing the

first gaming device to transfer gaming software to a second gaming device;

wherein the gaming softwareis for at least one of a) a game of chance played

on a gaming machine, b) a bonus game of chance played on a gaming machine, c) a

device driver for a for a device installed on a gaming machine, d) a player tracking

service on a gaming machine and e) an operating system installed on a gaming
machine.

29, The method of claim 28, wherein the second gaming deviceis at least one of a

game server and a gaming machine.

30. The method of claim 28, wherein the game of chanceis a video slot game, a

mechanical slot game, a lottery game, a video poker game, a video black jack game, a

video lottery game, and a video pachinko game.

31. The method of claim 28, wherein the gaming transaction information is one or

more of a transaction encryption key, a transaction number, a time stamp, a
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transaction expiration time, a destination identifier, a machine identification number

for the first gaming device, a machine identification numberfor the second gaming

device, a gaming software identification number, operator information for thefirst

gaming device, operator information for the second gaming device, a transaction
number and combinationsthereof.

32. The method of claim 28, further comprising:

comparing the gaming transaction information in the gaming software

download request message with gaming transaction information stored in a

transaction database to validate the gaming software download request.

33. The method of claim 28, further comprising:

sending a messageto the first gaming device denying authorization for the

first gaming device to transfer gaming software to the second gaming device.

34. The method of claim 28, further comprising:

decrypting the download request message.

35. The method of claim 28, further comprising:

receiving a first download acknowledgement message from thefirst gaming
device and receiving a second download acknowledgement message from the second

gaming device.

36. The method of claim 35, further comprising:

comparing gaming software transaction information in the first download

acknowledgement message with gaming software transaction information in the

second download acknowledgement messageto validate that the gaming software has

been correctly transferred.

37. The method of claim 36, wherein the gaming software transaction information

in the first download acknowledgement message includesat least a first digital

signature determined for the gaming software and the gaming software transaction

information in the second download acknowledgement messageincludesat least a

second digital signature determined for the gaming software.

38. The method of claim 28, wherein the first gaming device a gameserver in

communication with one or more gaming machines and the second gaming device is a
gaming machine.
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39. The method of claim 28, wherein the first gaming device is a game server

maintained by a gaming software provider and the second gaming device is a game

server in communication with one or more gaming machines.

40. The method of claim 28, wherein the first gaming device is a game server

maintained by a gaming software provider and the second gaming device is a gaming
machine.

41. The method of claim 28, wherein the software authorization agent, the first

gaming device and the second gaming device communicate with one another a local

area network, a wide area network, a private network,a virtual private network, the
Internet and combinationsthereof.

42. The method of claim 28, wherein the software authorization agent, the first

gaming device and the second gaming device communicate with another using at least

one of a satellite communication connection, a RF communication connection and an

infrared communication connection.

43. The method of claim 28, further comprising:

receiving the gaming software from the first gaming device;

validating the gaming software; and

sending the gaming software to the second gaming device.

44. The methodofclaim 43, further comprising:

determining a digital signature for the gaming software; and

comparing the digital signature with an approved digital signature for the

gaming software stored in a database to validate the gaming software.

45. The method of claim 28, further comprising:

storing gaming software transaction information indicating that a status ofthe

download request.

46. The method of claim 28, wherein the status is at least one of authorized,

pending, completed and void.

47. The method of claim 28, wherein the transfer of gaming software is performed

at least one ofmanually and electronically.
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48. The method of claim 28, wherein the gaming software comprises one or more

gaming software components for the game of chance, the bonus gameofchance, the

device driver, the player tracking service and the operating system.

49, The methodofclaim 28, wherein the gaming software is used to upgrade a

gaming software component on the second gaming device.

50. The method of claim 28, wherein the gaming software is used to correct an

error in a gaming software component on the second gaming device.

51. The method of claim 28, further comprising:

requesting a list of gaming software installed on a gaming device.

52. In a software authorization agent, a method of providing gaming software

transaction information, the method comprising:

receiving a gaming software transaction information request from a gaming
device;

authenticating an identity of the gaming device;

querying a gaming software transaction database for a set of gaming software

transaction information requested by the gaming device, said gaming software

transaction database comprising a plurality of records of gaming software

transactions; and

sending the requested gaming software transaction information to the gaming
device;

wherein the gaming software is for at least one of a) a game of chance played

on a gaming machine, b) a bonus gameofchance played on a gaming machine,c) a

device driver for a for a device installed on a gaming machine,d) a player tracking
service on a gaming machine and e) an operating system installed on a gaming
machine.

53. The method of claim 52,

wherein each gaming software transaction record includes gaming software

transaction information that describes a transfer of gaming software fromafirst

gaming device to a second gaming device.

54. The method of claim 52,

wherein the gaming software transaction database includes a record of gaming
software installed on one or more gaming devices.
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55. The method of claim 52, wherein the gaming software transaction database

includes a record of gaming software usage on one or more gaming devices.

56. The method of claim 52, wherein the gaming transaction information is one or

moreofa transaction number, a time stamp, a transaction expiration time, a

destination identifier, a machine identification numberforthe first gaming device, a

machineidentification numberfor the second gaming device, a gaming software
identification number, operator information for the first gaming device, operator
information for the second gaming device, a transaction numberanda transaction

completion time.

57. The method of claim 52, further comprising:

generating a gaming transaction report that presents the set of gaming
software transaction requested by the gaming device.

58. The method of claim 52, further comprising:

generating a distribution of gaming software ona plurality of gaming
machinesat a specified time using the gaming software transaction information stored
in the gaming software transaction database.

59. The method of claim 52, further comprising:

generating a distribution of gaming software on a plurality of gaming
machinesfor a plurality of times using the gaming software transaction information

stored in the gaming software transaction database.

60. The method of claim 52, further comprising:
generating a billing report.

61. The method of claim 60, further comprising:

generating a fee for the billing report based upon a numberof timesa first

gaming software has been used on the gamingdevice.

62. The method of claim 61, wherein a usage fee charged each time the first
gaming software is used varies with time.

63. The method ofclaim 52, further comprising:

requestinga list of gaming softwareinstalled on the gaming device.

64. The methodofclaim 63, further comprising:
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storing the list of gaming softwareinstalled on the gaming deviceto the
gaming software transaction database.

65. In a first gaming device, a method of requesting a transfer of gaming software

from a second gaming device, said method comprising:

generating a gaming software transaction request;

sending the gaming software transaction request to a gaming software

authorization agent that approves or rejects the transfer of gaming software from the

second gaming device; and

receiving gaming transaction information from the gaming software
authorization agent that is used to transfer the gaming software from the second

gaming device

wherein the gaming software is for at least one of a) a game of chance played

on a gaming machine, b) a bonus game of chance played on a gaming machine, c) a

device driver for a for a device installed on a gaming machine d)a playertracking

service on a gaming machine and e) an operating system installed on a gaming
machine.

66. The method of claim 65, wherein the software authorization agent,thefirst

gaming device and the second gaming device communicate with one another a local

area network, a wide area network,a private network, a virtual private network, the
Internet and combinations thereof.

67. The method of claim 65, wherein the software authorization agent, the first

gaming device and the second gaming device communicate with another using at least

one of a satellite communication connection, a RF communication connection and an

infrared communication connection.

68. The method of claim 65, wherein the gaming software transaction request

comprises access information and gaming software identification information.

69. The method of claim 68, wherein the access information is one or more of

operator identification information for the first gaming device, machine identification

information for the first gaming device, operator identification information for the

second gaming device and machine identification information for the second gaming
device.

70. The method of claim 68, wherein the gaming software identification

information is one or more of a gaming softwaretitle, a gaming software provider
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identifier, a gaming software version number and a gaming softwareidentification
number.

71. The method of claim 65, wherein the gaming software transaction information

is one or more of a one or moreofa transaction encryption key, a public encryption
key used by the second gaming device, a transaction number,a time stamp, a
transaction expiration time, a destination identifier, a destination machine

identification number, a gaming software identification number, a gaming software
provider identifier, a number of allowable downloads, a transaction number and
combinations thereof.

72. The method of claim 65, wherein the game of chance is a video slot game, a

mechanical slot game, a lottery game, a video poker game, a video black jack game, a
video lottery game, and a video pachinko game.

73, The methodof claim 65, further comprising:

sending authentication information used to identify the first gaming device to
the gaming software authorization agent.

74. The method of claim 65, further comprising:

sending a message requesting the gaming software to the second gaming
device.

75. The methodofclaim 65, further comprising:

receiving the gaming software from the second gaming device.

76. The method of claim 75, further comprising:

determining a digital signature for the gaming software and

sending a message withat least the digital signature to the gaming software
authorization agent.

77. The method of claim 65, further comprising:

authenticating an identity of the second gaming device.

78. The method of claim 65, wherein the first gaming device is a gaming machine
and the second gaming device is a gameserver.
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79, The method of claim 65, wherein the first gaming device is a game server in

communication with a plurality of gaming machines and the second gaming device is

a game server maintained by a gaming software content provider.

80. The method of claim 65, wherein the transfer of gaming software is performed

at least one of manually and electronically.

81. The method of claim 65, wherein the gaming software comprises one or more

gaming software components.

82. The method of claim 65, wherein the gaming software is used to upgrade a

gaming software component on the gaming machine.

83. The method of claim 65, wherein the gaming software is used to correct an

error in a gaming software component on the gaming machine.

84. In a first gaming device, a methodoftransferring gaming software to a second

gaming device, said method comprising:

receiving a gaming software transaction request;

sending the gaming software transaction request to a gaming software

authorization agent that approvesor rejects the transfer of gaming software; and

transferring the gaming software to the second gaming device;

wherein the gaming software is for at least one of a) a game of chance played

on a gaming machine, b) a bonus game of chance played on a gaming machine, c) a

device driver for a for a device installed on a gaming machine, d) a player tracking

service on a gaming machine and e) an operating system installed on a gaming
machine.

85. The method of claim 84, further comprising:

receiving an approval of the gaming software transaction request from the

gaming software authorization agent.

86. The method of claim 84, further comprising:

priorto transferring the gaming software, receiving a denial of the gaming
software transaction request from the gaming software authorization agent; and

terminating the transfer of the gaming software.

87. The method of claim 84, wherein the software authorization agent, the first

gaming device and the second gaming device communicate with one another a local
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area network, a wide area network, a private network, a virtual private network, the
Internet and combinations thereof.

88. The method of claim 84, wherein the software authorization agent, thefirst

gaming device and the second gaming device communicate with another usingatleast
one of a satellite communication connection, a RF communication connection, an
infrared communication connection and combinations thereof.

89. The method of claim 84, wherein the gaming software transaction request
comprises access information and gaming software identification information.

90. The method of claim 89, wherein the access information is one or more of

operator identification information for the first gaming device, machineidentification

information for the first gaming device, operator identification information for the

second gaming device and machineidentification information for the second gaming
device.

91. The method of claim 89, wherein the gaming software identification

information is one or more of a gaming softwaretitle, a gaming software provider
identifier, a gaming software version number and a gaming software identification
number.

92. The method of claim 84, wherein the gaming software transaction information

is one or more ofa one or moreof a transaction encryption key, a public encryption
key used by the second gamingdevice, a transaction number,a time stamp, a
transaction expiration time, a destination identifier, a destination machine

identification number, a gaming software identification number, a gaming software
provider identifier, a numberofallowable downloads, a transaction number and
combinationsthereof.

93. The method of claim 84, wherein the game of chanceis a video slot game, a

mechanical slot game, a lottery game, a video poker game, a video black jack game, a
video lottery game, and a video pachinko game.

94. The method of claim 84, further comprising:

determining a digital signature for the gaming software and

sending a message with at least the digital signature to the gaming software
authorization agent.
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95. The method of claim 84, wherein the first gaming device is a gaming server

and the second gaming device is a gaming machine.

96. The method of claim 84, wherein thefirst gaming device is a gaming machine

and the second gaming device is a gaming machine.

97. The methodofclaim 84, wherein thefirst gaming device is a game server

maintained by a gaming software content provider and the second gaming device is a
game server maintained by a gaming entity.

98. The method of claim 84, wherein the first gaming device is a gameserver

maintained by a gaming software content provider and the second gaming deviceis a
gaming machine maintained by a gamingentity.

99. The methodofclaim 84, wherein the transfer of gaming software is performed
at least one of manually and electronically.

100. The method of claim 84, wherein the gaming software comprises one or more
gaming software components.

101. The method of claim 84, wherein the gaming software is used to upgrade a
gaming software component on the gaming machine.

102. The method of claim 84, wherein the gaming softwareis used to correct an

errorin a gaming software component on the gaming machine.

103. A software authorization agent for facilitating the transfer of gaming software

between a plurality of gaming devices, the software authorization agent comprising:
a network interface allowing the authorization agent to communicate with

each ofthe plurality of gaming devices; and

a processor configured or designedto (i) receive gaming software transfer

requests via the network interface from a first gaming device forthe transfer of

gaming software from a second gaming device to a third gaming device(ii) approve
or reject the gaming software transaction request

wherein the gaming software is for at least one of a) a game of chance played
on a gaming machine, b) a bonus gameofchance played on a gaming machine, c) a
device driver for a for a device installed on a gaming d) a player tracking service on a
gaming machine and e) an operating system installed on a gaming machine.
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104. The software authorization agent of claim 103, further comprising:

a transaction database containing gaming software transaction information.

105. The software authorization agent of claim 104, wherein the gaming software

transaction information is one or more of a transaction number, a time stamp, a

transaction expiration time, a destination identifier, a machine identification number

for the first gaming device, a machine identification numberfor the second gaming

device, a gaming software identification number, operator information for the first

gaming device, operator information for the second gaming device, a transaction

number and a transaction completion time.

106. The software authorization agent of claim 105, further comprising a memory

containing software allowing the processor to analyze the gaming software

transaction information stored in the transaction database and generate gaming

software distribution reports based upon the gaming software transaction information.

107. The software authorization agent of claim 105, further comprising:

a memory containing software allowing the processor to analyze the gaming

software transaction information stored in the transaction database and generate

gaming software billing reports based upon the gaming software transaction
information.

108. The software authorization agent of claim 103, further comprising:

a database storing public encryption keys for one or more ofthe plurality of

gaming devices.

109. The software authorization agent of claim 103, further comprising:

a database storing identification information for one or moreofthe plurality of

gaming devices.

110. The software authorization agent of claim 103, further comprising:

a database storing identification information for the gaming software that is

transferred from the second gaming deviceto the third gaming device.

111. The software authorization agent of claim 110, wherein the identification

information for the gaming software is a digital signature,a title, a manufacturer, an
identification number and combinations thereof.
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112. The software authorization agent of claim 103, wherein the first gaming

device is a hand-held computing device, the second gaming deviceis a portable

memory device storing the gaming software and the third gaming device is a gaming
machine.

113. The software authorization agent of claim 103, wherein the first gaming

device is a first gaming machine, the second gaming deviceis a second gaming
machine and the third gaming device is the first gaming machine.

114. The software authorization agent of claim 103, wherein the first gaming
deviceis a first game server, the second gaming device is a second gameserver and

the third gaming device is a first gaming machine.

115. The software authorization agent of claim 103, wherein the first gaming
device is a first gameserver, the second gaming device is a second gameserver and
the third gaming device is the first game server.

116. The software authorization agent of claim 103, wherein the game of chanceis

a video slot game, a mechanical slot game, a lottery game, a video poker game, a
video black jack game, a video lottery game, and a video pachinko game.

117. The software authorization agent of claim 103, wherein the software

authorization agent, the first gaming device, the second gaming device and the third

gaming device communicate with one another a local area network, a wide area

network, a private network,a virtual private network, the Internet and combinations
thereof.

118. The software authorization agent of claim 103, wherein the software

authorization agent, the first gaming device, the second gaming device andthe third

gaming device communicate with another using at least one of a satellite

communication connection, a RF communication connection and an infrared

communication connection.

119. The software authorization agent of claim 103, wherein the transfer of gaming
software is performedat least one of manually and electronically.

120. The software authorization agent of claim 103, wherein the gaming software
comprises one or more gaming software components.
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121. The software authorization agent of claim 103, wherein the gaming software is

used to upgrade a gaming software component on one of the gaming devices.

122. The software authorization agent of claim 103, wherein the gaming softwareis

used to correct an error in a gaming software component on one of the gaming
devices.

123.<Afirst gaming device comprising:

a networkinterface allowing communications between thefirst gaming
device, a software authorization agent and one or more other gaming devices; and

a processor configured or designed to (i) send a request for the transfer of

gaming software from a second gaming device to a third gaming device via the

network interface to the software authorization agent (ii) receive from the software

authorization agent a reply approving or rejecting the request for the transfer of the

gaming software

wherein the gaming software is for at least one of a) a gameofchance played
on a gaming machine, b) a bonus game of chance played on a gaming machine, c) a

device driver for a for a device installed on a gaming machine, d) a player tracking
service on a gaming machine ande) an operating system installed on a gaming
machine.

124. The first gaming device of claim 123, further comprising:

a memory device that stores gaming software.

125. The first gaming device of claim 123, further comprising:

a master gaming controller that controls a game of chance played onthefirst

gaming device.

126. The first gaming device of claim 123, further comprising:

amemory device that stores public encryption keys for one or moreofthe

plurality of gaming devices and the software authorization agent.

127, The first gaming device of claim 123, wherein the networkinterface is

connected to at least one of a local area network, a wide area network, a private
network, a virtual private network, the Internet and combinationsthereof.

128. The first gaming device of claim 123, wherein the network interface provides
at least one of a satellite communication connection, a RF communication connection

and an infrared communication connection.
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129. The first gaming device of claim 123, wherein the first gaming device is a

portable gaming device.

130. The first gaming device of claim 123, wherein the first gaming deviceis a first

gaming machine, the second gaming device is a second gaming machine and the third

gaming device is the first gaming machine.

131. The first gaming device of claim 123, wherein the first gaming deviceis a first

gameserver, the second gaming device is a second gameserver and the third gaming

deviceis a first gaming machine.

132. The first gaming device of claim 123, wherein the first gaming deviceis a first

gameserver, the second gaming device is a second gameserver and the third gaming

device is the first game server.

133. Thefirst gaming device of claim 123, wherein the game of chance is a video

slot game, a mechanical slot game, a lottery game, a video poker game, a video black

jack game, a video lottery game, and a video pachinko game.

134. The first gaming device of claim 123, wherein the gaming software comprises

one or more gaming software components.

135. The first gaming device of claim 123, wherein the gaming software is used to

upgrade a gaming software component on one of the gaming devices.

136. Thefirst gaming device of claim 123, wherein the gaming software is used to

correct an error in a gaming software component on one of the gaming devices.
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SECURED VIRTUAL NETWORK IN A GAMING ENVIRONMENT

ABSTRACT OF THE DISCLOSURE

5 A disclosed gaming machine may securely communicate with devices over a

public network suchas the Internet. The gaming machineutilizes a combination of

symmetric and asymmetric encryption that allows a single gaming machine to

securely communicate with a remote server using a public network. The secure

communication methods maybe usedto transfer gaming software and gaming
10 information between two gaming devices, such as between a gameserver and a

gaming machine.Forregulatory and tracking purposes,the transfer of gaming
software between the two gaming devices may be authorized and monitored by a
software authorization agent.
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DECLARATION AND POWER OF ATTORNEY

FOR ORIGINAL U.S. PATENT APPLICATION

Attomey’s Docket No. IGT1P034X1/P-277CIP

Asa below-namedinventor, I hereby declare that:

Myresidence, post office address and citizenship are as stated below next to my name.

I believe that I am theoriginal, first and sole inventor (if only one nameis listed below)oran original, first and joint inventor (ifplural
names are listed below) of the subject matter which is claimed and for which a patent is sought on the invention entitled: SECURED
VIRTUAL NETWORK IN A GAMING ENVIRONMENTthespecification of which,

(check one) 1. is attached hereto.

2. C] was filed on as 
US. Application No.
and was amended on

 
 

3. | was filed on as
International PCT Application No.
and was amended on  

Phereby state that I have reviewed and understand the contents of the above-identified specification, including the claims, as amended
¥y any amendmentreferred to above. 
 ftacknowledge the duty to disclose information which is material to the patentability of this application in accordance with Title 37,
GER § 1.56.

Prior Foreign Application(s)

 
 
 
 

L-hereby claim foreign priority benefits under Title 35, United States code, § 119(a)-(d) or § 365(b) of any foreign application(s) for
tent or inventor’s certificate, or § 365(a) of any PCT International application which designated at least one country other than the
ited States, listed below and have identified below, by checking the box, any foreign application for patent or inventor’s certificate,

‘PCTInternational application having a filing date before that of the application on which priority is claimed:
Priority Benefits Claimed?
Yes__ No

(Application No.) (Country) (Filing Date)

Yes__—'No
(Application No.) (Country) (Filing Date)

Provisional Application(s)

I hereby claim the benefit under 35 U.S.C. §119(e) of any United States provisional application(s) listed below:

(Application No.) (Filing Date)

(Application No.) (Filing Date)
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Prior U.S. Application(s)

T hereby claim the benefit under Title 35, United States Code, § 120 of any United States application(s), or § 365(c) of any PCT
International application designating the United States, listed below and, insofar as the subject matter of each of the claims of this
application is not disclosed in the prior United States or PCT International application in the manner provided by the first paragraph of
Title 35, United States Code, § 112, I acknowledge the duty to disclose information which is material to patentability as defined in
Title 37, Code of Federal Regulations, § 1.56 which became available between thefiling date of the prior application and the national
or PCT international filing date of this application:

  

 

09/732,650 December 7, 2000 Pending
(Application No.) (Filing Date) (Status - patented, pending, abandoned)

(Application No.) (Filing Date) (Status - patented, pending, abandoned)

Powerof Attorney

And I hereby appoint the lawfirm of Beyer Weaver & Thomas, LLP andall practitioners who are associated with the Customer
Number 022434 as my principal attorneys to prosecute this application andto transactall business in the Patent and Trademark Office
connected therewith.

lirect Correspondence To: Customer Number: 022434
“AOA

22434
PATENT TRADEMARK OFFICE

 
direct Telephone Calls To: David P. Olynick at telephone number (510) 843-6200 

 
 

 

erebydeclare that all statements made herein of my own knowledge are true and that all statements made on information andbelief
believed to be true; and further that these statements were made with the knowledge that willful false statements and the like so

de are punishable by fine or imprisonment, or both, under section 1001 of Title 18 of the United States Code, and that such willful
fafse statements may jeopardize the validity of the application or any patent issuing thereon.
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Sole or First Inventor: Binh T. Nguyen Citizenship: US.

Inventor’s signature: An, AA Dateof Signature: uf { 2} 0 2
Residence: (City) Reno (State/Country) Nevada/U.S.

 

Post Office Address: 1445 Taos Court, Reno, Nevada 89511 

 Second Inventor: Michael M, Oberberger Citizenship:

Inventor’s signature: ( 2 2D | Date of Signature:-Pefona / O2.
Residence: (City) Reno (State/Country) Nevada/U.S.

Post Office Address: 4591 Lynnfield Court, Reno, Nevada 89509
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IMPROVEDREMOTEGAMINGSYSTEM

This Application is a continuation-in-part of

copending Application Serial No, 08/212,348, filed on
March 11, 1994. .

BACKGROUND

1.EieldoftheInvention

The present invention relates generally to a

remote gaming system, and more particularly, to

remote gaming system by which a player can wager on a

plurality of games of chance and/or

“3

future public

events of which the outcome is uncertain, offered by a

casino, government lottery organization,

wagering establishment.

2.DescriptionofthePriorArt

or other

In the past, a player wishing to wager on a

game of chance such as those offered in a casino or on
a public event of which the outcome is uncertain such
as sporting events, had a limited number of options.
In order to wager on casino games such as roulette,

blackjack, poker and the like,

physically travel to a

the player had to

gaming establishment

specifically engaged in such activities or to a
location where stand-alone gambling devices such as

video poker terminals or slot machines were -

available. Although public events such as horse races

may be wagered on by telephone contact with
authorized “off-track betting"

an

gaming establishment or

its agent, such methods utilizing telephone contact
have not been amenable to typical casino games.

As a result of advances in computer technology

and telecommunications, remote gaming systems have

been devised in which a player can participate in a
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plurality of games of chance being offered by a

gambling establishment without having to be physically
located on the premises. An example is found in U.S.

Patent Nos. 4,339,798 and 4,467,424, both to Hedges et

al. The Hedges Patents disclose a remote gaming

system wherein a player proceeds to gamble against the

casino at a remote player station which includes a

live game display to permit the player to engage in
actual games of chance as they are being played in
real-time at a croupier station comprised of one or

more gaming tables in the casino. The player station

includes a changeable keyboard communicating with a

microprocessor for displaying a selected one of a

. plurality of wagering possibilities corresponding to a
selected one of the plurality of games being played

and for displaying the results of the game being

played. The player becomes part of the game as if he

or she were actually present at the gaming table in

the casino. To provide a secure communications link,

the remote gaming station communicates with the

croupier station and a credit control station through

an encryption/decryption device to prevent tampering

by unauthorized sources.

While such a system provides a means by which

a player can gamble from a remote location, its

primary disadvantage resides in the fact that the

player can gamble only by participating in games being

actually conducted in the gaming establishment

monitored over real-time closed circuit video.

Moreover,

and

such a system has limited practicality since

the player can only gamble on a specialized gaming

station which must be electronically linked to the

casino. It would therefore be highly desirable to

provide a remote gaming system by which a player could

engage in gambling on a gaming computer at a remote

location at the player's convenience where the casino
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provides for the purchase and redemption of casino
credit, notwithstanding the absence of any direct
electronic . communication link between the

computer and the casino.

gaming

Accordingly, it is an object of the present

invention to provide a remote gaming system by which

the player can wager on any one of a plurality of
games of chance typically offered by a
establishment (e.g., a casino) at the player's
convenience.

wagering

It is another object of the present invention

to provide a remote gaming system by which the player
can wager against the wagering establishment on any
one of a plurality of wagering opportunities such as
games of chance generated by computer software on any

personal computer.

It is a further object of the invention to

provide a remote gaming system by which a player can
wager against the wagering establishment on a
conventional multi-media apparatus (e.g., a Nintendo

apparatus coupled to 4a television set) through
compatible plug-in data storage media.

It is yet another object of the invention to

provide a remote gaming system by which a playercan
purchase and redeem wagering credit
locations without the need=for

communications link to be

from remote

an electronic

established between the

player's gaming computer and the wagering

establishment.

It is still another object of the invention to

provide a remote gaming system by which a player can
wager on any one of a plurality of games of chance
generated on a dedicated gambling computer, including
a hand-held portable device, which can be provided to

the player, yet need not -be electronically linked to
the wagering establishment for purposes of gambling,
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and/or purchasing and redeeming wagering credit.

It is yet another object of the invention to

provide # remote gaming system wherein encryption and

decryption of codes transferred between a remote

gaming computer and the wagering establishment, either
on-line (including wireless electronic communication

hardware) or off-line (orally with an agent=or

electronic communications over the telephone, but

where no connection is necessary between the gaming

computer and the wagering establishment), prevents

unauthorized users from gaining access to

fraudulently obtaining or redeeming wagering credit.

or

It is still another object of the invention to

provide a remote gaming system by which a player

receives a tamper-proof read/write device from the

wagering establishment containing data storage media

for dedicated gaming software which can be linked to

any personal computer, yet prevents

manipulation of the software.

unauthorized

It is still another object of the invention to

provide a remote gaming system in which the gaming

and/or banking software is embodied in a computer disk

where the unique magnetic signature of that disk is

readable by the disk drive in the gaming computer for

encryption to make detectable unauthorized duplication
of the disk.

It is still another object of the invention to

provide a remote gaming system by which a player can
wager on future public events of which the outcome is

uncertain such as a lottery, either through an

on-line connection between a gaming computer and the

gambling establishment, or off-line where the player's

wager is time-stamped to generate an encrypted

registration code, representing the player's choice of

wagering elements (i.e., numbers) for a given lottery

event {occurring at some time in the future), which
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code is known only to the lottery authority.

It is yet another object of the invention to

provide a remote gaming system by which a player can

obtain and redeem wagering credit from the wagering

establishment embodied in tamper-proof physical data

memory media which interface with a remote

computer.

gaming

It is still another object of the invention to

provide a remote gaming system by which a completely

self-contained dedicated gambling personal digital

assistant may be obtained with a preprogrammed

predetermined amount of non-renewable credit.

and

It is a further object of the invention to

provide a remote gaming system by which a player can

engage in a game of skill (e.g., a crossword puzzle)

made available on a dedicated gambling personal

digital assistant having a preprogrammed and

predetermined amount of non-renewable credit.

It is still another object of the invention to

provide a remote gaming system in which

application enables a player who purchases

a premium

a product

such as a computer, or software on data storage media,

to win something as determined by the output of

gaming program embedded within such product.

a

It is yet another object of the invention to

provide a remote gaming system by which a player

wagering at a remote location is subject to
predetermined limitations on winnings by a wagering

establishment.
SUMMARYOFTHEINVENTION

In accordance with the above objects and other

objects which will become apparent hereinafter, the

present invention provides a remote gaming system

which enables a player to gamble against a wagering

establishment using a gaming computer at a remote

location. The gaming computer may or may not be
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electronically linked (i.e., “*on-line") te a wagering

establishment computer while gambling takes

The gaming computer can be any personal

place.

computer,

hand-held computer device (e.g., a personal digital

assistant), or multi-media apparatus which functions

as the gaming computer (e.g., a nintendo or like

apparatus) and may or may not be a dedicated gambling

computer provided by the wagering establishment. If

provided by the wagering establishment, the gaming

computer is pre-loaded with gaming software. If the

gaming computer is a conventional personal computer,

the gaming software is either pre-installed on a

secure data storage media device (e.g., a hard disk,

CD-ROM, etc.) or module provided by the wagering

establishment or installed directly on the computer by

the player.

The gaming software includes a game program

and a banking program. The game program generates a

plurality of games of chance typically offered by the

wagering establishment (e.g., blackjack, roulette,
craps, poker, slots, etc.), or makes available
wagering on future public events of which the outcome

is uncertain (e.g., a lottery). The banking program

provides for the purchase or loading of credit, from

the wagering establishment to enable gambling and

increments or decrements the player's account balance

to enable the player to cash-out any gambling

winnings. The gaming software may also include an

audit program which records the outcome of each wager

and transactions between the player and the wagering

establishment as entered into and output from the

gaming computer to purchase and redeem credit.

The wagering establishment computer includes 4

banking program which enables the player to purchase

and redeem wagering credit at the remote location,

even if no on-line communications are established with
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the gaming computer and an audit program for recording

such transactions. This may be accomplished througha

plurality of encrypted code exchanges which take place

between the player and the casino, either by oral

communications between the player and an agent of the

casino, or by communications between the player and an
automated answering service at the casino (i.e., using

a touch-tone phone), or by providing credit “buiit—in"

or pre-installed on a tamper-proof module for

installation on a conventional personal computer, or

pre-installed on a dedicated gaming computer provided

by the wagering establishment. In the off-line

embodiment, the automated "agent" is associated with

the wagering establishment computer but there is no

direct electronic connection between the gaming

computer and the wagering establishment

Encryption provides a means by

computer.

which such exchanges

are made secure to prevent a third party from gaining

unauthorized access or fraudulently obtaining or

redeeming such credit.

If the gaming computer is networked to the

wagering establishment computer, the connection may or

may not serve to regulate or control the

software simulation of casino games on the gaming

computer. For example,

gaming

the connection may serve to

have the wagering establishment computer keep a record

of all or selected activities taking place at the
gaming computer for purposes of additional

verification or security. Alternatively, the

connection may be of a controlled nature to vary the

odds of a given wager based upon any of a variety of

factors such as gambling duration or a progressively

increasing jackpot (e.g., in a slot

simulation).

machine

In such an on-line embodiment, security

and player verification can be obtained by utilizing a

stand-alone encryption device such as commonly
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employed in wireless money transfers. This device

generates an encrypted verification code based upon

the user's personal identification code and a second

code provided to the user by the casino or stored in

the stand-alone encryption device to prevent=an

unauthorized user from obtaining on-line access upon

having stolen a user's personal identification code.

At all times, each wager by the player

generates an encrypted electronic audit-trail on the

gaming computer and/or on any networked computers by
recording the amount of each wager, the outcome of

each gambling event and any resulting gambling

earnings or losses. The financial resolution of each

wager is cumulatively tracked by the software on the

gaming computer and perhaps also on any networked

computers and the player is able to constantly monitor

his casino credit balance. |

A player gambles in substantially the same way
he or she does in a casino. The player chooses which

games to play as presented by the gaming software, the

amount of each wager and the length of time each game

is played. The player may remain active over several

different gaming sessions which may take place at

several different times and/or places. The player may

at any time place wagers which are for practice only

which do not affect the player's wagering credit

balance. As an option, the player's wagering credit

balance may be transferred and stored on data storage

media which can be installed on other computers where

software has been or can be installed to recognize the

player's wagering credits and credit balance. The

player may then continue to wager on any of such other

computers. At any time the player wishes to cash-out

his or her wagering credits or winnings, they can be

redeemed from the wagering establishment by contacting

the wagering establishment either by telephone in an
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off-line embodiment, or by direct electronic

communication in an on-line embodiment. In one

embodiment described above, a series of encrypted

codes are then exchanged with the wagering

establishment, either by telephone or transmitted

electronically. In the off-line embodiment, these

codes are generated by the gaming computer software

and the casino computer software to verify the

player's identity prior to cashing-out gambling

winners. In the on-line embodiment, a stand-alone

encryption device generates an encrypted log-on or

confirmation code for verification. Alternatively,

where the gaming computer itself (e.g., a personal

digital assistant) is provided to the player by the

wagering establishment, it or a tamper-proof plug-in

module may be physically returned to the wagering

establishment for credit redemption. Such credits can

be redeemed from the wagering establishment in any of

a variety of forms of payment including but not

limited te cash, bank-wire transfers, credits or some

other form of payment mutually agreed to by the player

and the wagering establishment.

BRIEFDESCRIPTIONOFTHEDRAWINGS

FIG. 1A is a schematic view of the remote

gaming system in a first off-line embodiment;

FIG. 1B is a schematic view of the remote
gaming system in a second off-line embodiment;

FIG. 1C is a schematic view of the remote

gaming system in a third off-line embodiment;

FIG. 2 is a schematic view of the remote

gaming system in an on-line embodiment;
FIG. 3 is a schematic view of a gaming

computer connected to a tamper-proof read/write data

storage media device provided by the casino;

FIG. 4 is a flowchart of the start-up and

registration sequence in the off-line embodiment;
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FIG. 5 is a flowchart of the handshake

recognition sequence in the off-line embodiment;
FIG. 6 is a flowchart of the purchase credit

sequence in the off-line embodiment;
FIG. 7A is a flowchart of the wagering

sequence for games of chance generated by the game
program in the off-line embodiment;

FIG. 7B-1-2 is a flowchart of the wagering

sequence for an off-line non-registered lottery system
embodiment;

FIG, 7C-1-5 is a flowchart of the wagering

sequence in an off-line registered lottery
embodiment;

system

FIG. 8 is a flowchart of the credit cash-out

sequence in the off-line embodiment;
FIG. 9 is a flowchart of the registration and

start-up sequence in the on-line embodiment;
FIG. 10 is the purchase credit sequence in the

on-line embodiment; ,
FIG. 11 is a flowchart of the wagering

sequence in the on-line embodiment ;
FIG. 12 is a flowchart of the credit cash-out

sequence in the on-line embodiment;
FIG. 13 is a schematic of a memory chip made

secure by an external tamper-proof structure;
FIG. 14 is a schematic of a first means for

verifying the integrity of the gaming software;
FIG. 15A is a schematic of a second means for

verifying the integrity of the gaming software; |
FIG. 15B is a schematic of a third means for

verifying the integrity o£ the gaming software;
FIG. 15C is a schematic of a fourth means for

verifying the integrity of the gaming software; and
"FIG. 15D is a schematic of a fifth means for

verifying the integrity of the gaming software.
DETAILEDDESCRIPTIONOFTHEPREFERREDEMBODIMENT
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With reference to the several views of the

drawings, there is depicted a remote gaming system

generally characterized by the reference numeral 10 in

which a player 12 with access to a computer 14 ("the

gaming computer") wagers on a plurality of games of
chance or on future public events where the outcome of

such events is uncertain, offered by a casino,

government lottery organization or other wagering
. establishment 16. For convenience, these will be

generally referred to herein as “the wagering

establishment".

Referring now to FIG. 1A, player 12 has access

to gaming computer 14 having a video display 18 and a

keyboard 20. Gaming computer 14 can be a personal

home computer, lap-top, or hand-held personal digital

assistant device which may or may not be a dedicated

gaming apparatus provided by wagering establishment 16
Or a multi-media apparatus (e.g., a nintendo or

similar device for use with a television or the

like). Gaming computer 14 can be located either

off-site at a remote location, at wagering

establishment 16 or some other establishment (e.g., a

lottery ticket vendor). A gaming computer 14 located

at the wagering establishment 16 can still he

classified as "remote" for the purpose of the

It is anticipated that

a casino could provide players,

Gisclosure and claims herein.

in for example, the

hotel where the casino is located, with a dedicated

gaming computer 14 which could be used to gamble

within and outside of the physical boundaries of the

casino. A primary advantage of providing player 12

with a wagering establishment-furnished gaming

computer 14 is greater security, specifically with

regard to making unauthorized access to the data

storage media such as a computer disk drive or module

more difficult. Moreover, in a dedicated gaming
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computer, the keyboard 20 can be customized with

specialized function keys identifying commands (e.g.,

keys dedicated to blackjack might have indicia stating
“hit me", "stand", “purchase insurance", etc.) which

the player selects to proceed to gamble on the various
games of chance being offered by the wagering
establishment 16. Gaming computer 14 operates special

gaming software 22 comprised of a game program 24,

banking program 26 and optionally, an audit program

27. Gaming software 22 can be pre-installed on a

dedicated gaming computer 14 provided by the wagering

establishment 16, pre-installed in a

a

tamper-proof

read/write data storage media device 28 provided by

wagering establishment 16 which interfaces with a

personal computer functioning as the gaming

computer 14 as shown in FIG. 3, or installed directly

on the personal computer by the player. Furthermore,

the gaming software 22 may be made available on a

tamper-proof plug-in data storage media module for use

with a conventional multi-media apparatus which

functions as the gaming computer 14, to be described
in more detail hereinbelow.

It is critical that the wagering establishment

16 be able to determine if the software itself or data

thereon was copied, tampered with or in any way

altered, otherwise a player could make a plurality of

copies and keep playing with identical disks until
such time that one of the copied disks was a winner,

or the player could alter the software itself in an

attempt to control the outcome, the

losses, or a combination thereof, i.e.,

winnings or

a dishonest

player 12 modifies the software code of the gaming

software 22 in such a way as to make the software

generate a winning outcome more frequently than chance

would dictate (e.g., in a roulette simultation,

causing the roulette wheel to land on a more favorable
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number more frequently). This could be achieved by

replacing the software in its entirety or by modifying

certain code lines of the program, either physically

or by some other externally applied influence such as

high-intensity electromagnetic radiation (e.g., an RF

field). Of course, the most secure system is

on-line arrangement where the gaming

an

software 22

resides in a gaming computer 30 on the premises of the

wagering establishment (FIG. 2). The most difficult

security issues with regard to tampering arise in

embodiments where the wagering establishment provides

the player 12 with software for use on a remotely

disposed gaming computer 14 or with a dedicated gaming

computer 14 itself (e.g., a PDA). In this connection,

a variety of means for ensuring security may he

provided.

In one application, software directing the

gaming computer through the disk drive to

unique magnetic signature of the specific disk on

which gaming software 22 is made available for

installation, and encrypt the same for decryption by

the wagering establishment can reveal

duplication of data on that disk.

unauthorized

plug-in device can interface with the disk drive to

read a portion of the disk to acquire the unique

magnetic signature of the disk. This encrypted data

can be registered with or required by the wagering

establishment 16, prior to cashing out.

In another embodiment as shown schematically

in FIG. 13, the gaming software 22 resides on a chip

23 disposed within the gaming computer 14 (i.e., where

a dedicated device is provided by the wagering

establishment 16). The chip 23 could be situated

within a physical casing 84 which is isolated and

unaccessible from any external data port connection.

In an exemplary embodiment, the chip 23 can be housed

read the

Alternatively, a.
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within special seals, insulation, wrapping, or the

like 86 to reveal any authorized attempts to remove or

tamper with the chip 23. Thus, the wagering

establishment 16 can readily ascertain if the player

tampered with the gaming software and, if

tampering is discovered,

such

it could deny such player any

claimed winnings and/or future credit.

In yet another embodiment shown schematically

in FIG. 14, unique mathematical attributes are derived

from certain characteristics of the software code in a

self-test process. To perform such a test, the

characteristics of the code are kept secret and known

only to the wagering establishment 16 (e.9., a

check-digit type algorithm based upon the sum of the

bits located in, for example, lines 476 through 655 of

the code). Alternatively, the self-test can verify

special codes which are embedded within the code

instructions in some predetermined random manner known

only to the wagering establishment 16. ‘
In a variation of the above as shown

schematically in FIG. 15A, external keys known only to

the wagering establishment 16 can be applied to

intermittently or continuously verify whether’ the

software code has been’or is being tampered with by

causing altered software to malfunction and shut down

the gaming application in the computer 14. This can

be implemented in several ways, including, but not
limited to: (1) broadcasting a continuous encoded or

encrypted external signal (e.g., RF) from the wagering
establishment 16, received by receiving means 88 in

the gaming computer where such signals

subsequently decoded or decrypted by the gaming

computer 14 and input to the gaming software 22 (FIG.

15B); (2) having the player 12 physically enter a code

on an intermittent basis (FIG. 15C); or (3) utilizing

an internally generated clock signal provided by a

are
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tamper-proof clock 89 (FIG. 15D). In this connection,

the chip 23 or even the gaming computer 14 (if

provided by the wagering establishment 16) may be

shielded from electromagnetic interference to prevent

unauthorized attempts to infliuence the gaming software

with electromagnetic radiation. The use of external

keys may or may not employ encryption to safequard

against their being somehow forged by the player 12.

Aside from the use of external keys, the
gaming software 22 can be made to require the

acquisition of data from an external source in order

to function. For example, a wireless

like stream of random numbers

broadcast or

(possibly encrypted)

might be accessed by the gaming software 22 such that

these random numbers are called upon by the program as

a basis to select a wagering outcome in a predictable

or unpre- dictable manner. Such external input may be

incorporated into a tamper-proof plug-in device or

module which interfaces with the gaming computer 14.
Another way to prevent fraudulent attempts to

alteration of the gaming software 22 is the use of an

audit program 27 which can only be accessed by the

wagering establishment 16. To prevent a forged audit

trail, the audit program 37 might, by way of example,

create dozens or even hundreds of data strings (e.g.,

such as in a roulette simulation, data strings

corresponding to spins of the roulette wheel each time

the wheel is spun) where all such data is then

recorded for future verification should the wagering
establishment 16 Suspect tampering with the gaming
software 22.

It will be appreciated by persons skilled in

the art that the gaming software 22 can be arranged

such that a data-string of alphanumeric codes, either

pre-loaded into each gaming computer 14, provided on a

disk or alternatively furnished on a plug-in
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uncopyable module, can be used_to discover any

tampering with the software, disk or module by the

Player 12. In this connection, the code sequence can

be made different for each gaming computer 14 or

module and copies of such codes can be kept by the

Wagering establishment 16. These codes can provide

the basis for randomness in the outcome of each gaming

event, and can thereby provide evidence of tampering.

In other words, a specific arrangement of codes might

correspond to a certain outcome of a wagering event

(e.g., the Roulette wheel lands on "5"}. Even though

these codes are known to the wagering establishment

16, they are sequenced to ensure a random outcome

something which could be verified by an independent

third party. If a player 12 seeks to modify the
gaming software, the altered software codes could be

discovered upon comparison of the same with the

originals

16.

known only to the wagering establishment

As another means of preventing player fraud,

an element of "“double-randomness" can be implemented

by requiring the player 12 to press a button for each

selection or desired response on the gaming computer

14 twice, with the time interval between selections

(i.e., in milliseconds) used to address a specific

preprogrammed random outcome codified in corresponding
software codes.

Game program 24 permits player 12 to wager on
any one of a plurality of wagering opportunities,
including games of chance, future public events where

the outcome is uncertain or games of skill (e.g., a

crossword puzzle). The games of chance are created on

gaming computer 14 by game program 24 in accordance

with conventional techniques and include, but are not

limited to, common casino wagering activities such as

blackjack, craps, roulette, poker, siots or the like.
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Each game offers opportunities for player 12 to place

wagers on one or more various wagering elements within

a given wagering event depending upon the rules

applicable to that game. This will be described in
more detail below.

Game program 24 can be made to accept wagers

on future public events where the outcome of

events are uncertain as in, for example,

such

sporting

events such as a football game or a boxing match, or a

state-run or other lottery. This can be implemented

by establishing communications orally or

electronically with the wagering establishment 16 in

order to place, register and confirm bets. The wager

is placed on the gaming computer 14, which produces a

code for registration with the wagering establishment ~

16. This code is then time stamped by the wagering

establishment 16 to form an encrypted code using

appropriate software instructions to lock in the bet
or fix the time of the wager for the purpose of

ascertaining the proper payoff. This implementation

Will be described in detail below. Similarly, games

of skill such as a crossword puzzle can be implemented

where a date/time stamp fixes the time of completion

such that prizes are later awarded based upon the

first player to complete the game. .

Banking program 26 enables player 12 to wager

with available credit, and “cash-out" in order to

redeem any gambling winnings. In certain embodiments,

the banking program 26 facilitates the purchase of

credit from the wagering establishment 16 where such

credit is “loaded” into the gaming computer in the

form of codes. Alternatively, as shown in FIG. 1C the

banking program can receive instructions from

electronic card reader 91 compatible with credit or

debit cards 93 in a conventional manner, or the

banking program can receive credit from a

an

piug-in
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credit module 90.

As one way of ensuring security in the credit

purchase/redemption procedure, banking program 26 or a

dedicated encryption/decryption device provides, for

example, an encryption and decryption algorithm 29 of

the type known in the=art (e.g., utilizing a

public-key) to encrypt and decrypt certain

alphanumeric codes exchanged between player 12 and

casino 16 which are input to and generated by playing

computer 14 and the wagering establishment computer

30. These codes are exchanged between player 12 and

an agent of the wagering establishment 38 through

telephone 40. The term "agent" is intended to include

an automated telephone or like system which generates

computerized instructions for communication to player

12 by means of a touch-tone telephone 36 to prompt

player 12 to communicate responses to the wagering

establishment 16 by pressing the appropriate numbers

or symbols. Such generated instructions can he

Provided by the wagering establishment computer 30

over the telephone in accordance with well~known

techniques.

The wagering establishment computer 30 has

gaming software 33 which includes a banking program 35

and audit program 37. The computer 30 either includes

or communicates with a dedicated device or software
for implementing an encryption and decryption

algorithm 39 known only to the wagering establishment

16 to encrypt and decrypt these codes. In this

manner, the wagering establishment 16 enables

verified player 12 to purchase and

credit at the remote location.

a

redeem wagering

The sequence of steps

to purchase and redeem such credits by exchanging

encrypted codes are described in greater detail below.

In the usual course of practicing the

invention, FIG. 4 depicts a flowchart of the start-up
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and registration sequence in an off-line embodiment
which must occur prior to wagering. Player 12 first

registers various personal information with wagering
establishment 16 and obtains an alphanumeric personal

identification code 32. The wagering establishment 16

provides player 12 with gaming software 22 comprised

of game program 24 and banking program 26 as described

above, accompanied by an alphanumeric software

identification code 34. Gaming software 22 may be

independently tested, verified and provided on data

storage media in a sealed envelope by a third party.

Such data storage media can include a hard disk,

floppy disk, CD-ROM and the like. The

establishment 16 then provides an alphanumeric

start-up identification code 33 which player 12 enters

to actuate the gaming software 22. Optionally, the

gaming computer 14 may include voice recognition means
such as a voice chip or voice recognition software for

recognizing the unique characteristics of the player's

voice to deny access to any unauthorized user. Such

hardware and/or software is known in the art.

wagering

Gaming

software 22 is programmed to prompt player 12 with an

inquiry as to whether the current session is for

practice or to place a wager. If it is a practice
session, game program 24 generates a plurality of game

choices and a confirmation that the games are heing

played for practice only. If player 12 chooses to

engage in gambling, banking program 26 will permit

actual wagering to the extent that there are

sufficient wagering credits available in the player's

account. If there are insufficient credits, player 12

must contact the wagering establishment 16 and go

through the purchase credit sequence described below.

As noted above, gaming computer 14 may or may not be

on-line with the wagering establishment computer 30.

If gaming computer 14 is off-line, greater flexibility
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in terms of being able to engage in gambling at

virtually any location is possible. In an exemplary

embodiment, a series of encrypted communication

exchanges of, for example, alphanumeric codes, between

player 12 and the agent 38 permit credit purchase and

redemption at a remote location to be governed by the
wagering establishment 16 notwithstanding the absence

of an electronic link between the gaming computer 14

and the wagering establishment computer 30.

Alternatively, gaming computer 14 can he networked to

the wagering establishment computer 30 through the

communications link 29 such that computer 30 monitors

and controls alk or part of the activities taking

place on the remote gaming computer,

In the off-line embodiment shown in FIG. l,

player 12 places a call to the wagering establishment

16 by way of telephone 36 and communicates with agent

38 through telephone 40 to obtain or redeem gambling

creadit. If player 12 already has credit, gaming
software 22 will permit wagering on any of the games

of chance provided by game program 24 upon receiving

player 12's personal identification code 32. If

player 12 requires credit to play, the wagering

establishment 16 must be contacted and the following

series of steps are followed for the purpose of

verifying the player's identity and confirming that

the player is utilizing gaming software 22 registered
to his or her personal identification code 32.

Whenever player 12 contacts the wagering

establishment 16, he or she goes through what is

referred to as a handshake recognition sequence, the

verification of the player's identity with the

wagering establishment. In this regard, as depicted

in the flowchart of FIG. 5, player 12 first calls the
wagering establishment 16 on telephone 36 and agent 38

who communicates through telephone 40, queries player
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12 for his or her unique personal identification code

32 and software identification code 34. Agent 38

enters these codes into the computer 30

generates an encrypted handshake code 42 which is

provided to player 12 for entry into gaming computer

14. Gaming computer 14 decrypts handshake code 42 and

then generates an encrypted recognition response code

44 which is then provided to the

establishment 16. Agent 38 enters recognition

response code 44 into computer 30

which

wagering

which decrypts

recognition response code 44 to verify player 12's

identity and confirm that the specific gaming software

22 registered to player 12 is in use. Verified player

12 then proceeds with appropriate casino interaction.

FIG. 6 is a flowchart depicting a first
embodiment of a purchase credit sequence in the

off-line embodiment. Player 12 first contacts the

wagering establishment 16 and establishes his or her

identification through the handshake sequence depicted

in FIG. 5 and described above. Agent 38 obtains an

encrypted banking program activation code 46 from

computer 30 and provides the same to player 12 for the

purpose of allowing player 12 to access the credit

purchasing/redemption function of banking program 26

in gaming computer 14. Player 12 then enters the

amount of wagering credit requested. For security

- purposes, banking program 26 utilizes personal
identification code 32 and software identification

code 34 along with an encryption algorithm to generate

a credit request code 48, which code embodies the
numeric value of the amount of credit requested and is

unique to player 12 and his
22.

or her gaming software

Credit request code 48 is displayed to player 12

on gaming computer 14, who then provides credit

request code 48 to agent 38 for entry into the

wagering establishment computer 30. The computer 30
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applies a decryption key known only to the wagering
establishment 16 to decrypt the credit request code 48

to reveal the amount of credit requested by player

12. Agent 38 orally confirms this amount with player

12. The wagering establishment 16 then decides

whether or not to provide all or part of the credit

requested. If the credit request is denied, player 12

is given an encrypted reactivation code 50 which is

decrypted by gaming computer 14 to enable player 12 to
continue wagering with any available credit balance

(or player 12 has the option to cash-out any gambling

winnings in accordance with the sequence depicted in

FIG. 8 and described below). If the credit request is

partially or fully granted, the process continues for

the amount of wagering credit the wagering

establishment 16 is willing, to sell to player 12. The

computer 30 generates an encrypted new credit code 52.
which is provided to player 12 for the purposes of

loading a pending amount of credit requested into the
player's gaming computer 14 via the banking program 26

of the gambling software 22. Player 12 then enters

new credit code 52 into gaming computer 14 which

decrypts the code and reveals the exact amount of new

credit being added to player 12's available credit
balance. The amount of new credits are shown to

player 12 as pending, but are not yet available for

use. Banking program 26 then generates an encrypted

credit pending code 54 which is based in part on the
monetary value of the new credits pending. Player 12

provides this credit pending code 54 to agent 38 who

enters the same into the wagering establishment

computer 30, which then decrypts the credit pending

code 54 to positively and irrefutably verify that the

specific amount of credit requested was loaded into
player 12's banking program 26. The wagering

establishment computer 30 then generates an encrypted
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credit release code 56. This credit release code 56

is provided to player 12 who then enters it into

gaming computer 14. The amount of pending credits are

then released for use by player 12. The banking

program 26 then generates an encrypted credit release

verification code 58 which player 12 provides to agent

38. Agent 38 enters the credit release verification

code 58 into computer 30 which decrypts the same and

generates an encrypted program reactivation code 60.

Player 12 receives the program reactivation code 60
and then enters the same into gaming computer 14 and
gaming program 24 is reactivated for use.

Simultaneously, the wagering establishment 16 charges

player 12 for the value of credits purchased in a

Manner mutually agreed upon by the player and the

casino. For example, a credit card may be charged,

bank transfer authorized, or some other

a

form of

payment or delayed payment may he made to the casino

in exchange for the credits purchased. If at any
point during this process one or more of the various

encrypted codes do not match those expected by the

casino encryption software, the player would be unable

to access such credits. The gaming software 22 in

such cases is disabled until the dispute is resolved.

In this manner, the correct generation of each of the

various codes by gaming computer 14 and=casino

computer 30 serves to positively confirm the amount

and value of credits received by player 12 and that
such credits were released and made available for

player 12's use.

It will be appreciated that credit can also be

provided to the player 12 in predetermined amounts,

pre-installed on a dedicated gaming computer 14 (e.g.,

a personal digital assistant) provided by the wagering

establishment 16. Alternatively, a player 12 could

obtain a disk or module 90 having a given amount of
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authorized credit which is then “loaded” into the

banking program gaming computer 14 to enable wagering

until such time that this credit amount is exhausted.

Alternatively, as shown in FIG. 1C and mentioned above

can obtain credit by merely using his or her own

credit card 93, either through communications with

agent 38 or an electronic card-reader apparatus 91

connected to the issuing bank 95 as is well known in

the art. :

After player 12 has obtained wagering credit,

he or she may place wagers by selecting wagering

elements within various wagering events in any one of

a plurality of games of chance offered by gaming

software 22. Each game provides opportunities for

12 to place wagers on one or more various

Wagering elements within a given

player

wagering event

depending upon the rules applicable to that game. As

an example, the casino game of roulette involves a

series of wagering events based upon the outcome of a

random number selected by a ball spun within a

roulette wheel. Each spin of the wheel is a single

wagering event. Within that event, the player 12 may

bet on many different wagering elements such as red

and black colors, single numbers, groups of numbers

and the like. All wagers for each event are placed

prior to the spin of the wheel.

FIG. 7A is a flowchart depicting the wagering

sequence for games of chance created by game program

24 which proceeds as follows. Player 12 first enters
game program 24 of gaming software 22 and chooses a

particular game on which to wager. Player 12 can

wager on one or more events within the game as

described above. Game program 24 prompts player 12 to

confirm the placement of wagers made and the total

amounts of wagers entered. - Such wagers may be

withdrawn or modified until such time as they are
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confirmed. Confirmation is typically made by having

player 12 enter a confirmation code 62 prior to

closing of all bets. Confirmation code 62 is provided

by game program 24 and can be made different for every

wager for security reasons. It can be a simple one or

two digit alphanumeric code which is entered into game

software 24 to confirm that each bet placed for any
wagering event is what was intended and has not been

placed in error. Game program 24 can be set up such

that confirmation code 62 may be simplified further to

a single key stroke in certain highly repetitive games

such as slots or when the total value of all wagers

falls below a certain predetermined level. After

confirmation code 62 is entered by player 12, game

program 24, in accordance with the rules of a given

casino game, generates a specific outcome for a given

wagerable event (e.g., cards are dealt, the wheel is

spun, etc.). Game program 24 determines the outcome

of each wager placed (win, lose or draw), calculates

and then displays player 12's proposed correct payoff

for that wager on gaming computer 14. Player 12 has

the option to type in a yes/no code to accept the

payoff outcome of all wagers or to dispute any payoff

which player 12 believes is incorrect in some

fashion. Any dispute can be handled by suspending the

wagering process and calling agent 38 to resolve the

matter by telephone or by some other means of dispute

resolution. Once player 12 accepts the resolution of

a given wagering event, the correct amount of credit

is added or subtracted from player 12's

credit balance by banking program 26 of gaming

software 22. Player 12 can then begin the wagering

process all over again on a subsequent wagering event,

or choose to end the gambling session. At any time,

wagering

player 12 may select a review mode in game program 24

and review the amount and resolution of each and every
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wager made by player 12 and the results of such wagers

in chronological order, At any time,

choose to redeem or cash-out

player 12 can

all or part of the

balance of wagering credits stored in banking program

26 through a credit cash-out sequence. Game program

24 can also contain special built-in instructions to

place limitations on winnings at the discretion of the

wagering establishment. It is also anticipated that

such gaming software 22 could be embedded in another

product, such as in a computer or other software, to

provide a premium application which enables the

purchaser of unrelated products to win something as

governed by such an embedded program (e.g.,

prize awarded).

a cash

FIGS. 7B-7C are flowcharts of wagering

sequences for future public events of which the

outcome is ‘uncertain, such as a lottery, in the

off-line embodiment. With regard to the description

of lotteries herein, the wagering establishment will
be hereinafter identified as a “lottery authority".

The player 12 selects, by means of the gaming software

22, a particular lottery event (i.e., a drawing) on

which to wager. The gaming computer 14 then generates

a lottery "ticket" layout unique to the specific

lottery and the player selects the desired wagering

elements (i.e., numbers).

There are two types of exemplary iotteries

described herein, the first being an instant type

analogous to common scratch-off tickets, and the

second being a future event of which the outcome is

uncertain (i.e., a drawing takes place). In the case

of instant lotteries, verification of the date/time of

the wager is not important by definition since the

essentially instantaneous output of the program

determines the outcome. On the other hand, with

future events, the date and time of the wager is
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critical in certain embodiments. It will be

appreciated by the persons skilled in the art that a

remote gaming arrangement whereby the player 12

participates in a lottery can be classified as

either: (1) a non-registration system (by which the

player wagers independently of the lottery authority

16 and the wager need not be registered with the

lottery authority since the gaming computer 14

provides a means of time-stamping the wager) or (2) a

registration system (by which the player 12 chooses

the wagering elements on the remote gaming computer

14, but then must contact the lottery authority 16 to

“register” the wager).

In a non-registration embodiment such as

depicted in FIG. 7B, a wager is

following manner:

placed in the

Player 12 logs on to the Ilicttery

application in the gaming computer 14 with his or her
personal identification code 204, which is preassigned

by the lottery authority 16 with whom the player 12
has preregistered. In this regard, an

encryption/decryption device 82, depicted in FIG. 2

and described in more detail below, can be used to

lottery program.

Such device could utilize fingerprint or voice

recognition hardware for additional

prevent minors from accessing the

verification,

Player 12 then selects a specific lottery to play

{e.g., Lotto). Player 12 then chooses the desired

wagering elements 206 in a conventional manner, which

choice may be confirmed upon the player receiving a

suitable prompt. The gaming computer 14 then

generates an encrypted, compressed multi-digit ticket

code 208 representing the selected wagering elements
206, and an unforgeable date/time stamp 210.

Optionally, such ticket code 208 may include a

personal identification code 204 or software

identification code 212. The ticket code 208 is
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stored in the gaming computer 14 and can be decrypted

only by the lottery authority 16 for authentication.

If desired, a physical “ticket"™ representing the

player's choice in the encrypted ticket code could be

printed by conventional printing means associated with

the gaming computer 14. This procedure may be

repeated as many times as necessary to participate in

multiple lottery events or to chose wagering elements

for a single event. Such an arrangement allows

wagering to take place independent from the lottery

authority 16. The unforgeable date/time stamp ensures
that the player 12 cannot tamper with the wager “after

the fact" (i.e., after the drawing, the player cannot

modify the numbers selected). To cash-out, the player

12 provides the encrypted ticket code 208 to the

lottery authority 16 which decrypts the ticket code to

reveal the selected wagering elements and date/time of

the wager. Winnings are then awarded in a

conventional manner. It is anticipated that large
winnings will require that the Player 12 return the

physical device to the lottery authority 16

verification.

for

FIG. 7C depicts a registration sequence

whereby the player 12 registers his or her lottery

choice(s) with the lottery authority 16. When player

12 is ready to do so, the lottery authority 16 is

contacted through agent 38.

his or her pin 204,

The player 12 then enters

either by pressing corresponding

keys of the telephone, or on the gaming computer 14

(if these are placed on-line in either a temporary or

permanent connection), or by speaking the selections

through the telephone for acquisition by a voice

recognition program of the type known in the art. For
additional verification, player 12 can be asked to
enter the computer or software identification code

212. The lottery authority 16 will request that the
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player 12 choose from a menu of lotteries which are
still open for wagering, and the player then makes the

desired selection(s}). The player

the method of payment.

12 then indicates

In certain applications,

credit can he pre-installed on the gaming computer 14
or module 90, as described above, in which case such

credit can be included and represented in an encrypted

ticket code 208. Normally, ticket-code 208 need not

be encrypted in a registration embodiment (i.e., it

merely represents the choice of wagering elements).

If the ticket code is encrypted, it is then decrypted

with a key known only to the lottery authority 16.
This ensures and verifies that a valid Ilottery

selection and sufficient credit were entered. The

lottery authority 16 may confirm the transaction by

reading back the wagering elements embodied in the

code. After the lottery authority 16 accepts the

ticket code 208, it generates a registration code 218

(encrypted or non-encrypted) which embodies the ticket
code 208 and a current date/time stamp 220. The

registration code 218 can be provided to the player 12
and is stored by the lottery authority 16 in the
lottery authority computer 30 for future reference.

The lottery authority 16 can then prompt the player to

confirm the wager by entering a

response. If desired,

simple yes/no

the lottery authority 16 can

impose a limit on the number of wagers per player or

per given time period and reject wagers exceeding set

amounts. Optionally, the player 12 may obtain printed

ticket receipts which include the registration code

218 from the gaming computer 14. The wagering process

may be repeated for each "ticket" registered. When he

er she is finished, the player 12 simply hangs up or

terminates the connection with the lottery authority

16. After the lottery drawing or process, the lottery

authority 16 compares any winning numbers against all
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registered tickets in accordance with conventional

practice, If the prize is below a specific threshold

(e.g., $100), then such prize can be credited to the

player's account or credit card, or, if above a

certain threshold, payouts can be made in

conventional manner.

In general, there are several ways by which

the player 12 can cash-out winnings when such winnings

are embodied or stored in the gaming computer 14.

FIG. 8A is a flowchart diagram of the credit cash-out

sequence in a first off-line embodiment. Player 12

first goes through the handshake sequence depicted in

FIG. 5 and described above. Once player 12's identity

is confirmed, the wagering establishment 16 provides

player 12 with an encrypted banking activation code

64. Player 12 then activates banking program 26 and

enters banking activation code 64 which is decrypted

by gaming computer 14 to access the banking
purchasing/redemption function. Player 12 then enters

the amount of wagering credit he or she wants to

cash-out into banking program 26. The amount to he

cashed out is placed by banking program 26 into a cash

out pending field. The player's banking program 26

then generates an encrypted credit cash-out code 66

which player 12 provides to wagering establishment

16. The agent 38 enters the credit cash-out code 66

into the wagering establishment computer 30 which

decrypts the credit cash-out code 66 to reveal the
amount of credit that player 12 is requesting to he

cashed out, which amount is orally confirmed by casino

agent 38. The wagering establishment computer 30 then

generates an encrypted cash-out acknowledgment code 68

and provides this code to the player 12. Player 12

enters a cash~out acknowledgment code 68 into gaming

computer 14 which decrypts the same, and banking

program 26 then deducts the amount of credits to be
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cashed out of the player's credit balance available

for future wagers. Banking program 26 then generates

an encrypted deduction verification code 70 which

indicates that the correct amount was deducted from

the player's account. This code is then provided to

agent 38 who enters it into computer 30.

establishment computer 30

The wagering

decrypts deduction

verification code 70 and generates an encrypted

program reactivation code 72 which is provided to

player 12 to enable game program 24 to permit

continued gambling with any available credits. The

Wagering establishment 16 then issues payment’ to

player 12 for the amount of all wagering credit cashed

out. The payment may be in the form of a credit to

the player's credit card, a banking wire or some other

mutually agreed-upon method of payment. It is also

contemplated that where the player 12 has been

provided with a dedicated gaming computer 14 (e.g., a

hand-held device) credit may be cashed-out by simply

bringing such gaming computer 14 to the wagering

establishment 16 or its agent, where either the entire
device itself is physically returned or a plug-in

credit module 90 (tamper-proof, as described above) is

exchanged.

FIGS. 9-12 contain flowcharts of an on-line

embodiment schematically depicted in FIG. 2, whereby

gaming computer 14 communicates. directly through

communications link 29, such as

a

a modem, with the

wagering establishment computer 30. Computer 30

includes gaming software 74 comprised of a game

program 76, banking program 77, audit program 78 and
encryption/decryption algorithm 79. To prevent

unauthorized access, an encryption/decryption device

82, such as that shown schematically in FIG. 2, is
used by player 12 to generate a unique alphanumeric

identification code 83 to log-on to computer 30 in
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order to obtain access to on-line gambling and/or

purchasing and redeeming wagering credit. In

embodiment, device 82 looks like a

one

credit-card

calculator and includes a display 84, an integral

keyboard 86 and internal encryption/decryption

hardware and/or software. Such a device is currently

used for making wireless money transfers, for example

by Fleet Bank. Codes input and output to and from

device 82 could be embodied in specific sounds

identified through a dedicated sound recognition

program which are transmitted to and received from

computer 30. The encryption/decryption device 82 is

used to generate encrypted log-on code 83 by

encrypting player 12's personal identification code 32

with a separate verification code 88 provided to

player 12 by computer 30. Alternatively, verification

code 88 can be built into encryption/decryption device

82. Thus, knowledge of player 12's personal
identification code 32 in and of itself is

insufficient to enable an unauthorized third party

such as a minor or known compulsive gambler to obtain

access to gambling and/or purchasing and

wagering credit. The computer 30 could contain

appropriate instructions to, in such a case, terminate

redeeming

the on-line connection and prevent further attempts to

gain access with that particular

identification code 32. Moreover,

personal

the device 82 can

have the banking program 26 associated therewith in
order to store wagering credit independent of the

gaming computer 14, in which case the exchange of

codes between the device 82 and the gaming computer 14

would represent the actual “money". Thus, eredit can

be embodied in an apparatus structurally independent

of the gaming computer.

FIG. 9 is a flowchart of the registration and

start-up sequence. Initially, player 12 #£through
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gaming computer 14, dials up and connects through

communications link 29 with computer 30. Player i2

then enters the requested registration information and

is assigned a personal identification code 32. Player

12 then logs-on as described above. If player 12's

identity is confirmed, computer 30 then permits

wagering and/or credit purchase and redemption.

As shown in FIG. 10, the purchase credit

sequence in the on-line embodiment is comprised of the

following series of exchanges between player 12 and

computer 30. Computer 30 first queries the player as
to how much credit is desired for

gambling session.

the particular

Player 12 responds at the prompt

with the amount of wagering credit requested. The

wagering establishment 16 then gets authorization for

the requested amount through agreed upon methods of

credit such as a credit card or the like. The

approved credit amount is then deposited into player

12's wagering credit account in banking program 77.

At such stage, player 12 can then wager on a plurality

of games offered by the wagering establishment 16. [In

this connection, player 12 may at the end of each

session, request an encrypted code number. that

verifies the amount of credit he or she has available

from the wagering establishment 16 at that time for

purposes of any future dispute resolution.

FIG. 11 is a flowchart of the gambling

sequence in the on-line embodiment. Player 12 first
activates gaming computer 14, establishes electronic
communications with the wagering establishment

computer 30 through communications link 29, and

proceeds with the secure log-on procedure described

above. Gaming computer 14 then registers a gambling

session code 80 with the wagering establishment 16,

The computer 30 then displays a choice of games of

chance or future public events where the outcome is
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uncertain to be wagered upon.

FIG. 12 is a flowchart of the credit cash-out

sequence in the on-line embodiment. Player 12 first

requests to cash-out all or part of the credit balance

in the wagering credit account maintained on casino

computer 30. The wagering establishment 16 requests

confirmation for the amount of credit to be cashed-out

by player 12. Player 12 then keys in his

personal identification

ox her

code 32 to reconfirm that

amount. The amount is then deducted from player 12's

credit account and the wagering establishment 16 then

authorizes a credit to be made to the player's

preassigned credit card, or makes some other
agreed-upon method of payment. For additional

verification, the encryption/decryption device 82 can

be used to provide a verification code to the wagering

establishment 16 prior to cashing-out. Moreover, the

wagering establishment 16 can be provided with a

special telephone number to call~—back player 12 to

confirm the. cash-out which can only then occur when

player 12 calls the wagering establishment 16 hack

from that number, to provide an additional measure of

security.

Alternatively, in another on-line embodiment,

the gaming computer 14 includes gaming software 22 as

in the first embodiment of FIG. 1, but the wagering

establishment computer 30, through communications line

29 may or may not serve to regulate or control the

gaming software simulation of casino games on gaming

computer 14. For example, the wagering establishment

computer 30 can directly keep a record of all or
selected activates taking place at gaming computer 14

for purposes of additional verification or security.

Alternatively, the electronic link can be of a control

nature to vary the odds of a given wager based upon

any of a variety of factors such as gambling duration
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or other factors such as a progressively increasing

jackpot (e.g., in a slot machine simulation).

In the off-line embodiment, at all times, an

encrypted audit-trail of all transactions can be

recorded on storage media associated with the wagering

establishment computer 30, and independently in gaming

computer 14 to be ultimately downloaded to or accessed

by the wagering establishment 16. Such an audit-—-trail

can also be recorded in the tamper-proof read/write

data storage media device 28 provided by the wagering

establishment 16 to player 12 the wagering

establishment in the embodiment shown in FIG. 3.

The present invention has been shown

described in what are considered to be the most

practical and preferred embodiments. It is

anticipated, however, that departures may be made

therefrom and that obvious modifications will occur to

persons skilled in the art.

and
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WHAT IS CLAIMED IS:

1. A gaming system, comprising:
a host computer which enables a player at

a remote location to purchase and redeem gambling

credit and which generates at least one encrypted code

to be provided from said host computer and which
decrypts at least one encrypted code to be provided to
said host computer;

an off-line gaming computer remotely

disposed from said host computer on which the player
wagers on at least one wagering opportunity, said
gaming computer for generating at least one wagering
opportunity and enabling the purchasing, storing and
redeeming of gambling credit, said gaming computer
further generating said at least one encrypted code to

be provided to said host computer and decrypting said
at least one encrypted code to be provided from said

host computer, wherein said encrypted codes exchanged
between said host computer and said gaming computer

enable the player to

redeem gambling credit.

at least one of purchase and

2. The gaming system recited in Claim 1,

wherein said gaming computer includes gaming software

for generating said at least one wagering opportunity
and enabling said purchasing, storing and redeeming of

gambling credit, provided on data storage media.
3. The gaming system recited in Claiml,

wherein said gaming computer communicates with data

memory media disposed within a tamper-proof read/write

apparatus.

4, The gaming system recited in Claim 2,

wherein said gaming computer reads the unique magnetic
characteristics of said data storage media for the

purposes of creating a unique encrypted code to
thereby prevent undetectable duplication of data
stored on said data storage media.
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5. The gaming system recited in Claim li,

wherein said gaming computer records and stores said

codes provided to and from said gaming computer to

generate an audit-trail.

6. The remote gaming system recited in Claim

1, wherein said host computer records and stores said

codes provided to and from said host computer to

generate an audit-trail.

7. ° The remote gaming system recited in Claim

1, wherein said gaming computer is provided with a

predetermined amount of casino credit embodied in at
least one of data storage media permanently installed

on said gaming computer and data_storage

removably installed on said gaming computer.

media

8. The remote gaming system recited in Claim

1, wherein said gaming computer includes at least one

of voice recognition means for identifying the unique
voice characteristics of the player and fingerprint

identification means for identifying the unique
fingerprint of the player.

9. The remote gaming system recited in Claim

1, wherein said wagering opportunity is a
skill.

game of

10. <A gaming system, comprising:

a host computer which enables a player

networked at a remote location to purchase and redeem

gambling credit and wager on at least one wagering

opportunity, said host computer generating at least

one code to be communicated from said host computer

and decrypting at least one encrypted

communicated to said host computer;

code

a gaming computer on which the player

wagers on said at least one wagering opportunity where

said gaming computer is remotely disposed from said

host computer; and

means for generating at least one
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encrypted code for communication to and decryption by

said host computer to enable the player to access said

host computer from said gaming computer.

ll. The remote gaming system recited in Claim

wherein said means for generating said at least

one encrypted code is embodied in an apparatus which

is structurally independent of said gaming computer.

10,

12. A gaming computer for use in a gaming

system for wagering against a wagering establishment;

wherein said gaming computer generates

at least one wagering opportunity and

enables a player at a remote location to wager on said

at least one wagering opportunity and to purchase and

redeem gambling credit from said wagering

establishment.

and provides

13. The gaming computer recited in Claim 12,

wherein a predetermined amount of said credit is

pre-installed in said gaming computer by said wagering
establishment.

14. The gaming computer recited in Claim 12,

wherein said credit is redeemed from said wagering

establishment by providing said wagering establishment
with said gaming computer.

15. The gaming computer recited in Claim 12,

wherein said credit is stored on detachable data

memory media which interface with said gaming computer

and where said data memory media are provided to said

wagering establishment for credit redemption.

16. A gaming method by which a player gambles

on a gaming computer against a wagering establishment
where no on-line connection exists between the gaming

computer and the wagering establishment, comprising

the steps of:

(A) purchasing gambling credit from said

wagering establishment and at least one of loading and

preloading said gambling credit into said gaming

Zynga Ex. 1002, p. 143
Zyngav. IGT

IPR2022-00199



Zynga Ex. 1002, p. 144
                   Zynga v. IGT

                    IPR2022-00199

WO 95/24689

10

15

20

25

30

35

PCT/USS5/02939

39

computer;

(B) generating at least one wagering

opportunity on said gaming computer;

(C) proceeding to wager on said at least

one wagering opportunity presented on said gaming

computer;

(D}) accumulating wagering credits
or

debits on said gaming computer as a result of the

outcome of said at least one wagering opportunity; and

(E) redeeming gambling credit from said

wagering establishment by entering codes provided from
said wagering establishment, at least one of which is
encrypted, into said gaming computer which decrypts
said at least one encrypted code and generates codes

provided to said wagering establishment, at least one
of which is encrypted, for decryption by said wagering
establishment.

17. A gaming method by which a player having

a personal identification code gambles against a
wagering establishment on a gaming computer which
presents a computer generated wagering opportunity
where the gaming computer is at a remote location and
networked to a host computer associated with the

gaming establishment, comprising the steps of:
(A) establishing a secure on-line link

between said gaming computer and said host computer by
generating an encrypted ilog-on code embodying an
identification code known only to the player and the

wagering establishment and a separate code, said host
computer then decrypting said encrypted log-on code
for verification;

(B) purchasing gambling credit from said

wagering establishment;
(C) generating at least one wagering

opportunity on said gaming computer;
(D) proceeding to wager on said at least
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one wagering opportunity presented on said gaming
computer; (E) accumulating wagering credits
debits as a result of the outcome of said

wagering opportunity; and

or

at least one

(F) redeeming gambling credit from said

wagering establishment.

18. The method recited in Claim 17,

Step (F) further comprises generating

wherein

an encrypted

verification code embodying an identification code

known only to the player and the wagering

establishment and a separate code, to be decrypted by

said host computer for verification prior to redeeming

said gambling credit.
19. The method recited in Claim 17, wherein

said encrypted log-on code is generated by an

encryption/ decryption apparatus which is structurally
independent of said gaming computer.

20. The method recited in Claim 17,

said gambling credit is embodied in an

encryption/decryption apparatus which is structurally

independent of said gaming computer.

wherein

21. A gaming system which enables a player at
a remote location to wager against a wagering

establishment, wherein the player wagers on a gaming

computer where said gaming computer generates at
least one wagering opportunity and enables the player
to at least one of purchase gambling credit and redeem

gambling winnings.
22. The gaming system recited in Claim 21,

wherein said purchased pre-installed credit is
embodied in a tamper-proof plug-in module, provided by

the wagering establishment and interfaced with said
gaming computer.

: 23. The gaming system recited in Claim 21,

wherein said gambling winnings are electronically
stored on a tamper-proof plug-in module provided by
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the wagering establishment and interfaced with said

gaming computer.

24. The gaming system recited in Claim 21,

wherein said gaming computer includes gaming software

for generating said at least one wagering opportunity,

and said gaming software resides on a tamper-proof

chip disposed in an inspectable casing. ,
25. The gaming system recited in Claim 21,

wherein said gaming computer includes gaming software

for generating said at least one wagering opportunity

which includes a random distribution of -codes known

only to the wagering establishment to prevent

unauthorized tampering with said gaming software.

26. The gaming system recited in Claim 21,

wherein said gaming computer includes gaming software

for generating said at least one wagering opportunity,

and means for receiving external keys input to said

gaming software, said keys being used by said gaming
software to function and which disable said gaming

program if said gaming software has been tampered with. -

27. The gaming system recited in Claim 21,

wherein said gaming computer includes gaming software

for generating said at least one wagering opportunity

“upon receiving data from a source external to said

gaming computer.

28. A gaming system which enables a player at

a remote location to participate in a lottery hy

choosing a selection of wagering elements in a lottery

on a gaming computer.

29. The gaming system recited in Claim 28,

wherein said selection is combined, with at least one

of a date/time stamp, player's identification code,

and computer/software identification code, into a

compressed ticket-code to be decrypted bya lottery
authority for registration.

30. The gaming system recited in Claim 28,
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wherein said selection is date/time stamped to form an

encrypted ticket code for decryption by

authority to reveal a valid wager.

31. A method by which a player participates

in a lottery offered by a lottery

comprising the steps of:

a lottery

authority,

(A) choosing wagering elements for a given

lottery event on a gaming computer;

(B) generating a ticket code on said gaming
computer which embodies the choice of

said wagering elements and at least one

of a time/date stamp, player's

identification code, computer

jdentification ~- code, and software

identification code;

(C) registering the wager with the lottery
authority by communicating said ticket

code to the lottery authority, where said -

lottery authority has a host computer

which decrypts said ticket code to reveal

the player's choice of wagering elements;

(D) confirming the wager by generating an

encrypted registration code on said host

computer’ by encrypting said ticket code
with ‘a time/date stamp using an

encryption algorithm known only to the

lottery authority.
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PLAYER 12 ACTIVATES GAMING COMPUTER
14 AND LOGS ON WITH A PERSONAL

IDENTIFICATION CODE 204 WHICH
HAS BEEN ASSIGNED BY THE

LOTTERY AUTHORITY 16 WITH WHOM

THE PLAYER 12 HAS PREREGISTERED
 

PLAYER 12 SELECTS A SPECIFIC

LOTTERY TO PLAY (eg. LOTTO)

LOTTERY TICKET LAYOUT

UNIQUE FOR THAT SPECIFIC
LOTTERY !S RENDERED ON

THE SCREEN OF THE

GAME COMPUTER 14

PLAYER 12 FILLS OUT THE

TICKET BY “PICKING” THE
DESIRED WAGERING ELEMENTS

(NUMBERS) 206

PLAYER PRESSES A KEY TO

(CONFIRM THAT THE NUMBERS
PICKED ARE CORRECT,
CHANGES ARE MADE IF NEEDED

TO FIG. 7B-2
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FROM FIG. 7B—1 
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UNFORGEABLE DATE / TIME
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SET OF VALID LOTTERY NUMBER
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IDENTIFICATION CODE 204
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THE NUMBERS EMBODIED IN THE TICKET|
CODE 208. THE LOTTERY AUTHORITY 16 |
DECRYPTS THE TICKET CODE 208 AND A
COMPUTER GENERATED VOICE |
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(OPTIONAL) THE LOTTERY AUTHORITY 16
MAY MONITOR, WITH A PRESET LIMIT, THE
NUMBER OF “TICKETS"ANY PLAYER 12
CAN PURCHASE IN A GIVEN TIME

PERIOD AND REJECT A REQUEST TO
PURCHASE A “TICKET”

(OPTIONAL) THE PLAYER 12 CAN ENTER |
THE REGISTRATION CODE 218 FOR
STORAGE INGAMING COMPUTER 14. THE
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METHOD AND APPARATUS FOR SECURING
ON-LINE VIRTUAL PUNCHBOARD TRANSACTIONS

BACKGROUND OF THE INVENTION

This invention relates to an electronic gambling game
in which a player selects from a series of possible
‘outcomes. The player and game provider may interact in
a variety of ways, including over the Internet.

A number of well-known gambling games are based on a

player selecting from a series of possible outcomes,
where the winning outcome is randomly generated using
some physical or mechanical device furnished by the
game operator. Examples of such games are roulette,
slot machines, and bingo. In the classical embodiments
of these games, the player sees and/or hears the
outcome generated (as in bingo and roulette), or even
has a hand in generating the outcome himself (as in
slot machines). The player’s trust in the fairness of
these games (that is, his belief that the outcome is
random and that his selection, if a winner, will be

honored) is largely based on his personal observation.
Similarly, the game operator can use various methods to
prevent cheating by a player if the player is

Zynga Ex. 1002, p. 180
Zyngav. IGT

IPR2022-00199



Zynga Ex. 1002, p. 181
                   Zynga v. IGT

                    IPR2022-00199

WO 99/01188 ; PCT/US98/13909

10

15

20

25

30,

35

personally present; for example, a bingo player
claiming to be a winner is required to offer his card
for inspection.

A well-known example of an entertainment/gambling
device is the "punchboard."" A punchboard consists of a
board with a square grid of holes. Each hole contains
a small rolled-up piece of paper. The player takes a
pin and pushes through the board, pushing a selected
piece of paper through the other side.. This paper is
then unrolled by the player to reveal whether or not he
has won a prize. In a typical punchboard game, a

player pays a small sum (approximately $1) to make a
selection; prizes are determined by the size of the
board and the fees, and may run hundreds of dollars.

Here, too, the player’s confidence in the fairness of
the game is largely based on his observation of the
board; since he selects a piece of paper and can
immediately read the message on it, he can be sure that
the paper is not switched or tampered with after he
selects it. In addition, by watching a number of plays

he can eventually satisfy himself that there are indeed
winning locations somewhere on the board. A successful
electronic version of a punchboard game (a "virtual

punchboard") must offer the player similar assurance
that the game is not rigged, and must also prevent

cheating the player.

Various forms of electronic games of chance have been

available for many years. The way these games are

played, however, is changing dramatically with the use
of digital computers operating on electronic networks
such as the Internet. Players can now connect to a

remote server and wager electronically. Rather than

traveling to the game (casino, bingo hall, etc.), a

player can log into an electronic game and wager from

Zynga Ex. 1002, p. 181
Zyngav. IGT

IPR2022-00199



Zynga Ex. 1002, p. 182
                   Zynga v. IGT

                    IPR2022-00199

WO 99/01188 PCT/US98/13909

10

15

20

25

30

35

the comfort of his own home. While this remote playing

has many advantages, it raises several security issues.
In a typical electronic gambling game, the player
enters his selection and then learns whether he has

won, without observing the winning selection being
generated. For example, when playing card games at a
casino, a player can observe the dealer shuffle and |

deal the cards and thus has some confidence that the
outcome was generated randomly. In an electronic

casino, the shuffling process is typically digitally
generated, driven by random number generators which the
player cannot see. The player cannot know whether the
random number generated is truly random or was selected

by the casino to give it an advantage.

Furthermore, a player desiring to play an electronic

game remotely (for example, communicating with a game
provider on the Internet) must send his selection and
receive the winning selection over a communication
network. In this instance, both the player and game

provider require assurance that the communications are
secure and that the game is conducted fairly.

Electronic game providers have tried to increase

players’ confidence in the legitimacy of games by

assuring players that gaming software has not been

tampered with. For example, an electronic game

provider may allow an independent third party to
perform an audit of the software. This is a time-
consuming and expensive process, however. With complex

software running into the hundreds of thousands of

lines of code, it is very difficult to find a few lines

of code that alter the randomness of the outcomes.

Also, use of an independent, third party auditor shifts
the need for trust to another party, and does not

guarantee the legitimacy of the game.
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Some electronic lottery systems have used methods for

securing communications between remote player terminals
and a central controller. For example, U.S. Patent No.

4,652,998 to Koza et al. ("Video Gaming System With
Pool Prize Structures") describes cryptographic methods

for securing these communications. In games dependent
on the use of random numbers, however, simply securing

against the transmission of a fraudulent random number
does not solve the problem of assuring the player that
the game is fairly conducted. Nor does it solve the
problem of preventing multiple players from cooperating
to gain an advantage over the game provider.

U.S. Patent No. 5,326,104 to Pease et al. ("Secure

Automated Electronic Casino Gaming System") describes a

system whereby a number of keno playing devices, all
within the same playing area, are connected to a

central controller. A player can play a device by

inserting a player account card into it which is

registered and confirmed by the central controller.
Security in this system is directed primarily to

ensuring that players will not tamper with the keno

terminals, and that employees will not enter false

tickets into the system. Apparently it is assumed that

the central controller is trusted and will not try to

cheat the players.

U.S. Patent No. 5,569,082 to Kayer ("Personal Computer

Lottery Game") describes a game whereby a player can
purchase a game piece containing an encrypted code

which determines whether the piece is a winning one.

The player logs onto a central site, via a PC ora

kiosk, and types in the code. The site runs a game

which reveals to the player if he is a winner in "an

exciting fashion." If the player is a winner, he will

be given instructions by the site as to where to pick

up his prize. Although the system described in this
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patent provides encryption to protect the site from
fraud, it offers no encryption to protect the player.

U.S. Patent No. 5,547,202 to Tsumura ("Computer Game

Device") describes a system whereby a player can pay

for the usage of games transmitted to his Pc or toa

kiosk via satellite from a central controller. The —
games are scrambled until payment is made. The central
controller can store a game so that a player can take
breaks from a game, return to it and continue play from

the point in the game at which he left it. This system
has neither a gambling element nor is it

eryptographically enabled.

U.S. Patent No. 5,269,521 to Rossides ("Expected Value

Payment Method and System For Reducing the Expected Per

Unit Costs of Paying and/or Receiving a Given Amount of

Commodity") describes a system where a customer

exchanges encoded numbers with a product vendor. After

being decoded, the two numbers are combined to

determine a result. (See column 30, lines 1 to 5, as

well as column 30, line 35, to column 31, line 55).
The transactions described are not conducted in an

online manner. Additionally, both parties must encode

their numbers before exchanging them. No game results

are ever exchanged in encoded form.

U.S. Patent No. 4,309,569 to Merkle ("Method of

providing digital signatures") describes a system for

digital signatures utilizing hash trees.

The proliferation of electronic network technology,

along with the ease of user access to networks such as

the Internet, has dramatically increased electronic
communications and the exchange of information. Among

a myriad of other uses, these networks facilitate the

playing of games, including gambling activities. They
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are particularly well suited for such gaming because of
their ability to collapse geographic distances while
linking distributed players. As discussed above,
however, the electronic implementation of games, and
particularly gambling activities, often results in the
loss of confidence and validity otherwise imbued in

players from their personal observation of traditional
gaming procedures (for example, dealing cards, spinning
roulette wheels, etc.).

There thus exists a need in the art for systems and

procedures which can both actually and in the
perception of players improve the security and
operation of electronic gambling and games. Such

systems and procedures would not only foster the
perception of on-line gaming as legitimate, but also
increase player participation in such activities. This
woulda further increase the commercial value of what is

already a substantial online business.

SUMMARY OF THE INVENTION

In accordance with the present invention there is

provided a new and improved method and apparatus for
facilitating computer-based games of chance on

electronic networks such as the Internet. A key

feature of the invention comprises the use of encoding

techniques, including various encryption schemes, to
validate the operation of the games and prevent

cheating by either the player or the game provider.

Although encryption methods are described, it should be
noted that any encoding scheme which prevents the

recipient of a message from deciphering its contents
will suffice.
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In accordance with one embodiment of the invention, a

method of generating and verifying the results of a

computer-based game of chance is implemented by

transmitting to a player computer a plurality of

available game selections, each identified by a unique
selection identifier. A player selection identifier is

received from the player computer, and a winning
selection identifier transmitted to the player

computer. The player selection identifier and the
winning selection identifier are compared to determine

if the player has won the game. In accordance with the
invention, verification is made that the winning

selection identifier and the player selection

identifier were independently generated.

Game operation is preferably managed by a central

controller, with players communicating with the

controller through player computers connected over an

electronic network. In different embodiments of the

invention, verification of authenticity is provided in

the central controller, the player computer, some

combination of both, or with the involvement of a third

party.

Games supported include all games of chance which

permit a user to select from amongst a plurality of

potentially winning selections. Applicable games

include, but are not limited to a punchboard having

punch locations, a roulette wheel having wheel numbers,

a bingo game having user-selected card numbers, and a

slot machine having user-selectable outcomes.

Verification is provided through a variety of

techniques, including the use of encryption such as

key-based encryption, and hash-based encryption. The
invention further contemplates the use of a third-party
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trusted agent to monitor and verify that the player and

winning selections were independently generated.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram showing an overview of the

system of the present invention.

Figure 2 is a block diagram of the central controller

of Figure 1.

Figure 3.is a block diagram of the user computer of

Figure 1.

Figure 4 is a block diagram of a trusted third party

computer.

Figure 5 is a schematic representation of the

punchboard game area before a game has been played.

Figure 6 is a schematic representation of the

punchboard game area after a game has been played.

Figure 7A shows in tabular form the fields of the
customer database of the central controller.

Figure 7B shows in tabular form the information in the

prize distribution database of the central controller.

Figure 8 is a flowchart describing initiation of a game

according to the preferred embodiments of the present

invention.

Figure 9A shows in tabular form the information in the

audit database of the user computer according to the

firstembodiment of the invention.
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Figure 9B shows in tabular form the information in the
game database of the central controller according to
the first embodiment of the invention.

Figures 10A and 108 are connected flowcharts describing
the flow of play between the central controller and

user computer according to the first embodiment of the
invention.

Figure 11A shows in tabular form the information in the
audit database of the user computer according to the

second embodiment of the invention.

Figure 11B shows in tabular form the information in the
game database of the central controller according to
the second embodiment of the invention.

Figures 12A and 12B are connected flowcharts describing
the flow of play between the user computer and the

central controller according to the second embodiment

of the invention.

Figure 13A shows in tabular form the information in the
audit database of the user computer according to the

third embodiment of the invention.

Figure 13B shows in tabular form the information in the
game database of the central controller according to
the third embodiment of the invention.

Figures 14A, 14B and 14C are connected flowcharts

describing the flow of play between the user computer

and the central controller according to the third

embodiment of the invention.
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Figure 15A shows in tabular form the information in the
audit database of the user computer according to the

fourth embodiment of the invention.

Figure 15B shows in tabular form the information in the
game database of the central controller according to
the fourth embodiment of the invention.

Figure 16 is a flowchart describing the flow of play
between the user computer and the central controller

according to the fourth embodiment of the invention.

Figure 17A shows in tabular form the information in the
audit database of the third party according to the

fifth embodiment of the invention.

Figure 178 shows in tabular form the information in the
game database of the central controller according to
the fifth embodiment of the invention.

Figures 18A and 18B are connected flowcharts describing
the flow of play between the user computer, the central
controller, and the third party computer according to
the fifth embodiment of the invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

An overview of the system in the preferred embodiments
of the present invention is shown in Figure 1. The
central controller 101, operated by the game provider,
communicates with the user computer 102 (operated by

the game player) over the Internet 100. Figure 2 is a
schematic diagram of the structure of the central
controller 101. The central controller includes a CPU

201, connected to a cryptoprocessor 202, a random
number generator 203, RAM 204, ROM 205 and a data
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storage device 210. The CPU 201 connects to the
Internet for communication with the player’s computer.

The data storage device 210 includes a customer

database 211, a game database 212, storage for the

prize distribution algorithm 213 and a prize
distribution database 214. To perform the various

functions described in more detail below, the CPU 201

executes a program or programs stored in RAM 204 and/or
ROM 205. .

Cryptographic processor 202 supports the encoding and
decoding of communications with players, as well as the
authentication of players. An MC68HC16

microcontroller, commonly manufactured by Motorola

Inc., may be used for cryptographic processor 202.
This microcontroller utilizes a 16-bit multiply-and-

accumulate instruction in the 16 MHZ configuration and

requires less than one second to perform a 512-bit
private key operation. Other exemplary commercially
available specialized cryptographic processors include
VLSI Technology’s 33MHz 6868 or Semaphore
Communications’ 40 MHZ Roadrunner 284. Alternatively,

cryptographic processor 202 may be configured as part
of CPU 201.

A conventional random number generating processor may

be used for random number generator 203. The HEMT

integrated circuit manufactured by Fujitsu, for

example, is capable of generating over one billion
random numbers per second. Alternatively, random

number generator 203 may be incorporated into CPU 201.

Data storage device 210 may include hard disk,

magnetic, or optical storage units, as well as CD-ROM
drives or flash memory.

fhe user computer 102 is shown schematically in Figure
3. The user computer includes a CPU 301, connected to
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a cryptoprocessor 302, a random number generator 303,
RAM 304, ROM 305 and a data storage device 310. The
CPU 301 is also connected to an input device 320 and to

the Internet, for communication with the user and the

central controller respectively. In addition, the CPU

301 is connected to a display device 330 for displaying

a virtual punchboard to the user. The data storage
device 310 includes an audit database 311. The CPU

301, cryptoprocessor 302, random number generator 303
and data storage device 310 may have the same features

as CPU 201, cryptoprocessor 202, random number

generator 203 and data storage device 210 discussed
just above.

Figure 4 is a schematic diagram of a trusted third
party computer 400, which is used in an embodiment of
the invention discussed in more detail below. This

computer includes a CPU 401, RAM 404, ROM 405 and data
storage device 410, similar to central controller 101
and user computer 102. The data storage device
includes an audit database 411. The CPU 401 is

connected for communication with the user computer 102

and the central controller 101.

Figure 5 shows the appearance of a virtual punchboard
display 500, displayed to a user on the display device
330, before a game is played. The game is identified
by a number 510, and an empty grid 511 is shown (in
this case, a 12 x 12 square). A box 512 appears where

the player may enter his selected grid locations. The
Player’s current credits 513 (how much he has paid for
the present game, plus his winnings so far) may also he
displayed; in the example shown, the player has no
winning balance and has just made an electronic payment
of $1 to play game # 6465484564.
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Figure 6 shows a results display 600, similarly
displayed to the user by display device 330, after the
game is played. The winning locations are displayed in
a table 610 and on the grid 611, with the player’s
selection circled on the grid and displayed in a box

612. Also displayed is the result of the game (in this
case the player is told, "YOU WIN!") and the balance —

613 of the player’s winnings. Finally, the display
includes a box 620 labeled "PLAY AGAIN?" The CPU 301
may advantageously execute interactive display software
(stored in RAM 304 or ROM 305) which enables "click
boxes" and the like. In that case, the player would

click on the "PLAY AGAIN?" box to order a new game.

Figure 7A shows the fields of the customer database 211

maintained by the central controller 101. Each

customer is identified by name 701 and is assigned an

ID mumber 702. Each customer entry in the database

also includes a credit card number 703, the customer’s

e-mail address 704 and postal mailing address 705, the

total amount the customer has spent 706, and the

customer’s total winnings to that point 707. The

database stores the grid selection preferences 708 for

each customer (so that a player who regularly plays the

same location on the grid need not enter that location

in every game), and the customer’s preferred method 709

of receiving his winnings.

The fields of the prize distribution database 214,

maintained by the central controller 101, are shown in

Figure 7B. Each prize distribution is assigned an

identification number 711. Each entry in the database
includes the size 712 of the grid, the denomination of

the game 713 (that is, the cost to the customer for one

play) and the number and amount of prizes 714 to be

awarded. Generally, a larger grid has more prizes
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associated therewith, and a grid with larger prizes has

a larger associated denomination.

To create a new game, the central controller 101

employs a prize distribution algorithm 213 having the
following steps: The central controller 101 retrieves
the prize structure 714 and grid size 712 from the

prize distribution database 214 by searching for the
prize distribution ID number 711. The CPU 201
instructs the random number generator 203 to produce

enough random numbers to cover the number of grid
locations for the game. Each random number is appended
to a grid location. The format might be (x,y,r), where
"x" is the x-coordinate of the grid location, "y" is

the y-coordinate of the grid location, and "r" is the
assigned random number. The random numbers are then
ranked numerically. Prizes are then appended to each

grid location. The format might be (x,y,r,p), with "p"
the prize value (which may be zero) assigned to the

grid location (x,y). The game is then assigned an ID
number. The winning grid locations for the game, and

the prizes associated with those locations, are then
stored in the game database 212, detailed embodiments
of which are described below. Those skilled in the art

will appreciate that there are many possible algorithms
by which the prices may be randomly assigned. The
above algorithm is merely illustrative

First Embodiment (User Computer Encryption)

In the first embodiment of the invention, the fields of

the audit database 311 (stored in the user computer

102) are as shown in Figure 9A. Each record in the
audit database 311 corresponds to one game played by

the user, and is filled in as the game progresses (as

described in detail below). A record includes an

identification number 901 for the game, the grid
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location or locations 902 selected by the player, the

winning grid locations 903, the game denomination 713,
and a random key 904 which the player uses to encrypt

his grid location selections.

In this embodiment, the fields of the game database 212

(stored in the central controller 101) are as shown in
Figure 9B. Each record in the game database

corresponds to one game (having an ID number 901)

played by one player (having an ID number 702). Each
record includes the winning grid locations 903, the

player’s selected and encrypted grid location 910, the
corresponding decrypted grid location 920, and the

player key 904.

A game conducted according to the first embodiment of
the invention begins with the steps shown in the

flowchart of Figure 8. Initially, the player (using

his computer 102) logs on to the central controller 101
via the Internet 100 (step 801). If the player does

not yet have an account (that is, an entry in the
customer database 211), an account is opened at this

time; the player provides the necessary information

(step 804), and the central controller 101 assigns him
an ID number and stores the new record in the customer

database 211 (step 805). If the player already has an

account, he enters his customer ID number 702 (step

810).

The player then selects the amount of money he wishes
to play--that is, the denomination of the game; for

example, $1, $3, or $5 (step 820). The user computer

102 updates the denomination field 713 in the audit

database 311 (step 830). The central controller 101

debits the credit card account of the player for the

amount of money played (step 840). The central
controller 101 retrieves a new game grid from the prize

distribution database 214 (step 850). Using the prize
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distribution algorithm 213 described above, the central

controller 101 generates the winning grid locations

903, assigns the game identification number 901 and

stores the game in the game database 212 (step 860).

In this embodiment, the game continues with the steps

shown in the flowcharts of Figures 10A and 10B. In

step 1001 of Figure 10A, a "blank" punchboard 500
including the game identification number 510 is made
available to the player. The player selects a grid
location 902 and enters it into the user computer 102

using input device 320 (step 1002). The cryptographic

processor 302 of the user computer 102 generates a

player key 904, preferably based on a random number

generated by random number generator 303 (step 1003).

The cryptographic processor 302 encrypts the grid
location selection 902 with the player key (step 1004).

The user computer 102 stores the game identification

number, player key, and grid location selection in the

audit database 311 (step 1005).

In step 1006, the encrypted grid location and game

identification number are transmitted to the central

controller 101. The central controller then retrieves

the record in the game database 212 corresponding to

the game identification number received from the user

computer 102 (step 1007). The central controller 101

stores the encrypted grid location 910 in the game

database 212 (step 1008).

At this point, the central controller 101 has the

player’s grid location selection, but only in an

encrypted form. The central controller 101 then

transmits the winning grid locations 903 to the user

computer 102 (step 1010 of Figure 10B).
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If the player has not won, he may proceed to select a

new game (step 1061). If the player has won, the user

computer 102 transmits the player key 904 and game.

identification number to the central controller 101

(step 1051). The central controller decrypts the

encrypted grid location 910, and stores the decryption

result 920 (the player’s selected, winning grid ;
location} and player key 904 in the game database 212
(step 1052). ,

The amount of money won by the player is retrieved from

winning grid location field 903 of the game database

212 (step 1053). The central controller 101 then sends

the game result message 600 to the user computer 102,

indicating that the player has won (step 1054). The

central controller then proceeds to generate the next

game (step 1055).

At the end of the billing cycle, the central controller

101 queries the customer database 211 to see if the

customer is owed money (step 1056). If money is due

the customer, the central controller 101 initiates a

payment to the customer according to the customer’s

preferred payment method 709 (step 1057).

It should be noted that a key element of this

embodiment is that the user sends his grid location

selection in encrypted form (thus unreadable by the

central controller 101) to the central controller

before receiving the winning grid locations. The

player is thereby assured that the game provider cannot

change the winning locations based upon knowledge of

his selection. On the other hand, the central

controller holds the player’s encrypted selection

before the player is given the winning locations, and

the player must provide the key to decrypt his

selection before the central controller awards him a
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prize. The encryption of the player’s selection thus

assures both parties that the game has been fairly

conducted, and that the two numbers were independently

generated.

A transmission between the central controller and the

player may include a digital signature to provide
further assurance of the authenticity of the

transmission, and to prevent repudiation by the sender.
The uses and advantages of digital signatures are

discussed generally in Schneier, "Applied Cryptography"

(2a ed. 1996), chapter 2.

The above embodiment is also applicable to a game such

as roulette. Instead of encoding his grid location

selection, the player encrypts his number selection

(representing any of the 38 wheel slots). The central

controller then transmits the result of the wheel spin

to the player.

The game of bingo could be simulated as follows. The

player selects a board and then encrypts his selection

before sending it to the central controller. The

central controller then sends out each bingo number

until one of the players claims a win. The winning

player sends his key to the central controller so that
his selection can be verified. .

To simulate a slot machine, the player simply selects

one of the possible reel combinations of the slot

machine. In a slot machine with three reels and 20

stops per reel, there are 8,000 (20 X 20 X 20) possible

outcomes, so the player could select one of these at

random, encrypting the selection and sending it to the
central controller, The central controller then

distributes the prizes among the possible outcomes and
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sends the completeset of outcomes to the player so
that he can determine whether or not he has won.

Second Fmbodiment (One-Way Hash)

In the second embodiment of the invention, the audit

database 311 in the user computer 102 has a structure

as shown in Figure 11A. As in the first embodiment,
each record in the audit database corresponds to one
game. A record includes the game identification number
901, selected grid location or locations 902, winning
grid locations 903 and the game denomination 713,
similar to the record shown in Figure 9A. In this

embodiment, the record also includes the hash value

1101 of the winning grid locations 903.

The structure of the game database 212 in this

embodiment is shown in Figure 11B. Each entry in the

game database has a game identification number 901, a
customer identification number 702 and the winning grid

locations 903, as in the first embodiment. The entry

also has the user-selected grid location 902 and the

hash value 1101 of the winning grid locations 903.

A game conducted according to the second embodiment of
the invention begins with the steps shown in the

flowchart of Figure 8 as already described above, and
continues with the steps shown in the flowcharts of

Figures 12A and 12B. In step 1201 of Figure 12A, the
eryptoprocessor 202 of the central controller 101

retrieves the winning grid locations 903 of the game

from the game database 212, and uses a one-way hash

function to hash the winning grid locations 903,

thereby generating the hash value 1101. The hash value
1101 represents a one-way transformation of the winning

grid locations 903.
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An important feature of the one-way hash function is
that it is computationally simple (given the hash

function) to generate the hash value, but , .
computationally unfeasible to recreate the winning grid
locations from the hash value alone. The hash value

1101 thus serves as a unique identifier for the winning

grid locations 903, without the winning grid locations
themselves being revealed. Further details on one-way
hash functions are given in Schneier, "Applied ,
Cryptography" (2d ed. 1996), chapter 18.

The central controller 101 distributes the hash value

1101 to the user computer 102, along with a "blank"

punchboard 500 with game identification number 510

(step 1202). The user computer 102 stores the hash

value and game ID number in the audit database 311

(step 1203). In step 1204, the player selects a grid
location and enters it into the user computer 102; the

player may make additional grid location selections.

Once the player has made all of his selections, the

user computer 102 stores the game identification number

901, the selected grid locations 902 and the hash value

1101 in the audit database 311 (step 1211). The user

computer 102 transmits the selected grid locations 902
to the central controller 101 along with the game ID

number (step 1212). It should be noted that at this

point the central controller 101 has the player’s

selections, but has already provided the player with a

representation of the winning grid locations in the
form of the hash value 1101. In step 1213, the central

controller 101 determines whether the player has chosen

a winning grid location by comparing the selected

locations 902 with the winning grid locations 903 for

that game.

Referring now to Figure 12B, the central controller 101

sends the winning grid locations 903 to the user
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computer 102 (step 1251). In step 1252, the user

computer 102 verifies the fairness of the game.
Specifically, the cryptographic processor 302 of the
user computer 102 applies the one-way hash function to
the received winning grid locations to verify that the

hash value 1101 given to him before sending his

selection is equal to the new hash value calculated by
applying the one-way hash function to the winning grid
locations.

If the player has not won, the central controller 101
proceeds to generate the next game (step 1270). If the
player has won, the central controller 101 updates the
total money awarded 707 in the customer database 211 to
reflect the amount the player has just won (step 1260),

and then generates the next game. In addition, at the
end of a billing cycle, the central controller 101

queries the customer database 211 to see if the
customer is owed money (step 1280). If money is due

the player, the central controller 101 initiates a
payment to the customer according to customer’s payment
method preference 709 (step 1281).

It should be noted that in this embodiment the

punchboard cannot be reused; it must be replaced with a
fresh punchboard after each player selection. If the
punchboard were not replaced, the player could continue
to select grid locations after receiving the winning
grid locations 903 (see step 1251). The player could,
however, make more than one selection during a game

session (see step 1204), as long as each selection was
received by the central controller 101 before the

winning locations were transmitted to the player.

With minor modifications, this embodiment of the

invention can accommodate any number of players. By

delaying the transmission of the winning grid locations

Zynga Ex. 1002, p. 200
Zyngav. IGT

IPR2022-00199



Zynga Ex. 1002, p. 201
                   Zynga v. IGT

                    IPR2022-00199

WO 99/01188 PCT/US98/13909

10

15

20

25

30

35

until after all grid location selections have been

received, any number of players can be accommodated

with one punchboard. Alternatively, games could be

conducted at great speed, preventing players from

cheating by sharing winning locations. For example,

two players might make selections on the same

punchboard nearly simultaneously. The first player
sends his grid location selection and then receives the

winning grid locations. A fraction of a second later
the second player sends his grid location selection.
If the first player can communicate with the second

player he can inform the second player of the winning
grid locations, ensuring a win for the second player.
If the time difference between the two plays is small

enough, however, the first player will not have enough
time to communicate the winning locations.

Third Embodiment (Hash Tree)

The third embodiment of the invention uses hash trees
to accommodate multiple players in a single punchboard

game. Details of hash tree techniques are well known
in the art and for reference purposes are discussed in

Merkle (U.S. Patent No. 4,309,569).

In this embodiment, each grid location is represented

by (x,Y,P,h,,-), where x and y are the coordinates, p is
the prize associated with that location, h,, is the hash
value of that location, and h,,, is an aggregate hash
value for all the other locations. Furthermore, a hash

value, h, is calculated for the entire grid (including
all locations) using hash function H. This function

has the property H(h) = H(h,,,h,,.) That is, the hash
value for the entire grid is equal to the hash value of

one location combined with the locations’s h,, value.

For additional security, a random number may be
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attached to each grid location to provide greater

variation in the resulting hash values.

In this embodiment of the invention, the audit database

311 in the user computer 102 has a structure as shown

in Figure 13A. As in the previous embodiments, each

record in the audit database corresponds to one game.

A record includes the game identification number 901,
selected grid location or locations 902, winning grid

locations 903 and the game denomination 713, similar to

the records shown in Figures 9A and 11A. In this

embodiment, the record also includes the hash value

1101 for all grid locations (both winning and losing),

and an aggregate hash value 1301, representing the hash

value of the aggregate of all the grid locations not
selected by the player (i.e. the h,. values of all the
grid locations selected by the player).

The structure of the game database 212 in this

embodiment is shown in Figure 13B. Each entry in the

game database has a game identification number 901, a

customer identification number 702 and the winning grid

locations 903, as in the previous embodiments. The

entry also has the user-selected grid location 902, the

denomination 713 of the game, the hash value 1101 for

all grid locations, and the aggregate hash value 1301.

A game conducted according to the third embodiment of

the invention begins with the steps shown in the

flowchart of Figure 8 as already described above, and

continues with the steps shown in the flowcharts of

Figures 14A, 14B and 14¢c.

In step 1401, the cryptoprocessor 202 of the central

controller 101 retrieves the value of all grid

locations of the game from the game database 212, and

uses one-way hash function H stored in the memory (RAM
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204 or ROM 205) of the central controller to hash these

grid locations, thereby generating h, the hash value
1101 (i.e. the hash value of all grid locations). .The
central controller 101 then (step 1402) distributes the

hash value 1101 to the user computer 102, along with a

"plank" punchboard 500 including the game
identification number 510. The user computer 102

stores the hash value 1101 in the audit database 311

(step 1403). The player selects a grid location 902
and enters it into the user computer 102, using the

input device 320 (step 1404). The player may enter
additional selections if he so desires. After the

player has made all of the selections for that game, a
new record is entered in the audit database 311 of the

user computer 102, reflecting the ID number for the
game and the player’s selected grid locations (step
1410). The user computer 102 then transmits the
player’s grid selections 902 and game ID number to the
central controller 101 along with the game ID number

(step 1411).

The central controller then (step 1451) queries the

game database 212 to obtain the winning grid locations
903, to determine whether or not the player’s grid
selections correspond to the winning grid locations.
The central controller 101 sends a message to the user

computer 102 relating whether the player has won (step

1452).

The integrity of the game is verified in steps 1453

through 1457. Using the hash tree algorithm, the

cryptoprocessor 202 of the central controller 101

generates (step 1453) an aggregate hash value 1301;
this value is the hash value of the aggregate of all

the grid locations that the player did not pick (i.e.
h,)- The aggregate hash value 1301 is stored in the
game database 212 of the central controller (step
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1454). In step 1455, the central controller 101 sends

the aggregate hash value 1301 to the user computer 102,

which updates the aggregate hash value field of the
audit database 311.

Using hash tree techniques, the cryptoprocessor 302 of

the user computer 102 takes both the information

relating to the prize value corresponding to the
player’s selection (i.e. h,,) and the aggregate hash
value 1301 to calculate a hash value for the entire

grid (step 1456). In step 1457, the user computer 102

uses hash tree techniques to compare this hash value
for the entire grid to the hash value 1101 stored in

the audit database 311. If the two values match, the

integrity of the game is confirmed.

At this point, the player does not know the location of

any winning locations on the grid, and therefore cannot

help any other player to win. The winning grid

locations are not revealed until all players have made

all of their selections.

When all grid locations have been selected by all the

players, the central controller 101 sends the winning

grid locations to the user computer 102 (step 1458).

The user computer stores the winning grid locations in

the audit database 311 (step 1481). At the end of a

billing cycle, the central controller 101 queries the

customer database 211 to see if the customer is owed

money (step 1482). If money is due the customer, the

central controller 101 initiates a payment to the

customer according to the customer’s preferred payment

method 709 (step 1483).
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Fourth Embodiment (Central Controller Encryption)

In the fourth embodiment of the invention, the audit

database 311 in the user computer 102 has a structure

as shown in Figure 15A. As in the previous

embodiments, each record in the audit database

corresponds to one game. A record includes the game —
identification number 901, selected grid location or

locations 902, and the game denomination 713. In this
embodiment, the record also includes a random key 1510,

and encrypted and decrypted versions (1520 and 1530

respectively) of the winning grid locations.

The structure of the game database 212 in this

embodiment is shown in Figure 15B. Each entry in the

game database has a game identification number 901, a
customer identification number 702 and the winning grid

locations 903, as in the previous embodiments. The

entry also has the user-selected grid location 902, the

game denomination 713 and the random key 1510.

A game conducted according to the fourth embodiment of
the invention begins with the steps shown in the

flowchart of Figure 8 as already described above, and
continues with the steps shown in the flowchart of

Figure 16.

In step 1601, the central controller 101 retrieves the

winning grid locations 903 for a game from the game

database 212; the cryptoprocessor 202 encrypts these

locations using the random key 1510. The central

controller 101 then transmits the encrypted grid

locations to the user computer 102 along with the

“blank” electronic game board (step 1602). The player

enters his grid location selections into the user

computer 102, using the input device 320 (step 1603).

The user computer 102 transmits the player’s grid
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location selection to the central controller along with

the game ID number (step 1604). In step 1605, the
central controller stores the player’s selections in

the selected grid locations field 902 of the game

database 212, and then transmits the key 1510 to the

user computer 102. The central controlier 101 then

(step 1606) compares the user selected grid locations

902 with the winning grid locations 903.

If the player is not a winner, the central controller

proceeds to generate the next game (step 1650). If the
Player is a winner, the central controller 101 updates
the total money awarded 707 in the customer database

211 to reflect the amount the player has just won (step
1610). In addition, at the end of a billing cycle, the
central controller 101 queries the customer database

211 to see if the customer is owed money (step 1620).

If money is due the player, the central controller 101

initiates a payment to the customer according to

customer’s payment method preference 709 (step 1630).

It should be noted that a key element of this

embodiment is that the central controller 101 sends the

winning grid locations to the user computer 102 (though

encrypted and thus unreadable by the user computer)
before receiving the user’s grid location selection.

The player is thereby assured that the game provider
cannot change the winning locations based upon

knowledge of his selection. On the other hand, the
central controller holds the player’s selection before

the player is provided with the key to decrypt the

winning locations. The encryption of the winning
locations thus assures both parties that the game has

been fairly conducted.

This embodiment is particularly applicable to games

such as blackjack, in which the central controller
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could randomly arrange an electronic deck of cards,

encrypt them, and transmit them to the player. The

player then sends card selections and play decisions to
the central controller.

Fifth Embodiment (Trusted Third Party)

In the fifth embodiment of the invention, a trusted
third party computer 400 is used to assure the

integrity of the game. The audit database 311 in the

user computer 102, the audit database 411 in the

trusted third party computer 400 (both shown in Figure

17A) and the game database 212 in the central

controller 212 (shown in Figure 17B) have the same

structure. Each record in these databases corresponds

to one game. A record includes the game identification

number 901, selected grid location or locations 902, .

the winning grid locations 903, the game denomination
713 and the customer identification number 702.

A game conducted according to the fifth embodiment of

the invention begins with the steps shown in the

flowchart of Figure 8 as already described above, and

continues with the steps shown in the flowcharts of

Figures 18A and 18B. In step 1801, the central

controller 101 transmits the game identification number

901 and the winning grid locations 903 to the trusted

third party 400. The central controller 101 then sends

a "blank" punchboard 500 to the user computer 102 (step

1802). The player selects a grid location 902 and

enters it into the user computer 102, using the input

device 320 (step 1803). The player may enter

additional selections if he so desires. After the

player has made all of the selections for that game,

the user computer 102 transmits the player’s grid

selections 902 to the central controller 101 (step

1810). The central controller queries the winning grid
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location field 903 of the game database 212 to

determine if the player’s grid selection is a winner

(step 1811). If the selection is a winner (step 1812),

the controller notifies the player and updates the |

total money awarded field 707 of the customer database

211 accordingly.

The user computer 102 then transmits the game
identification number to the trusted third party 400

(step 1813). The CPU 401 of the third party computer

400 queries the game identification number field 901 of
the audit database 411 and retrieves the requested game

identification number (step 1814). The third party

computer 460 then sends the winning grid locations

corresponding to the requested game identification

number to the user computer 102 (step 1815).

In step 1851, the player uses the information from the

trusted third party 400 to verify that the game

provided by the central controller 101 was legitimate.
In this embodiment, the use of the trusted third party

makes encryption of player selected grid locations and

winning grid locations unnecessary.

At the end of a billing cycle, the central controller

101 queries the customer database 211 to see if the

customer is owed money (step 1852). If money is due

the player, the central controller 101 initiates a

payment to the customer according to customer's payment

method preference 709 (step 1853).

Many variations of the embodiments discussed above are

possible. For example, the central controller can

track the amount of play engaged in by individual users

for marketingpurposes. In particular, special
advertisements could be transmitted over the Internet

targeted to high volume players. The central
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so that they learn how to play. The game may be

configured as a "pulltab" game, rather than punchboard.

A user may be offered discounts on subsequent game, to

provide him with an incentive to play again.

Although the above embodiments have been described with
reference to a remote player making payments by credit

card, a number of payment methods are possible. For
example, the player may maintain an account with the

game provider, or make payments with digital cash.
Furthermore, rather than interact remotely with the

central controller, the player may make his payment to

a live cashier, who then enters the amount of credit

into the central controller using an input device.

In addition, although the above embodiments have been

described with reference to communication over the

Internet, it will be appreciated that the practice of

our invention is not limited to Internet

communications, but is applicable to a variety of

possible modes of communication between the game
provider and the player. Commercial online services

such as CompuServe and America Online could implement

the systems and methods of the present invention.

Each of the above-described embodiments of the virtual

punchboard is generally applicable to a game in which a
player predicts a random outcome. One skilled in the

art will appreciate how the various aspects of the

virtual punchboard may be implemented in other games of

chance (roulette, bingo, slot machines, blackjack,

craps, lottery, etc.).

While the present invention has been described above in

terms of specific embodiments, it is to be understood
that the invention is not limited to the disclosed
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embodiments. On the contrary, the present invention is
intended to cover various modifications and equivalent

structures included within the spirit and scope of the

appended claims.
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We clain:

1. A system for facilitating a computer-based game of
chance, comprising:

a computing device including a processor, a

eryptoprocessor connected to the processor and a memory

device connected to the processor, the memory device
containing a program, adapted to be executed by the

processor, for transmitting a plurality of available

game selections each identified by a unique selection
identifier, receiving a player selection identified by

a player selection identifier, transmitting a winning
selection identifier, and comparing said player

selection identifier with said winning selection

identifier to determine a result of said game of

chance, ‘

wherein player selection identifier is encrypted,

said computing device transmits the winning selection
identifier in an unencrypted format after receiving the

encrypted player selection identifier, said computing
device receives the decryption key after transmitting

the winning selection identifier, said computing device

decrypts the encrypted player selection identifier
using the cryptoprocessor and decryption key, and
afterwards performs said comparing by comparing the

decrypted player selection identifier with the winning
selection identifier.

2. A system according to claim 1, wherein said game

of chance comprises an electronically implemented

punchboard.

3. A system according to claim 1, wherein said game
of chance comprises an electronically implemented
roulette wheel.

Zynga Ex. 1002, p. 211
Zyngav. IGT

IPR2022-00199



Zynga Ex. 1002, p. 212
                   Zynga v. IGT

                    IPR2022-00199

‘Mu

WO 99/01188 , PCT/US98/13909

10

15

20

25

30.

35

- 33 -

4. A system according to claim 1, wherein said game
of chance comprises an electronically implemented bingo

game.

5. A system according to claim 1, wherein said game
of chance comprises an electronically implemented slot
machine.

6. A system according to claim 1, wherein said game
of chance comprises an electronically implemented

lottery.

7. A system according to claim 1, wherein said

transmitting and receiving are performed on the
Internet.

8. A system according to claim 1, wherein the memory
device includes a game database containing the winning
selection identifier and a prize amount associated

therewith.

9. A system according to claim 1, wherein said
computing device further comprises a random number
generator for generating a random number for use in
selecting the winning selection from the plurality of
available selections.

10. A system according to claim 1, wherein the memory
device includes a customer database containing a

customer identifier and information regarding a credit

account of a customer, and the program is further

adapted to initiate a charge against the credit account
in accordance with the player selection and to initiate

a payment to the credit account of the prize amount in
accordance with the result of said game.
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11. A system according to claim 1, wherein said

encryption key and said decryption key are identical.

12. A system according to claim 1, wherein the
encryption key is based on a random number.

13. A system for facilitating a computer-based game of
chance, comprising:

a computing device including a processor, a

eryptoprocessor connected to the processor and a memory
device connected to the processor, the memory device

containing a program, adapted to be executed by the

processor, for transmitting a plurality of available
game selections each identified by a unique selection
identifier, receiving a player selection identified by
a player selection identifier, transmitting a winning
selection identifier, and comparing said player

selection identifier with said winning selection

identifier to determine a result of said game of

chance,

wherein the cryptoprocessor generates a first

value based on the winning selection identifier, and

said computing device transmits the first value with
the plurality of available game selections for
comparison with a second value based on the transmitted
winning selection identifier, the winning selection
identifier transmitted after receipt of the player

selection identifier, where said comparison is used to

verify that the winning selection identifier and the

player selection identifier were independently
generated.

14. A system according to claim 13, wherein the first
value and the second value are one-way hash values.

15. A system for facilitating a computer-based game of

chance, comprising: .
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a computing device including a processor, a

cryptoprocessor connected to the processor and a memory

device connected to the processor, the memory device

containing a program, adapted to be executed by the

processor, for transmitting a plurality of available

game selections ‘each identified by a unique selection

identifier, receiving a player selection identified by
a player selection identifier, transmitting a winning

selection identifier, and comparing said player ,
selection identifier with said winning selection

identifier to determine a result of said game of

chance,

wherein the cryptoprocessor generates a first

value based on the winning selection identifier, said

computing device transmits the first value with the

plurality of available game selections, the

ecryptoprocessor generates a second value based on the

available game selections other than the player

selection after said computing device receives the

player selection identifier, and said computing device

before transmitting the winning selection identifier
transmits the second value, where comparison of a third

value based on the player selection and the second
value with the first value verifies that the winning

selection identifier and the player selection

identifier were independently generated.

16. A system according to claim 15, wherein the first

value, the second value and the third value are one-way

hash values, and the third value is generated using a

hash tree algorithm,

17. A system for facilitating a computer-based game of

chance, comprising:

a computing device including a processor, a

cryptoprocessor connected to the processor and a memory

device connected to the processor, the memory device
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containing a program, adapted to be executed by the

processor, for transmitting a plurality of available

game selections each identified by a unique selection

identifier, receiving a player selection identified by

a player selection identifier, transmitting a winning

selection identifier, and comparing said player

selection identifier with said winning selection

identifier to determine a result of said game of

chance,

wherein the cryptoprocessor encrypts the winning

selection identifier using a selected encryption key,

said computing device transmits the encrypted winning

selection identifier before receiving the player

selection identifier, and said computing device

transmits the selected encryption key after receiving

the player selection.

18. A system according to claim 17, wherein said

computing device transmits a digital signed encrypted

winning selection identifier.

19. A system according to claim 17, wherein the

encryption key is based on a random number.

20. A system for facilitating a computer-based game of

chance, comprising:

a first computing device including a first

processor and a first memory device connected to the

first processor; and

a second computing device, including a second

processor and a second memory device connected to the

second processor,

the first memory device containing a first

program, adapted to be executed by the first processor,
for transmitting a plurality of available game

selections each identified by a unique selection

identifier, receiving a player selection identified by
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a player selection identifier, transmitting a winning

selection identifier,and comparing said player

selection identifier with said winning selection

identifier to determine a result of said game of

chance, ,

and

the second memory device containing a second
program, adapted to be executed by the second

processor, for receiving the winning selection

identifier from said first computing device and

transmitting the winning selection identifier after

said first computing device receives the player

selection identified by the player selection

identifier.

21. A system for facilitating a computer-based game of

chance, comprising:

a first computing device including a first

processor, a first cryptoprocessor connected to the

first processor and a first memory device connected to

the first processor, the first memory device containing

a first program, adapted to be executed by the first

processor, for transmitting a plurality of available

game selections each identified by a unique selection

identifier, receiving a player selection identified by

a player selection identifier, transmitting a winning

selection identifier,and comparing said player

selection identifier with said winning selection

identifier to determine a result of said game of

chance; and

a second computing device, including a second

processor, a second cryptoprocessor connected to the

second processor and a second memory device connected

to the second processor, the second memory device

containing a second program, adapted to be executed by

the second processor, for receiving the plurality of

available game selections from said first computing
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device, transmitting to the first computing device the

player selection identified by the player selection
identifier, and receiving the winning selection

identifier from the first computing device.

22. A method of generating and verifying results of a

computer-based game of chance, the method comprising |
the steps of:

transmitting to a player computer a plurality of
available game selections each identified by a unique
selection identifier;

receiving from said player computer a player

selection identified by a player selection identifier;
transmitting to said player computer a winning

selection identifier;

comparing said player selection identifier with
said winning selection identifier to determine if said
player has won said game of chance; and

verifying that said winning selection identifier
and said player selection identifier were independently
generated. ,

23. <A method of generating and verifying results of a

computer-based game of chance, the method comprising
the steps of:

a first transmitting step of transmitting to a

player computer a plurality of available game
selections each identified by a unique selection

identifier;

a first receiving step of receiving from said

player computer an encrypted player selection using a
selected encryption key to generate an encrypted player

selection identifier;

transmitting, after said first receiving step, to

said player computer a winning selection identifier in
an unencrypted format;
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comparing said player selection identifier with
said winning selection identifier to determine if said
player has won said game of chance;

a second receiving step of receiving from said

player computer said selected encryption method;
decrypting said encrypted selected selection

identifier using said selected encryption key; and

comparing the decrypted player selection
identifier with said winning selection identifier to
verify that said player has won said game of chance.

24. A method according to claim 22, wherein said game

of chance comprises an electronically implemented

punchboard.

25. A method according to claim 22, wherein said game
of chance comprises an electronically implemented
roulette wheel.

26. A method according to claim 22, wherein said game

of chance comprises an electronically implemented bingo
game.

27. A method according to claim 22, wherein said game

of chance comprises an electronically implemented slot
machine.

28. A method according to claim 22, wherein said game

of chance comprises an electronically implemented

lottery.

29. A method according to claim 22, wherein said

transmitting and receiving are performed on an
electronic network.
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30. A method according to claim 29, wherein said
electronic network includes a commercial online service

provider

31. A method according to claim 22, wherein the

selected encryption key is based on a random number.

32. A method for generating and verifying results ofa
computer-based game of chance, the method comprising
the steps of:

generating a winning selection identifier and a
first value based thereon;

transmitting to a player computer the first value

and a plurality of available game selections each

identified by a unique selection identifier;

receiving from said player computer a player

selection identified by a player selection identifier;

transmitting the winning selection identifier to

said player computer after receiving said player

selection identifier;

comparing said player selection identifier with

said winning selection identifier to determine a result

of said game of chance; and

said first value for comparison with a second

value based on said transmitted winning selection

identifier to verify that the winning selection

identifier and the player selection identifier were

independently generated.

33. A method according to claim 32, wherein the first

value and the second value are one-way hash values.

34. A method of generating and verifying results of a

computer-based game of chance, the method comprising

the steps of:

generating a winning selection identifier and a
first value based thereon;
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transmitting to a player computer the first value

and a plurality of available game selections each
identified by a unique selection identifier;

receiving from said player computer a player
selection identified by a player selection identifier;

generating, after said receiving step, a second
value based on the available game selections other than

the player selection;
transmitting the second value to said player

computer;

transmitting a winning selection identifier, after
said step of transmitting the second value;

generating a third value based on the player
selection and the second value;

comparing said player selection identifier with
said winning selection identifier to determine a result

of said game of chance; and

comparing the third value with the first value to
verify that the winning selection identifier and the
player selection identifier were independently
generated.

35. A method according to claim 34, wherein the first

value, the second value and the third value are one-way
hash values, and the third value is generated using a

hash tree algorithn.

36. A method of generating and verifying results of a

computer-based game of chance, the method comprising
the steps of:

transmitting to a player computer a plurality of

available game selections each identified by a unique
selection identifier;

encrypting a winning selection identifier using a
selected encryption key;

transmitting the encrypted winning selection
identifier to said player computer;
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receiving, after said step of transmitting the

encrypted winning selection identifier, a player
selection identified by a player selection identifier;

transmitting, after said step of receiving the

player selection, the selected encryption key to said
player computer; and

comparing said player selection identifier with |
said winning selection identifier to determine a result
of said game of chance.

37. A method according to claim 36, wherein said step
of transmitting the encrypted selection identifier
includes digitally signing said encrypted selection
identifier.

38. A method according to claim 36, wherein the

encryption key is based on a random number.

39. A method of generating and verifying resuits of a
computer-based game of chance, the method comprising
the steps of:

transmitting to a player computer a plurality of
available game selections each identified by a unique
selection identifier;

transmitting to a third-party computer a winning
selection identifier;

receiving, after said step of transmitting the
winning selection identifier, from said player computer
a player selection identified by a player selection
identifier;

transmitting, after said receiving step, the
winning selection identifier to said player computer;
and

comparing said player selection identifier with
said winning selection identifier to determine a result
of said game of chance.
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40. A device for facilitating a game of chance,

comprising:

a first computing device including a first

processor, a first cryptoprocessor connected to the
first processor and a first memory device connected to
the first processor and containing a first program and
a database containing information regarding a player of

said game and a distribution of prizes for said game;
and

a second computing device including a second

processor, a second cryptoprocessor connected to the
second processor, a second memory device connected to
the second processor and containing a second program

and a database containing information regarding game
selections made by the player during said game, an

input device connected to the second processor for
inputting the game selections, and a display device
connected to the second processor for displaying a

result of said game,

the first program being adapted to be executed by

the first processor for transmitting a plurality of
available game selections each identified by a unique
selection identifier, receiving a player selection

identified by a player selection identifier,
transmitting a winning selection identifier, and
comparing said player selection identifier with said
winning selection identifier to determine the result of
said game, and

the second program being adapted to be executed by

the second processor for receiving the plurality of
available game selections from said first conputing
device, transmitting to the first computing device the

player selection identified by the player selection
identifier, and receiving the winning selection
identifier from the first computing device.
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41. A device according to claim 40, wherein said first

computing device and said second computing device each
further comprise means for communicating on the
Internet.

42. A device according to claim 40, wherein said first

computing device further comprises a first random
number generator for generating a random number used by
the first cryptoprocessor, and said secona computing
device further comprises a second random number

generator for generating a random number used by the
second cryptoprocessor.

43. A computer readable medium in which is stored

computer readable code to be executed by a computer,
‘said computer readable code performing a method of

generating and verifying results of a computer-based
game of chance, the method comprising the steps of:

transmitting to a player computer a plurality of

available game selections each identified by a unique
selection identifier;

receiving from said player computer a player

selection identified by a player selection identifier;
transmitting to said player computer a winning

selection identifier;

comparing said player selection identifier with
said winning selection identifier to determine if said

player has won said game of chance; and
verifying that said winning selection identifier

and said player selection identifier were independently

generated.

44. A computer readable medium according to claim 43,
wherein communication between said computer and said

player computer is performed on the Internet.
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45. A method of participating in a computer-based game.

of chance, comprising the steps of:

receiving a plurality of available game selections
_ each identified by a unique selection identifier;

transmitting a player selection identified by a
player selection identifier;

receiving a winning selection identifier

identifying a winning selection; and

verifying that the winning selection identifier
and the player selection identifier were independently
generated.

46. A system for facilitating a computer-based game of
chance, comprising:

a computing device including a processor, a

cryptoprocessor connected to the processor, an input
device connected to the processor, a display device

connected to the processor and a memory device
connected to the processor, the memory device
containing a program, adapted to be executed by the
processor, for receiving a plurality of available game
selections each identified by a unique selection

identifier, receiving a player selection identified by
a player selection identifier input from the input
device, encrypting the player selection identifier
using the cryptoprocessor according to an encryption
key, transmitting the encrypted player selection
identifier, receiving a winning selection identifier,
transmitting the encryption key, comparing the player
selection identifier with the winning selection

identifier and displaying on the display device a

result of said game of chance,

wherein said computing device receives the winning
selection identifier in an unencrypted format after

transmitting the encrypted player selection identifier,
transmits the encryption key after receiving the
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winning selection identifier, and performs said
comparing to verify the result of said game of chance.

47. A system for facilitating a computer-based game of
chance, comprising:

a computing device including a processor, a

eryptoprocessor connected to the processor, an input
device connected to the processor, a display device _

connected to the processor and a memory device

connected to the processor, the memory device

containing a program, adapted to be executed by the
processor, for receiving a plurality of available game
selections each identified by a unique selection

identifier ana a first value based on a winning

selection identifier, storing the first value in the

memory device, receiving a player selection identified
by a player selection identifier input from the input
device, transmitting the player selection identifier,
receiving the winning selection identifier, generating
a second value using the cryptoprocessor based on the
received winning selection identifier, comparing said
first value with said second value and displaying on

the display device a result of said game of chance,
wherein the result of said game of chance is based

on a comparison of the player selection identifier with
the winning selection identifier, and said computing
device compares said first value with said second value
to verify that the winning selection identifier and the

player selection identifier were independently
generated.

48. A system for facilitating a computer-based game of
chance, comprising:

a computing device including a processor, a

cryptoprocessor connected to the processor, an input
device connected to the processor, a display device

connected to the processor and a memory device
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connected to the processor, the memory device

containing a program, adapted to be executed by the

processor, for receiving a plurality of available game
selections each identified by a unique selection

identifier and a first value based on a winning

selection identifier, storing the first value in the

memory device, receiving a player selection identified
by a player selection identifier input from the input
device, transmitting the player selection identifier,
receiving a second value based on the available game
selections other than the player selection, generating
a third value based on the player selection and the

second value using the cryptoprocessor, comparing the
third value with the first value, receiving the winning

selection identifier, and displaying on the display

device a result of said game of chance,

wherein the result of said game of chance is based

on a comparison of the player selection identifier with
the winning selection identifier, said computing device
receives the second value before receiving the winning

selection identifier, and said computing device

compares the third value with the first value to verify
that the winning selection identifier and the player
selection identifier were independently generated.

49. A system for facilitating a computer-based game of
chance, comprising:

a computing device including a processor, a

cryptoprocessor connected to the processor, an input
device connected to the processor, a display device

connected to the processor and a memory device

connected to the processor, the memory device

containing a program, adapted to be executed by the

processor, for receiving a plurality of available game
selections each identified by a unique selection

identifier, receiving a player selection identified by

a player selection identifier input from the input
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device, receiving a winning selection identifier in an

encrypted format, transmitting the player selection
identifier, receiving an encryption key, decrypting the

encrypted winning selection identifier using the

cryptoprocessor and the encryption key, and displaying
on the display device a result of said game of chance,

wherein said computing device receives the

encrypted winning selection identifier before

transmitting the player selection identifier and

receives the encryption key after transmitting the

player selection identifier, and the result of said
game of chance is based on a comparison of the player
selection identifier with the winning selection

identifier.

50. A system for facilitating a computer-based game of

chance, comprising:

a first computing device including a first

processor, an input device connected to the first
processor, a display device connected to the first
processor and a first memory device connected to the

first processor; and

a second computing device, including a second

processor and a second memory device connected to the

second processor,

the first memory device containing a first

progran, adapted to be executed by the first processor,

for receiving a plurality of available game selections

each identified by a unique selection identifier,

receiving a player selection identified by a player

selection identifier input from the input device,

transmitting the player selection identifier, receiving

a winning selection identifier from said second

computing device, and displaying on the display device
a result of said game of chance, and

the second memory device containing a second

program, adapted to be executed by the second
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processor, for transmitting the winning selection
identifier to said first computing device after said
first computing device transmits the player selection
identifier, , .

wherein the result of said game of chance is based

on a comparison of the player selection identifier with
the winning selection identifier.

51. A method of generating and verifying results of a
computer-based game of chance, the method comprising
the steps of:

receiving a plurality of available game selections
each identified by a unique selection identifier;

inputting a player selection identified by a
player selection identifier;

encrypting the player selection identifier using
an encryption key;

transmitting the encrypted player selection
identifier;

receiving a winning selection identifier;
comparing the player selection identifier with the

winning selection identifier to determine if said
player has won said game of chance; and

transmitting the encryption key,

wherein the winning selection identifier is
received in an unencrypted format after the encrypted

player selection identifier is transmitted, the
encryption key is transmitted after the winning
selection identifier is received, and a comparison of

the player selection identifier with the winning
selection identifier verifies that said player has won

said game of chance.

52. <A method of generating and verifying results of a

computer-based game of chance, the method comprising
the steps of:
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receiving a plurality of available game selections

each identified by a unique selection identifier and a

first value based on a winning selection identifier;

inputting a player selection identified by a

player selection identifier;

transmitting the player selection identifier;

receiving the winning selection identifier;

generating a second value based on the received
winning selection identifier; and

comparing said first value with said second value

to verify that the winning selection identifier and the

player selection identifier were independently

generated.

53. -A method of generating and verifying results of a

computer-based game of chance, the method comprising

the steps of: ‘

receiving a plurality of available game selections

each identified by a unique selection identifier and a

first value based on a winning selection identifier;

inputting a player selection identified by a

player selection identifier;

transmitting the player selection identifier;

receiving a second value based on the available

game selections other than the player selection;

generating a third value based on the player

selection and the second value;

comparing the third value with the first value;
and

receiving the winning selection identifier;
wherein the second value is received before the

winning selection identifier is received, and said step

of comparing the third value with the first value

verifies that the winning selection identifier and the

player selection identifier were independently
generated.
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54. A method of generating and verifying results of a

computer-based game of chance, the method comprising
the steps of:

receiving a plurality of available game selections
each identified by a unique selection identifier;

inputting a player selection identified by a
player selection identifier;

receiving a winning selection identifier in an.

encrypted format;

transmitting the player selection identifier;

receiving an encryption key; and

decrypting the encrypted winning selection
identifier in accordance with the encryption key,

wherein the encrypted winning selection identifier
_is received before the player selection identifier is

transmitted, the encryption key is received after the

player selection identifier is transmitted, and a
comparison of the player selection identifier with the
winning selection identifier decrypted according to the
encryption key verifies that said player has won said
game of chance.

55. A method of generating and verifying results of a

computer-based game of chance, the method comprising
the steps of:

receiving from a game server computer a plurality

of available game selections each identified by a

unique selection identifier;

inputting a player selection identified by a
player selection identifier;

transmitting the player selection identifier to

the game server computer; and
receiving from a third-party computer a winning

selection identifier,

wherein the winning selection identifier is

received from the third-party computer after said step

of transmitting the player selection identifier.
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AWARDEDFIELD OF CUSTOMER DATABASE TO

REFLECT MONEY WON 4260

 
  
 

AT THE END OF THEBILLING CYCLE, CENTRAL
CONTROLLER QUERIES THE CUSTOMER DATABASE TO

SEE IF IT OWES THE CUSTOMER MONEY 4280 

 
  

 

 IF MONEY IS DUE, CENTRAL CONTROLLER
PAYS CUSTOMER ACCORDING TO CUSTOMER'S

CHOICE OF PAYMENT METHOD 4281 

FIG. 12B
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FROM FIG. 8

CENTRAL CONTROLLER CRYPTOGRAPHIC PROCESSOR
RETRIEVES THE VALUE OF ALL GRID LOCATIONS OF
THE GAME FROM THE GAME DATABASE AND USES
ONE-WAY HASH FUNCTION STOREDIN MEMORY TO
GENERATE A HASH VALUE OF THESE LOCATIONS -1404

  
  
 

  

 
 
 

CENTRAL CONTROLLERDISTRIBUTES HASH VALUE
TO PLAYER ALONG WITH "BLANK" PUNCHBOARD

AND GAMEIDENTIFICATION NUMBER=449 
 

USER COMPUTER STORES HASHVALUEIN AUDIT DATABASE
1403

PLAYER SELECTS A GRID LOCATION AND ENTERSIT
INTO THE USER COMPUTER
 

1404

 
  

 
DOES

PLAYER WANTTO PLAY
AGAIN?

NO

AUDIT DATABASE OF USER COMPUTER
ENTERS NEW GAME RECORD

USER COMPUTER TRANSMITS GRID SELECTION
TO CENTRAL CONTROLLER

14414
 

TO FIG. 148

FIG. 144
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FROM FIG. 14A

(2)

CENTRAL CONTROLLER QUERIES WINNING GRID
LOCATION FIELD OF GAME DATABASE(FIG. 13) TO

DETERMINE WHETHER OR NOT USER GRID SELECTIONS
CORRESPOND TO WINNING GRIDLOCATIONS—1454

 

  
  

 

   

CENTRAL CONTROLLER SENDS A MESSAGE TO USER

COMPUTER RELATING IF PLAYER HAS WON 1452 
 

  
  

 USING HASH TREE, THE CENTRAL CONTROLLER
CRYPTO PROCESSOR GENERATES THE HASH VALUE
OF THE AGGREGATEOF ALL THE GRID LOCATIONS

THAT THE PLAYER DID NOT PICK 1453
 
 

AGGREGATE HASH VALUE STORED IN GAME

DATABASE OF CENTRAL CONTROLLER 1484—_—_ 
  CENTRAL CONTROLLER SENDS THE AGGREGATE HASH VALUE

TO THE USER COMPUTER WHICH UPDATES THE AGGREGATE
HASH VALUES FIELD OF THE AUDIT DATABASE=g4ne  

  
  
  

 

 
 

USING HASH TREE TECHNIQUES, USER COMPUTER
CRYPTO PROCESSOR USES THE INFORMATION

RELATING WHETHER OR NOT THE PLAYER HAS WON AND
THE AGGREGATE HASH VALUE TO CALCULATE THE

HASH VALUE OF THE ENTIRE GRID 4456 

 

  
   

 

USER COMPUTER COMPARES THE HASH VALUE OF THE
ENTIRE GRID TO HASH VALUE AND ONE-WAY HASH FUNCTION

STORED IN THE AUDIT DATABASE(IF BOTH VALUES MATCH,
THE INTEGRITY OF THE GAME 1S CONFIRMED) 4457  

WHENALL GRID LOCATIONS HAVE BEEN SELECTED,
CENTRAL CONTROLLER SENDS WINNING GRID LOCATION

OF THE GAME BOARD TO THE USER COMPUTER
1458 

)
TOFIG. 14C

FIG. 14B

Zynga Ex. 1002, p. 249
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FROMFIG. 148

USER COMPUTER STORESWINNING GRID

LOCATIONIN THE AUDIT DATABASE ‘a1481

AT THE END OF THEBILLING CYCLE, THE CENTRAL
CONTROLLER QUERIES THE CUSTOMER DATABASE

TO SEE IF fT OWES THE CUSTOMER MONEY 44a

IF MONEY IS DUE, THE CENTRAL CONTROLLER
PAYS THE CUSTOMER ACCORDINGTO HIS

PREFFERED PAYMENT METHOD 1483

 

FIG. 14C
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FROM FIG. 8

CENTRAL CONTROLLER RETRIEVES GAME FROM
GAME DATABASE AND CRYPTO PROCESSOR ENCRYPTS

IT USING RANDOM KEY 4601
—-

 
  

 
  

CENTRAL CONTROLLER TRANSMITS ENCRYPTED GRID

AND “BLANK? PUNCHBOARD TO USER COMPUTER 1602

PLAYER ENTERS SELECTED COORDINATES
INTO USER COMPUTER

USER COMPUTER TRANSMITS COORDINATE
SELECTION TO CENTRAL CONTROLLER

 
  

 

CENTRAL CONTROLLER STORES PLAYER SELECTION
IN GRID SELECTION FIELD OF GAME DATABASE AND

TRANSMITS KEY TO USER COMPUTER 1605 

CENTRAL CONTROLLER COMPARES THE USER GRID
SELECTION TO THE WINNING GRID LOCATIONS 
 
  
 

IS PLAYER A WINNER?

CENTRAL CONTROLLER UPDATES TOTAL MONEY

AWARDEDFIELO OF CUSTOMER DATABASE 4610 
  

  
 

AT THE END OFBILLING CYCLE, CENTRAL
CONTROLLER QUERIES THE CUSTOMER DATABASE

TO SEE IF IT OWES THE CUSTOMER MONEY—460 
 
 
  

  

 

 IF MONEY IS DUE, CENTRAL CONTROLLER
PAYS THE CUSTOMER ACCORDING TO CUSTOMERS

CHOICE OF PAYMENT METHOD 1630 

FIG. 16

CENTRAL CONTROLLER
GENERATES NEXT GAME

4650
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FROM FIG,8

 
  

 CENTRAL CONTROLLER TRANSMITS SERIAL
NUMBERED GAME BOARD WITH FULL WINNING

GRID TO TRUSTED THIRD PARTY 1804

CENTRAL CONTROLLER SENDS“BLANK
PUNCHBOARD TO USER COMPUTER 4202

PLAYER ENTERS DESIRED GRID LOCATION
INTO USER COMPUTER 1803

 DOES

PLAYER WANT TO
ENTER ANOTHER GRID

SELECTION?

NO

USER COMPUTER TRANSMITS GRID SELECTION
TO CENTRAL CONTROLLER 1810

 
  

  
  

 CENTRAL CONTROLLER QUERIES WINNING GRID
LOCATIONFIELD OF GAME DATABASE(FIG. 178) TO

DETERMINE |F GRID SELECTION ISA WINNER=1814 

 

  

IF THE SELECTION IS A WINNER, CENTRAL CONTROLLER
NOTIFIES THE CUSTOMER AND UPDATES THE TOTAL

MONEY AWARDEDFIELD ACCORDINGLY 1812

USER COMPUTER TRANSMITS SERIAL NUMBER
OF GAME TO TRUSTED THIRD PARTY 4813

 
 
  

 

 
 

 
 TRUSTED THIRD PARTY QUERIES THE GAMEIDENTIFICATION

NUMBERFIELD OF THE AUDIT DATABASEAND RETRIEVES THE
REQUESTED GAME IDENTIFICATION NUMBER 1814 

 
 
  

 

TRUSTED THIRD PARTY TRANSMITS WINNING GRID
LOCATIONS FOR REQUESTED GAME IDENTIFICATION

NUMBER TO USER COMPUTER 1815   

(©)
TO FIG. 188

FIG. 18A
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FROMFIG. 18A

   
 

PLAYER USES THE INFORMATION FROM THE
TRUSTEDTHIRD PARTY TO VERIFY THAT THE CENTRAL

CONTROLLER OPERATION WAS LEGITIMATE—454 

  
  
 
 
  

AT THE END OFA BILLING CYCLE, CENTRAL
CONTROLLER QUERIES THE CUSTOMER DATABASE

TO SEEIF IT OWES THE CUSTOMER MONEY

 IF MONEY IS DUE, THE CENTRAL CONTROLLER
PAYS CUSTOMER ACCORDING TO CUSTOMER'S

CHOICE OF PAYMENT METHOD

FIG. 18B
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SECUREIMPROVEDREMOTEGAMINGSYSTEM
This Application is a continuation-in-part of

copending Application Serial No. 08/269,248, filed on
June 30, 1994, which is a continuation-in-part of
copending Application Serial No. 08/212,348, filed on
March 11, 1994.

. BACKGROUND

1. Field of the Invention

The present invention relates generally to a
remote gaming system, and more particularly, to a
remote gaming system by which a player can wager on a

plurality of games of chance and/or future public
events of which the outcome is uncertain, offered by

a casino, government lottery organization, or other
wagering establishment. ,
2. Description of the Prior Art

In the past, a player wishing to wager on a game:
of chance such as those offered in a casino or ona

public event of which the outcome is uncertain such as

sporting events, had a limited number of options. In

order to wager on casino games such as roulette,

blackjack, poker and the like, the player had to

physically travel to a gaming establishment

specifically engaged in such activities or to a
lecation where stand-alone gambling devices such as

video poker terminals or slot machines were available.

Although public events such as horse races may be

wagered on by telephone contact with an authorized

“off-track betting" gaming establishment or its agent,

such methods utilizing telephone contact have not been

amenable to typical casino games.

As a result of advances in computer technology

and telecommunications, remote gaming systems have

been devised in which a player can participate ina

Plurality of games of chance being offered by a

gambling establishment without having to be physically

located on the premises. An example is found in U.S.

PCT/US95/08206
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patent Nos. 4,339,798 and 4,467,424, both to Hedges et
al. The Hedges Patents disclose a remote gaming
system wherein a player proceeds to gamble against the
casino at a remote player station which includes a
live game display to permit the player to engage in
actual games of chance as they are being played in
real-time at a croupier station ‘comprised of one or

more gaming tables in the casino. The player station
includes a changeable keyboard communicating with a
microprocessor for displaying a selected one of a
plurality of wagering possibilities corresponding to
a selected one of the plurality of games being played

and for displaying the results of the game being

played. The player becomes part of the game as if he
or she were actually present at the gaming table in
the casino. To provide a secure communications link,
the remote gaming station communicates with the:

croupier station and a credit control station through

an encryption/decryption device to prevent tampering

by unauthorized sources.

While such a system provides a means by which a

player can gamble from a remote location, its primary

disadvantage resides in the fact that the player can

gamble only by participating in games being actually

conducted in the gaming establishment and monitored

over real-time closed circuit video. Moreover, such

a system has limited practicality since the player can

- only gamble on a specialized gaming station which must

be electronically linked to the casino. It would

therefore be highly desirable to provide a remote

gaming system by which a player could engage in
gambling on a gaming computer at a remote location at

the player’s convenience where the casino provides for

the purchase and redemption of casino credit,

notwithstanding the absence of any direct electronic

communication link between the gaming computer and the
casino.

PCT/US95/08206
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s OF THE INVENTION

Accordingly, it is an object of the present

invention to provide a remote gaming system by which

the player can wager on any one of a plurality of

games of chance typically offered by a wagering

establishment (e.g., a casino or whatever entity is

offering to bet against the player) at the player’s
convenience.

It is another object of the present invention to
provide a remote gaming system by which the player can

wager against the wagering establishment on any one of
a plurality of wagering opportunities such as games of

chance generated by computer software installed or

loaded on any personal computer.

It is a further object of the invention to

provide a remote gaming system by which a player can

wager against the wagering establishment on a¥-

conventional multi-media apparatus (e.g., a NINTENDO

apparatus coupled to a television set) through

compatible plug-in'‘data storage media.

It is yet another object of the invention to

provide a remote gaming system by which a player can

purchase and redeem wagering credit from remote

locations without the need for an on-line electronic
communications link to be established between the

Player’s gaming computer and the wagering
establishment,

It is still another object of the invention to

provide a remote gaming system by which a player can

wager on any one of a plurality of games of chance

generated by software installed or loaded on a

dedicated gaming computer, including a hand-held

portable device, which can be provided to the player,
yet need not be electronically linked on-line to the

wagering establishment for purposes of gambling,
purchasing and redeeming gambling credit.

It is yet another object of the invention to

Zynga Ex. 1002, p. 262
Zyngav. IGT

IPR2022-00199



Zynga Ex. 1002, p. 263
                   Zynga v. IGT

                    IPR2022-00199

10

15

20

25

30

35

WO 96/00950

4

provide a remote gaming system wherein authenticatable
messages communicated between, read and authenticated

by a remote gaming computer, including a dedicated
machine for wagering, a general-purpose game machine,
a personal computer or personal digital assistant

(PDA), or any other device for computing and

communicating with the house or wagering
establishment, and a host computer associated with
the wagering establishment, either on-line (including

wireless electronic communication hardware) or off-

line (orally with an agent or electronic
communications over the telephone, but ‘where no
connection is necessary between the gaming computer

and the wagering establishment), prevent unauthorized

users from gaining access to or fraudulently obtaining
or redeeming gambling credit.

It is another object of the present invention to:

provide a remote gaming system in which a gaming

computer and/or host computer associated with the

wagering establishment restricts access to wagering

opportunities by means of hardware or software for

authenticating a personal identification number (PIN)

er passphrase.

It is still another object of the present

invention to provide a remote gaming system in which

a gaming computer and/or host computer associated with

the wagering establishment restricts access to

- Wagering opportunities, using authentication from some

external credit card, smart card, funds transfer

system, digital cash system, or other payment system.

It is yet another object of the invention to

provide a remote gaming system in which a gaming

computer and/or host computer associated with the

wagering establishment restricts access to wagering

opportunities utilizing biometrics including, but not

limited to, fingerprints, voiceprints, retinal-prints
and the like.
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It is still another object of the invention to

provide a remote gaming system in which a gaming
computer and/or host computer associated with the
wagering establishment restricts access to wagering
opportunities using a physical access token ofr

physical key. ,
It is a furtherobject of the invention to provide

a remote gaming system in which a gaming computer

and/or a host computer associated with the wagering
establishment restricts. access to wagering

opportunities using authorization transferred from a

remote system, whether or not that system is working

as and agent or provider of the wagering

opportunities.

It is another object of the invention to provide
a remote gaming system in which a gaming computer

and/or host computer associated with the wagering
establishment, in addition to or in lieu of other

security measures, restricts access to wagering
opportunities by consulting an internal or external

database having stored lists of banned and/or valid

identification codes, including but not limited to EFT
account numbers, userIDs, credit card account numbers,

and the like.

It is a further object of the present invention to

provide a remote gaming system which is- made secure by

incorporating cryptographic protocols or methods such
as digital signatures, one-way hashes, zero-knowledge

proofs, encryption, message-authentication codes, bit-

commitment protocols and the like

It is a further object of the present invention to

provide a remote gaming system which is made secure by

utilizing internal checksums and audit sums.
It is another object of the invention to provide

a remote gaming system which is made secure by using

hardened "agents" of the "house", i.e., the wagering

establishment, in the form of software and/or hardware
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devices, humans, or any or all of these, in a remote

or nearby location, or installed in or on a remote

gaming computer.

It is still another object of the invention to

provide a remote gaming system which is made secure by

utilizing digital time stamping to generate

authenticatable messages to be read and authenticated

by a host computer associated with the wagering
establishment for verification.

It is a further object of the invention to provide

a remote gaming system which is made secure by

incorporating secure timers, counters, running hashes
er checksums, digital signatures, or other hidden

values to frustrate attempts to defraud or tamper with
the gaming software of data storage media associated

with the gaming computer.

It is yet another object of the invention to:

provide a remote gaming system which is made secure by
employing ‘batch communications between the gaming
computer and the wagering establishment.

It is still anether object of the invention to

provide a remote gaming system in which a player
receives a tamper-resistant or tamper-evident
read/write device from the wagering establishment

containing data storage media for dedicated gaming
software which can be linked toor installed on any
personal computer, yet is inspectable by the wagering

establishment to prevent unauthorized manipulation of,
or alteration to, the software.

, It is still another object of the invention to

provide a remote gaming system in which the gaming
and/or banking software is embodied in data storage
media such as, for example, a computer disk, where the

unique magnetic signature of that disk is readable by
the gaming computer as an authenticatable message for
authentication by the gaming computer and/or the
wagering establishment host computer to make
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unauthorized duplication of the disk or alteration to

data on the disk detectable by the wagering
establishment.

It is still another object of the invention to

provide a remote gaming system by which a player can

wager on future public or external events of which the

outcome is uncertain such as a lottery, either through

an on-line connection between a gaming computer and
the wagering establishment, or off-line where the

Player’s wager is time-stamped to generate an

authenticatable message, representing the player’s

choice of wagering elements (i.e., numbers) for a

given lottery event (occurring at some time in the
future) and, including, at least one of a date/time
stamp or authenticated time message, player’s
identification code, and computer/software
identification code.

It is yet another object of the invention to

provide a remote gaming system by which a player can
obtain and redeem wagering credit from the wagering
establishment embodied in tamper-resistant or tamper-
evident data memory media which interface with a
remote gaming computer.

It is still another object of the invention to

provide a remote gaming system by which a completely
self-contained, dedicated gambling personal digital
assistant may be obtained with a preprogrammed and/or
predetermined: amount of non-renewable credit embodied

in gaming software installed on or loadable into the
digital assistant. .

It is a further object of the invention to provide
a remote gaming system by which a player can engage in
a game of skill (e.g., a crossword puzzle) residing in
software installed on a dedicated gambling personal
digital assistant having a preprogrammed and/or
predetermined amount of non-renewable gambling credit.

It is yet another object of the invention to
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provide a remote gaming system in which winnings and
collection on losses may be authorized by means of a
digital cash protocol.

It is a further object of the invention to provide °

5 a remote gaming system in which payment of winnings .
and collection on losses is authorized by means of an ‘
electronic: funds transfer mechanisn.

' It is still another object of the invention to
provide a remote gaming system in which payment of

10 winnings and collection on losses is authorized by
means of a credit card authorization mechanisn.

It is yet another object of the invention to

provide a remote gaming system in which payment of
winnings and collection on losses is authorizea

15 through the wagering establishment or its agents
through communication between a remote ganing computer
and a host computer associated with the wagering
establishment.

It is still another object of the invention to
20 provide a remote gaming system in which winnings and

collection on losses are paid directly in currency
form.

It is a further object of the invention to provide
a remote gaming system in which all gambling credit is

25 loaded into ai gaming computer by the wagering
establishment or its agent(s) prior to providing the
player with the gaming computer.

It is still another object of the invention to
provide a remote gaming system in which a premium

30 application enables a player who purchases a preduct
such as a computer, or software on data storage media,
to win something as determined by the output of a '
gaming program embedded within such product.

It is yet another object of the invention to .
35 provide a remote gaming system by which a player

wagering at a remote location is subject to
predetermined limitations on winnings by a wagering 

Zynga Ex. 1002, p. 267
Zynga v. IGT

IPR2022-00199



Zynga Ex. 1002, p. 268
                   Zynga v. IGT

                    IPR2022-00199

10

15

20

25

30

35

WO 96/00950

establishment.

In accordance with the above objects and other

objects which will become apparent hereinafter, the

present invention provides a remote gaming system
which enables a player te gamble against a wagering

establishment using a gaming computer at a remote -

location. The gaming computer may or may not be

electronically linked, i.e., "on-line", to a host
computer associated with. the wagering establishment

while gambling takes place. The term "wagering
establishment" as used herein is intended to include
authorized agents or other parties which act on behalf

of the wagering establishment to implement the gaming

process. The term “host computer" includes a single

device, multiple devices and/or computer networks and

systems. The gaming computer can be any personal

computer, hand-held computer device (e.g., a personal

digital assistant), or multi-media apparatus which

functions as the gaming computer (e.g., a NINTENDO or
like apparatus), and may or may not be a dedicated

gambling computer provided by the wagering
establishment. If provided by the wagering
establishment, the gaming computer can be preloaded
with gaming software. If the gaming computer is a
conventional personal computer, the gaming software is
either preinstalled on a secure data storage media
device, e.g. a hard disk, CD-ROM, etc., or module
provided by the wagering establishment, or installed

directly on the gaming computer by the player.
The gaming software includes a game program and a

banking program. The game program generates a
Plurality of games of chance typically offered by the
wagering establishment, e.g., blackjack, roulette,
craps, poker, Slots, etc., games of skill or makes

available wagering on external events or future public
events of which the outcome is uncertain, @.9., a
lottery. The banking program provides for the
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purchase or loading of gambling credit into a banking
file from the wagering establishment to enable

gambling, and increments or decrements the player’s
account balance to enable the player to cash-out any

gambling winnings. The term "gambling credit" as used
herein, means purchased credit, accumulated gambling

winnings, collection on losses and the like. The

gaming software may also include an audit program
which records the outcome of each wager and the data

communicated between the player and the wagering

establishment as read, authenticated and /or generated

by the gaming computer in order to effect gambling,
and the purchase and redemption of gambling credit.

The wagering establishment has a host computer

with software containing a banking program which

enables players to purchase, accumulate and redeem

gambling credit at remote locations, even if no on-

line communications exist with the gaming computer,

and an audit program for recording such transactions.

This may be accomplished, in one preferred embodiment

of the inventien, by communicating a plurality of

authenticatable messages between the gaming computer

and the host computer, which messages are respectively

read and authenticated by each device, either through

oral communications between the player and the

wagering establishment, e.g., such as via an automated

public telephone network having interactive voice

.Capabilities using a touch-tone phone. The words

"authenticatable", and "authenticate" as disclosed and

claimed herein include cryptographic protocols such as

encryption and decryption, digital signatures, one-way
hashes, checksums and the like. The utilization of

authenticatable messages is one way to prevent a third

party or a verified player from gaining unauthorized

access to the system and then attempting to

fraudulently obtain or redeem gambling credit and/or
tamper with the game program to produce altered
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wagering opportunities having» enly a favorable
outcome. Alternatively, gambling credit can be

"built-in" or preinstalled on a tamper-evident or
tamper-resistant module for installation on a

conventional personal computer, or pre-installed ona

dedicated gaming computer provided by the wagering
establishment. . In the off-line embodiment, the
automated public telephone network or "agent" is
associated with the host computer of the wagering
establishment, but it is not necessary to have a
direct electronic on-line connection between the
gaming computer and the host computer.

If the gaming computer is networked to the host
computer, the connection may or may not serve to

regulate or control the simulation of casino games on
the gaming computer by the gaming software. For
example, the connection May serve to have the host
computer keep a record or audit-trail of all or

selected activities taking place at the gaming
computer for purposes of additional verification or

security. Alternatively, the connection may be of a
controlled nature to vary the odds of a given wager
based upon any of a variety of factors’ such as
gambling duration or a progressively increasing
jackpot (e.g., in a slot machine simulation). In such
an on-line embodiment, security and player
verification can be obtained by utilizing a stand-
alone secure message generation and authentication
device, such as, for example, an encryption/decryption
unit of the type commonly employed in. making wireless
money transfers. This device generates an
authenticatable verification code based upon the
user's personal identification code and possibly a
second code provided to the user from the host
computer or stored in the stand-alone authentication
device to prevent an unauthorized user from obtaining
on-line access upon having stolen a user’s personal
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identification code.

At all times, each wager by the player generates

an electronic audit-trail on the gaming computer, the

host computer and/or on any networked computers by

recording the amount of each wager, the outcome of

each gambling event and any resulting gambling

earnings or losses, in anauthenticatable message or
a series of messages which are read and authenticated

by the host computer and/or the gaming computer. The

financial resolution of each wager is cumulatively
tracked by the software on the gaming computer and

perhaps also on any networked computers, so that the

Player is able to constantly monitor his or her

gambling credit balance with the wagering
establishment.

A player gambles in substantially the same way he
or she does in a casino. The player chooses which
games to play as presented by the gaming software, the

amount of each wager and the length of time each game
is played. The player may remain active over several

different gaming sessions which may take place at
several different times and/or places. The player may
at any time place wagers which are for practice only
which do not affect the player’s gambling credit
balance. As an option, the player’s gambling credit
balance may be transferred and stored on data storage
media which can be installed on other computers where

. Software has been, or can be, installed to recognize
the player’s gambling credit balance. The Player may
then continue to wager on any of such other computers.
Whenever the player wishes to cash-out his or her

gambling credit, redemption from the wagering
establishment may be implemented by contacting the
wagering establishment by telephone in an "off-line"

embodiment, either through an automated telephone
network with voice capabilities, or a live agent, or
by communicating on-line in an "on-line" embodiment.
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In one embodiment described above, when the player

desires to cash out, a series of authenticatable |

messages are exchanged with the host computer, such as

orally through an automated telephone network, or are

transmitted electronically on-line by conventional
means in the on-line embodiment. .In the off-line

embodiment, these authenticatable messages are
generated by the gaming computer software and the host
computer software, and communicated between and read

by the gaming computer and host computer for

authentication to verify the player’s identity and
authenticity of the player’s gambling credit account
prior to cashing-out gambling credit. In the on-line

embodiment, a stand-alone device or software
associated with the gaming computer generates an
authenticatable log-on er confirmation message for
verification by the host computer. Alternatively,
where the gaming computer itself, e.g., a personal
digital assistant, is provided to the player by the
Wagering establishment, it or a tamper-resistant or
tamper-evident plug-in module may be physically
returned to the wagering establishment for credit

redemption. The module includes data-storage media
preferably disposed in an inspectable tamper-resistant
or tamper-evident casing which can be examined by the
wagering establishment for any indication of
tampering. Such gambling credit can be redeemed from

the wagering establishment in any of a variety of
forms of payment including, but not limited to, cash,
bank-wire transfers, credits-or some other form of
Payment mutually agreed to by the player and the
wagering establishment. |

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A is a schematic view of the remote gaming
system in a first off-line embodiment;

FIG. 1B is a schematic view of the remote gaming
system in a second off-line embodiment;
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FIG. 1¢ is a schematic view of the remote gaming

system in a third off-line embodiment;

FIG. 2 is a schematic view of the remote gaming
system in an on-line embodiment;

FIG. 3 is a schematic view of a gaming computer
connected to a tamper-resistant or tamper-evident

read/write data storage media device provided by the
wagering establishment;

FIG. 4 is a flowchart of the start-up and
registration sequence in the off-line embodiment;

FIG. 5 is a flowchart of the handshake recognition
sequence in the off-line embodiment;

FIG. 6 is a flowchart of the purchase credit
sequence in the off-line embodiment;

FIG. 7A is a flowchart of the wagering sequence
for games of chance generated by the game program in
the off-line embodiment;

FIG. 7B-1-2 is a flowchart of the wagering
Sequence for an off-line non-registered lottery system
embodiment;

FIG. 7C-1-5 is a flowchart of the wagering
sequence in an off-line registered lottery system
embodiment;

FIG. 8 is a flowchart of the credit cash-out
sequence in the off-line embodiment;

FIG. 9 is a flowchart of the registration and
Start-up sequence in the on-line embodiment;

FIG. i0 is the purchase credit sequence in the
on-line embodiment;

FIG. 11 is a flowchart of the wagering sequence in
the on-line embodiment;

FIG. 12 is a flowchart of the credit cash-out
sequence in the on-line embodiment;

FIG.. 13 is a schematic of a memory chip made
secure by an external tamper-resistant or tamper-
evident structure;

FIG. 14 is a schematic of a first means for
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verifying the integrity of-the gaming software;
FIG. 15A is a schematic of a second means for

verifying the integrity of the gaming software;
FIG. 15B is a schematic of a third means for

verifying the integrity of the gaming software;
FIG. 15¢C is a schematic of a fourth means for

verifying the integrity of the gaming software; and
FIG. 15D is a schematic of a fifth means for

verifying the integrity of the gaming software.
DETAILEDDESCRIPTIONOFTHEPREFERREDEMBODIMENT

With reference to the several views of the
drawings, there is depicted a remote gaming system

generally characterized by the reference numeral 10 by

which a player 12 with access to a computer 14 ("the

gaming computer") wagers on a plurality of games of
chance, or on future public events where the outcome

of such events is uncertain, offered by a casino,

government lottery organization or other wagering
establishment 16. For convenience, these and any
authorized agent thereof will be generally referred to
hereinafter as "the wagering establishment."

Referring now to FIG. 1A, the player 12 has access

to gaming computer 14 having a video display 18 and a
keyboard 20. The gaming computer 14 can be a personal
home computer, lap-top, or hand-held personal digital
assistant device, which may or may not be a dedicated
gaming apparatus provided by wagering establishment
16, or may be a multi-media apparatus, @.g., a
NINTENDO or similar device for use with a television

or the like. The gaming computer 14 can be located at
the wagering establishment 16 or some. other

establishment, e.g., a lottery ticket vendor, or
off-site at a remote location. A gaming computer 14
which is located at the wagering establishment 16 can
still be classified as “remote” in the context of the
invention claimed herein. In this regard, it is
anticipated that a casino could provide players, in
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for example the hotel where the casino is located,
with a dedicated gaming computer 14 which could. be
used to gamble either within or outside of the

physical boundaries of the casino. A primary
advantage of providing the player 12 with a wagering
establishment-furnished gaming computer 14 is greater
security, specifically with regard to making
unauthorized access to the data storage media such as
4 computer disk drive or module more difficult.

Moreover, in a dedicated gaming computer, the keyboard
20 can be customized with specialized function keys
identifying commands, é.g., keys dedicated to
blackjack might have indicia stating "hit me",
"stand", "purchase insurance", etc., which the player
Selects to proceed to gamble on the various games of
chance, games of skill or future events of which the
outcome is uncertain, offered by the wagering.
establishment 16. Gaming computer 14 operates special
gaming software 22 comprised of a game program 24, a
banking program 26 and optionally, an audit program
27. Gaming software 22 can be preinstalled on a
dedicated gaming computer 14 provided by the wagering
establishment 16, preinstalled in an external

, tamper-resistant or tamper-evident read/write data
storage media apparatus 28 Provided by wagering
establishment 16 which interfaces with a personal
computer functioning as the gaming computer 14 as

Shown in FIG. 3, or installed directly on the personal
computer by the player 12, Furthermore, the gaming
software 22 may be made available to the player 12 in
a tamper-resistant or tamper-evident plug-in module
for use with a conventional personal computer or
multi-media apparatus which functions as the gaming
computer 14, to be described in more detail
hereinbelow.

It is critical that the wagering establishment 16
be able to determine if the software itself or data
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associated therewith was copied, tampered with or in

any way altered, otherwise an unscrupulous player 12

could make a plurality of copies and keep playing with
identical disks until such time that one of the copied

disks produced a favorable outcome, or the player 12

could. alter the software itself in an attempt to
control the outcome, the winnings or losses, or a

combination thereof, i.e., a dishonest player 12

modifies the software code of the gaming software 22

in such a way as to make the software generate a

winning outcome more frequently than chance would

dictate (e.g., in a roulette simulation, causing the
roulette wheel to land on a more favorable number more

freguentiy). This could be achieved by replacing the

software in its entirety or by modifying certain code

lines or software instructions of the program, either

physically or by some other externally applied.

influence such as high-intensity electromagnetic
radiation, e.g., an RF field. Of course, the most

secure system is an on-line arrangement where the

gaming software 74 resides in a host computer 30
associated with and/or on the premises of the wagering
establishment (FIG. 2). The most difficult security
issues with regard to tampering arise in embodiments
where the wagering establishment 16 provides the

player 12 with software for use on a remotely disposed

gaming computer 14 or with a dedicated gaming computer
14 itself (e.g., a PDA). In this connection, the
present invention provides a variety of means for
ensuring that system security and integrity are not
compromised.

In one application, software can be provided which

instructs the gaming computer 14 to read the unique
magnetic characteristics, i.e., "fingerprint," of the
specific disk or data storage media on which gaming
software 22 is made available for installation, for
the purpose of creating a unique authenticatable
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message to be read and authenticated by the wagering

establishment 16 to reveal to the wagering
establishment 16 any unauthorized duplication of, or

tampering with, data on that disk or data storage

media. Alternatively, a plug-in device can interface

with the gaming computer disk drive to read a portion

of the disk to acquire the unique magnetic

characteristics of the disk, or the wagering

establishment 16 can utilize the same hardware and/or
software to obtain this magnetic signature andkeep
this information on file for use at some future time

should tampering be suspected, or as a prerequisite to

authorizing any gambling functions to a specific
player 12, e.g., this data can be registered with or

required by the wagering establishment 16 prior to

allowing the player 12 to cash-out any gambling

winnings.

In another embodiment shown schematically in Fic.

13, the gaming software 22 resides on a tamper-

resistant or tamper-evident chip 23 disposed within or

otherwise associated with the gaming computer 14,

i.e., where a dedicated device is provided by the
wagering establishment 16, or otherwise connected to

the gaming computer 14, e.g., a secure, external disk

drive connected to a conventional personal computer.

The chip 23 can be situated within a physical casing
84 which is isolated and unaccessible from any

.external data port connection. In an exemplary

embodiment, the chip 23 can be housed within special
seals, insulation, wrapping, or the like 86, which can

be inspected by the wagering establishment 16 to

reveal whether any authorized attempts were made to

remove, alter or otherwise tamper with the chip 23.

Thus, the wagering establishment 16 can readily
ascertain if the player tampered with the gaming
software and, if such tampering is discovered, it can

deny such player any claimed winnings and/or future
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gambling credit.

In yet another embodiment shown schematically in

FIG. 14, unique mathematical attributes can be derived
from certain characteristics of the software code in

a self-test process.. To perform such a test, the
characteristics of the code are kept secret and are

known onlyto the wagering establishment 16 by using
checksums, one-way hashes and other cryptographic

protocols, including, for example, a check-digit type

algorithm based upon the sum of the bits jlocated in
certain parts of the program, for example, lines 476

through 655 of the code as shown. Alternatively, the

self-test can verify special codes which are embedded

within the software or code instructions in. some

predetermined random manner known only to the wagering
establishment 16.

In a variation of the above shown schematically in

FIG. 15A, external keys known only to the wagering
establishment 16 can be applied to intermittently or
continuously verify whether the software code has been

or is being tampered with, by causing altered software
to malfunction and shut down the gaming application in

the computer 14. The use of external keys may or may
not employ cryptographic protocols such as encryption
to safeguard against their being somehow forged by the
player 12. This can be implemented in several ways,
including, but not limited to: (1) broadcasting a
continuous or intermittent authenticatable message,
such as an encoded or encrypted external signal, e.g.,
RF, from the wagering establishment 16, which is
received by receiving means 88 operably associated
with. the gaming computer 14, where such signals are
subsequently authenticated by the gaming computer 14,
converted into the appropriate form and used by the
gaming software 22 to verify or enable the same (FIG.
15B); (2) having the player 12 physically enter a

message on an intermittent basis (FIG. 15C); or (3)
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20

utilizing an internally generated clock signal

furnished by a_hardened, tamper-resistant . or

tamper-evident clock 89 (FIG. 15D). In this

connection, the chip 23, or even the gaming computer

14 (if provided by the wagering establishment 16), may

be shielded from electromagnetic interference (EMI) .by

conventional methods to prevent unauthorized attempts

to influence the gaming software with externally

generated electromagnetic radiation.

Aside from the use of external keys, the gaming

software 22 can be made to require the acquisition of

data from an external source in order to function.

For example, a wireless broadcast of an

authenticatable message comprised of random numbers

and/or alphanumeric data (possibly encrypted) might be

accessed by the gaming software 22 such that these

random ‘numbers are called upon by the program as a-

basis to select and/or generate a wagering outcome in
a predictable or unpredictable manner. Such external

input may be incorporated into a hardened, tamper-
resistant or tamper-evident plug-in device or module,

which interfaces with the gaming computer 14.

Another way to prevent fraudulent attempts to

alter the gaming software 22, is through the use of an

audit program 27 which can only be accessed by the
wagering establishment 16. To prevent a forged audit
trail, the audit program 37 might, by way of example,

oo

such as in a roulette simulation, data strings
corresponding to spins of the roulette wheel each time

the wheel is spun), where all such data is then

recorded for future verification should the wagering
establishment 16 suspect tampering with the gaming
software 22.

It will be appreciated by persons skilled in the

art that the gaming software 22 can be arranged such
that a message or data-string of alphanumeric codes,
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which are either preloaded into each gaming computer

14, or provided on a disk or plug-in uncopyable .
module, can be used to discover any tampering with the
software, disk or module by the player 12. In this
connection, the code sequence can be made different
for each gaming computer 14 or module, and copies of
such codes can be kept on file by the wagering

establishment 16. These codes may be used to provide
the basis for generating a random outcome of each

gaming event, and can thereby provide evidence of

tampering. In other words, a specific arrangement of

codes might correspond to a certain outcome of a
wagering event (e.g., the Roulette wheel lands on

m5"). Even thougn these codes are known to the

wagering establishment 16, they are sequenced to

ensure a random outcome - something which could be

verified by an independent third party. If a player

12 seeks to modify the gaming software, the altered

software instructions and/or codes could be discovered

upon comparison of the same with the originals on file

with, and known only to, the wagering establishment
16. ,

As another means of preventing player fraud, an

element of “double-randomness" can be implemented by
requiring the player 12 to press a button for each

selection or desired response on the gaming computer

14 twice, with the time interval between selections

(i.e., in milliseconds) used to address and enable a
specific preprogrammed random outcome codified in

corresponding software codes.

The game program 24 permits player 12 to wager on.

any one of a plurality of wagering opportunities,

including games of chance, future public or external

events where the outcome is uncertain or games of
skill, e.g., a crossword puzzle. The games of chance

are generated on gaming computer 14 by game program 24

in accordance with conventional techniques and
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include, but are not limited to, common casino

wagering activities such as blackjack, craps,

roulette, poker, slots and the like. Each game offers

opportunities for the player 12 to place wagers on one

or more various wagering elements within a given

wagering event depending upon the rules applicable to
that game. This will be described in more detail
below.

Game program 24 can be made to accept wagers on
future public or external events where the outcomes of

such events are uncertain as in, for example, sporting
events such as a football game or a boxing match, or
a state-run or other lottery. This can be implemented

by establishing communications, either orally via a
public telephone network, or electronically, with the
wagering establishment 16 in order to place, register
and confirm bets. The wager is Placed on the gaming.
computer 14, which, through the gaming software 22

produces a message for registration with the wagering
establishment 16. This message is then time stamped
by the wagering establishment 16 to form an

authenticatable message, which authenticatable message
can only be authenticated by the wagering
establishment 16, using appropriate software
instructions or hardware to lock in the bet or fix the

time of the wager for the purpose of ascertaining the
proper payoff. This implementation will be described

. in detail below. Similarly, games of skill such as a‘
crossword puzzle can be verified through the use of an

authenticated date/time message which fixes the time
of completion of the game, such that prizes are later
awarded based upon the first Player to complete that
game.

The banking program 26 enables the Player 12 to
wager with available gambling credit and "cash-out"
any gambling winnings. In certain embodiments, the
banking program 26 facilitates the purchase of credit
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from the wagering establishment 16 where such credit

is "loaded" into an appropriate datafile in the gaming

computer in the form of an authenticatable message or

a series of authenticatable messages. Alternatively,
as shown in FIG. 1C, the banking program can receive

gambling credit electronically, such as from an
electronic card reader 91 compatible with credit or

debit cards 93 in a conventional manner, or by

downloading the credit from a plug-in tamper resistant

or tamper-evident credit module 90.

As one way of ensuring security in the credit

purchase/redemption process, the banking program 26 or
a dedicated authentication device provides for the

authentication and generation of authenticatable

messages, such as, for example, an

encryption/decryption apparatus utilizing an
encryption and decryption algorithm of the type known
in the art, e.g., public-key, to encrypt and decrypt
alphanumeric messages exchanged between the player 12
and the wagering establishment 16 which are input to,
communicated between and generated by the gaming
computer 14 and the host computer 30. These messages
can be communicated between the player 12 and the
wagering establishment 16, including its authorized
"agent" 38 through a public telephone network 40. The
term "agent" is intended to include an automated

telephone or like system having interactive voice
capabilities, which generates computerized
instructions communicated to the player 12 over the
phone to prompt the player 12 to communicate responses
to the wagering establishment 16 by pressing the
appropriate numbers or symbols on the touch-tone phone
36 by conventional methods which are well known.

The host computer 30 has gaming software 33
operably associated therewith, which software includes

a banking program 35 and an audit program 37. The
host computer 30 either includes or communicates with
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a dedicated device or software 39 for generating and

authenticating authenticatable messages using

cryptographic protocols with keys or secret algorithms

known only to the wagering establishment 16. In this

manner, the wagering establishment 16 enables a

verified player 12 to purchase and redeem gambling
credit at the remote lecation, notwithstanding the

absence of any on-line link to the wagering
establishment 16 and/or the host computer 30
associated with the wagering establishment 16. The

sequence of steps in the illustrative embodiment

required to purchase and cash-out gambling credit by
exchanging and authenticating authenticatable messages
off-line are described in greater detail below. .

In the usual course of practicing the invention,

FIG. 4 depicts a flowchart of a representative
Start-up and registration sequence in an off-line:

embodiment which must occur prior to wagering. Player
12 first registers various personal information with

the wagering establishment 16 and obtains an

alphanumeric personal identification message or code
32. The wagering establishment 16 provides player 12
with gaming software 22 containing a game program 24,
a banking program 26, and an audit program 27 as
described above, having an associated software

identification message or code 34. The gaming
software 22 may be independently tested, verified and

. provided on data storage media in a sealed envelope by
a third party. Such data storage media can include a
hard disk, floppy disk, CD-ROM and the like. The

wagering establishment 16 then provides an
alphanumeric start-up identification message or code
33 which the player 12 enters into the gaming computer
to run the gaming software-22. Optionally, the gaming
computer 14 may utilize biometrics including, but not
limited to, fingerprints, voiceprints, retinal-prints
and the like, using an appropriate chip or recognition
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software, to deny access to any unauthorized user.

Such hardware and/or software is Known in the art.

The gaming software 22 is programmed to prompt the
player 12 with an inquiry as to whether a current

session is for practice or to place a wager. If it is

a practice session, the game program 24 generates a

plurality of game choices and a confirmation that the

games are being played for practice only. If the
player 12 chooses to engage in gambling, the banking

program 26 will permit actual wagering to the extent

that there is sufficient gambling credit available in

the player’s account to cover all bets. If there is

insufficient gambling credit, the player 12 must
contact the wagering establishment 16 and go through

the purchase credit sequence described below. As

noted above, the gaming computer 14 may or may not be

on-line with the wagering establishment computer 30.

If gaming computer 14 is off-line, greater flexibility
in terms of being able to engage in gambling at

virtually any location is possible. As discussed

above, a series of authenticatable messages are

communicated between the player 12 and the wagering

establishment 16 permit credit purchase and redemption

at a remote location to be governed by the wagering

establishment 16 notwithstanding the absence of an on-

line link between the gaming computer 14 and the host
computer 30. Alternatively, gaming computer 14 can be

networked on-line to the host computer 30 through a

public telephone network 29 such that host computer 30

monitors and controls all or part of the activities

taking place on the remote gaming computer 14 (see
FIG. 2).

In the off-line embodiment shown in FIG. 1, the

player 12 places a call to the wagering establishment

16 by way of telephone 36 and communicates via the

public telephone network 40 to obtain or redeem

gambling credit. If player 12 already has credit,
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gaming software 22 will permit wagering on any of the
games of chance, future or external events or games

of skill, provided by game program 24 upon receiving
player 12's appropriate personal identification ~
message 32. If player 12 requires credit to play, the

wagering establishment 16 must be contacted and the

following series of steps are followed for the purpose
of verifying the player’s identity and confirming that
the player is utilizing gaming software 22 registered
to his or her personal identification message 32.

Whenever player 12 contacts the wagering

establishment 16, he or she goes through what is

referred to as a handshake recognition sequence, the

verification of the player’s identity with the

wagering establishment 16. In this regard, as

depicted in the flowchart of FIG. 5, player 12 first

calls the wagering establishment 16 on telephone 36.

The wagering establishment 16 queries player 12 for

his or her unique personal identification message 32

and software identification message 34. These are
provided to the wagering establishment 16, and are

read by and. authenticated by the host computer 30,

Which in turn generates an authenticatable handshake

‘message 42 which is provided to player 12 for entry

into gaming computer 14. Gaming computer 14 reads and

authenticates handshake message 42 and then generates

an authenticatable recognition response message 44

. which is provided to the wagering establishment 16.

The host computer 30 reads and authenticates

recognition response message 44 to verify the player

12’s identity and to confirm that the specific gaming

software 22 is registered to that player 12. The

verified player 12 then proceeds with appropriate

interaction by the wagering establishment 16.

FIG. 6 is a flowchart depicting a first embodiment

of a purchase credit sequence in the off-line

embodiment. Player 12 first contacts the wagering
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establishment 16 and establishes his or her

identification through the handshake sequence depicted
in FIG. 5 and described above. The host computer 30

generates an authenticatable banking program

activation message 46, and the wagering establishment
16 provides the activation message 46 to the player 12

for the purpose of allowing player 12 to access the
credit purchasing/redemption function of the banking
progran 26 in gaming computer 14. Player 12 then
enters the amount of gambling credit requested, and

the authentication software 29 combines the personal
identification message 32 and software identification

message 34 to generate an authenticatable credit
request message 48, which embodies the numeric value

of the amount of gambling credit requested and is

unique to player 12 and his or her gaming software 22.

The player 12 communicates the credit request message

48 to the wagering establishment 16, where the host

computer 30 reads and authenticates the credit request

message 48 to reveal the amount of credit requested by

the player 12. The amount of gambling credit

requested is confirmed with the player 12. The

wagering establishment 16 then decides whether or not

to provide all or part of the gambling credit

requested. If the credit request is denied, player 12

is given an authenticatable reactivation message 50

which is read and authenticated by gaming computer 14

to enable player 12 to continue wagering with any

available gambling credit balance. Alternatively, the
player 12 has the option te cash-out any gambling

winnings in accordance with the sequence depicted in

FIG. 8 and described below. If the credit request is

partially or fully granted, the process continues for

the amount of gambling credit the wagering

establishment 16 is willing to sell to the player 12.

The host computer 30 generates an authenticatable new

credit message 52 which is provided to player 12 for

PCT/GSS5/08206

Zynga Ex. 1002, p. 286
Zyngav. IGT

IPR2022-00199



Zynga Ex. 1002, p. 287
                   Zynga v. IGT

                    IPR2022-00199

10

15

20

25

30

35

WO 96/00950

28

the purposes of loading a pending amount of credit

requested into the player’s gaming computer 14 via.the

banking program 26 of the gambling software 22. The

gaming computer 14 reads and authenticates the new

credit message 52 and displays the exact amount of new

credit added to player 12’s available gambling credit

balance. The amount of new gambling credit is shown

to player 12 as pending, but is not yet available for
use. Banking program 26 then instructs authentication

software 29 to generate an authenticatable credit

pending message 54 which is based in part on the
monetary value of the new credits pending. The player
12 communicates this credit pending message 54 to the
wagering establishment 16 where it is read and

authenticated by the host computer 30 to positively
and irrefutably verify that the specific amount of
gambling credit requested was properly loaded into

player 12’s banking program 26. The host computer 30
then generates an authenticatable credit release

message 56. This credit release message 56 is
provided to the player 12, and then read and

authenticated by the gaming computer 14 to release the

amount of pending gambling credit in banking program
26. The gaming computer generates an authenticatable

credit release verification message 58 which the
Player 12 provides to the wagering establishment 16.

The host computer 30 then reads and authenticates the

. credit release verification message 58 and in turn

generates an authenticatable program reactivation

message 60. The reactivation message 58 is
communicated to the player 12, and thereafter read and

authenticated by the gaming computer 14 to enable the

game program 24. Simultaneously or subsequently, the
wagering establishment 16 charges the player 12 for
the value of gambling credit purchased in a manner

mutually agreed upon by the player and the wagering
establishment 16. For example, a credit card may be
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charged, a bank transfer authorized, or some other
form of payment or delayed payment may be made to the -

casino in exchange for the credits purchased. If at

any point during this process one or more of the

various authenticatable messages do not match those

expected by the respective authentication software
and/or hardware associated with the gaming computer 14

and the’ host computer 30, the player 12 is denied

access to the banking program and associated gambling

credit, and the gaming software 22 in such cases is

disabled until the dispute is resolved. In this

manner, the correct generation and authentication of

each of the various messages communicated between the

gaming computer 14 and the host computer 30

positively confirms the amount, value and authenticity

of gambling credit obtained by or made available to
the player 12.

It will be appreciated that gambling crédit can

also be furnished to the player 12 in predetermined

amounts and/or preinstalled on a dedicated gaming

computer 14, e.g., a personal digital assistant,

provided by the wagering establishment 16.

Alternatively, the player 12 can obtain a disk or

module 90 having a specified amount of authorized

credit which is then "loaded" into the banking program
26 associated with the gaming computer 14 to enable

wagering to the extent of the available gambling
credit balance. Alternatively, as shown in FIG. 1c, |

the player 12 can obtain gambling credit using his or

her own credit card 93, either through oral or

electronic communications with the wagering
establishment 16, or via an electronic card-reader

apparatus 91 connected to the credit card issuing bank
95 in the conventional manner. .

Once the player 12 has obtained gambling credit,

he or she may place wagers by selecting wagering
elements within various wagering events in any one of
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a plurality of games of chance offered by the game
program 24 of gaming software 22. Each game provides

opportunities for player 12 to place wagers on one or

more various wagering elements within a given wagering

event depending upon the rules applicable to that

game. As an example, the casino game of roulette

involves a series of wagering events based upon the

outcome of a random number selected by a ball spun

within a roulette wheel. Each spin of the wheel is a

‘single wagering event. Within that event, the player
12 may bet on many different wagering elements such as

red and black colors, single numbers, groups of

numbers and the like. All wagers for each event are

placed. prior to the spin of the wheel.

FIG. 7A is a flowchart depicting the wagering

sequence for games of chance created by the game

program 24 which proceeds as follows. The player 12

first makes the appropriate selections on the gaming
computer 14 to enter the game program 24 of the gaming

software 22, and then chooses a particular game on

which to wager. The player 12 can wager on one or
more events within the game as described above. The

game program 24 prompts the player 12 to confirm the

Placement of wagers made and the total amounts of

Wagers entered, Such wagers may be withdrawn or

modified until such time as they are confirmed.
Confirmation is typically made by having the player 12

enter a confirmation message 62 prior to closing of

all bets. The confirmation message 62 is generated by
the gaming software 24, and can be made different for

every wager for security reasons. It can be a simple

one or two digit alphanumeric message which is read

and used by the game program 24 to confirm that each

bet placed for any wagering event was, in fact, what
was intended by the player 12 and not placed in error.
The game program 24 can be set up such that the

confirmation message 62 may be simplified further to
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a single key stroke in certain highly repetitive games
such as, for example, slots, or when the total value
of all wagers falls below a certain predetermined
level. After confirmation message 62 has been entered

by player 12, the game program 24, in accordance with
the rules of a given casino.game, generates a specific
outcome for a given wagerable event (e.g., cards are

dealt, the wheel is spun, etc.). The game program 24

determines the outcome of each wager placed (win, lose

or draw), calculates and then displays the proposed

correct payoff for that wager on the gaming computer

14. The player 12 has the option to type in a yes/no

message to accept the payoff outcome of all wagers or

to dispute any payoff which the player 12 believes to

be incorrect in some fashion. Any dispute can be

handled by suspending the wagering process and calling

the wagering authority 16 to resolve the matter by

telephone or by some other means of dispute

resolution. Once the player 12 accepts the resolution

of a given wagering event, the correct amount of

gambling credit is added or subtracted from player

12’s gambling credit balance by the banking program

26. Player 12 can then begin the wagering process all

over again on a subsequent wagering event, or choose

to end the gambling session. At any time, the player
12 may select a review mode in the game program 24,
and can review the amount and resolution of each and

every wager made by the player 12 and the results of

such wagers in chronological order. At any time, the

player 12 can choose to redeem or cash-cut all or part

of the balance of gambling credit stored in banking

program 26 through a credit cash-out sequence. If

desired, the game program 24 may contain special

built-in instructions to place limitations on winnings

at the discretion of the wagering establishment. It

is also anticipated that such gaming software 22 could

be embedded in another product, such as in a computer
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or other software, to provide a premium application

which enables the purchaser of unrelated products to

win something as governed by such an embedded program

(e.g., a cash prize awarded).

FIGS. 7B-7C are flowcharts of wagering sequences

for future public events of which .the outcome jis

uncertain, such as a lottery, in the off-line

embodiment. With regard to the following discussion

and appended claims with respect to lotteries, the

wagering establishment will be hereinafter identified
as a “lottery authority" for clarity. To participate

in a lottery, the player 12 selects a particular

lottery event, i.e., a drawing, generated by the game

program 24 on which to wager. The gaming computer 14

then generates a lottery "ticket" layout unique to the
specific lottery and the player selects the desired

wagering elements (i.e., numbers).

There are two types of exemplary lotteries
described herein, the first classified as an instant

type analogous to common scratch-off tickets, and the
second characterized as future or external events of

which the outcome is uncertain, i.e., a drawing takes
Place. It will be appreciated by the persons skilled
in the art that a remote gaming arrangement whereby
the player 12 participates in a lottery can be
Classified as either: (1) a non-registration system
(by which the player wagers independently of. the

. lottery authority 16 and where the wager need not be
registered with the lottery authority since the gaming
software 22 or some other software or device

associated with the gaming computer 14 provides a
means of time-stamping the wager); or (2) a
registration system (by which the player 12 chooses
the wagering elements on the remote gaming computer
14, but then must contact the lottery authority 16 in
order to "register" the wager). In the case of

instant lotteries, verification of the date/time of
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the wager is not important, since, by definition, the
essentially instantaneous output of the game program
24 determines the outcome. On the other hand, in

lotteries based upon future events, the date and time

of tthe wager is critical in a non-registration
embodiment. A non-registration embodiment is depicted
in FIG. 7B, and the wagering sequence associated
therewith proceeds in the following manner. The
player 12 logs onto the lottery application in the

gaming computer 14 with his or her unique personal
identification message 204, which has been preassigned

by the lottery authority 16 with whom the player 12

has preregistered. In this regard, an external

authentication apparatus such as an

encryption/deeryption device 82, depicted in FIG. 2

and described in more detail below, can be used to

prevent minors from accessing the lottery progran.-
Such a device can also employ, for additional

verification, biometrics such as fingerprint,

voiceprint or retinal-print recognition hardware
and/or software. The player 12 then selects a

specific lottery to play (e.g., Lotto), and selects

the desired wagering elements 206 in a conventional
manner, which choice(s) may be confirmed upon the

player receiving a suitable prompt. The gaming

computer 14 then generates an authenticatable ticket

message 208 representing the selected wagering

elements 206, and uses a hardened, tamper-proof or

tamper-resistant clock to generate an authenticatable

date/time message 210. This ticket message 208 may

include a personal identification message 204 and/or

software identification message 212. The ticket

message 208 is stored in the gaming computer 14 and

can be read and authenticated only by the host

computer 30 associated with the lottery authority for
verification. If desired, a physical "ticket"

representing the player's choice of wagering elements
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as embodied in the authenticatable ticket message 208

can be printed out by conventional printing means

associated with the gaming computer 14. This procedure

may be repeated as many times as necessary to

participate in multiple lottery events or to chose

wagering elements for a single event. Such an

arrangement allows wagering toe take place independent

from the’ lottery authority 16. The authenticatable
date/time message 210 ensures that the player 12

cannot tamper with the wager "after the fact", i.e.,

after the drawing, the player cannot modify the
numbers selected to produce a "winning ticket." To

cash-out, the player 12 provides the authenticatable

ticket message 208 to the lottery authority 16 and the
host computer 30 reads and authenticates the ticket

message 208 to reveal the selected wagering elements

and the date/time of the wager. Winnings are then-

awarded in a conventional manner. It is anticipated

that large payoffs will require that the player 12

physically return the gaming computer 14, if provided
thereby, or any detachable data Memory media, to the

lottery authority 16 to enable inspection for any
indication of tampering.

FIG. 7C depicts a registration sequence whereby
the player 12 registers his or her lottery choice(s)
with the lottery authority 16 prior to a lottery
drawing. When the player 12 is ready to do so, the

‘lottery authority 16 is called through a public
telephone network. The player 12 then enters his or

her unique PIN message 204, either by pressing the
appropriate keys on the telephone pad, on the gaming
computer 14 (if these are placed on-line in either a

temporary or permanent connection), or by speaking the
selections through the telephone for acquisition by a
voice recognition program of the type known in the
art. For additional verification, the player 12 can
be asked to enter a computer or software
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identification message 212. The lottery authority 16

then requests that the player 12 choose from a menu of
lotteries which are still open for wagering, make the

desired selection(s), and indicate the method of
payment. In certain applications, gambling credit can
be preinstalled on the gaming computer 14 or module
90, as described above, in which case such credit can
be included and represented in the authenticatable

ticket message 208. Normally, the ticket-message 208
need not be authenticatable in a registration

embodiment (i.e., it merely represents the choice of

wagering elements). If the ticket message is
authenticatable, it is then read and authenticated

with a means known only to the lottery authority 16.
This ensures and verifies that a valid lottery

selection and sufficient credit were entered. The

lottery authority 16 may confirm the transaction by-

reading back the wagering elements embodied in the

message. After the lottery authority 16 accepts the

ticket message 208, it generates a registration
message 218 ({authenticatable or non-authenticatable)

which embodies the ticket message 208 and a current

authenticatable date/time message 220, i.e., a

"timestamp". The registration message 218 can be

provided to the player 12 and is stored by the lottery

authority 16 in the host computer 30 for future

reference. The lottery authority 16 can then prompt

the player to confirm the wager by entering a simple

yes/no response. If desired, the lottery authority 16

can impose a limit on the number of wagers per player

or per given time period and reject wagers exceeding

set amounts. Optionally, the player 12 may obtain

printed ticket receipts which include the registration

message 218 from the gaming computer 14. The wagering

process may be repeated for each "ticket" registered.

When he or she is finished, the player 12 simply hangs

up or terminates the connection with the lottery
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authority 16. After the lottery drawing or process,

the lottery authority 16 compares any winning numbers
against all registered tickets in accordance with

conventional practice. If the prize is below a

specific threshold (e.g., $100}, then such prize can

be credited to the player’s account or credit card,

or, if above a certain threshold, payouts can be made

in a conventional manner.

In general, there are several ways by which the

player 12 can cash~out winnings when such winnings are

embodied or stored in the gaming computer 14. FIG. 8A
is a flowchart diagram of the credit cash-out sequence

in a first off-line embodiment. Player 12 first goes

through the handshake sequence depicted in FIG. 5 and

described above. Once player 12’s identity is

confirmed, the wagering establishment 16 provides the

player 12 with an authenticatable banking activation

message 64, The player 12 then activates banking

program 26 and. enters the banking activation message

64, which is read and authenticated by the gaming
computer 14 to access the banking

purchasing/redemption function. Player 12 then enters

the amount of gambling credit he or she wants to

cash-out into banking program 26. The amount to be

cashed-out is placed by the banking program 26 into a
cash-out pending field. The player's banking program
26 then generates an authenticatable credit cash-ocut

message 66 which the player 12 provides to wagering
establishment 16. The host computer 30 reads and

authenticates the credit cash-out message 66 to reveal

the amount of credit that the player 12 is requesting
be cashed out, which amount is confirmed to the player
12 by wagering establishment 16. The host computer 30
then generates an authenticatable cash-out

acknowledgment message 68 and provides this message to
the player 12. Player 12 enters the cash-out

acknowledgment message 68 into gaming computer 14
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which reads and authenticates the same, and banking

program 26 then deducts the amount of gambling credit

to be cashed-out of the player’s available gambling
credit balance. Banking program 26 then generates an

authenticatable deduction verification message 70
which indicates that the correct amount was deducted

from the player’s account. This message is provided

to the wagering establishment 16 and read and

authenticated by the host computer 30. The host

computer thereafter generates an authenticatable

program reactivation message 72 which is provided to

the player 12 for entry into the gaming computer 14 to

enable the game program 24 to permit continued |
gambling with any available gambling credit. . The

wagering establishment 16 then issues payment to the
player 12 for the amount of gambling credit cashed-

out, in the form of a credit to the player’s credit
card, a banking wire or some. other mutually
agreed-upon method of payment. It is also

contemplated that where the player 12 has been

provided with a dedicated gaming computer 14 (@.g., a
hand-held device) gambling credit may be cashed-out by
Simply bringing the gaming computer 14 to the wagering
establishment 16 (or its “agent), where either the
entire device or a credit module associated therewith

is physically returned to facilitate inspection of the
apparatus to determine whether any attempts have been
made te tamper with or modify the unit or the
software.

FIGS. 9-12 contain flowcharts of an on-line

embodiment schematically depicted in FIG. 2, whereby
gaming computer 14 communicates directly through a
public telephone network or like communications link

29, such as via a modem, with the host computer 30.
The host computer 30 includes gaming software 74
comprised of a game program 76, banking program 77,
audit program 78 and authenticatable message read,
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authenticate and generate software 79. To prevent

unauthorized access, an external authentication device

such as the encryption/decryption device 82 shown

schematically in FIG. 2, is used by the player 12 to

generate a unique alphanumeric identification message

83. to provide a secure log-on message to obtain

access to host computer 30 to participate in on-line

gambling and/or purchase and redeem gambling credit.

In one embodiment, device 82, which looks like a

credit-car@ calculator, includes a display 84, an
integral keyboard 86 and internal

encryption/decryption hardware and/or software. Such

a device is currently used for making wireless money
transfers, for example, by Fleet Bank. Messages input
and output to and from device 82 could be embodied in

specific sounds identified through a dedicated sound
recognition program which are transmitted to and

received from computer 30. The encryption/decryption
device 82 is used to: generate an authenticatable
log-on message 83 by encrypting player 12’s personal
identification message 32 with a separate verification
message 88 provided to player 12 by computer 30.
Alternatively, verification message 88 can be "built
into" encryption/decryption device 82, such as stored

in a ROM chip. Thus, knowledge of the player 12’s
personal identification message 32, in and of itself,
is insufficient to enable an unauthorized third party

“such as a minor or known compulsive gambler to obtain
access to gambling or to purchase and/or cash-out
gambling credit. The gaming software 33 in the host

computer 30 can contain appropriate instructions to,
in such a case, terminate the on-line connection and
prevent further attempts to gain access with that

particular personal identification Message 32.
Moreover, the device 82 can have the banking program
26 associated therewith in order to store gambling
credit independent of the gaming computer 14, in which
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case the exchange of messages between the device 82
and the gaming computer 14 would represent the actual
"money". In this manner, gambling credit can he
embodied in an apparatus which is structurally
independent from the gaming computer 14.

FIG. 9 is a flowchart of the registration and -

start-up sequence. Initially, the player 12 through

gaming computer 14, dials up and connects through the
public telephone network 29 to the host computer 30.
Player 12 then enters the requested registration
information and is assigned a unique personal
identification message 32. The player 12 then logs-on

as described above. If player 12's identity is

confirmed, the host computer 30 then permits wagering
to the extent of any available gambling credit, and

credit purchase and/or redemption.

As shown in FIG. 10, the purchase credit sequence -

in the on-line embodiment is comprised of the

following series of exchanges between the gaming

computer 14 and the host computer 30. The host

computer 30 first generates a message which queries

the player as te how much gambling credit is desired

for the particular gambling session. The player 12

responds at the prompt with the amount of wagering

credit requested. The wagering establishment 16 then

obtains authorization for the requested amount through

agreed upon methods of credit such as a credit card or

the like. The approved credit amount is then

deposited into player 12's wagering credit account in

banking pregram 77. At this point, the player 12 can

proceed to wager on a plurality of games offered by

the wagering establishment 16. In this connection,

player 12 may at the end of each session, request an

authenticatable message number that verifies the

amount of credit he or she has available from the

wagering establishment 16 at that time for purposes of

any future dispute resolution.
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FIG. 11 is a flowchart of the gambling sequence in

the on-line embodiment. The player 12 first activates

gaming computer 14, establishes electronic
communications with the wagering establishment
computer 30 through the public telephone network 29,

and proceeds with the secure log-on procedure

Gescribed above. The gaming’ computer 14 then

registers a gambling session message 80 with the host
computer 30, which, in turn, makes available to the

player 12 for wagering a choice of games of chance,

skill or future public events where the outcome is
uncertain.

FIG. 12 is a flowchart of the credit cash-out

sequence in the on-line embodiment. The player 12

first requests te cash-out all or part of the credit

balance in the wagering credit account maintained on

host computer 30. The wagering establishment 16 then

requests confirmation of the amount of credit to be

cashed-out. The player 12 then keys in his or her

unique personal identification message 32 to reconfirm
that amount. This amount is then deducted from the

player 12's credit account and the wagering
establishment 16 then authorizes a credit to be made

to the player’s preassigned credit card, or makes some

other agreed-upon method of payment. For additional

verification, the eneryption/decryption device 82 can

be used to provide a verification message to the

,wagering establishment 16 prior to cashing-out.

Moreover, the wagering establishment 16 can he

provided with a special telephone number to call-back

the player 12 to confirm the cash-out which can only

then occur when the player 12 calls the wagering

establishment 16 back from that number, to provide an

additional measure of security.

Alternatively, in another on-line embodiment, the

gaming computer 14 includes gaming software 22 as in

the first embodiment of FIG. 1, but is on-line with
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the host computer 30 and, through the public telephone
network 29, the host computer 30 may or may not serve

to regulate or control the gaming software simulation
of casino games on the gaming computer 14. For

example, the host computer 30 can directly keep a
record of all or selected activities taking place on

the gaming computer 14 for the purpose of additional
verification or security. Alternatively, the

electronic link can be of a control nature to vary the

odds of a given wager based upon any of a variety of
factors such as gambling duration or other factors

such as a progressively increasing jackpot (e.g., in

a slot machine simulation).

In the off-line embodiment, at all times, an

audit-trail of all transactions can be recorded on

data storage media associated with the host computer

30, and optionally, in gaming computer 14 to be-

ultimately downloaded to or accessed by the wagering

establishment 16. Such an audit-trail can also be

recorded in the tamper-resistant or tamper-evident

read/write data storage media device 28 provided by
the wagering establishment 16 to player 12 in the

embodiment shown in FIG. 3.

The present invention has been shown and described

in what are considered to be the most practical and

preferred embodiments. It is anticipated, however,

that departures may be made therefrom and that obvious

modifications will occur to persons skilled in the
art.
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CLAIMS

We Claim:

1. A gaming system, comprising:

a host computer which enables a player at a

remote location to purchase and redeem gambling credit
and which generates at least one authenticatable

message to be provided from said host computer and
which reads and authenticates at least one
authenticatable message to be provided to said host
computer;

an off-line gaming computer remotely disposed
from said host computer on which the Player wagers on
at least one wagering opportunity, said gaming
computer for generating at least one wagering
opportunity and enabling the purchasing, storing and
redeeming of gambling credit, said gaming computer
further generating said at least one authenticatable
message to be provided to said host computer and which
reads and authenticates said at least one
authenticatable message to be provided from said host
computer, wherein said authenticatable messages
exchanged between said host computer and said gaming
computer enable the player to at least one of purchase
and redeem gambling credit.

2. The gaming system recited in Claim 1, wherein
said gaming computer includes gaming software for
generating said at least one wagering opportunity and
enabling said purchasing, storing and redeeming of
gambling credit, provided on data storage media.

3. The gaming system recited in Claim 1, wherein
Said gaming computer communicates with data memory
media disposed within a tamper-proof read/write
apparatus.

4. The gaming system recited in Claim 2, wherein
Said gaming computer reads the unique magnetic
Characteristics of said data Storage media for the
purpose of creating a unique authenticatable message
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to thereby prevent undetectable duplication of data

stored on said data storage media. .
5. The gaming system recited in Claim 1, wherein

said gaming computer includes at least one of

tamper-resistant and tamper~evident data storage media
for recording said authenticatable messages provided
to and from said gaming computer to generate an audit
trail.

6. The remote gaming system recited in Claim 1,
wherein said host computer records and stores said

messages provided to and from said host computer to
generate an audit-trail.

7. The remote gaming system recited in Claim 1,
wherein said gaming computer is provided with a
predetermined amount of casino credit embodied in at
least one of data storage media permanently installed
on said gaming computer and data storage media
removably installed on said gaming computer.

8. The remote gaming system recited in Claim i,
wherein said gaming computer includes at least one of
voice recognition means for identifying the unique
voice characteristics of the player and fingerprint
identification means for identifying the unique
fingerprint of the player.

9. The remote gaming system recited in Claim il,
wherein said wagering opportunity is a game of skill.

10. A gaming systen, comprising:

a host computer which enables a player
networked at a remote location to purchase and redeem
gambling credit and wager on at least one wagering
Opportunity, said host computer generating at least
one authenticatable message to be communicated from
said host computer and reading and authenticating at
least one authenticatable message communicated to
said host computer;'

a gaming computer on which the Player wagers
en said at least one wagering opportunity where said
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gaming computer is remotely disposed from said host
computer; and

means for generating at least one

authenticatable message for communication to and

reading and authentication by said host computer to

enable the player to access said host computer from

said gaming computer.

11. The remote gaming system recitedin Claim 10,
wherein said means for generating said at least one

authenticatable message is embodied in an apparatus

which is structurally independent of said gaming
computer.

12. A gaming computer for use in a gaming system

for wagering against a wagering establishment;

said gaming computer for generating at least
one wagering opportunity and enabling a player at a
remote location from said wagering establishment to

wager on and accumulate any winnings from said at

least one wagering opportunity with gambling credit
from said wagering establishment, said gaming computer
having gambling credit pre-installed in said gaming
computer by at least one of said wagering
establishment and an authorized agent of said wagering

“establishment, Said at least one wagering opportunity
and gambling credit being enabled by software residing
in at least one of tamper~resistant and tamper-evident
memory means.

13. The gaming computer recited in Claim 12,
wherein a predetermined amount of said credit is

pre-installed in said gaming computer by said wagering
establishment.

14. The gaming computer recited in Claim 12,
wherein said credit is redeemed from said wagering
establishment by providing said wagering establishment

with said gaming computer, and. said wagering
establishment utilizes secure means for checking said
gaming computer hardware and software to reveal at
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least one of any fraud and tampering.
15. The gaming computer recited in Claim 12,

wherein said credit is stored on detachable and at
least one of tamper-resistant and tamper-evident data
memory media which interface with said gaming computer
and where said data memory media are provided to said
wagering establishment for credit redemption.

16. A gaming method by which a player gambles on
a gaming computer against a wagering establishment
where no on-line connection exists between the gaming
computer and the wagering establishment, comprising
the steps of: .

(A)purchasing gambling credit from said
wagering establishment and at least one of loading and
preloading said gambling credit inte said gaming
computer;

(B) generating at least one wagering
opportunity on said gaming computer;

(C) proceeding to wager on said at least one

wagering opportunity presented=on said gaming
computer;

(D) accumulating wagering credits or debits on
said gaming computer as a result of the outcome of
said at least one wagering opportunity; and

(E)redeeming gambling credit from said

wagering establishment by communicating at least one
authenticatable message provided from said wagering
establishment to said gaming computer which reads and

authenticates said at least one authenticatable

message, and communicating at least one
authenticatable message to said wagering

establishment, where at least one of said

authenticatable messages is read and authenticated by

said wagering establishment.

17. A gaming method by which a player having a

personal identification message gambles against a

wagering establishment on a gaming computer which
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presents a computer generated wagering opportunity,
where the gaming computer is at a remote location and
networked to a host computer associated with the

gaming establishment, comprising the steps of:
(A) establishing a secure on-line link between

said gaming computer and said host computer by

generating an authenticatable message embodying an
identification message known only to the player and
the wagering establishment and a separate message,

said host computer then authenticating said

authenticatable message for verification;

(B)purchasing gambling credit from said

wagering establishment; ;

(C) generating at least one wagering

opportunity on said gaming computer;

(D) proceeding to wager on said at least one

wagering opportunity presented on said gaming:

computer;

(E)accumulating at least one of wagering

credits band debits as a result of the outcome of said

at least one wagering opportunity; and

(F)redeeming gambling credit from said

wagering establishment.

18. The method recited in Claim 17, wherein Step

(F) further comprises generating an authenticatable

message on said gaming computer embodying an

identification message known only to the player and

the wagering establishment, said message to be

communicated to, read and authenticated by said host

computer for verification prior to redeeming said

gambling credit.

19. The method recited in Claim 17, wherein said

authenticatable message is authenticatable and

generated by an encryption/decryption apparatus which

is structurally independent of said gaming computer.
20. The method recited in Claim 17, wherein said

gambling credit is embodied in an
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encryption/decryption apparatus which is structurally
independent of said gaming computer.

21. A gaming system which enables a player at a
remote location to wager against, a wagering
establishment, wherein the player wagers on a gaming
computer where said gaming computer generates at least
one wagering opportunity and enables the player to at
least ene of purchase gambling credit and redeem
gambling winnings.

22. The gaming system recited in Claim 21,
wherein said purchased pre-installed credit is

embodied in a tamper-proof plug-in module, provided by
the wagering establishment and interfaced with said

gaming computer.

23. The gaming system recited in Claim 32,

wherein said gambling winnings are electronically
stored on at least one of a tamper-resistant and

tamper-evident plug-in module provided by the wagering

establishment and interfaced with said gaming

computer.

24. The gaming system recited in Claim 21,

wherein said gaming computer includes gaming software

for generating said at least one wagering opportunity,
and said gaming software resides on a tamper-proof

chip disposed in an inspectable casing.

25. The gaming system recited in Claim 21,
wherein said gaming computer includes gaming software

for generating said at least one wagering opportunity

which includes a random distribution of messages known

only to the wagering establishment to prevent

unauthorized tampering with said gaming software.

26. The gaming system recited in Claim 21,

wherein said gaming computer includes gaming software

for generating said at least one wagering opportunity,

and means: for receiving external keys input to said

gaming software, said keys being used by said gaming
software to function and which disable said gaming
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program if said gaming software has been tampered
with. .

27. The gaming system recited in Claim 21,

wherein said gaming computer includes gaming software
for generating said at least one wagering opportunity
upon receiving data from a source external to said
gaming computer. .

28. A gaming system which enables a player at a
remote location to participate in a lottery by
choosing a selection of wagering elements in a lottery
on a gaming computer, where said selection of wagering
elements is combined with at least one of an
authenticatable date/time message, Player’s
identification message, and computer/software
identification message, into an authenticatable
message representing the player’s selection to be read

and authenticated by a lottery authority for
registration.

29. The gaming system recited in Claim 28,
wherein said selection is combined, with at least one
of a date/time stamp, player’s identification message,
and computer/software identification message, into a
compressed ticket-message to be reads and
authenticates by a lottery authority for registration.

30. The gaming system recited in Claim 28,
wherein said selection is date/time stamped to form an
encrypted ticket message for decryption by a lottery

authority to reveal a valid wager.
31. A method by which a Player participates in a

lottery offered by a lottery authority, comprising the
steps of:

(A)choosing wagering elements for a given
lottery event on a gaming computer;

(B)generating an authenticatable message on
said gaming computer which embodies the choice of said
wagering elements and at least one of an
authenticatable date/time message player’s
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identification message, computer identification

message, and software identification message;
(C)registering the wager with the lottery

authority by communicating said authenticatable

message to the lottery authority, where said lottery
authority has a host computer which reads and

authenticates said authenticatable message to reveal
the player’s valid choice of wagering elements; and

(D)confirming the wager by generating an

authenticatable registration message on said host

computer by combining said authenticatable message

with an authenticatable date/time message using a

means known only to the lottery authority.

32. A gaming computer for use in a gaming system

for wagering against a wagering establishment, said

gaming computer for generating at least one wagering
opportunity and enabling a player at a remote location:

to wager on and accumulate any winnings from said at

least one wagering opportunity with purchased gambling
credit embodied in at least one of a tamper-resistant

and tamper-evident module provided to said player by
said wagering establishment.

33. A gaming computer for use ina gaming system

for wagering against a wagering establishment, said

gaming computer having gaming software for generating
‘at least one wagering opportunity and enabling a

player at a remote location to wager on and accumulate

any winnings from said at least one wagering
Opportunity with purchased gambling credit, said

gaming software residing on at least one of tamper-
resistant and tamper-evident data storage media
disposed in an inspectable casing.

34. A gaming computer for use ina gaming system
for wagering against a wagering establishment, said

gaming computer having gaming software for generating
at least one wagering opportunity and enabling a
player at a remote location to wager on and accumulate
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any winnings from said at least one wagering
opportunity with purchased gambling credit, said
gaming software including a random distribution of
messages known only to the wagering establishment to

enable the wagering establishment to check said
distribution of messages to reveal unauthorized

tampering with said gaming software.

35. A gaming computer for use ina gaming system
for wagering against a wagering establishment, said

gaming computer having gaming software for generating

at least one wagering opportunity and enabling a

player at a remote location to wager on and accumulate

any winnings from said at least one wagering
opportunity with purchased gambling credit, said

gaming computer further including means for receiving

external keys for input to said gaming software to

enable said gaming software and disable said gaming:

software if said gaming software has been tampered

with.

36. A gaming computer for use ina gaming system

for wagering against a wagering establishment, said

gaming computer having gaming software for generating

at least one wagering opportunity and enabling a

player at a remote location to wager on and accumulate

any winnings from said at least one wagering

opportunity with purchased gambling credit, said

gaming software further including means for receiving

-data from a source external to said gaming computer to

enable said gaming software.

37. The gaming system recited in Claim 1,

wherein said authenticatable messages are encrypted

with an encryption key known only to said wagering

establishment for decryption by at least one of said

host computer and said gaming computer.

38. The gaming system recited in Claim 10,

wherein said authenticatable messages are encrypted

with an encryption key known only to said wagering
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establishment for decryption by at least one of said

host computer and said gaming computer.
39. The gaming system recited in Claim 17,

wherein said authenticatable messages are encrypted

with an encryption key known only to said wagering
establishment for decryption by at least one of said -

host computer and said gaming computer.
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STARTUP AND REGISTRATION SEQUENCE 

FIG. 4

 PLAYER 12 REGISTERS WITH
WAGERING EST. 16  
 

  
 

PLAYER 12 IS ASSIGNED
PERSONALID MESSAGE 32

 
  WAGERINGEST. 16

PROVIDES GAMING SOFT-
WARE22 INCLUDING

1. GAME PROGRAM 24
2. BANKING PROGRAM 26
3. AUDIT PROGRAM 27

AND A PERSONALID
MESSAGE 34

 
   

  
  
 

  
 

| PLAYER LOADS GAMING
- SOFTWARE22 INTO GAMING
COMPUTER 14  

 
 

 
 

‘PLAYER 12 CALLS WAGERING
EST. 16 TO RECEIVE START
UP ID MESSAGE 33

 
  
 

PLAYER 12 ENABLES GAM-  ING COMPUTER 14 AND RUNS
GAMING SOFTWARE22
CONTANING GAME PROGRAM
24, BANKING PROGRAM 26
AND AUDIT PROGRAM 27

 
  

  
 

 

 

QUERIES PLAYER
12-IS THIS A

PRACTICE

SESSION

 
 

YES

 

  
 

 
 
 

PRACTICE

GAMES

NO

 
 
 
 

BANKING

PROGRAM 26

CHECKS CREDIT

FILE-DOES PLAYER
12 HAVE AVAILABLE

GAMBLING CREDIT
FOR WAGERING

YES

 
   
 
 

GAMBLING

SEQUENCE

NO

PURCHASE

CREDIT

SEQUENCE
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HANDSHAKE RECOGNITION SEQUENCE

PLAYER 12 CALLS

WAGERINGEST.16

 PLAYER 12 COM-

MUNICATES:

1. PERSONALID 32

2. SOFTWAREID 34

TO WAGERING EST.
16

  
  
 

HOST COMPUTER 30
GENERATES AND

WAGERING EST.16

PROVIDES HANDSHAKE
MESSAGE42 TO PLAYER
12

PLAYER 12 ENTERS
HANDSHAKE MESSAGE
42 INTO GAMING CON-
PUTER 14

GAMING SOFTWARE22
GENERATES AUTHENT-
ICATABLE RECOGNITION
RESPONSE MESSAGE44

 
PLAYER 12 COMMUNICATES

RECOGNITION RESPONCE

MESSAGE 44 TO WAGERING

EST. 16 FOR AUTHENTICAT-
ION

HOST COMPUTER 30 READS

AND AUTHENTICATES REC-

OGNITION RESPONCE

MESSAGE 44 TO VERIFY
PLAYER 12’S IDENTITY AND

SOFTWAREIDENTITY

VERIFIED PLAYER 12 THEN
PROCEEDSWITH APPRO-

PRIATE WAGERING EST.16
INTERACTION

 
FIG. 5
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PURCHASE CREDIT SEQUENCE- OFF - LINE EMBODIMENT

FIG. 6-1
PLAYER 12 CALLS WAGERING
EST. 16 AND ESTABLISHES
1D HANDSHAKE SEQUENCE

 

WAGERINGEST. 16 COMM-

UNICATES AMOUNT OF

CREDIT REQUESTTO PLAY-

ER 12 FOR CONFIRMATION

    
 

 
 

  
 

 

WAGERINGEST. 16 PROVIDES
BANKING PROGRAM ACTIVIA-
TION MESSAGE46 TO PLAYER
12

 

 

 
 

 PLAYER 12 ACTIVATES
BANKING PROGRAM 26
( GAMING PROGRAM 24

IS DISABLED ) ON GAMING
COMPUTER 14

  
  

  AUTHENTICATABLE

REACTIVATION,
MESSAGE50 IS PRO-
VIDED TO PLAYER12

   
    

  
 PLAYER 12 ENTERS AMOUNT

OF CREDIT REQUESTEDINTO
BANKING PROGRAM 26

 

 
 

  
 

 
 

  
 

BANKING PROGRAM 26
GENERATES AN AUTHENTIC-
ATABLE CREDIT REQUEST
MESSAGE 48 TO WAGERING
EST. 16

NO
 

 
PARTIALLY

GRANTED    

 
 

 
YES

PLAYER 12 COMMUNICATES
CREDIT REQUEST MESSAGE.
48 TO WAGERING EST. 16

CREDIT
REQ.

DENIED

 
 

 

 

  HOST COMPUTER 30 READS
AND AUTHENTICATES
CREDIT REQUEST MESSAGE
48 TO REVEAL AMOUNT OF
CREDIT REQUEST

 
  TO FIG. 6 ( CONTINUED - 2) 
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FROMFIG.6-1

  
  

 
  
 

  
  

 

 HOST COMPUTER 30 GEN-
ERATES AUTHENTICATABLE
NEW CREDIT MESSAGE52
REPRESENTING AMOUNT
OF CREDIT TO BE GRANTED 

 PLAYER 12 ENTERS NEW
CREDIT MESSAGE52 INTO
GAMING COMPUTER 14

 GAMING COMPUTER14.
READS AND AUTHENTICATES
NEW CREDIT MESSAGE52
AND DISPLAYS AMOUNT OF
CREDIT PENDING 

  
  

GAMING COMPUTER 14
GENERATES

AUTHENTICATABLE CREDIT
PENDING MESSAGE54

PLAYER 12 COMMUNICATES
CREDIT PENDING MESSAGE
54 TO WAGERING EST.16 
 HOST COMPUTER 30 READS

AND AUTHENTICATES
CREDIT PENDING MESSAGE
54

 

  
 

 

 
 
  

  

HOST COMPUTER30 GEN-
ERATES AUTHENTICATABLE
CREDIT RELEASE MESSAGE
56

  
   

WAGERINGEST. 16 COMM-

UNICATES CREDIT RELEASE

MESSAGE56 TO PLAYER 12

PLAYER 12 ENTERS CREDIT
RELEASE MESSAGE56 INTO
GAMING COMPUTER14 
   
  

  

  
  

 

 GAMING COMPUTER 14

READS AND AUTHENTICATES
RELEASE MESSAGE 56 AND
DISPLAYS NEW CREDIT
BALANCE 

 GAMING COMPUTER14
GENERATES AUTHENTICAT-
ABLE CREDIT RELEASE

VERIFICATION MESSAGE58 

 
  

  

 

PLAYER 12 COMMUNICATES
CREDIT RELEASE VERIFI-
CATION MESSAGE58 TO
WAGERING EST, 16 

 
   

  
  

 

HOST COMPUTER 30 READS
AND AUTHENTICIATES
CREDIT RELEASE VERIFI-
CATION MESSAGE58 AND
GENERATESAN AUTHENT-
ICATABLE PROGRAM
REACTIVIATION MESSAGE
60

FIG. 6-2

(CONTINUED - 3)
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FIG, 6-3 .

FROM FIG.6-2

WAGERINGEST.16

CHARGES PLAYER 12 FOR

VALUE OF GAMBLING

CREDIT PURCHESED

WAGERINGEST.16

PROVIDES PLAYER 12

WITH AUTHENTICATABLE

PROGRAM REACTIVATION

MESSAGE60

GAMING COMPUTER 14

READS AND AUTHENTICATES

PROGRAM REACTIVATION

MESSAGE60

GAME PROGRAM 24 IS

REACTIVATED FOR USE BY

PLAYER12
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WAGERING SEQUENCE( OFF-LINE)

FIG. 7A

PLAYER 12 ENTERS

GAME PROGRAM 27

PLAYER 12

CHOOSES GAME

 PLAYER 12 WAGERS

ON ONE OR MORE

EVENTS WITHIN A

GAME

 

  
  

  
  

  

 

 PROGRAM 24

PROMPTS PLAYER

12 TO ENTER

CONFIRMATION

CODE62 

  
  

PLAYER 12 ENTERS
CONFIRMATION

CODE 62  
GAME PROGRAM

24 GENERATES

A SPECIFIC OUT-

COME FOR A

GIVEN WAGERABLE

EVENT

GAME PROGRAM:

24 CALCULATES
AND DISPLAYS

RESULT OF EACH

WAGER AND

PROPOSED CORRECT

PAY-OFF

TO FIG. 7A

( CONTINUED )}
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FROM FIG. 7A

 
  
 

PLAYER 12 ENTERS

YES / NO TO ACCEPT
OR DISPUTE THE
PAY OFF

FIG. 7A

( CONTINUED)

  

 
 
 
 

 
  

 
 

IS

PAYOFF

ACCEPTED

9?

DISPUTE

RESOLUTION 
 

 
 

CORRECT AMOUNT OF
GAMBLING CREDIT IS
ADDED OR SUBTRACTED
TO PLAYER'S GAMBLING
CREDIT BALANCE IN -
BANKINGFILE IN BANK-
ING PROGRAM 26

 
  

  

  

 

CASH - OUT  
 PLAY AGAIN |

CONTINUE  
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WAGERING SEQUENCE( OFF-LINE ) NON-REGISTERED LOTTERY

FIG. 7B-1

PLAYER 12 ACTIVATES GAMING COMPUTER
14 AND LOGS ON WITH A PERSONAL
IDENTIFICATION MESSAGE 204 WHICH HAS
BEEN ASSIGNED BY THE LOTTERY

AUTHORITY 16 WITH WHOM THE PLAYER
12 HAS PREREGISTERED

PLAYER 12 SELECTS A SPECIFIC

LOTTERYTO PLAY(e.g. LOTTO )

LOTTERYTICKET LAYOUT UNIQUE FOR

THAT SPECIFIC LOTTERYIS

GENERATED BY GAME PROGRAM 24

AND DISPLAYED ON THE SCREEN

OF THE GAMING COMPUTER 14

PLAYER12 FILLS OUT THE TICKET BY

"PICKING " THE DESIRED WAGERING

ELEMENTS ( NUMBERS) 206

PLAYER PRESSES A KEY TO CONFIAM THAT

. THE NUMBERS PICKED ARE CORRECT-

CHANGES ARE MADE IF NEEDED

 
TO FIG. 7B-2
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FIG. 7B-2

 
FROM FIG. 7B-1

PROGRAM CREATES A COMPRESSED

MULTI-DIGIT AUTHENTICATABLE TICKET
MESSAGE 208 BY COMBINING THE
NUMBERS SELECTED 206 WITH AN
UNFORGEABLE AUTHENTICATED
DATE / TIME MESSAGE210, AND
OPTIONALY THE PLAYER'S IDENTIFI-
CATION CODE 204 AND AN INTERNAL
COMPUTER OR SOFTWAREID CODE
212

THE AUTHENTICATABLE TICKET
MESSAGE208 IS STOREDIN A FILE
OF THE GAME PROGRAM 24 OF

GAMING COMPUTER14

{ OPTIONAL ) THE PLAYER 12 MAY

PRINT OUT THE TICKET WITH THE
NUMBERSPICKED FOR USE AS A
PHYSICAL COPY-THE PRINTOUT SHOWS!
THE NUMBERS CHOSEN 206 AND THE!
AUTHENTICATABLE TICKET MESSAGE!
208 {

PLAYER REPEATS THIS PROCESS AS
MANY TIMES AS DESIRED, ONCE FOR
EACH “TICKET” 
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WAGERING SEQUENCE ( OFF-LINE ) REGISTERED LOTTERY

FIG. 7C-1

] WHEN PLAYER12 IS READY TO PURCHASE

 
AND REGISTER THE TICKET(S), THE
PLAYER 12 COMMUNICATES WITH THE
LOTTERY AUTHORITY 16

THE LOTTERY AUTHORITY 16 UTILIZES

A PUBLIC TELEPHONE NETWORK40 WITH
INTERACTIVE VOICE CAPABILITIES

WHICHIS ON-LINE WITH THE HOST
COMPUTER 30

THE PLAYER 12 USES A TOUCH-TONE
TELEPHONE36 TO ENTER THE PER-
SONAL IDENTIFICATION MESSAGE
204

( OPIONAL ) FOR ADDITIONAL

VERIFICATION, THE PLAYER 12
ENTERS THE COMPUTERID OR
SOFTWAREID CODE212

THE LOTTERY AUTHORITY 16 ASKS
THE PLAYER 12 TO SELECT FROM
A MENU OF LOTTERIESSTILL OPEN
FOR TICKET PURCHASING- THE
PLAYER 12 USES THE TELEPHONE
PAD TO KEY IN A NUMBERINDICATING
THE LOTTERY OF CHOICE 

TO FIG. 7C-2
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7C-2 FROMFIG. 7C-1

THE PLAYER 12 INDICATES HOW THE

"TICKETS" ARE TO BE PAID FOR-THE

LOTTERY AUTHORITY 16 ACCEPTS

OR DECLINES THE PLAYER'S CHOICE

OF PAYMENT METHOD(IF DECLINED,
THE CALLIS TRANSFERRED TO A

LIVE OPERATOR)

THE PLAYER 12 ENTERS THE AUTHEN-

TICATABLE TICKET MESSAGE208-THE

HOST COMPUTER 30 READS AND

AUTHENTICATES THE MESSAGE208
TO REVEAL A FRAUDULENT TICKET
MESSAGE208

THE HOST COMPUTER 30 ENSURES
THAT THE TICKET MESSAGE 208

REPRESENTSA SET OF VALID LOTTERY

TICKET NUMBER CHOICES 206, AS WELL
AS A VALID IDENTIFICATION MESSAGE
204

senceeeeewe ed en eeeeeeee eeeee eee

{ OPTIONAL ) THE PLAYER 12 MAY ASK
THE LOTTERY AUTHORITY 16 TO READ
BACK THE NUMBERS EMBODIEDIN THE
TICKET MESSAGE 208-A COMPUTER
GENERATED VOICE CONFIRMS THE
PLAYER'S SELECTION OF NUMBERS AS
EMBODIED IN TICKET MESSAGE208-AT
THIS POINT THE.PLAYER MAY, FOR ANY
REASON, CHOOSE TO CANCELTHIS
"TICKET" AND GO ON TO REGISTERING
THE NEXT "TICKET
weeeeeeeeeeeeqt ereewe ewwwnent

{

Y CONTINUEDONFIG.7C-3

 
{
1
!
t
!
t
|
'
1
1
1
'
{
I
1
1
t
|
'
1
1
!
t
1

ee]
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FIG. 7C-3

( CONTINUED FROM FIG.7C-2 )

  
 

  

  
  
  
  
  
  

  

 IF THE TICKET MESSAGE208IS VALID,
THEN AN AUTHENTICATABLE MESSAGE

208 IS GENERATED BY THE HOST COMP-
UTER 30- THE REGISTRATION MESSAGE

218 INCORPORATES BOTH THE ORIGINAL
TICKET MESSAGE 208 AND AN AUTHENTIC-

ATED DATE / TIME MESSAGE220- THE

LOTTERY AUTHORITY 16 PROVIDES THE
REGISTRATION MESSAGE218 TO THE

PLAYER 12 AND THE HOST COMPUTER

30 FOR FUTURE REFERENCE

(
eeeeeeeeemeeeleeeeeeeeeee;

(OPTIONAL ) THE LOTTERY AUTHORITY =|
16 MAY AT THIS POINT ASK THE PLAYER

12 TO CONFIRM THE PURCHASE OF THIS |
TICKET BY ENTERING AYES/NODIGIT- |!
ONCE CONFIRMED, THE "TICKET" iS NON- |
REFUNDABLE !

oeeeeeeeeeee eeTorrromannnnccnced
meme weeeeee eeweeeleeeeeeewe wee

| (OPTIONAL ) THE LOTTERY AUTHORITY |
' 16 MAY MONITOR WITH A PRESET LIMIT,
| THE NUMBER OF "TICKETS" ANY PLAYER !

12 CAN PURCHASEIN A GIVEN TIME PERIOD }|
1 AND REJECT A REQUEST TO PURCHASEA 1

i
ad

ptecower-4
1 "TICKET"

TO FIG. 70-4

PCT/USS5/08206
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FIG 7C-4

eeeeeeeeeeeedu,
!(OPTIONAL) THE PLAYER 12 CAN ENTER t
'THE AUTHENTICATABLE REGISTRATION !
| MESSAGE 218 FOR STORAGE INGAMING }
114-THE REGISTERATION MESSAGE218 I
SERVES AS AN ABSOLUTE RECEIPT THAT A

| SPECIFIC SET OF NUMBERS WAS REGIS-
t TERED WITH THE LOTTERY AUTHORITY 16!
1ON A SPECIFIC DAY AND AT A SPECIFIC TIME!

WHENFINISHED,THE PLAYER 12 COMMUN-
ICATES TO THE LOTTERY AUTHORITY 16

THAT THERE ARE NO MORE" TICKETS"

TO REGISTER

AS PART OF THE NORMAL ONGOING

LOTTERY PROCESS, THE WINNING
NUMBERS ARE DRAWN

 
TO FIG. 70-5
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FIG. 70-5

FROM FIG. 7C-4

 
  

 
THE HOST COMPUTER30 OF THE LOTTERY

AUTHORITY 16 COMPARES THE WINNING

NUMBERS AGAINSTALL TICKETS WHICH

HAVE BEEN REGISTERED

WINNINGS ARE AWARDED

Zynga Ex. 1002, p. 329
Zyngav. IGT

IPR2022-00199



Zynga Ex. 1002, p. 330
                   Zynga v. IGT

                    IPR2022-00199

WO 96/00950 PCT/0S95/08206

20/29

CREDIT CASH-OUT SEQUENCE( OFF-LINE)

FIG, 8

  
  

 

 

BANKING PROGRAM 26

GENERATESAN

AUTHENTICATABLE

CASH-OUT MESSAGE
66

PLAYER 12 CALLS

WAGERING EST. 16

AND ESTABLISHES

ID-HAND SHAKE

SEQUENCE-FIG.5  
  
 

PLAYER 12 COMMUNICATES
CREDIT CASH-OUT MESSAGE

66 TO WAGERING EST.16
WAGERING EST.16

PROVIDES BANKING

ACTIVATION MES- HOST COMPUTER 30 READS
SAGE 64 TO PLAYER AND COMMUNICATES CREDIT

12 CASH -OUT MESSAGE66 TO
REVEAL AMOUNT OF CREDIT

TO BE CASHED-OUT

 
PLAYER 12 ACTIVATES

BANKING PROGRAM 26-

GAMING PROGRAM 24 WAGERINGEST.16

ING COMPUTER 14
CREDIT TO BE CASHED-OUT

 
PLAYER 712 ENTERS

AMOUNT OF GAMBLING

CREDIT TO BE CASHED-

OUT INTO BANKING

PROGRAM 26

 HOST COMPUTER 30

GENERATESAUTHENTICAT-

ABLE CASH-OUT ACKNOW-

LEDGEMENT MESSAGE68

  
 

BANKING PROGRAM 26

PLACES CREDIT AMOUNT TO FIG. 8

woPENDING ( CONTINUED) 
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FROM FIG 8

  
  
  
  

  

WAGERING EST. 16

PROVIDES AUTHENTI-

CATABLE CASH-OUT

ACKNOWLEDGEMENT

MESSAGE68 TO

PLAYER 12

  
   

  
  

 

PLAYER 12 ENTERS
CASH-OUT ACKNOW-

LEDGEMENT MESSAGE

68 INTO GAMING

COMPUTER 14 WHICH

READS AND AUTHENTI-
CATES MESSAGE68 

  
  

  

 
  

 

  
  

GAMING COMPUTER14

GENERATES AUTHEN-
TICATABLE DEDUCTION

VERIFICATION MESSAGE
70

 PLAYER 12 COMMUNICATES
DEDUCTION VERIFICATION
MESSAGE70 TO WAGERING
EST. 16

 HOST COMPUTER 30 READS
AND AUTHENTICATES

DEDUCTION VERIFICATION
MESSAGE70

PCT/US95/08206

GAMING COMPUTER 14
DISPLAYS REDUCED

CREDIT BALANCE TO

PLAYER 12 , 
  
 

 

WAGERING EST. 16
CREDITS PLAYER

( e.g.,CREDIT CARD )
FOR VALUE OF GAM-

BLING CREDIT CASHED-

OUT

 

PLAYER 12 ENTERS

PROGRAM REACTIVAT-

ION MESSAGE72 INTO

GAMING COMPUTER 14 
 

   
 GAME PROGRAM 24

IS REACTIVATED FOR

CONTINUED GAMBLING

FIG 8
( CONTINUED)
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 START-UP AND REGISTRATION SEQUENCE

FIG. 9

PLAYER 12 WITH GAMING COMPUTER
14 DIALS UP THROUGH PUBLIC
TELEPHONE NETWORK40 AND CON-
NECTS WITH HOST COMPUTER30

PLAYER 12 ENTERS REGISTRATION
INFORMATION
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