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Target PI

(57) ABSTRACT

Asystem, method, apparatus and computer program product
for providing location based functions and mobile e-com-
merce comprising a central processing unit including a
processor, a storage device, and programmingstored in the
storage device, a display device, an audio input device, an
audio output device, a communications module, a commerce
module, an image module, and a location module. The
programmingcontrols the operation of the present invention
to provide functions based on location data, to facilitate
commercial exchanges by wirelessly exchanging payment
and product information with venders, to identify services
such as venders meeting selection criteria, to wirelessly
exchangeselect information with other users and systems, to
restrict and/or monitor the use of the device based on

authorized user parameters, selecting one of a plurality
networks through which to communicate, detecting a trigger
for performing an action based on a changein location and
sensed data, storing a voice annotation with a computer data
file, determining service providers and associated commu-
nication parameters, contemporaneously maintaining a
wireless voice and data link, providing a system forselecting
and delivering mobile advertisements, and many other func-
tions and services that are described herein.
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SYSTEM, METHOD, AND COMPUTER PROGRAM
PRODUCT FOR PROVIDING LOCATION BASED

SERVICES AND MOBILE E-COMMERCE

CROSS REFERENCE TO RELATED
APPLICATION

[0001] This non-provisional application claims the benefit
of the earlier filing date of, and contains subject matter
related to that disclosed in, U.S. application Ser. No. 9/606,
350 filed Jun. 29, 2000 having common inventorship, the
entire contents of which being incorporated herein byref-erence.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] The present invention relates, generally, to the field
of mobile communications and computer processing and
more particularly, to a system, method, apparatus, and
computer program product for providing location based
services, mobile e-commerce, and other functions.

[0004] 2. Discussion of the Background

[0005] Mobile phones and personal digital assistants
(PDA) include functionality that is typically limited to
providing a telephone communication link, which can be
also sometimes used as a data communication link, and a set
of software programs such as a calendar, email client,
mini-browser, word processor, and other similar user appli-
cations. Such devices therefore typically have limited func-
tionality. Generally, very few of such devices include image
input capabilities, voice recording capabilities, significant
voice control capabilities, location determining or location
based capabilities, or other capabilities described herein.

[0006] In addition, portable devices are often carried with
users who travel through cities, shopping complexes, and
other facilities and geographical areas. However, currently
portable devices do not provide users with many services
and functions that are related to, or based on, the user’s
location or changes in location. Similarly, while such
devices often have capabilities for providing a telephone
communication link, very few provide capabilities for pro-
viding wireless Local Area Network (LAN), wireless Per-
sonal Area Network (PAN), or any other wireless network
communications. Furthermore, such devices typically do not
include Web services capabilities or access thereto. As a
result of these deficiencies and others, such devices fail to
provide substantial mobile e-commerce services, location
based functions, and functions or services available through
the use of a wireless LAN.

[0007] Furthermore, to date, venders have not been able to
take advantage of location information associated with cus-
tomers and potential customers or obtain information about
prospective customers. Typically, a vender only identifies
the customer, if at all, when the person makes a purchase.
Consequently, venders are typically not aware of the nearby
or approaching presence of a past customer, potential cus-
tomer, or person seeking a product that the venderoffers. In
addition, even if a vender had such information, venders
have no mechanism in place for presenting advertisements
to the person or otherwise enticing the user to visit the
venderstore location or make a purchase. Furthermore, even
if such a mechanism wasin place, the vender typically has
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no information about the person that can be used as a basis
for selecting of an advertisement to be presented to the
person or customizing the advertisement and the person has
little incentive for viewing such an advertisement.

[0008] These and other deficiencies are overcome by the
present invention which provides a system, method, appa-
ratus, and computer program product for providing location
based services, location based mobile e-commerce, auto-
mated processing, wireless network communications,
mobile telephone communications, and many other func-
tions and services described herein.

SUMMARYOF THE INVENTION

[0009] The primary object of the present invention is to
overcomethe deficienciesof the prior art described above by
providing a system, method, apparatus, and computer pro-
gram product for providing location services and mobilee-commerce.

[0010] Another key object of the present invention is to
provide a system, method, apparatus, and computer program
product for providing automated processing and mobilee-commerce.

{0011] Yet another key object of the present inventionis to
provide a system, method, apparatus, and computer program
product for providing mobile capabilities, and functions not
available on existing mobile devices.

{0012] Another key object of the present invention is to
provide a system, method, apparatus, and computer program
product for facilitating localized e-commerce such as in a
localized auction, shopping complex, vender store location,
or other facility or geographical area.

[0013] Another object of the present invention is to pro-
vide a system, method, apparatus, and computer program
product that can facilitate commercial exchanges through
the use of wireless communications.

[0014] One embodimentof the present invention achieves
these objects and others by providing a system, method,
apparatus and computer program product for providing
location based functions and mobile e-commerce compris-
ing a central processing unit including a processor, a storage
device, and programming stored in the storage device, a
display device, an audio input device, an audio output
device, a communications module, and a location module.

[0015] The programming controls the operation of the
present invention to provide functions based on location
data, to facilitate commercial exchanges by wirelessly
exchanging paymentand product information with venders,
to identify services such as venders meeting selection cri-
teria, to wirelessly exchange select information with other
users and systems, to restrict and/or monitor the use of the
device based on user provided parameters, selecting one of
a plurality networks through which to communicate, trig-
gering an action based on a change in location and sensed
data, storing a voice annotation with computer data file,
determining service providers and associated communica-
tion parameters, contemporaneously maintaining a wireless
voice and data link, and many other functions and services
that are described herein.

[0016] Further features and advantages of the present
invention, as well as the structure and operation of various
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embodiments and applications of the present invention, are
described in detail below with reference to the accompany-
ing drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] The accompanying drawings, which are incorpo-
rated herein and form part of the specification, illustrate
various embodiments of the present invention and, together
with the description, further serve to explain the principles
of the invention and to enable a person skilled in the
pertinent art to make and use the invention.In the drawings,
like reference numbers indicate identical or functionally
similar elements.

[0018] Amore complete appreciation of the invention and
many of the attendant advantages thereof will be readily
obtained as the same becomesbetter understood by refer-
ence to the following detailed description when considered
in connection with the accompanying drawings, wherein:

[0019] FIG.1is a functional block diagram of an example
system, apparatus, and computer program product in accor-
dance with the present invention.

[0020] FIG. 2 is a schematical representation illustrating
an example of an area, including a facility, for use with a
method, system, apparatus, and computer program product
of the present invention.

[0021] FIG. 3 is a schematical representation of an
example vender facility for use with a method, system,
apparatus, and computer program product of the present
invention.

[0022] FIG.4 is a data flow diagram of the method steps
for implementing an example embodiment of a system,
method, apparatus, and computer program product of the
present invention for determining the closest point of inter-
est.

[0023] FIG. 5 is a data flow diagram of the method steps
for implementing an example embodiment of a system,
method, apparatus, and computer program product of the
present invention for determining a point of interest satis-
fying criteria.

[0024] FIG.6 is a data flow diagram of the method steps
for implementing an example embodiment of a system,
method, apparatus, and computer program product of the
present invention for communication with a remote com-
puter system.

[0025] FIG.7 is a data flow diagram of the method steps
for implementing an example embodiment of a system,
method, apparatus, and computer program product of the
present invention for providing location based mobile adver-
tising.

[0026] FIG.8 is a data flow diagram of the method steps
for implementing an example embodiment of a system,
method, apparatus, and computer program product of the
present invention for providing mobile advertising.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0027] In the following description, for purposes of expla-
nation and not limitation, specific details are set forth, such
as particular networks, communication systems, computers,
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terminals, devices, components, techniques, data and net-
work protocols, formats, software products and systems,
enterprise applications, operating systems, enterprise tech-
nologies, middleware, interfaces, hardware, etc. in order to
provide a thorough understanding of the present invention.

[0028] However,it will be apparent to one skilled in the art
that the present invention may be practiced in other embodi-
ments that depart from these specific details. Detailed
descriptions of well-known networks, communication sys-
tems, computers, terminals, devices, components, tech-
niques, data and network protocols, formats, software prod-
ucts and systems, enterprise applications, operating systems,
enterprise technologies, middleware, interfaces, and hard-
ware are omitted so as not to obscure the description of the
present invention.

[0029]

[0030] References to a product is meant to mean any
product, goods, service, or any other article of commerce
including, but not limited to, such items as rentals, tickets
(e.g., entertainment, travel, etc.), reservations (e.g., travel,
hotel, restaurant, entertainment, etc.), real estate, informa-
tion, food, and financial products among others.

[0031] In manyof the applications of the embodiments,
payment information is exchanged between the device and
a computer system. The payment information mayberelated
to any type of payment account and therefore may include,
for example, credit card information, debit card information,
bank account information, information for billing the prod-
uct to the telephone or to an Internet Service Provider (IS)
account used by the device, an email address (e.g., a
Paypal® payment), brokerage account information, elec-
tronic fund transfer data, and/or any other data that may
facilitate payment. The payment information will typically
be different for each type of payment account. For example,
the payment information for a credit card payment account
may include a credit card number, expiration date, name of
the card holder, billing address information, and possibly
other information. However, the payment information for a
bank account might include the bank name, bank account
number, bank account owner’s name,and a routing number.

[0032] Manyof the embodiments described below include
establishing a communication link or performing some other
action upon occurrence of an event such as when the user
with the device of the present invention is within a prede-
termined distance of a point of sale, a vender, a residence, a
place for delivery of goods, a place for pick up of goods, or
someother location. The communication link may be estab-
lished by the device or the remote computer system depend-
ing on the design of the system and on which system senses
the occurrence of the eventas will be evidentto those skilled

in the art. The “predetermined distance” may be any suitable
distance for implementation of the embodiment of the
invention, is a design choice for the given application, may
be different for different venders, different vender types
(e.g., hotels versus restaurants), different embodiments and
applications of the present invention, points of interest
and/ordifferent locations, and may be dependentor based on
the strength of the communication signal. In addition, the
predetermined distance may be the distance at which a
communication link can be established or is established.

Thus, the predetermined distance may be different for dif-
ferent user devices, external systems, times, locations, and
need not be a fixed distance.

I. General Design Concepts
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[0033]

[0034] The present invention is a multi-function commu-
nications device 101 that includes conventional mobile

phone and personal digital assistant (PDA) capabilities and
preferably one or more of the functional modules shown in
FIG. 1 such as a communications module 105, a location
module 110, a recorder module 115, a data management
module 120, an authentication module 125, an image mod-
ule 130, a commerce module 135, and application modules
140 (e.g., computer programs), such as those described
herein, all of which may makeuse of other modules. As will
be discussed in more detail below, each module is comprised
of a combination of hardware and software and may share
(ie., may be formed by) hardware and software of other
modules as is well knownin the art.

II. Description of the Invention

[0035] The preferred embodimentof the present invention
is a portable device 101. The device 101 is preferably
handheld, but may also be worn around the neck, on the hip,
attached to the arm ofthe user, or carried in any convenient
manner. The preferred embodimentof the present invention
includes a central processing unit (CPU) 150, including a
processor 155, a memory 160 (including volatile and non-
volatile), and communicates with various input and output
devices described below. The software in the preferred
embodiment of the present invention includes an operating
system, and software for implementing the modules
described above and in FIG.1 and other functions described

throughout. The software for implementing the invention is
stored in memory such as Read Only Memory (ROM),
EPROM (Erasable ROM), EEPROM (Electrically
EPROM). In addition, the memory 160, some of which is
preferably upgradeable, may be removably detachable
memory to allow replacement if and when necessary (e.g.,
when becoming full). Thus, the memory 160 may also
include one or more other types of storage devices such as
a SmartMedia® card, a CompactFlash® card, a Memory
Stick®, a MultiMediaCard®, a DataPlay disc®, and/or a
SecureDigital® card.

[0036] The device 101 includes a plurality of user input
devices 165 such as a microphone, and actuators (e.g., a
QWERTY keyboard). The preferred means of supplying
user input to the present invention is through a voice
command received by a microphonein a wireless single ear
headset. However, other means of supplying the user input,
such as manual input means via a touch pad, keyboard,
buttons, touch screen, etc. may also be used.

[0037] The device 101 also includes a plurality of output
devices such as an audio output device 170 (e.g., a speaker
phone,stereo headset jack (and headset), earphone jack (and
earphone), among others), one or more displays 175,
LED(s), a vibrator mechanism, and a programmable ringer
(e.g., which rings differently based on the source of a call,
on the type of alarm (a page versus a phonecall versus an
alarm clock ring). The display 175 is preferably a high
resolution color display and dynamic touch screen that
allowsthe user to provide manualinputfor certain functions.
The display is also capable of displaying a bar code that is
capable of being read by a barcode reader.

[0038] The audio output devices, such as the earpiece and
headset are preferably wirelessly connected to the device.
The earpiece and ear portion of the headset are also prefer-
ably molded to the shape of the user’s ear from rubber or
other pliable material by means well-known intheart.

11

Apr. 3, 2003

[0039] As discussed above, the device 101 includes the
capability of providing conventional mobile telephone func-
tions such as providing a wireless voice communication
link, providing a wireless data communication link (for
example, for connecting to the Internet, an email server, or
other computer system), and includes applications some-
times found in a PDA suchas one or more of an email client,
a web browser (preferably Internet Explorer®), text mes-
saging software, short message service (SMS) client or
Unstructured Supplementary Services Data (USSD)client,
an image viewer, an alarm clock, game software, paging
software, a calendar, a word processor, a spreadsheet, a
database, and a clock (with alarm capabilities). The device
101 also includes one or more of the functional modules

(software and possibly hardware) of a voice recorder(pref-
erably forming part of the recorder module 115), an audio
media player, an audio/video player (which mayalsoacts as
the audio media player), facsimile software (for sending and
receiving), an image editor, a terminal serviceclient, a voice
recognition module, and a virtual private networkclient. As
will be discussed in more detail below, the specific func-
tional modules and software applications are a design choice
based on the external systems, desired functionability, costs,
co-existing applications, and other factors. Likewise,
depending on the modules and software applications
included, embodiments of the present invention may take
the form of a laptop or notebook computer, a radio frequency
tag, a Smart Card, a PDA, a mobile phone, a computer
integrated into another item such as a vehicle, or another
suitable configuration.

[0040] Preferably the audio/video player is compatible
with the open MPEG-4 (Moving Picture Experts Group)
standard format and/or the other digital video compression
standards (such as MPEG-2 and MPEG-1). More preferably,
the player is RealPlayer Media Player®) and can be used to
play wav,.avi, mov, .mpeg, .mp3, .au, and aiff files. While
MPEGispreferred over competing formats, such as Video
for Windows®, Indeo® and QuickTime®, one or more of
these standards could be used instead of, or in addition to,
software for processing video received in the one or more
MPEGstandards. Preferably, the audio player is an MP3
player.

[0041] The operating system of the present invention is
preferably Windows XP® or, alternately, PocketPC® (for-
mally known as Windows CE®) or Palm OS®. The power
supply for the device 101 is preferably a rechargeable
battery unit such as lithium, nickel-cadmium or nickel-metal
hydride battery.

[0042] Communications Module

[0043] As discussed above, the present invention includes
a communications module 105, which includes hardware
and software to allow the CPU 150 to communicate with

external devices and systems. The hardware and software
used to implement the communications module 105 will be
driven, at least in part, by the input/output devices with
which the CPU interfaces as well as the external systems
with which the device 101 must communicate (receive data
from and/or transmit data to). Preferably, all or part of the
communications module 105 is implemented with one or
more application specific integrated circuits (ASICs) and
software stored in memory.

[0044] As discussed, the software used to implement the
communications module 105 is determined,at least in part,
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by the systems with which the device 101 must communi-
cate. In the preferred embodiment, the device 101 is con-
figured to receive and transmit (and store) conventional
digital communications, which include mobile telephone
communications, and other data communications including
Internet data, mobile videophone communications, and to
receive digital television signals, and digital radio signals
(e.g., XM® radio signals). Preferably the device 101 is
configured to operate with a conventional mobile telephone
network or wireless wide area network (WWAN),and oneor
more other wireless local area networks (wireless LAN or
WLAN), wireless Metropolitan Area Networks (MAN), and
a wireless personal area networks (PAN)(e.g., a Bluetooth®
network). The preferred embodiment of the present inven-
tion includes hardware and software for communicating
with (or through) a mobile telephone network, a WLAN,and
a wireless PAN.In addition, the device 101 includes hard-
ware and software for communicating with another device
101 through a two way radio communication link.

[0045] In addition, the device 101 may also includes
software and hardware for receiving AM, FM and televi-
sions signals. Such analog signals are preferably converted
to digital signals at the source, or at an intermediate system,
and transmitted to the device 101 as a digital signal through
a wireless communication link. At reception, the signals are
processed and presented to the user (e.g., via RealPlayer
Media Player®) as is well knownto those skilled in the art.
Thus, the device 101 includes software for formatting,
processing, and providing a representation of the signal to
the display for presentation to the user. The device 101 may
also optionally include an analog signal receiver(e.g., tuner,
amplifier, etc.) for receiving and presenting analog radio
signals directly.

[0046] The device 101 receives the digital signals from a
remote receiver (e.g., through a wireless PAN from an
automobile or in XM transmission), which provides the
signal in digital form to the device 101, for immediate
presentation or storage (e.g., as an MP3file or an MPEG-4
formatted television broadcast). Furthermore, the remote
receiver(e.g., in an automobile) may receive and store the
data (e.g., in MP3 format) and transmit the stored data to the
device 101 upon request by the user.

[0047] The following descriptions of various networks,
standards, formats and protocols are well-known in the art,
are provided as a matter convenience, and are not meantto
be interpreted as a limitation on the communications capa-
bilities of a device of the present invention. As discussed,
technology for using any mobile phone network, WLAN,or
PAN that is suitable for desired application(s) may be used.
Communication with the wireless networks is accomplished
through access points that receive and transmit wireless
signals as is knownin the art. Each access pointis preferably
individually addressable by a computer system (e.g., a
client-server computer system)—which may be a vender
computer system or facility computer system—with whichit
communicates data.

[0048] Preferably the device 101 includes a short range
wireless LAN module (a PAN module) for communicating
via a Bluetooth® network. The Bluetooth® wireless speci-
fication includes layer and application layer definitions and
supports data, voice and content-centric applications. As is
knownin the art, devices that comply with the Bluetooth®
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wireless specification operate in the unlicensed, 2.4 GHz
radio spectrum ensuring communication compatibility
worldwide. The devices use a spread spectrum, frequency
hopping, full-duplex signal at up to 1600 hops/sec. The
signal hops among 79 frequencies at 1 MHzintervals to give
a high degree of interference immunity and up to seven
simultaneous connections can established and maintained.

[0049] The short range wireless LAN module (e.g., the
Bluetooth® module) or PAN module allows the device 101
to wireless communicate with printers, wirelessly exchange
payment information, communicate with automobile com-
puter systems, building computers systems, facility com-
puter systems, point of sale (POS) devices, vender computer
systems, and with other devices employing the present
invention. In addition, the PAN module can be used to
communicate across a WLAN or WWAN.

[0050] Preferably, the device 101 complies with the Blue-
tooth® Hands-Free profile and imaging profile specifica-
tions. The Hands-Free profile enables hands-free use of
mobile phones in automobiles and the imaging profile
facilitates transmitting digital images over mobile devices.
More specifically, the Hands-Free profile allows automatic
establishment of a connection between the automobile’s

hands-free system and a mobile device the user brings into
the automobile. The Imaging profile allows digital images to
be shared among mobile devices. For example, a digital
camera can share content with a mobile phone, personal
computer or other handheld or be sent directly to a printer
equipped with Bluetooth® wireless technology.

[0051] As is knownin the art, Bluetooth® enabled devices
include a link controller that identifies other Bluetooth®

devices, coordinates a connection with such devices, and
facilitates sending and receiving data from such devices. In
establishing a connection with another Bluetooth® enabled
device (e.g., a printer, computer, another device, etc.) the
two devices first exchange a unique global identification
code (global ID), which indicates the devices’ profiles and
capabilities. If the device profiles match, a connection is
made. If the device profiles do not match, the devices ignore
each other. The profiles include sets of protocols and pro-
cedures that define device functionality and identity such as
headset, printer, PDA,cell phone, pager,etc.

[0052] After two devices establish a connection, oneis set
as the master and the other becomesa slave. The connection
of two or more Bluetooth enabled devices is creates a PAN

called a piconet in whichall the devices in the same piconet
are synchronized to the same hopping scheme determined by
the master. As is known inthe art, a Bluetooth® piconet can
include up to 255 parked slaves (devicesthat are not actively
receiving or sending data), which can be unparked by the
master as needed. Devices in range of the piconet, but not
connectto the piconet, are referred to as being in a stand by
mode.

[0053] Bluetooth® compatible devices can be designed to
have varying distances of communication capability. Con-
sequently, Bluetooth® access points, which form part of a
larger WLAN,a WAN,orother network can bestrategically
positioned so that communication is limited to devices
within a predetermined and/or selected distance and/or
direction. The Bluetooth® Specification v.1.1, including the
Core Specification (Volume I) and Profile Definitions (Vol-
umeII), is hereby incorporated by reference.
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[0054] As an alternate or in addition to Bluetooth tech-
nology, the device 101 may include hardware and software
for communicating via the Echnonet standard.

[0055] The device 101 preferably also includes a WLAN
module for communicating via a wireless local area network
(WLAN), which are commonly used for corporate or Inter-
net communications on campusesor enterprises. More pref-
erably, the WLAN module is Wi-Fi (short for wireless
fidelity) compatible, which meansthat is compliant with the
TEEE 802.11b specification, which is DSSS—(direct
sequence spread spectrum) compatible and has a communi-
cation range of approximately 1,000 feet in open areas and
250 to 400 feet in closed areas. Specifications for WLAN in
Europe include HiperLAN2 (High Performance Radio
LAN), which mayalternately be used.

[0056] As discussed, the device 101 may also include a
WWAN module. WWANs are commonly is used to link
cities, states or large enterprises. One commonprotocol for
this type of network is 802.1la. The IEEE (Institute for
Electrical and Electronics Engineers) 802.11 standard
(802.11, 802.11a, 802.11b, and 802.11b) is hereby incorpo-
rated by reference.

[0057] Preferably, the device 101 includes hardware and
software for communicating with, or through, a third gen-
eration (3G) network, which is embodies some,orall, of the
in IMT-2000 standard established by the International Tele-
communications Union (ITU) or Universal Mobile Telecom-
munication System (UMTS). The preferred 3G network
standard requires support for data packet networking (i.e.,
packet switched networking) and includes “always on”
connection capabilities connection (or in other words an
instant connection) and which allows the device 101 to
receive incoming transmissions as they are sent. Networks
employing at least some of the 3G standard include CDMA-
2000 based services (e.g., CDMA 1XRTT, CDMA 2000
1XEV) (CDMArefers to Code-Division Multiple Access),
FOMA(Freedom of Mobile Multimedia Access), and Wide-
band CDMA.

[0058] Alternately, or in addition, the device 101 of the
present invention is designed to communicate via a two and
a half generation (2.5G) network, which is also a packet-
switched network and an always on. Common 2.5G net-
works include General Packet Radio Service (GPRS) and
Enhanced. Data for GSM (Global System for Mobile Com-
munications ) Evolution (Edge), also referred to as
Enhanced Data Rates for Global Evolution and Enhanced
Data GSM Environment.

[0059] Alternately, or in addition, the device 101 of the
present invention is designed to communicate via a second
generation (2G) network. Common 2G networks include
CDMA,Time-Division Multiple Access (TDMA), and Glo-
bal System for Mobile Communications (GSM). 2G net-
worksare circuit switched networks and require logging on
to the network (i.e., do not have always on capabilities).

[0060] Alternately, or in addition to the networks identi-
fied above, the device 101 of the present invention is
designed to communicate via an analog network often
referred to first generation network or 1G network.

[0061] The device 101 also preferably includes Wireless
Application Protocol (WAP) capability. Depending on the
network or systems with which the device 101 is designed
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to operate, the following steps are performed to connect to
the Internet, which are well-knownin the art. First, the user
opens a. browser (e.g., a minibrowser). The device 101
transmits a query signal searching for service, and in
response, a connection is made with the service provider.
Next, the user requests a particular web page. The requestis
sent to a Gateway Server using WAP. The Gateway Server
retrieves the information (e.g., the web page) via HTTP from
the web server hosting the web page. The Gateway Server
encodes the HTTP data as WML (Wireless Markup Lan-
guage) and transmits the WML-encoded data to the device.
The device 101 displays the wireless Internet version of the
Web page requested.

[0062] As is known to those skilled in the art, WAP is
designed to work on any of the existing wireless services,
using standards such as Short Message Service (SMS),
Circuit Switched Data (CSD), General Packet Radio Service
(GPRS), and Unstructured Supplementary Services Data
(USSD). Thus, the WAP protocols are designed to operate
over a variety of different bearer services, including short
message, circuit-switched data, and packet data although the
bearers offer differing levels of quality of service with
respect to throughput, error rate, and delays. However, the
WAP protocols compensate for, or tolerate, these varying
levels of service. Since the Wireless Datagram Protocol
(WDP)layer provides the convergence between the bearer
service and the rest of the WAP stack, the WDPspecification
lists the bearers that are supported and the techniques used
to allow WAP protocols to run over each bearer and is
hereby incorporated by reference. It is anticipated that the
list of supported bearers will change over time with new
bearers being added over time.

[0063] The device 101 may include multiple antennas,
some of which may be removably attached. In addition and
as discussed above, the device 101 may communicate with
systems having their own antennas(e.g., via a LAN or PAN)
in order to facilitate communications with the desired sys-
tems such as those that may be integrated into a vehicle. The
communications module 105 of the device 101 also includes

a port for wired connection to external devices, which is
preferably a USB port. The protocols and other information
necessary for communicating with the external systems(i.e.,
networks) are stored in memory. As discussed above, the
device 101 also includes the capability of receiving pro-
cessed and compressed video (e.g., MPEG4) and therefore
includes the software and hardware for receiving, decom-
pressing, and processing the incoming compressed video for
display.

[0064] In the preferred embodiment of the present inven-
tion, the communication module 105 allows the user to
establish and maintain multiple communication links con-
temporaneously (wired and wireless) such as a wireless
voice communication link (e.g., via a 3G network), multiple
wireless data communication links (e.g., a wireless LAN and
PAN link), and one or more wired links simultaneously. In
addition, contemporaneous communication links (such as a
voice and data link) with multiple external devices may be
accomplished through a single network, such as through the
3G network, 2.5G network or WLAN.

[0065] Contemporaneous wireless communication links
through the same network may be accomplished by multi-
plexing of packet data, which is well-known in the art. In
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addition, information about the incoming data packets suf-
ficient to allow the communication module (or other soft-
ware) of the device 101 to determine how the incoming data
should be processed (e.g., to which module the data should
be supplied or to determine how otherwise to process the
incoming data) is also supplied to the device. This technique
is well-knownin theart and the details thereof are, therefore,
not provided here. However, this information—the informa-
tion that allows the communication module to determine

how to utilize the data (collectively “utilization informa-
tion”)—may be included in someorall of the packets (e.g.,
a sub-address), may be determined by the transmission
format, data type, communication link, or transmission
source, or determined in any suitable manner well-known in
the art. In other words, the received data packets are routed
by the communications module to the appropriate software
and/or hardware such as memory,the headset, the display, an
MP3player, the location module, and/or another application
or module based,at least in part, on the utilization informa-
tion, which may supplied in the packet (e.g., which may
simply indicate the source of the data or identify the desti-
nation module for the data) or otherwise determined (e.g.,
from the communication link or format of the received data).
Outgoing data is multiplexed and addressedto the respective
addresses of the remote devices with which the device 101

is communicating.

[0066] Thus, the contemporaneous wireless communica-
tion links of the present invention permits the user to
participate in a conversation via a voice communication link
(e.g., via a 3G, 2.5G, or 2G network) while simultaneously
using a data communicationlink (e.g., via WLAN, PAN,3G,
2.5G,or 2G network)to receive or send emails, transmit and
receive data via the Internet, download audio or videofiles,
upload and download data, or otherwise transmit and/or
receive data. Thus, the user can also receive and transmit
live audio/visual data—such as live video transmissions

(e.g., a video telephonecall, receive a television transmis-
sion, transmit video camera data), and live audio transmis-
sions (e.g., a telephone call, receive radio transmission,
transmit voice data)—while also transmitting and receiving
computer data such as emails, word processing files, spread-
sheet files, application files, and data to remote computer
systems (e.g., such as a web page from a web server) and
non-live audio/visual data (previously stored audio data and
video data). While the actual reception and transmission of
the bits comprising the multiple transmissions may not occur
“simultaneously” from a technical perspective, the data from
the multiple transmissions is presented to the user and
received from the user in the same time periods (or over-
lapping time periods), which is herein referred to as con-
temporaneous transmission and/or reception.

[0067] The transmission of “live” audio/visual is meant to
mean the process of transmitting an audio or video signal
immediately, or immediately after processing (which may
include storing), after the signal is received at the device 101
(e.g., from a camera, microphone, or from other remote
device). The presentation of “live” audio/visual is meant to
mean the process of receiving an audio or video broadcast
and immediately, or immediately after processing(e.g., after
storing), presenting the audio and visual to the user on the
audio output device and/or display device. The data that is
received live may be transmitted as captured from live
events from the source or may be transmitted from a
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previously stored audio/visual production and transmitted
upon request by the user (e.g., a movie transmitted on
demand).

[0068] The communication module and CPU also coop-
erate to allow multiple modules to work together. For
example, if the user is listening to an audio program via the
headset (such as a digital radio program or a MP3 produc-
tion), the device 101 produces an audible alarm (such a
beep) to inform the user that a telephone call is being
received, or that another application is requesting the user’s
attention. Alternately or in addition thereto, and at the
selection of the user, a vibratory alarm can be used to inform
the user of an incoming telephonecall, email, page, or other
event.

[0069] The communication module mayalso route certain
data to remote devices during live or non-live presentation
to the user. For example, a video transmission or computer
data (e.g., web pages) received by the device 101 may be
routed (e.g., as requested by the user) to a remote display
device (e.g., via a wireless PAN to a display in an automo-
bile) that may be large or of better quality than the display
of the device. Similarly, audio signals may be transmitted to
a remote stereo system (e.g., in an automobile). The data
may be processed, such as being compressed andstored for
later retrieval, prior to being routed to a remote device.

[0070] As discussed, the device 101 of the present inven-
tion preferably includes means for communicating via two
or more communication networks (e.g., wireless WAN,
LAN, and PAN). Thus, when communications with the
desired external system may be accomplished by more than
one network, the device 101 must determine the available
network with which to establish the communication(s). The
programmedrules for determining which available network
with which to establish a communication (or communica-
tions) are stored in memory and based on information of the
available networks with which the device 101 is designed to
communicate and may also be based on user activity or
anticipated user activity. The programmed rules may be
designed to provide any desirable result such as increasing
efficiency, reducing costs, and/or increasing throughput.

[0071] In this example, the determination of the available
network with which to establish one more communications
is based on one or more of the available bandwidth of each

available network (i.e., the amount of data that can be
communicated over a given time period), the anticipated
bandwidth necessary, the available capacity orrelative avail-
able capacity (e.g., how full to capacity a network is), the
historical (or anticipated) availability of bandwidth (which
may include, for example, use, volume, capacity, and/or
speed data for days of the week or times of the day), the
communication capabilities of the device, the amount of
data to be transmitted, and the cost of using each network
(e.g., connection time, per amount of data transmitted).

[0072] For example, if the available WLAN network has
a maximum speed of 50K/sec, an available 3G network will
likely have greater available bandwidth. If the user desires
to download and watch a movie (which may determined by
a user input in response to a prompt or by the user opening
an audio/video player for external retrieval of the video file),
relatively high bandwidth can be anticipated as being
needed. Since the WLAN does not provide enough band-
width to receive the communication (e.g., movie datafile) in



15

US 2003/0065805 Al

a desired manner without buffering, the higher speed net-
work is selected. If both networks have enough available
bandwidth, the network is preferably selected based on the
costs of use. For example, many Wi-Fi networks are free,
while 2G networks have a cost per minute of use. If these
two example available networks have enough available
bandwidth for the communication, the programming rules
determine selection of the Wi-Fi network since it is less

expensiveto the user. Thus, in this example embodimentthe
programmed rules will be based on bandwidth availability
(anticipated, current), which may be estimated or known
(which maybe stored as a result of a transmission), and cost.

[0073] Prior to communicating with the external system,
the device 101 preferably transmits a request for communi-
cation via the various networks with which the device 101

is designed to communicate. In addition, communications
with some networks(e.g., always on networks) may already
be established. Thus, the determination of the available
networks with which to establish the desired communica-

tion, and information relating to it (e.g., bandwidth data),
can be established during the requested communication.

[0074] Moreover, the device 101 includes programming
for switching communication networks. Thus, when net-
work switching conditions arise, the device 101 establishes
a communication with the external device via a second

network and preferably terminates the communication
established through the first network. Network switching
conditions may include one or more of 1) changes in
network conditions such as failure of a first network or the

first network slowing down(due to high use such as multiple
users and/or high levels of data being communicated), such
as below a predetermined level (e.g., threshold speed), or
increases in noise, 2) the user making a request, or attempt-
ing to make the request, to communicate data that is more
suitable for communication through a second network(e.g.,
the user requesting a video file or movie), 3) the anticipated
request of the user (e.g., based on the user starting a
particular application such as a video player), 4) changes in
network availability (e.g., a new network becomingavail-
able), 5) changes in conditions of the second network(e.g.,
more bandwidth or less noise), 6) the available capacity or
relative available capacity (e.g., how full to capacity a
network is), 7) the communication capabilities of the device,
and 8) the historical (or anticipated) availability of band-
width of network(s) (which may include, for example, use,
volume, capacity, and/or speed data for days of the week or
times of the day). The device 101 may determine any of the
above information itself or receive the information in a

transmission from remote computers, which monitor the
networks.

[0075] Insomesituations, more than one network may be
operated by the same computer system (e.g., of the same
service provider). Thus, a multi-network computer system
(MNCS) having information relating to more than one
network may determine, or assist the device 101 in deter-
mining, which network should be used by the device 101 for
communications. The MNCSdetermines the available net-
work with which to the device 101 establishes the commu-

nication based on any of data described above, which may
be determineditself (e.g., historical data) or received from
the device 101 (e.g., based on a user requestfor a videofile).
Upon determining the available network with which the
device 101 should establish the communication, the MNCS

15

Apr. 3, 2003

transmits information identifying the network, which is
received and used by the device 101 as a basis for deter-
mining the network with which the device establishes the
communication. Likewise, the MNCS determines whether
network switching conditions (described above) arise and
initiates the switch by transmitting data requesting a switch
(or used by the device 101 determine whether a switch
should be completed), which includes data identifying the
second network.

[0076] As discussed, the programming that controls the
operation of the communication module 105 and other
modules of the preferred embodiment of the present inven-
tion is stored in the memory 160 of the device 101.

[0077] As discussed the communication module facilitates
communications, as shown in FIG. 6, by performing the
steps of receiving data for communications (not shown),
determining communications parameters (e.g., format, pro-
tocol, communication network, destination) at step 402,
formatting the data for the desired destination at step 405,
transmitting the data at step 410. The data is transmitted
according to the determined protocol and to the determined
destination. The communication module 105 also receives

transmissions, which may be responses to device 101 trans-
missions at step 415. The received data is decoded at step
420, which mayinclude, but is not limited to, unformatting,
deformating, transcoding, and/or interpreting (e.g., name
value pairs) the received data. At step 425, the decoded data
is processed by the communication module or other com-
puter program (e.g., the commerce module, authentication
module, or other application module).

[0078] In performing these steps and others, the present
invention preferably makes use of Web services. As is
well-known in the art, a Web services provides a standard-
ized interface that permits software programsin the service
provider to communicate with remote programs(e.g., in the
device 101). More specifically, a Web service is a software
module hosted by a service provider that can be run
remotely. In order for it to be available to remote systems,
a descriptor of the Web service is published to a service
registry. Information about the Web service and how to use
it is foundin the descriptor. When a service requestor (which
in the present inventionis a software executing on the device
101 or on behalf of the device) desires to run a Web service,
it contacts the service registry. Based on data found in the
descriptor, the requestor binds to the service provider and
runs the Web service. The directory may also be used to
search and identify providers of particular services.

[0079] As is well-known, XML is a mark-up language
used to define standardized elements of web pages and
business documents such as product name, product number,
price, and other characteristics (e.g., color, size, etc.) thereby
defining what kinds of information each elementcontains. In
the preferred embodiment, the Web service core technolo-
gies include UDDI (Universal Description Discovery and
Integration), SOAP (Simple Object Access Protocol), and
WSDL(Web Services Description Language) and are in
XMLformat. While these technologies and their function-
ality are known in the art, the following description is
provided for convenience. However, the present invention
may employ other features available to these technologies
not listed here.

[0080] As discussed, the service registry of the preferred
embodimentis a UDDI implementation and is essentially a
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catalog of businesses and the web-accessible services they
provide. The Web Service Registry provides a mechanism to
advertise and find Web Services. The Registry contains
categorized information about businesses and the services
that they offer and associates those services with technical
specifications of the Web service. As discussed, these tech-
nical specifications are defined using a descriptor, which in
the preferred embodiment is a WSDL document.

[0081] WSDL documents describe Web Service func-
tion(s), how it communicates, and where it can be found
(e.g., an address or destination for communication). In
operation, a Web Service requestor (e.g., a device 101)
queries the Registry to find the descriptor to determine how
to use the Web Service. The UDDIisitself a Web service and

the Registry specification defines an Application Program
Interface (API) based on SOAP messages with a description
of the registry service. Most registries also provide a
browser-based humaninterface. The UDDI Project operates
a global public registry called the UDDI Business Registry,
whichis available to at http:/Avww.uddi.org. Organizations
can also set up a private registry to support the requirements
of an enterprise or a private community such as for a
shopping complex. A private registry can impose additional
security controls to protect the integrity of the registry data
and to prevent access by unauthorized users. A private
registry might contain only private information, it might
contain a subset of the public registry information, or it
might contain a combination of public and private informa-
tion.

[0082] A UDDI implementation is made up of three dif-
ferent elements. Notall listings in UDDIregistries, however,
contain all of the elements. Thefirst of the three elements is

a “white pages,” which contains the basic contact informa-
tion for each Web service listing. White pages generally
includes basic information about the company, as well as
how to make contact. Another elementis a “yellow pages,”
which has more details about the company, and includes
descriptions of the kind of electronic capabilities the com-
pany can offer to users who desire to do business with the
company. The yellow pages uses commonly accepted indus-
trial categorization schemes, industry codes, product codes,
business identification codes and the like to make it easier

for requesters to search throughthe listings and find exactly
what is desired. Third, a UDDIincludes a “green pages,”
which allows the requester to bind to a Webservice after it
has been found. The green pages include the various inter-
faces, URL locations, discovery information and similar
data required to find and run the Webservice.

[0083] An “identifier” is a type of property or keyword
used to uniquely identify a business or specification in the
service registry. Identifiers can be applied to <businessEn-
tity> and <tModel> structures. Identifiers, like categoriza-
tions, can be used as part of a search when doing a
<find_business> or <find_tModel> request message. Identi-
fiers and categorizations are implemented similarly. Identi-
fiers are attached to <businessEntity> and <tModel> docu-
ments through an  <identifierBag>structure. The
<identifierBag> structure can have one or more <keyedRef-
erence> structures that provide the name, value, and
<tmodel> UUID reference for locating more information.

[0084] Preferably, two general-purpose identifier schemes
have been incorporated into all operator nodes, but other
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schemes can be used as well. The identifier types that are a
core part of an operator node include D-U-N-S (tModel
name of dnb-com:D-U-N-S) and Thomas (tModel name of
thomasregister-com:supplierlD). The Dun & Bradstreet®
(D-U-N-S) number is a unique nine-digit identification
sequence. This sequence provides unique identifiers for
single business entities, while linking corporate family
structures. This information is available at http:/Awww.d-u-
n-s.com. The Thomas Registry® scheme (Thomas) provides
identifiers for many thousands of manufacturing and e-com-
merce companies worldwide. Additional information is
available at http:/Avww.thomasregister.com.

[0085] tModel documents provide metadata information
about a web service specification, categorization specifica-
tion,or identifier specification. tModel documents are a core
data structure in the UDDIspecification and represent the
most detailed information that a UDDIregistry can provide
about any specification.

[0086] SOAP (Simple Object Access Protocol) includes a
communications protocol that facilitates use of the Web
services of the preferred embodiment and used to send
commandsacross a communicationlink (e.g., HTTPinternet
connection) and includes destination information, content
information, and use information. SOAP is used to publish
the descriptor into a service registry; to send a service
request from a requestor to the registry; to send information
from the registry to the requestor; and then to allow the
requestor to bind to the service provider and run the Web
service.

[0087] A message sent via SOAP is in XML format, and
is made up of three parts—an envelope, a header and a body.
The envelope encapsulates the message header and body,
and contains a variety of information required for processing
the message, including a description of the kind of data to be
found inside the envelope, and information about how that
data should be processed.It also contains information about
the sender and recipient of the message.

[0088] SOAP does not require that a message contain a
header, althoughas a practical matter, messages will include
them when SOAP is used in Web services. Information

found in headers can perform a variety of functions, such as
providing authentication. The data found in headers is
organized into header blocks and there can be one or more
blocks in a header. The body of the message contains the
message data. The data might be a request for information—
for example, when a service requestor is searching a service
registry for a Web service—or it might be a response to a
request for information, such as when the registry sends
back a descriptor. The data found in the body is organized
into sub-elements and there can be one or more sub-

elements in the body.

[0089] As discussed, a descriptor document (e.g., WSDL
document) is a set of computerized instructions that provide
information relating to the functionality of a Web services
application and the protocols and formats it uses. WSDLis
an XML-based language used to create documents that
provide vital information about how the Webservices can be
located and executed (or run).

[0090] Inorder to run a Webservice,a requesterfirst needs
to locate the WSDL documentthat details how to run the

services. Once the documentis found,it is transmitted to the
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requester. The descriptor (e.g. WSDL document) is then
processed, and based on the information in the received
descriptor, a SOAP request(or requests) is transmitted to the
Web service provider. That service provider then sends the
information requested using the SOAP protocol.

[0091] Arequester can get a WSDL documentin a number
of different ways. The document may be located in a
searchable, public or private UDDI directory as described
above. The WSDL document may also beretrieved from
memory and can be transmitted from, requested from, and
located in a variety of ways, including via HTTP requests,
FTP, and email.

[0092] As discussed, a WSDL document describes Web
service functionality, details where the service can be
located, and then provides specific instructions on how that
service can be bound to and run. To accomplish these
objectives, a WSDL documentincludes a numberofdiffer-
ent important elements. Among the most important ones are
“type” and “message” elements, which describe the infor-
mation to be passed in the Web service. The “type” element
is a container for data type definitions using some type
system. The “message” element is an abstract, typed defi-
nition of the data being communicated and is in essence the
information that is going to be exchanged or requested. The
“binding” element details how information is going to be
passed between the requester and the Web service, and
includes information such as the protocol and data format.
Bindings may be HTTP, SMTP, MIMEorother suitable
binding. The “portType” describes the operations that will
be supported by the Web service. The “service” details the
location of the Web service. Finally, the “operation” element
is a description of an action supported by the service. Web
services and their use are described, in part, in WSDL 1.1,
WC3 Note 15 dated March 2001 and I the Web Service

Description Requirements W3C Working Draft dated Apr.
29, 2002, which are hereby incorporated by reference.

[0093] Finally, once information regarding a service pro-
vider is obtained, the device 101 preferably stores the
information for repeat use (either locally or on a remote
storage device for retrieval as needed by the device). Spe-
cifically, the device 101 stores the list of service providers
and their associated data, including the information retrieved
from the registry such as the descriptor document (WSDL
document), which includes the format and protocol used by
the service provider.

[0094] As is known in the art, communication devices
include numerous layers that cooperate to facilitate the
communication with each layer performing a different func-
tion. For example, the physical layer, which is layer 1 of the
Open Systems Interconnection (OSI) networking model
relates to the mechanical, electrical and functional aspects of
connections in a communications medium. Other layers
include the data link layer, the network layer, the transport
layer, the session layer, the presentation layer, and the
application layer. Control and data is passed from one layer
to the next. As is known in the art, a communication may
begin with the application layer on one end (for example, a
user opening an application and typing a request). However,
in the present invention, the programming of the present
invention mayinitiate the communicationsas will be evident
by the description of the application program below. Thus,
the programming of the present invention, which, for
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example, receives user inputs and transmits data to remote
devices, takes actions based on location and/or triggering
events, and performs other functions is preferably designed
to execute largely in the application layer as will be evident
to those skilled in the art.

[0095] Preferably, the communication module 105 allows
for dynamic adjustmentof bit rate, protocol, and format to
accommodate communications with different types devices
and changing network conditions. In the preferred embodi-
ment, an encryption module is included to encrypt and
decrypt data before transmission and after reception for
systems employing encrypted transmissions and/or whenthe
application being serviced does not provide encryption. The
device 101 supports data protection and user authentication
using the Extensible Authentication Protocol—Tunneled
Transport Layer Security (EAP-TTLS)protocol, which only
requires a password from the end userfor authentication, for
communicating with external systems supporting the proto-
col.

[0096] Location module

[0097] The location module includes hardware and soft-
ware to determine the location of the device. Depending on
the implementation of the present invention, the location
module may determine the absolute and/orrelative location
of the device. The absolute location may be determined by
using a global position satellite (GPS) receiver that is
integrated into the device, which can be used to determine
the approximate longitude and latitude of the device.
Another method of determining the absolute location is
through the use of a network-based position-location sys-
tem, which may use, for example, triangulation from cell
towers to locate the device. Network-based location systems
are manufactured by TruePosition Inc. in King of Prussia,
Pa., or Forest, Va——based Grayson Wireless, a division of
Allen Telecom Inc. in Beechwood, Ohio. Thus, the location
data may be transmitted to the device 101 from an external
system (e.g., a network-based position location system)
capable of determining its location.

[0098] Absolute location data may also be transmitted
from a nearby device (e.g., an airplane, a bus, an automobile,
a ship, etc.), which itself has a means for determining its
absolute location or transmitted from a nearby devicethatis
fixed in location and that has absolute location data pre-
stored therein (e.g., via WLAN from an access point in a
billboard, a road side sign, a vender,etc.). In addition, data
in periodic transmissionsor in a single transmission from a
fixed device could be used with velocity data supplied by a
vehicle to determine an accurate and substantially continu-
ous (up to date) absolute location of a device carried in the
moving vehicle.

[0099] The location data may be used with map data
stored in memoryof the device 101, or stored in a computer
system with which the device 101 communicates (suchas in
a vehicle computer system or remote computer) to provide
a real world location (e.g., a street, intersection, address,
complex, or business) as is well-knownin theart.

[0100] The relative location refers to the location of the
device 101 relative to another point of interest such as the
distance (or in some applications the time) from a particular
point of interest. For example, in some embodiments, in may
be necessary to find the closest vender of a given product. In
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doing so, the relative location of the device 101 from each
vender is compared to find the closest vender. The relative
location to a point of interest may be determined from the
absolute locations of the device 101 and the point ofinterest.
In addition, in some applications the cumulative distance of
the thoroughfares (streets, roads, highways, etc.) between
the device 101 and the point of interest may be determined
and used to determine therelative location of the device 101

with respect to the point of interest. In other embodiments,
a communication link with a particular access point (or a
plurality of access points) may provide relative location data
(e.g., that the device 101 is in a room,facility, parking lot,
venderstore location, or other area) to the device 101 or an
external computer system.

[0101] Therelative location may also be determined from
data transmitted from nearby devices (e.g., via WLAN from
an access point in a billboard, a road side sign, a vender, etc.)
that includes information of the relative location of the

nearby device. For example, the nearby device (e.g., a
billboard with a wireless transceiver therein) may transmit
information to the device to indicate that the deviceis at, or
within, a predetermined distance of a particular point of
interest (e.g., a vender). Alternately, the nearby device may
transmit the distances from the nearby device to a plurality
of points of interests when the communication link with the
device 101 is established. In addition, data in periodic or a
single transmission from a fixed device could be used with
velocity data supplied by a vehicle to determine an accurate
and up to date relative location.

[0102] Preferably, the location module includes a GPS
receiver with mapping software. In addition, relative loca-
tion data is determined from the device’s 101 communica-

tions with access points that form part of a WLAN. How-
ever, any suitable means of determining an absolute or
relative location that is suitable for the embodimentor an

application may be used.

[0103] Authentication Module

[0104] The authentication module 125 authenticates the
user (or in someinstances the user’s device) through the use
of authenticating data. Authentication may be used to con-
firm the identity of the person carrying the device, to prevent
the unauthorized use of the device, and to authenticate the
creation, use, transmission, or storage of data at the device
101 of the present invention or at a remote device. The
authenticating data may include, but is not limited to, a
password, pin number, voice data, face data,iris data, and/or
finger print data that may be stored in the device 101 and/or
at a remote computer system used to authenticate the user.

[0105] The determination as to whether authenticating
data is necessary to perform a given action is determined by
the remote system with which the action is to be performed
(e.g., a purchase made, data stored, information provided)
and/or by the programming in the device 101 when prede-
termined actions are requested (e.g., to make a purchase).
For example, authentication may only be necessary when
purchases are sufficiently large or other security measures
warrantit.

[0106] Authentication may be performed in numerous
manners, is largely a design choice and its implementation
will vary depending on the application, available data,
available hardware, the external systems, and costs. For
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example, in one embodiment, no authentication is necessary
when making a small purchase. When making a purchase
above a predetermined price threshold (e.g., $500), a first
level of authentication may be required such as entering a
pin number or password into the device 101 (much like a
debit card), which may be transmitted to a third party
computer network for validation thereby providing authen-
ticating data to the external system. In addition, the device
101 may request authenticating information from the user in
certain circumstance and include programmingthat does not
permit certain activities (e.g., commercial transactions)
unless the user enters a valid password (either at power up
or upon requesting a commercial transaction). In addition,
confirmation that the user has entered a password to facili-
tate the commercialtransaction (i.e., provided authenticating
data to the device) may optionally be transmitted to a vender
computer system or other remote computer system during
the transaction to give the vender additional confidence of
the user’s authority to use the device 101 and its paymentmeans.

[0107] Other means of authentication may include recog-
nizing the user’s voice (which is compared to a stored
voice), receiving a finger print input at the image module
which is comparedto stored finger print data, and receiving
data of an image of the face or iris of the user at a video
input, which is compared to stored data of the same.

[0108] Alternately, the user may have an rf tag in the form
of an integrated circuit implanted under the skin (or other-
wise attached to the person), which containsuseridentifying
information, such as, or similar to, the Verichip® manufac-
tured by Applied Digital Solutions of Palm Beach, Fla. This
rf tag can be pinged (transmit an rf signal to) to determine
the identity of the user by the device 101 or by a remote
system within range of the user. The identification informa-
tion is transmitted from the rf tag, received by pinging
device (or other device), compared with the information
associated with the user (which may be supplied to a remote
computer system by the device 101 or already present in
memory of the remote computer system) to confirm the
user’s identity or to determine his or her identity.

[0109] Input of authentication data may be required at
power up or at the request by the user to enter into a
commercialtransactionor to otherwise use the device 101 in

a fashion that has been determined to require an authenti-
cation input.

[0110] In addition, the authentication data may be stored
in memory and retrieved for transmission to a remote
computer that determines whetherthe user’s voice, face, iris,
finger print, or other input matches the data stored in
memory.In addition, transmission of the authentication data
of the user’s voice, face, iris, fingerprint retrieved from
memory may require input of a password or pin number.
Upon receipt of the authentication data, validation data is
transmitted to the vender, the financial institution issuing
paymentat the request of the user, or other computer system
from the remote computer system performing the validation.
Thus, a thief or unauthorized user would have to store new
authenticating data (their own data) in memory in order to
operate the device. Preferably the new data can only be
stored, however, if the necessary authentication input (i.e.,
voice, iris, face, finger print, or other input) is inputted to
permit overwriting the old data or the addition of new data
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for a new user. In addition, some applications may require
that the user transmit a live authenticating image or video
data (as opposed to being transmitted from stored data). Live
data is transmitted along with data sufficient to confirm that
the data is not a transmission of a recording, such as
information of the time of day and/or date, data supplied by
an external system, location data, and/or other data.

[0111] In applications where greater security is needed, a
third party computer system (or the computer system of the
vender) can store the authentication data (voice, iris, face,
finger print, or other data) and compare the data from the
user received from a vender input device (e.g., a scanner)
with the stored data to authenticate the user. When a valid

comparison is made, the third party computer system trans-
mits validation data indicating the authority of the user to
perform the requested action (e.g., confirming the user’s
identity) or information indicating that the person is not
authorized to perform the desired action.

[0112] In addition or alternately, an image of the user can
be stored in the device 101 and displayed on the display of
the device 101 to the vender or entry control personnel who
can then compare the stored picture with the face ofthe user.
The picture (or other data such asvoice,iris, or finger print
data) stored in the device 101 can also be compared to a
picture (or other data such as voice,iris, or finger print data)
stored by the vender (or by the entry control computer
system) and/or comparedto an identification document(e.g.,
a passport or driver’s license) carried by the user.

[0113] In addition, the authentication module includes
programming for authenticating a data file at its creation,
receipt, modification, transmission, and/or some other
operation on the data file. Prior to use, the user supplies
authenticating data to the device 101 (e.g., logging in with
a password). After (or during) the operation onthe datafile,
the programming embeds, or otherwise attaches or associ-
ates, information based on the authenticated data in the data
file. For example, prior to creating a text file, modifying a
file, upon receiving a file, taking a digital picture, transmit-
ting a file or performing someother action onafile, the user
inputs a username and/or password (or supplies other
authenticating information as described above) to the device
101 that confirms,or is used to determine, the identity of the
user. When the user creates a text file, modifies a file,
receivesthefile, takes a digital picture, (all of which require
storing the new version of the file), transmits a file or
performs someother operation onafile, the program embeds
(or otherwise associates or attaches) information sufficientto
identify the user performing the operation when storing the
file.

[0114] An authorized user may select which datafiles to
include authenticating data and can program the device 101
to include it for all, or select, operations performed by users
whoare not the authorized user(e.g., a child or employee).
In addition, the device 101 can embed (or otherwise asso-
ciate or attach) information sufficient to identify the device.
In addition, other information such as the time and/or
location data (e.g., received from the location module or
otherwise supplied) may be embedded in (or otherwise
associated with or attached to) the data file at creation,
modification, receipt, transmission or some other operation
on the file when the file is saved.

[0115] Thus, this feature can allow a person such as a
police officer to take a digital photograph of a crime or
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accident scene, embed (or otherwise associate or attach)
information of the location, time, and/or identity of the
person taking the photograph in the digital file, wirelessly
transmitthe file to a remote computer system for storage and
use as evidence. The methods of embedding, associating,
and attaching a subset of data in, with, and to a datafile are
well knownin the art. Those skilled in the art will recognize
that the method, protocol or format for embedding, associ-
ating, and attaching the information sufficient to identify the
user, device, location, and/or time may be any method which
permits the data to used, extracted, read, or otherwise
interpreted at a subsequent point in time and that limits the
ability of users to alter the embedded or otherwise attached
data.

[0116] Recorder Module

(0117] The recorder module 115 of the device 101 also
includes the features normally associated with a conven-
tional voice recorder such as voice recording and voice
playback. The recorder module 115 may also be used to
record data being received or transmitted through the com-
munications module 105, produced by an output device such
as the display 175 or audio output device 170, and received
from any input device 165. Thus, the recorder module 115
can also record data being received for and/or produced at
the audio output device and can be used to record both sides
a telephone call conversation and to record music that is
being received and/or played live (for example, digital
radio). In addition, the recorder module 115 may also be
used to store video data received and/or transmitted such as

a video telephone communications and digital television
transmissions. For video telephone communications, the
device 101 can record either or both sides of the conversa-

tion (both the incoming and outgoing transmissions).

[0118] In the preferred embodiment, all data supplied to
the audio output device, input device, and display, is stored
in volatile memory (e.g., RAM). If the user has elected to
record the data, the software implementing the recorder
module simply does not overwrite the stored data in volatile
memory until the data is moved to nonvolatile memory(e.g.,
EEPROM). The data can then later be retrieved for audible
and/or visual reproduction, converted to text using well-
known voice recognition software (in the case of stored
voice data), or transmitted to a remote computer for pro-
cessing (such as being converted to text, indexing) and
storage.

{0119] The recorder module 115 may be used to store
voice annotations for computer data such as a computerfile.
For example, the user may wish to store a voice annotation
for a scanned documentsuch as the spoken words, “Vehicle
Registration,” which are received at the device’s 101 micro-
phone. The voice annotation and document are stored in
mannerthat allows the user to retrieve the annotation alone,
with the document, or the document without the annotation.
For example, a header of the computer data file may include
information identifying all of the voice annotations for the
computer data. Thus, when the user retrieves the computer
data file, the voice annotations are automatically identified
to the user who may select the annotations for audible
production. Alternately, they may be automatically produced
to the user at retrieval of the computer file or upon some
other action. Any suitable scheme for storing the computer
data and associated voice annotations may be used. As
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another example, a file directory may include a list of each
computer data file, each voice annotation, and information
for identifying the association of each computer data file
with its voice annotation(s).

[0120] One or more voice annotations may be stored for
each page of data in a computer data file. The voice
annotation may be attached to any portion or portions of a
computer data file such as an image file, an audiofile, a
videofile, a word processingfile, a spreadsheetfile, address
book entry or file, an image within a composite file, or other
application datafile.

[0121] Finally, the recorded voice data can be processed
for use as file storage data. For example, the voice data may
be converted to text and used as the file name of the

computer data file for storage of the computer data. Thus,
after the user creates a file, for example by taking a digital
a photograph,a digital video, or recording an audiofile, the
user can input voice data that is used as the filename for
storing the created file and also used to determine the
destination for storing the datafile.

[0122] Image Module

[0123] The image module 130 includes the hardware and
software used to receive and process image data, which may
include digital photographs,bar codes,text, and other image
data. The image module 130 preferably includes a digital
camerathat functions to capture still photographs and video
data (ie., motion video). The image module 130 also
includes software for converting received image data(e.g.,
received as an image whenthe digital camera acts as a copier
by photographing text) to text, which is preferably conven-
tional optical character recognition (OCR) software. The
image module 130 may optionally also include a conven-
tional scanner and/or bar code reader, which are well known
in the art. Other image input devices may be included
instead of, or in addition to, the above image input devices
such as an infrared transmitter and/or receiver as is deemed

appropriate for the embodiment. Finally, the image module
130 may also optionally include hardware and software for
receiving and processing fingerprint, iris, or face data used
for authenticating the user (e.g., a fingerprint scanner).

[0124] The hardware portion of the image module 130
may be detachable or, in some embodiments, may be dis-
posed remotely such as in an automobile and in communi-
cation with the handheld portion of the device.

[0125] As discussed, the image module 130 allows the
user to scan text, bar codes, or other markingsor indicia for
storage in the device. The data can then be processed
according to instructions or other information found in the
scanned image or according to a user input. For example, the
user could scan a web address and say “connect” to provide
a voice commandthat instructs the device 101 to provide a
data communication link to the scanned web site. Alter-

nately, the user can scan a product name or number and input
a command (by saying “purchase”) to purchase the product.
In response, the device 101 retrieves payment information,
user information and an address (e.g., web address) of a
vender for such products from memory, service registry or
other source and transmits the product information, user
information, and payment information to the vender to
purchase the product.

[0126] When the image input device of the present inven-
tion is used to capture the imageof text (e.g., a document),
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the data may be wireless transmitted to a printing device
thereby effectively acting as a wireless copying system.
Thus, the user need not carry each documentto a copier for
copying but can simply retrieve the copied pages. Multiple
devices may transmit the data to the printing device, which,
after processing (e.g., normalizing), queues the data for
printing like a conventional printer or fax printer. Instead of
a handheld device, another embodiment implementing this
application of the present invention may be a desktop device
that captures the image and transmits it wirelessly (or via
wire) to a remote printing device.

[0127] The captured images may also be transmitted to a
remote computer system for processing such as converting
the images to text via OCR software, and subsequently
printing the data. As discussed above, the user may also
annotate the image data with a voice annotation.

[0128] Commerce Module

[0129] The commerce module 135 facilitates commercial
transactions andin particular, performsthe steps of exchang-
ing payment information, receiving acknowledgement of
satisfactory completion of the transaction, providing an
indication of the satisfactory or unsatisfactory completion of
the transaction to the user, and processing and storing
information resulting from the transaction(e.g., a hotel room
number, a ticket number, etc.).

[0130] In performing the abovesteps, the commerce mod-
ule 135 manages the means for making payment. The
commerce module 135 stores data payment information
supplied by the user or received from an external source in
memory 160 in different categories. In particular, the com-
merce module 135 stores various categories of information
for making a purchase such as credit card data, bank account
data, debit card data, telephone account data, email account
data, ISP account data, brokerage account data, and/or other
data. Each category includes numerous payment account
records. For example, data stored in memory 160 for one
category includes the credit card number, expiration date,
billing address, and credit card holder’s name for four
different credit cards (a gas card, a MasterCard®, and a
Visa® card, and an American Express® card). Likewise,the
memory may additionally hold data for two bank accounts
(a second category) and two ISP accounts(a third category).

[0131] In many of the applications of the present inven-
tion, a request to purchase a product is transmitted to a
remote computer system. The product request data trans-
mitted is electronically formatted in a manner suitable for
the system receiving the request. The format of the request
data may be may be received from the vender near the
beginning of the transaction, may be retrieved from memory
(which was received and stored during a previous transac-
tion with the vender), may beretrieved from memory after
being selected by the user, may be selected as a format that
is likely to be acceptable for that type of vender, may be
supplied by the user, and/or may be retrieved from a
database (which may or may not be in the device) such as a
service registry or directory that includes formats for the
particular vender, the particular type of vender (e.g., a
restaurant), the particular product (e.g., an airline ticket from
a particular airline), the particular type of product (e.g.,
food), and/or the location of the vender (e.g., the country).

[0132] As discussed, the commerce module 135
exchanges paymentdata to facilitate paymentof the product.
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In doing so, the commerce module selects a payment
account that is acceptable to the vender. Data indicating the
types of payment accounts that are acceptable to the vender
may be received from the vender near the beginning of the
transaction, may be retrieved from memory (which was
received and stored during a previous transaction with the
vender), may be retrieved from memory after being selected
by the user, may be selected as a payment account that is
likely to be acceptable for that type of vender, may be
supplied by the user, and/or may be retrieved from a
database, a service registry, or other source that includes data
of acceptable payment accounts for the particular vender, the
particular type of vender(e.g., a restaurant), the particular
product(e.g., an airline ticket from a particularairline), the
particular type of product(e.g., food), and/or the location of
the vender(e.g., the country).

[0133] In addition, the commerce module 135 preferably
selects the payment accountin an intelligent manner and that
is the most financially advantageous selection for the user
such as, for example, selecting the credit card with the
lowest interest rate. In addition, the commerce module 135
preferably selects the payment account based on 1) whether
the purchase is for business or personal purposes (which
may be determined by user input or based on the identity of
the vender); 2) whether the assets or credit is available to
make the purchase; and/or 3) according to predetermined
user preferences supplied by the user.

[0134] The commerce module 135 also formats the pay-
ment information data in a mannerthat is appropriate for the
receiving computer system. For example, when communi-
cating with an Internet site, credit card data may be included
as the values in the variable value pairs for the credit card
number, expiration date, name, etc. Other systems may
require the data be received in a different format. The format
of the payment data is preferably retrieved from memory,
(which was received and stored during a previous transac-
tion with the vender), may be provided to the device 101
during the transaction, and/or may be retrieved from a
database (e.g., which may or may not be in the device) that
includes format data for the particular vender, the particular
type of vender (e.g., an internet web site), the particular
product(e.g., an airline ticket from a particularairline), the
particular type of product(e.g., food), and/or the location of
the vender (e.g., the country), and/or may be supplied
through the use of Web services. As discussed above, the
descriptor found in a service registry may be requested and
received to provide the format and protocol data and ser-
vices data for a particular service provider.

[0135] Next, the payment informationis transmitted to the
desired destination. If requested or necessary for the system,
an acknowledgement, confirmation, or other data may be
transmitted by the remote system and received by the device
101 according to the protocol of the external system. The
device 101 receives the acknowledgement or confirmation
of satisfactory completion of the transaction and provides
the user with a visual and/or audible indication of the

successof the transaction. For example, upon completion of
the.satisfactory exchange of payment information with a
hotel vender, the device 101 audibly produces and displays
the words “Check in to hotel complete. Entry code for room
1524 is 123456.” Alternately or in addition, the device 101
transmits the indication to the automobile in which the user

is riding for display on the vehicle’s heads up display.
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Information indicating the success or failure of the transac-
tion, as well as information resulting from the transaction
(e.g., an entry code, an e-book, information for boarding
transportation) is also stored in the memory of the device
101 for later retrieval and use.

[0136] In one example embodiment, when the commerce
module 135 executes a commercial transaction, payment
information is transmitted to a remote computer system
(e.g., the vender’s computer system). The remote computer
system transmits this information as part of a transaction
request to the user’s accountinstitution card (e.g., the user’s
bank) or an acquirer (e.g., in the case of a credit card). As is
knownin the art, an acquirer is an organization that collects
credit-authentication requests from merchants and provides
the merchants with a payment guarantee. If the request is to
a bank account (or similar account), the remote computer
system receives an approval code, which authorizes the
transaction, and an electronic fund transfer is performed to
a designated account(e.g., a vender’s account or the user’s
account in the case of a cash withdrawal). Alternately, if
approved for a purchase (e.g., in the case of a credit card
transaction), the remote computer system receives an
approval code and an ACH (automated clearing house)
transfer of funds is performed to the vender’s bank account,
typically on the next business day.

[0137] Data Management Module

[0138] The data management module 120 performs vari-
ous administrative tasks including memory management,
perform memory back-ups, and defragment memory.
Because the device 101 is portable, and preferably carried on
the user’s body,it is preferable to keep the size of the device
101 relatively small. As a result, there is limited space for
components including memory. The data management mod-
ule manages the data to make optimal use of the available
memoryand to reduce the likelihood that other modules and
applications do not run out of memory. For example, the
storage of video is a relatively memory intensive task and
will, therefore, use up large amounts memory and use
memory more quickly that other tasks (such as, for example,
storing a typical text file).

[0139] To ensure that memoryis available to modules and
applications, the data management module transmits data
stored in the device 101—or being stored in the device
101—1o a remote storage device. The remote storage device
might be a third party remote computer, the user’s home
computer, a storage device in the user’s automobile, the
automobile of another person the user is riding, a mass
transmit vehicle (airplane, bus, etc.), and/or a separate
storage device carried by the user.

[0140] The data management module is preferably imple-
mented to begin storing data remotely when the remaining
available (unused) memory reaches a minimum threshold,
such as when, for example, only twenty percent of the
memoryor one gigabyte remains available. When the mini-
mum threshold is available, the device 101 selects the data
to be stored remotely. The selection may be based on a
numberof factors including the size of the data file. Trans-
mitting larger data files reduces the numberoffiles that need
be transmitted. In addition, the activity of the data is another
factor. For example, it may be undesirable to remotely store
a file that the user accesses often or has recently accessed
(e.g., a text file) or that an application or module accesses
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often or has recently accessed (e.g., an address book data
file). Thus, the length of time since the data has been used
is another factor for determining whether it should be stored
remotely. In addition, the data management will also trans-
mit data for remote storage according to predetermined data
storage criteria. For example, the user and/or manufacturer
of the device 101 maystore data storage rules that are based
on the type of the data. One example of a data storage rule
is to always remotely store video data not accessed within
the past seven days before any other type of data. When no
such video data is present in memory, these example rules
then dictate that the data management module remotely store
audio data not accessed with the past seven days before any
other type of remaining data. In addition, the user or
manufacture can designate select data for storage locally. In
summary, what data is stored is dependent on data storage
rules that may be user or manufactured stored rules and
based on data type, the source of the data, the location of the
user, the time of day, the day of the week, the purposeof the
data, the activity of the data, and/or other factors. The rules
mayalso be received and stored fromathird party or remotesource.

[0141] The data management module 120 also manages
where the data is to be remotely stored. For example, some
data (e.g., word processing files) might be stored at the
user’s work computer system, while MP3files are stored on
the user’s home entertainment system, or the user’s auto-
mobile computer system. Thus, where the data management
module 120 stores the data is also dependent on data storage
rules that may include user or manufactured stored rules
based on data type, the location of the user, the direction the
user 1s going, anticipation that the user will be at location at
a later time (e.g., that the user will be out of transmission
range a few minutes hence), recent activities of the user, an
external event (e.g., turning off the automobile engine), the
intended destination of the user, the source of the data, the
time of day, the day of the week, the purpose of the data,
and/or other factors.

[0142] Preferably, the data management module 120
works transparently to ensure memory is available. How-
ever, if data storage rules are not present or are ambiguous
to the data type or situation, or in other circumstances, the
data management module 120 may prompt the user to
provide an input indicating whether (or what) data should be
remotely stored and/or where the data should be stored. The
data is stored and retrieved in a conventional manner, such
as a mannerused bya serveror other storage device for use
by multiple users, and the mechanics of the data storage and
retrieval are therefore not repeated here.

[0143] If the user elects to retrieve the remotely stored
data, the device 101 will automatically establish a commu-
nication link by means determined by the data management
module 120 (if necessary), and transmit a request to the
remote storage device that identifies the file as is well known
in theart.

[0144] The data management module 120 may establish a
first type of communication link to store data and a second
type of communication link to retrieve data. For example,
whenthe user is in the automobile and the data management
module 120 determines that remote storage is necessary, the
data management module 120 can establish a wireless PAN
link to store data in the automobile(e.g., of the bus the user
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is riding, or in the user’s automobile) and stores information
for communicating with the automobile (e.g., a network
address or telephone number) locally. Later, when the user
wishesto retrieve the data, the data management module 120
retrieves information for communicating with the automo-
bile from memory, establishes a wireless data link (e.g., by
calling the telephone number of the computer system of the
automobile or bus), and retrieves the data.

[0145] It also intended that the remote computer system
receiving the data have a data management module ofits
own to manage memory, perform back ups, defragment
memory, and perform other managementtasks.

[0146] There may also be circumstances in which the
device 101 cannot establish a communication link with a

primary remote storage system because the device 101 is
physically located out of transmission range, due to inter-
ference, a componentfailure, transmission restrictions, or
other reason. Such circumstances may occur, for example,
when the user is on an airplane, a subway,or at sea. If the
device 101 cannot establish a communication link with a

primary remote storage device, the device 101 identifies a
secondary storage device. Identification may be accom-
plished by retrieving the necessary information from a
database, by transmitting a request for an acknowledgement
from any available storage devices, by entering an area
serviced by the storage device (e.g., which transmits its
storage device information upon entering the area or inter-
cepting transmission from the device), by transmitting a
request to a network server or master, or any other suitablemeans.

[0147] Once the secondary storage device is identified and
a communication link established, the device 101 remotely
stores data in the secondary remote storage device according
to the techniques previously described. In addition, the
device 101 may transmit data (which might include a
telephone number, an internet address, a network address
and ID, and/or other data) that is sufficient to allow the
secondary storage device to transmit the stored data to
another remote storage device, which is preferably the
primary storage device. The data transmitted to the second-
ary storage device may also include data of instructions to
transmit the stored data to the primary storage device
immediately, after a time delay, or after occurrence of an
event (e.g., when the secondary remote storage device is
able to establish a communication with the primary remote
storage device). Alternately, the secondary storage device
includes preprogrammed instructions relating to when and
how the data should be transmitted to the primary storage
device. In addition, the device 101 transmits user (or device)
information (e.g., a telephone number) that is stored by the
secondary storage device and associated with the stored
data. The user or (device information) is used by the
secondary storage device to identify and retrieve the dataif,
and when,the user transmits a request to retrieve the data
and/or to store the data on the primary remote storage
device.

[0148] The data management module also participates in
the synchronization of multiple remote storage devices and
the device. For example, periodically, or upon request by the
user, the memoryof the user’s home computer system, home
entertainment system (e.g., storing video and audiofiles),
work computer system, automobile(s) computer system,
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and/or device may be synchronized so that they all the
devices, or some subset of the devices, include all the same
datafiles or includeall of a subsetof the datafiles (e.g., word
processingfile, video files, calendar data, address book data,
audio files, etc.). The subset may be selected by the user in
response to a prompt or retrieved from memory (e.g.,
according to the user’s selections stored in the user profile).

[0149] In addition to the above tasks, the data manage-
ment module also manages the memory 160 locally deter-
mining where data should be stored. In addition to the
conventional memory managementprocesses, the data man-
agement module also stores data locally according stored
storage criteria that, for example, is based on data types and
the types of memory available locally. For example, certain
types of memory such as a SmartMedia® card, a Compact-
Flash® card, a Memory Stick®, a MultiMediaCard®, a
DataPlay disc®, or a SecureDigital® card, is designated by
the storage criteria for storage of video data. Preferably, any
type of removable memoryis designated for storage of video
data or another particular data type (or vice versa) and the
data management module prompts the user to replace the
removable memory whenthe existing removable memoryis
full or nearing full capacity. In response to the prompt, the
user replaces the removable memory.In addition, prior to a
prompt, or in responsethereto, the user may indicate that the
device 101 should download the data in the removable

memory device to a particular remote storage device (e.g.,
when full or nearing full capacity).

[0150] Application Modules

[0151] As discussed, the preferred embodiment of the
present invention includes numerous applications. However,
the decision to includeor not includea particular application
module is a design choice. Likewise, the following example
embodiments,and their functionality, is not intended to limit
the scope of the present invention, which will operate with
numerous other application modules. Furthermore, the
applications, the functions that are intended to be provided,
and the systems with which the device 101 is intended to
operate/communicate are some of the factors that will deter-
mine the composition of the hardware and software for a
given embodiment of the present invention. Thus, various
embodiments of the present invention may include different
hardware and software configurations depending on costs,
the functions provided, and the systems with which the
device 101 is intended to operate/communicate as will be
evident to one skilled in the art. Finally, steps disclosed in a
given example may be used with other applications illus-
trated by other example applications in which the steps are
not specifically disclosed as will be evident to those skilled
in theart.

[0152] The modules and other applications described
herein often require communicating with external computer
systems. One method of communicating with the external
system is shown in FIG. 6 and includes the steps of
determining the format, protocol, medium for communicat-
ing and/or other communication parameters for communi-
cating with external computer system at step 401. Next, the
data, which may be a request, a command,an informational
transmission, or other transmission, is then formatted for the
external system according to the communication parameters
at step 405. At step 410, the formatted transmission is
transmitted over the transmission medium,and according to
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the protocol and other communication parameters for the
external system. In many instances, the device 101 may
receive the initial communication transmission or receive a

response from the external system as shownat step 415. At
step 420, the incoming transmission is stored and decoded.
The decoding includes any processingthat is used to convert
or change the received data to a form that is usable by, or to
provide data for, another application. For example, the
decoding mayinclude parsing and storing name valuepairs,
decompressing the incoming data, decrypting the incoming
data, transcoding the incoming data, removing headers and
trailers, decimating the incoming data, extrapolating the
incoming data, parsing the incoming data, storing data in
data structure(s), and/or any other processing that prepares
the incoming data for use by another application. Finally, at
step 425 the decoded data is provided to another application
for processing such as audibly and/or visual production,
sorting, removing duplicate data, performing location
related processing (e.g., determining the closest), identifying
a vender with which to engage in a commercial transaction
or transmit a request to, and/or other processing by com-
mercially available software applications or applications
described herein.

[0153] Points of Interest

[0154] The device 101 of the present invention allows the
user to find a point of interest based on its location and,if
desired, other characteristics. One example application
employing this capability is for determining the point of
interest within an area that is closest and which, if desired,
also meets other selection criteria.

[0155] Steps for performing this example application are
shown in FIG. 4 and include determining a target point of
interest (PI) at step 301, determining the available PIs at step
305, determining the closest PI at step 310. In this example,
the application also optionally includes the steps of receiv-
ing a user input at step 315, communicating with the PI (e.g.,
based on the user input) at step 320, and informing the user
of the results of the communication at step 325.

[0156] In addition, after determining the point of interest
(in any of the applications), the device 101 can optionally
enter into a commercial exchange on behalf of the user, for
example, to purchase a product(e.g., step 320).

[0157] The device 101 determines the closest point of
interest in response to a user request, at a particular time,
day, and/or date, in response to a user action (e.g., purchas-
ing a product), in response to the occurrence of an event
(e.g., a flat tire, entering a particular area such as a city or
hotel lobby, or fuel levels reaching a predetermined deple-
tion threshold) that may or may not be sensed by the device,
data stored in memory, at predetermined time intervals,
and/or according or based on other parameters or events.

[0158] Thecriteria for the point of interest can include any
desirable, and/or exclude any undesirable, characteristic. For
example, the point of interest could be a vender for a
particular product (e.g., a vender for tires); type of vender
(e.g., a gas station or restaurant), subcategory of a vender
(e.g., a fast food restaurant); vender with a particular product
in stock or available (e.g., automobile part vender with a
particular part available,), a restaurant with no wait for a
table, or a particular vender (e.g., McDonalds®). In addi-
tion, the determination of the point of interest in some
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instances may include minimal selection criteria. For
example, the point of interest could simply be determining
the closest a public place (e.g., a restroom or park), identi-
fying all the shopping complexes in the given area, or any
other place of interest. The “area” may be any area such as
a city, county, state, or facility.

[0159] In addition, the device 101 can also determine the
closest point of interest to another location (e.g., the user’s
destination) or set of locations (which, for example, includes
the user’s intended travel route. Thus, for example, the
device 101 can determine the closest shopping complex and
the closest McDonalds® restaurant to the shopping com-
plex.

[0160] Data presentedto the user(e.g., via the display) as
a result of the determination may include simply the deter-
mined point of interest, a list of determined points of
interest, a list with distances to each, a list with travel times
to each or other data, and/or any other desirable data.

[0161] At step 301, the data of the target point of interest
is determined and may be supplied by the useror retrieved
from memory based on the circumstances (e.g., location or
triggering activity), a product, data present in the user
profile, and/or other input. For example, upon sensing that
fuel levels have reached a predetermined depletion level, the
device 101 determinesthe closest gas station, whichis a type
of venderretrieved from memory. Alternately, if the user has
entered his or her desire to purchase fuel only from select
fuel venders such as Mobil® and Shell® (information of
which is stored in the user profile), the device 101 deter-
minesthe closest of these venders. Likewise, upon receiving
a user input of a request (or at a particular time of the day),
the device 101 determines the nearest restaurant (type of
vender), fast food restaurant (sub-category of vender), or
McDonalds® (particular vender) according to the user’s
preferences(i.e., a user input or user profile).

[0162] Determining the closest point of interest in the
preferred embodimentis accomplished byretrieving data of
the available points of interest in the given area from a
database at step 305. The database maybestoredlocally (in
the device) or remotely (e.g., in an automobile, a webserver,
at the user’s home,etc.) and may, for example be a service
registry, a businesslisting (e.g., an electronic Yellow Pages),
a Web site, or other database. The initial determination is
preferably limited to a predetermined area or smaller space
and may be a search for points of interest having an address
that includes a country, state, country, city, zip code, and/or
street.

[0163] In another embodiment, determining the closest
point of interest includes broadcasting a request for a
response to points of interest that meet the selection criteria
and receiving responses that include points of interest sat-
isfying the selection criteria at step 305. The responses
preferably also include location data (which may be the
address, a longitude and latitude, or the address), which is
used to determine the closest point of interest as is well
knownin the art at step 310.

[0164] After the available points of interests meeting the
criteria are determined, the closest point of interest meeting
the selection criteria is determined at step 310. This step
preferably includes determining the distance (e.g., by trav-
eling the streets and thoroughfares)to the available points of
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interests meeting the criteria and selecting the available
point of interest meeting the criteria with the smallest
distance. Alternately, step 310 may include computing the
time to travel to the various available points of interests
meeting the criteria—which mayfactor in traffic delays—
and selecting the available point of interests meeting the
selection criteria to which the user has the shortest travel
time.

[0165] In addition, the device 101 can find the closest
point of interest that meets the first the criteria and then
determine whether that point of interest meets second cri-
teria. For example, the software might determine the closest
auto parts vender and then query the vender computer
system or a third party computer system to determine
whether that particular vender offers a particular product
and/or has a particular part in stock. Thus, this process
includes the steps of determining a first target point of
interest satisfying a first criteria, determining whether the
first target point of interest satisfies a second criteria, if said
first target point of interest does not satisfy said second
criteria determining a second target point of interest satis-
fying the first criteria, determining whether the secondtarget
point of interest satisfies the second criteria, and subse-
quently performing the other steps described herein such as
steps 320 and 325.

[0166] After determining the closest point of interest
meeting the criteria at step 310, the device 101 may option-
ally (at the selection of the user) provide directions thereto
and may request purchase of a product(e.g., placing an order
for food) and pay for the product at step 320 (skipping step
315 in this example embodiment). The request may be
transmitted as a fax, as an electronic transmission (e.g., to
the point of sale) such as an email, an instant message, an
HTMLtransmission (¢.g., a Post command with associated
variable/value pairs), a voice transmission (e.g., synthesized
voice), or any format and protocol suitable to the vender.
Preferably, the format, protocol, and services are determined
through the use of Web services by retrieving the descriptor
document from a service registry and transmitted via a
SOAP transmission.

[0167] As an example, the user, riding in an automobile,
enters a voice commandwhichis received by the device 101
at step 301, and in response, the device 101 determines the
closest fast food restaurant performing steps 305 and 310 as
described above. The device 101 produces an output(either
visually or audibly) identifying the closest fast food restau-
rant, its location, and estimated driving. The user may then
elect to travel to the identified restaurant and provides a
voice command indicating that he or she wishes to do so
and/or whether he or she needs directions.

[0168] In response, the device 101 provides driving
instructions to the user, which are displayed on the device
101 or optionally on a heads up display that is projected onto
the inside of the windshield of the automobile. As the user

approaches an intersection, an arrow is projected onto the
windshield by the heads up display to indicate to the driver
that the driver should turn left or nght. The arrow blinks
faster as the driver approaches the intersection and/or
changes colors to indicate the closeness of the location at
which the driver should turn. In addition or alternately, the
device 101 may provide audible directions as are well-
knownin theart.
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[0169] In this application of the present invention, when
the device 101 is within a predetermined distance of the
place of commerce exchange such as a point of sale, a
venderlocation, a place for delivery of goods, or a place for
pick up of goods, the device 101 communicates with a
computer system (such as that of the vender computer
system) through a wireless link to facilitate the transaction,
which includes exchanging the payment information. In
addition or instead, the device 101 may enter into the
commercial exchange based on input from the user at step
315 such as when the user makes a request to purchase (and
which may beirrespective of the distance from the place of
commerce exchange).

[0170] The type of wireless link may be any link that is
suitable for the particular vender and mayberetrieved from
memory and/or determined or based on information in a
service registry. Thus, if the vender accepts fax orders, a
telephone communication link for faxing the order may be
established. If the vender accepts email, an email transmis-
sion is sent. If the vender computer system offers Web
services a SOAP transmission is employedto place the order
for the product (e.g., the food).

{0171] Asa result of the communication at step 320 of this
example, the user receives the product, the device 101
receives information as the product, and/or the device 101
receives information sufficient to use the product (e.g., an
entry code or order number). In addition, as a result of the
communication the vender preferably prepares the product
for delivery to the user as instructed in the request from the
device 101.

[0172] For example, in the above scenario, when the user
selects a point of interest from those presented, the user then
supplies an input to the device 101 as a request to place food
order. The food order maybealist of items previously stored
in memory that are routinely ordered, which may form part
of the user’s profile, and that is selected from a number of
lists associated with that user and that restaurant. In addition,
the entire restaurant menu,or a subset thereof, may be stored
in memoryandretrieved (for example, at the time the user
selects the restaurant and prior to being within the prede-
termined distance) to allow the user to place his or her food
order. The lists or menu may be displayed to the user on an
automobile display (e.g., on the heads or a in dash flat panel
display) and selected by voice commands from the user at
step 315.

[0173] Items stored in memory may be entered manually
(such as predetermined food orderlists or the entire menu),
may be received and stored each time the user purchases a
different combination of items (in the case of a list food
items), may be periodically transmitted (in the case of the
entire menu) such as when the menu changes, may be
downloaded, or any received through other suitable means.

[0174] When the device 101 is within a predetermined
distance of the restaurant (or when the user supplies infor-
mation of the request), a communication link between the
device 101 and the vender is established (preferably by the
device 101) to request purchase ofthe desired food (the food
order) at step 320. As discussed, in addition to placing the
food order, the device 101 (employing the commerce mod-
ule as discussed above) and the vender exchange payment
information, which is also retrieved from memory of the
device 101. The results of the transaction, which preferably
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indicate the success of the transaction, are then presented to
the user visually or audibly at step 325.

[0175] Therefore, instead of entering the restaurant to
place the food order or entering a drive through to place a
food order—both of which typically result in waiting to pay
and waiting for preparation of the food—the foodis already
prepared and paid for whenthe userarrives.

[0176] In addition, the device 101 may optionally transmit
location information to the point of interest during the
communication with the point of interest at step 320. This
information,or other data, can be used to estimate the arrival
time of the user by the vender or device 101 (in which case
the data is transmitted to the vender). As a result, the vender
can prepare the food (or other product(s)) for the customers
so that the product is fresh and in the order in which the
customersare likely to arrive instead of the order in which
the customers place the food orders, or some combination
thereof.

(0177] Multi-Vender Search

[0178] Another example application of a preferred
embodimentof the present invention retrieves and processes
data from a plurality of service providers (e.g., venders).
Software on the device 101 processes the data received from
the plurality of venders, which may include, for example
determining whether a product is available, comparing the
price of the product offered by the plurality of venders, and
other processing of data. The results of the processing may
be supplied to the user and/or used as a basis for taking
additional action such as purchasing the product from the
vender with the lowest price or making a request(e.g., for
additional information).

[0179] As shown in FIG. 5, this example application of
the present invention includes a computer program and
hardware for determining the PI criteria at step 350, deter-
mining the available Pls at step 355, determining the avail-
able PI that satisfy the criteria at step 360, processing data
from the PI at step 365, receiving user input of the processed
data at step 370, communicating with a PI at step 375,
informing the user of the results of the communication at
step 380.

[0180] For example, a user may wish to purchase a prod-
uct for the lowest price. To find the lowest price, the device
101 determines the venders offering the product (or who
might offer the product), obtains price information, deter-
mine the vender with the lowest price (and has the product
available), and transmit a request to purchase the product. In
this example the identification of the venders is limited to
those venders in a given area (e.g., a city, zip code, street,
county, state, or country).

[0181] At step 350, the device 101 is provided with
productidentifying information and processing instructions.
For example, the user provides the product identifying
information and instructions through a voice input. This
includes, for example, the user stating the processing
instruction such as “find lowest price” followed by product
identifying information such as manufacturer Calloway®,
Big Bertha® driver. Other product identifying information
may also be supplied such as product numbers, model
numbers and other characteristics such as, for example,
size(s), color(s), quantity, etc. In addition, other vender
criteria may be supplied such as limiting the search to
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venders in a particular geographical area such as a county,
city, shopping complex, state, and/or other area.

[0182] In addition or alternately, the product identifying
information or other inputs to the device 101 may be
received from another source such as image data from a
scanner that has scanned a barcode, text, or other image or
data from a radio frequency tag. While the data preferably
includes productidentifying data,it may also include vender
identifying data (e.g., internet address, phone number, net-
work address, etc.) as well as data for communicating with
the vender (e.g., data that might be found in a descriptor
document such as data relating to the format, protocol, and
other like data). The image data might instead include the
Dunn & Bradstreet or Thomas Registry vender identifying
information and a service registry for retrieving data for
communicating with the vender.

[0183] After the product identifying data and processing
instructions are provided to the device 101, the device 101
determines the available venders that can provide the prod-
uct (in accordance with any other vender criteria supplied)
at step 355. In doing so, the program mayretrieve data of
venders from local memory, a remote computer system,
and/or transmit a request for such venders to a public,
private, or local (e.g., shopping complex) service registry
(e.g., a UDDI implementation).

[0184] Determining whethera pointof interestsatisfies the
criteria at step 360 may take one or more steps depending on
the criteria, where the necessary information can be
obtained, and other factors. For example, if the necessary
information is in memory of the device 101, no communi-
cation with the PI is necessary. Likewise, if the necessary
information is in a service registry, it can be retrieved from
the service registry instead of contacting the PI. In some
instances, some combination of the memory, a service
registry, and information requested from the PI may be
required to determine whetherthe PIsatisfies the criteria. In
this example, a communication with the PI to obtain some
of the information necessary for determining whether the PI
satisfies the criteria is performed.

[0185] Once the available points of interest (e.g., venders
whooffer, or who may offer the product and meet other
criteria such as location) are determined, the device 101
determines a destination for transmitting a request for the
required information (addressing information) and for the
format and protocol for communicating with the identified
vender computer systems (communication parameters). This
information may be transmitted from the service registry
computer system in the form of the descriptor document(e
g., a WSDL document). Alternately, all of some of the data
may beretrieved from local memory or a remote computer
system at which the data was stored during a previous
transaction.

[0186] Once the addressing and protocol information is
determined, the device 101 generates a vender request for
the desired action that is based on the product identifying
information, the processing instructions, and the vender’s
communication parameters. In other words, the device 101
generates a vender request (which maybedifferent for each
vender) by formatting and configuring at least a portion of
the processing instructions and/or product identifying infor-
mation in a format and configuration that the vender’s
computer system can read (e.g., receive, interpret, and/or
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respond to). In this example, the instruction is to a request
for a price and the product identifying information is the
manufacturer and product model information and, in par-
ticular, data representing “manufacturer Calloway®, Big
Bertha® driver.”

[0187] Each formatted vender requestis transmitted to the
respective vender computer system according to the vender
computer system’s previously determined addressing, for-
mat and protocol information. In addition, the communica-
tion link and protocol may be different for each vender
computer systems so that some links are via a 3G network
and others are through a WLAN.(Note: the protocol infor-
mation may dictate that a communication link first be
established, which might include handshaking and other
well-known communication protocol that does not form part
of the request.)

[0188] The vender computer systems (VCSs) receive and
process their respective requests, which in this example
includes interpreting the request and searching a database
for the price of the identified product. After the price is
retrieved or otherwise determined,theprice is transmitted to
the device, preferably in XML format, to determine whether
the vendersatisfies the selection criteria at step 365. Other
data may also be transmitted such as availability, location
data for the vender, taxes on purchase of the product,
delivery charges for the product, available times for delivery
or receipt (e.g., pick up) of the product, ete.

[0189] Some VCSs may not respond. Other VCSs may
indicate that they do not have the desired product. Still other
VCSs may transmit information indicating they are out of
stock of the desired product. Thus, only those VCSs that
respond with price of the product and indicating availability
of the product (which may simply be indicated by the
transmission of the price) are determined to be a PI fully
satisfying the criteria at step 360. Other applications of the
present invention may employother PI criteria (e.g., which
maynot include availability or price) such as located within
a five mile radius, with certain store hours, certain vender,
vender type, manufacturer products, with sales, the date, the
time, any commercial characteristic(s), and/or any other
determinablecriteria.

[0190] Vender requests may be transmitted sequentially,
after which the device 101 waits for a response before
sending the next vender request or contemporaneously
(vender requests are transmitted to each vender without
waiting for responses from the first vender).

[0191] The device 101 receives and stores the response
from each VCS and processes the data according to the
processing instructions. In this example, the device 101 sorts
the responses from the venders according to price and
displays the data in order of ascending price. The displayed
data preferably includes the price, vender identifying infor-
mation and location information. Additional information

mayalso be displayed such asavailability (if the vender was
not screened out based on availability), distance informa-
tion, taxes on purchase of the product, delivery charges for
the product, available times for receipt (e.g., pick up) of the
product, and other data.

[0192] Upon viewing the presented data of one or more
responses from the VCSs, the user supplies an input to the
device 101 at step 370 that in this example is a command to
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transmit a request to purchase the product from a particular
vender. In response, the device 101 communicates with
vender at step 375 using the determined communication
parameters and transmits a request to purchase the desired
product. Thus, the device 101 transmits product identifying
information, which may include a product number, name,
model, quantity, size, color, duration (e.g., in the eventof a
rental), dates (in the case of travel tickets or reservations),
and/or other product information.In addition, after receiving
a request from the VCS, or at some other point in time (as
determined by the protocol and format for the VCS) the
device 101 exchanges payment information as described
above. At the end of the transaction, the device 101 informs
the user of the success of the transaction at step 380, which
may take the form of, or additionally include, information of
the total amount of the transaction, a delivery/pickup loca-
tion, a delivery/pickup time, and/or other data.

[0193] Alternately, when supplyingthe initial user inputat
step 350, the user can input instructions to the device 101 to
purchase the product from the vender whoreturns the lowest
price, the lowest total price, lowest price and availability of
product, or based on other data received from the vender(s).
Giventhis instruction, the device 101 informsthe user of the
success of the transaction, but not display the results steps
365 thereby eliminating step 370.

[0194] Hotel

[0195] Another similar use of the above-described appli-
cation is for hotel commerce. For example, the user—whois
riding in an automobile or other vehicle—maywishto find
the closest hotel meeting a given criteria (e.g., with avail-
ability and below a selected price). In response to the user
request, the device 101 determines and presents a selection
of the closest (e.g., the closest three) hotels that meet the
criteria by means described above. The user then selects one
of the hotels from which to request further information or to
purchase a room rental.

[0196] Alternately, the user may already have a reserva-
tion with a hotel in which case the user preferably has
previously input the destination to the device 101 and when
the user (and device 101) is within the predetermined
distance of the destination hotel, the device 101 automati-
cally (or after prompting the user for permission to check in)
checks the user into the hotel as described below.

[0197] To rent a room or accomplish check-in, a commu-
nication link between the device 101 and hotel computer
system (or a computer system acting on behalf of the hotel)
is established by any means described herein. The type of
wireless link may be any link that is suitable for the
particular hotel and may be retrieved from memory, based
on information in a service registry or other source. Thus, if
the hotel accepts fax orders, a telephone communication link
for faxing the order may beestablished.If the hotel vender
accepts email, an email transmission is sent. If the hotel
computer system offers Web services a SOAP transmission
is employed to place the order for the product (e.g., the
room).

[0198] If a reservation was previously made, after the
communication link is established, the device 101 transmits
user identifying information which includes the user’s name,
a confirmation number (in the case of a reservation), a
telephone number, an account number, and/or any other
information necessary for check in.
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[0199] If a reservation was not previously made, room
availability is determined and, if there is availability, a
request to rent a room is transmitted (which maybetrans-
mitted in response to a user input). This request (or the
request for availability) includes information about the
length of the stay, number of guests, and the type of room
requested (e.g., smoking versus non-smoking, the view,
etc.).

[0200] After the request to rent a room is granted, the
payment information is exchanged between the device 101
and the hotel computer system. If a reservation was previ-
ously made, the hotel computer system may simply use the
payment information (e.g., credit card information) that was
supplied when the reservation was made to obtain payment.

[0201] After payment information sufficient for check in is
supplied to the hotel computer system, the hotel computer
system transmits check in information to the device, which
includes a room numberand entry code. The entry code may
be a number manually entered into the door by the user that
unlocks the door or may be a multi-digit code that is
wirelessly transmitted (preferably along with user or device
authenticating data) from the device 101 to unlock the door
via a wireless PAN.

[0202] In addition to receiving data permitting entry into
the room, the hotel computer system transmits information
sufficient to allow the device 101 to present options to the
user allowing the user to purchase additional products. For
example, a room service menu may be transmitted to the
device 101 from which the user may place a food order.
Other information allowsthe user, for example, to purchase
tickets to showsor other entertainment, order movies, estab-
lish credit for gambling, and receive data for obtaining
discounts for products or services.

[0203] Whenthe user elects to check out, a link is estab-
lished between the device 101 and the hotel computer
system and the device 101 requests check out data, and
receives and visually presents the bill to the user for review
and approval. After receiving an input indicating approval
from the user (e.g., receiving the final total amount of the
bill), the device 101 finalizes payment by exchanging pay-
ment information (or indicating that previously supplied
payment information should be used) and stores the infor-
mation in memory. Thus, the present invention eliminates
the need to stand in line during check in or check out.

[0204] It will be evident to one skilled in the art that this
embodiment, with minor modifications, has numerous other
applications including, but not limitedto, the reservation and
purchase of airline, train, bus, and watercraft tickets; the
purchaseoftickets to movies and other entertainment (such
as sporting events, live plays, concerts, movies), paying
tolls, golf tee times and green fees, purchasing fuel, and
many other applications.

[0205] Concert

[0206] In addition to the above, the present invention may
also be used to facilitate entry to a facility, event, or area,
preorder products for entry; and supply facility or other
information to the user at entry; and supply user information
to the event computer system.

[0207] For example, after purchase of a ticket to a concert,
sporting event, or other event, and typically well in advance
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of the day of the event, the ticket information, including the
seat information (if necessary) and a unique entry code is
stored in memoryofthe device. In addition, directions to the
event, as well as directions to the user’s seat may also be
received and stored in memory the day of the event, at the
time of the purchase, or some other time prior to the event.

[0208] When the user is within a predetermined distance
of the event, a communication link is established between
the device 101 and the event’s entry control computer
system (ECCS). The device 101 transmits the entry code to
the ECCS, which then provides an acknowledgementto that
user’s entry codeis valid as well as instructions for the best
(or only) entrance the user should enter. To enter the facility,
the user must have an entry code and provide an indication
to the ECCSthat the user has a valid entry code. To provide
the indication, the device 101 may be simply display the
valid entry code along with other authenticating information
at the entrance of the facility. The displayed information
may be a barcode that is displayed on the device’s display
and which is read with a barcode code reader as the user

passes through the entrance.

[0209] Alternately, the device 101 simply transmits infor-
mation of the user, such as the user’s name, and the user
simply showshis orheridentification (e.g., driver’s license)
to personnel, or to an image input device connected to the
ECCS,as the user enters. In another alternative, the device
101 transmits the entry code along with data that is consis-
tent with data in a barcode on a fixed medium such as a

barcode that is on the user’s identification (e.g., driver’s
license) which is scanned or read by a barcode readeras the
user passes through the entryway. In the preferred embodi-
ment, the device 101 transmits the entry code along with
user authenticating information such as data of the user’s
fingerprint, iris, voice, face, or other substantially unique
physical data. As the user enters, the transmitted user
authenticating data is compared with the authenticating data
of the person entering the facility (user’s fingerprint, iris,
voice, face, or other substantially unique physical data) to
ensure that the person entering the facility is the user
authorized to do so (i.e., there is a match of the transmitted
data with the data received (scanned) as the person enters).

[0210] As another alternate to the preferred embodiment,
the user authenticating information may be supplied to the
ECCSat the time of the purchase of the tickets so that that
there is no need for a communication between the device

101 and the ECCSatthe time of entry to facilitate entry(i.e.,
the person entering need only supply the authenticating data
when entering the facility such as, for example, permitting
scanning of his or her fingerprint). In still another alternate
means, the user’s authentica ting data (e.g., fingerprint data)
and nameis stored at a third party authenticating computer
system which receivesthe fingerprint data (and user’s name)
from the ECCS and compares it with the stored data to
confirm the identity of the user for whom the ticket was
purchased.

{0211] The user may preorder food or drinks, as described
above, and the ECCS determines the location of a food
preparation center (e¢.g., a concession) that is reasonably
close to the user’s seat and, optionally, that can most easily
prepare the food by the estimated arrival time (or closest
thereto). The identity of the food preparation center and/or
its location is then transmitted along with a food menuto the
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device 101. In response to a food order, the ECCS transmits
a time the user should arrive to pick up the food. Thus, such.
a system can reduceor eliminate waiting to enter the facility,
waiting time to receive food, and counterfeit tickets.

[0212] In addition, the ECCS transmits a request and, in
response, receives user information from devices carried by
persons entering the facility, area, or event. The requested
and supplied user information may include demographical
data or any other desirable information. Similarly, any of the
embodiments and applications disclosed herein (such as the
fast food and hotel applications) may additionally include
transmitting such data about the user from the device 101 to
the remote computer system.

[0213] Matching

[0214] Through the use of the communications module,
the device 101 may be programmed to communicate infor-
mation with other person’s using a device 101 of the present
invention or another remote computer system. For example,
upon receiving a user input indicating the user’s desire to do
so, the device 101 is programmed to query all other devices
within communication of the device 101 for data, via the
PAN transceiver (e.g., Bluetooth® network), via the WLAN
transceiver, or within a predetermined distance. The query
may be for any desirable data. For example, upon entering
a business conference the user may “turn on”the feature and
request the device 101 query all other devices for user
information such as the information that would be present on
a business card. The user may also make the request a
selective query so that only data from users or devices
meeting a certain criteria is requested and, if received,
stored. For example, a user whois a sales representative may
desire data from people who work for companies that are
morelikely to be potential customers and may not want data
from other people or people who are already customers or
competitors. In response to a request, the other user’s device
101 transmits the requested data, a portion of the requested
data, transmits a response that the request is denied, or does
not respond.

[0215] Likewise, the user may input response instructions
for responding to requests for data (queries) from other user
devices 101. For example, the user may not wish to transmit
the requested data to devices 101 of users who are employed
by companies who sell certain products or who are com-
petitors. In doing so, the device 101 may be programmed to
filter out certain requests (e.g., not respond) or respond with
a communication indicating that the data request is denied.
In addition, the user may elect to transmit only certain data
(e.g., an email address but not a phone number), request only
certain data, and only to respondif the requesting device 101
supplies certain data.

[0216] The communication criteria, which determines
whether or not data is desired from the second user by the
first user, may be any criteria and may include, for example;
1) user informationof the other (second) user(e.g., company
name, sex, age, birth date, address, job position, height,
weight, ethnicity, income, and other demographical infor-
mation.); 2) device information of the other user’s device
(e.g., manufacturer or model), whether the other user has a
service; 3) product data such as whether the user has any
product or a particular product for sale, whether the other
user wishes to buy any product or a particular product; 4)
user activity data such as interests and hobbies of the other,
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frequent activities of the other user (e.g., skiing), past
activities of the other user (e.g., where they have been),
anticipated activities, and/or 5) other characteristics or
desires of the other user—hereinafter collectively referred to
as communication criteria data.

[0217] Communication criteria data (CCD)is entered into
the device 101 by users in categories such as user informa-
tion, user activities, products data, and other data, some of
which may form part of the user profile. In addition, com-
munication criteria data includes user activity data stored
from the previousactivities of the user such as the locations
or venders visited and stored (e.g., stored by the location
module) and/or information of products(e.g., transportation
data) purchased (e.g., stored by the commerce module).

[0218] Querying of other user’s devices may be performed
periodically or upon entry to a geographicallocation (e.g., a
room, building, vender,street, etc.), which is indicated by a
transmission from an access point at, or within, the geo-
graphical location.

[0219] Communication may be accomplished with any
suitable protocol such as HTTP/IP with predetermined name
value pairs used for each category and a standard format for
each value in each category. For example, Bdate may be a
variable (name) representing the user’s birthdate, which is
paired with data representing the user’s birthdate in the
format of mmldd/yyyy(e.g., bdate=Feb. 15, 1983). Queries
to other devices 101 are preferably transmitted using the
same format and submitted and converted to a SQL database

by the receiving device 101. A successful query (a search
that returnsa valid result greater than zero) indicatesthat the
other user has communicationcriteria data that matches the
desired communication criteria data. In addition to the

query, the transmission may include informationrelating to
one more actions requested by the user upon a successful
query. Alternately, a successful query may simply result in
a transmission from the queried device 101 indicating that
the query was successful and include information indicating
what portion (or which query) was successful. For example,
the query might transmit a query for CCD data that the user
is over forty years of age and a male or overthirty years of
age and a female. In the response, the queried device 101
transmits data indicating that the user is a male over forty
years of age (an affirmative response) and may also,at the
election of the user, transmit the user’s age, which in this
example is fifty-five. In addition, additional information is
sufficient to establish a communicationlink(e.g., a network
address for the successfully queried device) may also be
provided. After receiving the communication indicating the
query was successful, the requesting device 101 then trans-
mits a request to the queried device. In response, the queried
device 101 may transmit the requested or other information,
prompt the user to take an action, prompt the user for
information, prompt the user for permission to transmit
information and/or otherwise respond.

[0220] The user of the device 101 can program the device
101 with response instructions (for example in the user
profile) that determine how and whether the device 101
responds to queries and different types of requests.

[0221] Thus, the first device 101 (or other computer)
transmits a request that includes a query for CCD to a second
device 101. The request itself may include certain CCD
stored in the device 101 or the requested device 101 may
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respond with a request for CCD ofthefirst device 101. Upon
determining that device 101 includessatisfying CCD data,
any action may be requested (or requested in a subsequent
transmission) (by either device101) such as requesting data
from the user’s device, transmitting data to the user’s device,
requesting information from the user, and/or requesting a
service of the user. For example, at the request of the user,
in an emergency a device 101 may transmit a query (and
request) to other devices within communication range of the
device 101 (e.g., via the WLAN) for a doctor, nurse, or
police officer. Thus, only users who are a doctor, nurse, or
police officer would be informed of the request by their
device, which is preferably identified as an emergency
request. The request, in this example, is a request to render
assistance and may also include information relating to the
location at which assistance is needed. Users of the device

101 can program their devices to respond differently to
different requests (and at different times). Thus, the doctor or
nurse may elect to program their device 101 to only accept
requests that are emergency requests.

[0222] Someor all the communication criteria data may
also be stored in a correlating computer system when the
user enters a geographical area or travels within communi-
cation distance of the Area Computer System. The Area
Computer System (ACS) may operate and/or communicate
via a network associated with a facility (e.g., a shopping
mall, a stadium, an entertainment arena) or geographical
area (e.g., a MAN,an auctionsite, etc.)

[0223] The ACS receives and stores the communication
criteria data, queries, and responseinstructions for each user
device 101. The ACS determines the user devices that have

communication criteria data matching each user device
query and transmits the data responsive to the queries of
each device 101 and in accordance with the response
instructions, which may optionally inform the user of the
match. Thus, the ACS mayretain and provide the commu-
nication criteria data to users after the user of the device 101

to which the communication criteria data has left the geo-
graphical location or requests the data. The ACS, thus, may
also be used to transmit messages(e.g., emails) to all devices
(or select devices having certain communication criteria
data) that come within transmission range of the ACS.

[0224] As an example, as each user enters the area or
facility, the user’s CCD, queries, and response instructions
are requested by and transmitted to the ACS. Internally to
the ACS, the ACS then compares the CCD with all the
previously stored queries ofall the earlier arrived users. For
each query to which the user’s CCD satisfies, the ACS
processes the user’s response instructions to determine
whether the user wishes to supply the requested data. For
those queries to which the user wishes to respond, the ACS
stores the requested CCD datain a datafile corresponding to
each requesting query. Next, the ACS compares the CCD of
each earlier arrived user with the user’s queries to determine
the users’ CCDto satisfy the user’s query. After identifying
each match, the ACS processes the response instructions
associated with each set of CCD to determine whether the

requested data should be supplied. For the requested data
that is to be supplied, the ACSstores the CCD data in a data
file corresponding to each query for the user. Whenthe user
leaves or requests the datafile, the data file is transmitted to
the device 101.
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[0225] In addition to exchanging data, the device 101 can
take immediate actions based on the data received. For

example, based on a first set of CCD meeting a CCD
requirementset, the device 101 transmits (if programmed by
the user to do so) a request for an appointment(e.g., for a
telephonecall, a lunch, a meeting, etc.) that may include the
time periods that are available to the requesting device’s
user and the length of the desired appointment. In response,
the requested device 101 determines whether its user has
supplied permission to schedule such appointments and if
not, transmits a response denying the request (or does not
respond atall). If the device’s user has provided an input
(that is stored in memory) permitting the scheduling of such
appointments, and the requesting device’s information(e.g.,
its CCD data) satisfies the activity requirementcriteria for
the activity (i.e., scheduling the appointment), the device
101 selects an appointment time (e.g., such as the earliest)
from the available time periods transmitted by the requester
or, if not transmitted, transmits time periods that are avail-
able for the requested device’s user. The requesting device
101 then transmits a confirmation of the appointmentif the
requested device 101 transmits a time period selected from
the time periods transmitted by the requesting device. If the
requested device 101 transmits its available time periods, the
requesting device 101 selects a time period and transmits
information of the selected time period to the requested
device 101, which responds with a confirmation of receipt.
In addition, the device 101 informs the user that a request
has been made and may prompt the user for permission to
make any appointment or an appointment for a particular
time. Information of the available time periodsis preferably
determined from data that is stored in memory and used,for
example, by a calendar applications program.In addition,it
is preferable that the requesting device 101 issues requests
to interface software (e.g., in the communications module)
that determines availability or other information as opposed
to the requesting device 101 being given access to the data
itself.

[0226] In addition to the above, the communication crite-
ria data stored in the user’s device 101 and the location of

the user may also be used by remote computer systems,for
example, to target advertising and provide the user with
location relevant information.

[0227] Shopping Mall Scenario

[0228] One example of such a system employs an ACS
designed to coordinate the delivery of advertising and con-
tent for the shopping complex. Referring to FIG. 7, the ACS
establishes user location information at step 450, determines
transmission selection criteria (temporal data, CCD, target-
ing criteria, etc.) at step 455, and selects and transmits an
advertisementat step 460. In addition, in someinstances the
ACSwill receive information relating to the user’s response
(receipt, viewing, presentation, or action in response) to the
transmission at step 465 and perform an incentive transac-
tion at step 470.

[0229] For example, upon entering a shopping complex
(e.g., a mall), the ACS determines location data of the user
carrying the device 101. The ACSpreferably determines the
location (e.g., relative location) of the device 101 by deter-
mining which WLAN (or wireless PAN if the PAN includes
addressable access points) access point through which the
device 101 is communicating. FIG. 2 is schematical repre-
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sentation of a facility 217 such as a shopping complex that
includes a plurality of access points 230 that facilitate
wireless communication between device 101 and the ACS

301. The connections between the ACS and the access points
230 are not shown and may be wireless or wired (e.g.,
Ethernet). The dashed lines 235 surrounding each access
point 230 represent the communication range of the asso-
ciated access point 230. In FIG. 2, the five access points
with the largest communication ranges 235 are positioned in
the parking area adjacent the facility.

[0230] Thefacility 217 includesa plurality of vender store
locations 220, each having an entrance 221. In addition, the
facility 217 includesa plurality of entrances 222 connected
by one or more thoroughfares 223 that the visitors walk
through to gain access to the 10 vender store locations 220.

[0231] Each access point (AP) 230 of this example has a
separate network address so that data received from the user
device 101 and provided to the ACS is determined by the
ACSto have come from a particular AP 230. Thus, knowing
the AP 230 with which the device 101 is communicating,
and the range of the AP 230 (if desired or necessary), the
ACScan determine the approximate location of the user in
the parking area, in a thoroughfare 223, and/or in a vender
store location 220. In addition, as the device 101 commu-
nicates through a sequence of APs 230, the ACS can
determinea plurality of locations for the user and, therefore,
determine anticipated location data for the user carrying the
device. Anticipated location data may also be determined by
determining intended activity (e.g., from CCD), receiving
product purchase data from a VCS(indicating the user will
be traveling to the vender), and/or receiving past GPS data.
Thus, the selection of an advertisement based on location
data may be a selection based on the current location data or
anticipated location data.

[0232] The number, placement, and communication range
of the APs 230 are design choices. If more accurate location
data is desired, more access points 230, perhaps with smaller
communication ranges, may be used. While in this example
embodiment, the location data is determined through an
access point location method, alternate embodiments may
simply request that the device 101 transmit location data that
is determined by the device’s GPS receiver or through other
means. In addition, depending on the network and other
design factors, the access points may or may not have
overlapping communication ranges.

[0233] Preferably ACS bases the selection of the adver-
tisement on location data of the user such as, for example,
the current location of the user or the anticipated location of
the user, which may relate to what door the user will likely
enter, what venderthe user will likely travel near or is near.

[0234] In addition, the device 101 preferably transmits
select CCD to the ACS in response to a request from the
ACS. Upon receiving the transmitted CCD from the device
101, the ACS determines a selection of transmission(s), such
as advertisement(s), for transmission to the device 101,
which may or may not also be selected based on location
data. The selection of the advertisement may be based on
any category or specific CCD data such as the user infor-
mation (e.g., the user’s employer, gender, age, birth date,
address, job position, height, weight, ethnicity, income,
and/or other demographical information.); device informa-
tion of the user’s device 101 (e.g., manufacturer or model);
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product data (e.g., whether the user has any product or a
particular product for sale, the identity of any product the
user wishes to sell, whether the user wishes to buy any
product or a particular product, the identity of any product
the user wishes to buy); user activity data (e.g.,, whether the
user has a particular interest or hobby, frequentactivities of
the user, past activities of the user (e.g., where they have
been), anticipated activities); and/or other characteristics or
desires of the other user.

[0235] In additionto or instead of being based on the CCD
and/or location data, the advertisement mayalso be selected
based on temporal data such as the time (e.g., morning
versus afternoon), day (e.g., weekend versus weekday), or
date (e.g., a holiday, birthday of the user’s wife). The
temporal data may be received from the device 101 (in
response to a request), determined by the ACS, or some
combination thereof.

[0236] Thus, ACS selects the advertisements based on
location data, temporal data, and/or the CCD, from a plu-
rality of advertisements for numerous venders stored in
memory. Each advertisement stored in the ACS preferably
includes targeting criteria used for selecting users to which
the advertisement or all advertisements for a vender are

transmitted. The targeting criteria may include any subset of
location data, CCD and/or temporal data, but may also
include other data (for example, data that is not available for
a particular shopping complex).

[0237] Selection of the advertisements are based,at least
in part, on the degree to which the targeting criteria of the
advertisement matches the CCD, location data and/or tem-
poral data of the user. For example, ads for a particular
vender, such as a coffee shop, may include targeting criteria
that dictates that all users with location data that includes

entering a particular door (and who, therefore, are likely to
pass by the vender), and whoenter prior to 11AM (temporal
data) are to receive an advertisement for coffee along with
an electronic coupon offering a ten percent discount. Some
advertisements may not have associated targeting criteria as
the advertiser may not wish to target the advertisement, but
instead haveall users receive the advertisement. In addition,
selection of an advertisement may or may not require a
complete match of the targeting criteria with location data,
CCD and/or temporal data (depending on the desire of the
advertiser).

[0238] In addition to selecting the advertisement(s) based
on the location data (if any), temporal data (if any) and/orthe
CCD(if any), andtargeting criteria, the ACS mayalsoselect
the advertisement based on the transmission value of the

advertisement. The advertisements may have an associated
transmission value(or bid price) that determines how much
the advertiser (or other entity) is willing to pay to have the
advertisement(or other transmission) transmitted to the user
(who may or maynotsatisfy the targeting criteria) or to have
the user respond to the advertisement (or other transmis-
sion). The transmission value for a particular vender (or in
some cases for a specific transmission such as an advertise-
ment) may be different depending on the advertisement, the
CCD,the location data, the temporal data, the ad targeting
criteria, and/or some combination of the aforementioned.
For example transmission values may be different for dif-
ferent times of the day, locations, products, responses, and if
based on different triggering events.
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[0239] A response to an advertisement may include any
desirable user action such as providing information to the
ACSor vender (or VCS), purchasing a particular product,
purchasing any product from the vender, entering a vender’s
store location, using a coupon, registering user information
with the vender, or any other.requested or desired action.

[0240] After the ACS selects the advertisement(s) based
on the temporal data (if any) the CCD (if any), location data
(if desired), and transmission value (if any), the ACS
retrieves the advertisement(s) from memory and transmits
the advertisement(s) to the user’s device 101. Upon recep-
tion at the device 101, the device 101 determines whether
the user wishes to accept the advertisement based on trans-
mission filtering information stored in memory. The trans-
missionfiltering information may be supplied in, or derived
from, the user profile or otherwise supplied by the user.

[0241] If the transmission filtering information does not
filter out the advertisement, the device 101 producesa visual
or audible alarm to inform the user that advertisements have

been received. In some instances, which may depend on the
user profile, the advertisement characteristics, and other
considerations; the device 101 may not inform the user of
the advertisement until a later time (e.g., when the user is
leaving the shopping complex or traveling near the vender).
Thus, even though transmitted at a particular time, the
advertisement, in some cases, may not be presented to the
user until conditions transmitted by the ACS indicate that the
advertisement should be presented to the user.

[0242] Either automatically upon reception or upon
request by the user, the user views the advertisements if they
are visual advertisements and/or listens to the advertise-

ments if they are audible advertisements. Some of the
advertisements may simply includea notification of a sale in
progressor notification of a new or existing product offering.
Other advertisements may include a coupon that provides a
discount for a purchase at a particularvenderor for purchase
of a particular product as an added effort to entice the user
to visit the vender.

[0243] The coupon can be printed out and presented to the
venderat the time of purchase of a product as is done with
conventional coupons. Upon inputting a request to print the
coupon (whichis transmitted to the ACS), the ACS transmits
identification of the closest printer in the shopping complex,
and prints the coupon for the user or requests that the
vender’s computer system print the coupon for at the vender
store location. Alternately, the coupon could be printed for
the user as the user enters the vender’s store location (with
or without the advertisement having been transmitted) based
on CCD and/or temporal data received by the vender com-
puter system.

[0244] Preferably, however, the coupon is electronically
transmitted from the device 101 to the point of sale system
at checkout, which responds by discounting the product and
alleviates the need to print the coupon. In either case, the
point of sale (and/or device if the coupon is electronically
presented) transmits information to the ACS indicating that
the user used the coupon.

[0245] Preferably, the ACS transmits content such as
audio content (e.g., music, new programming, talk shows,
sports radio) that is received from a remote source, format-
ted for transmission to the device 101, and transmitted to the
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select users. The users can transmit a request for the desired
content as is well known in the art. Periodically, the ACS
selects and transmits the advertisement according to the
process herein described.

[0246] However, some users maystill not wish to receive
advertisements or other transmissions and consider them an

annoyance. To provide incentives to the user to view and/or
use the advertisements, the preferred embodiment provides
a means for providing financial incentives to the user for
viewing (listening to or looking at) advertisements. In pro-
viding such incentives it preferable that the user provide
some indication to the device 101 that the user has viewed

the advertisement and that the device 101 provide an indi-
cation to the ACSthat the user has viewed advertisement or

that the ACS has presented the advertisement to the user. For
example, after viewing the advertisement the user may be
requested to provide a user input, which mayincludescroll-
ing downto the end of the advertising and actuating any user
input (e.g., pushing any button), actuating a user input
requested in the advertisement, answering a question, or in
some way confirming the user’s viewing of the advertise-
ment(s). Incentives are also provided for responding to
advertisements and/or taking requested or desired actions,
which are preferably greater than incentives for viewing an
advertisement or when the device 101 presents the adver-
tisement.

[0247] After receiving an indication that the user has
viewed the advertisement(s), that the advertisement(s) has
been presented, that the user responded to an advertisement
or taken desired or requested action (hereinafter collectively
referred to as a user advertisement response), the ACS
performs an incentive transaction.

[0248] The incentive transaction provides the user with
someform ofdirect or indirect benefit such as financial gain.
For example, the incentive transaction may include elec-
tronically transmitting funds to the user’s bank account,
crediting the user’s credit card, crediting the user with
frequent flier miles, crediting the user with credit card use
award points (or other award points used for purchasing
products), providing the user with CPU time for executing
software, and/or providing the user with a gift certificate, a
rebate, or a refund. The incentive transaction may include
transferring funds or crediting funds to any payment account
of any user as described above. Preferably, the incentive
transaction reduces(oroffsets) the user’s monthly fee(s) for
use of the device. The ACS may perform the incentive
transaction immediately, at the end of the day, periodically,
or at any suitable time or interval. In an alternate embodi-
ment, the ACSstores the financial incentive data and peri-
odically transmits it to a remote computer system, which
performs the incentive transaction.

[0249] The user may be provided incentives to use a
coupon, to visit a vender, to travel to a particular location
(e.g., near a venderor group of venders),to use a particular
thoroughfare (e.g., a hallway or a road when in an automo-
bile), to test or try a product or service, to purchase a
product, to purchase a product advertised, to purchase any
product from a particular vender, to purchase any product
from a advertised vender, to supply user profile data, to
supply CCD,to answera set of questions (i.e., a survey), to
supply location data, to perform some other action, and/or
supply or review other information. Preferably, the adver-
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tisement includes information sufficient to communicate to

the user the value of the incentive transaction—which may
be related to, based on, or equal to the transmission value
(e.g., bid price) of the advertisement.

[0250] As discussed above, the user may elect to screen
out advertisements by supplying transmissionfiltering infor-
mation to the device. One type of transmission filtering
information includes incentive value information. For

example, the user may elect to not accept advertisements for
which valueofthe associated incentive transaction results in

an incentive value below a predetermined minimum value
and/or may elect to only accept those advertisements that
result in a certain type of benefit such as accepting ads
resulting in a credit card credit, airline frequent flier miles,
or gift certificate, but not accepting advertisements that offer
a coupon or rebate.

[0251] Many WLAN,such as Wi-Fi networks,are free to
users who havethe ability to establish a connection. How-
ever, present invention facilitates providing compensation to
the network owner for use of the network. Thus, just as
advertisers may place bids for advertisements and their
placements, use of a network, such as a Wi-Fi network, by
a user can be made conditional on the user performing a
desired activity such as accepting advertisements, viewing
advertisements, supplying information (e.g., CCD),
responding to advertisements, using the network for limited
purposes (e.g., noncommercial, not transmitting advertise-
ments), visiting a vender, traveling to or away from a
particular location, and/or performing some other activity.
Thus, when the user establishes a connection, the network
computer system (e.g., the ACS) prompts the user to agree
to the conditions for use of the network. When the ACS

receives data indicating the user’s consent, (transmitted
from the device 101 as a result of a user input or determined
from data in the user’s profile), the ACS permits the device
101 to connect with and use the network.

[0252] Purchasing of products is preferably done via a
wireless exchange of payment information as described
above and would,therefore, reduce or eliminate the need for
check-out personnel for the vender. Thus, the vender may
provide incentives (resulting in the incentive transactions
described above) to the user in response to the user paying
for products via a wireless exchange of payment information
instead of paying in a conventional manner.

[0253] The ACSpreferably receives notification that the
user has purchased a product from the VCS but may also
receive the data through interception of the payment
exchange data or from the device 101. Preferably the noti-
fication includes information identifying the product (or type
of product), the amount ofthe product,the vender, the user’s
location, and/or other product purchase information that is
used to select one or more advertisements for retrieval and

transmission to the user. For example, upon purchasing a
tennis racket, the ACS mayselect, retrieve, and transmit an
advertisement (which may include a coupon)for tennis balls
or some other complementary or supplemental product. The
advertised product may be offered by the sameoradifferent
vender. In addition, the advertisement selected, retrieved,
and transmitted may advertise a venderthat carries products
that are complementary or supplemental to the product(s)
purchased and/or that are in the same price range. In
addition, the point of sale system (VCS)of the vender from
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whom the purchase is being made (or another vender) may
transmit an advertisement to the user’s device 101 for a

product complementary or supplemental to the product
purchased or for some other product offered by the vender
(or other vender).

[0254] In addition, the ACSis also provided with ongoing
CCD (e.g., activity data such as that of a purchase) and
location data of the user (new data). The new data is
transmitted to the ACS in response to a request transmitted
by the ACS.Alternately or in addition thereto, the new data
may be periodically transmitted to the ACS from the device
101 as requested by the ACS during an initial communica-
tion with the device. Alternately, the ACS may receive the
location information from a fixed network nodeor a point of
sale that is in communication rangeof the user’s device 101
(meaning that the user is near the node or point of sale).
Advertisements can then be selected, retrieved, and trans-
mitted based on subsequent temporaldata, location data, and
CCD.

[0255] In addition or instead of receiving advertisements
from the ACS, each vender may transmit advertisements to
the device 101 and which may also be selected based on
temporal data, location data, and/or the user’s CCD. Thus,
for example, as the user walks or drives near the vender’s
location, the vender’s computer system (which mayalso be
the vender’s point of sale system) selects and transmits
advertisement(s) to the user, which may include an elec-
tronic coupon and mayalso result in providing the user with
incentives(i.e., an incentive transaction) as described above.

[0256] In addition, the ACS or vender’s computer system
may query the device 101 for demographical or other data
about the user, which can be used to provideastatistical
profile of person’s more likely to purchase a particular
product, enter a vender’s store, and/or otherwise provide
information that might be used to determine advertising
criteria.

[0257] The device 101 can also be used to provide data to
a data collection computer system, which can then provide
statistical data or other information based on the collected

data to other systems. For example, the device 101 can
supply data that provides statistical information of the
visitors’ ages, incomes, genders, and other information of
persons with devices entering a particular geographical area,
facility (e.g., shopping complex), vender store location or
performing anotheractivity (such as making a purchase,sell,
exchanging information, etc.). This data could then be
supplied to advertisers and/or used to select advertisers
and/or advertisements and may form the basis for targeting
criteria.

[0258] The device 101 can also be used to provide data,
which is non-user specific. More specifically, the data col-
lection computer system receives information of the number
of users (e.g., drivers) within the geographical area or
performing the selected activity. The received data may
simply include location data, confirmation that the device
101 is within the geographical area or that the user has
performed the activity. Additionally, the data may also
include information relating to the users’ ages, incomes,
genders, items purchased, prices purchases, vendersvisited,
venders from who product purchased. The received data is
store in memory and may be used to provide various
statistical information such as the average income,agedata,
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gender breakdown, other demographical information, and
other desirable statistical information as is well-known in

the art. As discussed, not all persons will carry the device
101 or permit collection of the statistical data—even if the
above described incentives are provided. Thus, in some
instances it may be desirable or necessary to extrapolate
information from the collected data. For example, if fifty
percent of the personsin a given geographical area have the
device 101 and permit the collection of data, then the
estimated number of people in the area will be twice the
number indicated by the collected data. Similar extrapola-
tion and other statistical techniques well-known in the art
can be usedto provide other estimates such as to income, age
data, gender, other demographical information, and other
desirable statistical information.

[0259] The use in this technique can be used, for example,
to determine how many users are traveling on a particular
road, street, or highway or within a particular geographical
area (e.g., a store, restaurant, facility, etc.). As with many
such applications of this type for the present invention, the
collected data is preferably extrapolated (because not all
drivers have the device 101 or permit collection of the data)
to estimate the numberof drivers on the particular thorough-
fare or used in combination with other data to arrive at the

estimate. Thus, the data can used to determine the relative
capacity of the thoroughfare as well as how fastthetraffic is
moving and need not utilize or request user specific data.

[0260] The data collection computer system mayalso act
as a VCSthat supplies information based on the collected
data such as the number of people within the vender store
location, the numberofa particular type of product sold (and
demographical data of the purchasers), number of products
purchased by a users, and other vender collectable data. In
addition, incentives, as described above, may also be pro-
vided to those users who permit the collection of such data.

[0261] Advertisements may also be presented to the user
by a fixed presentation device for audio and/or visual
presentation to the user. The advertisement can be selected
and transmitted, as discussed herein, from the ACS or
vender computer system (VCS) to the fixed presentation
device or selected and presented by the fixed presentation
device itself, which includes, or forms part, of a computer
system. Referring to FIG. 3, as the user approaches a
vender’s location in a shopping complex, the VCS, through
an access point 230a capable of communicating with
devices positioned near the front of the store, establishes a
communication link with the user’s device 101. Upon
retrieving select CCD data, the VCS selects an advertise-
ment according to one more of the methods described
herein. The advertisement is transmitted (or played) and
visually and/or audibly presented to the user on a video
and/or audio output device 240a-b (e.g., television with
speakers) at the front of the store so that the user can see
and/or hear the advertisement without entering the store.

[0262] The advertisement, in this and other applications
described herein, is preferably customized for the user and
includes at least some of the user’s CCD (user information)
and/or vender stored user information.

[0263] For example, the advertisement preferably
addresses the user by name by audibly stating, for example,
“Good morning Mr. Johnson. Our dress slacks, which you
previously purchased, are now on sale and your size is



34

US 2003/0065805 Al

26

available. Please come in and have a free cup of coffee. In
addition, as preferred customer we’re giving you a coupon
for an extra ten percent off the sale price.” Simultaneous
with the audio presentation, the display presents a visual
presentation of the slacks the user previously purchased and
which are on sale.

[0264] This fixed presentation device system may be espe-
cially suitable for use with a device 101 of the present
invention that is embodied as a radio frequency identifica-
tion (RFID) tag, which may take the form of a Smart Card
and/or be attached to the user’s key chain, belt, a clothing
pin,or other easily carried form. The high frequency RFID
systems (850 MHz to 950 MHz and 2.4 GHz to 2.5 GHz)
offer transmission ranges of more than 90 feet. Thus, the
VCSsystem transmits an rf signal from access point 230e,
whichis received by the user device 101 embodied as an rf
tag. In response, the RFID tag transmits the identification
information through access point 230e to the VCS or other
requesting system, which then retrieves Vender Stored User
Information (VSUI) if any, selects an advertisement using
one or more of the methods described herein, presents the
advertisement to the carrier of the RFID tag via fixed
presentation device 240a, and/or performs other functions.
The RFID tag may be passive or active depending on the
implementation of the system as is knownin the art. Means
for tracking the location of a moving RFID tag, such as one
embodying the present invention, are well-knownin the art
and therefore, not repeated here. However, those skilled in
the art will recognize that an RFID tag embodying a device
101 of the present invention can be used to determine the
location of the user continuously, or at particular locations,
throughouta facility, arena, shopping complexor otherarea.

[0265] Advertisements presented at fixed presentation
devices may also be selected by selecting the most suitable
advertisement for presentation to a plurality of users. For
example, if the advertisement selecting computer system
(e.g. the VCS or ACS) determines that sixty percent of the
persons who can view the advertisement are above thirty
years of age (based on retrieved CCD data), the advertise-
mentselecting computer system will select an advertisement
with targeting criteria that is appropriate for that age group.
The advertisement selecting computer system preferably
selects the advertisement based on the CCD, temporal data,
location data, transmission value, and/or based on data of
persons who can view (see and/or hear) the presentation
device, who are likely to view the presentation device(e.g.,
are within a predetermined range, not involved in other
activities, have an unobstructed view, and/or other charac-
teristics), who have shown an interest in viewing the adver-
tisement, and/or based characteristic(s) of the persons or
surroundings.

[0266] In addition, the number of advertisements and
timing of the advertisement in all of the applications
described herein—start, stop, and duration time—mayalso
be based on CCD, temporal data, location data, whether they
can view (see and/or hear) the presentation device, for how
long they are likely to view the presentation device (e.g., are
within a predetermined range, not involved in other activi-
ties, have an unobstructed view, and/or other characteris-
tics), whether they have shown an interest in viewing the
advertisement, transmission value, and/or based on some
other activity, location, or characteristic of the person(s) or
surroundings.
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[0267] Whenthe user views an advertisement (whether or
not presented on a fixed presentation device 240a), the user
can elect to receive additional information either from a

fixed presentation device or another remote device. For
example, if, in the above example, Mr. Johnson wishes to
obtain more information, he can transmit, for example, a
request to determine whethera particular color is available
in his size. In response, the VCS transmits information for
determining whether Mr. Johnson’s size is available in the
particular color, which is received and presented to the user.

[0268] Likewise, the fixed presentation device 240 might
include notice of a coupon. The user can request electronic
transmission or printing of the coupon by transmitting a
request to the VCS (or ACS). Transmitting the request can
entail simply actuating an actuator (e.g., a button) on the
device, which establishes a Bluetooth communication link
(via access point 230e) in which the coupon is automatically
transmitted. Preferably, for those embodimentsof the device
101 that include a display, the display includes information
(e.g., information relating to the advertisement) regarding
how to make the request.

[0269] In addition, some presentation devices (or VCSs)
might transmit a request to download the coupon and the
user simply provides an input to the device 101 as to whether
the coupon should be accepted and stored. Similarly, some
advertisements may include instructions for obtaining addi-
tional information (such as a coupon), which may include
establishing a communication link with a predetermined
destination (e.g., calling a phone number), or providing a
password (e.g., which may be provided to enterafacility,
used as a coupon, or for some other advertised activity).

[0270] For those embodiments of the present invention
that are an RFID tag, the fixed presentation device 240 (or
other external input device) may include a user input device
(e.g., a keyboard, mouse, and/or microphone with appropri-
ate voice recognition software) can be used by the user—as
instructed by the presentation device 240—to make the
request such as retrieving the additional information, mak-
ing a purchase, or performing someother action relating to
the advertisement or advertised vender.

[0271] Finally, with the continuous or frequent receipt of
advertisements, the memory of the deviceis likely tofill to
capacity. Consequently, the present invention includes pro-
gramming (which preferably forms part of the data man-
agement module) that provides a means for automatically
managing the amount of memory available for storing
advertising. Specifically, the device 101 includes program-
ming that automatically deletes advertisements after a pre-
determined time period and/or when a predetermined
amount of memory has been filled with advertisements in
whichcase the oldest ads are deletedfirst. In addition,if the
network advertising system is so designed, the device 101
deletes those advertisements that have not been refreshed

within a predetermined time period. For example, venders
within communication range (e.g., via a WLAN access
point) periodically retransmit their advertisement and when
the advertisementis not received for the predetermined time
period, the device 101 deletes the ad. The vender may not
retransmit the advertisement because the device 101is out of

communication range, the vender has set a maximum pre-
determined numberof retransmissions for the advertisement

or user, the vender has set a maximum amountof advertising
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resources (e.g., bid prices, bandwidth, or other resource) to
be used for a user, and/or some other reason.

[0272] In addition, advertisement may also be deleted
based on the location of the user so that advertisements for

venders the furthest away are deleted first and/or advertise-
ments for venders (or products) that offered at locations
greater than a predetermined distance are deleted, or in a
area (e.g., a shopping complex) in which the device 101 is
no longer present or communicating. Location information
of the vender associated with an advertisement may be
included with the transmitted advertisement, or transmitted
separately such as in map data.

[0273] Advertisements and or other transmissions may
also be sent by other user devices as well and based on
location data, temporal data, CCD,ad targeting criteria, and
transmission value and may also include incentives and
result in an incentive transaction. In addition, advertisements
selected based on location data, CCD (includingactivities of
the user), temporal data, and/or ad targeting criteria may be
transmitted to the user at a later time or for presentation at
a later time. For example, based on the location of a user in
a shopping complex (standing near a vender for a predeter-
mined time period), casino (e.g. standing near a gaming
table for a predetermined timeperiod),other facility, or area
the ACS or VCS can transmit (e.g., via email) the selected
advertisementfor later receipt and, in the case of a coupon,
use during a subsequentvisit to the area.

[0274] Vender Information

[0275] The device 101 also includes software for finding
a product within a vender location within a shopping mall.
To do so, the device 101 transmits a request for the product
or venderto the ACS (or other remote computer with access
to the information) and receives a response with the
requested information if the vender or product is present. In
additionoralternately, the device 101 transmits a request for
the product or vender to the venders that are within the
shopping complex and receives responses with the requested
information if the vender is present or if from the venders
having the product or other responsive information.

[0276] In addition, at the request of the user, the device
101 can transmit a list of items desired by the user to the
vender computer system. In response, the vender computer
system transmits an associated location for each item on the
list (such as an aisle location) and optionally a price for each
item and a total price for the list. The user can then use the
device 101 to scan the bar code(or receive it through an rf
ping) on each product as the user places the product in the
cart. As the user leaves the vender store location (for
example, when crossing the outgoing door threshold), the
device 101 exchanges product and payment information
with the vender computer system to facilitate payment for
the products. As an alternative, the user can instruct the
device 101 (e.g. by a voice input) to transmit the list of
products to the vender prior to arriving. Vender personnel
can then gather the products and prepare them for pick-up by
the user or delivery.

[0277] The user canalso instruct the device 101(e.g. by a
voice input) to transmit a request for other vender informa-
tion from a remote computer system (which may or may not
be the vender computer system), prior to arriving at a vender
location. For example, the user can instruct the device 101
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to request information relating to the volume of business
currently present at the vender. In response, the computer
system transmits responsive information such as the wait
time for service or entry, the number of people present at
(and/or.inside) the vender store location, the percentage of
maximum allowable numberof patrons that are present, the
average, mean, or estimated wait time to check out (e.g.,
purchase an product), the availability or probability of
obtaining service (e.g., seating in a restaurant), the number
of parties already waiting to be serviced (e.g., to be seated
or to purchase a product), an audio or video data transmis-
sion of a pertinent portion of the vender location (e.g., the
line to be seated), and/or the availability of a particular
product. The vender information is preferably derived from
conventional monitoring equipment, the point of sale sys-
tem, and/or supplied to the remote computer system (such as
the vender compute system) by a video camera or by vender
personnel as needed. In response to receiving the vender
information (or upon receiving satisfactory vender informa-
tion), the user may instruct the device 101 to transmit a
request for a product, a reservation, or other service.

[0278] Vender Stored User Information

[0279] In addition to the above, user or device specific
information (vender stored user information or VSUI) can
be stored in the VCS, the ACS,in another remote computer
system, on the device, or some combination thereof. After
the user returnsto a particular location, the VCS can identify
the user (or device) and retrieve the VSUIfor that user (or
device). Referring to FIG. 8, the steps include determining
the identifying information at step 501, collecting the VSUI
at step 505, and storing collected VSUIat step 510. At a later
time (e.g., when the user returns to the location), the steps
include determining the identifying informationat step 501,
retrieving the VSUIforthat user (or device) at step 515 and
taking action based on the retrieved VSUIat step 520. The
action taken at step 520 may include any desirable action
such as selecting a particular advertisement as is discussed
in more detail below.

[0280] In the preferred embodiment, the device and/or
user is identified by a unique identifier already stored in the
device 101 such as the devices telephone number, user’s
hometelephone number, IP address, social security number,
email address, and/or other identifying information. In addi-
tion, identification of the user and device 101 may be
accomplished through device identifying information (e.g.,
a device serial number), device (or memory) manufacture
make, and/or serial number, and where multiple users use
the same device 101 (e.g., employees), user distinguishing
information (e.g., the first name of the user or employee
identification number) that allows the computer to distin-
guish between users. Information identifying the particular
user, from a plurality of users, is preferably stored in
memory and determined based on a username supplied by
the particular user when the user turns on the device 101 or
otherwise supplies it. In the preferred, there is no need to
store data on the device 101 and the VCSsimply retrieves
information sufficient to identify the user from a storage
device. Determination of identification information may or
may not include information for identifying the user by
name, but allows the VCSto store and retrieve data about the
user and/or device as described in more detail below.

[0281] At step 501, a communication link is established
between the device 101 and the VCS and the VCS and
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identifying information is requested by the VCSand trans-
mitted by the device 101 in response to the request. Alter-
nately, establishing the link may provide sufficient identify-
ing information to the VCSto alleviate the need to request
identifying information (e.g., device identifying may be
supplied when the communication link is established in the
form of a Global ID other unique device identifying infor-
mation).

[0282] In an alternate embodiment, a remote computer
such as a VCS or ACS may request to store, and store data
on the device. The request to store data (or for identifying
information) can be included with a request to establish a
communication link with the user device, when the user
enters a geographical area (such as inside a store), when the
user enters communication range of the VCSvia a particular
network (e.g., a WLAN),at the occurrence ofan event(e.g.,
at purchase of an product from a vender), or any other time
or place desirable.

[0283] For example, after the user enters the vender store
location, and a communication link is established between
the vender’s computer system (e.g., the point of sale device)
and the user’s device 101 (e.g., via a WLAN), the vender’s
computer system transmits a request to store the VSUI in the
memory of the device 101 (or a request for identifying
information). The data that the vender requests to be stored
preferably includes identifying information that is unique for
that device 101 (device identifying information) and/or user
(user identifying information) such as a unique numberor
code and can therefore be retrieved at a later time to identify
the return of that device 101 and/or user and to retrieve
VSUI data stored elsewhere. The VSUI is stored on the

device 101 with a file name that is preferably uniqueto that
vender(e.g., Acme Clothing Store), but may be unique to a
particular company(e.g., a store chain or franchise such as
McDonalds®, Giant®, Safeway®, ABC Theaters,etc.), to
that type of vender(e.g., restaurants, bank, clothing, shoe,
sporting goods, etc.), shopping complex, product, geo-
graphicalarea(e.g., an auction site, county,etc.), to that user,
to that device, and/or a particular service company or
manufacturer (e.g., Nike®, Motorola®, Cingular®, etc.).
Thus, one VCS maystore multiple sets of data for any of the
preceding identified categories of data or other data in one
or more data files. Preferably, each file for a particular type
of data is stored on each device 101 with the same (e.g.,
vendername.dat) or similar file name (e.g., vender-
nameXXXXXXXX.dat with the “X”s representing device or
userspecific data) so that the VCS, other VCSs, or ACS may
identify the file and retrieve the data (e.g., when a subse-
quent communication link is established during, for
example, a subsequentvisit).

[0284] Once the identifying information is determined by
either storing it on the device 101 orbyretrievingit from the
device 101 at step 501, the VCS collects VSUI based on
activities of the user at step 505. The VCSstores information
that the VCS collects in the VCS memory (or memory of
another remote computer system) at step 510. The VSUIis
stored in a manner to allow the VCSto retrieve all of the

VSUIwhenthe identifying information is known. The VSUI
is preferably stored in a database that is searchable and/or
indexed by the identifying information.

[0285] The vender stored user information (VSUI) may
include any data that the VCS can collect such as informa-
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tion about the user and/or device 101 such as information of

the previousvisit(s) (e.g., the date, time, day of the week,
products purchased, amount purchased, etc.), advertise-
ments that the user has responded to and/or viewed,offers
that the user has responded to, format for communicating
with the device, location data, any CCD, user response
information, and/or any temporaldata. In addition, the VSUI
may include vender account information such the account
number, the amount of credit the user has with the vender,
and/or the balance of any account the user has with the
vender. The data is preferably stored in a database of a
central computer system (which may be remote) and may
also, or instead, be stored in the memory of the VCS.

[0286] In addition or instead of the identifying informa-
tion, the VSUI stored on the device 101 may also include
other information about the user and/or device 101 such as

information of the previous visit(s)(e.g., the date, time, day
of the week, products purchased, amount purchased,etc.),
payment information (payment account information such as
credit card number(s), expiration date(s), and billing
address(es), etc.) products purchased, format for communi-
cating with the device, location data, vender account infor-
mation such the account number, the amountof credit the
user has with the vender, the balance of any account the user
has with the vender any CCD, user response information,
and/or any ad targeting data.

[0287] Prior to making a requestto store and/or storing the
VSUI on the device 101, the VCS transmits a request for a
file with a file namethat, if present on the device 101, would
have the desired data (e.g., a file with a name of vender.dat).
If no file with the requested filename is present, the device
101 transmits a response with information indicating that the
requested file is not present. From the device response, the
VCScan determined that new VSUI mustbe stored on the

device 101 and proceedsto transmit a request to store VSUI
on the device 101 along with thefile name in which the data
should be stored. As discussed, the VSUI stored on the
device 101 preferably includes identifying information to
identify that user and/or device.

[0288] If the file (e.g., vender.dat) exists, the device 101
transmits the data file, or a requested portion thereof, which
preferably includes the identifying information, to the VCS.
After receiving the information, the VCS transmits a request
for the VSUI associated with that user and/or device 101

from the central computer system or, depending on the
configuration of the embodiment, retrieves it from its own
memory.

[0289] Ifthe above embodimentin which no datais stored
on the device 101 is employed, the received identifying
information is likewise transmitted in a request to retrieve
data associated with the identifying information. If no VSUI
is present, the VCS determines that a new record corre-
sponding to the received identifying information must be
created to store VSUI for the user/device.

[0290] At step 520,based,at least in part, on the VSUI,the
VCS or ACS performs an action such as selecting and
transmitting advertisement to a particular user or for pre-
sentation on a nearby presentation device (e.g., computer
monitor and speakers), which may include a coupon,refund,
rebate and/orother offer (e.g., an incentive) to selected users,
notifying vender personnel that a preferred customer has
arrived. In addition, at step 520 the VCS can supply vender
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personnel with VSUI or information based on the VSUI
(e.g., information of what the products the user previously
purchased, is likely to purchased, or that the user has
indicated the user likes (e.g., in CCD or stated previously to
vender personnel)), direct personnel to point out or offer for
sale a particular. product, and/or otherwise present adver-
tising, communicate with vender personnel, offer products,
or offer incentives to select users based, at least in part, on
VSUL.

[0291] As discussed, if no data corresponding to the user
and/or device 101 is present in memory, (when using either
embodiment), it is determined by the VCSthat the user has
not been in communication with the VCS before and that a

new data record must be established for the user and/or

device 101. Some users may not have any VSUIdata stored
because they have elected not to supply any (orvery little),
because they are a new visitor, or for. other reasons. How-
ever, if there is little or no VSUI for a particular user, the
VCS can present advertising, communicate with vender
personnel, offer products, or offer incentives to select users
(as described above) based, at least in part, on the VSUI, of
other users. In other words, the VSUI, location data, and/or
temporal data of a plurality of users may constitute a VSUI
database, from which statistical processing can reveal
trends, patterns, profiles, probabilities and other data for
selecting advertising, communicating with vender person-
nel, offering products, and/or offering incentives to select
users. For example, if only the user’s address is known,the
VCS mayselect advertisements for that user that have been
successful, or which are more likely to be successful, for
users living in the user’s area (e.g., city, neighborhood,
street, etc.). Likewise, the age and home address of the user
may indicate that the user is likely to become a repeat
customer and, consequently, the VCS transmits advertise-
ments with user incentives, whereas users whoare notlikely
to become a repeat customerdo not receive such incentives.

[0292] Regardless of the means for identifying the user
and/or device, the VCS collects new VSUI and stores the
new VSUI in memory, which is preferably in a remote
central computer system. As discussed, the VSUI may
include any data the VCS can collect such as any informa-
tion about of the visit(s) (e.g., the date, time, day of the
week, products purchased, amount purchased,etc.), ads that
the user has respondedto, offers that the user has responded
to, format for communicating with the device, CCD (such as
new or revised CCD), location data, and/or temporaldata.In
addition, the VSUI may update vender account information
such as the account identifying information, the amount of
credit the user has with vender, and/or the balance of any
account the user has with the vender.

[0293] FIG. 3 is schematical representation of a vender
store location for providing the mobile e-commerce accord-
ing to the present invention. The vender store location 220
includes an entrance 221, a VCS 401a, and a plurality of
access points 230a-e for providing a WLAN, with each
having an associated communication range 235a-e. Each of
the access points 230a-e is communicatively coupled to the
VCSvia a wired connection (although a wireless connection
would work equally as well).

[0294] Each access point 230a-e of this example has a
separate network address so that data received from the user
device 101 and provided to the VCS is determined by the
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VCS 401 to have come from a particular AP 230. Thus,
knowing the AP 230 with which the device 101 is commu-
nicating, and the range of the AP 230 (if desired or neces-
sary), the VCS 401 can determine the approximate location
of the user in the vender store location 220. In addition, as
the device 101 communicates through a sequence of APs
230a-e, the VCS can determine a plurality of locations for
the user and, therefore, determine an anticipated location for
the user carrying the device 101. Thus,an action, such as the
selection of an advertisement based on location may be a
selection based on the user’s current location or anticipated
location.

[0295] In this example embodiment, access point 230c is
the access point located at the point of sale (e.g., where
personnel removetags), but any orall of the access points
could be used to complete the commercial transaction as
described herein (e.g., exchange payment information).

[0296] After the VCS 401identifies the user (or device)at
step 501, the VSUIis retrieved at step 515, the appropriate
user transmission(s) is selected at step 520, preferably based
at least in part, on the VSUI, and transmitted. While the user
is within transmission range of the VCS 401, the VCS
collects (step 505) and stores additional VSUI (step 510),
and may transmit additional user transmissionsto the user or
store personnel (step 520) based on VSUI and/or on the
activities of the user while in the store (e.g., the user’s
location, user’s repeated proximity to a location, user’s
duration at a location in the store, user’s duration in the
store, the user’s purchase of (or intent to purchase) an
product, and/or the user’s time waiting to checkout, etc.).

[0297] Select or all of the collected VSUIis stored locally
and transmitted (as desired by the vender) to a central
computer system at the end of the user’s visit. Preferably, the
VCSperiodically attempts communication with the user’s
device 101 (e.g., through numerous vender located LAN
nodes) and determines the end of the user visit when a
plurality (e.g., three) of attempts are unsuccessful. However,
the VCS might also receive information from a sensing
device that determines when the user has left the vender

store location such as a ACS (which determines the user is
in a different store or otherwise outside the vender store

location), an entry way monitor (e.g., a short range PAN
node) such as access point 230d that senses when the device
101 passes through the entry way of the vender store
location (e.g., by communicating with the device 101 as it
passes through communication zone 235d by requesting and
receiving the identifying information). The sensing device
might also be used to determine when a user enters the
vender store location and thereby request and receive the
identifying information from the device 101.

[0298] When stored in a database of a central computer
system, other venders of the same company (e.g., a store
chain or franchise), of the same type of vender (e.g.,
restaurants, bank, clothing, shoe, sporting goods,etc.), in the
same shopping complex,in the same geographicalarea(e.g.,
an auction site, county, etc.), and/or offering products of the
same service company or manufacturer (e.g., Nike®,
Motorola®, Cingular®, etc.) may retrieve the VSUIdata,
request information sufficient for selecting transmissions
directed to the user (e.g., transmissions with ads), and/or
request that the central computer system select an adver-
tisement (or type of advertisement) for transmission or
transmit a transmissionitself.
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[0299] Instead of the more fully featured embodiment of
the present invention, the storage of VSUI data may be
accomplished through the use of a radio frequency (rf) tag
or radio frequency identification (RFID) (which may be
powered or not powered). For example, the RFID includes
user identifying information (e.g., a unique code) stored
therein and transmits the identifying information in response
to an rf ping from a remote device that is communicatively
coupled to the VCS. Upon receiving the user identifying
information, the VCS transmits a request for (or retrieves
from memory) the VSUIdata associated with the user who
has been issued the RFID with the received identifying
information. In addition, the RFID may be a Smart Card,
which can store some VSUI such as account information as
described above. The RFID can also be used to determine

the location of the user according to the access point location
method described herein. Therefore, many of the features
described with respect to VSUI can be implemented with the
use of a Smart Card.

[0300] The RFID can take the form of a generic credit card
(e.g., a MasterCard®), a vender credit card (e.g., a Sears®
credit card), or a discount card, which thereby provides an
incentive for the user to carry the card whenvisiting the
vender. Alternately, the user may have an RFID in the form
of an integrated circuit implanted under the skin, which
contains user identifying information, such as, or similarto,
the Verichip® manufactured by Applied Digital Solutions of
Palm Beach, Fla.

[0301] Localized Auction

[0302] Another example application of the device 101 of
the present invention is for facilitating an auction. In a
traditional Internet auction, sellers offer and sell their prod-
ucts across a country or nation. After the sale, the seller must
mail or ship the product to the buyer and coordinate secure
payment from the buyer and rarely have an opportunity to
physically inspect the product for sale. In contrast, the
present invention facilitates a localized auction in which the
products offered for sale and the buyers are within a com-
monorlocalized area. Thus, instead of having to mail or ship
the product, the buyer can inspect it, collect it and, if
necessary, provide paymentfor the product. The common or
localized area of the localized auction ensures that the

products offered for sale and the buyers are the within
predetermined distance of each and, preferably, within a
convenient distance for inspecting and collecting the prod-
uct. In addition or alternately, the localized area may also
ensure (in some auctions) that the buyers and sellers are
within predetermined distance of each and, preferably,
within a convenient distance for inspecting and collecting
the product and, if desired, for providing payment for the
product to the seller. Preferably, the localized area of the
auction is defined as an area less than one square mile such
as within a facility in which the products are offered, within
a city block, on the grounds of an auction site, within
communication of a WLAN that is used to facilitate the

auction, and/or any area that permits the buyers to conve-
niently inspect and collect the productsfor sale (e.g., walk-
ing to the products). However, the localized area may be
distributed with a plurality of users offering their products
for auction from their respective homes. The localized area
mayalso be fixed, as is conventional, or dynamic (changing
in location and/or size over time). In addition, the localized
area might be defined as a larger geographical area such as
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a county, a city, a state, or multi-state area in which users can
drive via automobile to inspect and/or collect the products
and is preferably less than a four hundred square miles (e.g.,
a twenty mile by twenty mile area), and more preferably less
than one hundred square miles (e.g., a ten mile by ten mile
area), and still more preferably less than twenty-five miles
(e.g., a five mile by five mile area).

[0303] The auction preferably requires payment to enter
the auction, which is preferably provided wirelessly as
described above through the wireless exchange of payment
information by the commerce module. In response to pay-
ment, at the request of the user, or upon entering the auction,
the area computer system (ACS) facilitating the auction
transmits bidderidentifying information (e.g., a bidder num-
ber or name) to the device. The devices stores the received
bidder identifying information and uses it when making bids
so that the ACS (or other devices/computers) can identify
the bidder. Alternately, the ACS may request, and the device
101 transmits, in response to the request, device and/or user
identifying information such as the device ID or telephone
number, which is thereafter used to identify the bidder. In
addition, the device 101 may establish a credit line or
provide information sufficient to allow the ACS to determine
that the user has accessto sufficient assets to satisfy (i.e., pay
for) a successful bid at a given amount. Alternately, this
financial information may be provided after the user places
a bid.

[0304] In addition, as users enter an auction area, the
user’s device 101 transmits information relating to products
the user wishes to sell at the auction (product information)
if any, which may include a title, a name, a description,
digital photographs, a minimum price, acceptable methods
of payment, seller information, delivery information, a final
bid time, a location (e.g., within the area) at which prospec-
tive buyers can inspect the product, and other information.
The ACS receives and stores the product information and
transmits the information to other users presentat (or remote
from) the facility. Users may elect to receive information
about all products for sale, only certain types of products,
and/or specific products and supplies the data to the device,
which transmits the data to the ACS. The ACSstores and
uses the data to determine when and what informationis to

be transmitted to each user. Users who receive the product
information and who are remote from the facility can then
elect to place bids remotely and travel to the auction area
(e.g., to see the productor if they are the successful bidder
to obtain the product).

[0305] User devices 101 also transmit bids to the ACS,
whichreceives andstores each the bid and associated bidder

identifying information (e.g., the user’s telephone), and, in
response, transmits information of the new highestbid to all
the devices of all users who have previously bid on the
product. In addition, the ACS transmits highest bid infor-
mation and product informationto users as they come within
a predetermined distance of the location of the product for
sale (which is preferably supplied by a WLAN). Users may
also program their devices to incrementally outbid the
highest bid for a particular product by a predetermined
margin starting at a particular time and stopping whenat a
maximum bid and/or time is reached.

[0306] As discussed, prior to accepting a bid the ACS
preferably receives payment information from the prospec-
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tive buyer (the bidder) and confirms that the bidder has
access to sufficient financial resources to make paymentat
the bid amount if the bidder’s bid is successful and—if

required by the seller—according to the seller’s payment
criteria (e.g., acceptable payment account). Confirmation of
financial resources may be performed in any suitable man-
ner, as discussed above with respect to the commerce
module, such as sending a request to a remote computer
system representing the payment account. Methods of con-
firming financial resources are well knownin the art (such
as that a credit card holder has sufficient credit prior to
purchasing gas or checking into a hotel room) and are
therefore not repeated in detail here.

[0307] If the bidder does not have sufficient resources to
make paymentfor the bidder’s bid amount, the ACSrejects
the bid and transmits a notification of such to the bidder. If

the bidder does havesufficient resources, the ACS preferably
debits the payment account for the amount of.the bid until
the bidder is out bid at which time the ACS credits the

payment account.

[0308] At the end of the bidding process the ACS notifies
the purchaser that he or she was the successful bidder and
notifies the seller of the identity of the buyer (e.g., by
supplying the telephone number and name),the selling price
and other information. The ACS may also exchange the
payment information of the bidder with the seller by cred-
iting the seller with the amount of the successful bid and
which was previously debited from the bidder’s payment
account. Alternately, payment exchange data is exchanged
between the buyer’s and seller’ devices. In either event, the
transaction is completed quickly, may be paperless, and the
seller need not fear that payment will not be received.

[0309] While the above example embodiment and appli-
cation has been described in the context of an auction, the
present invention is equally applicable for facilitating a
reverse auction in which bids are placed lower and lowerto
sell a service or product to one or a group of purchasers.

[0310] In addition, while the above example embodiment
and application (auction and reverse auction) are described
as being used in a facility, the present invention could be
used in a much greater geographical area such as within a
city block, a county, or city. Furthermore, while the above
example embodiment and application employs an ACS,the
users’ devices could perform someor all of the functions
described above as being performed by the ACS.In addition,
portions of this and other embodiments herein may be
applicable to facilitating transactions at flea markets, yard
sales, estate sales, and traditional auctions (in which prod-
ucts are auctioned off by an auctioneer sequentially).

[0311] Establishing Credit

[0312] Another application for the present invention is
establishing credit with a vender, merchant, or financial
service provider. More particularly, the device 101 transmits
the user’s information necessary for completing the credit
application to a remote computer system (e.g., the VCS).
The credit information is preferably transmitted in response
to a request from the remote computer system, which
requests the specific data (e.g., a portion or all of the CCD).
In response to the request, the device 101 prompts the user
for permission to respond and, provided permission is
granted with a userinput, retrieves the data (e.g., preferably
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stored as CCD) from memory for transmission. The credit
information preferably includes the user’s name,birth date,
address, social security number, income, and/or otherrel-
evant data.

[0313] Upon receiving satisfactory credit information, the
remote computer system maycreate a credit line forthe user.
Whether the credit information is satisfactory or not may be
determined by the remote computeritself (e.g., based on the
income and/or other data) or by requesting additional infor-
mation from a credit reporting computer system. To employ
a credit reporting computer system to determine whether the
credit information is satisfactory for providing credit, the
remote computer system transmits a request for a credit
score (or other data) for the user to a credit reporting
computer system. The request includes the user information
necessary for the request (e.g., the user’s social number,
birth date, name and information of the requestor) to receive
a valid response. Upon receiving a credit score or other data,
the received data is used to determine whether credit should

be provided to the user, how much credit should be pro-
vided, the terms of any credit provided (e.g., the interestrate,
monthly payment, payment schedule, duration ofloan, etc.),
the amountassets to which the user has access, and/or other
determinations. Information of the credit established is pref-
erably transmitted to the device 101 whereit is presented to
the user and stored as CCD.

[0314] Monitoring and Restricting Use

[0315] An authorized user may program the device 101 to
monitor and/or restrict the use of the device 101 by one or
morerestricted users. For example, a parent may provide the
child with a device 101 or share their device 101 with the

child and program the device 101 to monitor and/or restrict
the child’s use of the device 101, for example, for commu-
nications including emails, telephonecalls, instant messag-
ing, and/or long distance telephonecalls. The restrictions(or
limitations) may be based on various characteristics of the
communication such as when the communication is initi-

ated, who (or what device) the communication is with, the
duration of the communication, the cumulatively duration of
communications (e.g., per day), the type of communication
(personal video communication, telephone communication,
SMS,email, fax, radio or TV, etc.), and/or other character-
istics. The device 101 may also be programmed to monitor
and restrict the use of the device 101 to engage in commer-
cial exchanges (i.e., make purchases or sell items). For
example, the restrictions may be based on various charac-
teristics of the commercial exchange such as when the
exchange(sale or purchase) takes place, where the exchange
takes place, the value of the exchange (e.g., a maximum
limit), the cumulative value of the exchanges for a given
time period (e.g., for the month or day), the particular
vender, the type of vender, the product, the type of product,
and/or other characteristics. Thus, the restrictions are stored
in the device 101 and prevent the device 101 from being
used in commercial exchanges, communicationsor for other
uses for whicharestriction exists (i.c., stored in memory).

[0316] In addition, the device 101 may be programmed to
monitor the location of the user carrying the device, which
may include what facilities the user enters, the address(es)
visited, what venders the user visits, etc. The location may
then be periodically transmitted to a remote computer sys-
tem or a location notification can be transmitted to a remote
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destination if the user enters a restricted location (a location
defined by the authorized user as being a location that the
user should not enter and/or a notification transmitted). The
data, which may be longitude and latitude, is preferably
crossreferenced to a street address and more preferably
further cross-referenced to the tenant name, owner name, or
vender namefor the address. In addition oralternate thereto,
name and/or address data may be transmitted to the device
101 as the user enters or approaches the location (e.g., from
a VCS).

[0317] In addition, the device 101 can be programmed to
monitor the user devices 101 that are nearby the user’s
device 101—1.e., within a predetermined distance such as
within communication range (e.g., via a PAN or LAN)ofthe
user’s device 101. Information of the nearby user devices—
including information of the user such as the user’s name,
age, address, occupation and other CCD—nmaybereceived
as a result of a query as described above. The device 101 can
be programmedto periodically (or upon the occurrence of an
event) make the query requested by the authorized user.

[0318] Furthermore, an authorized user may monitorlive
use data from the device 101, which is the input to one or
moreof the input devices or output from one or more of the
devices of the device. For example, the authorized user may
request to monitor the input to video and/or audio inputs of
the device. The authorized user receives a transmission from

the device 101 with the video data and/or audio data

captured by the video camera and/or microphone of the
device 101. The authorized user may also elect to monitor
the voice commands,all sides of a telephone conversation,
information of manual inputs (e.g., key board strokes),
location information, images displayed on the display of the
device 101, communications transmitted and/or received,
and any other data to which the CPU has access. The
authorized user may elect to monitor all or any subset of
such use data.

[0319] In addition, the use data may be monitored with or
without the knowledge of the user. For example, the autho-
rized user may program the device 101 to begin to transmit
the desired use data to a predetermined destination begin-
ning at a particular time or upon occurrence of a triggering
event (and without the knowledge of the user). Alternately,
the authorized user may remotely transmit a request for use
data to the device 101, which includes information identi-
fying the requester as an authorized user so that, if it so
desired, the device 101 does not inform the user that the
request is being made orthat use data is being collected or
transmitted. This feature 1s accomplished in this example
embodimentby establishing a communication link with the
device 101 by transmitting an authorized user request to a
separate address (e.g., telephone number) for the device 101
that is used by authorized users to make such requests and
perform other authorized user actions. Alternately, the fea-
ture can be accomplished by including additional informa-
tion in the request packet that is interpreted by the device
101 as a request for a communication link by an authorized
user and, optionally, about which the user should not be
informed (so that the ringer does not ring). In either or
another method, the authorized user is preferably prompted
for an authorization password or for other information
ensuring that the requester is authorized to perform the
monitoring and/or impose restrictions. The authorized user
can also program, or transmit a request to program the
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device 101 to collect and store the use data and to transmit

the use data periodically, at a later time, and/or in response
to occurrence of an event, as opposed to transmitting the
data live. Thus, the authorized user can program the moni-
toring and restriction instructions remotely by establishing a
communication link and transmitting an authorized user
request or through voice commands (or manual input) prior
to supplying the device 101 to the restricted user.

[0320] Imposition or removal of certain restrictions may
also be dependent on the occurrence of an event such as the
user arriving at a certain location, checking into a hotel,
turning on the device, turning off the device, making a
purchase,etc. This feature of the device 101 is also useful for
employers to limit the use of the device 101 by the employ-
er’s employees.

[0321] The device 101 can store and transmit (immedi-
ately or at a later time) any activity or use of that the device
101 can monitor, such as the location of the device, com-
munications, commercial exchanges, physiological sensed
data, audible and visual inputs, and other inputs. The device
101 can be programmed to transmit the data to any remote
computer system for storage, another device, a telephone,or
a telephone message recording device. For example, when
the user (e.g., a child) travels to a “restricted” area (e.g., a
predetermined restaurant, any bar, a particular home, a
predetermined address, and/or a vender or type of vender,
etc.), the device 101 automatically establishes a voice com-
munication link with a predetermined telephone number.
After the communication link is established, the device 101
transmits a synthesized voice signal, for audible reception
by the device 101 (e.g., a message machine) or person
answering the telephone, that includes information that the
user has entered a restricted area. Alternately, the device 101
may be programmed to transmit an email, a page, or other
type of transmission that includes information that the user
has enteredarestricted area, attempted to use the device 101
in a restricted manner(a use for whicharestriction has been
programmed in the device), or has otherwise used, or
attempted to use, the device 101 an unauthorized manneror
in some unauthorized fashion. In addition, the programmed
restrictions preclude the use of the device 101 in a restricted
manner such as, for example, at a restricted location, for
longer than a predetermined duration, for commercial
exchanges greater than a predetermined value, for commer-
cial exchangesat particular venders or types of venders, for
commercial exchangesfor particular products or types prod-
ucts, and/or in a manner that is inconstant with a stored
restriction. The authorized user can also program the device
101 to inform the restricted user that a restriction has been

placed on the requested action and that the user is not
authorized to engage in the requested action.

[0322] Information of an attempted usefor a restricted use
(and/or nonrestricted uses) can be transmitted to the remote
device immediately (at the time of the use), periodically,
and/or at the request of another device 101 authorized to
receive the stored data.

[0323] Thus, when the device 101 receives an input, which
may be a user input as a request to perform an action, a
transmission, or other data (such as location data), the
programming of the device 101 determines whether the
received data represents data to be monitored, a request for
an action that is to be monitored or restricted, or data
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representing a triggering event. If the programming deter-
minesthat the input is data to be monitored, a request for an
action that is to be monitored orrestricted, or data repre-
senting a triggering event, the device 101 monitors(stores,
transmits, or both) the data, or prohibits (denies) the action
according to the restriction and monitoring data stored in
memory by the authorized user.

[0324] The user of a device 101 mayalso elect to provide
remote computer systems (which maybe other devices 101)
with select device information. For example, upon request
from a remote computer system, or periodically, the device
101 transmits information such as the user’s destination, the
user’s location, the user’s mobility (whether the useris in a
vehicle of transportation or not), select CCD, nearby user
device information, user profile data, and/or information
relating to communications, commercial exchanges, audible
and visual inputs, and other inputs of the device. The
received information is stored for further processing and/or
review.

[0325] Preferably, the device information is provided to
the requesting remote computer system from the device 101.
However, in alternate embodiments, the device 101 periodi-
cally (or in response to an event), transmits the data to a
remote computer storage system (e.g., a web server) that
stores the data. Other remote computer systems mayretrieve
the data from the remote computer storage system, which
may be supplied to them in HTMLorother suitable format.
The user can also program the device 101 to transmit only
selected information and to transmit different information to

different requesters by inputting monitoring response
instructions.If the information is being provided by a remote
computer storage system, information sufficient to deter-
mine what information may be provided to what requesters
(monitoring response instructions) is also provided to the
remote computer storage system. The data may then be
processed, for example, to map the location of the user over
time.

[0326] As an example of the application, when the useris
traveling in a vehicle and an incomingcall is received, the
device 101 responds to the call by transmitting the current
location of the user, the previous locations of the user, the
intended destinations of the user, and/or the anticipated
arrival time at the intended destination(s) (which was pre-
viously stored in memory). The user can program the device
101 to respond by inputting monitoring response instruc-
tions. The monitoring responseinstructions maydictate that
the device 101 respond in the above mannerto all callers,
only callers from select addresses (e.g., phone numbers), not
respond to such calls at all and/or respond in this mannerat
certain times of the day or certain days. This application may
be used by a parent (or employer) to determine the current
and previous locations of a child (or employee), and to
determine the person’s expected arrival time at the intended
destination (e.g., home, work).

[0327] In addition, at the request of the user, the device
101, as operated by its programming, informs the user when
the useris not likely to at a predetermined destination prior
to a predetermined time based on the user’s current location,
destination, the user’s velocity (direction of travel and
speed), and other factors (e.g., delays). In addition, the
program operates the device 101 to periodically transmit a
request for, and receive, information relating to traffic such
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as the location of delays, congestion back-ups, construction,
accidents, and other relevant data that might impact the
user’s travel and/orarrival time. Upon receiving information
that is likely to impact the user’s travel time (e.g., when
traveling a predetermined route), the device 101 also deter-
mines and informsthe user of alternate routes that the user

can travel in order to circumvent one or more delays.

[0328] While it is well knownto forward calls received at
a first telephone numberto a second telephone number. The
present invention also provides for emailing (or otherwise
transmitting) information of the incoming communications,
such as the callers telephone number,to the device 101 or a
predetermined destination. Thus, a user can get notification
of the calling phone number(whichis collected via caller ID
process) that calls the user’s device 101. The phone number
is transmitted in an email (or page) that is collectable from
the called device 101 and also includes the date and time of

the call and whetherthecaller left a voice mail, which is also
preferably retrievable from the device 101. Thus,this feature
may also be used by a parent (or employer) to monitor the
source of incoming calls to the child (or employee). In
addition, the device 101 can be programmed to receive
emails (or otherwise transmit) information of the source of
the incoming telephone calls to a remote system.

[0329] The device 101 also preferably includes program-
mingfor restricting the transmission of certain data based on
input by an authorized user and/or manufacture provided
restrictions. A transmission restriction can be associated

with a directory (or folder),a file, an email, type of data, size
of data file, or any other set of data. Transmission of data
may berestricted based on the identity of the creator, the
creating device, the data type, creation date/time, the trans-
mission type (e.g., email, File Transfer Protocol, or other
type), transmission time, destination (e.g., domain, IP
address, telephone number, user, area code, exchange, or
other address), transmitting device, transmitting user, desti-
nation device type (e.g., printer, device, computer system),
communication link (e.g., wired, wireless, PAN, LAN,
WAN), and/or any othercriteria. For example, an employer
may wish to restrict the transmission of certain (or all)
company data by its employees. Thus, the employer may
restrict transfer of data files (e.g., by email) to only email
addresses with select domain names(e.g., the company’s
domain name).

[0330] Voice Controlled Input

[0331] The small size of handheld devices limits the
selection of the available user inputs for selection and
navigation of the available software. For example, browsing
of the internet, which includes supplying information to
forms and “clicking” on hyperlinks can be difficult without
a keyboard or mouse. Voice inputs software, well-known in
the art, allow input of data and commands to some appli-
cations (E.g., word processor applications) and allows the
userto enter data into the address field of a conventional web

browser. However, selecting a particular link on the web
page through the use of a voice command can sometimes be
more difficult. Thus, the present invention includes voice
recognition software for supplying commands for naviga-
tion of the available software.

[0332] Often web pages employ the same text to identify
multiple links andit is the surrounding text that allows the
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user to determine which link to select. The following is an
example of a set of such links (the underlined words
indicating a hyperlink):

[0333] 1. To join our club, click here.

[0334] 2. To buy a product, click here.

[0335] 3. To log in, click here.

[0336] Each of the above links transmits a request for a
different web page. If the user speaks a voice command such
as “Goto click here,” the voice command software may be
unable to determine which web page, identified by the above
“click here” links, the user wishes to transmit a request for
retrieval. Thus, the present invention allows the user to more
easily select items of interest, such as hyperlinks, and
provide data.

[0337] In one embodiment of the voice command soft-
ware, a user, viewing the above links, would speak a voice
command such as “Goto click here.” In response, the voice
command software hi-lights the first link (starting from the
top) that is displayed on the display that correspondsto the
voice command (in this example, comprised of the words
“click here”), which may or may not bethe first link on the
web page that corresponds to the voice command (ie.,
comprised of the words “click here”). Thus, if the user has
scrolled down so that the first sentence above (i.e., 1. “To
join our club, click here.”) is not visible on the display, the
voice control command software highlights the “click here”
found in the second sentence above(i.e., 2. To buy a product,
click here.) provided it is visible on the display.

[0338] If the highlighted link is the link the user wishes to
select (e.g., transmit a request for retrieval of the web page),
the user then states another voice command such as “Jump.”
If the highlighted linkis not the link the user wishesto select
(e.g., transmit a request for retrieval of the web page), the
user then states another selection command, such as “Next,”
whichinstructs the voice command softwareto highlightthe
next link (proceeding down the web page) that corresponds
to the voice command (in this example, comprised of the
words “click here”). Likewise, if the user states another
selection command, such as “Previous,” the voice command
highlights the previous link (proceeding up the web page)
that corresponds to the voice command (in this example,
comprised of the words “click here”). To select the next or
previous selection (e.g., a hyperlink), the voice command
software may also need to scroll the document (e.g., web
page) up or down to make the next or previous selection
visible on the display. If the spoken selection that is the
object of the command (e.g., the spoken hyperlink) is
present only once on the display, the voice command soft-
ware simply transmits a request for the documentidentified
by the object (e.g., the hyperlink).

[0339] In addition or as alternative, the device 101 may
include web page voice command priming software that
annotates the web pageto add identifying indiciato the page
at all (or select) links or, alternately, overlays identifying
indicia overall (or select) links displayed the display. For
example, processing and annotation of the above sentences
of a web page might result in the following:

[0340] 1. To join our club, click here-A.

[0341] 2. To buy a product, click here-B.

[0342] 3. To log in, click here-C.
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[0343] To select a link the user simply speaks the voice
command, and the link followed by the identifying indicia
(e.g., “Go to click here B”). In this embodiment, the iden-
tifying indicia are characters following the links, but the
software might display the associated identifying indicia
anywhere (e.g., above, before, below the link), in any
manner(e.g., underlining, bolding, or highlighting each in a
different color), and/or with any indicia (e.g., letters, num-
bers, symbols,etc.).

[0344] As another example, the software overlays identi-
fying indicia over duplicative links displayed on the display
to allow the user to distinguish the link through a voice
command. The identifying indicia may be an opaque overlay
and positioned near the link or semi-transparent and posi-
tioned nearor directly over the link. Some overlays may be
desirable for some applications because they can be con-
structed without modification of the underlying documentas
is well-known in the art.

[0345] The alternative embodiment is also more easily
used to select a hyperlinked graphics, which may not have
any text (and therefore no text for the user to read out loud
as the object of a voice command). Preferably, the linked
graphic is surrounded along its edge with a colored border.
Alternately or in addition, an overlay (or inserted indicia)
can be used that includes, for example, text corresponding to
the text present in the “alt” attribute of the HTML imagetag
(<img).

[0346] The identifying indicia may be supplied forall the
links, only those links that have the same text (or other
visible image), or select links displayed and is preferably
added to duplicative links and graphics. While this feature
has been described in the context of hyper links on a web
page,it is equally applicable for selecting a particular one,
from a plurality of form fields, pull down menus, scroll
boxes, text boxes, form buttons, radio buttons, check boxes,
and otherdata fields or selectable items as will be evident to

one skilled in the art. Furthermore, the voice command
priming software—especially through the implementation
of overlays—can be used for applications other than web
browsers such as spreadsheets, word processors, communi-
cation applications (e.g., email clients), and database appli-
cations.

[0347] Automobile Interface

[0348] As discussed, the device 101 preferably commu-
nicates with the computer system of one or more automo-
biles for which the device 101 has the correct authentication

information (e.g., security codes) to interface. Once linked,
the device 101 can receive and transmit data to the auto-

mobile to monitor and request the following: remotely
unlock or lock the doors, start the engine, turn off the engine,
turn on or off the interior and exterior lights (including the
headlight, parking, and/or emergency lights), turn on or off
the stereo system, control the heating system, air cooling
system, window defrosting system, seat heating system, side
mirror defrosting system; open the trunk, and communicate
with the computer system of the vehicle(s). In addition, the
device 101 communicates to monitor the air bag system,
temperature (interior and engine), speed, location, direction,
fuel, and other status and diagnostic information. Thus, the
vehicle’s speed and/or directional information may be com-
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municated to the device 101 to determine location informa-

tion and/or the device could communicate with a location
module in the vehicle to determine the vehicle location.

[0349] The vehicle may house one or more of the modules
described herein for the device 101 and/or may perform the
functions of one or more of the modules described herein.

For example, the vehicle may include the GPSreceiver and
provide location information to the device. In addition, the
vehicle may have transceivers and/or receivers (e.g., TV,
radio, etc.) that form part of the communications module,
and communicate transmissions through the transceivers
and/or receivers with the device 101 via a PAN. Likewise,
the display system of the vehicle, which preferably includes
an in-dash flat panel display, may function as the display
device for the device. Alternately or in addition thereto, the
automobile system includes a heads up display, which are
known in the art, that displays visual images onto the
windshield of the automobile. The heads up display may be
programmed to display on the drivers side only select data
whenthe vehicle is moving(e.g., direction information such
as arrows indicating where to turn) and other kinds of data
(i.e., text, maps, emails, web pages, stock quotes, sports
scores, etc.) only when the vehicle is not moving, moving
below a predetermined speed, parked, or when the engine is
turned off to thereby reduce the distractions to the driver
when driving. Likewise, the vehicle may include a print
device to which the device 101 may transmit data for
printing.

[0350] Furthermore, a device 101 of the present invention
may be integral to the vehicle (although it would not be a
handheld device) and/or distributed therein. Thus, for
example, a remote user (e.g., an authorized user) of the
device 101 integrated into the vehicle can transmit a request
to monitor live (or receive previously stored) inputs of a
video camera capturing where the vehicle is being driven
(i.e., capturing images in front of the vehicle) and/or cap-
turing images of activities inside the vehicle. Likewise, the
remote user could be notified, as discussed above, upon the
occurrence of certain events such as the vehicle traveling
above a speed limit, traveling above a predetermined speed,
traveling to a restricted location, a vehicle failure (e.g.,
mechanicalfailure or running out of fuel), deploymentof an
airbag, and/or traveling out of a predetermined area. The
remote user could also program restrictions to some of these
events (e.g., to prevent the vehicle from traveling above a
predetermined speed.) or prevent the purchase of certain
products (e.g., products other than fuel).

[0351] To purchase fuel with such an integrated device,
the user simply drives up to the fuel pump and the device
101 communicates with the access point or node of the fuel
pump, which is preferably designed to only be able to
communicate with a device that is within a predetermined
distance of the fuel pump. The device 101 either integral to
the automobile or carried by the user exchanges payment
information and if desired, selects the fuel grade and/or the
fuel amount. After the payment information is exchanged(or
during the exchange), the user couples the appropriate fuel
nozzle to the automobile fuel tank aperture and dispenses the
fuel from the pump(andif not transmitted by the device 101
or if otherwise necessary selects the fuel grade and/or
amount offuel to be dispensed prior thereto). Thus, with the
present invention there is no need to insert a credit card or
debit card into the pump and provide associated user inputs
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(e.g., a pin number) and no need to wavea rf tag in front of
the fuel pump as with prior art payment methods.

[0352] Multi-Computer Agents

[0353] Software programsor agents are often designed to
perform periodic processing such as periodically searching
for various websites for data meeting a specific criteria such
as a job posting (job opportunity) that satisfies the person’s
job requirements such as having a particulartitle, particular
responsibilities, a minimum salary, a particular geographical
region or regions, a particular work shift, a particular
numberof hours per week, and/or be offered by a particular
employeror type of employer. Other agents may search for
the product with the lowest price (e.g., the cheapest com-
puter meeting given characteristics or the lowest airline
ticket for a given destination and departure), the vender with
the lowestprice(e.g., a stereo), the availability of a particu-
lar product, etc., as described above

[0354] As is knownin the art, agents available for search-
ing job postings are offered by some,butnotall, of the web
sites that serve job postings. In essence, the web server
storage device receives and stores the user’s search criteria
for use by the agent in subsequent searches when the user
returns to the web site or performs searches with the search
criteria periodically. However, an agent of a particular web
site is useless for searching other web sites. Thus, an agent
must be created and stored for each web site for which the

user wishes to perform searches and that offers agents. In
addition, for those sites that do not offer agents, the user
must repeatedly run the search by manually entering the
searchcriteria.

[0355] The present invention overcomesthese deficiencies
by creating and storing an agent for communicating with
multiple web sites and processing the retrieved data. Pref-
erably, the web sites offering the desired services (e.g., job
postings) and the format and protocol for communicating
with the web sites is determined using Web services as
described above, but may be determined through any suit-
able method. In a particular, in this example the computer
program implementing the agent of the present invention
receives and stores the search criteria and searches the

appropriate service registry or registries to identify the
service providers. Alternately, the user may supply the
service providers. Once identified, a descriptor documentof
the Web service offered by each provideris retrieved from
the service registry. The computer program then bindsto the
service provider and runs the Web service to periodically
perform (or upon request by the user) the desired search or
other action. In addition, data for communicating with
service providers not found in a service registry (e.g.,
name/value pairs, format and protocol data, etc.) may be
supplied by the user or vender, stored, retrieved, and used by
the agent to communicate with such service providers. Thus,
the search function of the agent of the present invention
performs the functions of a plurality of agents and also the
function periodically performed by the user.

[0356] Inresponseto the transmission from the agent, the
agent then receives data from one or more service providers
and stores and processes the received data. The processing
performed may include any desirable processing including
sorting based on user supplied criteria such as date of entry
of the data (e.g., date of posting of the job offer), price,
location (e.g., the closest provider), or other data. The
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processing preferably also includes eliminating duplicate
responses. For example, multiple service providers may
respond with the same data such as the same job posting.
Thus, the computer program compares the data received by
each service provider and displays duplicative data onlyonce.

[0357] Other processing mayalso include retrieving addi-
tional information such as the web page or email address of
the employer (or vender) posting the job offer (or product)
that meets specific criteria—criteria that may be different,
and more narrow,than the original search criteria. Thus, the
agent may open a new browserand transmit a request for the
employer’s home web page or a vender’s web pagerelating
to the product and subsequently display the received web
page for the user. Alternately or in addition, the agent may
search the job posting (or product data) for an email address
or other information, which is preferably identified with an
XMLtag.

[0358] The processing mayalso include transmitting data
to an employer posting a job offer (or vender offering a
particular product) when the job offer (or product meets)
specific criteria—criteria that may be different, and more
narrow, than the original search criteria. For example, if the
job posting meets certain criteria, the agent mayretrieve the
user’s resume from memory and transmit the resume via
email (that also contains content such as a coverletter
retrieved from memory) as an attachment to the employer.
As another example, if the product is available or is below
a particular price, the agent may retrieve payment data from
memory and other information for purchase of the product
(e.g., user’s name, address, product identifying information,
etc.) and transmit the data to the vender’s computer system
for purchase of the product. As discussed above, the format
and protocol for communicating with the web site (ie., the
employer’s or vender’s web site) is preferably retrieved
from a service registry or retrieved from memory (e.g.,
stored from a previous communication or as a standard
format).

[0359] In addition to periodically performing searches and
processing the resulting data, the agent may be designed to
transmit information to various computer systems. For
example, there are a plurality of pay-per-click search
engines, employmentwebsites, auction websites, and other
similar computer system with which an agent of the present
invention can be used. For example, one example embodi-
ment of such an agent transmits a plurality of search terms
and bid prices to a plurality of pay-per-click (PPC) search
engines.

[0360] In addition, the agent periodically determines the
relative position of the advertisementinalist returned as a
result of submission of each search term (i.e., the search
term’s advertisement placement) at all of the PPC search
engines. For example, the agent could transmit a search
request to each PPC search engine for each term (e.g., in
sequence). After receiving the response from a PPC search
engine, the agent processes the received data (by parsing the
received data which preferably includes XML tags) to
determine the placement of the user’s advertisement in the
listing (e.g., whether the user’s advertisementis first, above
tenth, etc.). Alternately, the PPC search engine may have a
Webservice available for determining a search term’s adver-
tisement placement or determining all the search terms’
advertisement placements for a given advertiser.
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[0361] If the placement of the advertisement is below a
predetermined threshold placement for that particular term
(as stored by the user preferably), the agent then determines
the bid price for the search term that would increase the
placement of the user’s advertisement to another predeter-
mined placement(hereinafter referred to as the “revised bid
price”), which may (or may not) be higher than the first
predetermined threshold. The predetermined threshold
placement(e.g., first, third, tenth, etc.) may be different for
each search term and each search engine and also based on
costs. In addition, the agent queries the user for input in
certain circumstances such as when the bid price reaches a
particular level (e.g., query the user for permission to further
increase the bid price).

[0362] After the agent determinesthe revisedbid price, the
agent transmits data of the revised bid price for the search
term to the PPC search engine to thereby increase the
placement of the advertisement in the listing to the prede-
termined placement. In addition, the agent also determines
the account balance with the PPC search engine and trans-
mits paymentdata, or authorizes additional transfer of funds
from previously supplied payment data, when the account
balance falls below a predetermined threshold. Again, the
agent may optionally query the user for permission to do so
prior to transferring funds.

[0363] Similarly, another example embodiment of an
agent periodically posts employmentofferings to a plurality
of employment web sites so that the employmentpostings
remain near the top of the list when job seekers perform
searchesthat return the employmentofferings in descending
order of the date of the posting (i.e., most recent job postings
at the top).

[0364] Likewise, another example embodiment of an
agent communicates with a plurality of auction sites to
repeatedly search for particular products for sale. Similarly,
the agent determines the bid price for a specific product (or
type of product) and, based on the bid price (e.g., if the bid
is not the user’s bid and belowa ceiling) transmits a higher
bid on behalf of the user. The agent determines whether the
current bid price is the user’s bid by storing the previously
submitted bids for each product in memory and comparing
the retrieved data from the auction site with the stored data.

Alternately, current bid price retrieved from the auction site
includes information identifying the bidder such as the
bidder’s username. In addition, when the same or similar
productis auctioned on a plurality of auction sites, the agent
bids on the product with the lowest current bid price thereby
reducing the potential price paid by the user.

[0365] Thus, a multi-computer agent of the present inven-
tion can be used to find an apply for a job, to purchase a
product, bid on a product, to rent an item including, but not
limited to, a car, a home, a boat; to make reservations
including, but not limited to, travel reservations, hotel res-
ervations, golf tee time, event reservations (e.g., to an
entertainment event such as a sporting event or concert), and
perform other actions periodically, at the request of the user,
or at other times.

[0366] Bar code writer

[0367] The present invention may also be coupled to a
print module that has the capability of imprinting indicia on
a substrate, such as paper, cardboard, a wall, etc. For
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example, the print module may be a barcode writer for
printing a barcode on a box, document, product, or other
item. Preferably, the bar code prints on labels that are placed
on items to be marked (marked items). The device 101 can
print bar codes(or other indicia) with informationrelating to
the marked item such as the marked item’s contents, creator,
date of creation, date of other event (e.g., receipt, shipping,
opening,), destination, origin, price, terms for purchase,
product identifying information, delivery location, vender,
payment information, communication format and/or proto-
col data,

[0368] Because the information is imprinted on the indi-
cia, a reading device may not needto retrieve the data from
a database based on the barcode. If desired, however, the
information may be usedto retrieve additional data (e.g., a
price, supplier, etc.).

[0369] In addition or alternately, the bar code can include
information relating to a location at which information
relating to the marked item (such as that described above)
can beretrieved (e.g., an internet address, telephone) and/or
where to purchase the marked item.

[0370] While the preferred embodiment employs a bar-
code, any imprinted indicia could be usedthatis sufficient to
provide the desired information andthat is readable by other
devices.

[0371] Biosensors

[0372] The device 101 optionally include biosensors that
monitor physiological conditions such as the user’s heart
rate, heart rhythm, blood pressure, temperature, blood alco-
hol content, blood sugar, and cholesterol as is well-known in
the art, and can store the data, provide an alert to the user,
and/or transmit the data (or an alert) to a remote system for
storage and processing.

[0373] Wireless Pen

[0374] The present invention may also communicate with
input devices wirelessly (e.g., via its WLAN transceiver).
One such device from which user inputs may be received is
a wireless pen. The pen acts a writing implement to wire-
lessly transmit data of the information written by the writer.
In the preferred embodiment, sensors in the pen sense the
rotation and direction of rotation of the roller. This infor-
mation is wireless transmitted to the device 101 or other

remote computer system, which processes the data with
hand writing recognition software, which is well-known in
the art. This embodiment is most suitable for writing, as
opposedto printing, in which the pen’s roller is substantially
continuously rolling throughout each word (as opposed to
being lifted for each stroke as is done when printing). The
sensor also detects when the user depresses the pen roller
such as when dotting an “i” or when adding punctuation. The
transmitted data is stored for immediate or later processing
as is desired and selected by the user.

[0375] Preferably, the recognition software also recog-
nizes editing indicia written by the user such as line breaks
and paragraph breaks. Alternately, the device 101 includes
actuators (e.g., pressure sensitive buttons).that allow the user
to supply inputs that indicate editing indicia such as the
beginning or end of a paragraph.

[0376] In another embodiment, a remote voice recorder
includes a wireless transceiver and transmits the recorded
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voice data to the device. In still another embodiment, the
device 101 (which may take the form and function of a pen)
includes a voice recorder, which transmits the recorded
voice data to a remote computer system. In either alternate
embodiment, the data may be transmitted as digital stored
voice data or converted to text through conventional voice
recognition software and subsequently transmitted.

[0377] Miscellaneous

[0378] The preferred embodimentof the present invention
also includes an MP3 player and MP3 storage capabilities.
Using the wireless or wired communication transceiver,
MP3 data can be downloaded and stored in the device 101

and repeatedly audible produced to by the user as is well-
knownin the art. In addition, the device 101 permits MP3
compression of voice data that has been stored in memory,
which can then be transmitted (wired or wirelessly) to a
remote destination for processing and/or storage.

[0379] While the preferred embodiment of the present
invention has been described in the context of a mobile

communication device, many of applications of the present
invention may be used with an embodimentthat takes the
form of a Smart Card. For example, those embodiments in
which CCDis retrieved, payment information is exchanged,
could be implemented with a Smart Card.

[0380] Another agent includes a print agent, which will, in
response to a print request, locates the nearest printer
accessible via a network, transmits the data to be printed to
the nearest printer, and informsthe user(e.g., on the display)
of the location of the printer to which the data was sent. In
addition, the agent can transmit data to be printed to a
designated remote printer (such as at the user’s home) for
printing.

[0381] When an application of the present invention
employs a service registry, the present invention may use a
predetermined service registry—the address of which has
been stored in the device. Alternately, the device 101 deter-
mines or identifies the appropriate service registry by per-
forming a search in a database of service registries, which
may form part of a service registry, web site, or other source.
The “appropriate” service registry, in many applications,
may hold information for providers in a particular geo-
graphical area, within a predetermined distance from the
user, within a shopping complex, within an auction area, or
providers meeting any othercriteria.

[0382] Location and Activity Based Actions

[0383] The device 101 includes programming for per-
forming other functions based on the location of the device.
For example, based on inputs by the user and stored by the
device 101, the device 101 establishes a communication link
with a computer system at the user’s home to communicate
with and/or control electrical devices (e.g., appliances,
lights, computers, stereos, etc.) in the user’s home, work, or
other location. The device 101 preferably establishes the
communication link automatically when the user is within a
predetermined distance (or time) from the user’s home,
work,or other location. However, the user can also program
the device 101 (by supplying user input) to establish the
communication link when the user is at (or arrives at) a
predetermined location such as onaparticular street, in the
user’s driveway, in a particular parking lot, in a particular
county, state, or city, at a particular vender, or other location.
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[0384] As an example, the user can program the device
101 to transmit commandsignals to the user’s home com-
puter system to turn on the lights whenthe user arrives in the
user’s driveway. In this example, the communication link is
preferably accomplished via a short range wireless LAN or
PAN and may be established as soon as the device 101
(which may becarried in or integral to a vehicle) is within
communication range of the of the home computer system.
Other commands, for example, include turning on (oroff) a
coffee maker,a television, a video recording device,a stereo,
a computer, air conditioning, heating, an oven, a stove, select
lights (e.g., kitchen and outdoorlights), all lights, a garage
door opener, a washer, a dryer, a door lock (to lock or unlock
the door), and controlling any other device. The means for
controlling electrical devices in the home are well-known in
the art and, therefore, not repeated here.

[0385] The device 101 can also be programmedto control
devices (e.g., turn a device on or off) when the user leaves
a particular area (i.e., is no longer present in the area or is
detected leaving the area), arrives at an area, is out of
communication range via a first communication link such as
a short range wireless LAN or WLAN (in which case the
link for transmitting control signals is established with a
second communication link such as a wireless WAN), or
other activity associated with a location.

[0386] The device 101 can also be programmedto perform
other activities upon arrival or departure from a particular
area such as order food for delivery, ordering a movie(e.g.,
a movie on demand), performing some other action, and/or
controlling some other action. In addition, the device 101
can also be programmed by the user to perform activities
upon arrival or departure from a particular area that occurs
during a particular window of time such as Mondaythrough
Friday, at lunch time, after seven o’clock, or during another
time period.

[0387] In addition, the device 101 can also be pro-
grammed by the user to perform activities upon the occur-
rence of an arrival or departure from a particular area that
occurs in conjunction with a triggering event. For example,
if the user makes purchase (or purchase above a predeter-
mined amount or above a predetermined numberof prod-
ucts), such as at a grocery store, the device 101 transmits a
notice to the user’s residence (e.g., that is viewed by
personnel at the apartment building) whenthe user is within
a predetermined distance from the residence. Thus, person-
nel at the user’s residence can prepare for, and meet the user
when the user arrives, and assist the user in unloading the
vehicle.

[0388] The programming for taking the action can be
supplied by the manufacturer, by the user, or supplied by a
vender or other third party, or. For example, the user may
supply data for controlling appliances in his or her homethat
is used by an application supplied by the manufacturer or
third party software provider. In contrast, a VCS or other
third party may transmit an application for storage on the
device 101 that performs location based, time based, or
activity based actions as well.

[0389] One example of a vender application receives
location information (e.g., from the location module), and
establishes a communication link with the VCSto request an
advertisement when the user is within a predetermined
distance of the vender store location (which maystill be
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outside of the communication range of the shopping com-
plex WLAN or VCS WLAN). The VCSthen receives the
request (and preferably the user or device identifying infor-
mation), retrieves VSUI, selects an advertisement (e.g.,
based on VSUI, location data, temporal data, and/or received
CCD), and transmits the advertisement to the device 101 for
presentation to the user.

[0390] The application (which may be a third party appli-
cation) can receive timedata, location data, and/orother data
and perform any desired action when conditions determined
by the application indicate such action should be taken.
Another example is an application that monitors the vehi-
cle’s odometer and notifies the user that an oil change is
needed when the odometer indicates a predetermined dis-
tance has been traveled since the previous oil change.
Another application automatically purchases (or orders) a
product when time data, location data, and/or activity data
satisfy predetermined criteria (e.g., a weekday, on a particu-
lar street, and no food purchases within previous three
hours). Such an application is especially suitable for
repeated purchases such as those performed by employeesin
the course of business. The items purchased (in this example
application and others) may be determined by the device 101
which determines the desired quantity and combination of
products (e.g. the desired inventory of office supplies or
inventory of groceries), determining the current inventory of
products, and ordering and purchasing the products suffi-
cient to bring the current inventory to the desired inventory
of products. The desired and current inventories can be
retrieved from memory,retrieved from an external computer
system, or some combination thereof.

[0391] Irrespective of the source of the application,
depending on the parameters of the application such as the
location, the desired action, and otherfactors, the device 101
may simply transmit information to the remote device that
includesthe location data along with, if necessary, data of a
triggering event and/or time information. In this example,
the receiving system is programmed to take the desired
action such as controlling electrical devices in response to
receiving the data. In the preferred embodiment, the device
101 and remote computer system cooperate together to
achieve the desired result. For example, the device 101
transmits a request for the desired action while the remote
computer system controls the appliances and presents the
appropriate information to personnel to achieve the desired
action. In an alternate embodiment, the device 101, based on
the location, the time, and/or any triggering event, transmits
a request to the remote system (e.g., an appliance or ACS)
to perform the action.

[0392] In addition to location, the device 101 includes
programming to take an action when location data and one
or more sensed inputs satisfy predetermined criteria. Thus,
for example, the device 101 can be programmed (at the
election ofthe user) to notify the user of the location of a gas
station only whenthe fuel levels are below a predetermined
level and the user is within one mile of a gas station. As
another example, the device 101 can notify the user of the
location of a blood pressure measuring machine when the
device 101 determines that the user’s blood pressure is
above a predetermined value (e.g. as received from the
physiological sensors described herein) and the user is
within a predetermined distance of the blood pressure mea-
suring machine. Thus, it will be evident to those skilled in
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the art that the presently described application of the device
101 can, at the election of the user, perform a desired action
when one or more of location data, temporal data, activity
data, and sensed input data satisfy criteria, which may be
criteria supplied by the user, vender supplied criteria, and/or
otherwise determinedcriteria.

[0393] In addition to the above, when the userarrives at an
area, such as a facility, shopping mall, amusement park,
conference, auction site, stadium, sports center, a commu-
nication link is preferably established between the device
101 and a remote computer system such as an ACS or ECCS.
After establishmentof the link, the remote computer system
transmits data that includes information of the contents of

the area to the device 101 for presentation to the user (e.g.,
in responseto a request from the device). For example, upon
arriving at a shopping mall, directory data including infor-
mation of the venders and their locationsis transmitted to the

device 101 for use in finding particular stores. Thus, the user
can input a request for a particular pointof interest(e.g., a
vender) and, in response, the device 101 searches the
supplied data for the pointof interest (e.g., the vender), and,
if the point of interest is present, highlights the point of
interest (e.g., the vender’s store location) on a map of the
area (e.g., shopping complex) presented on the display. In
addition, the device 101 can provide directions, based on the
received data, for traveling to the requested pointof interest.
The device 101 uses the data to display the location, and,if
desired, provide directions to, restrooms, campsites, particu-
lar venders, exits, the user’s vehicle, monuments, land-
marks, and other points of interest. Preferably, the map data
or other requested information is displayed along with
advertising that is received by the device 101. Preferably, the
advertisement(s) is selected and transmitted according to
one or more of the methods described herein.

[0394] In addition, in the example in which a vender is
sought, when the venderis identified the user can instruct the
device 101 to establish a communication link with the VCS

(if necessary) and request the availability and price for a
particular product according to the methods described
above.

[0395] In someof the above described embodiments, the
device 101 communicates with a service registry and numer-
ous service providers. In an alternate embodiment, a service
gateway computer system (SGCS)receives the requests (to
identify particular service providers or communicate with
service providers) from the device 101 via a WAP or XML
request. The SGCSreceives the request and performs the
necessary actions to respond to the request thereby acting on
behalf of the device 101. Thus, the SGCS may perform the
steps of searching a service registry for service providers
(e.g., meeting selection criteria or offering a desired service
(requested by the device)), determining the communication
parameters (format, protocol, etc.) for communicating with
the service providers (which may be determined byretriev-
ing the data from memory or requesting and receiving a
descriptor document), transmitting requests to the service
providers (for information or to purchase a product), receiv-
ing responses from service providers, processing the
responses (e.g., sorting, eliminating duplicates or other
processing), formatting the processed responses for trans-
mission to the requesting device 101 (e.g., WAP), and
transmitting the formatted processed responseto the request-
ing device 101. The SGCS maybethe user’s home computer
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system, a vehicle computer system, but is preferably a third
party remote computer system that services numerous
devices 101. The SGCSpreferably stores numerousdescrip-
tor documents and service provider information for numer-
ous service providers and mayalso store the entire service
registry for a given area.

[0396] In addition, the device 101 stores numerous forms
(e.g., WAP) for making requests of the SGCSor of service
providers. The forms are preferably downloaded from the
SGCSor other source for repeated use by the device 101.
For example, one form might be designedto find the closest
type of vender from the user’s location. Thus, the form
would ask for type of vender sought. The form itself would
preferably include a hidden variable (which may simply
identify the form)that instructs the SGCSto seek the closest
venderof the type indicated by the user’s input. In addition,
information of the user’s location is also determined, for
example, by receiving the information from the device 101,
by receiving the information fromathird party system (e.g.,
from a triangulating system), or determined in any other
suitable manner. Another form included, for example,
requests data for determining a venderoffering a particular
product in a given area and determining the lowest price.
Thus, the form requests data of the product sought by the
user. Still another form is for purchasing a product and
therefore requests the product to be purchased from the user.
Other information such as payment information may be
supplied along with data from the form, or subsequently
requested by the SGCSafter the vender is determined based
on the accepted method of paymentfor that vender (in which
case the SGCStransmits the accepted types of payment and
the payment method is selected by the device 101 (either
automatically or based on user input) and the associated
payment information transmitted to the SGCS or service
provider). Someof all of the forms may be combined in one
document.

[0397] Thus, the SGCSreceives the data from the device
101 and generates a transmission (e.g., one or more service
providers or the service registry) in a different format and,
perhaps, employing a different protocol. Likewise, the
SGCSreceives data from one or more service providers in
a first format (e.g., a SOAP transmission of XML), processes
the data if necessary, and generates a transmission in a
second format (e.g., WAP) for transmission to the device
101, perhaps using a different protocol, and transmits the
transmission to the device 101. The SGCS may employ Web
services (as described) as well other communications. Thus,
the SGCS mayact on behalf of the device, or plurality of
devices, in the implementation of any of the embodiments
described herein as will be evident to one skilled in the art.

[0398] As will be evident to one skilled in the art, the
present invention has numerousapplications. For example,
a user carrying a device 101 configured according to one of
the embodiments described herein can use the device 101 to

purchase products from a vending machine (which may
include a computer and also be connected to a network).
Thus, a wirelesslink (e.g., a PAN) is established between the
device 101 and the vending machine. The user mayactuate
buttons on the machine or select the product from list
transmitted to the device 101 from the machine or from

another remote computer system. After the selection is
made, payment for the product is determined (by either the
machine or the device) and is made by the device 101.
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Payment information may be transmitted to the machine,
which verifies the payment information. Alternately, infor-
mation may received from the device 101 (which in this
application may be an rf tag) for facilitating payment. The
information may be user information, whichis then used by
the vending machine (or transmitted to a remote system and
used by the remote system) to retrieve payment information
and obtain payment. Alternately, the information may be
account information, which is then used by the vending
machine(or transmitted to a remote system and used by the
remote system) to obtain payment.

[0399] In many applications of the present invention, the
device 101 is described as establishing a communication
link. As will be evident to those skilled in the art, in many
instances the invention will work just as well if the remote
system establishes (or initiates) the communication link or
the device 101 establishes the link. In fact, the component
that establishes a communication link may be dictated by
network characteristics for the communication link, com-
munication protocols, format, and/or standards. Thus, in
many instances the invention will work just as well if the
remote device (e.g., a computer) initiates the communication
by, for example, transmitting data (e.g., map data) and/or
transmitting a request (e.g., for CCD). In many instances,
such as an always on connection, the communication link
may be established when entering communication range
with the network or remain from a previous connection and
need not be established only to perform the subsequent
communication.

[0400] Audio Advertising

[0401] As discussed above, the preferred embodimentof
the device 101 embodying present invention is capable of
receiving and producing audio signals for the user. For
example, the user may elect to receive and listen to radio
signals (e.g., AM, FM, or XM®), which maybetransmitted
from the original source or from a intermediate source such
as the computer system of a shopping complex or other
facility or area. In addition, the user may elect to receive a
certain type of audio signal such as a certain type of music,
a collection (e.g., sequence) of MP3 audio files, a news
broadcast, sports, or talk radio. The means ofselecting the
transmission, the transmission source, and the transmission
of the signal are knownin the art and therefore not repeated
here, but may be as simple as transmitting a request for the
desired transmission.

[0402] In this example embodiment, the audio signal is
transmitted via a WLAN fromafacility computer system
(e.g., the ACS of a shopping complex) and the user has
elected to receive music. In between selections of music, the
ACStransmits audio advertisements. However, one problem
with audio advertisements is that often the user is doing
other things (e.g., driving, or shopping in this example) and
does not have access to a writing implement and paper to
write the advertisement information down. Thus, audio
advertisements are often less effective for impulse buying
than other forms of advertising.

[0403] In the present invention, the ACS transmits asso-
ciated product data along with the advertisement content
transmission. Thus, while data comprising the advertisement
is transmitted, and received, stored, and audibly presented to
the user, the product data associated with the advertisement
is transmitted by the ACS and received and stored by the
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device 101. Preferably, data packets representing product
data that are received and stored (and later retrieved) are
preferably distinguished based on data in a header (or
subheader) identifying the data as product data. In an
alternate embodiment, data identifying the beginning and/or
end of an advertisement may also be transmitted.

[0404] Upon receiving an appropriate input from the user,
programming of the device 101 retrieves the product data
from memoryfor further processing. For example, during or
after the user hears an advertisement, such as an advertise-
mentoffering a discount for a food item, the user supplies a
user input (either vocally or manually) requesting action of
the device 101. The device 101 retrieves the product data
from memory of the most recent three advertisements. In
this example, the product data of the most recent advertise-
ment—the food item—is displayed on the display. The user
can select an advertised product for purchase, to obtain more
information of the advertised product by providing another
user input selecting desired product displayed.

[0405] In response, a communication link is established
between the device 101 and the appropriate VCS. The device
transmits a request to purchase to the advertised product
selected by the user and also exchanges payment informa-
tion (retrieved from memory) with the VCSto facilitate the
purchase. If the purchased product is located close to the
user, a time for delivery of the product may also be estab-
lished (by either the device 101 based on location or by the
VCS) such as fifteen minutes from now. The user is subse-
quently informed of the success (orfailure) of the transac-
tion.

[0406] The product data may be in any suitable format
such as an HTML page, XML, a WAP page, SOAP,text,
and/or any other suitable format. The product data may
include any data desirable such as data for requesting more
information, product identifying information, data for pur-
chasing the product (e.g., price), acceptable payment
account data, availability data, destination data for commu-
nicating with a ACS aboutthe product, a web site, a website
product ordering processing page, a service registry address
and venderidentifying information,a full or partial descrip-
tor document, and any other data that may enable the user to
purchase or inquire about the advertised product or vender.

[0407] In response to the first user input, the device 101
can be programmedto purchase the product advertised in the
most recent advertisementafter receiving user confirmation
or automatically without confirmation. In the automatic
purchase mode, the user would only need to press a button
or speak a command to purchase the product. After deter-
mining that a purchase is to be made, the device 101
transmits paymentinformation, delivery information(e.g., if
shipped to the user’s home or work), user information(e.g.,
the user’s name), and any other information necessary for
purchasing the product. The format, protocol, and payment
accountdata is selected according the particular product data
and/or by any of the means described herein as will be
evident to one skilled in the art.

[0408] In addition orinstead of displaying information the
three most recent advertisements (e.g., product names), the
device 101 can audibly present the most recent advertise-
ment to the user again so that the user can audibly confirm
the correct advertisement has been identified by the device
101 before supplying an input to the device 101 to take
action.
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[0409] As will be evident to those skilled in the art, this
application of the present inventionis especially suitable for
a device 101 that is integrated into a vehicle thereby allow-
ing the driver to respond to advertisements while driving.

[0410] This application of the present invention may also
be used with analog AM and FM radio transmissions in
which the product data is modulated on a separate carrier
signal or preferably on a subcarrier within the same signal.
This application of the present invention may also be used
with digital or analog television. Its application to digital
television could be easily implemented in a manner similar
to that of the digital signal described aboveas will be evident
to one skilled in the art. For use with analog or digital
television, the product data may be included in the closed
caption portion of the television signal. The device 101
simply decodes the caption data as it is received, stores the
decoded data,andretrieves the data to make the purchase (or
perform another action) upon receiving the user request.
Thus, a web address for purchasing a product may be
included in the closed caption and used along with the
payment information retrieved from memoryto purchase the
product in response to a user input.

[0411] As discussed, the image module, voice recorder
module, voice recognition module, and commerce module
cooperate to provide applications as well. The voice data
files are processed to generate text representing the voice
data, which is then stored in memory. The first step is
accomplished through conventional voice recognition soft-
ware, which converts spoken words into text (e.g., ASCII).
Processing of voice through the use of voice recognition
software is well-known in the art, commercially available,
and the details thereof are, therefore, not repeated here.

[0412] The output of the voice recognition software is a
text version of the spoken words. Next, the software parses
the converted text to identify the word “website” and the
word “stop.” The text between the words “website” and
“stop” (or after a pause) are then identified to be a web page
address and is stored in memoryas such. Wordsstored in the
same data index that follow the word “stop”, if any, are
stored as a voice message indexedto the identified web page
address.

[0413] The software also has the capability to go a step
further (at the option of the user), by converting the entire
voice message to text and parsing the text for particular
words, which may represent commands. For example, after
speaking the web address (and the word “stop” or pausing)
the user then speaks “buy, card corporate American express,
delivery home, shipping normal.” The software parses this
text, opens the default web browser to access the web
address that was stored and converted to the displayed
text—(e.g., www.gifts.com\products\pn123242). This web
address is the web page that a person would access to
purchasea particular product (but could be any information
provided by a vender to allow the user to purchase a
particular product). After the word “stop”(or a pause) the
software identifies the word “buy”, which is recognized by
the software to be the previously stored commandto place
an order. The next words are “card American Express,”
which identify which of the previously stored credit files
(containing the appropriate credit card information such as
credit card number, associated expiration date, billing
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address, and card name) to be used to make the purchase.
Alternately, the commerce module may select the payment
account as described above.

[0414] Portions of web pages that request information
from users are often referred to as forms. The beginning of
a form in HTMLcan be recognized by the use of the “form”
command (e.g., <form method=“POST”action=“http://ww-
w.emailsarehere.com/ts/mf.pl’”>). As is well-known to those
skilled in the art, the text in quotes after the word “action”
indicates where the form (i.e., the user’s device 101) will
send the requested information. Information that is being
transmitted to the processing web page(i.e., the web page
that receives the form data) is transmitted along with the
request for the web page. For example, the device 101 might
transmit “http:/Awww.emails.com/scripts/mailform.pl? cli-
ents_email=john@somecompany.com” which passes the
information “john@somecompany.com” as the variable
“clients_email” to the processing web page (e.g., http://
www.emails.com/scripts/mailform.pl).

[0415] Most web formsare written in HTMLandtypically
use the same HTML command (the input command, e.g.,
“<input name=user size=25 maxlength=25>’”) to prompt the
user for data. Likewise, the forms often use the same or
similar variable labels for each requested piece of informa-
tion. For example,for the person’s name, HTMLformsoften
use the label NAMEor Last_Name, First_Name, and Mid-
dle_initial. For the address, the forms often use ADDRESS,
CITY, STATE, COUNTRY, and ZIPCODE. The software
processes the web page and parses the web pagefor all the
predetermined, stored labels that are used in common pur-
chase forms.In other words, the software looks for the input
command on the web page and then determinesthe variable
label to which the user’s input would be assigned (e.g.,
“name=user” would indicate the variable is “user’’) to deter-
mine what information is to be supplied.

[0416] The software then transmits the appropriate infor-
mation for each variable label (i.e., name value pair) to the
web page server (or other remote computer system), thus
emulating the user filling out the form and clicking on the
Submit button. In instances in which the software has been

taught what information needs to be transmitted to a par-
ticular processing page, the software may not need to request
the web page containing a form.Instead, the software simply
transmits the necessary information to the processing web
page. Alternately, the transmission may be generated, for-
matted, and transmitted according to communication param-
eters and other data found in a descriptor document, which
may be requested of, and transmitted from, a service registry
thereby using Web services.

[0417] The software also parses the words “delivery
home,” whichinstructs the software to use the user’s home
address (previously stored in memory) as the address for
delivery. Finally, the software parses the words “normal
delivery,” which instructs the software to request normal(or
standard) delivery of the purchased item(s).

[0418] If not using an industry standard such as Web
services, the software may be “trained” to interact with
websites that have elaborate or unusual forms and/or which

the user accesses frequently. For example, if a user often
purchases books through Amazon.com®,the user may wish
to train the software to interface with the Amazon.com®
website. To train the software the user accesses the website
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of Amazon.com® and selects a product for purchase. Next,
the user puts. the software in “watch” mode and provides
user input indicating that the following information should
be stored with a “buy book” command. The user then
completes the forms to purchase the book and takes the
software out of the “watch” mode. The software thus stores

the number and address of the web page forms, the labels
representing data that is requested by the web pages,the type
of information that is supplied by the user (by comparing the
information provided by the user (e.g., a credit card number)
with the categories of user related stored information) and
any other relevant necessary information. Subsequently,
when the software receives the “buy book” command, the
software will complete the Amazon.com® form(s) with a
muchgreater likelihood of providing the correct informa-
tion. The watch mode is especially applicable for use with
websites that are frequently accessed such as for trading
stock, making hotel, restaurant, or travel reservations,
reserving golf tee times, and buying music, electronics, or
books. Instead of actually accessing the forms, the software
may (provided the web site is designed appropriately) sim-
ply send the required variable labels and associated infor-
mation to the processing web page(s) that receives purchase
information (e.g.,www.golfit.com/ph.cfm?pd=bigdriver).

[0419] In another application of the present invention, the
image module is used to scan product and/or vender infor-
mation. In addition, the audio input device is optionally
(depending on the data scanned) used to provide a voice
command for the associated scanned data such as a com-

mand to purchase the product or request additional infor-
mation.

[0420] In operation, the user scans a print advertisement or
other indicia (i.e., representing information) that the user
wishes to store so that the user may access the web address
when convenient to the user. Scanning activates the display,
which prompts the user to enter voice data associated with
the scanned data. If the user does not wish to enter any voice
data, the user simply provides an input indicating so(e.g.,
pushing a button). If the user does wish to enter voice data,
the user begins speaking. Generally, and as is well-known in
the art, the speech storage is accomplished with a filter,
amplifier, analog-to-digital converter, and stored in memory
(e.g., RAM). The stored speech is indexed to be associated
with the recently scanned text (i.e., stored at the same data
index).

[0421] Once the image is normalized (if necessary), it is
processed by character recognition software, which is used
to convert the image to a text. Character recognition soft-
ware is well-knownin the art and the details thereof are not

repeated here. The output of the character recognition soft-
wareistext (e.g., the web page address) that correspondsto
the scanned image.

[0422] After processing, the software determines if a com-
mand has been received (e.g., via voice or other input) and
processes the command accordingly. The results of the
processing (that may potentially include a requestto take the
received command) of presented to the user visually or
audibly providing additional confidence to the user that the
correct data was stored. As discussed, the command may
require immediately establishing a wireless connection to
the identified web site, purchasing a product, and/or request-
ing information about a product.
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[0423] The scanned data may represent product identify-
ing information and/or a destination for transmitting a
request for more information about the product or for
purchasing the product. However, the destination informa-
tion mayberetrieved from memoryas a preferred venderfor
such products (such as with the “buy book” command
described herein). As discussed above, the payment account
is preferably selected by the commerce module and when
the device 101 communicates with the desired destination

payment information is exchangedto facilitate purchase of
the product identified by the image data. In addition, the
scanned data may also include data representing a command
such as a command to purchase or a command to request
additional information, which would thereby eliminate the
need for the user to supply the command.Preferably,if the
image scannedis notlegible (e.g., not text but a bar code or
other machine readable image) other data in the advertise-
ment or elsewhere is provided to the user so that the user
knows what action will be taken when the image data is
scanned. In addition, the user can program the device to
prompt the user for permission before taking any action
resulting from a scanned image.

[0424] As discussed, the system of the present invention
preferably customizes advertisements directed to users
based on CCD, whichin addition to identifying the user by
name and other user data, also allows the broadcaster to
customize advertisements to the user’s likes, dislikes, finan-
cial qualifications and/or other qualifications. For example,
if the user profile indicates that the user’s favorite color is
blue, the broadcaster can then customize an advertisement
relating to a sports car to be an advertisement with a blue
sports car instead of black sports car. Likewise, an adver-
tisement advertising music may be customizedto include the
recent compilation of an artist that is liked by the user and,
for example, of an artist that the user has previously pur-
chased. Similarly, a restaurant advertisement can be custom-
ized to be that of restaurant of the type liked by the user
(seafood) and that is local to the user and provided with the
address of the restaurant. As another example, an advertise-
ment relating to a timeshare (or house) of a greater expense
may be transmitted to those user’s known to have a high net
worth or income or whoare knownto befinancially quali-
fied to purchase the product or feature a housethat is priced
near the user’s maximum financial qualifications.

[0425] To accomplish this customizing, the ACS software
processes the likes, dislikes, and qualifications of users to
select advertisements for transmission to that user that are

more likely to be of interest to the user (and/or for which the
user is qualified to purchase) as discussed above.

[0426] The advertisements stored in the ACS are prefer-
ably identified in memory (e.g., a database) by a unique
identifier along the targeting criteria. Each advertisement
relating to a specific product (e.g., a car) is present in the
bank in a multitude of variations of the advertisement, with
each variation having different attributes. Once an adver-
tisement productis selected (e.g., a sports car), the variations
of advertisements for that product are comparedto the likes,
dislikes, and qualifications in the CCD. Using the above
example, user “A” will receive a sports car advertisement
depicting a blue sports car while others interested in sports
cars may receive the same advertisement, but with the sports
car being a different color.
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[0427] Whenthe user is viewing an advertisement, which
may be a moving video, the user may click on a portion of
the advertisementto purchase the product. Thus, by clicking
anywhere in windowthat is displaying the advertisement(or
alternately on a displayed “buy” icon), the device 101
automatically purchases the product in the advertisement (in
a method such as described above).

[0428] Alternately, for some products (e.g., cars) the user
may click on a “get information” icon transmitted by the
ACSto have additional information transmitted to the buyer
(such as the options, price, delivery time, taxes, etc.). The
additional information is transmitted immediately and pre-
sented to the user in a separate window onthe device 101.
At the user’s discretion, the additional information may
alternately be mailed to user, or emailed to the user.

[0429] For advertisements that advertise a plurality of
products, portions of the display (which correlate to the
image of the advertised product) may be clicked on by the
user to purchase the product. In other words, images on the
transmitted advertisement overlay hyperlinks (hot spots)
that may be actuated by moving the pointing device (e.g.,
mouse cursor) to the image and clicking the pointing device.
The hyperlink web addressis the address of the web pagefor
obtaining product information and/or for purchasing the
product. Alternately, the user may select the advertisement
with a voice command as described herein.

[0430] At the option of the user, the device may store
advertisements for later retrieval to allow a user to think

about a product before making the decision to purchase. All
or only selected advertisements may be stored as desired by
the user and indicated by a user input.

[0431] In addition to purchasing products in advertise-
ments, the user may click on a product in a video presen-
tation such as a movie to purchase a product. Becausenotall
objects in a movie may be purchased,the user is preferably
provided an “available for purchase” indication transmitted
by the broadcaster. In the present embodiment, when the
user places the pointing device (which may be the user’s
finger or a remote pointing device) over an object on the
display that is available for purchase, the price of the object
is displayed. When the user moves the pointing device over
an object on the display that is not available for purchase, no
price is displayed. When the user selects an object that is
available for purchase, the device 101 places the object in a
conventional shopping cart, which the user may review (and
confirm the user’s desire to purchase the products) at the end
of the presentation. Likewise, the user may request addi-
tional information about products that are available for
purchase. The user may pause the presentation or click on
the moving video.

[0432] Optionally, the user may replay the stored trans-
mission and modify the color or other attributes of the
product of interest before purchasing the product. In doing
so, the device software examines the digital information
representing the video. Those bits of information represent-
ing imagesthat are not modifiable by the user are associated
with an image selection code (e.g. preceded by “00”) that
indicates the image may not be modified. Those bits of
information representing image data that is modifiable by
the user is associated with an image selection code indicat-
ing that the image may be modified (e.g., preceded by a
“O1”). When the user selects an image (with the pointing
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device) that is identified as being modifiable, the software
retrieves the selectable attributes (e.g., colors) that are stored
(from the broadcast transmission) that are associated with
that imageselection code. Different images or products(e.g.,
cars) may have the sameordifferent set of available select-
able attributes. After selection of the desired attributes(e.g.,
color of blue), a portion of the video may be replayed which
provides the selected image with selected attribute(s). In this
embodiment, this is accomplished by replacing the data
associated with the previously selected image selection code
with data of the selected attribute for that object. As will be
evidentto those skilled in the art, the data stored in memory
also includes object identifying information to identify the
same object (e.g., a car) in various pages of memory and
may also include feature identifying information to identify
the same feature (e.g., hood ora portion of the objectthat is
shaded (and the samecolor) or well illuminated) of the same
object in different pages of memory. The method of modi-
fying the attributes is the designer’s choice and is based on
the capabilities of the device 101, the format of the broadcast
transmission(s), the number and types of available attributes
and many other factors that are recognizable to one skilled
in the art. In general, however, the image to be modified
must be discernible or selectable from other imagesso that
data of the selected attribute can be replaced. This can be
accomplished through the use of associated data codes (as
described), using dedicated portions of memoryfor selected
images, or using a discernible format for the data represent-
ing modifiable images.

[0433] Thus, one embodiment of this application of the
present invention includes a system performing the steps of
transmitting video data including an object to a user, said
object having a feature, transmitting a plurality of attributes
(such as colors) for said feature and wherein the transmitted
video data is received and stored in memoryof a user device.
In addition, the data packets of information representing said
object includea first set of bits in data packets of the video
data transmission and data packets of information represent-
ing said feature include a second set of bits in data packets
of the video data transmission (which may or may not form
part of the first set of bits) and data packets representing said
attribute of said feature comprise a third set of bits in said
packet (which may or may not form part of said second set
of bits) and wherein said user can select one ofsaid plurality
of attributes of said feature for presentation to the user. Upon
selection by the user, the set of bits in said packet comprising
said attribute of said feature a modified according to the
user’s selection. Furthermore, the presentation of the video
data to the user presents the object as a moving object to the
user such as in a digital television transmission (e.g., Real-
Player®) or Flash® presentation.

[0434] Another application of the present embodimentis
virtual gambling. Many people enjoy gambling even though
most people do no live near gambling establishments and
people often travel great distances to participate in gam-
bling. Onealternative is online gaming, which is performed
through software that generates the order of cards in a virtual
deck of cards that the user plays. The computer generation
of the virtual deck of cards (or other gaming device such as
dice or roulette) is not, by many people, considered to be
trustworthy and fair. In other words, many people do not
trust virtual gaming in which a computer controls the device
of chance (dice, cards, or roulette).
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[0435] As an alternative to this type of virtual gambling,
the present embodiment allows the user to gamble with a
real device of chance. In this application, a user wishes to
play blackjack. The device establishes a communication
with the gaming computer system (GCS) andthe user logs
into the GCS andestablishes credit with the broadcaster

through any suitable means. The user is then assigned to a
virtual chair at a blackjack table that has a minimum bet
requirement and maximum allowable betthat are suitable to
the user. Once assigned to the virtual chair, the device 101
receives transmissions from the GCSstation that allows the

user to see all the blackjack hands being playedat the table.
The transmission from a video camera is of a live person
acting as a dealer and who deals cardsto all the players
(virtual or live) who are playing at that table. The device of
chance (deck(s) of cards) are thus real cards. In essence, the
transmission allows the user to see a video transmission of

all the cards at the table as if the user were actually sitting
at the table. The user expresseshis or her decisionsrelating
to the playing of the user’s hand (e.g., betting, stay, hit,
double down,split, or surrender) by clicking on the appro-
priate hyperlink (or button) on the display, which is trans-
mitted from the GCSto the device 101 as HTML.The user’s

desire relating to play of the handis then transmitted to the
GCS, stored, and displayed to the dealer who responds
accordingly (e.g., giving the user another card, etc.).

[0436] Likewise, the user makes wagers by providing
input to the device, which is transmitted to the GCSstation,
stored, and presented to the dealer. Other players may, or
optionally, may not know the amount being wagered by
another virtual player. The GCSis preferably a web server
and ideally located remotely from the dealer, with the dealer
operating a local computer connected thereto.

[0437] To provide the true feeling of being present, the
dealer’s voice is also transmitted to all users as well as the

voice of other virtual players. Alternately, instead of using
the display and pointing device to transmit the user’s deci-
sions regarding wagering and playing of the hands, the user
provides voice commands. The speech is transmitted to the
GCS and received by the dealer who acts accordingly.
Transmitting the audio to all players allows friends from
different geographical locations to play and interact together
as if they were in a real gambling establishment. Preferably,
the speech is converted to a data signal that indicates the
desire of the user and is displayed to the dealer.

[0438] At the end of a hand, the dealer supplies an input
indicating which users are winners and whichare users and
the payout odds for each. The GCS stores the input and
credits or debits the user’s gambling account (which is
stored in memory of the GCS) according to the dealer input.

[0439] This application is especially applicable to games
of chance such as craps and roulette. Typically, the number
of people that may engage in a craps or roulette game is
limited by the number of people who can physically gain
access to the table to place a bet. In a virtual game as
described above however, an unlimited number of people
may receive a broadcast from a single roulette or craps table
(i.e., the numberis only limited to the numberof broadcasts
that can be transmitted by the broadcast station).

[0440] For example, in roulette, the user provides an input
of the desired bets, which is then transmitted to the GCS
where the data is stored. After a predetermined time period,
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no more bets are accepted and the roulette wheel is spun.
Whenthe roulette ball comes to rest in a number, the dealer
supplies an input to the GCS indicating the number (and/or
perhapscolor) at which the ball cameto rest. The GCS then
credits the user accordingly by retrieving the numbers bet
upon by each user and comparing those numbers with the
winning number. Again,thelive action of the roulette ball is
transmitted live to the device 101 for presentation to theuser.

[0441] Craps may similarly be the game of chance with
users supplying data of his or bets (the amount and numbers)
to the device which transmits the data to the GCS, which
determinesif the bet is valid (allowable) and stores the data.
After the betting period is over, a player playing live at the
table rolls the dice. The dealer supplies an input to the GCS
indicating the numbers shown onthe rolled die. The GCS
then credits the users accordingly by retrieving the bets of
each user and comparing those bets with the bets made by
the user.

[0442] Thus, this application includes the steps of receiv-
ing and storing a bet amount from a user, receiving and
storing a bet request from a user, transmitting a confirmation
to the user (or a first presentation device) of the bet request
and/or bet amount, transmitting to the user (or the first
presentation device or a second presentation device) video
data of the game of chance upon which the bet is made,
receiving an input relating to the result of the game of
chance, determining whether the user wonthe bet, crediting
the betting account of the user if the user won the bet,
determining whether the user lost the bet, debiting the
betting accountof the userif the userlost the bet. In addition,
the steps of determining whether the user wonorlost the bet,
include retrieving the bet of the user and comparing the
retrieved data with the input relating to the results ofthe bet.
The method may additionally include the step of determin-
ing the odds for payout of a winning bet or debit amount in
the case of a loss, which maybe retrieved from memory or
provided by a user input.

[0443] Furthermore, the game of chance may have an
image input device, or other input device, for reading the
cards of each player, the roulette ball results, or crap dice
data which is then supplied to the GCS.

[0444] The transmission of the game of chanceto the user
may be via a WLAN,a wired LAN,ora television trans-
mission (e.g., closed circuit) such as those found in casino
hotels. Irrespective of the transmission of the game of
chance, the input from the user can be transmitted via a
WLAN,a wired LAN,or via a television network. As will
be evident to one skilled in the art, the GCS and the
transmitting the video of the game of chance may be
separate devices and would not necessarily need to commu-
nicate with each other.

[0445] This application of the present invention allows the
user to enjoy live gaming while in his room. For example,
the user could view the game of chance on the in room
television and receive and transmit gaming data (e.g., bet
amounts,bet requests, etc.) via a device 101. Alternately, the
television or other presentation device in the room includes
an input device (e.g., a remote control) for receiving the
user’s input and for receiving and transmitting gaming data.
Alternately, the device 101 can be used in a restaurant to
receive and transmit gaming data based on a videotrans-
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mission that is presented to a plurality of users in the
restaurant.In still another alternative, the device can be used
to receive the video data and receive and transmit gaming
data.

[0446] Many of the software modules and applications
may not be necessary or desirable in some embodiments of
the present invention. For example, some embodiments may
not include an image module and, therefore, could not
practice those applications that utilize the image module.
Other embodiments may not include one more of the mod-
ules and/or software programs described herein and there-
fore, would notbe able to practice those applications requir-
ing the omitted modules and software programming. The
applications of use, hardware, and software programsof the
embodiment implementing the present invention is a design
choice based on available processing power, external sys-
tems, cost, desired functions, and other factors as will be
evident from this disclosure to one skilled in theart.

[0447] The system, method, apparatus, and computer pro-
gram productof the present invention can preferably process
any type of data including ASCII Text, binary data, such as
streaming video, streaming-real-time audio, and imagedata.
As is well-known in the art, buffering, and delayed presen-
tation, may be used for some data streams. Appropriate
software coding can readily be prepared by skilled program-
mers based on the teachingsof the present disclosure, as will
be apparent to those skilled in the relevantart(s). The present
invention thus also includes a computer-based product
which may be hosted on a storage medium and include
instructions that can be used to program a computer to
perform a process in accordance with the present invention.
The storage medium can include, but is not limited to, any
type of memory including a floppy disk, optical disk,
CDROM, magneto-optical disk, ROMs, RAMs, EPROMs,
EEPROMs,flash memory, magnetic or optical cards, or any
type of media suitable for storing electronic instructions,
either locally or remotely. Other examples of suitable
memory include memory such as a SmartMedia® card, a
CompactFlash® card, a Memory Stick®, a MultiMedi-
aCard®, a DataPlay disc®, and a SecureDigital® card.

[0448] The foregoing has described the principles,
embodiments, and modesof operation of the present inven-
tion. However, the invention should not be construed as
being limited to the particular embodiments described
above, as they should be regarded as being illustrative and
not as restrictive. It should be appreciated that variations
may be madein those embodiments by those skilled in the
art without departing from the scope of the present inven-
tion.

[0449] As discussed, the infrastructure of the present
invention includes both hardware and software. The details

of the infrastructure are left to the designer and will vary
depending on the costs and benefits, compatibility with
existing technology (hardware and software) and systems,
the application(s), the particular embodiment, and various
other factors. A multitude of variations and applications are
described and components and methods (hardware orsoft-
ware) of any particular application can be readily used with
the components and methodsof other applications as will be
readily ascertainable by one skilled in the art. In addition,
components and methods providing the same or similar
functionality of another disclosed component or method
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may be substituted. In fact, as technology progresses, one
skilled in the art would expect that the components and
methods disclosed (both hardware and software) to be
replaced with faster, smaller, cheaper, more efficient and/or
better components and methods having enhanced functions
and more adaptable to particular applications.

[0450] Likewise, features described in one embodimentor
application might be used with features described in another
embodiment or application andstill be within the scope of
the invention. One example embodiment of a device 101
practicing the present invention includes hardware and com-
puter programming (computer code segments) for perform-
ing the following steps:

[0451] determining location data for the device,
which may be determined through the use of a GPS
receiver, from a transmission from a nearby fixed or
moving device, which may be a vehicle;

[0452] determining when the device is within a pre-
determined distance from a point of interest;

[0453] receiving and storing data for monitoring and
restricting the use of the device;

[0454] receiving a request to perform an action;

[0455] determining that said requested action is a
restricted use and prohibiting said action;

[0456] determining that said requested action is a
monitored use and storing said action and transmit-
ting data of said action;

[0457] determining one of a plurality networks
through which to communicate;

[0458] monitoring and storing physiological condi-
tions of the user;

[0459] transmitting data upon detection of location
based data such as being with a predetermined
distance of a point of interest, within a given area, on
a particular street and said transmitting may first
include establishing a communication link;

[0460] wirelessly receiving, storing, and presenting
to a user, audio and/or visual data (e.g., a map or
video content) from a facility (or area) upon arriving
at a predetermined distance from the facility (or
area);

[0461] receiving and storing a transmission that
includes advertisement content and product data;
receiving a user input relating to the advertisement
and, in response, retrieving the product data and
taking action on said product data according to a user
input;

[0462] receiving and storing authentication data;

[0463] transmitting authentication data to a remote
computer system;

[0464] requesting authenticating data upon receiving
a request to perform an action such as make a
purchase;

[0465] storing a voice annotation with computer data
file, such as an imagefile;
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[0466] audibly producing a voice annotation upon
receiving a user input of a request;

[0467] using a voice input as the file name and/or
location (e.g., a transmission destination) for storing
a computer data file such as an imagefile;

[0468] exchanging payment account information by
selecting a payment account, transmitting payment
information, and receiving a response;

[0469] contemporaneously maintaining a voice and
data (e.g., internet) communication links through a
connection that is wireless at the mobile device;

[0470] receiving a mobile telephone communication
while presenting an audio presentation to the user an
notifying the user of the received telephone commu-
nication through a vibratory alert and/or an audible
alert;

[0471] audibly presenting an audio presentation to
the user from a storage device in the device such as
playing an MP3file;

[0472] presenting a video presentation to the user
from memory;

[0473] receiving and storing a user input such as a
voice input and/or actuator input, wherein said input
includes a command;

[0474] converting said voice input to text;

[0475] determining a command to perform based on
a user input;

[0476] determining a target point of interest (such as
a vender) meeting selection criteria which may based
on a user input and/or stored data;

[0477] determining the available target points of
interest in an area meeting the selection criteria;

[0478] determining which of the available target
points of interest is closest; which may include
determining the user location and determining the
location of the available target points of interest,
which may berelative or absolute locations, deter-
mining the distance between user location and the
location of the available target points of interest, and
determining an estimate of the time to travel to the
available target points of interest;

[0479] determining the available points of interest in
said area satisfying the selection criteria by receiving
and processing information for determining whether
said available points of interests satisfy the selection
criteria from a plurality of said available points of
interests; wherein said step of receiving is in
response to transmitting a request for information for
determining whether said available points of inter-
ests satisfy the selection criteria;

[0480] presenting information to the user of at least
some ofthe available target points of interest meet-
ing the selection criteria, which may include identi-
fying the closest target point of interest to the user.

[0481] receiving an input from the user relating to at
least an available target point of interest;

46

54

Apr. 3, 2003

[0482] transmitting data to an available target point
of interest (or data relating to said available target
point of interest to a computer system) based on an
input from the user;

[0483] wherein said transmitted data is a request to pur-
chase or a request for information

[0484] receiving a response from an said available
target point of interest (or the associated computer
system) and presenting the user with information
relating to the response;

[0485] determining service providers satisfying a cri-
teria such as may suppliedby, for example, searching
a service registry, by searching memory,or by a user
input;

[0486] determining and=storing communication
parameters for communicating with at least some of
service providers comprising points of interest meet-
ing a selection criteria;

[0487] generating requests, based on said communi-
cation parameters, for transmission to said at least
some of said service providers comprising points of
interest satisfying said first selection criteria, said
request including information for determining
whether said point of interests satisfy a second
selection criteria;

[0488] transmitting said requests according to said
communication parameters to said service providers
comprising said points of interest meeting a selection
criteria;

[0489] receiving a response from a plurality of said
service providers comprising said points of interest
to which a request was transmitted;

[0490] processing said responses, for example,
according to instructions from a user by removing
duplicates, sorting, purchasing product(s); determin-
ing a placement of an advertisementin the results of
a search of a pay per click search engine andtrans-
mitting a revised bid price is said determined place-
ment is below a predetermined placement;

[0491] generating a request to one of said points of
interest responding to said requests based on said
processing;

[0492] transmitting said request to said one of said
points of interest responding to said requests;

[0493] presenting information to the user based on
said processed responses;

[0494] transmitting a requestto a plurality of service
providers such as pay per click pay per click search
engines, which may be performedperiodically;

[0495] providing a heads up display for presenting
information a window ofthe vehicle,:

[0496] receiving a request for information relating to
a location;

[0497] determining directions to said location;

[0498] displaying information for traveling to the
location on the window viathe heads up display and



55

US 2003/0065805 Al

wherein said displayed information includes infor-
mation for communicating a turn;

[0499]
tions;

[0500]
user;

including an audio presentation of the direc-

receiving a document for presentation to the

[0501] determining a plurality of objects, such as
hyperlinks, in the document that are displayed the
substantially the same;

[0502] generating indicia for each of said plurality of
objects, said indicia being different for each of said
plurality of objects;

[0503] displaying said indicia for each of said plu-
rality of objects and said documentto the user;

[0504] receiving a voice input from the user that
includes information of an indicia whichis a request
to retrieve a web page corresponding to said hyper-
link;

[0505] determining that said input from the user
corresponds to the one of said plurality of objects
corresponding to said indicia.

[0506] transmitting a request for a web page associ-
ated with said hyperlink;

[0507] generating a request for first user data;

[0508] wirelessly transmitting second user data to
said first user device;

[0509] transmitting said request for said first user
data to said first user device; and

[0510] receiving a response to said request for first
user data that is based on said second user data and

storing said response from said first user device.

[0511] Other embodiments may include hardware and
software for performing other steps described herein, a
subset of these steps, or some combination thereof. For
example, another example of an embodiment of a computer
system practicing the present invention includes hardware
and software (computer code segments) for performing the
following steps:

[0512] receiving identification information from a
mobile user device a first time;

[0513] storing said identification information in
memory;

[0514] receiving product information of products
within a predetermined area;

[0515] storing said product information;

[0516] receiving a bid for a product;

[0517] storing said bid,

[0518] transmitting a notification of said bid to a
plurality of users having placed a bid on said prod-
uct;

[0519] determining the successful bidder of said
product;
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[0520] transmitting information of said successful
bid to said successful bidder;

[0521] transmitting a transmission to a presentation
device for presentation to the user, said transmission
including user information therein such as the user’s
name; said transmission being based on user infor-
mation such as the user likes and dislikes;

[0522] determining the location of a user, which may
be an absolute location, a relative location, or a
determination that the user is within a give area such
as within communication of an access point or two
access points;

[0523]

[0524] determining temporal data; selecting an
advertisement based, at least in part, on the location
of the user, said received user data, on temporaldata,
and/or a transmission value;

[0525] transmitting said advertisement for presenta-
tion to the user;

[0526] receiving information of a response to said
transmitted advertisement;

[0527] performing an incentive transaction in
response to receiving said information of said
response;

[0528] collecting CCD information via a wireless
communication;

[0529] storing said user information with said user
identifying information;

receiving user data;

[0530] determining that the user is in an area, which
may be predefined and may be determined by com-
munication with the user’s device via one or more

access points;

[0531] receiving identifying information of the user
or device a second time;

[0532] retrieving vender stored user information
based on said identifying information;

[0533] performing an action based on said retrieved
venderstored user information, determined temporal
data, and/or determined location data; and

[0534] selecting and transmitting data, such as an
advertisement, based on said vender stored user
information which may further be selected based on
received CCD, determined temporal data, deter-
mined location data, and/or a transmission value;

[0535] Again, other embodiments may include hardware
and software for performing other steps described herein, a
subset of these steps, or some combination thereof.

[0536] While a preferred embodiment of the present
invention has been described above,it should be understood
that it has been presented by way of example only, and not
limitation. Thus, the breadth and scope of the present
invention should not be limited by the above described
exemplary embodiment.

[0537] Obviously, numerous modifications and variations
of the present invention are possible in light of the above
teachings. It is therefore to be understood that within the
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scope of the appended claims, the invention may be prac-
ticed otherwise than as specifically described herein.

Whatis claimedis:

1. Amethod of using a computer to customize video data
for presentation to a user, comprising the stepsof:

receiving video data in data packets, said video data
including an object, said object having a feature,

storing said video data in memory;

receiving data of a plurality of attributes for said feature;

storing said data of said plurality of attributes in memory;

said data packets of said object includinga first set of bits;

said data packets of said feature including a secondset of
bits;

said data packets of said attribute of said feature corre-
sponding to a third set of bits;

receiving a first user request relatingtoafirst selected one
of said plurality of said attributes;

retrieving data of said first selected one of said plurality
of said attributes from memory;

supplying said third said of bits with data relating to said
retrieved data of said first selected one of said plurality
of said attributes; and

presenting said video data to the user with the supplied
data relating to said retrieved data of saidfirst selected
one of said plurality of said attributes.

2. The method of claim 1, further comprising the step of:

receiving a second user request relating to a second
selected one of said plurality of said attributes;

retrieving data of said second selected one of said plu-
rality of said attributes;

supplying said third said of bits with data relating to said
retrieved data of said second selected one of said

plurality of said attributes; and

presenting said video data to the user with the supplied
data relating to said retrieved data of said second
selected one of said plurality of said attributes.

3. The method of claim 1, wherein set third set of bits
forms part of said second set ofbits.

4. The method of claim 1, wherein set second set of bits
formspart of said first set of bits.

5. A method of presenting advertising comprising the
steps of:

transmitting video data in data packets, said video data
including an object, said object having a feature;
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transmitting a plurality of attributes for said feature;

said data packets of said object includingafirst set of bits;

said data packets of said feature including a secondset of
bits; and

data packetsof said attribute of said feature corresponding
to a third set ofbits.

7. A method of providing a game of chance to a user
comprising the steps of:

storing data of the amountof a betting accountof the user
in memory;

receiving a bet amount of the user;

storing said received bet amount in memory,

receiving a bet request of a user,

storing said bet request in memory;

transmitting a confirmation of the bet to a presentation
device viewable by the user;

transmitting live video data of the game of chanceto said
presentation device viewable by the user;

receiving an input relating to the result of the game of
chance,

determining whether the user won the bet, and

crediting said betting account of the user if the user won
the bet.

8. The method of claim 7, further comprising the steps of:

determining whether the userlost the bet;

debiting said betting accountof the userif the userlost the
bet.

9. The method of claim 7, wherein the step of determining
whether the user won the bet includes retrieving the bet
request of the user from memory and comparing data of the
retrieved bet request with the data relating to the results of
the bet.

10. The method of claim 7, further comprising determin-
ing the odds for payout of a winning bet

11. The method of claim 7, further comprising transmit-
ting data representing the amountof said betting account of
the user to said presentation device viewable by the user.

12. The method of claim 7, wherein said bet request is
received as a transmission from said presentation device
viewable by the user.

13. The method of claim 7, further comprising transmit-
ting live video data of the game of chance to morethanfifty
users providing bet amounts and bet requests.

* * * * *


