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(57) ABSTRACT

The invention provides a secure Wi-Fi communications
method and system to enable automatic network roaming
without requiring any back-end authentication servers and
alleviating the need to handle large numbers of network
parameters. In an embodiment of the invention, a client
device listens for a “beacon frame” broadcast from a Wi-Fi

access point. The beacon frame identifies the basic service
set identifier (BSSID) ofthe access point. A tamper-resistant
token,or client key, installed at the client device stores a set
of authentication parameters, e.g., cryptographic keys, for
each Wi-Fi network the client is permitted to access. Each
set of authentication parameters is associated with a par-
ticular BSSID. Using the BSSID received from the access
point, the client device identifies and implements the appro-
priate set of authentication parameters necessary to authen-
ticate the client device according to an authentication pro-
cess generally accepted byall the Wi-Fi networkspotentially
servicing the client. Accordingly, a consistent authentication
and security mechanism is providedto enable a client device
to easily roam from one network to another without requir-
ing the client to manually change network configurations.
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Key Database’?

“KEYDB107563333923184.MDB”

Master Key Parameter Value (example)
Serial Number 107563333923 1884

MKS BC017544-19491-119A3

MKR EA910012-10445-193B3

MK_IDS 71ACEF1-19311-AE110
PIN NUMBER “NEWCO1234”
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