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Document made available under the

Patent Cooperation Treaty (PCT)

International application number: PCT/GB2007/001675

International filing date: 08 May 2007 (08.05.2007)

Document type: Certified copy of priority document

Document details: Country/Office: GB
Number: 0608932.0

Filing date: 05 May 2006 (05.05.2006)

Date of receipt at the International Bureau: 08 June 2007 (08.06.2007)

Remark: Priority document submitted or transmitted to the International Bureau in
compliance with Rule 17.1(a) or (b)

 
World Intellectual Property Organization (WIPO) - Geneva, Switzerland

Organisation Mondiale de la Propriété Intellectuelle (QMPI) - Genéve, Suisse
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Intellectual . PCT/GB 2007 / 0 0 16:7 5
— Property

Office good
ae
For Creativity and Innovation

Concept House
CardiffRoad

Newport
South Wales

NP10 8QQ

I, the undersigned, being an officer duly authorised in accordance with Section 74(1) and (4)
of the Deregulation & Contracting Out Act 1994,to sign andissuecertificates on behalf of
the Comptroller-General, hereby certify that annexed hereto is a true copy of the documents
as originally filed in connection with patent application GB0608932.0 filed on 5 May 2006.

In accordance with the Patents (Companies Re-registration) Rules 1982, if a company named
in this certificate and any accompanying documentshasre-registered underthe Companies
Act 1980 with the same nameas that with which it was registered immediately before re-
registration save for the substitution as, or inclusion as, the last part of the nameofthe words
"public limited company"or their equivalents in Welsh, references to the nameofthe
companyin this certificate and any accompanying documents shall be treated as references to
the name with whichit is so re-registered.

In accordance with the rules, the words "public limited company" may be replaced by p.lL.c.,
ple, P.L.C. or PLC.

Re-registration under the Companies Act does not constitute a new legal entity but merely
subjects the companyto certain additional company law rules.

Signed 
Dated 30 May 2007

UK Intellectual Property Office is an operating name of tha Datant Affine aoe
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For Official use only  ATENT .

hes vic Ce
~ 5 MAY 2006

 
 

 
 

LONDON - 5 MAY 2006

Requestfor grant of a. The -

Patent Patent

Office Form 1/77
Title of invention

 
 
 

 

 
 

 

 
 

 
 
 

 

Patents Act 1977 

  1

MusicStation testing architecture

 0608932.0  
 

2. Applicant’s details

[x] First or only applicant
2a If applying as a corporate body: Corporate Name

Omnifone Limited

 
  
  
 Country

GB
 
 

 
 
 

  If applying as an individual or partnership
Surname

  
 

 

Forenames

 
 

Address - The Foundry
7 Glenthorne Mews
London 

 
UK Postcode’ W60LJ

 
 

 
 

Country GB

ADP Number
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 Second applicant (if any)
Corporate Name  
 
 Couniry 
 
 
 

Surname

Forenames 
 Address 

 
 
 
 

UK Postcode

 Country

ADP Number 
3 Addressfor service 
 Agent’s Name Origin Limited 
 

  Agent’s Address 52 Muswell Hill Road
° London

 
 

 

Agent's posicode N10 3UR

 
 

Agent’s ADP C03274 917 04 SHHOZNumber
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4 Reference Number

Testing (UK) 

  5S Claiming an earlier application date

  
Anearlierfiling date is claimed:

Yes [| No

Numberof earlier
application or patent number  
 
 

 

Filing date

  
15 (4) (Divisional) 8(3) 12(6) 874)

[J] Ll OF QQ  
 
 
 

6 Declarationof priority

 Country offiling Priority Application Number Filing Date

 7 Inventorship 

 The applicant(s) are the sole inventors/joint inventors

Yes [| NoK| 
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8 Application fee

The application fee is paid with this form

Yes [] No

9 Checklist

i

Claims 0

Continuation sheets

Description 1 “ll(
Abstract 90 Drawings 0

Priority Documents aryficy
Translations of Priority Documents

Patents Form 7/77 ¥eg/Nio

Patents Form 9/77. esd

Patents Form 10/77 Vagihig

10 Request

We request the grant of a patent on the basis
of this application

Signed: (ix LA Date: 5 Maron
(Origin Limited) 
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Document made available under the

Patent Cooperation Treaty (PCT)

International application number: PCT/GB2007/001675

International filing date: 08 May 2007 (08.05.2007)

Document type: Certified copy of priority document

Document details: Country/Office: GB
Number: 0608933.8

Filing date: 05 May 2006 (05.05.2006)

Date of receipt at the International Bureau: 30 May 2007 (30.05.2007)

Remark: Priority document submitted or transmitted to the International Bureau in
compliance with Rule 17.1(a) or (b)

 
World Intellectual Property Organization (WIPO) - Geneva, Switzerland

Organisation Mondiale de la Propriété Intellectuelle (QMPI) - Genéve, Suisse
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< Intellectual PCT/GB 20077001675
— Property

Office oon00 

For Creativity and Innovation

Concept House
Cardiff Road

Newport
South Wales

NP10 8QQ

I, the undersigned, being an officer duly authorised in accordance with Section 74(1)
and (4) of the Deregulation & Contracting Out Act 1994, to sign andissue certificates
on behalf of the Comptroller-General, hereby certify that annexed heretois a true
copy of the documentsas originally filed in connection with patent application
GB0608933.8 filed on 57 MAY 2006

Tn accordance with the Patents (Companies’Re-registration) Rules 1982, if a company
namedin this certificate and any accompanying documents has re-registered under the
Companies Act 1980 with the same nameas that with which it was registered
immediately before re-registration save for the substitution as, or inclusion as, the last
part of the name of the words "public limited company"or their equivalents in Welsh,
references to the name of the companyin thiscertificate and any accompanying
documents shall be treated as references to the name with whichit is so re-registered.

In accordance with the rules, the words "public limited company" may be replaced by
p.Le., ple, P.L.C. or PLC.

Re-registration under the Companies Act does not constitute a new legal entity but
merely subjects the companyto certain additional company law rules.

 
L

Signed.

Dated 22 May 2007

UK Intellectual Property Office is an operating nameof the Patent Office Ots ADTI SERVICE
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For Official use only

- 5 MAY 72006

Lonpo’ ~ 5 MAY 2006
Your reference Read Me (UK)

 The Request for grant of a
Patent __ Patent

Office Form 1/77 Patents Act 1977
  
   

 
 

 

Title of invention | 
 

MusicStation demonstration pack read mefirst

0608933.8

2. Applicant's details

[*] First or only applicant
2a If applying as a corporate body: Corporate Name

   
  
  Omnifone Limited 
 
  Country

GB 

 
 
 If applying as an individual or partnership

Surname 
 
 Forenames 
 

  Address The Foundry
7 Glenthorne Mews
London  

  UK Postcode W60LJ

 
 
 

 
Country GB

GAA FAB SO\
ADP Number
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TRILLER EXHIBIT  1004-001203

4 Reference Number

Read Me (UK)

5 Claiming an earlier application date

Anearlierfiling date is claimed:

Yes|_| No

Numberof earlier

application or patent number

Filing date

15 (4) (Divisional) —_8(3) 12(6)

LJ CL)

6 Declaration of priority

Country offiling Priority Application Number Filing Date 

7 Inventorship

The applicant(s) are the sole inventors/joint inventors

Yes [| No XK] 
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1. Introduction

This whitepaper describes the search interfaces, processes and results sets that make
up the MusicStation music search. Due to the nature of the mobile working environment
the search mechanism within MusicStation has been designed sothatit is simple and
intuitive to use, whilst at the same time being an extremely powerful feature. Emphasis
is placed uponproviding relevant and accurate results quickly to the MusicStation
customerbase.

At the sametimeasthis,it should be remembered that much ongoing automated work
is being done.in the background to push relevantArtists, Albums, Tracks and Playlists
to the customer under the You might like, Recently Added and FeaturedArtists /
Aibums / Tracks / Playlists menu options. The contents of these menu options are
updated constantly and are based upon a customer's unique tastes andtheir
purchasing andlistening habits.

2. Search Interface

2.1 Basic Search

The basic search providesquick but powerful access to the MusicStation music:
database. The search is performed by the customerentering a keyword(orset of
keywords) and then furtherrefining their search by oneof:

e=Artist
© Album
e Track

Additionally it ispossible to further restrict the search to non-classical music onty or
classical music only, with the default being the selection previously used: Otherwise
the system will search both.

2.2 Advanced Search

The ‘Advanced Search screen allows for extensive and finer contro! to be employed
over the search process. Using the Advanced Search screenit is possibleto filter the
result set by: . -

Artist, Aiburt orTrack
Genre

Chart position (highest)
Minimum customerrating
Language
Country

In addition it is possible to search the following fields for classical music:

Work Titie
Album Title

Composer
Soloist/Performer
Gonductor
Orchestra/Ensemble
Record Label

Confidential @ Omnifone Lid 2006 - All Rights Reserved . Page 3
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3. General Principles to Support Searching in MusicStation
There are ten basic principles that have been adheréd to in creating the MusicStation
search. These principles are provided here with examples where appropriate.

3.1 No dependence on non-alphanumeric characters

Different customers will use non-alphanumeric characters in different ways. For
example some may use a hyphen as a separatorin an Artisttitle. Others may simply
use a space.In the mobile environment entering non-alphanumeric characters can
sometimesbetricky and is proneto error. Therefore, for the purposesof search, there.
is no dependency on non-alphanumeric characters, and by way of example, the
following are all considered to be equivalent: ,

e sclub7
« s-club-7
e sclub7

3.2. No dependence on character case

This simply meansthat, for example, the following are considered equivalent

e sclub7
e SCLUB7
e« S$Club7

3.3. International variations of characters are treated as equivalent

Different customers will use non-English charactersin different ways. Far example a
British person may searchfor:

e Bjork

..when what they really should be. searchingfar is:

e Bjérk

tn MusicStatian such discrepancies do not matter since the search system matches
international variation of English letters to their English alphabet equivalents (and vice
versa). ,

3.4 Numerics are treated.as the same as their written equivalents (and vice
versa)

in an Artist search a customer may enter, for example, "50 Cent”or “Fifty Cent’. Both
these cases are handled by the system.
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3.5 Abbreviations and different ways of writing words do not matter

Internal mapping tables ensurethat commonly used abbreviations and equivalent
representations are understood. Thusthe following keywords are all be considered by
the system as equivalent: :

« Boys to Men
« Boys 2 Men
e Boys ll Men

in a similar vein “and” and “&" are considered to be equivalent.
Prd

3.6 There should be no dependence on correct positioning of “The

We are not concerned about how “The”is used. For example the following keywords.
are all be seen as equivalent by the system andthe correct result will be returned:

¢ The Rolling Stones
¢ Rolling Stones, The, or simply:
e Rolling Stones

3.7. Customers do not always enterthe full set of keywords

Someone searching for “Rage Against the Machine" may simply enter “Rage” as a
keyword and expect MusicStation to return a sensible set of results to choose from.

3.8 Customers do not atwaysspell words correctly

Though weare primarily looking for an exact match we recognize that customers often
mis-spell words. We use fuzzy-logic and phonetic matching techniques to suggest
search Artists, Albums or Tracks to the customer whenall elsefails.

3.9 if they knaw what they wantthen take them there

lf a customer searchesfor “rage against the machine”and this results in 1 result being
returned then they will be forwarded automatically to the “Rage Against the Machine”
Artist Homepage. We will not present them with a result set containing a single Artist
that they mustthen click on. .

3.10 We will learn from use of the system and optimize it accordingly

There may bevariationsof Artist, Album or Track names that customers searchfor, that
are quite different to the one stored in the database. Structures exist to ensure that
when we see a new variation in a search keyword, we are able to matchit to the
intended Artist, Album or Track name, thus ensuring that all future searches using that
variation are successful.

Similarly, when sorting the search results will make use of knowledgeof the popularity
of the results (as played by customers) ensuring that the most popular (and hence the
mostlikely result for the intended search) are nearer the top. Whenthis is occasionally
not correct the customer may choose an alpha-sorted view instead,

i
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4. The Search Process

Thefollowing is a description of the search process from the point where the customer
enters their search keyword(s) for an Artist search.

N.B. The sameprinciples below are also applicable to the Album or Track searches.

1) An exact match for the entered search keyword(s) is searched for, but based on
the underlying principles outlined in Section 3 - General Principles to Support
Searching in MusicStation.

2) Wethen search for instancesof the search keyword(s) within the Artist names.
For example, given the search keyword “BOB MARLEY’, valid matchesare:

a) "BOB MARLEY *”"

b)* BOB MARLEY *", and:

c)"* BOB MARLEY” .

(where * ts a ‘wildcard’ representing any sequence of characters)

Matchesof type (a) are viewedas higherpriority in the returned results list than those
of type (b) and (c).

lf (1) and (2) returns only 1 match then we godirect to Artist homepage (and the
Album Homepagefor Albums, and the Now Playing screen for Tracks).

3) Otherwise welist matches fram 1), fallowed by matchesfrom 2) ranked by
popularity and then alphabetically.

lf we have found matches from the above then we leave the search rautine.

Otherwise we move on to approximate matching:

4) We repeat steps ft) to 4}, but this time by making use of phonetic and tuzzy-tagic” ‘
matching to find matches that sound similar to the keyword or are spelt slightly
differently. Any matches that are returned from this process are preceded by the
header: “No exact matches found. Did you mean:”so thatit is clear to the
customerthat the search results ‘are not precise matches. Theresult set is again
ranked by popularity and then alphabetically.

5. Finding in results
in instances wherethe results list is large the customer may search for more specific
items by using the ‘Find’ option on the ‘More popup’ menuto navigate through thelist
looking for a specific string. When the customer submitsthefirst occurrenceofit is
found. The next result can be moved to quickly by use of the ‘Next’ option on the left-
hand soft-key. -

6. Refining the Search
lt is possible to refine a search from the results set page using an option on the ‘More
popup’ menu. What this meansis that the user may search again (in either the Basic or
Advanced Search)but with the search keyword box and all pre-selectedfilters
maintained allowing for them to be quickly refined.
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7. Format of the Search-Results Set
Whena searchresults in a search result-set being returned the count of elements in the
set will be presented in the top right of the page.

The format of the actual results themselvesis different dependent on whetherthe
search was for an Artist, Album or Track. These formats are described in greater detail
in this section.

\

7.1 Artist Search

The top Artist Name matches are returned, sorted by popularity of the Artist as
measured by the system. These are followed by further matchesof similar (but lower)
popularity, sorted in alphabetical order.

7.2. Album Search

The Album searchwill return results in the following format:

Album Name — Ariist Name (Year of Release)

Having the ‘Year of Retease’ ensures that, for example, re-releases (which may cantain
bonusor updated tracks) can be easily distinguished from theoriginal.

The top matchesare returned sorted by popularity of the Album as measured by the

system. Theseare followed by further matchesof similar (but lower) popularity, sortedin alphabetical order.

7.3. Searching Tracks

The Track searchwill return results in the following format:

Track Name~ Artist Name (Track Length)

Having the ‘Track Length’ (in mm:ss) ensures that Tracks having the same name(but -

of different length) can be‘distinguished. This can often occur withtre-mixes on differentAlbums.

N.B. Having the Album Name here is deemed as unnecessary and undesirable due to
the overall length of the string that woutd result in whatis a tightly restricted
environment. Also,if the same Track occurs on different albums,thenit will only be
returned once.

The top matchesare returned sorted by popularity of the Track as measured by the
system. These are followed by further matchesof similar (but lower) popularity, sorted
in alphabetical order.

8. Find in Playlists
At suitable points in the system, when a Trackis being referenced, the customer can
searchfor that Track within Playlists by using the ‘More popup’ option ‘Findin playlists’.
A list of Playlists shared by other MusicStation customers(or contained within other
system-published Playlists) is returned, sorted by popularity.

 

Confidential © Omnitone Ltd 2006 — All Rights Reserved , Page 7



TRILLER EXHIBIT  1004-001230

OMNIfONE”
MusicStation Recommendations Whitepaper
vt.2

Omnifone Ltd
Island Studios

22 St Peter's Square
London W6 9NW

United Kingdom

Tel: +44 (0)20 8600 0580
Fax: +44 (0)20 8600 0581

Confidential Copyright © 2006 Omnifone Ltd — All Rights Reserved



TRILLER EXHIBIT  1004-001231

MusicStation Recommendations Whitepaper OMNIfoNE

Confidential Information

Copyright © 2006 OmnifoneLid. Alf rights reserved.

Omnifone and MusicStation are trademarks of Omnifone Ltd. Otherproduct and company
names mentioned herein may be trademarks ortrade namesoftheir respective owners.
Aepraduction,iranster ordistribution ofpart or all of the contents of this documentin any form
without prior written permission of Omnifoneis prohibited.

This information is provided by Omnifone as part of the MusicStation Development Partner
Programme.All materials and software provided are, and should be treated as, Contidential
Information under the terms of the MusicStation Development Partner Programme agreement.

Table of Contents

 
 

 
 

1. INTRODUCTION.....................teeecnnesanaevescnasnnascennrsnnencenenneccenrccccersrscsersssazsesenevenrvossensrrenenad

2. RECOMMENDATIONS WITHIN MUSICSTATION..........---csccesveccoocorseevece.coeurrersnnceneasseneesd.

2.1 RECOMMENDATIONSIN THE PLAY TAB..........cccescesccsseccesececesceecceeeceveececteneenescccnnsesenteess 3
2.2 INFORMATION THAT INFLUENCES MUSIC RECOMMENDATIONS.............ccccccccocecssseecce cose eee 4
2.3 MAKING MUSIC RECOMMENDATIONS. ............-ccc0.0ccccccceeseccerecceceeecerecereve arecteesees 4

2.3.1 The importance Of TOCONCY’ 2......cccccceeccceseneceecesscessscessescacostcceteccecevssenacavatesseneas 4
2.4 FECOMMENDATIONS IN THE INBOX TAB ......0.00....0.00eccccceccceeescrceccecccscecsceecscecusevussneceesene 5
2.5 RECOMMENDATIONSIN THE BUZZ TAB......0ccccsecccccccceccececececenseareceecasescerscersecesceseseneeereee 5

3. NEXT STAGES FOR MUSICSTATION RECOMMENDATIONG..........0..--cccocceccccoccccsseees6

ASeirrr

Confidential © Omnifone Ltd 2006 ~ All Rights Reserved Page 2



TRILLER EXHIBIT  1004-001232

MusicStation Recommendations Whitepaper . Oo MNifoNE

1. Introduction

This document describes the approach taken with making recommendations to
customers from within the MusicStation application. Omnifone views the ability to make
ever-changing, relevant and up-to-date recommendations as keyto the strategy of
creating loyalty towards the MusicStation application. Recommendations, properly
implemented, encourage exploration and discovery that in turn lead to more purchases
of new music. Additionally they allow us to optimise the MusicStation experiencein the
restricted mobile environment.

2. Recommendations within MusicStation

MusicStaiion contains severa! features desianed at promoting personalised |
recommendations to the customer. These features are spread overthe Play, Inbox and
Buzz tabs and are describedin detail in the following sections.

2.1 Recommendations in the Play tab

PORTENae Ginbex €& Buzz Pitre Binbox € Buzz .
Got NewArtists Get New Albums  

FOLae Ginbox © Buzz Pipe inbox Buzz
Get New Track: Got New Pisylists 

    

 

 
ene >BfTop Playhsts E

Jus Reteased > dust Reieased > Just Released > You MightLike >
Recently Added > RecemlyAdded > Recently Added » Featured Playliss, >
Top Artists | > Tap Albums > Top Tracks’ | . > Celebrity Playlists >You Might Like > You Might Like > You Might Like >, 7

 

Whenever a customerselects the GetNew Artists, Albums, Tracks.or Playlists
option from the Main Menu, they are presentedwith a list of menu options, sorne of
which are personalised suggesting recommendations to the customer based upon their
recentlistening habits. ,

The menuitems that contain personalised recommendations are described here:

 
  You Might Like|Artists / Alburs / Tracks / Playlists recommend to the customer based

on their recentlistening habits, and taking into account any explicit
music ratings that they have’ made.
Artists / Albums / Tracks / Playlists that the customer has already
listened to (under the subscription all-you-can-eat mode) or purchased

~per-track model) are automatically filtered out.

A list of back-catalogue Artists / Albums / Tracks that have been
recently added to the system. Even those that are new to the system
could potentially be old back catalogue releases. This list is based on
the customer's recentlistening and rating habits.

A list of Artists / Albums / Tracks/ Playlists that have been editorially
pushed for promotion, and personalised for the Artists / Albums / Tracks
/ Playlists and Genres the customerlistensto.
Artists / Albums / Tracks/ Playlists that the customer has already
listened to (under the subscription afl-you-can-eat mode) or purchased
underthe pay-per-track model) are automatically filtered out.

  
  
  

   
 

    
  

 
 
 
 
 

 

 Recently Added  

   

 
 
 
 

 
 
 
 

Featured Artists
/ Albums/
Tracks /

Playlists
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2.2.=Information that influences music recommendations

Music recommendationsfor the Play tab are made based upon the interaction of two
factors unique to the customer:

« The implicit factor: This is based uponthelistening habits of ihe customer(i.e.
the type of music theylisten to and the frequency with which theylisten toit).

e The explicit factor: How the customer actually rates music that theylisten to.

Also counting towards the implicit factor will be any click-throughs on Inbox content
that the customer has made (for more information please refer to section 2.4 -
Recommendationsin the Inbox tab)

 In terms of the explicit factor Customers are pushed
recommendations for music similar to other music that they have
rated as Loveit, and are not recommendedanycontentthatis
defined as similar to music they have rated with Hateit.

Riera Ginbox Buzz
Broken Hoarted Blues

Playtime: Oh 38m
i Tracks: 10CB eae

es

  

   Rate Wires
@® Lovet
¢} Neutra!
@) Hate tet

  
   
 

2.3. Making music recommendations

These implicit and explicit factors for each customer-are combined, and mixed with
known relationships between Artists and other Artists, Tracks and other Tracks and so
on. The outcomeis a list of personalised recommendations to the customer.

Far version 1.0 of MusicStation, the ‘known relationships’ mentioned have been
purchased from an industry-leading third-party supplier, are maintained regularly to a
highly professional standard, and will be updated on a weekly basis (with new release
information coming into the system priorto it going live). Overall this ensures that
MusicStation will hit the ground-running in terms of being able to make
recommendations and go-live.

The information provided covers relationships on Artist influences, contemporaries
and followers, as well as key Tracks and definitive Albums.

Overtime, as wecollect information on which Artists, Albums, tracks and Playlists are
popular (or not), these recommendations will become even more tightly geared to what
the customeris mostlikely to find relevant. The system will automatically push to the
customer the most popularArtist, Albums or Tracks that have direct relationships with
the top Artists / Albums and Tracksthat the customerlistens to or purchases.

2.3.1 The importanceof ‘recency’

It is important that recommendations are only made based uponthe customer's recent
listening habits, and nottheirlistening habits for all time. This ensures that the
suggestions are the most relevant to the customerat the time of creation, and do not
consist of a clouded swatheof very broad suggestions that are influenced by a
customerthat may have, say, very changeable and diversetastes.-
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In terms of MusicStation, recencyis defined by the last N Artists / Albums / Tracks or
Playlists that the customerhaslistened to or purchased. The actual value of N is
configurable based on observations, enabling fine-tuning over time of the
recommendation process.

2.4 Recommendationsin the tnbox tab

  
 

  

  

| EdtTae inbox BEIT |
Hot News -

7 Fey Goriliaz To Quit

ee Music Bte?
'e

All Inbox content (newsstories, events notifications, promotions
for particular Artists etc.) is personalised to the customer based

| upon the same implicit and explicit factors described for the
Play tab. Additionally, as described previously, where users
click-through on inbox content, e.g. a promotion linking to an
Artist homepage,this eventis tracked, and is then used as a
‘positive vote’ for that Artist in the overall recommendation
process.

* Ceiapiay Chds
Names New Baby

{ Moses
Kytie To Play

ee Glastenbury 2007e  
 

2.5 Recommendationsin the Buzz tab

[Seacimysex:|] The Buzz tab contains two elements that contain
Browse Mombers recommendations directed at each individual customer. These

ener ee are Gescribedin the table below:
‘Featured Members >

Tin 2 at

  

 
 

Personalised Menu Recommendations Contained
item
Recommended Customers whoare similar to the current customer based on
Members their recentlistening and rating habits.
Featured Members Editorially controlled members personalised to the individual

customer based upontheir recent listening and rating habits.

   
  
   
 
 
  

Recommendations for members(i.e. MusicStation customers) are madebylinking
customers whoselistening and rating history for music is similar (internally the system
measurethe ‘affinity’ of custamersto all other customers, and select those with the
highestlevel of affinity for the customer in case).

if a customer selects a recommended memberthen they are ableto listen to, and rate,
their Shared Playlists.

eC ———— —————
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3. Next Stages for MusicStation Recommendations
In a later version of MusicStation a collaborative filtering approach will be introduced
for making both music and customer recommendations, whereby the system will:

© Look for customers who share the samelistening and rating patterns with the
active customer(the customer whothe prediction is for).

e Use the listening and rating patterns from those like-minded customers found
to calculate a prediction for the customerin question.

This information can then be used to create accurate, and ranked, music predictions for
ihe user, .

Weare actively evaluating the offerings of several key industry players for partnership
on the collaborativefiltering system, the potential partners being:

MusicStrands
MusicIP

MediaUnbound
Gracenote

MyPlaylists
Last.FM

By using a collaborative filtering system, music and customer relationships will evolve
organically andin real-time, allowing for an even more powerful recommendation.
system based upon customers’ ongoing interactions and tastes.

enEe
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Introduction |
This document describes a complete methodology for handling fast, accurate, and forgiving searches
within the MusicStation environment. It has been put together on the basis that mobile users want
easy, but powerful access to their music, without any speed penalty in whatis already a relatively
cumbersome networked environment.

1. Search (general)
The search should be available from the right-hand menu from ALLthree tabs (i.e. Play, Inbox and
Buzz). This is logical since you should be able to perform searchesin all 3 areas. The nameofthe
Search option should change depending on the context, i.e.:

o “Search” (better than “Search Play” for this option)
o “Search Inbox” (possibly in v2)
o “Search Buzz” (i.e. search for Users, though in V1 this is essentially a shared Playlist Search)

{possibly in v2)

2. Basic Search

Within.the basic searchit should be possible to searchby:o Artist
o Album
o Track

DISCUSSION: Perhaps we should have an option under Options that says “Only search classical
music” and “Never search classical music” for the basic Search. We should remind people of the
status of this when they perform the search.

3. Match-keys
For the purposesof quick and.effective matching:

1) onsearch terms, and
2) across different data sets e.g. two external databases, that have no common IDs (such as

UPC cades)and that we can only match on Artist, Album and Track names.

we should set up pre-preparedindexed match-keys within the database based on Artist, Album and
Track names. There should be 2 keys for each Artist, Album and Track name, the main match-key,
and an approximate match-key. ,

The main match-key allows for accurate matching on similarly transformed user search terms and
guarantees a goodlevel of confidence that the result from the search is what was intended.

The approximate match-keys ‘can be used for matching search terms entered without any

whitespace, e.g. you can easily iimagine someone entering "sclub7” we they should really write “S Club7”.

3.1 Examples of match-keys and their original Artists 5names:
Original Match-key Approx. Match-key
Boys Il Men BOYS 2 MEN BOYS2MEN
Boyz 2 Men BOYZ 2 MEN BOYZ2MEN
Boyz To Men BOYZ 2 MEN BOYZ2MEN

Examples of Artist name duplicates, that exist in Sandy's database, and that our match-key should
enable us to consolidate:

Agnostic Front & Discipline
Agnostic Front: Discipline
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All Natural Lemon & Lime Fiavors
All Natural Lemon & Lime Flavours

- Allen,Pete: Jazz Band
Allen,Peter: Jazz Band

Andrew Lloyd Webber
Andrew Lloyd-webber

C&c Music Factory
C+C Music Factory

(query used wasselectdistinct artist from release order by artist)

3.2 Match-key creation

The match-keysfor the main data set should be created only when new data is added to the system,
The real-time application occurs when a user enters a search term. The searchterm isfirst converted
into a match-key, following the samerules, before any comparison is made.

3.2.1 Creating the main match-key

1) Rewrite word “NO.” or “#” as “NUMBER”. By word, we meaninstances of "NO._”,
“_NO._” and “_NO.”, where underscore represents a space.

2) Removeall non-alpha and non-numeric chars. Replace foreign chars with English
equivalent.

3) Makeall upper case.
4) Remove the word "THE”. By word, we meaninstances of “THE_”, “_THE_” and

. “THE’, where underscore represents a space. Removethe words “A” and “AN”.
a 5} Remove any instancesof the words “ AND “, “n” ("&” has already been removed

due to precedingrule).
6) Rewrite words “to”, “two”, “II”, “too” as “2”. Rewrite words “for’, “fore”, and “four” as

“aeau

7) Rewrite word "Pt" as “Part” (particularly important in classical music).
8) Take each space-separated “word” and perform the following:

i) Rewrite words “ONE” as “1”, “TWO”, as “2”, ,,, “NINETEEN”as.°“19"....
(requires lookup table)ii) Rewrite '‘FIRST’ as "1ST", SECOND as “2ND’etc.. (requires lookup table)

3.2.2 Creating the approximate match- key
9) The approximate match-key will simply be the same as the normal match key but

with all whitespace removed.

N.B. when a process involves removing words,it does not runif the removal process
would result in the creation of an empty string (or just whitespace).

i

Confidential © Omnifone Ltd 2004 ~ All Rights Reserved Page 4



TRILLER EXHIBIT  1004-001240

MusicStation: Searching, List Handling and Data Quality | OMNie)NE

3.2.3 Example - creating the match-key

  
 
 

Transformation Description String Result Example 141 String Result Exampie 2
Siouxsie & The Banshees Three Lions (Football's Coming

Home) (Party Anthem 2006

Rewrite word “NO.” or “#° as "NUMBER’. By Siouxsie & The Banshees Three Lions (Football's Coming
word, we mean instances of “NO._", "_NO._” Home)(Party Anthem 2006)
and “_NO.”, where underscore represents aspace

[*[chamsRevtcetoeanchavEnghSiouxsie The Banshees Three Lions Footballs Coming Homechars. . Replace foreign chars with English Party Anthem 2006
equivalent.
Make all upper case. SIOUXSIE THE BANSHEES|THREE LIONS FOOTBALLSCOMING HOME PARTY ANTHEM

2006

4 Removethe word “THE”. By word, we mean|SIOUXSIE BANSHEES THREE LIONS FOOTBALLS
instances of “THE_”, “_THE_” and “_THE’, COMING HOME PARTY ANTHEM
where underscore represents a space. 2006
Removeany instances of the words “AND *, THREE LIONS FOOTBALLS
*n” ("&" has already been removed due to COMING HOME PARTY ANTHEM
preceding rule
Rewrite words “to”, “two”, “Il”, “too” as “2”. SIOUXSIE BANSHEES THREE LIONS FOOTBALLS
Rewrite words “for’, “fore”, and “four as “4 COMING HOME PARTY ANTHEM
“ 2006

20065

7 Rewrite ward "Pt’ as “Pan” (particularly SIOUXSIE BANSHEES THREE LIONS FOOTBALLS
importantin classica) music). . COMING HOME PARTY ANTHEM ,2006

Take each space-separated “word” and SIOUXSIE BANSHEES 3 LIONS FOOTBALLS COMING
perform the fallowing:

° Rewrite-words “ONE’ as “1”,

lookup table

 
  
  
  

    

 
 

  
 

 
  
 

  
  

  
 

 

 SIOUXSIE BANSHEES
 
 

  
 

   
  
 

 HOME PARTY ANTHEM 2006

“TWO”, as “2”, ,,, “NINETEEN” as
“4OP(requires fookup table)

o Rewrite “FIRST” as “1ST’,
SECONDas “2ND”etc...(requires   

 
  | Remove any superfiuous whitespace.

4, AKA Fields.
Weneed to be able to associate multiple variations ofArtist, Album and Track nameswith a particular
Artist, Album, or Track. These nameswill be managed by our content controller based on monitoring
of the types of search terms people are using,i.e. if many people are searching for “Bonn Jovy" (as
opposed to “Bon Jovi”), our content managerwill associate “Bonn Jovy”with “Bon Jovi” by adding a
record to an artist_aka table. Subsequent searchesfor “Bonn Jovy” wilt then match “Bon Jovi’.

SIOUXSIE BANSHEES THREE LIONS FOOTBALLS
COMING HOME PARTY ANTHEM
2006

teerasee
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5. Searching Artists

5.1 Napster Use Cases for Artist Search

From experience, Napster handles music searching in a simple but powerful way. As such there is
much we can learn from a set of use cases that test the way in which Napsterutilises the entered
search-term on order to match with the desired result. Nine such use casesare listed below.

Napster comparison 1: “50 Cent” .
“50 Cent" — returnslist of matching Artists, “50 Cent” rankedfirst... i.e. returns one exact match
“Fifty Cent” — goes direct to music homepage of "50 Cent”
“FiftyCent” — returns no results
“50Cent” — goes direct to home pageof “50 Cent”, i.e. returns one exact match.

Therefore we need to maintain a list of alternative naming for Artists, Albums, Tracks etc...

. Napster Comparison 2: “S club 7”
“sciub7” ~ goes direct to “S Club 7” homepage

‘“g-club-7”"— goes direct to “S Club 7” homepage
“s club"7"— goes direct to “S Club 7” homepage
“s-club seven” — goes direct to "S Club 7” homepage
“s-club” — give list of Artists with “s ctub” in..
“s clb 7” — give list of Artists with “s club”in..

Napster Comparison 3: “U2”
“U2” — list of Artists with “U2” in

“u 2” — goes direct toU2 homepage(there fore appears to do an exact match on Artist name once
whitespace and other chars removed) .
“u two"— does not resolve to.“U2”

“you 2”— returns Artistlist with “U2” at the top!!!
“you2” — no results found

Napster Comparison 4: “Franz Ferdinand”
“franzferdinand” — goes direct to to “Franz Ferdinand” homepage
“Franz c” ~ giveslonglist of Artists, many starting with “Franz”, but with Franz Ferdinand-at top
(probably due to popularity being taken into account?). Interestingly one of the surnamesstarts
with the “c” (“Franz Capone”).
“Franz ferdinands” —gives much shorterlist with "Franz Ferdinand” at the top.
“franz ferfdg” — returns no results
“franz ci” — returns no results
“f Ferdinand” — returns no results

Napster Comparison 4: “Everything But the Girl”
“everything but the” — returns results with “Everything But the Gir!”
“everything but t” — returns results with “Everything But the Girl”
“but t” — returns results with “Everything But the Girl’
“putth” ~ Artist list containing only “The Butthole Surfers” !!!

Napster Comparison §: “Bjérk” (/nternational character handling)
“bjork” — returns results with “Bjork”
“Bjork” — returns results with “Bjork”
"john" — returns matches for “john” — this is good!!!
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Napster Comparison 6: “1”
“4” returns the following list of Artists:
“KRS-One”
“Atomic #1°

and many more....

’ Napster Comparison 7: “2”
-"2” returns the following list of Artists:
“Boyz Il Men”
“Soul ll Soul”

“Bad Boys 2”
“Face to Face”

Napster Comparison 8: “Kooks”
“The Kooks" returns “Kooks”, therefore we should remove preceding “the_”’s from strings.

Napster Comparison 9: “Boys to Men”
“Boys to men”returns the followinglist of Artists:
“Boyz Il Men”
“Boyz 2 Men”
“Boyz To Men”

This is very bad since they are all one and the sameArtist! This is an area in where we
should be seeking to improve on Napster’s approach,although this is mostdefinitely an
issue ofBAD DATA as opposedto a flaw in Napster’s search algorithm.

Napster Comparison 9:_ “Martha and the Muffins”
The following should be treated as equivalent:

“Martha and the Muffins”
“Martha & the Muffins”

5.2 Basic Search Description for Artists

The following is a description of how we can emulate Napster’s Artists search. The process isbased
on the real-life Napster use-cases described previously.

N.B. The sameprinciptes below will also work nicely for the Album, Track and Playlists searches
described further on in this document.

41) Transform entered userstring to a user matchstring following exactly the same rules as
' described in section 3.2.1. Perform the same match on the Artist AKA field (editorially

controlledfield). ;

2) Find instances of the user match string (e.g."3 LIONS” or FRANZFERDINAND”)within the
Artist match-keys. Valid matches are “3 LIONS_%”, "%_3 LIONS_%”, and “%_3 LIONS”.

3) If (1) and (2) returns only 1 match then go direct to Artist homepage (and Album Homepage
for Albums, and the Now Playing screen for Tracks)

4) Otherwise list matches from 1), followed by matches from 2) ranked by popularity and then
alphabetically.

5) |f we getthis far then: Attempt to make match the user string against the approximate match
key. If we find an exact match then take the corresponding match key (not the approximate
one) and run steps 1) thru 4) again (obviously skipping this stage after...). This approach
ensures, for example, that if the person enters “sclub7” then we can find out whatit really
should be in terms of the match key, i.e “S CLUB 7” and perform the search again.

6) Look for matches where the user might have entered:
—
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© The Album and Artist name in combination (where we are in ALBUM SEARCH mode). We
do this by joining the match keys for both Album and Artist and comparing against the
user search string. This wiil help us find examples of, say, “Revolver The Beatles".If first

match attempt fails then we need to join match keys both ways round in order to
accommodate.-the possibility of "The Beatles, Revolver "

o The Track and Artist name in combination (where we are in TRACK SEARCH mode). We
do this by joining the match keys for both Track and Artist and comparing against the user
search string. This will help us find examplesof, say, “Yesterday The Beatles". If first
match attemptfails then we need to join match keys both ways roundin order to
accommodate the possibility of "The Beatles, Yesterday”

o N.B. There combinations are considered the mostlikely ones that a user would enter.
We could also consider combinations of Track and Album namebut ! don’t think it:
likely that the user would do this. We will monitorthe situation.

o N.B. The system should be also able to handle situations where the user types in just:
“beatles” when searching for ALBUMS or TRACKS.Thenet result should bealist of
Beatles Albumsor Tracks respectively. This can be done using existing algorithms
once we have sorted out the “beatles yesterday" and "yesterday beatles" situation.

If we have found matches from theabove then we leave the search routine. Otherwise we move onto
approximate matching:

7) At this point we need to track the user search string in the DB with a marker of "NO EXACT
MATCH FOUND’. The MusicStation cantent contraller can then look at this and, if necessary,

. modify the AKA tables to accommodate the searchstring. Often the case night be that we
currently do not have content for that Track, Artist or Album. This information will also.be very
useful to the content controller. -

Wethen repeat steps 1) to 4) further converting the user match string to an approximate
user match String, and comparing against the approximate match-keys. Return results by
popularity then by most recent, and under the heading “No exact matches found. Did you
mean:”

Very Important Notes:
o it must be remembered the sametrack can occur on many different Albums.

Since we only return Track name and then Artist Name in the result set for
Tracks we need to filter out occurrences of exactly the same Track. One way of
doing this might beto fiiter outTracks with exactly the same name (or match
key) and length (though I have seen the sametrack on different albums with
slightly different lengths). The best way to approach this problem would be to
use acoustic fingerprint matching whenthefiles are imported in order to
confirm that the track is a duplicate. We would then maintain a table to control
these relationships. (N.B. Exactly the same problem will arise with
recommendations ~ we do not want to recommend the same Track more than
once).

o Where popularity is equal, tracks should be ranked in Alpha order. We should also
place Non-Classical before Classical in separate sections. Thelist of classical
matches should be entitled “Classical matches”. The main list does not needa title.

6. Searching Albums
The Album search should return the following:

Album Name — Artist Name (Year Of Release)
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The process behind the search is the same as for Tracks, but instead working off the Album field, i.e.
return exact matchesfirst, ranked by popularity... followed by LEFTSTRwildcard matches ranked by
popularity... followed by completely wild-carded "%_ONE_%" type entries

Notes:

DISCUSSION: We should consider using more than oneline for this information or the user will have
to scroll for practically every track returned to get album andartist info.

 

DISCUSSION: Weneedto consider how to represent explicit content. This is a widerissue, than just
for search results.

7. Searching Tracks
The Track search should return the following:

Track Name — Artist Name (Track Length}
I

and only return Tracks of the same name with lengths that are different.

DISCUSSION: Weshould consider using more than oneline for this information or the user will have
to scroll for practically every track returned toget Album and Artist info.

Return matches as per Albums.

8. AdvancedSearch

We should remove the ‘Classical’ and ‘Popular and ‘Not Popular’ from the Popularity menu. Perhaps
even remove the ‘Popularity’ section altogether (unlessit can be defined as a threshold numberof
users who have downloadedthatArtist, Album , Track or Playlist).

In addition we should add the following drop-downlist (based on feedback from GlobeTel).:

Type of results: :
o Most relevant (default)
o ©Most recent

o =©Mast popular
o Most rated

o You mightlike

8.1 Advanced.Classical Search

This needs to be a new option on the right-hand menu of the search screen.

If we use the Muze meta-data modelfor classical music thenit is likely that we will need to
accommodatethefollowing free-text search fields.

WorkTitle:
Album Title:

Composer:
Soloist/Performer:
Conductor:
Orchestra/Ensemble:
Record Label:

oa0o0oo0o090
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Introduction

This documentdescribes a very feasible, and well-though-out, method for running and hosting a
recommendations system for MusicStation.

Importantto note, that not when explicitly stated, a full-play uses the samecriteria as that:used for
subscription licensing with the content owners.It is expected to be a play of either a certain minimum
numberof secondsof a track or percentage of a track. »
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1. Recommendations

Supporting systems are required to support the following personalised customer recommendations:

* "More like this” Track, Album or Artist
= Tracks “You mightlike”
=» Albums “You might like”
* Artists "You mightlike”
=« Playlists “You mightlike”
«= “Recommended Members’aslisted on the Buzz Cool Members screen

=» RecommendedPlaylists as listed on the Buzz Cool Playlists screen — is this the samelist as
Playlists you mightlike?
“Find in Playlists?”
Inbox — editorial and pramotional

2 tructures for Making Recommendations
Wewill have three main structures to support the making of these recommendations.

Associated Tracks Matrix
« Associated Artists Matrix
* Associated Customers Matrix

Wewill discuss the physical infrastructure of systems in a later section. Forthe momentitis:enough to
consider that these structures will be frequently refreshed, perhaps every 24 hours.

21 Supporting Structure 1 - Associated Tracks Matrix
The AssociatedTracks Matrix is a matrix of correlations representing how strongly associated pairs of
Tracks are in the system, based on ratings, and customerplays.

2.1.1 Stage 1 - Produce counts of Track associations

For Tracks wewill build a matrix like the one above, representing:

Counts of customers whohaveeither/orfully played, or have rated as LoveItl, the Tracksin the pair.

poaeee
Track1|Track2}Track3 Trackel ratakB numberof customers

: who havefully listened

on: to Track1 and Track2

Track3

 

 
  

  
  
  
 
 

 

at least twice. 

 “/Representsthe total
numberof
correlations for

Track3 (I.e. non-zero

 
  
 
 
 

 Track4 

 
 

Tracks

Numberof

Correlations
 
 

important Notes and Rules

The matrix above only considers a universe of 5 Tracks. Wearelikely to be considering 500,000 for
go-live.
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In order to be included as a.countin‘1), the user in question must have listenedfully (as defined by the
licensing agreements) AT LEAST TWICE.Therationale behindthisis that, if a customerlistens to a
Track more than once, then they probablylike it. If they only listen to the Track once then they may
only be exploring new music, but not be impressed enough to ever go backtoit.

If a customer rates two Track pairs highly, and listens to both more that twice, then this will have the
effect of adding 2 to the correspondingintercept in the matrix. This is the maximum influence that one
user can ever have on a Track interceptpair.

A Track that has been rated as LoveItl, but never played,still counts towards an association.

This matrix covers all Tracks, and all ratings and plays, acrossall services, within the global
MusicStation offering. The same applies to the Artists Associations Matrix described further on.

Youwill note that half the matrix is duplicated across the diagonal. Therefore,in theory, only half of the
matrix is needed. ,

2.1.2 Stage 2 - Weight the Track associations:

Wenow needto take the matrix from Stage 1 and apply weightings and producecorrelations that take
accountofthe fact that some Tracks mightjust simply be popular to ALL customers (and hence are
nat necessarily highlycorrelated for individual associated pairs). '

’ The formula that we apply to do this is known-as a TF*IDF formula.

A descriptionofhow the TFeIDF formula works,in the context of keywords belonging to a
-documentor web search,is outlined here:

TF = Term Frequency

A measure of how often a term is found in a catlection of dacuments. TF is combined with inverse
documentfrequency (IDF) as a meansof determining which documents are mostrelevant to a query.
TF is sometimes also used to measurehow often a word appears inaspecific document: .

iDF = inverse document frequency

A measure of how rare a term is ina collection, calculated by total collection size divided by the
number of dacuments containing. the term. Very common terms("the", "and" etc.) will have a very low
IDF and are therefore often excluded from search results. These low IDF words are commonly
referred to as "stop words".

3
1

Weighting = frequency x log,|—~—-—————
*\ PQ)pC) ).

Notes on this equation:

* The TF = frequency(or the intercept value in the Stage 1 matrix).
«The IDF is represented bythe latter (/og) part of the equation, and is a base-2 logarithm.
»  P(T;) represents the overall probability of Track 1 appearing at least oncein the different

pairingsin the matrix (i.e. it is simply how manytimesit occurs at least oncein a pairing,
divided by the total numberof Tracks).

* The IDFis raised to the powerof 3. This is not a fixed constant, but is something that can be
experimented with in order to refine the recommendations. A well-known online music-
recommenderusesthe value of 3 for this constant, and so we would be wiseto follow their
knowledge and lead.

ee
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As an example of the equation’s use, if we wish to calculate a weighting for Track 1 and Track 2 from
the Stage 1 matrix, then we would perform the following calculation

 
Weighting(T, ,T,) =12x log,

This gives a weighting for Track 1 and Track 2 of 34.We can now produce a new Weightings Matrix,
including the sum ofall the weightings at the end of each row and column:.

Track4

Tracks

Weighting
Sum

 
| 91.7 110.50) 87.94|21.73|58.91 

2.1.3 Stage 3 - Normalize the weightings

We now needto normalize the weightings. Essentially all this means is that we create a new matrix
where every weighted correlation in the matrix is divided by the overall sum for the correlations in that
row or column.

Using the example of Track t and Track 2 again, we would simply divide 34 by 110.5, providing a
normalised weighting of 0.31.

The result ofthis is:that we now have a set.of normalized weightings lying between 0 and 1:

Track‘ .

PCAs

Track3

Track4

Tracks

 
In the resulting table, the nearer the value is to 1, then the higher the correlation between the Tracks.
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In the worid of recommendations, the valuesin the table are now called Pre-Computed Associations
(PCAs), by virtue of the fact that they are correlations, at that they are reproduced on a regular basis
(but generally not updated in an ongoing manner due to the amount of numbercrunching involved).

An exampleof the Tracks. matrix in action can be seen in the attached active Excel worksheet:

a)
mh

2.2. Supporting Structure 2 - Associated Artists Matrix

The Associated Artists Matrix is a matrix of correlations representing how strongly associated pairs of
Artists are in the system, based on ratings, and customerplays.

a

Artist1 Artist2 Artist3 Artist4 Artist5

Artistt

Artist2.

b Artist3

Artist4

Artist5

 
The Associated Artists Matrix of PCAswill essentially be built in exactly the same way as. that for
Tracks.

Thecriteria forinclusion inthe Artist Plays. Matrix is that the customer must havefully played at least
onetrack from that Artist at least twice. Again, the maximum influence a single customer can have on
the matrix is a an additional value of 2 (in the instance where they have both rated a pair of Artists as
Love It! And have fully listened to at least one Track from both Artists at least twice.

_N.B. Ratings for Tracks or Albums bythisArtist have no influence on the Associated Artists Matrix.

TEeacee
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2.3 Supporting Structure 3 - Associated Customers Matrix

The Associated Customers Matrix is a matrix of correlations representing how strongly associated
pairs of Customersare in the system, based on ratings, and customerplays.

a

Cust1 Cust2 Cust3 Cust4 Cust5

Cust1

Cust2

b Cust3

Cust4

Cust§

 
The Associated Customers Matrix of PCAs can be built as‘part of the same process for generating the
Associated Artists matrix.

The criteria for inclusion in the Associated Customers Matrix is that the customer musthavefully
played at least one track from the same Artist* at least twice. Again, the maximum influence a single
customer can have on the matrix is a an additional value of 2 (in the instance where they have both
rated THE SAMEpair of Artists as LoveIt!, and havefully listenedto at least one Track from both
Artists at least twice. .

* N.B. Choosing commonArtists hereis likely to be beneficial over choosing common
Tracks since the implications for calculations and processing powerwill be lowered.

3. Making Recommendations
This section describes how the described structures are used to generate recommendationsfro:

« "More like this” Track, Album or Artist
* Tracks “You might like”
=» Albums “You mightlike”
= Artists “You mightlike”
« Playlists “You might like”
= “Recommended Members’as listed on the Buzz Cool Members screen

= Recommended Playlists as listed on the Buzz Cool Playlists screen — is this the samelist as
Playlists you might like?

= “Find in Playlists?”
=" Inbox — editorial and promotional

All the functionality described runs at run-time on a per-request basis*, based upon the calculated
PCAs.

“Le. We are not calculating recommendations for all customers. We only produce them when
requested from the PCAs.
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4. Supporting Infrastructure for Recommendations
Since the Track PCAmatrix will be by far the biggest (remember the Customer Associations Matrix is
on a per-service tevel, and likely to be spread across different servers), we can take the Track
Associations Matrix as an example we can get an idea of the amount of storage required to
accommodate our PCAstructures. ‘

Assuming that we have 500, 000 Tracks, and are using a 16-bit 4-decimalplace” floating-point
representation for each PCA (could be 10-bit id the underlying stack allows this), then the total number
of PCAs requiredto storeis:

5x 10°x 5 x 10° = 25 x 10"° correlations.

However, since the matrix is duplicated across the diagonal, we can halve this giving:
12.5 x 10'° correlations. .

Since each PCA takes 2 bytes to store then the total memory requiredis:

2x 12.5 x 10" =25'x 10"bytes.

Or approximately 240 GB.

*more decimal places may be required since some ofthese correlations could be <> 0 butstill very
. small. We need to set up a test. .

Notes

If an 8-bit floating-point representation was used then we cauld halve the memory requirement (though
we would loose accuracy)

With a million Tracks the implication for storage is almost up.to 1 Terabyte.

Refer to section 4.4 for more discussion on how space can be saved.

“4d Architecture

The following is recommended as a minimum:

= PCA generation server. Creates and stores the PCA matrices. Is effectively a dumb, but
powerful server, with plenty of disk capacity.

« Recommendation broker. Requests and responds to recommendation requests. Contains
the intelligence to build the recommendation set based on the PCAtables on the PCA server.
The PCA mairices could sit on this server once created, or alternatively be located on another
server.
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4.2 Sample architecture from MyStrands

MyStrands.com is an online community —-based music recommendation service. Whatis illustrated
below is a basic representation of the physical architecture of their recommendations system. The
system runs on Apache / Tomcat/Servlets. ,

‘TheArchitecture —
Overview with One Cluster = #8.

Recommendation Requests : Cone? Jh- A cuusthte AT. MOArACeT, Boz oe
a a a papel UPS TeerIO “Ce Ee NG.

 

 
  

 
 LOGIC  

 

 
 

 

  ' Request Manager ° ~. 
 
 

  
 

  
 

 
  

Pre-Computed{|Metadata 41“
_ Associations Filtering - .

STP Manager. __ : Manager’..

 
 

,

J Scaleto next level using multiple clusters63 pan HEDwith user-based smart routingQ 4ne SERy oe ' Recammenders06.com - Bitbas, September 12-13, 2006
3” : ~S . Capyright 2003-2006, MediAe YU Bue 2A “Tithe tod ipyrig. J ediaStrands, Inc.

 
  

N.B. My two scribbied comments from the presentation:

“[MyStrands] only use 1 clusterat[the] moment, but with more users they would use.user-
routing” :

“One server cachesthe ‘even items’. Anothercaches the ‘odd”’,‘

4.3 Update frequency

Two recommended approaches,either:

1) The PCA matrices be totally re-generated from raw-data every 24 hours, or
2) The Stage 1 matrices are maintained and updated in real-time, and blown into the PCA

matrices at regular intervals.

Approach 2) may take less time and be moreefficient, though it does rely on the Stage 1 data always
being accurately maintained.

MyStrands approachis to perform “continuous synchronous updating of PCAs via harvest process”

eee
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4.4 Storage

Should we store the PCA matrices in a DB? Oris a flat-file good enough? Interestingly MyStrands use
the latter, but do recognise that a DB could be used.

Whateverphysical storage mechanism is. used, the likely structure will be:

Track1_1D

12345
12345
12345 
12345 12349

IMPORTANT: We can save space by not storing PCAsthat are equal to 0. Basically,if there is
no association of two Tracksin the table,then the PCA will be assumedto be 0.

4.5 Caching

Consideration should be given as to cacheintelligently — for example; MyStrandsfind that just keeping
the top 250,000 most-recently-used PCAs in memory still provides a 93% hit-rate from customer
requests.

4.6 Distribution of recommendation servers across MusicStation services

Muchto be discussed here. More info required from Phil.

5. Solving Cold StartIssue
Atinitial go-live we will.have no usage or rating date with which ta compute PCAs. This section seeks
to addressthis issue.

5.1 incorporating Muze data

Muze can supply information linking retated Artists (coverage of t,400 Artists). Additionally they can
supply Sub-Genre information for many Tracks.

To solve aur cold-start issue we cancreate an initialset of PCA matrices in which we have placed
associations based on the Muze data.

For example, for the Artist Associations Matrix, we can simply insert an initial starter-value of 10 into
the Stage 1 creation processfor all Artists. that Muzetell us are related, and a value of 5 if they share
the same Sub-genre.

Similarly for the Track Associations Matrix, we can simply insert aninitial starter-value of 10 into the
Stage 1 creation processfor all Tracks by Artists that Muzetell us are related, and a value of5if they
share the same Sub-genre. .

For the Customer Associations Matrix, we can simply insert an initial starter-value of 10 into the
Stage 1 creation processfor all Tracks by Artists that Muzetell us are related, and a value of 5 if they
share the same Sub-genre.

Should we consider how to incorporate NEW Muze association later on? Personally | think we do not
need to be concerned aboutthis as such associations should creep into the system anyway.

_____, $$
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5.2 Audioscrobbler and similar

We can userelated Artist and Track info from Last.FM (and similar services) to pre-populate the Stage
1 PCA matricesin a similar way to that described for the Muze data (e.g. by adding another 10 to the
correlated value).

5.3 How wepresent recommendations onfirst use of MusicStation

Whena customerfirst uses MusicStation there will be no usage or rating data available for that
customer to base recommendations on. There are tow options to addressthis:

1) Disptay a message to the customerin the “You mightlike” sections explaining something like
“Rate or listen to some music and MusicStation will recommend other

Artists/Albums/Tacks/Playlists/Members that you mightlike.”

Because, the system alwaysreturns the most popular entities as defaults when no other
customerinput datais available (refer to the starred commentafter the table in section 3), the
system will simply return the 10 most popular entities (i.e. Tracks/ Artists / Albums etc,).

tu ~~

If we decide to go with 2) then we would need to ensure that we have set up someinitial popularity
data in the database so‘that the very first MusicStation users receive some recommendations.

My preference, however, is to use the.approachin 1), since:

1) First impressions last, and customers might be put off when being presentedwith
recommendationsthat are blatantly of the mark.

2) Itis a good introductionto the customer on how the “You mightlike” sections work.

6. ‘Definites’ for Consideration (not just nice-to-haves!)

6.1 Randomizingoutputtoallow for refresh of recommendations

lf we randomized.the outputof the:recammendations system somewhat, then we could allow for the
customer to request a new set of “You mightlike” recommendations.

For example, the recommendation system internally could actually return100 entities, ofwhich 10 are
randomly chosenfor return backto the client.

6.2 Keepingrecommendations current —

In order to keep recommendations current (i.e so that they shift over time with customers’tastes), it
would be a goodidea to keep 2 sets of PCA matrices being updated concurrently, with the second set
of matrices being, for example, staggered 1 month behind the first in terms of the data used. Ata
certain point (say once a month) the reserve matrix cauid be switched into ‘live’, ensuring that fresh
associations are available based on current trends. At the same time we would begin calculating PCAs
for a new reservetable.

6.3 Filtering recommendations

It would be useful of recommendations could be post-filtered by Era, Genre, Rating and Mood(if
available). Stevie G, you may have someinput here.

6.4 Moods

It would be a god idea to allow customers,or editorial personnel, to associate Artists, Albums, Tracks
or Playlists with a pre-defined set of moods. These moods could then be used as the basis for making
recommendations (e.g. show me Happy music that | might like), and for post-filtering the results (as
described in the previous section. This functionality would be a good v1 for Tags.
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.6.5 Supporting Structure 4 - Associated Web-Artists Matrix

A duplicate structure as that described for the Associated Artists Matrix ("Associated Web-Artists
Matrix” could be built from information crawled from the Internet.

Whenever2 Artists are found on the same page, then we could assume thatthis is a positive
association.

6.6 Explaining recommendations

From conferences | have been to, customers like to gain an understanding of how recommendations
have been created for them. For this reason we could have a menu option similar to “How did | get
these?”

= ae oh Re Beae
7, Generating Starred Ratings
This section explains how we generatethe 5-star ratings for Artists/Albums/Tracks/Playlists.

71 Inputs to the rating system

There will be two inputs to the star-ratings system - explicit ratings (i.e. Love It! and Hate it!), and
implicit ratings (i.e. numberof listens to Artists / Albums / Tracks, specifically the numberof times a
customer has fully-listened to that Artist / Album or Track, and at least twice). .

it is recommendedthat, where possible, the ratings be mad up of a 50/50 split of explicit and implicit
measures.” °

* This will also have the advantage that customers cannot simply abusively rate stuff to getit to appear
with a higher or lower star rating.

7.2 Calculating the 5-star rating for Artists/Albums/Tracks/Playlists

7.2.1. Calculating the explicit rating value

The explicit rating for an Artist/Aloum/Track/Playlist is simply based upon the proportions ofcustomers
whorated the Artist/Album/Track as LoveIt! against those who rated it as Hateit!. It is calculated as
follows: .

1) Take the numberof customers who haverated the Artist(Album/Track/Playlist as LoveIt!.
2) Divide the value in (1) by the overall number of customers who haverated the

Artist/Album/Track/Playlist (i.e. either as Love It! or HateIt!)
3) Multiply by 5 to provide a rating value out of 5.

For example, consider that for Angels - Robbie Williams, we have 45 LoveIt! ratings and 18 HateIt!
ratings. The rating value is then:

45
Rating _ value = —

45+18 )x5=3.57
7.2.2. Adjusting the rating value to handle low numberof ratings

{order to avoid abuse, and to prevent lots of 0 or 5 star ratings appearing in the system in situations
where only a few customers haverated an Artist/Album/Track/Playlist, we should always include two .
phantom ratings of Loveit! and Hatelt! in the calculation. Thus the final calculation becomes:
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45 +1
Rating _ value =|———_——_____

(45 +1) +(18+1) Jes = 3.53
7.2.3. Calculating the implicit rating value

For calculating the implicit rating value weneed to create a baseline for comparison.

The most sensible baseline is one that represents the average numberof plays per customerforall
Artists/Albums/Tracks/Playlists that have been fully played at least once by each individual
customer(i.e.it is not fair to include Artists/Albums/Tracks/Playlists that have never beenlistened to
within the calculation). We can that take this baseline to represent a 2.5 rating within the system, and
adjustall other ratings up or down accordingly by normalising the distribution to around the 2.5 rating
value.

As an example,if the average* numberof plays per customer for the Track: Angels - Robbie.
Williams is 12.90, and the average numberofplaysforall Tracks (that have had atleas onefull play)
per customeris 4.66, with a standard deviation of 4.23, then we would do the following:

Average plays per customerfor Angels - Robbie Williams = 12.90

Normalized plays (around a.mean of 0) = (AV. PLAYS — OVERALL AV. PLAYS) / (STDEV)

Therefore, normalized plays (around ameanof 0) = (12.90 — 4.66) / 4.23 = 1.95

Therefore, normalized plays (around a meanof 2.5 stars) = 2.5 + 1.95 = 4.45

(N.B.It is feasible that, in very extreme circumstances,this value could be < G, or > 5. In this
case wewill cap the value at 0 or § accordingly)

The overall representation of how this works in a universe of 6 Tracks is represented below.

  
 
 

 
 

 
 
 

 
 
 

 

Normalized Rating Value

clayster Plays (2.5 +
customer (X-MEAN)/|NORMALISED 

 
Angels-Robbie Williams
Country House-Blur -
Life on Mars-David Bowie[3.30|
Yellow-Coldplay [1.2300|0.81
|4.01

 

Bohemian Rhapsody - Queen
Luv Ya - Atomic Kitten

PO

a6

asonere|ase
a

  
 

  
customer

Standard Deviation

*N.B. Use the MEAN averageinitially, but we should also experiment with the MEDIAN average since
the latter will have the effect of removing the influence of individual customers whojust play one
ArtisvAlbum/Track/Playlist in an obsessive manner(!)

7.2.4 Calculating the overall rating value

The overall 5-Star rating is calculated by simply taking the average of the implicit and explicit ratings,
and rounding up to the nearest half star (round up since we wantto be positive in what we present).
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Thusthe overall rating for Angels - Robbie Williams = (3.53 +4.45)/2= 3.99
Therefore Angels - Robbie Williams receives a 4-starrating.

7.3. Calculating ratings for Customers

The ratings for customers will be based upon the ratings and numberoflistens that a customer has
had to their shared Playlists. It is calculated in a similar manner to that described in section 7.2, and
likewise, for the implicit part, only considers Playlists that have been listened to by other customers
andat least twice.

Once we havethe overall ratings for all the customer's playlists then we will simply take an averageof
all of them to producea final rating (5 star or other more desirable representation).

7.4 Ratings and the cold start

At go-live, or when any new Artists/Albums/Tracks/Playlists/Customers comeinto the system, that
their initial rating defaults to 3. Additionally we will have editorial tools that will allow us to increase
or decrease this value for certain Ariists/Albums/Tracks/Playlists/Customersprior to go-live, or when
new Artists/Albums/Tracks/Playlists/Customers are entered into the system.
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Appendix A - Database Fields Used

The following CUSTOMER-CENTRICdatabasefields will be used to implement the abovelogic.

Table: CUSTOMER_TRACK

|Field———_—s[ Example Recommendation Use(s
REC INPUT: Customers loves this track.

REC OUTPUT:Filter out tracks that this customer hates.

RATING CALC: Explicit rating calculation.

play_count REC INPUT:Only inputtrackif play_count >= 2 (assuming that the play recordedis
a FULLplay as perthe definition). N.B. The Track play_count is used as an inputto
all of Track, Album and Artists recommendations.

REC OUTPUT:Filter out tracks that this customer has already fully played (>= 1).

REC BUILD:Correlate 2 tracks in Stage 1 track recommendation matrix provided
both tracks have play_count >= 2. Similarly the Artist and CustomerStage 1 -
matrices are based uponthis track field.

RATING CALC: Implicit rating calculation. .

purchase_count|REC OUTPUT:Filter out tracks that this customer already owns.

last_play_date REC INPUT: Select the last 10 tracks that have beenfully-played atleast twice by
distinct artists.

 
Table: CUSTOMER_RELEASE ,

rating

  
 

 
 

Example Recommendation Use(s
REC INPUT: Customerloves this album.

 

 
 

REC OUTPUT:Filter out albums that this customer hates.

 
 

  

 
 

RATING CALC: Explicit rating calculation. .
REC OUTPUT: Filter out albums or playlists for which this
listened to >= 50% of the tracks.

 

 

 
 
 play_count customerhas already  

  REC OUTPUT:Filter outplaylists that the customerhasfully listened to at least
once. . 

 
      RATING CALC: Implicit rating calculation.

REC OUTPUT:Filter out albums for which this customer has already owns>= 50%
of the tracks.   purchase_count

 

————__---
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Table: CUSTOMER_ARTIST

Example Recommendation Use(s|Fielad
REC INPUT: Customerlovesthis artist.

OUTPUT:Filter out artists that this customer hates.

RATING CALC: Explicit rating calculation.

play_count REC INPUT:Only inputartists for which there are tracks with play_count >= 2
(assuming that the play recorded is a FULLplay as per the definition). N.B. inputted
artists scenario applies for both recommendedartists and albums.

REC OUTPUT:Filter out albums for which this customer has already listened.to >=
50% ofthe tracks.

RATING CALC:Implicit rating calculation.

 
Important Notes

1) Other non-CUSTOMER_CENTRICfields will need to be referenced in order to.complete the ©
implementation (e.g. fields that identify the release date of a new Track or Album,so that new
releases can bereturned as part of the recommendation mix).

2) Wealso assumethat, in order to recorded in these tables, a play for a track represents a
FULLplayofthat track, according to the definition used for payment according to subscription

- licensing (e.g. this is currently spoken of as being the first 30 secandsofthetrack).If this.is
NOTthe casethen otherfields will need to be referenced, and at a deeperlevel than the
information that these tables can supply (e.g. the start and end time for each track play).

oO,PPAny
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1. Introduction

The MusicStationclient is regularly downloading and updatingfiles in the background whilst the
customeris using the application. When an error occurs we may wantto retry, inform the user or do
nothing depending on the task that is being performed and the error that was thrown. This document
describes how wewill decide what action to take when an error occurs. .

2. Exception Listener
There are 3 main threads that control the MusicStation client. The U! Thread handtes alt key presses,
the Paint Thread handiesall screen redraws and the Task Thread handles loading data. Exceptions
can be thrownin any of these threads butthey are always passed to the ExceptionListener
exceptionThrown() method.

The ExceptionListener then decides how to handle the exception based on:

The Exception that was thrown
The Eventthat caused the Exception
The priority of the Event
The superclass of the Exception

These parameters are used to lookup the ExceptionCanfig for this exception. The ExceptionCenfig
contains all of the information needed to decide how to handle the exception.

3. Exception Config
The ExceptionConfig is used to decide whether to automatically retry the event that caused the
exception or whether to show an error messageto the user.

Thefollowing objects are used to configure exceptions:

* ExceptionConfig: Contains the default behaviourfor this exception
* €xceptionEvent: Overrides the default behaviour for a specific Event andpriority
* €xceptionLang: Contains the error messagesin each language supported by the device

EEtS
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 Int eventid
String className
String superclassName
IntegerfirstRetryinterval
integerfirstRetyCount
integer secondRetryInterval
Integer secondRetryCount
Boolean allowSessionRetry
Boolean deteteLocalFite
Boolean showAlest
Bootean continueOption
Boolean retryOption
Boolean upgradeOption
Boolean closeOption
Boolean openBrowserOption
ExceptionLang({] exceptionLangs
ExceptionEvenif) exceptionEvents

 
 
 
 

 
 
 
 
 
 
 
 
 

ExceptionConfig

 
 

7X   
  

 
 
 

ExceptionEvent

Int causedByEventid
String priority
String dassName
String superclassName
integerfirstRetrytnterval
tntegerfirstRetryCount
Integer secondRetyinterval
Integer secondRetyCount
Boolean allowSessionRetryBoolean deleteLocalFile
Boolean showAlert
Boolean continueOption
Boolean retryOption
Boolean upgredeOption
Boolean closeOption
Boolean openBrowserOption
ExceptionLang{} exceptionLangs

  
 
 
  

ExceptionLang

Suing language :
String alertTitle
String alertText 
 
 
 
 
 

‘Only exceptions that occur in the Task thread causea retry. The following attributes are used to
decide whether and howto retry the Task:

firstRetryInterval: We may wantto initially retry the request quickly
firstRetryCount The numberoftimes to retry or 0 to notretry
secondRetryintervalt: We may then want to back off and leave a longer period between retries
secondRetryCount: The numberof times to retry or 0 to not retry
allowSessionRetry:If there is a server error orthe file was not found we may wantto disallow.
the same request to the serverfor this session.
deleteLocalFile:If the file is corrupted we may wantto delete the local file and retry loading thefile from the server.

Any exception can display an error messageto the user. The following attributes are used to decide
whether and whatto display to the user.

showAlert: If true, displays an error messageto the userwith one or more options
continueOption: Goes backto the last screen
retryOption: Retries the Task
upgradeOption:Installs a new version af the application
closeOption: Closes the applicalion
openBrowserOption: Retries the requestin the mobile's WAP browser
exceptionLangs: The error message in each supported language

Only the Continue option has been implementedon theclient

Far any exception, these values can be overridden for a particular event or we can fall back to the
values defined for the exception’s superclass.

© 2007 Omnifone Ltd — Confidential — All Rights Reserved Page 2



TRILLER EXHIBIT  1004-001268

4. Device Specific Exceptions
Samedevices do not throw the expected exceptions. For example the Nokia N70 throws an
(OException with message *-34" when the server does not respondrather than the more specific
ConnectionNotFoundException. The DeviceExceptionConfig abject allows us to specify mappings
between device specific exceptions and the expected exceptions.

The following fields map a device specific exception to and expected exception:

¢ exceptionClassName: The Exception thrown by the device
*  exceptionString: The result of the Exception.toString() method
*  exceptionid: The known Exception this maps to

DataObject

DeviceExceptianCanfig

String exceptionClassName
String exceptionString
int exceptionid

 

   
 

 

5. Database Requirements

client_build
event_type_set_id FK number(10) not NULL
exception_set_id FK number(10) not NULL .

The event and exception sets are created at build time and the indexes are used at runtime to map
events and exceptions sent between the client and server.

event_type
priority varchar(12) DEFAULT NORMAL,in (MIN, NORMAL, MAX)

The priarity is used to determine which events are sent from the client to the serverfirst. Both the
Priority and severity level can be updated on the client by the server.

event_type_set
id PK number(10)
automatic number(1) not NULL, default 0
count number(12) not NULL, default 0
guid varchar(32) not NULL
name varchar(96) not NULL
data_classification
created
inserted
modified

The set of events created fora client build. This set is used at runtime to map events sent by the client
to eventtypesin the database. .

event_type_set_item

 

event_type_set_id PK number(10) not NULL
event_type_id PK number(10) not NULL
event_type_name varchar(96) not NULL
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event_type_index number(10) not NULL, UNIQUE INDEX
data_classification ‘
created
inserted
modified

The index is the mapping between a client event and an eventtype on the server. The index will be
defined as a constant in the EventType data abject. All references to an eventin the client code will
use this constant.

exception_set
id PK number(10)
automatic number(t) not NULL, DEFAULT 0
count number(t2) not NULL, DEFAULT 0
guid varchar(32) not NULL
name varchar(96) not NULL
data_classification
created .inserted
modified

The set ofexceptions createdfor a client build. This set is used at runtime to map exceptions sent by
the client to exceptionsin ine daiabase.

exception_set_item
exception_set_id PK number(10) not NULL
exception_id PK number(10) not NULL
exception_name varchar(96) not NULL
exception_index number(t0) notNULL, UNIQUE INDEX
data_classification
created
inserted
modified

The index is the mapping between a client exception and an exception on the server. The index will be
defined as a constant in the ExceptionCanfig data object. Ail references to an eventin the client code
will use this constant.

exception
id PK number(10) not NULL.
guid varchar(32) not NULL
name varchar(96) not NULL
event_type_id FK number(10) not NULL
class_name varchar(128) mot NULL
superclass_name varchar(128)}
first_retry_interval number(1t0)
first_retry_count number(10)
second_retry_interval number(10)
second_retry_count number(10)
allow_session_retry number(1)
delete_local_file number(1)
show_alert number(1)
continue_option number(t)
retry_option number(1)
upgrade_option . Mumber(1)
close_option number(t)
open_browser_option number(1)
description , varchar (256)
comments varchar (256)
data_classification
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created
inserted
modified

Contains fields that control how an exception thatis thrown on the client is handled. The exception
configuration is included in the JAR atbuild time and can be updatedat runtime on theclient by theserver.

exception_lang
exception_id PK number(10) not NULL
language PK varchar(2) not NULL
alert_titie varchar(96)
alert_message varchar(256).

CREE .
Comment: Is this large enough? The current
largest value for a message Is 177 chars

  
 

Contains language specific fieids for exception handling.
 

exception_event
exception_id PK number(10)
caused_by_event_type_id PK number(10)
event_priority PK number(10) in (ALL, MIN, NORMAL or MAX)
first_retry_interval ‘number(10)
first_retry_count number(10)
second_retry_interval number(i6)
second_retry_count number(10)
allow_session_retry number(1)
delete_local_file number(1)
show_alert . number(1)
continue_option number{1)
retry_option number(1)
upgrade_option number(1)
close_option number(1)
open_browser_option number(1)
data_classificatian
created
inserted
modified

Exception handling can be overridden for specific events and specific event priorities.

exception_event_lang
exception_id PK number(10)
caused_by_event_type_id PK number(10)
event_priority PK number(10) in (ALL, MIN, NORMAL or MAX)
language PK varchar(2) .
alert_title varchar(96)
alert_message varchar(256),

Localised fields overridden for specific events and specific eventpriorities.

‘device_exception

 

device_id PK number(10)
exception_class_name PK varchar(128)
exception_string PK varchar(256)
exception_id FK number(10)
automatic number(1) not NULL, DEFAULT 0
data_classification
created
inserted
modified
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Client Exception Handling

Maps device specific exceptions onto known exceptions. This table is populated by the detective
during device commissioning.
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TRILLER EXHIBIT  1004-001276
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TRILLER EXHIBIT  1004-001278
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TRILLER EXHIBIT  1004-001279
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TRILLER EXHIBIT  1004-001280
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TRILLER EXHIBIT  1004-001281
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From: Sandy Gordon
Sent: 22 January 2007 13:04
To: Steve Pocock

Subject: FW: Calling native services from MIDlets
| have been sent this by mark knight (see quoted below).

Basically it is just creating a peice of server code which auto starts when the phone is turned on and listens on a specific port.
Then tha Java client does a localhost socket connection to talk to the server and requests it do do anythingthat. the Java client can'tdo.

Shall i go and do mark's thing or carry on with my other tasks 27

aeonsOriginal Message-----
From: Mark Knight
Sent: 22 January 2007 12:27
To: Sandy Gordon
Cec: Mike Lamb

Subject: FW: Calling native services from MIDlets

Hi Sandy

Please checkthis out and,if possible, get it working (with a small test java appl) in Symbian. We would want to use a similar method
for EZX. The plan being: run a Java client on EZX OS's but have a parallel C++ process which provides 'COM-styte’ API services to
the Java client using the JNI. After you have proven this in Symbian then getit working in very basic form on the Linux box installed
with Qtopia. Then install that on a Moto phone with EZX and we will have found our developmentsolution for Moto, i.e. only write
those bits we need to in C++ as a service to the normal Java client. . . :

Cheers

Regards

Mark Knight
Director

Omnifone
Island Studios
Office 0208 600 0591
Mobile 0771 774 3921

oooOriginal Message-----
From: Mike Lamb

Sent: Thursday, January 18, 2007 7:11 PM
To: Mark Knight
Subject: Calling native services from MIDlets

In this ZIP is a PDF which covers MiDlets calling Symbian methods via a Java to Native connection.It would be similar for any native
service running on a handset. ,
It's specific to Symbian, but the same method can be applied to any handset OS.

 



TRILLER EXHIBIT  1004-001384

. Client Data SynchronizationeeelentDattaSynchronization

Client Data Synchronization
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1. Scope
This document describes how the userwill see a consistent view of data including visible changes
madeby the user's own transactions and transactions of other users.

2. Introduction

Mostscreens in MusicStation are populated by data. This data is transferred from the server and
Stored focally in files on the client. When data on the server changesthefiles on the client need to be
updatedto reflect those changes.Also, the useris able to create and modify files on the client, for
example adding tracks to a playlist. These changes needto be reliable communicated back to the
server.
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The user can also make changesto data through MusicMate. These changes may conflict with
changes madeonthe device. The client and server need to be able to synchronizetheir data and the
serverwill handle any conflict resolution. .

3. Data Objects
Data objects contain the data used to populate screens in MusicStation. They use methodsthat allow
them to write and read themselves to and fromafile or stream. They are usedto transfer data

‘ between the client and server and to load and store data locally in files on the memory card.

3.1 Data Object Groups

A data object can contain a collection of other data objects, for example an Artist data object contains
a collection of Releases. In turn, a Release contains a collection of Tracks. .

f | -_ oOArtist Release frack

Data object can alsostorelists of objects, for example ArtistGroup stores a.list of Artists. The ‘My
Artists’ screen uses an ArtistGroup data objectto displayall artists owned by the user. BecauseArtist
contains Releases and a Release contains Tracks, Artist and Release are also data object-groups.

3.2 Data Object Views

A data object view provides a sorted andfiltered view of a data object group. All screensin
MusicStation that are populated by data are backed by one or more views. Any changestava data
object group are propagated to the view, which is responsible for updating the screen to refiect these
changes. ,

This allows us to display a screen immediately before a data object is loaded. As the data objectis
loaded in the background these changesresult in updates to the screen, for example thelist of Artists
on the ‘My Artists’ screen grows as each Artistis loaded.

4. Data Object Files
Each data object group is storedlocally in a file. Far example, the ‘My Artists’ ArtistGroupis stored in
its ownfile. If the user owns 100 artists, each with an average of 2 albums’ containing 10 tracks ‘this
data object soon becomesvery large. Whenthis ArtistGroup objectis written it will create a large file
and whenit is read back from thefile it will take a while to populate.

Analternative method is to store each collection of objects in its ownfile. So in our ‘My Artists’
example thelist of Artists is stored inafile (userartists.data) but the list of albums for eachartist is not.
Thelist of albumsis stored in a separate artist file, one for each artist (e.g. artist.123.data). Each
album is then storedin its own file (release.4567.data) that contains the tracks.

name="MyArtists” name="Eyes Open” name="You're All |
file="release.4567.datafile>"userartists.data” ave”

Because each data objectis stored in its ownfile, object groups can use the same data object without
having to duplicate the data. For example ‘Snow Patrol’ are in the ‘My Artists’ group and the 'Popular

       
 

name="Snow Patrol”
file="artist.123.data”    file=null

 

 

* The user doesn’t have to ownboth albumsbut both albumsexistin the artist data object
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Artists’ group. If theuser buys ‘Chasing Cars’ from the ‘Eyes Open’ album we only have to update the
‘Eyes Open’ album datafile. When the user navigates to ‘Popular Artists’ then ‘Snow Patrol’ the
screenwill show that the user has bought ‘Chasing Cars’.

My Artists Popular Artists
The Feeling” artist.123.data - Destiny’s Child
Morning Runne name="Snow Snow Patrol
Snow Patrol .|Patrol” The Pussycat Dolls
Basement Jaxx ™ Gnarls Barkley
Jack Johnson Kooks

Back Options Back Options
 

Howeverthis approach presents its own set of issues. Because the ‘MyArtists’ data file only contains
a list of artist ids, we need to open eachartistfile and read the nameof eachartist to populate the ‘My
Artists’ screen. There are several major problemswith this approach.Firstly, we need every artist file
storedlocally so any missing files need to be downloaded from the server. Without these files:we are
unable to display the artist names. Secondly, it’s relatively expensive to open a new file connection for
eachartist in the list so this approach will be slow.

To avoid this we canstore the artist name as well as theid in the ‘My Artists’ data file. This means we
can build the ‘My Artists’ list quickly. However we are then introducing redundancy because the name
is now stored in both the artist group data file and the artist data file.

     
  

userartists.data  
 

My Artists

The Feeling
PopularArtists

Destiny’s Child
Snow Patrol

  
 
 

popular.data

“Snow Patra!”  

  
“Snow Patrol!’  

Morning Runner  
   

 
Snow Patrol The Pussycat Dolls

Gnarls Barkley
Kooks

Back

 
 

Basement Jaxx  
  Jack Johnson

Back
 

   Options Options  
Wealso may wantto sortorfilter the list on another Property. For example ‘Search Results’ show user
ownedartists at the tap of the fist. To do this we need the owner property as well as the nameto
display thelist. This is more redundant data that we are adding to the group data file.

Because an object can be stored in many groups we need to be awareofthis redundancy and make
’ sure that either the client or the server takes responsibility for the updates.In general the serverwill be
responsible for these updates and they will be transferred to the clientin responseto a client request.
Wheneverit is possible for these changes to occur whentheclientis offline, the client will take
responsibility for propagating these changes.In these cases, the clientwill update the localfiles
whetheronlineor offline. For example when a customer modifies a playlist image, any playlist groups
that contain that-playlist must be updated.

5. Data Object Transfer
Data objects are transferred between the client and the server using the Connected MusicStation
Protocol. It is expected that most communication with the client will be over HTTP therefore the client
will be responsible for making theinitial request.
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5.1 Client Request

The client won't always know where objects are duplicated on the memory card. For example the
‘Popular Artists’ group was pushedto the client howeverthe client has never opened ‘PopularArtists’
and is unaware that whenthe user buys ‘Chasing Cars’ by ‘Snow Patrol’ that the ‘Popular Artists’ data
file needs to be updated to reflect this. However the server does havethis knowledge becauseit built
the ‘Popular Artists’ data file and sent this file to the client.

For this reason the serveris responsible for updating files on the client when records on the server are
modified. When the customer purchases ‘Chasing Cars’ the serverwill calculate which data files on
the client contain ‘Chasing Cars’ and therefore need to be updated. The serverwill then either push
these updated objects with the purchase response or send commandsto the clientto update these
files whenit can. It is preferable that the response containsall data objects that have been modified as
a result of the request.

Client | Serviet EntityFacadeyt ed [_enttvracade|r .
'I

' 1
1 Set Object A {
  

 Set Object A

Get Modified Objects ;

Return Modified Objects

   

  
   ReturnModified Objects:

 

 Store Modified Objects

Figure 1. Client sets object and gets all modified objects

5.2 Data Object Push

Whenrecords are updated on the serverwhilst the clientis offline and these changes need to be
propagatedto the client the serverwill push these to the client on the next cequest. For example,if the
customer purchases ‘Chasing Cars’ from MusicMate, when the client next connects to the server any
objects that need to be updated will be pushedtotheclient.

! ! )

| Get Object A ! Get Object Aet Object!

Return Object A

Get Modified Objects

Return Modified Objects

   

  

   Return Object A

 

 
 

 

  Store Object A

 
 
 
 

Return Modified Objects

 Ld! Store Modified Objects
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5.3 Offline Mode

Whentheclient is offline, the customeris prevented from performing most actions that can modify
data. For example, they are not able to buy a track. . ;
However, they should be able to create, edit and share playlists. The client needs to-maintain a list of
files that have been edited on the client but have not been sentto the server. When the client is next
connected it must send thesefiles to the server. All changes madebythe client are sent to the server
whentheclient next connects. The serverwill then return any modified files to the client.

i
'
5

4

|. Set Madified Objects '!
 

 
Set Modified Objects

Get Modified Objects

Return Modified Objects

     
Return Modified Objects

 
Store Madified Objects

i
‘ !' '1’ J

' i5 t ’i '
t Jt ’
a +

' i

Figure 3. Client sends objects modified in offline mode

6. Change Log

The server maintainsa list of objects thathave been sentto the client. When one or more of these”
objects are modified on the server, the modified objects must be delivered to the client as soon as
possible. Similarly the client maintains a list of objects that have been created or modified on the client
and need to be updated on the server.

The object_change_log table is where changesthat don't need to be sent immediately are stored. This
is for general system wide changes such as adding a newartist. This table-also handles merging
changes madefrom several databases. These changes are communicated whena user sessionis
next created. , .

Customerspecific changes occurin customer_object_change_log. These changes are communicated
to the client immediately.

6.1 Server Objects

The changesto objects on the serverare stored in the object_change_log table. Whenevera record is
inserted, updated or deleted that may affect one or more object data files one or more records are .
insertedinto this table. This table also allows for changes to made ina separate database, for
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example'on a staging server, and then whenthe changesare imported the object_change_lagis also
imported.

  
 

object_chan
object_guid
object_type

object_modified_date

object_modified_type (addition, replace, deletion

 ge_log

 
   

  
 

Thelist of data objects that exist on the client are stored on the serverin the customer_object table.
Whenevera session is created for the client we query the customer_object and the object_change_log
tables to determine which objects have changedfor this customer.It is possible that this query could
return several change records for a single object. In this case we only need to consider the last
change record. The objects that have changed needto be returned to the client.

customer_object   object_guid
object_type

object_created_date
object_modified_date
object_last_used_date
object_deleted_date

  
   

  
   

  
  

Objects that need to be returned ta the client are inserted into the customer_object_change_log table.
Records mayalso be insertedinto this table when changes occurfor objects that affectonly one
customer. For example when the customer purchases a track and we need to update object data files
that reference thattrack. .

 customer_object_change_log 
  
 

abject_quid
object_type

object_modified_date

pe (addition, replace, deletion

 
  
 

 
 

  acknowledgement_id
acknowledgement_date   

Wheneverwereceive a requestfrom a client we'd like to return all modified objects in the response.
In somesituations (where bandwidthis limited or the objects are large) we may send a commandto
the client to request the modified objects later. In situations where many objects need to be returned to
the client, the priority field is used to determine which objects are sentfirst.

To getthe list of modified objects for a client we select from the customer_object_change_log table -
where acknowledgement_dateis null.

At first glance it appears that the object_modified_date would be duplicated for each object|guid and .
could be separated into another table. Howeverfor performance reasons objectdata files on the client
contain data from more than one table and an object may need updating on oneclient and not on
another. For example,artist lists contain ownership information for each artist so that they can be
sorted with user ownedartists at the top. When a customerbuys a track by an artist only that
customer'sartist list has been modified and needs to be updated.

One or moreof the following methods could be used to update the object_change_log and
customer_object_change_log tables:
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* Databasetrigger on a table could populate the object_change_log table when data. was
added, updated or deleted.

* Batch process populatesthe object_change_log table for example on an import of new
content data.

¢ Entity Listeners or callback methods are used on EJB persist, update and remove events.

In most cases callback methods are the most appropriate howeverfor large inserts, for example a
data load, it may be moreefficient to use another method.

6.2 Client Objects

The client must also keep a log of changesthat need to be sent to the server. Theclient maintainsthis
list in RMS. Each changeis stored in a ChangeLogRecord object.

  
 

ChangeLogRecord
objectGul

objectMoadifiedDate

objectModifiedType (ADDITION, REPLACE, DELETION
acknowledgementid

acknowledgementDate

 
 

     
The objectGUID will be the same GUID used to identify the object on the server unless the client has
added this object. in which casetheclientwill assign a temporary GUID thatwill be used until the .
server updates the object with its new server generated GUID.

Wheneverthe client connects to the serverit will send all of the objects in the change log. The server
should respond with an acknowledgementforeach object. Whenthe client receives an
acknowledgementit will then delete the corresponding ChangeLogRecord.

7. Conflict Resolution

Whenconflicts occur because the same abject has been modified on the client and server the server
is responsible for resolving the conflict. The server communicates the resolution to the client by
sending it the updated object.

We'll attempt ta minimize the numberofsituations where conflicts can occur by making theserver
responsible for most updates. Only in a few caseswill the client be able to modify objects and send
the changesto the server.

In the prototype the client modifications are limited ta:

Create playlist
Edit playlist
Delete playlist
Edit customerprofile (catchprase,icon)
Rate track

ARONA
When designing the conflict resolution Strategy we needto bearin mind the following types of conflict:

* Update conflicts occur when the update to a record conflicts with another update.
* Uniqueness conflicts occur when the update to record violates a uniqueness

constraint with a conflicting record.
° Delete conflicts occur when a record is updated that has also been deleted.

Are there any generalstrategies we can use to resolve conflicts? For example accept the changes
from the last modified record only.
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8. UseCases

Whenever anobject is updated or deleted the object_change_log or customer_object_change_log
tables must be updatedto reflect this change. Because object data files on the client contain
redundantdata it’s likely that a changewill affect more than one object.

8.1 Server Changes
8.1.1 Artist releases a new album:

Theartist ‘Snow Patrol’ releases the album ‘Eyes Open’. Every client that contains the artist data file
for ‘Snaw Patrol’ needs to be updated.

First we insert change records for ‘Snow Patrol’ and ‘Eyes Open’ into the object_change_logtable.

 
 

object_modified_type priority
REPLACE

ADDITION ~

 
 

 
 

 
 

object_modified_date
SnowPatrolXYZ 18/07/2006 13:16:33
EyesOpenXYZ 18/07/2006 13:16:33

When a customer whohasthe ‘Snow Patrof?’ artistfile connects to the server and a session is created
the customer_data_objecttable is joined.withthe object_change_log table to find any objects that
have been modified for this customer.

object_guid  

SELECT FROM customer_object, obj ect_change_log
WHERE customer_object.obj ect_guid = obj ect_change_log.ob} ect_guidAND

customerobject.deleted_date IS NOT NULL AND
customerobject. object_modifieddate <
object_change_log. obj ect_modifieddate;

This query returns the ‘Snow Patror object_change_log record. This recordis inserted inta the
customer_object_change_log table.

 
 

     object_guid object_modified_date abject_modified_type
SnowPatroixYZ 18/07/2006 13:16:33

The customer_object.modified_date field is also updated to ‘18/07/2006 13:16:33’.

customer_id priority  

The ‘Snow Patrol’ data file is then sent to the client and the
customer_object_change_log.acknowledgement_id field is set. When the client acknowledgesthefile
then the customer_object_change_lag -acknowledgement_date fieid is set.

8.1.2 Artist is removed

The artist ‘Cliff Richard’ is remaved from MusicStation. Every client that has stored the ‘Cliff Richard’
data file or has a list that contains‘Cliff Richard’ needs to be updated. .

The object_change_log table is updated and a deleted recordis inserted for the following objects:
Artist

Artist.getAlbums()
Artist.getLists()
Artist.getAlbums().getLists()
Artist.getPlaylists()

8.1.3 Import from new content provider
A new content provider supplies 20,000 new Artists, 50,0000 new releases and 100,000 new Tracks.

For each newly added object, a record is inserted into object_change_log.
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' 8.2 Client Changes

8.2.1 Customer buys a new track

The customerbuys ‘You're All | Have’ by ‘Snow Patrol’. It's the first track he's bought by ‘Snow Patrot'.
Whenthe customer requests to buy ‘You're All | Have’ the ‘My Artists’, ‘Popular Artists’, ‘Snow Patrol’
and ‘Eyes Open’data files all need to be updatedto reflect the fact that the customer now owns
‘You're All | Have’. This is because ‘PopularArtist’ contains the Artist object that contain whether the
user ownsthatArtist. At the moment the PopularArtists screen isn't dividedinto artists you own and
those you don't but this may be a requirementin the future.

When the new CustomerPurchase objectis created the following objects need to be updated in the
object_change_log table forthis client: °

Track.getRelease()
Track.getRelease().getPrimaryArtist()
Track.getRelease().getLists()

. Track.getRelease().getPrimaryArtist().getLists()
Track.getPlaylists()

8.2.2 Customer sharesa playlist

The customerdecides to create and share a new playtist ‘Sunday Stroll. The client sends the new
playlist to the server. Any changes are sent on the next request to the server. As you are browsing:
tracks to add tothe playlistit is likely you are:communicating with the server, and each time. the
changeswill be sent.
Whenthe Playlist object is created the object_change_log table is updated and a record is inserted
into customer_object_change_log for every client that has the customer's data objectfile.

8.2.3. Customer changes language

The customerselects a different language. We'd like alll files that contain languagespecific.data to be
updated.

Both the messagesproperty file and editor captions need to be updated to reflectthis change. Only
Playlists display editor captions on the client and so for any playlist on the client that has an editor
caption a recordis inserted into customer_object_change_log.

8.2.4° Customer adds track to playlist whilst server deletes track
A user adds a track T toa ptaylist whilst offline. Meanwhile the server deletes track T.

. WhenT is deleted a recordis inserted into object_change_log. Whenthe client sends the updated
playlist we'll compare the changeswith the recordsin object_change_log and delete the track from the
playlist and send it back. The customer won't be informed ofthis, the track will just disappear.

8.2.5 Customer adds track to playlist whilst server renames track
A user adds a track T toa playlist whilst offline. Meanwhile the server renamestrack T.

WhenT is renameda recordis inserted into object_change_log. Whentheclient sends the updated
playlist we'll compare the changeswith the recordsin object_change_log and renamethe track on the
Playlist and sendit back.

9. Device Memory Management
The device is able to communicate to the server how much memory there isleft for storage. The
Serverwill use this information to decideif any files should be deleted from ‘the client when deliveringupdates.
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The object_last_usedfield in the customer_objecttable stores the date the client last used a particular
object. This field is populated from log data sent fram the client to the server. The serverusesthis data
to determine whichfiles should be deleted. The server mayalso use other methodsto predict which
files should be deleted, for example a story no longer exists in anylist.

The client also maintainsa list of last used files and is able to delete theseitself before it runs out of
memory. This list is stored in RMS and referencesfiles by relative path andfilename. The path and
filenames will be short because we intend to remove any meaning from the names.This acts as a
safety valve in case there’s a problem with the deletion logic on the server.

10. Further Considerations

The object_change_log and customer_object_change_log tableswill grow very large over time. Do we
need to consider a process to purge or archive data in these tables? . ,
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1. Scope .
This document describes how the MusicStation client schedules requests so that data for the current
screenis loaded immediately whilst data we think the user might need is loaded wheneverthere is
capacity.

2. Introduction

Typically the Ul! thread will respond immediately to the user navigating toa new screen bydisplaying
that screen and scheduling a task to load the data behind the screen,either from the localfile system
or remotely over an HTTP connection. - .

The load task is added to the task queue. The queueis ordered bytaskpriority, task type and
scheduled execution time. Most tasks are scheduled for immediate execution, in which case the
execution time is set to the time the task was added to the queue. Some tasks are scheduled with a
small delay; for example playing a track is scheduled with a one second delay to allow quickly skipping
through the tracks on a playlist.

Whena newtask is added to the task queue we compareits priority to the currently executing task(if
there is one).If its priority is higher then the current task, we attempt to cancel the current task. Only
tasks that take an excessive time to complete can be cancelled. This is to avoid tasks hogging the
execution thread whist other higherpriority tasks are waiting. An excessive amountof time is longer
than a few seconds. The cancelled task is then rescheduled. The execution time is set to the time the
task wasoriginally added to the queue..

3. Scheduler

The Scheduleris a facility for threads to schedule tasks for immediate or future execution ina
background thread. Tasks may be scheduled for one-time execution, or for repeated execution at
regularintervals.
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The Scheduler object has a single backgroundthread that is used to execute all of the scheduler’s
tasks sequentially. If a scheduler task takes excessive time to complete,it “hogs” the timer's task
execution thread. This can, in turn, delay the execution of subsequenttasks, which may “bunch up”.
Anytask that may take longer than a few seconds to execute must implementinterrupt().

The interrupt() method is called when a task with a higherpriority is added to the task queue andwill
be called on the currently executing task by the thread adding the task. The run() method called by the
scheduler thread must throw an InterruptedException at the earliest opportunity. The Schedulerwill
catch this exception and then reschedule the interrupted task for execution based onits Priority and
the time it was originally added to the queue. The newly addedtaskis then, picked up and executed.
This class is thread-safe: multiple threads can share a single Scheduler object without the need for
external synchronization.

uses

[Scheauter “82-5

schedule(Task) add(Task)
cancel(} next()

changePriority(
oldPriority,
newPriority)

queuesweewemeweewe   
 

 
 priority

executionTime ;     
 

 
 run()

cancel()
interrupt()
compare(Task)

 
 

 
 

 
 

Figure 1. Scheduler class diagram

oe oe
i] t 1
| Schedule Task ' i! 

 
Add Task

Request Next Task   
 Return Next Task

 
   Run Task  

Figure 2. Client schedules a task

3.1 TaskQueue

This class represents a scheduler’s task queue:a priority queue of Tasks, ordered on priority,
taskType and executionTime. .

The task priorities are based on the CLDC Threadpriorities. As such there are 3 priorities defined:
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¢ MAX_PRIORITY is the maximum Priority that a'task can have.
* NORM_PRIORITY is the default priority that is assignedto a task.
* MIN_PRIORITY is the minimum priority that a task can have.

Taskswith the samepriority are further subdivided by taskType. For example, this allows us schedule
the data for a screen before the images. This could be achieved by using different priorities howeverit
is likely we'll want to lowerthe priority of a task (e.g. the user navigatesto a different screen) without
changing the type. By separating the concepts of priority and taskType the design is moreflexible and

_ | think easier to understand.Initially the 3 types ordered by importance are:

* DATAis usedfor tasks that request object datafiles.
¢ AUDIO is usedfor tasks that request audiofiles.
* IMAGEis used for tasks that request imagefiles.

The executionTime ensures that tasks with the same priority and taskType are executed in the orderon ok od

inai they are added to the queue.

highest
priority
 
 

 
 

Scheduler
Thread

 
Ul Thread

 lowest

priority
TaskQueue 

Figure 3. Ul thread.adds a task to the queue

Internally the queue is stored as a binary heapso the cost to schedule a task is log n, wherenis the
numberof concurrently scheduled tasks, A large number(thousands) of scheduled tasks should
present no problem. There is no costfor retrieving the next scheduled task, whichis alwaysat theroot.
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Figure 4. An example of a binary heap

Wealwaysadd an elementto the bottom of the heap andthen cail the fixUp() methodto find its place
in the heap. The fixUp() method compares the added elementwith its parent and swapsthem if they
are notin the correct order.

An array is used to store the heap and becausethe heap is always complete (there are never any
gapsin the tree) it can be stored compactly. No spaceis required for pointers; instead, for each index
i, elementafi] is the parent of two children al2i+1] and af[2i+2]. .

o 4 ® 38 4 5 6
Figure 5. Binary heap stored in an array

3.2. Task

A task can be scheduledfor one-time or repeated execution. A task can bein one of 3 states:

¢ SCHEDULED:This task is scheduled for execution. If itis a non-repeating task, it has not yet
been executed.

« EXECUTED:This non-repeating task has already executed (or is currently executing) and has
not been cancelled.

* CANELLED:This task has been cancelled (with a call to Task.cancel).

cancel)
 

 

 
  
 

run()
m

interrupt() cancel()

 

  

Figure 6. State diagram for a Task
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The MusicStation client uses a single Scheduler to scheduleall file connections, either from the local
file system or remotely over an HTTP connection. The scheduler uses a single thread soalll file
connections are handled serially. A Task must ensure that it only has an open connection whenit is in
the executed state. As only one task is everin the executed state we can guarantee that we only ever
have one connection open. Also, any task that supports the interrupt() method must be able to resume
without storing any state information aboutthefile it was writing to. This is important because another
task may have modifiedthefile since the task was interrupted. .&

4. Use Cases

4.1 . User apensPlaylists

The user opensthe application and immediately opens the Playlists menu. The Playlists menu display
the “My Playlists” PlaylistSet filtered using the two filters “My Private Playlists” and “My Public.
Piaylisis”.

Whenthe screenis displayed a LoadTaskis added to the TaskQueue to load “My Playlists”. The
LoadTask.taskType is DATA and the LoadTask.priority is MAX_PRIORITY.

Whenthe LoadTask is added to the TaskQueue, the scheduler thread, which is waiting onthe queue,
is notified. It takes the task from the queue and executesit by calling the Task.run() method. The task
checksto see if the “My Playlists” object data file exists on the file system. In this case it doesn’t so an
HttpConnection is opened andthefile is read over the stream. The file is read into a buffer (65k) and
each time the bufferis filled itis written to the memory card and used to populate part or all of the data
object (note very few datafiles will be larger than the buffer). .

As the PlaylistSet data object is populated with Playlists, these Playlists contain image references. As
each image reference is read, an ImageLoadTaskis created and added to the TaskQueue. The
ImageLoadTask.taskType is IMAGEand the ImageLoadTask.priority is MAX_PRIORITY.-

Once "MyPlaylists” has finished loading, the scheduler takes the first ImageLoadTask from the queue.
Because the image doesn't exist on the localfile system it is loaded over HTTP. This continues until all
images have been loaded.

4.2. User opens Playlists and immediately selects New Playtists

The user opensthe application and then ‘opens the Playlists menu. Before "My Playlists” have loaded
the user selects “Get New Playlists”.

As above a LoadTaskis immediately added to the TaskQueueto load "My Playlists” when the user
opensPlaylists. The LoadTask.taskType is DATA and the LoadTask.priority is MAX_PRIORITY.

Before the LoadTaskhasfinished the userselects “Get New Playlists”. This immediately calls
TaskQueue.changePriority() to downgrade all MAX_PRIORITYtasksto NORM_PRIORITY because
we are changing screens. Any outstanding tasksfor the last screen need to have a lower priority than
tasks for the new screen.

A LoadTaskis then added to the TaskQueueto load “New Playlists”. The LoadTask.taskType is DATA
and the LoadTask.priority is MAX_PRIORITY. Adding the new task causesinterrupt() to be called on
the “My Playlists” LoadTask. As data objects are typically small (less than 4k) interrupts are ignored.
However because the “My Playlists” LoadTask has hadits priority lowered toNORM_PRIORITY any
ImageLoadTasksit creates are also created with NORM_PRIORITY. :

Once the "My Playlists” LoadTask hasfinished loading, the scheduler takes the “New Playlists”
LoadTask from the queue and executesit. Once “New Playlists” has loaded the imagesfor the “My
Playlists” screen load in the background.
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4.3. Userstarts Playlist

The userselects a Playlist from “My Playlists” and choosesthe Play option.

All of the Tracks‘in the Playlist are addedto the play queue. A StartTask is added to theTaskQueue
for the first track. The StartTask.taskTypeis AUDIO and the StartTask.priority is MAX_PRIORITY. We
then add a FetchTask to the TaskQueuefor each Track. The FetchTask.taskType is AUDIO and the
FetchTask.priority is MIN_PRIORITY. Note, a FetchTask is added for each Track including the first
track. This is because the StartTask could be cancelled by the user selecting Next before the task has
finished. A FetchTaskwill first check to see if a file exists and has beenfully downloaded before
making an HttpConnection.

Whenthe StartTask has. finished (and the track begins to play) a PrefetchTaskis added for the second
track. The PrefetchTask.taskType is AUDIO and the PrefetchTask. priority is MAX_PRIORITY.

Depending on the connection rate the second track should have prefetched before the first track
finished. In which casethe first and second FetchTasksare discarded(thefiles already exist) and the
third tracks FetchTask beginsto load.

4.4 Userstarts Playlist and opens Inbox

The userselects a Playlist fram “My Playlists’ and chooses the Play option. Halfway through. -
downloading the first track the user opens the Inbox tab.

As above, a StartTask is added forthe first track and FetchTasks added for each track. When the user
opensthe Inbox a LoadTaskis created for the “Inbox” StorySet. The LoadTask.taskType is DATA and
the LoadTaskpriority is MAX_PRIORITY. ;

Thepriority of the StartTask is changed from MAX_PRORITY to NORM_PRIORITY and the “Inbox”
LoadTask is added to the TaskQueue. The interrupt() methodis called on the StartTask which causes
the StartTask.run() method to throw an interruptedException the next time read() returns(when the
65k bufferis filled). The scheduler catches the InterruptedException and the StartTaskis rescheduled
to run after the “Inbox” LoadTask.

The “Inbox” LoadTask is executed andit creates ImageLoadTasks for each story. These are created
with MAX_PRIORITYandwill all be executed before the StartTask is resumed. Should we leave the
StartTask at MAX_PRIORITY soit is loaded before the images?

Oncethe imagesare loaded the StartTask resumesby first checkingif the file exists and how much
has already been read. The task will then requestthe remainderof the audio file. Oncethefile has
been downloadedthetrack will play and a PrefetchTask will be added for the next track.
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1. Introduction

Weneedto log user actions, events and exceptions on the client and send.them tothe serverin ‘orderto:

° Debug information during testing
* Provide information for customer support
* Collect usage data for reports and recommendations

2. Logger

The Logger object is used to control logging ontheclient.It is a DataObjectSet and can be
synchronized with the server using MSTP. .

Logger contains the following attributes:

* Level: The level at which logs are stored, events at a lowerlevel are discarded
o DEBUG:Eventsthatare useful to debug the application
o INFO:Informational messagesthat highlight the progress of the application
o WARN: Indicatesthat there’s a potential problem
o ERROR:Anerror occurred but the application managed to continue
o OFF: Nothingis logged .

* Priority: Controls the frequency that logs are sent to the server
o MIN: Whenthe client next makes a requestto the server or when maxSize is reached.
o NORMAL: Every 5 minutes (or as MIN)
o MAX: Every 30 seconds (or as MIN)

This behaviourwill be controlled by properties and can be tuned
* MaxSize: The maximum numberof records to store on the client
* TimeOffset: The time difference between the server and client
e LogRecords: The logs themselves

The Loggercontains a LogRecord for each client log. The LogRecord conatins the following attributes:
* Message: Readable description of what happened
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Level: Thelevelof this log
Date: The servertime calculated using the client time and timeOffset
Sessionid: The server sessionld when this event occurred (if any)
EventTypeGuid: The identifier in the event_type table for this event (if any)
Parameters: The parameters that are pertintent for this event

 
 

 
 
 
 

 

DataObject

LT
/\
 

 DataObjectSet

   

 
 

contains

eS, LogRecord '

String message
Data date
String level
String sessionid
String eventTypeGuid
Hashtable<String,
Object> parameters

 
 
  
 

String level
String priority
int maxSize
long timeOffset
LogRecord[] logRecords

  
 
 

 
 debug()

info()
wam()}
error()
fatal()

 
  
  
 

3. Client Debugging
Whilst the clientis in testing we needto allow thetesters to easily view the client logs so that they can
understand what was going on whenthe error occurred and can include these in Mantis bug reports.
The client will log the following:

* Tasksincluding all parameters required to run the task
* Commandsincluding all parameters required to run the command
* Exceptionsincluding all relevant information

Each LogRecord will be logged as an incident and can be viewedbythe tester using the Incident
Monitor's web interface. Because each record is logged using the servertime the incidents can be
ordered by dateto givealist of client and server actions in the sequence that they occurred.
4. Customer Support
Whenthe customercontacts customer Support we need to push the Logger object from the client to
the server so that customer Support can see the last LogRecords generated by the client. The client
needsto initiate the push, whichit may notdo fora while if the log priority is set to MIN. Therefore we
need a method for commandingtheclientto post the Loggerobject. .

Can support ask the user to go to the About screen andthis will push the Logger object to the serverimmediately?

We needto log enough information to recreate the user’s situation. This information will be stored in
the LogRecord.parameters Hashtable.If the eventTypeGuid attribute is set a record will be inserted
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into the customer_event table andthe parameters inserted into customer_event_val. We will use a
queueto insert into customer_event and Customer_event_val so that event logging doesn’t delay the
responseto the client. The exception is when the customer_logger.priority is set to MAX. In this case
we want to see events as they happen andthese records will be inserted directly into the database.

5. Usage Data
Client usagedata is populated using triggers on the event table. So for example when wereceive an
eventfor the customerplays a track the Customer_track.play_countis incremented.

6. Database Requirements
Customersupport needs to be able to control the logging generated by the client and the frequency
thatit's sent to the server. This is controlled using the customer_logger table.

 

 
 

   

 
   

    

  
 

customer_logger Ares ea TET: comments
customer_id NUMBER(10) Mandatory Foreign key in

customer

  level VARCHAR2(256)|Mandatory
Allow values:

DEBUG,INFO,
WARN,
ERROR, OFF
Mandatorypriority VARCHAR2(256)
Allow values:

MIN, NORMAL,
‘ MAX

max_size VARCHAR2(32) Mandatory 100 Maximum number
of log records

: stored on client

Wheneverthis table is changed a record: is inserted into customer_object_log so that the updated
Loggerobject can be pushedto the client. '

Level of logging
output on client

 
 
 
 

 
 

 
 

 
 
 

 

 
  

 

  

 
NORMAL Taskpriority for

sending log records
to the server 
 

 

 

 

  

7. Further Considerations

How do we ensure logging is resetafterasupport call has terminated?
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Connected MusicStation Protocol Design
Mike/Steve/Tom/MarkS/MarkK

9 Jun 2006 — 19 June 2006

1. Introduction

MusicStation client applications are required to connectto the MusicStation serverto download and
upload various data. The protocolthat MusicStation uses to connectto the server must be capable of
being implemented on a variety of client technologies, e.g. Java, Symbian, and Windows Mobile.It
mustalso solve the issues documentedin the document “Connected MusicStation Issues andRequirements”

, 2. Protocol History

MyFone used HTTPto transfer data. This experience showed up several issues with the HTTP
request and response having to pass through operator gateways. Operator gateways and. various
mobile phonesregularly interfered with the HTTP headers, usually by failing to forward them. This is
one of the key factors that led to the creation of this protocol. .

To transfer severalfiles in one response,this protocol took inspiration from MIME: An: earlier revision
of this document used MIMElike boundaries to separate the differentfiles in the response. This was
changed to use the offset and length notation in the header. This allows a client to quickly access the
data objects. Only the header needs to be parsed, and not the body contents. (see section 3.2.7)
Previously status codes used a binary representatian to allow them to be extensible whitststill being
understood by olderclients. This has been simplified to use integer values that can be easily
to the client addresses the issue of introducing new status codes. The serverwill only ever send statuscodesthat the connected client version understands.

It was previously not possible to uniquely identify acknowledgmentsif the samefile had been
requested severaltimes in a session,orif the acknowledgement wassentin a different session to the
session that the data file was sentin. The acknowledgementid Principle used in Sent and Put linessolvesthis issue.

3. Protocol Overview

The client mustinitiate all communication becauseof the way in which mobile phones connectto the
internet. As the mobile phone does not have a static IP address, and becauseit will usually connect
via a mobile aperator gatewaythere is no way for the serverto initiate the communication. MIDP2.0
handsets could use the Push Registry functionality to send an SMSto the application requesting that
the client makes a requestto the server, but this functionality may not be available on ail target
handsets and client platforms, so therefore the MusicStation protoco! should be based upontheclientinitiating the communication.

The protocol must be able to run over HTTP and TCP/IP socket connections. These are the two most
commonly available connections made available to us by the client platforms.

The protocolwill assumea reliable transport layer. The protocol will not need to be able to re-request
individual packets of a particular response. Therefore UDP socket connections will not be a supported
eee

' G:\Projects\MusicStation\Architecture & Design\ Connected MusicStation - issues and
Requirements.doc . .
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transport mechanism. To support an unreliable transport layer would require a lot of extra functionality
in the MusicStation protocol and TCPis available on all clients that have UDP. :

The protocol mustbe able to support the client transferring data to the serveras well as.the client
making requests for data from the server:Thisis required so that error data, logging data, usage data,
playlist information and user related data can be transferred from the clients to the server.

As the MusicStation is a request / response protocolit is modelled closely on HTTP, borrowing several
of HTTPsfeatures. .

The MusicStation protocolis text based using the ASCII character set only, this is so that it can be
implemented on manydifferent client platforms without any of the encoding issues associated with
binary data. : -

The diagram below showsthe request/responseflow betweenthe client and the server. This is an
example of a simple request from the client being fulfilled by the server. All client/server
communication happensin this same basic way.

MusicStation Client MusicStation Server

1. Client Makes request for Resource X >

2. Server responds with Resource Xeee

The next diagram shows how the server sends a requestto the client. As the client/server
communication must always betriggered by a client request, the only wayfor the server to make a
requestfrom the client is for the serverto piggybackthe request on a responseit sends to the client.

MusicStation Client MusicStation Server~

1. Client Makes request for Resource X >

2. Server responds with Resource X
and piggybacks a requestfor the client log file

3. Client sendsit’s log file
TTT

4. Server responds
1:0S]$S

Note that in normal! operation the serverwill always respondto a client request, even if there is no data
in the response. The response may include just a status code (see ‘The Server “Response”protocol’
section).
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Robotclients and requests exceeding a requests per minute threshold are not normal operation, and
the server has no obligation to respond to these requests. Real clients that do not receive a server
response are expected to retry the request after a reasonable time.
Like HTTP the MusicStation Protocol uses a headerto hold the meta-data about the body of the
message, which contains the actual data being transferred. This document describes the Protocol, |
whichis concerned with just these headers. The body of the messagecandiffer for the various client
implementations. Like HTTP the header and body are separated by an empty line.

3.1. The Client “Request” protocol

3.1.1. The protocol identifier

The first part of any request will be the protocol identifier. This is so that the server receiving this _
request can validate that the data it has received is indeed from a client. The protocolidentifier should
be short so that it does not put an overhead on the request, The protocolidentifier used by
MusicStation is

MSTP

This stands for MusicStation Transfer Protocol.

3.1.2. The protocol version number

Along with the protocolidentifier is the protocol version number. This protocol identifier is entirely
separate from the client version number, the server version number and the dataobjects used by the
client version number.

There can be manydifferent versions of the client application that wilt alt use the sameprotocol
version number.

The protocol version numberwill be in the form major.minor , '
The minor number should be increased for incremental changesto the protocol, and the major number
should be increased with significant changesto the protocol. Initial development versions of the
protocol will have a major numberof 0. This will be incremented to 1 on the first productionrelease of-
the protocol.

The server software should alwaysbe able to handle every released version of the protocol so thatit
is backwardly compatible with all older client versions.

The protocol version numberwill be on the sameline as the protocol!identifier, and separated from the
protocolidentifier by a forward slash.

MSTP/0.1

This line indicates that this is version 0.1 of the MusicStation protocol.

3.1.3 The request identifier

Each request sent by a MusicStation client will include an identifier. This identifier must be unique to
this request in the current session. There is no requirementfor the requestidentifier to be globally
unique. This request identifier can be any string up to 32 characters long.
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This could be implemented as an integer starting at 1 and being incremented for every request made
by the client.

This request identifier is required so that the server can identify duplicate requests from clients.
MyFone experience has shown that mobile phoneclient requests can sometimes be very unreliable.
This meansthatthe client must be able to automatically retry a requestif it has not received a
responsewithin a reasonable amountoftime.

Whenthe client has not received a response,this could be because the request never got as far as
the server,or it could be because the server's responsegotlost in the operator gatewayonit’s wayback to the client.

By including the requestidentifierit is straightforward for the serverto identify duplicate requests.
The client must send the same requestidentifier for any re-tried requests.

The request identifier can come at any point undermeath the request identifier and request versionnumber.

MSTP/0.1

RequestId: 123456

This identifies a request bythis client. If the client retries this request, the requestid in the. retry must. by 123456.

3.1.4 Client name and version number

Every request mustinclude the client name and version number. This information can then be used on .
the serverto perform a look up of the abilities ofthis client. This means that new abilities can be added
at any time to the client without having to changethe information given in the protocol.
For example,if a client identifies itself as the MIDP version 0.4.6 client, then the server knows which
formatit need to return the data objects in. The server also knows what music encoding is supported
by this client. And the server knowsthatthis client does not support encryptedmusicfiles.
MSTP/0.1

RequestId: 123457

Client: MusicStation 0.4.6 MIDP Nokia/N70

This identifies the client as the Java client version 0.4.6 running on a Nokia N70 handset: The server
can then look upwhich abilities this ctient has.

The formatof this string should always be

The static string “MusicStation" followed by a single space.
Then the version numberwhichis in the format major.minor.micro, followed by a single space.
Thena variant namewhich will be defined for each variant. Currently this will be one of “MIDP”,
“Symbian”, “WindowsMobile”, “MusicMate”. ,
Thevariantis followed by a space character, and then a platform identifier. The platform identifier is
likely to be our device code fromthe db. This platform identifier will differ for each variant. For MIDP
clients it is suggested that “Manufacturer/Model”is used.
Occasionally there may be different releases for the same MIDPhandset. Thedifferent release may
be required to work around firmware Specific issues. In caseslike these, the platform identifier should
include this information. E.g. “MusicStation 0.4.6 MIDP Nokia/6630-pre3.6.0firmware” .
This platform identifier may contain spaces,andwill generally be used to perform a look up in the
databasefor the properties of that device.

3.1.5 User’s globally unique identifier
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Every request mustinclude the user's globally unique identifier. The one exceptionto thisis the initial
registration request. If a request does notinclude the user's globally unique identifier, then the server
will respondwith notification that the client is required to register.

This globafly unique identifier allows the serverto lookup various information aboutthe user.

The client should not construct the globally unique identifier. The identifier will be created by the server
during the registration process, and then assigned to the client. The client must then inctude this
identifier in every subsequent request.

MSTP/0.1

RequestId: 123458

Client: MusicStation 0.4.6 MIDP Nokia/N70
UserGUID: AB12yYz

Unique Identifer AB1l2y%. The server can use this
S preferred language, territory, operator and

4Oo25 iCcents a

information to look up user details s
branding.

This identifies the user with the Globu
Y

Bbe

3.1.6 Data requests

Mostof the requests from the client will be a request for data from the client. For example the client
may requestthe latest news from the server. .

MSTP/0.1
RequestId: 123459

Client: MusicStation 0.4.6 MIDP Nokia/N70
UserGUID: AB12YzZ
Get: inbox.data

This is an example of a requestfor the inbox.data data objectfile.

Data requests mayalso have path information associated with them. This uses a syntax similar to
HTTP URLs.A/ (forward slash) character is used asa directory separator.
MSTP/0O.1

RequestId: 123459

Client: MusicStation 0.4.6 MIDP Nokia/N70
UserGUID: AB12yYzZ

Get: games/namethattune/question.data

This is an example of a request for the question.data data objectfile which has the path
games/namethattune.

Data requests may optionally include parameters that the serverwill use to construct the data object to
be returned to the client. This request data is included by using HTTP query string syntax.
MSTP/0.1

RequestId: 123460
Client: MusicStation 0.4.6 MIDP Nokia/N70
UserGUID: AB12Yz : .
Get: advncedSearch. data?type=artist&query=bon$20jovi&country=ukélanguage=en

This is an example of a request for the advanced searchresults. The requested resource has a ?
(question mark) character to separate the name of the requested resource from the parametersfor this
resource. The parameters are name/value pairs. Each name/value pair is delimited bya&
(ampersand) character, and the name and value part are separated by an = (equals).
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The values have been URL encoded, so that the space characterin the search term “bon jovi’ has
been replaced by the URL encoded version %20. .

The client may request multiple resources from the serverat the sametime. To dothis, the client
sends several GET lines, one for each resource requested.

MSTP/O.1

RequestId: 123461

Client: MusicStation 0.4.6 MIDP -Nokia/N70
UserGUID: AB12YzZ
Get: inbox.data
Get: charts.data

This is an example of a request for the inbox.datafile and a request for a charts.data file. A situation
like this may occur whentheclient is making a requestfor a resourceit requires immediately (in this
example inbox.data), and is also required to update a resource in the background(in this-‘example
charts.data).

The GET lines should be ordered in the order that the client would like the resources ordered in the
server response.

Occasionally the client may have a partial response cached, and require only some of the data
returned from the server. In caseslike this, the client may wantto make a requestfor only a certain’
part of the data.

The client can dothis by using the range parameters on a GET line. The range parameters are
Separated from the requested resource name by a; (semi colon) character.
If there is more than one range parameter then the range parameters are separated by a; (semi
colon) character.

The range parameters are from and to. Both of these should be followed by an = (equals)
character, and then an integer numberof bytes.

MSTP/O.1

RequestId: 123462

Client: MusicStation 0.4.6 MIDP Nokia/N70
UserGUID: AB12YzZz

Get: inbox.data; from=34

This is an example ofa partial requestfor the inbox.data file. The clientis requesting all of the
inbox.data file from the 34" byte onwards.

MSTP/0.1

RequestId: 123463

Client: MusicStation 0.4.6 MIDP Nokia/N70
UserGUID: AB12YZ

Get: charts.data; from=128; to=256

This is an example of a partial requestfor the inbox.datafile. The clientis requesting all of the
inbox.datafile from the 128" byte up until the 256" byte. .

When making a range request, the client should not expect the returned data to be of the range asked
for. The server responsewill include the details of the range returned, and the client should use the
range information in the server response, and not the range information in it’s own requestfor further
processing. This is because the server may have a reasonfor returning a different range ofdata. For
exampleif the data has changedsincethe client last requestedit.

3.1.7 Sending data to server
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On occasions the client may need to send data to the server. For example, to send errar information to
the server. The client can do this by using the put line.
A putline has several parts. Each part is Separatedbya ; (semi colon).
Thefirst part is the nameof the resource being sentto the server.
The next part is an acknowledgmentid. Thisis the id that will be echoed back to the client by the
serverin the acknowledgementline (see section 3.2.6). The client must generatethis
acknowledgementid in a waythatit can uniquely identify which put data a received acknowledgementis for.

The next part is an offset numberof bytes. This offset is how manybytesinto the body of the message
that this data starts.

The next part is a length numberof bytes. The length is how many bytes long the data in the body of
the messageis.

Thefinal part is the content type. This will almost alwaysbethe content type for our data objects.
Therefore this may be redundantinformation, butit has been left in the protocol because images being
transferred may not necessarily be wrappedin a data object.
MSTP/0.1

RequestId: 123463

Client: MusicStation 0.4.6 MIDP Nokia/N70
UserGUID: AB12Yz

Put: error.data; ackId=1; offset=0; length=160; type="“application/octet-
stream” .

0100111000100100100010001011111000101010
1001010010111111111000001111000000001000
1000010010000001000011100011111000011i11
0101010101010110101010110101110110110110

This is an example of the client sending error data to the server.
The block of zeros and onessignifies the body of the message. This is the binary data thatis being
transferred by this protocol. The formatof this data is outside the scopeof this protocol because the
formatwill differ depending on theclient. implementation technology.
The data in the body starts at position 0, and has a length of 160 bytes. The offset and length values
in the Put line reflect this information. :
The content type in the Put line tells the server how to interpret this data.

The client may be required to send multiple resources to the server at the sametime.In a similar way
to using multiple Get lines, the client may send multiple Put lines.

MSTP/0.1 -

RequestId: 123464

Client: MusicStation 0.4.6 MIDP Nokia/N70
UserGUID: ABL2yYzZ

Put: error.data; ackId=2; offset=0; length=160; type="application/octet-stream”

Put: photo.jpeg; ackId=3; offset=160; length=320; type="image/jpeg"

0100111000100100100010001011111000101010
1001010010111211111000001111000000001000
1000010010000001000011100011111000011111
0201010101010110101010110101110110110110
0100001110001010101101101101101000000010
1010110110110110100000001100001110001010
0011100010101011011011011010000111000001
0001110000011100000111000001110000011100
0110110110100001110000001101101101000012
0110110110100001110000001101101101000011
1000000110110110100001110000001101101101
1101101000011100000011011011010001101101
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This is an example ofthe client sending error data and a photo to the server.In the body of the
request the error data is showninadifferent colour to the photo data. The length andoffset positions
in the requesttell the server the offsetinto this data, and the length of the data.

In a similar way to the Get line, the Put fine also Supports parameters ona Put.

The syntaxfor this is the same as the Getline syntax, which is modelled on the HTTP query string
syntax.

MSTP/0.1

RequestId: 123465

Client: MusicStation 0.4.6 MIDP Nokia/N70
UserGUID: AB12yYzZz

Put: photo. jpeg ?name=Fave%20Tracks; ackId=4; offset=0; length=160;
type="image/jpeg"

0100111000100100100010001011111000101010
1001010010111111111000001111000000001000
1000010010000001000011100011111000011111
0101010101010110101010110101110110110110

This is an exampleof the server sending a Jpeg photo with a single parameter (name ="“Fave’
Tracks’).

Generally the parameters should be encoded within a data object. So any use of Putline parameters
should be looked at closely to see whether the data should really be part of a data object.

Note, although the Putline is very similar to the Get line, the Put line doesnot support the range
values From and To.A failed Putwill require a full resend of the data. The client will know whetherthe
Put has failed becauseit will not receive an acknowledgmentreceipt fram the server (see:‘The server
“Response”protocol’ section)

3.1.8 Client acknowledgements

This part of the protocolis really a client responseto a serverrequest, so if is worth re-reading after
reading the ‘Server “Response”protocol’ section of this document.

So that the server can always have perfect knowledge of what data exists on each client, the client is
required to acknowledgethe receipt of every piece of data sentta it by the server. This is done by
sending one Ack line for each data file successfully received and stored.
The Ackline parameteris the ackid assigned by the server whenit sendsthefile.
MSTP/0.1

RequestId: 123466

Client: MusicStation 0.4.6 MIDP Nokia/N70
UserGUID: AB12Yz

Ack: 2006061911030001CHARTS

This request showstheclient acknowledgingthatit has successfully received and stored the datafile
which had an assigned acknowledgmentid of 200 6061911030001 CHARTS, ‘

A request may include multiple acknowledgementlines.
MSTP/0.1

RequestId: 123466
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Client: MusicStation 0.4.6 MIDP Nokia/N70
UserGUID: AB12yYz

Ack: 2006061911030001CHARTS
Ack: 2006061911030001INBOx

This request showsthe client acknowledging thatit has successfully received and stored the data files
with acknowledgementids of 2006061911030001CHARTS and 2006061911030001INBOx.

The client must only acknowledge fully receivedfiles. It must never acknowledgepartially received
files. If a client partially receives a file, it should make a Get range requestfor the rest of the data.
Onceall of the data has been received and stored, the client can then send the acknowledgementforthis data.

If the client does not successfully receive and store a data file it has requested, it should send a Not
Acknowledged notification to the server.

MSTP/0.1

RequestId: 123466 ‘
Client: MusicStation 0.4.6 MIDP Nokia/N70
UserGUID: ABI2YZ

Nak: 2006061911030001CHARTS

This request showsthe client telling the server that there was a problem with the receiving or storing of
the datafile with acknowledgementid 2006061911030001CHARTS.The serverwill now know that
this file does not exist on the client.

Usually when the client sendsa Nak,itis very likely to have some accompanying error data that
explains the reason for the Nak.If the server receives a Nak, and noerrordata,it may want to ask the
client to send the log file details. If the client persistently sends Naksto the server, the server may
want to increase the logging level on the client to help identify the cause.

3.1.9 Session identifier:

Each requestthe client sends to the server should include a session identifier. The client should not
rememberthis session identifier between restarts. On the first requestafter Starting up, theclient
should not include a session identifier. The serverwill respond by sending back a new session
identifier. The client should then include this. identifier in every subsequentrequest until the user
closestheclient.

MSTP/O.1

RequestId: 123467

Client: MusicStation 0.4.6 MIDP Nokia/N70
UserGUID: AB1L2YZ
SessionId: FUISKNBKSKSDKFLSH
Get: inbox.data

This request showsthe client has previously been assigned a sessionidentifier of
FJSKNBKSKSDKFLSH.

For more details on how the client gets this session identifier see the ‘Server “Response”protocol’
section. .

3.2. The Server “Response” protocol
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3.2.1. Theprotocolidentifier

The protocolidentifier used in the server response should be identical to the client request protocol
identifier. Clients should check this identifier so that they know the responseif in the MusicStation
Protocol format.

3.2.2. The protocol version number

The server can support manydifferent versions of the protocol at the same.time. The server should
always respond with the same protocol version number as the client used in the request. Thisis
becausethis is the only protocol version numberthe server can be surethat the client supports. -
Alongwith the pratocolidentifier, the client should check the Protocol version numberin the response
to so that they know the protocol version being usedis a version that they understand.

MSTP/0.1

This is an example of the server sending the MusicStation Transfer Protocolidentifier and using:
protocol version number 0.1. .

3.2.3. Response Status Codes

With each responsethe serverwill send a status code. The status codes are

Unauthorized|}4010———=*”
Unauthorized 1P Address

Forbidden|4030”
Internal Server Error a
Service Unavailable <a
Unsupported Version aee

The status codes are always 4 digits. This is to allow enough codesto allow for future expansion. 3
digit codes have not been used to avaid confusion with HTTP status codes: '

    
 

 

  
       

The status codes are extensible, new codes can be added at any time. The server will make sure that
clients are only ever sent status codes that the client understands.

The status codes are groupedinto 2 sections. Codesstarting with the digit 1 (i.e. 1000 — 1999) are to
be used for codes relating to a successful operation. Codes Starting with the digit 2 (i.e. 4000 — 5999)
are to be usedfor a failed operation.

Within the failure range of codes, there are two further groups. Codes starting with the digits 4 (i.e.
4000 — 4999) are to be usedforfailure when the client is at fault. Codes starting with the digitis 5 (i.e.5000 — 5999) are to be usedfor failure when the serveris at fault.
MSTP/0.1

StatusCode: 1000

This example showsa successful responsefrom the server.

Last saved: 06-Dec-06 19:42 © 2006 Omnifone Ltd — All Rights Reserved Page 10



TRILLER EXHIBIT  1004-001413

Connected MusicStation Protocal DesignejsaAae

3.2.4 The response identifier

So that the client can verify that the responseit receivesis in response to the requestit made, each
response from the server will echo the client's requestidentifier. : ‘

MSTP/0.1
StatusCode: 1000

ResponselId: 234567

This example shows the server responseto the client request with a request id of 234567.

3.2.5 Setting the session identifier -

The first request from the client each timeit is started up will not contain a session identifier. The
server should respondto this request with a newly assigned sessionidentifier.

MSTP/O.1
StatusCode: 1000

Responseld: 234568
SetSessionid: FJUSKNBKSKSDKFLSR

This response showsthe serversetting the session id to FISKNBKSKSDKFLSR.

If the client receives any response with a SetSessionId line, then the client muststart using the new
session id immediately. There may be cases where the server assigns a newsessionid to a client that
already has a session id. For example this could happen whenthe session has timed-out.on the
server.

3.2.66 Acknowledging sent data

Whenthe client sends data to the server (for example error data), the server must acknowledge the
receiptof this data so that the client knows the server has successfully received this data.

MSTP/0.1
StatusCode: 1000

Responseld: 234569
Ack: 3

This response showsthe server acknowledging the receipt of the data file which the client sent in a
Put line and the client assigned a acknowledgmentid of3.

Equally the server can negatively acknowledge the receipt of the data if there has been an issue
receiving or storing the data. This will allow the client to resend the data.

MSTP/0.1

StatusCode: 1000
ResponselId: 234569Nak: 4

This response showsthe server acknowledging thefailed receipt of the data file which the client
assigned an acknowledgementid of 4.

rt
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3.2.7 Sending data

Most responses from the server are likely to include at least one data objectfile. Theses datafiles are
sentin the body of the response. .
For each Get line sent in the request by the client, the server should return a Sent line.
The server must generate an acknowledgementid that it sends along with the data. This is so that
whenthe serverreceives an Ackline, it knows which data is being acknowledged.It is the servers
responsibility to generate these acknowledgementids ina way that uniquely identifies the data filesent.

The Sent line must include the byte offset position into the body of data wherethe client can find the
data, it must also include the length of the data and the content type of the data. Byte offset and length
are used in the MusicStation protocol because they makefor relatively straightforward processing.
This has been usedin preference to a boundary parameter as used in multipart MIME. .
MSTP/O.1
StatusCode: 1000

ResponselId: 234570

Sent: newsl.data; ackId=20060619111100NEWS1; offset=0; length=160;
type="application/octet-stream"

0100111000100100100010001011111000101010
1001010010111111111000001111000000001000
1000010010000001000013,100011111000011111
0101010101010110101010110101110110110110

This response shows the server sending the news1.datafile.

The server may also send multiple data files in a single response. This is done with multiple sent
lines in the same wayasthe client sends resourcesto the server with multiple Put lines.

MSTP/0.1

StatusCode: 1000
Responseld: 234571

Sent: news2.data; ackId=20060619111200NEWS2; offset=0; Llength=160;
type="application/octet-stream"

Sent: news3.data; ackId=2006061911L1200NEWS3; offset=160; length=160;
type="application/octet-stream"

0100211000100100100010001011111000101010
1001010010111111111000001111000000001000
1000010010000001000011100011111000011111
0101010101010110101010110101110110110110
0100211000100100100010001011111000101010
0101010101010110101010110101110110110110
1001010010111111111000001111000000001000
1000010010000001000011100011111000011111

This response showsthe server sending the news2.data.and news3.datafiles. In the body of the
responsethe data is showninadifferent colour. The client knows which body data is for which data
file becauseofthe offset and length parameters on the Sentline. ‘

If a client request was for a certain range of data, and the server sendsonlythis range of data, then
the server response mustindicate which range of data has been sent.

MSTP/0.1
StatusCode: 1000

ResponselId: 234572
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Sent: newsl.data; ackId=20060619111200NEWS1; offset=-0; from=160;*: length=40;
type="application/octet-stream"

0101010101010110101010110101110110110110

This response showsthat the-data returned atis the data from byte 160to the end. There are 40 bytes
of this data, and they are positioned at 0 bytes into the bodyof the data(i.e. the start of the body).
Notethat the offset value is‘an index into the body of the data andis notto do with the range values.
The range to value may be used in aSent line to show that the data in the response doesnot go to
the end of the datafile, .

The client should always read the response headers and usethese to processthe data rather than the
client sent request headers. This is because the range requested might not be the rangereturnedif
the server has a reasonto return the full datafile. >

The server may also send Sentlines for data is wants to pushto the client. This is done by the server
sending a Sent line that the client had not sent a corresponding Get line in the request.

MSTP/0O.1

StatusCode: 1000
ResponselId: 234573. '

Sent: newsl1.data,; ackId=200606L9I11230NEWS1; offset=0; length=40;
type="application/octet-stream"

Sent: command.data; ackIid=20060619111230NEWS2; offset=40; length=40;
type="application/octet-stream"” .

0101010101010110101010110101110110110110
0100111000100100100010001011111000101010

This response-showsthe server sending the news1.data and the command.data file. Any pushed data
should alwaysfollow the requested data in the response body. : :

3.2.8 Acknowledgement requests:

If the server has sent data ta the client, and then in the next request with a different requestid from the
client the serverdid not receivear acknowledgementfor that data, then the server can ask theclient
to acknowledge whetherit has received the data or not.

This is done by the server sending a AckRequiredline in the response.
MSTP/0O.1

StatusCode: 1000

Responseld: 234574

AckRequired: 20060619111230NEWS2

This is an example of the server asking the client to acknowledgethe datafile that was previously sent
with an acknowledgementid of 20060619111230NEWS2.
Note that the serveris not required to ask for acknowledgementsof datafiles, the client should send
the automatically. The AckRequiredline is used when the connection is less than perfect and a
previously sent acknowledgementfrom the client has not reached the server for some reason.
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4. Connection levels

Clients will have varying levels of connection speed, reliability, bandwidth and latency.
Each client data object requestwill have a predefined priority level associated withit.
Theclient will dynamically changeit's Connectivity level threshold based uponthe available bandwidth
and the numberof successful connections.

The priority levels are

* IMMEDIATE — Theclient must send this request immediately, and not queuethis request.
This should be used for requesting data objects that are required to show the screen
requested by the user.

* SOON- This client may send this request immediatelyif the network speed / bandwidthis
available. This information is useful to the serverin deciding what data objects to push to theclient,

* WHENEVER- Theclient does not need to need to send this information to the serverin any
time critical period. The server needs to be informed of this information, but the data can be
sent along with the next request.

The client can calculate its bandwidth based uponthe time it takes to transfer a large amountof data.
This is probably best done when transferring an audiofile.
The client can calculateits connectivity threshold based upon the bandwidth and the numberof
successful connections, and the number of connectionsthat are interrupted to senda higherpriorityrequest.

Clients with a good connectivity will have a connectivity threshold that allowsall messagesofpriority
SOONor aboveto be sent immediately.

Client with a poor connectivity will have a.connectivity threshold of that only allows IMMEDIATE
messages to be sent immediately.

5. Commanddataobjects

In MusicStation MIDP 0.4.6 the only data objects that exist are content data objects. A new type of
data object is required in the connected MusicStation version. These are required so that the server
can requestor send various data to the client. These data objects are sent by the MusicStation
Transfer Protocol, but are not part of the MusicStation Transfer Protocol. They are not part of the.
protocol because different command objects will be used fordifferent client implementations, but the
same transfer protocol will be used for all implementations.

§.1 Server command data objects

In addition to content data objects and imagefiles the server needs to be able to send the followingcommands to the client

Please sendtotalfile space size to the server.
Please send remainingfile space size to the server.
Piease sendlogfile to the server.
Please send errors to the server.
Please changeclient logging level.
Set property.
Getproperty.
Please deletea file.

Please send details of whatfiles you have.
Please send bandwidth details.
Please change connection level.

ees©€eeskeeeh¢
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¢ Please request datafile.

* Please request audio file.
* Registration data.

Itemsare likely to be added to this list as new functionality is added to the client and server:

It's worth noting that the server will frequently be more awareofthe client’s connectiondetails than the
client is. For example a MIDP client on a Nokia N80 has no way of knowing whether the HTTP
connectionis via an operator gateway, or whetherit's via a Wireless LAN. The serverwill know
whetherthe client connection is via an operator gateway because the connection will be coming from
a knownoperator IP address range.

5.2 Client commanddata objects

The client needs to be able to send the following data to the server

« Playlist data.
* Imagefiles.
¢ Totalfile space.
* Available file space.
¢ Log file data.
¢ Current logging level.
* Error info.

* Info on whichfiles have been deleted to free up space for otherfiles.
* Current bandwidth level.
¢ Data file used.
¢ Screen shown.

* Property value.
* Currentclient time.
* Registration data.

Items arelikely to be addedtothis list as new functionality is added to the client and server.

5.3 Timings

The serverwill be recording the timethat variousclient events have occurred.
Clients should report times to the serverin the number of seconds since midnight GMT on 1° January1970.

For Example, in MIDP1.0, this can be obtained by

Calendar. getInstance (TimeZone. getTimeZone ("GMT") ).getTime(). getTime()

The MIDPspecification says that the GMT timezone must be supported, but if for some reasonit is not
supported, then the handset can simply use

(new Date()) .getTime() to get the client time.

Eachclient stores timing data using it's own time settings. Whenthis data is transferred to the server,
the server can then convert and store these event timings in it’s own format.

The serverwill do this by comparing the clients localtime, with it's own time. The delta between client
reported times and servertimes can then be calculated.

The current client time command object must contain the time that the data is sent to the server so
that the server calculated time is as accurate as possible.
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6. Example usage

6.1 Client reading the inbox news.

1. Client request.
The client makesthefirst request of the session with no session id. The requestis for inbox data, and
also sends someerror data to the server.

MSTP/0O.1
RequestiId: 0123456789ABCDEF .
Client: MusicStation 0.4.5 MIDP Nokia/N76
Get: inbox.data

Put: error.data? ackId=CLIENT1; ottset=0; length=102; type="application/octet stream"UserId: Xatq3kf4ImdlE3TD

[ERROR DATA IN BODY]

2. Server response.
The server responds with a responseld matching the requestid in the client request. The inbox datais
sent as requested. A session id is assigned for use in the rest of the session, and the error data is
acknowledged.

MSTP/O.1
StatusCode: 1000
ResponselId: 0123456789ABCDEF

Sent: inbox.data: AckId=SERVER1; offset=0; length=102; type="application/octet-stream"
SetSessionId: ZYXWVUTSROPONMLK
Ack: CLIENT1

{INBOX DATA IN BODY]

‘

3. Client request.
The client makes a request for newsl.data, and acknowledges the receipt of the inbox data. The
session id assigned in the Last request is now included in the response.

RequestIid: 0123456789ABCDFO
Client: MusicStation 0.4.5 MIDP Nokia/N70
Get: newsil.data .

Put: pageViewlData; AckIG=CLIENT2; offset=0; length=102; type="application/octet~stream"Ack: SERVER1
UserId: Xatq3kf£4ImdlB3TD
SessionId: ZYXWVUTSRQPONMLK

[PAGEVIEW1 DATA IN BODY}

4. Server response.
The server responds with the news1 data that was requested.

MSTP/O0.1
StatusCode: 1000
ResponselId: 0123456789ABCDFO

Sent: newsl.data; AckId=SERVER2; offset=0; length=102; type="application/octet-stream"Ack: CLIENT2

{[NEWS1 DATA IN BODY]

5. Client request.
The client makes a request for news2 data. Note that the client has for some reason not
acknowledged the news1.data with acknowledgementid of SERVER2_ that it previously received.

_eee
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MSTP/0.1
RequestIid: 0123456789ABCDF1
Client: MusicStation 0.4.5 MIDP Nokia/N70Get: news2.data

Put: pageView2Data; AckId=CLIENT3; offset=0; length=102; type="application/octet-stream"UseriId: Xatq3kf4IimdlE3TD
SessionId: 2YXWVUTSROPONMLK

([PAGEVIEW2 DATA IN BODY}

6. Server response.

The server responds with the news2 data that was requested. The serveralso asks the client to
acknowledge the previously send news1 data that it did not receive and acknowledgementfor.
MSTP/0.1
StatusCode: 1000
Responseld: 0123456789ABCDF1

Sent: news2.data; AckId=SERVER3; offset=0; length=102; type="application/octet-stream"Ack:, CLIENT3
AckRequired: SERVER2 ,

(NEWS2 DATA IN BODY}

7. Client request.

The client makes a request for news3 data and acknowledges the news? and news2 datafiles which
had the ids SERVER2 and SERVER2

MSTP/0.1
); Requestid: 012345678 9ABCDF2

" Client: MusicStation 0.4.5 MIDP Nokia/N70
Get: news3.data
UserId: Xatq3k£4ImdLE3TD

SessionId: ZYXWVUTSRQPONMLK .
Put: pageView3Data; ackId=CLIENT4; offset=0; lLength=102; type="application/actet-stream"Ack: SERVER3
Ack: SERVER2

[PAGEVIEW3 DATA IN BODY]

8. Server response.

The server responds with the news3 data that was requested. The server also sends two commands
to the client. These commands‘tell the client to request the news4 and new5datafiles because the
serverthinks that the client may need thesefiles soon. Alternatively the server could have pushed the
néews4 and news5datafiles, but has chosen to tell the client to request them atits convenience. This
allows the client to decide whether it has the correct connectivity level available to requestthesefiles.
MSTP/0.1
StatusCode: 1000
Responseld: 01234567899ABCDF1
Ack: CLIENT4

Sent: news3.data; AckId=SERVER4; offset=0; length=102; type="application/octet~-stream"
Sent: commandl.data; AckId=SERVERS; offset=102; length=34; type= application/octet-stream"
Sent: command2. data; ACkId=SERVER6; offset=136; length=34; type="application/octet-stream"
[NEWS3, COMMAND1 & COMMAND2 DATA IN BODY}
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6.2 Client searching for U2.

1. Client request. ., :
The requestis for search results data, the client also sends some page view data to the server.
MSTP/O.1
RequestId: 0123456789ABCDEF
Client: MusicStation 0.4.5 MIDP Nokia/N70
Get: searchData?type=artistésearchTerm=u2
SessionId: ZYXWVUTSROPONMLK
UserId: Xatq3kf4Imd1lE3TD

Put: pageViewData; ackId=98; offset=0; length=102; type="application/octet-stream"

[PAGE VIEW DATA IN BODY}

2. Server response.
The server responds with a responseld matching the requestid in the client request. The search
results data is sent as requested, and the page view data is acknowledged.
MSTP/O.1
StatusCode: 1000
ResponselId: 012345678SaBCDEFr

Sent: searchData?type=artistéssearchTerm=u2; AckId=U2SEARCHRESULTS; offset=0; Length=102;type="application/octet-stream"
Ack: 98

(SEARCH RESULTS DATA IN BODY]

6.3 Client making a playlist public

1. Client request.
The request contains the playlist data object which has been modified, the client also sendssome
page view data to the server.

MSTP/0.1
RequestId: 0123456789ABCDEF
Client: MusicStation 0.4.5 MIDP Nokia/N70 .
Put: playlist.data; ackId=ABC; effset=0; length=102; type="application/actet-stream”
Put: pageViewData; ackId=DEF; offset=102; length=102; type="application/octet-stream"
SessionId: ZYXWVUTSRQPONMLK
UserId: Xatqik£4ImdiE3TD

[PLAYLIST AND PAGE VIEW DATA IN BODY]

2. Server response.

The server respondswith a responseld matching the requestid in the client request. No data is sent,
but the received data is acknowledged.
MSTP/OQ.1
StatusCode: 1000
ResponseId: 0123456789ABCDEF
Ack: ABC
Ack: DEF

6.4 Client requesting Name That Tune game

1. Client request.

The request contains the request for the name that tune game,the client also sends some Page view
data to the server.
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MSTP/0.1
RequestId: 0123456789ABCDEF
Client: MusicStation 0.4.5 MIDP Nokia/N70
Get: nameThatTune . .
Put: pageViewData; ackid=DEF; offset=102; length=102; type="application/octet-stream"
SessionId: 2YXWVUTSROPONMLK
Userid: Xatg3kf4ImdlE3TD

(PAGE VIEW DATA IN BODY]

2. Server response.
The server responds with a responseld matching the requestid iin the client request. The namethat
tune gamedata is sent, along with some pushed data which the client will require for the game to be
played.

MSTP/O0.1
StatusCode: 1000
esponseld: 0123456799nRCcnEFResponseld:

Sent: nameThatTune; AckId=NAMETUNE; offset=0; length=102; type="application/octet-stream"”

Sent: 30seconds.mp3; AckId=AUDIO; offset=102; length=1024; type="application/octet-stream™Ack: DEF :

(NAME THAT TUNE AND AUDIO DATA IN BODY]

6.5 Client has created a. new playlist

1. Client request.
The request contains the newly createdplaylist.

MSTP/0.1
Requestid: 012345678 9ABCDEF
Client: MusicStation 0.4.5 MIDP Nokia/N70 1
Put: newPlaylist; ackId=1; offset=0; length=102;. type="application/octet-stream"
SessionId: ZYXWVUTSROQPONMLK ‘ ,
UserId: Xatq3kf4ImdlLE3TD

[NEW PLAYLIST DATA IN BODY]

2. Server response.
The server responds with a responseld matching the requestid in the client request. The playlist data
is acknowledged, and the newplaylist object is pushed back to the client with the server GUID
property populated.
MSTP/0.1
StatusCode: 1000
ResponselId: 0123456789ABCDEF

Sent: newplaylist; AckId=PLAY939; offset=0; length=102; type="application/octet-stream"
Ack: 1 , 3

[SERVER STORED PLAYLIST DATA IN BODY]

7. Suggested Implementation

Theinitial implementation of this protocolwill be for MIDP clients to communicate with the server. The
initial MIDP application will use HTTP as the transport layer for our protocol.

7.1. Client implementation

SSLtiENS
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7.1.1 Data object expiry -

Data objects can be expired by the both the client and the server.
Data objects that are to be expired by the client must contain an expiry date as oneoftheir
parameters. The client can then check this expiry date to see if the object is valid before usingit. This
client expiry of data objects is completely external to the MusicStation Protocol. Similarly data objects
may have a valid from property, and the client can checkthis to seeif the data object they are aboutto
use is valid yet.
The server may expire data objects by one of three methods. .

1) Fora data abject which has an expires time Property, the server can push an updated version
of this data object to the client. Theclient expires functionality will then take care of the expiry.

2) The servercantell the client to delete a data object which is no longervalid.
3) The server pushto. the client an updated version of the data object whichis no longervalid.

Note that all these expiry cases use the protocotto transfer data, but the protocol is not responsible for
the expiration.

7.1.2 Connection levels

Whenthe client has data to send to the server that has a connection priority below that of the current
connection level, then the client will have to queue this data for sending to the server.

How muchofthe data can be queued obviously depends upon the particularclient.

If the queue of data has becomefull without a connection to the server being required, then the client
will probably wantto try an immediate requestto the serverat this point. This is even though a request
ata high enough connection level has occurred. Depending upon thesize of this queue the client may
wantto try and empty this queueat either regular intervals, or when it reaches a certain size. For
example if there are five objects on the queue waiting to send to the server. In general, the client
should treat several lowerpriority requests the same as one higher priority request.

If a client with a full queue can not make a successful connection to the server, then it may have.to
Start deleting data from this queue to make spaceforfurther data. .
The client may chooseto delete the oldest data first, or there maybe data whichis non-mandatory to
send to the server which can be deleted.

7.1.3. Music Server connection

The MusicStation Transfer Protecotis not designedfor transfer of audio files from the music serverto
the client.

The MusicStation serverwill have control over what music files are downloaded from the music server
though. This is done by the MusicStation server sending commandobjects to the client telling the
client which files it should pull in from the music server.

7.1.4 Client registration

Client registration is handled by command and/or data object transfer. This is because the data
submitted to the serverfor registration will be different depending upon the client implementation. The
server can respond with commandand/ordata objects signifying the successoffailure of the
registration.
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:

7.2 Server implementation

7.2.1. HTTP access

Theinitial server implementation will expose the server functionality via HTTP. The protocol! handling
functionality should not be tightly integrated to HTTP though,so asto allow for other transport layers
to accessthe functionality with the minimum of change.

A Servletinterface to the protocol may be

// Create a MSTP request object from the HTTP data
MSTPRequest request = new MSTPRequest (servlet.getinputStream());
fst fT ade vo eee estan at 3
/f Get the session for xeS

onMquester .
MSTPSession session anager .getSession (request .getSessionId());

// Pass this request and session to our Request Engine, it will return theresponse

MSTPResponse response = engine.process (request, session);

// Send this response as the servlet result
servlet .getOutputStream() .write (response);
 
The main pracessing functionality is all in the engine.process() method. This same method can
be used for accessvia any other transportlayer.

For a HTTPtransportlayer,it would probably be best to use the Java EE web container’s session
management(i.e. Tomcat) becauseit provides all the required functionality.
(See the findSession() methadin org-.apache.catalina.session.ManagerBase)

Alternatively the Serviet Session API could be used by duplicating the session id in the URL that the
protocol is accessed from. Duplicating the sessionid in the URL does have the advantage of allowing
the HTTPinterface to the system to be easily load balanced. Load balancers can usually look.at a
URLto keep session affinity with the same server. Duplicating the data obviously introduces the
possibility of inconsistency, although this should be easy to manage.

The access URLfar the HTTPinterface will be the same URL each time and for each user.
For example

http: //musicstation.omnifone.com/mstpHandler.do 
7.2.2 Pushing objects

The server hastwodifferent ways of pushing data to the client. .
1) Inctuding a data objectin a responsewill force the client into receiving an updating that

resource immediately.

2) Including a commandobjectin the responsewill ask the client to request the data objectatit's
convenience.

The server should choose the mostsuitable method of pushing the data based upontheclient’s
properties, and the data object properties.
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Relatively small data objects should almost always be pushedstraightto the client.
Data objects that must be updated, should always be pushedstraightto the client.
Clients with a low connection level should be asked to pull the data object.
Clients with low memory available should be asked to pull the data object.
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We maintain a List: of the tracks that are on the memory card in.the order
that they were Last used. This list also contains the total file size and
the number of bytes downloaded so we can tell if a file has only partially
downloaded. This list is stored on the memory card in the same directory as
the track files so that if the user swaps memory cards the list is. kept
with the tracks files. Also whenever the user opens a playlist, a track
List or an album we verify that the List is correct.

We try to leave at least 1@MB space on the memory card. This is to protect
against the phone incorrectly telling us how much space is actually
available. Before we download a track we. first check to see if there is
enough room. If there isnit room we delete the track files at the end of
the list until there is: room. We then download the track to the memory card
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Data Objects are the basic. unit of object that is passed between the server
and client and client and server. They encapsulate the representation of
some entity which is displayed within the client interface Csuch as an
artist, album, etc) or data which needs to be sent back to the server (like
a user-defined playlist) - - :

They are passed between the. server and client and are stored securely on
the phone

Data objects can be delivered to the client by the server at anytime that
it needs to update something on the client

2.2 Data Objects.

The data objects are able to write themselves to a file and these are used
to transfer data between the client and server. The file header contains
the data object version used to write the file. The latest versions of the
data objects are able to read and write files in all supported. versions.
The version is passed to each read and write method and this allows us to
switch what. gets read or written based on the version.

Using this. method the server is able to write data object files for: older
versions of the client. The target version is set in the file header and
then each write method ensures that the output is in the format for that
version.

The server is also able to read files written by an older client using the
same method. When the file is read into the data object the read method
uses the version to switch what attributes are read from the file.
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- Each piece of content is "tagged" with the container, format, bitrate and
sample rate (e.g. m4a, acc+, 48kbps, 44.1kHz).
- The playback of content is tested on the device using a piece of base
content (pink noise) encoded in all variants of container, format, bitrate,
sample rate and mime type.
- The results of these tests are sent via the test client back to the
server and stored.

- Each container, format, bitrate, sample rate and mime type has a
preference when compared to the others stored on the server.
- When the client then makes a request for an additional piece of content
the server returns either:

- A list of Links to that piece content encoded in the variations
of container, format, bitrate, sample rate and mime type that played back.
This is dene by matching the “tags” on the content that played back to the
available "tags" on the additional piece of content. This list is ordered
by preference. .

~ A link to that piece of content encoded in the top encoding
preference.

- A audio playback quality test is performed on this auto-selected item to
confirm that it is of acceptable quality. If it is not then the second
preference would be examined, and so on down the list. The audio quality
test makes use of audio software to analyse the output of the phoneis
headphone socket.
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1. Introduction

This documentgives an overview of the Detective data model, the MusicStation device data model as
well as transformations involved betweenthe two.It describes the end-to-end process by which data
collected by the Detective across handsets is used in order to build MusicStation clients for those
handsets.

2. Overview

The following diagram gives an overview how the Detective and MusicStation interact to reach the end
results of releasing a build.

eee
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3. Overall Process
1. Detectivise

2. Transform process
3. Manual Override

Build process .
Publish to stage
Test(if fail, go to step 3)

a. If fail due to bad configuration, go to step 3
b. If fail due to bug which needsclient code fix, arrange for bug to fixed on the branch

associated with the current production release. If we already detect everything
required, return to step (4) and build against the branch. Otherwiseeither:

i. put in queue waiting for detective fix and return to step(1)
ii. return to step (3) and enter new details

c: Inunlikely eventthat fails due to bug which needs server-side code fix, then this
handset must be put in the queue to wait for that server-side fix. Once new server
release then return to (2).

7. Publish to production

Ooh

4. Data Model Overview
There are three main parts to the handset data model: .

1. Detective data — this is the raw test data collected.
2. Commissioning data — this is a transformed version of the Detective data. It includes

everything required by the MusicStation data model plus several other components such
as information required at build time.

3. MusicStation data — this is all the data requiredto identify a handset and anything required
by MusicStation at runtime.

5. Master Detective Database

This database stores the raw detective data in “sessions”. Each session represents a setoftests
performedat a particular time by a particular tester. Each piece of data is linked to a particular version
of the Detective.

This databaseis centralised(i.e. it is nat deployed on separate machines such as development
machines for actual commissioning).
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6. Detective/Commissioning
Thefollowing diagram gives and overview of the device model with regard to the Detective and
Commissioning databases. .
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6.1 Transformation process

Transformations have to be performed between the Detective data model and the Commissioning
device data model.

For example, the Detective finds out the drives names via Java and then collects the following data:
* Can wewrite to the root of this drive?

* Can we write to known directories such as “music_files” in this drive?
However, the Commissioning master property is simply “where should webewriting to?” The process
for working this out is not just a simply copy.In fact, it may require manualintervention by the
commissioner due to the fact that we want to be writing to the memory card, but we only have so
many known memory card drive names(i.e. we cannot be certain that there will not be a new one).
Another example would be canvas height, which can simply be copied.

Detective properties Commissioning master
for Nokia N70 properties

file.storage ° STRING

linked

 
 

  
 

   
connection.file E:/MS/ true
connection.file C:/MS/ false

 
  

 Commissioning
device properties
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This processis internalto the detective.It is therefore centralised. It takes the raw detective data and
changesit in such a way as to complete the information required in the commissioning database. This
can consistof:

* Raw detective data simply being copied.
* Detective data is transformed (e.g. where we can write to is transformed into where we should

write to). :
* Raw detective data being aggregated.

There are several outcomesfor these:

* Raw data is incomplete and the device must be tested more.
* The process can automatically determine information for the commissioning database.
* Manualintervention is required (e.g. we cannot automatically determine which device drive is

the memory card and whichis the phone’s memory).
* Manualintervention is required becauseof a device or detective bug or a particular piece of

information is not collected yet.

Asthis processis part of the detective, any revisions to the structure of the master detective database
or the data contained withinit are also reflected here. Any changesto the commissioning database
are also reflected here, but that is also centralised so we are only dealing with a single version.

6.2 Commissioning Database

This database stores two sets of data. A dictionary of properties required for defininga device and the
actual properties for all handsets that have been commissioned.

The dictionary consists of.
* The definitions of the properties needed to make a device definition (i.e. including run time

properties and build time properties as well as other items such as device_code). This is so
the “make device definition process” knowsif it has everything it needs to make the definition
and also so the “transformation process” knows whatit needsto write.

* Which properties relate to particular “bands”of client and server versions. For example, a
property “supports.bluetooth” may only be valid on client versions v0.6 and above and server
versions v0.6-v0.8. This is similar to the “device_capabilities” from the MusicStation data
model, but includes definitions for all device properties, not just runtime ones.

The per device data consists of. -
¢ Values for these properties for particular devices and how they were set. Each property can

have one value from eachtype of source(i.e. one from transformation process, one manual).
Each manualvalue should have a reason of whyit is set this way. :

This database is centralised (i.e. it is not deployed on separate machines such as development
machines for actual commissioning).

6.3 Transformation Process Implementation

Forthe time being, the transformation processwill be performed in code but we could use a generic
data driven process. The processis essentially driven by two piecesofinformation:

* Mappings betweenDetective properties and Commissioning ones
* Knownoptions for particular Detective properties (e.g. for memory card we'd wantto pick up

"E", "Memory Card", “efs" automatically).

StiP
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The transformation process for a particular Detective property works asfollows:

input

Same as P| )6Commissioning
current value? database

output

detective
data

 
 

 
 

 

 
 
  

single
result  

 

Get results
no results

Prompt
commissioner

Has options
list? .

Atthe start of the process, we can potential have multiple results for the same Detective property. The
‘following preference orderis appliedin this order:

1. More recent Detective version .

2. Higher certificate domain (e.g. manufacturer domain preferred overthird party ‘trusted domain)
3. Higher Detective variant (e.g. variants with extra components request extra permissions) :
4. Later date performed

 
 

 

  
 

multiple
results

  
  multiple/no

results
single
result  
 

 
 

 

 
 

Prompt
commissioner Match to

optionslist  preferences

Even after going through these preferencesfor a set of results, it is still possible to have more than a
single result left. There are two follow-ups to this:

1. Automatically look at a list of possible options for this resultif it exists
2. Prompt the commissioner to choosefrom the set of results .

if we havea list of options fora particular result, we automatically go through ourset of results and
match to thelist of available options, working out from the priorities of the options. There are two
outcomesforthis automatic process:

1. No results in the set match the options
2. Single top result found

If we have found a single result then weare ok, but if we have no results then this means.we cannot
automatically choose and we need to promptthe commissioner to choose betweenthe results in the
set given to the this automatic process.

Wheneversetting a property, the process will look for any current value in the Commissioning.
database. The following rules then apply:

* . If there are no current values then we are safe to write.
* If there is only a one currentvalue andit is identical to the outcomeof the transformation

process weare safe to write (with a new modified timestamp).
°—If there is only one current value andit is different to the outcomeof the transformation

process then we needto highlight this to the user to checkif it seems correct.
*—If the current manual and automatic valuesare identical to the outcomeofthe transformation

process weare safe to write (with a new modified timestamp).
* If the current automatic value is identical to the outcome of the transformation process but the

manual oneis not then we need to highlight to the user that the property was manually
overwritten last time and provide the reason for the overriding given in the database.

° If the current manualvalueis identical to the outcome of the transformation process but the
automatic oneis not then we just need to highlight to the userthat the property isn’t changing
but that it has been transformed differently this time.
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Wewill need to have onetable that halds the mapping of Detective properties to Commissioning ones,
but we also need a generic way to hold a list of options that a Detective property can be (e.g. for
memory card we'd wantto pick up "E", "Memory Card", "efs", etc). We therefore need anothertable
that links these options to the correct Detective properties. :

Some examples of transformation operations are:
* copy — this just copies the Detective property to the corresponding Commissioning one
* result query —this transforms via a query and returns the Detective result (such as E:/MS/)
* content query — this transforms via a query and returns the contentlinked to the Detective

result (such as Sugababes, e-aac+, m4a, 48kbps, 44kHz)

Wecan perform each query with or without matching to available options. e.g. we can find all
connection.file results or all connection.file results that wrote to known places.If a particular property
does have options, and the full query returns no results, then we can perform the same query but
without matching to available options and providethis setof results to the commissioner to choose
from.

Please note, queries below are not exact SQL.

Transformations:

 
 

   

 
 

  
 
 

 
  
  

  
  

  

  
  

PCE1 . Example 3 *
"connection. file” "audio. playback”

[propertyistcache.phone.uri"|"canvas.height”
- [OperationCd“vesultquery"|“copy” “Content query"

a on

detective_property detective_content
. where result is true where property_value =

\ true and top preference

others operations could be translate, add, etc.

List of options:

 
  

 

  t™~‘“—;S™C™C™CampleTCExample2sExample 3
"connection.file” ‘connection. file” "connection. file"

[priorityit—CS—C—OCCOC—CCd   

6.3.1. Property Mappings

The actual Detective to Commissioning mappings used by the transformation process aredetailed in
this section: ;

detective_property_transformation

detective _property|property [operation|query 

 

 
 

 

    
 

 
  
 

 

connection.file file.storage query- select r.value from detective_results r where
result r.result = ‘true’

audio. playback file.container query- select c.container from detective_resultsr,
content detective_content c wherer.result = ‘true’ and ¢

i

ile. i

is top preference

audio. playback file.format query- select c.format from detective_results r,
content

audio.playback file.rate.bit query-
content

detective_content c where r.result = ‘true’ and c

audio.playback file.rate.sample|query-_|

display.canvas.height D
display.canvas.width 0

 

 
 

  
 

 

is top preference

select c.bit_rate from detective_resultsr,
detective_content c where r.result = ‘true’ and c
is top preference

select c.sample_rate from detective_results ¢,
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content detective_content c where r.result = ‘true’ and c
is top preference

detective_property_options

|connection.file~—s[ESSSS~*S
-eonnectionfle|Memorycardpeonnection.fle[ea-gonnectionfleTPMisa|connection.file«|Nand
|connectionfle_—s«[SD.—SS—~S

7. Building clients
A client build process is initiated when the commissioner wants to build a client.

  
  

 
 

 
 
 
 
  
  

The process consists of three Separate processes, which can be performed independently or one afterthe other:

1, Make device definition process
2, Make NetBeans configuration pracess
3. Build process

See the sections below for more detail on these processes.
The information required is:

* Device

* Subversion revision (there are several subversion revisions for each client version — this way
we can build with a client-side bug fix included)

o Weshould provide a list of versions along with each revision of that version
* Serverversion

o Weshould provide alist ofwhich server are on which versions
* Serviceid :

o We should provide the namesof the services

This process is deployed in two places:
* centrally on the main build machinefor current production/stage clients
* ona test build machine for current test builds (latest revision)

database require changeshere, a new version of this Processis deployed at the same time as the
new commissioning databaseis deployed.

The version on the main build machine does not changeuntil there is a new release to
Stage/production and we are happy with the current build process.

The latest build of this process can also be deployed to development machinesfor use whenit is not
been releasedyetto the centralised machine (i.e. the server/client version it is dealing with has not yetbeen releasedeither).

The device definition files end up on the same machine the process runs on, in a folder named the
Same as the device code(e.g. sony-ericsson-k800i). Device definitions can only be checkedin from
the centralised machine. Each residesin a directory structure named as such:
<service id> / <server version> | <client version> | <client build> /

e.g. 1/V0.1.7/v.0.5.5/b4231
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So we can havethe following checkedin:
* The definition used for the current Stage/production server/client build.
* The definition for the latest server/client test build.

Redundantserver versions can be archivedatalater date.

7.1. Device definition

The device definition consists of.
* A-build.propertiesfile:

°  Alist of build time properties such as icon size and screen size
o Timestamp

o The subversion revision (encapsulates client version)
o Used to make NetBeans configuration

* A device.properties file:
o  A\list of properties used by the client at runtime
o Timestamp .
o The subversion revision (encapsulatesclient version)
© Packagedinside the JAR atbuild time

A NetBeansconfiguration file — see section below
A JAD — without server URLs
A JAR .

A runtime.properties file — a list of runtime information required for the target DB (in the short
term, just SQL to import runtime data for the handsetinto the target DB). This includes device
name, code and runtime properties as well as a timestamp and theserver/client version and
client buifd numbers generatedfor.

7.1.1 Examples
build.properties:
#Properties for SonyEricssonW550i
#Mon Dec 04 09:17:00 GMT 2006
#Client revision 4837
certificate=verisign
icon. height=32
icon.width=32
screen. height=220
screen.width=176

device.properties:
#Properties for SonyEricssonW550i
#Mon Dec 04 09:17:00 GMT.2006
#Client revision 4837

AUDIO_CONTENT_TYPE=audio/3gp
AUDIO_FILE_EXTENSION=.3gp
CARD_CACHE_URL=c:/Other/MusicStation/
DEVICE_GUID=d38b1ce80200006761a39121 4310178
KEYCODE_BACK_KEY=-11
KEYCODE_DELETE=-8
KEYCODE_GAMEACTION DOWN=-2 .
KEYCODE_GAMEACTION_FIRE=-5
KEYCODE_GAMEACTION_LEFT=-3
KEYCODE_GAMEACTION_RIGHT=-4
KEYCODE_GAMEACTION_UP=-14
KEYCODE_LEFT_SOFTKEY=-6
KEYCODE_RIGHT_SOTFKEY=-7
PHONE_CACHE_URL=c:/Other/MusicStation/

I

To make the import process as simple as possible to begin with runtime properties will be named
directly after the tables and columnsof the data (e.g. device.guid). In the future the import processwillhandle this a bit more intelligently. ,
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7.2. Make device definition process

This process takes the data from the commissioning database and creates three property files:
* build.properties
*  device.properties .

* runtime.properties (or in the short term, an SQLfile for importing the same data)

7.3. NetBeans configurationfiles

The NetBeans configuration for a particular handset is made using the build.properties for that
handset. The configuration files can contain configurations for more than one handset. Individual
NetBeansconfiguration files for each handsetwill be checkedin. If we are building multiple clients,
then an overall configuration file will be made encapsulating all these handsets. We may also want to
check in someof these.overall configuration files for each of our partners (e.g. one for Telenor, one for
Vodacom,etc).

7.4 Make NetBeans configuration process

This processeither takes the build.propertiesfile for a single device and makes a NetBeans
configuration forit, or takes the build.properties files for a set of device and makes an overall
NetBeans configuration file. This process may be redundantin the future because the make device
definition process may be able to make the NetBeans configurations directly. However, it may also be
a good idea to keep the processes separate:so we do not have to access the commissioning database
to make a new NetBeansconfiguration. .

7.5 Build Process

The build process simply takes a NetBeansconfiguration file (may be one device or a set of devices)
and uses the standard NetBeansantscriptsto build theclients.

8. Publishing Process
In this process the device definition is taken and processed sothatit is. ready to be usedwith a
particular set of target servers (i.e. a particular MusicStation application server and a particular audio
server). :

The properties for the target servers are-storedin files in a "servers" directory underneath the
publishing process. For each target environment, there will be onefile. For example:

production.properties: -
#Properties for production
#Mon Dec 04 10:14:00 GMT 2006
audio=murdock
audio.url=81.89.137.172
musicstation=face
musicstation.url=81.89.137.171
database=amni2
database. url=81.89.137.170
database.username=username
database.password=password

8.1 JAD modification

This simply takes a JAD/JAR combination and adds encrypted application and music server URLs to
the JAD. This ensures weare using exactly the same JARfor testing as we are for production, just
linking it to different servers. The properties are (possibly to change):

” MUSICSTATION_HOST
* AUDIO_HOST
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8.2. Deployment

After the JAD is modified, two things need to be doneto deploya client:
1. Copy the JAD and JAR to the target server.
2. Import the runtime.propertiesfile to the target server.

While we are doing part (1), we need fo include checksum checksin order to ensure the clientis not
corrupted while copying across.

in the short term, the runtime.properties is an SQL script which is run on the target server. In the
future, this will be an actual properties file and the publishing processwill have to know whatto do with
the different types of property. For example,it will have to know that the device name and codein the
file correspond to the device table andthat it should insert a new deviceif there is not already one with
the samecode.It will also have to know how to deal with device runtime properties, file types, etc.

The runtime.properties will also have to populate the client_build table of the MusicStation database
with the information gained at the start of the build process:

client_build
id integer PK, NOT NULL
device_id 4 integer FK device.id, NOT NULL
service_id integer FK service.id, NOT NULL
revision_id integer FK client_revision.id, NOT NULL.
certificate integer FK omnifone_code_signing_cert, NOT NULL
jar_file string (
jad_file string
support_start_date timestamp NOT NULL, The date/time that support for this client build started
support_end_date timestamp default NULL. The date/time that support for this client ended/will
end

desupport_notice_date timestamp default NULL. The date/time that users will start being told of
planned desupport of their client
support_end_message_set_id integer FK message_set.id, NOT NULL
desupport_message_set_id integer FK message_set.id, NOT NULL
guid string
created timestamp
inserted timestamp
modified timestamp

add any other information that CK has as part of his process

Full list of updates on deployment:
* Add or update a device row (as many columns aspossible)
e Add or update device property rows

9. Appendix A
This appendixlists the definitions of the propertiesiin the commissioning database

  
   
   

[name“_______}type_[use-_{desoription_{optional[certificateTstring[build|SC
height

peereewidth

[display.canvas.heightSs-Sst™St~=~iints—C<Cs—“(t;s:‘“‘;‘iCCT

-sisplay.canvaswidth—_{int_ bul—_|______3——_pcarerems——tan—lee—(ee|udio/3qap

‘string|device=[eg..39p[nosing_eevise28-38?
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device

key.code.back~~~int device
key.code.delete—~——~—~—~S~S~Int’SS device dCs
key.code.gamedownint|device |_|yes__
key.code.game.fire|mt[device|}yes]
key.code.gameleft_______]int|device |}yes]
Vkey.code.gameright____|int_| device |]yes
Vkey.code.game.upint|device |)[yes

key.code.softkeylef!|int’|device [yes
[key.codesofkey.right|int} device |}yes|
[cachephone.ul——~—SC*~*~—~SCSCSC*idtring’device[ine——*d

player.prefeich|boolean|device|[no]
keyfunctionzero.——=SCS~dtring’‘device|stroSS

device _|_[no_—|
PO 
 

¢ Empty string cannot mean null and also empty string in a property file for different properties. The
property not being thereis null (i.e. PHONE.CACHE_URL should not be present if we are not
using it, not the currentsituation of present but empty) .

‘10. Notes

client_version

   

 
NULL number

version varchar(t2)7NGL The version number as. NULL seen by the user

support_start_date NOT The date/time that

build started

support_end_date timestamp default|The date/time that
NULL support for this client

ended/will end

desupport_notice_date pedefault|The date/time that users. NULL will start being toldof
planned desupport of

pomcnsineensis[WO[eal|message_set.id|NULL

eoorneerss[wee[meaie[tie[|_|message _set.id|NULL

Po
i if po

Po

  
 
 

    
 
 

   
 
 

 

their client

[commentsCidaarchar(256) [Cd
guid/created/inserted/modified|string=|===ss|Ss
eSOUCO

master_property

 

 

id integer
name varchar(12)
type property_type_kind (INTEGER, BOOLEAN, LONG,STRING, FILE)
use property_use_kind (BUILD, DEVICE, RUNTIME)
optional boolean
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guid/created/inserted/modified

master_property_library
id integer

‘ master_property_id integer FK master_property.id
library_version_id integer FK library_version.id
guid/created/inserted/modified .

master_property_client_version
id integer
master_property_id integer FK master_property.id
client_version_id integer FK client_version.id
guid/created/inserted/modified

library
id integer
name varchar(64)
guid/created/inserted/modified

library_version_set_item
id integer ’
library_id integer FK library.id NOT NULL
number integer NOT NULL revision number
version varchar(12) NOT NULL version
guid/created/inserted/modified

library_version_set
id integer
count integer
library_version_id integer FK library_version.id
guid/created/inserted/modified

client_version
id integer

branch varchar(48) subversion branch
library_version_set_id integer FK library_version_set.id

server_version
id : . integer

library_version_set_id integer FK library_version_set.id
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1. Introduction

Sets out the workflows of the processes within R&D involving developing new client and server
functionality. The outputs of these processes are new client and server versions, some of whichwill be
made available to operational staff for commissioning new handsets against, which will then be
publishedto live services from which they may then be provisioned.

This dacument covers the R&D processes. The operational processes are covered in the document
MusicStation Client Commissioning andProvisioning Workflow (MusicStation Client Commission &
Provision Workflow vX.X.doc)

2. Overview

Figure 1 — The process by which a new client version is developed. A new client version is. created to
either introduce new functionality or to fix either generic or possibly device-specific bugs.

Figure 2 — A new client version is tested across the range of currently supported handsets

Figure 3 — A criticat bug is found in'a client version which affects all client builds.

Figure 4 — Re-detectivising a previously Detectivised device in order to gather properties which are
required for a new client version-

eaeeeN
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1. Introduction

This documentdescribes how we manage and use messagesto build a client build for a specific
device, service and client version. .

2. Development
Eachclient version released by Developmenthas a default set of messages used by the client In
development the default set woutd contain English messages and possibly messagesin a few sample
languages required for development testing. This message set is maintained during the development
of a release by the developers. Each messagein the messageSetis text or a label that appearssomewherein the client.

message_set
id=46
name='0.5.3 Default’

id=98
name="OPEN_LABEL-

message_set_item

message_set_id=46
message_id=302
message_index=104essage ke =98

   
 

      
  

  
r fanguag

value="Ope

 
 

 
 

 
 

 
 

 
 
 

The vatue used to reference
tha messagein source cade

Nameusedtorefer to the message

The text that appears on the
screen in the English version
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fe eieleelslsa 7G0OrmaneWalae
Comment: Would we expect the default
message Setfor a Client version to include
multiple languages? Or would the multiple
languages only be intreduced higher upin the
hierarchy? .

    
  
  
  
 | think later you are saying that we would only

expect English in this message set. Can youclarify that here pls.
 

  

  For testing purposes our Test Service would
have multiple languages.

Deleted: message_key_id=98
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messageset. The index is defined as a constantin the Message object: \ Comment:IS therestill such a thing as
. \ massage key set associated with a clientpublic static int OPEN_LABEL_INDEX = 104; \|Version which dafines all the messagesthat it

\ \expects?_F so can youcoverthat please,
UEPNeie eaepraca Viena7
Comment: Message key set is no longerrelevant, it's the default message set that
defines the messagesfor a build.

 This constant can then be used to get the messagein the Currently selected language:
  
 

  
 

openCommand. setLabel (messageSet.getMes Sage (OPEN_LABELINDEX) )};
 

This messagesetIs set as the default message setfor a client version.

Images that are packagedin the build are defined in the default image set. Images are selected from
this set based gn the imagerole.

id=58 image_set id=58
hame="0.5.3 Default’ image id=34

image set iter rote='ICON’

     
id=34  

  
source url=/icons/de    

 

 

 
client_version

default_message_set_id=46
default image sel id=58versian='0.5.3°

  
   

3. Client Version Release

The following recards are packagedwith aclient versionrelease. fram developmentto the BuildSystem:

The default message set and messageset items
* The messages and message keys used bythe default message set
* The message langs in English and anyothertest languages
:___ The default image set and image set items mL

   
  
 

  

- $ : SVeheine ALEepeeereee| The images used bythedefault image set Formatted: Bullets and Numbering
(serraER OLaa ReCkee

: : ‘ ¢|Comment: If a service is defined with a set of4, Message Translation ; ¢|languagesthen we could enforce that you are
Translated messages canbe loadedinto the Build System atanytime. A languageis available for. hoelanguanceeecet unless you     

 selection by the build user when each messagein the Yefault message set bas a Message langforthat language.

message_id=302 message_jd=302
language=er — —{- —] 7language=f ~~POxvatue=’Open’

message_fang

message_id=302
language='it’
value='Aprire’

 
spocock 12/1/07 14:49 AM
Comment: Similarly a device message set
would not be selectiable unlessit contained
message langs for all messages init matching
the full list of service tanguages

     
 

 
 A translated message can

be added at any time 
 
 
 

    
 

  
 
 

~
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| Deleted: 15-Jan-07 13:57

ESETtrae =aaeBoaei
Inserted: 15-Jan-07 13:57
Roland Zwikker 9/2/07 1:25 PM

?

”(Deleted: 12-Jan-07 12:09

 
 
 

The messageis translated into al?
languages supported bythe build system  
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When adding a messageto a service message we should enforce that a message lang record exists
for all languages supported by the service. Similarly if a build user selects a device to use with that
service we should ensure that all device messages have a messagetangfor al languages supported
by the service.
Because a client build is built for multiple lanquages but we can only include one icon fogo and splash
screenin the jar there’s no need for translation of images. The images defined for a service should be
in the default language for that service. [fwe wanted to support multiple languages for images we'd
need to add an image__lang table. . _ -
 

5. Device Messages

  Overrides messagesin
the default and
selected message sets

  
 

  
 

message

    id=251   
       

       

 

  

    message_id=10954 :language="‘en’
value='Use the volume control on
the right hand side of the phone’

    id=10954   

   

A messageset can be defined fora.device. This allows us to override messagesin the default
messageSetfor the selected device. _

FK message_set_id

For example a help message maybespecific to a particulardevice: .

id=46 message_set_id=46 message_Id=251
name="0.5.3 Default’ message_id=251 tanguage=‘en’

message_index=227 value='On the Now Playing
message key id=10 screen use the joystick up anddawn to contral the volume’

id=10
name="HELP_VOLUME_CONTROL_TEXT

id=7390 message_set_id=7390
name='K800i Set’ message_id=10954

message_index=227
message key_id=10

       

  

At time of build, messages definedfor the selected device override messagesin the default message
set that have the same message key.

6. Service Messages: . .
Messagescan also be defined for a service. These messagesoverride the default and device
message sets although in practice messages should be either device specific or service specific andnot both.

FK defaultt_language
ton

 

  
Overrides messagesin
the default _messageset 

 
 

 

 
 

Roland Zwikker 9/2/07 1:25 PM
| Deleted: 15-Jan-07 13:57

” AMISTaDaatetoakesesacve
  Languages to include

in a client build for this  
   

 

 
 

      
 

The default language . : °
for a client build PK service_id service if Inserted: 15-Jan-07 13:57

"PK language 1, AMpteu AUTCime21dPeaoe Deleted: 12-Jan-07 12:09
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A service also has a default language and a set of service languages. These are set as the default
tanguage and supported languagesforthe client build howeverthe build useris able to edit these
before doing the build if the build needsa different default language or only a sub-setof thelanguages.

—- — -

(AisinenerGasieeeBREAFormatted: Heading  7. Service Images
d 2
 
We'd only want to package one splash screen and icon in the jar whereas for messages we intend to
ackage more supported languages. Also messages are over the air updateable whilst images are

Not. For these reasonsthere is no image lang table.If they contain any text then service images will
be inthe default language for the service

+ — -fIiMaiiNarieiaaatoteyeaaa)8. Service And Device Specific Message And Images Formatted: Heading 1
In Some instances we wantto specify that a message or an imageis specific toa particular device and
a particular service. For example we may want to use an service icon that has been manually resizedona seto vice.

  

 

 
  
 

 Servicedevice

PKserviceid 
  

 
 

Override messages in
the default and service 

 
  

Override imagesin the
default and service PK device id u
image sets for this FK message set i meceaaesetsforthis2 sets for this    device FK image set id

_— —
(SaisSeve?Pareareeea
Formatted: Bullets and Numbering  2.Message Substitution

Any service or device property that can be referenced in the databaseis available for substitution into
the default message set. For example to substitute the customer suppart phone number:

 

To get help pleasecall S{service.company.companyAddress.custamerSuppartTelephone}

The default message set supports substitution and this is hidden from thebuild user. When they view
the default messageit will have the phone numberalready substituted in.

Device and service messages also Support substitution. The tools that manage device and service
messages should hide the syntax from the build user.

If a substituted valueisn’t defined for a-device or service the build user is required te set the value
before the build can proceed.

10. Client Build

The user has chosenthe client version, device and service. The default messagesetfor the version |
provides the basefor the messages selectedfor the build. These messagesare then overridden by
the device and service messages sets respectively. These are then overridden by any messages
Specified in the service device messageset, |ESRIVET!
The selected languagesforthis.build are then used to filter the messagelang records for the
Supported languages.

 
 
 

SUESipodeeeonrals |  

   
eo
tieinkesks} 
 

  
 

SecUSPATHC2,atooo)ee
Deleted: 12-Jan-07 12:09
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A client build messageis created for each message in each language and copiedinto the client build . amessagetable for this build.

celient_build. client_build_messaga
PK client_build_id| FK default_language
PK message_index
PK language
FK message_idvalue

Only languages
selected for this
build are included

 

  
 

Createdfor build from
default, selected,device and service
message sets

  
 
 

 
  

 
  
 

 
 

 
 
 
  
  

Updates can be pushed
to the cllent if the original
message changes

 
   

Taking a copy of the messageatbuild time allows us ta:

* Keep a record of any substitutions made
¢ Update messages without having to duplicate locked messages

A client build image is created for each imagein the default image set and then overridden with any
imagesin the service image set. These are then overridden by any images specified in the .
service_device image set. These images are then resized and renamed andpackaged in the jar. Mike, _ .
howis the resizing and renaming done? x L sae
Client build messages and images form part of the client build definition and are published to a

   

at
RSI

ne
  Lyieisnterar

 
 

 

 

 

Bian as
   

 
 

   

 

Production Server when thatclient build is published tore. Formatted: Highlight
; Bie Spocock1 21/07 Ty04AME

pe - - ~ Comment: Would we need to also publish all41. Publishing Client: Builds" \ the other structures discussed aboveoronly a
. ‘ ; : . x sub-set? We needto getvery clear on theseFar each client build the following message related tabtes are released to the Production System: \ Uhings.

 
 

 
roSVSOEMuaLVormtoolsetene a

Formatted: Bullets and Numbering  
*  Client_buiid: The record forthis client build.
°  Client_build_message: The recordsforthis client build
* Message: Each message referenced in client_build_message
« Message_key: The key for each message

 

Message_lang: The message_Jang for each messagein each supported language.
Client_build_ image: The records forthis client build:

, . 7 . . : ~ Pa eaere IPEENTS 3| >___Source imagefiles: Each imagefile referenced in client build image FuninEeearseeeeee
. Formatted: Bullets and Numbering 

 
 

 Roland Zwikker 9/2/07 1:25 PM
‘\ Deleted: 15-Jan-07 13:57

 
| SRERET ;

4, 7\Deleted: 12-Jan-07 12:09
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12. Client Build Message Tables . we
_

client_version

FK defaul!_message_set_id
FK default image set id

  cePoaoP
Formatted: Bullets ano Numberinc

 et   
     

 
 

The default messageset released with this
cient version  

  

 
 
 
 

 The defautt imageset released with this
client version
 
 
 

 
 
 

 
 

 
 
 
 

Messagetranslated into
every language available onthe build server

message_lang

PK message_id
PK languagevalue

Default, service and
device message sets
used to create client build

PK id
aame

message

PK id
name

Messages with ihe same key can be overridden in
the defaull message set by device and service
message sets

   
 

PK message_set_id
PK message_idEK age id
message_index

       

  

 
  
 

  
 
 

 
 

PK image set id PKid
PK image _set_ilem role name

  
souce url

Overrides messages inthe default set

Overrides imagesinthe default set

image id

 
Oefautt_and service
image sets used to
create Client build  

 

 

 
 

 
 
 

 

 

FK message_set_id
FK defauit_language
EK image set id

PK service_Id
PK language

 
 
 

Ovenides messages in
the default messageset
  
 

 

 

 

  
Languages to include
in a client bulld for this
service

 
 
 

 
  

The default languagefor a client build      
  

 
  

 
 

Created for build from
default, device and
service message sets

client_build_message

PK client_build_ia
PK message_index

Createdfor bulld frarn
default and service
image sets

client_build_ image

PK client_buita_id
PK image set item role

 

 
 
  
 

 
 etient_build 
 
  

  

 
  
 

  FK default_language 

EK mage id PK language
source url FK message, id
 

 
  
 
 

 
 

  

Updates can be pushed
to the client if the ariginat
message changes

Only languages
selected forthis
build are included   

Roland Zwikker 9/2/07 1:25 PM
‘\ Deleted: 15-Jan-07 13:57

 ~
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13.__ Database Requirements —-
 PUOIVeiyCreesro)Sena

Formatted: Bullets and Numbering  

    
  

 
  

 
 

client_version .
| defautt_message_set_id FK number(10) snot NULL

Pee : 2
message_key [RinseeeMORESANTSerai ~ Deleted: message .id PK number(10) message _key id. . FK . number(10) .
description - varchar(256)

messagesetitem RN che a eRcra P
message set id PK number(10) ~ - HereRTRTeee
message key id PK number(10} Formatted: Font:12 pt, Bold
messageindex~ GRIERERIBieioeiriseseek

 Formatted
unique index (message _set id, message index)
replace name in PK with message key id

  
 

name varchar(96)

 

image_setitem 4
image set_item_role add constraints (ICON’ ‘LOGO’ vATaeeCeaVOUSWANbaSiesyazree

Formatted: Font:12 pt, Bold

messageJang.es =comments varchar(256)
Formatted: Font:12 pi, Bol

client_buiid
default_language FK char(2)

client_build_message
client_build_id PK number(10)
message_index PK number(10}
language PK char(2) °°
message_id FK number{t0) —
is_small_value number(1)
small_vatue varchar(256)
large_value clob

client build image -o- eeeee
client_buitd id PK number(16) ~ image set item role PK varchar(32) in (SPLASH ICON’LOGO’)
image_id EK number(10}

       

 

 

source_url

ervice device _ _ a eeeLL a RE TT SERRE =
Service id ~ PK humbertiay 7TTTeoCHIRPeraneraAueeee
device id PK number(10) Eornatted: Font:12 pt, Bold
message set id PK number(10}
image set id PK number(10)

Roland Zwikker 9/2/07 1:25 PM
Deleted: 12-Jan-07 12:09  

  
Last saved: 18-Jan-07 13:47 © 2007 Omnifone Ltd — Confidential - All Rights Reserved Page 7
 



TRILLER EXHIBIT  1004-001453

Client Messages and Mulli-Language Support

 av OMIT ara Me 7i* x
; ’ inserted: 15-Jan-07 13:57

“Roland Zwikker 9/2/07 1:25 PM -
Deleted: 12-Jan-07 12:09  

   
Lact saved: 19-Jan-07 13:47 © 2007 Omnifone Ltd — Confidential — All Rights Reserved Page 8



TRILLER EXHIBIT  1004-001454

 

MusicStation Device Commissioning

MusicStation Device Commissioning -
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1. Introduction

2. Detective Properties
Each version of the Detective maps toa particular set of properties that is detects.

3. MusicStation Properties
' Each client version of MusicStation mapsto a particular set of MusicStation properties thatit requires

(build and runtime).

Wewill only ever add new MusicStation properties. Wewill never remove existing MusicStation
properties.

4. Detective - MusicStation Property Mappings
The commissioning system contains mappings between Detective and MusicStation properties. There
may be multiple mappings for particular properties. E.g. an old version of Detective may detect
“height” but a new one may detect “canvas.height” which both may be mappedto the MusicStation
Property “display.canvas.height”. The following rules are obeyed:

* Ifa Detective property key is renamed,the current mappings are copied and changed.
accordingly (to keep the old relationships). ;

* Ifa Detective property key changes meaning, the current mappings are deleted (and possibly
backed up).
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* Ifa Detective property key is added that is required by MusicStation, a mapping is added.
* Ifa MusicStation property key is renamed, the current mappings are copied and changed

accordingly (to keep the old relationships).
¢ fa MusicStation property key changes meaning, the current mappings are deleted (and

possibly backed up).
* Ifa MusicStation property is added, a mapping is added.

5. Roles

The commissionerwill have different user tevels (lowest to highest):
* Handset Specialist — client build tester — never able to override.
* Senior Handset Specialist — client build tester with some knowledgeof device properties —

able to override current values with automated ones.

* Administrator — creator of Detective, Commissioner code orclient build approver — able to
override current values with any value after automated process hadfinished.

¢ Developer— creator of MusicStation client code ~ always ableto override.

These range on the experience the users have with the code for the Detective, Commissioner and
MusicStation and the properties passed around the whole system.

6. Commissioning Database
The commissioning databasejust contains properties that have been manual overridden.(including the
specialfile type properties). This can be for several reasons:

* Bug in Detective.

* Something that Detective tries to find out but is never going to be completely accurate.
* Detective does not detect this particular property yet.
* Detective tests have not yet been run.

Weshould not manualoverride to work around a MusicStation bug. We can possibly altow this for
testing purposes but may wantto blockit altogether. :

Logically, when we override a property during commissioning, we are overriding a MusicStation
property (we are overriding after we transform). Therefore, the commissioning database will store
MusicStation properties and not Detective properties.

If the user has permissions,they will be able to override at the following points in the process:
° If there is no mapping between a Detective property and MusicStation property.
* If there is no value for a Detective property.
* After the transformation process has producedits outcome (MusicStation may or may not

have a current value).

7. Build database

The key parts that the build database contains that are relating to this documentare:
* The definition for each device / MusicStation client version combination that has been

commissioned.

* The set of property keys required for each MusicStation client version.

The commissionerwill write directly to the Build Database. Wewill not use the data mover
mechanism.

8. Transformation Process

Transformations have to be performed between the Detective data model and the MusicStation device
data model.

For example, the Detective finds out the drives names via Java and then collects the following data:
* Can we write to the root ofthis drive?

* Can wewrite to knowndirectories such as "music_files” in this drive?
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However, the MusicStation master property is simply “where should we be writing to?” The processfor
working this out is not just a simply copy.In fact, it may require manual intervention by the
commissioner dueto the fact that we wantto be writing to the memory card, but we only have so many
known memory card drive names(i.e. we cannot be certain that there will not be a new one). Another
example would be canvasheight, which can simply be copied.

Detective properties Commissioning master
for Nokia N70 properties

file.storage STRING |

linked

 
 

 
 

  
 

 
connection. file E:/MS/ true
connection.file C:/MS/ false

 
 

Ty

 Corminissioning
device properties

8.1. Transformation Process Implementation

The processis essentially driven by two piecesof information: .
¢ Mappings between Detective properties and MusicStation Properties (this is a many to many

relationship). .
* Knawn options for particular Detective properties (e.g. for memory card we'd wantto pick up

“E", "Memory Card", "efs" automatically). .

The transformation processfor a particular Detective property works as follows:

Prompt
commissioner
 
 

 
  

detective no
data

Get results

muitiple
results

 
 
 

Commissioning
_ database

 
 

  
 

   
 

 

manualsingle ,
overrideresult
 
 

 
 

  Work out
result

preferences

current
value

 
  
 

 
 

 
 
 

 

 
Buildsingle

databaseresults result

Has options Matchto
list? optionslist

At the start of the process, we can potential have multiple results for the same Detective property. The
following preference orderis applied in this order:

1. More recent Detective version .
2. Highercertificate domain (e.g. manufacturer domain preferred overthird party trusted domain)
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3. Higher Detective variant(e.g. variants with extra components request extra permissions)
4. Later date performed

Even after going through these preferencesfor a set of results,it is still possiblé to have more than a
single result left. There are two follow-upsto:this:

1. Automatically look at a list of possible options for this result if it exists
2. Prompt the commissionerto choose from the set of results

If we havea list of options for a particular result, we automatically go through our set of results and
matchto thelist of available options, working out from the priorities of the options. There are two
outcomesfor this automatic process:

1. No results in the set match the options
2. Single top result found

If we have found a single result then we are ok, but if we have no results then this means we cannot
automatically choose and we need to prompt the commissioner to choose betweenthe results in the
set given to this automaiic process. Each mapping wiii have a description of whaiit shouid be which
we will display to the user to aide them in choosing the correct value.

Wheneversetting a property, the processwill look for any current value in the commissioning
database and build database. The following rules then apply:

¢ Ifa MusicStation property has a current value in the build database and an overridden value in
the commissioning database they should be identical because the build database should
contain the overridden value from the fast run of the commissioner. If not then something has
gone wrong and weshould inform development/admin!

* if there are no current values then we are safe to write.
° if there is a current value andit is identical to the outcome of the transformation process we

are safe to write (with a new modified timestamp). If the current value is in the commissioning
database (a manual overridden one), then we are’safe the delete that because the outcome of
the transformation process is now the same.

*—If there is a current value anditis different to the outcome of the transformation process then
we needto highlight this to the user. If the current valueis in the commissioning database, we
can give a reason whyit was overridden last time. We probably only want the administrator
and developerroles to be able to choosethis new value. If we choose the new value, we will
need ta delete the current value ifitis in the commissioning database.

Wewill need to have onetable that holds the mapping of Detective properties to MusicStation ones,
but we also need a generic way to hold a list of options that a Detective property can be (e.g. for
memory card we'd wantto pick up "E", "Memory Card”, “efs", etc). We therefore need anothertable
that links these aptians to the correct Detective properties.

Some examplesof transformation operations are:
* copy — this just copies the Detective property to the corresponding Commissioning one
* result query — this transforms via a query andreturns the Detective result (such as E:/MS/)
* content query — this transforms via a query and returns the contentlinked to the Detective

result (such as Sugababes, e-aac+, m4a, 48kbps, 44kHz)

Wecan perform each query with or without matching to available options. e.g. we canfind all
connection. file results or all connection.file results that wrote to knownplaces.If a particular property
does have options, andthe full query returns no results, then we can perform the same query but
without matching to available options and provide this set of results to the commissioner to choose
from.

Please note, queries below are not exact SQL.

|ExampleisdExample2SCSS~*d
detective proper “connection. file" "display.canvas.height"
detectiveversion [O57sC—“‘UWOSSTOUUOUOUOUOUOCS
prop “cache.phone.url"

Transformations:

   
"audio.playback"

    :        
  ‘file.format"
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copy”—~deontent query”
null select

*|detective_content
where property_value =
true and top preference

 

 
 

operationresultquery”)
on

detective_property

others operations could be translate, add, etc.

where result is true

fTExampictt~«SExample 2 |Example3
detective _proper “connection.file" “connection. file" “connection. file"

pvatue0emoryCard’[efs”SC~*d
[priority

8.2 Property Mappings

 
 
 

 

  
  

List of options:

  
  

 
 
 

 
   

The actual Detective to Commissioning mappings used by the transformation process are detailed in
this section:

detective_property_transformation

detective_property |property[operation|queryCSC~C~‘“C*~*~*~*™    
   

 

 
 
 
 

 

  
 
 
 

 
 

 
 

 

 
 

  
    

  
 
 
  

    
 
 
     

   

connection.file file.storage select r.value from detective_results r whereJeonnectionfie|result r.result = ‘true’
|display.canvas.height|canvas.height_|copy[nullssC~=—“—*~*~*~*~*~*S*~C~CS*S*CSC™CCCOCOOCCOC*S
[|display.canvas.width|canvas.width[copy[nulC—~—“—S~—*—s—‘“‘;<‘;7;3CPStS”SS””t”é*d

audio.playback file.container query- select c.container from detective_results r,
detective_content c wherer.result = ‘true’ and c
is top preference

audio.playback fileformat query- select c.format from, detective_results r,
detective_content c where r.result = ‘true’ and c

audio.playback file.rate.bit query- select c.bit_rate from detective_results r,
content detective_content c where r.result = ‘true’ and c

audio.playback file.rate.sample|query- select c_sample_rate from detective_results r,
detective_content c where r.result = ‘true’ and c

detective_property_options

[|connection.filefeCd
|connection.file[Ms

9. Overall Publish Device Process

The inputs to this process are device (selected from the Detective database) and MusicStation client
version range. The default “from” version will be the oldest client version. This allows use to ensure .
that we are being delivered properties for all client versions which are currently marked supported and
are available for distribution to operators.

Wethendothefollowing:

1) Check the set of MusicStation properties required bythis client version of MusicStation.

nn
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2) Check we have mappingsforall these MusicStation properties from Detective properties.
a. If we do, continue.

b. If we don’t, promptthe user with the mappings that are missing.
3) Check we have Detective property vatuesfor all these mappings.

a. If we do, continue.

b. If we don't, and there are Detective tests that produce these Detective properties
promptthe userto run these tests (or possibly override if allowed — see section 5).

c. If we don't, and there aren't Detective tests that produceall these Detective
properties: .

i. Tell the user that they will have to wait! (Unless they are allowedto override).
ii, Prompt the userto run any Detective test that produces someofthese

Detective properties (to complete the data a bit more).
4) Runthe transformation process (write to build database).
5) Runthe build process from the build database.

10. Other Publishing Processes

10.1 Adding anew device to the build system

1) Check we have the manufacturerin the build database and update accordingly.
2) Add device record (display name, user_agent, guid).
3) Addfile types for this device (a special property mapping).
4) Add device property set values.
5) Add device image set values.
6) Add device messageset values.

10.2 Modifying a device in the build system

1) Find device guid in build system and.madify name/manufacturerid.
2) Updatefile types for this device. m4
3) Update device property values.
7) Update device image set values.

‘ 4) Update device message set values.

10.3 Finding devices. which need.tests to be run

This follows the samelogic asin the first 3 steps of section 0, apart from the user selects by client
version and the information is shownfor all devices instead of just working on a single device.

10.4 Override a property

Depending on user permissions, we may be allowed to override MusicStation properties during -
commissioning. The commissioning database stores these overridden MusicStation properties. There
are thrée situations for overriding:

* We-don't have a mapping for a MusicStation praperty. .
* Wehave a mapping for a MusicStation property but don’t have the correct Detective property.
* We have a mappingfor a MusicStation property and have the correct Detective property.

5) In every caseif we are overriding, we write the MusicStation property to the commissioning
database (not the Detective property).

11. Developer Processes

11.1. Adding a new client version

1) Copy the property setfor the last client version.
2) Addto client version table (linking to this new property set).
3) Add/remove properties as required.
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4) After this the commissionerstill follows the samelogic (section 0).

11.2 Adding a MusicStation property

New MusicStation properties are addedinto the build system. The Overall Device Publish Process
(section 0) can then be run again for a device and the same rules apply.
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1. Introduction

This documentdetails the design for the creation and managementof the MusicStation installation
files. For the Java client, this is the JAD and the JAR, and for the Symbianclient, the SIS file.

Section 2 lists the database tables required.
Section 3 lists the processes required.

2. Tables

All the following tables include the standard fields listed below. These fields have been omitted from
the table descriptions for clarity.

data_classification
created
inserted
modified

erertPVftveens
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. Client BuildsFoSSeSFSeSSSSSSSSSSSSSSSantBits

2.1 Client build

Theclient build table is shownin full. Any fields that differ from the 0.26 data model are shown.

pewe
ee
- device_id int | .

edeeee

 
 
 

 
 
 

 
    

 
 

 

  
 

 

 

. FK device.id

varchar(16) Constraints “SUPPORTED”,

service_support_status

“TESTING”, "DESUPPORTED”,
“DEVELOPMENT”

varchar(16) Constraints "SUPPORTED",
“TESTING’, “DESUPPORTED”

support_end_message_set_id
and desupport_message_set_id

vecnaesy |
build_key varchar(512)

. varchar(4)

build_key_algorithm varchar(4) The currentfield is
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   omnifone_supported_status  

 
  

 
 

 

 

 

 This is a renaming of the current
field is named

“desupport_notice_date”

support_end_notice_date 

 
 
 
  FK message_set.id -
This combines the current fields

 support_end_message_set_id

   
 

 

 
 
 

 
 

The currentfield is only a
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unnecessarily. a varcha r(512)

descriptor_file . Varchar(1024) This is a renaming of the current
field “jad.file”

varchar(1024) This is a renaming of the current
field “jar_file”

 
Notes:

The“certificate” field has been removedfrom this table. Certificate is now just a property.
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2.2 Client version

Theclient version table is shownin full. Any fields that differ from the 0.26 data model are shown.

Field

eeeeee
NOT NULLguid guid

in source control, or the special

branch_name | varchar(64)
case of “TRUNK”

revision_number— om|This is the source controlrevision number.

shownto the user. (e.g. 0.5.2)

support_state varchar(16) ts thisversion enabled and/or
supported. .

: int _ FK message_set.id
This combines the currentfields

varchar(256)

 
 
 

 
 
 
 
 

 
 
 

 
 

  
 

 This is the nameof the branch

 
  
 

 
 

 

  

  
 

 
 

 
    

    
   

  

    

 
 
 

 
 
 

 

   support_end_message_set_id

comments

 

 
support_end_message_set_id
and desupport_message set id   
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2.3 Message

The messagetable gains one newfield.

[rmyeecomments
Whetherthis messageis

editable or not.

   
Message hasthe 2 fields “name” and “comments” repy

message_key_id

2.4 Image

 

  FK message_key.id

The image table gains one newfield.

ps|ecommons
eeee
Message hasthe 2 fields “name” and “description” replace b

 
 

  

 
 

 
 
 

 
 Whetherthis image‘is editable

or not.

FK image_key.id

 

 

 

 

 
 

image_key_id

2.5 = Property

The property table is a new table.It is very similarto the messagetable in that it stores name/value
pairs.

Field "

ee
Whetherthis property is editable

or not.
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2.6 Message set

The messagesettable gains one newfield.

‘ message_set

poe
2.7 Image set

The image set table gains two newfields.

  

   Whetherthis messageis
editable or not.   

 
 
  

eeee
poe , Comments

Whetherthis messageis
editable-or not.

2.8 Property Set

The property set table is a new table.It is very similar to the messageset table in that it madels a
collection of properties.

Whetherthis property_setis
editable or not. 

eee
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2.9 Property Set item

The property set item table is a new table.Itis very similar to the messageset item table in thatit
mapsa property set to the properties containedin it. . ,

eeeeee 
 
 

Comments

Property_set_id|lm PK and FK property_set.id

2.10 Client Version Set

 
     

Theclient version set table is a new table.It is very similar to the other _set tables in that it models a
collection of client versions.

    
  

 
 

 

client_version_set

 Field Type Comments  

 
int PK

:

 
 
 

varchar(96)

 description varchar(256)  

  comments varchar(256)
 

2.11 Client Version Set item

Theclient version setitem table is a newtable. Itis very similar to the other _set_item tablesin thatit
maps a client version set to the client versions contained in it.

rete|commants

eeee
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2.12 Device

The device table gains two newfields.

pOdevics

ee

Notes:

The “tested” and “tested_date”fields should be removed from device. A “device” is not tested, itis a ©
client_build whichis tested. .

Also “enabled” should be removed from device. A “device” is not enabled,it is a build which is enabled
for a device.

 
  
 
 
  
    

2.13 Service

The service table gains three new fields.

client_version_set_id fm FK client_version_set.id

2.14 Server version

 
 
 

 
 
  
    

The serverversion table is currently named “version”. It should be renamed to avoid any potential
confusion with the client_version table. The server version table gains one newfield

pristypecoments
client_version_set_id|lmiFK client_version_set.id

Notes:

The serverversion table contains several fields which may not be used, and we may wantto take this
opportunity to remove thesefields. :
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“version_major’, “versian_minor’, and “version_micro” is a very explicit way of modelling a labelthat
would be shown on start up of the server.
The “version_revision” number should be changed to be named the sameasthe client_versiontable.
i.e. “branch_name’” and “revision_number’” are used in the client_version table.

2.15 Device Set

The device settable is a newtable.It is very similar to the other Set tables in that it models a
collection of devices.

 

 
 

 
 
 
 

Comments

 
  
  
  

enabled bool

rs
a
cr

2.16 Device Set item

 
  

The client version set item tableis a newtable.It is very similar to the other _set_item tablesin thatit
mapsa client version set to the client versions contained in it. :

 
 
 

Field - Type .

2.17 Message Key

 
  
    

The messagekeytable is a new table.

 
 
 

 
    

Field Type

er
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varchar(96)

varchar(256)  

 

 
 

 

2.18 Property Key

The property key.table is a new table.

 
 int’id :

ee ee

type varchar(16) Constrained to “MIDP_BUILD”,
“MIDP_RUNTIME”,

~_

2.19 image Key

 
 
  

   A regular expression which can
checkthe values givento this

property |

 

 
 

The image key table is a newtable.

 

aee
eeee
eeee

2.20 Message Set Item

  
 

 
 
   

Messagesetitem has the namefield replaced by
  

image_ke
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3. Processes

Some assumptions are madefor these processes
1) That a method exists to move data and between servers which have the same database

schema. ‘

2) That a default test service exists.

3.1 Marking a device as useable with a client_version

Whena newdeviceor client_version has been added to the system, it is likely that this process will be
required. .

7) The device record shouid be identified.
2) The client_version record should be identified.
3) The device.client_version_set_id property should be used toidentify the client_version_set.
4) Anew client_version_set_item record should be createdthatlinks the client_version_set to

the identified client_version.

3.2 Marking a device as useable with a service

When a new device or service has been,added to the system, it is likely that this process will be
required.

1) The device record should be identified.
2) The service record should-be identified. .

_3) The service.device_set_id property should be usedto identify the device_set.
4) Anew device_set_item record shauld be created that links the device_setto the identifieddevice.

3.3 Marking a service as useable with a client_version

Whena newservice or client_version has been added to the system,it is likely that this process will
be required.

1) The service record should beidentified.
2) The client_version recard should be identified.
3) The service.client_version_set_id property should be usedto identify the client_version_set,
4) Anew client_version_set_item record shauld be created thatlinks the client_version_setto

the identified client_version.

3.4 Marking a server_version as useable with a client_version
Whena newserver_version or client_version has been added to the system,it is likely that this
process will be required.

1) The server_version record should be identified.
2) The client_version record should be identified.
3) The server_version.client_version_set_id property should be used to identify the

client_version_set.

4) Anew client_version_set_item record should be created thatlinks the client_version_set to
the identified client_version.
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3.5 Adding a new device

A device will be created by the Detective process.

From the server where the device was created, the following data needs to be moved to the buildserver

Device record .

Manufacturer record (optional
Device_file_type records :
The Message_set from device.message_set_id (and all related message set_items and messages
The Image_set from device.image_set_id and all related image_set_items and images
The Property_set from device.property_set_id (and all related property_set_items and properties)

  
  
 
 
  

   
 

   

It is likely that the "Marking a device as useable with a client version” process would then be used to
mark the most recent client_version and useable with this new device.

Also the “Marking a device as useable with a service” process would be used to mark the default test
service as useable with this new device.

3.6 Adding a new service

A service will be created by the service creation tool.

From the server where the service was created, the following data needs to be movedto the build
server. The service may also have related content data, but this is not required on the build server.

The Message_set from service.message_set_id (and ail related message_set_items and messages
The Image_set fram service.image_set  
 

Itis likely that the “Marking a device as useable with a service” and “Marking a service as useable with
a client_version” processes would then be used to mark the most recent client_version and a device
as useable with this service.

3.7 Adding a new client_version

A client version will be created by the R&D team.

From the server where the client_version wascreated, ‘the following data needs to be moved to the
build server.

Client version record

The Message_'set from client_version.message_set_id (and all related message_set_items and
messages

age_set from client,version.image_set_id (and all related image set_items and images
The Property_set from client_version.property_set_id (and all related property_set_items and
properties
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The event_type_set from the client_version.event_type_set_id-(andall related event_ty
and event_types

The exception_set for the client_version.exception_set_
exceptions - .
The Message_key_set from client_version.message_key_set_id (andall related
message_key_set_items and message keys
The Image_key_|
image_keys

 
    pe_set_items

  
 

   
  
 

id (and all related exception_set_items and

 
 

moa
It is likely that the processes “Marking a device as useable with a client_version”, “Marking a service
as useable with a client_version” and “Markinga server_version as useable with a client_version’”
would then be used to mark this client_version as useable with a device, the default_service and the
current server_version.

3.8 Creating a new build

All the data required for this new build should exist before this processis started. If the new build is
required for a service, device or client version that do.not exist in the build server database, then the
appropriate process should be run to createthis data first.

3.8.1 identifying the service, device and client_version records to use

1) The “build user’ is presented with a list of services where the service.enabledflag is true.
2) The service record to Use is selected by the “build user”.
3) The service.device_set_id field isused atong with the device.enabledflag to find the buildable

_ devicesfor this service.
4) If zero devices are found, the build process should exit.
5) If only one deviceis found, the build process should make the choice for the “build user”.
6) If more than one device is found then the “build user’ should be presented with a list of

devices. The “build user’ may choose one device to build. To aid with the choice the “build
user” should be shown any relevantinformation from device.

7) The service.client_version_set_id and the device.client_version_set_id data is used to identify
2 client_version sets. An intersection of these client_version sets are the potential
client_versions that can be build for this service/device combination. The
client_version.enabiedflag is usedto filter this list further. ,

8) If zero client_versions are found, the build process should exit.
9) If only one client_version is found, the build process should make the choice for the “build

user”

10) If more than oneclient_version is found then the “build user” should be presented with a list of
client_versions. The user may choose one client_version to build. The “build user’ may
chooseoneclient_version to build. To aid with the choice the “build user” should be shown
any relevant information from client_version (for example, version, revision_number, and
branch name).

3.8.2 Preparing the Message, Property and Image data.

11) The build system should use the client_version.message_set_id to-identify the base set of
messagesthatwill be used with this build. This becomes the working messageset.

12) The build system should then override any messagesin the working message_set with
messagesof the same namethat are presentin the device.message_set_id.
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