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1.1

1.2

Introduction

Introduction

The TCP/IP protocol suite allows computers ofall sizes, from many different computer
vendors, runningtotally different operating systems, to communicate with each other.
It is quite amazing becauseits use has far exceededits original estimates. Whatstarted
in the late 1960s as a government-financed research project into packet switching net-
works has, in the 1990s, turned into the most widely used form of networking between
computers. It is truly an open system in that the definition of the protocol suite and
manyof its implementations are publicly available atlittle or no charge. It formsthe
basis for what is called the worldwide Internet, or the Internct, a wide area network
(WAN)of more than one million computersthat literally spans the globe.

This chapter provides an overview of the TCP/IP protocol suite, to establish an ade-
quate backgroundfor the remaining chapters. For a historical perspective on the early
development of TCP/IP see [Lynch 1993].

Layering

Networking protocols are normally developedin layers, with each layer responsible for a
different facet of the communications. A protocol suite, such as TCP/IP, is the combina-
tion of different protocols at various layers. TCP/IP is normally considered to be a
4-layer system, as shownin Figure 1.1.
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Telnet, FTP, e-mail, ete.

Transport TCP, UDP

Application

Network IP ICMP. IGMP 
device driver and interface card

Figure 1.1. The four layers of the TCP/IP protocol suite.

Each layer has a different responsibility.

I. The link layer, sometimescalled the data-link layer or networkinterface layer, nor-
mally includes the device driver in the operating system and the corresponding
network interface card in the computer. Together they handleall the hardware
details of physically interfacing with the cable (or whatever type of media isbeing used),

The network layer (sometimes called the internet layer) handles the movement of
packets around the network. Routing of packets, for example, takes place here.
IP (Internet Protocol), ICMP (Internet Control Message Protocol), and IGMP
(Internet Group Management Protocol) provide the network layer in theTCP/IP protocolsuite.

The transport layer provides a flow of data between twohosts, for the applica-
tion layer above. In the TCP/IP protocol suite there are two vastly different
transport protocols: TCP (Transmission Control Protocol) and UDP (User Data-
gram Protocol).

TCP provides a reliable flow of data between two hosts. It is concerned with
things such as dividing the data passedtoit from the application into appropri-
ately sized chunks for the network layer below, acknowledging received pack-
ets, setting timeouts to make certain the other end acknowledges packets that
are sent, and so on. Because this reliable flow of data is provided by the trans-portlayer, the application layer can ignoreall these details,

UDP, on the other hand, provides a much simpler service to the a pplication
layer. It just sends packets of data called datagrams from one host to the other,
but there is no guarantee that the datagrams reachthe other end. Any desired
reliability must be added by the applicationlayer.
There is a use for each type of transport protocol, which we'll see when we look
at the different applications that use TCP and UDP.
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4. The application layer handles the details of the particular application. There are
many common TCP/IP applications that almost every implementation pro-
vides:

Telnet for remote login,
FTP, the File Transfer Protocol,
SMTP,the Simple Mail Transfer protocol, for electronic mail,
SNMP,the Simple Network ManagementProtocol,

and many more, some of which we coverin later chapters.

If we have two hosts on a local area network (LAN) such as an Ethernet, both run-

ning FTP, Figure 1.2 showsthe protocols involved.
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Figure 1.2 Two hosts on a LAN running FTP.

Wehave labeled one application box the FTP client and the other the FTP server.
Most network applications are designed so that one endis the client and the otherside
the server. The server provides sometypeof service to clients, in this case accessto files
on the server host. In the remote login application, Telnet, the service provided to the
client is the ability to login to the server’s host.

Each layer has one or more protocols for communicating with its peer at the same
layer. One protocol, for example, allows the two TCP layers to communicate, and
another protocollets the two IP layers communicate.

Onthe right side of Figure 1.2 we have noted that normally the application layer is
a user process while the lowerthree layers are usually implementedin the kernel (the
operating system). Althoughthis isn’t a requirement,it’s typical and this is the wayit’s
done under Unix.
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