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(57) ABSTRACT

The present solution provides a variety of techniques for
accelerating and optimizing network traffic, such as HTTP
based networktraffic. The solution described herein provides
techniques in the areas of proxy caching, protocol accelera-
tion, domain nameresolution acceleration as well as com-
pression improvements. In somecases, the present solution
providesvariousprefetching and/or prefreshening techniques
to improve intermediary or proxy caching, such as HTTP
proxy caching. In other cases, the present solution provides
techniques for accelerating a protocol by improvingthe effi-
ciency of obtaining and servicing data from an originating
server to server to clients. In another cases, the present solu-
tion accelerates domain name resolution more quickly. As
every HTTP access starts with a URL that includes a host-
namethat mustbe resolved via domain nameresolution into

an IP address, the present solution helps accelerate HTTP
access. In some cases, the present solution improves com-
pression techniques by prefetching non-cacheable and cache-
able content to use for compressing networktraffic, such as
HTTP. The acceleration and optimization techniques
described herein may be deployed on the client as a client
agentor as part of a browser, as well as on any type and form
ofintermediary device, such as an appliance, proxying device
or any type of interception caching and/or proxying device.
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SYSTEMS AND METHODS FOR
PREFETCHING OBJECTS FOR CACHING

USING QOS

FIELD OF THE INVENTION

[0001] The present invention generally relates to data com-
munication networks. In particular, the present invention
relates to systems and methodsfor acceleration networktraf-
fic by prefetching objects for caching using QoS.

BACKGROUNDOF THE INVENTION

[0002] Business entities continue to distribute geographi-
cally their operations. However, at the same time, many busi-
ness entities desire to consolidate their computing infrastruc-
ture to a single geographic location in order to simplify
maintenance and administration. These competing efforts
often require that a remote business operation communicate
with a centralized data center over a wide area network

(WAN). Delays associated with communication over a WAN
typically results in a user experiencethat is not satisfying to
the user. Therefore techniques for accelerating the network
traffic over the WAN are often employed.
[0003] One such acceleration technique is disk-basedtraf-
fic caching, i.e., maintaining a history ofpreviously-transmit-
ted network traffic on disk in order to identify and send in
place of the networktraffic a tag or other identifier over the
WAN.However, traditional disk-based caching techniques
typically fail to provide acceptable performance because
cache index entries, which are stored in memory, tend to scale
with the number of cache entries, meaning that traditional
disk-based caches consume large amounts of memory. In
some cases, the size of the disk cache is artificially con-
strained because there is not enough memory to properly
index the cache.

[0004] Another acceleration technique is traffic caching,
i.e., maintaining a history of previously-transmitted network
traffic in order to identify and send in place of the network
traffic a tag or other identifier over the WAN. Such caches
generally associate a “freshness” value with each cached
entry. If a requested object is stored in the cache, and its
freshness value indicates that the cached objectis still valid,
the object is sent to the client. However, this approach gen-
erally suffers from a drawback that the freshness value may
not accurately reflect whether the object has changed. There-
fore, reliance on freshness values can result in the cache
transmitting outdated information to a user, perhaps many
times, before the freshness value expires.
[0005] Another such acceleration techniqueis traffic cach-
ing, i.e., maintaining a history of previously-transmitted net-
worktraffic on disk in order to identify and send in place of
the network traffic a tag or other identifier over the WAN.This
approach, however, requires construction of a compression
history in order to function well and such construction may
require that many different files and objects are requested
before providing a user with any perception of acceleration.
[0006] These caches generally associate a “freshness”
value with each cachedentry. Ifa requested objectis stored in
the cache, and its freshness value indicates that the cached
objectis still valid, the object is sent to the client. However,
this approach generally suffers from a drawback that many
web objects are delivered without an associated freshness
value. In these cases a browser application or cache typically
assigns a freshness value to the object and, in mostcases, the
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freshness value is selected according to a rule that does not
vary with the type ofobject encountered. This approach is not
optimal since it can result both in the provision ofstale objects
as well as the validation or freshening of cached objects that
are notstale.

[0007] Ifa requested object is stored in the cache, andits
freshness value indicates that the cached object is still valid,
the object is sent to the client. However, this approach gen-
erally suffers from a drawbackthat the freshness value may
not accurately reflect whether the object has changed. There-
fore, reliance on freshness values can result in the cache
transmitting outdated information to a user, perhaps many
times, before the freshness value expires.
[0008] In some cases, proxy servers providing cache
memories may be deployed in an attempt to ameliorate the
delays encountered by WANtraffic, i.e., a proxy server may
beableto respond to a user request with data stored ina cache,
rather than requiring the userto retrieve the requestedfile or
object from the data center. However, proxy servers pose a
security risk for businesses because they typically do not
require user authentication. Therefore, a proxy server may
incorrectly respondto a request fromauserthat does not have
authority to retrieve a particular file or object, compromising
data security.
[0009] One technique that may be used is prefetching, 1.e.,
identifying a file or object that is likely to be requested by a
user and requesting that file or object before it is actually
requested. However, this technique usually does not increase
performance as much as might be expected because the
prefetchingtraffic competes with actual requests for files and
objects. That contention slows downactual requests and can
actually exacerbate the delays perceived by users.
[0010] In somecases, the “freshness” of an object is vali-
dated before it is transmitted to the client. For example, a
conditional HTTP GET command maybe issued to deter-
mineifa requested objectis still valid. However, validating an
object takes almost as long as fetching it and, therefore,
encountering a series of stale objects results in poor perfor-
mance because the validation happens while the useris wait-
ing.
[0011] Each request sent by a user begins with resolving a
Uniform Resource Locator (URL)to an IP address. In some
cases this resolution may take more than a second to com-
plete, which appears to the user as a delay. Acceleration of
DNSresolution would result in a better user experience.

BRIEF SUMMARY OF THE INVENTION

[0012] The present solution provides a variety of tech-
niques for accelerating and optimizing networktraffic, such
as HTTPbased networktraffic. The solution described herein

provides techniques in the areas of proxy caching, protocol
acceleration, domain nameresolution acceleration as well as
compression improvements. In somecases, the present solu-
tion provides various prefetching and/or prefreshening tech-
niques to improve intermediary or proxy caching, such as
HTTPproxy caching. In other cases, the present solution
provides techniques for accelerating a protocol by improving
the efficiency of obtaining and servicing data from an origi-
nating server to serverto clients. In another cases, the present
solution accelerates domain nameresolution more quickly.
As every HTTP access starts with a URL that includes a
hostname that must be resolved via domain nameresolution

into an IP address, the present solution helps accelerate HTTP
access. In some cases, the present solution improves com-
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pression techniquesby prefetching non-cacheable and cache-
able content to use for compressing networktraffic, such as
HTTP. The acceleration and optimization techniques
described herein may be deployed on the client as a client
agentor as part of a browser, as well as on any type and form
ofintermediary device, such as an appliance, proxying device
or any type of interception caching and/or proxying device.

[0013] With the techniques described herein, the caching
features ofthe present solution works on both accelerated and
non-accelerated connections. For example, the present solu-
tion may deployed as a double-ended solution in which coop-
erating intermediaries or devices work together to accelerate
network traffic, such as one device on a client-side of a WAN
connection, e.g., at a branch office, and a second device on a
server-side of the WAN connection, such as a corporate data
center. The present solution may also be deployed asa single-
endedsolution, such as ona client-side connection to WAN to
accelerate networktraffic. As most users connection to both

the Internet and to a WAN,the caching techniques of the
present solution mayaccelerate the user experiencein a single
device mode.

[0014] The caching techniques of the present solution
accelerate protocols such as HTTP or CommonInternet File
System (CIFS) which tend to perform a certain minimum
numberofround-trips per object regardless of size. By serv-
ing data locally from a caching intermediary, the intermediary
turns WAN round-trips into LAN-round trips to reduce
latency. The caching techniques described herein further help
reducethe latency and round-trips times for these objects and
improvethe user experience.

[0015] The techniques of the present solution also reduce
the load on the server. In responding to client requests, the
intermediary cache may not communicate with the originat-
ing server and serve a response from the cache. In other cases,
the techniques of the present solution moreefficiently com-
municate with the server to determine if an object should be
obtained from the server. This also reduces the load on the
server.

[0016] By providing improvements to caching to increase
the cache hits or otherwise reduce cache misses, the present
solution also increases the lifetime of compression history.
For example,if the caching device is on the LAN side of the
system only cache misses and validation requests are sent
over the WAN.By reducing the total amount of data going
through the compressing device, the lifetime of the compres-
sion history is increased.

[0017] In one aspect, the present invention relates to a
methodof storing objects in a cache using multiple storage
tiers based on size of objects and maintaining a number of
smaller objects stored to the cache within a predetermined
threshold. In one embodiment, the method includesestablish-
ing a size of a storage for a cache to store cached objects,
where the cacheusesa first portion of the storage for storing
objects smaller than or equaltoafirst threshold object size
and a second portion ofthe storage for storing objects larger
thanthefirst threshold object size. The methodalso includes
identifying a numberof objects the cache is allowedto store
to the first portion of the storage. The cache mayreceive an
object for caching, and determinesto store the object in either
the first portion of the storage or the second portion of the
storage based ona size ofthe object. The cache also maintains
the numberofobjects the cache is allowedto storeto thefirst
portion of the storage below a predetermined threshold.
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[0018] In one embodiment, the method includes the cach-
ing determining the size of the object is smaller than or equal
to the first threshold object size and storing the object in the
first portion of the storage. In other embodiments, the cache
determinesthe size ofthe objectis larger than thefirst thresh-
old object size and storing the object in the second portion of
the storage. In some other embodiments, the method includes
determining by the cache the numberofobjects stored to the
first portion of the storage has reached the predetermined
threshold. In some embodiments, the cache maynotstore the
received object in the cache based on the determination that
the numberofobjects stored to the first portion of the storage
has reached the predetermined threshold. In some other
embodiments, the method includes removing by the cache a
previously cached object from the cache based onthe deter-
mination that the numberofobjects stored to the first portion
of the storage has reached the predetermined threshold, and
storing the received object in the cache.

[0019] In another embodiment, a predeterminedsize ofthe
secondportion of storageis established for storing objects by
the cache larger than thefirst threshold object size. In some
embodiments, the cache may identify a second threshold
object size for storing objects in the first portion of the stor-
age. In still another embodiment, the cache receives a second
object for caching, and stores the second object in thefirst
portion of the storage responsive to determining a size of the
second object is greater than the second threshold object size
and less than thefirst threshold object size. In some embodi-
ments, the cache receives a second object for caching, and
does not store the second object to the cache responsive to
determining a size ofthe second object is less than the second
threshold object size. In some other embodiments, a size of
memory usedby the cache for indexing objects stored to the
storage ofthe cacheis established.In still other embodiments,
the cache maintains the size of memory for indexing objects
responsive to a changein the size of the storage used by the
cache.

[0020] In another aspect, the present invention relates to a
method of storing objects in a cache using multiple storage
tiers based onsize ofobjects and storing objects larger than an
objectthreshold sizeto a portion ofstorage used by the cache.
In one embodiment, the method includesestablishing a pre-
determined size for a first portion of storage used by a cache
for storing objects larger than a first threshold object size, the
cache storing objects smaller than the first threshold object
size to a remaining portion of storage used by the cache. The
method also includes receiving by the cache an object for
caching. The cache determines a size of the object is greater
thana first threshold object size, and stores the object in the
first portion of storage responsive to the determination.

[0021] In another embodiment, the caching device may
maintain a numberofobjects the cache 1s allowedto store to
the remaining portion of the storage below a predetermined
threshold. In other embodiments, the method includes deter-
mining the numberofobjects stored to the remaining portion
of the storage has reached the predetermined threshold and
not storing a second received object smaller than the first
threshold object size to the remaining portion of the storage.
In some embodiments, the caching device receives a second
object, and determinesa size of the second objectis less than
the first threshold object size. In some embodiments, the
cache stores the second object to the remaining portion of
storage used by the cache if space is available to store the
second object. In other embodiments, the caching device
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determines the remainingportionofstorage used by the cache
does not have space available to store the second object. In
still other embodiments, the cache may notstore the second
object to the cache. In still some other embodiments, the
cache removesa previously cached object from the remaining
portion of storage used by cache andstores the second object
in the remaining portion of storage.

[0022] In still another embodiment, a second predeter-
mined size for the remaining portion of the storage used by
the cache is established to store objects smaller than thefirst
threshold object size. In some other embodiments, the cache
determinesthe available spaceoffirst portion of storage used
by the cacheis either at or near the predetermined size, and
increasing the predeterminedsizeofthefirst portion of stor-
age by allocating space from the remaining portion of storage
to the first portion of storage. In some embodiments, the
method includes establishing a size of memory used by a
cache for holding indexes to objects stored to a storage. In
other embodiments, the method includes maintaining the size
ofmemory usedby the cache for indexing objects responsive
to achangein the size ofthefirst portion of storage used by the
cache.

[0023] In one aspect, the present invention relates to a
method of managing a size of objects stored in a cache using
multiple storage tiers based on size of objects, the method
allocating a portion of storage used by the cachefor storing
larger objects. In one embodiment, the method includes
establishing a size of memory used by a cache for holding
indexes to objects stored to a storage, the storage having a
storage size. The method also includes establishingafirst
predeterminedsize ofa first portion ofa storage ofa cache for
storing objects larger than a first threshold object size, the
cache using a second portion of the storage of the cache to
store objects smaller than the first threshold object size. The
methodalso includes changing either the size of memory or
the storage size used by the cache. The cache may maintain
the first predeterminedsize of the first portion ofthe storage
ofthe cache in response to changingeither the size ofmemory
or the storage size used by the cache.

[0024] In another embodiment, the method includes
increasing or decreasing the storage size used bythe cache for
storing objects. In other embodiments,the size ofthe memory
used by the cache for indexing objects is increased or
decreased. In some embodiments, the method includes iden-
tifying a numberofobjects the cache is allowedto store to the
first portion of the storage. In some other embodiments, the
methodincludes maintaining the numberofobjects the cache
is allowed to storeto the first portion ofthe storage in response
to changingeither the size ofmemory orthestorage size used
by the cache.

[0025] In still another embodiment, the method includes
adjusting thefirst threshold object size in response to chang-
ing either the size ofmemory orthe storage size used by the
cache. In some embodiments, the method includes adjusting
anumberofobjects the cache is allowedto store to the second
portion of the storage while maintaining the first predeter-
minedsize ofthe first portion ofthe storage. In other embodi-
ments, the method includes adjusting the number of objects
the cacheis allowedto storeto thefirst portion of the storage
in response to changing either the size of the memory or the
storage size used bythe cache.In still other embodiments, the
method includes adjusting the number of objects the cacheis
allowedto store to the secondportionofthe disk relative to an
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amount of change to either the size of the memory or the
storage size used by the cache.
[0026] In another embodiment, the method includes estab-
lishing a secondthreshold object size for objects the cacheis
allowed to store to the second portion of the storage, the
second threshold object size smaller than the first threshold
object size. In some embodiments, the cache includesa third
portion of the storage established for storing objects smaller
than the secondthreshold object size. In some other embodi-
ments, the method includes adjusting the second threshold
object size in response to changingeither the size ofmemory
or the storage size used by the cache.
[0027] In one aspect, the present invention relates to a
method of providing security or reliability to serving cached
objects for a session communicated via a transport layer
connection betweena client and a server. In one embodiment,
the method includes the following steps: receiving, by a
device, a request for an object via a session communicated
over a transport layer connection between a clientto a server;
determining, by the device, the object is stored in a cache;
forwarding, by the device, the request to the server; deferring,
by the device, serving the object from the cache until receiv-
ing a response from the server; and determining, by the
device, to serve the object from the cache based on the
response received from the server.
[0028] In one embodiment, the method includes determin-
ing, by the device, from the received response that the server
would provide the object to the client. In some embodiments,
the methodalso includes determining, by the device, from the
received responsethat the server authorizes oneofthe client
or user of the client to receive the object. In other embodi-
ments, the method includes determining, by the device, from
the received responsethat the server is one ofavailable or able
to serve the object to the client. In still other embodiments,the
method includes determining, by the device, the server is
transmitting the object to the client.
[0029] In another embodiment, the method includes defer-
ring, by the device, serving the object from the cache until
determining the server has transferred the objectto the client
at least once. In some embodiments, the device determines,
from the received response,that the server would not provide
the objectto the client, and in response to the determination,
not serving the object from the cache. In some embodiments,
the device determines, from the received response, that the
server does not authorize oneofthe client or user ofthe client

to receive the object, and in responseto the determination,not
serving the object from the cache. In other embodiments, the
device determines from the received responsethat the server
requires authentication of one of a user of the client, and in
response to the determination, not serving the object from the
cache. In some embodiments, the device determines from the
received response that the server is one ofnot available or not
able to provide the object to the client, and in responseto the
determination, not serving the object from the cache.In other
embodiments, the device is a client or an appliance.

[0030] In one aspect, the present invention relates to an
appliance for providing security or reliability to serving
cached objects for a session communicated via a transport
layer connection betweena client anda server. In one embodi-
ment, the appliance includes a meansfor receiving a request
for an object via a session communicated over a transport
layer connection between a client and a server. The appliance
also includes a meansfor determining the object is stored ina
cache. The appliance also includes a means for forwarding
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the request to the server. The appliance further includes a
means for deferring serving the object from the cache until
receiving a response from the server. The appliance also
includes a meansfor determining to serve the object from the
cache based onthe responsereceived from the server. In some
embodiments, the appliance determines from the received
responsethat the server would providethe objectto the client.
In other embodiments, the appliance determines from the
received responsethat the server authorizes one of the client
or user of the clientto receive the object.
[0031] In one embodiment, the appliance determines from
the received responsethatthe serveris either available or able
to serve the object to the client. In some embodiments, the
appliance determines the server is transmitting the object to
the client. In other embodiments, the appliance defers serving
the object from the cache until determining the server has
transferred the object to the client at least once. In some other
embodiments, the appliance determines from the received
response that the server would not provide the object to the
client, and in response to the determination, not serving the
object from the cache. In some embodiments, the appliance
determines from the received response that the server does
not authorizeeitherthe client or user of the client to receive

the object, and in response to the determination, not serving
the object from the cache. In some embodiments, the appli-
ance determines from the received response that the server
requires authentication ofeither a client or a useroftheclient,
and in response to the determination, not serving the object
from the cache.

[0032] In another embodiment, the appliance determines
from the received response thatthe server is either not avail-
able or not able to provide the object to the client, and in
responseto the determination, not serving the object from the
cache. In some embodiments, the appliance is a proxy trans-
parentto the client and the server.
[0033] In one aspect, the present invention relates to a sec-
ond methodofproviding security orreliability to proxying a
connection betweena client and a server. In one embodiment,
the second methodincludesthe following steps: forwarding,
by a device, to a server a transport layer connection request
received from a client; deferring, by the device, acceptance of
the transport layer connection as a connection to proxy until
receiving a response from the server to the transport layer
connection request of the client; identifying, by the device,
from the response of the server that the server accepts the
transport layer connection; and determining,bythe device,to
proxy the transport layer connection in responseto identify-
ing the server’s acceptance ofthe transport layer connection.

[0034] In one embodiment, the method includesreceiving
by the device a SYN packetof the transport control protocol
connection requestofthe client, and forwards the intercepted
SYN packetto the server. In other embodiments, the method
includes receiving a SYN-ACKpacketas the response from
the server to the client’s transport control protocol connection
request. In some other embodiments, the device is con-
structed to perform one or more acceleration techniques on
the transport layer connection. In some embodiments, the
device performs an acceleration technique on the transport
layer connection in responseto the determination.
[0035] Inanother embodiment,the device identifies that the
server does not accept the transport layer connection request,
and determines to not accept the transport layer connection as
a connection to proxy. In some embodiments, the device
identifies that the server is either unavailable or unable to
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establish the transport layer connection, and the appliance
determines to not proxy the transport layer connection. In
some embodiments, the device defers acceptanceofthe trans-
port layer connection until the device receives an indication
that the server is either available or able to establish the

transport layer connection. In other embodiments, the device
identifies ifthe server doesnot authorize the client to establish

a transport layer connection with the server, and in response,
the appliance determines to not accept the transport layer
connection as a connection to proxy. In some embodiments,
the device identifies the server requires authentication to
establish a transport layer connection with the server, and in
response, the appliance defers accepting the transport layer
connection as a connection to proxy until receiving an indi-
cation from the server a user of the client is authenticated.

[0036] In another embodiment, the device defers proxying
the transport layer connection betweenthe client and server
until the server successfully transfers an objectto the client. In
some embodiments, the device comprises a proxy transparent
to the client and the server. In other embodiments, the device
is either the client or an appliance.
[0037] In one aspect, the present invention relates to an
appliance providing security orreliability to proxying a con-
nection betweena client and a server. In one embodiment, the
appliance includes a meansfor forwarding to a servera trans-
port layer connection request received from a client. The
appliance also includes a means for deferring acceptance of
the transport layer connection as a connection to proxy until
receiving a response from the server to the transport layer
connection request of the client. The appliance also includes
a meansfor identifying from the response of the server that
the server accepts the transport layer connection. The appli-
ance further includes a means for determining to proxy the
transport layer connection in responseto identifying the serv-
er’s acceptance ofthe transport layer connection.
[0038] In one embodiment, the appliance receives a SYN
packet of the transport control protocol connection request of
the client, and forwarding the intercepted SYN packetto the
server. In other embodiments, the appliance receives a SYN-
ACKpacket as the response from the server to the client’s
transport control protocol connection request.

[0039] Inanother embodiment, the appliance is constructed
to perform one or more acceleration techniques on the trans-
port layer connection. In some embodiments, the appliance
performs an acceleration technique on the transport layer
connection in response to the determination.

[0040] Ina further embodiment, the appliance identifies the
server does not accept the transport layer connection request,
and determining, by the appliance,to not accept the transport
layer connection as a connection to proxy. In other embodi-
ments, the appliance identifies the server is one ofunavailable
or unable to establish the transport layer connection, and
determining, by the appliance, to not proxythe transport layer
connection. In some other embodiments, the appliance defers
acceptancesofthe transport layer connection with the client
as a connection to proxy until receiving an indication that the
server is one of available or able to establish the transport
layer connection. In some embodiments, the appliance iden-
tifies that the server does not authorize the client to establish

a transport layer connection with the server, and determining,
by the appliance, to not accept the transport layer connection
as a connection to proxy.In other embodiments, the appliance
identifies that the server requires authentication to establish a
transport layer connection with the server, and deferring, by



US 2008/0228938 Al

the appliance, accepting the transport layer connection as a
connection to proxy until receiving an indication from the
server a user of the client is authenticated. In some other

embodiments, the appliance defers proxying the transport
layer connection betweenthe client andserveruntil the server
successfully transfers an object to the client.
[0041] In one aspect, the present invention relates to a
methodfor revalidating an object stored in cache while serv-
ing the object to a requester. In one embodiment, a request for
an object is received from a requester. The method also
includes determining that the object exists in a cache. The
methodincludes transmitting to the requestor in response to
the request. The method includes transmitting to a remote
object server to determinea status of the object in response to
the determination. In one embodiment, the cached objectis
transmitted to the request and a request is transmitted to the
object server substantially simultaneously. In other embodi-
ments, the cached object is transmitted to the request and a
requestis transmitted to the object serve occur in parallel. In
still other embodiments, a requestis transmitted to the object
serverprior to transmitting the cached objectto the requester.
[0042] In another embodiment, the method includestrans-
mitting the cached object to the requesterprior to receiving a
response from the remote object server. In some embodi-
ments, the method includes transmitting to a remote object
server, responsive to the determination, a conditional request
to retrieve the object. In other embodiments, the method
includes receiving a responseto the conditional request indi-
cating the object has not changed. In some other embodi-
ments, the method includes receiving an updated version of
the object from the remote object server in response to the
conditional request. In some embodiments, the method
includes storing the updated version ofthe objectin the local
cache.

[0043] In still another embodiment, the method includes
receiving a request for an object from a requester. In some
embodiments, the method includes determining (i) that the
object exists in the local cache and(ii) that a status identifier
associated with the objectindicates that the objectis valid. In
other embodiments, the method includes transmitting via a
network, responsive to the determination, the requested
object from the cache to the requester. In some other embodi-
ments, the method includes a step of transmitting to the
remote object server a requestto retrieve an updated version
of the object in response to the determination.
[0044] In another aspect, the present invention relates to a
system for revalidating an object stored in cache while serv-
ing the object to a requester. In one embodiment, the system
includes a cache manager in communication with a requester,
a remote object server and a local cache storing an object, the
cache managerreceivingafirst requestfor the object from the
requester. In response to locating the objectin the local cache,
the cache manager transmits the object to the requester in
responseto the first request, and in response to locating the
object in the local cache, transmits a second request to obtain
a status of the object from the remote object server.
[0045] In one embodiment, the cache manager is either
software or hardware. In some embodiments, the local cache
is either random access memory or disk storage. In some
other embodiments, the remote object server is a web server.
[0046] Inanother embodiment, the cache manager commu-
nicates with the requester via a network. In some embodi-
ments, the cache manager transmits the object to requestor
and transmits the second request to the remote object server
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substantially simultaneously. In other embodiments, the
cache managertransmits the object to requestor and transmits
the second request to the remote object serverin parallel. In
still other embodiments, the cache manager transmits the
cached object to the requestor prior to receiving a response
from the remote object server.
[0047] In still another embodiment, the cache manager
transmits to the remote object server, in responseto the deter-
mination, a conditional requestto retrieve the object. In some
embodiments, the cache managerreceives a responseto the
conditional request indicating the object has not changed.In
some other embodiments, the cache manager receives an
updated version of the object from the remote object serverin
response to the conditional request. In some embodiments,
the cache managerstores the updated version of the object in
the local cache.

[0048] In anotheraspect, the present invention relates to a
methodforrevalidation objects cached by the appliance while
also serving the objects to the client in a networked environ-
ment including a network appliance acting as a proxy
between a client requesting objects and an object server
responding to client requests. In one embodiment, an appli-
ance intercepts a request from a client for an object from a
remote objectserver. The appliance determinesthatthe object
exists in a cache of the appliance. The appliance transmits, in
response to the determination, the cached objectto the client
in response to the request. The appliance transmits, in
response to the determination, a request to obtain a status of
the object from the remote objectserver. In one embodiment,
the appliance comprises a transparent proxy.
[0049] In one embodiment, the appliance transmits the
cached object to the client substantially simultaneously to
transmitting the requestto the object server. In other embodi-
ments, the appliance transmits the cached objectto the client
in parallel to transmitting the request to the object server. In
still other embodiments, the appliance transmits the request to
the object serverprior to transmitting the cached object to the
client.

[0050] In another embodiment, the appliance transmits the
cached objectto the clientprior to receiving a response from
the remote object server. In some embodiments, the method
includes transmitting, by the appliance, a remote object
server, responsive to the determination, a conditional request
to retrieve the object.
[0051] In still another embodiment, the appliance receives
a responseto the conditional request indicating the object has
not changed. In some other embodiments, the appliance
receives an updated version of the object. In some embodi-
ments, the appliance stores the updated version of the object
in the cache. In some embodiments, the method includes
determining, by the appliance,(i) that the object exists in a
local cache elementand(ii) that a status identifier associated
with the object indicates that the object is valid.
[0052] In still another aspect, the present invention relates
to an appliance revalidating objects cached by the appliance
while also serving the objects to the client in a networked
environmentincluding a network appliance acting as a proxy
between a client requesting objects and an object server
responding to client requests. In one embodiment, the appli-
ance includes a packet processing engine interceptinga first
request from a client for an object from a server. The appli-
ance also includes a cache manager in communication with
the packet processing engine, the cache manager determining
whether the object is stored in a cache of the appliance
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responsive to the packet processing engine. The appliance, in
response to locating the object in the cache, transmits the
object to the client in response to the first request, and in
response to locating the object in the cache, transmits a sec-
ond request to the server to obtain a status of the object.
[0053] In another embodiment, the cache managerincludes
software or hardware. In some embodiments, the cache is
random access memory or disk storage.
[0054] Instill another embodiment, the appliance transmits
the object to the client and transmits the second request to the
server substantially simultaneously. In other embodiments,
the appliance transmits the object to the client and transmits
the second request to the server in parallel. In some other
embodiments, the appliance transmits the cached object to the
client prior to receiving a responseto the second request from
the server.

[0055] Ina further embodiment, the appliance transmits to
the server, responsive to the determination, a conditional
request to retrieve the object. In some embodiments, the
appliance receives a response to the conditional request indi-
cating the object has not changed. In other embodiments,the
cache managerreceives an updated version ofthe object from
the server in response to the conditional request. In still other
embodiments, the cache managerstores the updated version
of the object in the local cache.
[0056] In one aspect, the current invention relates to a
method for speculatively prefetching an object using idle
network bandwidth. In one embodiment, a device receives via
a network a communication identifying an object. The device
generates a request to an object server for the object, where
the request is identified as a speculative request. The device
determines the availability of idle network bandwidth to
obtain the object from the object server. The device transmits,
in response to the determination of availability of idle net-
work bandwidth, the generated request to the object server
accordingto a transmission rate to maintain bandwidth usage
from the speculative request within a predeterminedlevel.
[0057] In another embodiment, the device transmits the
communication to a requester. In other embodiments, the
methodincludes transmitting the generated request prior to a
user requesting the object identified by the communication.In
some other embodiments, the methodincludes generating the
request prior to a user requesting the objectidentified by the
communication. In some embodiments, the device receives
the object in response to the transmitted request. In other
embodiments, the devicestores the received object in a cache.
In still other embodiments, the method includes receiving a
page having a hyperlink identifying an object.
[0058] Ina further embodiment, the device identifies the
generated request as a speculative request by encoding a field
of one of a transport layer or internet protocol layer header
option to a predetermined value. In some embodiments, the
device identifies the generated request as a speculative
request by encoding a value of an application layer protocol
option to a predetermined value. In some other embodiments,
the device identifies the generated request as a speculative
request by setting a value of one of a ‘l'ype of Service (LOS)
or a DiffServ Codepoint (DSCP) in a field of an Internet
Protocol (IP) frame to a predetermined value. In other
embodiments, the device identifies the generated requestas a
speculative request by making an entry in a connection state
table identifying the request as speculative.
[0059] In another embodiment, the device identifies the
generated request as a lowerpriority for transmission than
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non-speculative requests for objects. In other embodiments,
the device is either a client, a server, or an appliance between
the client and the server.

[0060] In another aspect, the current invention relates to a
system for speculatively prefetching an object using idle net-
work bandwidth. In one embodiment, the system includes a
means for intercepting a communication transmitted via a
network, where the communication comprising an identifier
ofan object. The system also includes a meansfor generating
a request packet to an object server for the object identified,
the request identified as a speculative request. The system
further includes a means for determining availability of idle
network bandwidth to obtain the object from the object
server. In response to the determination of availability of idle
network bandwidth, the system includes a meansfor trans-
mitting the generated request packet to the object server,
according to a transmission rate to maintain bandwidth usage
from the speculative request within a predeterminedlevel.
[0061] In another embodiment, the system forwards the
communication to a requester. In some embodiments, the
system transmits the generated request packetprior to a user
requesting the object identified by the page. In other embodi-
ments, the system generates the request packetprior to a user
requesting the object identified by the page. In some embodi-
ments, the system stores the received object ina cache.Instill
further embodiments, the page includes a hyperlink identify-
ing an object.
[0062] In still another embodiment, the system identifies
the generated request as a speculative request by encoding a
field in either a transport layer or internet protocol layer
header option to a predetermined value. In other embodi-
ments, the system identifies the generated request as a specu-
lative request by encoding a value of an application layer
protocol option to a predetermined value. In some other
embodiments, the system identifies the generated request as a
speculative request by setting a value of either a Type of
Service (TOS)or a DiffServ Codepoint (DSCP) in a field of
an Internet Protocol (IP) frame to a predetermined value. In
some embodiments, the system identifies the generated
request as a speculative request by making an entry in a
connection state table identifying the request as speculative.
In other embodiments, the system identifies the generated
request as a lowerpriority for transmission than non-specu-
lative requests for objects.
[0063] Ina further aspect, the current inventionrelates to a
method of speculatively prefetching an object via multiple
devices using idle network bandwidth. In one embodiment, a
first device receives a communication transmitted from a

server to a client, where the communication specifies an iden-
tifier of an object, and the first appliance forwards the com-
munication to the requester. The first device transmits a
request to the server for the object identified by the commu-
nication, and the first device generates the request and iden-
tifies the request as speculative. A second device identifies the
request received from thefirst device as a speculative request.
The seconddevice determinesthe availability of idle network
bandwidth to obtain the object from the server. The second
device, in response to the determination ofavailability of idle
network bandwidth, transmits the request according to a
transmission rate to maintain bandwidth usage from the
speculative request within a predeterminedlevel.

[0064] In another embodiment, a step in the method
includes transmitting the generated request prior to a user
requesting the object identified by the communication. In
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other embodiments,a step in the method includes generating
the request prior to a user requesting the object identified by
the communication.

[0065] In still another embodiment, the second device
receives the object in responseto the transmitted request. In
other embodiments, the second device stores the received
object in a cache. In some embodiments, the second device
transmits the objectto the first device. In some other embodi-
ments,thefirst device stores the received object in a cache.

[0066] In another embodiment, the first device receives a
page including a hyperlink identifying the object. In some
embodiments, the first device identifies the generated request
as a speculative request by encoding a field of one of a
transport layer or internet protocol layer header option to a
predetermined value. In other embodiments, the first device
identifies the generated request as a speculative request by
encoding a value of an application layer protocol option to a
predetermined value. In some other embodiments, thefirst
device identifies the generated request as a speculative
request by encoding a value ofeither a Type of Service (TOS)
or a DiffServ Codepoint (DSCP) in a field of an Internet
Protocol (IP) frame to a predetermined value. In still other
embodiments, the second device identifies the generated
request is a speculative request by identifying an encoded
value of an application layer protocol option specifies a pre-
determined value.In further embodiments, the second device
identifies the generated request is a speculative request by
identifying an encoded value of either a Type of Service
(TOS) or a DiffServ Codepoint (DSCP)field of an Internet
Protocol (IP) frame specifies a predetermined value.

[0067] Ina further embodiment, the second device identi-
fies the generated request is a speculative request by identi-
fying by an entry in a connection state table identifying the
request as speculative. In some embodiments, the method
includes transmitting,by thefirst device or the second device,
the request at a lower priority of transmission than non-
speculative requests for objects.

[0068] In another embodiment, the first device is either a
client or an appliance. In some embodiments, the second
device is an appliance. In other embodiments, the method
includes transmitting, by either the first device or the second
device, the request at a lower priority of transmission than
non-speculative requests for objects.

[0069] In one aspect, the current invention relates to a
methodfor refreshing cached objects based on user requests
for pages identifying the cached objects. In one embodiment,
a device receives a page via a network, where the page iden-
tifies an object. The device forwards the page to a user
requesting the page. The device determinesthat the object is
stored in a cache. The device transmits a request for a status of
the object to aremote object serverpriorto the user requesting
the object from the page.

[0070] In another embodiment, the device transmits to the
remote object server, in response to the determination, a con-
ditional request to retrieve the object. In some embodiments,
the device receives, in response to the request, an indication
from the remote object serverthatthe object is valid. In other
embodiments, the device receives, in response to the request,
an updated version of the object from the remote object
server. In some other embodiments, the method includes
determining, by the device, an expiry of the object has
expired. In still other embodiments, the method includes
determining, by the device, the objectis stale.
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[0071] Instill another embodiment, the device determines
that the remote object server is not available to provide the
object, and not serving the object from the cache in response
to the determination. In other embodiments,the device deter-
mines that the remote object server does not allow the user
accessto the object, and not serving the object from the cache
in response to the determination. In some embodiments, the
method includes determining that the object exists in the
cache and that a status identifier associated with the object
indicates that the object is valid. In other embodiments, the
method includesnottransmitting, by the device, the request to
the remote object server in response to the determination.In
still other embodiments, a step in the method includes deter-
mining that a size of the object is below a predetermined
threshold and transmitting the request for the status of the
object to the remote object server in responseto the determi-
nation. In other embodiments, the device identifies one or
morelevels of the page having objects, determines objects at
each of the one or more levels are located in the cache, and
transmits requests for a status of the objects to the remote
object server in response to the determination.
[0072] In another embodiment, the device transmits the
requests prior to the user requesting a level from the one or
more levels of the page. In other embodiments, the device
identifies the request to the remote object server as a specu-
lative request. In some embodiments, the device includes
either a client or a server. In some other embodiments, the
device includes an appliance intercepting and forwarding
communications betweena client andaserver.

[0073] In another further aspect, the current invention
relates to a devicefor refreshing cached objects based on user
requests for pages identifying the object. In one embodiment,
the device includes a meansfor receiving a page via a net-
work,the page identifying an object. The device also includes
ameansfor forwarding the pageto a user requesting the page.
The device further includes means for determining that the
object is stored in a cache. The device also includes a means
for transmitting a request for a status of the object to aremote
object server prior to the user requesting the object from the
page.

[0074] In another embodiment, the device transmits to the
remote object server, responsive to the determination, a con-
ditional request to retrieve the object. In some embodiments,
the device receives in response to the request an indication
from the remote object serverthat the object is valid. In other
embodiments, the device receives, in response to the request,
an updated version of the object from the remote object
server. In some embodiments, the device determines an
expiry of the object has expired. In some other embodiments,
the device determines the objectis stale.
[0075] In still another embodiment, the device determines
that the remote object server is not available to provide the
object, and does not serve the object from the cache in
response to the determination. In some embodiments, the
device determinesthat the remote object server doesnot allow
the user access to the object, and does not server the object
from the cache in response to the determination. In some
other embodiments, the device determines that the object
exists in the cache andthat a status identifier associated with

the object indicates that the object is valid. In still other
embodiments, the device does not transmit the requestto the
remote object server in responseto the determination.In still
further embodiments, the device determines that a size of the
object is below a predetermined threshold and transmits the
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requestfor the status of the objectto the remote object server
in response to the determination. In some embodiments, the
device identifies one or more levels of the page having
objects, determining objects at each of the one or morelevels
are located in the cache, and the device transmits requests for
a status of the objects to the remote object server in response
to the determination.

[0076] In another embodiment, the device transmits the
requests prior to the user requesting a level from the one or
more levels of the page. In some embodiments, the device
identifies the request to the remote object server as a specu-
lative request. In other embodiments, the device is either a
client or a server. In some other embodiments, the device
intercepts and forwards communications betweenaclient anda server.

[0077] In still another aspect, the current invention relates
to amethod, in a networked environmentincluding a network
appliance acting as a proxy betweena client requesting pages
and a server responding to client requests, for refreshing
objects cached by the appliance. In one embodiment, the
appliance receives a page transmitted by a server to a client in
response to a request from a userofthe client, where the page
identifies an object. The appliance forwards the intercepted
page to the client. The method includes determining, by a
cache managerofthe appliance, that the object is stored in a
cache of the appliance. The appliance transmits a request for
a status ofthe object to the serverpriorto the userofthe client
requesting the object from the page.
[0078] In another embodiment, the appliance transmits to
the server, in response to the determination, a conditional
request to retrieve the object. In some embodiments, the
appliance receives, in response to the request, an indication
from the remote object serverthatthe object is valid. In other
embodiments, the appliance receives, in response to the
request, an updated version of the object from the remote
object server.
[0079] In still another embodiment, the method includes
determining, by the cache manager, an expiry of the object
has expired. In other embodiments, the method includes
determining, by the cache manager, the object is stale.
[0080] In another embodiment, the appliance determines
that the server is not available to provide the object, and not
serving the object from the cache in response to the determi-
nation. In some embodiments, the appliance determines that
the server does not allow the user access to the object, and
does not serve the object from the cache in responseto the
determination. In other embodiments, the method includes
determining, by the cache manager, the object exists in the
cache andthat a status identifier associated with the object
indicates that the object is valid. In still other embodiments,
the appliance does not transmit the request to the remote in
response to the determination. In some embodiments, the
method includes determining, by the cache manager, that a
size of the object in the cache is below a predetermined
threshold and transmitting by the appliance the requestfor the
status of the object to the remote object server in response to
the determination. In some other embodiments, the appliance
identifies one or more levels of the page having objects, and
determines, by the cache manager, objects at each of the one
or more levels are located in the cache, and transmitting, by
the appliances, requests for a status ofthe objects to the server
in response to the determination.
[0081] Instill another embodiment, the appliance transmits
the requests prior to the user requesting a level from the one or
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morelevels of the page. In some embodiments, the appliance
identifies the request to the server as a speculative request.
[0082] In one aspect, the present invention relates to a
method for determining by a device whether to prefetch an
object identified from a page by fetching header information
ofthe object from a remote object server. In one embodiment,
a device receives a page including an identifier of an object.
The device transmits a request generated by the device to
obtain header information of the object from a remote object
server. The method further includes receiving, by the device,
in response to the generated request, header information for
the object. The device determines, in response to the received
header information, whether to prefetch the object from the
remote object server.
[0083] In another embodiment, the method includes deter-
mining to store the object in a cache in response to the
received information. In some embodiments, the device iden-
tifies the identifier ofthe object from the page, and determines
the object is not stored in a cache. In other embodiments, the
device forwardsthe pageto either a user, a client or a browser.
In still another embodiment, the device prefetches the object
prior to the user requesting the object or prior to receiving a
request for the object. In some embodiments, the method
includes intercepting the page including a hyperlink identi-
fying an object. In some embodiments, the method includes
transmitting, by the device, an HTTP HEAD commandto a
remote object server identified by a uniform resource locator
associated with the object of the page.
[0084] Inanother embodiment, the methodincludesreceiv-
ing, in response to the generated request, header information
of the object identifying a maximum amountof time for
which the object is valid. In other embodiments, the method
includes receiving, in response to the generated request,
header information of the object identifying a date on which
the object was last modified.
[0085] In another embodiment, the method includes deter-
mining, in responseto the received header information, iden-
tifying the object already stored in a cacheas valid. In some
embodiments, the method includes determining,in response
to the received header information, to modify the time period
for which an object thatis already stored in a cacheis valid.
[0086] In still another embodiment, the device transmits a
request to obtain the object from the remote object server in
responseto the received headerinformation. In some embodi-
ments, the device stores in a cache the object received from
the remote object server. In other embodiments, the method
includes determining, responsiveto the received headerinfor-
mation, to modify a time period for which an object thatis
already stored in a cacheis valid. In some embodiments, the
device is either a client or an appliance intercepting and
forwarding communications between a client and a server.
[0087] In anotheraspect, the present invention relates to a
device for determining whether to prefetch an object identi-
fied from an intercepted page by fetching header information
ofthe object from a remote object server. In one embodiment,
the device includes a meansfor receiving a page including an
identifier of an object. The device also includes a means for
transmitting a request generated by the device to obtain
header information of the object from a remote object server.
The device may further include a means for receiving in
response to the generated request, a headerfor the object. The
device also includes a means for determining responsive to
the received header information whether to prefetch the
object from the remote object server.
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[0088] In another embodiment, the device determines,
responsiveto the received information, to store the object ina
cache. In some embodiments, the device identifies the iden-
tifier of the object from the page, and determinesthe objectis
not stored in a cache. In other embodiments, the device for-
wards the page to oneofa user, a client or a browser. In some
other embodiments, the device transmits the generated
request to the remote object server prior to a user requesting
the object.
[0089] In still another embodiment, the device includes a
means for receiving the page including a hyperlink identify-
ing an object. In other embodiments, the device transmits an
HTTP HEAD commandto the remote object server identified
by a uniform resource locator associated with the object ofthe
intercepted page. In some other embodiments, the device
receives, in response to the generated request, header infor-
mation of the object identifying a maximum amountoftime
for whichthe objectis valid. In other embodiments,the device
receives, in response to the generated request, header infor-
mation of the object identifying a date on which the object
was last modified. In other embodiments, the device deter-
mines, responsive to the received header information, to iden-
tify the object already stored in a cache as valid. In some
embodiments, the device determines responsive to the
received header information, to modify the time period for
which an objectthat is already stored in a cacheis valid.
[0090] In another embodiment, the device transmits a
request to obtain the object from the remote object server in
responseto the received header information. In some embodi-
ments, the device stores the object received from the remote
object server in a cache. In some other embodiments, the
device determines, responsive to the received header infor-
mation, to modify a time period for which an object that is
already stored in a cacheis valid. In some embodiments, the
device is either a client or an appliance intercepting and
forwarding communications between the client and theserver.

[0091] In another aspect, the present invention relates to a
method for prefetching by a device header information of an
object from a remote object server. In one embodiment, a
device receives a page including an identifier ofan object. The
method also includes determining, by the device, that a
headerofthe object identified by the page is stored in a cache.
The method further includes generating, by the device, in
response to the determination, a request for the headerof the
object from a remote object serverprior to the user requesting
the object from the page.
[0092] In another embodiment, the device receives, in
response to the generated request, header information for the
object. In some embodiments, the device updates the cached
headerinformation based on the received header information.

In other embodiments, the device receives a request from a
requester for the header information of the object.
[0093] In another embodiment, the device transmits the
header information stored in the cache to the requester. In
some embodiments, the request comprises an HTTP HEAD
command. In other embodiments, the request comprises an
HTTP GET commandusing an “if-modified-since.” In some
embodiments, the device determinesthe object of the request
has not been modified, and responding to the request with the
header information stored in the cache. In other embodi-

ments, the device determines the object of the request has
been modified and in responseto the determination, forward-
ing the request to a server. In some embodiments, the device
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receives the object from the request. In some other embodi-
ments, the device responds to the request with the object
received from the server. In some embodiments, the device
stores the object to the cache.
[0094] In still another aspect, the present invention relates
to a device for prefetching by a device header information of
an object from a remote object server. In one embodiment,the
device includes a means for receiving a page including an
identifier of an object. The device also includes a means for
determining that a header of the object identified by the page
is stored in a cache. The device may include a meansfor
generating, in response to the determination, a request for the
header of the object from a remote object server prior to the
user requesting the object from the page.
[0095] Inanother embodiment, the device includes a means
for receiving, by the device, in response to the generated
request, header information for the object. In other embodi-
ments, the device includes a means for updating the cached
header information based on the received header information.

[0096] In still another embodiment, the device includes a
meansfor receiving a request from a requester for the header
information of the object. In other embodiments, the device
includes transmitting the header information stored in the
cache to the requester. In some embodiments, the request
comprises an HTTP HEAD command. In other embodi-
ments, the request comprises an HTTP GET command using
an “if-modified-since.’ In some embodiments, the device
includes a means for determining whether the object of the
request has not been modified, and responding to the request
with the header information stored in the cache. In other

embodiments, the device includes a means for determining
that the object of the request has been modified and in
response to the determination, forwarding the request to aserver.

[0097] Inanother embodiment, the device includes a means
for receiving the object from the requester. In some embodi-
ments, the device includes a means for responding to the
request with the object received from the server. In some other
embodiments, the device includes a means for storing the
object to the cache. In some embodiments, the deviceis either
a client or an appliance intercepting and forwarding commu-
nications between the client and a server.

[0098] In one aspect, the present invention is related to a
method of prefetching non-cacheable content to store in a
compression history to improve compression of subsequently
transmitted pages having non-cacheable content. A device
receives, a first page transmitted by a server to a client, the
first page identifying a non-cacheable object. The method
includes generating, by the device, a request for the non-
cacheable object identified by the pagepriorto a user request-
ing the non-cacheable object from thefirst page. The device
transmits the request to the server. The device stores the
non-cacheable object received from the serverto a first com-
pression history.
[0099] In one embodiment, the device receives the first
page transmitted via a first session of a user. In another
embodiment, the method includes the first page, which
includesa personalized versionofa pagefor the user. In some
embodiments, the non-cacheable object is dynamically gen-
erated by the server. In other embodiments, the device
receives a second page transmitted by the serverto the client,
the second page comprising non-cacheable content.
[0100] In yet one embodiment, the server transmits the
second pagevia eithera first session or a second session ofa
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user. The second page comprises a personalized version of a
page for the user. In another embodiment, the device deter-
minesa portion of the second page matchesa portion of the
non-cacheable object stored in the compression history. In
some embodiments, the device compresses, in responseto the
determination, the second page using the matching portion of
the non-cacheable object. The device transmits the com-
pressed second pageto theclient.
[0101] In one embodiment, a second device receives the
compressed second page, and uncompressing the compressed
second page using the matching non-cacheable object of the
first page stored in a second compression history. The second
device receives the first page forwarded by the device. In
another embodiment, the second device transmits a request
generated by the second device to obtain from the server the
non-cacheable object identified bythe first page.
[0102] In one embodiment, the second device stores to a
second compression history the non-cacheable object
received from the server in responseto the generated request.
In another embodiment, the device receives, via multiple user
sessions multiple pages identifying multiple non-cacheable
objects, transmitting multiple requests generated by the
device to obtain the non-cacheable objects from one or more
servers. The device stores the multiple non-cacheable objects
received in response to the request to the first compression
history.
[0103] In yet another embodiment, the device receives a
third page, and determinesaportion ofthe third page matches
one or more portions of the multiple non-cacheable objects
stored in thefirst compression history. A portion of the com-
pression history is stored in one ofmemory ordisk storage. In
another embodiment, the device transmitsat least a portion of
the first compression history to a second device to store in a
second compression history. The device comprises one of a
client or an appliance.
[0104] In one aspect, the present invention is related to a
methodof prefetching content via a networkfile transfer to
use as a compression history for compressing Hypertext Pro-
tocol (HTTP) communications. The method includes execut-
ing a non-HTTP network file transfer of one or more files
from a first device to a second device prior to a user requesting
a file of the one or more files via an HTTP request. An
appliance intercepts packets of the non-HTTP networkfile
transfer. The appliance stores content of the one or morefiles
from the intercepted packets to a compression history.
[0105] In one embodiment, the appliance receives a page
transmitted by a server to a client via an HTTP protocol in
response to an HTTP request. In another embodiment, the
appliance determinesa portion of the page matchesatleast a
portion ofthe content ofthe one or morefiles stored in thefirst
compression history. In some embodiments, the appliance
compresses the page based on the determination. In other
embodiments, the appliance transmits the compressed page
to the client. The method includes intercepting, by one of the
client or a second appliance, the compressed page, and
uncompressing the compressed page using one or morefiles
from the networkfile transfer stored in a second compression
history. The page comprisesa file from the one or morefiles
of the network file transfer.

[0106] In yet another embodiment, an administrator of the
appliance initiates execution of the network file transfer to
preload the compression history of the appliance. The net-
work file transfer comprises a remote file copy. In another
embodiment, the packets comprise one of a remote copy

Sep. 18, 2008

protocolorfile transfer protocol. The appliance forwards the
intercepted network packets to the second device. In another
embodiment, the second device discards the one or morefiles
from the networkfile transfer.

[0107] In one embodiment, a second appliance intercepts
the forwarded network packets, and storing content ofthe one
or morefiles from the intercepted packets to a second com-
pression history. The appliance initiates the execution of the
network file transfer. In another embodiment, the appliance
initiates execution ofthe networkfile transfer in response to a
policy of a policy engine.
[0108] In one aspect, the present invention is related to a
method for dynamically determining whether to checka sta-
tus of a cached object based on an operational characteristic
of a connection to a remote object server. The method
includes, intercepting, by a device, an object transmitted from
a server to a requester via a transport layer connection. The
device stores the object in a cache. The method includes
detecting, by the device, whether an operational characteris-
tic of the transport layer connection to the server is within a
predetermined threshold. The device determines, in response
to the detection, whether to transmit a request to the server to
obtain a status of the object.
[0109] In one embodiment, the device forwards the object
to the requester. In another embodiment, the device detects
available bandwidth via the transport layer connection to the
server is not within the predetermined threshold. In some
embodiments, the device determines, in responseto the detec-
tion,to not transmit the request to the server. In other embodi-
ments, the device detects a speed of the transport layer con-
nection to the server is not within the predetermined
threshold. In another embodiment, the device determines, in
response to the detection, to not transmit the request to theserver.

[0110] Inone embodiments, the device detects a round-trip
time of the transport layer connection to the server is not
within the predetermined threshold. In another embodiment,
the device determines, in response to the detection, to not
transmit the request to the server. In some embodiments, the
device detects if the server is not available via the transport
layer connection or the transport layer connection is not
operational. In other embodiments, the device determines, in
response to the detection, to not transmit the request to theserver.

[0111] In yet another embodiment, the device detects an
operational characteristic of the transport layer connection to
the server is within the predetermined threshold for freshen-
ing the object in the cache. In some embodiments, the device
transmits, in response to the detection, the request to the
server to obtain the status of the object. The device transmits
the request to the serverprior to a user requesting the object
from the page. In another embodiment, the device transmits a
conditional request for the object to the server. In other
embodiments, the device receives an updated version of the
object from the server, and stores the object in the cache.
[0112] Instill another embodiment, the device receives the
status of the object indicating the object in the cacheisstale,
and in responseto the status, transmitting a second requestfor
the object to the server. In some embodiments, the device
detects that the transport layer connection to the server has
available bandwidth greater than a predetermined bandwidth
threshold. The device transmits the request to the server in
response to the detection. In some embodiments, the device
includes a client, while in other embodiments, the device
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includes an applianceintercepting and forwarding communi-
cations between the client and the server.

[0113] In another aspect, the present inventionis related to
an appliance ofa networked environmentincluding a network
appliance acting as a proxy betweena client requesting pages
and a server responding to client requests, an appliance for
dynamically determining whether to check a status of a
cached object based on an operational characteristic of a
connection to the server. The appliance includes means for
intercepting an object transmitted from a serverto a client via
a transport layer connection andstoring the object in a cache.
The meansfor detecting whether an operational characteristic
of the transport layer connection to the server is within a
predetermined threshold. The appliance includes a means for
determining, in response to the detection, whether to transmit
a request to the server to obtain a status of the object. The
appliance forwards the objectto the client.
[0114] In one embodiment, the appliance includes means
for detecting available bandwidthvia thetransport layer con-
nection to the server is not within the predetermined thresh-
old. In another embodiment, the appliance includes a means
for determining, in response to the detection, to not transmit
the request to the server. The appliance detects speed of the
transport layer connection to the server is not within the
predetermined threshold. In some embodiments, the appli-
ance includes a means for determining, in response to the
detection, to not transmit the requestto the server.
[0115] In yet another embodiment, the appliance includes a
means for detecting a round-trip time of the transport layer
connection to the server is not within the predetermined
threshold. In some embodiments, the appliance determines,
in responseto the detection, to not transmit the requestto the
server. In other embodiments, the appliance includes detect-
ing one of the server is not available via the transport layer
connection or the transport layer connection is not opera-
tional. In some embodiments, the appliance includes deter-
mining, in response to the detection, to not transmit the
request to the server.
[0116] Instill another embodiment, the appliance includes
detecting an operational characteristic of the transport layer
connectiontothe server is within the predeterminedthreshold
for freshening the object in the cache. In another embodi-
ment, the appliance includes transmitting, in response to the
detection, the request to the server to obtain the status of the
object. In some embodiments, the appliance includes a means
for transmitting the request to the server prior to a user
requesting the object from the page. In other embodiments,
the appliance transmits a conditional request for the object to
the server.

[0117] In another embodiment, the appliance includes a
cache managerfor receiving an updated version of the object
from the server, and storing the object in the cache. In some
embodiments, the appliance includes receiving the status of
the object indicating the object in the cacheis stale, and in
response to the status, transmitting a second request for the
object to the server.
[0118] Inone embodiment, the appliance includes a means
for detecting that the transport layer connection to the server
has available bandwidth greater than a predetermined band-
width threshold, and transmitting the request to the server in
responseto the detection.
[0119] In one aspect, the current invention relates to a
method for updating an expiration period of a cached object
responsive to one or more requests to refresh the object on a
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page. In one embodiment, a device intercepts a request to
refresh a page identifying an object, the device storing the
object in a cache with an expiration period. The device deter-
mines, in responseto the request, a second expiration period
for the cached object. The device establishes the second expi-
ration periodas the expiration period for the cached object in
the cache.

[0120] In another embodiment, the device sets the second
expiration period shorter than the expiration period in
response to the request. In other embodiments, the method
includes the device intercepting the request generated by
selecting a refresh button provided by a browserapplication.
In some other embodiments, the device intercepts the request
to refresh a page generated by a user selecting a button of a
browserapplication.
[0121] In still another embodiment, the device intercepts
multiple requests to refresh the page. In other embodiments,
in response to the multiple requests, the device determines to
decrease the expiration period of the cached object by a
predetermined threshold. In some other embodiments, the
device intercepts the request to refresh the page after a pre-
determined time threshold. In other embodiments, the device
intercepts the request to refresh the page beyonda predeter-
mined time after forwarding the page to a requester. In some
other embodiments, the device intercepts the request to
refresh the page beyond a predeterminedtimeafter receiving
a previous request to refresh the page.
[0122] In another embodiment, the device sets the second
expiration period longer than the expiration period. In some
embodiments, the device is either a client, a server, or an
appliance intercepting and forwarding communications
between the client and the server.

[0123] In another aspect, the current invention relates to a
device for updating an expiration period of a cached object
responsive to one or more requests to refresh the object ona
page. In one embodiment, the device includes a means for
intercepting a requestto refresh a page identifying an object,
the object stored in a cache with an expiration period. The
device also includes a means for determining, in response to
the request, a second expiration period for the cached object.
The device also includes a meansfor establishing the second
expiration period as the expiration period for the cached
object in the cache.
[0124] In another embodiment, the device sets the second
expiration period shorter than the expiration period in
response to the request. In some embodiments, the requestto
refresh a page includes a request generated by selecting a
refresh button provided by a browser application. In other
embodiments, the request to refresh a page is generated by a
user selecting a button of a browserapplication.
[0125] In another embodiment, the device intercepts mul-
tiple requests to refresh the page. In some embodiments, in
response to the multiple requests, the device decreases the
expiration period of the cached object by a predetermined
threshold. In some embodiments, the device intercepts the
requestto refresh the page after a predeterminedtimethresh-
old. In other embodiments, the request to refresh the page is
received by device beyond a predetermined timeafter for-
warding the page to a requester. In still other embodiments,
the request to refresh the page is received by device beyonda
predetermined time after intercepting a previous request to
refresh the page.
[0126] In still another embodiment, the device includes a
meansfor setting the second expiration period longer than the
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expiration period. In other embodiments, device is either a
client, a server, or an appliance intercepting and forwarding
communications between the client and theserver.

[0127] In one aspect, the current invention relates to a
methodin a network environmenthaving an applianceacting
as a proxy between a client requesting pages and a server
responding to client requests, where the method resolves an
address of a host nameidentified by a uniform resource loca-
tor using the internet protocol address identified as a destina-
tion of a request. In one embodiment, the method includes
intercepting, by an appliance, a request packet from a client
requesting via an application protocol layer a uniform
resource locator of a page. The methodalso includes identi-
fying, by the appliance, from the request packet an internet
protocol address ofa destination ofthe request. The appliance
associates the internet protocol address of the destination
with a host nameidentified by the uniform resource locator.
The methodalso includesstoring, by the appliance, in a cache
an entry identifying the internet protocol address as an
address of the host name. The methodincludesintercepting,
by the appliance, one of a Domain Name Server (DNS)
request of the client to resolve the host name or a second
request of the client for the uniform resource locator identi-
fying the host name. The methodalso includesidentifying, by
the appliance, the entry in the cache as a resolved address of
the host name.

[0128] In another embodiment, the appliance does not
query a DNSserverto resolve the address ofthe host name.In
other embodiments, the client resolves the internet protocol
address of the host nameidentified by the uniform resource
locator requested by the client prior to transmitting the
request packet.

[0129] Instill another embodiment, the client transmits via
the request packet a request to open a transport layer connec-
tion to the destination identified by the internet protocol
address of the host name. In some embodiments, the method
includes extracting, by the appliance, the internet protocol
address of the destination from a field of a header of the

request packet. In other embodiments, the method includes
identifying, by the appliance, the internet protocol address
from either a network layer or transport layer of the request
packet. In still other embodiments, the method includes
responding by the appliance to the DNS requestof the client
with the entry in the cache. In some other embodiments, the
methodincludesidentifying, by the appliance, a cached URL
of the second request using the entry in the cache providing
the resolved address of the host name.

[0130] In another aspect, the current invention relates to a
method,in a network environment having an appliance acting
as a proxy between a client requesting pages and a server
respondingto client requests, for updating by the appliance a
cached domain nameserver (DNS) address ofa host name.In
one embodiment, the method includes intercepting, by an
appliance, either a Domain NameServer (DNS) request of a
client to resolve a host name or a request of the client for a
uniform resource locator identifying the host name. The
method also includes storing, by the appliance, in a cache a
resolved DNS address of the host name. The method further

includesintercepting, by the appliance, a second request from
the client for a page. The methodalso includes forwarding, by
the appliance, the page to the client. The methodalso further
includes determining, by the appliance, a uniform resource
locator of the forwarded page identifies the host name. The
method also includes transmitting, by the appliance in

Sep. 18, 2008

response to the determination, a request generated by the
appliance to resolve the address of the host name with aserver.

[0131] In one embodiment, the method includesthe appli-
ance transmitting a DNSresolution request to a DNSserver,
and receiving an address resolution ofthe host name. In some
embodiment, the appliance stores the address resolution of
the hos! namein the cache.In other embodiments, the method
includesthe appliance transmitting the request prior to a user
requesting the uniform resource locator from the page. In
some other embodiments, the method the appliance transmit-
ting the request prior to the client requesting DNSresolution
ofthe host nameidentified by the uniform resource locator of
the page. In further embodiments, the appliance determines
the address for the host nameis located in the cache.

[0132] Ina further embodiment, the method includes estab-
lishing, by the appliance, an expiration period in the cache for
the cached DNSaddress of the host name. In some embodi-

ments, the method includes the appliance determining the
expiration period for the cached DNS address has expired. In
other embodiments, the method the appliance determining a
remaining time of the expiration period for the cached DNS
address is within a predetermined threshold.
[0133] In another embodiment, the appliance generates the
request as a speculative request. In other embodiments, the
appliance transmits the generated request at a lowerpriority
of transmission than non-speculative requests.
[0134] In still another embodiment, the method includes
forwarding, by the appliance in response to receiving the
second request, the second request to the cached DNSaddress
of the host nameidentified by the uniform resource locator
and transmitting a third request to a DNSserver to obtain an
updated resolution of the DNS address of the host name
stored in the cache. In other embodiments, the method
includes forwarding, by the appliance the second request to
the cached DNS address of the host name, and the third
request to the DNSserver,either substantially simultaneously
or in parallel to each other.
[0135] In one aspect, the current invention relates to an
appliance acting as a proxy betweena client requesting pages
and a server responding to client requests, the appliance
updating a cached domain name server (DNS) address of a
host name. In one embodiment, the appliance includes a
meansfor intercepting one of a Domain Name Server (DNS)
request of a client to resolve a host nameor a request of the
client for a uniform resource locator identifying the host
name. In an embodiment, the appliance includes a cache
managerfor storing in a cache a resolved DNSaddressofthe
host name. The appliance also includes, a means for inter-
cepting a second request from the client for a page. The
appliance further includes a means for forwarding the page to
the client. The appliance further also includes a means for
determining a uniform resourcelocator ofthe forwarded page
identifies the host name. The appliance also includes a means
for transmitting, in response to the determination, a request
generated by the appliance to resolve he address of the host
name with a server.

[0136] In another embodiment, the appliance transmits a
DNSresolution request to a DNSserver, and receives an
address resolution of the host name. In other embodiments,
the cache managerstores the address resolution of the host
namein the cache.

[0137] Instill another embodiment, the appliance transmits
the request prior to a user requesting the uniform resource
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locator from the page. In other embodiments, the appliance
transmits the requestprior to the client requesting DNSreso-
lution of the host name identified by the uniform resource
locator of the page.
[0138] In another embodiment, the cache manager deter-
mines the address for the host nameis located in the cache.In

some other embodiment, the cache manager establishes an
expiration period in the cache for the cached address of the
host name. In some embodiments, the cache managerdeter-
mines the expiration period for the cached address has
expired. In still other embodiment, the cache managerdeter-
mines a remaining time ofthe expiration period for the cached
address is within a predetermined threshold.
[0139] In another embodiment, the appliance includes a
means for generating the request as a speculative request. In
some embodiments, the appliance transmits the generated
request at a lowerpriority of transmission than non-specula-
tive requests. In some other embodiments, the appliance for-
wards, in responseto receiving the second request, the second
request to the cached address of the host nameidentified by
the uniform resource locator and transmits a third requestto a
DNSserver to obtain an updated resolution of the address of
the host namestored in the cache.In still other embodiments,
the appliance forwards the second request to the cached
address of the host name, and the third request to the DNS
server one of substantially simultaneously or in parallel to
each other.

[0140] The details ofvarious embodiments of the invention
are set forth in the accompanying drawings and the descrip-
tion below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0141] The foregoing and other objects, aspects, features,
and advantages of the invention will become more apparent
and better understood by referring to the following descrip-
tion taken in conjunction with the accompanying drawings, in
which:

[0142] FIG. 1A is a block diagram of an embodimentof a
network environmentfor a client to access a server via one or

more network optimization appliances;
[0143] FIG. 1B is a block diagram of another embodiment
of a network environmentfor a client to access a server via

one or more network optimization appliances in conjunction
with other network appliances;
[0144] FIG. 1C is a block diagram of another embodiment
of a network environmentfor a client to access a server via a

single network optimization appliance deployed stand-alone
or in conjunction with other network appliances;
[0145] FIGS. 1D and 1Eare block diagrams of embodi-
ments of a computing device;
[0146] FIG. 2A isa block diagram of an embodimentofan
appliance for processing communications between a client
and a server;

[0147] FIG. 2B is a block diagram of another embodiment
of a client and/or server deploying the network optimization
features of the appliance;
[0148] FIG. 3 is a block diagram of an embodiment of a
client for communicating with a server using the network
optimization feature;
[0149] FIG. 4A is a block diagram of an embodimentof a
multiple-tier cache and indexing system for maintaining the
size of memory for object indexes while adjusting the size of
disk storage for storing the objects;
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[0150] FIG. 4Bisa flow diagram of steps in an embodiment
of a method for maintaining the numberof objects the cache
is allowed to store to a portion ofthe cache while adjusting the
size of the storage used by the cache;
[0151] FIG. 4Cisa flow diagram of steps in an embodiment
of a method for maintaining the numberof objects the cache
is allowed to store to a portion ofthe cache while adjusting the
size of the memory used by the cache;
[0152] FIG. 4Disa flow diagram ofsteps in an embodiment
of a method for determining a tier of the cache to store an
object;
[0153] FIG. 4Eisa flow diagram of steps in an embodiment
of a methodfor storing larger objects to a storage tier of the
cache and smaller objects to remaining portion of storage
used by the cache;
[0154] FIG. 4F isa flow diagram ofsteps in an embodiment
ofa methodfor maintaining a size ofa storagetier used by the
cache in response to changingthe storage size or memory size
used by the cache;
[0155] FIG. 5A isa block diagram of an example embadi-
mentof a system usedtoillustrate the security and reliability
techniques described in conjunctions with FIG. 5B:
[0156] FIG. 5B has multiple flow diagrams of steps of
embodiments for method to perform security andreliability
techniques for proxying a connection;
[0157] FIG. 6A isa block diagram of an example embodi-
ment of a system for illustrating the parallel revalidation
technique of cached objects as described in conjunction with
FIG.6B;

[0158] FIG. 6Bisa flow diagram ofsteps ofan embodiment
of a methodto perform a parallel revalidation technique of a
cached object;
[0159] FIG. 7A is a block diagram of an example embodi-
mentof a system forillustrating the QoS prefeshening tech-
nique ofcached objects as described in conjunction with FIG.
TB;

[0160] FIG. 7Bisa flow diagram ofsteps ofan embodiment
of a method for providing QoS speculative requests for pre-
freshening cached objects;
[0161] FIG. 7C is a block diagram of an example embodi-
ment of a multiple appliance system forillustrating the QoS
prefreshening technique of cached objects as described in
conjunction with FIG. 7D;
[0162] FIG. 7Disa flow diagram ofsteps ofan embodiment
of a method for providing QoS speculative requests for pre-
freshening cached objects;
[0163] FIG. 8A isa block diagram of an example embodi-
ment of a system for using a stack-oriented approach to
prefetching objects to cache as described in conjunction with
FIG. 8B;

[0164] FIG. 8Bisa flow diagram ofsteps ofan embodiment
of a method for providing a stack-oriented prefetching tech-
nique of objects to cache;
[0165] FIG. 9A is a block diagram of an example embodi-
ment ofa system for prefreshening objects in a cacheprior to
user requests for the object as described in conjunction with
FIG. 9B;

[0166] FIG. 9Bisa flow diagram ofsteps ofan embodiment
of a method for prefreshening objects in the cache prior to
user requests for the object;
[0167] FIG. 10A is ablock diagram ofan example embodi-
ment of a system for determining to prefetch an objects by
requesting header information of the object from a server as
described in conjunction with FIG. 10B;
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[0168] FIG. 10B is a flow diagram of steps of an embodi-
ment of a method for determining to prefetch an object
responsive to obtaining header information ofthe object from
a server;

[0169] FIG. 10C is a flow diagram of steps of an embodi-
ment of a method for updating header information of the
object in the cache in conjunction with FIG. 10A;

[0170] FIG. 11A isa block diagram ofan example embodi-
ment of a system for using non-cacheable content as com-
pression history as described in conjunction with FIG. 11A;

[0171] FIG. 11B is a flow diagram of steps of an embodi-
ment of a method for using non-cacheable content as com-
pression history;

[0172] FIG.11C isa block diagram of an example embodi-
ment of a system for prefetching non-cacheable content as
compression history as described in conjunction with FIG.
11B and 11A;

[0173] FIG. 11D is a flow diagram of steps of an embodi-
ment of a method for prefetching non-cacheable content as
compressionhistory;

[0174] FIG. 12A isa block diagram ofan example embodi-
ment ofa system for using non-HTTP networkfile transfer as
compression history as described in conjunction with FIG.
12B;

[0175] FIG. 12B is a flow diagram of steps of an embodi-
ment of a method for using non-HTTP networkfile transfer
content as compressionhistory;

[0176] FIG. 13A isa block diagram ofan example embodi-
ment of a system for determining whether to prefetch/pre-
fresh an object based on operational condition ofthe device or
a status of the connection as described in conjunction with
FIG. 13B;

[0177] FIG. 13B is a flow diagram of steps of an embodi-
ment ofa methodfor freshening, prefreshening orprefetching
cached objects based on operational condition ofthe device or
status of the connection;

[0178] FIG. 14A isa block diagram ofan example embodi-
ment of a system for determining expiration of a cached
object responsive to refresh requests for the object;

[0179] FIG. 14B isa block diagram ofanother embodiment
of a system for determining expiration of a cached object
responsive to refresh requests for the object;

[0180] FIG. 14C is a block diagram of another example
embodiment of a system for determining expiration of a
cached object responsive to refresh requests for the object;

[0181] FIG. 14D is a flow diagram of steps of an embodi-
ment of a method for determining expiration of a cached
object responsive to refresh requests for the object;

[0182] FIG. 15A isa block diagram ofan example embodi-
ment of a system for interception caching of domain name
resolution as described in conjunction with FIG. 15C;

[0183] FIG. 15Bisa block diagram of an example embodi-
ment of a system for interception caching of domain name
resolution as described in conjunction with FIG. 15C; and

[0184] FIG. 15C is a flow diagram of steps of an embodi-
ment of a method for performing domain nameresolution
interception, caching and updating techniques.

[0185] The features and advantagesofthe present invention
will become more apparent from the detailed description set
forth below when taken in conjunction with the drawings, in
which like reference characters identify corresponding ele-
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ments throughout. In the drawings, like reference numbers
generally indicate identical, functionally similar, and/or
structurally similar elements.

DETAILED DESCRIPTION OF THE INVENTION

[0186] For purposes of reading the description ofthe vari-
ous embodiments of the present invention below, the follow-
ing descriptions of the sections of the specification and their
respective contents may be helpful:

[0187] Section A describes a network environment and
computing environment useful for practicing an
embodimentof the present invention;

[0188] Section B describes embodiments ofa system and
appliance architecture for accelerating delivery of a
computing environmentto a remote user;

[0189] Section C describes embodiments of a client
agent for accelerating communications between a client
and a server;

[0190] Section D describes embodiments of systems and
methods for a multiple-tier cache and indexing system;

[0191] Section E describes embodiments of systems and
methods for providing security and reliability tech-
niques in proxying connections;

[0192] Section F describes embodiments of systems and
methodsofparallel revalidation of cached objects;

[0193] Section G describes embodiments of systems and
methods of providing speculative QoS to prefeshening/
prefetching cached objects;

[0194] Section H describes embodiments of systems and
methods for using a stack-oriented technique to
prefetching objects for caching;

[0195] Section I describes embodiments of systems and
methodsfor prefreshening cached object;

[0196] Section J describes embodiments of systems and
methods for determining whetherto prefetch an object
based on header information of the object requested
from a server;

[0197] Section K describes embodiments of systems and
methodsfor prefetching or using non-cacheable content
of dynamically generated pages as compressionhistory;

[0198] Section L describes embodiments of systems and
methods for using non-HTTP network file transfer as
compression history for HTTP basedtraffic;

[0199] Section M describes embodiments of systems
and methods for determining whether to prefetch/pre-
fresh an object based on operational condition of the
device or a status of the connection as described in

conjunction with FIG. 13B;
[0200] Section N describes embodiments of systems and

methods for determining expiration of a cached object
responsive to refresh requests for the object; and

[0201] Section O describes embodiments of systems and
methods for Domain Name Resolution interception
caching and prefeshening/prefetching techniques for
cached DNSinformation.

A. Network and Computing Environment

[0202] Prior to discussing the specifics of embodiments of
the systems and methodsofan appliance and/orclient, it may
be helpful to discuss the network and computing environ-
ments in which such embodiments may be deployed. Refer-
ring now to FIG. 1A, an embodiment of a network environ-
mentis depicted. In brief overview, the network environment
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has one or moreclients 102a-102n (also generally referred to
as local machine(s) 102, or client(s) 102) in communication
with one or more servers 106a-1067 (also generally referred
to as server(s) 106, or remote machine(s) 106) via one or more
networks 104, 104', 104". In some embodiments,a client 102
communicates with a server 106 via one or more network

optimization appliances 200, 200' (generally referred to as
appliance 200). In one embodiment, the network optimiza-
tion appliance 200 is designed, configured or adapted to opti-
mize Wide Area Network (WAN)networktraffic. In some
embodiments, a first appliance 200 works in conjunction or
cooperation with a second appliance 200'to optimize network
traffic. For example, a first appliance 200 may be located
between a branch office and a WAN connection while the

second appliance 200' is located between the WAN and a
corporate Local Area Network (LAN). The appliances 200
and 200' may work together to optimize the WAN related
networktraffic between a client in the branch office and a

server on the corporate LAN.

[0203] Although FIG. 1A shows a network 104, network
104' and network 104" (generally referred to as network(s)
104) between the clients 102 and the servers 106, the clients
102 and the servers 106 may be on the same network 104. The
networks 104, 104’, 104" can be the same type of network or
different types of networks. The network 104 can bealocal-
area network (LAN), such as a company Intranet, a metro-
politan area network (MAN), or a wide area network (WAN),
such as the Internet or the World Wide Web. The networks

104, 104', 104" can be a private or public network. In one
embodiment, network 104' or network 104" maybeaprivate
network and network 104 may be a public network. In some
embodiments, network 104 may be a private network and
network 104' and/or network 104" a public network. In
another embodiment, networks 104, 104', 104" may bepri-
vate networks. In some embodiments, clients 102 may be
located at a branchoffice of a corporate enterprise communi-
cating via a WAN connection over the network 104 to the
servers 106 located on a corporate LAN in a corporate data
center.

[0204] The network 104 may be any type and/or form of
network and mayincludeany ofthe following:a point to point
network, a broadcast network, a wide area network, a local
area network, a telecommunications network, a data commu-
nication network, a computer network, an ATM (Asynchro-
nous Transfer Mode) network, aSONET (Synchronous Opti-
cal Network) network, a SDH (Synchronous Digital
Hierarchy) network, a wireless network and a wireline net-
work. In some embodiments, the network 104 may comprise
a wireless link, such as an infrared channelorsatellite band.
The topology of the network 104 may be a bus,star, or ring
network topology. The network 104 and network topology
maybeofany such networkornetwork topology as known to
those ordinarily skilled in the art capable of supporting the
operations described herein.

[0205] As depicted in FIG. 1A,a first network optimization
appliance 200 is shown between networks 104 and 104' anda
second network optimization appliance 200' is also between
networks 104' and 104". In some embodiments, the appliance
200 maybe located on network 104. For example, a corporate
enterprise may deploy an appliance 200 at the branch office.
In other embodiments, the appliance 200 may be located on
network 104’. In some embodiments, the appliance 200' may
be located on network 104' or network 104". For example, an
appliance 200 may be located at a corporate data center. In
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one embodiment, the appliance 200 and 200' are on the same
network. In another embodiment, the appliance 200 and 200'
are on different networks.

[0206] Inone embodiment,the appliance 200 is a device for
accelerating, optimizing or otherwise improving the perfor-
mance,operation, or quality of service of any type and form
ofnetworktraffic. In some embodiments, the appliance 200 is
a performance enhancing proxy. In other embodiments, the
appliance 200 is any type and form of WAN optimization or
acceleration device, sometimes also referred to as a WAN
optimization controller. In one embodiment, the appliance
200 is any of the product embodiments referred to as WAN-
Scaler manufactured by Citrix Systems, Inc. of Ft. Lauder-
dale, Fla. In other embodiments, the appliance 200 includes
any of the product embodiments referred to as BIG-IP link
controller and WANjet manufactured by F5 Networks,Inc. of
Seattle, Wash. In another embodiment, the appliance 200
includes any of the WX and WXC WANacceleration device
platforms manufactured by Juniper Networks,Inc. of Sunny-
vale, Calif. In some embodiments, the appliance 200 includes
any of the steelhead line of WAN optimization appliances
manufactured by Riverbed Technology of San Francisco,
Calif. In other embodiments, the appliance 200 includes any
of the WAN related devices manufactured by Expand Net-
works Inc. of Roseland, N.J. In one embodiment, the appli-
ance 200 includes any of the WAN related appliances manu-
factured by Packeteer Inc. of Cupertino, Calif., such as the
PacketShaper, iShared, and SkyX product embodiments pro-
vided by Packeteer. In yet another embodiment, the appliance
200 includes any WANrelated appliances and/or software
manufactured by Cisco Systems, Inc. ofSan Jose, Calif., such
as the Cisco Wide Area Network Application Services soft-
ware and network modules, and Wide Area Network engine
appliances.

[0207] In some embodiments, the appliance 200 provides
application and data acceleration services for branch-office or
remote offices. In one embodiment, the appliance 200
includes optimization ofWide Area File Services (WAFS). In
another embodiment, the appliance 200 accelerates the deliv-
ery offiles, such as via the Common Internet File System
(CIFS) protocol. In other embodiments, the appliance 200
provides caching in memory and/or storage to accelerate
delivery of applications and data. In one embodiment, the
appliance 205 provides compression ofnetworktraffic at any
level of the network stack or at any protocol or network layer.
In another embodiment, the appliance 200 provides transport
layer protocol optimizations, flow control, performance
enhancements or modifications and/or managementto accel-
erate delivery of applications and data over a WAN connec-
tion. For example, in one embodiment, the appliance 200
provides Transport Control Protocol (TCP) optimizations. In
other embodiments, the appliance 200 provides optimiza-
tions, flow control, performance enhancements or modifica-
tions and/or managementfor any session or application layer
protocol. Further details of the optimization techniques,
operations and architecture ofthe appliance 200 are discussed
below in Section B.

[0208] Still referring to FIG. 1A, the network environment
mayinclude multiple, logically-grouped servers 106. In these
embodiments, the logical group of servers may be referred to
as aserver farm 38. In some ofthese embodiments,the servers
106 may be geographically dispersed. In some cases, a farm
38 may be administered as a single entity. In other embodi-
ments, the server farm 38 comprises a plurality of server
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farms 38. In one embodiment, the server farm executes one or
more applications on behalf of one or moreclients 102.

[0209] The servers 106 within each farm 38 can be hetero-
geneous. One or more of the servers 106 can operate accord-
ing to one type of operating system platform (e.g., WIN-
DOWSNT, manufactured by Microsoft Corp. of Redmond,
Wash.), while one or more ofthe otherservers 106 can operate
on according to another type of operating system platform
(e.g., Unix or Linux). The servers 106 of each farm 38 do not
need to be physically proximate to another server 106 in the
same farm 38. Thus, the group of servers 106 logically
grouped as a farm 38 maybe interconnected using a wide-
area network (WAN) connection or metropolitan-area net-
work (MAN) connection. For example, a farm 38 may
include servers 106 physically located in different continents
or different regions of a continent, country, state, city, cam-
pus, or room. Data transmission speeds between servers 106
in the farm 38 can be increased if the servers 106 are con-

nected using a local-area network (LAN) connection or some
form of direct connection.

[0210] Servers 106 maybefile servers, application servers,
web servers, proxy servers, and/or gateway servers. In some
embodiments, a server 106 may have the capacity to function
as either an application server or as a master application
server. In one embodiment, a server 106 may include an
Active Directory. The clients 102 mayalso be referred to as
client nodes or endpoints. In some embodiments, a client 102
has the capacity to function as both a client node seeking
access to applications on a server and as an application server
providing access to hosted applications for other clients
102a-102n.

[0211] In some embodiments, a client 102 communicates
with a server 106. In one embodiment, the client 102 com-

municates directly with one ofthe servers 106 in a farm 38. In
another embodiment, the client 102 executes a program
neighborhoodapplication to communicate with a server 106
in a farm 38. In still another embodiment, the server 106

provides the functionality of a master node. In some embodi-
ments, the client 102 communicates with the server 106 in the

farm 38 through a network 104. Over the network 104, the
client 102 can, for example, request execution of various
applications hosted by the servers 106a-1067 in the farm 38
and receive outputofthe results of the application execution
for display. In some embodiments, only the master node
provides the functionality required to identify and provide
address information associated with a server 106' hosting a
requested application.

[0212] Inone embodiment,a server 106 provides function-
ality ofa webserver. In another embodiment, the server 106a
receives requests from the client 102, forwardsthe requests to
a secondserver 1064 and respondsto the request by the client
102 with a response to the request from the server 106d. In
still another embodiment, the server 106 acquires an enu-
meration of applications available to the client 102 and
address information associated with a server 106 hosting an
application identified by the enumeration of applications. In
yet another embodiment,the server 106 presents the response
to the request to the client 102 using a web interface. In one
embodiment, the client 102 communicates directly with the
server 106 to access the identified application. In another
embodiment, the client 102 receives application output data,
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such as display data, generated by an execution of the iden-
tified application on the server 106.

Deployed With Other Appliances.

[0213] Referring now to FIG. 1B, another embodimentofa
network environmentis depicted in whichthe network opti-
mization appliance 200 is deployed with one or more other
appliances 205, 205' (generally referred to as appliance 205 or
second appliance 205) such as a gateway, firewall or accel-
eration appliance. For example, in one embodiment, the
appliance 205is a firewall or security appliance while appli-
ance 205' is a LAN acceleration device. In some embodi-

ments, a client 102 may communicateto a server 106 via one
or more ofthe first appliances 200 and one or more second
appliances 205.
[0214] One or more appliances 200 and 205 may be located
at any point in the network or network communications path
between a client 102 anda server 106. In some embodiments,
a second appliance 205 may be located on the same network
104 as the first appliance 200. In other embodiments, the
second appliance 205 may be located on a different network
104 asthe first appliance 200. In yet another embodiment, a
first appliance 200 and second appliance 205 is on the same
network, for example network 104, while the first appliance
200' and second appliance 205'is on the same network, such
as network 104".

[0215] In one embodiment, the second appliance 205
includes any type and form of transport control protocol or
transport later terminating device, such as a gatewayorfire-
wall device. In one embodiment, the appliance 205 terminates
the transport control protocol by establishingafirst transport
control protocol connection with the client and a second
transport control connection with the second appliance or
server. In another embodiment, the appliance 205 terminates
the transport control protocol by changing, managing or con-
trolling the behaviorofthe transport control protocol connec-
tion betweentheclient and the server or second appliance. For
example, the appliance 205 may change, queue, forward or
transmit network packets in mannerto effectively terminate
the transport control protocol connection orto actor simulate
as terminating the connection.
[0216] Insome embodiments, the second appliance 205 isa
performance enhancingproxy. In one embodiment, the appli-
ance 205 provides a virtual private network (VPN) connec-
tion. In some embodiments, the appliance 205 provides a
Secure Socket Layer VPN (SSL VPN) connection. In other
embodiments, the appliance 205 provides an IPsec (Internet
Protocol Security) based VPN connection. In some embodi-
ments, the appliance 205 provides any one or more of the
following functionality: compression, acceleration, load-bal-
ancing, switching/routing, caching, and Transport Control
Protocol (TCP) acceleration.
[0217] In one embodiment, the appliance 205 is any of the
product embodiments referred to as Access Gateway, Appli-
cation Firewall, Application Gateway, or NetScaler manufac-
tured by Citrix Systems, Inc. of Ft. Lauderdale, Fla. As such,
in some embodiments, the appliance 205 includes any logic,
functions, rules, or operations to perform services or func-
tionality such as SSL VPN connectivity, SSL offloading,
switching/load balancing, Domain NameService resolution,
LANacceleration and an application firewall.
[0218] Insome embodiments, the appliance 205 provides a
SSL VPN connection between a client 102 and a server 106.

For example, a client 102 onafirst network 104 requests to
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establish a connection to a server 106 on a second network

104’. In some embodiments, the second network 104"is not
routable from the first network 104. In other embodiments,
the client 102 is ona public network 104 andthe server 106is
ona private network 104’, such as a corporate network. In one
embodiment, a client agent intercepts communicationsofthe
client 102 onthefirst network 104, encrypts the communica-
tions, and transmits the communicationsvia a first transport
layer connection to the appliance 205. The appliance 205
associates the first transport layer connection on thefirst
network 104 to a second transport layer connection to the
server 106 on the second network 104. The appliance 205
receives the intercepted communication from the client agent,
decrypts the communications, and transmits the communica-
tion to the server 106 on the second network 104 via the

secondtransport layer connection. The secondtransport layer
connection may be a pooled transport layer connection. In
one embodiment, the appliance 205 provides an end-to-end
secure transport layer connection for the client 102 between
the two networks 104, 104'

[0219] In one embodiment, the appliance 205 hosts an
intranet internet protocol or intranetIP address of the client
102 on the virtual private network 104. The client 102 has a
local network identifier, such as an internet protocol (IP)
address and/or host name on the first network 104. When

connected to the second network 104' via the appliance 205,
the appliance 205 establishes, assigns or otherwise provides
an IntranetIP, whichis a network identifier, such as IP address
and/or host name, for the client 102 on the second network
104. The appliance 205listens for and receives on the second
or private network 104' for any communications directed
towards the client 102 using the client’s established
IntranetIP. In one embodiment, the appliance 205acts as or on
behalf of the client 102 on the secondprivate network 104.

[0220] In some embodiments, the appliance 205 has an
encryption engine providing logic, business rules, functions
or operations for handling the processing of any security
related protocol, such as SSL or TLS,or any function related
thereto. For example, the encryption engine encrypts and
decrypts network packets, or any portion thereof, communi-
cated via the appliance 205. The encryption engine mayalso
setup or establish SSL or TLS connections on behalf of the
client 102a-102n, server 106a-106n, or appliance 200, 205.
Assuch,the encryption engine provides offloading andaccel-
eration of SSL processing. In one embodiment, the encryp-
tion engine uses a tunneling protocol to provide a virtual
private network between a client 102a-102n and a server
106a-1067. In some embodiments, the encryption engine
uses an encryption processor. In other embodiments, the
encryption engine includes executable instructions running
on an encryption processor.

[0221] In some embodiments, the appliance 205 provides
one or moreofthe following acceleration techniques to com-
munications between the client 102 and server 106: 1) com-
pression, 2) decompression, 3) Transmission Control Proto-
col pooling, 4) Transmission Control Protocol multiplexing,
5) Transmission Control Protocol buffering, and 6) caching.
In one embodiment, the appliance 200 relieves servers 106 of
muchof the processing load caused by repeatedly opening
and closing transport layers connections to clients 102 by
opening one or more transport layer connections with each
server 106 and maintaining these connections to allow
repeated data accesses by clients via the Internet. This tech-
nique is referred to herein as “connection pooling”.
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[0222] Insome embodiments,in order to seamlessly splice
communications from a client 102 to a server 106 via a pooled
transport layer connection, the appliance 205 translates or
multiplexes communications by modifying sequence number
and acknowledgment numbersat the transport layer protocol
level. This is referred to as “connection multiplexing”. In
some embodiments, no application layer protocolinteraction
is required. For example, in the case of an in-bound packet
(that is, a packet received from a client 102), the source
network address of the packet is changedto that of an output
port of appliance 205, and the destination network addressis
changed to that of the intended server. In the case of an
outboundpacket(that is, one received from a server 106), the
source network address is changed from that ofthe server 106
to that of an output port of appliance 205 andthe destination
address is changed from that of appliance 205 to that of the
requesting client 102. The sequence numbers and acknowl-
edgment numbers of the packet are also translated to
sequence numbers and acknowledgement expected by the
client 102 on the appliance’s 205 transport layer connection
to the client 102. In some embodiments, the packet checksum
of the transport layer protocol is recalculated to account for
these translations.

[0223] In another embodiment, the appliance 205 provides
switching or load-balancing functionality for communica-
tions between the client 102 and server 106. In some embodi-

ments, the appliance 205 distributestraffic and directs client
requests to a server 106 based on layer 4 payload or applica-
tion-layer request data. In one embodiment, although the
network layer or layer 2 of the network packet identifies a
destination server 106, the appliance 205 determines the
server 106 to distribute the network packet by application
information and data carried as payload ofthe transport layer
packet. In one embodiment, a health monitoring program of
the appliance 205 monitorsthe health of servers to determine
the server 106 for which to distribute a client’s request. In
some embodiments,if the appliance 205 detects a server 106
is not available or has a load over a predetermined threshold,
the appliance 205 can direct or distribute client requests to
another server 106.

[0224] In some embodiments, the appliance 205 acts as a
Domain NameService (DNS)resolveror otherwise provides
resolution of a DNS request from clients 102. In some
embodiments, the appliance intercepts’ a DNS request trans-
mitted by the client 102. In one embodiment, the appliance
205 respondsto a client’s DNS request with an IP address of
or hosted by the appliance 205. In this embodiment,the client
102 transmits network communication for the domain name

to the appliance 200. In another embodiment, the appliance
200 respondsto a client’s DNS request with an IP address of
or hosted by a second appliance 200". In some embodiments,
the appliance 205 respondsto a client’s DNS request with an
IP address of a server 106 determined bythe appliance 200.

[0225] In yet another embodiment, the appliance 205 pro-
vides application firewall functionality for communications
between the client 102 and server 106. In one embodiment, a
policy engine 295'provides rules for detecting and blocking
illegitimate requests. In some embodiments, the application
firewall protects against denial of service (DoS) attacks. In
other embodiments, the appliance inspects the content of
intercepted requests to identify and block application-based
attacks. In some embodiments, the rules/policy engine
includes one or more application firewall or security control
policies for providing protections against various classes and
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types of web or Internet based vulnerabilities, such as one or
moreofthe following: 1) buffer overflow, 2) CGI-BIN param-
eter manipulation, 3) form/hidden field manipulation, 4)
forceful browsing, 5) cookie or session poisoning, 6) broken
access control list (ACLs) or weak passwords, 7) cross-site
scripting (XSS), 8) commandinjection, 9) SQL injection, 10)
error triggering sensitive information leak, 11) insecure use
of cryptography, 12) server misconfiguration, 13) back doors
and debug options, 14) website defacement, 15) platform or
operating systems vulnerabilities, and 16) zero-day exploits.
In an embodiment, the application firewall of the appliance
provides HTMLformfield protection in the form of inspect-
ing or analyzing the network communication for one or more
of the following: 1) required fields are returned, 2) no added
field allowed, 3) read-only and hidden field enforcement, 4)
drop-downlist and radio button field conformance, and 5)
form-field max-length enforcement. In some embodiments,
the application firewall of the appliance 205 ensures cookies
are not modified. In other embodiments, the appliance 205
protects against forceful browsing by enforcing legal URLs.

[0226] In still yet other embodiments, the application fire-
wall appliance 205 protects any confidential information con-
tained in the network communication. The appliance 205 may
inspect or analyze any network communication in accordance
with the rules or polices of the policy engine to identify any
confidential information in anyfield ofthe network packet. In
some embodiments, the application firewall identifies in the
network communication one or more occurrencesofa credit

card number, password, social security number, name,patient
code, contact information, and age. The encodedportion of
the network communication may include these occurrences
or the confidential information. Based on these occurrences,
in one embodiment, the application firewall may take a policy
action on the network communication, such as preventtrans-
mission of the network communication. In another embodi-

ment, the application firewall may rewrite, remove or other-
wise mask such identified occurrence or confidential
information.

[0227] Although generally referred to as a network optimi-
zation orfirst appliance 200 and a second appliance 205, the
first appliance 200 and second appliance 205 maybe the same
type and form of appliance. In one embodiment, the second
appliance 205 may perform the samefunctionality, or portion
thereof, as the first appliance 200, and vice-versa. For
example, the first appliance 200 and second appliance 205
may both provide acceleration techniques. In one embodi-
ment, the first appliance may perform LAN acceleration
while the second appliance performs WANacceleration, or
vice-versa. In another example, the first appliance 200 may
also be a transport control protocol terminating device as with
the second appliance 205. Furthermore, although appliances
200 and 205 are shownas separate devices on the network,the
appliance 200 and/or 205 could be a part of any client 102 or
server 106.

[0228] Referring now to FIG. 1C, other embodiments of a
network environment for deploying the appliance 200 are
depicted. In another embodimentas depicted on the top of
FIG. 1C, the appliance 200 may be deployed as a single
appliance or single proxy on the network 104. For example,
the appliance 200 maybe designed, constructed or adapted to
perform WAN optimization techniques discussed herein
without a second cooperating appliance 200'. In other
embodiments as depicted on the bottom of FIG. 1C, a single
appliance 200 may be deployed with one or more second
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appliances 205. For example, a WAN acceleration first appli-
ance 200, such as a Citrix WANScaler appliance, may be
deployed with a LAN accelerating or Application Firewall
second appliance 205, such as a Citrix NetScaler appliance.

Computing Device

[0229] The client 102, server 106, and appliance 200 and
205 may be deployed as and/or executed on any type and form
of computing device, such as a computer, network device or
appliance capable of communicating on any type and form of
network and performing the operations described herein.
FIGS. 1C and 1D depict block diagrams of a computing
device 100 useful for practicing an embodimentofthe client
102, server 106 or appliance 200. As shown in FIGS. 1C and
1D, each computing device 100 includes a central processing
unit 101, and a main memory unit 122. As shown in FIG. 1C,
a computing device 100 may include a visual display device
124, a keyboard 126 and/or a pointing device 127, such as a
mouse. Each computing device 100 may also include addi-
tional optional elements, such as one or more input/output
devices 130a-1036 (generally referred to using reference
numeral 130), and a cache memory 140 in communication
with the central processing unit 101.
[0230] Thecentral processing unit 101 is any logic circuitry
that responds to and processes instructions fetched from the
main memory unit 122. In many embodiments, the central
processing unit is provided by a microprocessorunit, such as:
those manufactured by Intel Corporation of Mountain View,
Calif.; those manufactured by Motorola Corporation of
Schaumburg,I].; those manufactured by Transmeta Corpo-
ration of Santa Clara, Calif.; the RS/6000 processor, those
manufactured by International Business Machines of White
Plains, N.Y.; or those manufactured by Advanced Micro
Devices of Sunnyvale, Calif. The computing device 100 may
be based on any of these processors, or any other processor
capable of operating as described herein.
[0231] Main memory unit 122 may be one or more memory
chips capable of storing data and allowing any storage loca-
tion to be directly accessed by the microprocessor 101, such
as Static random access memory (SRAM), Burst SRAM or
SynchBurst SRAM (BSRAM), Dynamic random access
memory (DRAM), Fast Page Mode DRAM (FPM DRAM),
Enhanced DRAM (EDRAM), Extended Data Output RAM
(EDO RAM), Extended Data Output DRAM (EDO DRAM),
Burst Extended Data Output DRAM (BEDO DRAM),
Enhanced DRAM (EDRAM), synchronous DRAM
(SDRAM), JEDEC SRAM, PC100 SDRAM, Double Data
Rate SDRAM (DDR SDRAM), Enhanced SDRAM (ES-
DRAM), SyncLink DRAM (SLDRAM), Direct Rambus
DRAM (DRDRAM), or Ferroelectric RAM (FRAM). The
main memory 122 may be based on any of the above
described memory chips, or any other available memory
chips capable ofoperating as described herein. In the embodi-
ment shown in FIG. 1C, the processor 101 communicates
with main memory 122 via a system bus 150 (described in
more detail below). FIG. 1C depicts an embodimentof a
computing device 100 in which the processor communicates
directly with main memory 122 via a memory port 103. For
example, in FIG. 1D the main memory 122 may be
DRDRAM.

[0232] FIG. 1D depicts an embodimentin which the main
processor 101 communicates directly with cache memory
140 via a secondary bus, sometimesreferred to as a backside
bus. In other embodiments, the main processor 101 commu-
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nicates with cache memory 140 using the system bus 150.
Cache memory 140 typically has a faster response time than
main memory 122 and is typically provided by SRAM,
BSRAM,or EDRAM.In the embodiment shownin FIG. 1C,
the processor 101 communicates with various I/O devices
130 via a local system bus 150. Various busses may be used to
connect the central processing unit 101 to any of the I/O
devices 130, including a VESA VL bus, an ISA bus, an EISA
bus, a MicroChannel Architecture (MCA) bus, a PCI bus, a
PCI-X bus, a PCI-Express bus, or a NuBus. For embodiments
in which the I/O device is a video display 124, the processor
101 may use an Advanced Graphics Port (AGP) to commu-
nicate with the display 124. FIG. 1D depicts an embodiment
of a computer 100 in which the main processor 101 commu-
nicates directly with I/O device 130 via HyperTransport,
Rapid I/O, or InfiniBand. FIG. 1D also depicts an embodi-
ment in which local busses and direct communication are

mixed: the processor 101 communicates with I/O device 130
using a local interconnect bus while communicating with I/O
device 130 directly.

[0233] Thecomputing device 100 may support any suitable
installation device 116, such as a floppy disk drive for receiv-
ing floppy disks such as 3.5-inch, 5.25-inch disks or ZIP
disks, a CD-ROM drive, a CD-R/RW drive, a DVD-ROM
drive, tape drives ofvarious formats, USB device, hard-drive
or any other device suitable for installing software and pro-
grams such as any client agent 120, or portion thereof. The
computing device 100 may further comprise a storage device
128, such as one or more hard disk drives or redundant arrays
of independent disks, for storing an operating system and
other related software, and for storing application software
programssuch as any program related to the client agent 120.
Optionally, any of the installation devices 116 could also be
used as the storage device 128. Additionally, the operating
system and the software can be run from a bootable medium,
for example, a bootable CD, such as KNOPPIX®,a bootable
CD for GNU/Linux that is available as a GNU/Linuxdistri-

bution from knoppix.net.

[0234] Furthermore, the computing device 100 may
include a network interface 118 to interface to a Local Area

Network (LAN), Wide Area Network (WAN)or the Internet
through a variety ofconnections including,but notlimitedto,
standard telephone lines, LAN or WAN links (e.g., 802.11,
T1, T3, 56 kb, X.25), broadband connections (e.g., ISDN,
Frame Relay, ATM), wireless connections, or some combi-
nation of anyorall of the above. The network interface 118
may comprise a built-in network adapter, network interface
card, PCMCIA networkcard, card bus network adapter, wire-
less network adapter, USB network adapter, modem or any
other device suitable for interfacing the computing device
100 to any type of network capable of communication and
performingthe operations described herein. A wide variety of
T/O devices 103a-130” may be present in the computing
device 100. Input devices include keyboards, mice, track-
pads, trackballs, microphones, and drawing tablets. Output
devices include video displays, speakers, inkjet printers, laser
printers, and dye-sublimation printers. The I/O devices 130
may be controlled by an I/O controller 123 as shown in FIG.
1C. The I/O controller may control one or more I/O devices
such as a keyboard 126 and a pointing device 127, e.g., a
mouseor optical pen. Furthermore, an I/O device may also
provide storage 128 and/oran installation medium 116 for the
computing device 100. In still other embodiments, the com-
puting device 100 may provide USB connectionsto receive
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handheld USB storage devices such as the USB Flash Drive
line of devices manufactured by Twintech Industry, Inc. of
Los Alamitos, Calif.

[0235] In some embodiments, the computing device 100
may comprise or be connected to multiple display devices
124a-124n, which each may be of the sameor different type
and/or form. As such, any of the I/O devices 103a-130n
and/or the I/O controller 123 may comprise any type and/or
form of suitable hardware, software, or combination ofhard-
ware and software to support, enable or provide for the con-
nection and use ofmultiple display devices 124a-124» by the
computing device 100. For example, the computing device
100 may include any type and/or form ofvideo adapter, video
card, driver, and/or library to interface, communicate, con-
nect or otherwise use the display devices 124a-124n. In one
embodiment, a video adapter may comprise multiple connec-
tors to interface to multiple display devices 124a-124n. In
other embodiments, the computing device 100 may include
multiple video adapters, with each video adapter connected to
one or more of the display devices 124a-124n. In some
embodiments, any portion of the operating system of the
computing device 100 may be configured for using multiple
displays 124a-124n. In other embodiments, one or more of
the display devices 124a-124n may be provided by one or
more other computing devices, such as computing devices
100a and 1004 connected to the computing device 100, for
example, via a network. These embodiments may include any
type of software designed and constructed to use another
computer’s display device as a second display device 124a for
the computing device 100. One ordinarily skilled in the art
will recognize and appreciate the various ways and embodi-
ments that a computing device 100 may be configured to have
multiple display devices 124a-124n.

[0236] In further embodiments, an I/O device 130 may bea
bridge 170 between the system bus 150 and an external com-
munication bus, such as a USB bus, anApple Desktop Bus, an
RS-232 serial connection, a SCSI bus, a FireWire bus, a
FireWire 800 bus, an Ethernet bus, an AppleTalk bus, a Giga-
bit Ethernet bus, an Asynchronous Transfer Mode bus, a
HIPPI bus, a Super HIPPI bus, a SerialPlus bus, a SCI/LAMP
bus, a FibreChannel bus,or a Serial Attached small computer
system interface bus.

[0237] A computing device 100 of the sort depicted in
FIGS. 1C and 1D typically operate underthe control of oper-
ating systems, which control scheduling oftasks and access to
system resources. The computing device 100 can be running
any operating system such as any of the versions of the
Microsoft® Windows operating systems, the different
releases ofthe Unix and Linux operating systems, any version
of the Mac OS® or OS X for Macintosh computers, any
embedded operating system, any real-time operating system,
any open source operating system, any proprietary operating
system,any operating systems for mobile computing devices,
or any other operating system capable of running on the
computing device and performing the operations described
herein. Typical operating systems include: WINDOWS3.x,
WINDOWS95, WINDOWS98, WINDOWS2000, WIN-
DOWS NT 3.51, WINDOWSNT4.0, WINDOWSCE, WIN-
DOWS2003, WINDOWSXP, and WINDOWSVISTAall of
which are manufactured by Microsoft Corporation of Red-
mond, Wash.; MacOS and OS X, manufactured by Apple
Computer of Cupertino, Calif.; OS/2, manufactured by Inter-
national Business Machines of Armonk, N.Y. and Linux, a
freely-available operating system distributed by Caldera
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Corp. of Salt Lake City, Utah, or any type and/or form of a
Unix operating system, (such as those versions of Unix
referred to as Solaris/Sparc, Solaris/x86, AIX IBM, HP UX,
and SGI (Silicon Graphics)), among others.
[0238] In other embodiments, the computing device 100
may havedifferent processors, operating systems, and input
devices consistent with the device. For example, in one
embodimentthe computer 100 is a Treo 180, 270, 1060, 600
or 650 smart phone manufactured by Palm, Inc. In this
embodiment, the Treo smart phone is operated under the
control ofthe PalmOSoperating system andincludesa stylus
input device as well as a five-way navigator device. In another
example, the computing device 100 may be a WinCE or
PocketPC device with an ARM (Advanced RISC Machine)
type of processor. In one example, the computing device 100
includes a Series 80 (Nokia 9500 or Nokia 9300) type of
smart phone manufactured by Nokia of Finland, which may
run the Symbian OS or EPOC mobile operating system
manufactured by Symbian Software Limited of London,
United Kingdom. In another example, the computing device
100 may include a FOMA M100brand smart phone manu-
factured by Motorola, Inc. of Schaumburg,III., and operating
the EPOC or Symbian OS operating system. In yet another
example, the computing device 100 includes a Sony Ericsson
P800, P900 or P910 Alpha model phone manufactured by
Sony Ericsson Mobile Communications (USA) Inc. of
Reasearch Triangle Park, N.C. Moreover, the computing
device 100 can be any workstation, desktop computer, laptop
or notebook computer, server, handheld computer, mobile
telephone, smart phone, any other computer, or other form of
computing or telecommunications device that is capable of
communication and that has sufficient processor power and
memory capacity to perform the operations described herein.

B. System and Appliance Architecture

[0239] Referring now to FIG. 2A, an embodimentof a
system environmentand architecture of an appliance 200 for
delivering and/or operating a computing environment on a
client is depicted. In some embodiments, a server 106
includes an application delivery system 290 for delivering a
computing environmentor an application and/ordatafile to
one or moreclients 102. In brief overview, a client 102 is in
communication with a server 106 via network 104 and appli-
ance 200. For example, the client 102 may reside in a remote
office of a company, e.g., a branchoffice, and the server 106
may reside at a corporate data center. The client 102 has a
client agent 120, and a computing environment 215. The
computing environment 215 may execute or operate an appli-
cation that accesses, processes or uses a data file. The com-
puting environment215, application and/or data file may be
delivered via the appliance 200 and/or the server 106.
[0240] In some embodiments, the appliance 200 acceler-
ates delivery ofa computing environment215, or any portion
thereof, to a client 102. In one embodiment, the appliance 200
accelerates the delivery ofthe computing environment215 by
the application delivery system 290. For example, the
embodiments described herein may be used to accelerate
delivery of a streaming application and datafile processable
by the application from a central corporate data center to a
remote userlocation, such as a branchoffice ofthe company.
In another embodiment, the appliance 200 accelerates trans-
port layer traffic between a client 102 and a server 106. In
another embodiment, the appliance 200 controls, manages, or
adjusts the transport layer protocol to accelerate delivery of
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the computing environment. In some embodiments, the appli-
ance 200 uses caching and/or compression techniques to
accelerate delivery of a computing environment.

[0241] In some embodiments, the application delivery
management system 290 provides application delivery tech-
niques to deliver a computing environment to a desktop of a
user, remote or otherwise, based on a plurality of execution
methods and based on any authentication and authorization
policies applied via a policy engine 295. With these tech-
niques, a remote user may obtain a computing environment
and access to server stored applications and data files from
any network connected device 100. In one embodiment, the
application delivery system 290 mayreside or execute on a
server 106. In another embodiment, the application delivery
system 290 may reside or execute on a plurality of servers
106a-106z. In some embodiments, the application delivery
system 290 may execute in a server farm 38. In one embodi-
ment, the server 106 executing the application delivery sys-
tem 290 mayalso store or provide the application and data
file. In another embodiment, a first set of one or more servers
106 may execute the application delivery system 290, anda
different server 1067 may store or provide the application and
data file. In some embodiments, each ofthe application deliv-
ery system 290, the application, and datafile may reside or be
located on different servers. In yet another embodiment, any
portion of the application delivery system 290 mayreside,
execute or be stored on or distributed to the appliance 200, or
a plurality of appliances.

[0242] The client 102 may include a computing environ-
ment 215 for executing an application that uses or processes
a data file. The client 102 via networks 104, 104' and appli-
ance 200 may request an application and data file from the
server 106. In one embodiment, the appliance 200 mayfor-
ward a request from the client 102 to the server 106. For
example, the client 102 may not havethe application and data
file stored or accessible locally. In responseto the request, the
application delivery system 290 and/or server 106 may
deliver the application and data file to the client 102. For
example, in one embodiment,the server 106 may transmit the
application as an application stream to operate in computing
environment 215 on client 102.

[0243] Insome embodiments, the application delivery sys-
tem 290 comprises any portion of the Citrix Access Suite™
by Citrix Systems, Inc., such as the MetaFrame or Citrix
Presentation Server™ and/or any of the Microsoft® Win-
dows Terminal Services manufactured by the Microsoft Cor-
poration. In one embodiment,the application delivery system
290 maydeliver one or more applications to clients 102 or
users via a remote-display protocol or otherwise via remote-
based or server-based computing. In another embodiment,
the application delivery system 290 may deliver one or more
applications to clients or users via steaming of the applica-
tion.

[0244] Inone embodiment, the application delivery system
290 includes a policy engine 295 for controlling and manag-
ing the accessto applications, selection of application execu-
tion methods and the delivery of applications. In some
embodiments, the policy engine 295 determines the one or
more applications a useror client 102 mayaccess. In another
embodiment,the policy engine 295 determines how the appli-
cation should be delivered to the user or client 102, e.g., the
method of execution. In some embodiments, the application
delivery system 290 provides a plurality of delivery tech-
niques from which to select a method of application execu-
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tion, such as a server-based computing, streamingordeliver-
ing the application locally to the client 120 for local
execution.

[0245] In one embodiment, a client 102 requests execution
ofan application program andthe application delivery system
290 comprising a server 106 selects a method ofexecuting the
application program. In some embodiments, the server 106
receives credentials from the client 102. In another embodi-

ment, the server 106 receives a request for an enumeration of
available applications from the client 102. In one embodi-
ment, in responseto the request or receipt of credentials, the
application delivery system 290 enumerates a plurality of
application programsavailable to the client 102. The appli-
cation delivery system 290 receives a request to execute an
enumerated application. The application delivery system 290
selects one ofa predetermined numberofmethodsfor execut-
ing the enumerated application, for example, responsive to a
policy of a policy engine. The application delivery system
290 may select a method of execution of the application
enabling the client 102 to receive application-output data
generated by execution ofthe application program on a server
106. The application delivery system 290 may select a
method of execution of the application enabling the client or
local machine 102 to execute the application program locally
after retrieving a plurality of application files comprising the
application. In yet another embodiment, the application
delivery system 290 may select a methodofexecution of the
application to stream the application via the network 104 to
the client 102.

[0246] Aclient 102 may execute, operate or otherwise pro-
vide an application, which can be any type and/or form of
software, program, or executable instructions such as any
type and/or form of web browser, web-based client, client-
server application, a thin-client computing client, an ActiveX
control, or a Java applet, or any other type and/or form of
executable instructions capable of executing on client 102. In
some embodiments, the application may be a server-based or
a remote-based application executed on behalf of the client
102 on a server 106. In one embodimentthe server 106 may
display output to the client 102 using any thin-client or
remote-display protocol, such as the Independent Computing
Architecture (ICA) protocol manufactured by Citrix Sys-
tems, Inc. of Ft. Lauderdale, Fla. or the Remote Desktop
Protocol (RDP) manufactured by the Microsoft Corporation
of Redmond, Wash. The application can use any type of
protocol andit can be, for example, an HTTP client, an FTP
client, an Oscar client, or a Telnet client. In other embodi-
ments,the application comprises any type of software related
to VoIP communications, such as a soft IP telephone. In
further embodiments,the application comprises any applica-
tion related to real-time data communications, such as appli-
cations for streaming video and/or audio.

[0247] In some embodiments, the server 106 or a server
farm 38 may be running one or more applications, such as an
application providing a thin-client computing or remote dis-
play presentation application. In one embodiment, the server
106 or server farm 38 executes, as an application, any portion
of the Citrix Access Suite™ by Citrix Systems, Inc., such as
the MetaFrameorCitrix Presentation Server™, and/or any of
the Microsoft® Windows Terminal Services manufactured

by the Microsoft Corporation. In one embodiment,the appli-
cation is an ICA client, developed by Citrix Systems,Inc. of
Fort Lauderdale, Fla. In other embodiments, the application
includes a Remote Desktop (RDP) client, developed by
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Microsoft Corporation of Redmond, Wash. Also, the server
106 may run an application, which for example, may be an
application server providing email services such as Microsoft
Exchange manufactured by the Microsoft Corporation of
Redmond, Wash., a web or Internet server, or a desktop shar-
ing server, or a collaboration server. In some embodiments,
any of the applications may comprise any type of hosted
service or products, such as GoToMeeting™ provided by
Citrix Online Division, Inc. of Santa Barbara, Calif.,
WebEX™provided by WebEx,Inc. of Santa Clara, Calif., or
Microsoft Office Live Meeting provided by Microsoft Cor-
poration of Redmond, Wash.

Example Appliance Architecture

[0248] FIG. 2A also illustrates an example embodiment of
the appliance 200. The architecture of the appliance 200 in
FIG. 2A is provided by way ofillustration only and is not
intendedto be limiting in any manner. The appliance 200 may
include any type and form of computing device 100, such as
any elementor portion described in conjunction with FIGS.
1D and1Eabove.Inbriefoverview,the appliance 200 has one
or more networkports 266A-226N and one or more networks
stacks 267A-267N for receiving and/or transmitting commu-
nications via networks 104. The appliance 200 also has a
network optimization engine 250 for optimizing, accelerating
or otherwise improving the performance, operation, or qual-
ity of any networktraffic or communications traversing the
appliance 200.

[0249] Theappliance 200 includesor is under the control of
an operating system. The operating system of the appliance
200 may be any type and/or form of UNIX operating system
although the invention is not so limited. As such, the appli-
ance 200 can be running any operating system such as any of
the versions of the Microsoft® Windowsoperating systems,
the different releases of the Unix and Linux operating sys-
tems, any version of the Mac OS® for Macintosh computers,
any embeddedoperating system, any network operating sys-
tem, any real-time operating system, any open source oper-
ating system, any proprietary operating system, any operating
systemsfor mobile computing devices or network devices, or
any other operating system capable of running on the appli-
ance 200 and performing the operations described herein.

[0250] The operating system of appliance 200 allocates,
manages, or otherwise segregates the available system
memory into whatis referred to as kernel or system space, and
user or application space. The kernel space is typically
reserved for runningthe kernel, including any device drivers,
kernel extensionsor other kernel related software. As known

to those skilled in the art, the kernelis the core ofthe operating
system, and provides access, control, and management of
resources and hardware-related elements of the appliance
200. In accordance with an embodimentofthe appliance 200,
the kernel space also includes a number of network services
or processes working in conjunction with the network opti-
mization engine 250, or any portion thereof. Additionally,the
embodimentofthe kernel will depend on the embodiment of
the operating system installed, configured, or otherwise used
by the device 200. In contrast to kernel space, user spaceis the
memory area or portion of the operating system used by user
mode applications or programs otherwise running in user
mode. A user mode application may not access kernel space
directly and uses service calls in order to access kernel ser-
vices. The operating system uses the user or application space
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for executing or running applicationsand provisioning ofuser
level programs, services, processes and/ortasks.

[0251] The appliance 200 has one or more networkports
266 for transmitting and receiving data over a network 104.
The network port 266 provides a physical and/or logical
interface between the computing device and a network 104 or
another device 100 for transmitting and receiving network
communications. The type and form of network port 266
dependson the type and form ofnetwork and type ofmedium
for connecting to the network. Furthermore, any software of,
provisioned for or used by the network port 266 and network
stack 267 may run in either kernel space or user space.

[0252] In one embodiment, the appliance 200 has onenet-
work stack 267, such as a TCP/IP based stack, for communi-
cating on a network 105, such with the client 102 and/or the
server 106. In one embodiment, the network stack 267 is used
to communicate with a first network, such as network 104,
and also with a second network 104’. In another embodiment,
the appliance 200 has two or more network stacks, such as
first network stack 267A and a second network stack 267N.

Thefirst network stack 267A maybe used in conjunction with
a first port 266A to communicate onafirst network 104. The
second network stack 267N maybe used in conjunction with
a second port 266N to communicate on a second network
104’. In one embodiment, the network stack(s) 267 has one or
more buffers for queuing one or more network packets for
transmission by the appliance 200.

[0253] The network stack 267 includes any type and form
of software, or hardware, or any combinations thereof, for
providing connectivity to and communications with a net-
work. In one embodiment, the network stack 267 includes a
software implementation for a network protocol suite. The
network stack 267 may have one or more networklayers, such
as any networkslayers of the Open Systems Interconnection
(OSI) communications modelas those skilled in the art rec-
ognize and appreciate. As such, the network stack 267 may
have any type and form ofprotocols for any of the following
layers of the OSI model: 1) physical link layer, 2) data link
layer, 3) network layer, 4) transport layer, 5) session layer, 6)
presentation layer, and 7) application layer. In one embodi-
ment, the network stack 267 includes a transport control
protocol (TCP)over the networklayer protocol ofthe internet
protocol (IP), generally referred to as TCP/IP. In some
embodiments, the TCP/IP protocol may be carried over the
Ethernet protocol, which may comprise any of the family of
IEEE wide-area-network (WAN) or local-area-network
(LAN) protocols, such as those protocols covered by the
IEEE 802.3. In some embodiments, the network stack 267 has
any type and form ofawireless protocol, such as IEEE 802.11
and/or mobile internet protocol.
[0254] In view of a TCP/IP based network, any TCP/IP
based protocol may be used, including Messaging Applica-
tion Programming Interface (MAPI) (email), File Transfer
Protocol (FTP), HyperText Transfer Protocol (HTTP), Com-
mon Internet File System (CIFS) protocol (file transfer),
Independent Computing Architecture (ICA) protocol,
Remote Desktop Protocol (RDP), Wireless Application Pro-
tocol (WAP), Mobile IP protocol, and Voice Over IP (VoIP)
protocol. In another embodiment, the network stack 267 com-
prises any type and form oftransport control protocol, such as
a modified transport control protocol, for example a Transac-
tion TCP (T/TCP), TCP with selection acknowledgements
(TCP-SACK), TCP with large windows (TCP-LW), a con-
gestion prediction protocol such as the TCP-Vegasprotocol,
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and a TCP spoofing protocol. In other embodiments, any type
and form ofuser datagram protocol (UDP), such as UDP over
IP, maybe used by the network stack 267, such as for voice
communications or real-time data communications.

[0255] Furthermore, the network stack 267 may include
one or more network drivers supporting the one or more
layers, such as a TCP driver or a network layer driver. The
network drivers may be included as part of the operating
system ofthe computing device 100 oras part ofany network
interface cards or other network access components of the
computing device 100. In some embodiments, any of the
network drivers ofthe network stack 267 may be customized,
modified or adapted to provide a custom or modified portion
of the network stack 267 in support of any of the techniques
described herein.

[0256] In one embodiment, the appliance 200 provides for
or maintains a transport layer connection between a client 102
and server 106 using a single network stack 267. In some
embodiments, the appliance 200 effectively terminates the
transport layer connection by changing, managingorcontrol-
ling the behavior of the transport control protocol connection
between the client and the server. In these embodiments, the
appliance 200 may use a single network stack 267. In other
embodiments, the appliance 200 terminates a first transport
layer connection, such as a TCP connection of a client 102,
and establishes a secondtransport layer connection to a server
106 for use by or on behalfof the client 102, e.g., the second
transport layer connection is terminatedat the appliance 200
and the server 106. Thefirst and secondtransport layer con-
nections may beestablishedvia a single networkstack 267.In
other embodiments, the appliance 200 may use multiple net-
workstacks, for example 267A and 267N.In these embodi-
ments,the first transport layer connection may beestablished
or terminated at one network stack 267A, and the second
transport layer connection may beestablished or terminated
on the second networkstack 267N. For example, one network
stack maybefor receiving and transmitting network packets
on a first network, and another network stack for receiving
and transmitting network packets on a second network.
[0257] As shown in FIG. 2A, the network optimization
engine 250 includes one or more of the following elements,
components or modules: network packet processing engine
240, LAN/WAN detector 210, flow controller 220, QoS
engine 236, protocol accelerator 234, the compression engine
238, cache manager 232 and policy engine 295". The network
optimization engine 250, or any portion thereof, may include
software, hardware or any combination ofsoftware and hard-
ware. Furthermore, any software of, provisioned for or used
by the network optimization engine 250 may run in either
kernel space or user space. For example, in one embodiment,
the network optimization engine 250 may runinkernel space.
In another embodiment, the network optimization engine 250
may run in user space. In yet another embodiment, a first
portion ofthe network optimization engine 250 runs in kernel
space while a second portion of the network optimization
engine 250 runs in user space.

Network Packet Processing Engine

[0258] The network packet engine 240, also generally
referred to as a packet processing engine or packet engine,is
responsible for controlling and managing the processing of
packets received and transmitted by appliance 200 via net-
workports 266 and networkstack(s) 267. The network packet
engine 240 mayoperate at any layer ofthe network stack 267.
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In one embodiment, the network packet engine 240 operates
at layer 2 or layer 3 of the network stack 267. In some
embodiments, the packet engine 240 intercepts or otherwise
receives packets at the network layer, such as the IP layer ina
TCP/IP embodiment. In another embodiment, the packet
engine 240 operatesat layer 4 of the network stack 267. For
example, in some embodiments, the packet engine 240 inter-
cepts or otherwise receives packets at the transport layer, such
as intercepting packets as the TCP layer in a TCP/IP embodi-
ment. In other embodiments, the packet engine 240 operates
at any session or application layer above layer 4. For example,
in one embodiment, the packet engine 240 intercepts or oth-
erwise receives network packets above the transport layer
protocol layer, such as the payload of a TCP packet in a TCP
embodiment.

[0259] The packet engine 240 mayinclude a buffer for
queuing one or more network packets during processing, such
as for receipt ofa network packetor transmission ofa network
packet. Additionally, the packet engine 240 is in communi-
cation with one or more network stacks 267 to send and

receive network packets via network ports 266. The packet
engine 240 may include a packet processing timer. In one
embodiment, the packet processing timer provides one or
moretimeintervals to trigger the processing ofincoming, 1.e.,
received, or outgoing, i.e., transmitted, network packets. In
some embodiments, the packet engine 240 processes network
packets responsive to the timer. The packet processing timer
provides any type and form ofsignal to the packet engine 240
to notify, trigger, or communicate a time related event, inter-
val or occurrence. In many embodiments, the packet process-
ing timer operates in the order of milliseconds, such as for
example 100 ms, 50 ms, 25 ms, 10 ms, 5 ms or 1 ms.
[0260] During operations, the packet engine 240 may be
interfaced, integrated or be in communication with any por-
tion of the network optimization engine 250, such as the
LAN/WANdetector 210, flow controller 220, QoS engine
236, protocol accelerator 234, the compression engine 238,
cache manager 232 and/or policy engine 295'. As such, any of
the logic, functions, or operations of the LAN/WANdetector
210, flow controller 220, QoS engine 236, protocol accelera-
tor 234, the compression engine 238, cache manager 232 and
policy engine 295' may be performedresponsiveto the packet
processing timer and/or the packet engine 240. In some
embodiments, any ofthe logic, functions, or operations of the
encryption engine 234, cache manager 232, policy engine
236 and multi-protocol compression logic 238 may be per-
formed at the granularity of time intervals provided via the
packet processing timer, for example, at a time interval of less
than or equal to 10 ms. For example, in one embodiment, the
cache manager 232 may perform expiration of any cached
objects responsiveto the integrated packet engine 240 and/or
the packet processing timer 242. In another embodiment, the
expiry or invalidation time of a cached object can be set to the
same order of granularity as the time interval of the packet
processing timer, such as at every 10 ms.

Cache Manager

[0261] Thecache manager 232 mayinclude software, hard-
ware or any combination of software and hardware to store
data, information and objects to acache in memory or storage,
provide cacheaccess, and control and managethe cache. The
data, objects or content processed and stored by the cache
manager 232 may include data in any format, such as a
markup language, or any type of data communicated via any
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protocol. In some embodiments, the cache manager 232
duplicates original data stored elsewhere or data previously
computed, generated or transmitted, in which the original
data may require longer access time to fetch, compute or
otherwise obtainrelative to reading a cache memory orstor-
age element. Oncethe data is stored in the cache, future use
can be made by accessing the cached copyrather than refetch-
ing or recomputing the original data, thereby reducing the
access time. In some embodiments, the cache may comprise
a data object in memory of the appliance 200. In another
embodiment, the cache may comprise any type and form of
storage element of the appliance 200, such as a portion of a
hard disk. In some embodiments, the processing unit of the
device may provide cache memory for use by the cache man-
ager 232. In yet further embodiments, the cache manager 232
may use any portion and combination ofmemory, storage, or
the processing unit for caching data, objects, and other con-
tent.

[0262] Furthermore, the cache manager 232 includes any
logic, functions, rules, or operations to perform any caching
techniques of the appliance 200. In some embodiments, the
cache manager 232 may operate as an application, library,
program, service, process, thread or task. In some embodi-
ments, the cache manager 232 can comprise any type of
general purpose processor (GPP), or any other type of inte-
grated circuit, such as a Field Programmable Gate Array
(FPGA), Programmable Logic Device (PLD), orApplication
Specific Integrated Circuit (ASIC).

Policy Engine

[0263] The policy engine 295' includes any logic, function
or operations for providing and applying one or morcpolicies
or rules to the function, operation or configuration of any
portion of the appliance 200. The policy engine 295' may
include, for example, an intelligent statistical engine or other
programmable application(s). In one embodiment,the policy
engine 295 provides a configuration mechanism to allow a
user to identify, specify, define or configure a policy for the
network optimization engine 250, or any portion thereof. For
example, the policy engine 295 mayprovide policies for what
data to cache, whento cache the data, for whom to cache the
data, when to expire an object in cache or refresh the cache.In
other embodiments, the policy engine 236 mayinclude any
logic, rules, functions or operations to determine and provide
access, control and managementof objects, data or content
being cached by the appliance 200 in addition to access,
control and managementofsecurity, network traffic, network
access, the compression or any other function or operation
performed by the appliance 200.
[0264] In some embodiments, the policy engine 295' pro-
vides and applies one or morepolicies based on any one or
more of the following: a user, identification of the client,
identification ofthe server, the type ofconnection, the time of
the connection, the type of network, or the contents of the
network traffic. In one embodiment, the policy engine 295'
provides and applies a policy based on any field or headerat
any protocol layer of a network packet. In another embodi-
ment, the policy engine 295' provides and applies a policy
based on any payload of a network packet. For example, in
one embodiment, the policy engine 295' applies a policy
based on identifying a certain portion of content of an appli-
cation layer protocolcarried as a payload ofa transport layer
packet. In another example, the policy engine 295' applies a
policy based on any information identified by a client, server
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or user certificate. In yet another embodiment, the policy
engine 295' applies a policy based on anyattributes or char-
acteristics obtained about a client 102, such as via any type
and form of endpoint detection (see for example the collec-
tion agent of the client agent discussed below).
[0265] In one embodiment, the policy engine 295' works in
conjunction or cooperation with the policy engine 295 of the
application delivery system 290. In some embodiments, the
policy engine 295' is a distributed portionofthe policy engine
295 of the application delivery system 290. In another
embodiment, the policy engine 295 of the application deliv-
ery system 290 is deployed on or executed on the appliance
200. In some embodiments, the policy engines 295, 295' both
operate on the appliance 200. In yet another embodiment, the
policy engine 295’, or a portion thereof, of the appliance 200
operates on a server 106.

Multi-Protocol and Multi-Layer Compression Engine

[0266] The compression engine 238 includes any logic,
businessrules, function or operations for compressing one or
moreprotocols of a network packet, such as any ofthe pro-
tocols used by the network stack 267 of the appliance 200.
The compression engine 238 mayalso be referred to as a
multi-protocol compression engine 238 in that it may be
designed, constructed or capable of compressing a plurality
ofprotocols. In one embodiment, the compression engine 238
applies context insensitive compression, which is compres-
sion applied to data without knowledgeofthe type ofdata. In
another embodiment, the compression engine 238 applies
context-sensitive compression. In this embodiment, the com-
pression engine 238 utilizes knowledge of the data type to
select a specific compression algorithm from a suite of suit-
able algorithms. In some embodiments, knowledge of the
specific protocol is used to perform context-sensitive com-
pression. In one embodiment, the appliance 200 or compres-
sion engine 238 can use port numbers (e.g., well-known
ports), as well as data from the connectionitselfto determine
the appropriate compression algorithm to use. Some proto-
cols use only a single type of data, requiring only a single
compression algorithm that can be selected when the connec-
tion is established. Other protocols contain different types of
data at different times. For example, POP, IMAP, SMTP, and
HTTPall movefiles ofarbitrary types interspersed with other
protocol data.
[0267] In one embodiment, the compression engine 238
uses a delta-type compression algorithm. In another embodi-
ment, the compression engine 238 usesfirst site compression
as well as searching for repeated patterns among data stored
in cache, memory or disk. In some embodiments, the com-
pression engine 238 uses a lossless compression algorithm.In
other embodiments, the compression engine uses a lossy
compression algorithm. In somecases, knowledgeofthe data
type and, sometimes, permission from theuserare required to
use a lossy compression algorithm. In some embodiments,
the compression is not limited to the protocol payload. The
control fields of the protocol itself may be compressed. In
some embodiments, the compression engine 238 uses a dif-
ferent algorithm for control fields than that used for the pay-
load.

[0268] In some embodiments, the compression engine 238
compresses at one or morelayers of the network stack 267. In
one embodiment, the compression engine 238 compressesat
a transport layer protocol. In another embodiment, the com-
pression engine 238 compresses at an application layer pro-
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tocol. In some embodiments, the compression engine 238
compressesat a layer 2-4 protocol. In other embodiments, the
compression engine 238 compressesat a layer 5-7 protocol.
In yet another embodiment, the compression engine com-
presses a transport layer protocol and an application layer
protocol. In some embodiments, the compression engine 238
compresses a layer 2-4 protocol and a layer 5-7 protocol.

[0269] Insome embodiments, the compression engine 238
uses memory-based compression, cache-based compression
or disk-based compression or any combination thereof. As
such, the compression engine 238 maybe referred to as a
multi-layer compression engine. In one embodiment, the
compression engine 238 uses a history of data stored in
memory, such as RAM.In another embodiment, the compres-
sion engine 238 usesa history of data stored in a cache, such
as L2 cache of the processor. In other embodiments, the
compression engine 238 usesa history ofdata stored to a disk
or storage location. In some embodiments, the compression
engine 238 uses a hierarchy of cache-based, memory-based
and disk-based data history. The compression engine 238
mayfirst use the cache-based data to determine one or more
data matches for compression, and then may check the
memory-based data to determine one or more data matches
for compression.In another case, the compression engine 238
may check disk storage for data matches for compression
after checking either the cache-based and/or memory-based
data history.

[0270] In one embodiment, multi-protocol compression
engine 238 compresses bi-directionally between clients
102a-102n and servers 106a-1067 any TCP/IP based proto-
col, including Messaging Application Programming Inter-
face (MAPI) (email), File Transfer Protocol (FTP), Hyper-
Text Transfer Protocol (HTTP), Common Internet File
System (CIFS) protocol(file transfer), Independent Comput-
ing Architecture (ICA) protocol, Remote Desktop Protocol
(RDP), Wireless Application Protocol (WAP), Mobile IP pro-
tocol, and Voice Over IP (VoIP) protocol. In other embodi-
ments, multi-protocol compression engine 238 provides
compression ofHyperText Markup Language (HTML)based
protocols and in some embodiments, provides compression
of any markup languages, such as the Extensible Markup
Language (XML). In one embodiment, the multi-protocol
compression engine 238 provides compression of any high-
performance protocol, such as any protocol designed for
appliance 200 to appliance 200 communications. In another
embodiment, the multi-protocol compression engine 238
compresses any payload of or any communication using a
modified transport control protocol, such as Transaction TCP
(1/TCP), TCP with selection acknowledgements (TCP-
SACK), TCP with large windows (TCP-LW), a congestion
prediction protocol such as the TCP-Vegas protocol, and a
TCP spoofing protocol.

[0271] Assuch, the multi-protocol compression engine 238
may accelerate performance for users accessing applications
via desktop clients, e.g., Microsoft Outlook and non-Webthin
clients, such as any client launched by popular enterprise
applications like Oracle, SAP and Siebel, and even mobile
clients, such as the Pocket PC. In some embodiments, the
multi-protocol compression engine by integrating with
packet processing engine 240 accessing the network stack
267 is able to compress any of the protocols carried by a
transport layer protocol, such as any application layer proto-
col.
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LAN/WANDetector

[0272] The LAN/WANdetector 238 includes any logic,
business rules, function or operations for automatically
detecting a slow side connection (e.g., a wide area network
(WAN) connection such as an Intranet) and associated port
267, and a fast side connection (e.g., a local area network
(LAN) connection) and an associated port 267. In some
embodiments, the LAN/WANdetector 238 monitors network
traffic on the network ports 267 of the appliance 200 to detect
a synchronization packet, sometimesreferred to as a “tagged”
network packet. The synchronization packetidentifies a type
or speed of the networktraffic. In one embodiment, the syn-
chronization packet identifies a WAN speed or WANtype
connection. The LAN/WAN detector 238 also identifies

receipt of an acknowledgementpacket to a tagged synchro-
nization packet and on which port it is received. The appli-
ance 200 then configures itself to operate the identified port
on which the tagged synchronization packet arrived so that
the speed onthatport is set to be the speed associated with the
network connectedto that port. The otherport is then setto the
speed associated with the network connectedto thatport.
[0273] For ease of discussion herein, reference to “slow”
side will be made with respect to connection with a wide area
network (WAN),e.g., the Internet, and operating at a network
speed of the WAN.Likewise, reference to “fast” side will be
made with respect to connection with a local area network
(LAN)and operating at a network speed the LAN. However,
it isnotedthat“fast” and “slow”sides in a network can change
on a per-connection basis andare relative terms to the speed
ofthe network connectionsor to the type ofnetwork topology.
Such configurations are useful in complex network topolo-
gies, where a networkis “fast” or “slow” only when compared
to adjacent networks and notin any absolute sense.
[0274] In one embodiment, the LAN/WAN detector 238
may be usedto allow for auto-discovery by an appliance 200
ofanetwork to which it connects. In another embodiment, the
LAN/WANdetector 238 may be used to detect the existence
or presence of a second appliance 200' deployed in the net-
work 104. For example, an auto-discovery mechanism in
operation in accordance with FIG. 1A functions as follows:
appliance 200 and 200'are placed in line with the connection
linking client 102 and server 106. The appliances 200 and
200' are at the ends of a low-speedlink, e.g., Internet, con-
necting two LANs. In one example embodiment, appliances
200 and 200'each include two ports—oneto connect with the
“lower” speed link and the other to connect with a “higher”
speed link, e.g., a LAN. Any packet arriving at one port is
copiedto the other port. Thus, appliance 200 and 200' are each
configured to function as a bridge between the two networks
104.

[0275] When an end node, such asthe client 102, opens a
new TCP connection with another end node, such as the
server 106, the client 102 sends a TCP packet with a synchro-
nization (SYN) headerbit set, or a SYN packet, to the server
106. In the present example, client 102 opensa transport layer
connection to server 106. When the SYN packet passes
through appliance 200, the appliance 200 inserts, attaches or
otherwise provides a characteristic TCP header option to the
packet, which announcesits presence. If the packet passes
through a second appliance, in this example appliance 200'
the second appliance notes the header option on the SYN
packet. The server 106 responds to the SYN packet with a
synchronization acknowledgment (SYN-ACK) packet.
When the SYN-ACKpacketpasses through appliance 200'" a
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TCP header option is tagged (e.g., attached, inserted or
added) to the SYN-ACKpacket to announce appliance 200"
presence to appliance 200. When appliance 200 receivesthis
packet, both appliances 200, 200' are now aware ofeach other
and the connection can be appropriately accelerated.

[0276] Further to the operations ofthe LAN/WANdetector
238, amethodor processfor detecting “fast” and “slow”sides
of a network using a SYN packet is described. During a
transport layer connection establishment betweena client 102
and a server 106, the appliance 200 via the LAN/WANdetec-
tor 238 determines whether the SYN packet is tagged with an
acknowledgement (ACK). If it is tagged, the appliance 200
identifies or configures the port receiving the tagged SYN
packet (SYN-ACK)asthe “slow”side. In one embodiment,
the appliance 200 optionally removes the ACK tag from the
packet before copying the packet to the other port. If the
LAN/WANdetector 238 determines that the packet is not
tagged, the appliance 200 identifies or configures the port
receiving the untagged packetas the “fast” side. The appli-
ance 200 then tags the SYN packet with an ACK andcopies
the packetto the otherport.

[0277] In another embodiment, the LAN/WAN detector
238 detects fast and slow sides of a network using a SYN-
ACKpacket. The appliance 200 via the LAN/WANdetector
238 determines whether the SYN-ACKpacketis tagged with
an acknowledgement (ACK).Ifitis tagged, the appliance 200
identifies or configures the port receiving the tagged SYN
packet (SYN-ACK)asthe “slow”side. In one embodiment,
the appliance 200 optionally removes the ACK tag from the
packet before copying the packet to the other port. If the
LAN/WANdetector 238 determines that the packet is not
tagged, the appliance 200 identifies or configures the port
receiving the untagged packetas the “fast” side. The LAN/
WANdetector 238 determines whether the SYN packet was
tagged. If the SYN packet was not tagged, the appliance 200
copied the packet to the other port. If the SYN packet was
tagged,the appliance tags the SYN-ACKpacket before copy-
ing it to the otherport.

[0278] The appliance 200, 200' may add, insert, modify,
attach or otherwise provide any information or data in the
TCPoption headerto provide any information, data or char-
acteristics about the network connection, networktraffic flow,
or the configuration or operation of the appliance 200. In this
manner,not only does an appliance 200 announceits presence
to another appliance 200' or tag a higher or lower speed
connection, the appliance 200 provides additional informa-
tion and data via the TCP option headers about the appliance
or the connection. The TCP option header information may be
useful to or used by an appliance in controlling, managing,
optimizing, acceleration or improving the network traffic
flow traversing the appliance 200, or to otherwise configure
itself or operation of a network port.

[0279] Although generally described in conjunction with
detecting speeds of network connections or the presence of
appliances, the LAN/WAN detector 238 can be used for
applying any type of function, logic or operation of the appli-
ance 200 to a port, connection or flow of networktraffic. In
particular, automated assignment of ports can occur when-
ever a device performs different functions on different ports,
where the assignmentof a port to a task can be made during
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the unit’s operation, and/or the nature ofthe network segment
on each port is discoverable by the appliance 200.

Flow Control

[0280] The flow controller 220 includes any logic, business
rules, function or operations for optimizing, accelerating or
otherwise improving the performance, operationor quality of
service oftransport layer communications ofnetwork packets
or the delivery of packets at the transport layer. A flow con-
troller, also sometimes referred to as a flow control module,
regulates, manages and controls data transfer rates. In some
embodiments, the flow controller 220 is deployedat or con-
nected at a bandwidth bottleneck in the network 104. In one

embodiment, the flow controller 220 effectively regulates,
managesand controls bandwidth usageorutilization. In other
embodiments, the flow control modules may also be deployed
at points on the network of latency transitions (low latency to
high latency) and on links with media losses (such as wireless
or satellite links).

[0281] In some embodiments, a flow controller 220 may
include a receiver-side flow control module for controlling
the rate ofreceipt ofnetwork transmissions and a sender-side
flow control module for the controlling the rate of transmis-
sions of network packets. In other embodiments,a first flow
controller 220 includes a receiver-side flow control module
and a secondflow controller 220' includes a sender-side flow

control module. In some embodiments, a first flow controller
220 is deployed ona first appliance 200 and a second flow
controller 220' is deployed on a second appliance 200'. As
such, in some embodiments,a first appliance 200 controls the
flow of data on the receiver side and a second appliance 200'
controls the data flow from the sender side. In yet another
embodiment, a single appliance 200 includes flow control for
both the receiver-side and sender-side of network communi-

cations traversing the appliance 200.

[0282] In one embodiment, a flow control module 220 is
configured to allow bandwidth at the bottleneck to be more
fully utilized, and in some embodiments, not overutilized. In
some embodiments, the flow control module 220 transpar-
ently buffers (or rebuffers data already buffered by, for
example, the sender) network sessions that pass between
nodes having associated flow control modules 220. When a
session passes through two or more flow control modules
220, one or more of the flow control modules controls a rate
of the session(s).

[0283] In one embodiment, the flow control module 200 is
configured with predetermined data relating to bottleneck
bandwidth. In another embodiment, the flow control module
220 may be configured to detect the bottleneck bandwidth or
data associated therewith. A receiver-side flow control mod-

ule 220 may control the data transmission rate. The receiver-
side flow control module controls 220 the sender-side flow

control module, e.g., 220, data transmission rate by forward-
ing transmission rate limits to the sender-side flow control
module 220. In one embodiment, the receiver-side flow con-
trol module 220 piggybacksthese transmission rate limits on
acknowledgement (ACK) packets (or signals) sent to the
sender, e.g., client 102, by the receiver, e.g., server 106. The
receiver-side flow control module 220 doesthis in response to
rate control requests that are sent by the sender side flow
control module 220'. The requests from the sender-side flow
control module 220' may be “piggybacked” on data packets
sent by the sender 106.
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[0284] In some embodiments, the flow controller 220
manipulates, adjusts, simulates, changes, improvesor other-
wise adapts the behavior of the transport layer protocol to
provide improved performanceor operations ofdelivery, data
rates and/or bandwidth utilization of the transport layer. The
flow controller 220 may implementa plurality of data flow
control techniques at the transport layer, including but not
limited to 1) pre-acknowledgements, 2) window virtualiza-
tion, 3) recongestion techniques, 3) local retransmission tech-
niques, 4) wavefront detection and disambiguation, 5) trans-
port control protocol selective acknowledgements, 6)
transaction boundary detection techniques and 7) repacketi-
zation.

[0285] Although a sender may be generally described
herein as a client 102 and a receiver as a server 106, a sender
maybe any end point such as a server 106 or any computing
device 100 on the network 104. Likewise, a receiver may bea
client 102 or any other computing device on the network 104.

Pre-Acknowledgements

[0286] In brief overview of a pre-acknowledgement flow
control technique, the flow controller 220, in some embodi-
ments, handles the acknowledgements and retransmits for a
sender, effectively terminating the sender’s connection with
the downstream portion ofa network connection.In reference
to FIG.1B,one possible deploymentofan appliance 200 into
a network architecture to implementthis feature is depicted.
In this example environment, a sending computer or client
102 transmits data on network 104, for example, via a switch,
which determinesthat the data is destined for VPN appliance
205. Because of the chosen network topology, all data des-
tined for VPN appliance 205 traverses appliance 200, so the
appliance 200 can apply any necessary algorithms to this
data.

[0287] Continuing further with the example, the client 102
transmits a packet, which is received by the appliance 200.
Whenthe appliance 200 receives the packet, which is trans-
mitted from the client 102 to a recipient via the VPN appli-
ance 205, the appliance 200 retains a copy of the packet and
forwards the packet downstream to the VPN appliance 205.
The appliance 200 then generates an acknowledgement
packet (ACK) and sends the ACK packet back to the client
102 or sending endpoint. This ACK,a pre-acknowledgment,
causes the sender 102 to believe that the packet has been
delivered successfully, freeing the sender’s resources for sub-
sequent processing. The appliance 200 retains the copy ofthe
packet datain the eventthat a retransmission ofthe packetis
required, so that the sender 102 does not have to handle
retransmissionsofthe data. This early generation ofacknowl-
edgements may becalled “preacking.”

[0288] Ifa retransmission of the packet is required, the
appliance 200 retransmits the packetto the sender. The appli-
ance 200 may determine whether retransmission is required
as a sender wouldin a traditional system, for example, deter-
mining that a packet is lost if an acknowledgementhas not
been received for the packet after a predetermined amountof
time. To this end, the appliance 200 monitors acknowledge-
ments generated by the receiving endpoint, e.g., server 106
(or any other downstream networkentity) so that it can deter-
mine whether the packet has been successfully delivered or
needsto beretransmitted.Ifthe appliance 200 determinesthat
the packet has been successfully delivered, the appliance 200
is free to discard the saved packet data. The appliance 200
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may also inhibit forwarding acknowledgements for packets
that have already been received by the sending endpoint.
[0289] In the embodimentdescribed above, the appliance
200 via the flow controller 220 controls the sender 102

through the delivery of pre-acknowledgements,also referred
to as “preacks”, as though the appliance 200 wasa receiving
endpointitself. Since the appliance 200 is not an endpoint and
does not actually consume the data, the appliance 200
includes a mechanism for providing overflow control to the
sending endpoint. Without overflow control, the appliance
200 could run out of memory because the appliance 200
stores packets that have been preacked to the sending end-
point but not yet acknowledgedas received by the receiving
endpoint. Therefore, in a situation in which the sender 102
transmits packets to the appliance 200 faster than the appli-
ance 200 can forward the packets downstream, the memory
available in the appliance 200 to store unacknowledged
packet data can quickly fill. A mechanism for overflow con-
trol allows the appliance 200 to control transmission of the
packets from the sender 102 to avoid this problem.
[0290] In one embodiment, the appliance 200 or flow con-
troller 220 includesan inherent“self-clocking” overflow con-
trol mechanism. This self-clocking is due to the order in
whichthe appliance 200 may be designedto transmit packets
downstream and sendACKstothe sender 102 or 106. In some

embodiments, the appliance 200 does not preack the packet
until after it transmits the packet downstream.In this way, the
sender 102 will receive the ACKsat the rate at which the

appliance 200 is able to transmit packets rather than the rate at
which the appliance 200 receives packets from the sender
100. This helps to regulate the transmission ofpackets from a
sender 102.

Window Virtualization

[0291] Another overflow control mechanism thatthe appli-
ance 200 may implement is to use the TCP window size
parameter, which tells a sender how muchbuffer the receiver
is permitting the sender to fill up. A nonzero window size
(e.g., a size ofat least one Maximum SegmentSize (MSS)) in
a preack permits the sending endpoint to continueto deliver
data to the appliance, whereas a zero window size inhibits
further data transmission. Accordingly, the appliance 200
mayregulate the flow ofpackets from the sender, for example
when the appliance’s 200 buffer is becoming full, by appro-
priately setting the TCP windowsize in each preack.
[0292] Another technique to reduce this additional over-
head is to apply hysteresis. When the appliance 200 delivers
data to the slowerside, the overflow control mechanism in the
appliance 200 can require that a minimum amountofspace be
available before sending a nonzero window advertisementto
the sender. In one embodiment, the appliance 200 waits until
there is a minimum of a predetermined numberof packets,
such as four packets, of space available before sending a
nonzero window packet, such asa packetindicating a window
size of four packets. This may reduce the overhead by
approximately a factor of four, since only two ACKpackets
are sent for each group of four data packets, instead of eight
ACKpackets for four data packets.
[0293] Another technique the appliance 200 or flow con-
troller 220 may use for overflow control is the TCP delayed
ACK mechanism, which skips ACKsto reduce networktraf-
fic. The TCP delayed ACKsautomatically delay the sending
of an ACK, either until two packets are received or until a
fixed timeout has occurred. This mechanism alone can result
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in cutting the overhead in half, moreover, by increasing the
numbersofpackets above two, additional overhead reduction
is realized. But merely delaying the ACKitselfmay be insuf-
ficient to control overflow, and the appliance 200 mayalso use
the advertised window mechanism on the ACKsto controlthe

sender. When doing this, the appliance 200 in one embodi-
ment avoids triggering the timeout mechanism of the sender
by delaying the ACKtoo long.
[0294] Inone embodiment, the flow controller 220 does not
preackthe last packet of a group ofpackets. By not preacking
the last packet, or at least one of the packets in the group, the
appliance avoids a false acknowledgement for a group of
packets. For example, if the appliance were to send a preack
for a last packet and the packet were subsequently lost, the
sender would have been tricked into thinking that the packet
is delivered when it was not. Thinking that the packet had
been delivered, the sender could discard that data. If the
appliance also lost the packet, there would be no way to
retransmit the packet to the recipient. By not preacking the
last packet of a group of packets, the sender will not discard
the packet until it has been delivered.
[0295] In another embodiment, the flow controller 220 may
use a window virtualization technique to control the rate of
flow or bandwidth utilization of a network connection.

Thoughit may not immediately be apparent from examining
conventional literature such as RFC 1323, there is effectively
a send window fortransport layer protocols such as TCP. The
send window is similar to the receive window, in that it
consumes buffer space (though on the sender). The sender’s
send windowconsists of all data sent by the application that
has not been acknowledgedbythe receiver. This data must be
retained in memory in case retransmission is required. Since
memory is a shared resource, some TCP stack implementa-
tions limit the size ofthis data. When the send windowisfull,
an attempt by an application program to send more data
results in blocking the application program until space is
available. Subsequent reception of acknowledgements will
free send-window memory and unblock the application pro-
gram. This window size is knownas the socket buffer size in
some TCP implementations.
[0296] In one embodiment, the flow control module 220 is
configured to provide access to increased window(or buffer)
sizes. This configuration mayalso be referenced to as window
virtualization. In an embodimentincluding TCPasthe trans-
port layer protocol, the TCP header mayincludeabit string
corresponding to a window scale. In one embodiment, “win-
dow” maybe referenced in a context of send, receive, or both.
[0297] One embodiment of window virtualization is to
insert a preacking appliance 200 into a TCPsession.Inref-
erence to any ofthe environments ofFIG. 1A or 1B, initiation
ofa data communication session between a source node, e.g.,
client 102 (for ease of discussion, now referenced as source
node 102), and a destination node, e.g., server 106 (for ease of
discussion, now referenced as destination node 106) is estab-
lished. For TCP communications, the source node 102 ini-
tially transmits a synchronization signal (“SYN”) through its
local area network 104to first flow control module 220. The

first flow control module 220 inserts a configurationidentifier
into the TCP headeroptions area. The configuration identifier
identifies this point in the data path as a flow control module.

[0298] The appliances 200 via a flow control module 220
provide window(orbuffer) to allow increasing data buffering
capabilities within a session despite having end nodes with
small buffer sizes, e.g., typically 16 k bytes. However, RFC
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1323 requires window scaling for any buffer sizes greater
than 64 k bytes, which must be set at the time of session
initialization (SYN, SYN-ACKsignals). Moreover, the win-
dow scaling correspondsto the lowest common denominator
in the data path, often an end node with small buffer size. This
windowscale often is a scale of 0 or 1, which corresponds to
a buffer size ofup to 64 k or 128k bytes. Note that because the
window size is defined as the window field in each packet
shifted over by the window scale, the window scale estab-
lishes an upperlimitfor the buffer, but does not guarantee the
buffer is actually that large. Each packet indicates the current
available buffer space at the receiver in the windowfield.

[0299] In one embodiment of scaling using the window
virtualization technique, during connection establishment
(i.e., initialization of a session) whenthe first flow control
module 220 receives from the source node 102 the SYN

signal (or packet), the flow control module 220 stores the
windowsscale of the source node 102 (whichis the previous
node) or stores a 0 forwindow scale ifthe scale ofthe previous
node is missing. Thefirst flow control module 220 also modi-
fies the scale, e.g., increases the scale to 4 from 0 or1, in the
SYN-FCMsignal. When the second flow control module 220
receives the SYN signal, it stores the increased scale from the
first flow control signal andresets the scale in the SYN signal
backto the source node 103 scale value for transmission to the
destination node 106. When the second flow controller 220

receives the SYN-ACKsignal from the destination node 106,
it stores the scale from the destination node 106scale, e.g., 0
or 1, and modifiesit to an increasedscale that is sent with the
SYN-ACK-FCMsignal. The first flow control node 220
receives and notes the received window scale andrevisesthe
windowsscale sent back to the source node 102 back down to

the original scale, e.g., 0 or 1. Based on the above window
shift conversation during connection establishment, the win-
dow field in every subsequentpacket, e.g., TCP packet, ofthe
session must be shifted according to the window shift con-
version.

[0300] The windowscale, as described above, expresses
buffer sizes of over 64 k and maynot be required for window
virtualization. Thus, shifts for window scale may be used to
express increased buffer capacity in each flow control module
220. This increase in buffer capacity in may be referenced as
window (or buffer) virtualization. The increase in buffer size
allows greater packet throughput from andto the respective
end nodes 102 and 106. Note that buffer sizes in TCP are

typically expressed in terms of bytes, but for ease of discus-
sion “packets” may be used in the description herein as it
relates to virtualization.

[0301] By way of example, a window(or buffer) virtual-
ization performedby the flow controller 220 is described. In
this example, the source node 102 andthe destination node
106 are configured similar to conventional end nodes having
a limited buffer capacity of 16 k bytes, which equals approxi-
mately 10 packets of data. Typically, an end node 102, 106
must wait until the packet is transmitted and confirmation is
received before a next group ofpackets can be transmitted. In
one embodiment, using increased buffer capacity in the flow
control modules 220, when the source node 103 transmitsits
data packets, the first flow control module 220 receives the
packets, stores it in its larger capacity buffer, e.g., 512 packet
capacity, and immediately sends back an acknowledgement
signal indicating receipt ofthe packets (“REC-ACK”’) back to
the source node 102. The source node 102 can then “flush”its

current buffer, load the buffer with 10 new data packets, and
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transmit those onto thefirst flow control module 220. Again,
the first flow control module 220 transmits a REC-ACKsig-
nal back to the source node 102 and the source node 102

flushes its buffer and loads it with 10 more new packets for
transmission.

[0302] As the first flow control module 220 receives the
data packets from the source nodes, it loads up its buffer
accordingly. Whenit is ready the first flow control module
220 can begin transmitting the data packets to the second flow
control module 230, which also has an increased buffer size,
for example, to receive 512 packets. The secondflow control
module 220' receives the data packets and begins to transmit
10 packets at a time to the destination node 106. Each REC-
ACKreceived at the second flow control node 220 from the

destination node 106 results in 10 more packets being trans-
mittedto the destination node 106 untilall the data packets are
transferred. Hence, the present invention is able to increase
data transmission throughput between the source node
(sender) 102 and the destination node (receiver) 106 by taking
advantage of the larger buffer in the flow control modules
220, 220' between the devices.

[0303] It is noted that by “preacking” the transmission of
data as described previously, a sender (or source node 102) is
allowed to transmit more data than is possible without the
preacks, thus affecting a larger window size. For example,in
one embodiment this technique is effective when the flow
control module 220, 220' is located “near”anode(e.g., source
node 102 or destination node 106)that lacks large windows.

Recongestion

[0304] Another technique or algorithm ofthe flow control-
ler 220 is referred to as recongestion. The standard TCP
congestion avoidance algorithms are known to perform
poorly in the face of certain network conditions, including:
large RTTs (roundtrip times), high packet loss rates, and
others. When the appliance 200 detects a congestion condi-
tion such as long roundtrip times or high packet loss, the
appliance 200 intervenes, substituting an alternate congestion
avoidance algorithm that better suits the particular network
condition. In one embodiment, the recongestion algorithm
uses preacks to effectively terminate the connection between
the sender andthe receiver. The appliance 200 then resends
the packets from itself to the receiver, using a different con-
gestion avoidance algorithm. Recongestion algorithms may
be dependent on the characteristics of the TCP connection.
The appliance 200 monitors each TCP connection, character-
izing it with respect to the different dimensions, selecting a
recongestion algorithm that is appropriate for the current
characterization.

[0305] In one embodiment, upon detecting a TCP connec-
tion that is limited by roundtrip times (RTT), a recongestion
algorithm is applied which behaves as multiple TCP connec-
tions. Each TCP connection operates within its own perfor-
mance limit but the aggregate bandwidth achieves a higher
performance level. One parameter in this mechanism is the
numberofparallel connectionsthat are applied (N). Too large
a value ofN and the connection bundle achieves more than its
fair share of bandwidth. Too small a value of N and the
connection bundle achieves less than its fair share of band-

width. One method ofestablishing “N”relies on the appliance
200 monitoring the packet loss rate, RTT, and packet size of
the actual connection. These numbersare plugged into a TCP
response curve formula to provide an upper limit on the
performance of a single TCP connection in the present con-
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figuration. Ifeach connection within the connection bundleis
achieving substantially the same performance as that com-
puted to be the upper limit, then additional parallel connec-
tions are applied. If the current bundle is achieving less per-
formance than the upper limit, the number of parallel
connections is reduced. In this manner, the overall fairness of

the system is maintained since individual connection bundles
contain no more parallelism than is required to eliminate the
restrictions imposedbythe protocolitself. Furthermore, each
individual connection retains TCP compliance.
[0306] Another method of establishing “N”is to utilize a
parallel flow control algorithm such as the TCP “Vegas”
algorithm or the TCP “Stabilized Vegas” algorithm. In this
method, the network information associated with the connec-
tions in the connection bundle (e.g., RTT, loss rate, average
packet size, etc.) is aggregated and applied to the alternate
flow control algorithm. The results of this algorithm are in
turn distributed among the connectionsofthe bundle control-
ling their number(i.e., N). Optionally, each connection within
the bundle continues using the standard TCP congestion
avoidance algorithm.
[0307] In another embodiment, the individual connections
within a parallel bundle are virtualized,1.e., actual individual
TCP connections are not established. Instead the congestion
avoidance algorithm is modified to behave as though there
were N parallel connections. This method has the advantage
of appearing to transiting network nodesas a single connec-
tion. Thus the QOS,security and other monitoring methods of
these nodes are unaffected by the recongestion algorithm. In
yet another embodiment, the individual connections within a
parallel bundle are real, i.e., a separate. TCP connection is
established for each of the parallel connections within a
bundle. The congestion avoidance algorithm for each TCP
connection need not be modified.

Retransmission

[0308] In some embodiments, the flow controller 220 may
apply a local retransmission technique. One reason for imple-
menting preacks is to prepare to transit to a high-loss link
(e.g., wireless). In these embodiments, the preacking appli-
ance 200 or flow control module 220 is located most benefi-

cially “before” the wireless link. This allows retransmissions
to be performed closer to the high loss link, removing the
retransmission burden from the remainder of the network.

The appliance 200 may provide local retransmission, in
which case, packets dropped due to failures of the link are
retransmitted directly by the appliance 200. This is advanta-
geous becauseit eliminates the retransmission burden upon
an end node, such as server 106, and infrastructure of any of
the networks 104. With appliance 200 providing localretrans-
missions, the dropped packet can be retransmitted across the
high loss link without necessitating a retransmit by an end
node and a corresponding decreasein therate of data trans-
mission from the end node.

[0309] Another reason for implementing preacksis to avoid
a receive time out (RTO)penalty. In standard TCPthere are
many situations that result in an RTO, even though a large
percentageofthe packets in flight were successfully received.
With standard TCP algorithms, dropping more than one
packet within an RTT window would likely result in a tim-
eout. Additionally, most TCP connections experience a tim-
eout if a retransmitted packet is dropped. In a network with a
high bandwidth delay product, even a relatively small packet
loss rate will cause frequent Retransmission timeouts
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(RTOs). In one embodiment, the appliance 200 usesa retrans-
mit and timeout algorithm is avoid premature RTOs. The
appliance 200 or flow controller 220 maintains a count of
retransmissions is maintained on a per-packet basis. Each
time that a packet is retransmitted, the count is incremented
by one and the appliance 200 continuesto transmit packets. In
some embodiments, only if a packet has been retransmitted a
predetermined numberof times is an RTO declared.

Wavefront Detection and Disambiguation

[0310] In some embodiments, the appliance 200 or flow
controller 220 uses wavefront detection and disambiguation
techniques in managing and controlling flow ofnetwork traf-
fic. In this technique, the flow controller 220 uses transmit
identifiers or numbers to determine whether particular data
packets need to be retransmitted. By way ofexample, a sender
transmits data packets over a network, where each instance of
a transmitted data packet is associated with a transmit num-
ber. It can be appreciated thatthe transmit numberfor a packet
is not the same as the packet’s sequence number, since a
sequence numberreferences the data in the packet while the
transmit number references an instance of a transmission of

that data. The transmit numbercan be any information usable
for this purpose, including a timestamp associated with a
packet or simply an increasing number(similar to a sequence
numberor a packet number). Because a data segment may be
retransmitted, different transmit numbers may be associated
with a particular sequence number.
[0311] As the sender transmits data packets, the sender
maintains a data structure of acknowledgedinstancesofdata
packet transmissions. Each instance of a data packet trans-
mission is referenced by its sequence number and transmit
number. By maintaining a transmit numberfor each packet,
the sender retains the ordering of the transmission of data
packets. When the sender receives an ACK or a SACK,the
sender determines the highest transmit numberassociated
with packets that the receiver indicated has arrived (in the
received acknowledgement). Any outstanding unacknowl-
edged packets with lower transmit numbers are presumed
lost.

[0312] In some embodiments, the sender is presented with
an ambiguous situation when the arriving packet has been
retransmitted: a standard ACK/SACK does not contain

enough information to allow the sender to determine which
transmission ofthe arriving packethas triggered the acknowl-
edgement. After receiving an ambiguous acknowledgement,
therefore, the sender disambiguates the acknowledgementto
associate it with a transmit number. In various embodiments,
one or a combination of several techniques may be used to
resolve this ambiguity.
[0313] Inone embodiment,the senderincludesan identifier
with a transmitted data packet, and the receiver returns that
identifier or a function thereof with the acknowledgement.
The identifier may be a timestamp(e.g., a TCP timestampas
described in RFC 1323), a sequential number, or any other
information that can be used to resolve between two or more

instances of a packet’s transmission. In an embodiment in
which the TCP timestamp option is used to disambiguate the
acknowledgement, each packet is tagged with up to 32-bits of
unique information. Upon receipt of the data packet, the
receiver echoes this unique information back to the sender
with the acknowledgement. The senderensuresthattheorigi-
nally sent packet and its retransmitted version or versions
contain different values for the timestamp option, allowing it
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to unambiguously eliminate the ACK ambiguity. The sender
may maintain this unique information, for example, in the
data structure in whichit stores the status of sent data packets.
This technique is advantageous because it complies with
industry standards and is thuslikely to encounterlittle or no
interoperability issues. However, this technique may require
ten bytes of TCP header space in some implementations,
reducing the effective throughput rate on the network and
reducing space available for other TCP options.
[0314] In another embodiment, another field in the packet,
such as the IP ID field, is used to disambiguate in a way
similar to the TCP timestamp option described above. The
sender arranges for the ID field valuesofthe original and the
retransmitted version or versions ofthe packet to have differ-
ent ID fields in the IP header. Upon reception of the data
packetat the receiver, or a proxy device thereof, the receiver
sets the ID field ofthe ACKpackettoa function ofthe ID field
of the packetthat triggers the ACK. This method is advanta-
geous, as it requires no additional data to be sent, preserving
the efficiency of the network and TCP header space. The
function chosen should provide a high degree of likelihood of
providing disambiguation. In a preferred embodiment, the
sender selects IP ID values with the mostsignificant bit set to
0. When the receiver responds, the IP ID valueis set to the
same IP ID value with the mostsignificantbit set to a one.
[0315] In another embodiment, the transmit numbers asso-
ciated with non-ambiguous acknowledgements are used to
disambiguate an ambiguous acknowledgement. This tech-
nique is based on the principle that acknowledgements for
two packets will tend to be received closer in time as the
packets are transmitted closer in time. Packets that are not
retransmitted will not result in ambiguity, as the acknowl-
edgements received for such packets can be readily associ-
ated with a transmit number. Therefore, these known transmit
numbers are compared to the possible transmit numbers for
an ambiguous acknowledgementreceived near in time to the
known acknowledgement. The sender comparesthe transmit
numbersofthe ambiguous acknowledgementagainst the last
knownreceived transmit number, selecting the one closest to
the known received transmit number. For example, if an
acknowledgement for data packet 1 is received and the last
received acknowledgement wasfor data packet 5, the sender
resolves the ambiguity by assumingthatthe third instance of
data packet 1 caused the acknowledgement.

Selective Acknowledgements

[0316] Another technique of the appliance 200 or flow con-
troller 220 is to implement an embodimentoftransport con-
trol protocol selective acknowledgements, or TCP SACK,to
determine what packets have or have not been received. This
technique allows the sender to determine unambiguously a
list ofpackets that have been received by the receiveras well
as an accurate list of packets not received. This functionality
may be implemented by modifying the sender and/or
receiver, or by inserting sender- and receiver-side flow control
modules 220 in the network path between the sender and
receiver. In reference to FIG. 1A or FIG. 1B, a sender, e.g.,
client 102, is configured to transmit data packets to the
receiver, e.g., server 106, over the network 104. In response,
the receiver returns a TCP SelectiveAcknowledgmentoption,
referred to as SACKpacketto the sender. In one embodiment,
the communicationis bi-directional, although only one direc-
tion of communication is discussed here for simplicity. The
receiver maintainsa list, or other suitable data structure, that
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contains a group of ranges of sequence numbers for data
packets that the receiver has actually received. In some
embodiments, the list is sorted by sequence number in an
ascending or descending order. The receiver also maintains a
left-off pointer, which comprises a reference into thelist and
indicates the left-off point from the previously generated
SACKpacket.
[0317] Upon reception of a data packet, the receiver gener-
ates and transmits a SACK packet backto the sender. In some
embodiments, the SACK packet includes a numberoffields,
each of which can hold a range of sequence numbers to
indicate a set of received data packets. The receiverfills this
first field of the SACK packet with a range of sequence
numbers that includes the landing packet that triggered the
SACKpacket. The remaining available SACKfieldsarefilled
with ranges of sequence numbers from the list of received
packets. As there are more rangesin thelist than can be loaded
into the SACK packet, the receiveruses the left-offpointer to
determine which ranges are loaded into the SACK packet.
Thereceiver inserts the SACK ranges consecutively from the
sorted list, starting from the range referenced by the pointer
and continuing downthelist until the available SACK range
space in the TCP header of the SACK packet is consumed.
The receiver wraps aroundto thestart of the list if it reaches
the end. In some embodiments, twoorthree additional SACK
ranges can be added to the SACK range information.

[0318] Once the receiver generates the SACK packet, the
receiver sends the acknowledgementback to the sender. The
receiver then advances the left-off pointer by one or more
SACKrange entries in the list. If the receiver inserts four
SACK ranges, for example, the left-off pointer may be
advanced two SACKrangesin the list. When the advanced
left-offpointer reaches at the end ofthelist, the pointeris reset
to thestart ofthe list, effectively wrapping aroundthelist of
knownreceived ranges. Wrapping aroundthelist enables the
system to perform well, even in the presenceoflarge losses of
SACKpackets, since the SACK information that is not com-
municated due to a lost SACK packet will eventually be
communicated oncethe list is wrapped around.

[0319] Itcan be appreciated, therefore, that a SACK packet
may communicate several details about the condition of the
receiver. First, the SACK packetindicates that, upon genera-
tion of the SACK packet, the receiver hadjust received a data
packetthat is within the first field of the SACK information.
Secondly, the second and subsequent fields of the SACK
information indicate that the receiver has received the data

packets within those ranges. The SACK information also
implies that the receiver had not, at the time of the SACK
packet’s generation, received any of the data packetsthatfall
between the second and subsequentfields of the SACKinfor-
mation. In essence, the ranges between the second and sub-
sequent ranges in the SACK information are “holes” in the
received data, the data therein known notto have been deliv-
ered. Using this method, therefore, when a SACK packet has
sufficient space to include more than two SACKranges, the
receiver may indicate to the sender a range ofdata packetsthat
have not yet been received by the receiver.

[0320] In another embodiment, the sender uses the SACK
packet described above in combination with the retransmit
technique described above to make assumptions about which
data packets have been delivered to the receiver. For example,
whenthe retransmit algorithm (using the transmit numbers)
declares a packet lost, the sender considers the packet to be
only conditionally lost, as it is possible that the SACK packet
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identifying the reception ofthis packet waslost rather than the
data packetitself The sender thus adds this packetto a list of
potentially lost packets, called the presumedlost list. Each
time a SACK packet arrives, the known missing ranges of
data from the SACK packet are comparedto the packets in the
presumed lost list. Packets that contain data known to be
missing are declared actually lost and are subsequently
retransmitted. In this way, the two schemes are combined to
give the sender better information about which packets have
been lost and needto be retransmitted.

Transaction Boundary Detection

[0321] In some embodiments, the appliance 200 or flow
controller 220 applies a technique referred to as transaction
boundary detection. In one embodiment, the technique per-
tains to ping-pong behaved connections. At the TCP layer,
ping-pong behavior is when one communicant—a sender—
sends data and then waits for a response from the other com-
municant—the receiver. Examples of ping-pong behavior
include remote procedure call, HTTP and others. The algo-
rithms described above use retransmission timeout (RTO) to
recover from the dropping ofthe last packet or packets asso-
ciated with the transaction. Since the TCP RTO mechanism is

extremely coarse in some embodiments, for example requir-
ing a minimum onesecondvaluein all cases), poor applica-
tion behavior may be seen inthese situations.
[0322] In one embodiment, the sender of data or a flow
control module 220 coupled to the sender detects a transac-
tion boundary in the data being sent. Upon detecting a trans-
action boundary, the sender or a flow control module 220
sends additional packets, whose reception generates addi-
tional ACK or SACKresponsesfrom the receiver. Insertion of
the additional packets is preferably limited to balance
between improved application response time and network
capacity utilization. The numberofadditional packets that is
inserted may be selected according to the current loss rate
associated with that connection, with more packets selected
for connections having, a higherlossrate.
[0323] One method of detecting a transaction boundary is
time based. If the sender has been sending data and ceases,
then after a period of time the senderor flow control module
200 declares a transaction boundary. This may be combined
with other techniques. For example, the setting of the PSH
(TCP Push) bit by the sender in the TCP header mayindicate
a transaction boundary. Accordingly, combining the time-
based approach with these additional heuristics can provide
for more accurate detection of a transaction boundary. In
another technique, if the sender or flow control module 220
understands the application protocol, it can parse the protocol
data stream anddirectly determine transaction boundaries. In
some embodiments,this last behavior can be used indepen-
dent of any time-based mechanism.
[0324] Responsive to detecting a transaction boundary, the
sender or flow control module 220 transmits additional data

packets to the receiver to cause acknowledgements there-
from. The additional data packets should therefore be such
that the receiver will at least generate an ACK or SACK in
responseto receiving the data packet. In one embodiment, the
last packet or packets of the transaction are simply retrans-
mitted. This has the added benefit of retransmitting needed
data if the last packet or packets had been dropped, as com-
pared to merely sending dummy data packets. In another
embodiment, fractions of the last packet or packets are sent,
allowing the sender to disambiguate the arrival ofthese pack-
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ets from their original packets. This allows the receiver to
avoid falsely confusing any reordering adaptation algorithms.
In another embodiment, any of a number of well-known
forward error correction techniques can be used to generate
additional data for the inserted packets, allowing for the
reconstruction of dropped or otherwise missing data at the
receiver.

[0325] Insome embodiments, the boundary detection tech-
nique described herein helps to avoid a timeout when the
acknowledgements for the last data packets in a transaction
are dropped. When the sender or flow control module 220
receives the acknowledgements for these additional data
packets, the sender can determine from these additional
acknowledgements whether the last data packets have been
received or need to be retransmitted, thus avoiding a timeout.
In one embodiment, ifthe last packets have been received but
their acknowledgements were dropped, a flow control mod-
ule 220 generates an acknowledgementfor the data packets
and sends the acknowledgementto the sender, thus commu-
nicating to the senderthat the data packets have been deliv-
ered. In another embodiment,ifthe last packets have not been
received, a flow control module 200 sends a packet to the
sender to cause the sender to retransmit the dropped data
packets.

Repacketization

[0326] In yet another embodiment, the appliance 200 or
flow controller 220 applies a repacketization technique for
improving the flow oftransport layer networktraffic. In some
embodiments, performance of TCP is proportional to packet
size. Thus increasing packet sizes improves performance
unless it causes substantially increased packet loss rates or
other nonlinear effects, like IP fragmentation. In general,
wired media (such as copperorfibre optics) have extremely
low bit-error rates, low enough that these can be ignored. For
these media, it is advantageous for the packet size to be the
maximum possible before fragmentation occurs (the maxi-
mum packet size is limited by the protocols of the underlying
transmission media). Whereas for transmission media with
higher loss rates (e.g., wireless technologies such as WiFi,
etc., or high-loss environments such as power-line network-
ing, etc.), increasing the packet size may lead to lowertrans-
mission rates, as media-inducederrors cause an entire packet
to be dropped(i.e., media-inducederrors beyondthe capabil-
ity of the standard error correcting code for that media),
increasing the packetloss rate. A sufficiently large increase in
the packet loss rate will actually negate any performance
benefit of increasing packet size. In some cases, it may be
difficult for a TCP endpoint to choose an optimal packet size.
For example, the optimal packet size may vary across the
transmission path, depending on the nature of each link.

[0327] By inserting an appliance 200 or flow control mod-
ule 220 into the transmission path, the flow controller 220
monitors characteristics of the link and repacketizes accord-
ing to determinedlink characteristics. In one embodiment, an
appliance 200 or flow controller 220 repacketizes packets
with sequential data into a smaller numberoflarger packets.
In another embodiment, an appliance 200 or flow controller
220 repacketizes packets by breaking part a sequenceoflarge
packets into a larger number of smaller packets. In other
embodiments, an appliance 200 or flow controller 220 moni-
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tors the link characteristics and adjusts the packet sizes
through recombination to improve throughput.

Qos

[0328] Still referring to FIG. 2A,the flow controller 220, in
some embodiments, may include a QoS Engine 236, also
referred to as a QoS controller. In another embodiment, the
appliance 200 and/or network optimization engine 250
includes the QoSengine 236, for example, separately but in
communication with the flow controller 220. The QoS Engine
236 includesany logic, business rules, function or operations
for performing one or more Quality of Service (QoS)tech-
niques improving the performance, operation or quality of
service of any of the network connections. In some embodi-
ments, the QoS engine 236 includes networktraffic control
and management mechanismsthatprovide differentpriorities
to different users, applications, data flows or connections. In
other embodiments, the QoS engine 236 controls, maintains,
or assuresa certain level ofperformanceto a user, application,
data flow or connection. In one embodiment, the QoS engine
236 controls, maintains or assures a certain portion of band-
width or network capacity for a user, application, data flow or
connection. In some embodiments, the QoS engine 236 moni-
tors the achieved level of performance or the quality ofser-
vice corresponding to a user, application, data flow or con-
nection, for example, the data rate and delay. In response to
monitoring, the QoS engine 236 dynamically controls or
adjusts scheduling priorities of network packets to achieve
the desired level of performance or quality of service.

[0329] In some embodiments, the QoS engine 236 priori-
tizes, schedules and transmits network packets according to
one or more classes or levels of services. In some embodi-

ments,the class or level service may include: 1) best efforts,
2) controlled load, 3) guaranteed or 4) qualitative. For a best
efforts class of service, the appliance 200 makes reasonable
effort to deliver packets (a standard service level). For a
controlled load class of service, the appliance 200 or QoS
engine 236 approximates the standard packet error loss of the
transmission medium or approximates the behaviorofbest-
effort service in lightly loaded network conditions. For a
guaranteedclass of service, the appliance 200 or QoS engine
236 guaranteesthe ability to transmit data at a determined rate
for the duration of the connection. For a qualitative class of
service, the appliance 200 or QoS engine 236 the qualitative
service class is used for applications, users, data flows or
connectionthat requireor desire prioritized traffic but cannot
quantify resource needsor level of service. In these cases, the
appliance 200 or QoS engine 236 determines the class of
service or prioritization based on anylogic or configuration of
the QoS engine 236 or based on businessrules orpolicies. For
example, in one embodiment, the QoS engine 236 prioritizes,
schedules and transmits network packets according to one or
morepolicies as specified by the policy engine 295, 295'.

Protocol Acceleration

[0330] The protocol accelerator 234 includes any logic,
businessrules, function or operations for optimizing, accel-
erating, or otherwise improving the performance, operation
or quality of service ofone or moreprotocols. In one embodi-
ment, the protocol accelerator 234 accelerates any application
layer protocolor protocols at layers 5-7 of the network stack.
In other embodiments, the protocol accelerator 234 acceler-
ates a transport layer or a layer 4 protocol. In one embodi-
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ment, the protocol accelerator 234 accelerates layer 2 or layer
3 protocols. In some embodiments, the protocol accelerator
234 is configured, constructed or designed to optimize or
accelerate each ofone or more protocols accordingto the type
of data, characteristics and/or behavior of the protocol. In
another embodiment, the protocol accelerator 234 is config-
ured, constructed or designed to improve a user experience,
response times, network or computer load, and/or network or
bandwidth utilization with respect to a protocol.
[0331] In one embodiment, the protocol accelerator 234 is
configured, constructed or designed to minimize the effect of
WANlatency on file system access. In some embodiments,
the protocol accelerator 234 optimizes or accelerates the use
of the CIFS (Common Internet File System) protocol to
improvefile system access times or access times to data and
files. In some embodiments, the protocol accelerator 234
optimizes or accelerates the use of the NFS (Network File
System) protocol. In another embodiment, the protocol accel-
erator 234 optimizesor accelerates the use ofthe File Transfer
protocol (FTP).
[0332] In one embodiment, the protocol accelerator 234 is
configured, constructed or designed to optimize or accelerate
a protocol carrying as a payload or using any type and form of
markup language. In other embodiments, the protocol accel-
erator 234 is configured, constructed or designed to optimize
or accelerate a HyperText Transfer Protocol (HTTP). In
another embodiment, the protocol accelerator 234 is config-
ured, constructed or designed to optimize or accelerate a
protocol carrying as a payload or otherwise using XML (eX-
tensible Markup Language).

Transparency and Multiple Deployment Configurations

[0333] In some embodiments, the appliance 200 and/or
network optimization engine 250 is transparent to any data
flowing across a network connection or link, such as a WAN
link. In one embodiment, the appliance 200 and/or network
optimization engine 250 operates in such a mannerthat the
data flow across the WAN is recognizable by any network
monitoring, QOS managementor network analysis tools. In
some embodiments, the appliance 200 and/or network opti-
mization engine 250 does not create any tunnels or streams
for transmitting data that may hide, obscure or otherwise
make the network traffic not transparent. In other embodi-
ments, the appliance 200 operates transparently in that the
appliance does not change anyofthe source and/or destina-
tion address information or port information of a network
packet, such as internet protocol addresses or port numbers.
In other embodiments, the appliance 200 and/or network
optimization engine 250 is considered to operate or behave
transparently to the network, an application, client, server or
other appliances or computing device in the network infra-
structure. That is, in some embodiments, the appliance is
transparent in that network related configuration of any
device or appliance on the network does not need to be modi-
fied to support the appliance 200.
[0334] The appliance 200 may be deployed in any of the
following deploymentconfigurations: 1) in-lineoftraffic, 2)
in proxy mode, or 3) in a virtual in-line mode. In some
embodiments, the appliance 200 may be deployed inline to
one or more of the following: a router, a client, a server or
another network device or appliance. In other embodiments,
the appliance 200 may be deployedin parallel to one or more
ofthe following:a router, a client, a server or another network
device or appliance.In parallel deployments,a client, server,
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router or other network appliance may be configured to for-
ward,transfer or transit networksto or via the appliance 200.

[0335] In the embodimentofin-line, the appliance 200 is
deployed inline with a WANlink of a router. In this way, all
traffic from the WAN passes through the appliance before
arriving at a destination of a LAN.

[0336] Inthe embodiment of a proxy mode, the appliance
200 is deployed as a proxy device between a client and a
server. In some embodiments, the appliance 200 allowscli-
ents to make indirect connections to a resource on a network.

For example, a client connects to a resourcevia the appliance
200, and the appliance provides the resource either by con-
necting to the resource,a different resource, or by serving the
resource from a cache. In somecases, the appliance mayalter
the client’s request or the server’s response for various pur-
poses, such as for any of the optimization techniques dis-
cussed herein. In one embodiment, the client 102 send
requests addressed to the proxy. In one case, the proxy
respondsto the client in place ofor acting as a server 106. In
other embodiments, the appliance 200 behavesas a transpar-
ent proxy, by intercepting and forwarding requests and
responses transparently to a client and/or server. Without
client-side configuration, the appliance 200 mayredirectcli-
ent requests to different servers or networks. In some embodi-
ments, the appliance 200 may perform any type and form of
network address translation, referred to as NAT, on anynet-
worktraffic traversing the appliance.

[0337] In some embodiments, the appliance 200 is
deployed in a virtual in-line mode configuration. In this
embodiment, a router or a network device with routing or
switching functionality is configured to forward, reroute or
otherwise provide network packets destined to a network to
the appliance 200. The appliance 200 then performs any
desired processing on the network packets, such as any of the
WAN optimization techniques discussed herein. Upon
completion of processing, the appliance 200 forwards the
processed network packet to the router to transmit to the
destination on the network.In this way, the appliance 200 can
be coupled to the routerin parallel butstill operateasit if the
appliance 200 were inline. This deployment modealso pro-
vides transparency in that the source and destination
addresses and port information are preservedas the packetis
processed and transmitted via the appliance through the net-
work.

End Node Deployment

[0338] Although the network optimization engine 250 is
generally described above in conjunction with an appliance
200, the network optimization engine 250, or any portion
thereof, may be deployed, distributed or otherwise operated
on any end node, such as a client 102 and/or server 106. As
such, a client or server may provide any of the systems and
methods of the network optimization engine 250 described
herein in conjunction with one or more appliances 200 or
without an appliance 200.

[0339] Referring now to FIG. 2B, an example embodiment
of the network optimization engine 250 deployed on one or
more end nodesis depicted. In brief overview,the client 102
may include a first network optimization engine 250' and the
server 106 may include a second network optimization engine
250". The client 102 and server 106 mayestablish a transport
layer connection and exchange communications with or with-
out traversing an appliance 200.
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[0340] In one embodiment, the network optimization
engine 250' of the client 102 performs the techniques
described herein to optimize, accelerate or otherwise improve
the performance, operation or quality of service of network
traffic communicated with the server 106. In another embodi-

ment, the network optimization engine 250"ofthe server 106
performs the techniques described herein to optimize, accel-
erate or otherwise improve the performance, operation or
quality of service of network traffic communicated with the
client 102. In some embodiments, the network optimization
engine 250' of the client 102 and the network optimization
engine 250" of the server 106 perform the techniques
described herein to optimize, accelerate or otherwise improve
the performance, operation or quality of service of network
traffic communicated between the client 102 and the server

106. In yet another embodiment, the network optimization
engine 250' of the client 102 performs the techniques
described herein in conjunction with an appliance 200 to
optimize, accelerate or otherwise improve the performance,
operation or quality of service of network traffic communi-
cated with the client 102. In still another embodiment, the
network optimization engine 250"ofthe server 106 performs
the techniques described herein in conjunction with an appli-
ance 200 to optimize, accelerate or otherwise improve the
performance, operation or quality of service of networktraf-
fic communicated with the server 106.

C. Client Agent

[0341] As illustrated in FIGS. 2A and 2B, a client deployed
in the system or with an appliance 200 or 205 mayinclude a
client agent 120. In one embodiment, the client agent 120 is
used to facilitate communications with one or more appli-
ances 200 or 205. In some embodiments, any of the systems
and methods of the appliance 200 or 205 described herein
may be deployed, implemented or embodiedin a client, such
as via a client agent 120. In other embodiments, the client
agent 120 mayinclude applications, programs,or agents pro-
viding additional functionality such as end point detection
and authorization, virtual private network connectivity, and
application streaming. Prior to discussing other embodiments
of systems and methodsof the appliance 200, embodiments
of the client agent 120 will be described.

[0342] Referring now to FIG. 3, an embodimentofa client
agent 120 is depicted. The client 102 has a client agent 120 for
establishing, exchanging, managing or controlling commu-
nications with the appliance 200, appliance 205 and/or server
106 viaa network 104. In some embodiments, the client agent
120, which mayalso be referred to as a WANclient, acceler-
ates WAN network communications and/or is used to com-

municate via appliance 200 on a network.In brief overview,
the client 102 operates on computing device 100 having an
operating system with a kernel mode 302 and a user mode
303, and a network stack 267 with one or morelayers 310a-
310. The client 102 mayhaveinstalled and/or execute one or
moreapplications. In some embodiments, one or moreappli-
cations may communicate via the network stack 267 to a
network 104. One of the applications, such as a web browser,
mayalso include a first program 322. For example, the first
program 322 may be used in some embodimentsto install
and/or execute the client agent 120, or any portion thereofThe
client agent 120 includes an interception mechanism,or inter-
ceptor 350, for intercepting network communications from
the network stack 267 from the one or more applications.
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[0343] As with the appliance 200, the client has a network
stack 267 including any type and form of software, hardware,
or any combinations thereof, for providing connectivity to
and communications with a network 104. The network stack

267 of the client 102 includes any of the network stack
embodiments described above in conjunction with the appli-
ance 200. In some embodiments, the client agent 120, or any
portionthereof, is designed and constructed to operate with or
work in conjunction with the network stack 267 installed or
otherwise provided by the operating system ofthe client 102.

[0344] In further details, the network stack 267 ofthe client
102 or appliance 200 (or 205) may include any type and form
of interfaces for receiving, obtaining, providing or otherwise
accessing, any information and data related to network com-
munications of the client 102. In one embodiment, an inter-
face to the network stack 267 includes an application pro-
gramming interface (API). The interface may also have any
function call, hooking orfiltering mechanism, eventorcall
back mechanism,or any type of interfacing technique. The
network stack 267 via the interface may receive or provide
any type and form ofdata structure, such as an object, related
to functionality or operation of the network stack 267. For
example, the data structure may include information and data
related to a network packet or one or more network packets. In
some embodiments, the data structure includes, references or
identifies a portion of the network packet processed at a
protocol layer of the network stack 267, such as a network
packet of the transport layer. In some embodiments, the data
structure 325 is a kernel-level data structure, while in other
embodiments, the data structure 325 is a user-mode data
structure. A kernel-level data structure may havea datastruc-
ture obtainedorrelated to a portion of the network stack 267
operating in kernel-mode 302, or a network driver or other
software running in kernel-mode 302, or any data structure
obtained or received by a service, process, task, thread or
other executable instructions running or operating in kernel-
modeof the operating system.

[0345] Additionally, some portions of the network stack
267 may executeor operate in kernel-mode 302, for example,
the data link or network layer, while other portions execute or
operate in user-mode 303, such as an application layer of the
network stack 267. For example, a first portion 310a of the
network stack may provide user-mode accessto the network
stack 267 to an application while a secondportion 310aofthe
network stack 267 provides access to a network. In some
embodiments, a first portion 310a of the network stack has
one or more upperlayers of the network stack 267, such as
any of layers 5-7. In other embodiments, a second portion
3106 of the network stack 267 includes one or more lower

layers, such as any oflayers 1-4. Each ofthefirst portion 310a
and second portion 3106 of the network stack 267 may
include any portion of the network stack 267, at any one or
more networklayers, in user-mode 303, kernel-mode, 302, or
combinations thereof, or at any portion of a network layer or
interface point to a networklayeror anyportionofor interface
point to the user-mode 302 and kernel-mode 203.

[0346] The interceptor 350 may include software, hard-
ware, or any combination of software and hardware. In one
embodiment, the interceptor 350 intercepts or otherwise
receives anetwork communicationat any pointin the network
stack 267, and redirects or transmits the network communi-
cation to a destination desired, managedor controlled by the
interceptor 350 or client agent 120. For example, the inter-
ceptor 350 may intercept a network communication of a
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network stack 267 ofa first network and transmit the network

communication to the appliance 200 for transmission on a
second network 104. In some embodiments, the interceptor
350 includes or is a driver, such as a network driver con-
structed and designedto interface and work with the network
stack 267. In some embodiments, the client agent 120 and/or
interceptor 350 operates at one or morelayers ofthe network
stack 267, such as at the transport layer. In one embodiment,
the interceptor 350 includesa filter driver, hooking mecha-
nism, or any form and type of suitable network driverinter-
face that interfaces to the transport layer of the network stack,
such as via the transport driver interface (TDI). In some
embodiments, the interceptor 350 interfacestoafirst protocol
layer, such as the transport layer and another protocol layer,
such as any layer above the transport protocol layer, for
example, an application protocol layer. In one embodiment,
the interceptor 350 includes a driver complying with the
Network Driver Interface Specification (NDIS), or a NDIS
driver. In another embodiment, the interceptor 350 may be a
min-filter or a mini-port driver. In one embodiment, the inter-
ceptor 350, or portion thereof, operates in kernel-mode 202.
In another embodiment, the interceptor 350, or portion
thereof, operates in user-mode 203. In some embodiments, a
portion of the interceptor 350 operates in kernel-mode 202
while another portion ofthe interceptor 350 operatesin user-
mode 203. In other embodiments, the client agent 120 oper-
ates in user-mode 203 but interfaces via the interceptor 350 to
a kernel-modedriver, process, service, task or portion of the
operating system, such as to obtain a kernel-level data struc-
ture 225. In further embodiments, the interceptor 350 is a
user-modeapplication or program, such as application.

[0347] In one embodiment, the interceptor 350 intercepts
or receives any transport layer connection requests. In these
embodiments, the interceptor 350 executes transport layer
application programminginterface (API) calls to set the des-
tination information, such as destination IP address and/or
port to a desired location for the location. In this manner, the
interceptor 350 intercepts and redirects the transport layer
connection to an IP address and port controlled or managed
by the interceptor 350 or client agent 120. In one embodi-
ment, the interceptor 350 sets the destination information for
the connection to a local IP address andport ofthe client 102
on which the client agent 120 is listening. For example, the
client agent 120 may comprise a proxyservicelistening ona
local IP address and port for redirected transport layer com-
munications. In some embodiments,the client agent 120 then
communicates the redirected transport layer communication
to the appliance 200.

[0348] In some embodiments, the interceptor 350 inter-
cepts a Domain NameService (DNS) request. In one embodi-
ment, the client agent 120 and/or interceptor 350 resolves the
DNSrequest. In another embodiment, the interceptor trans-
mits the intercepted DNS request to the appliance 200 for
DNS resolution. In one embodiment, the appliance 200
resolves the DNS request and communicates the DNS
response to the client agent 120. In some embodiments, the
appliance 200 resolves the DNS requestvia another appliance
200' or a DNSserver 106.

[0349] Inyet another embodiment,the client agent 120 may
include two agents 120 and 120". In one embodiment,a first
agent 120 mayinclude an interceptor 350 operating at the
network layer of the network stack 267. In some embodi-
ments, the first agent 120 intercepts network layer requests
such as Internet Control Message Protocol (ICMP) requests
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(e.g., ping and traceroute). In other embodiments, the second
agent 120' may operate at the transport layer and intercept
transport layer communications. In some embodiments, the
first agent 120 intercepts communicationsat one layerof the
network stack 210 and interfaces with or communicates the

intercepted communication to the second agent 120".

[0350] The client agent 120 and/or interceptor 350 may
operate at or interface with a protocol layer in a manner
transparent to any other protocol layer of the network stack
267. For example, in one embodiment, the interceptor 350
operates or interfaces with the transport layer of the network
stack 267 transparently to any protocol layer below the trans-
port layer, such as the network layer, and any protocol layer
above the transport layer, such as the session, presentation or
application layer protocols. This allows the other protocol
layers of the network stack 267 to operate as desired and
without modification for using the interceptor 350. As such,
the client agent 120 and/or interceptor 350 interfaces with or
operates at the level ofthe transport layer to secure, optimize,
accelerate, route or load-balance any communications pro-
vided via any protocol carried by the transport layer, such as
any application layer protocol over TCP/IP.

[0351] Furthermore, the client agent 120 and/or interceptor
350 mayoperateat or interface with the network stack 267 in
a mannertransparent to any application, a user of the client
102, the client 102 and/or any other computing device 100,
such as a server or appliance 200, 206, in communications
with the client 102. The client agent 120, or any portion
thereof, may beinstalled and/or executed on the client 102 in
a manner without modification of an application. In one
embodiment, the client agent 120, or any portion thereof, is
installed and/or executed in a mannertransparent to anynet-
work configuration of the client 102, appliance 200, 205 or
server 106. In some embodiments, the client agent 120, or any
portionthereof, is installed and/or executed with modification
to any network configuration ofthe client 102, appliance 200,
205 or server 106. In one embodiment, the user ofthe client
102 or a computing device in communications with theclient
102 are not aware of the existence, execution or operation of
the client agent 12, or any portion thereof. As such, in some
embodiments, the client agent 120 and/or interceptor 350 is
installed, executed, and/or operated transparently to an appli-
cation, user of the client 102, the client 102, another comput-
ing device, such as a server or appliance 200, 2005, or any of
the protocol layers above and/or below the protocol layer
interfaced to by the interceptor 350.

[0352] Theclient agent 120 includesa streaming client 306,
a collection agent 304, SSL VPN agent 308, a network opti-
mization engine 250, and/oracceleration program 302. In one
embodiment, the client agent 120 is an Independent Comput-
ing Architecture (ICA)client, or any portion thereof, devel-
oped by Citrix Systems, Inc. of Fort Lauderdale, Fla., and is
also referred to as an ICA client. In some embodiments, the
client agent 120 has an application streaming client 306 for
streaming an application from a server 106 to a client 102. In
another embodiment, the client agent 120 includesa collec-
tion agent 304 for performing end-point detection/scanning
and collecting end-point information for the appliance 200
and/or server 106. In some embodiments, the client agent 120
has one or more networkaccelerating or optimizing programs
or agents, such as a network optimization engine 250 and an
acceleration program 302. In one embodiment, the accelera-
tion program 302 accelerates communications between client
102 and server 106 via appliance 205'. In some embodiments,
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the network optimization engine 250 provides WANoptimi-
zation techniques as discussed herein.

[0353] The streaming client 306 is an application, program,
process, service, task or set of executable instructions for
receiving and executing a streamed application from a server
106. A server 106 may stream one or more application data
files to the streaming client 306 for playing, executing or
otherwise causing to be executed the application on the client
102. In some embodiments, the server 106 transmits a set of
compressed or packaged application datafiles to the stream-
ing client 306. In some embodiments, the plurality of appli-
cation files are compressed and stored onafile server within
an archive file such as a CAB, ZIP, SIT, TAR, JAR or other
archives. In one embodiment, the server 106 decompresses,
unpackages or unarchives the application files and transmits
the files to the client 102. In another embodiment, the client
102 decompresses, unpackagesor unarchivesthe application
files. The streaming client 306 dynamically installs the appli-
cation, or portion thereof, and executes the application. In one
embodiment, the streaming client 306 may be an executable
program. In some embodiments, the streaming client 306
maybe able to launch another executable program.

[0354] Thecollection agent 304is an application, program,
process, service, task or set of executable instructions for
identifying, obtaining and/or collecting information aboutthe
client 102. In some embodiments,the appliance 200 transmits
the collection agent 304 to the client 102 or client agent 120.
The collection agent 304 may be configured according to one
or more policies of the policy engine 236 of the appliance.In
other embodiments, the collection agent 304 transmits col-
lected information on the client 102 to the appliance 200. In
one embodiment, the policy engine 236 of the appliance 200
uses the collected information to determine and provide
access, authentication and authorization control of the cli-
ent’s connection to a network 104.

[0355] In one embodiment, the collection agent 304 is an
end-point detection and scanning program, which identifies
and determines oneor moreattributes or characteristics ofthe

client. For example, the collection agent 304 mayidentify and
determine any one or more of the following client-side
attributes: 1) the operating system an/or a version of an oper-
ating system, 2) a service pack of the operating system, 3) a
running service, 4) a running process, and 5) a file. The
collection agent 304 may also identify and determine the
presence or version ofany one or more ofthe following on the
client: 1) antivirus software, 2) personal firewall software, 3)
anti-spam software, and 4) internet security software. The
policy engine 236 may have one or morepolicies based on
any one or more ofthe attributes or characteristics ofthe client
or client-side attributes.

[0356] TheSSL VPNagent 308is an application, program,
process, service, task or set of executable instructions for
establishing a Secure Socket Layer (SSL)virtual private net-
work (VPN) connection from a first network 104 to a second
network 104’, 104", or aSSL VPN connection from a client
102 to a server 106. In one embodiment, the SSL VPN agent
308 establishes a SSL VPN connection from a public network
104 to a private network 104' or 104". In some embodiments,
the SSL VPN agent 308 works in conjunction with appliance
205 to provide the SSL VPN connection. In one embodiment,
the SSL VPN agent 308 establishes a first transport layer
connection with appliance 205. In some embodiments, the
appliance 205 establishes a secondtransport layer connection
with a server 106. In another embodiment, the SSL VPN
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agent 308 establishesa first transport layer connection with
an application on the client, and a second transport layer
connection with the appliance 205. In other embodiments, the
SSL VPNagent 308 works in conjunction with WANoptimi-
zation appliance 200 to provide SSL VPN connectivity.

[0357] In some embodiments, the acceleration program
302 is a client-side acceleration program for performing one
or more acceleration techniques to accelerate, enhance or
otherwise improve a client’s communications with and/or
access to a server 106, such as accessing an application pro-
vided by a server 106. The logic, functions, and/or operations
ofthe executableinstructions ofthe acceleration program302
may perform oneor moreofthe following acceleration tech-
niques: 1) multi-protocol compression, 2) transport control
protocol pooling, 3) transport control protocol multiplexing,
4) transport control protocol buffering, and 5) caching via a
cache manager. Additionally, the acceleration program 302
may perform encryption and/or decryption of any communi-
cations received and/or transmitted by the client 102. In some
embodiments, the acceleration program 302 performs one or
moreof the acceleration techniques in an integrated manner
or fashion. Additionally, the acceleration program 302 can
perform compression on any of the protocols, or multiple-
protocols, carried as a payload of a network packet of the
transport layer protocol.
[0358] Inone embodiment, the acceleration program 302 is
designed, constructed or configured to work with appliance
205 to provide LANside acceleration or to provide accelera-
tion techniques provided via appliance 205. For example, in
one embodimentof a NetScaler appliance 205 manufactured
by Citrix Systems, Inc., the acceleration program 302
includes a NetScaler client. In some embodiments, the accel-
eration program 302 provides NetScaler acceleration tech-
niques stand-alone in a remote device, such as in a branch
office. In other embodiments, the acceleration program 302
works in conjunction with one or more NetScaler appliances
205. In one embodiment, the acceleration program 302 pro-
vides LAN-side or LAN basedacceleration or optimization
of networktraffic.

[0359] In some embodiments, the network optimization
engine 250 may be designed, constructed or configured to
work with WAN optimization appliance 200. In other
embodiments, network optimization engine 250 may be
designed, constructed or configured to provide the WANopti-
mization techniques of appliance 200, with or without an
appliance 200. For example, in one embodiment of a WAN-
Scaler appliance 200 manufactured by Citrix Systems, Inc.
the network optimization engine 250 includes the WANscaler
client. In some embodiments, the network optimization
engine 250 provides WANScaler acceleration techniques
stand-alone in a remote location, such as a branch office. In
other embodiments, the network optimization engine 250
works in conjunction with one or more WANScaler appli-
ances 200.

[0360] In another embodiment, the network optimization
engine 250 includes the acceleration program 302, or the
function, operations and logic of the acceleration program
302. In some embodiments, the acceleration program 302
includesthe network optimization engine 250 or the function,
operations andlogic ofthe network optimization engine 250.
In yet another embodiment, the network optimization engine
250 is provided or installed as a separate program or set of
executable instructions from the acceleration program 302. In
other embodiments, the network optimization engine 250 and
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acceleration program 302 are included in the same program
or sameset of executable instructions.

[0361] Insome embodiments andstill referring to FIG. 3, a
first program 322 may beusedto install and/or execute the
client agent 120, or any portion thereof, automatically,
silently, transparently, or otherwise. In one embodiment, the
first program 322 is a plugin component, such an ActiveX
control or Java control or script that is loaded into and
executed by an application. For example, the first program
comprises an ActiveX control loaded and run by a web
browserapplication, such as in the memory space or context
ofthe application. In another embodiment,thefirst program
322 comprisesa set ofexecutable instructions loaded into and
run bythe application, such as a browser. In one embodiment,
the first program 322 is designed and constructed program to
install the client agent 120. In some embodiments, thefirst
program 322 obtains, downloads, orreceives the client agent
120 via the network from another computing device. In
another embodiment, the first program 322 is an installer
program or a plug and play managerforinstalling programs,
such as network drivers and the client agent 120, or any
portion thereof, on the operating system of the client 102.
[0362] Insome embodiments, each or any ofthe portions of
the client agent 120—a streaming client 306, a collection
agent 304, SSL VPN agent 308, a network optimization
engine 250, acceleration program 302, and interceptor 350—
maybeinstalled, executed, configured or operated as a sepa-
rate application, program, process, service, task or set of
executable instructions. In other embodiments, each or any of
the portions of the client agent 120 may be installed,
executed, configured or operated together as a single client
agent 120.

D. Systems and Methods for a Multiple-Tier Cache and
Cache Indexing System

[0363] Referring now FIGS. 4A-4E, systems and methods
for a multiple tiered caching and cache indexing system is
depicted. In some embodiments, a cache management system
232 uses amemory based objectindexto reference or identify
corresponding objects stored in disk. In one embodiment, the
memory usedto index object grows proportionallyor in rela-
tion to growth in the size ofthe disk. The techniques described
herein minimize, reduce or maintain the size of memory for
an object index althoughthesize ofstorage for storing objects
is changed. These techniques allow for more optimal use of
memory for object indexing while increasing or decreasing
disk size for object storage.
[0364] Referring now to FIG. 4A, an example embodiment
of an appliance or device having a multiple-tiered cache
indexing and storage system is depicted. In brief overview,
the appliance 200 includes network optimization engine hav-
ing a cache manager 232 for managing an object index 410 in
memory 122 which indexes objects stored inaportion storage
128 used by the cache 232. The object index 410 and/or object
cache 420 of the cache 232 may be arranged into multiple
tiers. Thefirst tier has a first maximum object size 412 anda
first maximum numberofobjects 412 for storing objects 422,
referred to as small objects, in storage 128 for the object cache
420. The secondtier has a second maximum object size 414
and a second maximum numberofobjects 415 for storing
objects 424 in storage 128 for the object cache 420. The cache
232 may also include a third or nth tier having an nth maxi-
mum object size 416 and nth maximum numberof objects
417 for storing objects 426, referred to as large objects 426,in
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storage 128 for the object cache 420. The cache manager 232
may includeatier manager 402 for managing or adjusting the
maximum numberof objects and object sizes for each of the
tiers. The cache manager 232 and/or tier manager 402 may
operate responsive to changes in size of the storage used for
the object cache 232. In one embodiment, the cache manager
232 and/or tier manager 402 maintains the memory size ofthe
object index while the size of the storage 128 for the object
cache 420 is changed.

[0365] In some embodiments, the cache manager 232
establishes a first size of memory 122 to be used for or
allocated to the object index 410. Any type and form of
memory of the device 100 may be used for the object index
410. In one embodiment, the cache manager 232 establishes
all of the available memory ofa first memory element 122 for
the object index 410. In another embodiment, the cache man-
ager 232 establishesa first portion of a first memory element
122 for the object index. In some embodiments, the cache
manager 232 uses either all available memory ora first por-
tion of a first memory element 122 andall of the available
memory or a second a portion of a second memory element
122'. In one embodiment, the device or appliance uses a
portion of the memory 122 for other processing tasks, pro-
grams, services or processes of the device. In some embodi-
ments, the cache manager 232 maintains a memory size or
allocates fixed size or portion of memory 122 for the object
index 410.

[0366] In one embodiment, the cache manager 232 estab-
lishes a size of storage 128, or a portion thereof, to be used or
allocated for the object cache. Any type and form of storage
may be usedfor the object cache, including fixed or portable
disks and storage I/O devices. In some embodiments, the
cache manager 232 establishes or allocatesall ofa first stor-
age 128 for the object cache 410. In other embodiments, the
cache manager 232 establishesor allocatesa first portion of a
first storage 128 and a secondportion ofa second storage 128'
for the object cache 420. In some embodiments, the cache
manager 232 establishes or allocates a portion of storage 128
for each of the tiers. In another embodiment, the cache man-
ager 232 establishes or allocates separate storages 128, 128',
128", or portions thereof, for each of the tiers. In some
embodiments, the cache manager 232 establishesa first por-
tion of storage 128 for the object cache 420 while the device
maintains any remaining portions of storage 128 for other
device functionality or use.

[0367] In yet another embodiment, the cache manager 232
establishes, organizes, arranges or maintains logical storage
units, referred to as “chunks”of the storage 128. The device,
such as via the cache manager 232, may maintain a unique
identifier for each logical storage unit and associate a size and
starting and end points in storage of the “chunk”. In some
embodiments, the cache manager232assignsa first set ofone
or more chunks for small objects 422, a secondset of one or
more objects for medium objects 424, andathird set ofone or
more chunksfor large objects 426. In some embodiments, the
cache manager 232 may designeda first portion or area of a
first storage 128 for small objects 422, a second portion or
area ofa first storage 128 or second storage 128' for medium
objects 424, and a third portion or area ofa first, second or
third storage for large objects 426. In one embodiment, the
type and form ofstorage used for any of the objects 422, 424,
426 may be determinedor established based on accessrates
and the frequency of which the objects are accessed during
operation of the device 100 or appliance 200.
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[0368] The object index 410 comprises any type and form
ofindexing schemefor correspondingan indexto an objectin
cache. In one embodiment, the object index is maintained in
memory while the corresponding object is stored to disk. In
some embodiments, the object index 410 comprises an entry
that referencesor identifies a location or pointerto the object
stored in the object cache 420. In one embodiment,the object
index 410 uses any type of hash, checksum orfingerprinting
function on a nameoridentifier of the object as an entry or
index. In some embodiments, the object index 410 performs
a hash, checksum or fingerprint on the object. In another
embodiment, the entry of the object index 410 is a nameor
identifier of the object. In some embodiments, the value for
the entry or index is a location identifier for the location in
storage of the object. For example, the index value may com-
prises a pointer to a starting addressorlocation ofthe object.
In another example, the index value includesan identifier of a
chunk and an offset into the chunk for thestarting location of
the object.

[0369] The tier manager 402 includes software, hardware
or any combination of software and hardware. The tier man-
ager 402 mayinclude an application, program, script, library,
process, service, driver, task, thread or any type and form of
executable instructions. The tier manager 402 includes or
provides logic, business rules, functions or operations for
establishing, managing, or adjusting the numberof objects
and object sizes for any ofthetiers of the cache. The maxi-
mum object size 412, 414 and 416 and the maximum number
of objects 412, 414 and 416 mayinclude any suitable value,
such as an integer valuethat can range from 0 into the 100s of
thousands, millions or billions of objects depending on the
capacity ofthe device 100. In somecases, the values for these
parameters may be set to some negative numberor other
non-useful value, such as a string, to identify the valueis not
to be used. In some embodiments, the values for these param-
eters 412, 414 and 416 and 412, 414 and 416 maybeset asa
function of one or more other values or parameters, such as
the size ofthe memory 122 for the object index 410 and/or the
size of storage 128 for the object cache 420. By way of
example and not in any wayto be limiting,the following table
describes an example embodiment of a three-tier cache in
view of FIG. 4B:

Max Max Number of Max Storage
Tier Cache Object Object Size Objects size

1 Small 10 KB 200,000 2 GB
2 Medium 10 MB 100,000 10 GB
3 Large 1GB 100 100 GB

[0370] In some embodiments, the tier manager 402 may
increase or decrease a maximum objectsize 412, 414, or 416
of an object index 410 responsive to a change in the size of
memory 122 or a change in the size of storage 128 for the
object cache 420. In other embodiments,the tier manager 402
may increase or decrease a maximum numberofobjects for
an object index 410 responsive to a change in the size of
memory 122 or a change in the size of storage 128 for the
object cache 420. In one embodiment, the tier manager 402
maintains the maximum object size 412 and maximum num-
ber ofobjects 413 fora first tier while changingthe othertier’s
object sizes 414, 416 and number of object 415, 417 upon
detection of a changein the size of storage 128 for the object
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cache 420. In other embodiments, the tier manager 402 main-
tains the maximum object size 412, 414 and maximum num-
ber of objects 413, 415 of the first and secondtiers in view of
detecting a change in the size of storage 128 for the object
cache 420. Even though the size of the storage used for a
cache storage 420 is increased or decreased, the cache man-
ager 232 may maintain the object size and numberofobjects
for one, two orall of the tiers of the cache.

[0371] In yet another embodiment, the tier manager 402
may increase or decrease a maximum numberofobjects or a
maximum object size for any one of the tiers responsive to
operational conditions or characteristics of the device or
appliance, such as a number of concurrent connections, his-
torical information on the number and size of objects
requested and/or cached, the numberof cache hits, and the
portions ofmemory and/orstorage ofatier not used or having
remaining space. In some embodiments, the cache manager
232 or tier manager 402 may includeor provide any type and
form of user interface for establishing, managing, adjusting
or configuring any of the following: numberoftiers, maxi-
mum numberofobjects and object sizes for each tier, size of
memory for the object index, size of storage for the object
cache. The user interface may be a graphicaluser interface or
a command line user interface. In some embodiments, the
appliance 200 or device 100 mayestablish, manage, adjust or
configure any of the above information responsive to one or
morepolicies of a policy engine 295.

[0372] Referring to FIG. 4B, an embodiment of a method
450 for managing the multiple-tier object index responsive to
changes in size of storage used for the object cache is
depicted. In brief overview,at step 451, the size of the object
index in memory is established to a predeterminedsize. The
object index storing indexes to objects stored to one or more
portions of storage 128 having a predetermined size. The
cache uses the first portion of the storage, or first tier, for
storing objects smaller than or equalto a first object size and
a second portion of the storage, or secondtier, for storing
objects larger than the first object size. At step 453, the
method includes identifying a maximum numberofobjects
the cacheis allowedto store to each ofthe portionsofstorage
or tiers used by the cache 232. At step 455, the size of the
storage for storing cached objects is altered or changed to a
second predetermined size while the size of memory for the
object index remains unchanged. At step 457, the cache man-
ager 232 maintains the maximum numberofobjects the cache
is allowed to storeto the first portion ofthe storage 128orfirst
tier below a predetermined threshold. At step 459, the cache
manager 232 alters or maintains the object size and numberof
objects of one or more tiers of the cache in responseto the
changein storagesize.

[0373] In further details, at step 451, the appliance 200 or
cache manager 232 establishes a predetermined size of
memory 122 forthe object index 410. In one embodiment,the
predetermined size of the object index in memory is estab-
lished in relation to or proportional to a size of the storage
used for the object cache 420. In some embodiments, an
initial size of memory allocated to the object index 410 may
represent any ratio of memory to storage used by the cache,
suchas 10 MB,20 MB or 30 MB ofmemory for each gigabyte
ofstorage used by the cache. In other embodiments, the cache
manager 232 allocates a portion of memory for the object
index 410 based on the available memory in the device. In one
embodiment, the cache manager 232 allocates a percentage of
available memory to the object index 410, such as 10%, 20%,
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30%, 40%, 50%, 60%, 70%, 80% or 90%.In another embodi-
ment, auser or system administrator may configure the size of
memory for the object index 410 via a user interface of the
device 100 or cache manager 232. In yet another embodi-
ment, the cache manager 232 uses the size of a memory
element 122 dedicated for storing the object index 410.

[0374] At step 451, the cache manager 232 establishes a
first portion or storage tier used by the cache for storing
objects smaller than or equal to a first maximum object size
412. The cache manager 232 also establishes a second portion
or storage tier used by the cachefor storing objects larger than
the first maximum object size. In one embodiment, the cache
manager 232 mayestablish and maintain twotiers. In another
embodiment, the cache manager 232 mayestablish and main-
tain threetiers. In other embodiments, the cache manager 232
mayestablish four, five or six tiers. In some embodiments, the
appliance 200 or cache manager 232 mayestablish any granu-
lar numberoftiers, object sizes, and numberofobjects desir-
able for the operation and performanceofthe appliance 200.
[0375] In some embodiments, the appliance 200 or cache
manager 232 provides a user interface for a user or system
administrator to establish the numberoftiers, and the maxi-
mum object size and numberofobjects for eachtier. In other
embodiments, the appliance 200 or cache manager 232 is
configured by default or as installed or shipped with a prede-
termined numberoftiers and predetermined maximum object
size and number of objects for each tier. In yet another
embodiment, an application, program or agent performs an
analysis on the network environment, system environment,
applications used by the system, the client and server, and
number of objects used between clients and servers, and
recommends the numberoftiers, and the maximum object
size and numberof objects for each tier, or the settings for
each.

[0376] At step 453, the appliance 200 and/or cache man-
ager 232 identifies or establishes the number of objects the
cache manager 232 may be allowed store to each of the
portionsortiers ofthe cache. In some embodiments, the cache
manager 232 establishes a maximum object size 412, 414,
416 and maximum numberof objects 413, 415, 417 for a
plurality ofportions, ortiers ofthe cache. For example, in one
embodiment, the cache manager 232 mayestablish a maxi-
mum object size of 10 KB 412 for the small objects 422 in the
object cache 420. Further to the example, the cache manager
232 mayestablish that the cache 232 stores up to a maximum
of200,000 small objects 412 in the object cache 420. In some
embodiments, any object greater than the first maximum
object size is stored in the second tier of the cache. For
example, ifthe object is greater than 10 KB, suchasa1Mfile,
the object is stored as a medium object 424 in the object
storage. In other embodiments,ifthe object is greater than the
first maximum object size 412 or less than or equal to the
second maximum object size 414, for example, 10 MB,the
cache manager 232 stores the object in the secondtier as a
medium object 424. In yet another embodiment, the cache
manager 232 establishes a minimum object size for the first
tier. For example, if an object is less than 1 KB, the cache
manager 232 does not cache the object.
[0377] Likewise, based on the numberoftiers and the cor-
responding objectsize, the cache manager 232 determinesthe
size of the object and stores the object accordingly to the
appropriatetier. The cache manager 232 tracks using any type
and form oftracking mechanism,including objects, counters,
variables or data structures, to track the number of objects
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stored in each tier. If the number of objects stored to a tier
reaches the maximum numberofobjects for the tier, the cache
manager 232 either skips storing the next object to the tier or
replaces an old object in storage with a new object. In some
embodiments, the cache manager 232 may removeobjects
from the cache basedonstaleness, last access time, frequency
of access or any other condition. In other embodiments, the
cache manager 232 may refresh, update, maintain or remove
objects from the cache in accordance with any one or more
policies of a policy engine 295.

[0378] In some embodiments, the cache manager 232
receives an object that has a size exceeding a maximum
threshold of the cache, such as the nth maximum object size
417. For example, the cache manager 232 may receive a 10
GB object that is larger than the nth maximum object size
setting of 1 GB. In one embodiment, the cache manager 232
mayskip storing this object to cache. In another embodiment,
the cache manager 232 may dynamically establish another
tier for storing objects greater than the nth maximum object
size 417. In some embodiments, the cache manager 232 may
segment the object into multiple portions and store the por-
tions in one or more of the storage tiers according to the
maximum objectsize ofthetier.

[0379] At step 455, the storage used byor allocated to the
object cache 420 may be changed. In one embodiment, the
storage 128 is replaced with a second storage 128' having a
greater or smaller storage capacity. In some embodiments, a
second storage 128'is added to the device 100 to increase the
storage capacity available for use as the object cache 420. In
another embodiment, the appliance 200 or cache manager
232 establishes or allocates a greater or smaller portion of
storage 128 for the object cache 420. In some embodiments,
a user or administrator of the appliance 200 changesthesize
of storage allocated to use as the object cache 420. In other
embodiments, the cache manageror user may changethe size
ofone or each ofthe storagetiers. In yet another embodiment,
a portion of storage 128 may becomecorruptedor otherwise
not useable for the object cache 420. In these embodiments,
the storage capacity of the storage 128 may be decreased.

[0380] In one embodiment, upon altering the size of the
storage usedfor the object cache 232, the size ofmemory 122
for the object index may be maintained. For example, at step
451, a 10 MB object index 410 maybe used for a 20 GB object
store 420. The portion ofstorage 128 usedfor the object cache
420 may be increased to 40 GB but the memory size of the
object index 410 maintained at 10 MB.In another embodi-
ment, upon altering the size of the portion of storage 128
established for the object cache 232, the size of memory 122
for the object index may be decreased. For example, the size
ofmemory for the object index 410 may be decreased from 10
MBto 5 MBalthoughthe portion of storage 128 usedfor the
object cache maintains the sameoris increased.
[0381] In yet another embodiment, the size ofmemory 122
for the object index may beincreased or decreased but not to
the sameproportionsor ratios to the increase or decrease of
portion ofthe storage 128orstoragetiers used byor allocated
to the object cache 420. For example, the size ofmemory 122
for the object index 410 may be have been set to a 1 MB to 1
GBratio to the size of storage used for the object cache 420,
such as 10 MB ofmemory to 10 GBofstorage. Thesize ofthe
storage for the object cache 420 may be doubled to 20 GB
while only increasing the size of memory 122 for the object
index 122 byarelatively smaller ratio, such as to 2 MB.
Likewise, the size of the storage allocated to the object cache
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420 may be reduced by a half to 5 GB while the size of
memory 122 for the object index 122 is decreased by a higher
ratio, such as to 250 KB.

[0382] At step 457, the cache manager 232, in one embodi-
ment, maintains the maximum numberofobjects 412 and/or
maximum size of objects 413 below a predeterminedthresh-
old in responseto altering storage size of the object cache,
such as the storage size of any tier. In one embodiment,
although the storage size used by the cache has changed, the
cache manager 232 does not change the maximum number of
objects 413 or maximumobject size 412 for the first tier. In
another embodiment, the cache manager 234 also does not
change the maximum number of objects 413 or maximum
object size 414 for the secondtier. In some embodiments, the
cache manager 232 increases or decreases the object size 412
or number of object 413 but maintains the increase or
decrease within a predetermined threshold. For example, if
the storage used for the object cache 420 increased by a
predetermined amount, such as 20%, the cache manager 232
increases the object size 412 or numberofobjects 413 for the
first tier by no more than 20%.

[0383] In this manner, the cache manager 232 better lever-
ages the object index and object storageto those objects larger
the smaller objects 422 with moreefficient use ofmemory.In
some embodiments, the cache manager 232 moreefficiently
utilizes the second andthird tiers ofthe cache without increas-

ing the memory usageor increasing the memory usageofthe
object index 410 in a mannercorresponding directly to the
size of the disk adjustment. As such, the appliance 200 or
cache manager 232 does not needto increase the memory size
for the object index 410 because the size of the storage has
increased. Accordingly, the same amount of memory for the
object index 410 can be configured to support any size of
storage, or storage tiers, used for the object cache 420. In
some cases, this will reduce system or appliance upgrades
maintenance, and configuration. A new disk can be added or
to replace an old disk without changing the memory on the
appliance or system. The techniques described herein also
allow to use on-board memory andother types ofmemory not
easily upgradeable or changeable. Furthermore, the device
may moreefficiently support or allow the use ofmemory and
storage by other applications, systems or resources while
maintaining efficient performanceor use of the cache.

[0384] Depending onthesize ofthe first maximum object
size 412, the number of smaller objects 422 stored in the
object cache 420 may grow significantly without using much
morestorage. For example, 100,000 smaller objects of 10 kb
or less take up less than 1 GB ofstorage 128. In some embodi-
ments, however, the smaller cached objects 422 have a lesser
effect on reducing bandwidth and response time than the
medium objects 424 or larger objects 426. That is, in some
embodiments, the appliance 200 or cache manager 232 would
improve the reduction of network bandwidth and/or further
increase response time by having more of the medium and
larger objects stored in the cache to serve. Thus, in one
embodiment, by maintaining or limiting the number of
smaller objects 422 orfirst tier objects stored in the cache as
the storage is increased, the appliance 200 or cache manager
232 has more storage capacity for caching medium andlarger
objects. In some embodiments, by maintainingorlimiting the
numberof smaller objects 422 and medium objects stored in
the cache as the storage is increased, the appliance 200 or
cache manager 232 has more storage capacity for caching and
serving larger objects.



US 2008/0228938 Al

[0385] At step 459, the cache manager 232 mayalter or
maintain any ofthe object sizes and numberofobjects for any
ofthe tiers in response to the changein storage size used by or
allocated to the object cache 420. In some embodiments, a
user or administrator of the appliance 200 or cache manager
232 may configure or specify different object sizes and num-
ber of objects for each tier. In one case, the user or adminis-
trator may establish a new tier or remove a tier. In other
embodiments, the cache manager 232 is designed and con-
structed to change the object sizes and numberofobjects for
the tiers based on the change in the size of the storage for
cache, the current number of objects and size of objects in
each tier, the remaining available memory and/or storage, or
any operations characteristics, such as frequency of access,
number of cached hits per tier, number of missed cached
opportunities and the numberof concurrent users or connec-
tions.

[0386] The multiple tiered caching and index system
described herein provides great flexibility and granularity in
determining and managing memory and storage for caching
objects to obtain desired performance based on the system’s
memory and disk specifications. Although generally
described above in connection with an appliance 200 of FIG.
4A, the method 450 and the multiple tiered cache system may
be deployed on any node in a network, such as a client 102,
server 106, a second appliance 200' or another type of appli-
ance 205'.

[0387] Referring now to FIG. 4C, another embodimentofa
method 460 for managing the multiple-tier object index
responsive to changes in size of memory usedfor the object
cache is depicted.In briefoverview, at step 451, the size ofthe
object index in memory is established to a predetermined
size. The object index storing indexesto objects stored to tiers
of storage used by the cache. The cacheusesthefirst portion
of the storage, orfirst tier, for storing objects smaller than or
equalto a first object size and a second portion ofthe storage,
or secondtier, for storing objects larger than the first object
size. At step 453, the method includesidentifying a maximum
numberofobjects the cache is allowed to store to each of the
portions of storageortiers used by the cache 232. At step 465,
the size ofthe memory for used for object indexesis altered or
changedto a secondsize while thesize of storage used by the
cache remains unchanged. At step 467, the cache manager
232 maintains the maximum numberof objects the cache is
allowedto store to thefirst portion of the storageorfirst tier
below a predetermined threshold. At step 469, the cache
manager 232 mayalter or maintains the object size and num-
ber of objects of one or moretiers of the cache in response to
the change in memory size.

[0388] In further details, at step 451 and discussed above in
conjunction with FIG. 4B, the appliance 200 or cache man-
ager 232 establishes a predetermined size ofmemory 122 for
the object index 410. In one embodiment, the predetermined
size of memory to be used by the cache is established in
relation to or proportionalto a size of the storage used forthe
object cache 420. In some embodiments, the size of memory
allocated to the object index 410 may represent any ratio of
memory to storage used by the cache. In other embodiments,
the cache manager 232 allocates a portion of memory for the
object index 410 based on the available memory in the device.
In some embodiments, a user or network administrator deter-
mines the size of memory to be used by the cache 232. For
example, a user may configure the cache manager 232 to use
a predetermined amount of memory.
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[0389] As also discussed above in conjunction with FIG.
4B, a step 451, the cache manager 232 establishes a first
portion or storage tier used by the cachefor storing objects
smaller than or equalto a first maximum object size 412. The
cache manager 232 also establishes a secondportion or stor-
age tier used by the cache for storing objects larger than the
first maximum object size. In one embodiment, the cache
manager 232 mayestablish and maintain two, three or four or
moretiers with any object sizes and numberofobjects desir-
able for the operation and performanceof the cache 232.

[0390] At step 453 and asalso discussed above in conjunc-
tion with FIG. 4B, the appliance 200 and/or cache manager
232 identifies or establishes the numberof objects the cache
manager 232 may be allowedstore to each of the portions or
tiers of the cache. In some embodiments, the cache manager
232 establishes a maximum object size 412, 414, 416 and
maximum numberofobjects 413, 415, 417 for a plurality of
portions, ortiers of the cache.

[0391] Atstep 465, the size ofmemory usedbyor allocated
to the cache and/or the object index 410 may be changed.In
one embodiment, the memory 122 is replaced with a second
storage 122' having a greater or smaller memory capacity. In
some embodiments, a second memory element 121' is added
to the device 100 to increase the memory capacity available
for use as the object index 410. In another embodiment, the
appliance 200 or cache manager 232 establishesor allocates
a greater or smaller portion of memory 122 for use by the
cache. In some embodiments, a user or administrator of the
appliance 200 changesthe size ofmemory allocated to use for
the object index 410. In yet another embodiment, a portion of
memory 122 may becomecorrupted or otherwise not useable
by the cache and/or object index. In these embodiments,the
memory capacity available for the object index 410 may be
decreased.

[0392] In one embodiment, upon altering the size of the
memory used for the object cache 232, the size of storage for
the object cache 420 maybe maintained. For example,at step
451, a 10 MBobject index 410 maybe used for a 20 GB object
store 420. The portion of memory 122 used for the object
index 410 may be increased to 20 GB butthe storage size of
the object cache 420 maintained at 20 MB. In another
embodiment, uponaltering the size ofthe portion ofmemory
122 established for the cache 232, the size of storage for the
object cache 420 may be decreased. For example,the size of
storage for the object storage 420 may be decreased from 20
MBto 15 MBalthoughthe portion of memory used for the
object index 410 maintains the same, is increased or
decreased.

[0393] In yet another embodiment, the size of storage used
for or allocated to the object cache 420 may be increased or
decreased but not to the same proportions or ratios to the
increase or decrease of the size of memory usedbyorallo-
cated to the object index 410. For example, the size of
memory usedfor the object index 410 may beset to a 1 MB
to 1 GB ratioto the size of storage used for the object cache
420, such as 10 MB ofmemory to 10 GBofstorage. The size
ofthe memory usedfor the object index 410 may double from
20 MB to 40 MBwhile only increasing the size of storage for
the object cache 420 by a relatively smaller ratio, such as to
1.2 GB. Likewise, the size of the memory allocated to the
object index 410 may be reduced by a half to 5 MB while the
size of storage for the object cache 420 is decreased by a
higherratio, such as to 250 MB.
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[0394] At step 467, the cache manager 232, in one embodi-
ment, maintains the maximum numberofobjects 412 and/or
maximum size of objects 413 below a predeterminedthresh-
old in response to altering memory size used by the object
cache. In one embodiment, although the amount of memory
used by the object index 410 has changed, the cache manager
232 does not change the maximum numberofobjects 413 or
maximumobject size 412 forthefirst tier. In another embodi-
ment, the cache manager 234 maynotalso change the maxi-
mum numberofobjects 413 or maximum object size 414 for
the secondtier in response to the change in memory used by
the cache. In some embodiments, the cache manager 232
increases or decreases the object size 412 or numberofobject
413 but maintains the increase or decrease within a predeter-
mined threshold. For example, if the memory used for the
object index 410 increased by a predetermined amount, such
as 20%, the cache manager 232 mayincrease the object size
412 or numberofobjects 413 for thefirst tier by no more than
20%.

[0395] In this manner, the cache manager 232 better lever-
ages the object index and object storage to cache object with
more efficient use of storage. In some embodiments, the
cache manager 232 moreefficiently utilizes the second and
third tiers ofthe cache without changing the storage size used
by the cache to correspond to the change in memory size used
by the cache. As such, the appliance 200 or cache manager
232 does not need to increase the storage size used for the
object cache 430 because the size of memory used by the
object index 410 has increased. Accordingly, the same
amountof storage for the object cache 420 can be configured
to support any size of the object index 410, or memory used
thereof. In somecases, this will reduce system or appliance
upgrades maintenance, and configuration. A new memory
element can be added or memory replaced without changing
the storage on the appliance or system Furthermore, the
device may moreefficiently support or allow the useofstor-
age by other applications, systems or resources while main-
taining efficient performanceor use of the cache.

[0396] At step 469, the cache manager 232 may alter or
maintain any ofthe object sizes and numberofobjects for any
of the tiers in response to the change in memory size used by
or allocated to the object index 410. In some embodiments, a
user or administrator of the appliance 200 or cache manager
232 may configure or specify different object sizes and num-
ber of objects for each tier. In one case, the user or adminis-
trator may establish a new tier or remove a tier. In other
embodiments, the cache manager 232 is designed and con-
structed to change the object sizes and numberofobjects for
the tiers based on the changein the size of the memory used
by the cache, the current numberofobjects and size ofobjects
in eachtier, the remaining available memory and/or storage,
or any operations characteristics, such as frequency ofaccess,
number of cached hits per tier, number of missed cached
opportunities and the numberof concurrent users or connec-
tions.

[0397] Referring now to FIG. 4D, an embodimentof a
methodofstoring objects in a cache 420 using multiplestor-
age tiers 422-426 based onthe size ofobjects and maintaining
a number of smaller objects stored to the cache within a
predeterminedthreshold is depicted.In briefoverview,at step
471, a size of a storage used for a cache 420 to store cached
objects is established, where the cache 420 usesa first portion
ofthe storage 422 for storing objects smaller than or equal to
a first threshold object size 412 and a second portion of the
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storage 424 for storing objects larger than thefirst threshold
object size 412 The number of objects 413 the cache 420 is
allowed to store to the first portion of the storage 422 is
identified at step 473. At step 475, the cache manager 232
receives an object for caching. At step 477, the cache manager
232 determines in which portion of the storage 420, thefirst
portion 422 or the second portion 424, to store the object
based ona size of the object. At step 479, the cache manager
232 may also maintain the numberof objects 413 the cache
420 is allowedto store to thefirst portion of the storage 422
below a predetermined threshold.

[0398] In further detail, at step 471, the appliance 200 or
cache managerestablishes a size of a storage to use for a
cache 420 to store cached objects. The cache 232 usesa first
portion of the storage 422 for storing objects smaller than or
equalto a first threshold object size 412 and a secondportion
of the storage 424 for storing objects larger than the first
threshold object size 412. In some embodiments, the cache
420 resides on a client 102. In other embodiments, the cache
420 resides on an appliance 200. In one embodiment,the size
of storage to be used by the cacheis establishedin relation to
or proportional to a size of the memory used for the object
index 420. In some embodiments,the size ofstorage allocated
to the object cache 420 mayrepresent any ratio ofmemory to
storage used by the cache. In other embodiments, the cache
manager 232 allocates a portion of storage for the object
cache 420 based on the available storage in the device. In
some embodiments, a user or network administrator deter-
mines the size of storage to be used by the cache 232. For
example, a user may configure the cache manager 232 to use
a predetermined amountofstorage.
[0399] At step 473, in one embodiment, the appliance or
cache manageralso identifies a number of objects 413 the
cache 420 is allowedto store to the first portion of the storage
422. Asalso discussed above in conjunction with FIG.4B,the
appliance 200 and/or cache manager 232 identifies or estab-
lishes the numberof objects the cache manager 232 may be
allowedstore to each of the portionsortiers of the cache. In
some embodiments, the cache manager 232 establishes a
maximum object size 412, 414, 416 and maximum numberof
objects 413, 415, 417 fora plurality ofportions, ortiers ofthe
cache. In some embodiments, the cache manager 232 counts
the numberofcurrent objects stored in thefirst portion ofthe
storage 422. In other embodiments, the cache manager 232
tracks the numberof free space in the first portion of the
storage 422. In some other embodiments, the appliance 200
calculates the maximum numberofobjects allowedin thefirst
portionofthe storage 413 in responseto the amountofstorage
space in the first portion of storage 422.
[0400] At step 475, the appliance or cache managerinter-
cepts or otherwise receives an object for caching. In some
embodiments, the appliance intercepts the object from a page
communication between a client and a server. In other

embodiments, the appliance receives the object from the cli-
ent agent 120. In some embodiments, the cache manager
receives the object from a second appliance 200". In still other
embodiments, the appliance receives the object from the
server 106.

[0401] At step 477, the appliance or cache mangerdeter-
minesin which portionortier ofthe object cache 420to store
the object based ona sizeofthe object. In some embodiments,
the method determines that the size of the object is smaller
than or equalto thefirst threshold object size 412 andstores
the object in the first portion of the object cache 422. In other
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embodiments, the method determines that the size of the
object is larger than the first threshold object size 412 and
stores the object in the second portion of the object cache.
[0402] At step 479, the appliance or cache manager also
maintains the numberof objects 413 the object cache 420 is
allowed to store to the first portion of the object cache 422
below a predeterminedthreshold. In some embodiments, the
cache manager 232 determines the numberofobjects stored
to the first tier 422 of the object cache has reachedthe prede-
termined threshold 413. In other embodiments, the cache
manager 232 does not store the received object in the cache
420 based on the determination that the numberof objects
stored to the first portion of the storage 422 has reached the
predetermined threshold 413. In still other embodiments, the
cache manager 232 removesa previously cached object from
the cache 420 based on the determination that the number of

objects stored to the first portion of the storage 422 has
reached the predetermined threshold 413, and stores the
received object in the cache 420.
[0403] In another embodiment, the appliance or cache
managerestablishes a predeterminedsize of the second por-
tion of storage 424 for storing objects larger than thefirst
threshold object size 412. In some embodiments, the appli-
ance or cache manageridentifies a second threshold object
size for storing objects in the first portion of the storage 424.
In some other embodiments, the appliance or cache manager
receives a second object for caching, and, in response to
determining that the size of the second object is greater than
the second threshold object size andless than thefirst thresh-
old object size 412, the cache manager stores the second
objectin the first portion of the storage 422. In other embodi-
ments, the appliance or cache manager receives a second
object for caching, and, in response to determining a size of
the second objectis less than the second threshold objectsize,
the cache manager does not store the second object to the
cache 420.

[0404] In another embodiment, the appliance or cache
managerestablishes a size of memory 122 used by the cache
for indexing 410 objects stored to the storage of the cache
420. In some embodiments, the cache manager maintains the
size of memory 122 used by the cache 232 for indexing
objects in response to a changein the size of the storage used
by the cache 232.
[0405] Referring now to FIG. 4E, an embodimentof a
methodof storing objects in a cache using multiple storage
tiers based on the size of objects and storing objects larger
than an object threshold size to a portion of storage used by
the cache is shown.In brief overview, the methodat step 481
includes establishing a predeterminedsize fora first portion
of storage used by a cache 232 for storing objects larger than
a first threshold object size 412, the cache 232 storing objects
smaller thanthefirst threshold object size 412 to a remaining
portion of storage used by the cache. At step 483, appliance or
cache managerintercepts or otherwise receives an object for
caching. At step 485, the cache manager 232 determinesa size
ofthe object is greater than a first threshold object size 412. In
response to the determination, at step 487 the cache manager
also stores the object in thefirst portion,or tier, of storage.

[0406] In further details, at step 481, the appliance or cache
managerestablishes a predeterminedsizefora first portion of
storage used by a cache 232 for storing objects larger than a
first threshold object size 412, the cache 232 storing objects
smaller than the first threshold object size 412 to a remaining
portion of storage used by the cache 422. In some embodi-
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ments, the cache manager maintains a numberofthe objects
the cache 232 is allowed to store to the remaining portion of
the storage below a predetermined threshold 412. In some
other embodiments, the cache manager 232 determines the
number of objects stored to the remaining portion of the
storage has reached the predetermined threshold. The cache
manager 232 may not storing a second received object
smallerthan the first threshold object size 412 to the remain-
ing portion of the storage used by the cache. In some embodi-
ments, the cache managerestablishes a size of memory used
by the cache 232 for holding indexes to objects stored to the
object cache.In still other embodiments, the cache manager
232 maintains the size of memory used by the cache for
indexing objects in response to a changein the sizeofthefirst
portion of storage, or tier, used by the cache 232.

[0407] In another embodiment, the appliance or cache
manager establishes a second predetermined size for the
remaining portion of the storage used by the cache 232 to
store objects smaller than thefirst threshold object size 412.
In some embodiments, the cache manager determines
whether the available space offirst portion of storage 422
used bythe cacheis either at or near the predetermined size.
If the available space of first portion of storage used by the
cache 232 is at or near the predetermined size, the cache
manager may increase the predetermined size of the first
portion of storage by allocating space from the remaining
portion of storage to thefirst portion of storage.

[0408] At step 483, the appliance or cache manager
receives an object for caching. In some embodiments, the
appliance 200 receives the object from the client agent 120. In
other embodiments, the appliance 200 intercepts or receives
the object from the server 106. In another embodiment, the
appliance intercepts the object, as the object is communicated
from the client 102 to the server 106. In some other embodi-

ments, the appliance intercepts the object, as the object is
communicated from the serverto the client.

[0409] At step 485, the cache manager determines whether
the size ofthe object is greater thana first threshold objectsize
412. The cache manager mayidentifying the received object’s
size from header information of the object. In other embodi-
ments, the cache manager 232 computesthe size ofthe object.
In one embodiment, the cache manager232 estimatesthe size
of the object. In another embodiment, the appliance 200 or
cache manager 232 receives the object’s size via the network
stack, such as via any API. The cache manager may compare
the object’s determined size with the first threshold object
size 412 In response to the determination, at step 487, if the
object’s size is less than the first threshold object size, the
cache managerstores the objectin the first portion or tier of
storage 422. Ifthe cache managerdeterminesthat the object’s
size is greater thanthefirst threshold object size, the method
stores the object in the second portionortier of storage 424.

[0410] In one embodiment, the cache managerreceives a
second object, and determines that the size of the second
object is less than thefirst threshold object size 412. In some
embodiments, the cache managerstores the second object to
the remaining portion of storage used by the cache 232 if
space is available to store the second object. In other embodi-
ments, the cache manager determines the remaining portion
ofstorage used bythe cache 232 does not have space available
to store the second object. In some embodiments, the cache
managerdoesnot store the second object to the cache 420. In
still other embodiments, the cache manger removesa previ-
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ously cached object from the remaining portion of storage
used by cache 232 and stores the second object in the remain-
ing portion ofstorage.
[0411] Referring now to FIG. 4F, an embodiment of a
method ofmanagingthe size ofobjects storedin a cache using
multiple storage tiers based on the size of objects is depicted.
The methodincludesallocating a portion of storage used by
the cache for storing larger objects. In brief overview at step
491, the size ofmemory used by a cache 232is established for
holding indexes 410 to objects stored to in the object cache.
The storage used by the cache has a predetermined storage
size. At step 492, the cache managerestablishesa first prede-
termined size ofa first portion of a storage used by the cache
for storing objects larger thana first threshold object size. At
step 492, the cache 232 uses a secondportion ofthe storage of
the cache to store objects smaller than the first threshold
object size. At step 495, the size ofmemory orthe storage size
used by the cache 232 may be changedoraltered. At step 497,
the cache manager may also maintain the first predetermined
size ofthe first portion ofthe storage used by the cache 232 in
response to changingeither the size ofmemory orthe storage
128 size used by the cache.
[0412] In further detail, at step 491, the appliance or cache
managerestablishes the size of memory used by a cache 232
for holding indexes 410 to objects. The object indexes corre-
spond to objects stored to an object storage. The cache man-
ager mayestablish the size ofmemory based onthe available
memory ofthe device. In some embodiments, the cache man-
ager may establish the size of memory based on the size of
storage available to the cache.
[0413] At step 493, the appliance or cache manager estab-
lishesafirst predeterminedsizeofa first portion of a storage
used by a cache 232 for storing objects larger than a first
threshold object size. The cache 232 may use a secondportion
of the storage to store objects smaller than the first threshold
object size. In some embodiments, the cache manageriden-
tifies the numberofobjects the cache 232 is allowedto store
to the first portion of the storage

[0414] At step 495, the size of memory 122orthe storage
size used by the cache 232 is changed. In some embodiments,
the size of memory used by the cache is changed. In other
embodiments, the size of storage used by the cache is
changed. In another embodiment,the size of storage and size
of memory used by the cache is changes.

[0415] At step 499, the cache manager may also maintain
the size ofthefirst portion of the storage of the cache 232 in
response to changingeither the size ofmemory orthe storage
size used by the cache. In some embodiments, in response to
changingeitherthe size ofmemory orthe storage size used by
the cache 232, the cache manager maintains the number of
objects the cache 232 is allowedto storeto thefirst portion of
the storage. In other embodiments, in response to changing
either the size of memory 128or the storage size used by the
cache 232, the cache manager 232 adjuststhe first threshold
object size. In still other embodiments, the cache manager
adjusts the numberofobjects the cache 232is allowedto store
to the secondportion ofthe storage while maintainingthefirst
predeterminedsizeofthefirst portion ofthe storage. In some
other embodiments, the cache manageradjusts the number of
objects the cache is allowedto store to the first portion of the
storage in response to changes in either the size of the
memory or the storage size used by the cache. In other
embodiments, the cache manager adjusts the number of
objects the cache 232 is allowedto store to the second portion
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ofthe disk relative to an amount ofchangeto either the size of
the memory 128 or the storage size used by the cache.

[0416] In another embodiment, the cache manager estab-
lishes a second threshold object size for objects the cache 232
is allowed to store to the second portion of the storage. The
second threshold object size may be smaller than the first
threshold object size. In some embodiments, the cache 420
includes a third portion of the storage 128 established for
storing objects smaller than the second threshold objectsize.
In other embodiments, the cache manager adjusts the second
threshold object size in response to changesin either the size
of memory or the storage size used by the cache.

E. Systems and Methodsfor Providing Security and Reliabil-
ity Techniques in Proxying Connections

[0417] Referring now to FIGS. 5A and 5B, systems and
methods for an appliance 200 to provide security and/orreli-
ability to proxying a connection, such as a transport layer
connection, are depicted. In one embodiment, the appliance
200 using the tagged SYN and SYN-ACKpacket techniques
described above in connection with the automatic LAN/WAN

detection functionality can defer accepting proxying a con-
nection request until receipt of an acknowledgementthat the
connection has beenestablished. Instead ofaccepting respon-
sibility to proxy or accelerate a transport layer connection
upon receiving the initial SYN packet from a requesterofthe
connection, the appliance 200 described herein may defer
responsibility for the connection until the server’s SYN-ACK
response packetis received and/or an end-to-end connection
with the requestor has been established. This technique pro-
videsreliability and security advantages. If the server would
refuse to accept the connection requested by theclient, then
the server may refuse to accept a connection from the appli-
ance 200 on behalf of the client 102. If the server is not

available to accept the client’s connection request, then the
appliance should not accept responsibility for proxying or
accelerating a connection thatwill not be established or not be
reliable.

[0418] This technique canalso be applied to the application
or session level sessions and connections as well as cached

objects. In some embodiments, the appliance 200 can defer
proxying or accelerating an application or session level con-
nection request until a server accepts the application or ses-
sion level connection and/or an end-to-end session has been

established. For example, the appliance 200 may defer the
protocol accelerator 234 from accelerating HTTPapplication
traffic until an HTTP session been established with a web
server 106.

[0419] Inother embodiments, the appliance 200 may defer
serving objects stored in a cache 232 until the appliance 200
determines the server providing the object would serve the
object to the client. The appliance 200 may defer access to
cached data by forwarding requests to the origin server
instead and waiting until the appliance 2002 determines a
successful transfer of the object has occurred or will occur.
For example, the appliance 200 mayserve the object from the
cache uponreceiving an “OK”response. In another example,
the appliance 200 mayreceive a “Forbidden” or “Authenti-
cation Required” or “Gateway Timeout” or “Not Found”
message and determinenotto serve the object from the cache
232. In this way, the appliance 200 only serve object that
server would authorize for transfer to the client. Also, if the
server is not available to serve the object, this technique
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prevents the appliance 200 from serving an object which the
server may notbe available to server.

[0420] Referring to method 500 of FIG. 5B in view ofthe
bottom portion of the diagram of FIG. 5A, an embodimentof
a technique for deferring responsibility for proxying and/or
accelerating a connection is depicted. In brief overview, at
step 505, the appliance 200 intercepts a connection request
from a client 102 to a server 106. At step 510, the appliance
200 identifies the connection request and forwardsthe request
to the destination, such as a server 106. At step 515, the
appliance 200 defers acceptance of proxying and/or acceler-
ating the connection until receiving a response from the
server 106. At step 520, the appliance 200 determines whether
to proxy and/or accelerate the connection based upon the
response received from the server 106. At step 525, the appli-
ance 200 proxies and/or accelerates the connection if the
server accepts the connection or an end-to-end connection is
established. At step 530, the appliance 200 may not proxy
and/or accelerate the connection if the server does not accept
the connection or an end-to-end connection is established.

[0421] In furtherdetails, at step 505, the appliance 200 may
intercept or otherwise receive any type and form of connec-
tion or session request. Although generally referred herein as
a connection request, for example, a transport layer connec-
tion, a connection may include session layer connections or
application layer connections, which may also be referred to
as sessions. In one embodiment, the appliance 200 receives a
transport layer connection request from a client 102 to a
server 106. In another embodiment, the appliance 200 inter-
cepts or receives an application or session layer connection
request of a client 102 to a server 106. For example, in one
embodiment, the appliance 200 intercepts an ICA or RDP
session requestto a server 106, such as via application deliv-
ery system 290 as depicted in FIG. 2A. In another example,
the appliance 200 intercepts an HTTP session request to a
sever 106, such as a web server. In some embodiments, the
appliance 200 intercepts the connection request transparently
to the client 102 and/or server 106. In one embodiment, the
appliance 200 is a transparent proxy or transparent interme-
diary between the client 102 and the server 106. In other
embodiments, the appliance 200 is a known proxy to the
client 102 and the client 102 transmits the request to the
appliance 200.
[0422] At step 510, the appliance 200 identifies the inter-
cepted communication from the client 102 as a connection
request. In some embodiments, the appliance 200 determines
the client 102 has transmitted a SYN packet to request a
transport layer connection with a server 106. In other embodi-
ments, the appliance 200 determines from an application or
session layer of a network packet from the client 102 that the
client is requesting to establish an application session with a
server 106. In one embodiment, the appliance 200 determines
from a session or application layer of the network packet that
the client 102 is requesting an ICA or RDP session with a
server 106. In another embodiment, the appliance 200 deter-
mines from a session layer of the network packet that the
client 102 is requesting a Secure Socket Layer (SSL) or
Transport Layer Security (TLS) session with a server. In yet
another embodiment, the appliance 200 determines form an
application layer of the network packet that the client 102 is
requesting to establish an HTTP based session with an HTTPserver.

[0423] At step 515, the appliance 200 defers performing
any proxying or accelerating function ofthe appliance on the
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request or the connection of the request. The appliance 200
forwards the intercepted communication to the intended des-
tination, or server 106. The appliance 200 may track the
request and/or establishment of the requested connection in
any type and form ofdata structure or table, such as a con-
nection table. In some embodiments,the appliance 200 tracks
whetheror not a response to the forwarded requestis received
fromthe server 106. For example, in some embodiments, the
server 106 may be downandthe request times out.

[0424] Inone embodiment,the appliance 200 defers proxy-
ing and/or acceleration the connection request only fora first
connection request from a user or client. In other embodi-
ments, the appliance 200 defers proxying and/or accelerating
the connection for each connection request from a user or
client. In yet other embodiments,the appliance defers accept-
ing the connection for proxying or accelerating if the request
is received from a client or user that has not requested the
connection before.In still further embodiments,the appliance
defers proxying or accelerating the connection if the request
is received from the same useror client or a different user or

client exceeds a predetermined time threshold of a previous
connection request. In yet another embodiment, the appliance
defers proxying or accelerating a connection request between
a client and server previously proxied or accelerated by the
appliance upondetection of a security or reliability issue. For
example, the appliance 200 may detect the server 106 was
unavailable at a time between connection requests. In another
example, the appliance 200 may have detected a security
breach or violation to the server from the same client or
anotherclient.

[0425] At step 520, the appliance 200 determines whether
to proxy and/or accelerate the connection based upon the
response received from the server 106. In one embodiment,
the appliance 200 receives a response from the server indi-
cating the server accepts or has accepted the client’s connec-
tion request. For example, in the case of a transport layer
connection request, the appliance 200 receivesor intercepts a
SYN-ACKpacket transmitted by the server 106 to the client
102. In another example, the appliance 200 receives or inter-
cepts an HTTP OK messagein response to a session request.
In a further example, the appliance 200 receives or intercepts
the next expected response in a multiple transaction hand-
shake between a client and server, such as for SSL. In some
embodiments, the appliance 200 intercepts a response from
the client of the server’s response to the client’s connection
request. In one embodiment, the appliance 200 determinesto
accept responsibility for the connection only if the client 102
accepts the server’s response to the client’s connection
request.

[0426] Insome embodiments, the appliance 200 receives a
response from the server 106 that the server does not accept
the connection. In one embodiment, the appliance 200
receives a message indicating there was an error with the
connection request. In another embodiment, the appliance
200 receives a message from the server 106 indicating that the
server 106 does not authorize a connection from the client 102

or a user ofthe client 102. In some embodiments, the appli-
ance 200 receives a message from the server 106 indicating
that the server requires authentication ofthe client or user of
the client 102 before establishing the connection. In yet
another embodiment, the appliance 200 receives a message
that the server 106 is too busy to accept the connection, has
reached a maximum number of connections or is otherwise

not allowing any more connections.
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[0427] In still further embodiments, the appliance 200
receives a network packet or message indicating the request to
the server has timed out. In another embodiment, the appli-
ance 200 receives a network packet or message indicating the
server is not reachableor is not routable via a network.In yet
another embodiment, the appliance 200 does not receive any
response from the server to the request. In one embodiment,
the appliance 200 determines the request to the server has not
be been respondedbythe server within a predetermined time
threshold, and thus, identifies the server as down or otherwise
unavailable.

[0428] Ifthe appliance 200 receives an indication the con-
nection or session has been acceptedbythe serveror that an
end-to-end connection or session between the client and

server has been established, then, at step 525, the appliance
200, in one embodiment, accepts responsibility to proxy the
connection. In some embodiments, the appliance 200 deter-
minesto perform any acceleration or proxying technique on
the connection. For example, the appliance 200 may perform
any of the flow control, transport control protocol optimiza-
tion, acceleration, the compression and/or caching techniques
described herein. In other embodiments, the appliance 200
may performafirst one or more proxying or acceleration
technique of a plurality of techniques before receiving the
server’s acceptance of the connection or session or detecting
an end-to-end connection or session has been established.

Then, upon detecting the acceptance or establishment of the
connection or the session, the appliance 200 may perform a
secondset of one or more additional proxying or acceleration
techniquesofthe plurality of techniques.

[0429] Ifthe appliance 200 receives an indication the con-
nection or session has not been accepted by the serveror that
an end-to-end connection or session between the client and

server has not been established, then the appliance 200, at step
530, may determinenotto accept responsibility for proxying
a connection or session betweenthe client and server 106. In

some embodiments, the appliance 200 continues transpar-
ently to intercept and forward communications between the
client and the server without performing any functionality to
the intercepted communications. In one embodiment, the
appliance 200 mayperformafirst one or more proxying or
acceleration techniques on the connection or session until
receipt from the server that the server has not accepted the
connection or session. In response, the appliance 200 may
either stop performing the first ser of one or more proxying/
acceleration techniques or determinenot to perform any addi-
tional proxying or acceleration techniques.

[0430] Referring now to method 550 of FIG. 5B in view of
the top portion of the diagram of FIG. 5A, an embodimentof
a technique for deferring serving a cached object until secu-
rity and/or reliability of serving the object can be can be
determinedfrom theserver.In briefoverview,at step 555, the
appliance 200 intercepts or otherwise receives a request for an
object from a client 102 to a server 106. At step 560, the
appliance 200 determinesthe object is stored in a cache, such
as acache 232 ofthe appliance. Atstep 565, the appliance 200
defers providing the object from the cache until receiving a
response for the object forwarded by the appliance to the
server 106. At step 570, the appliance 200 determines whether
to server the object from the cache based upon the response
received from the server 106. At step 575, the appliance 200
determines to the serve the client the cached object. At step
580, the appliance 200 determinesnot to serve the object from
the cache.
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[0431] In furtherdetails, at step 555, the appliance 200 may
intercept or otherwise receive any type and form ofrequestfor
an object from a server. In one embodiment,the appliance 200
intercepts a transport layer network packet having a payload
identifying a request for an object. In another embodiment,
the appliance 200 intercepts application layer network traffic
and identifies a request for an object in the application layer
data. For example, in some embodiments, the appliance 200
intercepts network packets and determines that the network
packets include an HTTP request for an object. In other
embodiments, the appliance 200 mayreceive a request from
the client 102 for an object in a cache, such as the cache 232
ofthe appliance 200.

[0432] Atstep 560, the appliance 200 determines the object
identified by the request is stored in a cache. In one embodi-
ment, the appliance 200 identifies, parses, extracts or other-
wise determines a name or identifier of the object of the
request, such as the uniform resource locator ofthe request. In
some embodiments, the appliance 200 uses an index compris-
ing a hash of the nameoridentifier of the object to determine
ifthe object exists in the cache. In one embodiment, the cache
index may be maintained in memory while the cached object
is stored on a disk of the appliance 200. In other embodi-
ments, the cache manager 232 determinesif the object exists
in the cache by a query or any other means the cache manager
usesfor tracking the location or existence ofobject in a cache.
In some embodiments, the cache 232 resides on the appliance
200. In other embodiments, the cache 232 is located on
another device 100, such as an appliance 200'", 205 or server
106. In further embodiments, the appliance 200 may transmit
a message or request to a cache manager on the appliance or
another device 100 to determine if the object exists or is
located in the cache.

[0433] At step 565, the appliance 200 defers providing the
object from the cache until receiving a responseforthe object
forwarded by the applianceto the server 106. In one embodi-
ment, although the object is located in the cache, the appli-
ance 200 forwards the request for the object to the intended
destination or server 106. In some embodiments, the appli-
ance 200 waits for a response to the request from the server
before serving the object located in the cache or before decid-
ing to serve the object foundin the cache.In another embodi-
ment, the appliance 200 does not forwardthe client’s request
but instead generates a second request or packet fora status of
the object, header information of the object or a conditional
request for the object. In still other embodiments,the appli-
ance 200 generates a second request or packet to determine if
the server is available, reachable or otherwise able to server
the object.

[0434] In some embodiments, the appliance 200 defers
serving the object from the cache only for the first requestfor
the object from a useror a client. In other embodiments, the
appliance 200 defers serving the cached object for each
request from a userorclient. In yet other embodiments, the
appliance defers serving the cached object onlyifthe request
is received from a client or user that has not requested the
object before. In still further embodiments, the appliance
defers serving the cached object ifthe requestis received from
the same user or client or a different user or client after

expiration of a predetermined time threshold of a previous
request for the object. In yet another embodiment, the appli-
ance defers serving a cached object to a client to which the
appliance previously served the same object or upon request
of a different object if the appliance detects or has detected a
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security or reliability issue. For example, the appliance 200
may defer serving a cached object if the appliance has
detected the server 106 was unavailable at a time between

object requests. In another example, the appliance 200 may
defer serving a cached ifthe appliance has detected a security
breach or violation to the server from the same client or
anotherclient.

[0435] At step 570, the appliance 200 determines whether
to serve the object from the cache based upon the response
received from theserver 106. Ifthe server provides a response
indicating the server would transfer the object to the client, is
available to the serve the object, or authorizes or allows the
client or user of the client to receive the object, then at step
575, the appliance 200 serves the object from the cache in
response to the client’s request. If the server provides no
response or a responseindicate the serveris notavailable, the
server would nottransfer the object to the client, or the server
doesnot allow or authorize the client or user of the client to

receivethe object, then at step 580, the appliance 200 does not
serve the object from the cache in response to the client’s
request.

[0436] In one embodiment of step 575, the appliance 200
receives a portion of the transfer of the object to the client
indicating that the server is transmitting the object to the
client. Upon receipt or interception of this portion of the
transfer, the appliance 200 may respondto the client’s request
with the object stored in the cache. In some embodiments,
upon intercepting or receiving an HTTP OKindicator of an
HTTPobject transfer of an HTTP object request, the appli-
ance 200 transmits a responseto the client’s request using the
object stored in cache instead of the object currently being
received by the appliance 200. For example, the protocol
accelerator 234 of the network optimization engine 250 may
be HTTP aware to identify an HTTPtransfer of the object,
including any leading headeror status information.In another
embodiment, the appliance 200 waits for a complete transfer
ofthe object from the serverto be intercepted or received by
the appliance 200. For example, the appliance 200 may wait
for the complete transfer of the object upon a second request
for the objector a request for the object after a predetermined
time threshold. In one embodiment, upon a complete or suc-
cessful transfer of the object received by the appliance, the
appliance 200 respondsto the client’s request with the cached
object. In some embodiments, the appliance 200 responds to
the client’s request with the object received from the server
106. In another embodiment, the appliance 200 responds to
the client’s request with the cached object and updates the
cached object based on the object received from the server.

[0437] In some embodiments, the appliance 200 receives a
response indicating the server is available or the server is
reachable on the network. Uponreceipt of such a response,
the appliance 200 in one embodimentserves the object from
the cache in response to the client’s request. In another
embodiment, the appliance 200 may receive a response from
a conditional request for the object that the object has not
changed. Upon receipt of this response, in another embodi-
ment, the appliance 200 transmits a responseto the client’s
request with the cached object. In some embodiments, the
appliance 200 may receive a response from a conditional
request for the object that the object has changed and the
response includes an updated version of the object. Upon
receipt of this response, in other embodiments, the appliance
200 may transmit a responseto the client’s request with the
cached object or with the updated version ofthe object. Instill
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other embodiments, the appliance 200 may forwardthe serv-
er’s response to the client without the cached object. In yet
other embodiments, the appliance 200 may forwardthe serv-
er’s response to the client with the cached object.
[0438] At step 580, the appliance 200 determines not to
serve the object from the cache. In one embodiment, the
server 106 transmits a response that the client or user of the
client is not allowed or authorized to receive the object. In
some embodiments, the server transmits a response that the
client or user of the client requires authentication before
receiving the object. In some embodiments, the server 106
transmits a responsethat the server no longerhasthe object or
the object is no longer valid. In still other embodiments, the
server 106 does not send a response or otherwise the appli-
ance 200 determinesthe requestto the server for the object or
status ofthe object has timedout.In another embodiment, the
appliance 200 receives a response indicating the server is not
available or is not reachable. In other embodiments, the appli-
ance 200 receives a response indicating the server is too busy
to server the object or is not accepting any more requests at
this time. In any of these embodiments, the appliance 200
may choosenotto serve the object from the cachein response
to the client’s request. In some embodiments, the appliance
200 forwardsthe server’s responseto the client 102 instead of
the object from the cache. In one embodiment, the appliance
200 via cache manager 232 removes the object from the
cache. In another embodiment, the appliance 200 via cache
manager 232 expires the object in the cache.
[0439] Any ofthe techniquesor portionsthereof, ofmethod
500 and 550 described above may be performed together in
the same appliance 200 or in a plurality of appliances acting
in conjunction or cooperation with each other. In some cases,
one appliance 200 may perform method 500 while a second
appliance 200' may perform method 550.
[0440] Furthermore, the determination of proxying or
accelerating a connection or for caching objects in method
500 or method 550 maybeidentified, specified or configured
via a one or more policies of a policy engine 295 of the
appliance 200 or server 106. For example, the policy engine
295 mayspecify the type or content of server responses or
other conditions for which the appliance 200 should proxy or
accelerate a connection or serve a cached object.
[0441] In yet other embodiments, the appliance 200 may
make a determination on proxying, accelerating or caching in
accordance with the techniques of methods 500 and 550
based on information from any end point detection and autho-
rization. For example, as described in connection with FIG.3,
a collection agent 302, or client agent 120, may transmit a
variety of information identifying a status, condition, opera-
tion, attribute, profile or characteristic of the client 102. The
appliance 200 may determine when and how to defer and
accept to proxy, or accelerate a connection or when and how
to defer and server a cached object in accordance with the
techniques of method 500 and 550 based on this end point
detection information. Additionally, the appliance 200 may
use a combination of policies and end point detection infor-
mation to determine when and how to defer and accept to
proxy and/or accelerate a connection or when and how to
defer and serve a cached object.

F. Systems and Methods of Performing Parallel Revalidation
of Cached Objects

[0442] Referring now to FIGS. 6A and 6B, systems and
methods for performing a technique referred to as parallel
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revalidation are depicted. Thisparallel revalidation technique
minimizes the problem of serving outdated data in the cache
considered fresh as its freshness period has not expired
although the object is outdated on the server. When serving a
cached object to a client request, the cache may not be aware
that the object has changed on the originating server. The
cache mayserve the object multiple times while the freshness
period has not expired. With the parallel revalidation tech-
nique described herein, the cache revalidates the object with
the originating server in parallel with serving the cached
object in response the request. For example,ifthe object in the
cacheis still considered fresh, the cache serves the object to
the client immediately, but, in parallel, the cache also trans-
mits a conditional request to the server. If the object has
changedafter all, the cache gets an updated copy in response
to the conditional request, and future object requests will get
the updated object in the cache. Otherwise, you get a response
that reports that it has not been modified.

[0443] FIG. 6A depicts an example embodiment of an
appliance based system for serving and revalidating an object
in a cache. Althoughthis technique will be described gener-
ally in reference to a cache of the appliance 200, this tech-
nique as described in conjunction with FIG. 6B can beper-
formed by any device having a cache, such as the client 102 or
another intermediary device, such as device 205.
[0444] Referring now to FIG. 6B, an embodimentof a
method 600 ofparallel revalidation is depicted. In brief over-
view, at step 605, the appliance 200 intercepts or otherwise
receives a request for an object from a client 102. Atstep 610,
the appliance 200 identifies the object of the request and
determinesthe object is located in the cache 232. At step 615,
the appliance 200 transmits, in response to the determination,
the cached objectto the client. At step 620, also in response to
the determination, the appliance transmits a request for a
status the object from an originating server. The appliance
mayserve the object at step 615 and transmit a requestat step
620 substantially simultaneously to each other. At step 625,
the appliance 200 receivesa status ofthe object or an updated
copy ofthe object from the server. Based on the response from
the server, the appliance 200 updates the cache accordingly. If
the object has changed, the appliance 200 stores the updated
object to the cache 232.
[0445] In furtherdetail, at step 605, the appliance 200 inter-
cepts or otherwise receives any type and form of request for
an object froma client 102. In one embodiment, the appliance
200 intercepts a request for an object via an application layer
protocol. For example, in some embodiments, the appliance
200 intercepts an object request via the HTTPprotocol. Inone
embodiment, the protocol accelerator 234 of the network
optimization engine 250 is HTTP aware and identifies an
object request over HTTP from the client 102. In yet another
embodiment,the client requests via a transport layer connec-
tion an object from the appliance 200 or cache 232.

[0446] At step 610, the appliance 200 the appliance 200
determines the object identified by the request is stored in a
cache. In one embodiment, the appliance 200 identifies,
parses, extracts or otherwise determines a nameoridentifier
of the object of the request, such as the uniform resource
locator of the request. In some embodiments, the appliance
200 uses an index comprising a hash of the nameoridentifier
ofthe object to determineifthe object exists in the cache. In
one embodiment, the cache index may be maintained in
memory while the cached object is stored on a disk of the
appliance 200. In other embodiments, the cache manager 232
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determinesif the object exists in the cache by a query or any
other means the cache managerusesfor tracking the location
or existence of object in a cache. In some embodiments, the
cache 232 resides on the appliance 200. In other embodi-
ments, the cache 232 is located on another device 100, such as
an appliance 200", 205 or server 106. In further embodiments,
the appliance 200 may transmit a message or request to a
cache manager on the appliance or another device 100 to
determineif the object exists or is located in the cache.

[0447] Based on determining that the object exists or is
located in the cache, the appliance transmits the, the cached
object to the client 102 in responseto the client’s request at
step 615 and at step 620, also transmits a request for a status
the object fromanoriginating server. In one embodiment, the
appliance serves the object at step 615 and transmits a request
for a status of the object at step 620 substantially simulta-
neously or concurrently to each other. In another embodi-
ment, the applianceserves the object at step 615 and transmits
a request for a status of the object at step 620 in parallel to
each other. In other embodiments, the appliance transmits the
request for a status of the object at 620 prior to serving the
cachedobject to the clientat step 615. In one embodiment, the
appliance serves the cached object to the client at step 615
before transmitting the request for the status of the objectat
step 620.
[0448] In some embodiments, the appliance 200 executes
code or executable instructions for transmitting the requestto
the server for a status of the object is executed immediately
before or after the executable instructions to serve the object
from the cacheto the client 102. In other embodiments, the
executable instructions for serving the cached object to the
client 102 execute in a separate process, service, driver, task
or thread and at the same time as or concurrently with the
executable instructions in a process, service, driver task or
thread for requesting the status of the object from the server.
In some embodiments, the transmission of the cached object
to the client at step 615 occurs within a predetermined time
period of the transmission of the request of the status of the
object to the server at step 620, or vice-versa. The predeter-
minedtime period may be configurable andset by the appli-
ance. In some embodiments, the predetermined time period
maybeset in the order of milliseconds or based on a packet
processing timer of the packet processing engine. For
example, the predetermined time period may be 1 ms, 2 ms, 3
ms, 4 ms, 5 ms, 10 ms, 25 ms, 50 ms or 100 ms. In other
examples, the predetermined time period may be any value
between 1 ms and 1 second.

[0449] Insome embodiments, the appliance 200 at step 620
transmits a status ofthe object. In one embodiment,the appli-
ance 200 transmits the request via an application layer pro-
tocol, suchas HTTP.In other embodiments, the appliance 200
transmits a conditional get of the object. For example, the
appliance 200 transmits a conditional HTTP get request. In
yet another embodiment, the appliance 200 transmits a
request to obtain the current version of the object from the
server 106. In one embodiment, the appliance 200 forwardsto
the server the request of the client intercepted by the appli-ance.

[0450] At step 625, the appliance 200 receives a status of
the object or an updated copyofthe object from the server.In
one embodiment, the appliance 200 receives a status that the
object has not changed. In another embodiment, the appliance
200 receives a status that the object has changed. In some
embodiments, the status indicates an identifier of a version of
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the object. In other embodiments,the appliance 200 receives
an updated copy ofthe object. In yet another embodiment, the
appliance 200 receives those portions of the object has
changed instead of an entire updated copy of the object.
Based on the response from the server, the appliance 200
updates the cache accordingly. If the object has changed, the
appliance 200 stores the updated object or the changesto the
object to the cache 232. In some embodiments, the appliance
200 updatesthe version informationofthe object in the cache
232. In another embodiment, the appliance 200 updates the
expiration period for the cached object. In other embodi-
ments,the appliance 200, for example, via the cache manager
232, updates the status of the object in the cache to indicate
the object is fresh or up-to-date.

[0451] In one embodiment, while revalidating the cached
object in parallel to serving the cached object to a first
requests for the object, the appliance 200 receives a second
request for the object from the sameclient 102 or a different
client 102'. In some embodiments, the appliance 200 per-
forms a second revalidation of step 620 in response to the
second request. In other embodiments, the appliance 200 is
aware the revalidation of the first request of the object has
recently occurred or is occurring and does not transmit a
request fora status ofthe object to the server in responseto the
second request. In another embodiment, the appliance 200 in
response to the second request determines the remaining
period of the expiration of the cached object in within a
predetermined threshold and in response to the determina-
tion, the appliance 200 does not transmit a request for a status
of the object. In some embodiments, the appliance 200 in
response to the second request determines the remaining
period of the expiration of the cached object exceeds a pre-
determined threshold and in response to the determination,
the appliance 200 transmits a requestfora status ofthe object.
In still another embodiment, the appliance 200 serves the
object received from the server at step 625 in responseto the
first request and serves the received object to the client in
response to the second request.

[0452] As mentioned above, the techniques of method 600
may be performed on any device although generally
described in connection with the appliance 200. In one
embodiment, a client agent 120 having the network optimi-
zation engine 250 discussed herein in conjunction with FIG.
3 may perform the techniques of method 600. In other
embodiments, the techniques of method 600 maybeper-
formed on any device in the network path between a client and
a server, including either the client or server or a second
appliance 200' or 205'. In some embodiments, the cache man-
agement functionality may reside onafirst device, such as the
client 102 or appliance 200 while the cache storing the object
resides on a second device, such as a server 106, or second
appliance 200' or 205.

[0453] Furthermore, the appliance 200 may determine
whichobjects to perform parallel revalidation based on one or
morepolicies of a policy engine 295. A policy mayidentify
objects to serve and revalidate based on one or more of the
following: 1) the size of the object, 2) the type or identifier of
object, 3) the client requesting the object or any attributes or
characteristics ofthe client 4) the server originating the object
or any attributes or characteristics of the server 5) the user or
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groupofthe user, 6) the remaining timeperiod of the cached
object, and 7) frequency of object updates.

G. Systems and Methods of Providing Speculative QoS to
Prefreshening/Prefetching Objects

[0454] Referring now to FIGS. 7A and 7B, systems and
methods for techniques of providing Quality of Service
(QoS)to speculative prefetching of objects are depicted. As
the appliance 200 described herein has the ability to deter-
minethe link speed of a network connection as well asallo-
cating bandwidth and controlling flow of network traffic in
real time provides an advantage in performing QoS for
prefetching. Since speculative requests compete with real
requests or other requests from clients to servers, the tech-
niques described herein provides a mechanism for prefetch-
ing objects to better utilize idle bandwidth and reduce net-
work contention with non-prefetching requests. The
technique tags, encodes or otherwise identifies prefetching
requests as speculative so that an appliance transmits the
request as a lowerpriority than other request and when idle
bandwidthis available.

[0455] Referring now to FIG. 7A,an appliance 200 having
a network optimization engine 250 is depicted. In brief over-
view,the appliance 200 intercepts or otherwise receives com-
munications, such as pages served from an originating server
106 or transmitted via another appliance 200' and forwards
the page to the requesting client. The intercepted page may
identify one or more objects, for example via uniform
resource locators or hyperlinks. The appliance via the
prefetcher 704 generates a speculative request 750 to obtain
the object from a remote server 106. The request may be
considered a prefetch in that the user receiving the page may
have not yet requested the object identified by the page but the
appliance 200 requests the object in anticipation of intercept-
ing a request for the object from the user. The request is
identified as speculative to indicate to a transmitter or the
appliance that the request has a lowerpriority for transmis-
sion than non-speculative requests. The appliance 200
includes a bandwidth detector 704 that detects idleness or

availability ofbandwidth ofone or more network connections
of the appliance 200. In response to the bandwidth detector
702 detecting bandwidth availability, the prefetcher 704
transmits the speculative request to prefetch the object to the
originating server 106. In some embodiments, the appliance
200 depicted in FIG. 7A is used for accelerating application
protocollayer traffic such as HTTPtraffic.
[0456] The network optimization engine 250, or any por-
tion thereof, such as the protocol accelerator 234, may
include the bandwidth detector 702. The bandwidth detector

702 may include software, hardware or any combination of
software and hardware. The bandwidth detector 702 may
comprise an application, program, script, library, process,
service, driver, task, thread or any type and form ofexecutable
instructions. The bandwidth detector 702 includes or pro-
vides logic, business rules, functions or operations for deter-
mining an availability, idleness or utilization of network
bandwidth for one or more network links or connections. In

one embodiment, the bandwidth detector 702 measures
round-trip or responsetimes to a server 106. In other embodi-
ments, the bandwidth detector 702 determines the numberof
packets on a queue waiting to be transmitted. In some
embodiments, the bandwidth detector 702 detects the transi-
tion of a queue of network packets from empty to non-empty
and vice-versa.



US 2008/0228938 Al

[0457] In yet other embodiments, the bandwidth detector
702 measures the utilization of a port or network connection
of the appliance. In another embodiment, the bandwidth
detector 702 determines the numberof active connections,
active users, or concurrent connections. In some embodi-
ments, the bandwidth detector 702 detects the number of
outstanding requests waiting responses. Based on the number
of packets in a queue, the emptiness or state transitions of
queue, response timesofservers, round-trip times to and from
a server, number of concurrent connections, number of con-
current users, the operational status of a CPU, port and
memory usage of the appliance 200, the bandwidth detector
702 may determine that bandwidth is available for a lower
priority request, such as the speculative prefetch request 750.

[0458] The network optimization engine 250, or any por-
tion thereof, such as the protocol accelerator 234, may
include the prefetcher 704. The prefetcher 704 may include
software, hardware or any combination of software and hard-
ware. The prefetcher 704 may comprise an application, pro-
gram,script, library, process, service, driver, task, thread or
any type and form of executable instructions. The prefetcher
704 includes or provides logic, business rules, functions or
operations for generating requests or one or more packets for
arequest. In one embodiment,the prefetcher generates one or
morepackets identified as speculative,for either a request or
a response. In some embodiments, the prefetcher 704 gener-
ates a request to prefetch identified objects, such as objects
identified by intercepted pages andinitiates the transmission
of the generated request to a server 106. In one embodiment,
the prefetcher 704 generates requests for prefreshening
objects identified in the cache 232. In some embodiments, the
prefetcher 704 generates a request 750 identified as specula-
tive or with a QoSpriority lower than non-prefetch requests.
In other embodiments, the prefetcher 704 receives the
response to the prefetch request and stores the object of the
response to the cache 232. In some embodiments, the
prefetcher 704 receives the response to a request and gener-
ates a response 752 identified as speculative. In another
embodiment, the prefetcher 704 modifies one or more
response packets to mark or identify the response 752 as
speculative.

[0459] The prefetcher 704 generates a speculative request,
such as the request 750, using any type and form of encoding
scheme to mark or identify the request as speculative or to
otherwise identify the one or more request packets as having
alowpriority. In one embodiment,the prefetcher 704 encodes
a value of an option field of a transport protocol layer header,
such as a Transport Control Protocol (TCP) header with a
predeterminedvalue. The predeterminedvalue identifies to a
transmitter of the packet that the packet is speculative. In
some embodiments, the prefetcher 704 may tag any of the
transport layer packets as discussed above in connection with
the automatic WAN/LANport detection techniques. As such,
in these embodiments, a connection may be marked for han-
dling speculative requests and/or responses or a packet may
be tagged as a speculative request or response. In another
embodiment, the prefetcher 704 encodes a value of an option
field of an internet protocol or network layer header, such as
the IP header, with a predetermined value. In some embodi-
ments, the prefetcher 704 encodes a value in the TCP or IP
options, or in the identification field of IP header or of a
network packet. In still further embodiments, the prefetcher
704 may generate a response or request packet with any Type
of Service (TOS)field or Differentiated Services Code Point
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(DSCP)field set to a predetermined value. In some embodi-
ments, the predetermined value encoded by the prefetcher
704 identifies a low priority transmission request. In another
embodiment, the prefetcher 704 encodes a value in any
optional application protocol layer header, field or parameter
to identifying the speculative priority of the request or
response.

[0460] In some embodiments, the network optimization
engine 250 via the prefetcher 704, flow controller 238 and/or
QoS Engine 236 transmits requests and/or responses identi-
fied as speculative according to a transmission schedule or
priority. In the these embodiments, the network optimization
engine 250 transmits the speculative requests or responsesat
a pace or transmission rate that maintains bandwidth usage
within a predetermined threshold or level. The network opti-
mization engine 240 may transmits speculative requests or
responses at a transmission rate or schedule that utilizes
unused bandwidth or available bandwidth.In this manner, the
speculative network packets may be transmitted such that the
transmission does not reduce the bandwidth available to non-

speculative requests and response. In some embodiments,the
network optimization engine 250 transmits speculative
requests or response such that the transmission does not
reduce, or otherwise minimizes the reduction of, a roundtrip
time of a non-speculative request and response. In other
embodiments, the network optimization engine 250 transmits
speculative requests or responses upon detecting that there
are not any non-speculative requests or responses to transmit.
In another embodiment, the network optimization engine 250
transmits speculative requests or responses upon detecting
that there the number of non-speculative requests or
responses to transmit is within a predetermined threshold. In
yet another embodiment, the network optimization engine
250 transmits speculative requests or responses during any
idle time between transmitting non-speculative requests and
response.

[0461] In other embodiments, the bandwidth detector 702
and/or prefetcher 704 maintains, updates or accesses a con-
nection or state table 703. The connection or state table 703

mayinclude anytypeofdata structure, object, file or database
for storing, tracking and obtaining information related to a
state of a connection. In one embodiment, the bandwidth
detector 702 and/or prefetcher 704 uses the connection state
table 703 for maintaining any one or moreofthe following: a
status of the availability of idleness, bandwidth utilization of
a connection, number of non-speculative requests and/or
responses waiting to be respondedto or transmitted, number
of speculative requests or responses waiting to be transmitted
or respondedto, priorities ofany network packets to be trans-
mitted by the appliance, type and speedofa port or network
connections, identification of any cooperating or partner
appliances, device or clients, and any other operational con-
ditions of the appliance 200 or device 100 or connections of
the appliance 200 or the device 100.

[0462] Referring now to FIG. 7B an embodimentofsteps of
a method 700 for prefetching requests using a speculative
QoS schemeis depicted. In brief overview, at step 705, the
appliance 200 intercepts or otherwise receives a page trans-
mitted by a server 106 to a client 102. The page includes an
identifier of one or more objects. The appliance 200 forwards
the intercepted pageto the client 102. At step 710, the appli-
ance identifies the object and generates a request packet to a
remote server for the object. The appliance 200 encodes the
generated request as a speculative request. At step 715, the
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appliance determinesavailability of idle network bandwidth
to transmit the generated request packet to the server 106. At
step 720, the appliance 200 in response to the detection of
available idle bandwidth transmits to the generated request
packet to the server 106. At step 725, the appliance receives
the prefetched object from the server 106 andstores the object
to the cache 232.

[0463] In further details, at step 705, the appliance 200
intercepts or otherwise receives any type and form of com-
munication from one device to another device identifying an
object, such as from a serverto a client. In one embodiment,
the appliance 200 intercepts a response from a server to a
client’s request for an object. In some embodiments, the
server 106 transmits one or more network packets having an
application protocollayer payload identifying an object. For
example, in one embodiment, the appliance 200 intercepts a
web or HTTP pagetransmitted by a server 106 to a client 102
and the page includes a uniform resource locator (URL) or
hyperlink identifying an object. In one embodiment, the pro-
tocol accelerator 234 of the network optimization engine 250
is HTTP aware andidentifies an object identifier in HTTP
content transmitted by a server 105. In yet another embodi-
ment, the appliance 200 intercepts HTTP header information
in responseto client requests via a transport layer connection
that identify an object. In some further embodiments, the
appliance 200 intercepts responses from the serverfora status
ofan object that identify the object. In yet other embodiments,
the appliance 200 intercepts communications betweena cli-
ent and server intercepted and forwarded by another appli-ance.

[0464] At step 710, the appliance 200 or prefetcher 704
generates in response to identifying the object a request to
obtain the object from an object server 106, such as the
originating server of the page. In some embodiments, the
prefetcher 704 checks or attempts to locate the identified
object in the cache 232. In one embodiment, the prefetcher
704 does not locate the object in the cache 232 or otherwise
determinesthe object does not exist in the cache 232. In these
embodiments, the prefetcher 704 generates a request for the
object referred to as a prefetch since the appliance orclient
has not obtained the object previously. In another aspect, the
requestis referredto as a prefetch in that the userofthe client
receiving the page has not yet requested the object from the
page.

[0465] In other embodiments, the prefetcher 704 locates
the object in the cache 232. In these embodiments, the
prefetcher 704 generates a request for the object referred to as
a prefeshening request since the object is located in the cache
but the applianceis requesting a status or update to the object
from the server before expiration of the cached object. As
discussed above, the prefetcher 704 mayidentify or encode
the generated request as speculative by a variety of means,
including but not limited to encoding a predeterminedprior-
ity value in an IP headerfield, IP header option, transport
layer header option field or a field of the application layer
protocol. In one embodiment,the prefetcher 702 may identity
or set a priority of the speculative request in the connection
state table 703.

[0466] Atstep 715, the bandwidth detector 702 ofthe appli-
ance 200 detects, determines or otherwise identifies availabil-
ity ofbandwidthfor transmitting a speculative request. In one
embodiment, the bandwidth detector 702 detects the transi-
tion of a packet queue from non-empty top empty. In some
embodiments, the bandwidth detector 702 determines that
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higher priority packet queues are below a predetermined
threshold. In one embodiment, the bandwidth detector 702

detects that there are no non-speculative request packets to
transmit at the point of determination. In yet other embodi-
ments, the bandwidth detector 702 determines that a level of

network traffic to the destination of the request packet is
below a predetermined threshold. In one embodiment, the
bandwidth detector 702 determines there are no responses
outstanding to the appliance 200 orclient 102 from the server
106.

[0467] In yet other embodiments, the bandwidth detector
702 determines that the response times from the server are
below a predetermined threshold. In some embodiments, the
bandwidth detector 702 determines that the numberofpack-
ets in queueto be transmitted to the server is below a prede-
terminedthreshold.In yet other embodiments, the bandwidth
detector 702 measures bandwidthutilization and determines

that the bandwidth utilization is within a predetermined
threshold.In still other embodiments, the bandwidth detector
702 determines that network conditionsare suitable for trans-

mitting a speculative request or that otherwise sending the
speculative requestwill have negligible impact on non-specu-
lative requests. In one embodiment, the bandwidth detector
702 checks a status of bandwidth utilization, the connection
and/or packets to be transmitted via the connection to deter-
mine if the network condition is in a state for transmitting a
speculative request

[0468] At step 720, the appliance 200 in response to the
detection of available idle bandwidth transmits the generated
request to the server 106. In one embodiment, the appliance
200 transmits the generated requestto the server 106. In some
embodiments, the appliance 200 obtains the generated
request from a queue of speculative requests waiting to be
transmitted. For example, the queue may be a FIFO (First In
First Out) or LIFO (Last In First Out) queue. In some embodi-
ments, the appliance 200 transmits a plurality of generated
requests to the server 106. For example, the prefetcher 704
maygenerate multiple requests for objects identified via one
or more intercepted pages as originating from the server 106.
In yet other embodiments, the appliance 200 transmitsa first
speculative request 750 to a first server 106A, and a second
speculative request 750' to a second server 106B. In one
embodiment, the appliance 200 transmits the speculative
requests by the order in which they were generated.

[0469] Further to step 720, the appliance 200 or network
optimization engine 250 transmits speculative request at a
transmission rate or schedule to maintain bandwidth utiliza-

tion within a predeterminedthreshold orlevel. In one embodi-
ment, the network optimization engine 250 transmits the
speculative request upon detecting by the bandwidth detector
702 that the bandwidth utilization is within a predetermined
level. In another embodiment, the network optimization
engine 250 transmits the speculative request upon determin-
ing that the number ofnon-speculative requeststo transmit, or
in a transmission queue, is below a predetermined threshold.
In some embodiment, the network optimization engine 250
transmits the speculative request during any idle time avail-
able between transmissions of non-speculative requests. In
other embodiments, the network optimization engine 250
transmits the speculative request such that bandwidth utiliza-
tion by the speculative request is maintained within a prede-
termined level. In some embodiments, the network optimiza-
tion engine 250 transmits the speculative request such that
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round trip times for non-speculative requests or responses are
maintained at a predeterminedlevel.
[0470] At step 725, the appliance 200 receives the object
requested via the speculative request from the server 106. In
one embodiment, the speculative request is a prefetch and the
appliance 200 or prefetcher 702 stores the object in the cache
232. In another embodiment, the speculative request is a
prefreshening request and the appliance 200 or prefetcher 702
updates the objectstored in the cache 23 with a new version of
the object.
[0471] The technique described above may be deployed on
any device—client, appliance, or server. In some embodi-
ments, the prefetching device described above may deployed
ona client side of a network connection, suchas onthe client
side of a WAN link. In other embodiments, the prefetching
device described above may be deployed on a serverside of a
network connection, such as the server side of a WAN. In
some embodiments, the appliance 200 may havea connection
to an unpacedfast side or LAN connection and a connection
to apaced slow side or WAN connection. In one embodiment,
the device ontheclient side paces the incoming WANdata but
not the outgoing LAN data. In another embodiment, the
device on the serverside paces the outgoing WANdata but not
the incoming LAN data.
[0472] In some embodiments, the technique of generating
speculative requests to a server is carried through to the
responses 752 from the server. Thatis, in one embodiment, by
identifying the request as speculative, the response 752 to the
requestis identified and handledat a QoSpriority associated
with the speculative designation. In one embodiment, identi-
fying server’s responses as speculative is handled by cooper-
ating or partner appliances or devices. For example, as illus-
trated in FIGS. 1A-1C, a first appliance 200 may operate in
conjunction with a second appliance 200'. In one embodi-
ment,thefirst appliance 200 may be deployed on a WAN or
client side of a network connection while the second appli-
ance 200' is deployed on the LANside or serverside of the
connection. Also, as discussed herein, a first appliance 200
may operate in conjunction with a network optimization
engine 250 deployed on a client 102 and/or server 106.

[0473] By way of example andreferring now to FIG. 7C, a
dual appliance deploymentor a deploymentofa first network
optimization engine 250 ona client 102orfirst appliance 200"
and a second network optimization engine 250' on a second
appliance 200' or a server 106 is depicted. For example, the
first device (client 102 or appliance 200) may beonthe client
side of a WANin whichthe first device controls the transmis-

sion flow or paces incoming data from the WAN,such as
WANdata received from the second device. The first device

may transmit LAN data in an unpaced mannerto the second
device. The second device (appliance 200 or 200') may be on
the server side of the WANin which the second device con-

trols the transmission flow or paces outgoing WANdata to the
first device. The second device may transmit LAN data in an
unpaced mannerto the server.

[0474] Inbriefoverview,a first device, such as an appliance
200 or client 102, intercepts or otherwise receives a page
served by a server and identifies an object identifier in the
page. The first device may forward the pageto a client or an
application on a client requesting the page. Thefirst device
generates a speculative request to prefetch from a server the
object corresponding to the object identifier. Thefirst device
may transmit the speculative request packet to the server in
accordance to a transmission rate to maintain bandwidth
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usage within a predetermined level. A second device, such as
an appliance 200' or a server 106, intercepts the speculative
request of the first device. The second device identifies the
request as speculative and forwards the request to an origi-
nating server 106. Upon receiving the response from the
server, the second device identifies the response as specula-
tive or generates a speculative response. Upon detecting
available of idle network bandwidth, the second device may
transmit the response to the client 102 or appliance 200 in
accordance to a transmission rate to maintain bandwidth

usage within a predetermined level. The first and second
devices can transmit the speculative requests and responses
responsive to availability of idle network bandwidth detected
by the bandwidth detector on either the receive or send side of
a response and/or request, or both.

[0475] Referring now to FIG. 7D, an embodimentofsteps
of a method 750 for a technique of handling speculative
responses between devices is depicted. In brief overview, at
step 755, a first device intercepts or otherwise receives a page
identifying an object transmitted from a server to a requester,
such as a client. The first device forwards the page to the
requester. At step 760, the first device transmits a generated
speculative request to the server to prefetch the object iden-
tified by the page. Thefirst device may transmit the requestat
a transmission rate to maintain bandwidth usage within a
predetermined level or to otherwise use idle or available
bandwidth. At step 765, a second deviceintercepts the specu-
lative request ofthe first device, and forwards the request to
the server 106. At step 770, the second device receives a
response from the server to the request. At step 775, the
bandwidth detector 702 of the second device determines the

availability of idle network bandwidth to transmit a specula-
tive responsetothe first device or otherwise to the requester.
At step 780, the second device generates a speculative
response or marks the received response as speculative, and
transmits the speculative response in responseto the determi-
nation ofthe bandwidth detector 702. The second device may
transmit the response ata transmission rate to maintain band-
width usage within a predeterminedlevel or to otherwise use
idle or available bandwidth.

[0476] In further details, at step 755,a first device intercepts
or otherwise receives a page identifying an object transmitted
by an originating server. In one embodiment,thefirst device
is aclient 102. In some embodiments,the first deviceis a first
appliance 200. In another embodiment, the first device is
deployed on the WANside of a network connection. In one
embodiment,the first device is deployed ina branchoffice. As
discussed above in connection with step 705 of method 700,
the first device may intercept any type and form of commu-
nication from one device to another device identifying an
object. In yet another embodiment, both thefirst device and
second deviceinterceptthe page identifying the object. In one
embodiment, the second device intercepts and identifies the
object for prefetching, such as in accordance with the
embodiment of method 700.

[0477] At step 760, the first device may generate a specu-
lative request 750. Thefirst device may generate the specu-
lative request using any of the encoding techniques discussed
herein. In one embodiment, the first device transmits the
speculative request 750 immediately or as soon aspossible. In
another embodiment, the first device transmits the specula-
tive request 750 at the same priority as non-speculative
request from thefirst device. In some embodiments, thefirst
device transmits the speculative request 750 responsiveto the
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bandwidth detector 702 ofthe first device determining avail-
able network bandwidth as described above.

[0478] In one embodiment, the network optimization
engine 250 transmits the speculative request upon detecting
by the bandwidth detector 702 that the bandwidth utilization
is within a predetermined level. In another embodiment, the
network optimization engine 250 transmits the speculative
request upon determining that the number ofnon-speculative
requests to transmit, or in a transmission queue, is below a
predeterminedthreshold. In some embodiment, the network
optimization engine 250 transmits the speculative request
during any idle time available between transmissions of non-
speculative requests. In other embodiments,the network opti-
mization engine 250 transmits the speculative request such
that bandwidth utilization by the speculative request is main-
tained within a predeterminedlevel. In some embodiments,
the network optimization engine 250 transmits the specula-
tive request such that round trip times for non-speculative
requests or responses is maintainedat a predeterminedlevel.
Thefirst device may transmit the response at a transmission
rate to maintain bandwidth usage within a predetermined
level or to otherwise use idle or available bandwidth.

[0479] At step 765, the second device intercepts or other-
wise receives the speculative request 750 transmitted by the
first device. In one embodiment, the second deviceis a second
appliance 200". In other embodiments, the second device is
the server 106. In yet another embodiment, the second device
is deployed on a LANside of a network connection, such as
at a corporate data center. In some embodiments, the first
device transmits the speculative request 750 to the second
device instead ofthe second deviceintercepting the transmis-
sion of the speculative request 750 to the server 106. In one
embodiment, the second device identifies the intercepted
request as speculative by detecting the speculative encoding
schemeofthe packet. The second device may identify from
the encoding schemeofthe packetthat the request should be
treated with a QoS priority associated with speculative
prefetching.

[0480] In some embodiments, the second device forwards
the speculative request 750 to the server 106. In other embodi-
ments, the second device generates a non-speculative request
for the object and transmits the request to the server. In
another embodiment, the second device transmits the specu-
lative request 750 or second request immediately or as soon as
possible. In other embodiments, the second device transmits
the speculative request 750 or second request as the same
priority as non-speculative requests In one embodiment, the
second device transmits the speculative request 750 or second
request responsiveto the bandwidth detector 702, such as the
bandwidth detector 702 detecting availability ofbandwidth to
transmit a request to the server 106. In one embodiment, the
network optimization engine 250 transmits the speculative
request upon detecting by the bandwidth detector 702 that the
bandwidth utilization is within a predetermined level. The
second device may transmit the response at a transmission
rate to maintain bandwidth usage within a predetermined
level or to otherwise use idle or available bandwidth.

[0481] Atstep 770, the second device receives a response to
the request for the object from the server 106. In one embodi-
ment, the server 106 identifies the request as speculative and
transmits the response upon detection of available bandwidth
or upon QoS transmission scheduling mechanism identifying
the response as low priority or speculative. In some embodi-
ments, the second device receives the response and associates
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the response with an outstanding speculative request 750. For
example, in one embodiment, the second device identifies the
response as a response to a speculative request 750 via a
connection state table 703.

[0482] In some embodiments, the second device generates
or otherwise provides a speculative response 752. In one
embodiment, the second device generates a response includ-
ing content from the response received from the server and
encodes the generated response as speculative. In another
embodiment, the second device alters, modifies or changes
the response packet from the server to identify the response
752 as speculative. In many embodiments, the response from
the server 106 includes multiple network packets. In some of
these embodiments, the second device generates, provides or
identifies the response packets as speculative. The second
device may identify the response packet 752 as speculative in
the same manneror using the same encoding schemeas the
request 750. In another embodiment, the second device may
use a different speculative QoS encoding scheme recognized
by the second device and/orthefirst device.

[0483] At step 775, in one embodiment, the bandwidth
detector 702 of the second device detects availability of idle
network bandwidth to the client 102or first device in accor-

dance with step 715 previously discussed above. At step 780,
the second devices transmits the speculative response 752 in
response to the bandwidth detector or otherwise in accor-
dance with QoStransmission scheduling of speculative pack-
ets by the second device. The second device may transmitthe
response at a transmission rate to maintain bandwidth usage
within a predeterminedlevel or to otherwise useidleor avail-
able bandwidth. In some embodiments, thefirst device inter-
cepts the speculative response 752 andstores the object to the
cache 232 or updates the object in the cache 232.

[0484] In some embodiments, the first device and the sec-
ond device, such asa first appliance 200 and a second appli-
ance 200' may each transmit or forward the speculative
request 752 to prefetch an object onto the originating server
106 in responseto a bandwidth detector and at a lowerpriority
QoSto reduce contention with non-speculative requests on
bandwidth. Likewise,thefirst device and second device may
each transmit or forward the response as a speculative
response 752 in response to a bandwidth detector and at a
lowerpriority QoSto reduce contention with non-speculative
requests on bandwidth. Furthermore, the first and second
devices may transmit the speculative requests at a same or
similar priority as non-speculative requests and transmit the
speculative responses according to a QoSpriority designed
for speculative transmission. In yet other embodiments, the
first and second device may transmit speculative requests and
responses according to a speculative QoSpriority on ports
associates with a WAN connection.In still another embodi-

ment, the first and second device may transmitthe speculative
requests and responsesat a transmissionrate or pace to main-
tain bandwidth usage within a predeterminedlevel orto oth-
erwise use idle or available bandwidth.

[0485] Using the system and methodsdescribe above, these
speculative prefetching techniques reduce the time the user
spends waiting. Speculative prefetching may reduce the aver-
age interactive transaction time. Thatis, in some case, we are
prefetching the object the user has not asked for so that the
object may be available in case the user does ask for the
object. Thus, this technique may reduce the time the user
spends waiting. Using the speculative prefetching technique
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above, unused or idle bandwidth is used such the cost of
speculatively prefetching is minimal on bandwidth.
[0486] Although the systems and methods are generally
described above in connection with HTTPtype of prefetch-
ing, these techniques may be used and applied to any type and
form of speculative fetching such as read-ahead, write-be-
hind, and content distributions as well as prefreshening
objects in a cache. For example, the speculative prefetching
technique may used to obtain content for compressionhisto-
ries shared between compression engines of a plurality of
devices. In another example, the appliance or appliances may
provide the speculative pre-fetching techniques for read-
aheads and write-behinds of documents and files, such as
office documents, via the CIFSprotocol. In one embodiment,
a user in a branch office may be accessing a documentover a
WANconnection via one or more appliances to a server in a
data center. The appliance 200 mayintercept a request for a
page of a documentidentifying objects or additional content
of subsequent pages. The appliance 200 may prefetch the
subsequent pages or objects in speculation that the user may
request the pages or objects. The appliance mayusethe tech-
niques in here to transmit these prefetch requests and
responsesin a lowerpriority mannerin order to reduce net-
work bandwidth contention with non-speculative requests
and responses.

H. Systems and Methods for a Stack-Oriented Prefetching
Technique

[0487] Referring now to FIGS. 8A and 8B, systems and
methodsofa technique for pushing and popping objects from
a stack to determinethe order ofwhich to prefetch objects are
depicted. This technique, referred as “stack-oriented
prefetching” makes a prefetching determination responsive
to the pagesa useris currently visiting or has recently visited
by using a stack. For example, a prefetching scheme may not
desire to prefetch links from a first requested page after the
user has wandered off to a second page. When the user
requests a page, the technique pushes the uniform resource
locator (URL)or objectidentifiers ofthe page onto a prefetch-
ing stack. When a prefetcher is ready to prefetch objects or
content from a new page, the prefetcher pops a URL from the
top of the stack, and fetches the objects or content identified
via the popped URL. In this manner, the prefetcher gives
precedence to prefetching objects of recent pages requests
over previous page requests.
[0488] Referring now to FIG. 8A, an embodimentof a
system for performing the stack-oriented prefetching tech-
nique is depicted. In brief overview, a device such as appli-
ance 200 includes a network optimization engine 250 inter-
cepting pages requested by a requestor, such as client, and
served by an originating server 106. The appliance 200 iden-
tifies a uniform resource locator (URL) for an intercepted
page, which mayidentify one or more objects associated with
the page. The appliance 200 pushes the URL from the page on
to the top of a stack element 850. As the appliance 200
intercepts each page, the appliances pushes an URL of the
page onto the stack. At some point, a prefetcher 704 deter-
minesto perform prefetching of objects. The prefetcher 704
pops from the top of the stack the last URL pushed onto the
stack. This URL represents the last page requested by a
requestor and intercepted by the appliance. The prefetcher
704 determines one or more object identifiers from the URL,
generates requests for the objects, and transmits the requests
to aserver. The appliance 200 receivesthe prefetched objects
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and stores them in the cache 232. The prefetched may con-
tinue popping URLs from the stack 850 to prefetch object
while the appliances pushes new URLSofintercepted pages
onto the stack.

[0489] As discussed above in connection with 7A, the
prefetcher 704 may include software, hardware or any com-
bination of software and hardware. The prefetcher 704 may
comprise an application, program, script, library, process,
service, driver, task, thread or any type and form ofexecutable
instructions. The prefetcher 704 includes or provides logic,
business rules, functions or operations for generating packets,
such as packets to requests objects froma server 106. In some
embodiments, the prefetcher 704 receives the responseto the
prefetch request and stores the object of the response to the
cache 232

[0490] The prefetcher 704 mayalso include logic, business
rules, functions or operations for determining when to
prefetch an object or content from a server. In one embodi-
ment, the prefetcher 704 is designed and constructed to
prefetch objects responsive to a predetermined frequency. In
other embodiments, the prefetcher 704 is designed and con-
structed to prefetch objects responsive to the packet process-
ing engine 240. In another embodiment,the prefetcher 704 is
designed and constructed to prefetch objects responsive to a
predetermined numberofpackets, sent and/or received, being
processed by the packet processing engine 240. In other
embodiments, the prefetcher 704 is designed and constructed
to prefetch objects responsiveto a timer. In one embodiment,
the prefetcher 704 is designed and constructed to prefetch
objects responsive to network bandwidth orutilization, such
as via the bandwidth detector 702 discussed in conjunction
with FIG. 7A. In yet another embodiment, the prefetcher 704
maybe responsive to current load of the appliance 200, such
as the number of concurrent connections, and CPU and
memory usage.

[0491] Insome embodiments, the prefetcher 704 is respon-
sive to one or more policies of a policy engine 295 to deter-
mine whento prefetch objects. As such, the prefetcher 704, in
some embodiments, may be configured and responsive to
policies based on the identification or type of user, client,
server, or network connection. In some embodiments, the
prefetcher 704 may be responsive to policies based on any
temporal information, such as frequency or time of day. In
other embodiments, the prefetcher 704 may be responsive to
policies based on the type of network traffic, protocol or any
portion or content of a network packet, such as source and
destination addresses and ports, and TCPor IP options. In one
embodiment, the prefetcher 704 may be responsive to poli-
cies based on anyattributes or characteristics of a client 102
or server 106 such as via endpoint detection, for example, via
a collection agent 304 as described in conjunction with FIG.
3.

[0492] The prefetcher 704 is interfaced to or in communi-
cation with a stack 850. In one embodiment, the prefetcher
704is integrated with the stack 850. In another embodiment,
the prefetcher 704 includesthe stack 850 or otherwise imple-
ments the stack 850. In some embodiments, the prefetcher
704 is designed and constructed to prefetch objects respon-
sive to a size of the stack 850. In other embodiments, the
prefetcher 704 is designed and constructed to prefetch objects
responsive to a frequency of access of data to and from the
stack 850. In yet another embodiment, the prefetcher 704 is
designed and constructed to prefetch objects responsive to a
history of the numberof elements in the stack 850. In some
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embodiments, prefetcher 704 is designed and constructed to
prefetch objects responsive to numberofelements not fetched
in the stack 850. In one embodiment, the prefetcher 704 is
designed and constructed to prefetch objects that have been
stored in the stack for a predetermined timeperiod. In other
embodiments, prefetcher 704 is designed and constructed to
prefetch objects responsive to a predetermined number of
elements pushed onto to the stack 850. In yet one embodi-
ment, the prefetcher 704 is designed and constructed to
prefetch objects responsive to a predetermined number of
elements pushed on the stack 850 within a predetermined
time period.

[0493] The stack 850 may include software, hardware or
any combination of software and hardware. The stack 850
may comprise an application, program, script, library, pro-
cess, service, driver, task, thread or any type and form of
executable instructions. In some embodiments, the stack 850
may be implemented as one or more data structures, linked
list, queues, variables, arrays or objects stored in memory.In
other embodiments, the stack 850 may be implemented as a
file or a database. In some embodiments, the executable
instructions for the stack 85 includesor provides logic, busi-
ness rules, functionsor operations for storing elementsto the
stack 850 and access and/or remove elements from the stack

850. In one embodiment, the stack 850 is implemented as a
Last In First Out (I.IFO) stack or queue—that is, the last
element stored to the stack is the first elementretrieved or

accessed from the stack. In these embodiments, the storing of
an elementto the top ofa LIFOstack is referred to as pushing
the element onto the stack. Also, in these embodiments, the
retrieving or access an element from the top ofthe LIFO stack
is referred to as popping the element from the stack. In yet
another embodiment, the stack 850 includes an enumerated
list of elements representing a LIFO scheme.

[0494] In some embodiments, the stack 850 includesa pre-
determined maximum number of elements allowed to be

stored in the stack 850. In other embodiments, the stack 850
includes a maximum size in bytes allowedto be stored to the
stack 850. In one embodiment, the stack 850 includesa pre-
determined size threshold for each element or data that is
stored to the stack 850.

[0495] In yet other embodiments, the stack 850 may
include a plurality of stacks 850A-850A. In some embodi-
ments, the appliance 200 may dynamically create or establish
stacks 850A-850N. In other embodiments, the appliance
dynamically removes or destroys stacks. In yet another
embodiment, the appliance 200 may copy and share stacks
850A-850N between usersor clients. In some embodiments,
the plurality of the stacks 850A-850N may be usedforall
connections traversing the appliance 200. In one embodi-
ment, the appliance 200 maycreate, use and/or assign a stack
850A to each client 102A. In another embodiment,the appli-
ance 200 maycreate, use and/or assign a stack 850A for each
transport layer connection or application layer session. In
another embodiment, the appliance 200 maycreate, use and/
or assign a stack 850A for each server 106. In another
embodiment, the appliance 200 maycreate, use and/or assign
a stack 850A to a group of connections, users, clients or
servers, such as for a group of users or clients of a branch
office.

[0496] In one embodiment, the stack 850 provides func-
tions, messages, or application programminginterfaces (API)
to store, access, manage, modify or manipulate the stack 850.
In one embodiment,the prefetcher 704 mayinterface or com-
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municate with the stack 850 using any type and form of
application programminginterface (API). In another embodi-
ment, the prefetcher 704 may interface or communicate with
the stack using any type and form of messaging. In some
embodiments, the prefetcher 704 mayinterface or communi-
cate with the stack 850 using any type and form ofinterpro-
cess communications. In yet another embodiment, the
prefetcher 704 includes and executes the operations, func-
tionality or logic of the stack 850.

[0497] Referring now to FIG. 8B, an embodimentof steps
of a method 800 for performing a stack-oriented prefetching
techniqueis depicted.In briefoverview,at step 805, an appli-
ance intercepts or otherwise receives a page including one or
more object identifiers. At step 810, the appliance 200 pushes
onto a top of the stack 850 an object identifier or URL from
the intercepted page. At step 815, the prefetcherofthe appli-
ance 200 determines to prefetch objects, and in response to
the determination, pops one or more URLsor object identi-
fiers from the top of the stack 850. At step 850, the appliance
or prefetcher generates a request for an object identified by
the popped URL andtransmits the request to a server 106. At
step 825, upon receipt of a response from the server, the
appliance 200 or prefetcher 200 stores or updates the object in
a cache 232.

[0498] In further details, at step 805, the appliance 200
intercepts or otherwise receives any type and form of com-
munication from one device to another device identifying an
object, such as a page transmitted from a serverto a client. In
one embodiment, the appliance 200 intercepts a response
from a server to a client’s request for an object. In some
embodiments, the server 106 transmits one or more network
packets having an application protocol layer payload identi-
fying an object. For example, in one embodiment, the appli-
ance 200 intercepts a web or HTTP page transmitted by a
server 106 to a client 102 and the page includes a uniform
resource locator (URL) or hyperlink identifying an object. In
some embodiments, the appliance 200 intercepts a page iden-
tified by a URL andthe page identifies one or more objects.
After interception, the appliance 200 forwards or transmits
the intercepted page to the requester, such asclient 102.

[0499] Atstep 810, the appliance 200stores to the stack 810
an identifier of an object from the intercepted page. In some
embodiments, the appliance 200 pushes a URL identifying an
object on the page onto the top of the stack 850. In other
embodiments, the appliance 200 stores a copy of the page
onto the stack. In yet another embodiment, the appliance 200
stores the one or more object identifiers of the page to the top
of the stack 850. In some embodiments, the appliance 200
stores one or more hyperlinks from the page to the top of the
stack 850. In one embodiment, the appliance stores an iden-
tifier or URL of an object of the page to a first stack 850A.In
some embodiments, the appliances stores an identifier or
URL of an object the page to a stack associated with or
assignedto the client 102, server 106, user or connection.

[0500] In many embodiments, the appliance 200 performs
steps 805 and 810 fora plurality of pages transmitted via the
appliance 200. In some embodiments, the appliance 200
stores multiple object identifiers or URLs to the top of the
stack 850. In one embodiment, the appliance 200 storesa first
object identifier or first URL toafirst stack 850A and a second
object identifier or second URL to a second stack 850B. In
other embodiments, based on the client, server, user or other
factors, such as a policy engine or condition ofthe stack, the
appliance 200 maystore, access and manage object identifiers
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or URL among a plurality of stacks 850A-850N. For
example, the appliance 200 may store URLsfrom intercepted
pages of client 102A to stack 850A and store URLs from
intercepted pages of client 102B to stack 850B.In another
example, the appliance 200 may store URLs from intercepted
pages from server 106A to stack 850A and store URLSfrom
intercepted pages from server 106B to stack 850B.
[0501] Atstep 815, the prefetcher 704 of the appliance 200
determines to prefetch objects. As discussed above, the
prefetcher 704 may determine to perform prefetching based
on or responsive to any one or more factors, conditions,
status, a policy engine 295,or other programs. In response to
the determination, the prefetcher 704 retrieves, pops or oth-
erwise accesses the object identifier or URLs fromthe top of
the stack 850. In one embodiment, the prefetcher 704 pops
object identifier or URLs from the stack ina LIFO manner. In
some embodiments, the prefetcher 704 pops one object iden-
tifier or URLs at a time from the stack 850. In another embodi-

ment, the prefetcher 704 pops multiple URLs or object iden-
tifiers from the stack 850. In other embodiments, the

prefetcher 704 pops a predetermined number of URLs or
object identifiers from the stack 850. The predetermined
number may be configurable or may be dynamically adjust-
able by the prefetcher 704.

[0502] In yet another embodiment,the prefetcher 704 pops
a first object identifier or URL from a first stack 850A. In
some embodiments, the prefetcher 704 pops a second object
identifier or URL from a second stack 850B. In one embodi-

ment, the prefetcher 704 popsa first predetermined numberof
object identifiers from a first stack 850A and then a second
predetermined numberof object identifiers from a second
stack 850B. In somecases, the prefetcher 705 may use any
round robin, weighted loading mechanism orfair distribution
scheme to pop object identifiers or URLs from multiple
stacks 850A-850N.

[0503] At step 820, the prefetcher 704 generates a request
packet for the object identified by the object identifier or
URT.. In some embodiments, the prefetcher 704 generates a
request packet to obtain the URL from a server 106. In other
embodiments, the prefetcher 704 generates a request for mul-
tiple object identifiers or URLS poppedfrom the stack 850. In
yet another embodiment, the prefetcher 704 generates a
request for each of a plurality of object identifiers or URLS
poppedfrom the stack 850. In yet a further embodiment, the
prefetcher generates a request packet to obtain a status of the
object. In one embodiment, the prefetcher generates a request
packet for a conditional get of the object. The appliance 200
or prefetcher 704 transmits the one or more request packets to
the server 106. In some embodiments, the appliance 200 or
prefetcher 704 may use any QoS algorithm or technique to
transmit the requests, such as, for example, the speculative
QoS techniques of FIGS. 7A-7D.
[0504] In many embodiments, the appliance 200 performs
steps 815 and 820 for a multiple object identifiers of one or
more stacks 850A-850N. In some embodiments, the appli-
ance 200 performs steps 815 and 820 a predetermined num-
ber of times before allowing another object identifier or URL
to be pushedonto the stack. In other embodiments, the appli-
ance 200 gives priority or precedenceto a pending push onto
the stack 850. In one embodiment, the appliance 200 trans-
mits a generated request for the URL ofthe pending push and
then continues popping URLs and transmitting requests in
accordance with steps 815 and 820. In other embodiments,
the appliance 250 continues performingsteps 815 and 820 on
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a first stack 850A while the appliance pushes URLsor object
identifiers to a second stack 850B.In yet another embodi-
ment, during idle times, the prefetcher 704 performs steps
815 and 820 until a page is intercepted or the appliance is no
longeridle.

[0505] At step 825, the appliance 200 or prefetcher 704
receives a response to a request from a server 106. In some
embodiments, the appliance 200 receives multiple responses
from multiples requests from one or more servers. In one
embodiment, the appliance 200 identifies the object from a
response andassociates the object with an objectidentifier of
a prefetch request. In another embodiment, the appliance 200
intercepts a responseto a client’s request having the object
associated with the appliance’s request. In these embodi-
ments, the appliance 200 may use this object to satisfy the
generated request of the appliance. The appliance 200 stores
the object received from the server to the cache 232. In some
embodiments, the appliance 200 updates the object stored in
the cache 232.

[0506] The appliance may perform any ofthe steps 810,
815, 820 and/or 825 prior to a user receiving the requested
page of step 805 requesting any one or more of the objects
identifies by the URLs or object identifiers of the intercept
page. In this manner and in some embodiments, the systems
and methods of the techniques described above are for
prefetching the object prior to the user requesting the object.
In other embodiments, the objects identifies by the inter-
cepted pages may bestored in cache, and the stack oriented
techniques ofmethod 800 may be performedto prefreshen or
update cached objects in anticipation of a user requesting the
object or responseto transmission ofthe URLofthe object to
a requester.lor example, the prefetcher 704 maystore object
identifiers or URLsto the stack for objects having an expira-
tion period aboutto expire or having a predetermined amount
of expiration time.

[0507] Although the prefetcher 704 and stack 850 are
described above in an example embodimentof an appliance
200, the stack-oriented systems and methods described
herein may be deployed or implemented on any device, such
as an end point of a client 102 or on any device deploying the
network optimization engine 250, or any portion thereof

I. Systems and Methodsfor Prefreshening Cached Objects

[0508] Referring now to FIGS. 9A and 9B, systems and
methods for an embodiment of a technique referred to as
“prefreshening” is depicted. In brief overview of FIG. 9A, a
device, such an appliance 200 or a client 102, performsthis
prefreshening technique by checking the status and/or updat-
ing cached objects identified in a page intercepted or other-
wise received by a device. The device includes a network
optimization engine 250that intercepts pages communicated
via the device, such as a page transmitted froma server 106 to
aclient. The device parses the hyperlinks or uniform resource
locators of the page and determines that an object identified
by the page is located in a cache 232. Prior to a user requesting
the identified object from the page, a prefresher 904 of the
device generates a request for a status or an update to the
object in the cache 232 and transmits the generated request to
a server 106. The prefresher 904 receives a response from the
server 106 indicating a status of the object or providing an
updated version of the object. Based on the response, the
device validates or updates the object in the cache 232. In one
embodiment, the technique is referred to as prefreshening,
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because the device validates or updates an object in the cache
in anticipation of or prior to a user requesting the object
identifies by the page.

[0509] In some embodiments, the network optimization
engine 250 as described herein, or any portion thereof, such as
the protocol accelerator 234, may include a prefresher 904.
The prefresher 904 may include software, hardware or any
combination of software and hardware. The prefresher 904
may comprise an application, program, script, library, pro-
cess, service, driver, task, thread or any type and form of
executable instructions. In some embodiments,the prefresher
904 includesthe prefetcher 704 as described in FIGS. 7A-7D,
and 8A-8B. In one embodiment, the prefresher 904 includes
or provides logic, business rules, functions or operations for
determiningifthe object identified by a page is located in the
cache 232. In some embodiments, the prefresher 904 inter-
faces with or communicates to the cache manager 232 to
determineifthe object is located or stored in the cache 232. In
another embodiment, the prefresher 904 queries a storage of
the device to determineifthe object is located or exists in the
cache 232. In one embodiment, the prefresher 904is part of
the cache manager 232 or the cache manager 232 includes the
prefresher 904. In other embodiments, the prefresher 904
checks or looks up in an index whether an object is stored in
the cache 232. In some embodiments, the index comprises
entries corresponding hashes or fingerprints of objects to
objects stored in the cache 232.

[0510] In some embodiments, the prefresher 904 includes
or provides logic, business rules, functions or operations for
generating requests for objects. The prefresher 904 may gen-
erate a request for the status of the object. In other cases, the
prefresher 904 generates a request for the object. In yet
another case, the prefresher 904 generates a conditional get
request for the object. That is, in some embodiments, the
prefresher 904 generates a request to obtain the object only if
the object has changed or has been modified. In some embodi-
ments, the generated request comprises one packet. In other
embodiments, the generated request comprises multiple
packets.

[0511] In one embodiment, the prefresher 904 generates a
request for an object located in the cache 232. In yet other
embodiments, the prefresher 904 generates a request 750
identified as speculative or with a QoSpriority lower than
non-prefetch requests, such as discussed in conjunction with
FIGS. 7A-7D.In some embodiments, the prefresher 904 gen-
erates a request for the object using an application layer
protocol. In another embodiment, the prefresher 904 uses the
sameprotocolasthe intercepted page. In some embodiments,
the prefresher 904 generates an HTTP request for the object.
In another embodiment, the prefresher 904 uses an extensible
markup language (XML)to generate a request for the object.

[0512] In some embodiments, the prefresher 904 transmits
the generated request to a server 106. In one embodiment,the
prefresher 904 transmits the generated request to the origi-
nating server or the server 106 transmitting the intercepted
page. In other embodiment, the prefresher 904 transmits the
generated request to one ofa plurality of server 106A-160N
having the object. In many embodiment, the prefresher 904
receives a response to the request. Based uponthe response,
the prefresher 904 may determine the object stored in the
cache is valid, or does not otherwise need to be updated. In
some embodiments, the prefresher 904 determines from the
response from the server 106 that the object in the cache has
been modified. In one embodiment, the prefresher 904
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receives an updated version of the object with the response
andstores the object to the cache 232. In yet another embodi-
ment, the prefresher 804 receives with the response the por-
tions of the object that have been modified. In some embodi-
ments, the prefresher 904 receives a response having a status
indicating that the object has been modified on the server. In
response, the prefresher 904 may generate a second requestto
obtain the modified object from a server 106.

[0513] In one embodiment, the prefresher 904 is designed
and constructed to generate requests for objects responsive to
interception of the page and/or identification of objects. In
other embodiments, the prefresher 904 is designed and con-
structed to generate requests for objects responsive to the
packet processing, engine 240. In another embodiment, the
prefresher 904 is designed and constructed to generates
requests for objects responsive to a predetermined numberof
packets, sent and/or received, being processed by the packet
processing engine 240. In other embodiments, the 904 is
designed and constructed to generates requests responsive to
a timer. In one embodiment, the prefresher 904 is designed
and constructed to generates requests responsive to network
bandwidth or utilization, such as via the bandwidth detector
702 discussed in conjunction with FIG. 7A. In yet another
embodiment, the prefresher 904 may be responsive to the
current load of the device, such as the numberof concurrent
connections, and/or CPU,disk and memory usage.

[0514] Insome embodiments, the prefresher 904 is respon-
sive to one or more policies of a policy engine 295 to deter-
mine when to generates requests for objects and/or transmit
requests for objects. As such, the prefresher 904, in some
embodiments, may be configured and responsiveto policies
based on the identification or type of user, client, server, or
network connection. In some embodiments, the prefresher
904 may be responsive to policies based on any temporal
information, suchas within a predetermined time threshold of
intercepting a page. In other embodiments, the prefresher 904
may be responsive to policies based on the type of network
traffic, protocol or any portion or content ofa network packet,
such as source and destination addresses and ports, and TCP
or IP options. In one embodiment, the prefresher 904 may be
responsive to policies based on anyattributes or characteris-
tics of a client 102 or server 106 such as via end point detec-
tion, for example, via a collection agent 304 as described in
conjunction with FIG.3.

[0515] Referring now to FIG. 9B, an embodiment of a
method 900 for performing a technique of prefreshening
cached objects by a device is depicted. The device may be an
appliance 200 or an end node, such as a client 102. In brief
overview, at step 905, a device intercepts or otherwise
receives a page identifying one or more objects. At step 910,
the device forwards the pages to the requester. At step 915, the
device determines the object identifying by the intercepted
pageis located or exists in the cache. At step 920, the device
generates a request for a status or update of the object and
transmits the request to the server. At step 925, the device
receives a response from the server and determinesa status of
the object from the response. At step 930, the device deter-
minesfrom the response that the object has not been modified
on the originating server. At step 935, the device determines
from the response that the object has been modified on the
originating server. In some embodiments, the device receives
the updated object from the server’s response. In other
embodiments, the device obtains the object from the server in
response to the determinedstatus.
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[0516] In furtherdetails, a step 905, the device intercepts or
otherwise receives any type and form ofcommunication from
one device to another device identifying an object, such as a
page transmitted froma serverto aclient. In one embodiment,
the device intercepts a response from a server to a client’s
request for an object. In some embodiments, the server 106
transmits one or more network packets having an application
protocol layer payload identifying an object. For example, in
one embodiment, the device intercepts a web or HTTP page
transmitted by a server 106 to a client 102 and the page
includes a uniform resource locator (URL)or hyperlink iden-
tifying an object. In some embodiments, the appliance 200
intercepts a page identified by a URL andthe pageidentifies
one or more objects. At step 910, the device forwards or
transmits the intercepted pageto the requester, such asclient
102.

[0517] Atstep 915, the device or prefresher 904 determines
if the object identified by the intercepted page is located or
exists in a cache 232. In some embodiments, the cache 232 is
located on the device. In other embodiments, the cache 232 is
located on a second device. In one embodiment, the pre-
fresher queries the cache 232 to locate the object in the cache
232. In some embodiments, the prefresher searches for the
object in storage. In other embodiments, the prefresher 904
determines the object is in cache via a query or lookup in an
object or cache index. In yet other embodiments, the pre-
fresher 904 uses an application programminginterface (API),
function call or script to determine whether the object is
located in storage of the device or a cache 232. In some
embodiments, prefresher 904 sends a query via a message to
another application, program, service, process or task to
determineifthe object is located in a cache 232 of the device
intercepting the page or another device having the cache 232.

[0518] Atstep 920, the device or prefresher 904 generates a
request for a status or update of the object and transmits the
request to a server. In some embodiments, the prefresher 904
generates a requestfor a status ofthe object. In other embodi-
ments, the prefresher 904 generates a request to obtain or get
the object from a server. In yet another embodiment, the
prefresher 904 generates a request for a conditionalget of the
object. In some embodiments, the prefresher 904 generates
requests for a plurality of objects.
[0519] In one embodiment, the prefresher 904 generates
requests for an object within a predetermined size. In some
embodiments, the prefresher 904 skips generating requests
for objects in the cache larger than a predeterminedsize. In
yet another embodiment, the prefresher 904 does not generate
requests for an object smaller than a predeterminedsize. In
one embodiment, the prefresher 904 generates requests for
objects larger than a predeterminedsize. In yet other embodi-
ments, the prefresher 904 generates requests for objects
within a predetermines size range—largerthanafirst prede-
termined size and smaller than a second predeterminedsize.
In some embodiments, the prefresher 904 dynamically deter-
mines the size of objects to prefresh in accordance with a
policy of the policy engine 295. In other embodiments, the
prefresher 904 dynamically adjusts any predetermined size
thresholds based on the operation and/or performance of the
device, such as response time, number of concurrent connec-
tions, bandwidth availability or bandwidth utilizations, and
CPU and memory usage.

[0520] In yet other embodiments, the prefresher 904 deter-
mines the remaining expiration time ofthe object in the cache
232. In one embodiment, the prefresher 904 generates a
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request if the remaining expiration time is within a predeter-
mined threshold. For example, if the object’s expiration time
indicates the object is relatively fresh or recently updates,
thenthe prefresher 904 in one embodimentdoesnot generates
a request to prefreshen the object in the cache 232. In other
embodiments, if the object’s expiration time indicates the
object is about to expire or expire within a predetermined
time, then the prefresher 904 in another embodiment gener-
ates a request to prefreshen the object in the cache 232.
[0521] The device or prefresher 904 transmits the gener-
ated request to a server 106. In some embodiments, the pre-
fresher 904 transmits the generated requestto the originating
server 106 or the server originating the intercepted page. In
other embodiments, the prefresher 904 transmits the request
to a server having a copy ofthe object or also providing the
object. In another embodiment,the prefresher 904 transmits a
plurality of generated requests to one or moreservers. In one
embodiment, the prefresher 904 transmits one or more
requests to a server farm.
[0522] At step 925, the device or prefresher 904 receives a
response from the server and determinesa status ofthe object
from the response. In some embodiments, the prefresher 904
determines the status of the object from the content of the
application payload of the response. In other embodiments,
the prefresher 904 determines the status of the object from
header information of the response. In another embodiment,
the prefresher 904 determinesthestatusofthe object from an
object header. In one embodiment, the prefresher 904 deter-
mines the status of the object from a status identifier in the
response. Based on the response and/or any content of the
response, the prefresher 904 determines whether or not the
objectis valid or fresh.
[0523] At step 930, the device determines from the
response that the object has not been modified on the origi-
nating server. For example, in an embodiment of an HTTP
conditional get request, the device receives a “304 Not Modi-
fied Response.” In one embodiment,the prefresher 904 deter-
mines the object has not been modified. In some embodi-
ments, the prefresher 904 determines the object in the cache
232is valid. In other embodiments, the prefresher 904 deter-
minesthe object in the cache 232 does not need to be updated
or freshened. In some embodiments,the prefresher 904 deter-
minesthe expiration period of the object in the cache has not
expired.
[0524] At step 935, the device determines from the
response that the object has been modified. In one embodi-
ment, the prefresher 904 updates the object in the cache with
the status information. In another embodiment, the prefresher
904 receives the object with the response andstores or oth-
erwise update the object in the cache 232. In one embodiment,
the prefresher 904 receives via the response a portion of the
object that has changed andstores the changesto the object in
the cache 232 or otherwise updates the object in the cache
232. In other embodiments, the prefresher 904 receives an
indicatorthe object in cache has been modified on the server
or is otherwise expired. In one embodiment, the prefresher
904 transmits a request to obtain an update of the object, or
portion thereof, which has been modified. Uponreceipt ofthe
update or changes portions to the object, the prefresher
updates the object in the cache 232.

[0525] Although an embodimentofthe method 900 is gen-
erally described above as prefreshening an object identified
via a page, such as via HTTP, the method 900 may beprac-
ticed such asto prefreshen a plurality of objects identified via



US 2008/0228938 Al

a plurality of sub-pages, hyperlinks, layers of content, or a
hierarchy of pages. For example, as illustrated via the hierar-
chy or sets of pages 950, a first object identifier, URL or
hyperlink of a first page may identify a second object identi-
fier, URL or hyperlink of a second page, which in turn may
identify a third object identifier, URL or hyperlink ofa third
page, and so on. As such, in some embodiments, a page
intercepted by the device may havea hierarchy of sub-pages,
hyperlinks, links to objects or content layers of a predeter-
mined depth. Furthermore, although an embodimentof the
method 900 is generally described above as prefreshening an
object identified via a page, such as via HTTP, the method 900
maybepracticed with non-HTTPprotocols, objects and con-
tent.

[0526] In some embodiments, the prefreshening technique
in an embodiment ofmethod 700 is performed ona plurality
of sub-pages and objects on the sub-pages identified via the
intercepted page. In these embodiments, the device mayper-
form steps 915 through 935 on each sub-page, layer orhier-
archy to a predetermined depth threshold 952. In some
embodiments, the device may performs steps 915 through
935 on a predetermined depth threshold 952 of 2. In some
embodiments, the device may performs steps 915 through
935 ona predetermined depth threshold 952 of3, 4 of5. Inyet
another embodiment, the device may perform steps 915
through 935 for a predetermined depth threshold 952 equalto
the depth of pages, hyperlinks or content layers that can be
traversedor identified via the intercepted pageat step 905. In
one embodiment, the device may perform steps 915 through
935 until either the predetermined depth threshold 952 is
reached or another pageis intercepted.

[0527] In some embodiments, the device may perform
steps 915 through 935 on a second depth or page uponreceipt
of a request of an object from a previous depth or page. For
example, in one embodiment, the device performs steps 915
through 935 for one or more objects identified via a first page.
Thefirst page may have hyperlinks to sub-pages. The device
then may perform steps 915 through 935 for a sub-ages upon
intercepts a request from the receiver of the page for one or
more objects from the first page. Then the device may per-
forms steps 915 through 935 on the next page orto a prede-
termined depth threshold 952. In yet another embodiment, the
device may dynamically adjust the predetermined depth
threshold 952 based on any one or more operationsor perfor-
mance characteristics of the device, such as response time,
numberof concurrent connections, bandwidth availability or
bandwidth utilizations, and CPU and memory usage.

[0528] In other embodiments of using this prefreshening
techniqueas described above,the objects located in the cache
may be identified as stale but have not been changed or
modified on the originating server. In these embodiments, the
prefreshening technique mayresult mostly in responsesindi-
cating the object has not been modified rather than actual
object transfers. As such, in some cases, the bandwidth
requirements andserver loadfor this prefreshening technique
may be very small or negligible. In one embodiment, this
prefreshening technique maybe performedusing available or
ordinary bandwidth without noticeable degradation in net-
work or system performance. For example, the device iden-
tifies the generated requests as having the samepriority as
other non-prefreshening requests or networktraffic. In other
embodiments, this prefreshening technique is performed in
conjunction with any type and form ofQoS technique, such as
the QoSprefetching technique illustrated by FIGS. 7A-7D.In
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these embodiments, the device generates prefreshening
requests identified as speculative or having a lowerpriority
than non-prefreshening requests.

J. Systems and Methods for Determining Whetherto Prefetch
or Freshen/PreFreshen an Object Based on Header Informa-
tion of the Object

[0529] Referring now to FIGS. 10A and 10B, systems and
methods of using object header information for determining
whether to prefetch an object are depicted. When a device,
such as an appliance 200 or client 102 prefetches objects, the
device parses intercepted pages looking for objects identified
by links on the page. Then the device obtains the object
targeted or identified by the link. In some embodiments, the
device does not know whetherthe objectis worth prefetching.
Asthe link or identifier merely identifies the object, the device
may not have enough information to determine whether the
object is a type of object or has content the device desires to
prefetch. The prefetching or freshening technique described
herein allows the device to first obtain more information on

the object prior to prefetching the object.
[0530] In brief overview of FIG. 10A, a device, such as an
appliance 200 or client 102, includes a network optimization
engine 250. The network optimization engine 250 may
include an HTTPprotocol accelerator 234 having an embodi-
ment of a prefetcher 704 as described in conjunction with
FIG. 7A. In other embodiments, such as described in the
conjunction with FIGS. 9A and 9B, the protocol accelerator
234 or prefetcher 704 includesthe prefresher 904. In opera-
tion of the device and an example of HTTP, the deviceinter-
cepts HTTPpagesidentifying one or more HTTP objects. In
response to the identification of the HTTP objects or other-
wise upon a determination to prefetch, the prefetcher 704
transmits an HTTP head commandor requestto a server 106
to obtain header information forthe object. In responseto the
head command,the server may reply with a response return-
ing the HTTP headers for the identified HTTP object. The
prefetcher 904 then examinesor inspects the header informa-
tion of the response. Based on the header information, the
prefetcher response to determine whetheror not to obtain the
object from the server 106
[0531] Referring now to FIG. 10B, an embodimentof a
technique for using object information, such as HTTP header
information, to determine whetheror notto fetch or prefetch
an object is depicted. Although an embodimentofthis method
1000 will be discussed in the content ofprefetching, embodi-
ments ofthis method can be performedforfreshening objects
or for prefreshening, such as with the prefresher 904 of FIG.
8A.

[0532] In brief overview of method 1000, at step 1005, a
device, such as an appliance 200 or client 102, intercepts or
otherwise receives a communication, such as a page, identi-
fying one or more objects. For example, the device may
intercept a web page having one or more links or URLs to
objects served by an originating server 106. As step 1010, the
device forwardsthe intercepted page to the requester, such as
a client, user or application on a client. At step 1015, the
device determines an object identified via the intercepted
page is located or exists in the cache 232. In response to the
determination, at step 1020, the device generates a request to
obtain header information on the object, such as for example,
via the HTTP head command. The device transmits the gen-
erated request to a server. At step 1025, the device receives a
response from the server providing header information on the
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object, such an HTTP header values for an HTTP object.
Based on the header information of the response, the device
determines whetheror notto fetch or prefetch the object from
the server. In one embodiment, the device determines not to
fetch the object. In these cases, the device may update infor-
mation of the object in the cache 232 based on information
received via the response. In some embodiments, the device
determines to fetch the object based on the response. At step
1030, the device generates and transmits a request for the
object from the server. At step 1035, the device receives from
the server a response including the requested object. At step
1040, the devices updates the object stored in the cache based
on the object received in the response at step 1035. In some
embodiments, the device also updates the information of the
object in the cache based on the header information received
in the responseat step 1025.

[0533] In further details, at step 1005, the device intercepts
or receives any type and form of communication from one
device to another device identifying an object, such as a page
transmitted from a server to a client. In one embodiment, the
device is an appliance 200. In another embodiment, the
device is a client 102. In one embodiment, the device inter-
cepts a response from a server to a client’s request for an
object. In some embodiments, the server 106 transmits one or
more network packets having an application protocol layer
payload identifying an object. For example, in one embodi-
ment, the device intercepts a web or HTTP pagetransmitted
by aserver 106to a client 102 and the page includes a uniform
resource locator (URL) or hyperlink identifying an object. In
some embodiments, the device, such as a client, intercepts a
page identified by a URL andthe pageidentifies one or more
objects.

[0534] At step 1010, the device forwards or transmits the
intercepted page, response or communication to the
requester. In one embodiment, the device forwards theinter-
cepted page upon interception or immediately thereafter. In
other embodiments, the device forwards the intercepted page
after identifying one or objects on the page. In yet another
embodiment, the device makesa copy ofthe intercepted page
for further processing, and forwards the page to the requester
upon making the copy. In some embodiments, the device
forwards the intercepted communicationto the requester of a
client 102. In other embodiments, the device forwards the
intercepted page to an application, such as a web browser. In
another embodiment, the device forwards the page to a user.

[0535] Atstep 1015, the device and/or prefetcher 904 deter-
mines whetheror not an object identified by the intercepted
communication is located, stored or otherwise exists in a
cache 232. In some embodiments, the cache 232 is located on
the device. In other embodiments, the cache 232 is located on
another device accessible by the appliance 200 or client 10. In
one embodiment, the prefetcher 904 queries the cache 232 to
locate the object in the cache 232. In some embodiments,the
prefresher 904 searches for the object in storage. In other
embodiments, the prefresher 904 determines the objectis in
cache via a query or lookup in an object or cache index.In yet
other embodiments, the prefresher 904 uses an application
programming interface (API), function call or script to deter-
mine whetherthe object is located in storage of the device or
a cache 232. In some embodiments, prefresher 904 sends a
query via a messageto another application, program,service,
processor task to determineifthe object is located in a cache
232 of the device intercepting the page or to another device
having the cache 232.
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[0536] At step 1020, in response to determining the identi-
fied object is stored or located in a cache 232, the device
and/or prefetcher 904 generates a request to obtain object
information or header information of the object. In one
embodiment, the prefetcher 904 generates an HTTP head
command to request header information on the identified
object. In other embodiments, the prefetcher 904 generates a
request to query or obtain informationonthe object using any
type and form of application protocol. For example, in one
embodiment, the prefetcher 904 may use XML language to
request object information or object header information. In
some embodiments, the prefetcher 904 generates a request to
obtain object information from a database system or object
repository. In other embodiments, the prefetcher 904 gener-
ates a request to make a remote procedure call to obtain
properties or attributes ofan instance ofthe object in a remote
system or application. In some embodiments, the prefetcher
904 generates the request with a priority for speculative
prefetching such as described in conjunction with FIGS.
7A-7D.In other embodiments, the prefetcher 904 uses any
type and form ofQoSscheduling and/orpriorities to schedule
and transmit the generated request.

[0537] Further to step 1020, the device transmits the gen-
erated request for object information to a server 106. In one
embodiment, the device transmits the generated requestto the
server originating the page. In another embodiment, the
device transmits the generated request to a second server. In
some embodiments, the device transmits the generated
request to a server farm. In other embodiments, the device
transmits the generated request to a second appliance 200".In
one embodiment, the device transmits the generated request
in accordance with any QoSpriority assignedto or associated
with the generated request. In some embodiments, the device
transmits the generated requestat a priority lower than non-
prefetching requests. In other embodiments, the device trans-
mits the generated request at a priority lower than the non-
prefetching requests received and processed by the device
from clients, users or applications on a client.

[0538] At step 1025, the device receives a response from
the server having information identifying information on the
object. In one embodiment, the device receives a response
having object header information. For example, in an
embodiment of HTTP,the device receives a response ofhav-
ing any one or more HTTP headers. In some embodiments,
the response has one or moreofthe following HTTP headers:
accept-ranges, age, allow, cache-control, content-encoding,
content-language, content-length, content-location, content-
type, date, etag, expires, last-modified, location, pragma,
proxy-authenticate, retry-after, server, and vary. In other
embodiments, the device receives a response having an XML
content identifying one or more attributes, properties or
name-value pairs of an object. In another embodiment, the
device receives a response having a message with name-value
pairs identifying information of the object. In yet some
embodiments, the device receives a remote procedure call
response identifying properties or attributes of the object. In
one embodiment, the device receives object information
identifying one or more portionsof the object that have been
changed or modified.

[0539] Based on the object information received in the
response, the device determines whetherornotto fetch, pre-
fetch or otherwise obtain the object from a server. In one
embodiment, if the object information indicates the object
stored in cache is expired, the prefetcher 904 determines to
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obtain the object from a server. In another embodiment,ifthe
object information indicates the object stored in cache is
about to expire, the prefetcher 904 determines to obtain the
object from a server. In some embodiments, if the object
information indicates the object has been modified on the
originating server, the prefetcher 904 determines to obtain the
object from a server. In other embodiments, if the object
informationindicates the size of the object is within a prede-
termined threshold, the prefetcher 904 determines to obtain
the object from a server. In yet another embodiment, if the
object information indicates the type and/or content of the
object is acceptable, suitable or otherwise processable by the
device, prefetcher 904, and/or cache 232, the prefetcher 904
determines to obtain the object from a server.

[0540] Inresponse to determiningto obtain the object from
a server, at step 1035, the device and/or prefetcher 904 gen-
erates a request for the object. In one embodiment, prefetcher
904 generates an HTTP get request for the object. In some
embodiments, the prefetcher 904 generates a conditional
requestfor the object, such as an HTTP conditionalget. In one
embodiment, the prefetcher 904 generates a request to obtain
portions of the object that have been modified. In other
embodiments, the prefetcher generates a request for the
object using any type and form of application layer protocol,
such as XML.In one embodiment,the prefetcher 904 gener-
ates a request to obtain the object from a database. In other
embodiments, the prefetcher 904 generates a requestto obtain
the object from a location identified by the object informa-
tion, suchas via an HTTP location header. In another embodi-
ment, the prefetcher 904 generates a request to obtain the
object from another device, such as a client 102, appliance
200 or a second cache 232'. In some embodiments, the
prefetcher 904 generates a speculative request for the object
as described in conjunction with FIGS. 7A-7D. In one
embodiment, the prefetcher 904 generates the request for the
object with a QoS associated with or assignedto prefetching
requests and/or response.

[0541] At step 1030, the device transmits the generated
request for the object to a server 106. In some embodiments,
the device transmits the generated request to a server farm. In
other embodiments, the device transmits the generated
request to a second device or appliance 200'. In one embodi-
ment, the device transmits the generated request in accor-
dance with any QoSpriority assignedto or associated with the
generated request. In some embodiments, the device trans-
mits the generated request at a priority lower than non-
prefetching requests. In other embodiments, the device trans-
mits the generated request at a priority lower than the non-
prefetching requests received and processed by the device
from clients, users or applications on a client.

[0542] At step 1035, the device receives a response to the
generated andtransmits request of step 1030. In one embodi-
ment, the device receives a response having the object. For
example, the device may receive an HTTP response having an
HTTPbody including the object. In some embodiments, the
device receives the object via an application layer protocol. In
one embodiment, the device receives the object via XML.In
other embodiments, the device receives one or more portions
ofthe object that have been modified. In another embodiment,
in responseto a conditionalget, the device receives a response
without the object. In this embodiment, the device may
receive a second object header information. For example, the
device may receive a secondset ofone or more HTTP headers
identifying the object has not been modified.
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[0543] At step 1040, the device and/or prefetcher 904
updates the object, or information thereof, stored in the cache
232. Inone embodiment, the prefetcher 904 stores an updated
version of the object in the cache 232. In another embodi-
ment, the prefetcher 904 updates or stores the changes to
portions ofthe object to the cache 232. In some embodiments,
the prefetcher 905 updates object information of the cached
object. For example, the prefetcher 904 updates expiration or
validation information of the object in the cache 232.

[0544] Insome embodiments,at step 1025, the device and/
or prefetcher 904 does notfetch, pre-fetch or otherwise obtain
the object from a server based on the received object infor-
mation. In one embodiment, if the object information indi-
cates the object stored in cache is fresh or otherwise not
expires,the prefetcher 904 determinesnotto obtain the object
from a server. In another embodiment, if the object informa-
tion indicates the object stored in cache is not to expire for a
predeterminedtimeperiod, the prefetcher 904 determines not
to obtain the object from a server. In some embodiments,if
the object information indicates the object has not been modi-
fied on the originating server or is otherwise fresh, the
prefetcher 904 determines not to obtain the object from a
server. In other embodiments, if the object information indi-
cates the size ofthe object exceeds a predeterminedthreshold,
the prefetcher 904 determinesnot to obtain the object from a
server. In yet another embodiment, if the object information
indicates a type and/or contentofthe object is not acceptable,
suitable or otherwise processable by the device or cache 232,
the prefetcher 904 determinesnot to obtain the object from aserver.

[0545] Although the device and/or prefetcher may deter-
mine notto fetch, pre-fetch or obtain the object at step 1025,
the device and/or prefetcher 904 may update information on
the object in the cache 232 based on the received object
information. As such, the device and/or prefetcher 904 may
update object information in the cache 232 at step 1040. For
example, in the case of HTTP, the device and/or prefetcher
904 may use any of the HTTP headerfields to update the
object in the cache 232. In one embodiment, the prefetcher
904 comparesthe object header information receives at step
1025 with the header information stored in the cache 232. In

some embodiments, if the information is different, the
prefetcher 904 and/or cache manager 232 updates the header
information stores in the cache 232.

[0546] Although this technique is generally described
above in an embodiment of HTTP and obtaining HTTP
header information of an object, the techniques described
herein may be used with any other protocol in which infor-
mation about an object may be obtained without fetching the
objectitself.
[0547] Furthermore, although the object header informa-
tion technique ofmethod 1000 is generally described in con-
nection with prefetching objects, this technique can be used
by a cache manager 232 or prefresher 904 to freshen or
pre-freshen a cached object, such as with the prefreshening
techniques described in conjunction with FIGS. 9A and 9B.
In some embodiments, the cache manager 232 uses these
headers to update the freshness of an object that is stored in
the cache 232. For example, in the case ofHTTP headers, the
“Expires,” “max-age,” and “Last-Modified” headerfields that
are returned in the header information are applied by the
cache manager 232 to the cached object. In one embodiment,
the cache manager 232 uses the updated header information
to mark a stale object in the cache 232 as fresh. In another
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embodiment, the cache manager 232 uses the updated header
information to extend the freshness lifetime of a cached

object that is already marked fresh.
[0548] Referring now to FIG. 10C, an embodimentof a
methodforprefetching object header informationis depicted.
In some embodiments, the caching device cachesthe status of
object and maynothave the object cached. For example, the
caching device may cache the HTTP header of an HTTP
based object. In some case, these cached headers may be
consideredstale by the client or the cache. The caching device
may checkthe headerinformation ofan object with the origin
server in advanceofthe client’s request for the object. If the
headerofthe object has change, the device stores the updated
headers in the cache.If the client request the headers, either
with an HTTP header commandor implicitly through an
“af-modified since” GET command, the device may service
the request with the cached header information.
[0549] In brief overview of method 1050, at step 1055, a
device, such as an appliance 200 or client 102, intercepts or
otherwise receives a communication, such as a page, identi-
fying one or more objects. For example, the device may
intercept a web page having one or more links or URLs to
objects served by an originating server 106. As step 1060, the
device forwardsthe intercepted page to the requester, such as
a client, user or application on a client. At step 1065, the
device determines the header information for an object iden-
tified via the intercepted page is located or exists in the cache
232. In response to the determination,at step 1070, the device
generates a request to obtain the header information of the
object, such as for example, via the HTTP head command.
The device transmits the generated request to a server. At step
1075, the device receives a response from the server provid-
ing header information on the object, such an HTTP header
values for an HTTP object. At step 1080, the devices updates
the header information for object stored in the cache based on
the header information received by the response from theserver.

[0550] In further details, at step 1055, the caching device
intercepts any type and form of communication from one
device to another device identifying an object, such as a page
transmitted from a server to a client. In one embodiment, the
device is an appliance 200. In another embodiment, the
device is a client 102. In one embodiment, the device inter-
cepts a response from a server to a client’s request for an
object. In some embodiments, the server 106 transmits one or
more network packets having an application protocol layer
payloadidentifying an object.
[0551] At step 1060, the device forwards or transmits the
intercepted page, response or communication to the
requester. In one embodiment, the device forwards theinter-
cepted page upon interception or immediately thereafter. In
other embodiments, the device forwards the intercepted page
after identifying one or objects on the page. In yet another
embodiment, the device makesa copy ofthe intercepted page
for further processing, and forwards the page to the requester
upon making the copy. In some embodiments, the device
forwards the intercepted communication to the requester ofa
client 102. In other embodiments, the device forwards the
intercepted page to an application, such as a web browser. In
another embodiment, the device forwards the page to a user.

[0552] Atstep 1065, the device and/or prefetcher 904 deter-
mines whetheror not header information for an object iden-
tified by the intercepted communication is located, stored or
otherwise exists in a cache 232. In some embodiments, the
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cache 232 is located on the device.In other embodiments, the
cache 232 is located on another device accessible by the
appliance 200 or client 10. In one embodiment,the prefetcher
904 queries the cache 232 to locate the object header in the
cache 232. In some embodiments, the prefresher 904 searches
for the object header in storage. In other embodiments, the
prefresher 904 determines the object headeris in cache via a
query or lookup in an object or cache index. In yet other
embodiments, the prefresher 904 uses an application pro-
gramminginterface (API),function call or script to determine
whetherthe object headeris locatedin storage ofthe device or
a cache 232. In some embodiments, prefresher 904 sends a
query via a messageto another application, program,service,
processor task to determine if the header information for the
object is located in a cache 232 of the device intercepting the
page or to another device having the cache 232.

[0553] At step 1070, in response to determining the header
information for the identified object is stored or located in a
cache 232, the device and/or prefetcher 904 generates a
request to obtain header information of the object. In one
embodiment, the prefetcher 904 generates an HTTP head
command to request header information on the identified
object. In other embodiments, the prefetcher 904 generates a
request to query or obtain header information on the object
using any type and form ofapplication protocol. For example,
in one embodiment, the prefetcher 904 may use XML lan-
guage to request object header information. In some embodi-
ments, the prefetcher 904 generates a request to obtain the
object’s header information from a database system or object
repository. In some embodiments, the prefetcher 904 gener-
ates the request with a priority for speculative prefetching
such as described in conjunction with FIGS. 7A-7D.In other
embodiments, the prefetcher 904 uses any type and form of
QoSscheduling and/orpriorities to schedule and transmit the
generated request.

[0554] Further to step 1070, the device transmits the gen-
erated request for the header information of the identified
object to a server 106. In one embodiment, the device trans-
mits the generated request to the server originating the page.
In another embodiment, the device transmits the generated
request to a secondserver. In some embodiments, the device
transmits the generated request to a server farm. In other
embodiments, the device transmits the generated request to a
second appliance 200'. In one embodiment, the device trans-
mits the generated request in accordance with any QoSpri-
ority assigned to or associated with the generated request. In
some embodiments, the device transmits the generated
request at a priority lower than non-prefetching requests. In
other embodiments, the device transmits the generated
request at a priority lower than the non-prefetching requests
received and processed by the device from clients, users or
applications ona client.

[0555] Atstep 1075, the caching device receives a response
from the server having information identifying the header
information on the object. For example, in an embodiment of
HTTP, the device receives a response of having any one or
more HTTP headers. In some embodiments,the response has
one or more of the following HTTP headers: accept-ranges,
age, allow, cache-control, content-encoding, content-lan-
guage, content-length, content-location, content-type, date,
etag, expires, last-modified, location, pragma, proxy-authen-
ticate, retry-after, server, and vary. In other embodiments, the
device receives a response having an XMLcontentidentify-
ing one or moreattributes, properties or name-value pairs
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providing header information for object. In another embodi-
ment, the device receives a response having a message with
name-value pairs identifying header information of the
object. In yet some embodiments, the device receives a
remote procedure call response identifying properties or
attributes of the object’s header.
[0556] At step 1080, the caching device and/or prefetcher
904 updates the object’s header information stored in the
cache 232. In one embodiment, the prefetcher 904 stores an
updated version of the header in the cache 232. In another
embodiment, the prefetcher 904 updatesor stores the changes
to portions ofthe object headerto the cache 232. For example,
the prefetcher 904 updates expiration or validation informa-
tion of the header information in the cache 232. In other

embodiments, the device determines the header information
has not changes and does not update the cached headerinfor-
mation.

[0557] In some embodiments, upon prefetching the header
information, the caching device may determine whether or
not to prefetch the object identified in the intercepted com-
munication. In one embodiment, the method 1050 continues
at step 1025 of the embodiment ofmethod 1000 described in
FIG. 10B.

[0558] In manycases, a large proportion of cachehits are
“near-hits”—objectsthat are in the cache and markedasstale,
but are identical to the content on the server. A prefreshening
algorithm that requests only header information such as via
the HTTP head command will give significant benefits in
determining whether or not to fetch, prefetch, prefresh or
freshening the object but will use almost noorlittle band-
width

K. Systems and Methods for Prefetching or Using Non-
Cacheable Content ofDynamically Generated Pages as Com-
pression History

[0559] Referring now to FIGS. 11A-11D systems and
methods for using non-cacheable content of dynamically
generated pages as data in a compression history between
compressing and/or caching devices is depicted. In some
cases,a server transmitsto a first user a personalized version,
or dynamically generated version of a requested web page.
This dynamically generated page may not be identified as
cacheable or under cache control. For example, one or more
objects ofthe dynamically generated by the server may not be
identified by the server as cacheable. The server may also
transmit a personalized version of the web page to a second
user. In some cases, portions of the data of thefirst user’s
personalized web page may be the sameas portions of the
seconduser’s version ofthe same page. Similarly, the person-
alized version ofthe pagethefirst user subsequently receives,
say after an hour from the first request, may be the same or
similarto the first previous personalized web-pageofthefirst
user. The systems and methods of the compression engine
described below leverage the similarities of data between
non-cacheable dynamically generated pages to improve com-
pressibility of content communicated between compressing
devices.

[0560] Referring to FIG. 11A, embodiments of systems for
using non-cacheable content as data ofa compressionhistory
used between compression devices are depicted. In brief
overview,a first device, such asafirst appliance 200, and a
second device, such as client 102 or a second appliance 200'
compress communications transmitted between the devices
using data of a compression history. Thefirst appliance 200
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hasafirst compression history 1138 that is shared, synchro-
nized or used in conjunction with a second compressionhis-
tory 1138' of the second appliance 200' orthe client 102. The
first appliance 200 intercepts content from a server 106. A
compression engine 238 ofthe appliance 200 compressesthe
intercepted content using data from the compression history
1138. Thefirst appliance 200 transmits the compressed con-
tent. The second appliance 200' or client 102 receives the
compressed content and a second compression engine 238'
decompresses the compressed content using the data from the
second compression history 1138'. The second compression
history 1138' has the samedata ofthefirst compression his-
tory 1138 used by the compression engine 238 of appliance
200. Likewise, the second appliance 200'or client 102 trans-
mits compressed content compressed via compression engine
238' and the second compression history 1138'. The first
appliance 200 receives the compressed content and decom-
pressed the content using the shared dataofthe first compres-
sion history 1138.

[0561] In further overview andas illustrated by the system
embodimentat the top of FIG. 11A,the first appliance 200
may intercept non-cacheable content 1150 transmitted by a
server 106 to a client 102. For example, the non-cacheable
content 1150 mayinclude a dynamically generated or per-
sonalized web pagefor a first user of a client 102. Although
the appliance 200 identifies the content as non-cacheable, the
appliance 200 stores the content to the compression history
1138, which mayalso be the cache 232, or a portion thereof.
The second appliance 200' and/or client 102 mayalso inter-
cept the non-cacheable content 1150, identify the content as
non-cacheable and store the non-cacheable content to the

compression history 1138'. The appliance 200, 200' and/or
client 102 may intercept multiple pages of non-cacheable
content 1150 andstore the contentto the respective compres-
sion histories 1138, 1138'.

[0562] Asillustrated by the system embodimentlocated in
the lower half of FIG. 11A,the first user or a second user of
the client 102 may request a second dynamically generated or
personalized page from the server 106. Thefirst appliance
200 intercepts the second non-cacheable content 1152 trans-
mitted by the server 106. A portion of data of the second
non-cacheable content 1152 comprises the same data as a
portion of data of the first non-cacheable content 1150 stored
in the compression history 1138. The compression engine
238 generates a compressed version 1155 of the non-cache-
able content 1152 based on the first non-cacheable content

1150 stored in the compression history 1138. Thefirst appli-
ance 200 transmits the compressed content 1155to the client
102 or second appliance 200'. The client 102 or second appli-
ance 200' intercepts the compressed content 1155, and the
compression engine 238' decompresses the compressed ver-
sion 1155 ofthe second non-cacheable content 1152 using the
first non-cacheable content 1150 stored in the second com-

pression history 1138'.

[0563] In some embodiments, the non-cacheable content
1150, 1152 includes one or more dynamically generated
objects. In one embodiment, the non-cacheable content 1150,
1152 is identified as non-cacheable via identification of the

dynamically generated content. In other embodiments, the
non-cacheable content 1150, 1152 includes one or more
objects not identified as cacheableor identified as non-cache-
able. In another embodiment,a first object ofthe dynamically
generated contentis identified as cacheable or is under cache
control while a second object is not identified as cacheable or
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is not under cache control. In some embodiments, the non-
cacheable content 1150, 1152 includes HTTP content not
having any HTTP cache-control headers or HTTP directives.
In one embodiment, the non-cacheable content 1150, 1152
includes one or more objects not having HTTP cache-control
headersor directives. In another embodiment, the non-cache-
able content 1150, 1152 includes one or more object snot
having HTTP etag directive information. In yet another
embodiment, the non-cacheable content 1150, 1152 includes
HTTP headersordirectives identifying one or more objects as
not cacheable. In some embodiments, non-cacheable content
1150, 1152 includes HTTP headersordirectives information
or directing a receiver to not cache one or more objects.In one
embodiment, the non-cacheable content is dynamically gen-
erated based on parameters or information from a request for
the content.

[0564] Theappliance 200, 200' and client 102 (also referred
herein as a compressing or compression device) may store
any type and form of data to a compression history 1138,
1138', sometimesreferred to as compression history 1138. In
some embodiments, the compressing device intercepts net-
work packets and stores any payload, or portion thereof, of
any protocol layer of a network packet to the compression
history 1138. In one embodiment, the compressing device
stores application data obtained via an application layer pro-
tocol to the compression history 1138. In some embodiments,
the compressing device stores headers of the network packet,
such as application layer header of an HTTP payload,to the
compression history 1138. In other embodiments, the com-
pressing device doesnotstore headersofthe network packet.

[0565] The compressing engine 238 may store the com-
pression history 1138 in storage 128, such as disk, memory,
such as RAM,or a combination of storage and memory. In
some embodiments, the compression engine 238 uses an
object or data index to reference or identify corresponding
objects or data stored in the compression history. In one
embodiment, the compression engine 238 uses an object
index stored in memory. In other embodiments, the compres-
sion engine 238 usesan objectindexstored to disk. The object
index comprises any type and form of indexing schemefor
corresponding an index to an object in the compressionhis-
tory 1138. In one embodiment, the object index is maintained
in memory while the corresponding object is stored the com-
pression history 1138. In some embodiments, the object
index comprises an entry that references or identifies a loca-
tion or pointer to the object stored in the compressionhistory
1138. In one embodiment, the object index uses any type of
hash, checksum orfingerprinting function on a nameor iden-
tifier ofthe object as an entry or index. In some embodiments,
the object index performs a hash, checksum or fingerprint on
the object or portion of data in the compression history 1138.
In another embodiment,the entry ofthe object index is aname
or identifier ofthe object. In some embodiments, the value for
the entry or index is a location identifier for the location in
storage of the object. For example, the index value may com-
prise a pointer to a starting address or location of the object.

[0566] In yet another embodiment, the compression engine
238 establishes, organizes, arranges or maintainslogicalstor-
age units for the compressionhistory, referred to as “chunks”.
The compression engine 238 may maintain a uniqueidentifier
for each logical storage unit and associate a size andstarting
and end points in storage of the “chunk”. In one example, the
index value includesan identifier ofa chunk andan offset into

the chunk forthe starting location ofthe object. The compres-
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sion engine 238 may store in the index entries identifying
portions of data corresponding to an identifier of the logical
storage unit.

[0567] In one embodiment, the compression engine 238
stores to a compression history 1138 any amount and type of
previously transmitted data traversing the compressing
device or otherwise intercepted by the device. In some
embodiments, the compression engine 238 storesall data that
passes throughthe device to the compression history 1138. In
other embodiments, a compression engine 238 may select
portions of data from a data stream to be stored in the com-
pression history 1138 based on anyfactor, including without
limitation the data stream source, data stream destination,
transmission protocol, application protocols, available disk
space, current disk usage, available memory space, current
available bandwidth, and size of the data portions. In some
embodiments, the compression engine 238 may store data
compressed in the compression history 1138 using any type
and form of a lossless compression algorithm. In other
embodiments, the compression engine 238 may store data
encrypted in the compression history 1138 using any type and
form of encryption algorithm.

[0568] In writing data, such as a portion of intercepted
network traffic, to the compression history 1138, a device,
such as the client 102 or appliance 200, may create a shared
identifier to enable the device and a device receiving the
transmitted data to refer to the portion of data in later com-
munications. In one embodiment, this identifier may be a
unique identifier between the two devices. In other embodi-
ments, this shared identifier may be a globally uniqueidenti-
fier amonga plurality ofdevices. The shared identifier may be
created, for example, by tracking the number ofbytessent via
a connection between the devices and assigning successive
identifiers to successive bytes transmitted.

[0569] Inoperation, the appliance or client via compression
engine 238 identifies portions ofdata from an intercepted data
stream in the compression history 1138. The appliance then
replaces those portions of the data stream with identifiers
identifying the locations of the compression history 1138
having those portions. Upon receiving the data stream having
a reference to a location in the compression history, the
receiving device, such as client 102 or appliance 200 searches
its compression history 1138 for the identified portion ofdata.
The device then replacesthe identifier in the data stream with
the identified portion ofdata, and forwards the uncompressed
data steam to the intended recipient. In one embodiment, the
client forwards the uncompresseddata to a requester, such as
a browser or application on the client. In another embodi-
ment, the appliance forwards the uncompressed data to the
client 102 or a second appliance 200".
[0570] Referring now to FIG. 11B, an embodimentof a
method 1100 for using non-cacheable content ofdynamically
generated pages as data in a compression history between
compressing and/or caching devices is depicted.In briefover-
view,at step 1105, a device intercepts or otherwise receives a
first page transmitted via a first session to a client. Thefirst
page identifies non-cacheable content dynamically generated
by the server. At step 1110, the device stored the non-cache-
able contentofthe first page to a compressionhistory. At step
1115, the device intercepts a second page transmitted via a
second session to a client. The second page had non-cache-
able content. At step 1120, the device determinesat least a
portion of the second page matches non-cacheable content of
the first page stored to a compression history. At step 1125,
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the device compresses the portion of the second page using
the matching non-cacheable content of the first page in the
compression history. At step 1130, the device communicates
or forwards the compressed contentto the target recipient.

[0571] In further details, at step 1105, a device, such as
client 102 or appliance 200, intercepts a first page transmitted
via any type and form of session between a 102 client and a
server 106. The device intercepts any type and form of com-
munication from one device to another device identifying a
non-cacheable object, such as a page transmitted from a
server to a client. In one embodiment, the device intercepts a
response from a serverto a client’s request for a dynamically
generated object. In some embodiments, the server 106 trans-
mits one or more network packets having an application pro-
tocol layer payload identifying a non-cacheable object. For
example, in one embodiment, the device intercepts a web or
HTTPpagetransmitted by a server 106 to aclient 102 and the
page includes a uniform resource locator (URL)or hyperlink
identifying a non-cacheable object.

[0572] The session may include any type and form ofappli-
cation layer session, such as an HTTPsession.In one embodi-
ment, the session may includea session layer session such as
SSL or TLS. In yet another embodiment, the session may
include any session communication via a transport layer con-
nection, such as a TCP/IP connection.In some embodiments,
the session is established for or on behalf of a user, such as
user of client 102 or an application thereof.

[0573] Thefirst page identifies non-cacheable content such
as dynamically generated by the server 106. In some embodi-
ments, the first page is a version of content from the server
personalized for a requester, such as a user or an application.
In other embodiments,thefirst page comprises dynamically
generated content based on parameters or information from a
request for the content. In another embodiment,thefirst page
includes updates or changes to one or more previously served
objects.

[0574] At step 1110, the device stores the non-cacheable
content 1150 ofthe first page to a compressionhistory. In one
embodiment, the device identifies the non-cacheable content
and in responseto the identification, stores the non-cacheable
content, or portion thereof, to a compression history 1138. In
some embodiments, device identifies an object as non-cache-
able and stores the identified object to the compressionhis-
tory 1138. In other embodiments, the device identifies the
page has dynamically generated content and stores the con-
tentto the compression history 1138. In another embodiment,
the device identifies that the server indicates an object is not
cacheable or should not be cached, and the device stores the
object to the compression history 1138. For example, an
application layer header of the page or for the object may
identify the object as non-cacheable.

[0575] At step 1110', in some embodiments, a second
device, such as client 102 or appliance 200' also intercepts
and stores the non-cacheable content intercepted and for-
warded by the first device, such as appliance 200. In these
embodiments, a second compression engine 238 and second
compression history 1138' stores non-cacheable content in
the compressionhistory to synchronize or otherwise maintain
shared portions of data between compressing devices. In
other embodiments,the first device, such as appliance 200,
transmits portions of the compression history 1138 to the
second device, such as client 102, for the second device to
store in the compression history 1138’.
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[0576] In many embodiments, the device performs steps
1105 and 1110 multiples times across one or more sessions
and/or for one or more users. In one embodiment, the device
intercepts and stores non-cacheable contentfora first session.
In another embodiment, the device intercepts and stores non-
cacheable content for a second session. In some embodi-

ments, the device intercepts and stores non-cacheable content
for a first user. In other embodiments, the device intercepts
and stores non-cacheable content for a second user. In some

embodiments, the device intercepts and stores non-cacheable
contentofa first type of session, such as an HTTPsession.In
other embodiments, the device intercepts and stores non-
cacheable content of a second type of session, such as web
application session or hosted service session. In yet other
embodiments, the device intercepts and stores non-cacheable
content of one or more session protocols, such as a first
session protocol ofSSL anda secondsessionprotocol ofICA.
In still other embodiments, the device intercepts and stores
non-cacheable content of a first protocol layer of a network
stack and a second protocol layer of a network stack.

[0577] At step 1115, the device intercepts or otherwise
receives a second page to a client transmitted via the first
session or a secondsession. In one embodiment, the device
intercepts a second page transmittedvia thefirst session, such
as to a first user. In another embodiment,the deviceintercepts
a second page transmitted via a second session, such as a new
session with a second user. In yet another embodiment, the
device intercepts a second page of second session with the
first user. In some embodiments, a server transmits the second
page via a second session using a different session or appli-
cation protocolthan the first session. In yet one embodiment,
the second page is transmitted via a second session for an
application or hosted services different than or the sameas the
application or host service ofthefirst session.

[0578] As described above in connection with the first
page, the second page may include any type and form of
non-cacheable content 1152 as described herein. For

example, the second page includes a personalized version of
a web page or HTTP content for a second user. In another
embodiment, the second page includes one or more objects of
the first page but dynamically generated by a different
request. In one embodiment, the request to dynamically gen-
erate contentfor the first page has different parameters than a
request to dynamically generate the second page. In some
embodiments, the second page has the same cacheable con-
tentas the first page. In other embodiments, a portion of the
non-cacheable content of the first page is the same as the
second page.

[0579] Atstep 1120, the device determinesat least a portion
ofthe second page matches non-cacheable contentofthefirst
page stored to a compression history. In some embodiments,
the compression engine 238 performs a match of data of the
intercepted page to a compressionhistory responsive to iden-
tifying non-cacheable contentin the intercepted page. In one
embodiment, the compression engine 238 determines the
non-cacheable content of the second page was transmitted
from the sameserver as other non-cacheable contentstored to

the compression history 1138. In another embodiment, the
compression engine 238 determines the second page was
transmitted via the same session as the non-cacheable content

stored in the compression history 1138. In other embodi-
ments, the compression engine 238 determines the second
page was transmitted to the sameclient or application of the
client as the non-cacheable content stored in the compression
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history 1138. In still other embodiments, the compression
engine 238 determines the second page wastransmittedto the
same user as the non-cacheable content stored in the com-

pression history 1138. In one embodiment, the compression
engine 238 determines the second page has the same cache-
able objects as the first page and therefore determines the
non-cacheable content maybesimilar. In yet another embodi-
ment, the compression engine matches a portion of a cache-
able object of an intercepted pageto a portion of non-cache-
able content stored in the compression history 1138. In a
further embodiment, the compression engine 238 matched a
portion of a non-cacheable object of an intercepted pageto a
portion of a cacheable content stored in the compression
history 1138.

[0580] In one embodiment, the compression engine 238 of
the client or appliance determines that a sequence of one or
morebytes ofdata in the non-cacheable content ofthe second
page matches data in the compression history 1138. The
compression engine 238 may use any type of fingerprinting
algorithm or scheme to determine a match. In some embodi-
ments, the compression engine compares a fingerprint of a
portion of data of the intercepted second page to one or more
fingerprints of portions of data in the compression history
1138. In one embodiment, the compression engine 238 com-
pares a fingerprint ofa portion ofnon-cacheable content 1152
of second page with a fingerprint of a portion of non-cache-
able content 1150 of thefirst page stored in the compression
history 1138. In one embodiment, the compression engine
238 determines a match by matching a fingerprint of data
non-cacheable content to a fingerprint in the object index of
the compression history 1138. In another embodiment, the
compression engine 238 determines a match by searching for
a sequenceofdata ofthe intercepted non-cacheable contentto
data in the compression history 11338.

[0581] At step 1125, the device compressesthe portion of
the second page using the matching non-cacheable content of
the first page in the compression history. In some embodi-
ments, the compression engine 238 compresses all or any
portion of the intercepted page to form a compressedrepre-
sentation 1155 of the second page. In one embodiment, the
compression engine 238 compresses one or more portions of
the non-cacheable content of the second page using one or
more portions of the non-cacheable first page stored in the
compression history 1138. In some embodiments, the com-
pression engine 238 compressesa first non-cacheable object
of the second pageusing a portion of a non-cacheable object
ofthe first page stored in the compression history 1138. In yet
another embodiment, the compression engine 238 com-
presses a first non-cacheable object of the second page using
a portion ofa first non-cacheable object and a portion of a
second non-cacheable object in the compression history
1138. In other embodiments, the compression engine 238
compresses at least a portion of the personalized content of
the second page using one or more portions of personalized
pages stored in the compression history 1138. In still one
embodiment, the compression engine 238 compressesat least
a portion of a cacheable object of the second page using a
portion ofnon-cacheable contentofthe first page stored in the
compression history 1138. In one embodiment, the compres-
sion engine 238 compressesat least a portion of a non-cache-
able object of the second page using a portion of cacheable
content stored in the compression history 1138.

[0582] At step 1130, the device communicates the com-
pressed content 1155 to the intendedreceiverortarget recipi-
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ent. In some embodiments, a client 102 communicates the
compressed content to an appliance 200 or server 106. In
another embodiment, the client 102 communicates the com-
pressed content to an application on the client 102, such as a
browser. In other embodiments, the appliance 102 communi-
cates the compressed content to a client 102 or a second
appliance 200". The receiver, such as client 102, intercepts the
compressed content 1155, and decompresses the compressed
content 1155 using its copy of the data in the compression
history 1138' corresponding to the compression used by the
sending device.

[0583] Referring now to FIGS. 11C and 11D, embodiments
ofsystems and methodfor prefetching non-cacheable content
or objects and storing to a compressionhistory is depicted. In
brief overview of FIG. 11C, an appliance 200 having a net-
workoptimization engine 250 is depicted. The device, such as
appliance 200 or client 102, intercepts or receives communi-
cations or pages served from an originating server 106 or
transmitted via another appliance 200' and forwardsthe page
to the requesting client. The received page may identify one
or more non-cacheable objects, for example via uniform
resource locators or hyperlinks. The appliance via the
prefetcher 704 generates a request 1160 to obtain the non-
cacheable object from a server 106. The request may be
considered a prefetch in that the user receiving the page may
havenot yet requested the object identified by the page but the
appliance 200 requests the object in anticipation of intercept-
ing a requestfor the object from the user. The prefetcher 704
transmits to the originating server 106 the request to prefetch
the non-cacheable object. The appliance receives a response
from the server including the non-cacheable object and stores
the object in the compression history used by the appliance.

[0584] As previously discussed in conjunction with FIGS.
7A-7D, the prefetcher 704 includes or provides logic, busi-
ness rules, functions or operations for generating requests or
packet(s) for the request. In one embodiment, the prefetcher
generates one or more packets for either a request or a
response. In some embodiments, the prefetcher 704 generates
a request to prefetch identified objects, such as objects iden-
tified by intercepted pages andinitiates the transmission of
the generated requestto a server 106. In one embodiment,the
prefetcher 704 generates requests 1160 for non-cacheable
objects identified via the page. In other embodiments, the
prefetcher generates a request 1160 for a non-cacheable
object based onauser. In another embodiment,the prefetcher
generates a request 1160 for a non-cacheable object that the
server dynamically generates. In one case, the request 1160
causes the server to dynamically generate the non-cacheable
object, such as an object for a personalized web page. In some
embodiments, the prefetcher 704 generates a non-cacheable
object request 1160 identified as speculative or with a QoS
priority lower than non-prefetch requests. In other embodi-
ments, the prefetcher 704 receives the response to the prefetch
request and stores the non-cacheable object ofthe response to
the compression history 1138.

[0585] Althoughthe prefetcher 704 is illustrated as a part of
the protocol accelerator, the prefetcher may be included in
any part of the network optimization engine 250. For
example, in some embodiments, the compression engine 238
comprises the prefetcher for prefetching cacheable and/or
non-cacheable objects for the compression history 1138.

[0586] Referring now to FIG. 11D, an embodimentofsteps
of a method 1170 for prefetching non-cacheable content for
the compressionhistory 1138is depicted. In briefoverview,at
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step 1172, a device, such as the appliance 200 or client 102,
intercepts or otherwise receive a communication identifying
one or more non-cacheable objects. At step 1174, the device
forwards the communication to the requester. At step 1176,
the device generates a request for the non-cacheable object
and transmits the generated request to a server. At step 1178,
the device stores the non-cacheable object to the compression
history 1138. The compression engine 238 mayuse the stored
non-cacheable object to compress content of subsequent
communications between one or more clients and one or
moreservers.

[0587] In further details, at step 1172, the device intercepts
or receives any type and form of communication from one
device to another device identifying a non-cacheable object,
such as a page transmitted from a server to a client. In one
embodiment, the device is an appliance 200. In another
embodiment, the device is a client 102. In one embodiment,

the device intercepts a response from a server to a client’s
request fora non-cacheable object. In some embodiments, the
server 106 transmits one or more network packets having an
application protocol layer payload identifying a non-cache-
able object. For example, in one embodiment, the device
intercepts a web or HTTP pagetransmitted by a server 106 to
a client 102 and the page includes a uniform resource locator
(URL) or hyperlink identifying a non-cacheable object. In
some embodiments, the device, such as a client, intercepts a
page identified by a URL andthe pageidentifies one or more
non-cacheable objects.

[0588] At step 1174, the device forwards or transmits the
page, response or communication to the requester. In one
embodiment, the device forwards the page uponinterception,
receipt or immediately thereafter. In other embodiments,the
device forwards the page after identifying one or objects on
the page.In yet another embodiment, the device makes a copy
of the page for further processing, and forwards the page to
the requestor upon making the copy. In some embodiments,
the device forwards the recetved communication to the

requester of a client 102. In other embodiments, the device
forwardsthe intercepted pageto an application, such as a web
browser. In another embodiment, the device forwards the
page to a user.

[0589] At step 1176, in response to identifying the non-
cacheable object, the device and/or prefetcher 704 generates
a request 1160 to the non-cacheable object from a server of
the object. In one embodiment, the prefetcher 904 generates
an HTTP request for the non-cacheable object. In other
embodiments, the prefetcher 704 generates a request to query
or obtain the non-cacheable object using any type and form of
application protocol. For example, in one embodiment, the
prefetcher 704 may use XMLlanguageto request non-cache-
able object. In another embodiment, the prefetcher 704 gen-
erates a request for a non-cacheable object that identifies the
user of the communication received at step 1172. In some
embodiments, the prefetcher 704 generates a request for a
non-cacheable object that identifies another user, such as a
user of the device. In one embodiment, the prefetcher 704
generates a request that triggers the server to dynamically
generated the object. In one case, the requestidentifies a user
for dynamically generating the object, such as for a person-
alized web page. In some embodiments, the prefetcher 704
generates the request for the non-cacheable object with a
priority for speculative prefetching such as described in con-
junction with FIGS. 7A-7D. In other embodiments, the
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prefetcher 904 uses any type and form of QoS scheduling
and/or priorities to schedule and transmit the generated
request.
[0590] Further to step 1176, the device transmits the gen-
erated request 1160 for the non-cacheable object to a server
106. In one embodiment, the device transmits the generated
requestto the server originating the page. In another embodi-
ment, the device transmits the generated request to a second
server. In some embodiments, the device transmits the gen-
erated request to a server farm. In other embodiments, the
device transmits the generated request to a second appliance
200'. In one embodiment, the device transmits the generated
request in accordance with any QoSpriority assigned to or
associated with the generated request. In some embodiments,
the device transmits the generated request at a priority lower
than non-prefetching requests. In other embodiments, the
device transmits the generated requestat a priority lower than
the non-prefetching requests received and processed by the
device from clients, users or applications on a client.
[0591] At step 1178, the device receives a response from
the server having the non-cacheable object or content thereof
In one embodiment, the device receives a non-cacheable
object generated for a specific user. In another embodiment,
the device receives a non-cacheable object that is not user
dependent. In some embodiments, the device receives an
object dynamically generated by the server upon receipt of
the request. In other embodiments, the devices receives the
non-cacheable object from a cache of another device, such as
an appliance, client or server.
[0592] At step 1180, the device stores the non-cacheable
object to the compression history 1138. In some embodi-
ments, the device stores the non-cacheable object to both the
compression history 1138 and a cache. In one embodiment,
the compression history 1138 and the cache 232 use the same
storage, or portion thereof In another embodiment, the com-
pression engine 238 uses the cache 232 or portion thereof as
a compression history.
[0593] Bypreloading or prefetching the compression his-
tory with intercepted non-cacheable HTTP content, the com-
pression engine can improveor increase the compressibility
of cacheable and non-cacheable content of HTTP network

traffic. Although the systems and methods above are gener-
ally described above in connection with pages, such as HTTP
pages, the techniques of method 1100 or embodiments of the
system of FIG. 11A maybe used with non-HTTPprotocols.
[0594] With the multi-protocol and multi-session compres-
sion engine 238 storing non-cacheable content to the com-
pression history, the compression engine 238 increases com-
pressibility ofcontent communicated over WAN and/or LAN
links to reduce bandwidth, decrease latency, and improve
response times.
L. Systems and Methods for using Non-Http Network File
Transfer as Compression History for Http Based Traffic
[0595] Referring now to FIGS. 12A and 12B, systems and
methods for using non-HTTPfile transfer data in a compres-
sion history for compressing HTTPbasedtraffic are depicted.
With these techniques, non-HTTPaccessed traversing a com-
pression device may use the data from such non-HTTP
accessed to improve compressibility of HTTP traffic. For
example, network file transfers can be used to preload a
compression history with a remote copy command,suchas:
rep remote-file/dev/null. The remotefile is copied across the
network and then discarded, but the compression engine
stores the data in a compressionhistory.Ifa user accesses the
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file via an HTTP request, the compression engine uses the
data ofthe non-HTTPfile transfer in the compressionhistory.
With this technique described in more detail below, non-
HTTPor ad-hoc network file transfers are used to provide
content distribution to compression devices for compressing
HTTPnetworktraffic.

[0596] Referring to FIG. 12A, an embodiment of a system
for distributing or fetching non-HTTP content for a compres-
sion device to later compress HTTP content is depicted. In
brief overview and as discussed above in conjunction with
FIGS. 11A and 11B,a first device, such asafirst appliance
200, and a second device, such as client 102 or a second
appliance 200' compress communications transmitted
betweenthe devices using data ofa compressionhistory 1138
that is shared synchronized. A user, application or device
initiates a non-HTTP network file transfer 1250, such as a
remote copy of one or more files from a first system to a
second system or an ftp of a file from one device to another.
For example, a user may execute a remote copy ofone or more
files from a server 106 to the client 102. In another example,
a system administrator of an appliance 200 may execute a
remote copyoffiles from a server 106 in orderto preload the
compression history 1138 of the appliance with files. This
non-HTTP network file transfer may traverse one or more
compression devices, such as appliance 200 and the client
102 or a second appliance 200".

[0597] In further overview andas illustrated by the system
embodimentat the top of FIG. 13A, thefirst appliance 200
may intercept or otherwise receive a non-HTTPfile transfer
1250, such asafile transmitted by a server 106 to aclient 102.
Although the appliance 200 identifies the content as non-
HTTP, the appliance 200 stores the content to the compres-
sion history 1138, which may also be the cache 232, or a
portion thereof. The second appliance 200' and/or client 102
mayalso intercept the non-HTTPnetworkfile transfer 1250,
and store content from the file transfer to the compression
history 1138'. The appliance 200, 200' and/or client 102 may
intercept multiple non-HTTPfile transfers and store files or
contents thereofto the respective compressionhistories 1138,
1138'.

[0598] Asillustrated by the system embodimentlocated in
the lower half of FIG. 12A, a user of the client 102 may
request HTTP content from a server 106. For example, the
client may transmit an HTTP request to a server for one or
morefiles or objects. In response to the request, the server
transmits an HTTP response include the requested object or
file. The first appliance 200 intercepts the HTTP content 1252
transmitted by the server 106. A portion of data of the HTTP
content 1252 comprises the same data as a portion of the
non-HTTP file transfer content stored in the compression
history 1138. In response to detecting a match betweeninter-
cepted data and data in the compression history 1139, the
compression engine 238 generates a compressed version
1255 of HTTP content 1252 based on the non-HTTPcontent

1250 stored in the compression history 1138. Thefirst appli-
ance 200 transmits the compressed content 1255to the client
102 or second appliance 200'. The client 102 or second appli-
ance 200' intercepts the compressed content 1255, and the
compression engine 238' decompresses the compressed ver-
sion 1255 ofthe HTTP content 1252 using the non-HTTPfile
transfer content 1250 stored in the second compression his-
tory 1138".

[0599] Referring to FIG. 12B, an embodimentofsteps ofa
method 1200 for using non-HTTP content for compressing
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HTTPtraffic is depicted. In brief overview, at step 1205, a
user or application executes a non-HTTPfile transfer, such as
a system administrator initiating a remote copyoffiles from
aserver. At step 1210, a device, such as appliance 200 or client
102, intercepts or otherwise receives network packets of the
non-HTTP network file transfer 1250. At step 1215, the
device in responseto identifying the non-HTTPnetworkfile
transfer 1250 stores content of thefile transfer to a compres-
sion history. At step 1220, the device intercepts communica-
tions having HTTP content 1252, such an HTTPpage.At step
1225, the device determines a portion of the HTTP content
1252 matches a portion of the non-HTTPfile transfer 1252
stored in the compression history 1138. At step 1230, the
device compressedthe portion of the HTTP content using the
non-HTTP contentstores in the compressionhistory 1138. At
step 1235, the device communicates the compressed content
1255to the target receiver.

[0600] In further details, at step 1205, a user or application
initiates or executes any type and form ofnetworkfile transfer
1250. In some embodiments, the networkfile transfer uses
any type and form of application layer protocol. In one
embodiment, the networkfile transfer uses a non-HTTPpro-
tocol. In another embodiment, the network file transfer uses a
file transfer protocol, such any version and type of FTP. In
other embodiments, the networkfile transfer uses a Network
Basic Input/Output System, NetBioS,to transfera file. In one
embodiment, the network file transfers uses NetBEUIproto-
col to transfer a file. In some embodiments, the network file
transfer uses a Server Message Block (SMB)protocol.In yet
another embodiment, the network file transfers uses the CIFS
protocol for transferring one or morefiles. In still another
embodiment, the networkfile transfer users a Message Appli-
cation Programming Interface (MAPI), such as via email, to
transfera file. In some embodiments, the networkfile transfer
includes any protocol for communicating data to or via a
printer, serial port, parallel port or other communication port
or device.

[0601] Insome embodiments,a user initiates a network file
transfer via a remote copy command.In one embodiment, the
network file transfer copies one or morefiles from one system
to a null device of a second device, referred as /dev/null on
Linux or Unix operating system and also sometimesreferred
to as a “bit bucket”. In some embodiments, the network file
transfer only copies thefiles to a system temporarily and not
for permanent storage. In yet another embodiment, a user
initiates a print or fax of data over the network, such as
printing or faxingafile or document from a network drive or
a folder on a server 106. In some embodiments,a user emails
one or more documents over a network, such as a LAN or
WAN.In still other embodiments, a user viaafile exploxer or
user interface copies one or morefiles from storage ofa first
device to storage ofa second device via a network, such as by
dragging and droppingfile. In another embodiment,a uservia
file a transport protocol program,application oruser interface
transfers one or more files between devices.

[0602] In some embodiments, the compression device,
such as a the client 102 or appliance 200 initiates a network
file transfer. For example, in one embodiment, the network
optimization engine 250 includes logic, functions or opera-
tions to execute a network transfer of files that traverses the

device in order to prefetch or populate the compression his-
tory 1138 with data. In some embodiments, the network opti-
mization engine 250 responsive to detecting requests to and/
or network traffic from a server, initiates a network transfer of
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files from the server to another device. In yet another embodi-
ment, the network optimization engine 250 based on one or
morepolicies of a policy engine 295 triggers execution of a
network file transfer to populate the compression history
1138 with desired data. In one embodiment, a system admin-
istrator of the appliance 200 or compression device executes
a network file transfer in order to populate the compression
history with specified data.

[0603] At step 1210, a device, such as client 102 or appli-
ance 200, intercepts or otherwise receives the networkfile
transfer 1250 communicated between devices. In one

embodiment, the device intercepts any type and form ofcom-
munication from one device to another device identifying a
non-HTTP file transfer such as a remote copy or otherwise
having file content. In some embodiments, the device inter-
cepts one or more networkpackets identifying a file transfer.
In another embodiment, the device intercepts application
payload of network packets having content of one or more
files. In other embodiments, the device intercepts one or more
network packets ofnetwork file transfer execute via a: remote
copy, file transfer protocol (FTP), an email, a print orfax.

[0604] At step 1215, the devicestores all or any portion of
the content 1250 to a compression history 1138. In one
embodiment, the device identifies the non-HTTP network file
transfer and in responseto the identification, stores the con-
tent, or portion thereof, to a compression history 1138. In
some embodiments, the device identifies a file in the content
1250 andstores thefile to the compression history 1138. In
other embodiments, the device identifies the payload of a
network packet has data of a file and stores the data to the
compression history 1138. In another embodiment, the
device determined that a network packet identifies that sub-
sequent network packets have contentofafile, and stores the
contents of the subsequent network packets to the compres-
sion history 1138.
[0605] At step 1215', in some embodiments, a second
device, such as client 102 or appliance 200' also intercepts
and stores the network file transfer content intercepted and
forwardedbythefirst device, such as appliance 200. In these
embodiments, a second compression engine 238' and second
compression history 1138' stores the file transfer content, or
any portion thereof, in the compression history 1138'to syn-
chronize or otherwise maintain shared portions of data
between compressing devices. In other embodiments, thefirst
device, such as appliance 200, transmits portions of the com-
pression history 1138 to the second device, such asclient 102,
for the second device to store in the compression history
1138'.

[0606] In many embodiments, the device performs steps
1210 and 1215 multiples times for one or more networkfile
transfers 1250, 1250' In one embodiment, the device inter-
cepts and stores content from a network file transfer via a
remote copy. In some embodiments, the device intercepts and
stores content from a network file transfer via a FTP. In

another embodiment,the device intercepts and stores content
from a network file transfer via an email or via the MAPI

protocol. In some embodiments, the device intercepts and
stores network file transfer content for a first user. In other

embodiments, the device intercepts and stores networkfile
transfer content for a second user. In some embodiments, the
device intercepts and stores network file transfer content of a
first type ofprotocol, such as FTP. In other embodiments, the
device intercepts and stores network file transfer content of a
second type of protocol, such as ICA or RDP.
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[0607] Atstep 1220, the device, suchasclient 102 or appli-
ance 200, intercepts or otherwise receives any type and form
of HTTP communication 1252 between devices. In one

embodiment, the device intercepts an HTTP page 1252trans-
mitted to a client from a server 106. In another embodiment,
the device intercepts an HTTP page transmitted via any one or
more HTTPsessions. In another embodiment, the device
intercepts a page transmitted to a browserof a user. In some
embodiments, the device interceptsa first page offirst session
withafirst user. In other embodiments, the device intercepts
a second page of second session with a seconduser. In one
embodiment, the device intercepts HTTP content 1252 hav-
ing one or more objects. In another embodiment, the device
intercepts HTTP content 1252 having one or morefiles. In yet
another embodiment, the HTTP content 1252 may include
non-cacheable content 1152 as described above in conjunc-
tion with FIGS. 11A-11B. For example, the HTTP content
1252 in one embodiment may include a personalized version
of an HTTPpagefora first user. In another embodiment, the
HTTPcontent 1252 may include a personalized version of an
HTTPpagefor a seconduser.

[0608] Atstep 1225, the device determinesatleast a portion
ofthe HTTP content 1252 matches contentofthe networkfile

transfer 1250 stored to a compression history 1138. In some
embodiments, the compression engine 238 performs a match
of data of the intercepted HTTP content 1252 to a compres-
sion history responsive to identifying the communication
includes HTTP. In other embodiments, the compression
engine 238 performsamatch of data of the intercepted HTTP
content 1252 to a compression history responsive to identi-
fying the content 1252 includes one or morefiles. In one
embodiment, the compression engine 238 performs a match
of data of the intercepted HTTP content 1252 to a compres-
sion history responsive to identifying the content 1252
includes a name or URL ofa file of the networkfile transfer
1250.

[0609] In one embodiment, the compression engine 238
determines the HTTP content 1252 was transmitted from the
sameserver as the networkfile transfer content stored to the

compression history 1138. In other embodiments, the com-
pression engine 238 determines the HTTP content wastrans-
mitted to the same deviceas the networkfile transfer content

stored in the compression history 1138. In one embodiment,
the compression engine 238 determines the HTTP content
1252 has the sameobjectsorfiles as the network file transfer
1250. In yet another embodiment, the compression engine
238 matches a portion of the intercepted HTTP content 1252
to a portion ofnetworkfile transfer content 1250 stored in the
compression history 1138. In a further embodiment, the com-
pression engine 238 matches a portion of a non-cacheable
object of an intercepted page to a portion of the networkfile
transfer content stored in the compression history 1138. In
one embodiment, the compression engine 238 matches a
portion of a cacheable object of an intercepted page to a
portion of the networkfile transfer content stored in the com-
pression history 1138.

[0610] Insome embodiments, the compression engine 238
ofthe client or appliance determinesthat a sequence ofone or
more bytes of data in the HTTP content 252 matches data in
the compression history 1138. The compression engine 238
mayuse any type of fingerprinting algorithm or scheme to
determine a match. In some embodiments, the compression
engine 238 comparesa fingerprint of a portion of data of the
intercepted HTTP content 1250 to one or morefingerprints of
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portions of data in the compression history 1138. In one
embodiment, the compression engine 238 comparesa finger-
print of a portion of HTTP content 1252 of with a fingerprint
of a portion of network file transfer 1252 stored in the com-
pression history 1138. In one embodiment, the compression
engine 238 determines a match by matching a fingerprint of
data of the HTTP content 1252 to a fingerprint in the object
index of the compression history 1138. In another embodi-
ment, the compression engine 238 determines a match by
searching for a sequence of data of the intercepted HTTP
content 1252 to data in the compression history 1138.
[0611] At step 1230, the device compressesthe portion of
the HTTP content using the matching network file transfer
content in the compressionhistory. In some embodiments, the
compression engine 238 compressesall or any portion of the
intercepted HTTP content 1250 to form a compressedrepre-
sentation 1255 of the second page. In one embodiment, the
compression engine 238 compresses one or more portions of
the HTTP content using one or more portions of the network
file transfer content stored in the compression history 1138. In
some embodiments, the compression engine 238 compresses
a first file ofthe HTTP content using a portion ofone or more
files of the network file transfer stored in the compression
history 1138. In yet another embodiment, the compression
engine 238 compresses a first object of the HTTP content
using a portion ofa first file and a portion of a secondfile of
the network file transfer stored in the compression history
1138. In other embodiments, the compression engine 238
compressesat least a portion of the personalized HTTP con-
tent 1252 using one or moreportions of network file transfer
stored in the compression history 1138. In still one embodi-
ment, the compression engine 238 compressesatleast a por-
tion ofacacheable object ofthe HTTP content using a portion
of network file transfer content stored in the compression
history 1138. In one embodiment, the compression engine
238 compressesat least a portion ofa non-cacheable object of
the HTTP content using a portion of the network file transfer
content stored in the compression history 1138.
[0612] At step 1235, the device communicates the com-
pressed content 1255 to the intendedreceiverortarget recipi-
ent. In some embodiments, a client 102 communicates the
compressed content to an appliance 200 or server 106. In
another embodiment, the client 102 communicates the com-
pressed content to an application on the client 102, such as a
browser. In other embodiments, the appliance 102 communi-
cates the compressed content to a client 102 or a second
appliance 200". Thereceiver, such as client 102, intercepts the
compressed content 1255, and decompresses the compressed
content 1255 using its copy of the data in the compression
history 1138' corresponding to the compression used by the
sending device.

M. Systems and Methods for Determining Whether to
Prefetch/Prefresh an Object Based on Operational Condition
of the Device or a Status of the Connection or Server

[0613] Referring now to FIGS. 13A and 13B, systems and
methods for dynamically determining whether to prefetch,
freshen or pre-freshen an object based on operational condi-
tion of the link to the originating server or the operational
status ofthe prefetching or prefreshening device and/orserver
are depicted. In many embodiments, originating servers
deliver objects without an expiration date. Without expiration
information, it may be up to the caching device to decide how
long these objects are to remain “fresh.” If an object is not
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fresh, the caching device checks with the originating server to
see if the object has changed. In somecases, it may not make
sense to serverelatively stale data if the originating serveris
very close and verifying freshness takes very little time. In
other cases, it may not make sense to serverelatively fresh
data if the link is so slow and congested that checking takes
too long or longer than desired.
[0614] The dynamic freshness heuristic technique
described in conjunction with FIGS. 13A and 13B dynami-
cally takes into account the operational and performance
conditions of the link (connection), caching device and/or
server to determine whether or not to check a status of the

object or to obtain the object from the server. For example,if
the condition of the link is below a desired threshold, the
caching device may check the freshness of an object less
frequently or rarely, and relatively stale data may be served
instead. In another example, if the status of the link or server
indicates thelink or server is no longer operational, the cach-
ing device may cease checking freshness of objects with that
server until communication is re-established. In other

example, if the performance of the link and server may be
suchthat the caching device determines to check freshness of
objects more frequently.

[0615] Referring now to FIG. 13A, a device such as an
appliance 200 or client 102 having a network optimization
engine 250 is depicted. In brief overview, the appliance 200
intercepts or otherwise receives pages served from an origi-
nating server 106 or transmitted via another appliance 200"
and forwards the page to the requester. The network optimi-
zation engine 250 may include an operation condition detec-
tor 1302 for dynamically determining the operational and/or
performancestatus, condition or characteristics of the con-
nection to the server, the server and/orthe device (e.g. appli-
ance 200 or client 102). Based on the dynamically detected
operational conditions, the device determines whetheror not
to obtain a status of an object in the cache or to obtain an
update of the object from a server. In one embodiment, the
network optimization engine 250 determines to prefetch an
object via a prefetcher 704 responsive to the operation con-
dition detector 1302. In another embodiment, the network
optimization engine 250 determinesto prefresh an object via
a prefresher 904 responsive to the operation condition detec-
tor 1302. In other embodiments, network optimization engine
250 determines not to prefetch, freshen or prefresh an object
responsive to the operation condition detector 1302.

[0616] Asillustrated in FIG. 13A,the network optimization
engine 250 mayinclude an operation condition detector 1302.
The operation condition detector 1302 includes software,
hardware or any combination of software and hardware. The
operation condition detector 1302 may include an applica-
tion, program, script, library, process, service, driver, task,
thread or any type and form of executable instructions. The
operation condition detector 1302 includes or provides logic,
business rules, functions or operations for detecting or deter-
mining an operational condition, status, characteristic and/or
performanceofone or more of: a network connectionorlink
such as between the device and a server 106, the caching
device, such as appliance 200 or client 102, and one or more
servers 106. In some embodiments, the operation condition
detector 1302 includes the bandwidth detector 702, or the
logic, functionality and/or operations thereof, as described
above in conjunction with FIGS. 7A-7D.
[0617] In one embodiment, the operation condition detec-
tor 1302 detects or determines the operational condition of a
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network connection to a server having one or moreobjects.In
some embodiments, the operation condition detector 1302
determines a type and speed of the network connection. For
example, the operation condition detector 1302 determines if
the link or connection is to a WAN or LANnetwork.In other

embodiments, the operation condition detector 1302 deter-
mines if there is a cooperating or partner device, such as
appliance 200'" in the path ofthe network connection between
the device of the operation condition detector 1302 and the
server 106. In another embodiment, the operation condition
detector 1302 determines utilization, availability or remain-
ing capacity ofbandwidth ofthe network connection between
the network optimization engine 240 andthe server 106. In
one embodiment, the operation condition detector 1302
determines throughputrates, response times or performance
of network traffic delivery via the network connection. In
some embodiments, the operation condition detector 1302
determines a level or rate of congestion, collisions, and/or
dropped packets of networktraffic via the network connec-
tion.

[0618] In yet another embodiment, the operation condition
detector 1302 determines whether or not a transport layer
connection is active, established or operational. In one
embodiment, the operation condition detector 1302 deter-
mines whetheror notatransport layer connectionis inactive,
disconnected or not operational. In some embodiments, the
operation condition detector 1302 checks or monitors the
condition of a transport layer connection betweenthe device
of the operation condition detector 1302 and the server 106.
In other embodiments, the operation condition detector 1302
checks or monitors the condition ofa transport layer connec-
tion between a client 102 and the server 106. In one embodi-

ment, the device of the operation condition detector 1302
proxies, transparently or otherwise, a transport layer connec-
tion betweena first device 102 and a second device 106.

[0619] In some embodiments, the operation condition
detector 1302 determines a distance, absolute or relative,
between the device of the operation condition detector 1302
and a server 106. In other embodiments, the operation con-
dition detector 1302 determines a closeness betweenthe net-

work optimization engine 250 and one or more servers 106. In
one embodiment, the operation condition detector 1302
determines the distance or closeness via a measurement of

one or more round trip times. In another embodiment, the
operation condition detector 1302 determinesthe distance or
closeness via time information returned by a ping or ICMP
(Internet Control Message Protocol) echo request to a server.
In some embodiments, the operation condition detector 1302
determines the distance or closeness of one or more servers

via network configuration information.

[0620] In some embodiments, the operation condition
detector 1302 detects or determines the operational condition
or performance of a server, such as an originating server
serving objects stored in a cache 232. In one embodiment, the
operation condition detector 1302 determinesaserveris run-
ning or operational, or otherwise not running or operational,
via one ofa ping, ICMP echorequestor trace route command.
In other embodiments, the operation condition detector 1302
determinesa server is runningoroperational, or otherwise not
running or operational, by request a transport layer connec-
tion with the server. In some cases, the operation condition
detector 1302 sends an application layer protocol request,
such an HTTP request, to the server and compares a received
response to an expected response. In another embodiment,
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the operation condition detector 1302 determines an opera-
tional condition of the server by measuring or monitoring the
number of concurrent connections to the server. In some

embodiments, the operation condition detector 1302 deter-
mines an operational condition of the server by measuring or
monitoring a rate of the number of connections established
with the server.

[0621] In yet other embodiments, the operation condition
detector 1302 determines a load of a server by any one or
moreofthe following: 1) numbers and types of connections,
2) resource usage, such as CPU,disk and memory usage, 3)
resource availability such as CPU, disk and memory avail-
ability, 4) number of requests outstanding, 5) number of
requests transmitted, 6) number of clients servicing, 7)
response time information, including average andhistorical
response times,8) errors, status, performance or bandwidth of
a connection, 9) number of sessions, and states or status
thereof, and 10) a weight assigned to the server. In one
embodiment, the server 106 transmits information, including
any of the above items, regarding its operations, status, load
or performanceto the network optimization engine 250 and/
or the operation condition detector 1302. In some embodi-
ments, the operation condition detector 1302 receives infor-
mation on the operational condition or performance of a
server from another device, such as an appliance 200 or
appliance 205.

[0622] In some embodiments, the operation condition
detector 1302 detects or determines the operational condition
or performanceofthe caching device or the device executing
the operation condition detector 1302. In one embodiment,
the device is a WAN optimization appliance 200. In another
embodiment, the device is a proxying device or proxying
network appliance. In other embodiments, the device is a
network acceleration device for LAN or WAN.In some

embodiments, the device is a load-balancer and/or content-
switching device. In any of these embodiments, the opera-
tional condition detector 1302 detects or determines the

operational condition or performanceofthe devicerelative to
the functionality and operations for which the device was
designed and constructed. In one embodiment, the opera-
tional condition detector 1302 determines a performance
throughputor rate of servicing network traffic traversing the
device. In some embodiments, the operational condition
detector 1302 detects or determines any one or more of the
following: 1) numbers and types of connections, 2) resource
usage, such as CPU,disk and memory usage, 3) resource
availability, such as CPU, disk and memory availability, 4)
numberofrequests outstanding, 5) numberofrequests trans-
mitted, 6) numberofclients servicing, 7) response time infor-
mation, including average and historical response times, 8)
errors, status, performanceorbandwidth of a connection, and
9) numberofsessions, and states or status thereof.

[0623] In some embodiments, the operation condition
detector 1302 may use one or more monitoring agents 1303.
The monitoring agent 1303 mayinclude software, hardware
or a combination of software and hardware. The monitoring
agent 1303 may be an application, program, script, library,
process, service, driver, task, thread or any type and form of
executable instructions. In one embodiment, the monitoring
agent 1303 monitors an operational condition of a server ora
network service of a server 106, such as a web or HTIP
service. In some embodiments, the monitoring agent 1303
monitors an operation condition of a network connection. In
other embodiments, the monitoring agent 1303 monitors the
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device of the operation condition detector 1302. In one
embodiment, the monitoring agent 1303 determines opera-
tional conditions of the monitored resource, such as a server
or connection, on a predetermined frequency, such as every 1
sec, or 1 msec,or at any frequency between 1 msec and 1 sec.

[0624] In some embodiments, the operation condition
detector 1302 uses one or more predetermined thresholds
1304 to determine whether or not to obtain a status of an

object or obtain the object from a server based on the opera-
tional condition or performance of the network connection,
server or device. A predetermined threshold 1303 may
include any type and form ofvalue or values, such as ranges.
The predetermined threshold 1303 mayidentify or indicate a
desired, suitable or acceptable level for the resource, condi-
tion or characteristic under detection or monitoring by the
operation condition detector 1302. In one embodiment, each
of the one or more predetermined thresholds 1304 may be
weighted using any type and form of weighting scheme. In
some embodiments, a user of the device, such an administra-
tor of the appliance 200, may select or establish the predeter-
mined threshold values and/or corresponding weights.

[0625] In some embodiments, the operation condition
detector 1302 determines if the operational condition of a
connection, server and/or the device is within or below one or
more of the predetermined thresholds 1304. Based on this
determination, the operation condition detector 1302 indi-
cates or communicatesto the prefetcher 704 and/or prefresher
904 that the operational conditions are as such that the
prefetcher 704 and/or prefresher 904 should perform any of
the fetching, prefetching, freshening and/or prefreshening
techniques described herein. In one embodiment, the
prefetcher 704 and/or prefresher generates a request to obtain
a status of one or more objects from a server responsive to a
signal or communication from the operation condition detec-
tor 1302. In another embodiment, the prefetcher 704 and/or
prefresher 904 generates a request to obtain one or more
objects from a server responsive to a signal or communication
from the operation condition detector 1302. In yet another
embodiment, the prefetcher 704 and/or prefresher 904 gen-
erates a request for a conditional get of one or more objects
from a server responsive to a signal or communication from
the operation condition detector 1302.
[0626] In other embodiments, the operation condition
detector 1302 determines if the operational condition of a
connection, server and/or the device exceeds or is about to
exceed one or more ofthe predetermined thresholds 1304. In
someofthese embodiments, the operation condition detector
1302 indicates or communicatesto the prefetcher 704 and/or
prefresher 904 to not perform any of fetching, prefetching,
freshening and/or prefreshening of objects. In another of
these embodiments, the operation condition detector 1302
does not communicate a signal or otherwise indicate to the
prefetcher 704 and/or prefresher 904 to perform anyoffetch-
ing, prefetching, freshening and/or prefreshening of objects.

[0627] Referring now to FIG. 13B, an embodimentofsteps
ofa method 1300 for performing heuristic based and dynami-
cally determining whetherto prefetch, freshen or pre-freshen
an object based on operational condition of the link to the
originating serveror the operational status ofthe prefetching
or prefreshening device and/or server is depicted. In brief
overview, at step 1305, intercepting by a device, such as a
client 102 or appliance 200, an object transmitted from a
server via a network connection, such as a transport layer
connection. For example, the device may intercept an HTTP
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response to a user request for an object. At step 1305, the
device stores or updates the object in the cache 232. At step
1310, the device detects whether or not an operational con-
dition of the connection or server is within a predetermined
threshold. As step 1315, in response to the detection, the
device determines whetheror notto transmit a requestto the
server to obtain a status or an updated copyofthe object in the
cache. At step 1317, if the detected operational condition or
conditions exceeds one or more predetermined thresholds,
the device does not generate or transmit a request to obtain
information about the object from the server. At step 1320,if
the detected operational condition or conditions is within a
predetermined thresholdor thresholds, the device generates a
requestfor the status or updated copy of the object and trans-
mits the generated request to the server. At step 1325, the
device updates the object stored in the cache based on the
response received from the server.

[0628] In further details, at step 1305, the device intercepts
or otherwise receives any type and form of communication
from one device to another device identifying or comprising
an object, such as a page transmitted fromaserverto a client.
In one embodiment, the device intercepts a response from a
server to a client’s request for an object. In some embodi-
ments, the server 106 transmits one or more network packets
having an application protocol layer payload providing or
identifying an object. For example, in one embodiment, the
device intercepts a web or HTTPpage transmitted by a server
106 to a client 102 and the page includes a uniform resource
locator (URL) or hyperlink identifying an object. In some
embodiments, the appliance 200 intercepts a page identified
by a URL andthe page identifies one or more objects. In some
embodiments, the device identifies the object from the inter-
cepted communication and obtains the object from the server.
Atstep 1205, the device forwards or transmits the intercepted
communication to the requester, such as client 102, or an
application oruser ofthe client 102. The device alsostores the
object, or a copy or portion thereof, to the cache 232.

[0629] At step 1310, the device detects via the operation
condition detector 1302 whetheror not an operational condi-
tion of the connection or server is within one or more prede-
termined thresholds. In one embodiment, the device detects
whetheror not an operational condition of the deviceitself is
within a predetermined threshold As discussed above, the
operation condition detector 1302 may detect or monitor any
type and form of operational or performance condition,sta-
tus, or characteristic of a network connection, server or the
device. In some embodiments, the operation condition detec-
tor 1302 may use any combination of predetermined thresh-
olds, weighted or not weighted, to determine if the opera-
tional condition ofa network connection, server and/or device
is within a desired threshold.

[0630] Asstep 1315, in responseto the detection, the device
determines whetheror not to transmit a request to the server
to obtain a status or an updated copy ofthe object in the cache.
In some embodiments, the network optimization engine 250
makesthis determination based on which operational condi-
tions are within predetermined thresholds. In other embodi-
ments, the network optimization engine 250 makesthis deter-
mination based on which operations conditional exceed
predetermined thresholds. In another embodiment, the net-
work optimization engine 250 determines whether or not to
obtain a status or an updated copy of the object based on one
or more currently intercepted pages. In one embodiment,
network optimization engine 250 determines whetheror not
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to obtain a status or an updated copy ofthe object based on the
size of the object. In other embodiments, the network optimi-
zation engine 250 determines whetherornot to obtain a status
or an updated copy ofthe object based on expiration period of
the object. In some embodiments, the network optimization
engine 250 determines whetheror not to obtain a status or an
updated copy of the object based on temporal information,
suchas the last request for the object. In yet another embodi-
ment, the network optimization engine 250 determines
whether or not to obtain a status or an updated copy of the
object based on the detected operational conditions in com-
bination with user demand,size, expiration period, or other
temporal information ofthe object stored in the cache 232. In
some embodiments, the network optimization engine 250
makesthis determination based on one or morepolicies of a
policy engine 295.

[0631] In one embodiment, the device and/or operation
condition detector 1302 determines operational condition(s)
exceeds one or more predetermined threshold 1303 orthat the
device should otherwise should not obtain a status or copy of
the object for the cache 232. In these embodiments, at step
1317, in response to the detection, the device does not gen-
erate or transmit a request to obtain information about the
object from the server.

[0632] In other embodiments, the device and/or operation
condition detector 1302 determines operational condition(s)
exceeds one or more predetermined threshold 1303 orthat the
device should otherwise obtain a status or copy of the object
for the cache. In these embodiments, the device, at step 1320,
generates a request for a status or copy of the object and
transmit the request to a server. In one embodiment, the
prefetcher 704 generates a requestfor the status or an updated
copy of the object responsive to the operation condition
detector 1302. In other embodiments, the prefresher 904 gen-
erates a request for the status or an updated copyofthe object
responsive to the operation condition detector 1302. In yet
another embodiment, the network optimization engine 250
generates a request to obtain a status or copy of the object
responsive to the operation condition detector 1302. In one
embodiment, the network optimization engine 250 generates
a conditional request for the object. In some embodiments,
any of the prefetching and/or prefreshening techniques
described herein, such as in conjunction with FIGS. 7A-7D,
8A-8B, 9A-9B and 10A-10B maybetriggered responsive to
the detection of operational conditions by the operation con-
dition detector 1302.

[0633] At step 1325, the device or and/or network optimi-
zation engine 250 may update the object stored in the cache
based on the response received from the server. n one embodi-
ment, the network optimization engine 250 stores an updated
version of the object in the cache 232. In another embodi-
ment, the network optimization engine 250 updatesor stores
the changesto portions ofthe objectto the cache 232. In some
embodiments, the network optimization engine 250 updates
object information of the cached object. For example, the
network optimization engine 250 updates expiration orvali-
dation information ofthe object in the cache 232. In another
embodiment, the network optimization engine 250 updates
object header information in the cache 232. In some embodi-
ments, the network optimization engine 250 determines the
object in the cacheis fresh or valid.

[0634] In some embodiments of method 1300, steps 1305
and/or 1310 and/or 1315 are performed a plurality of times to
dynamically trigger or not trigger fetching, pre-fetching,
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freshening or pre-freshening of an object based on the opera-
tional condition ofa network connection, serveror the device.
As conditions change over time, in one point in time, the
network optimization engine 250 may generate and transmit
a request for the object responsive to operational conditions,
while in another point in time or a next point in time, the
network optimization engine 250 may not generate andtrans-
mit a request for a status or copy of the object responsive to
operational conditions. In some embodiments, the network
optimization engine 250 maystop performing step 1320 until
one or more operational conditions fall below one or more
predetermined thresholds, for example, upon a server status
indicating the server’s load is at a desired level.

N. Systems and Methods for Determining Expiration of a
Cached Object Responsive to Refresh Requests for the Object

[0635] Referring now to FIGS. 14A, 14B and 14C,systems
and methods for determining or updating the expiration of a
cached object responsiveto refresh requests for the object are
depicted. In somecases, a caching device may serve a cached
object or page too long, and a user may need to request a
refresh of the page via a refresh button to reload the current
page. With the refresh button technique described below, the
caching device is responsiveto the indicated use ofthe refresh
button andidentifies the requested URLasa page that should
expire faster than the heuristics or expiration information
would otherwise indicate. This technique recognizes that
each refresh requestis a vote by a userfor greater freshness of
a cached object.
[0636] Referring to FIG. 14A, an embodimentofan appli-
ance for detecting refresh request(s) and updating expiration
information of objects in the cache responsive to the request
(s) is depicted. In this embodiment, the network optimization
engine 250 is deployed on an appliance.In brief overview, a
client 102 executes a browser displaying one or more pages
served from a server 106. The page may include or identify
one or more objects. The client 102 or browser may have a
refresh button, script or program 1450 selected by the user to
refresh a page of the browser. In response to the refresh
selection, the client 102 or browser transmits a request to
refresh or reload the page to a server 106. An appliance 200
having a refresh detector 1402 intercepts the communication
transmitted by the client 102 and identifies the communica-
tion as requesting a refresh or reload of the page. The refresh
detector 1402 tracks a numberofrequests to refresh or reload
a pageorfetch an object. In responseto the refresh request or
a number of refresh requests reaching a predetermined
threshold, the refresh detector updates the cache 232 to
decrease the expiration time or remaining freshness of the
cached object.
[0637] Referring to FIG. 14B, another embodiment of a
system for detecting refresh request(s) and updating expira-
tion information of objects in the cache responsive to the
request(s) is depicted. In this embodiment, the network opti-
mization engine 250 is deployed on a client 102. In brief
overview,a client 102 executes a browser displaying one or
more pages served from a server 106. The page may include
or identify one or more objects. The client 102 or browser
may have a refresh button, script or program 1450 selected by
the user to refresh a page of the browser. In response to the
refresh selection, the client 102 or browser transmits a request
to refresh or reload the page to a server 106. In one embodi-
ment, the refresh detector 1402 on the client intercepts the
communication transmitted by the client 102 and identifies
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the communication as requesting a refresh or reload of the
page. In another embodiment, the refresh detector 1402 on
the client intercepts an event of the selection of the refresh
button. The refresh detector 1402 tracks a numberofrequests
to refresh or reload a pageorfetch an object. Inresponseto the
refresh request or a number ofrefresh requests reaching a
predetermined threshold, the refresh detector updates the
cache 232 on the client to decrease the expiration time or
remaining freshness of the cached object.

[0638] In yet another embodimentof the system andrefer-
ring to FIG. 14C,the refresh detector may be distributed or
otherwise deployed onafirst device, such as the client 102,
and a second device, such as the caching device or appliance
200. In brief overview, a client 102 executes a browserdis-
playing one or more pages including or identifying one or
more objects. The client 102 or browser may have a refresh
button, script or program 1450 selected by the user to refresh
a page of the browser. In responsetothe refresh selection, the
client 102 or browser transmits a request to refresh or reload
the page to a server 106. In one embodiment, the refresh
detector 1402 on the client intercepts the refresh selection or
the communication transmitted by the client 102 and identi-
fies a user or the client has requested a refresh or reload of the
page. The refresh detector 1402 may communicate orinter-
face with the refresh detector 1402' on the appliance 200 to
inform this caching device of the refresh request event. In
responseto the refresh request or a numberofrefresh requests
reaching a predetermined threshold, the refresh detector
1402' updates the cache 232 on the appliance 200 to decrease
the expiration time or remaining freshness of the cached
object.
[0639] In view of FIGS. 14A, 14B and/or 14C,the client
102 may execute or operate any type and form ofbrowser. In
one embodiment, the browser is any version of Internet
Explorer manufactured by Microsoft Corporation of Red-
mond, Wash. In another embodiment, the browser is any
version of the Netscape browser manufactured by the
Netscape Communications Corporation. In other embodi-
ments, the browseris any version of the open source browser
referred to as Firefox and provided by Mozilla Foundation of
California and found at www.mozilla.com. In yet another
embodiment, the browser is any version of the browser
referred to as Opera manufactured by Opera SoftwareASA of
Oslo, Norway. In some embodiments, the client 102 executes
or included any type and form of application or program for
displaying web pages, web content or HTTP content. In one
embodiment, the client 102 may execute a remote display
client, such as an ICA client manufactured by Citrix Systems,
Inc or a Remote Desktop Protocol manufactured by the
Microsoft Corporation. In these embodiments, a server 106
may execute the browser on behalf of the client and display
output from the browseron theclient 102 via a remote display
protocol, such as ICA or RSDP, to the remote displayclient.
‘The client 102 via the browser, an applicant or remote desktop
client may display one or more pages, such as any web or
HTTPpageor content, served from a server 106. The page or
pages may include or more objects. The page or pages may
identify one or more objects. For example, a page may iden-
tify an object via a URL or hyperlink.
[0640] The client 102 may include any type and form of
execution method 1450 to refresh or reload a page, or object
thereof, providedvia the browser, application or remote desk-
top client. In one embodiment, the browser or application
includes a refresh user interface element 1450, such as a
refresh button. Uponselection ofthe refresh button 1450 by a
user or another application, the browseror application gen-
erates and transmits a request 1451to the server 106to refresh
or reload the contentor objects ofone or more pages. In some
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embodiments, the refresh execution method 1450 includes
any type and form ofselectable user interface element of a
browser or application. In yet another embodiment, the
refresh user interface element 1450 includes any type and
form ofscript or scripting language, such as Javascript or an
ActiveX control. In other embodiments, the refresh execution
method 1450 includes any type and form ofprogram,service,
process, thread or task for requesting a refresh or reload of a
page, such as a process executing in the background of the
operating system. In one embodiment, the refresh execution
method 1450 includes executable instructions to refresh or

reload a page, or object thereof, from a cache 232.
[0641] A user, a plurality of users or any application, pro-
gram, process, service, thread or task on the client 102 may
execute, initiate or trigger the refresh execution method 1450.
The request generated by selection of the refresh 1450 may
include any type and form of application protocol layer
request. In some embodiments, the refresh user interface
element 1450 generates and transmits an HTTP request 1451
to refresh one or more HTTP pagesserved by the server 106.
In other embodiments, the refresh element 1450 generates
and executes a function call or application programming
interface (API). In one embodiment, the function or API
executes on the client 102. In another embodiment, the func-
tion or API executes on the server 106.

[0642] Insome embodiments, the server 106 generates and/
or transmits a request 1452to the client 102 to refresh a page.
The server 106 may transmits a refresh request to the client
102 via any type and form ofapplication layer protocol. In
one embodiment, the server 106 transmits an HTTPrefresh
header 1452 to the browserofthe client 102. In some embodi-

ments, the server 106 serves the HTTPrefresh header 1452
with pages or content served by the server 106 to theclient
102. In other embodiments, the server 106 transmitsa script
or set of one or more executable instructions for the browser

or application ofthe client 102 to execute to reload the page or
request a refresh. In some embodiments, the script or execut-
able instructions includes a function or API call to reload or

refresh a page. In other embodiments,the script or executable
instructions updates the page via a cache 232.
[0643] In some embodiments, the network optimization
engine 250 as described herein, or any portion thereof, suchas
the protocol accelerator 234, may include a refresh detector
1402. In other embodiments, the cache or cache manager 232
includesthe refresh detector 1402. The refresh detector 1402

may include software, hardware or any combinationofsoft-
ware and hardware. The refresh detector 1402 may include an
application, program,script, library, process, service, driver,
task, thread or any type and form of executable instructions.
In one embodiment, the refresh detector 1402 includes or
provides logic, business rules, functions or operations for
detecting a selection of a refresh user interface element 1450
or determining the refresh 1450 wasselected. For example, a
refresh detector 1402 on the client 102 may detect an event,
call back or function was called via selection of a refresh

button 1450. In some embodiments,the refresh detector 1402
includesor provides logic, businessrules, functions or opera-
tionsfor intercepting and detecting a communication request-
ing a refresh or reload of a page. For example, a refresh
detector 1402 on an appliance 200 mayintercept application
layertraffic via a transport protocol connection and determine
or identify the application layer payload includes a refresh
request.
[0644] In the embodimentof a refresh detector 1402 ona
client 102, the refresh detector 1402 mayinclude any type and
form of executable instructions to detect a selection of a

refresh or reload button 1450 of a browseror application. In
one embodiment, the refresh detector 1402 includes an event
handler or callback function for a selection event of a user
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interface element. In another embodiment, the refresh detec-
tor 1402 includes a hooking orfiltering mechanism to capture
any eventrelated to the refresh user interface element 1450. In
some embodiments, the refresh detector 1402 includes
executable instructions in the script, program or executable
instructions of the refresh user interface element 1450 to

perform any of the operations described herein. In another
embodiment, the refresh detector 1402 includes an intercep-
tor 305 of a client agent 302 as described in FIG.3. In these
embodiments, the refresh detector 1402 intercepts at any
point or layer in a network stack of the client 102 a commu-
nication requesting a refresh or reload of a page.
[0645] Inan embodimentof a refresh detector 1402 on the
appliance 200 or intermediary caching device, the refresh
detector 1402 includes any type and form of executable
instructions to intercept and/or determine from networktraf-
fic traversing the appliance 200 that a refresh of a page or
object has been requested. In one embodiment, the refresh
detector 1402 intercepts and/or determinesa refresh request
of communications from a client 102 to a server 106. In

another embodiment, the refresh detector 1402 intercepts
and/or determinesa refresh request of communications from
aserver 106 to aclient 102. In other embodiments,the refresh
detector 1402 intercepts and/or determinesa refresh request
from communications transmitted betweena server 106 anda

client 102. In some embodiments, the refresh detector 1402
identifies in the payload of one or more intercepted network
packets that the payload includesa request to refresh a page or
object thereof, such as URL or hyperlink. In one embodiment,
the refresh detector 1402 determines a refresh request from
any type and form of application layer protocol. In other
embodiments, the refresh detector 1402 identifies or deter-
mines from header information of an HTTP communication

that the communication includesa refresh or reload request.
In yet another embodiment, the refresh detector 1402 applies
a filter to intercepted network packets to determine if one or
more network packets include or identify a refresh request,
such as request 1451 or 1452.
[0646] Asillustrated in FIG. 14A,the refresh detector 1402
may include a request tracker 1403. The request tracker 1403
may include any type and form of tracking mechanism or
schemefor tracking a numberofrefresh or reload requests,
such as requests 1451 and 152. The request tracker 1403 may
include a data structure, object, queue,list file or database to
track and maintain a numberofrefresh requests. The request
tracker 1403 may include any type and form of executable
instructions for recording, tracking, updating or managing a
numberofrefresh requests. In one embodiment, the request
tracker 1403 tracks a numberofrefresh requests from a client
102. In some embodiments, the requesttracker 1403 tracks a
numberofrefresh requests from a browseror application. In
other embodiments, the request tracker 1403 tracks a number
of refresh requests from a user. In another embodiment, the
request tracker 1403 tracks a numberofrefresh requests from
a server 106. In some embodiments, the request tracker 1403
tracks a number ofrefresh requests from a group ofusers,
clients, servers, or browsers, such as a group ofusersor client
at a branch office. The request tracker 1403 mayuse any type
and form of counter and counting schemes for tracking a
number of refresh requests. The request tracker 1403 may
track and count a numberofrefresh requests on a per page
basis or per object basis, such as for each URL, hyperlink or
object identifier.
[0647] In one embodiment, the request tracker 1403 tracks
a numberofrefresh requests over anytime period. In some
embodiments, the request tracker 1403 tracks a number of
refresh requests during an application layer session, such as
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between a browser and a server. In other embodiments, the
request tracker 1403 tracks a number of refresh requests
during a transport layer connection, such as between a client
and a server. In one embodiment, the request tracker 1403
tracks a numberofrefresh requests between a start and ter-
mination of a session or a connection. In yet another embodi-
ment, the request tracker 1403 tracks a numberof refresh
requests until a count of a number of requests for a page or
object has reached a predetermined threshold. In some
embodiments, the request tracker 1402 resets a counter for a
numberof request for page based on any temporal data or
terminations of a session or a counter.

[0648] In some embodiments, the request detector 1402
interfaces with or is in communication with the cache man-

ager 232. In one embodiment, the request detector 1402 is
integrated or incorporatedin the cache manager 232. Respon-
sive to tracking refresh requests, the request detector 1402
request the cache manager 232 to update or change informa-
tion of a cached object. In some embodiments, the request
detector 1402 changes the expiration period or freshness
information for a cached object. In other embodiments, the
request detector 1402 establishes an expiration period for a
cached object based on tracked refresh request information.
In another embodiment, the request detector 1402 marks a
cached objectas invalid, expired or otherwise notfresh or not
validated responsive to tracked refresh request information.
In still other embodiments, the request detector 1402 may
trigger or execute any of the prefetching or prefreshening
techniques described herein, such as via FIGS. 7A-7D,
8A-8B, 9A-9B and 10A-10B, responsive to tracked refresh
request information.
[0649] Referring now to FIG. 14D, an embodimentof a
method 1400 for determining or updating the expiration of a
cached object responsive to refresh requests for the objectis
depicted. In brief overview, at step 1405, a client 102 gener-
ates a request to refresh or reload a page identifying one or
more objects stores in a cache 232. The object stored in the
cache 232 hasa first expiration period. At step 1410, a device,
such as an appliance 200 or client, detects one or more
requests to refresh the page. At step 1415, the device deter-
mines responsive to the detection of the one or morerefresh
requests to establish a second expiration period for the object
in the cache 232. For example, based on user demand for a
cached object detected by the refresh requests, a caching
device may shorten the expiration period ofthe cached object
to increase the frequencyoffreshening the objectin the cache.
In some embodiments, at step 1415’, the caching device
adjusts the expiration period of the cached object responsive
to the numberof refresh requests, frequency of the refresh
requests, and/or numberofusers, clients, servers or browsers
sending and/or receiving refresh requests associated with the
cached object.

[0650] In further detail, at step 1405, a client, browser or
application may generate via any type and form ofrefresh
execution method 1450 a refresh request 1451. In some
embodiments, a user generates the refresh or reload request
1451 by selecting a refresh user interface element 1451. In
other embodiments, a program, script or executable instruc-
tions generatesthe refresh or reload request 1451 on a prede-
termined frequencyor in responseto anyuserinteraction with
the client 102 or browser.Inyet another embodiment, a server
106 transmits a refresh request 1452 to the client 102.
[0651] At step 1410, a device, such as an appliance 200 or
client, detects one or more requeststo refresh the page. In one
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embodiment,a refresh detector 1402 on the client 102 detects
a selection of a user interface element of a browseror appli-
cation on the client. In another embodiment, a refresh detec-
tor 1402 on the client 102 detects a communication from the

clientto a server to refresh a page via interception at any point
or layer in the network stack of the client 102. In other
embodiments, a refresh detector 1402 on an appliance 200
detects a refresh request via interception and inspection of
network packets traversing the appliance 200. In one embodi-
ment, the refresh detector 1402 of the appliance 200 deter-
mines a client’s network communication to a server includes

a refresh request 1451. In another embodiment, the refresh
detector 1402 of the appliance 200 determines a servers’
network communicationto a client includes a refresh request
1452. In still another embodiment, a refresh detector 1402 of
the client 102 detects a selection of a refresh user interface

element 1450 or communication of a refresh request 1451,
and transits a communication or a messageto refresh detector
1402' of the appliance 200. In these embodiments, the first
refresh detector 1402 informs the second refresh detector

1402' of the detection of the refresh request.

[0652] At step 1410, the refresh detector 1402 tracks a
numberof detected refresh requests. In some embodiments,
the refresh detector 1402 tracks a numberofdetected refresh

requests for each page, object, URL or hyperlink. In one
embodiment, the refresh detector 1402 tracks a number of
detected refresh requests fora user. In other embodiments, the
refresh detector 1402 tracks a numberof detected refresh

requests on a client 102, browseror application basis. In yet
another embodiment,the refresh detector 1402 tracks a num-
ber of detected refresh requests on a serverbasis. In still other
embodiments, the refresh detector 1402 tracks a number of
detected refresh requests on a basis of a group of users,
clients, browsers, applications, or servers. In some embodi-
ments, the refresh detector 1402 tracks a numberofdetected
refresh requests over any time period, such as for a predeter-
mined timeperiod, or during any session or connection.

[0653] At step 1415, the device determines responsive to
the detection of the one or more refresh requests to establish
a secondexpiration period or otherwise change the expiration
period forthe object in the cache 232. In one embodiment,the
refresh detector 1402 and/or cache manager 232 decreases
the expiration period of a cached object by a predetermined
amount for each detected refresh request for the object. In
another embodiment, the refresh detector 1402 and/or cache
manager 232 decreases the expiration period of a cached
object by a predetermined amount upon detecting a predeter-
mined numberof refresh requests for the object. In other
embodiments, the refresh detector 1402 and/or cache man-
ager 232 decreases an expiration period ofa cached object by
an amount determined or computed based on a number of
refresh requests and/or the frequency of refresh requests for
the object.

[0654] In some embodiments, the refresh detector 1402
and/or cache manager 232 increases the expiration period of
a cached object, such as a previously decreased expiration
period, based on a change in the number or frequency of
refresh requests for the object. For example, if the refresh
detector 1403 does not detect a refresh request for an object
within a predeterminedtime,the refresh detector 1402 and/or
cache manager 232 mayincrease the expiration period of the
cached object orreset to the expiration periodto an initial or
default value. In other embodiments, the refresh detector
1402 and/or cache manager 232 increases the expiration
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period of a cached object by a predetermined factor based on
a decrease in the numberor frequency of refresh requests for
the object.
[0655] In one embodiment, the refresh detector 1402 and/
or cache manager 232 establishes an expiration period for the
cached object responsive to detecting refresh requests for the
object. In some embodiments, the cached object may not have
an expirationperiod.In these embodiments,the refresh detec-
tor 1402 and/or cache manager 232 establishes an expiration
period for the object based on demand determines via the
detected refresh requests for the object. In another embodi-
ment, the refresh detector 1402 stops detecting refresh
requests for an object upon a numberofrequests exceeding a
predetermined threshold or the expiration period of the
cached object reaching a predetermined threshold. In still
other embodiments, the refresh detector 1402 and/or cache
manager 232 may update any information of the object in the
cache 232, such as validation or freshness information
responsive to the detection of refresh requests. For example,
the refresh detector 1402 and/or cache manager 232 may
mark an otherwise fresh object as invalid or expired respon-
sive to the detection of a refresh request.
[0656] In some embodiments, at step 1415' the refresh
detector 1402 continually detects refresh requests for one or
more objects, the refresh detector 1402 and/or cache manager
232 may adjust—increase and/or decrease—the expiration
period for the object. The refresh detector 1402 and/or cache
manager 232 may update object information, such as expira-
tion or freshness, based on any ofthe following: 1) numberof
refresh requests, 2) frequency of refresh requests, 3) time
fromalast or previousrefresh request, 4) timeto a first refresh
request, 5) numberofusers, client, browsers or applications
requesting a refresh, 6) number of servers responding to
refresh requests, 7) numberofserver refresh requests, 8) size
of the object in the cache, 9) last time object or object infor-
mation was updated, 10) temporal information related to
duration of session or connection, 11) establishmentor dis-
connection of a session or a connection.

[0657] With the systems and methods described above, a
caching device can update cached objects responsive to user
demandas detected via refresh requests.

O. Systems and Methods for Domain Name Resolution Inter-
ception Caching and Prefeshening/Prefetching Techniques
for Cached DNSInformation.

[0658] Referring now to FIGS. 15A-15C, systems and
methods are depicted for techniques of performing domain
nameresolution for interception caching and applying any of
the prefreshening and/or prefetching techniques described
herein to cached domain nameserver information. In some

embodiments, a caching device may be on a different part of
a network than the client 102. In these embodiments, the
cache maynotbe able to resolve IP names in the same way
that the user would. In one embodiment, this may cause
additional trouble whenthe client is connected to a network

via a virtual private network, such as an SSL VPN. The
caching device may encounter a URL orlink that does not
have a domain nameonthe virtual private network. In one
case, if the user’s browser has a proxy configures, the client
sends HTTP requests to the proxy without turning addresses
of URLSinto IP addresses via domain nameresolution. In

other cases, if the user’s browser does not know there is a
proxy, for example, in case of transparent intercept caching,
the clienttries to resolve the URL addressed into IP addresses
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itself. The user browser resolves the URL addressfirst so that

it can open a connection to the server serving the URL.

[0659] Using the techniques described herein, the caching
device obtains the IP destination address of packets inter-
cepted from clients. The clients may have resolved the
addresses ofthe URLs and are now requesting connections to
the resolved IP addresses. In some embodiments, the inter-
ception cache does not perform domain name resolution for
the URL butinstead uses the destination IP ofthe intercepted
network packet as the resolved IP address of the URL. By
using this technique, the caching device avoids domain name
resolution problems, such as those caused via a VPN,simpli-
fies configuration and increases transparencyofthe intercept-
ing cache. Furthermore, the caching device may maintain and
update cached DNS information using any ofthe prefetching
and/or prefreshening techniques described herein.

[0660] Referring now to FIG. 12A, an embodimentof a
system for using the destination IP address of intercepted
network packets associated with the URL or link as the
resolved domain name addressis depicted. In brief overview,
a client 102 may have a browseror application for receiving
and displaying content transmitted via a network, such as a
web pageserved by a server 106. In some cases,the client 102
may communicate with the server via a VPN established by
appliance 200' or an appliance 205. The page may have or
more URLsorhyperlinks. The client 102 and/or browser may
resolve one or more URLsof the page via a Domain Name
Server (DNS) such as server 106N. The client 102 and/or
browser obtains the content or object identified via the URL
by requesting a connection to a server identified by the IP
address resolved by the client via DNS. As depicted in FIG.
12A, the client 102 transmits one or more packets 1575 forthe
URLto a destination IP address of the server 106. An inter-

cepting cache, such as appliance 200, intercepts the request
from the client 102. The appliance 200 identifies the destina-
tion IP address and the URL from the packet. Instead of
resolving the IP address of the domain name of the URL,the
appliance 200 uses the destination IP address of the packet
1575 as the DNSresolved IP address for the URL. The appli-
ance 200 stores this information 1580 in the cache 232. For

subsequent requests for the URL or for domain resolution of
the URL,the appliance 200 may use the cached information
1580 as the resolved IP address of the URL.

[0661] In some embodiments, the application layer of the
network packet 1575 identifies the URL. In other embodi-
ments,the application layer of the network packet 1575 iden-
tifies a domain nameto be resolved to an IP address, such as
a domain name of the URL.In one embodiment, the client
102 or browser requests a URL,or content thereof, via any
type and form of application layer protocol, such as HTTP. In
another embodiment, the network or IP layer of the network
packet 1575 identifies the destination IP address of the
request. In yet another embodiment,the transport layer of the
network packet 1575 identifies the destination IP address of
the request. For example, in one embodiment, a client 102
may request to open a transport layer connection, such as a
TCP connection, to a server. The transport layer connection
request identifies the server as the destination IP address. In
some embodiments, the destination IP address of the network
packet 1575 comprises an IP address resolved by the
requester for the URL or domain nameof the URL.

[0662] Referring now to FIG. 15B, an embodimentof a
system for serving and updating cached DNSinformation of
URLsis depicted. In brief overview, an intercepting cache,
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such as appliance 200 stores cached information 580 associ-
ating a URL with a resolved IP address of the URL.In one
embodiment, the IP address for the URL in the cachedinfor-
mation 580 includes the IP address intercepted from the net-
workpacket 1575as discussed in conjunction with FIG. 15A.
In one case, a client 102 having a browseror application may
request DNSresolution of a URL. In one embodiment, the
client 102 requests DNS resolution of the URL from the
appliance 200. In another embodiment, the client 102
requests DNSresolution from a server 106 and the request
traverses appliance 200. The appliance 200 may respond to
the request by serving the IP address associated with the URL
from the cached information 1580. Furthermore, the appli-
ance 200 in response to the request may freshen the IP address
of the URL in cached information 1580 by generating and
transmitting a request for domain nameresolution of the
URL.In another embodiment, the appliance 200 in response
to the request may prefetch the URL from the server and store
content from the URL in the cache 232. In some embodi-

ments, the appliance 200 in response to the request may
prefreshen cached URL content by requesting a status and/or
update of the content from a server.

[0663] In other cases, a client 102 may request the content
or object ofa previously requested URL.In one embodiment,
the appliance 200 intercepts the requestof the client 102 and
identifies the destination IP address of the request. In some
embodiments, the appliance 200 forwards the request to the
destination IP address. In other embodiments, the appliance
200 identifies the URL ofthe request and forwards the request
to the IP address for the URL stored in the cache 232. In yet
another embodiment, the appliance 200 updates the cached
information 1580 for the URL with the destination IP address

ofthe intercepted packet. Based on the request, the appliance
200 mayalso perform any of the prefreshening techniques of
the cached information 1580 to update the IP address of the
URLstored in the cache.

[0664] Although FIGS. 15A and 15B depict embodiments
of systems having an appliance 200 practicing the DNS
related techniques described herein, these techniques may be
deployed on an end node such asvia a client 102 having the
network optimization engine 250. In some embodiments, the
client 102 has a cache 232 for storing cached DNS informa-
tion 1580. In another embodiment, the network optimization
engine 250 and/or the client agent 120 of the client 120 has
logic, functions, and operations for responding to and pro-
cessing DNS requests of the client 102 as described herein.

[0665] Referring now to FIG. 15C, an embodimentofsteps
ofa method 1500 for performing domain nameresolution for
interception caching and applying any of prefreshening and/
or prefetching techniques to intercepting caching and DNS
cached information.In brief overview, at step 1505, a device,
such as appliance 200 intercepts a request for a URL.At step
1510, the appliance 200 identifies from a packet ofthe request
a destination IP address of the request. At step 1515, the
appliance 200 associates the identified destination IP address
from the intercepted packet with the URLofthe request. For
example, the appliance 200 may consider the destination IP
address as the resolved DNS address of the URL. At step
1520, the appliance 200 intercepts a DNS request ofthe client
to resolve the DNSaddress of the URL orintercepts a request
for the URL from the server. At step 1525, in one embodi-
ment, the appliance 200 identifies the IP address storedin the
cache 232 as the resolved IP address ofthe URL.At step 1530,
in some embodiments, the appliance 200 servesthe identified
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IP address from the cache 232 as the resolved DNSaddress of

the URL in response to the client’s DNS request. In other
embodiments andin the case ofa request for the URL,at step
1530', the appliance 200 transmits the request for the URL to
the server having the IP address identified in the cache 232 for
the URL.

[0666] Embodiments of method 1500 may perform any of
the fetching, prefetching, freshening or prefreshening tech-
niques described herein to DNS cached information and DNS
requests. In one embodiment, at step 1535, the intercepting
device may perform a parallel revalidation technique of the
DNScached information 1580 in accordance with the sys-
tems and methods described in conjunction with FIGS. 6A
and 6B. In another embodiment, at step 1540, the intercepting
device performs a speculative QoS request/response tech-
nique for DNS information in accordance with the systems
and methodsdescribed in conjunction with FIGS. 7A-7D.In
some embodiments, at step 1545, the intercepting device
performs a stack oriented prefetching technique for DNS
requests in accordance with the systems and methods
described in conjunction with FIGS. 8A and 8B. In one
embodiment, at step 1550, the intercepting device perform a
freshening technique for DNS requests in accordance with
the systems and methods described in conjunction with FIGS.
9A and 9B. In some embodiments,at step 1555, the intercept-
ing device performs a dynamic freshness heuristic techniques
for DNS cached information 1580 in accordance with the

systems and methods described in conjunction with FIGS.
13A and 13B. In yet another embodiment, at step 1560, the
intercepting device performs cache expiration techniques for
DNScached information 1580 responsive to refresh requests
in accordance with the systems and methods described in
conjunction with FIGS. 14A and 14B.

[0667] In further details, at step 1505, the device, such as
appliance 200, intercepts any type and form of communica-
tion from one device to another device, such as between a
client and a server. In one embodiment, the appliance 200
intercepts a request from a client or a browserofa client to
open a transport layer connection with a server. In another
embodiment, the appliance 200 intercepts a request fora URL
from a server. In some embodiments, the device intercepts a
DNSrequest or a request to resolve a domain nameinto an IP
address.

[0668] At step 1510, the device identifies from a packet a
destination IP address of the request. In one embodiment, the
appliance 200 identifies from a network or IP layer of the
packet 1575 a destination IP address ofthe request. In another
embodiment, the appliance 200 identifies from the transport
layer of the packet 1575 the destination IP address. In some
embodiments, the device intercepts a request to open a trans-
port layer connection and identifies a destination IP address
from the connection request. In yet another embodiment, the
device identifies from an application layer protocol of the
packet 1575 or subsequent packets 1575 a URL or domain
name associated with the destination IP address. In some

embodiment, the network optimization engine 250,orportion
thereof, such as an HTTP accelerator 234, operates in user
modeorat an application layer of the network stack and uses
application programming interface (API) calls to obtain the
destination IP addressed identifies via lower layers of the
network stack, such as the network or transport layer.

[0669] At step 1515, the appliance 200 associates the iden-
tified destination IP address from the intercepted packet 1575
with a URL.In one embodiment, the appliance 200 does not
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perform any domain nameresolution on the URL,butinstead,
usesthe identified destination IP address from the intercepted
packet 1575 as the resolved IP address of the URL. In some
embodiments, the appliance 200 assigns the destination IP
address as the resolved DNS address of the URL.In another

embodiment, the appliance 200 stores the identified destina-
tion IP address 1580in the cache 232. In one embodiment, the
appliance 200 stores the identified IP address in the cache 232
in association with the URL. In some embodiments, the appli-
ance 200 stores the identified IP address in the cache in

association with a domain name, such as any domain name
identified via a portion of the URL.

[0670] In some cases, the caching or interception device,
such as appliance 200, responds to DNS requests using the
cached DNS information 1580. At step 1520, the appliance
200 intercepts a DNSrequest of the client to resolve the DNS
address of the URL. In one embodiment, the appliance 200
intercepts a request from a client to a server to resolve the
domain name identified via the URL into an IP address. In

some embodiments, the appliance 200 receives the request
from the client to resolve a domain name of the URL into an

IP address. For example, the client 102 or browser of the
client 102 may be configured to use the appliance 200 as a
proxy. In another example, the client 102 or browser of the
client 102 may be configured to use the appliance 200 as a
DNSserver or domain nameservice.

[0671] Atstep 1525, in one embodiment, the appliance 200
identifies the IP address stored in the cache 232 as the

resolved IP address for the DNS request. In some embodi-
ments, the appliance 200 identifies the destination IP address
determined at step 1510 and stored at step 1515 as the
resolved IP address for the domain name of the DNSrequest.
Atstep 1530, in some embodiments, the appliance 200 serves
the identified IP address from the cache 232 as the resolved

DNSaddress of the URL in response to the client’s DNS
request. In one embodiment, the appliance 200 transmits a
response to the client’s DNS request identifying the destina-
tion IP address determinedat step 1510.

[0672] In other cases, the caching or intercepting device,
such as appliance 200, processes requests for URLs from
servers using the cached DNS information 1580. At step
1520, the appliance 200 intercepts a request for the URL from
a server. In one embodiment, the appliance 200 intercepts a
request from a client to a server to obtain the contentor object
identified via the URL. In one embodiment, the client 102
transmits the request for the URL without resolving the
domain nameidentified by the URL into an IP address. For
example, in some embodiments, the appliance 200 intercepts
the client’s request transmitted to a proxy. In other embodi-
ments, the appliance 200 acts as a proxy and receives the
client’s request. For example, the client 102 or browser ofthe
client 102 may be configured to use the appliance 200 as a
proxy. In yet another embodiment,the client 102 transmits the
request for the URL for whichthe client 102 has resolved the
domain nameidentified by the URL into an IP address. For
example, the client 102 transmits the request for the URL via
a transport layer connection established with the destination
IP address resolved by the client 102. In some of these
embodiments, the appliance 200 intercepts the request for the
URLvia the transport layer connection for which the appli-
ance 200 is a proxy or otherwise proxies.

[0673] Inother embodiments andinthe case ofa request for
the URL, at step 1530', the appliance 200 transmits the
request for the URL to the server having the IP address
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identified in the cache 232 for the URL. At step 1525, in one
embodiment, the appliance 200 identifies the IP address
stored in the DNS information 1580 if the cache 232 as the

resolved IP address for the URL request. In some embodi-
ments, the appliance 200 identifies the destination IP address
determinedat step 1510 and stored at step 1515 as the desti-
nation IP address for URL request. At step 1530', in some
embodiments, the appliance 200 forwards the intercepted
request to the IP address of the cached DNS information
1580. In one embodiment, the appliance 200 forwards the
intercepted URL requestto the destination IP address identi-
fied via a packet 1575 of the request for the URL.

[0674] In some embodiments, at step 1535m the intercept-
ing device, such as appliance 200 or client 102, performs a
parallel revalidation technique of the DNS cached informa-
tion 1580 in accordance with method 600 as discussed in

conjunction with FIG. 6B. In these embodiments,the inter-
cepting device responds to the DNS request with the IP
address from the DNS cached information 1580, such as
described in step 1530, and generates and transmits a request
to update the DNS information in the cache 232. In one
embodiment, the device generates and transmits a request to
a DNSserver 106 to resolve a domain name.For example, the
domain namecorresponds to a domain name of a URL for
which the device served the DNS information from the cache

232 at step 1530. In some embodiments, the device generates
and transmits the DNSrequestto resolve the domain nameto
an IP address in parallel, concurrently, substantially parallel
or concurrently, or otherwise, to serving the DNS information
from the cache 232. The device receives a response to the
DNSrequest and updates the DNS cached information 1580.
In some embodiments, the IP addressfor the resolved domain
name has changed, while, in other embodiments, the IP
address for the resolved domain name has not changed.

[0675] Inother embodiments,at step 1540, the intercepting
device, such as appliance 200 or client 102, performsa specu-
lative request, such as a prefetch or prefresh, of the DNS
cached information 1580 in accordance with methods 700

and/or 750 as discussed in conjunction with FIGS. 7B and7D.
In these embodiments, the device intercepts a page transmit-
ted to a client 102. The device identifies one or more URLs of

the page and generates a DNS requestto resolve the domain
nameidentified via a URL into an IP address. The device

encodes the generated DNS request with a speculative QoS
priority and transmits the generated DNS request according
to this assignedpriority. In this manner, the device transmits
the speculative DNS requests and receives a response that
does not contend with non-speculative requests. Uponreceipt
of the response, the device stores the IP address of the
resolved domain namein the cache 232 to provide the cached
DNS information 1580. If the device intercepts a client’s
request to resolve the domain nameofthe intercepted URL or
the device intercepts a request for the URL, the device may
use the cached DNSinformation 1580 in responding to or
otherwise processing the request as described above.

[0676] In another embodiment, at step 1545, the intercept-
ing device, such as appliance 200 orclient 102, uses any ofthe
stack oriented prefetching techniques described in conjunc-
tion with method 800 and FIG. 8B. For example, in some
embodiments, the intercepting device intercepts one or more
pages identifying URLsandstores the pages onto a stack ina
LIFO manner. Upondetermination to prefetch DNS informa-
tion, the device popsthe last stored URL from the stack and
generates a DNSrequest to resolve a domainidentified by the
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page or a URL of the page. The device transmits the DNS
request to any type and form of domain nameresolution
service, such as a DNSserver 106. From the response, the
device stores the IP address of the resolved domain namein

the cache 232 to provide the cached DNSinformation 1580.
In one embodiment, the device generates and transmits the
DNSrequest using the stack-oriented technique of method
800 with the speculative request and response techniques of
methods 700 and/or 750.

[0677] Insome embodiments, at step 1550, the intercepting
device, such as appliance 200 or client 102, uses any of the
freshening techniques described in conjunction with method
900 and FIG.9B.For example, in one embodiment,the device
intercepts pages communicatedvia the device, such as a page
transmitted from a serverto a client. The device parses a URL
of the page and determinesthat the IP address for a domain
nameidentified by the URLis located in a cache 232. Prior to
auser requesting the identified URL from the page,the device
generates a request fora status or an update to the IP address
of the domain namein the cache 232 and transmits the gen-
erated request to a domain nameservice, such as a DNSserver
106. The device receives a response from the server indicating
a status ofthe DNS information or providing a second or new
IP address for the domain name. Based on the response, the
device validates or updates the DNS information 1580 stored
in the cache 232.

[0678] In one embodiment, at step 1555, the intercepting
device, such as appliance 200 or client 102, uses any of the
dynamic freshness heuristic techniques described in conjunc-
tion with method 1300 and FIG. 13B. Using these techniques,
the device dynamically takes into account the operational and
performance conditions of the link (connection), caching
device and/or server to determine whetheror not to check a
status of the DNSinformationstored in the cacheor to obtain

updated DNSresolution information from a DNSservice or
server. For example, the device may intercept a DNS request
or a request for URL. The device detects whether or not an
operational condition of the connection or server is within a
predetermined threshold. In response to the detection, the
device determines whetheror notto transmit a requestto the
server to obtain a status or an updated copy of the DNS
information in the cache.Ifthe detected operational condition
or conditions exceeds one or more predetermined thresholds,
the device does not generate or transmit a request to obtain or
update the DNSinformation. For example, instead the device
may use the cached DNS information to service client
requests. Ifthe detected operational condition or conditionsis
within a predetermined threshold or thresholds, the device
generates a requestforthe status or updated DNS information
and transmits the generated request to a DNSservice, such as
a server. Based on the received response, the device updates
the DNSinformation stored in the cache.

[0679] In yet another embodiment, at step 1560, the inter-
cepting device, such as appliance 200or client 102, uses any
of the cache expiration techniques responsive to refresh
requests as described in conjunction with method 1400 and
FIG. 14B. For example, in some embodiments, a client 102
generates a request to refresh or reload a page identifying a
URL.The device storesin the cache DNSinformation corre-

sponding to a domain name of the URL. The cached DNS
information may have a first cache expiration period. The
device detects one or more requests to refresh the URL and
responsive to the detection determines to establish a second
expiration period for the cached DNS information. For
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example, based on user demand for a URL detected by the
refresh requests, a caching device may shorten the expiration
period of the DNS information to increase the frequency of
freshening the information in the cache. In some embodi-
ments, the caching device adjusts the expiration period of the
cached DNSinformation responsive to the numberofrefresh
requests, frequency ofthe refresh requests, and/or number of
users, clients, servers or browsers sending and/or receiving
refresh requests associated with the cached object.

Browser Implementation and Deployment

[0680] Any of the techniques, systems and methods
described above may be deployed in a browser or for a
browser. In some embodiments, any portion of the network
optimization engine 250 may be built into a browser. For
example, in one embodiment, a browser may designed, con-
structed or configured to use any of the techniques described
herein. In another embodiment, a browser is customized or
implemented to include one or all of these techniques. In
other embodiments, any portion of the network optimization
engine 250 may be implemented as any type and form of
add-in or component, such as an ActiveX control, to the
browser. In some embodiments, any portion of the network
optimization engine 250 may be implementedor deployed as
ascript, suchasaVisual Basic orJava script. In other embodi-
ments, any portion of the network optimization engine may
be provided or served to a browser as browser executable
instructions, such as via web pages or HTTP content.
[0681] In one embodiment, the browser implements,
deploys, uses or provides a multiple tier cache as described in
conjunction with FIGS. 4A-4F. In another embodiment, the
browser implements, deploys, uses or provides any of the
security andreliability proxying techniques described in con-
junction with FIGS. 5A and 5B. In some embodiments, the
browser implements, deploys, uses or provides parallel
revalidation techniques of cached objects as described in
conjunction with FIGS. 6A and 6B. In other embodiments,
the browser implements, deploys, uses or provides the QoS
prefreshening and prefetching techniques for cached objects
as described in conjunction with FIGS. 7A-7D.In yet another
embodiment, the browser implements, deploys, uses or pro-
vides a stack-oriented approach to prefetching objects to
cache as described in conjunction with FIGS. 8A and 8B. In
one embodiment, the browser implements, deploys, uses or
provides for prefreshening objects in a cache prior to user
requests for the object as described in conjunction with FIGS.
9A-9B. In other embodiments, the browser implements,
deploys, uses or provides for determining to prefetch an
object by requesting header information of the object from a
server as described in conjunction with FIGS. 10A-10B.In
another embodiment, the browser implements, deploys, uses
or provides a technique for updating header information of
the object in the cache as described in FIG. 10C.
[0682] In yet another embodiment, the browser imple-
ments, deploys, uses or provides techniques for using non-
cacheable content as compression history as described in
conjunction with FIG. 11A-11D. In some embodiments, the
browser implements, deploys, uses or provides for using non-
HTTP network file transfer as compression history as
described in conjunction with FIGS. 12A-12B. In one
embodiment, the browser implements, deploys, uses or pro-
vides technique for determining whetherto prefetch/prefresh
an object based on operational condition of the device or a
status of the connection as described in conjunction with
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FIGS. 13A-13B. In other embodiments, the browser imple-
ments, deploys, uses or provides techniques for determining
expiration of a cached object responsive to refresh requests
for the object as described in conjunction with FIGS. 14A-
14C.In yet another embodiment, the browser implements,
deploys, uses or provides techniques for interception caching
and updating of domain nameresolution as described in con-
junction with FIGS. 15A-15C.

Whatis claimed:

1. A methodfor speculatively prefetching an object using
idle network bandwidth, the method comprising:

(a) receiving, by a device via a network, a communication
identifying an object;

(b) generating, by the device, a request to an object server
for the object, the request identified as a speculative
request;

(c) determining, by the device, availability of idle network
bandwidth to obtain the object from the object server;
and

(d) transmitting, by the device in response to the determi-
nation of availability of idle network bandwidth, the
generated request packet to the object server according
to a transmissionrate to maintain bandwidth usage from
the speculative request within a predeterminedlevel.

2. The method of claim 1, forwarding, by the device, the
communication to a requester.

3. The method of claim 1, wherein step (d) comprises
transmitting the generated request packet prior to a user
requesting the object identified by the communication.

4. The method of claim 1, wherein step (b) comprises
generating the request packet prior to a user requesting the
object identified by the communication.

5. The method of claim 1, comprising receiving, by the
device, the object in response to the transmitted request
packet.

6. The method of claim 5, comprising storing, by the
device, the received object in a cache.

7. The method of claim 1, wherein step (a) comprises
receiving a page including a hyperlink identifying an object.

8. The method of claim 1, comprising identifying, by the
device, the generated request packet as a speculative request
by encoding a field of one of a transport layer or internet
protocol layer header option to a predetermined value.

9. The method of claim 1, comprising identifying, by the
device, the generated request packet as a speculative request
by encoding a value ofan application layer protocol option to
a predetermined value.

10. The method of claim 1, comprising identifying, by the
device, the generated request packet as a speculative request
by setting a value of one of a Type of Service (TOS) or a
DiffServ Codepoint (DSCP)in a field of an Internet Protocol
(IP) frame to a predetermined value.

11. The method of claim 1, comprising identifying, by the
device, the generated request packet as a speculative request
by making an entry in a connectionstate table identifying the
request as speculative.

12. ‘The method of claim 1, comprising identifying, by the
device, the generated request packet as a lowerpriority for
transmission than non-speculative requests for objects.

13. The method of claim 1, wherein the device comprises
one ofa client, a server, or an appliance betweenthe client and
the server.

14. A system for speculatively prefetching an object using
idle network bandwidth, the system comprising:
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meansfor intercepting a communication transmitted via a
network, the communication comprising an identifier of
an object;

means for generating a request packet to an object server
for the object identified, the request identified as a specu-
lative request;

means for determining availability of idle network band-
width to obtain the object from the object server; and

meansfor transmitting, in response to the determination of
availability of idle network bandwidth, the generated
request packet to the object server according to a trans-
mission rate to maintain bandwidth usage from the
speculative request within a predeterminedlevel.

15. The system of claim 15, wherein the system forwards
the communication to a requester.

16. The system of claim 15, wherein the system transmits
the generated request packet prior to a user requesting the
object identified by the page.

17. The system of claim 15, wherein the system generates
the request packet prior to a user requesting the object iden-
tified by the page.

18. The system ofclaim 15, wherein the object in response
to the transmitted request packet.

19. The system of claim 18, wherein the system stores the
received object in a cache.

20. The system of claim 15, wherein the page includes a
hyperlink identifying an object.

21. The system of claim 15, wherein the system identifies
the generated request packet as a speculative request by
encodingafield ofone ofa transport layer or internet protocol
layer header option to a predetermined value.

22. The system of claim 15, wherein the system identifies
the generated request packet as a speculative request by
encoding a value of an application layer protocol option to a
predetermined value.

23. The system of claim 15, wherein the system identifies
the generated request packet as a speculative request by set-
ting a value of one of a Type of Service (TOS) or a DiffServ
Codepoint (DSCP)ina field ofan Internet Protocol (IP) frame
to a predetermined value.

24. The system of claim 15, wherein the system identifies
the generated request packet as a speculative request by mak-
ing an entry in a connectionstate table identifying the request
as speculative.

25. The system of claim 15, wherein the device identifies
the generated request packet as a lowerpriority for transmis-
sion than non-speculative requests for objects.

26. A method of speculatively prefetching an object via
multiple devices using idle network bandwidth, the method
comprising:

(a) receiving, byafirst device, a communication transmit-
ted from a server to a client, the communication com-
prising an identifier of an object, the first appliance
forwarding the communication to the requester;

(b) transmitting, by the first device, a request to the server
for the object identified by the communication,thefirst
device generating the request and identifying the request
as speculative;

(c) identifying, by a second device, the request received
from thefirst device as a speculative request;

(d) determining, by the second device, availability of idle
network bandwidth to obtain the object from the server;
and
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(e) transmitting, by the second device in response to the
determination ofavailability of idle network bandwidth,
the request according to a transmission rate to maintain
bandwidth usage from the speculative request within a
predeterminedlevel.

27. The methodofclaim 26, wherein one of step (b) or step
(e) comprises transmitting the generated request prior to a
user requesting the object identified by the communication.

28. The method of claim 26, wherein step (b) comprises
generating the request prior to a user requesting the object
identified by the communication.

29. The method of claim 26, comprising receiving, by the
second device, the object in response to the transmitted
request.

30. The method of claim 30, comprising storing, by the
second device, the received object in a cache.

31. The method of claim 30, comprising transmitting, by
the second device, the objectto the first device.

32. The method ofclaim 31, comprisingstoring,by the first
device, the received object in a cache.

33. The method of claim 26, wherein step (a) comprises
receiving, by the first device, a page including a hyperlink
identifying the object.

34. The methodofclaim 26, comprising identifying, by the
first device, the generated request as a speculative request by
encodingafield ofone ofa transport layeror internet protocol
layer header option to a predetermined value.

35. The methodofclaim 26, comprising identifying, by the
first device, the generated request as a speculative request by
encoding a value of an application layer protocol option to a
predetermined value.

36. The methodofclaim 26, comprising identifying, by the
first device, the generated request as a speculative request by
encoding a value of one of a Type of Service (TOS) or a
DiffServ Codepoint (DSCP)in a field of an Internet Protocol
(IP) frame to a predetermined value.

37. The methodofclaim 26, comprising identifying, by the
second device, the generated request is a speculative request
by identifying an encoded value of an application layer pro-
tocol option comprises a predetermined value.

38. The methodofclaim 26, comprising identifying, by the
second device, the generated request is a speculative request
by identifying an encoded value of one of a Type of Service
(TOS) or a DiffServ Codepoint (DSCP)field of an Internet
Protocol (IP) frame comprises a predetermined value.

39. The methodofclaim 26, comprising identifying, by the
second device, the generated request is a speculative request
by identifying by an entry in a connection state table identi-
fying the request as speculative.

40. The method of claim 26, comprising transmitting, by
one of the first device or the second device, the request at a
lowerpriority of transmission than non-speculative requests
for objects.

41. The methodofclaim 26, wherein the first device com-
prises one of a client or an appliance.

42. The method of claim 26, wherein the second device
comprises an appliance.

43. The method of claim 26, comprising transmitting, by
one ofthefirst device or the second device, the request at a
lowerpriority of transmission than non-speculative requests
for objects.


