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(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111(a).
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonmentofthe
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

Page 2

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these recordsis required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of
settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.
A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may bedisclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSAaspart of that agency’s
responsibility to recommend improvements in records managementpractices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be madein accordancewith the GSA regulations governing
inspection of recordsfor this purpose, and anyother relevant(/.e., GSA or Commerce)directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
wasfiled in an application which became abandonedorin which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.
A record from this system of records may hedisclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomesawareofa violation or potential violation of law or regulation.
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SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA

COMMUNICATION

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application is a continuation application of U.S. non-provisional patent

application no. 14/025,109, filed Sep. 12, 2013, which is a divisional application of U.S.

non-provisional patent application entitled "SYSTEM AND METHOD FOR PROVIDING

FASTER AND MORE EFFICIENT DATA COMMUNICATION" having Ser. No.

12/836,059, filed Jul. 14, 2010 and issued as U.S. Patent No. 8,560,604 on Oct. 15, 2013,

and claims priority to U.S. provisional patent application entitled "SYSTEM AND

METHOD FOR REDUCING INTERNET CONGESTION," having Ser. No. 61/249,624,

filed Oct. 8, 2009, which are hereby incorporated herein by referencein their entirety.

FIELD OF THE INVENTION

The present invention is related to Internet communication, and more particularly,

to improving data communication speed and bandwidth efficiency on the Internet.

BACKGROUNDOF THE INVENTION

There are several trends in network and Internet usage, which tremendously

increase the bandwidth that is being used on the Internet. One such trend is that more and

more video is being viewed on demand on the Internet. Such viewing includes the viewing

of both large and short video clips. In addition, regular shows and full-featured films may

be viewed on the Internet. Another trend that is increasing the traffic on the Internet is that

Websites (such as shopping portals, news portals, and social networks) are becoming

global, meaning that the Web sites are serving people in many diverse places on the globe,

and thus the data is traversing over longer stretches of the Internet, increasing the

congestion.
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The increase in bandwidth consumption has created several major problems, a few of

which are described below:

The problem for users — the current Internet bandwidth is not sufficient, and thus the effective

‘speed’ experienced by users is slow;

The problem for content owners — the tremendous amountofdata being viewed by usersis

costing large amounts of moncy in hosting and bandwidth costs; and

The problem for Internet Service Providers (ISPs) — the growth in Internettraffic is requiring the

ISPs to increase the infrastructure costs (communication lines, routers, ctc.) at tremendous

financial cxpensc.

The need for a new method of data transfer that is fast for the consumer, cheap for the

content distributor and does not require infrastructure investment for ISPs, has become a major

issue which is yet unsolved.

There have been many attempts at making the Internet faster for the consumer and

cheaper for the broadcaster. Each such attempt is lacking in some aspect to become a

widespread, practical solution, or is a partial solution in that it solves only a subset of the major

problems associated with the increase in Internet traffic. Most of the previous solutions require

billions of dollars in capital investment for a comprehensive solution. Manyof these attempts are

lacking in that muchof the content on the Internet has become dynamically created per the user

and the session of the user (this is what used to be called the “Web2.0” trend). This may be seen

on the Amazon Website and the Salesforce Website, for example, where mostof the page views

on these Websites is tailored to the viewer, and is thus different for any two viewers. This

dynamic information makesit impossible for most of the solutions offered to date to store the

content and provideit to others sccking similar content.
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Onesolution that has been in use is called a “proxy”. FIG. 1 is a schematic diagram

providing an example of use of a proxy within a network 2. A proxy, or proxy server 4, 6, 8 is a

device that is placed between one or moreclients, illustrated in FIG. 1 as client devices 10, 12,

14, 16, 18, 20, that request data, via the Internet 22, and a Web server or Web servers 30, 32, 34

from which they are requesting the data. The proxy server 4, 6, 8 requests the data from the Web

servers 30, 32, 34 on their behalf, and caches the responses from the Webservers 30, 32, 34, to

provide to other client devices that make similar requests. If the proxy server 4, 6, 8 is

geographically close enough to the client devices 10, 12, 14, 16, 18, 20, and if the storage and

bandwidth of the proxy server4, 6, 8 are large enough, the proxyserver4, 6, 8 will speed up the

requests for the client devices 10, 12, 14, 16, 18, 20 that it is serving.

It should be noted, however, that to provide a comprehensive solution for Internet

surfing, the proxy servers of FIG. 1 would need to be deployed at every point around the world

wherethe Internet is being consumed, and the storage size of the proxy servers at each location

would needto be near the size ofall the data stored anywhere on the Internet. The

abovementioned would lead to massive costs that are impractical. In addition, these proxy

solutions cannot deal well with dynamic data that is prevalent now on the Web.

There have been commercial companies, such as Akamai, that have deployed such

proxics locally around the world, and that are serving a select small group of sites on the

Internet. If all sites on the Web were to be solved with such a solution, the capital investment

would be in the range ofbillions of dollars. In addition, this type of solution docs not handle

dynamic content.

To create large distribution systems without the large hardware costs involved with a

proxy solution, “peer-to-peer file sharing” solutions have been introduced, such as, for example,

BitTorrent. FIG. 2 is a schematic diagram providing an example of a peer-to-peerfile transfer

network 50. In the network 50, files are stored on computers of consumers, referred to herein as
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client devices 60. Each consumercan serve up data to other consumers, via the Internet 62, thus

taking the load of serving off of the distributors and saving them the associated costs, and

providing the consumer multiple points from which to download the data, referred to herein as

peers 70, 72, 74, 76, 78, thus increasing the speed of the download. However, each such peer-to-

peer solution must have somesort of index by whichto find the required data. In typical peer-to-

peerfile sharing systems, because the index is on a server 80, or distributed among several

servers, the numberoffiles available in the system is not very large (otherwise, the server costs

would be very large, or the lookup time would be very long).

The peer-to-peer file sharing solution is acceptable in file sharing systems, because there

are not that many mediafiles that are of interest to the mass (probably in the order of magnitude

of millions of movies and songsthat are of interest). Storing and maintaining an index of

millions of entries is practical technically and economically. However, if this system were to be

used to serve the hundreds ofbillions offiles that are available on the Internet of today, the cost

of storing and maintaining such an index would be again in the billions of dollars. In addition,

these types of peer-to-peer file sharing systemsare not able to deal with dynamic HTTPdata.

In conclusion, a system does not exist that enables fast transmission of most of the data

on the Internet, that does not incur tremendouscosts, and/or that provides only a very partial

solution to the problem of Internct traffic congestion. Thus, a herctofore unaddressed need exists

in the industry to address the aforementioned dcficicncics and inadequacies.

SUMMARYOF THE INVENTION

The present system and method providesfor faster and more efficient data

communication within a communication nctwork. Bricfly described, in architecture, onc

embodiment of the system, among others, can be implemented as follows. A nctwork is provided
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for accelerating data communication, wherein the network contains: at least one client

communication device for originating a data request for obtaining the data from a data server; at

least one agent communication device which is assigned to the data server for receiving the data

request from the client communication device, wherein the agent keeps track of which client

communication devices have received responses to data requests from the assigned data server;

at least one peer communication device for storing portions of data received in response to the

data request by the at least one client communication device, wherein the portions of data may

be transmitted to the at least one client communication device upon request by the client

communication device; and at least one acceleration server for deciding which agent

communication device is to be assigned to which data server and providing this information to

the at least one client communication device.

The present system and method also provides a communication device within a network,

wherein the communication device contains: a memory; and a processor configured by the

memory to perform the steps of: originating a data request for obtaining data from a data server;

being assigned to a data server, referred to as an assigned data server; receiving a data request

from a scparate device within the nctwork, and keeping track of which clicnt communication

devices within the nctwork have reccived responses to data requests from the assigned data

server; and storing portions of data received in responseto the originated data request, wherein

the portions of data may be transmitted ta communication device upon request by the

communication device.

Other systems, methods, features, and advantagesof the present invention will be or

become apparent to one with skill in the art upon examination of the following drawings and

detailed description. It is intended that all such additional systems, methods, features, and

advantages be included within this description, be within the scope of the present invention, and

be protected by the accompanyingclaims.
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BRIEF DESCRIPTION OF THE DRAWINGS

Manyaspects of the invention can be better understood with reference to the following

drawings. The components in the drawings are not necessarily to scale, emphasis instead being

placed upon clearly illustrating the principles of the present invention. Moreover,in the

drawings, like reference numcrals designate corresponding parts throughout the sevcral views.

FIG. 1 is a schematic diagram providing a prior art cxample of usc of a proxy within a

network.

FIG. 2 is a schematic diagram providing a prior art cxample of a pecr-to-pecrfile transfer

network.

FIG. 3 is a schematic diagram providing an cxample of a communication nctwork in

accordance with the present invention.

FIG. 4 is a schematic diagram further illustrating a communication device of the

communication network of FIG.3.

FIG. 5 is a schematic diagram further illustrating the memory of FIG.4.

FIG. 6 is a schematic diagram furtherillustrating clements of the acceleration application

of FIG. 5, as well as communication paths of the acceleration application.

FIG. 7 is a chart further illustrating two of the main databases utilized within the

communication network.

FIG. 8 is a flowchart illustrating operation of the acceleration system initializer module.

FIG. 9 is a flowchart further illustrating communication between different elements of the

communication network.

Ex. 1002 - Page 9



Ex. 1002 - Page 10

Attorney Docket No. 19459-6105P

FIG. 10 is a flowchart continuing the flowchart of FIG. 9 and focused on agent response

to the HTTP request.

FIG. 11 is a flowchart continuing the flowchart of FIG. 10, which illustrates actions taken

upon receipt ofthe list of peers, or single peerlisting, from the agent.

FIG. 12 is a flowchartillustrating steps taken by an agent, client, or peer to determine

whether a certain HTTP requestis still valid.

FIG. 13 is a flowchart outlining opcration of the acccleration server.

FIG. 14 is a flowchart further illustrating TCPIP acceleration in accordance with an

alternative embodimentof the invention.

FIG. 15 is a flowchart further illustrating TCPIP acceleration in accordance with an

alternative cmbodimentof the invention, detailing the communication between the client and the

TCPIP server (read and write commands) after the connect phase has completed successfully.

DETATLED DESCRIPTION

The present system and mcthod provides for faster and more cfficient data

communication within a communication nctwork. An cxample of such a communication nctwork

100 is provided by the schematic diagram of FIG. 3. The network 100 of FIG. 3 contains

multiple communication devices. Due to functionality provided by software stored. within each

communication device, which may be the same in each communication device, each

communication device may serve as a client, peer, or agent, depending upon requirements of the

network 100, as is described in detail herein. It should be noted that a detailed description of a

communication device is provided with regard to the description of FIG.4.

Ex. 1002 - Page 10



Ex. 1002 - Page 11

Attorney Docket No. 19459-6105P

Returning to FIG. 3, the exemplary embodiment of the network 100 illustrates that one of

the communication devices is functioning as a client 102. The client 102 is capable of

communication with one or more peers 112, 114, 116 and one or more agents 122. For

exemplary purposes, the network contains three peers and one agent, althoughit is noted that a

client can communicate with any numberof agents and peers.

The communication network 100 also contains a Web server 152. The Web server 152 is

the server from which the client 102 1s requesting information and may be, for example, a typical

HTTPserver, such as those being used to deliver content on any of the many suchservers on the

Internet. It should be noted that the server 152 is not limited to being an HTTPserver.In fact, if

a different communication protocol is used within the communication network, the server may

be a server capable of handling a different protocol. It should also be noted that while the present

description refers to the use of HTTP, the present invention may relate to any other

communication protocol and HTTPis not intended to be a limitation to the present invention.

The communication network 100 further contains an acceleration server 162 having an

acceleration server storage device 164. As is described in more detail herein, the acceleration

server storage device 164 has contained therein an acceleration server database. The acceleration

server database stores Internet protocol (IP) addresses of communication devices within the

communication network 100 having acceleration software stored therein. Specifically, the

acceleration scrver database contains stored therein a list of communication devices having

accclcration software stored therein that arc currently online within the communication nctwork

100. For each such agent, the acceleration server assignsa list of IP addresses.

In the communication network 100 of FIG. 3, the application in the client 102 is

requesting information from the Web server 152, which is why the software within the

communication device designated this communication device to work as a client. In addition,

since the agent 122 receives the request from the client 102 as the communication device closest
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to the Web server 152, functionality of the agent 122, as provided by the software of the agent

122, designates this communication device to work as an agent. It should be noted, that in

accordance with an alternative embodimentof the invention, the agent need not be the

communication devicethat is closest to the Web server. Instead, a different communication

device may be selected to be the agent.

Since the peers 112, 114, 116 contain at least portions of the information sought by the

client 102 from the Web server 152, functionality of the peers 112, 114, 116, as provided by the

software of the peers 112, 114, 116, designates these communication devices to work as peers.It

should be noted that the process of designating clients, agents, and peers is described in detail

herein. It should also be noted that the numberof clients, agents, peers, acceleration servers,

Webservers, and other components of the communication network 100 may differ from the

numberillustrated by FIG. 3. In fact, the numberofclients, agents, peers, acceleration servers,

Webservers, and other components of the communication network 100 are not intended to be

limited by the current description.

Prior to describing functionality performed within a communication network 100, the

following further describes a communication device 200, in accordance with a first exemplary

embodimentof the invention. FIG. 4 is a schematic diagram furtherillustrating a communication

device 200 of the communication network 100, which contains general components of a

computer. As previously mentioned, it should be noted that the communication device 200 of

FIG. 4 mayserve as a clicnt, agent, or peer.

Gencrally, in terms of hardware architecture, as shown in FIG. 4, the communication

device 200 includes a processor 202, memory 210, at least one storage device 208, and one or

more input and/or output (I/O) devices 240 (or peripherals) that are communicatively coupled

via a local interface 250. The local interface 250 can be, for example but not limited to, one or

more buses or other wired or wireless connections, as is known in the art. The local interface 250
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may have additional elements, which are omitted for simplicity, such as controllers, buffers

(caches), drivers, repeaters, and receivers, to enable communications. Further, the local mterface

250 mayinclude address, control, and/or data connections to enable appropriate communications

among the aforementioned components.

The processor 202 is a hardware device for executing software, particularly that stored in

the memory 210. The processor 52 can be any custom made or commercially available

processor, a central processing unit (CPU), an auxiliary processor among several processors

associated with the communication device 200, a semiconductor based microprocessor(in the

form of a microchip or chip set), a macroprocessor, or generally any device for executing

software instructions.

The memory 210, which is further illustrated and described by the description of FIG.5,

can include any one or combination of volatile memory elements (e.g., random access memory

(RAM,such as DRAM, SRAM, SDRAM,efc.)) and nonvolatile memory elements (e.g., ROM,

hard drive, tape, CDROM,etc.). Moreover, the memory 210 may incorporate electronic,

magnetic, optical, and/or other types of storage media. Note that the memory 210 can have a

distributed architecture, where various componcnts are situated remote from onc another, but can

be accessed by the processor 202.

The software 212 located within the memory 210 may include one or more separate

programs, cach of which contains an orderedlisting of executable instructions for implementing

logical functions of the communication device 200, as described below. In the cxample of FIG.

4, the software 212 in the memory 210 at least contains an acceleration application 220 and an

Internet browser 214. In addition, the memory 210 may contain an operating system (O/S) 230.

The operating system 230 essentially controls the execution of computer programs and provides

scheduling, input-output control, file and data management, memory management, and

communication control and related services. It should be notedthat, in addition to the

10
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acceleration application 220, Internet browser 214, and operating system 230, the memory 210

may contain other software applications.

While the present description refers to a request from the client originating from an

Internet browser, the present invention is not limited to requests originating from Internet

browsers. Instead, a request may originate fram an email program or any other program that

would. be used to request data that is stored on a Web server, or other server holding data that is

requested by the client device.

Functionality of the communication device 200 may be provided by a source program,

executable program (object code), script, or any other entity containing a set of instructions to be

performed. When a source program, then the program needs to be translated via a compiler,

assembler, interpreter, or the like, which may or maynot be included within the memory 210, so

as to operate properly in connection with the operating system 230. Furthermore, functionality of

the communication device 200 can be written as (a) an object oriented programming language,

which has classes of data and methods, or (b) a procedure programming language, which has

routines, subroutines, and/or functions.

The I/O devices 240 may include input devices, for example but not limited to, a

keyboard, mouse, scanner, microphone, etc. Furthermore, the I/O devices 240 may also include

output devices, for example but not limited to, a printer, display, ec. Finally, the I/O devices 240

may further include devices that communicate via both inputs and outputs, for instance but not

limited to, a modulator/demodulator (modem; for acccssing another devicc, system, or network),

a radio frequency (RF) or other transceiver, a telephonic interface, a bridge, a router, etc.

When the communication device 200 is in operation, the processor 202 1s configured to

execute the software 212 stored within the memory 210, to communicate data to and from the

memory 210, and to generally control operations of the communication device 200 pursuant to

11
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the software 212. The software 212 and the O/S 230, in whole orin part, but typically the latter,

are read by the processor 202, perhaps buffered within the processor 202, and then executed.

Whenfunctionality of the communication device 200 is implemented in software,as is

shown in FIG.4, it should be noted that the functionality can be stored on any computer readable

medium for use by or in connection with any computer related system or method. In the context

of this document, a computer readable medium is an electronic, magnetic, optical, or other

physical device or means that can contain or store a computer program for use by or in

connection with a computer related system or method. The functionality of the communication

device 200 can be embodied in any computer-readable medium for use by or in connection with

an instruction execution system, apparatus, or device, such as a computer-based system,

processor-containing system, or other system that can fetch the instructions from the instruction

execution system, apparatus, or device and execute the instructions. In the context of this

document, a "computer-readable medium” can be any meansthat can store, communicate,

propagate, or transport the program for use by or in connection with the instruction execution

system, apparatus, or device.

The computer readable medium can be, for example but not limited to, an electronic,

magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, device, or

propagation medium. More specific examples (a non-cxhaustive list) of the computer-readable

medium would include the following: an electrical connection (clectronic) having onc or more

wires, a portable computer diskette (magnetic), a random access memory (RAM)(clectronic), a

read-only memory (ROM)(electronic), an erasable programmable read-only memory (EPROM,

EEPROM,or Flash memory) (electronic), an optical fiber (optical), and a portable compact disc

read-only memory (CDROM)(optical). Note that the computer-readable medium could even be

paper or another suitable medium upon which the program is printed, as the program can be

electronically captured, via for instance optical scanning of the paper or other medium,then

12
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compiled, interpreted or otherwise processed in a suitable manner if necessary, and then stored in

a computer memory.

In an alternative embodiment, where the functionality of the communication device 200

is implemented in hardware, the functionality can be implemented with any or a combination of

the following technologies, which are each well known in the art: a discrete logic circuit(s)

having logic gates for implementing logic functions upon data signals, an application specific

integrated circuit (ASIC) having appropriate combinational logic gates, a programmable gate

array(s) (PGA), a field programmable gate array (FPGA),etc.

The at least one storage device 208 of the communication device 200 may be one of

many different categories of storage device. As is described in more detail herein, the storage

device 208 mayinclude a configuration database 280 and a cache database 282. Alternatively,

the configuration database 280 and cache database 282 may be located on different storage

devices that are in communication with the communication device 200. The description that

follows assumesthat the configuration database 280 and cache database 282 are located on the

same storage device, however,it should be noted that the present invention is not intended to be

limited to this configuration.

The configuration database 280 stores configuration data that is commonto all elements

of the communication network 100 and is used to provide set up and synchronization

information to different modules of the acceleration application 220 stored within the memory

210, as is described in further detail herein. The cache database 282 stores responses to HTTP

requests that the communication device 200 has dispatched, cithcr for its own consumption or on

behalf of other elements of the communication network 100. As is explained in additional detail

herein, the responses to HTTP requests are stored within the cache database 282 for future use

by this communication device 200, or for other communication devices within the

13
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communication network 100 that need to retrieve this information and will use this

communication device as either a peer or an agent.

In addition to the abovementioned, as is explained in further detail herein, the cache

database 282 has stored therein a list ofURLs that the communication device is aware of(i.e.,

has seen requests for). For each URT., the cache database 282 has stored therein the URT. itself,

HTTPheaders returned by the Web Server for this URL, when the last time was that the contents

of this URL wasloaded directly from the Web Server, when the contents of the URL had last

changed on the Web Server, as well as a list of chunks that contain the contents of this URL, and

the chunks of data themselves. Chunks in the present description are defined as equally sized

pieces of data that together form the whole content of the URL.It should be noted that while the

present description provides for chunks being equally sized pieces of data, in accordance with an

alternative embodiment of the invention, the chunks may instead be ofdifferent size.

FIG. 5 is a schematic diagram furtherillustrating the memory 210 of FIG. 4. As shown

by FIG. 5, the memory 210 may be separated into two basic levels, namely, an operating system

level 260 and an application level 270. The operating system level 260 contains the operating

system 230, wherein the operating system 230 further contains at least one device driver 262 and

at least one communication stack 264. The device drivers 262 are software modules that are

responsible for the basic operating commands for various hardware devices of the

communication device 200, such as the processor 202, the storage device 208 and the I/O

devices 240. In addition, the communication stacks 264 provide applications of the

communication device 200 with a means of communicating within the network 100 by

implementing various standard communication protocols.

The application level 270 includes any application that is running on the communication

device 200. As a result, the application level 270 includes the Internet browser 214, which is

used to view information that is located on remote Web servers, the acceleration application 220,
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as described in more detail below, and any other applications 216 stored on the communication

device 200.

Asis explained in additional detail below, the acceleration application 220 intercepts the

requests being made by applications of the communication device (client) that use the Internet,

in order to modify the requests and route the requests through the communication network. There

are various methods that may be used to intercept such requests. One such method is to create an

intermediate driver 272, which is also located within the memory 210, that attachesitself to all

communication applications, intercepts outgoing requests of the communication applications of

the communication device 200, such as the Internet browser 214, and routes the requests to the

acceleration application 220. Once the acceleration application 220 modifies the requests, routes

the requests to other system elements on the communication network 100, and receives replies

from other system elements of the communication network 100, the acceleration application 220

returns the replies to the intermediate driver 272, which providesthe replies back to the

requesting communication application.

FIG. 6 is a schematic diagram furtherillustrating elements of the acceleration application

220, as well as communication paths of the acceleration application 220. The acceleration

application 220 contains an acceleration system initializer module 222, which is called when the

acceleration application 220 is started. The acccleration system initializer module 222 is capable

of initializing all clements of the communication devicc 200 The acceleration application 220

also contains three scparatc modules that run in parallel, namely, a clicnt module 224, a pecr

module 226, and an agent module 228, each of which comesinto play according to the specific

role that the communication device 200 is partaking in the communication network 100 at a

given time. The role of each module is further described herein.

The client module 224 provides functionality required when the communication device

200 is requesting information from the Web server 152, such as, for example, but not limited to,
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Webpages, data, video, or audio. The client module 224 causes the communication device 200

having the client module 224 therein to intercept the information request and pass the

information request on to other elements of the communication network 100, such as, servers,

agents or peers. This processis further described in detail herein.

The peer module 226 provides functionality required by the communication device 200

when answering other clients within the communication network 100 and providing the other

clients with information that they request, which this communication device 200, having this

peer module 226 therein, has already downloaded at a separate time. This process is further

described in detail herein.

The agent module 228 provides functionality required when other communication

devices of the communication network 100 acting as clients query this communication device

200, having this agent module 228 therein, as an agent, to obtain a list of peers within the

communication network 100 that contain requested information. This process is further

described in detail herein.

The acceleration application 220 interacts with both the configuration database 280 and

the cache database 282 of the storage device 208. As previously mentioned herein, the

configuration database 280 stores configuration data that may be commonto all communication

devices of the communication network 100 and is used to provide setup and synchronization

information to different modules 222, 224, 226, 228 of the acceleration application 220 stored

within the memory 210.

The cache databasc 282 stores responscs to information requests, such as, for example,

HTTPrequests, that the communication device 200 has dispatched, cither for its own

consumption or on behalf ofother clements of the communication network 100. The responses to

HTTP requests are stored within the cache database 282 for future use by this communication

device 200, or for other communication devices within the communication network 100 that
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needto retrieve this same information and will use this communication device 200 as either a

peer or an agent. This process is described in detail herein.

Information stored within the cache database 282 may include any information associated

with a request sent by the client. As an example, such information may include, metadata and

actual requested. data. For example, for an HTTP request for a video, the metadata may include

the version of the Web server answering the request from the client and the data would be the

requested video itself. In a situation where there is no more room for storage in the cache

database, the software of the associated communication device may cause the communication

device to erase previous data stored in order to clear room for the new data to store in the cache

database. As an example, such previous data may include data that is most likely not to be used

again. Such data may beold data or data that is known to no longer be valid. The communication

device may choose to erase the least relevant data, according to any of several methods that are

well knownin theart.

FIG.7 is a chart further illustrating two of the main databases utilized within the

communication network 100, namely, the acceleration server database 164 and the cache

database 282. As previously mentioned, the acceleration server database 164 stores IP addresses

of communication devices located within the communication network 100, which have

acceleration software stored therein. Specifically, the acceleration server database 164 contains

stored therein a list of communication devices having acceleration software stored therein that

arc currently online within the communication nctwork 100. The acceleration server assigns a

list of IP addresses to each communication device functioning as an agent. Each communication

device will be the agent for any Web servers whose IP address is in the range ‘owned’ by that

communication device. As an example, when a first ever communication device goes online,

namely, the first communication device as described herein having the acceleration application

220 therein, the acceleration server assigns all 1P addresses in the world to this communication

device, and this communication device will be the agent for any Web server. When a second
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communication device goes online it will share the IP address list with the first communication

device, so that each of the communication devices will be responsible for a different part of the

world wide webservers.

The cache database 282 of the communication device 200 has stored therein a list of

URLs 286 of which the communication device 200 is aware. The communication device 200

becomes aware of a URL eachtime that the communication device 200 receives a request for

information located at a specific URL. As shown by FIG. 7, for each URL 288 within the list of

URLs286, the cache database 282 stores: the URL itself 290; HTTP headers 292 returned by the

WebServer 152 for this URL; whenthe last time 294 was that the contents of this URL were

loaded directly from the Web Server 152; when the contents of the URL last changed 296 on the

WebServer 152; and a list of chunks 298 that contain the contents of this URL, and the content

of the chunk. As previously mentioned, chunks, in the present description, are defined as equally

sized pieces of data that together form the entire content of the URL, namely, the entire content

whoselocation is described by the URL. As a non-limiting example, a chunk size of, for

example, 16KB can be used, so that any HTTP response will be split up into chunks of 16KB.In

accordance with an altcrnative cmbodimentof the invention, if the last chunk of the responscis

not large cnoughto fill the designated chunk size, such as 16KB for the present cxample, the

remaining portion of the chunk will be left empty.

For cach such chunk 300, the cache database 282 includes the checksum of the chunk

302, the data of the chunk 304 itself, and a list of peers 306 that most likcly have the data for this

chunk. As is described in additional detail herein, the data for the chunk may be used. by other

clients within the communication network 100 when other communication devices of the

communication network 100 serve as peers to the clients, from which to download the chunk

data.
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For each chunk, a checksum is calculated and stored along side of the chunk itself. The

checksum maybe calculated in any of numerous ways knownto those in the art. The purpose of

having the checksum is to be able to identify data uniquely, whereas the checksum is the “key”

to the data, where the data is the chunk. As an example, a client may want to load the contents of

a URL,resulting in the agent that is servicing this request sending the checksumsofthe chunks

to the client, along with the peers that store these chunks.It is to be noted that there could be a

different peer for every different chunk. The client then communicates with each such peer, and

provides the checksum of the chunk that it would like the peer to transmit back to the client. The

peer looks up the checksum (the key) in its cache database, and provides back the chunk (data)

that corresponds to this checksum (the key). As shown by FIG.7, for each peer 308 within the

list of peers 306, the cache database 282 includes the peer IP address 310, as well as the

connection status 312 of the peer, which represents whether the peer 308 is online or not.

In accordance with one embodimentofthe invention, the cache database 282 may be

indexed by URL and by Checksum. Having the cache database indexed in this manneris

beneficial due to the following reason. Whenthe agent is using the cache database, the agent

receives a request from a clicnt for the URL that the clicnt is looking for. In such a case the agent

needs the cache database to be indexed by the URL,to assist in findingalist of corresponding

peers that have the chunks of this URL. When the peers are using this cache database, the peers

obtain a request from the client for a particular checksum, and the peers need the database to be

indexed by the checksum so that they can quickly find the correct chunk. Of course, as would be

understood by one having ordinary skill in the art, the cache database may instead be indexed in

any other manner.

Having described components of the communication network 100, the following further

describes how such components interact and individually function. FIG. 8 is a flowchart 300

illustrating operation of the acceleration system initializer module 222 (hereafter referred to as

the initializer 222 for purposes of brevity). It should be noted that any process descriptions or
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blocks in flowcharts should be understood as representing modules, segments, portions of code,

or steps that include one or more instructions for implementing specific logical functions in the

process, and alternative implementations are included within the scopeofthe present invention

in which functions may be executed out of order from that shown or discussed, including

substantially concurrently or in reverse order, depending on the functionality involved, as would

be understood by those reasonably skilled in the art of the present invention.

The initializer 222 is the first element of the communication device 200 to operate as the

communication device 200 starts up (block 302). As the initializer 222 starts, it first

communicates with the acceleration server 162 to sign up with the acceleration server 162. This

is performed by providing the acceleration server 162 with the hostname,andall IP addresses

and media access control (MAC) addresses ofthe interfaces on the communication device 200

having the initializer 222 thereon.

In accordance with an alternative embodimentof the invention, as shown by block 304,

the initializer 222 checks with the acceleration server 162 whether a more updated version of the

acceleration application software is available. This may be performed by any one of many

known methods, such as, but not limited to, by providing the version numberof the acceleration

application software to the acceleration server 162. The message received back from the

acceleration server 162 indicates whether there is a newer version of the acccleration application

software or not. If a newer version of the acceleration application software exists, the initializer

222 downloadsthe latest version of the accclcration application software from the acceleration

server 162, or from a different location, and installs the latest version on the communication

device 200. In addition to the abovementioned, the initializer 222 may also schedule additional

version checks for every set period of time thereafter. As an example, the initializer 222 may

check for system updates every two days.
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As shownby block 306, the initializer 222 then redirects outgoing network traffic from

the communication device 200 to flow through the acceleration application 162. As previously

mentioned, one way to redirect the outgoing networktraffic is to insert an intermediate driver

212 that intercepts and redirects the traffic. It should be noted that there are many other ways to

implementthis redirection, which are well knownto those having ordinary skill in theart.

As shown by block 308, the initializer 222 then launches the client module 224 of the

communication device 200, and configures the client module 224 of the communication device

200 to intercept to all outgoing network communications of the communication device 200 and

route the outgoing network communications to the client module 224, from the intermediate

driver 272 or other routing method implemented. This is performed so that the client module 224

is able to receive all network traffic coming from the network applications, modify the network

traffic if necessary, and re-route the traffic. As is knownby those having ordinary skill intheart,

in order to re-route the traffic, the traffic needs to be modified, as an example, to change the

destination of requests.

As shown by block 310, the initializer 222 then launches the agent module 228 and the

peer module 226 to run on the communication device 200. The agent module 228 and peer

module 226 listen on pre-determined ports of the communication device 200, so that incoming

network traffic on these ports gets routed to the agent module 228 and pecr module 226. As is

explained in further detail herein, the abovementioned cnables the communication device 200 to

function as an agent and as a pecr for other communication deviccs within the communication

network 100, as needed.

FIG. 9 is a flowchart 350 further illustrating communication between different elements

of the communication network 100, in accordance with the present system and method for

providing faster and more efficient data communication.
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As shownby block 352, an application running on the client 200 initiates a request for a

resource on a network. Such a request may be, for example, “GET

http://www.aol.com/index.html HTTP/1.1°. The request may comefrom an Internet browser 214

located on the client 200, where the Internet browser 214 is loading a page from the Internet, an

application that wants to download information from the Internet, fetch or send email, or any

other network communication request.

Through the intermediate driver 272, or other such mechanism as may be implemented

that is re-routing the communication to the client module 224 of the client 200, the resource

request is intercepted by the client module 224 that is running on the client 200 (block 354). The

client module 224 then looks up the IP address of the server 152 that is the target of the resource

request(e.g., the IP address of the Web serverthat is the host of www.aol.com in the example

above), and sends this IP address to the acceleration server 162 (block 356) in orderto obtain a

list of communication devices that the client 200 can use as agents (hereafter referred to as

agents). It should be noted that the process of performing an IP lookup for a server is known by

one having ordinary skill in the art, and therefore is not described further herein.

In response to receiving the IP address of the server 152, the acceleration server 162

preparesa list of agents that may be suitable to handle the request from this IP address (block

358). The size of the list can differ based on implementation. For exemplary purposes, the

following provides an cxample wherea list of five agents is prepared by the accelcration server

162. Thelist of agents is created by the acceleration server 162 by finding the communication

devices of the communication network 100 that are currently online, and whose IP addressis

numerically close to the IP of the destination Web server 152. A further description of the

abovementioned process is described here in.

As shown byblock 360, the client module 224 then sends the original request (e.g., “GET

http://www.aol.com/index.html HTTP/1.1”’) to all the agents in the list received from the
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acceleration server 162 in order to find out which of the agents in the list is best suited to be the

one agent that will assist with this request.

It should be noted that, in accordance with an alternative embodiment of the invention,

the communication device 200 may be connected to a device that is actually requesting data. In

such an alternative embodiment, the communication device would be a modular device

connected to a requesting device, where the requesting device, such as, for example, a personal

data assistant (PDA)or other device, would request data, and the communication device

connected thereto, either through a physical connection, wireless connection, or any other

connection, would receive the data request and function as described herein. In addition, as

previously mentioned, it should be noted that the HTTP request may be replaced by any request

for resources on the Web.

FIG. 10 is a flowchart continuing the flowchart 380 of FIG. 9 and focused on agent

responseto the request. As shown by block 382, upon receiving the request from the client 200,

each agentthat received the request from the client respondsto the client 200 with whetherit has

information regarding the request, which can help the client to download the requested

information from peers in the network. Specifically, each agent responds with whether the agent

has seen a previous request for this resource that has been fulfilled. In such a case, the agent may

then provide the client with the list of peers and checksumsof the chunks that cach of them have.

As shownby block 384, the client then decides which of the agents in the list to use as its

agent for this particular information request. To determine which agentin the list to usc asits

agent for the particular information request, the client may consider multiple factors, such as, for

example, factoring the speed of the reply by each agent and whether that agent does or does not

have the information required. There are multiple ways to implement this agent selection, one

practical way beingto start a timer of a small window of time, such as, for example, 5ms,after

receiving the first response from the agents, and after the small window, choosing from thelist
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of agents that responded, the agentthat has the information about the request, or in the case that

noneof the agents responded, to choose the first agent from the list received from the

acceleration server 162.

As shown by block 386, after selecting an agent, the client notifies the selected agent that

it is going to use it for this request, and notifies the other agents that they will not be used for this

request. The client then sends the selected agent a request for the first five chunksof data of the

original information request (block 388). By specifying to the selected agent the requested

chunks by their order in the full response, the client receives the peer list and checksums of the

requested chunks from the selected agent. As an example, for the first five chunksthe client will

ask the selected agent for chunks one throughfive, and for the fourth batch of five chunksthe

client will ask the agent for chunks sixteen through twenty. As previously mentioned, additional

or fewer chunks may be requested at a single time.

As shown by block 390,after receiving the request from the client, the selected agent

determines whetherit has information regarding the requested chunksof data by looking up the

request in its cache database and determining if the selected agent has stored therein information

regarding peers of the communication networkthat have stored the requested data of the request,

or whetherthe selected agentitself has the requested data of the request stored in its memory. In

addition to detcrmining if the selected agent contains an entry for this request in its database, the

sclected agent may also determineifthis informationis still valid. Specifically, the selected

agent determines whether the data that is stored. within the memory of the selected agent or the

memory ofthe peers,still mirrors the information that would have been received from the server

itself for this request. A further description of the process utilized by the selected agent to

determine if the informationis still valid, is described in detail herein.

As shown by block 392, ifthe information (requested data of the request) exists and is

still valid, then the agent prepares a response to the client, which includes for each of the chunks:
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(i) the checksum of the chunk;(ii) a list of peers that according to the database of the selected

agent contains these chunks; and (ii1) if these are the first five chunks of the information, then the

selected agent also provides the specific protocol's headers that would have been received from

the server, had the initial request from the client been madedirectly to the server.

As shown by block 394, the list of peers for each chunk is sorted by geographical

proximity to the requesting client. In accordance with the present example, only the five closest

peers are kept in the list for every chunk, and the rest of the peers are discarded from this list. As

shownby block 396, the prepared response, namely, the list of closest peers, is sent back to the

client. It should be noted that, if this were the last set of chunks to be provided for this request,

then it would be beneficial to include information about this to the client.

If the selected agent discovers that 1t does not have information about this request, or if

the selected agent discovers that the information it has is no longer valid, the selected agent

needs to load the information directly from the server in order to be able to provide an answerto

the requesting client. As shown by block 400, the selected agent then sends the request directly

to the server. The selected agent then stores the information it receives from the server (both the

headers of the request, as well as chunks of the responseitself) in its database, for this particular

response to the client, as well as for future use to other clients that may request this data (block

402). The selected agent then prepares a response(list) for the client, where the response

includes the protocol headers (if these arc the first five chunks), and the checksumsofthe five

chunks, and provides itsclf as the only peer for these chunks (block 404). This list is then sent

back to the client (block 406).

FIG. 11 is a flowchart 420 continuing the flowchart of FIG. 10, which illustrates actions

taken upon receipt of the list of peers, or single peer listing, from the agent. As shown by block

422, the client receives the response from the agent (including the list of chunks and their

corresponding data, including peers and other information previously mentioned) and, for each
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of the five chunks, the client sends a request to each ofthe peers listed for the chunk to download

the chunk. The chunk request that the client sends to each of the peers is the checksum ofthe

data that the client seeks to receive, which is the key (identifier) of the chunk.

As shown by block 424, the peers then respond regarding whetherthey still have the data

of the chunk. As an example, some of the peers may not currently be online, some may be online

but may have discarded the relevant information, and some maystill have the relevant

information, namely, the chunk. As shown by block 426, the client then selects the quickest peer

that responds with a positive answer regarding the requested information, the client lets that peer

know that it is chosen to provide the client with the chunk, and the client notifies the other peers

that they are not chosen.

As shown by block 428, the chosen peer then sends the chunk to the client. It should be

noted that if no peers answer the request of the client, the client goes back to the agent noting

that the peers were all negative, and the agent either provides a list of 5 other agents,if they

exist, or the agent goes on to download the information directly from the Web server as happens

in the case where no peers exist as described above.

The client then stores the chunks in its cache for future use (block 430), when the client

may need to provide the chunksto a requesting communication device when acting as a peer for

anotherclient that is looking for the same information. As shownby block 432, if some ofthe

chunks were not loaded from any of the peers, the client requests the chunks again from the

agent in a next round of requests, flagging these chunks as chunks that were not loadable from

the client list of peers. In this situation, the agent will load the data directly from the server and

provide it back to the client.

The clicnt then acknowledges to the agent which of the chunks it reccived properly

(block 434). The agent then looks up these chunks in the database of the agent, and adds the
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client to the list of peers for these chunks, specifically, since this client is now storing these

chunks, and can provide these chunks to other clients that turn to it as a peer (block 436).

As shownby block 438, the client then passes the data on to the Web browserorother

application of the client that made the original request, for it to use as it had originally intended.

The client then checks whether all of the chunks for this request were received (block 440), by

checking the flag set by the agent. Specifically, when the agent is providingthe list of the last 5

chunks, the agent includes that information as part of its reply to the client, which is referred to

herein as a flag. This information is what enables the client to know that all information has been

received for a particular resource request.

Tf the last received chunks were not the last chunks for this request, the processing flow

of the client continues by returning to the functionality of block 384 of FIG. 10, but instead

sending the chosen agent a request for the next five chunksofdata of the original information

request. Alternatively, if all chunks for this request were received, the request is complete, and

the flow starts again at block 352 of FIG.9.

FIG. 12 is a flowchart 500 illustrating steps taken by an agent, client, or peer to

determine whether a certain HTTP requestis still valid. Specifically, the following provides an

example of how the agent, client, or peer can determine whetherparticular data that is stored

within the memory of the agent, or the memory of a peerorclient, still mirrors the information

that is currently on the Web server. As shown by block 502, the HTTP request is looked up in

the cache database of the agent, client or peer that is checking the validity of the HTTP request.

As an cxamplc, the HTTP protocol, defined by RFC 2616, outlines specific methods that Web

servers can define within the HTTP headers signifying the validity of certain data, such as, but

not limited to, by using HTTP header information such as “max age” to indicate how long this

data may be cached before becoming invalid, “no cache” to indicate that the data may never be

cached, and using other information.
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As shownby block 504, these standard methods of validation are tested on the HTTP

request information in question. As shown by block 506, a determination is made whether the

requested information that is stored is valid or not. If the requested information is valid, a

“VALID”responseis returned (block 508). Alternatively, if the requested information is not

valid, an HTTP conditional request is sent to the relevant Web server, to determine if the data

stored for this requestis still valid (block 510). If the data stored for this request is still valid, a

“VALID”responseis returned (block 508). Alternatively, if the data stored for this request is not

valid, an “INVALID”responseis returned (block 514). It should be noted, that the

abovementioned description with regard to FIG. 12 is an explanation of how to check if HTTP

information is still valid. There are similar methods of determining validity for any other

protocol, which maybe utilized, and which those having ordinary skill in the art would

appreciate and understand.

FIG. 13 is a flowchart 550 outlining operation of the acceleration server, whose main

responsibility in the present system and methodis to provide clients with information regarding

which agents serve which requests, and to keep the network elements all up to date with the

latest software updates. As shown by block 552, the accclcration server sends “kecp alive”

signals to the nctwork clements, and kecps track within its database as to which nctwork

elements are online. As shown by block 554, the acceleration server continues to wait for a client

request and continues to determineifone is received.

Once a requestis received, the aceclcration scrvcr tests the type of request reccived

(block 556). If the client request is to sign up the client within the network, an event that happens

every time that the client starts running on its host machine, then that client is added to the list of

agents stored on the acceleration server, sorted by the IP address ofthe client (block 558).

If the request is to find an agent to use for a particular request, the acceleration server

creates a new agentlist, which is empty (block 560). The acceleration server then searches the
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agent database for the next 5 active agents whose IP addressis closest to the IP address of the

server whois targeted in the request (block 562). In this context, 192.166.3.103 is closer to

192.166.3.212 than to 192.167.3.104. The acceleration server then sendsthis agent list to the

client (block 564).

Tf instead, the request is to check the version ofthe latest acceleration software then the

acceleration server sends that network element (client, peer or agent) the version numberof the

latest existing acceleration software version, and a URL from where to download the new

version, for the case that the element needs to upgrade to the new version (block 566).

While the abovementioned example is focused on HTTP requests for data, as previously

mentioned, other protocol requests are equally capable of being handled by the present system

and method. As an example, in separate embodiments the acceleration method described may

accelerate any communication protocol at any OSI layer (SMTP, DNS, UDP, ETHERNET,etc.).

In the following alternative embodiment,it is illustrated how the acceleration method may

accelerate TCPIP. As is known by those having ordinary skill in the art, TCPIP is a relatively

low-level protocol, as opposed to HTTP, which is a high level protocol. For purposes of

illustration of TCPIP communication, reference may be made to FIG. 3, wherein the Web server

is a TCPIPserver.

In TCPIPthere are three communication commandsthat are of particular interest,

namely, connect, write, and read. Connect is a commandissued by an application in the

communication devicethat is initiating the communication to instruct the TCPIP stack to

connect to a remote communication device. The connect message includes the IP address of the

communication device, and the port numberto connect to. An application uses the write

commandto instruct the TCPIP stack to send a message (i.e., dala) Lo a communication device to

whichit is connected. In addition, an application uses the read command to ask the TCPIP stack

to provide the message that was sent from the remote communication device to whichit is
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connected. A communication session Ltypically exists ofa connect, followed by a read and write

on both sides.

FIG. 14 is a flowchart 600 furtherillustrating TCPIP acceleration in accordance with this

altcrnative embodimentof the invention. As shown by blocks 601 and 602 when an application

of the communication device makes a request to the communications stack to connect with the

TCPIP server, that communication is intercepted by the acceleration application.

To find an agent, upon receiving that connect message from the communication device

application, which includes the IP address of the TCPIP server and the port to connectto, the

acccleration application in the clicnt makes a request to the accclcration server to find out who

the agent for the communication with the TCPIP serveris. This step is performed in a similar

mannerto that described with regard to the main HTTP embodimentof the invention (block

604). As shown by block 606, the server then provides the client with a list of agents, for

example, a primary agent and four others.

To establish a connection, as shown by block 608, the client issues a TCPIP connect with

the primary agent or one of the other agents if the primary agent does not succeed, to create a

connection with the agent. The client then sends to the agent the IP address of the TCPIP server

and connection port that were provided by the communication device application (block 610). As

shownby block 612, that agent in turn issues a TCPIP connect to the TCPIP server to the port it

received from the client, to create a connection with the agent.

FIG. 15 is a flowchart 800 furtherillustrating TCPIP acceleration in accordance with this

alternative embodiment of the invention, detailing the communication betweenthe client and the

TCPIP server (read and write commands) after the connect phasc has completed successfully.
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As shownby block 802, if the network application within the client wants to send a

message to the TCPIP server, the network application within the client writes the message to the

TCPIPstack in the operating system of the client. This WRITE commandis received by the

acceleration application of the client and handled in the manner described below. If the TCPIP

server wants to send a messageto the client, the TCPIP server writes the message to the TCPIP

stack of TCPIP opcrating system, on the conncction to the agent, since this agent is where the

server received the original connection. This WRITE commandis received by the acceleration

application of the agent and handled in the manner described below.

Whenthe acceleration application of the client reccives a message from the nctwork

application of the client to be sent to the agent, or when the acceleration application of the agent

receives a message from the connection to the TCPIP serverthat is to be sent to the client, the

acceleration application proceeds to scnd the message to the communication device on the other

side. For instance, if the client has intercepted the message from the communication application,

the client sends the messageto the agent, and if it is the agent that intercepted the message from

the connection to the TCPIP server, such as the TCPIP server sending a messagethat is intended

for the communication with client, the agent sends the message to the client in the following

manner:

As shown by block 804, the acceleration application breaks up the content of the message

to chunksand calculates the corresponding checksums, in the same manneras in the main

embodiment described herein. The acceleration application then looks up each checksum in its

cache database (block 806). As shown by block 808, the acceleration application checksif the

checksum exists in the cache database. If it does, then, as shown by block 810, the acceleration
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application prepares a list ofpeers that have already received the chunk of the checksumin the

past (if any), and adds the communication device of the other side to the list of communication

devices that have received this chunk (addsit to the peerlist of the checksum in its database), to

be provided to other communication devices requesting this information in the future. As shown

by block 812, the list of peers is sent to the receiving communication device, which, as shown by

block 814 retrieves the chunks from the peers in the list received, in the same manneras in the

main embodiment.

If the checksum does not exist within the cache database of the sending communication

device then, as shown byblock 820, the accclcration application adds the checksum and chunk

to its cache database, sends the chunk to the communication device on the other side, and adds

the other communication device to the list of peers for that checksum in its database.

As shownby block 816, a determination is then made as to whetherall chunks have been

received. If all chunks have not been received, the process continues on again from block 806.

Onceall data has been received, as shown by block 818, the acceleration application

passes the data on to the requester. Specifically, in the client, the acceleration application passes

on the complete data to the communication application, and in the agent, the acceleration

application passcs on the complctc data to the requesting TCPIP server.

It should be emphasized that the above-described embodiments of the present invention

are merely possible examples of implementations, merely set forth for a clear understanding of

the principles of the invention. Many variations and modifications may be madeto the above-

described embodiments of the invention without departing substantially from the spirit and

principles of the invention. All such modifications and variations are intended to be included
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herein within the scope of this disclosure and the present invention and protected by the

following claims.
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If the Applicant is an Organization check here. x

Organization Name : OLA NEWCO LTD.
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to the public if the record wasfiled in an application which became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open te public inspections or an issued patent.
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awareof a violation or potential viclation of law or regulation.
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lL. A method for use with a first client device, for use with a

first server that comprises a web server that is a Hypertext

Transfer Protocol (HTTP) server that responds to HTTP requests,

the first server stores a first content identified by a first

content identifier, and for use with a second server, the

method by the first client device comprising:

receiving, from the second server, the first content

identifier;

sending, to the first server over the Internet, a

Hypertext Transfer Protocol (HTTP) request that comprises the

first content identifier;

receiving, the first content from the first server over

the Internet in response to the sending of the first content

identifier; and

sending, the first content by the first client device to

the second server, in response to the receiving of the firs 
content identifier.

 
 

   
 
    

 
 

 
 

  
   

 

 

  
 

 
 

 

 

2. The method according to claim 1, further comprising storing,

by the first client device in response to the receiving from

the first server, the first content, and wherein the sending,

of the HTTP request is in response to the receiving of the

first content identifier.

3. The method according to claim 2, further comprising:

receiving, from a second client device, the first content

identifier; and

sending, the stored first content by the first client

device to the second client device,
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 receiving of

client devic
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server isa

 (TCP/IP) ser

or according

 
 Fier the first content identi  
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d according to claim 1,

Transmission Control Protocol

wherein the

/  Inte
 

ver
 

that communicates over th 
to, using TCP/IP protocol n 

wherein the

 Protocol] In

client device is a firs 
Ce  rnet Prot
 

/

respectively

based on, or

5. The metho

device commu

to, one out

standards.

6. The metho

comprises we

content iden

and wherein

 

  

tocol (TCP/IP)
    with the first

 

or connect

client

or second server ov

In

ti 
that

on,

[Transmission Control

commun i

th

From the second

first or second

rnet- Protocol

rnet based on,

and

 icates

Internet
    n

TCP/T according to,

d according to claim 1, where

Int nicates over th
 

  
 POP   of UDP, DNS, TCP, FTP, f

d according to claim
tr

b-page, audio, or video con  
  ta form

 
fier comprises a Uni   

the method further comprisi

P protocol or co

in

rnet based

OMTE

wherein

tent,

Resoul

r
  
Nnect

 
the  Fi

on,
P 

, or

rs  
SOL

Ly

ion.

client

or according

 
the

  rce

 

 
 

 

   
 

      

firs

wherein

Locat
 

ng executing,

 

content

the  first

or (URL),

by the

 
 

   

first client device, a web browser application or an email

application.

7. The method according to claim 1, for use with a third server

that comprises a web server that is Hypertext Transfer Protocol

(HTTP) server, the third server responds to HTTP requests and

stores a second content identified by a second content

identifier, the method by the first client device further

comprising:

 identifying,  an HTTP request
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sending,

 the identifying,

and

receiving,

second client device selected

devices according to the criterion,

over the

to the second server over th  
 

the second content identiit

 

the second content.

n
8.

executing, 
application or an email application,

 identifying comprises intercepting,

client devic

The method acco

by the

th

 

 
,

   from

9,

stored in the fi rst client
 

Internet in response

 from

rding to claim 7,

first client device,

The method according to claim 7,

device,
   

comprising select

client device

to the stored

10.

based on,

 

 
The method according

or comprises,
 

  

ting, by

criterion.

 
 

 
  

 

 

the  first

from the plurality of

to claim 9,

the geographical 

 

 
CO

 a plurality of   
a part of, or

 

and the method

client device,

 

wherein

 location

 

     
 
  

 

 
 

 

the sending,

wherein the criterion

client devices,

Internet in response to

Fier and a criterion;

froma

client

a whole of,

further comprising

a web browser

and wherein the

by a driver in the first

request for the second content respectively

the web browser application or the email application.

is  
furthe!

 the second

according

the criterion is

 of the

the second client

the first

rising

a notification message to 
was not

plurality of client devices, or a response time when

communicating with the first client device.

11. The method according to claim 9, wherein

device is the quickest to respond to queries from

client device.

12. The method according to claim 9, further comp

sending, by the first client device,

a device from the plurality of client devices that

selected as part of the selecting.
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firs 
14.  
comm

15.

es

Control Protocol 
TCP/IP

  
device

The method according

tablishing,

13. The method according to claim 1,

client device. 
The method according to

unicating comprises exchanging

CO

   by the firs

(TCP)

protocol.

 
16. The method according to

identi  is
 

a hostname,
  

by the

to, a start-up of

the second server,

first client device, the first

   
 
  

 
  

 

client device,

fied by a Media Access Cont

and wherein the method

and wherein the

 furthe

claim 13, where

‘keep al

 claim 1, furthe

claim 1, 
 

wherein the

r comprising

periodically communicating between the second server and the

in the periodically

ive’ messages.

r comprising

a Transmission

connection with the second server using

 first client

rol (MAC) address or

comprising sending,
  

 

further

during, as part

client device,

first me

 

of, or in response

a first message to

ssages comprises the 
 

 
   

 
 

  
  

 
 

   

first IP address, the MAC address, or the hostname.

17. The method according to claim 16, for use with a first

application stored in the first client device and associated

with a first version number, wherein the first message

comprises the first version number.

18. The method according to claim 17, for use with a second

application that is a version of the first application, is

stored in the second server, and is associated with a second

version number, wherein the method further comprising

receiving, by the first client device from the second server,

in response to the

comprises

19.

 
  

The method according to

Ex.

first message,

the second version number.

claim 18, where

 further comprising downloading over the Internet,
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client device

message, the

installing the second application in 
a replacement

20.

second server is a Transmission Con

Protocol

communicates

The method according to claim

(TCP/I

 from the second server,

 second application from

in
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response to the first

second server, and
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wherein t P) server, he
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 first client device as
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  InternetProtocol   device
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by the 
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23.

sending,

determining

receiving,

the message,

device select

content.

n
24,

storing,

n 
25.

sequentially

26.

application that includes computer instructions that,

The method according

the received

ETF RFC 2616.

The method according

that the received

The method according to claim

operating,

[The method according to claim

The method according to claim 1,

 is valid.~~ S

to claim 22,  
to claim 22,

 over th

first client device,

wherein

HTTP header according to,

Intern

that the received

 
the determining

or based on,

 further comprising:
 

a messag

 

 from the second server or 
ted   from a plurality of

first content,

over the Internet in response to the sending of

client devices,

t in response to the

is not valid; and

   
from a second client

the first

further comprising
 

 a clientor using,  
tr

executed.
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executed by a computer processor, cause the processor to

perform the sending of the Hypertext Transfer Protocol (HTTP)

request, the receiving and storing of the first content, the

receiving of the first content identifier, and the sending o!

the part of, or the whole of, the stored first content, the

method is further preceded by:

downloading, by the first client device from the Internet,

the software application; and

installing, by the first client device, the downloaded

software application. 
  

27. The method according to claim 26, 
application is downloaded

28.

computer instruct

proce

to cl

29.

readable medium cont

A non-transit

 
Sssor,

aim 1.

 
executed by a computer

 per

Lory compu

tions that,

 
cause the processor to per

A client device comprising a non-transit

taining computer instruct

processor,

39

from the second server.

 
 
 

 
cause the processor to

form the method according to claim 1.
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Abstract

A system designed for increasing network communication speed for users, while

lowering network congestion for content owners and ISPs. The system employs network

elements including an acceleration server, clients, agents, and peers, where communication

requests generated by applications are intercepted by the client on the same machine. The

IP address of the server in the communication request is transmitted to the acceleration

server, which provides a list of agents to use for this IP address. The communication

request is sent to the agents. One or more of the agents respond with a list of peers that

have previously seen someorall of the content which is the response to this request (after

checking whether this data is still valid). The client then downloads the data from these

peers in parts andin parallel, thereby speeding up the Web transfer, releasing congestion

from the Web by fetching the information from multiple sources, and relieving traffic from

Webservers by offloading the data transfers from them to nearby peers.
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April 20, 2018

U.S. Patent and Trademark Office (USPTO)
Customer Service Window

Mail Stop Patent Application

401 Dulany Street
Alexandria, VA 22314

Re: New Utility Patent Application in U.S.

Applicant(s): HOLA NEWCO LTD.
Title: SYSTEM PROVIDING FASTER AND MOREEFFICIENT DATA
COMMUNICATION

Attorney Docket No.: HOLA-005-US4

Sir/Madam,

Attached herewith is the above-identified application for Letters Patent including:

1

2

3

4.

5

6

A requestfor prioritized examination under 37 CFR 1.102(e) (PTO/SB/424);

Applicant asserts small entity status. See 37 CFR 1.27.

Application Data Sheet (PTO/AIA/14);

Specification (33 pages), Claims 1-29 (6 pages) and abstract (1 page).

Fifteen (15) sheets of Drawings (Figures 1-15).

Declaration

[X] Newly executed [ ] Copy from prior application no.

Assignment submitted through EPAS

[X] Newly executed [ ] Copy from prior application no.

Powerof Attorney

Information Disclosure Statement (PTO/SB/O8).

Certain documents were previously filed or cited to the USPTOin the prior

application 14/025,109, whichis relied upon under 35 U.S.C. § 120.

Applicant(s) identify these documents by attaching an Information Disclosure

Statementlisting these documents and request that they be considered and

madeof record in accordance with 37 CFR § 1.98(d). Per Section 1.98(d),

copies of these documents need not be filed in the application.
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10. Electronic Payment in the amount of USS 3,435 is being made by deposit

account no. 506726to cover filing fee calculated as follows:

 
Application as Filed Fee (USS)

380.00

130.00

70.00

2,000.00

Examination Fee

Publication Fee

Prioritized Examination Processing Fee
Prioritized Examination Fee

Total Sheets Extra Sheets

55/100 pT 2000.00
|Claims|Filed||#Extra|Rate|

450.00

 
 
 

Total Claims 1-29 9 50.00

Independent Claims 3 -- 230.00
410.00Multiple Dependent Claim

TotalFiling Fee

 
 

3,435.00

1. Asinthe prior application 14/025,109, please associate the above referenced

application with Customer No. 131926.

2. The Correspondence Address associated with Customer No. 131926.

Submitted by,

May Patents Ltd.

By: /Yehuda Binder/
Yehuda Binder

Registration No. 73,612
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NON-PATENTLITERATURE DOCUMENTS

 

Include nameof the author (in CAPITAL LETTERS),title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),
publisher, city and/or country where published.

Examiner) Cite
Initials* |No
 

R. Fielding et al, RFC 2616: Hypertext Transfer Protocol -- HTTP/1.1, June 1999, retrieved from the Internet http://ref-
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eport, The Institute of Electronics, Information and Communication Engineers, May 14, 2009
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*EXAMINER:Initialif reference considered, whetheror notcitation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enteroffice that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents,the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of documentby the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicantis to place a check mark hereiff
English language translation is attached.
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( Not for submission under 37 CFR 1.99)   Examiner Name | 
  Attorney Docket Number HOLA-005-US4 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement wasfirst cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to
any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

 

  
 

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /YehudaBinder/ Date (YYYY-MM-DD) 2018-04-19

Name/Print Yehuda BINDER Registration Number 3612 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom ofInformation Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be cisclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance fram the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having needfor
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records managementpractices and programs,underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and anyotherrelevant(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations aboutindividuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement wasfirst cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to
any individual designated in 37 CFR 1.56(c) more than three monthsprior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

 

  
 

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /YehudaBinder/ Date (YYYY-MM-DD) 2018-04-19

Name/Print Yehuda BINDER Registration Number 3612 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom ofInformation Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be cisclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance fram the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having needfor
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records managementpractices and programs,underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and anyotherrelevant(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations aboutindividuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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— EUROPEAN SEARCH REPORT EP 10 82 2724 

DOCUMENTS CONSIDERED TO BE RELEVANT

Citation of documentwith indication, where appropriate, Relevant CLASSIFICATION OF THE
of relevant passages to claim APPLICATION (IPC)

US 2008/109446 Al (WANG MATRIX XIN [CN]) |1-14 INV.
8 May 2008 (2008-05-08) GO1LR31/08
* paragraphs [0010] - [0011] * G06F11/00
* paragraphs [0024] - [0035] * GOQ8C15/00
* figures 3-5 * HO4L29/08

HO4L12/24
US 2007/156855 Al (JOHNSON MOSES [US]) 1-14
5 July 2007 (2007-07-05)
* paragraphs [0013] - [0016] *
* paragraphs [0022] - [0036] *
* figure 1 *

US 2008/235391 Al (PAINTER CHRISTOPHER 1-14
[US] ET AL) 25 September 2008 (2008-09-25)
* paragraphs [0022] - [0043] *
* figure 1 *

TECHNICAL FIELDS
SEARCHED (IPC)

HO4L

gatofdamsvaldlandavatlabieatthe olart ofthesearch.
Pe)

Place of search Date of completion of the search Examiner

Munich 24 April 2013 Veloso Gonzalez, J
CATEGORYOF CITED DOCUMENTS T : theory or principle underlying the invention

E: earlier patent document, but published on, or
X : particularly relevantif taken alone after the filing date
Y : particularly relevant if combined with another D : documentcited in the application

documentof the same category L: documentcited for other reasons
A: technological background
©: non-written disclosure & : memberof the same patent family, correspondingP : intermediate document document

 
EPOFORM150308.82(P04C04)
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EuropaischesPatentamt
European
Patent Office Application Number
Office européen
des brevets EP 10 82 2724 

CLAIMS INCURRING FEES

The present European patent application comprised at the time offiling claims for which payment was due.

Only part of the claims have been paid within the prescribed time limit. The present European search
report has been drawnup for those claims for which no payment was due andfor those claims for which
claims fees have been paid, namely claim(s):

No claims fees have been paid within the prescribed time limit. The present European search report has
been drawn up for those claims for which no payment was due.

LACK OF UNITY OF INVENTION

The Search Division considers that the present European patent application does not comply with the
requirements of unity of invention and relates to several inventions or groups of inventions, namely:

see sheet B

All further search fees have been paid within the fixed time limit. The present European search report has
been drawn up forall claims.

As all searchable claims could be searched without effort justifying an additional fee, the Search Division
did not invite payment of any additional fee.

Only part of the further search fees have been paid within the fixed time limit. The present European
search report has been drawnup for those parts of the European patent application which relate to the
inventions in respect of which search fees have been paid, namely claims:

Noneof the further search fees have been paid within the fixed time limit. The present European search
report has been drawn upfor those parts of the European patent application which relate to the invention
first mentioned in the claims, namely claims:

The present supplementary European search report has been drawn up for those parts
of the European patent application which relate to the invention first mentioned in the
claims (Rule 164 (1) EPC).
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EuropaischesPatentamt
European

Application Number
Patent Office LACK OF UNITY OF INVENTIONOffice européen

des brevets SHEET B EP 10 82 2724
 

The Search Division considers that the present European patent application does not comply with the
requirements of unity of invention and relates to several inventions or groups of inventions, namely:

1. claims: 1-14

Network of peers holding portions of data of a data server
where the peers transmit data to a client device upon
request.

2. Claims: 15-20

Method for a requesting client device to choose an agent
device to mediate in the delivery of data on a peer to peer
network. 
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ANNEX TO THE EUROPEAN SEARCH REPORT
ON EUROPEANPATENTAPPLICATION NO. EP 10 82 2724

This annexlists the patent family membersrelating to the patent documents cited in the above-mentioned European search report.
The members are as contained in the European Patent Office EDP file on
The European Patent Office is in no way liable for these particulars which are merely given for the purpose of information.

24-04-2013

Patent document Publication Patent family Publication
cited in search report date member(s) date

US 2008109446 Al 08-05-2008 CN 101179389 A 14-05-2008
US 2008109446 Al 08 -05-2008

US 2008235391 =Al 25-09-2008 CN 101641685 A 03-02-2010
EP 2145257 Al 20-01-2010
JP 2010522472 A 01-07-2010
US 2008235391 Al 25-09-2008
US 2011191419 Al 04-08-2011
US 2011191420 Al 04-08-2011

2008118252 Al 02-10-2008 
EPOFORMP0459

For more details about this annex : see Official Journal of the European Patent Office, No. 12/82
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FALENTCOUFEKAIBOTYYSIO'0/051881 09.12.2010

PCT
INTERNATIONAL SEARCH REPORT

(PCTArticle 18 and Rules 43 and 44)

Applicant’s or agent’s file reference FOR FURTHER see Form PCT/ASA/220
17459-8101 ACTION as well as, where applicable, item 5 below. 

Intemational application No. International filing date (day/month/year) (Earliest) Priority Date (day/month/year)

PCT/US 10/51881 08 October 2010 (08.10.2010) 08 October 2009 (08.10.2009)

Applicant
HOLA NETWORKS,LTD.

This international search report has been prepared by this International Searching Authority and is transmitted to the applicant
according to Article 18. A copy is being transmitted to the International Bureau.

This international search report consists of a total of 2 sheets.
[J It is also accompanied by a copyof each prior art documentcited in this report. 

1. Basis of the report

a. With regard to the language, the international search was carried out on the basis of:

the international application in the language in which it was filed.

[] a translation of the internationa! application into whichis the language of
a translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b)).

This international search report has been established taking into account the rectification of an obvious mistake
authorized by or notified to this Authority under Rule 9! (Rule 43.6dis(a)).

With regard to any nucleotide and/or amino acid sequencedisclosed in the international application, see Box No.I.

Certain claims were found unsearchable (see Box No.II).

Unity of invention is lacking (see Box No. IIT).

4. With regard to thetitle,

[x] the text is approved as submitted by the applicant.
LJ the text has been established by this Authority to read as follows:

5. With regard to the abstract,

L] the text is approved as submitted by the applicant.
[Xx] the text has been established, according to Rule 38.2, by this Authority as it appears in Box No. IV. The applicant

may, within one month from the date of mailing of this international search report, submit commentsto this Authority.

6. With regard to the drawings,

a. the figure of the drawings to be published with the abstract is Figure No. 3

C] as suggested by the applicant.
as selected by this Authority, because the applicant failed to suggest a figure.

CL] as selected by this Authority, because this figure better characterizes the invention.
b. C] none ofthe figures is to be published with the abstract.

 
Form PCT/ISA/210 (first sheet) (July 2009)
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INTERNATIONAL SEARCH REPORT PCT/US204.6/65433:1.09.12.2010
PCT/US 10/51881

Box No.1V Text of the abstract (Continuation of item 5 of the first sheet)

A system for increasing network communication speed for users, while lowering network congestion for content owners and ISPs. The
system employs network elements including an acceleration server, clients, agents, and peers, where communication requests
generated by applications are intercepted bythe client on the same machine. The IP address ofthe serveris transmitted to the
acceleration server, which providesa list of agents to use for this IP address. One or more ofthe agents respondwithalist of peers that
have previously seen someorall of the content whichis the responseto this request. Theclient then downloads the data from these
peers in parts and in paralle!, thereby speeding up the Webtransfer.

 

  

 
Form PCT/ISA/210 (continuation offirst sheet (3)) (July 2009)

Ex. 1002 - Page 90



Ex. 1002 - Page 91

INTERNATIONAL SEARCH REPORT PCT/US 2640/05188409. 12.2010
PCT/US 10/51881

A. CLASSIFICATION OF SUBJECT MATTER

IPC(8) - GO1R 31/08, GO6F 11/00, GO8C 15/00 (2010.01)
USPC - 370/230

According to International Patent Classification (IPC)or to both nationalclassification and IPC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed byclassification symbols)
USPC:370/230

Documentation searched other than minimum documentationto the extent that such documents are includedin thefields searched
USPC:370/229, 230, 351, 389, 400, 401, 464, 465, 468; 709/217, 219; 707/705, 781, 783, 784, 785, 786, 788, E17.031, E17.12,
999.002, 999.01; 718/100, 102 (keyword limited - see search terms below)

Electronic data base consulted during the international search (nameofdata base and, where practicable, search terms used)
PubWEST (PGPB, USPT, USOC, EPAB, JPAB); GOOGLE; Google Scholar
Terms:internet, protocol, speed, faster, content, server, web, request, agent, module, url, http, header, packet, network, fetch, proxy,
chunk, portion, cooperate, ftp, smtp, load, geography, optimal, maximize, cache, server, checksum.

Relevantto claim No.

1-45

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Citation of document, with indication, where appropriate, of the relevant passages

US 2003/0174648 A1 (WANGetal.) 18 September 2003 (18.09.2003) entire document,
especially abstract, para [0003], [0007], [0014], [0030], [0031], [0033], [0043], [0092], [0204],
{0219}, [0232], [0246], [0417], [0573], [0598}, [0610}, [0823], [1006], [1146], [1150], [1156],
[1177].

especially abstract, para [0007], [0010], [0011], [0030], [0033], [0084}, [0086].

1-45

4-45

Y

Y US 2008/0008089 A1 (BORNSTEINetal.) 10 January 2008 (10.01.2008) entire document,

A US 2004/0088646 A1 (YEAGERetal.) 06 May 2004 (06.05.2004) entire document, especially
abstract, para [0009], (0010), [0077], [0078], [0081], [0084], [0088].

[J Further documents are listed in the continuation of Box C. [|
Special categories of cited documents: “T” later documentpublishedafter the internationalfiling date or priority
documentdefiningthe general state of the art which is not considered date and notin conflict with the application but cited to understandto be of particular relevance the principle or theory underlying the invention
earlier application or patent but published onor after the international documentof particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
document which may throw doubts on priority claim(s) or which is step when the documentis taken alone
cited to establish the publication date of another citation or other

“xX

“y” documentof particular relevance; the claimed invention cannot bespecial reason (as specified)
document referring to an oral disclosure, use, exhibition or othermeans

document publishedpriorto the internationalfiling date but later thanthe priority date claimed

Date of the actual completion of the international search

22 November 2010 (22.11.2010)

Nameand mailing address of the ISA/US
Mail Stop PCT, Attn: ISA/US, Commissionerfor Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

“a

considered to involve an inventive step when the document is
combined with one or moreother such documents, such combination
being obvious to a person skilled in the art
document memberofthe samepatent family

Date of mailing of the international search report

098 DEL 2016
Authorized officer:

Lee W. Young
PCT Helpdesk: 571-272-4300
PCT OSP: 571-272-7774

 
Facsimile No. 574-273-3201
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Electronic Patent Application Fee Transmittal

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First NamedInventor/Applicant Name: Derry Shribman

Filed as Small Entity

Filing Fees for Track | Prioritized Examination - Nonprovisional Application under 35 USC 111(a)

Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Basic Filing:

UTILITY FILING FEE (ELECTRONIC FILING) 75 75 

UTILITY SEARCH FEE 1 330 330

UTILITY EXAMINATION FEE 2311 1 380 380

1REQUEST FOR PRIORITIZED EXAMINATION 2817

Miscellaneous-Filing:

2000 2000
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Sub-Totalin
Description Fee Code antit

PROCESSING FEE, EXCEPT PROV. APPLS 2830 1 70 70

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance

Extension-of-Time:

Miscellaneous:

Total in USD (S$)
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Electronic AcknowledgementReceipt

a

seems

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman

Customer Number: 131926Pee
a
a

ee

Application Type: Utility under 35 USC 111{a)

 
 

Paymentinformation:

[Beroskaccue——SSCSCidS

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentas follows: 
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Document Document Description File Size(Bytes)/ Multi Pages
Number P Message Digest|Part /.zip| (if appl.)

140370

TrackOne Request sb0424.pdf 2bad6222ea626436f20a0d09262275157c8b}
223ed

3057660

Specification Spec.pdf 33Sb9430c3¢121 bf653db2f7921 f45a64c3cc7
7b53

258016

Information:

Information: 

Drawings-only black and white line
drawings Drawings-14025109.pdf fa77c1f6c6442922c86a9e3 90fa2albaS563

9fc3

1823472

Application Data Sheet ADS.pdf 3318¢3858daae06245fad40a8362282c1 dc}
5fcSd

862135

Oath or Declaration filed Signed-oath-Derry.pdf 26a2192d01 80f49adf21 12bf067a659cb3flfq
144

871562

Oath or Declaration filed Signed-oath-Ofer.pdf 2164ffbaa7776b1 7398cb08bf7Sofa2cac4c6|
2d20
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Warnings: 

Information:
 

Information: 
Information:

 
Information: 
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Information:

Powerof Attorney

888347

Signed-POA.pdf 74a4d32b0579bb0e33 a0fSea26cf9605 9d}

 

Warnings:

Claims

103352

Claims-Tunnel.pdf 8241 ec969ea347d0a5388bd 810367c3#c90F
be28

 

Information:

Abstract

119286

Abstract.pdf 237763980527ef ladee2e 11 16d2eac. 11091
7006

 

Warnings:

Information: 
Information:

Information:

Powerof Attorney

Information Disclosure Statement (IDS)
Form (SB08)

456932

Transmittal-letter.pdf f99cf658c57b0d0e3f54685e975d356584b4
1333

1037437

03c57837ce4cal70od1 ce47f6e04ed4c715

  
Warnings:

Information Disclosure Statement (IDS)
Form (SB08)

1036361

IDS2.pdf 88cSta37ce2739924d60266233d8t4610a5 1
Baec

 

Information: 
Non Patent Literature EP-SR.pdf e1c7Gee63a0e4422¢734cb5c 1hd le4chcdo|

 

Warnings:

Information:

 
Ex. 1002 - Page 96



Ex. 1002 - Page 97

129414

Non Patent Literature WO2011044402-ISR.pdf 57c68e1f1 6f744e4d0bfdb6bc9924acéd44a}
Jadl

Information: 

Fee Worksheet (SB06) fee-info.pdf 78e9ad00e0637 12dcadd32be9020aed622|
35fc3d

Warnings: 

Information:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andof the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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PTO/SB/81 (01-09)
Approved for use through 11/30/2011. OM 0651-0035

U.S. Patent and Tradamark Office; U.S. DEPARTMENT OF COMMERCE
Under the Papenvork Reduction Act of 1995, no persons are required to respondto a collection ofinformation unlessit displays a valid OMB contro! number.

POWER OF ATTORNEY Paepeatonember9
OR[Fgbate)

WITHANEWPOWEROFATTORNEY
AND aa

[ExeminerName[CSCSCHANGE OF CORRESPONDENCE ADDRESS

| hereby revoke all previous powers of attorney given in the above-identified application.

 
 
 

 
 
 
 
 

  

 
 
 
  
 

T] A Powerof Attorney is submitted herewith.
OR

| hereby appoint Practitioner(s) associated with the following Customer 131.926
Number as my/ourattorney(s) or agent(s) to prosecute the application '
identified above, and to transact all business in the United States Patent :
and Trademark Office connected therewith:

OR

Cl } heraby appoint Practitioner(s) named below as my/our attorney(s) or agent(s) to prosecute the application identified above, andto transactall business in the United States Patent and Trademark Office connected therewith:

Practitioner(s) Name Registration Number 

Please recognize or change the correspondence address for the above-identified application to:
The address associated wilh the above-mentioned Customer Number.

OR

EC] The address associated with Customer Number:fe]

Firm or
Individual Name

AppticanyInventor.
OR

Assignee of record of the entire interest. See 37 CFR 3.71.
Statement under 37 CFR 3.73(b) (Form PTO/SE/96) submitted herewith orfiled on

TE. SIGNATUREof Applicant or Assignee of Record
 we

Signature fi Date March 13, 2018
fy Shribman Telephone [OO

CEO of HOLA NEWCOLTD. ;

NOTE: Signatures of all the inventors or assignees of record of the entire Interest or their representative(s) are required. Submit multiple forms if more than one
signatureis required, see below’.

“Total of forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtaln érretain a benefil by the public which is tofile (and by the
USPTOto process) an application. Confidentiality is govemad by 36 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, end submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amountof time you require to complete this form and/or suggestions for reducing thls burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETEO FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 

 
if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

Ex. 1002 - Page 98



Ex. 1002 - Page 99

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonmentof the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed underthe
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a), Records
from this system of records may be cisclosed to the Departmentof Justice to determine
whetherdisclosure of these records is required by the Freedom of Information Act.
A recard from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures
to opposing counsel in the course of settlement negotiations.
Arecord in this system of records may be disclosed, as a routine use, to a Memberof
Congress submitting a request involving an individual, to whomthe record pertains, when
the individual has requested assistance from the Memberwith respect to the subject matter
of the record.

A record in this system of records may be disclosed, as a routine use, to a contractorof the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to § U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, ta the international Bureau of
the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to anotherfederal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuantto
the Atomic Energy Act (42 U.S.C. 218(c)).
Arecord from this system of records may be disclosed, as a routine use, to the
Administrator, General Services, or his/her designee, during an inspection of records
conducted by GSA aspart of that agency's responsibility to recommend improvementsin
records managementpractices and programs, under authority of 44 U.S.C. 2904 and 2906.
Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any otherrelevant(i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations aboutindividuals.
Arecard from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to thelimitations of
37 CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandonedor in which the proceedings were terminated and which applicationis
referenced by either a published application, an application open to public inspection or an
issued patent.
Arecord from this system of records may be disclosed, as a routine use, to a Federal,
State, or loca! law enforcement agency,if the USPTO becomes awareofa violation or
potential violation of law or regulation.
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PTO/AIA/O1 (06-12)
Approved for use through 01/31/2014. OMB 0851-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no personsare required to respondto a collection of information unless it displays a vaiid OMB control number.

DECLARATION(37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET(37 CFR 1.76)

Titteofp {SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
Invention

As the below named inventor, | hereby declare that:

This declaration
is directed to: The attached application, or

|] United States application or PCT international application number
filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement madein this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application, If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personalinformation from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in @ published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposesare not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Inventor: Derry Shribman Date (Optional) «

Signature:

Note: An application data sheet (PTO/SB/14 or equivalent), including namingthe entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/01 form for each additionalinventor.

 
This caliection of information is required by 35 U.S.C. 115 and 37 CFR 1.63, Tne information is required to obtain of retain a benefit by the public which is to file (and
by the USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering. preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden. should be sent to the Chief Information Officer, U.S.
Patent and Trademark Otfice, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS AODRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

ifyou need assistanca in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuantto the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonmentofthe application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom ofInformation Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Departmentof Justice to determine whether
disclosure of these records is required by the Freedomof Information Act.
Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Memberwith respect to the subject matter of the
record.
A recordin this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuantto
the Atomic Energy Act (42 U.S.C. 218(c}).
Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services,or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of recordsfor this
purpose, and anyother relevant (/.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuais.
A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuantto 36 U.S.C. 151. Further, a record may be disclosed, subjectto the limitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandonedor in which the proceedings were terminated and which applicationis
referenced by either a published application, an application open to public inspection or an
issued patent.
Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency,if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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PTOIAIA/O1 (06-12)
Approvedfor use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection ofinformation unless it displays a valid OMB control number.

DECLARATION(37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET(37 CFR 1.76)

 

  
  

  

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION Title of
Invention 
  As the below namedinventor, | hereby declare that: 

This declaration saeati
ig directedto: (ml The attached application, or

  
 
  
  
 
  

[| United States application or PCTinternational application number
filed on .

The above-identified application was made or authorizedto be made by me.

 | believe that {am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement madein this declaration is punishable under 18 U.S.C. 1001
byfine or imprisonment of not more than five (5) years, or both.

 WARNING:

Petitioner/applicantis cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes)is never required by the USPTO
to support a petition or an application. if this type of personalinformation is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personalinformation from the documents before submitting them to theUSPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (uniess a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance ofa
patent. Furthermore, the record from an abandoned application mayalso be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposesare not retained in the application file and therefore are not publicly available.

  

  
  
    
  

 
  
 
  
   

 

  

LEGAL NAME OF INVENTOR

Date (Optional):

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIAV01 form for each additional inventor.

    
This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The Information is required to obtain or retaln a benefit by the public which Is tofile (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collectionis estimated to take 1 minute tocomplete, Including gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending uponthe individual case. Anycomments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, calt 1-800-PTO-9199 end select aption 2,
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuantto the requirements ofthe Act, please be advised that: (1) the generalauthority for the
collection of this information is 35 U.S.C. 2(b){2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patentapplication or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 562a). Records from
this system of records may bedisclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidenceto a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the courseof settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Memberof
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Memberwith respect to the subject matter of the
record.

4, Arecordin this system of records may be disclosed, as a routine use, to a contractorof the
Agency having needfor the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuantto 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal
agencyfor purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be madein accordancewith the GSA regulations governing inspection of records for this
purpose, and any other relevant (ie., GSA or Commerce) directive. Such disclosure shail not
be used to make determinations aboutindividuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuantto 36 U.S.C. 151. Further, a record may be disclosed, subjectto the limitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandonedorin which the proceedings were terminated and which applicationis
referenced by either a published application, an application opento public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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UNITED StaTreS PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and ‘Trademark Office
Address: COMMTSSIONER, FOR PATENTSP.C. Box 1450

Alexandria, Virgnia 22313-1450Wwww.uspto.gov
APPLICATION FILINGor GRP AR’

NUMBER 371 (¢) DATE UNI FIL FEE REC'D ATTY.DOCKET.NO [TOT CLAIMS§IND CLAIMS

 
 

15/957,945 04/20/2018 2447 1235 ITOLA-005-US4 CONFIRMATION NO. 7917
131926 FILING RECEIPT

Posmay) WOE0,000A
Ramat-Gan, 5217102
ISRAEL

Date Mailed: 05/14/2018

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application mustinclude the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Pleaseverify the accuracy of the data presented onthis receipt. If an error is noted onthis Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy ofthis Filing Receipt with the
changesnotedthereon.If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processesthe reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Derry Shribman, Tel Aviv, ISRAEL;
Ofer Vilenski, Moshav Hadar Am, ISRAEL;

Applicant(s)
HOLA NEWCO LTD., Netanya, ISRAEL;

Powerof Attorney: The patent practitioners associated with Customer Number 131926

Domestic Priority data as claimed by applicant
This application is a CON of 14/025,109 09/12/2013
whichis a DIV of 12/836,059 07/14/2010 PAT 8560604
which claims benefit of 61/249,624 10/08/2009

Foreign Applications for which priority is claimed (You may beeligible to benefit from the Patent Prosecution
Highway program at the USPTO.Please see http:/Awww.uspto.gov for more information.) - None.
Foreign application information must be provided in an Application Data Sheetin order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 05/14/2018

page 1 of 3
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The country code and numberof your priority application, to be usedforfiling abroad under the Paris Convention,
is US 15/957,945

Projected Publication Date: 08/23/2018

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Preliminary Class

709

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughoutthe territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-membercountry. The PCT process simplifies thefiling
of patent applications on the same invention in member countries, but does notresult in a grant of "an international
patent" and doesnoteliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordancewithits particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidanceasto the status of applicant's license for foreignfiling.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesforfiling foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199,orit
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Avww.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help "toolkits" giving innovators guidance on howto protectintellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184,if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED"followed by a date appears on this form. Such licenses are issuedin all applications where
the conditions for issuance of a license have been met, regardless of whetheror not a license may be required as
set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicatedis the effective date of the license, unless an earlier license of similar scope has been granted under
37 GFR 5.13 or 5.14.

This licenseis to be retained by the licensee and may be used at any time onorafter the effective date thereof unless
itis revoked. This license is automatically transferred to any related applications(s)filed under 37 CFR 1.53(d). This
license is not retroactive.

The grantof a license does not in any waylessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselvesof current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Departmentof
Treasury (81 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted atthis time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOESNOTappearonthis form. Applicant maystill petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from thefiling date of the application. If 6 months has lapsed
from thefiling date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreignfile the application pursuant to 37 CFR 5.15(b).

 

SelectUSA

The United States represents the largest, most dynamic marketplacein the world and is an unparalleled location for
businessinvestment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsmanfor existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic developmentorganizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products,deliver services, and grow your business, visit http:/Awww.SelectUSA.govorcall
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 15/957,945

APPLICATION AS FILED - PART| OTHER THAN

(Column 1) (Column 2 SMALL ENTITY OR SMALL ENTITYi]

BASIC FEE

SEARCH FEE
(37 CFR 1.16(k), (i), or (m)) N/A N/A NA
EXAMINATION FEE
(37 CFR 1.16(9), (p), or (q)} N/A N/A
TOTAL CLAIMS
(37 CFR 1.16(i))
INDEPENDENT CLAIMS
(37 CFR 1.16(h))

If the specification and drawings exceed 100
APPLICATION SIZE_|sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional
(37 CFR 1.16(s)) 50 sheetsorfraction thereof. See 35 U.S.C.

41(a)(1)(G) and 37 CFR 1.16(s).

MULTIPLE DEPENDENT GLAIM PRESENT(37 CFR 1.16(j))

* |f the difference in column 1 is less than zero, enter "0" in column 2.

APPLICATION AS AMENDED- PARTII

OTHER THAN

(Column 1) (Column 2) (Column 3) SMALL ENTITY SMALL ENTITY
CLAIMS HIGHEST

REMAINING NUMBER ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY FEE($) FEE($)AMENDMENT PAID FOR

fo|
Independent Minus(37 CFR 1.16(h))

Application Size Fee (37 GFR 1.16(s))
AMENDMENTA

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()))

TOTAL TOTAL
ADD'L FEE ADD'L FEE

(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST

REMAINING NUMBER ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY FEE($) FEE($)AMENDMENT PAID FOR

Total * Minus *
(37 CFR 1.16(i))
Independent Minus

(37 CFR 1,16(h))
Application Size Fee (37 CFR 1.16(s})

AMENDMENTB
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()))

TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
* If the "Highest Number Previously Paid For" IN THIS SPACEis less than 20, enter "20".

*™* Ifthe "Highest Number Previously Paid For” IN THIS SPACEis less than 3, enter "3".
The "Highest NumberPreviously Paid For" (Total or Independent)is the highest found in the appropriate box in column 1.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ATTY.'S DOCKET: HOLA-005-US4

     In re Application of: Confirmation No. 7917

Derry SHRIBMAN Art Unit:

 Apeln. No.: 15/957,945 Examiner: 
 Filed: April 20, 2018 Washington, D.C.

 
   
 

  For: SYSTEM PROVIDING FASTER

AND MORE EFFICIENT DATA

COMMUNICATION ) May 29, 2018

    
 
 

  
 

PRELIMINARY AMENDMENT:

 
onorable Commissioner for Patents

U.S. Patent and Trademark Office

Randolph Building, Mail Stop Amendments

401 Dulany Street
Alexandria, VA 22314

    
 

Sir:

Amendments to the drawings begin on page 2 of this

paper.
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Appln. No. 15/957,945
Filed April 20, 2018

Amendments to the drawings

Submitted herewith is Figure 7 wherein the line quality has

been improved.

No new matter was added.

 Respectfully submitted,

  
By / Yehuda Binder /

Yehuda Binder

Registration No. 73,612 
Tel: +972-54-4444577

Fax: +972-9-7442619

e-mail: yehuda@maypatents.com
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Electronic AcknowledgementReceipt

a

seems

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman

Customer Number: 131926

Yehuda Binder

Filer Authorized By:

Attorney Docket Number: HOLA-005-US4

Receipt Date: 29-MAY-2018

Filing Date: 20-APR-2018

Time Stamp: 11:50:11

 
Application Type: Utility under 35 USC 111{a) 

Paymentinformation:

Submitted with Payment

Document Document Description File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

103501

Preliminary Amendment Preliminary-Amendment.pdf 71490ad4004d8dU27b35 2e038USI3b9ac7 al
O0fea 
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Information:

Drawings-only black and white line. Corrected_FIG7.pdf
drawings bS6d80d6e2a6ebcd36986a1 5a5372c0/ 969

3e6a7

Warnings: 

The pagesize in the PDFis too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
ImageFile Wrapper and mayaffect subsequent processing

Information:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownon this
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptance of the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO asa Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andof the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov 
 APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

15/957,945 04/20/2018 Derry Shribman HOT.A-005-US4 TAT

MayPatents Ltd. c/o Dorit Shem-Tov
P.O.B 7230

Ramat-Gan, 5217102

2459

05/30/2018 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOT.-90A (Rev. 04/07)
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Application No. Applicant(s)

. . 15/957 ,945 Shribmanetal.
Decision Granting Request for
Prioritized Examination (Track i) Examiner Art Unit AIA (First Inventor

JoAnne Burke OPET to File) Status
No

THE REQUESTFILED 20 April 2018 IS GRANTED.

The above-identified application has met the requirementsfor prioritized examination
A. for an original nonprovisional application (Track |).
B. CJ for an application undergoing continued examination (RCE).

The above-identified application will undergo prioritized examination. The application will be
accorded special status throughoutits entire course of prosecution until ane of the following occurs:

A. filing a petition for extension of time to extend the time periodforfiling a reply;

B. filing an amendmen mend th lication ntain more than four in
claims, more than thirty total claims , or a multiple dependent claim;

filing a request for continued examination;

filing a notice of appeal;

filing a request for suspension of action;

mailing of a notice of allowance;

mailing of a final Office action;

completion of examination as defined in 37 CFR 41.102; or

abandonmentof the application.

Telephone inquiries with regard to this decision should be directed to JoAnne Burkeat (571)272-4584. In

his/her absence, calls may be directed to Petition Help Desk at (571) 272-3282.

/JOANNE L BURKE/

Paralegal Specialist, OPET

 
U.S. Patent and Trademark Office

PTO-2298 (Rev. 02-2012)
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UNITED STATES PATENT AND TRADEMARK OFFICE TINITED STATES DEPARTMENT OF COMMERCE
United States Patent and 'lrademarkOffice
Address: COMMTSSIONER, FOR PATENTSP.C. Box 1450

Alexandria, Virgnia 22313-1450Wwww.uspto.gov
 

  APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO/TTILE

15/957,945 04/20/2018 Derry Shribman HOLA-005-US4
CONFIRMATION NO.7917

131926 PUBLICATION NOTICE

May Patents Ltd. c/o Dorit Shem-Tov

P.0.B 7230 AMTE
Ramat-Gan, 5217102 POOO TON TIOSLS
ISRAEL

Title:SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Publication No.US-2018-0241851-A1
Publication Date:08/23/2018

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http:/Awww.uspto.gov/pattt/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon paymentof the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reachedby telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and TrademarkOffice,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and
the dates of receipt of correspondencefiled in the Office, may also be accessedvia the Internet through
the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. Thedirectlink to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov 
 APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

15/957,945 04/20/2018 Derry Shribman HOT.A-005-US4 TAT

MayPatents Ltd. c/o Dorit Shem-Tov
P.O.B 7230 NGUYEN, MINH CHAU

Ramat-Gan, 5217102

2459

09/05/2018 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOT.-90A (Rev. 04/07)
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Application No. Applicant(s)
15/957 ,945 Shribmanet al.

Office Action Summary Examiner Art Unit AIA Status
MINH CHAU N NGUYEN 2459 No

-- The MAILING DATEofthis communication appears on the cover sheet with the correspondence adaress --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLYIS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensionsof time may be available under the provisions of 37 CFR 1.136(a}. In no event, however, may a reply be timely filed
after SIX (6} MONTHSfrom the mailing date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended periodfor reply will, by statute, cause the application to become ABANDONED (35 U.S.C.§ 133).

Anyreply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)() Responsive to communication(s) filed on 20 April 2018.
CA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/verefiled on .

2a)C) This action is FINAL. 2b)w)This action is non-final.

3)0) An election was madebythe applicant in responseto a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.

4) Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordancewith the practice under Eyparte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*

5) Claim(s) 1-29 is/are pendingin the application.

5a) Of the above claim(s) ___ is/are withdrawn from consideration.

() Claim(s)_ is/are allowed.

Claim(s) 1-29 is/are rejected.

6 )

)

8) ( Claim(s)__ is/are objectedto.

) () Claim(s)___ are subject to restriction and/or election requirement
* |f any claims have been determined allowable, you may beeligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see

http://www. uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
  

Application Papers

10)() The specification is objected to by the Examiner.

11)(| The drawing(s)filed on See Continuation Sheet is/are: a)(¥) accepted or b)(] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

Priority under 35 U.S.C. § 119
12)0) Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:

a)All b)L) Some** c)LJ Noneof the:

1.) Certified copies of the priority documents have been received.

2..) Certified copies of the priority documents have been received in Application No.

3.2.) Copiesof the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

*™ See the attached detailed Office actionforalist of the certified copies not received.

Attachment(s)

1) Notice of References Cited (PTO-892) 3) [[] Interview Summary (PTO-413)
Paper No(s)/Mail Date

2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) (0) Other:
Paper No(s)/Mail Date 04/20/2018.U.S. Patent and Trademark Office

PTOL-326 (Rev. 11-13} Office Action Summary Part of Paper No./Mail Date 20180821
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Notice of Pre-AIA or AIA Status

The present application is being examined under the pre-ATAfirst to invent provisions.

BETARLED ACTION

This action i responsive to the application 13/957,.945 filed on April 20, 2018. Clabms I-

29 are pending.

Claim Rejections - 35 USC § 101

35 U.S.C. 101 reads as follows:

Whoeverinvents or discovers any newand useful process, machine, manufacture, or composition of

matter, or any newand useful improvement thereof, may obtain a patent therefor, subject to the
conditions and requirements of this title.

Claims 1-29 are rejected under 35 U.S.C. 101 because the claimed invention is not

directed to statutory subject matter.

The framework for determining whether a claim invention is directed to patent cligible

subject matter under 35 U.S.C. §101 stands as:

Step1: Determining whether the claims are directed to one of thefourpatent-eligible

subject matter categories (process, machine, manufacture, or composition ofmatter).

Claims 1-27 recite a method comprising steps. Accordingly, claims 1-26 are directed to a

process.

Claim 28 recites an article of manufacture comprising a non-transitory computer

readable medium containing computer instructions that when executed by a computer processor

to cause the processor to perform the method. Accordingly, claim 28 is directed to an article of

manufacture.
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Claim 29 recites an apparatus comprising elements of a system which including non-

transitory computer readable medium and computer processor. Accordingly, claim 29 is directed

to a machine.

Step 2A: Determining whether the claims whole embrace a judicially recognized

exception: laws ofnature, naturalphenomena, or abstract idea.

Claim 1 is directed to “receivingfrom second serverthefirst contentidentifier; sending

to the first server over the internet, a request thal comprisesthe first content identifier;

receiving, the first contentfromthe first server in response to the sending of the first content

identifier; and sending, the first content by thefirst client device to the second server’, which

recites an abstract idea.

These steps describe the abstract idea which similar to the concept of remotely accessing

and retrieving uscr specified information that have been identificd as abstract by the courts in

Int. Vent. V. Erie Indemnity ‘002 patent.

Step 2B: Do the claim elements, individually or in combination, amountto significantly

more than the exception?

The claims do not include additional elements that are sufficient to amount to

significantly more than the abstract idea because the additional computer elements, e.g. “first and

second servers comprises a web server; andfirst and second client devices”recited in claim 1,

which are recited at a high level of generality, provide conventional computer functions that do

not add meaningful limits to practicing the abstract idea. There is no indication that the

combination of elements improves the funclionmg of a computer or improves any other
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technology. Their collective functions merely provide conventional computer implementation.

Merely adding a generic computer, generic computer components, or a programmed computer to

perform generic computer functions does not automatically overcome aneligibility rejection.

For the reasons above, claims 2-29 are rejected under 35 U.S.C. 101 as bemg directed to

non-statutory subject matter. The dependent claims add steps to storing, receiving and sending to

selected client device m a list of potential clients, which provided by the server, return the

request content. The claims do not include additional elements, alone or in combination, that are

sufficient to amount to significantly more than the abstractidea.

Claim Rejections - 35 USC § 103

The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the basis forall

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forthin section 102, if the differences between the subject matter sought to be patented and thepriorart
are suchthat the subject matter as a whole would have been obviousat the time the invention was made
toa person having ordinary skill in the art to which said subject matter pertains. Patentability shall not
be negalived by the manner in which the invention was made.

The factual inquiries set forth n Grahamy. John Deere Co., 383 U.S. 1, 148 USPQ 459

(1966), that are applied for establishing a background for determining obviousness under pre-

AIA 35 U.S.C. 103(a) are summarized as follows:

1. Determining the scope and contents of the prior art.
2. Ascertaining the differences betweenthe prior art and the claims atissue.
3. Resolving the level of ordinary skill in the pertinent art.
4, Considering objective evidence present in the application indicating obviousness or

nonobvious ness.

Claims 1-29 is/are rejected under pre-AIA 35 U.S.C. 103(a) as being unpatentable over

Fang etla. (US 2006/0212542) hereinafter “Fang” and in view of Zaid et la. (US 2011/0035503)

hereinafter “Zaid”.
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(lain 7

Fang tcaches a method for use with a fist chent device. for use with a first server that

comprises a web server that is a Hypertext Transfer Protocol GYPTP) server that responds ta

HTTP requests, the first server stores a firat content identified by a first content identifier, and for

usc wilh a second server (Pang, fieures 2-4), the method bythe first chent device comprising:

receiving, from the second server, the first content identifier [Le. the client detects the

download event associated with a URL fle from sever 332] (Fang, 0037-0038);

senting, to the first server over the Imernet, a Hypertext Transfer Protocol (HTTP)

request that comprises the first content identifier [Le. mdexing server 331 receives a

requesi/query includes LIRL of a requested content from 2 peer chent] Gane, 0026, 0037-0038)

receiving, the first content from the second server over the Internet in response to the

sending ofthe first content identifier [ie. the client receives the content file by retrieving from

the file server 332] (Fang, 0038).

Fangfails to teach receiving, the first content from the first server; and sending, the first

comtent by the first clent device to the second server fie. central server]. in response to the

receiving of the first content identifier.

However, in an analogous art, Zaid teaches receiving, the first content from the first

server [i.c. publishing server] and sending, the first content by the first client device to the

second server, i response tu the receiving of the first content identifier (Zaid, G150-G152, O1S59-

O66},
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Therefore, it would have been obvious to one having ordinary skill in the art at the time

the invention was made to incorporate the features of receiving, the first content from the first

server; and sending, the first content by thefirst client device to the second server, in response to

the receiving of the frst content identifier, as disclosed by Zaid, into the teachings of Fang. One

would be motivated to do so in order to provide an improvement for an

information/communicalion exchange system via a network.

Claim 2

Fang in combination with Zaid teach the method according to clan 1, further

comprising storing, by the first client device in response to the recerving fromthe first server, the

first content (Zaid, OUSG-O182, D159-G166), and wherein the sending, of the HTTP request is m

response ta the recemving of the first content dentifier (Fang, Q026. 0062).

Clatm 3

Fang in combination with Zaid teach the method according to claim 2. further

comprising:

receiving, from a second client device, the first content identifier (Fang, Q0038. G080-

0086}; and
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serding, the stored first content by the fret client device to the second chent device, in

response ica the receiving of the first contert identifier frorn the second chent device (Pang, QO80-

ODBG}.

Claim 4

Fang in combination with Zaid teach the meihod according to clairn 1, wherom the first

or second servera Transonssion Control Protocol / Internct Protocol (TCP/IP) serverthat

communicates over the Internet based on, or accordmg ta, usme TCPAP prolocel or comection,

and wherein the first cient device is a Transmission Control Protocol / internet Protocol

(TCP/IP) client that communicates respectively with the first or second server over the

Internet based on, or according to, TCP/IP protecal or connection (Fang, 0024).

(lain &

Fang in combination with Zaid teach the methodaccording to clawn 1, wherein the first

chent device communicates over the Internet based on, ar according ta, ane out ofDP, DNS,

TCP, PYP, POPS, SMTP, or SQL standards (Fang, G024, 0026).

Clahm 6
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Fang in combination with Zaid teach the method according to claim |, wherein the first

content coraprises web-page, audin, or video content, wherein the first content wdentifter

comprises a Uniform Resource Locator GURL), and wherein the method further comprising

executing, by the frst cient device, a web browser apphcalion or an email application (Fang,

OOL7, 233).

Claim7

Fang in combination with Zaid teach the method according to clawn 1, for use with a

third server that comprises a web server that is Hypertext Transfer Protacol CHTTP} server, the

turd serverresponds to HTTP requests and stores a second content «entified by a second

content wWentifier, the method by the first chert device further comprising:

identiiying. an HPTP request for the second corlent (Pane, U087-0088);

sending, to the second server over the Internet in response to the Wentifying, the second

content dontifier anda criterion (Fang, 0026, 0037-0039); and

receiving, aver the Internet in response to the sending, from a second client device

selected from a plurality of chent devices according to the criterion, a part of, or a whole of, the

second content (Fang, OO37-0028).
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Fang in combination with Zaid teach the method according to clakn 7, further

comprising execnimg, by the first chent device, a web brewser application or an errail

application, and wherein the mentifvine comprises intercepting, by a driver in the first client

device, the request for the second content respectively fromthe web browser application or the
aN

email application GFang, 0034-0037),

Claim %

Fang in combination with Zaid teach the method according to clarn 7, wherom the

criterion is stared in the first client device, and the method further comprising selecting, bythe

first client device, the second chent device from the pluralty of chent devices, according to the

stored ertierion (Fang, 0038, 0060, 0081-O084).

lain 13

Fang in combination with Zaid teach the methodaccording to clarn 9, wheremthe

criterion is based an, or comprises, the geopraphical incation of the pluraliey of cent devices, or

a response time when commnumicating with the firat cHent device (Pang, 0004, 0029).

Clatm if
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Fang in combination with Zaid teach the method according to claim 9, wherein the

second chent device is the quickest to respond to queries from the first chent device (Pang, (158,

ODB4}.

Claim 12

Fang in combination with Zaid teach the method according to clan 9, Purther

comprising sending, by the first chent device, a notification message to a device from:the
XM

Dluralty of chent devices that was not selected as part of the sclecting Gang, 0U24, 0U5Z).

(Claim 13

Fang in combination with Zaid teach the method according to clan 1, forther

comprising periodically communicate between the second server and the first chent device

iPang, 0029}.

Claim 14

Fang in combination with Zaid teach the method according to claim 13, wherein the

periodically communicating comprises cxchangme ‘keep alive’ messages Chang, 0028, OO7S-

OOTR,
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Clahn 78

Fang in combination with Zaid teach the methaccording to claim f. farther

comprising establishing, by the first clent device, a Transimission Control Protocol (TCP)

commection with the second server asing TCP/TP protocol (Fang, 0024).

Clabm 24

Fang in combination with Zaid teach the method according toe claim |. whercin the first

chent device ws identified by a Meda Access Control (MAC) address or a hostname, and wherein

the method further cormprising sending, by the first client device, during. as part of, or in

response fo, a start-up of the first chent device, a first message to the secondserver. and wherem

the first messages comprises the first IP address, the MAC address, or the hostname (Pang, Q025-

DO26, 0037).

Claim 17

Fang in combination with Zaid teach the method sccordme te claim 16, for ase with a

first application stored im the first chent device and assccisted with a first version number,

wherem the firsi messuve comprises Che Grst version number (Zaki, 0058, 0126-0145).
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Claim 1S

Fang in combination with Zaid teach the method according to clarn 17, for use with a

second apphcoation thatis a version of the first application, is stored im the second server, and is

associated with a second version munber, wherein the method farther comprising receiving, by

the frst chent device from the secondserver. mm response to the first message, a second message

Ay

that comprises the second version number (aid, 0088, 0126-01333.

Clabn 19

Fang in combination with Zaid teach the method according to claim [8, wherem the

method further comprising downloading over the Internet, by the frst chent device fren the

second server, in response to the first message. the second appkcation from the second server,

and instaling the second apphcation im the frsi chent device asa replacement for the first

application (Zaid, 0021, 0058, 0084-0085, 0126-01331.

Claim 20

Fang in combination with Zaid teach the method according to clan i, wherein the first

or second server a Transmission Control Protocol / Internet Protocol (TCPAP) server, wherem

the first cHent device communicates over the Internet with the first or second server based on, or

accerding to, using TCP/IP protocol or commection (ang, 0024).
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Clatm 2t

Fang in combination with Zaid teach the methaccording to claim f. farther

comprising determining, by the first client device, that the received first content, is valid (Fang,

Q065-0066}.

Clann 22

Fang in combination with Zaid teach the method according te claim 22, wherein the

determining is based on the received HTTP header according to, or based on, TATE RIC 2616

(Pang, OO71}.

Claim 23

Fang in combination with Zaid teach the snethod according te claim 22, further

COMPrRing |

sending, a message over the Internet in response to the determining that the received first

content, is not valid; and recetwing, over the Internet mm response to the sending of the message,

from the second server or from a second clent device selected from apiurality of chent devices,

the first content (Pang, 0065-00606).
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Clahn 24

Fang in combination with Zaid teach the methaccording to claim f. farther

comprising storing, operating, or using, aclient operating system (Fang, OU4G, 0048-0080).

Claim 25

Fang in combination with Zaid teach the method according to clarn L, wherom the

steps are sequentially executed (Zaid, 0021),

Clatm 26

Fang in combination with Zaid teach the method according to claim 1, for use with a

soffware application thatincludes compier instrictions that, when executed by a commuter

processor, Cause the processorto perform the sending of the Hypertext Transfer Protocal

(HTTP) request, the receiving and storing of the first content, the receiving of the first content

identifier, and the sending of the part of. or the whole of. the stored first content (Pang, D026,

D062), the method is further preceded by:

downloadmg, by the first clent devire fromthe Internet, the sofware application (Zaid.

OO85, G126-0131, 0142-0147, O19¢) and
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installng, by the first client device, the downloaded soltware applicahon aid, O021,

0084-GOS85).

(lat 27

Fang in combination with Zaid teach the method according to claim 26, wherein the

safiware application is dowrlouded from the second server (Zaid, G085, G126-U131, G142-0147,

OL09}.

Claim 28 is corresponding claim of claan 1. Therefore, ¢ is resected under the same rationale.

Cahn 29 is corresponding clanof claim 1. Therefore, it is rejected under the same rationale.

Correspondence Information

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to MINH CHAU N NGUYENwhosetelephone numberis

(571)272-4242. The examiner cannormally be reached on M-F 8am-4pm.

Examiner interviews are available via telephone, in-person, and video conferencing using

a USPTO supplied web-based collaboration tool. To schedule an interview, applicantis

encouraged to use the USPTO Automated Interview Request (AIR)at

http://www.uspto.gov/interviewpractice.

Ex. 1002 - Page 132



Ex. 1002 - Page 133

Application/Control Number: 15/957,945 Page 16
Art Unit: 2459

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, JEFFREY NICKERSONcan be reached on (571)270-3631. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obitamed [rom the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status mformation for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http//pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO CustomerService Representative or access to the automated

information system, call 800-786-9199 (INUSA OR CANADA)or 571-272-1000.

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459
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EAST Search History

EAST Search History (Prior Art)

its ‘Search Query

‘1(("20060212584") or ("7865585")).PN

yservers with (communicat$4 session$1
receiv$4 transmit$4 provid$4 send$4)

with ((list$4 group$4) near clients)

4S2 and @ad< "20091008"

4("20080008089").PN

Is3 and (server$1 near3 (receiv$4
‘iquerS4 transmit$4 inquir$4 send$4) with!
u(urlp ((content$1 page$1 document$1) i
inear (identifier$1 address$2))) with i
i((other$1 second$4 anotherdifferen$4) |
ynear1 (client$1 peer$1))) i

4S3 and (server$1 with (receiv$4 quer$4 |
itransmit$4 inquir$4 send$4) with (url$1 |
#((content$1 page$1 document$1) near |
i(identifier$1 address$2))) with ((otherS1 }
second$4 another differen$4) near1 i
u(client$1 peer$1)}))

i(servers and (peers clients)) same
u((content$1 document$1 page$1) near3 |
(deliver$4 quer$4 inquir$4 retriev$4 i

search$4)})

H canonnnnnnennnns awe[or @ Bove/os/o4
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 1S8 and (server$1 with (receiv$4 quer$4_ |US-PGPUB;
itransmit$4 inquir$4 send$4) with (url$1_ 4USPAT;
u((content$1 page$1 document$1) near #USOCR;
u(identifier$ 1 address$2))) with ((other$1 #FPRS; EPO;
¥second$4 another differen$4) near1 i
i(client$1 peer$1 node$1 terminal$1)))

 
 
  

 
 

S9 and @ad< "20091008"

4S8 and (server$1 with (receiv$4 quer$4 |
itransmit$4 inquir$4 send$4) with (url$1
‘icantent$1 page$i dacument$1) with —
i((other$1 second$4 anotherdifferen$4) ;
inear1 (client$1 peer$1 node$1
iterminal$1)))

 

 
 

iS and (server$1 with (receiv$4 quer$4
itransmits4 inquir$4 send$4) with (url$1 |
‘content$1 page$1 document$1) with |
4((other$1 second$4 another differen$4)
‘inear{ (client$1 peer$1 nade$1
ijterminal$1)))

 
 
 

  
 
 
 

 
  

 
 
 

 
 
 
 
 
 

 
  
 

 
  

FPRS; EPO;
iJPO;
DERWENT:

 
 

1S4 and (server$1 with (receiv$4 quer$4
‘itransmit$4 inquir$4 send$4) with (url$1 {
‘icontent$1 page$1 document$1) with
u((other$1 second$4 another differen$4)
inear1 (client$1 peer$1 node$1
iterminal$1)))

 
 
 

 
 

 
 

  
  

 

JFPRS; EPO;
JPO;
DERWENT;
{IBM_TDB

uSt and (server$1 with (receiv$4 quer$4 S-PGPUB; 2018/08/04!
‘itransmit$4 inquir$4 send$4) with (url$1 JUSPAT; 123:26
icontent$1 page$1 document$1) with HUSOCR;
u(client$1 peer$1 node$1 terminal$1))|FPRS; EPO;
; i JPO;

 
 

 
 
 

 
 
 
 

   

 

  454 and (server$1 with (receiv$4 quer$4
itransmitS4 inquir$4 send$4) with (url$1
‘icontent$1 pageS1 document$1) with |
u(client$1 peer$1 node$1 terminal$1))

 

(server$1 with (receiv$4 quer$4 i
itransmit$4 inquir$4 send$4) with (url$1
‘icontent$1 page$1 document$1) with |
i((other$1 second$4 anotherdifferen$4) ;
inear1 (client$1 peer$1 node$1 i
‘terminal$1)))
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298 4S16 and @ad< "20091008"

4517 and (server$1 with (list$1 near3
i(node$1 peer$1 terminal$i device$1)
iinear3 client$1))

("2006021 2584") or
4("20030097408")).PN

4519 and (live online geographic$6

inear$4 close$3 location$1 add$1
adding)

S19 and (live online geographic$6

inear$4 close$3 location$1 add$1 adding.
iselect$4)

("2006021 2584") or
("20030097408") ).PN

4S22 and(live online geographic$6
‘inear$4 close$3 location$1)

%S22 and(live online status$2
‘igeographic$6 near$4 close$3 location$1
vadd$1 adding select$4) i

4522 and (remov$4 delet$4 drop$4
ireleas$4)

 
file:///C/Users/mnguyen2/Documents/e-Red%20Folder/15957945/EASTSearchHistory.15957945_AccessibleVersion.htm[9/4/2018 1:09:37 PM]

Ex. 1002 - Page 139



Ex. 1002 - Page 140

EASTSearch History

‘UPO:

DERWENT;

S22 and(live online status$2 period$6
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FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
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Privacy Act Statement
 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open ta public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ATTY.'S DOCKET: HOLA-005-US4

     In re Application of: Confirmation No. 7917

Derry Shribman et al. Art Unit: 2459

 Apeln. No.: 15/957,945 Examiner: Nguyen, Minh Chau   
Filed: April 20, 2018 Washington, D.C.

For: System providing faster
and more efficient

data communication ) October 18, 2018

 
  
 

RESPONSE / AMENDMENT:

 
onorable Commissioner for Patents

U.S. Patent and Trademark Office

Randolph Building, Mail Stop Amendments

401 Dulany Street
Alexandria, VA 22314

    
 

Sir:

 
    In response to the Office Action of September 5,

 

2018 (“Action”):

Remarks/Arguments begin on page 2 of this paper.
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REMARKS / ARGUMENTS

The examiner’s action dated September 5, 2018

 (“Action”) has been received and its contents carefully noted.

 
  Office Action, pages 2-4
  

Claims 1-29 are rejected under 35 U.S.C. 101 because

the claimed invention lacks patentable utility.

Response.

a. Claim 1 is considered abstract since it describes “abstract

idea which similar to the concept of remotely accessing and

retrieving user specified information”. The Action is based on

  over generalization of the abstract idea and oversimplification

 of the recited claim functions and is untethered from the

  actual language of the claims. The Examiner has provided no
 

 facts and/or evidence to support the Examiner's determination 
that the recited structure and mechanism is an abstract idea.  
It is noted that Alice framework cautions that "describing the

Claims at such a high level of abstraction and untethered from

the language of the claims all but ensures that the exceptions

toS 101 swallow the rule." Enfish, LLC v. Microsoft Corp., 822

F.3d 1327, 1337 (Fed. Cir. 2016).

 In particular, claim 1] also recites sending a

 received content to a server, which cannot be part of “the

concept of remotely accessing and retrieving user specified

 information”. Hence, the Action fails to consider the claims as

a whole, while it is noted that the claims should be analyzed
Ww

in their entirety to ascertain whether their character as a 
whole is directed to excluded subject matter.” (Emphasis added)

Internet Patents Corp., 7190 F.3d at 1346. Further, the

 
 

   
information exchanged over the network relates to routing or
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handling OTHIUT]  R information, which is similar to the case of
 

 
Enfish, 822 F.3d at 1336, 118 USPQ2d at 1689, where claims to 
 

self-referential table for a computer database were not

      
 

 directed to an abstract idea. It is noted that the claims here

 
are even less abstract since the steps involves not only a   single generic computer, but few types of devices (servers /

 
clients) communicating over a network.

 b. The rejection is based on the case of “Int. Vent. V. Erie

 Indemnity ‘002 patent”. Tt is noted that this case

(Intellectual Ventures I LLC v. Erie Indemnity Co., 850 F.3d

1315, 1327 (Fed. Cir. 2017)) involved organizing and accessing

records through the creation of an index-searchable database

 (L.e., locating information in a database). Claim 1 is not

involved in any database in general, and any organizing and 
accessing records in particular, hence this case is not 
analogous to the claims herein. Specifically, the claim

 

 discloses a server receiving information from another server

 via a client device, which is unique and solves a specific 
  
 

problem such as anonymity when fetching information. 
  Hence, in light of the specification’s description of

the problem and the inventors’ solution, the claimed invention, 
 as described in paragraphs 0004-0012 of the corresponding

 
 

publication 2018/0241851, solves a problem ° Internet

 
  

  

    congestion, faster and more efficient content transport by
   improving the operation of peer-to-peer networking arrangement

using a management server, in contrast to ‘creating and using

 

 
an index’, which is the heart of the invention - “the heart of

the claimed invention lies in creating and using an index to

search for and retrieve data .. an abstract concept” [Cf.

Tntellectual Ventures T v. Erie Indemnity Company, 850 F.3d,

1315, 1328 (Fed. Cir. 2017)].
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Appln. No.

Reply to of

    
 15/957, 945

fice action of September 5,

 

 

2018

  
Hence, Similar to the PTAB decision in appeal 2017-011163 dated

May 9, 2018, the Examiner’s interpretation of the claims as

being directed to an abstract idea of creating an index and

using that index to search for and retrieve data is an

oversimplification of the claims, as the claims do not even  
 

mention the creation of

searching and retrieving data,

words ‘index’ or

c. As admitted

 
networking of

connected via various networks

relationships,

      

 

 

 

 

an index or the use of

which are physical apparatuses,

 
such an index or 

not do the claim mention the

 

‘search’.

in the Action, the claims involve specific

physical elements such as servers and clients,

 forming a specific structure and

and are NOY a

 

 
 

  
 

 

‘generic computer’ as stated in the Action. Under Bilski’s MoT

test, a claimed process can be patent-eligible under § 101 if

(1) it is tied to a particular machine or apparatus; or

(2 the process transforms a particular article into a

different state or thing.” (See Bilski, 545 F.3d at 954 (citing

Gottschalk v. Benson, 409 U.S. 63, 70 (1972)).

d. The Action states that the arrangement claimed provides

‘conventional computer functions’, ‘conventional computer

implementation’, ‘generic computer, generic computer

components, or a programmed computer’. However, the Examiner 
  does not suf
 

oO

the claim' 
ct at 2355.

conventional and nongeneric arrangemen

pieces," even

related component

LLC, 827 F.3d 1341,

Lf

 CS.

the recited elements also

these

 

1350

Bascom Global

 fails to

into a patent-eligible appl

pieces

(Fed. Cir.
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lication.'

"[A]n inventive concept can be  
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constitut Ce
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2016).

 
 

Alice, 134 S.

 found in the non-

known, conventional

generic computer-—

v. AT&T Mobility

the Specifically,
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 claimed components as a combination perform functions that are

not merely generic - It is respectfully submitted that the    conventional arrangement involves fetching data by a client

 device from a server device, while the claims disclose a server  receiving information from another server via a client device, 
 which is unique and solves a specific problem such as anonymity

  when fetching information.
 

 e. It is noted that “For computer-implemented inventions like

the claimed invention, the question in the second step is

whether the computer implementation of the abstract idea

 

involves "more than performance of ‘well-understood, routine,

fana] conventional activities previously known to the

industry.'"” Content Extraction & Transmission LLC v. Wells

Fargo Bank. It is noted that "Whether something is well-
   

understood, routine, and conventional to a skilled artisan at

 the time of the patent is a factual determination." Berkheimer

v. HP Inc., 881 F.3d 1360, 1369 (Fed. Cir. 2018), and the

 Action provides no factual evidence regarding to “well-  
understood, routine, and conventional”, as required by USPTO

memorandum dated April 19, 2018, entitled: “Changes in

Examination Procedure Pertaining to Subject Matter Eligibility,

Recent Subject Matter Eligibility Decision (Berkheimer v. HP,

Inc.)”.

f. It is respectfully submitted that in a decision of Appeal    
 

2017-010768 dated May 4, 2018 (from application 14/288,506),

 claims were similarly found to be patent eligible being

“directed to a technical improvement in the communication

 between computers”. Similarly, in a decision of Appeal 2017-  —007566 dated May 17, 2018 (from application 14/268,145), claims   were similarly Found to be patent eligible since they
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‘facilitates the cooperation of “muitiple different kind of

computers.”’, and using intermediate computers.

g. It is further noted that software is not automatically an

  abstract idea, even if performance of a software task involves
   

an underlying mathematical calculation or relationship. See, 
e.g., Thales Visionix, Inc. v. United States, 850 F.3d 1343, 

121 USPQ2d 1898, 1902 (“That a mathematical equation is

required to complete the claimed method and system does not

 doom the claims to abstraction.”, and also in MPEP §2106.04 (a)

Abstract Ideas [R-08.2017]. Further, although the claims recite 

 
‘servers and devices’ the individual steps of the method are

  NOT BEING capable of being performed by a person, either

mentally or with paper and pencil, which renders the method not   abstract. [See CyberSource Corp. v. Retail Decisions, Inc., 654

F.3d 1366, 1372 (Fed. Cir. 2011)].
 

 h. On page 6 of the Action, the Action admits that the claims
“

provides: an improvement for an information/communication

 exchange system in a network” (Emphasis added). Hence, the

Action itself admits to various improvements in various

technologies and fields, and to solve a problem unique to the

Internet and computer technology and, thus, amounts to

Significantly more than an abstract idea. This is similar to

DDR Holdings, LLC v. Hotels.com, L.P., 773 F.3d 1245, 1257-59,

113 USPQ2d 1097, 1106-07 (Fed. Cir. 2014), the claims are

  

admitted by the Office to be directed to a “solution [that] is  
 

necessary rooted in computer technology in order to overcome a

problem specifically arising in the realm of computer

networks”.
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Office Action, pages 5-15

Claims 1-29 are rejected under 35 U.S.C. 103 as being 

    

unpatentable over Fang et al. (US 2006/0212542 - hereinafter

“Fang”), in view of Zaid et al. (US 2011/0035503 - hereinafter

“Zaid”).

General.
 

The Action is unclear at least since it is unclear from the

 
rejection what elements of Fang (and also Zaid) are equated to    
the claim recited elements. For example, it is not clear if the

claimed HTTP server is equated to server 332 or server 331 in

   Figure 3 of the Fang reference. It is noted that “A rejection

must be set forth in sufficiently articulate and informative

manner as to meet the notice requirement of § 132, such as by

identifying where or how each limitation of the rejected claims

 is met by the prior art references.” In re Jung, 637 F.3d 1356,

1363 (Fed. Cir. 2011); see also 37 C.F.R. § 1.104(c) (2) (“When

a reference is complex or shows or describes inventions other

than that claimed by the applicant, the particular part relied

on must be designated as nearly as practicable. The pertinence

of each reference, if not apparent, must be clearly explained

 and each rejected claim specified.”); Gechter v. Davidson 116

F.3d 1454, 1460 (Fed. Cir. 1997) (PTO must create a record that

includes “specific fact findings for each contested limitation

and satisfactory explanations for such findings.”).

 Non-analogous references.
 

 
 The Applicant submits that th cited references ar    directed towards respectively different fields and purposes,

 

 and are based on respectively different structures, and thus
 

 
are not analogous to one another and cannot logically be

combined. The Action does not explain, as required by the
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 rules, what is the reasoning behind the combining of the  
 

references, and why thes references ar analogous to each

other. If the Action is based on the reference being in the

same field, it is hereby requested that the definition of the

field of both the cited references will be included in the next

Action. If the Action is based on the reference being pertinent

to the same problem, it is hereby requested that the definition

of the problem will be included in the next Action.

Unclear combination. 

The Action merely state that the missing limitation

of the recited claim may be added to the Fang reference. It is

 
 

  
not clear HOW this limitation is added to the Fang described 
system.

   
 
Improper rationale for combining the references

The rationale for combining the Fang and Zaid

 references is stated as: “.. to provide an improvement for an 
information/communication exchange system via a network.”. It

 is noted that this rationale is conclusory and is detached from

  the specific references, and is not according to MPEP 2143
 

 
teaching that: “Any rationale employed must provide a Jlink

between the factual findings and the legal conclusion of

 obviousness.” (Emphasis added). It is not clear WHY adding the 
missing limitation provide ANY improvement to the Fang system,

 and WHAT is the improvement obtained. The rules further require 
an explicit motivation to combine because "the 'improvement' is

technology independent and the combination of references

results in a product or process that is more desirable, for

example because it is stronger, cheaper, cleaner, faster,

lighter, smaller, more durable, or more efficient." DyStar
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Textilfarben GmbH & Co. Deutsch/and KG v. CH Patrick Co., 464 
 

 
F.3d 1356, 1367 (Fed. Cir. 2006).

 
Regarding claim 1.

 a. Limitation not taught by the Fang reference.
 

  Claim 1 recites the limitation of “receiving, from

the second server, the first content identifier”. The rejection

is based on paragraphs 0037-0038 that teach (according to the

  
  

rejection) - *.. the client detects the download event

associated with a URL file from server 332”. It is respectfully

noted that while the content may be associated with a server,

 the detecting a download event is performed in and by the

 client itself and is not related to any server in general, and 
  in particular does not teach any receiving any information from
 

 any server. Further, paragraph 0037 itself discloses that a

download event starts with a ‘click’, hence initiated locally  A
  by a user and NOT initiated by any EXTERNAL event.
 

 
 b. Limitation not taught by the Fang reference.
  

 
Claim 1 recites the limitation of “sending, to the

first server over the Internet, a Hypertext Transfer Protocol

(HTTP) request that comprises the first content identifier”. 

The rejection is based on paragraphs 0026 and 0037-0038 that
MW

teach (according to the rejection) - . indexing server 331   
 receives a request/query includes URL of a requested content

  from a peer list”. It is noted that paragraphs 0026 and 0037

 are silent regarding any sending of any request to any server. 
It seems from the Action that the claimed ‘first

  server’ is equated to the ‘indexing server 331’ of Fang.   
 However, the first server is explicitly claimed as the server 

that stores the first content, while the ‘indexing server 331’
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 in the Fang reference clearly ONLY stores reference to content

 locations, but does not include any content itself as recited
 

in the claim.

c. Mistake in claim interpretation

 Claim 1 recites the limitation of “receiving, the

first content from the first server over the Internet in

response to the sending of the first content identifier”

(Emphasis added). The rejection by mistake quote “receiving,

the first content from the second server over the Internet” 
 (Emphasis added). It is noted that the claimed ‘first server’

is equated in the second limitation to the ‘indexing server  
 

331’ and NOT to the file server 332 as stated in the rejection

 of this limitation.

Further, the claim explicitly recites that the   receiving of the first content “from the first server over the

Internet in response to the sending of the first content

  identifier” (Emphasis added). The Action and the Fang reference

are silent regarding any such action in response to the sending   of the first content identifier.
 

Regarding claim 2.

 a. Claim 2 defines, inter alia, the limitation of “storing, by

the first client device in response to the receiving from the

first server, the first content”. The rejection is based on

paragraphs 0150-0152 and 0159-0166 of the Zaid reference.   
However, the Action and these cited paragraphs are silent   regarding any storing of any content in general, and the

recited “storing, by the first client device in response to the

receiving from the first server, the first content” in

particular.
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 b. The rejection provides no rationale for modifying the Fang   
 

reference, serving as the primary reference, to include the

 recited limitation. The rationale for combining with the Zaid  
  reference in claim 1 rejection involved different limitation
 

that is not relevant to the recited Limitation in this claim.

 
Regarding claims 6 and 8. 

Claim 6 (and 8) recites, inter alia, the limitation

 of: “executing, by the first client device, a web browser

application or an email application”. The rejection only states   paragraphs 0017 and 0033 of the Fang reference. However, the

Fang reference in general, and the cited paragraphs in    
particular, are silent regarding any content-handling software 
application in general, and the executing “a web browser  
application or an email application” as recited in the claim in

particular.

Regarding claim 7.

Claim 7 recites, inter alia, using a criterion sent 
  from the client device, and using the criterion for selecting a 
client device - “.. sending, to the second server over the

Internet in response to the identifying, the second content

identifier and a criterion; and receiving, over the Internet in

response to the sending, from a second client device selected

from a plurality of client devices according to the criterion,

a part of, or a whole of, the second content” (Emphasis added).

The Fang reference in general, and the cited paragraphs 0026

  
and 0037-0038 in particular, are silent regarding any criterion

 in general, and any criterion for selecting client device in

particular. To the contrary, the Fang reference only teaches 
selecting a peer device by a human user (.. by performing a  

  mouse click” in paragraph 0037), henc ffectively teaches away
 

- 11 -
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from any automatic selecting using a criterion as recited in

the claim. 
Regarding claim 10. “

Claim 10 recites that the criterion is based on,

or comprises, the geographical location of the plurality of

client devices, or a response time when communicating with the

 first client device”. The Fang reference in general, and the

cited paragraphs 0004 and 0029 in particular, are silent  regarding any criterion in general, and any criterion for
  

 
selecting client device in particular, and furthermore any

geographic related or time related criterion. To the contrary,

 the Fang reference only teaches selecting a peer device by a

human user (“.. by performing a mouse click” in paragraph 0037),

  hence effectively teaches away from any automatic selecting

using a criterion as recited in the claim. 
Regarding claim 11. Claim 11 recites that ™“.. the second client

device is the quickest to respond to queries from the first

 client device”. The Fang reference in general, and the cited

paragraphs 0038 and 0084 in particular, are silent regarding

any criterion in general, and any criterion for selecting

 

  
client device in particular, and furthermore selecting any

quickest device. To the contrary, the Fang reference only

teaches selecting a peer device by a human user (“000 BY

performing a mouse click” in paragraph 0037), hence effectively
 

 
 

 teaches away from any automatic selecting using a criterion as

recited in the claim.  
Regarding claim 12.
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n“
 Claim 12 recites the step of sending, by the

first client device, a notification message to a device from

the piurality of ciient devices that was not selected as part

 of the selecting”. The Fang reference in general, and the cited

paragraphs 0029 and 0052 in particular, are silent regarding

any communication with a non-selected peer in general, and 
sending any message thereto in particular.

Regarding claims 13-14.

 Claim 13 recites the step of ™.. periodically

communicating between the second server and the first client

 device.”. The Fang reference in general, and the cited

paragraph 0029 in particular, are silent regarding any periodic

communication in general, and regarding “periodically

communicating between the second server and the first client

device” in particular. Further, the Fang reference is silent

regarding any ‘keep alive’ messages as recited in claim 14.

Regarding claim 15. cOoN
Claim 15 recites the step of establishing, by

the first client device, a Transmission Control Protocol (TCP)

connection with the second server using TCP/IP protocol”

  (Emphasis added). While the Fang reference mantions in passing

 using TCP/IP protocol, the Fang reference in general, and the

cited paragraph 0024 in particular, are silent regarding any    
establishing of a persistent connection in general, and TCP

connection in particular.

 
Regarding claim 17.

 The rejection of claim 17 is based on the Zaid

  reference. However, claim 17 depends from claim 16 that was

  rejected based on specific passages in the Fang reference, and

- 13 -
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the cited paragraphs in the Zaid reference are not relevant to 

  

 

the cited Fang reference. Further, the rejection provides no

rationale for modifying the Fang reference, serving as the

primary reference, to include the recited limitation. The
   

rationale for combining with the Zaid reference stated in claim 

  
 1 rejection involved different limitation that is not relevant
 

to the recited limitation in this claim. Further, while the
    

Zaid reference may disclose versions of software, it is silent   
regarding including any version related information in any

message as recited in the claim.
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The absence of a reply to a specific rejection,

issue, or comment, does not signify agreement with that

rejection, issue, or comment. In addition, because the

arguments made above may not be exhaustive, there may be

reasons for patentability of any or all pending claims that

have not been expressed.

Nothing in this reply should be understood as

conceding any issue with regard to any claim, except as

specifically stated in this reply, and the amendment of any

claims does not necessarily signify concession of

unpatentability to the claim before its amendment.

 
 

 
   
 

 
 
 

  
 

In view of the foregoing, it is requested that all of

the rejections be reconsidered and withdrawn and that the

claims be considered allowable.

If the above arguments should not now place the

application in the condition for allowance, the examiner is 
 

invited to call undersigned

issues.

counsel to resolve any remaining

 Respectfully submitted,

 By /Yehuda Binder/
Yehuda Binder

Registration No.

 

73,612

Tel: +972-54-4444577

Fax: +972-9-7442619

e-mail: yehuda@maypatents.com
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is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom ofInformation Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be cisclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance fram the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having needfor
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records managementpractices and programs,underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and anyotherrelevant(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations aboutindividuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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FIG. 1

device transmits the content thus requested to the relay-
ing device, or, in a case where a device transmitted the
request messageis a content playing device for playing
the content thus requested, the contentdistributing de-
vice transmits, to the content playing device, an instruc-
tion to acquire the content from a relaying device which
has transmitted before the content thus requested.
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Description

Technical Field

[0001] The present invention relates to a content dis-
tribution service in which a serverdistributes content to

the client in response to arequestfrom a client for playing
the content.

Background Art

[0002] Therehas been conventionally and widely used
techniques for providing content, such as moving imag-
es, via communication networks. Examples of the tech-
niques encompassa video on demand (VOD)service in
which a requestis transmitted from a client which plays
content and, in response to the request, the content is
distributed to the client from a server which managesthe
content. In the content distribution services such as the

VOD, contentis provided to clients by means of a stream-
ing method, a download method, or a progressive down-
load method.

[0003] The following Patent Literature 1 discloses an
example where a contentdistribution service is provided
by meansof the progressive download method. The Pat-
ent Literature 1 discloses a content distribution service

system in which a request for contentis transmitted to a
serverfrom a client with use of HTTP and the client plays
the content in response to the request.

Citation List

Patent Literature

[0004]

Patent Literature 1: Japanese Patent Application
Publication, Tokukai, No. 2005-110244 A(Publica-
tion Date: April 21, 2005)

Summaryof Invention

Technical Problem

[0005] Whatever method (the streaming method, the
download method,or the progressive download method)
is used, it is necessary to continuously transfer a great
amountof data to a client from a server in a case where

a contentdistribution service is provided, specifically,dif-
ferent kinds of content are distributed to a plurality of
clients. When the numberof clients increases and a load

of a network, which is used to transmit the data from the
server, and a load of the server exceedtheir limits, the
data transfer is, for example, delayed. This decreases
quality of the contentdistribution service.
[0006] The present invention has been madein view
of the aforementioned problem, and an object of the
present invention is to achieve (A) a contentdistributing
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device, (B) a content playing device, (C) a content dis-
tributing system, (D) a method for controlling the content
distributing device, (E) a controlling program, and (F) a
recording medium, each of which, reduces, in a content
distributing system in which contentis distributed to a
client from a server, reduces an increase in load of the
server and a network andfor data transmission from the
server.

Solution to Problem

[0007] In order to achieve aforementioned object, a
content distributing device for transmitting, in response
to a request, a content to a source which is a sender of
the request, in accordance with the present invention,
includes: determining meansfor determining whetherthe
source is (A) a relaying device for receiving the content
thus requested and possessing and transferring the con-
tent to a content playing device or (B) the content playing
device for playing the content thus requested; content
transmitting means for transmitting, in response to the
request, the content thus requested to the relaying device
in a case where the determining means determines that
the source is a relaying device; content-storage-location
information generating means for generating content-
storage-location information by associating (A) the con-
tent transmitted by the content transmitting means with
(B) an address of the relaying device, which is a cesti-
nation to which the content is to be transmitted, or an

address of the content playing device, to which the con-
tent is to be transferred from the relaying device; and
content-acquiring-location instructing means for trans-
mitting, in response to the request, an instruction to the
content playing device which is the source in a case
wherethe determining means determinesthat the source
is a content playing device, which instruction is to acquire
the contentfrom (i) a relaying device indicated by an ad-
dress that the content-storage-location information as-
sociates with the content thus requested or(ii) a content
playing device indicated by an addressthat the content-
storage-location information associates with the content
thus requested.
[0008] In order to achieve aforementioned object, a
method for controlling content distributing device for
transmitting, in response to a request, a content to a
source which is a senderof the request, the method in
accordance with the present invention includes: a deter-
mining step of determining whether the sourceis (A) a
relaying device for receiving the content thus requested
and possessing and transferring the content to a content
playing device or (B) the content playing device for play-
ing the content thus requested; a content transmitting
step of transmitting, in response to the request, the con-
tent thus requested to the relaying device in a case where
itis determined that, in the determining step, the source
is a relaying device; a content-storage-location informa-
tion generating step of generating content-storage-loca-
tion information by associating (A) the content transmit-
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ted in the content transmitting step with (B) an address
of the relaying device, which is a destination to which the
content is to be transmitted, or an address of the content

playing device, to which the contentis to be transferred
from the relaying device; and a content-acquiring-loca-
tion instructing step of transmitting, in response to the
request, an instruction to the content playing device
whichis the source in a case whereit is determined that,

in the content-storage-location information generating
step, the sourceis the content playing device, which in-
struction is to acquire the content from (i) a relaying de-
vice indicated by an address associated, in the content-
storage-location information, with the content thus re-
quested or (ii) a content playing device indicated by an
address associated, in the content-storage-location in-
formation, with the content thus requested.
[0009] According to the arrangement, upon receipt of
the request from the relaying device, the content trans-
mitting means transmits the content thus requested to
the relaying device which is the source, and the con-
tent-storage-location information generating means gen-
erates the content-storage-location information by asso-
ciating (A) the content transmitted from the content trans-
mitting means with (B) the addressofthe relaying device,
whichis the destination of the content, or the address of
the content playing device, to which the contentis trans-
ferred from the relaying device. Further, upon receipt of
the request from the content playing device, the content-
acquiring-location instructing means transmits, to the
content playing device whichis the source, the instruction
to acquire the content from (1) the relaying device indi-
cated by an address associated, in the content-storage-
location information, with the content thus requested or
(II) the content playing device indicated by an address
associated, in the content-storage-location information,
with the content thus requested. Here, the relaying device
and the content playing device possess the content thus
acquired, and the content-storage-location information
is information indicating which relaying device or content
playing device possesses a content.
[0010] That is, the content distributing device associ-
ates (A) a content which has been transmitted before
with (B) a relaying device or a content playing device
which possessesthe content, and, upon receipt of a re-
quest from a certain content playing device, the content
distributing device does not directly transmit the content
to the content playing device which is the source, but
transmits, to the content playing device which is the
source, an instruction to acquire the content from a re-
laying device or a content playing device which possess-
es the content thus requested. The content playing de-
vice, which is the source, acquires the content thus re-
quested from a designated relaying device or a desig-
nated content playing device. Therefore, if the designat-
ed relaying device or the designated content playing de-
vice possesses the content, it is possible to complete
transmission and reception of the content with use of only
(A) the content playing device which is the source and
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(B) the designated relaying device or the designated con-
tent playing device. That is, the content playing device,
which is the source, can acquire content, without carrying
out a process for transmitting the content.
[0011] This makesit possible to reduce (A) a load ofa
network, which is used to transmit data from the content

distributing device, and (B) a load of the contentdistrib-
uting device. Among processescarried out by the content
distributing device, the relaying device, and the content
playing device, a process for transmitting and receiving
the content is a process which applies the heaviest load,
and the process applies the heaviestload of the network
among the contentdistributing device, the relaying de-
vice, and the content playing device. However, evenif,
for example, the number of content playing devices is
increased and the numberof requeststo the contentdis-
tributing devices is therefore increased, it is possible to
reduce (A) an increase in load of the network whichis
used to transmit data from the content distributing device
and (B) an increase in load of the content distributing
device. Therefore, a large numberof content playing de-
vices can acquire contents, without increasing through-
put of the content distributing device or capacity of the
network.

Advantageous Effects of Invention

[0012] As described above, a content distributing de-
vice for transmitting, in response to a request, a content
to a source which is a senderof the request, in accord-
ance with the present invention, includes: determining
meansfor determining whether the sourceis (A) a relay-
ing device for receiving the content thus requested and
possessing and transferring the content to acontentplay-
ing device or (B) the content playing device for playing
the content thus requested; content transmitting means
for transmitting, in response to the request, the content
thus requested to the relaying device in a case where
the determining means determines that the source is a
relaying device; content-storage-location information
generating means for generating content-storage-loca-
tion information by associating (A) the content transmit-
ted by the content transmitting means with (B) an address
of the relaying device, which is a destination to which the
contentis to be transmitted, or an address of the content

playing device, to which the content is to be transferred
from the relaying device; and content-acquiring-location
instructing means for transmitting, in response to the re-
quest, an instruction to the content playing device which
is the source in a case where the determining means
determines that the source is a content playing device,
whichinstruction is to acquire the content from (i) a re-
laying device indicated by an address that the content-
storage-location information associates with the content
thus requested or(ii) a content playing device indicated
by an addressthat the content-storage-location informa-
tion associates with the content thus requested.
[0013] Amethod for controlling contentdistributing de-
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vice for transmitting, in response to a request, a content
to a source which is a senderof the request, the method
in accordance with the present invention includes: a de-
termining step of determining whether the source is (A)
arelaying device for receiving the content thus requested
and possessing and transferring the content to a content
playing device or (B) the content playing device for play-
ing the content thus requested; a content transmitting
step of transmitting, in response to the request, the con-
tent thus requested to the relaying device in a case where
it is determined that, in the determining step, the source
is a relaying device; a content-storage-location informa-
tion generating step of generating content-storage-loca-
tion information by associating (A) the content transmit-
ted in the content transmitting step with (B) an address
of the relaying device, whichis a destination to which the
contentis to be transmitted, or an address of the content
playing device, to which the contentis to be transferred
from the relaying device; and a content-acquiring-loca-
tion instructing step of transmitting, in response to the
request, an instruction to the content playing device
whichis the source in a case whereit is determined that,

in the content-storage-location information generating
step, the source is the content playing device, which in-
struction is to acquire the content from (i) a relaying de-
vice indicated by an address associated, in the content-
storage-location information, with the content thus re-
quested or (ii) a content playing device indicated by an
address associated, in the content-storage-location in-
formation, with the content thus requested.
[0014] This makes it possible to reduce (A) a load of
the network, which is used to transmit data from the con-

tent distributing device and (B) a load of the content dis-
tributing device.
[0015] Additional objects, features, and strengths of
the presentinvention will be made clear by the description
below. Further, the advantages of the present invention
will be evident from the following explanation in reference
to the drawings.

Brief Description of Drawings

[0016]

Fig. 1
Fig. 1 is a view illustrating Embodiment 1 of the
present invention, and illustrates a schematic con-
figuration of a content distributing system in accord-
ance with Embodiment 1 and main configurations of
devices constituting the content distributing system.
Fig. 2
Fig. 2 is a view showing an exemplary transmission
log stored in a transmission log storage section in-
cluded in the contentdistributing system.
Fig. 3
Fig. 3 is a view illustrating exemplary content-stor-
age-location information stored in a content-stor-
age-location information storage section included in
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the contentdistributing system.
Fig. 4
Fig. 4 is a flowchart showing an exemplary process
whichis carried out by a serverconstituting the con-
tent distributing system.
Fig. 5
Fig. 5 is a flowchart showing an exemplary process
which is carried out by a proxy constituting the con-
tent distributing system.
Fig. 6
Fig. 6 is a flowchart showing an exemplary process
whichis carried out by a client constituting the con-
tent distributing system.
Fig. 7
Fig. 7 is a viewillustrating an exemplary operation
sequenceof a content distributing system in Exam-
ple of Embodiment 1.
Fig. 8
Fig. 8 is a viewillustrating exemplary HTTP messag-
es which are transmitted/received as a request or a
response.(a), (c), and (d) of Fig. 8 show HTTP mes-
sages of respective requestsillustrated in Fig. 7, and
(b), (e), and (f) of Fig. 8 show HTTP messages of
respective responsesillustrated in Fig. 7.
Fig. 9
Fig. 9 is a viewillustrating exemplary HTTP messag-
es which are transmitted/received as a request ora
response.(a), (c), and (d) of Fig. 9 show HTTP mes-
sages of respective requestsillustrated in Fig. 7, and
(b), (e), and (f) of Fig. 9 show HTTP messages of
respective responsesillustrated in Fig. 7.
Fig. 10
Fig. 10 is a viewillustrating exemplary HTTP mes-
sages which are transmitted/received as a request
or aresponse.(a), (c), and (d) of Fig. 10 show HTTP
messagesof respective requests illustrated in Fig.
7, and (b), (e), and (f) of Fig. 10 show HTTP mes-
sages of respective responsesillustrated in Fig. 7.
Fig. 11
Fig. 11 is a view illustrating Embodiment 2 of the
present invention, and illustrates a schematic con-
figuration of a content distributing system in accord-
ance with Embodiment 2 and main configurations of
devices constituting the content distributing system.
Fig. 12
Fig. 12 is a view showing an exemplary transmission
log stored in a transmission log storage section in-
cludedin the contentdistributing system.
Fig. 13
Fig. 13 is a viewillustrating exemplary content-stor-
age-location information stored in a content-stor-
age-location information storage section included in
the content distributing system.
Fig. 14
Fig. 14 is a flowchart showing an exemplary process
which is carried out by a server constituting the con-
tent distributing system.
Fig. 15

Ex. 1002 - Page 194



Ex. 1002 - Page 195

7 EP 2 597 869 A1 8

Fig. 15is a flowchart showing an exemplary process
which is carried out by a client which serves as a
content playing device and constitutes the content
distributing system.
Fig. 16
Fig. 16 is a flowchart showing an exemplary process
which is carried out by a client which serves as a
relaying device and constitutes the content distrib-
uting system.
Fig. 17
Fig. 17 is a view illustrating an exemplary operation
sequence of a content distributing system in Exam-
ple of Embodiment2.
Fig. 18
Fig. 18 is a viewillustrating example HTTP messag-
es which are transmitted/received as a request or a
response. (a), (c), and (d) of Fig. 18 show HTTP mes-
sages of respective requests illustrated in Fig. 17,
and (b), (e), and (f) of Fig. 18 show HTTP messages
of respective responsesillustrated in Fig. 17.
Fig. 19
Fig. 19 is a view illustrating example HTTP messag-
es which are transmitted/received as a request or a
response. (a), (c), and (d) of Fig. 19 show HTTP mes-
sages of respective requests illustrated in Fig. 17,
and (b), (e), and (f) of Fig. 19 show HTTP messages
of respective responsesillustrated in Fig. 17.
Fig. 20
Fig. 20 is a view illustrating Embodiment 3 of the
present invention, and illustrates a schematic con-
figuration of a content distributing system in accord-
ance with Embodiment 3 and main configurations of
devices constituting the content distributing system.
Fig. 21
Fig. 21 is a format of content dealt by the content
distributing system.
Fig. 22
Fig. 22 is a flowchart showing an exemplary process
whichis carried out by a server constituting the con-
tent distributing system.
Fig. 23
Fig. 23 is a flowchart showing an exemplary process
which is carried out by a client which serves as a
content playing device and constitutes the content
distributing system.
Fig. 24
Fig. 24 is a view illustrating an exemplary operation
sequence of a contentdistributing system in Exam-
ple of Embodiment3.
Fig. 25
Fig. 25 is a view showing an exemplarytransmission
log stored in a transmission log storage section in-
cluded in the content distributing system.
Fig. 26
Fig. 26 is a view illustrating exemplary content-stor-
age-location information stored in a content-stor-
age-location information storage section includedin
the contentdistributing system.
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Fig. 27
Fig. 27 is a view illustrating exemplary HTTP mes-
sages which are transmitted/received as a request
or aresponse.(a), (c), and (d) of Fig. 27 show HTTP
messages of respective requests illustrated in Fig.
24, and (b), (e), and (f) of Fig. 27 show HTTP mes-
sages of respective responsesillustrated in Fig. 24.
Fig. 28
Fig. 28 is a view illustrating exemplary HTTP mes-
sages which are transmitted/received as a request
or a response. (a) and (b) of Fig. 28 show HTTP
messages of respective requests illustrated in Fig.
24, and (c) and (d) of Fig. 28 show HTTP messages
of respective responsesillustrated in Fig. 24.
Fig. 29
Fig. 29 is a view illustrating Embodiment 4 of the
present invention, and illustrates a schematic con-
figuration of a content distributing system in accord-
ance with Embodiment4 and main configurations of
devices constituting the content distributing system.
Fig. 30
Fig. 30 is a viewillustrating exemplary content-stor-
age-location information stored in a content-stor-
age-location information storage section included in
the contentdistributing system.
Fig. 31
Fig. 31 is a flowchart showing an exemplary process
whichis carried out by a serverconstituting the con-
tent distributing system.
Fig. 32
Fig. 32 is a flowchart showing an exemplary process
which is carried out by a client which serves as a
content playing device and constitutes the content
distributing system.
Fig. 33
Fig. 33 is a view illustrating an exemplary operation
sequence of a contentdistributing system in Exam-
ple of Embodiment4.
Fig. 34
Fig. 34 is a viewillustrating an exemplary HTTP mes-
sage which is transmitted and received as a re-
sponse.

Fig. 35
Fig. 35 is a view illustrating exemplary MPD data
which is meta data of content dealt by a contentdis-
tributing system in accordance with Embodiment 5
of the presentinvention.
Fig. 36
Fig. 36 is a view illustrating exemplary MPD data
whichis dealt by the content distributing system.
Fig. 37
Fig. 37 is a view illustrating an exemplary external
resource which is dealt by the content distributing
system.
Fig. 38
Fig. 38 is a viewillustrating exemplary MPD data and
an example external resource which are dealt by the
contentdistributing system.
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Fig. 39
Fig. 39 is a flowchart showing an exemplary process
whichis carried out by a serverconstituting the con-
tent distributing system.
Fig. 40
Fig. 40 is a flowchart showing an exemplary process
which is carried out by a client which serves as a
content playing device and constitutes the content
distributing system.
Fig. 41
Fig. 41 is a viewillustrating an exemplary operation
sequence of a content distributing system in Exam-
ple of Embodiment5.

Description of Embodiments

<Embodiment 1>

[0017] The description will discuss Embodiment 1 of
the present invention with reference to Fig. 1 to Fig. 10.
First, an outline of a contentdistributing system 1 of Em-
bodiment 1 will be described with reference to Fig. 1.

[Cutline of content distributing system 1]

[0018] Fig. 1 illustrates a schematic configuration of
the content distributing system 1 in accordance with Em-
bodiment 1 and main configurations of devices constitut-
ing the contentdistributing system 1. Asillustrated in Fig.
1, the content distributing system 1 includes a server
(contentdistributing device) 2, proxies (relaying devices,
content acquiring devices) 3a and 3b, and clients (con-
tent playing devices, content acquiring devices) 4a and
4b. The contentdistributing system 1 also includes: a
content storage section 5 connected to the server 2; and
cache storage sections 6a and 6b connectedto the re-
spective proxies 3a and 3b.
[0019] Asillustrated in Fig. 1, the server2, the proxies
3a and 3b, and the client 4a and 4b are connected to one
another via a network 7. Note that the network 7 is not

particularly limited, provided that the aforementioned de-
vices can be communicated with one another. Accord-

ingly, the network 7 may be a wired communication net-
work or a wireless communication network.

[0020] Note that, in the following description, the prox-
ies 3a and 3b will be called generally as a proxy 3; the
cache storage sections 6a and 6b, a cache storage sec-
tion 6; and the client 4a and 4b, a client 4.

[0021] Further, the present invention is not limited to
the exampleillustrated in Fig. 1, in which the content
distributing system 1 includes two proxies 3 and twocli-
ents 4. The contentdistributing system 1 may include
one proxyor three or more proxies, and may include three
or more clients 4. Thatis, the content distributing system
1 only needsto include at least one proxy 3 and a plurality
of clients 4.

[0022] In Embodiment 1, a content distributed by the
server 2 is assumed to be a video content for a VOD
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service, and a format of the content is assumed to be a
MP4file format. Further, a transfer protocol on the net-
work 7 in the content distributing system 1 is assumed
to use the HTTP, whichis widely used as a generalfile
transferring protocol. Note that, in Embodiment 1, the
content distributed by the server 2 and the transfer pro-
tocol on the network7 in the contentdistributing system
1 are not limited to this configuration.

[Server2]

[0023] The server 2 is a content distributing device
which receives a request message (request) to request
to transmit a content from the proxy 3 and the client 4
(content acquiring device) and transmits a response
message(response) inresponseto the request message
thus received. As described above, the server 2 is con-
nected to the content storage section 5 which stores con-
tents such as moving images, and managesthe contents
stored in the content storage section 5. Note that the
content storage section 5 may be provided inside the
server2.

[0024] Note that the server 2 may simultaneously dis-
tribute the same content to an unspecified number of
devices, maydistribute a content to a single device, or
may simultaneously distribute the same content to a pre-
determined numberof devices.

[0025] Asillustrated in Fig. 1, the server 2 includes: a
server controlling section 14 for collectively controlling
operations of the server 2; a server communication sec-
tion 11 which is provided so that the server 2 can com-
municate to an external device; a transmission log stor-
age section 12 in which a response transmitted by the
server 2 is stored; and a content-storage-location infor-
mation storage section 13 for storing content-storage-
location information (details will be described below). The
server controlling section 14 includes: a response exe-
cuting section (determining means, content transmitting
means, content-acquiring-location instructing means,
transmission record creating means) 15; a relaying de-
vice specifying section (content-acquiring-location in-
structing means, distance calculating means) 16; anda
content-storagelocation information generating section
(content-storage-location information generating
means) 17.
[0026] The response executing section 15 receives,
via the server communication section 11, arequest mes-
sage to request to transmit a content, and then the re-
sponse executing section 15 transmits, to a device (proxy
3 or client 4) which is the senderof the request message,
aresponse message inresponseto the request message
thus received.

[0027] Specifically, the response executing section 15
is ready to receive the request message to request to
transmit the content, and, upon receiving, via the server
communication section 11, the request message to re-
quest to transmit the content, the response executing
section 15 checks a headerof the request message in
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order to determine whether or not the request message
thus received is transmitted via the proxy 3. For example,
it may be so configured that in a case of receiving a re-
quest message which includes a "Via" header, the re-
sponse executing section 15 determinesthat the request
message thus received has been transmitted by the
proxy 3 in response to a request message of the client
4, whereas, in a case of receiving a request message
which does not include the "Via" header, the response
executing section 15 may determine that the request
message thus received has been transmitted directly
from the client 4.

[0028] Uponreceipt of the request message to request
the content directly from the client 4, the response exe-
cuting section 15 transmits, to the relaying device spec-
ifying section 16, an instruction to specify addressinfor-
mation (e.g., URI of proxy 3 etc.) of the proxy 3 which
(possibly) possesses the content that the client 4 re-
quests. Then, the response executing section 15 re-
ceives, from the relaying device specifying section 16,
the address information of the proxy 3 which possesses
the content that the client 4 requests. After that, in re-
sponse to the request message from the client 4, the
response executing section 15 transmits, to the client 4,
aninstruction (i.¢e., a response message) to acquire such
a requested content based on the address information
specified by the relaying device specifying section 16.
For example, by giving, to "Location field", with use of a
"305 USE Proxy" serving as the response message,the
address information specified by the relaying device
specifying section 16, the response executing section 15
transmits, to the client 4, an instruction to transmit, to the

proxy 3 which (possibly) possesses the contentthat the
client 4 requests, the request message of the content.
[0029] When receiving, from the proxy 3, the request
messageto request the content, the response executing
section 15 determines whetheror not the request mes-
sage thus received is a conditional request such as
"If-Modified-Since". In a case where the request mes-
sage thus received is not a conditional request, the re-
sponse executing section 15 reads out a requested con-
tent from the content storage section 5 and transmits
such a read-out contentto the proxy 3 in responseto the
request messageof the proxy 3.
[0030] Meanwhile, in a case where the request mes-
sage thus received is a conditional request, the response
executing section 15 then determines whetheror not data
held by the proxy 3 is latest. To put it another way, the
response executing section 15 determines whether or
not the data of the content held by the proxy 3 and data
of the samecontent stored in the content storage section
5 are identical to each other.

[0031] In acase where the data of the content held by
the proxy 3 is not latest, the response executing section
15 reads out a requested content from the content stor-
age section 5, and, in responseto the request message
transmitted from the proxy 3, transmits the content thus
read out to the proxy 3. Meanwhile, in a case where the
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data of the content held by the proxy 3 is latest, the re-
sponse executing section 15 transmits, to the proxy3,in
response to the request message transmitted from the
proxy 3, aresponse messagethat the data of the content
held by the proxy 3 is latest. The response executing
section 15 transmits, to the proxy 3, for example, "304
NOT modified" serving as the response message that
the data of the content held by the proxy3is latest.
[0032] Further, the response executing section 15 cre-
ates a transmission log (response transmission record)
based on the response messagethus sent, and causes
the transmission log storage section 12 to store the trans-
mission log thus created. The transmission log created
by the response executing section 15 will be described
later in detail.

[0033] As for the content to be transmitted from the
response executing section 15 to the proxy 3, for exam-
ple, "Cache-Control: must-revalidate" or "Cache-Control:
proxy-revalidate" may be added to a headerof the con-
tent. Accordingly, when the proxy 3 which receives the
content uses,i.e., transmits the content held by the cache
storage section 6 in response to another request, it is
possible to confirm the server 2 before the transmission
of the content from the proxy 3, as to whetheror not the
contentis the latest version.

[0034] In response to an instruction of the response
executing section 15, the relaying device specifying sec-
tion 16 specifies which proxy 3 (possibly) possesses the
content that the client 4 requests.
[0035] Specifically, the relaying device specifying sec-
tion 16 reads out content-storage-location information
from the content-storage-location information storage
section 13 in responseto the instruction of the response
executing section 15. With reference to the content-stor-
age-location information thus read out, the relaying de-
vice specifying section 16 specifies, as address informa-
tion of a device from which the content is acquired, the
addressinformation (e.g., URI) of the proxy 3 associated
with the content that the client 4 requests. The relaying
device specifying section 16 transmits the address infor-
mation thus specified to the response executing section
15.

[0036] Inacase where the content-storage-location in-
formation for the content that the client 4 requests is not
stored in the content-storage-location information stor-
age section 13, the relaying device specifying section 16
may specify, as address information of a device from
which the content is acquired, predetermined (default)
address information of the content that the client 4 re-

quests. Alternatively, in a case where the content-stor-
age-location information storage section 13 does not
store the content-storage-location information for the
content that the client 4 requests, the relaying device
specifying section 16 mayselect, at random, from proxies
3 connected to the server 2 via the network 7, address
information of a device from which the content is ac-

quired.
[0037] Inacase where the content-storage-locationin-

Ex. 1002 - Page 197



Ex. 1002 - Page 198

13 EP 2 597 869 A1 14

formation storage section 13 contains a plurality of pieces
of content-storage-location information containing a plu-
rality of pieces of address information of proxies 3 asso-
ciated with the content requested bythe client 4, the re-
laying device specifying section 16 mayspecify a plurality
of pieces of address information as address information
of a device from which the content is acquired, and may
make a content-storage-location list containing the plu-
rality of pieces of address information thus specified. Al-
ternatively, in a case where the relaying device specifying
section 16 specifies the plurality of pieces of address
information as address information of a device from

which the content is acquired, the relaying device spec-
ifying section 16 may make a content-storage-location
list by adding priorities to the plurality of pieces of address
information.

[0038] Inacase wherethe content-storage-locationin-
formation storage section 13 contains the plurality of
pieces of content-storage-location information contain-
ing the respective plurality of pieces of address informa-
tion of the proxies 3 associated with the content that the
client 4 requests, the relaying device specifying section
16 may specify address information of a proxy 3, which
address information is contained in the latest content-

storage-location information (which means that date and
time contained in the content-storage-location informa-
tion are the latest), as the address information of the de-
vice from which the content is acquired. In a case where
a plurality of pieces of address information are specified
as the address information of the device from which the

content is acquired, the relaying device specifying sec-
tion 16 may make a content-storage-locationlist by add-
ing priorities to the pieces of address information in such
amannerthat, for example, later date and time contained
in content-storage-location information are given a high-
er priority.
[0039] Further, ina case where the content-storage-lo-
cation information storage section 13 contains the plu-
rality of pieces of content-storage-location information
containing the respective plurality of pieces of address
information of proxies 3 associated with the content that
the client 4 requests, the relaying device specifying sec-
tion 16 mayspecify an addressofa proxy 3 as an address
of a device from which the content is acquired, which
address of the proxy 3 has a shortest distance between
the proxy 3 and the client 4 on the basis of a physical or
network-structural distance and is contained in the con-

tent-storage-location information. Also in a case where
the plurality of pieces of address information are specified
as the address information of the device from which the

content is acquired, the relaying device specifying sec-
tion 16 may make a content-storage-location list on the
basis of, for example, the distance between the proxy 3
and the client 4 on the physical or network structure. That
is, the relaying device specifying section 16 may make
the content-storage-location list by adding priorities to
the plurality of pieces of address information in such a
mannerthat address information with a shorter distance
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gets a higherpriority. Specifically, the relaying device
specifying section 16 may make a content-storage-loca-
tion list in such a mannerthat (A) a plurality of physical
or network-structural distances between proxies 3 indi-
cated bythe plurality of addresses andclients 4 trans-
mitted the requestare calculated on the basis of the plu-
rality of addresses contained in respective plurality of
pieces of content-storage-location information, (B) the
plurality of addresses, which are containedin the plurality
of pieces of content-storage-location information, re-
spectively, are arranged so that an addresswith a shorter
distance gets a higherpriority, and (C) priorities are as-
signed to the plurality of addresses.
[0040] In acase where, for example, the server 2 al-
ready has (A) URIs ofthe clients 4 transmitted the request
messageand (B) URIs of the proxies 3 connected to the
server 2 via the network7, the relaying device specifying
section 16 may make a content-storage-location list in
such a mannerthat (Il) domain names of the clients 4
transmitted the request message are found out on the
basis of URIs of the clients 4, (Il) proxies 3 are arranged
so that, in each level of the domain names thus found

out, the shorter physical or network-structural distance
between a client 4 and a proxy 3 gets a higherpriority,
and(Ill) priorities are assigned to the plurality of pieces
of addressinformation.

[0041] Specifically, ina case where the URIof the client
4is, for example, "http://client.co.jp", the relaying device
specifying section 16 may make a content-storage-loca-
tion list in view of a second level domain name. Specifi-
cally, the relaying device specifying section 16 may make
the content-storage-location list by (i) selecting proxies
3 whose second level domain name is "co.jp" and (ii)
arranging the proxies 3 thus selected in such a manner
that the shorter physical or network-structural distance
between the proxy 3 and the client 4 gets a higherpriority.
In a case where no proxy 3 has "co.jp" as the second
level domain name, the relaying device specifying sec-
tion 16 may make a content-storage-location list by (A)
selecting proxies 3 whosefirst level domain nameis "jp"
and (B) arranging the proxies 3 in such a mannerthat
the shorter physical or network-structural distance be-
tween the proxy 3 and the client 4 gets a higherpriority.
[0042] Inacase wherethe URIof the client 4 is not an
organizational type JP domain namesuch as "co.jp", but
is a geographical type JP domain name such as "kai-
sha.chiyoda.tokyo.jp" or "pref.fukuoka.jp" in which a pre-
fecture label or a city (city, ward, town, village) label is
contained, the relaying device specifying section 16 may
make a content-storage-location list by selecting (I) la-
bels (prefecture labels or city labels) to which proxies 3
are attached are same as those to which the clients 4

are attachedor(II) labels to which proxies 3 are attached
are resemble to thoseto which the clients 4 are attached.

[0043] Similarly, in a case where server2 already con-
tains information on an IP addressof the client 4 which

has transmitted the request message, an IP address of
the proxy 3 connected to the server2 via the network 7,
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and the like, the relaying device specifying section 16
mayselect, with reference to a network address section
on a high-order-bit side of the IP address of the client 4
which has transmitted the request message, a proxy 3
having a short physical or network-structural distance be-
tween the proxy 3 and the client 4.
[0044] In addition, aconnecting path between the serv-
er 2 and the client 4 and a network status are checked

in advance with use of, for example, a general method
such as a routing technology, a network monitoring, or
traffic analysis, and, on the basis of the connecting path
and the network status specified by the relaying device
specifying section 16, a more appropriate proxy may be
selected. For example, before the relaying device spec-
ifying section 16 transmits, to client 4, an instruction to
designate a proxy 3 for acquiring the content, the con-
necting path between the server 2 and the client 4 is
checked with useofa "traceroute" commandora "tracert"

command,and, on the basis of a result of such check,

the relaying device specifying section 16 may select a
proxy 3 whichis closerto the client4.
[0045] Further, the relaying device specifying section
16 may specify, in view of load statusesof the proxies 3,
a proxy 3 which (possibly) possesses the content that
the client 4 requests and hasalow load. More specifically,
the relaying device specifying section 16 may specify,
with reference to the transmission log stored in the trans-
mission log storage section 12, address information of
the device from which the content is acquired.
[0046] For example, the relaying device specifying
section 16 may carry out the following processes: the
relaying device specifying section 16 determines, with
reference to the transmission log stored in the transmis-
sion log storage section 12, whether or not each proxy 3
has transmitted or received the content within a prede-
termined time period; and the relaying device specifying
section 16 specifies, as the address information of the
device from which the content is acquired, addressinfor-
mation of a proxy 3 which(i) has transmitted or received
no content within the predetermined time period and (ii),
in the content-storage-location information thus read out,
is associated with the content that the client 4 requests.
Note that the predetermined time period may be set in
accordance with the content associated with the proxy 3.
[0047] Inacase wherethe content-storage-locationin-
formation storage section 13 contains the plurality of
pieces of content-storage-location information contain-
ing the respective plurality of pieces of address informa-
tion of the proxies 3 associated with the content that the
client 4 requests, the relaying device specifying section
16 may specify, as the address information of the device
from which the content is acquired, address information
of a proxy 3 which (A) has transmitted or received no
content within a predetermined time period and (B) is
contained in the latest content-storage-location informa-
tion.

[0048] Further, the relaying device specifying section
16 mayspecify, in view of the numberof accessesto the
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server 2 from the proxies 3, a proxy 3 which (possibly)
possessesthe content that the client 4 requests. For ex-
ample,it can be considered that, if a proxy 3 has a large
numberof accesses to the server2, the proxy 3 caches
alarge numberof contents. Accordingly, the relaying de-
vice specifying section 16 may specify a proxy 3 whose
numberof accesses to the server 2 is a predetermined
lower limit or more. Note that the relaying device speci-
fying section 16 may specify the number of accesses to
the server 2 with reference to the transmission log stored
in the transmission log storage section 12. Specifically,
the relaying device specifying section 16 mayspecify, as
the address information of the device from which the con-

tentis acquired, an address of a proxy 3 whose number
of accessesto the server2 is a predetermined lowerlimit
or more, which address of the proxy 3 is selected from
the proxies 3 associated with the contents, which are
requested by the clients 4, of the content-storage-loca-
tion information.

[0049] Further, in a case where theplurality of pieces
of address information are associated with the content

that the client 4 requests, the relaying device specifying
section 16 may specify, as the address information of the
device from which the content is acquired, an address
information of a proxy 3 having a largest numberof ac-
cessesto the server2.

[0050] Furthermore, in order not to concentrate ac-
cesses to a specific proxy 3, the relaying device speci-
fying section 16 may specify a proxy 3 whose numberof
accessesto the server 2 is a predetermined upper limit
or less.

[0051] The content-storage-location information gen-
erating section 17 generates, on the basis of the trans-
mission log stored in the transmission log storage section
12, content-storage-location information for specifying
address information of a proxy 3 which (possibly) pos-
sesses content, and causesthe content-storage-location
information storage section 13 to store the content-stor-
age-location information.
[0052] Specifically, the content-storage-location infor-
mation generating section 17 generates content-storage-
location information by associating, with reference to a
transmission log that the server 2 has transmitted the
content to a proxy 3, (A) the content which has been
transmitted by the server 2, (B) address information of
the proxy 3 which is a destination of the content, and (C)
date and time when the server2 has transmitted the con-

tent. Alternatively, the content-storage-location informa-
tion generating section 17 generates content-storage-lo-
cation information by associating (A) the content which
is confirmed, by the server2, that the contentis the latest
version with reference to a transmission log indicating
that the server 2 has transmitted a response message
that the content held by the proxy 3 is the latest version,
(B) addressinformation of the proxy 3 which possesses
the content, and (C) date and time when the server 2 has
transmitted the response message.
[0053] Note that the content-storage-location informa-
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tion generating section 17 may generate content-stor-
age-location information every time when a predeter-
mined transmission log is added to the transmission log
storage section 12, or may generate content-storage-lo-
cation information by reading out the transmission log
per predetermined time period.
[0054] The transmission log storage section 12 stores
a transmission log in which (A) transmission date and
time of a response messagethat the server 2 has trans-
mitted to the proxy 3 or to the client 4, (B) addressinfor-
mation of the device which receives the response mes-
sage, (C) contents of the response message, and (D) a
content requested by a request messagein response to
the response messageare associated with one another.
Examples of the transmission log stored in the transmis-
sion log storage section 12 encompassdataillustrated
in Fig. 2. Fig. 2 is a view showing an exemplary trans-
mission log stored in the transmission log storage section
12.

[0055] As shownin Fig. 2, the transmission log asso-
ciates (A) "Date" whichis date and time when aresponse
messageis transmitted, (B) “destination address" which
is address information of a device which receives the

response message,(C) “transmitted contents” which in-
dicates the contents of the response message, and (D)
"content ID" which indicates the content requested by a
request messagein responseto the response message.
[0056] "200 OK", "305 USE Proxy", or "304 Not Mod-
ified", which is the contents of the response message, is
stored as the "transmitted contents”. In a case where the

“transmitted contents"is "305 USE Proxy", the "305 USE
Proxy" contains, in parentheses, information indicative
of a proxy 3 which is designated by the relaying device
specifying section 16, i.e., "305 Use Proxy (proxy 1)" as
shownin Fig. 2.
[0057] "200 OK"is contained in a response message
transmitted when the content is transmitted in response
to the request for the content. Thus, a transmission log
of the response message "200 OK"is referred to as a
content transmission log. "305 USE Proxy" is contained
in a response messageto provide a device with the con-
tent from a designated proxy. Thus, a transmission log
of the response message "305 USE Proxy"is referred to
as an acquiring instruction log. "304 Not Modified" is con-
tained in a response message which notifies a device
that the contentis the latest version, the transmission log
of the response message "304 Not Modified" is referred
to as a version notification log.
[0058] The response executing section 15 creates a
transmission log based on a transmitted response mes-
sage, so that the content-storage-location information
generating section 17 can make, on the basis of the trans-
mission logs, content-storage-location information for
specifying address information of a proxy 3 which (pos-
sibly) possesses a content (as described above). The
relaying device specifying section 16 can refer to the
transmission log in order to specify a proxy 3 which has
transmitted or received no content within a predeter-
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mined time period.
[0059] With reference to a transmission log stored in
the transmission log storage section 12, for example, the
relaying device specifying section 16 specifies, as a
proxy 3 which hastransmitted or received a content within
a predetermined time period, a proxy 3 whichis associ-
ated with "200 OK" or "304 Not Modified" as the trans-
mitted contents.

[0060] The content-storage-location information stor-
age section 13 stores content-storage-location informa-
tion in which (A) a content, (B) address information of a
proxy 3 which (possibly) possesses the content, and (C)
date and time whenthe proxy 3 acquires the content are
associated with one another. Examples of the con-
tent-storage-location information stored in the content-
storage-location information storage section 13 may en-
compassdata shownin Fig. 3. Fig. 3 is a view showing
exemplary content-storage-location information stored in
the content-storage-location information storage section
13. To put it another way, the content-storage-location
information is information in which the content and the
address information indicative of a location where the
content is stored are associated with each other.

[0061] Asshown in Fig. 3, the content-storage-location
information is information in which (A) "Date" which is
date and time when the proxy 3 acquires a content, (B)
"content ID" (content identification information) which
identifies the content, and (C) "storage-location address"
which is address information of the proxy 3 which pos-
sesses the content are associated with one another.

[0062] The content-storage-location information gen-
erating section 17 generates content-storage-locationin-
formation based on a transmission log. Accordingly, as
described above, the relaying device specifying section
16 can specify, with reference to the content-storage-
location information, address information of a proxy 3
which (possibly) possesses the content.
[0063] Notethat, like the content storage section 5, the
transmission log storage section 12 and the content-stor-
age-location information storage section 13 may be pro-
vided outside the server 2 and connected to the server

2, instead of being provided in the server2.

[Proxy 3]

[0064] The proxy 3 is a device for transmitting a re-
quested content and also for requesting and acquiring a
content. As described above, the proxy 3 is connected
to the cache storage section 6 whichstores, for example,
a content received from the server 2. In a case where

the cache storage section 6 includes a requested con-
tent, the proxy 3 reads out the requested content from
the cache storage section 6 and then transmits the re-
quested content to the client 4. Meanwhile, in a case
where the cache storage section 6 does not include the
requested content, the proxy 3 requests the content to
the server 2. Note that the cache storage section 6 may
be provided in the proxy3.
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[0065] Asillustrated in Fig. 1, the proxy 3 includes: a
proxy controlling section 22 for collectively controlling op-
erations of the proxy 3; and a proxy communication sec-
tion 21 with which the proxy 3 communicates to an ex-
ternal device. The proxy controlling section 22 includes
a response/ request execution section 23.
[0066] The response/request execution section 23 is
provided for transmitting, to the client 4, a content des-
ignated by a request message which has been received
from the client 4 to request the content.
[0067] Specifically, the response/request execution
section 23 is ready to receive, from the client 4, a request
message to request to transmit a content, and, upon re-
ceipt of the request message from the client 4 via the
proxy communication section 21, the response/request
execution section 23 confirms whetheror not a requested
content is stored in the cache storage section 6.
[0068] In a case where the requested content is not
stored in the cache storage section 6, the response/re-
quest execution section 23 confirms a "Host"field of the
request message transmitted from the client 4, and trans-
mits, to the server 2 indicated by a URI written in the
"Host"field, the request message of the content that the
client 4 requests. Then, the response/request execution
section 23 acquires the content from the server 2, and
causesthe cache storage section 6 to store the content
thus acquired. After that, the response/request execution
section 23 transmits the requested content to the client 4.
[0069] Further, in a case where the requested content
is stored in the cache storage section 6, the response/re-
quest execution section 23 acts such that, in order to
confirm whetheror not data of the content stored in the

cache storage section 6 is the latest, the response/re-
quest execution section 23 makes a request message
provided with a conditional request, such as "If-Modified-
Since" in which time information indicative of time when

the proxy 3 acquires the contentis written, and transmits,
to the server 2, the request message provided with the
conditional request thus made.
[0070] In a case where the response/request execu-
tion section 23 receives, from the server 2, a response
message "304 NOT Modified"in response to the request
message provided with the conditional request, the re-
sponse/request execution section 23 determines that the
content stored in the cache storage section 6 is the latest
data. Then the response/request execution section 23
reads out the content from the cache storage section 6,
and transmit, to the client 4, the content thus read out.

[0071] Meanwhile, in a case where the content stored
in the cache storage section 6 is not the latest data, the
server 2 transmits the latest content in response to the
request message provided with the conditional request,
and the response/request execution section 23 acquires
the content transmitted from the server 2. The response/
request execution section 23 causes the cache storage
section 6 to store the content thus acquired, and then
transmits, to the client 4, the content thus required.
[0072] Note that the response/request execution sec-
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tion 23 may be configured to transmit the content to the
client 4 while the content contains, in its header,
"Cache-Control: must-revalidate" or "Cache-Control

which has been added by the server 2. Accordingly, ina
case wherethe content, which has been acquired by the
client 4 serving as a destination of the content, is trans-
mitted in response to another request, it is possible to
cause the client 4 to always transmit, to the server 2, an
inquiry as to whetheror not the contentis the latest ver-
sion, before the client 4 transmits the content.
[0073] Thatis, in Embodiment1, the proxy 3is adevice
for transmitting a request of a content and acquiring the
content, andis also a relaying device for possessing such
a requested content and relaying the requested content
to another device (e.g., client 4) to which the requested
contentis transmitted from the relaying device.

[Client 4]

[0074] The client 4 is a device for requesting and ac-
quiring a content, and playing the content thus acquired.
Although notillustrated in Fig. 1, the client 4 includes an
input section for accepting a user’s operation, and re-
quests a content on the basis of an input operation ac-
cepted by the input section.
[0075] Asillustrated in Fig. 1, the client 4 includes: a
client control section 32 for collectively controlling oper-
ations of the client 4; and a client communication section
31 with which the client 4 communicates to an external

device. The client control section 32 includes: a request
executing section 33 and a content playing section 34.
[0076] The request executing section 33 generates a
request message to requestto transmit a content, trans-
mit the request message to the server 2 via the client
communication section 31, and receives a response
message in response to the request message. In the
present invention, as described above, the request exe-
cuting section 33 receives, from the server 2, the re-
sponse message which is (A) information for specifying
a proxy and (B) an instruction for transmitting, to the
proxy, a request message to request the content. Upon
receipt of the response message from the server 2, the
request executing section 33 transmits, to such a desig-
nated proxy 3, the request message to requestto transmit
the content in responseto the instruction from the server
2. Then, the request executing section 33 acquires the
content from the proxy 3 designated by the server2.
[0077] Thecontentplaying section 34 plays the content
acquired by the request executing section 33. In a case
where, for example, the acquired content is a moving
image, the content playing section 34 decodes the ac-
quired content. Then, the content playing section 34
causes an external display device (not shown) to output
a moving image and audio thud obtained by decoding.
[0078] Thatis, in Embodiment1, the client 4 is a device
for transmitting a request for a content and acquiring the
content, and also serves as a content playing device for
acquiring and playing the requested content.
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[Processescarried out by each device]

[0079] The following description will discuss, with ref-
erence to Figs. 4 to 6, processes carried out by the server
2, the proxy 3, and the client 4. First, a process carried
out by the server2 will be described below with reference
to Fig. 4.

[Process carried out by server 2]

[0080] Fig. 4is a flowchart showing an exemplary proc-
ess which is carried out by the server 2. The response
executing section 15 is ready to receive a request mes-
sage to requestto transmit a content. Whenthe response
executing section 15 receives, via the server communi-
cation section 11, the request message to request to
transmit the content (S401), the response executing sec-
tion 15 checks a header of the request message thus
received, so as to determine whether or not the request
message thus received is transmitted via a proxy 3
($402).
[0081] In acase where the received request message
is one transmitted from the client 4 (NO in S402), the
response executing section 15 transmits, to the relaying
device specifying section 16, an instruction to specify a
proxy 3 from which the client 4 acquires the content. In
responseto the instruction from the response executing
section 15, the relaying device specifying section 16
reads out content-storage-location information from the
content-storage-location information storage section 13
(S403). With reference to the content-storage-location
information thus read out, the relaying device specifying
section 16 specifies, as address information of a device
from which the content should be acquired, a URI of the
proxy 3 associated with the content that the client 4 re-
quests (S404). The relaying device specifying section 16
transmits such specified address information to the re-
sponse executing section 15. The response executing
section 15 transmits, to the client 4, from the proxy 3
indicated by an address contained in the address infor-
mation which has been specified by the relaying device
specifying section 16, a response messageto instruct
the client 4 to acquire a requested content (S405). The
response executing section 15 creates a transmission
log based on the response message which has been
transmitted to the client 4, and adds the transmission log
thus created to the transmission log storage section 12
(S410).
[0082] Meanwhile, in a case where the request mes-
sage thus received is one transmitted by the proxy 3 (YES
in S402), the response executing section 15 then deter-
mines whetheror not the received request messageis a
conditional request such as “If-Modified-Since" (S406).
In a case where the received request message is not a
conditional request (NO in S406), the response executing
section 15 reads out, from the content storage section 5,
the content requested by the proxy 3, and, in response
to the request message from the proxy 3, transmits the
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content thus read out to the proxy 3 (S407). After that,
the response executing section 15 creates a transmis-
sion log based on the response message which has been
transmitted to the proxy 3, and adds the transmission log
thus created to the transmission log storage section 12
(S410).
[0083] In acase wherethe received request message
is provided with a conditional request (YES in S406), the
response executing section 15 determines whether or
not data of the content held by the proxy 3 is the latest
(S408). In a case where the data of the content kept by
the proxy 3 is not the latest (NO in S408), the response
executing section 15 reads out, from the content storage
section 5, the content requested by the proxy3, and, in
responseto the request messagefrom the proxy3, trans-
mits to the proxy 3 the content thus read out (S407).
Meanwhile, in a case where the data of the content held
by the proxy 3 is the latest (YES in S408), the response
executing section 15 transmits, to the proxy 3, aresponse
messagethat the data of the content held by the proxy
3 is the latest, in response to the request message from
the proxy 3 (S409). Then, the response executing section
15 adds,to the transmission log storage section 12, the
response message which has been transmitted to the
proxy 3 (S410).
[0084] Note that, in a case where the response exe-
cuting section 15 transmits the content to the proxy 3 in
$407, "Cache-Control: must-revalidate" or "Cache-Con-

trol: proxy-revalidate", for example, is added to the head-
er of the content. Accordingly, in a case where the proxy
3 serving as a destination of a content transmits the con-
tent held by the cache storage section 6 in response to
anotherrequest, itis possible to always cause the proxy
3 to transmit, to the server, an inquiry as to whether or
not the contentis the latest, before the proxy 3 transmits
the content.

[Process carried out by proxy 3]

[0085] The following description will discuss a process
carried out by the proxy 3. Fig. 5 is a flowchart showing
an exemplary processwhichis carried out by the proxy 3.
[0086] As shownin Fig. 5, the response/request exe-
cution section 23 is ready to receive a request message
to request to transmit a content from the client 4. Upon
receipt of the request message from the client 4 via the
proxy communication section 21 (S421), the re-
sponse/request execution section 23 confirms whether
or not such a requested content is stored in the cache
storage section 6 (S422).
[0087] In a case where the requested content is not
stored in the cache storage section 6 (NO in S422), the
response/request execution section 23 refers to a "Host"
field of the request message which has been transmitted
from the client 4, and transmits, to the server 2 indicated

by a URI written in the "Host"field, the request message
to requestthe content transmitted by the client 4 (S423).
Then, the response/request execution section 23 ac-
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quires the contentfrom the server 2 (S424), and causes
the cache storage section 6 to store the content thus
acquired (S425). After that, the response/request execu-
tion section 23 transmits, to the client 4, the content thus

requested (S426).
[0088] In acase where the requested contentis stored
in the cache storage section 6 (YES in $422), the re-
sponse/ request execution section 23 creates a request
message provided with a conditional request, such as
"If-Modified-Since" in which time information indicative

of time when the content has been acquiredis written,
and transmits, to the server2, the request messagepro-
vided with the conditional request thus made (3427).
[0089] In a case where the response/request execu-
tion section 23 receives a response message "304 NOT
Modified" from the server 2 in response to the request
message provided with the conditional request (YESin
$428), the response/ request execution section 23 reads
out the content thus stored from the cache storage sec-
tion 6, and transmits to the client 4 the content thus read

out (S426).
[G090] Meanwhile, in a case where the content stored
in the cache storage section 6 is not the latest data, the
server2 transmits the latest content in response to the
request messageprovided with the conditional request,
and the response/request execution section 23 acquires
the latest content transmitted frorn the server 2 (S424).
The response/request execution section 23 causes the
cache storage section 6 to store the content thus acquired
($425), and then transmits the requested content to the
client 4 (S426).
[0091] Note that, in S426, the response/request exe-
cution section 23 transmits the content to the client 4

while the content contains, in its header, "Cache-Control:
must-revalidate" or "Cache-Control which has been add-

ed by the server 2. Accordingly, in a case where the con-
tent, which has been acquired by the client 4 serving as
a destination of a content, is transmitted in response to
another request, it is possible to keep such a state that
the client 4 should always transmits, to the server 2, an
inquiry as to whether or not the contentis the latest ver-
sion, before the client 4 transmits the content.

[Process carried out by client 4]

[0092] The following description will discuss, with ref-
erence to Fig. 6, a process carried out by the client 4.
Fig. 6 is a flowchart showing an exemplary process,
whichis carried out bythe client 4.
[0093] As shownin Fig. 6, the request executing sec-
tion 33 transmits, to the server 2, a request message to
request to transmit a content (S441). In response to the
request message, the request executing section 33 re-
ceives a response messageto instruct the request exe-
cuting section 33 to acquire a content from a designated
proxy 3 (S442). In response to such an instruction from
the server 2, the request executing section 33 transmits
the request message to the proxy 3 designated by the
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server 2 (S443). Then, in response to the request mes-
sage, the request executing section 33 acquires the con-
tent from the proxy 3 which has received the request
message (S444).

[Example 1]

[0094] Fig. 7 illustrates Example 1, and Embodiment
1 will be described in detail below. Example 1 shows an
operation example of the content distributing system 1
that instructs the client 4 about from which proxy 3 the
client4 is to acquire the content. Fig. 7 is a view illustrating
an example operation sequenceof the content distribut-
ing system 1 in Example 1.
[0095] Note that Example 1 is based on the following
presumption. A content 1 and a content 2 are stored in
the content storage section 5, and both the cache storage
sections 6a and 6b cash no content. Further, the server
2 is set so that the content 1 is acquired from the proxy
3a as its default and the content 2 is acquired from the
proxy 3b as its default. Furthermore, when the process
shownin Fig. 7 is started in Example 1, a transmission
log and content-storage-location information are not
stored in the transmission log storage section 12 and the
content-storage-location information storage section 13,
respectively. Still further, the response executing section
15 creates the transmission log of Fig. 2 every time when
aresponse messageis transmitted, and the content-stor-
age-location information generating section 17 gener-
ates the content-storage-location information of Fig. 3
every time when a contenttransmission log or a version
notification log (transmission log whose "transmitted con-
tents" is "200 OK" or "304 Not Modified") is added to the
transmission log storage section 12.
[0096] Further, one session is defined as a sequence
starting from a time at which the client 4 transmits a re-
quest message and ending a time at which the client 4
receives a response messagein responseto the request
messageis regarded as one session.
[0097] As shownin Fig. 7, in a session 110, the client
4a transmits, to the server 2, a request messageto re-
quest to transmit the content 1 (request 111). Inthe server
2 which hasreceived the request 111, the response ex-
ecuting section 15 transmits, to the relaying device spec-
ifying section 16, an instruction to specify a proxy 3 to
acquire the content 1. In response to the instruction, the
relaying device specifying section 16 confirms whether
or not the content-storage-location information is stored
in the content-storage-location information storage sec-
tion 13 (process 112). Here, the content-storage-location
information storage section 13 does not contain the con-
tent-storage-location information indicative of the proxy
3 to acquire the content 1, the relaying device specifying
section 16 specifies the default proxy 3a as the proxy 3
to acquire the content 1. The response executing section
15 transmits, to the client 4a, the response message to
instruct the client 4a to acquire a requested content from
the proxy 3 indicated by address information specified
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by the relaying device specifying section 16 (response
113). Then, the response executing section 15 creates
a transmission log based on the response message thus
transmitted, and adds the transmission log to the trans-
mission log storage section 12 (process 114).
[0098] Then, in the session 120, the client 4a, which
has received the response 113, transmits, to proxy 3a,
the request message to requestto transmit the content
1 (request 121). The proxy 3a, which received the request
121, confirms whether or not the content 1 is stored in
the cache storage section 6a (process 122). Here, the
content 1 is not stored in the cache storage section 6a,
so that the proxy 3a transmits, to the server 2, the request
message based on the request 121 (request 123). In the
server 2 which has received the request 123 from the
proxy 3a, the response executing section 15 transmits
the content 1 to the proxy 3a (response 124). The proxy
3a received the response 124 stores the acquired content
1 in the cache storage section 6a and caches the content
1 (process 125). After that, the proxy 3a transmits, to the
client 4a, the content 1 as aresponseto the request 121
(response 126). Notethat, after transmitting the response
124, the response executing section 15 creates a trans-
mission log based on the response messagethustrans-
mitted, and addsthe transmissionlog to the transmission
log storage section 12 (process 127). Further, the con-
tent-storage-location information generating section 17
generates content-storage-location information in which
the content 1 and address information of the proxy 3a
are associated with each other, and causes the content-

storage-location information storage section 13 to store
the content-storage-location information (process 128).
[0099] Next, in the session 130 and the session 140,
the client 4b acquires the content 2. Operations of the
client 4b, the proxy 3b, and the server2 in the session
130 and the session 140 are similar to those of the client

4a, the proxy 3a, and the server2 in the session 110 and
the session 120, exceptthat data acquired in the sessions
110 and 120is different from that acquired in the sessions
130 and 140. Therefore description thereof will be omit-
ted.

[0100] When thesession 140 is completed, the content
1isina state of being cached in the cache storage section
6a of the proxy 3a and the content 2 is in a state of being
cachedin the cache storage section 6b of the proxy 3b.
That is, the content-storage-location information storage
section 13 stores (A) the content-storage-location infor-
mation in which the content 1 and the proxy 3a are as-
sociated with each other and (B) content-storage-loca-
tion information in which the content 2 and the proxy 3b
are associated with each other.

[0101] In the session 150, the client 4a transmits, to
the server 2, a request message to requestto transmit
the content 2 (request 151). In the server 2 received the
request 151, the response executing section 15 trans-
mits, to the relaying device specifying section 16, an in-
struction to designate a proxy 3 to acquire the content2.
In responseto the instruction, the relaying device spec-
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ifying section 16 confirms whetheror not the content-stor-
age-location information is stored in the content-storage-
location information storage section 13 (process 152).
Here, the content-storage-location information storage
section 13 stores the content-storage-location informa-
tion in which the content 2 and the proxy 3b associated
with each other, the relaying device specifying section
16 specifies the proxy 3b to acquire the content 2. The
response executing section 15 transmits, to the client 4a,
a response messageto instruct the client 4a to acquire
a requested content from the proxy 3 specified by the
relaying device specifying section 16 (response 153).
Then, the response executing section 15 creates a trans-
mission log based on the response messagethustrans-
mitted, and adds the transmission log to the transmission
log storage section 12 (process 154).
[0102] Next, in the session 160, in responseto the in-
struction of the server 2, the client 4a received the re-
sponse 153 transmits, to the proxy 3b, the request mes-
sage to request to transmit the content 2 (request 161).
The proxy 3b received the request 161 confirms whether
or not the content 2 is stored in the cache storage section
6b (process 162). The content 2 is already stored in the
cachestorage section 6b, so that the proxy 3b transmits,
to the server2, the request message, based on the re-
quest 121, provided with a conditional request "If-Modi-
fied-Since", in order to confirm whetheror not the content
2 stored in the cache storage section 6bis the latest data
(request 163). Because the proxy 3b is used to transmit
the request 163 and the request 163 is a request mes-
sage contained in the conditional request, the response
executing section 15 in the server 2 received the request
163 confirms whether or not the content 2 held by the
proxy 3bis the latest data (process 164). The response
executing section 15 determines that the content 2 held
by the proxy 3b is the latest data, and transmits, to the
proxy 3b, a response message "304 NOT Modified" (re-
sponse 165). The proxy 3b received the response 165
reads out the content 2 stored in the cache storage sec-
tion 6b, and, in response to the request 161, transmits
the read out content 2 to the client 4a (response 166).
Note that, after transmitting response 165, the response
executing section 15 creates a transmission log based
on the response message, and adds the transmission
log to the transmission log storage section 12 (process
167). Further, the content-storage-location information
generating section 17 generates the content-storage-lo-
cation information in which the content 2 and address

information of the proxy 3b are associated with each oth-
er, and causes the content-storage-location information
storage section 13 to store the content-storage-location
information (process 168).
[0103] Asdescribed above, in Embodiment 1,inacase
wherethe client 4 requests the content from the server
2 and the server 2 has transmitted the same contentto

the proxy before, the server 2 determinesthat the proxy
3 cashes the content, and transmits, to the client 4, an
instruction to acquire the content from the proxy 3 which
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has been determined to possess the requested content.
[0104] Embodiment 1 is assumed to be applied to a
VOD service in which a moving image content is used
with an MP4file format. Accordingly, in terms of loads to
the server2, the proxy 3, and the network7, "transmission
and reception of content" applies the heaviest loads.
[0105] Accordingly, the number of request and re-
sponse in the sessions 110 and 120 and the sessions
130 and 140 in Example 1 is larger in the present inven-
tion than in a conventional method. "Transmission and

reception of the content" in the present invention, how-
ever, is almost similar to that in the conventional method,
except that the content is transmitted and received via
the proxy 3 in the present invention. However, because
of the sessions 110 and 120 and the sessions 130 and

140, itis possible to carry out "transmission and reception
of the content" in the session 160 between the proxy 3b
and the client 4a. This particularly decreases (A) a
processing load of the server 2 and (B) an amountof
transmission information (network load) of a network be-
tweenthe server 2 and the proxy3.
[0106] For the sake of easy explanation, the following
is the simplest example, specifically, an example where
two proxies 3, two clients 4, and two kinds of contents
managedby the server2 are used. In a case of an actual
content distribution service such as VOD, however, var-
ious and manycontents are transmitted and received in
an extremely huge system. Therefore, the present inven-
tion is greatly effective in reducing a load of the server 2
and a load of the network betweenthe server 2 and the

proxy 3. To put it another way, in the conventional meth-
ods, when the number of clients 4 becomes larger,
processing loads especially of the server 2 and to a net-
work between the server 2 and the client 4 becomegreat-
ly higher, depending on the numberofthe clients 4. How-
ever, by using the present invention, the server 2 can
efficiently utilize a throughput of the proxy 3 and a cash
function. As a result, the load of the server 2 and the load

of the network between the server 2 and the proxy 3 can
be shared by the proxy 3 or by the network between the
proxy 3 andthe client 4.

[HTTP Message in Embodiment 1]

[0107] Therequests and responsesinvolvedin the op-
eration sequenceillustrated in Fig. 7 will be described in
detail with reference to Figs. 8 through 10. Figs. 8 through
10 are views eachillustrating example HTTP messages
transmitted/responded as requests or responses.Fig. 8
shows example HTTP messagestransmitted/responded
inthe sessions 110 and 120. Fig. 9shows example HTTP
messages transmitted/responded in the sessions 130
and 140. Fig. 10 shows example HTTP messagestrans-
mitted/respondedin the sessions 150 and 160.
[0108] (a), (b), (c), (cd), (e), and (f) of Fig. 8 show HTTP
messagesof the request 111, the response 113, the re-
quest 121, the request 123, the response 124, and the
response 126of Fig. 7, respectively.
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[0109] (a), (b), (c), (d), (e), and (f) of Fig. 9 show HTTP
messages of the request 131, the response 133, the re-
quest 141, the request 143, the response 144, and the
response 146of Fig. 7, respectively.
[0110] (a), (b), (c), (d), (e), and (f) of Fig. 10 show HTTP
messages of the request 151, the response 153, the re-
quest 161, the request 163, the response 165, and the
response 166of Fig. 7, respectively.

[HTTP messagesin sessions 110 and 120]

[0111] The HTTP messagesin the sessions 110 and
120 will be described below with reference to Fig. 8. Note
that (a) through (f) of Fig. 9 correspondto (a) through (f)
of Fig. 8, respectively, and that Fig. 9 is different from
Fig. 8 only in that a content 1, a proxy 3a, and aclient 4a
in Fig. 8 are changed to a content 2, a proxy 3b, anda
client 4b in Fig. 9, respectively. Therefore, description of
the HTTP messagesin the sessions 130 and 140 with
reference to Fig. 9 will be omitted. Note also that, ofall
the components of the HTTP messages, (i) components
specific to the present invention will be primarily de-
scribed below and(ii) description of well-known compo-
nents of the HTTP messageswill be appropriately omit-
ted.

(Request 111 to request content)

[0112] Asillustrated in (a) of Fig. 8, the HTTP message,
which serves as the request 111 (i) transmitted from the
client 4a to the server 2 and (ii) requesting the content
1, contains a request line and a header which notifies
additional information.

[0113] The requestline illustrated in (a) of Fig. 8 con-
tains "GET" followed by additional information, which
"GET"indicates a method for acquiring a content and
which information specifies what content to be acquired.
Specifically, the information is described in the form of
"content name". This means that the HTTP message
illustrated in (a) of Fig. 8 serves as a request for trans-
mission of the content 1 described by "content 1" in the
requestline.
[0114] Headersillustrated in (a) of Fig. 8 include a
"Host" headerfor specifying a server to acquire the con-
tent, and the "Host" header shows an address, "exam-

ple.com", indicative of the address of the server2.
[0115] The headersillustrated in (a) of Fig. 8 also in-
clude an "Accept" header indicative of a data format that
can be processedbythe client 4a, and the "Accept" head-
er shows, "video/mp4", indicative of video data in MP4
format. This allows the client 4a (the sender of the re-
quest) to inform the server2 (the recipient of the request)
that the client 4a is capable of receiving video data in
MP4 format.
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(Response 113 specifying device from which contentis
to be acquired)

[0116] Asillustrated in (b) of Fig. 8, the HTTP message,
which serves as the response 113 (i) transmitted from
the server 2 to the client 4a and (ii) specifying a device
from which the contentis to be acquired, contains a re-
sponseline and a header.
[0117] Theresponseline illustrated in (b) of Fig. 8 con-
tains information instructing to use a proxy 3 specified
by a "Location" header. Specifically, the instruction is de-
scribed in the form of "status number(space) message".
This means that the HTTP messageillustrated in (b) of
Fig. 8 serves as a response for instructing the client 4a
to request the content 1 from the proxy 3 designated by
the "Location" header described below.

[0118] The header illustrated in (b) of Fig. 8 includes
the "Location" headerfor specifying a proxy to be used,
and the "Location" header contains address information,

"http://example-proxy1.com", indicative of an address of
the proxy 3 to be used. From this, the client 4a (the re-
cipient of the response) obtains the address information
of the proxy 3 (the device that the client 4a requests the
content 1).

(Request 121 requesting content from specified proxy 3)

[0119] Asillustrated in (c) of Fig. 8, the HTTP, which
serves as the request 121 (i) transmitted from the client
4a to the proxy 3a and(ii) requesting the content 1, con-
tains a request line and headers.
[0120] The requestline illustrated in (c) of Fig. 8 con-
tains "GET" followed by a URL, which "GET"indicates a
methodfor acquiring the content and which URLis of the
content to be requested. Specifically, the URL is de-
scribed in the form of "http://name of a server storing a
content/content name." This meansthat the HTTP mes-

sageillustrated in (c) of Fig. 8 serves as a request for
transmission of a content 1 stored in the server2.

[0121] Asin the case of the request 111, the headers
illustrated in (c) of Fig. 8 include a "Host" header and an
"Accept" header.

(Request 123 from proxy 3a to server 2 for content)

[0122] Asillustrated in (d) of Fig. 8, the HTTP message,
which servesas the request 123 (i) transmitted from the
proxy 3 to the server 2 and(ii) requesting the content 1,
contains a requestline and headers.
[0123] The requestline illustrated in (d) of Fig. 8 con-
tains "GET" followed by a URL, which "GET"indicates a
method for acquiring a content and which URLis of the
content to be requested. Specifically, the URL is de-
scribed in the form of "/ content name." This means that

the HTTP messageillustrated in (a) of Fig. 8 serves as
a request for transmission of the content 1 described by
"content 1" in the requestline.
[0124] Asin the case of the request 111, the headers
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illustrated in (d) of Fig. 8 include a "Host" header and an
"Accept" header. The headersalso include a "Via" header
indicative of a transmission path of the message, which
"ia" header—contains an address, "exam-

ple-proxy1.com", indicative of an address of a device via
which the messageis transferred. From this, the server
2 which received the requestfinds out via which device
(which is the proxy 3a in the present case) the request
wastransmitted.

(Response 124 to transmit content from server2 to proxy
3a)

[0125] Asillustrated in (e) of Fig. 8, the HTTP message,
which servesas the response 124 to transmit the content
1 from the server2 to the proxy 3a, contains(i) aresponse
line, (ii) headers, and(iii) a body containing the "content
1."

[0126] The responselineillustrated in (e) of Fig. 8 con-
tains information indicating that the request has been
successfully received, that is, information indicating that
the content thus requested is to be transmitted. Specifi-
cally, the responseline is described in the form of "status
number(space) response message".
[0127] The headers contain information regarding a
content to be transmitted. In the exampleillustrated in
(e) of Fig. 8, the headers include (i) a "Date" headerin-
dicative of date and time when the content was transmit-

ted, (ii) a "Cache-Control" header issuing an instruction
regarding a cache of the content, and (iii) a "Content-
Type" header indicative of a type of the content to be
transmitted.

[0128] In the example, the "“Cache-Control" header
contains "must-revalidate" causing the proxy 3a to con-
firm, before the cache of the content is transmitted to
other devices, whether or not the content to be transmit-

ted is the latest data. The "Content-Type" header con-
tains "video/mp4"indicating that the contentis video data
in MP4 format.

[0129] The body illustrated in (e) of Fig. 8 contains "[bi-
nary-data: content1]"indicative of the data of the content
1.

(Response 126to transmit content from proxy 3a to client
4a)

[0130] Asillustrated in (f) of Fig. 8, the HTTP message,
which servesas the response 126to transmit the content
1 from the proxy3a to the client 4a, contains a response
line, headers, and a body.
[0131] The responselineillustrated in (f) of Fig. 8 con-
tains information indicating that the request has been
successfully received, that is, information indicating that
the content thus requested is being transmitted. Specif-
ically, the responseline is described in the form of "status
number(space) response message".
[0132] The headers contain information regarding a
contentto be transmitted. In the example illustratedin (f)

Ex. 1002 - Page 206



Ex. 1002 - Page 207

31 EP 2 597 869 A1 32

of Fig. 8, the headers include(i) a "Cache-Control" head-
er issuing an instruction regarding the cache of the con-
tent to be transmitted, (ii) a "Content-Type" header indic-
ative of a type of the content, and(iii) a "Via" header
indicative of a transmission path of the message.
[0133] As in the case of the response 124, the
"Cache-Control" header and the "Content-Type" header
illustrated in (f) of Fig. 8 contain "must-revalidate" and
"video/mp4", respectively. A "Via" header(i) indicates
that arequest containing the "Via" headerhas been trans-
mitted via a certain device and (ii) contains addressin-
formation indicative of an addressof the device via which

the request has been transmitted. The response 124 con-
tains addressinformation, “example-proxy1.com", indic-
ative of an address of the proxy 3a whichis a device via
which the response 124 wastransmitted.
[0134] The body illustrated in (f) of Fig. 8 contains ac-
tual data (binary data) of the content 1. The "[binary-data:
content1]in (f) of Fig. 8 indicates the data of the content1.

[HTTP message in sessions 150 and 160]

[0135] The following description will discuss, with ref-
erence to Fig. 10, the HTTP messagesin the sessions
150 and 160. Note that (a) through (c) and (f) of Fig. 10
correspond to (a) through (c) and (f) of Fig. 8, respec-
tively, and that Fig. 10 is different from Fig. 8 only in that
the content 1 and the proxy 3a in Fig. 8 are changed to
acontent 2 anda proxy 3bin Fig. 10, respectively. There-
fore, description of the HTTP messages serving as the
request 151, the response 153, the request 161, and the
response 166 will be omitted here.

(Request 163 requesting content from proxy 3b to server
2 with condition)

[0136] Asillustrated in (dc) of Fig. 10, the HTTP mes-
sage, which serves as the request 163 (i) transmitted
from the proxy 3b to the server 2 and (ii) requesting the
content 2 with conditions, contains a request line and
headers.

[0137] The requestline illustrated in (d) of Fig. 10 con-
tains "GET" followed by a URL, which GETindicates a
method for acquiring a content and which URLis of the
content to be requested. Specifically, the URL is de-
scribed in the form of "/content name."

[0138] The headersillustrated in (d) of Fig. 10 include
(i) an "If-Modified-Since" header which requests a latest
version of the contentif the content is updated after date
and time recordedin the "If-Modified-Since" header,(ii)
an "Accept" header,(iii) a "Host" header, and(iv) a "Via"
header. The "If-Modified-Since" header contains date

and time "Sun, 31 May 2013 15:03:08 GMT" when the
proxy 3b cachedthe content 2 requested by the request
163. This allows the server 2, which is a device that has

received the request 163, to determine, based on the
date and time when the proxy 3b cached the content 2,
whetheror not the content 2 stored in the proxy3b is the
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latest data.

(Response 165 transmitted from server 2 to proxy 3b)

[0139] Asillustrated in (e) of Fig. 10, the HTTP mes-
sage, which serves as the response 165 (i) transmitted
from the server 2 to the proxy 3b and(ii) indicating that
the content 2 stored in the proxy 3bis the latest data,
contains a responseline and a header.
[0140] The responseline illustrated in (e) of Fig. 10
contains (i) the response messagethat the proxy 3b has
not updated the content since the date and time when
the proxy 3b cached the content and(ii) a status number
of the response message. Specifically, the responseline
is described in the form of "status number (space) re-
sponse message.”
[0141] The header illustrated in (e) of Fig. 10isa"Date"
headerindicative of date and time when the response
165 wastransmitted.

<Embodiment 2>

[0142] Embodiment 2 of the present invention illus-
trates an example wherea client 4 has a function as and
acts as a proxy sothatit is possible to widely distribute
(i) a processing load of a server2 and(ii) a network load
whichis used to transmit data from the server2.

[0143] More specifically, in Embodiment 2, the client
4, which includes a storage section, (i) caches an ac-
quired contentin the storage section, (ii) specifies, based
on response messages previously transmitted from the
server 2, a device (proxy 3 or client 4) that (possibly)
possessesthe content, and then(iii) transmits, to a de-
vice (client 4) which has requested the content, an in-
struction to acquire the content from the device thus spec-
ified.

[0144] That is, in Embodiment 2, the client 4 (i) is a
device that requests a content and then acquires the con-
tent and (ii) acts as (a) a relaying device (proxy) that
stores the content thus requested and then transfers the
content to another device or (b) a playing device that
acquires the content thus requested and then plays the
content.

[0145] Notethat(i) the proxy 3 and a client 4 acting as
a proxy are hereinafter each referred to as a relaying
device and (ii) aclient 4 that acquires a requested content
and then plays the content is hereinafter referred to as a
content playing device.
[0146] The following description will discuss Embodi-
ment 2 with reference to Figs. 11 through 19. Embodi-
ment 2 is (i) different from Embodiment1 only in that the
client 4 in Embodiment 2 has a function also as a proxy
and (ii) similar to Embodiment 1 in regard to the rest of
the points. Therefore, the following description will mainly
discuss the point in which Embodiment2 is different from
Embodiment 1.
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[Outline of Content Distribution System 1a]

[0147] First, an outline of a content distribution system
1a of Embodiment2 will be described with reference to

Fig. 11. Fig. 11 is a view illustrating a schematic config-
uration of the content distribution system 1a, and illus-
trates main configuration of devices constituting the con-
tent distribution system 1a. Asillustrated in Fig. 11, the
contentdistribution system 1a includes the server2, the
proxy 3, a client 4c, and a client 4d. The content distri-
bution system 1a further includes (i) a content storage
section 5 connected to the server2, (ii) a cache storage
section 6 connectedto the proxy3, and(iii) client storage
sections 8c and 8d connectedto the client 4c and the

client 4d, respectively.
[0148] Hereinafter, the client storage sections 8c and
8d are generally referred to as a client storage section 8.
[0149] Since the proxy 3 of Embodiment2 is similar to
the proxy 3 of Embodiment1 in terms of a configuration
and an operation process, the details of the proxy 3 of
Embodiment3 will be omitted here.

[Server 2]

[0150] The server 2 of Embodiment 2 has a configu-
ration identical to that of the server 2 of Embodiment 1.

However, since the client 4 of Embodiment 2 acts as a
proxy in some cases, part of operations of a response
executing section 15, arelaying device specifying section
16, and a content-storage-location information generat-
ing section 17 of Embodiment 2 are different from the
operations of the corresponding members of Embodi-
ment 1.

[0151] Theresponse executing section 15 (i) receives,
via a server communication section 11, a request mes-
sage requesting transmission of a content, which request
message has been transmitted from a relaying device or
a content playing device and then(ii) transmits, to the
relaying device or the content playing device depending
on which oneof the devices transmitted the request mes-
sage, a response message in response to the request
message thus received.
[0152] Specifically, the response executing section 15,
whichis ready to receive a request message to request
to transmit a content, (i) receives the request message
via the server communication section 11 and then (ii)
refers to a headerof the request message thus received,
so as to determine whether or not the request message
wastransmitted via a relaying device. For example, the
response executing section 15 can be configured to re-
ceive a request message and thento (i) determine, in a
case where the request message contains a "Via" header
(transmission path information), that the request mes-
sage has been transferred from a relaying device that
had received the request message from acontent playing
deviceor(ii) determine, in a case where the request mes-
sage does not contain the "Via" header, that the request
message wasdirectly transmitted from the content play-
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ing device.
[0153] In acase where a request messageis not one
transmitted from a relaying device (i.e. the response ex-
ecuting section 15 receives the request messagedirectly
from a content playing device whichis the senderof the
request message), the response executing section 15
transmits, to the relaying device specifying section 16,
an instruction to specify address information (e.g. a URI
of the proxy 3 or the client 4 etc.) of a relaying device that
(possibly) possesses a content requested by the content
playing device. Then, the response executing section 15
receives, from the relaying device specifying section 16,
the address information of the relaying device that pos-
sesses the content requested by the content playing de-
vice, and then transmits, in response to the request mes-
sage, aresponse messageto instruct the contentplaying
device to acquire the content from the relaying device.
For example, by supplying the addressinformation to the
"Location" field with use of "305 USE Proxy", the re-
sponse executing section 15 transmits, to the content
playing device, an instruction (as a response message)
to resend the request message to the relaying device
that (possibly) possesses the content requested by the
content playing device.
[0154] In acase where the request message thusre-
ceivedis one transmitted via the relaying device (i.e. the
response executing section 15 receives the request mes-
sage from the relaying device), the response executing
section 15 proceeds to determine whetheror not the re-
quest message is a conditional request such as "If-Mod-
ified-Since". If the request message is not provided with
aconditional request, the response executing section 15
reads out, from the content storage section 5, a content
requested by the request message, and then transmits,
to the relaying device, the content in responseto the re-
quest message.
[0155] Meanwhile, in a case where the request mes-
sage is a conditional request, the response executing
section 15 proceeds to determine whetheror not the data
of the content the relaying device possessesis the latest.
To putit another way, the response executing section 15
determines whether or not the data of the content the

relaying device possessesis identical to that stored in
the content storage section 5.
[0156] In a case where the data of the content pos-
sessed by the relaying device from which the request
message was transmitted, is not the latest data of the
content, the response executing section 15 reads out the
requested content from the content storage section 5,
and then transmits the content thus read out, to the re-
laying device in response to the request message. In a
case wherethe data of content possessed by the relaying
device from which the request message wastransmitted,
is the latest data of the content, the response executing
section 15 transmits, to the relaying device, a response
message(in responseto the request message)indicating
that the relaying device possesses the latest data. Ex-
amples of such a response message encompass "304
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NOT modified".

[0157] Asin the case of Embodiment 1, the response
executing section 15 also creates a transmission log
based on the response message thus transmitted, and
then stores the transmission log in a transmission log
storage section 12.
[0158] Note that, as in the case of Embodiment 1, ina
case where the response executing section 15 transmits
the content to a relaying device from which a request
message has been transmitted, "Cache-Control: must-
revalidate" or "Cache-Control: proxy-revalidate", for ex-
ample, may be added to the header of the content. Ac-
cordingly, in a case wherethe relaying device, which has
acquired the content, transmits the content in response
to another request,it is possible to always cause the re-
laying device to transmit, to the server 2, an inquiry as
to whether or not the content is the latest, before the
relaying device transmits the content.
[0159] The relaying device specifying section 16 is for
determining, in accordance with an instruction from the
response executing section 15, a relaying device that
(possibly) possesses a content requested by a content
playing device.
[0160] Specifically, the relaying device specifying sec-
tion 16 receives an instruction from the response exe-
cuting section 15, and accordingly readsout, from a con-
tent-storage-location information storage section 13,
content-storage-location information. By referring to the
content-storage-location information, the relaying device
specifying section 16 specifies address information of a
relaying device associated with the content, as address
information of the relaying device from which the content
requested by a contentplaying device is to be acquired.
Thereafter, the relaying device specifying section 16
transmits the address information thus specified to the
response executing section 15.
[0161] In acase where content-storage-location infor-
mation for a content requested by a content playing de-
vice is not stored in the content-storage-location infor-
mation storage section 13, the relaying device specifying
section 16 can (i) specify predetermined (default) ad-
dress information as address information of a relaying
device from which the content is to be acquired, which
predetermined address information is specific to each
content requested by a content playing device or (ii) ran-
domly select, out of relaying devices connected to the
server 2 via a network 7, a relaying device from which
the contentis to be acquired.
[0162] Inacase wherethe content-storage-locationin-
formation storage section 13 stores a plurality of pieces
of content-storage-location information containing ad-
dress information of relaying devices which are each as-
sociated with a content requested by a content playing
device, the relaying device specifying section 16 can (i)
specify the pieces of address information as addressin-
formation from which the content is to be acquired and
then (ii) create a list of the relaying devices from which
the content is to be acquired, which relaying devices are
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indicated by the respective pieces of address information
thus identified. In a case wherethe relaying device spec-
ifying section 16 specifies the plurality of pieces of ad-
dress information as address information eachindicative

of a location from which the content is to be acquired,
the relaying device specifying section 16 can create a list
of content storage location by assigning priorities to the
plurality of pieces of address information.
[0163] As in the case of Embodiment 1, the relaying
device specifying section 16 may(i) select, based on
date and time contained in content-storage-location in-
formation, a relaying device from which a content is to
be acquired or(ii) select, based on physical or network-
structural distances between a content playing device
and relaying devices,a relaying device from which a con-
tentis to be acquired. The relaying device specifying sec-
tion 16 mayalso select, in view of the load status of each
relaying device, a relaying device which(i) (possibly) pos-
sesses a content requested by a content playing device
and(ii) has a low load. To be more specific, the relaying
device specifying section 16 can select, by referring to a
transmission log stored in the transmission log storage
section 12, address information of a relaying device from
which the content is acquired. In addition, the relaying
device specifying section 16 may select, in view of the
number of accesses to the server 2 from the relaying
devices access, a relaying device that (possibly) pos-
sesses a content requested by a contentplaying device.
Note that a process in Embodiment2 carried out by the
relaying device specifying section 16 in order to deter-
mine which relaying device (possibly) possesses a con-
tent requested by a contentplaying device is identical to
a process in Embodiment 1 carried out by the relaying
device specifying section 16 in order to determine which
proxy 3 (possibly) possesses a content requested by the
client4. Hence, description of the processin Embodiment
2 will be omitted here.

[0164] The content-storage-location information gen-
erating section 17 is for (i) generating, from a transmis-
sion log stored in the transmission log storage section
12, content-storage-location information for determining
address information of a relaying device that (possibly)
possesses a content and then(ii) storing the information
in the content-storage-location information storage sec-
tion 13. Unlike the case of Embodiment 1, the content-

storage-location information generating section 17 in ac-
cordance with Embodiment 2 includes, as a device that

(possibly) possesses a content, not only the proxy 3 but
also the client 4.

[0165] Specifically, the content-storage-location infor-
mation generating section 17 generates content-storage-
location information by associating (A) a content trans-
mitted from the server2, (B) address information to which
the content was transmitted, and (C) the date and time
when the content was transmitted from the server 2,
wherein the content, the address information, and the

date and time are specified by referring to a transmission
log (content transmission log), which indicates that the
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server2 has transmitted the contentto a relaying device.
This is becausethe relaying device, to which the content
has been transmitted, is considered to store the content.

[0166] The content-storage-location information gen-
erating section 17 generates content-storage-locationin-
formation by associating (A) a content confirmed as a
latest version, (B) addressinformation of a device (relay-
ing device) which possesses the content, and (C) the
date and time whenthe server2 transmitted a response
message that indicates that the content possessed by
the relaying deviceis the latest version, wherein the con-
tent, the address information, and the date and time are

specified by referring to a transmission log (version no-
tification log), which indicates that the server 2 hastrans-
mitted the response message.This is because the relay-
ing device, to which the response message has been
transmitted, stores the latest version of the content.
[0167] The content-storage-location information gen-
erating section 17 can generate content-storage-location
information by associating (A) a content, (B) address in-
formation to which a content acquisition instruction for
the content wastransmitted, and (C) date and time when
the response message wastransmitted, wherein the con-
tent, the address information, and the date and time are

specified by referring to a transmission log (acquisition
instructing log), which indicates that the server 2 trans-
mitted to a content playing device the content acquisition
instruction to specify a device from which the contentis
to be acquired. This is because the content playing de-
vice, to which the content acquisition instruction has been
transmitted, is highly likely to store the content.
[0168] There is a possibility that a playing device, to
which a content acquisition instruction for a content has
been transmitted, fails to acquire the content. Therefore,
it is possible to generate content-storage-location infor-
mation by utilizing both a content transmission log and
an acquisition instructing log. That is, in a case where an
acquisition instructing log for a content and a content
transmission log indicative of transmission of the content
from the server2 to arelaying device are both available,
it is possible to generate content-storage-location infor-
mation by associating together(i) the content, (ii) an ad-
dress to which the content acquisition instruction has
been transmitted, and(iii) date and time contained in the
content transmission log. This is because (a) a playing
device is considered to request the content from the serv-
er 2 in a case where a relaying device that a content
acquisition instruction designates as a device from which
the content is to be acquired does not store the content
and (b), in a case where the server 2 responds to the
requestfor the content, the contentis transmitted to the
playing device via a relaying device.
[0169] The content-storage-location information gen-
erating section 17 can generate content-storage-location
information with use of an acquisition instructing log and
a version notification log. That is, in a case where there
exist (i) a content transmission log which indicates trans-
mission of a content acquisition instruction instructing a
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playing device to acquire a contentfrom a certain relaying
device and(ii) a version notification log which indicates
that the server 2 notified the relaying device that the con-
tent possessedbythe relaying deviceis the latest version
of the content, the content-storage-location information
generating section 17 can generate content-storage-lo-
cation information by associating together(i) the content,
(ii) an addressof the playing device to which the content
acquisition instruction was transmitted, and(iii) date and
time contained in the version notification log.
[0170] The content-storage-location information gen-
erating section 17 may generate content-storage-loca-
tion information (i) whenever a certain transmission log
is added to the transmission log storage section 12 or(ii)
by reading outa transmission log at the regularintervals.
[0171] Examples of a specific operation of the con-
tent-storage-location information generating section 17
in accordance with Embodiment 2 will be described be-

low with reference to Figs. 12 and 13. Fig. 12 is a table
illustrating an example of a transmission log stored in the
transmission log storage section 12. Fig. 13 is a table
illustrating an example of content-storage-location infor-
mation stored in the content-storage-location information
storage section 13. An example of the operation of the
content-storage-location information generating section
17 for generating the content-storage-location informa-
tion illustrated in Fig. 13 will be described below with ref-
erence to the transmission logillustrated in Fig. 12.
[0172] First, the content-storage-location information
generating section 17 generates content-storage-loca-
tion information 45 of Fig. 13 by associating together,
with use of a transmission log (content transmission log)
42 in which "200 OK"is contained, (i) "content 1", (ii) http:
/lexample-proxy1.com, and(iii) "Sun, 31 May 2013 13:
53:38 GMT", each of whichis contained the transmission
log 42.
[0173] Then, the content-storage-location information
generating section 17 generates content-storage-loca-
tion information 46 from (i) a transmission log (acquisition
instructing log) 41 in which "305 Use Proxy (proxy 1)"is
contained and (ii) the transmission log 42 (a) in which
"200 OK"is contained, (b) which has a contentID identical
to that of the transmission log 41, and (c) which indicates
that "proxy 1" contained in the transmission log 41 has
been responded. In other words, the content-storage-
location information 46 illustrated in Fig. 13 is generated
by associating together "content 1", "http://example-
client1.com" whichis an address (contained in the trans-
mission log 41) of a designation and "Sun, 31 May 2013
13:53:38 GMT" which is a date and time (contained in
the transmission log 42) whenthe request was transmit-
ted.

[0174] Note that, since "http://example-proxy1.com"is
also considered to store "content 1", "http://example-
proxy1.com" can be added to address information con-
tained in the content-storage-location information 46.
[0175] Thereafter, the content-storage-location infor-
mation generating section 17 generates content-stor-
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age-location information 47 illustrated in Fig. 13 by as-
sociating together, with use of a transmission log (version
notification log) 44 in which "304 Not Modified" is con-
tained, (i) "content 1", (ii) "http://example-client1.com",
and (iii) "Mon, 01 Jun 2013 08:05:30 GMT", each of which
is contained the transmission log 44.
[0176] Finally, the content-storage-location informa-
tion generating section 17 generates content-storage-lo-
cation information 46 from (i) a transmission log (acqui-
sition instructing log) 43 in which "305 Use Proxy (client
1)" is contained and (ii) the transmission log 44 (a) in
which "304 Not Modified" is contained, (b) which has a
content ID identical to that of the transmission log 43,
and (c) which indicates that "client 1" contained in the
transmission log 43 has been responded. To putit an-
other way, the content-storage-location information 47 is
generated by associating together "content 1", "http://ex-
ample-client2.com"which is an address (contained in the
transmission log 43) of a recipient of a request for a con-
tent, and "Mon, 01 Jun 2013 08:05:30 GMT" which is a

date and time (containedin the transmission log 44) when
the request was transmitted. Note that, since "http://ex-
ample-client1.com"also is expected to store "content 1",
"http://example-client1.com" can be added to addressin-
formation contained in the content-storage-location in-
formation 47.

[Client 4]

[0177] The client 4 in accordance with Embodiment 2
functions also as a proxy. Therefore, unlike the case of
Embodiment 1, a client control section 32 in accordance

with Embodiment 2 includes a response/request execut-
ing section 35 instead of a request executing section 33.
A client storage section 8 for caching contents is con-
nected to the client 4. Alternatively, the client storage
section 8 can be provided inside theclient 4.
[0178] In acase where the client 4 acts as a content
playing device, the response/request executing section
35 executes an operation similar to that of the request
executing section 33.
[0179] Specifically, the response/request executing
section 35 generates a request message requesting
transmission of acontent, transmits the request message
to the server 2 via a client communication section 31,

and then receives a response message as a response
to the request message. Thatis, the response/request
executing section 35 receives, as the response message
from the server2, (i) information that specifies a relaying
device and(ii) an instruction to transmit, to the relaying
device, a request message requesting the content. The
response/request executing section 35 receives the re-
sponse message, and then transmits, to the relaying de-
vice thus specified by the server 2, the request message
requesting transmission of the content. Thereafter, the
response/request executing section 35 receives the con-
tent from the relaying device, and then stores in the con-
tent in the client storage section 8.
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[0180] In acase wherethe client 4 acts as a relaying
device, the response/request executing section 35 exe-
cutes an operation similar to that of a request executing
section 23 of the proxy 3.
[0181] Specifically, the response/request executing
section 35 acts as a devicefor transmitting, to a content
playing device, acontent specified by arequest message
requesting the content, which request message was
transmitted from the content playing device.
[0182] More specifically, the response/request execut-
ing section 35, which is ready to receive from a content
playing device a request message to request transmis-
sion of a content, (i) receives a request message from
the content playing device via the client communication
section 31 and then (ii) determine whetheror not the con-
tent thus requestedis stored in the client storage section
8.

[0183] In acase where the contentis not stored in the
client storage section 8, the response/request executing
section 35 (i) examines a Hostfield of the request mes-
sage and then(ii) transmits a request message to a serv-
er 2 whose URLis shownin the Hostfield, which request
message requests the content requested by the content
playing device. Thereafter, the response/request execut-
ing section 35 acquires the content from the server 2,
stores the content thus acquiredin the client storage sec-
tion 8, and then transmits the content to the content play-
ing device.
[0184] Inacase where the contentis stored in the client
storage section 8, the response/request executing sec-
tion 35, in order to transmit, to the server 2, an inquiry as
to whetheror not the content stored in the client storage
section 8 is the latest data, (i) creates a request message
with a conditional request by adding, to a regular request
message, "If-Modified-Since" containing information
about time at which the relaying device (client 4) has
acquired the content and then (ii) transmits, to the server
2, the request message thus created.
[0185] Uponreceipt of a"304 NOT Modified" response
message from the server 2 in response to the request
message, the response/request executing section 35 (i)
determines that the content stored in the client storage
section 8 is the latest data, (ii) reads out the content from
the client storage section 8, and then (iii) transmits the
content to the content playing device.
[0186] On the other hand, in a case where the content
storedin the client storage section 8 is not the latest data,
the server 2 transmits, to the response/request executing
section 35, the latest version of the content in response
to the request message, and then the response/request
executing section 35 receives the content thus transmit-
ted. Thereafter, the response/request executing section
35 stores the content thus received in the client storage
section 8, and then transmits the content to the content

playing device.
[0187] Note that the response/request execution sec-
tion 23 may transmit the content to the content playing
device while the content contains, in its header,
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"Cache-Control: must-revalidate" or "“Cache-Control

which has been addedbythe server 2. Accordingly, ina
case wherethe content, which has been acquired by the
content playing device serving as a destination of a con-
tent, is transmitted in response to another request, it is
possible to cause the content playing device to always
transmits, to the server 2, an inquiry as to whether or not
the contentis the latest version before the content playing
device transmits the content.

[Processescarried out by each device]

[0188] The following description will discuss, with ref-
erence to Figs. 14 through 16, processes carried out by
the server 2 and the client 4. Since a process carried out
by the proxy 3 in Embodiment2 is identical to that in
Embodiment1, description of the processwill be omitted
here.

[Process carried out by server2]

[0189] The operation carried out by the server2 will be
describedfirst with reference to Fig. 14. Fig. 14 is a flow-
chart showing an exemplary process whichis carried out
by the server 2.
[0190] The response executing section 15 is ready to
receive a request message to requestto transmit a con-
tent. When the response executing section 15 receives,
via the server communication section 11, the request
message to request to transmit the content (S501), the
response executing section 15 refers to a headerof the
request message thus received, so as to determine
whether or not the request message thus received is
transmitted via a relaying device (S502).
[0191] In acase where the content playing device has
transmitted the received request message (NO in S502),
the response executing section 15 transmits, to the re-
laying device specifying section 16, an instruction to
specify a relaying device from which the content playing
device acquires the content. In responseto the instruc-
tion from the response executing section 15, the relaying
device specifying section 16 reads out content-storage-
location information from the content-storage-locationin-
formation storage section 13 (S503). With reference to
the content-storage-location information thus read out,
the relaying device specifying section 16 specifies, as
address information of a device from which the content

should be acquired, a URIof the relaying device associ-
ated with the content that the content playing device re-
quests (S504). The relaying device specifying section 16
transmits such specified address information to the re-
sponse executing section 15. The response executing
section 15 transmits, to the content playing device, from
the relaying device indicated by an address contained in
the addressinformation which has been specified by the
relaying device specifying section 16, a response mes-
sage to instruct the content playing device to acquire a
requested content (S505). The response executing sec-
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tion 15 creates a transmission log based on the response
messagewhich has been transmitted to the content play-
ing device, and adds the transmission log thus created
to the transmission log storage section 12 (S510).
[0192] Meanwhile, ina case where the relaying device
transmits the request message thus received (YES in
S502), the response executing section 15 then deter-
mines whetheror not the received request messageis a
conditional request such as "If-Modified-Since" (S506).
In a case where the received request messageis not a
conditional request (NO in S506), the response executing
section 15 readsout, from the content storage section 5,
the content requested by the relaying device, and, in re-
sponse to the request messagefrom the relaying device,
transmits the content thus read out to the relaying device
(S507). After that, the response executing section 15 cre-
ates a transmission log based on the response message
which has been transmitted to the relaying device, and
adds the transmission log thus created to the transmis-
sion log storage section 12 (S510).
[0193] In acase where the received request message
is provided with a conditional request (YES in $506), the
response executing section 15 determines whether or
not data of the content held by the relaying device is the
latest (S508). In a case where the data of the content
kept by the relaying device is not the latest (NO in S508),
the response executing section 15 reads out, from the
content storage section 5, the content requested by the
relaying device, and, in response to the request message
from the relaying device, transmits to the relaying device
the content thus read out (S507). Meanwhile, in a case
wherethe data of the content held by the relaying device
is the latest (YES in S508), the response executing sec-
tion 15 transmits, to the relaying device, aresponse mes-
sage that the data of the content held by the relaying
device is the latest, in response to the request message
from the relaying device (S509). Then, the response ex-
ecuting section 15 adds, to the transmission log storage
section 12, the response message which has beentrans-
mitted to the relaying device (S510).
[0194] Note that, in a case where the response exe-
cuting section 15 transmits the content to the relaying
device in S507, "Cache-Control: must-revalidate" or
"Cache-Control: proxy-revalidate", for example, is added
to the headerof the content. Accordingly, ina case where
the relaying device serving as a destination of a content
transmits the content held by the cache storage section
6 in responseto another request,it is possible to always
cause the relaying device to transmit, to the server, an
inquiry as to whetheror not the contentis the latest, be-
fore the relaying device transmits the.

[Process carried out by client 4]

[0195] A process carried out by the client 4 will be de-
scribed next with reference to Figs. 15 and 16. As de-
scribed earlier, the client 4 acts as a relaying device or
as a content playing device. An operation of the client 4
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in a case where the client 4 acts as a content playing
device will be described first with reference to Fig. 15.

(Processcarried out by client 4 as content playing device)

[0196] Fig. 15 is a flowchart showing an exemplary
process whichis carried out by the client 4 serving as a
content playing device. As shown in Fig. 15, the re-
sponse/request executing section 35 transmits, to the
server2, a request messageto requestto transmit a con-
tent (S521). In response to the request message, the
response/request executing section 35 receives a re-
sponse messageto instruct the response/request exe-
cuting section 35 to acquire a content from a designated
relaying device (S522). Inresponse to such an instruction
from the server2, the response/request executing sec-
tion 35 transmits the request message to the relaying
device designated by the server 2 (S523). Then, in re-
sponse to the request message, the response/request
executing section 35 acquires the content from the re-
laying device which has received the request message
($524).

(Process carried out by client 4 as content playing device)

[0197] The description will discuss, with reference to
Fig. 16, a process of the content 4 in a case where the
client 4 acts as a content playing device. Fig. 16 is a flow
chart showing an exemplary process whichis carried out
by a client 4 acting as a content playing device.
[0198] As shownin Fig. 16, the response/request ex-
ecuting section 35 is ready to receive, from a content
playing device (the client 4 different from the one de-
scribed in the previous example), a request messagere-
questing transmission of a content. The response/re-
quest executing section 35 receives the request mes-
sage from the content playing device via the client com-
munication section 31 ($541), and then determines
whetheror not the content requested by the requestmes-
sage is stored in the client storage section 8 (S 542).
[0199] In acase where the contentis not stored in the
client storage section 8 (NO in $542), the response/re-
quest executing section 35 examines a Hostfield of the
request message,and then transmits a request message
to aserver 2 whose URLis shownin the Hostfield, which

request message requests the content requested by the
contentplaying device (S543). The response/request ex-
ecuting section 35 acquires the content from the server
2 (S544), stores the content thus acquired in the client
storage section 8 (S545), and then transmits the content
to the content playing device (S546).
[0200] In a case where the content requested by the
content playing device is stored in the content storage
section 8 (YES in $542), the response/request executing
section 35 (i) creates a request message provided with
a conditional request by adding, to aregular request mes-
sage, "If-Modified-Since" containing information about
time at which the client device 4 has acquired the content
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andthen(ii) transmits the request message thus created
to the server 2 (S547).
[0201] Uponreceipt of a"304 NOT Modified" response
message from the server 2 (YES in S548), the re-
sponse/request executing section 35 reads out the con-
tent stored in the client storage section 8, and then trans-
mits the content to the content playing device (S426).
[0202] On the contrary, in a case where the content
stored in the client storage section 8 is not the latest data,
the server 2 transmits, to the response/request executing
section 35, the latest version of the content as a response
to the request message (carrying the conditional re-
quest), and then the response/request executing section
35 receives the contentthus transmitted (S544). The re-
sponse/request executing section 35 stores the content
thus received in the client storage section 8 (S545), and
then transmits the content to the content playing device
(S546).
[0203] Note that, in S546, the response/request exe-
cution section 23 transmits the content to the content

playing device while the content contains, in its header,
"Cache-Control: must-revalidate" or "“Cache-Control

which has been addedbythe server 2. Accordingly, in a
case where the content, which has been acquired by the
client 4 serving as a destination of a content, is transmit-
ted in response to another request, it is possible to keep
such a state that the content playing device should al-
ways transmit, to the server 2, as to whether or not the
contentis the latest version, before the content playing
device transmits the content.

[Example 2]

[0204] The following description will further discuss
Embodiment 2 in more detail with reference to Fig. 17
illustrating Example 2. Example 2 will illustrate an exem-
plary operation of a content distributing system 1a which
instructs, to a content playing device (whichis a client
4d), from which relaying device (client 4c) the content
playing device should acquire a content. Fig. 17 is a view
illustrating an example operation sequence of the content
distribution system 1a in Example 2.
[0205] Note that Example 2 is carried out on the fol-
lowing conditions. A content 1 is stored in the content
storage section 5, and both the client storage sections
8c and 8d and the cache storage section 6 cashes no
content. Further, the server2 is set so that the content1

is acquired from the proxy 3 as its default. Furthermore,
when the process shownin Fig. 17 is started in Example
2, a transmission log and content-storage-location infor-
mation are not stored in the transmission log storage sec-
tion 12 and the content-storage-location information stor-
age section 13, respectively. Still further, the response
executing section 15 creates the transmission log of Fig.
12 every time when a response messageis transmitted,
and the content-storage-location information generating
section 17 generates the content-storage-location infor-
mation of Fig. 13 every time when a content transmission
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log or a version notification log (transmission log whose
"transmitted contents"is "200 OK" or "304 Not Modified")
is added to the transmission log storage section 12.
[0206] Further, Example 2 is carried out on condition
that a sequencestarting from a time at which the content
playing device transmits a request message and ending
at a time at which the content playing device receives a
response messagein response to the request message
is considered as a single session.
[0207] Asshownin Fig. 17, ina session 210, the client
4c transmits, to the server 2, a request messageto re-
questto transmit the content 1 (request 211). Inthe server
2 which has received the request 211, the response ex-
ecuting section 15 transmits, to the relaying device spec-
ifying section 16, an instruction to specify a relaying de-
vice to acquire the content 1. In responseto the instruc-
tion, the relaying device specifying section 16 confirms
whetheror not the content-storage-location information
is stored in the content-storage-location information stor-
age section 13 (process 212). Here, the content-storage-
location information storage section 13 does not contain
the content-storage-location information indicative of the
proxy 3 to acquire the content1, the relaying device spec-
ifying section 16 specifies the default proxy 3a as the
proxy 3 to acquire the content 1. The response executing
section 15 transmits, to the client 4a, the response mes-
sageto instruct the client 4c to acquire a requested con-
tent from the proxy 3 indicated by address information
specified by the relaying device specifying section 16 (re-
sponse 213). Then, the response executing section 15
creates a transmission log based on the response mes-
sage thus transmitted, and adds the transmission log to
the transmission log storage section 12 (process 214).
[0208] Then, in the session 220, the client 4c, which
has received the response 213, transmits, to proxy 3, the
request message to request to transmit the content 1
(request 221). The proxy 3 received the request 221 con-
firms whether or not the content 1 is stored in the cache

storage section 6 (process 222). Here, the content 1 is
not stored in the cache storage section 6, so that the
proxy 3 transmits, to the server 2, the request message
based on the request 221 (request 223). In the server 2
whichhasreceived the request 223 from the proxy3, the
response executing section 15 transmits the content 1
to the proxy 3 (response 124). The proxy 3a received the
response 124 stores the acquired content 1 in the cache
storage section 6 and caches the content 1 (process
225). After that, the proxy 3a transmits, to the client 4a,
the content 1 as aresponseto the request 221 (response
226). When acquiring the content 1 from the proxy3, the
client 4c stores the content 1 thus acquired in the client
storage section 8c and caches the content 1 (process
227). Note that, after transmitting the response 224, the
response executing section 15 creates a transmission
log based on the response message thus transmitted,
and adds the transmission log to the transmission log
storage section 12 (process 228). Further, the content-
storage-location information generating section 17 gen-

EP 2 597 869 A1

10

15

20

25

30

35

40

45

50

55

24

46

erates content-storage-location information by associat-
ing the content 1 and addressinformation of the proxy 3
with each other, and causes the content-storage-location
information to be stored in the content-storage-location
information storage section 13. Furthermore, the con-
tent-storage-location information generating section 17
generates content-storage-location information by asso-
ciating the content 1 and address information of the client
4c with each other, and causes the content-storage-lo-
cation information to be stored in the content-storage-
location information storage section 13(process 229).
[0209] Whenthe session 220 is completed, the content
1isinastate of being cachedin the cachestorage section
6 of the proxy 3 and in the cache storage sections 8c of
the client 4c. That is, the content-storage-location infor-
mation storage section 13 stores (A) the content-storage-
location information in which the content 1 and the proxy
3a are associated with each other and (B) content-stor-
age-location information in which the content 1 and the
client 4 are associated with each other. Thatis, in this

state, not only the proxy 3 but also the client 4c potentially
serves as a relaying device from which the content 1 is
acquired.
[0210] Next, in a session 230, the client 4d transmits,
to the server 2, arequest message to requestto transmit
the content 1 (request 231). In the server 2 which has
received the request 231, the response executing section
15 transmits, to the relaying device specifying section
16, an instruction to specify a relaying device from which
the content 1 is to be acquired. The relaying device spec-
ifying section 16 receives the instruction, and then checks
the content-storage-location information in the content-
storage-location information storage section 13 (process
232). At this point, (i) the information stored in the content-
storage-location information storage section 13 identifies
the proxy 3b and the client 4c both as locations where
the content 1 is stored and(ii) the content-storage-loca-
tion information pointing to the client 4c is later than the
content-storagelocation information pointing to the
proxy 3. Therefore, the relaying device specifying section
16 specifies the client 4c as a relaying device from which
the content 1 is to be acquired. The response executing
section 15 transmits, to the client 4d, a response mes-
sage with an instruction to acquire the content 1 from the
client 4c thus specified by the relaying device specifying
section 16 (response 233). The response executing sec-
tion 15 creates a transmission log based on the response
message, and then adds the transmission log to the
transmission log storage section 12 (process 234).
[0211] In asession 240, the client 4d (which has re-
ceived the response 233) transmits, to the client 4c, a
request message (request 241) in accordance with the
instruction of the server 2, which request message re-
quest to transmit the content 1. The client 4c receives
the request 241, and then checks whetheror not the con-
tent 1 is stored in the client storage section 8c (process
242). Since the content 1 is already stored in the client
storage section 8c, the client 4c transmits a conditional
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request message (request 243) to the server 2 in order
to examine whether or not the content 1 stored in the

client storage section 8c is the latest data, which condi-
tional request messageis created by adding "If-Modified-
Since" to a request message based on the request 241.
The request 243 contains a "Via" header, and is a con-
ditional request. Hence, the response executing section
15 in the server 2 that has received the request 243 ver-
ifies whether or not the content 1 stored in the client 4c

is the latest data (process 244). The response executing
section 15 determines that the content 1 stored in the

client 4c is the latest data, and then transmits, to the client

4c, a response messagein which "304 NOT Modified"is
contained (response 245). Upon receipt of the response
245, the client 4c reads out the content 1 stored in the
client storage section 8c, and then transmits, to the client
4d, the content 1 in response to the request 241 (re-
sponse 246). Subsequentto the transmission of the re-
sponse 245, the response executing section 15 creates
a transmission log based on the response message thus
transmitted, and then adds the transmission log to the
transmission log storage section 12 (process 247). The
content-storage-location information generating section
17 generates content-storage-location information by as-
sociating the content 1 with the address information of
the client 4c, and then stores the content-storage-loca-
tion information in the content-storage-location informa-
tion storage section 13. The content-storage-location in-
formation generating section 17 also creates content-
storage-location information associating the content 1
with address information of the client 4d, and then stores

the content-storage-location information in the content-
storage-location information storage section 13 (process
248).
[0212] In Embodiment2, the client 4 acts as a content
playing device or as a relaying device. This gives a great-
er numberof candidates that the server 2 can designate
as arelaying device. Therefore, a processing load of the
server 2 and a network load which is used to transmit

data from the server 2 can be diluted by more widely
distributing the loads overthe network so that the loads
are also shared by the clients 4 and networks between
a client 4 and anotherclient 4.

[HTTP Message in Example 2]

[0213] The details of the requests and responsesillus-
trated in the operation sequence diagram of Fig. 17 will
be illustrated in Figs. 18 and 19. Figs. 18 and 19 are
views eachillustrating example HTTP messagestrans-
mitted/received as requests and responses,Fig. 18 par-
ticularly illustrating HTTP messagesin the session 210
and 220, and Fig. 19 particularly illustrating HTTP mes-
sages in the sessions 230 and 240.
[0214] (a), (b), (c), (d), (e), and (f) of Fig. 18 illustrate
HTTP messagesof the request 211, the response 213,
the request 221, the request 223, the response 224, and
the response 226 ofFig. 17, respectively.
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[0215] (a), (b), (c), (d), (e), and (f) of Fig. 19 illustrate
HTTP messagesof the request 231, the response 233,
the request 241, the request 243, the response 245, and
the response 246 of Fig. 17, respectively.
[0216] (a) through (f) of Fig. 18 correspond to (a)
through (f) of Fig. 8, respectively, and Fig. 18 is different
from Fig. 8 only in that the client 4a and the proxy 3a in
Fig. 8 are changedto the client 4c and the proxy 3 in Fig.
18, respectively. Also, (a) through (f) of Fig. 19 corre-
spondto (a) through (f) of Fig. 10, respectively, and Fig.
19 is different from Fig. 10 only in that the content2, the
client 4a, and the proxy 3b in Fig. 10 are changed to the
content 1, the client 4d, and the client 4c in Fig. 19, re-
spectively. Description other than the above difference
has been already made.

<Embodiment 3>

[0217] Embodiment 3 of the present invention will dis-
cuss an example where (i) a server 2 specifies a plurality
of relaying devices from which a content is acquired and
(ii) a content playing device acquires a content by select-
ing a relaying device from the plurality of relaying devices
thus specified, in order to more widely distribute a load
of a network between the content playing device and the
relaying device.
[0218] Specifically, in Embodiment3, a client 4, which
is the content playing device, (i) selects one relaying de-
vice from the plurality of relaying devices specified by the
server2 and(ii) acquires a content from the relaying de-
vice thus selected. In a case where a delay occurs in
regard to the acquisition of the content while the content
is being acquired, the client 4 reselects anotherrelaying
device from the plurality of relaying devices specified by
the server 2, so as to change the relaying device from
which the content is acquired.
[0219] Embodiment 3 will be described below with ref-
erenceto Figs. 20 through 28. Embodiment3 differs from
Embodiment 2 only in a configuration of the client 4 and
adata formatofa content which is managed by the server
2, and Embodiment 3 is identical to Embodiment 2 in

other points. As such, the difference of Embodiment 3
from Embodiment2 will be mainly described below.

[Outline of content distribution system 1b]

[0220] First, an outline of a contentdistribution system
1b of Embodiment3 will be described with reference to

Fig. 20. Fig. 20 is a viewillustrating an outline of the
content distribution system 1b in accordance with Em-
bodiment 3 and a main configuration of devices consti-
tuting the contentdistribution system ‘1b. Asillustrated in
Fig. 20, the contentdistribution system 1b includes the
server 2, proxies 3a, 3b and 3c, and clients 4e and 4f.
Further, the content distribution system 1b includes: a
content storage section 5 which is connected to the serv-
er 2; cache storage sections 6a, 6b, and 6c which are
connected to the proxies 3a, 3b, and 3c, respectively;
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and client storage sections 8e and 8f which are connect-
ed to the client 4e and 4f, respectively.
[0221] The proxy 3 of Embodiment3 is identical to the
proxy 3 of Embodiment 1 in a configuration and an op-
eration process. As such, details of the proxy 3 will not
be discussed here.

[Server 2]

[0222] The server 2 of Embodiment3 (i) has the same
configuration with that of the server 2 of Embodiment 2
and(ii) executes the same operation as that of the server
2 of Embodiment 2. However, in orderto allow the content

playing device to select a relaying device from which a
content is acquired, the server 2 of Embodiment 3 (i)
specifies a plurality of relaying devices which (possibly)
possess a content that the content playing device re-
quests,(ii) presents, to the content playing device, a con-
tent storage location list containing address information
of the plurality of relaying devices thus specified, and(iii)
instructs the content playing device to acquire a content
from one of the relaying devices which exist at an address
indicated by the address information contained in the
content storage location list thus presented.
[0223] Specifically, upon receipt of a request message
to request a content directly from the content playing de-
vice, a response executing section 15 transmits, to a re-
laying device specifying section 16, an instruction to
specify address information of a relaying device (e.g.,
URI of the proxy 3 or the client 4, etc.) which (possibly)
possesses the content that the content playing device
requests. Then, the response executing section 15 re-
ceives a content storage location list, from the relaying
device specifying section 16, the content storage location
list containing a plurality of pieces of address information
of the relaying device which possesses the content that
the content playing device requests. Then, the response
executing section 15 transmits a response message to
the content playing device in response to the request
message from the content playing device, the response
messageinstructing to acquire the content that the con-
tent playing device requests, from one of the relaying
devices of the addressindicated by the address informa-
tion contained in the content storage location list which
is created by the relaying device specifying section 16.
[0224] Note that, since other processes of the re-
sponse executing section 15 are identical to those of Em-
bodiment 2, those processeswill not be discussed here.
[0225] In accordance with the instruction from the re-
sponse executing section 15, the relaying device speci-
fying section 16 (i) specifies a plurality of relaying devices
which(possibly) possess a content that the content play-
ing device requests and(ii) creates a content storage
location list containing address informationof the plurality
of relaying devices thus specified.
[0226] Specifically, the relaying device specifying sec-
tion 16 reads out content-storage-location information
from the content-storage-location information storage
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section 13 in accordance with the instruction of the re-

sponse executing section 15. With reference to the con-
tent-storage-location information thus read out, the re-
laying device specifying section 16 (i) specifies a plurality
of pieces of address information of a relaying device as-
sociated with the content that the content playing device
requests and(ii) creates a content storage locationlist
containing the plurality of pieces of address information
thus specified. The relaying device specifying section 16
transmits the content storage location list thus created
to the response executing section 15.
[0227] Inacase where the content-storage-location in-
formation storage section 13 stores (i) no content-stor-
age-location information containing the content that the
content playing device requests or (ii) only one piece of
content-storage-location information containing the con-
tent thatthe content playing device requests, the relaying
device specifying section 16 may (a) specify predeter-
mined (default) address information as address informa-
tion of the device from which the content that the content

playing device requests is available, and (b) creates a
content storage locationlist containing a plurality of piec-
es of address information. Further, in a case where the

content-storage-location information storage section 13
stores (i) no content-storage-location information con-
taining the content that the content playing device re-
quests or(ii) only one piece of storage location informa-
tion containing the content that the content playing device
requests, the relaying device specifying section 16 may
(a) specify, at random, from relaying devices connected
to the server 2 via a network 7, address information of

the device from which the content is acquired and (b)
create a content storage location list.
[0228] Moreover, the relaying device specifying sec-
tion 16 may create a content storage location list by add-
ing priorities to the pieces of address information thus
specified. In this case, as with Embodiment2, a priority
maybe determined on a basis of date and time contained
in the content-storage-location information, a physical or
a network-structural distance between the content play-
ing device and the relaying device, a load status of the
relaying device, a transmission log which is stored in a
transmission log storage section 12, or the like.

[Client 4]

[0229] The client 4 of Embodiment3,unlike that of Em-
bodiment 2, when functioning as a content playing de-
vice, (i) receives a content storage location list which is
transmitted from the server2 and(ii) acquires a content
that the client 4 requests, from one of relaying devices
which exist at an addressindicated by the address infor-
mation containedin the content storage locationlist thus
received.

[0230] In the client 4 illustrated in Fig. 20, a client con-
trol section 32 includes, in addition to a response/request
executing section 35, a client status determining section
36 and a relaying device selecting section (relaying de-
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vice changing means) 37, both of which are not included
in Embodiment 2.

[0231] The response/request executing section 35 re-
ceives, from the server 2, as a response message,(i) a
content storage location list and(ii) an instruction to trans-
mit a request message for requesting a content to one
of the relaying devices which exist at the address indi-
cated by the address information contained in the content
storage location list.
[0232] When the response/request executing section
35 receives the content storage location list and the in-
struction, the relaying device selecting section 37 selects
one of pieces of the address information contained in the
content storage location list that the response/request
executing section 35 receives. The relaying device se-
lecting section 37 transmits, to the response/request ex-
ecuting section 35, an instruction to acquire a content
from a relaying device of an address indicated by the
address information thus selected.

[0233] In acase wherepriority is not added to the ad-
dress information contained in the content storage loca-
tion list (in a case where the server 2 does notinstruct
an orderof selecting a relaying device from which a con-
tentis acquired), the relaying device selecting section 37
mayselect(i) a relaying device, at random, on a basis
of the addressinformation contained in the content stor-

age locationlist, (ii) a relaying device on a basis of a
predetermined rule (default), or(iii) arelaying device hav-
ing a shortest physical or network-structural distance to
the client 4.

[0234] Meanwhile, in a case where priority is added to
the address information contained in the content storage
location list, the relaying device selecting section 37 se-
lects address information having a highestpriority.
[0235] When the relaying device selecting section 37
receives, from the client status determining section 36,
delay information indicating that an acquisition speed at
which the response/request executing section 35 ac-
quires a content (receiving speed required to acquire a
content) is slower than a predetermined receiving speed,
the relaying device selecting section 37 (i) changes the
relaying device from which the content is acquired, from
the relaying device thatthe relaying device selecting sec-
tion 37 selects, to another relaying device which exists
at the address indicated by the address information con-
tained in the content storage location list and (ii) trans-
mits, to the response/request executing section 35, an
instruction to acquire a content from the anotherrelaying
device thus changedto.
[0236] Here, in a case where priority is not added to
the address information contained in the content storage
locationlist, the relaying device selecting section 37 may
select (i) a relaying device, at random, on a basis of the
address information contained in the content storage lo-
cationlist, (ii) a relaying device on a basis of a predeter-
mined rule (default), or (iii) a relaying device having a
second shortest physical or a network-structural distance
to the client 4.
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[0237] Meanwhile, in a case wherepriority is added to
the addressinformation contained in the content storage
location list, the relaying device selecting section 37 se-
lects address information having a second highestprior-
ity.
[0238] Theclient status determining section 36 detects
an occurrence of a predetermined event. Specifically, the
client status determining section 36 detects an event that
acontentis received with delay when the contentplaying
device acquires, from the relaying device, the content
that the content playing device requires. The eventindi-
cates (i) a network communication status between the
contentplaying device and the relaying device and/or(ii)
a size of a load of the relaying device. When detecting
the event that the contentis received with delay, the client
status determining section 36 transmits, to the relaying
device selecting section 37, delay information indicating
the event thus detected.

[Format of content]

[0239] Next, in Embodiment 3, a format of a content
which is stored in the content storage section 5 will be
described with reference to (a) of Fig. 21. (a) of Fig. 21
is a view illustrating an example format of the content.
[0240] Asillustrated in (a) of Fig. 21, amediafile, which
is data indicating the content, is fragmented by a prede-
termined unit. The unit is not particularly limited but the
media file may be fragmented (i) by a time unit such as
one minute or (ii) by a unit of GOP (group of picture) in
an image coding.
[0241] In the following description, the fragmentis re-
ferred to as a movie fragment, and an MP4 file is used
as a specific example of a media file which is constituted
by the movie fragment.
[0242] Inacase where the MP4file is used as a media
file, a fragment which is constituted by "moof" storing
header information which manages an image and a
soundin the fragment and "mdat" storing data such as
an image and a sound whichare played bya client cor-
respondsto the movie fragment.
[0243] Here, as to the MP4file, in addition to "moof"
and "mdat," information (e.g., image resolution, profile
information, etc.) related to an entire mediafile, that is,
information (play information) required for a formatting
of a content playing section 34 in the client 4, is stored
in "moov," whichis different from the "moof" or the "mdat."

[0244] Accordingly, it is necessary to notify, before a
play starts, the client 4 of the play information stored in
"moov". The play information stored in "moov" may be
notified in a procedure different from that for the movie
fragment, and it is not always necessary to include
"moov" in the movie fragment. However, the following
description will discuss an example wherea first movie
fragment in each of mediafiles includes "Moov." Thatis,
“information required for the formatting of the playing de-
vice"illustrated in (a) of Fig. 21 is "moov."
[0245] Asillustrated in Fig. 21, consecutive reference
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numerals "movie fragment 1", "movie fragment 2"... are
assigned to a movie fragment in each of the media files
in the orderfrom the first movie fragment. Note that each
of the movie fragments includes image data for one
minute.

[Formatfor transmission of content]

[0246] Next, in the content distribution system 1b of
the present invention, a transmission unit of the content
will be described. In the content distribution system ‘1b,
among the server 2, the proxy 3, and the client 4, the
content is (i) divided by a unit which is referred to as
media segmentand(ii) transmitted with use of HTTP.
[0247] (b) of Fig. 21 is a view illustrating a concept of
a media segment whichis treated by the content distri-
bution system 1b as a transmission unit of the content
and showing an exemplary transmission unit of the con-
tent in the content distribution system 1b.
[0248] The media segmentis constituted to include at
least one movie fragment. In other words, a contentis
constituted by one or more media segments and each of
the media segments is constituted by one or more movie
fragments. Generally, each of the media segments,ina
predetermined content, is configured to include two or
more movie fragments each of which has consecutive
playing time. However, the media segment may be con-
stituted by (i) one movie fragmentor(ii) two or more movie
fragments each of which has no consecutive playing
time.

[0249] Specifically, (b) of Fig. 21 shows an example
where a plurality of movie fragments are combined so as
to constitute one media segment. This makesit possible
to reduce the numberof messages which transmit a con-
tent as compared with a case where eachofthe plurality
of movie fragments is transmitted separately. As such,it
is possible to send a contentefficiently.
[0250] In an example of (b) of Fig. 21, one media seg-
ment "media segment 1" is constituted by combining
"movie fragments 1 through 60", and another media seg-
ment "media segment 2" is constituted by combining
"movie fragments 61 through 120". Note that a media
segment should include two or more movie fragments
each of which has consecutive playing time in the pre-
determined content, and the numberof movie fragments
included in one media segmentis not particularly limited.
In Embodiment3, asillustrated in (b) of Fig. 21, one media
segment includes 60 movie fragments.

[Process carried out by each device]

[0251] Next, a process whichis carried out by the serv-
er 2 and the client 4 functioning as a content playing
device will be described with reference to Figs. 22 and
23. A process which is carried out by the proxy 3 of Em-
bodiment3 is identical to that of Embodiment 1, and a

process which is carried out by the client 4 functioning
as a relaying device of Embodiment3 is identical to that
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of Embodiment 2. As such, those processeswill not be
discussed here.

[Process carried out by server 2]

[0252] First, a process whichis carried out by the serv-
er 2 will be described with reference to Fig. 22. Fig. 22
is a flowchart showing an exemplary process which is
carried out by the server2.
[0253] The response executing section 15 is ready to
receive a request message for requesting to transmit a
content, and upon receipt of the request message for
requesting to transmit the content, via the server com-
munication section 11 (S601), the response executing
section 15 determines whetheror not the request mes-
sage thus receivedis transmitted from a relaying device
by referring to a header of the request message thus
received (S602).
[0254] Ina case where a subject which transmits the
request message thus received is a content playing de-
vice (in a case -where an answerfor S602 is No), the
content playing deviceinstructs the relaying device spec-
ifying section 16 to specify a plurality of relaying devices
from which the content playing device acquires the con-
tent. The relaying device specifying section 16 reads out
content-storage-location information from the content-
storage-location information storage section 13 in re-
sponseto the instruction of the response executing sec-
tion 15 (S603). With reference to the content-storage-
location information thus read out, the relaying device
specifying section 16 (i) specifies a plurality of URIs of a
relaying device associated with the content that the con-
tent playing device requests and (ii) creates a content
storagelocation list containing the plurality of pieces of
address information thus specified (S604). The relaying
device specifying section 16 transmits the content stor-
age location list thus created to the response executing
section 15. The response executing section 15 transmits,
to the content playing device, a response messagein-
structing to acquire the content that the content playing
device requests from one of the relaying devices which
exist at an address indicated by the address information
containedin the content storage location list whichis cre-
ated by the relaying device specifying section 16 (S605).
The response executing section 15 (i) creates a trans-
mission log on a basis of the response message which
is sent to the content playing device and (ii) adds the
transmission log thus created to the transmission log
storage section 12 (S610).
[0255] Processes (S606 through S609) for a case
where the senderof the received request messageis the
relaying device is identical to those (S506 through S509
in Fig. 14) for the server 2 of Embodiment 2. As such,
those processes will not be discussed here.
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[Process carried out by client 4 functioning as content
playing device]

[0256] Next, a process whichis carried out by the client
4 functioning as acontentplaying device willbe described
with reference to Fig. 23. Fig. 23 is a flowchart showing
an exemplary process which is carried out by the client
4 functioning as a content playing device.
[0257] The response/request executing section 35
transmits a request message for requesting to transmit
a content to the server 2 (S621). In response to the re-
quest message, the response/request executing section
35 receives a response message containing (i) a content
storage location list and (ii) an instruction to transmit, to
one of relaying devices which is of an addressindicated
by addressinformation contained in the content storage
location list, a request message for requesting a content
(S622).
[0258] When the response/request executing section
35 receives the response message, the relaying device
selecting section 37 selects one of pieces of the address
information contained in the content storage location list
which the response/request executing section 35 re-
ceives (S623). The relaying device selecting section 37
instructs the response/request executing section 35 to
acquire a content from the relaying device is of the ad-
dress indicated by the addressinformation thus selected.
[0259] The response/request executing section 35
whichis instructed from the relaying device selecting sec-
tion 37 transmits a request message to the relaying de-
vice that the relaying device selecting section 37 selects
($624). First, upon receipt of the request message, the
relaying device sends, as a response message, a header
in response to the request message thus received. As
such, the response/request executing section 35 re-
ceives the header (S625) and notifies the client status
determining section 36 of the receipt of the header.
[0260] Uponreceipt of the notification, the client status
determining section 36initializes a timer and starts count-
ing in order to evaluate receiving time for a movie frag-
ment. Moreover, the client status determining section 36

initializes a variable (counter) (N, = N» =0) which is used
for the evaluation (S626). For example, an initial value
for the timer may be a value calculated by subtracting a
predetermined threshold T,, from a valueofa time stamp
of a movie fragment which is most recently sent.
[0261] The relaying device that received the request
messagetransmits, after the header, as a response mes-
sage in response to the request message received in
$624, a body for which a plurality of movie fragments are
multiparted. The response/request executing section 35
receives a movie fragment (S627) and notifies the client
status determining section 36 of the receipt of the movie
fragment.
[0262] Furthermore, the response/request executing
section 35 (i) determines, on a basis of a value of "Con-
tent-Type" header containedin the headerthus received,
that the movie fragmentis received in a MIME multipart
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format, (ii) notify the content playing section 34 of the
receipt of the movie fragment, andalso(iii) transmits the
movie fragment thus received to the content playing sec-
tion 34. Then, the content playing section 34 (a) specifies
a time stamp of the movie fragment in reference to an
"X-Timestamp" header of the movie fragment thus re-
ceived and(il) plays the movie fragment with reference
to the time stamp.
[0263] Here, the client status determining section 36
evaluates receiving time (S628). Specifically, the client
status determining section 36 compares time t indicated
by the timer which starts counting in S626 and a time
stamp T;, (value of X-Timestamp) of the movie fragment
whichis received in S627.

[0264] In acase where the comparison showsthat t <
Tr - Tip, the client status determining section 36 deter-
minesthatit is sufficiently earlier than predetermined re-
ceiving time (an event indicating a good communication
status is detected), and a process proceeds to S629. In
contrast, in a case where T;, + Ty, > t, the client status
determining section 36 determines that a delay occurs
(an event indicating a poor communication status is de-
tected), and the process proceeds to S630. Meanwhile,
in a case where neither of the above cases applies (|t-
Ti] < Ty,), the process proceeds to S631.
[0265] Thatis, after starting a receipt of a first movie
fragment contained in the response message,the client
status determining section 36 counts time t until starting

a receipt of a next fragment. When(i) T;, indicates a dif-
ference betweena valueofa time stamp associated with
the first movie fragment and a value of a time stamp as-
sociated with the next movie fragment and (ii) Ty, indi-
cates zero or more predeterminedthreshold, (a) ina case
whereT;, + Tth > t, the client status determining section
36 determines that the event indicating a poor commu-
nication status is detected, and (b) in a case where t <

Ti, - Tip. the client status determining section 36 deter-
mines that the event indicating a good communication
status is detected.

[0266] In S629, the client status determining section
36 increments N, which is a counter for the numberof
times that the movie fragmentis received sufficiently ear-
lier than the predetermined receiving time. Then, the
process proceeds to S631.
[0267] In S630, the client status determining section
36 increments Ny which is a counter for the number of
times that the movie fragment is received with delay.
Then, the process proceeds to $631.
[0268] In S631, the response/request executing sec-
tion 35 confirms whetheror notall of the movie fragments
contained in the media segmentspecified by the request
which is transmitted in S624, and in a case where an
unreceived movie fragmentis found (in a case where an
answerfor S631 is No), the process returns to $627.
[0269] Meanwhile, in a case where the response/re-
quest executing section 35 confirms thatall of the movie
fragments are already received (in a case where an an-
swerfor S631 is Yes), the response/request executing
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section 35 confirms whetheror notall of the media seg-
ments of the content whichis subject to be requested are
received (S632), and in a case whereit is confirmed that
all of the media segments has been received (in a case
where an answerfor S632 is Yes), the process is com-
pleted. Meanwhile, in a case where an unreceived media
segmentis found (in a case where an answerfor S632
is No), the client status determining section 36 deter-
mines, whetheror not Ns - N, > 0 with use of N; and Ny
which are calculated in S629 and S630 (S633).

[0270] In acase where Nz,- N, > 0 is nottrue, thatis,
in a case where No - N, < 0, the relaying device is not
changed, and a request message in which a media seg-
ment numberis incrementedis transmitted to the relaying
device which is selected in S623 (S624). As a response
message in response to the request message, the re-
sponse/request executing section 35 receives a header
(S625) andnotifies the client status determining section
36 of the receipt of the header. Then, in order to evaluate
receiving time for a movie fragment contained in a next
media segment, the client status determining section 36
reinitializes the timer, so as to start counting of the time.
Moreover, the client status determining section 36 also
reinitializes the variable (counter) (Nj = No = 0) which is
used for the evaluation. Then, the response/request ex-
ecuting section 35 receives the movie fragment con-
tained in the next media segment (S627).
[0271] Meanwhile, in a case where No - N, > 0, the
client status determining section 36 transmits, to the re-
laying device selecting section 37, delay informationin-
dicating that an acquisition of the content is delayed. Up-
on areceipt of the delay information from the client status
determining section 36, the relaying device selecting sec-
tion 37 selects other address information whichis (i) con-
tained in the content storage location list and (ii) different
from the address information whichis currently selected
(S634). The relaying device selecting section 37 instructs
the response/request executing section 35 to acquire a
contentfrom a relaying device which exists at an address
indicated by the address information thus selected.
[0272] Upon receipt of the instruction from the relaying
device selecting section 37, the response/request exe-
cuting section 35 retransmits, to the relaying device se-
lected by the relaying device selecting section 37, a re-
quest message for which the media segment numberis
incremented (S624).
[0273] The description above describes an example
where the relaying device from which the content is ac-
quired is reselected per media segment (S634). Note,
however, that the relaying device may be reselected per
movie fragment. In that case, for example, in accordance
with a result of the evaluation of the receiving time in
$628,it is possible (i) to change the relaying device, (ii)
to transmit a new request messageto the relaying device
thus changed, and (iii) to cancel a subsequent movie
fragment which is transmitted on a basis of a request
message whichis sentfirst.
[0274] For example, the client status determining sec-
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tion 36 may count, in S629 and S630,(i) the number N,
of movie fragments which are received sufficiently earlier
than the predetermined time and (ii) the number Nz of
movie fragments which are transmitted with delay. After
a transmission of one media segmentis completed, in a
case where N, - N, > 0, the client status determining
section 36 may determine that there is an overall delay
(an event indicating a poor communication status is de-
tected) and notify the relaying device selecting section
37 of the determination.

[0275] Moreover, in the description above, in S633, the
client status determining section 36 determines whether
or not Ny - Nj > 0, so as to determine whether or not a
delay occurs when the contentis acquired. However,the
processis notlimited to this. For example, it is also pos-

sible (i) to predetermine an upper limit for Nz, which is a
counterfor the numberof times that the movie fragment
is received with delay, and(ii) to cancel a subsequent

movie fragment whena value of N, exceeds the value
thus predetermined, so as to switch the relaying device
to anotherrelaying device.

[Example 3]

[0276] The present embodimentis further described
below with reference to Example3illustrated in Fig. 24.
Example 3 showsan operation example of a contentdis-
tribution system 1b that transmits, to a content playing
device serving as a client 4e, an instruction to acquire a
content from any one of address information contained
in a content-storage-locationlist. Fig. 24 is a view illus-
trating an example operation sequence of the content
distribution system 1b in Example 3.
[0277] Note that Example 3 is carried out on the fol-
lowing conditions. A content 1 in a formatillustrated in
Fig. 21 is already stored in the content storage section
5, and the client storage sections Ga, 6c, and 8f. Further,
the server 2 generates a content-storage-location list by
addingpriorities to the plurality of pieces of address in-
formation. Furthermore, when the process shownin Fig.
25 is started in Example 3, the transmission logs 51 to
53 stores the transmission log storage section 12 and
the content-storage-location information storage section
13, respectively. Stillfurther, the response executing sec-
tion 15 creates the transmission logs 54 to 56 of Fig. 25
every time when a response messageis transmitted, and
pieces of the content-storage-location information 64 to
67 generating section 17 generates the content-storage-
location information of Fig. 26 every time whena content
transmission log or a version notification log (transmis-
sion log whose "transmitted contents" is "200 OK"or "304
Not Modified") is added to the transmission log storage
section 12.

[0278] Further, Example 3 is carried out on condition
that a sequence starting from a time at which the content
playing device transmits a request message and ending
at a time at which the content playing device receives a
response messagein response to the request message
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is considered as a single session.
[0279] As shownin Fig. 24, in a session 310, the client
4e transmits, to the server 2, a request messageto re-
questto transmit the content 1 (request 311). Inthe server
2 which has received the request 311, the response ex-
ecuting section 15 transmits, to a plurality of relaying de-
vices specifying section 16, an instruction to specify a
relaying device to acquire the content 1. In response to
the instruction, the relaying device specifying section 16
confirms whetheror not the content-storage-location in-
formation is stored in the content-storage-location infor-
mation storage section 13 (process 312). At this point,
the content-storage-location information storage section
13 contains a proxy 3a, a proxy 3c, and a client 4f serving
as a storage location associated with the content 1.
Therefore, the relaying device specifying section 16 cre-
ates the content storage location list by (i) adding prior-
ities 1 through 3 to the proxy 3a, the client 4f, and the
proxy 3c, respectively, on a basis of date and time con-
tained in the content-storage-location information so that
the content storage location list added with priority con-
tains the address information of the proxy3, the client 4f,
and the proxy 3c. The response executing section 15
transmits, to the client 4e, the response messageto in-
struct to (i) select, in order of high priority, the address
information contained in the content storage location list
created by the relaying device specifying section 16 and
(ii) acquire the content from a relaying device existing at
an addressindicated by the addressinformation thus se-
lected (response 313). In other words, the response ex-
ecuting section 15 transmits to the client 4e an instruction
to acquire the contentfirst from (i) the proxy 3a and, ina
case where the content cannot be acquired from the
proxy 3a or a speed to acquire the contentis slow, sec-
ondarily from (ii) the client 4f, and lastly from (iii) the proxy
3c. Sequentially, the response executing section 15 cre-
ates the transmission log on the basis of the response
message thus transmitted, and adds the transmission
log to the transmission log storage section 12 (process
314).
[0280] In the client 4e which received the response
313, a relaying device selecting section 37 selects the
proxy 3a having a highest priority, on the basis of the
instruction from the server 2, as a relaying device in the
address information of a device from which the content

is acquired (process 320). Then, the relaying device se-
lecting section 37 transmits to a response/request exe-
cuting section 35 an instruction to acquire the content 1
from the proxy 3a.
[0281] Next, in a session 330, the response/request
executing section 35 thus instructed by the relaying de-
vice selecting section 37, transmits to the proxy 3a the
request messagefor requesting to transmit the content
1 (a request 331). In response to the response 331, the
proxy 3a checks whether the content 1 is stored in the
cash storage section 6a or not (process 332). Because
the content 1 is already stored in the cash storage section
6a, in order to check with the server2 if the contents 1
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stored in the cash storage section 6a is the latest data,
the proxy 3a transmits to the server 2 a conditional re-
quest that is the request message being associated with
the request 331 added with "If_Modified-Since" accord-
ing to the request 331. (a request 333). In the server 2
which received the request 333, because the request 333
is the conditional message containing a "Via" header, the
response executing section 15 determines whether or
not the content 1 kept by the proxy 3 is the latest data
(process 334). The response executing section 15 de-
termines that the content 1 kept by the proxy 3a is the
latest data, and transmits the response message "304
NOT Modified" to the proxy 3a (a response 335). In re-
sponse to the response 335, the proxy 3a retrieves the
content 1 stored in the cash storage section 6a and, as
a response to the request 331, transmits the content 1
thus retrieved to the client 4e (a response 336). The client
de acquires "movie fragment’ to 60" one by one, in re-
sponse to the response 336. After transmitting the re-
sponse 335, the response executing section 15 creates
the transmission log on the basis of the response mes-
sage thus transmitted, and adds the transmission log to
the transmission log storage section 12 (process 337).
The content-storage-location information generation
section 17 generates the content-storage-location infor-
mation by associating the content 1 with the address in-
formation of the proxy 3a, and stores the content-storage-
location information in the content-storage-location infor-
mation storage section 13. In addition, the content-stor-
age-location information generation section 17 gener-
ates the content-storage-location information by associ-
ating the content 1 and the address information of the
client 4e, and stores the content-storage-location infor-
mation in the content-storage-location information stor-
age section 13 (process 338).
[0282] Aclientstatus determining section 36 evaluates
receiving time at every receipt of movie fragments. If the
receiving time is evaluated as No - Ny > 0 at the time of
receipt of one media segment, at this point, the client
status determining section 36 determinesthat areceiving
speed required to acquire the content from the proxy 3a
is slower than a predetermined receiving speed. Then
the client status determining section 36 gives information
of such delayto the relaying device selecting section 37
(process 340).
[0283] The relaying device selecting section 37, in re-
sponse to the information of the delay from the client
status determining section 36, changes the proxy 3a
which is currently selected as the relaying device, from
which the content is required, to the client 4f having a
second priority to be selected as the relaying device
(process 350). In other words, the relaying device select-
ing section 37 selects the client 4f as the device from
which the content is acquired. Continuously, the relaying
device selecting section 37 transmits to the response/re-
quest executing section 35 an instruction to acquire the
content 1 from the client 4f.

[0284] Next, in a session 360, the "movie fragments 1
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to 60" has been received by the response/request exe-
cuting section 35 according to the instruction from the
relaying device selecting section 37. Thus, the re-
sponse/request executing section 35 transmits to the cli-
ent 4f the request message to request to transmit the
content 1 from "movie fragment61" onward (request
361). In responseto the request 361, the client 4f deter-
mines whetheror not the content 1 is stored in the client

storage section 8f (process 362). The content1 is already
stored in the client 8f. Thus, in order to check with the
server 2 whether or not the content 1 stored in the client

storage section 8f is the latest data, the client 4f transmits
the conditional request, which is the request message
associated with the request 361, added with "If_Modified-
Since" (request 363). In the server 2 which received the
request 363, because the request 363 is the conditional
request message containing the "Via" header, the re-
sponse executing section 15 determines that the content
1 kept by the client 4f is the latest data, and transmits the
response message "304 NOT Modified" to the client 4f
(response 365). Sequentially, the client 4f, in respond to
the response 365, retrieves data of the content 1 "movie
fragment61" or later stored in the client storage section
8f. Then the client 4f transmits the retrieved content 1

"movie fragment61" or later to the client 4e one by one
(response 366). In response to the response 366, the
client 4e acquires "movie fragment61" or later one by
one. Further, after transmitting the response 365, the re-
sponse executing section 15 creates the transmission
log on the basis of the response message thus transmit-
ted, and adds the transmission log to the transmission
log storage section 12 (process 367). In addition, the con-
tent-storage-location information generating section 17
generates the content-storage-location information by
associating the content 1 with the address information of
the client 4e so as to store the content-storage-location
information in the content-storage-location information
storage section 13 (process 368).
[0285] As mentioned above, in the present embodi-
ment, a content playing device receives from a server 2
a content storage location list containing address infor-
mation of a plurality of relaying devices, and then ac-
quires a content from any one of the relaying devices
indicated by the address information contained in the
content-storage-location list. In a case where a receiving
speed required to acquire the contentis slow, the relaying
device, from which the content is acquired, is changed
to another relaying device which is indicated by the ad-
dress information contained in the content storage loca-
tion list. This makes it possible to distribute a load of
network (particularly, a network between the content
playing device and the relaying device) efficiently time-
wise, thus realizing a control in more detail in the content
distribution system 1b. Accordingly,it is possible to keep
higher quality of service for a larger number of content
playing devices.
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[HTTP Messages in Example 3]

[0286] Next, the detail of the requests and the respons-
es used in the operation sequenceillustrated in Fig. 24
is illustrated in Fig. 27 and Fig. 28. Fig. 27 and Fig. 28
show examples of HTTP messages whichare transmit-
ted/received as a request or a response. Fig. 27 shows
example HTTP messages in the session 310 and the
session 330. Fig. 28 shows examples of HTTP messages
in the session 360.

[0287] (a), (b), (c), (d), (e), and (f) of Fig. 27 show the
HTTP messagesof the request 311, the response 313,
the request 331, the request 333, the response 335, and
the response 336 of Fig. 24, respectively.
[0288] (a), (b), (c), and (d) of Fig. 28 show HTTP mes-
sagesof the request 361, the response 363, the request
365, the request 363, the request 365, and the request
336 of Fig. 24, respectively.

[HTTP messagesin sessions 310 and 330]

[0289] HTTP messages in the session 310 and the
session 330 will be described with reference to Fig. 27.
Since (c), (d), and (e) of Fig. 27 correspond to (c), (d),
and (e) of Fig. 10, respectively. A content 2, a client 4a,
and a proxy 3b of FIG. 10 aremerely changed to acontent
1 in MIME multipart format, a client 4e, and a proxy 3a
of Fig. 27, respectively. Thus, the description of the HTTP
messages of the request 331, the request 333, and the
response 336in the session 330is not repeated here. In
addition, (a), (b), (c), and (d) of Fig. 28 correspond to (c),
(d), (e), and (f) of Fig. 27, respectively. Since "media
segment" of the content 1 and a proxy 3a of Fig. 27 are
merely changed to a "media segment2" and a proxy 4f
in Fig. 28, respectively. Therefore, the description of the
HTTP messagein the session 360 is not repeated here.
Note also that, an element, which is more peculiar to the
present invention, contained in an HTTP message is
mainly described here. Thus, the description of
well-known elements will be appropriately omitted.

(Request 311 Requesting for Content)

[0290] As shownin (a) of Fig. 27, a request line anda
headerare contained in an HTTP message which corre-
sponds to the request 311 for requesting a "media
segment1" of a content 1 from a serer 2 by a client 4e.
[0291] In the requestline in (a) of Fig. 27, information
for specifying the content to be acquired is described
after a"GET"indicating a method for acquiring the con-
tent. Specifically, the information is described in a form
of "/content name/media segment number". In other
words, the HTTP message(a) of Fig. 27 is a request for
the "O(zero)"th "media segment 1" (first portion) of the
“content 1".

[0292] Further, a header of (a) of Fig. 27 contains an
"Accept" headerindicative of a processible data format
for the client 4e. The "Accept" header has information
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"video/mp4"indicative of amoving image data of an MP4
format, and information "multipart/media-segment"indic-
ative of a MIME multipart format. This enables the client
4e, which is a source that has transmitted the request,
to inform the server 2, whichis a receiver of the request,
that the moving image data of the MP4 formatis receiv-
able in the MIME multipart format.
[0293] Furthermore, the header of (a) of Fig. 27 con-
tains a "Host" header for specifying a server to which a
requestis transmitted. The "Host" header has a descrip-
tion "example.com"indicative of the addressof the server
2.

(Response 313 for instructing on device from which con-
tent is acquired)

[0294] As shownin (b) of Fig. 27, a responseline and
a header are contained in an HTTP message corre-
sponding to the response 313, in which the server2 trans-
mits to the client 4e an instruction on address information

of a device from which the content 1 is acquired.
[0295] Inthe responseline of(b) of Fig. 27, information
for instructing to use the proxy is described in a form of
"status number message".
[0296] Further, the headerof (b) of Fig. 27 contains a
"Location" header for specifying the relaying device to
be used. That is, the HTTP messageof (b) of Fig. 27 is
the responseinstructing to request for the content 1 with
use of the relaying device designated by the "Location"
header mentioned below. In the example of (b) of Fig.
27, the "Location" header has the address information

"http://example-proxy1.com"indicative of the address of
the proxy 3a. This enables the client 4e to be informed
of the address information of the relaying device (proxy
3a) from which the content 1 is requested.
[0297] Moreover, the headerof (b) of Fig. 27 contains
an "X-Alternative-Proxy-List" header indicative of the ad-
dress information of other relaying devices which pos-
sesses the content 1. This "X-Alternative-Proxy-List"
header describes address information "http://example-
client2.com, http://example-proxy3.com" indicative of
addressesof the other relaying devices (referring to the
client 4f and the proxy 3c here). Thus, to the client 4e,
which is a device received this response, the relaying
devices (possibly) possessing the content 1 are present-
ed, in addition to the relaying device specified by the "Lo-
cation" header. Accordingly, the client 4e can select the
relaying device, from which the content 1 is acquired, out
of the relaying devices of the address information con-
tained in the "Location" header or the "X-Alternative-

Proxy-List" header. Note that an "X" in the description of
the header indicates that the header was newly defined
in the present embodiment.

(Response 336for transmitting content from proxy 3a to
client 4e)

[0298] As shownin (f) of Fig. 27, the HTTP message
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contains a responseline, a header, and a body are con-
tained in the HTTP message corresponding to the re-
sponse 336for transmitting the "media segment 1" of the
content 1 to the client 4e from the proxy 3a.
[0299] The responseline of (f) of Fig. 27 describes in-
formation that the request has been received, which
meansthe content thus requested is to be transmitted.
Specifically, the information is described in the form of
"status number response message".
[0300] The headerhas information about a content to
be transmitted. In the example shownin the figure, a
"Content-Type" headerindicative of a type of the content
to be transmitted, a "Content-Location" headerindicative

of a storage location of the contentto be transmitted (e.g.
URI), a "Cache-Control" indicative of an instruction re-
garding a cache of the content to be transmitted, a "Via"
headerindicative of a transmission path via which the
messageis transferred, and an "X-Media-Segment-In-
dex" header indicative of a location of an entire content

of the media segmentto be transmitted are contained.
[0301] In the example shownin the figure, the "Con-
tent-Type" header describes "multipart/ media-segment"
indicative of the MIME multipart format. Thus, a device
which received this header(the client 4e) can recognize
the media segment which was transmitted in MIME mul-
tipart format is the next content to receive. In addition,
the header contains information "bounda-

ry=THIS#STRING#SEPARATES" indicating that a
break point of the multipart format is
"THIS#STRING#SEPARATES".

[0302] The "Content-Location" header describes the
URI “http://www.example.com/content1/0". As men-
tioned earlier, the final number “O"of this URI stands for
the "media segment" which is the initial portion of the
content, followed by a URI of the "media segment2" which
is "http:/Awww.example.com/content1//1". Thus, a media
segmentindicated by a serial number enables a device
received the response (client 4e) to determine that a URI
having an incremented numberis the URI of anext media
segment to requestfor.
[0303] The "Cache-Control" header describes
"must-revalidate", and the "Via" header describes "ex-

ample-proxy 1.com".
[0304] Further, the example in the figure contains the
"X-Media-Segment-Index" header. The "X-Media-Seg-
ment-Index" header indicates a playing location of the
media segmentfor the entire content. In (f) of Fig. 27,
the header contains "1/60". This "1/60" meansa first me-

dia segmentout of 60 media segmentsin the entire con-
tent. According to this information, a full length of the
content and a current playing location can be trackedof.
It is also possible to accessarbitrarily to any media seg-
ment in the content with reference to this information.

[0305] Inthe body, a plurality of movie fragments con-
sisting media segments described in the MIME multipart
format. Here, one media segment contains 60 movie
fragments from 1 through 60.
[0306] Moreover, each of parts (each of the movie frag-
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ments) can have a header. In the example shownin the
figure, a "Content-Type" header indicating a type of the
content of amovie fragment and an "X-Timestamp" head-
er indicating a time stamp of the movie fragment are de-
scribed. Itis possible to specify a playing time (timing of
starting a play) of the movie fragment without analyzing
the movie fragment by referring to the time stamp indi-
cated by the "X-Timestamp" header. Each of the parts
contains a data entity (binary data) of the movie fragment
of the respective parts.

[Case where client cannot process MIME multipart format
data]

[0307] The Embodiment 3 has discussed the case
where data in the MIME multipart format could have been
processed bythe client 4 serving as a content playing
device, that is, the case where the "Accept" header of
the request message has contained "multipart/media-
segment". However,it is also conceivable that the con-
tent playing device cannot processthe data in the MIME
multipart format (that is, the “multipart/media-segment"
is not contained in the "Accept" header of the request
message).
[0308] In this case, itis advisable that a relaying device
and a server 2 respond to a request not by the MIME
multipart format but by one body which is a combination
of all movie fragments in the media segment. This ena-
bles a content playing device which is not capable of
processing data in the MIME multipart to play a content
received,

<Embodiment 4>

[0309] Embodiment4 of the present invention will dis-
cuss an example where(i) a single content is managed
by a plurality of servers 2, (ii) aserver 2 receives arequest
for the content, and designates, as a server from which
the content thus requested is acquired, at least two serv-
ers 2 amongthe plurality of servers 2, and (iii) a content
playing device selects one of the at least two servers 2
thus designated, so as to acquire the content. With the
arrangement,it is possible to distribute, more widely, (a)
a load of a network between the content playing device
and a corresponding oneofthe plurality of servers 2, and
(b) a process load of the corresponding one of the plu-
rality of servers 2.
[0310] More specifically, in Embodiment4, a client 4,
whichis the content playing device,(i) selects one of a
plurality of servers 2 designated by a server 2 to which
a request for a content has been transmitted, and (ii)
acquires the content from the oneof the plurality of serv-
ers 2 thus selected. In a case where acquisition of the
content is delayed during a time period in which the client
4 acquires the content from the one of the plurality of
servers 2 thus selected, the client 4 selects another one

of the plurality of servers 2 designated by the server 2 to
which the request for the content has been transmitted,
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and switches, to the another oneofthe plurality ofservers
2, the server 2 from which the content is acquired.
[0311] The following description deals with Embodi-
ment 4 with reference to Figs. 29 through 34. Embodi-
ment4 is identical to Embodiment3 exceptthat(i) a con-
tent distribution system of Embodiment4 includes a plu-
rality of servers 2, (ii) an arrangementof each of the plu-
rality of servers 2 of Embodiment4 is different from that
of a server 2 of Embodiment3, and (iii) an arrangement
of the client 4 is different from that of a client 4 of Em-

bodiment 3. For this reason, the following description
mainly deals with such differences between Embodiment
4 and Embodiment3.

Outline of content distribution system 1]

[0312] First, the following description explains an out-
line of a content distribution system 1c of Embodiment 4
with reference to Fig. 29. Fig. 29 is a viewillustrating the
outline of the content distribution system 1c of Embodi-
ment 4 and an arrangement of a main part of each of
devices constituting the contentdistribution system ‘1c.
[0313] The content distribution system 1c includes
servers 2a, 2b, and 2c,proxies 3a, 3b, and 3c, and clients
4g and 4h (see Fig. 29). Further, the contentdistribution
system 1c includes (i) content storage sections 5a, 5b,
and 5c, which are connected to the servers 2a, 2b, and
2c, respectively, (ii) cache storage sections 6a, 6b, and
6c, which are connected to the proxies 3a, 3b, and 3c,
respectively, and (iii) client storage sections 8g and 8h,
which are connected to the clients 4g and 4h, respec-
tively.
[0314] The proxies 3a, 3b, and 3c of Embodiment 4
are identical to proxies 3a, 3b, and 3c of Embodiment 3
in arrangement and operationalprocess.For this reason,
details of the proxies 3a, 3b, and 3c are omitted here for
the sake of simple explanation.

As to server 2]

[0315] Each of the servers 2a, 2b, and 2c of Embodi-
ment4 is different from the server 2 of Embodiment3 in

that each of the servers 2a, 2b, and 2c includes an ac-
quisition location specifying section 18 in place of a re-
laying device specifying section 16. Further, a con-
tent-storage-location information storage section 13 of
eachof the servers 2a, 2b, and 2c stores not only content-
storage-location information including address informa-
tion of a replying device which possesses a content but
also content-storage-location information including ad-
dress information of a server 2 which possesses a con-
tent. Other than these points described above, each of
the servers 2a, 2b, and 2c of Embodiment 4 has the same
arrangementas that of the server 2 of Embodiment3.
[0316] In order to cause the content playing device to
select a sever 2 from which the content playing device
acquires a content, each of the server 2a, 2b, and 2c of
Embodiment4 (i) identifies a plurality of servers 2, each
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of which (possibly) possesses the content requested by
the content playing device, (ii) presents, to the content
playing device, a content storage server listincluding ad-
dress information of each of the plurality of servers 2 thus
identified, and(iii) instructs the content playing device to
acquire the content from one of the plurality of servers 2
each of which is located at an address indicated by a
corresponding piece of the addressinformation included
in the content storage serverlist thus presented.
[0317] Specifically, in a case where a response exe-
cuting section 15 directly receives, from the content play-
ing device, arequest message which requests a content,
the response executing section 15 instructs an acquisi-
tion location specifying section 18 to specify addressin-
formation (e.g., an URI of a server 2) of servers 2, each
of which (possibly) possessesthe content requested by
the content playing device. Then, in a case where the
response executing section 15 receives, from the acqui-
sition location specifying section 18, a content storage
serverlist including the address information of the serv-
ers 2, each of which possesses the content requested
by the content playing device, the response executing
section 15 transmits, as a responseto the request mes-
sage received from the content playing device, to the
content playing device, a response message whichis an
instruction to acquire such a requested content from one
of the servers 2 each of which is located at an address

indicated by a corresponding piece of the addressinfor-
mation included in the cantent storage serverlist created
by the acquisition location specifying section 18.
[0318] Further,inacase where the response executing
section 15 receives, from a response executing section
15 of anotherserver2, an inquiry as to whetherthe server
2 possesses a certain content, the response executing
section 15 checks whetheror not the contentis stored in

a corresponding content storage section 5 connected to
the server 2. Then, the response executing section 15
transmits, to the another server2, a responseindicating
whether the server 2 possessesthe certain content. For
example, in a case where a response executing section
15 of the server2a receives, from a response executing
section 15 of the server 2b, an inquiry as to whether the
server 2 possesses a certain content, the response ex-
ecuting section 15 of the server 2a (i) checks contents
stored in the content storage section 5a, and (ii) trans-
mits, to the server 2b, a responseindicating whether the
server 2 possesses the certain content.
[0319] Processes of the response executing section
15, other than the aforementioned process,are identical
to those of a response executing section 15 of Embodi-
ment 3, and therefore explanations of such processes
are omitted here for the sake of simple explanation.
[0320] In accordancewith the instruction received from
the response executing section 15, the acquisition loca-
tion specifying section 18 (i) identifies a plurality of serv-
ers 2, each of which (possibly) possesses the content
requested by the content playing device, and(ii) creates
a content storage serverlist including address informa-
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tion of the plurality of servers 2 thus identified.
[0321] Specifically, on receipt of the instruction from
the response executing section 15, the acquisition loca-
tion specifying section 18 reads out content-storage-lo-
cation information from a content-storage-location infor-
mation storage section 13. The acquisition location spec-
ifying section 18 (i) refers to the content-storage-location
information thus read out,(ii) identifies a plurality of piec-
es of address information, which are associated with the
content requested by the content playing device, and(iii)
creates the content storage serverlist including the plu-
rality of pieces of address information thus identified. The
acquisition location specifying section 18 transmits the
content storage serverlist thus created to the response
executing section 15.
[0322] There is a case where the acquisition location
specifying section 18 checks the content-storage-loca-
tion information storage section 13 for the content-stor-
age-location information including the address informa-
tion of the servers 2 but such content-storage-location
information is not stored in the content-storage-location
information storage section 13, for example. Further,
there is also a case wherethe content-storage-location
information stored in the content-storage-location infor-
mation storage section 13 is old information (a time and
date included in the content-storage-location information
has been obtained before a predetermined time), In such
cases, the acquisition location specifying section 18 up-
dates the content-storage-location information which in-
cludes the address information of the servers 2, and is

stored in the content-storage-location information stor-
age section 13.
[0323] In acase where the acquisition location speci-
fying section 18 determinesthat itis necessary to update
the content-storage-location information, the acquisition
location specifying section 18 transmits, to each of other
servers 2 via the response executing section 15, an in-
quiry as to whether or not each of other servers 2 has
the content thus requested. On the basis of a response
received from each of other servers 2, the acquisition
location specifying section 18 (i) identifies address infor-
mation of a server 2 which made such a responsethat
the server 2 has the content thus requested, (ii) creates
a content storage serverlist including the address infor-
mation thus identified, and(iii) notifies the response ex-
ecuting section 15 of the content storage serverlist. Fur-
ther, on the basis of a response received from each of
other servers 2, the acquisition location specifying sec-
tion 18 creates such content-storage-location informa-
tion that (i) the content thus requested, (ii) address infor-
mation of a server 2 which made such a responsethat
the server 2 has the content, and(iii) a time and date at
which the responseis received, are associated with each
other. Then, the acquisition location specifying section
18 stores the content-storage-location information thus
created in the content-storage-location information stor-
age section 13.
[0324] Note that the acquisition location specifying
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section 18 can update the content-storage-location infor-
mation at predetermined intervals.
[0325] Furthermore,it is possible that the acquisition
location specifying section 18 updates the content-stor-
age-location information in such a mannerthat the ac-
quisition location specifying section 18 (i) transmits, to
each of other servers 2, an inquiry as to whether or not
each of other servers 2 has the content, (ii) measures a
time period from a time that the inquiry is transmitted to
a time that the acquisition location specifying section 18
receives a response,and(iii) ranks other servers 2 on
the basis of such time periods. Thatis, it is possible that
the acquisition location specifying section 18 (i) sets a
low rank to a server 2 with which the aforementionedtime

period is long (the server 2 which took a long time to
make a response), and (ii) sets a high rank to a server 2
with which the aforementioned time period is short. The
acquisition location specifying section 18 can cause ad-
dress information of a server 2 included in the content

storage serverlist thus created and a rank thusset to be
associated with each other.

[0326] Moreover, in the same manner as Embodiment
3, itis possible to set a priority of a server 2 on the basis
of a physical distance between the content playing device
and the server2, a network-structural distance between
the content playing device and the server2, aload status
of the server2, or the like.
[0327] Further, the acquisition location specifying sec-
tion 18 can create not only the content storage serverlist
which includes the address information of the servers 2

each having the content but also a content storage loca-
tion list which includes address information of a relaying
device which (possibly) possesses the content, in the
same manner as Embodiment3.

[0328] The content-storage-location information stor-
age section 13 stores, in addition to the content-storage-
location information including the address information of
the relaying device, such content-storage-location infor-
mationthat (i) acontent,(ii) address information of aserv-
er 2 possessing the content, and(iii) a time and date at
which a responseindicating that updating is executed is
received from the server2, are associated with each oth-

er. The content-storage-location information storedin the
content-storage-location information storage section 13
can be data shownin Fig. 30, for example. Fig. 30 is a
view showing an exampleof the content-storage-location
information stored in the content-storage-location infor-
mation storage section 13.
[0329] As shownin Fig. 30, the content-storage-loca-
tion information is such that the following (i) through (iii)
are associated with each other: (i) "Date" which indicates
a time and date at which a content is acquired by a proxy
3 or a client 4, (ii) "Content ID" which indicates the con-
tent, and(iii) "Storage Location Address" which indicates
address information of the proxy 3 possessing the con-
tent, address information of the client 4 possessing the
content, or address information of the server 2 possess-
ing the content.
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[0330] Specifically, Fig. 30 shows, as an example, con-
tent-storage-location whether the server 2 possessesin-
formation 75 which indicates that a server 2, whose ad-
dressis "http://srv2.exmaple.com", possesses a content
“content 1".

[0331] As described above, in short, according to the
server 2 of Embodiment 4, the response executing sec-
tion 15 determines whether or not the source of the re-

questis(i) arelaying device which possesses the content
thus requested, and transfers the content thus requested
to acontentplaying device,or(ii) a content playing device
which plays the content thus requested. Next, in a case
where the response executing section 15 determinesthat
the source of the request is the content playing device,
the acquisition location specifying section (content-stor-
age-location information acquisition means) 18 acquires,
in response to the request, an address of a server2 hav-
ing the content thus request, among predetermined other
servers 2. Then, the response executing section (content
acquiring location designating means) 15 instructs the
contentplaying device, whichis the source of the request,
to acquire the contentfrom the server2 indicated by the
address acquired by the acquisition location specifying
section.

[0332] Here, the predetermined other servers 2 de-
scribed above are servers 2 which are connected to, via
a network 7, a server 2 which has received the request,
and are in a range determined in advance in accordance
with a predetermined rule. For example, in a case where
the server 2 which has received the requestis the server
2a, the predetermined other servers 2 can be (i) a server
2b and a server2c,(ii) a server 2b only,or(iii), in addition
to the server2b andthe server2c,all servers 2 with which
the server 2a can communicate via a network.

[0333] Further, the acquisition location specifying sec-
tion 18 (i) transmits, to each of the predetermined other
servers 2 described above, an inquiry as to whether or
not each of the predetermined other servers 2 has the
content thus requested, and then (ii) acquires an ad-
dress(es) of a server(s) 2 each of which makes such a
responsethat the server2 has the content thus request-
ed, amongthe predetermined otherservers 2.
[0334] Furthermore, the acquisition location specifying
section 18 (i) creates such content-storage-location in-
formation that such acquired address(es) of the server
(s) 2 each having the content, and contentidentification
information indicating the content are associated with
each other, and (ii) stores the content-storage-location
information in the content-storage-location information
storage section (storage section) 13.
[0335] Moreover, the acquisition location specifying
section 18 reads out the content-storage-location infor-
mation from the content-storagetocation information
storage section 13. Ina case where the content-storage-
location information thus read out includes the content

identification information indicating the content thus re-
quested, the acquisition location specifying section 18
acquires, from the content-storage-location information,
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an address(es) associated with the content identification
information. On the other hand, in a case where the con-
tent-storage-location information thus read out does not
include the content identification information indicating
the content thus requested, the acquisition location spec-
ifying section 18 transmits the inquiry described above,
and acquires the address(es)of the server(s) 2 each hav-
ing the content thus requested, among the predeter-
mined other servers 2.

[0336] Further, the acquisition location specifying sec-
tion 18 (i) acquires an address of each of a plurality of
servers 2 each having the content thus requested, and
(ii) creates a content storage serverlist including the ad-
dress of each ofthe plurality of servers 2, and the content
identification information indicating the content. Then,
the response executing section 15 instructs the content
playing device, whichis the source of the request, to ac-
quire the content from a server2 indicated by an address
included in the content storage serverlist created by the
acquisition location specifying section 18.
[0337] Furthermore, the client 4 serving as a content
playing device of Embodiment4 (i) transmits a request
for a content to a server2,(ii) receives a content storage
server list as a responseto the request, and(iii) acquires
the content thus requested from another server2 indi-
cated by an addressincluded in the content storage serv-
er list thus received.

[0338] Specifically, the client 4 includes an acquisition
location selecting section (acquisition location changing
means) 38. The acquisition location selection section 38
switches the another server 2 (for example, the server
2b) from which the content is acquired to further another
server2 (for example, the server 2c) indicated by an ad-
dress whichis (i) included in the content storage server
list and (ii) is different from the address of the another
server2, in a case where a receiving speed at which the
content is acquired is slower than a predetermined re-
ceiving speed.

[Client 4]

[0339] In a case wherethe client 4 of Embodiment 4
servesas the contentplaying device, the client 4 receives
acontent storage server list from a server 2, and acquires
a content thus requested from another server 2 whichis
located at an address indicated by address information
included in the content storage serverlist thus received.
[0340] Each ofthe clients 4g and 4h, illustrated in Fig.
29, includes an acquisition location selecting section 38
in place of a relaying device selecting section 37 included
in the client 4 of Embodiment 3. The acquisition location
selecting section 38 has a function of the relaying device
selecting section 37 in addition to a function of selecting
a server 2 (described later in the present embodiment).
[0341] A response/request executing section 35 re-
ceives, from the server 2, as a response message, (i) the
content storage serverlist and (ii) an instruction to trans-
mit, to a server 2 located at an addressindicated by ad-
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dress information included in the content storage server
list, a request message requesting the content.
[0342] In acase where the response/request execut-
ing section 35 receives the content storage serverlist
and the instruction, the acquisition location selecting sec-
tion 38 selects one of pieces of the address information
includedin the content storage server list received by the
response/request executing section 35. The acquisition
location selecting section 38 instructs the response/re-
quest executing section 35 to acquire the content from
the server 2 located at the address indicated by the one
of pieces of the address information thus selected.
[0343] Here, ina case where no priority is added to the
pieces of the addressinformation included in the content
storage serverlist (in a case where there the acquisition
location selecting section 38 has not received, from the
server 2 to which the request for the content has been
transmitted, an instruction as to an order in which the
server 2 from which the content is acquired is selected
from among the servers 2), the acquisition location se-
lecting section 38 can(i) select a server 2 randomly from
among the servers 2 indicated by the respective pieces
of the addressinformation included in the content storage
server list, (ii) select a server 2 in accordancewith a pre-
determinedrule (default) from among the servers2 indi-
cated by the respective pieces of the address informa-
tion, or (iii) select, from among the servers 2 indicated
by the respective pieces of the address information, a
server 2 whichis closestto the client 4g or 4h in physical
distance or network-structural distance.

[0344] Meanwhile, inacase wherepriorities are added
to the pieces of the address information included in the
content storage serverlist, the acquisition location se-
lecting section 38 selects oneof the pieces of the address
information, which one of the pieces of the address in-
formation has the highestpriority.
[0345] Further, ina case wherethe acquisition location
selecting section 38 receives, from the a client status
determining section 36, delay information indicating that
a speed (receiving speed of the content) at which the
response/request executing section 35 acquires the con-
tent from the server 2 selected by the acquisition location
selecting section 38 is slower than a predetermined re-
ceiving speed, the acquisition location selecting section
38 (i) switches the server 2 from which the content is
acquired to another server 2 located at an addressindi-
cated by anotherone of the pieces of the address infor-
mation included in the content storage server list, and(ii)
instructs the response/request executing section 35 to
acquire the content from the another server2.
[0346] Here, in a case where no priority is added to the
addressinformation includedin the content storage serv-
erlist (in a case where the acquisition location selecting
section 38 has not received, from the server 2 to which

the request for the content has been transmitted, an in-
struction as to an order in which the server 2 from which

the content is acquired is selected from among the serv-
ers 2), the acquisition location selecting section 38 can
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(i) select the another server 2 randomly from among the
servers 2 indicated by the respective pieces of the ad-
dress information included in the content storage server
list, (ii) select the another server 2 in accordance with a
predetermined rule (default) from among the servers 2
indicated by the respective pieces of the addressinfor-
mation, or(iii) select, from among the servers 2 indicated
by the respective pieces of the address information, the
anotherserver 2 which is second-closestto the client 4g
or 4h in physical distance or in network structural dis-
tance.

[0347] Meanwhile, in a case wherepriorities are added
to the respective pieces of the address information in-
cluded in the content storage serverlist, the acquisition
location selecting section 38 selects one of the pieces of
the address information, which one of the pieces of the
address information has the second highestpriority.
[0348] Theclient status determining section 36 detects
an occurrence of an event described below, in addition

to operations described in Embodiment 3. Specifically,
in a case where acquisition of the content from a server
2, executed by the content playing device, is delayed,
the client status determining section 36 detects such an
eventthat the content has been received behind sched-

ule. This event is regarded as an event indicating (i) how
good (or bad) a communication condition of a network
between the content playing device and the server2 is,
and/or(ii) how large a load of the server2 is. In a case
where the client status determining section 36 detects
an event that the content has been received behind

schedule, the client status determining section 36 trans-
mits, to the acquisition location selecting section 38, de-
lay information indicating the event thus detected.
[0349] The example described above deals with the
case where a response messageincludes a contentstor-
age section severlist for selecting another server 2 hav-
ing the content thus requested. However, the present
invention is not limited to this. It is possible that a re-
sponse messagereceived from the server 2 includes, in
addition to a content storage serverlist, a content storage
location list for selecting a relaying device. In a case
where the response message received from the server
2 includes both the content storage serverlist and the
content storage location list, the acquisition location se-
lecting section 38 (i) selects whether the content is ac-
quired via a relaying device or the content is acquired
from another server 2, and (ii) selects one of pieces of
addressinformation, included in one of the content stor-

age serverlist and the content storage location list, thus
selected.

[0350] Here, in acase where no priority is added to the
piecesofaddress information includedin one of the con-
tent storage location list and the content storage server
list, thus selected (in a case wherethe acquisition location
selecting section 38 has not received, from the server2,
an instruction as to an order in which the server 2 from

whichthe content is acquired is selected from among the
servers 2), the acquisition location selecting section 38
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can (i) select a server 2 randomly from amongthe servers
2 indicated by the respective pieces of the address infor-
mation included in the one of the content storage location
list and the content storage server list, (ii) select a server
2 in accordance with a predetermined rule (default) from
among the servers 2 indicated by the respective pieces
of the address information, or(iii) select, from among the
servers indicated by the respective pieces of the address
information, a server 2 which is closest to the client in
physical distance or in network-structural distance.
[0351] Meanwhile, inacase wherepriorities are added
to the respective pieces of the address information, the
acquisition location selecting section 38 selects one of
the pieces of the address information, which one of the
pieces of the address information hasthe highestpriority.
[0352] Further, in acase wherethe acquisition location
selecting section 38 receives, from the client status de-
termining section 36, delay information indicating that a
receiving speed (content receiving speed) at which the
response/request executing section 35 acquires the con-
tent from the device (a relaying device or a server 2)
selected by the acquisition location selecting section 38
is slower than a predetermined receiving speed, the ac-
quisition location selecting section 38 (i) switches the de-
vice from which the contentis acquired to anotherrelay-
ing device or another server 2, located at an address
indicated by one of the pieces of the address information
included in the content storage location list or in the con-
tent storage serverlist, and (ii) instructs the response/
request executing section 35 to acquire the content from
the another relaying device or the another server2.

Process carried out by each device]

[0353] Next, the following description deals with a proc-
ess carried out by the server 2 and a processcarried out
by the client 4 serving as the content playing device, with
reference to Figs. 31 and 32. Since a process carried out
by the proxy 3 of Embodiment4 is identical to a process
of Embodiment3, and a processcarried out by the client
4 serving as a relaying device of Embodiment4 is iden-
tical to a process of Embodiment4, explanations of these
are omitted here for the sake of simple explanation. Fur-
ther, Embodiment 4 deals with an example in which one
of the server 2 and the relaying device is selected, and
a content is acquired from the one of the server 2 and
the relaying device.

Processcarried out by server 2]

[0354] First, the following description deals with the
processcarried out by the server 2 with reference to Fig.
31. Fig. 31 is a flowchart showing an example of the proc-
ess carried out by the server 2. Note that a process iden-
tical to a process of Embodiment 3 has the same number
as that of the process of Embodiment3, and details of
an explanation of the process are omitted here.
[0355] The response executing section 15 is ready to
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receive a request message which requests transmission
of a content. In a case where the request message which
requests transmission of the content is received via a
server communication section 11 (S601), the response
executing section 15 checks a headerof the request mes-
sage thus received, so as to determine whether or not
the request messagethus received has been transmitted
from a relaying device (S602).
[0356] In a case where the request message thus re-
ceived has been transmitted from a content playing de-
vice (NO in S602), the response executing section 15
instructs the acquisition location specifying section 18 to
specify a plurality of devices as a device from which the
content thus requested is to be acquired by the content
playing device.
[0357] On receipt of the instruction from the response
executing section 15, the acquisition location specifying
section 18 reads out content-storage-location informa-
tion from the content-storage-location information stor-
age section 13 (S603). The acquisition location specify-
ing section 18 creates a content storage serverlist on
the basis of the content-storage-location information
(S701).
[0358] The acquisition location specifying section 18
determines whetheror not the content storage serverlist
has been created (S702). In a case where (i) the con-
tent-storage-location information could not be read out
or the content-storage-location information stored in the
content-storage-location information storage section 13
has been determined as being old information, and, as
a result, (ii) the content storage serverlist has not been
created (NO in S702), the acquisition location specifying
section 18 instructs the response executing section 15
to update the content-storage-location information. The
response executing section 15 thus instructed transmits,
to each of other servers 2 connected to a network, an

inquiry as to whether or not each of the other servers 2
has the content thus requested (S703).
[0359] The response executing section 15 notifies the
acquisition location specifying section 18 of a result of a
responsereceived from each of the other servers 2. On
the basis of the result of the response, the acquisition
location specifying section 18 requests the content-stor-
age-location information storage section 13 to update the
content-storage-location information, so as to update the
content-storage-location information (S704). Then, the
acquisition location specifying section 13 creates a con-
tent storage serverlist again (S705).
[0360] The acquisition location specifying section 18
(i) refers to the content-storage-location information thus
read out,(ii) identifies a plurality of URIs of devices (each
being a relaying device or a server(a relaying device),
from which the contentis acquired) being associated with
the content requested by the contentplaying device, and
then, (iii) creates a content storagelocation list including
a plurality of pieces of address information thus identified
(S604).
[0361] The acquisition location specifying section 18
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transmits the content storage location list thus created
to the response executing section 15. The response ex-
ecuting section 15 transmits, to the content playing de-
vice, a response message which instructs the content
playing device to acquire the content thus requested from
arelaying device or a server 2, located at an address of
one of pieces of address information included in the con-
tent storage location list and/or in the content storage
server list, created by the acquisition location specifying
section 18 (S706).
[0362] The response executing section 15 creates a
transmission log on the basis of the response message
transmitted to the content playing device, and adds the
transmission log thus created to a transmission log stor-
age section 12 (S610).
[0363] Since a process (S606 through S609) carried
out under a condition that the request messagethus re-
ceivedis transmitted from a relaying device is identical
to a process (S506 through S509in Fig. 14) of a server
2 of Embodiment2, explanationsof the process are omit-
ted here for the sake of simple explanation.

Processcarried out by client4 serving as content playing
device]

[0364] Next, the following description deals with a proc-
ess carried out by the client 4 serving as the content
playing device, with reference to Fig. 32. Fig. 32 is a
flowchart showing an example of the process carried out
by the client 4 serving as the contentplaying device. Note
that a process identical to a process of Embodiment 3
has the same numberasthat of the process of Embod-
iment 3, and details of an explanation of the process are
omitted here for the sake of simple explanation. Further,
a processfor receiving a content is identical to a process
(S625 through S631 in Fig. 23) of Embodiment 3, and
therefore is shown as "S724"in Fig. 32.
[0365] The response/request executing section 35
transmits, to a server 2, a request message which re-
quests transmission of a content (S621). The re-
sponse/request executing section 35 receives, as a re-
sponse to the request message, a response message
whichincludes(i) a content storage location list and/or a
content storage server list, and (ii) an instruction to trans-
mit the request message, which requests the transmis-
sion of the content, to a device (a relaying device or a
server2) located at an addressindicated by one of pieces
of address information included in the content storage
location list and/or the content storage server list
($3721).
[0366] In a case where response/request executing
section 35 receives the response message, the acquisi-
tion location selecting section 38 selects one ofthe pieces
of the address information included in the content storage
location list and/or the content storage serverlist, re-
ceived by the response/request executing section 35
($722). The acquisition location selecting section 38 in-
structs the response/request executing section 35 to ac-
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quire the content from the device located at an address
indicated by the one of the pieces of the addressinfor-
mation thus selected.

[0367] Onreceipt of the instruction from the acquisition
location selecting section 38, the response/request exe-
cuting section 35 transmits the request message to the
device selected by the acquisition location selecting sec-
tion 38 (S723).
[0368] The device receives the request message and
carries outa processofacquiring the content, which proc-
ess is explained in Embodiment 3. Then, the re-
sponse/request executing section 35 and the client status
determining section 36 carry out a process of acquiring/
playing media segments ($724).
[0369] Here, in a case where the response/request ex-
ecuting section 35 receives all movie fragments, the re-
sponse/request executing section 35 checks whetheror
not all media segments of the content thus requested are
received (S632). In a case where the response/request
executing section 35 determines thatall the media seg-
ments of the content are received (YES in $632), the
response/request executing section 35 finishes the proc-
ess. On the other hand, in a case where the response/
request executing section 35 determines that there is any
media segment which has not been received (NO in
$632), the client status determining section 36 deter-
mines whetheror not the device from which the content

is acquired should be switched to another device, in the
same manner as Embodiment3 (S725).
[0370] In acase whereit is determined that switching
of the device to another device is not to be executed (NO
in $725), the device from which the content is acquired
is not switched to another device, and the response/re-
quest executing section 35 transmits, to the device se-
lected in S722, a request message to which media seg-
ment numbers are incremented (S723).
[0371] In acase whereit is determined that the switch-
ing of the device to another device is to be executed (YES
in S725), the client status determining section 36 trans-
mits, to the acquisition location selecting section 38, de-
lay information indicating that acquisition of the content
is delayed. On receipt of the delay information from the
client status determining section 36, the acquisition lo-
cation selecting section 38 selects another one (whichis
different from the one of the pieces of the addressinfor-
mation selected above) of the pieces of the address in-
formation included in the content storage location list or
the content storage serverlist (S726). The acquisition
location selecting section 38 instructs the response/re-
quest executing section 35 to acquire the content from
another device located at an address indicated by the
another oneof the pieces of the address information thus
selected.

[0372] Onreceipt of the instruction from the acquisition
location selecting section 38, the response/request exe-
cuting section 35 transmits again, to the another device
selected by the acquisition location selecting section 38,
the request message to which the media segment num-
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bers are incremented (S723).
[0373] Note that, it is possible to execute, in Embodi-
ment 4, switching with use of not a media segmentunit
but a movie fragmentunit, in the same manner as Em-
bodiment3. In addition, in this case, itis possible to carry
out a switching processin the same manner as Embod-
iment 3.

Example 4]

[0374] The following description further deals details
of Embodiment 4 more specifically with use of Example
4 shownin Fig. 33. Example 4 shows an example of an
operation of the content distribution system 1c which in-
structs a content playing device serving, whichis thecli-
ent 4g, to acquire a content from oneof pieces of address
information included in a content storage location list or
a content storage serverlist. Fig. 33 is a view showing
an example of an operation sequenceof the contentdis-
tribution system 1c of Example 4. Note that a process
identical to a process of Embodiment 3 has the same
numberas that of the process shownin Fig. 24.
[0375] Example 4 is made on a premise that a content
1 having a format shownin Fig. 21 is stored in each of
content storage sections 5a, 5b, and 5c, and the content
storage sections 52, 5b, and 5c areidentical to each other
in how to divide the content 1 into media segments.Fur-
ther, the content 1 has been already cachedin (i) a cache
storage section 6a, (ii) a cache storage section 6c, and
(iii) a client storage section 8h.
[0376] Further, a server 2a creates a content storage
location list in such a mannerthat priorities are added to
a plurality of pieces of address information, on the basis
of times and dates, included in content-storage-location
information. Furthermore, in Example 4, when a process
shown in Fig. 32 is started, (i) transmission logs 51
through 53 shownin Fig. 25 have been alreadystored in
atransmission log storage section 12, and (ii) pieces (61
through 63) of content-storage-location information
shownin Fig. 26 have been already stored in a content-
storage-location information storage section 13.
[0377] Moreover, one session is defined as a se-
quencestarting from a time at which the content playing
device transmits a request message and ending a time
at which the content playing device receives a response
messagein responseto the request messagethus trans-
mitted.

[0378] As shownin Fig. 33, in session 810, the client
4g transmits, to the server 2a, a request message which
requests transmission of the content 1 (request 811). The
server 2a receives the request 811, and the response
executing section 15 instructs the acquisition location
specifying section 18 to specify a plurality of devices as
a device from which the content 1 is acquired. On receipt
of the instruction, the acquisition location specifying sec-
tion 18 checks content-storage-location information
stored in the content-storage-location information stor-
age section 13 (process 812). The acquisition location
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specifying section 18 checks whether or not there is a
content storage serverlist on the basis of the content-
storage-location information. In a case wherethere is no
content storage serverlist, the acquisition location spec-
ifying section 18 checks (i) whether or not a server 2b
has the content 1 and (ii) whether or not a server 2c has
the content 1 (process 813). Here, the acquisition loca-
tion specifying section 18 can execute such checking by
(i) transmitting a request for a headerof the content 1 to
each of the servers 2, and (ii) checking a response re-
ceived from each of the servers 2, for example (a request
814 transmitted to the server 2c and a response 816 re-
ceived from the server 2c, in Fig. 33 and a request 815
transmitted to the server 2c and aresponse 817 received
from the server 2c in Fig. 33).
[0379] Here, the content-storage-location information
storage section 13 indicates that a proxy 3a, a proxy 3c,
and a client 4f are associated with the content 1, i.e., the
content 1 is stored in the proxy 3a, the prosy 3c, and the
client 4f. Accordingly, on the basis of the times and dates,
included in the content-storage-location information, the
acquisition location specifying section 18 adds a first pri-
ority, a second priority, and a third priority to the proxy
3a, the client 4f, and the proxy 3c, respectively, so as to
create a content storage location list which includes ad-
dress information of the proxy 3a, the client 4f, and the
proxy 3c, and to which thepriorities are added.
[0380] In addition, on the basis of responsesin process
813 (the responses 815 and 817), the acquisition location
specifying section 18 creates a content storage server
list. According to the present example, a response from
the server 2b has beenreceived earlier than a response
from the server2c, so that the server 2b hasa first priority
and the server 2c has a secondpriority. The acquisition
location specifying section 18 creates the content storage
server list which includes address information of the serv-

ers 2b and 2c, and also address information of the server

2a itself, and to whichthepriorities are added (process
818).
[0381] Here, how to set a priority of the server 2a can
be determined arbitrarily. For example, it is possible to
cause the server 2a to have the highestpriority for all
cases (a higher priority than those of the other servers
2). Further,it is possible to have such a setting that(i) in
a case where a response speed of the server 2b or a
response speed of the server 2c is faster than a certain
threshold, the server 2a has a lowerpriority than that of
the server 2b or 2c, and (ii) the response speed of the
server2b or the response speedof the server 2c is slower
than the certain threshold, the server 2a has a higher
priority than that of the server 2b or 2c. Furthermore,it
is possible to have such a setting that, in a case where
a process load of the server 2a is larger than a predeter-
mined threshold, the server 2a has a lowerpriority than
those of the other servers 2.

[0382] Theresponse executing section 15 selects one
(having the highestpriority) of the pieces of the address
information included in the content storage location list
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or the content storage serverlist, created by the acqui-
sition location specifying section 18, in accordance with
the priorities thus set. Then, the response executing sec-
tion 15 transmits, to the client 4g, a response message
for acquiring the content thus requested from a relaying
device or a server 2 located at an address indicated by
the one of the pieces of the address information thus
selected (response 819).
[0383] Here, the response executing section 15 deter-
mines which one of the content storage location list and
the content storage serverlist is preferentially used to
selecting one of the pieces of the address information.
That is, the response executing section 15 determines
whetherthe client4g acquires the content from arelaying
device or from a server2.

[0384] Howto select preferentially one of the content
storage location list and the content storage serverlist
can be arbitrarily determined. For example, the response
executing section 15 can select the content storage lo-
cation list (or the content storage server list) preferentially
on the basis of a setting of a default. Then, in a case
where the content storage location list (or the content
storage serverlist) thus selected cannot be used, the
response executing section 15 selects the content stor-
age serverlist (or the content storage location list), for
example.
[0385] Further, the response executing section 15 can
execute the selection in such a manner that(i) in a case
where a time and date of the content-storage-location
information including one (having the highestpriority) of
the pieces of the address information, included in the
content storage location list, is a recent time and date
(within a predetermined time period), the content storage
location list is selected preferentially, and (ii) in a case
wherethe time and date is an old time and date (before
the predeterminedtime period), the content storage serv-
er list is selected preferentially. Furthermore, the re-
sponse executing section 15 can execute the selection
in such a mannerthat, in a case where, under a condition

that there is no content-storage-location information, one
of the pieces of the address information included in the
content storage location list is determined (i) in accord-
ance with a default or (ii) randomly, the content storage
serverlist is selected preferentially.
[0386] In the present example, in a case where there
is the content storagelocationlist, the response execut-
ing section 15 selects the content storage location list
preferentially.
[0387] Note that, in the present example, acquisition
of the content from the server 2a is basically the same
as acquisition of the content with use of a relaying device
(that is, if the content is acquired with use of the relaying
device the content, an address of the device fram which
the content is acquired is identical to an address of the
server 2a). In other words, substantially the same proc-
ess (the same process as a process of Embodiment3)
is carried out for both (i) a case where the response ex-
ecuting section 15 selects the content storage location
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list, and (ii) a case where the response executing section
15 selects the content storage server list, and then se-
lects the server 2a from the content storage server list.
Moreover, in a case where (i) the response executing
section 15 selects the content storage serverlist, and
then selects the server 2b or the server c from the content

storage serverlist, and (ii) the server b or the server c
thus selected receives the request for the content from
the client 4g, the server b or the server c identifies a
predetermined relaying device and instructs the client 4g
to acquire the content from the relaying device thus iden-
tified, in the same manner as Embodiment3.

[0388] That is, in a case where the relaying device is
used ((i) in a case where the content storage location list
is selected, and (ii) in a case where the content storage
serverlist is selected and then the server 2a is selected

from the content storage server list), the response exe-
cuting section 15 first instructs the client 4g to acquire
the content from the proxy 3a. Ifitis impossible to acquire
the content from the proxy 3a, or a speed at which the
contentis acquired from the proxy 3a speed is slow,then,
the response execuling section 15 instructs the client 4g
to execute acquisition of the content from the client 4f (if
impossible, then acquisition of the content from the proxy
3c). On the other hand, in a case where another server
2 is used, the response executing section 15 instructs
the client 4g to execute the acquisition of the content from
the server 2b (if impossible, then acquisition of the con-
tent from the server 2c).
[0389] Then, the response executing section 15 cre-
ates a transmission log on the basis of the response mes-
sage thus transmitted, and adds the transmission log
thus created to the transmission log storage section 12
(process 820).
[0390] On receipt of the response 819, the acquisition
location selecting section 38 of the client 4g selects the
proxy 3a having the highest priority, as a candidate for
the device from which the content is acquired, on the
basis of the instruction received from the server2a (proc-
ess 830). Then, the acquisition location selecting section
38 instructs the response/request executing section 35
to acquire the content 1 from the proxy 3a.
[0391] In a case where the proxy 3a or anotherclient
(client 4f) is selected as the device from which the content
is acquired, a process (session 840, process 850, proc-
ess 860, and session 870) is the same as a process (ses-
sion 330, process 340, process 350, and session 360
shownin Fig. 24) of Embodiment 3, and therefore expla-
nations of these are omitted here for the sake of simple
explanation.
[0392] Note that, in a case where a server2 is selected,
the content is acquired from the server 2 in the same
manneras a general acquisition process with use of HT-
TP.

[0393] Further, in Example 3, the client status deter-
mining section 36 notifies the relaying device specifying
section 16 of the delay information per movie fragment,
whereas, in Example4, the client status determining sec-
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tion 36 notifies the acquisition location specifying section
18 of the delay information. On receipt of such a notifi-
cation, the acquisition location specifying section 18 ex-
ecutes again selection of the device from which the con-
tent is acquired, in the same manneras the relaying de-
vice specifying section 16.
[0394] As described above, in Embodiment 4, a con-
tent playing device receives, from a server2, (i) a content
storage location list including address information of a
plurality of relaying devices and (ii) a content storage
serverlist including address information of a plurality of
servers. Then, the content playing device acquires a con-
tent from (i) a relaying device located at an address in-
dicated by one of pieces of the address information in-
cluded in the content storage location list or (ii) a server
2 located at an addressindicated by one of pieces of the
addressinformation includedin the content storage serv-
erlist. Then, in a case where thereis a delay in acquisition
of the content, the content playing device switches the
device from which the content is acquired to (i) another
relaying device located at an address indicated by an-
other one of the pieces of the address information includ-
ed in the content storage locationlist or (ii) another server
2 located at an addressindicated by another one of the
pieces of the addressinformation included in the content
storage serverlist. Accordingly, it becomes possible to
distribute a load of a network (particularly, a network be-
tween the content playing device and a relaying device,
and a network between the content playing device and
a server 2) efficiently even in terms of time. It becomes
therefore possible for the content distribution system 1c
to execute control more finely. As a result, it becomes
possible to maintain higher service quality for a larger
numberof content playing devices.
[0395] Further, Embodiment 4 shows the example in
which the content playing device receives, from the serv-
er 2a,(i) the content storage location list including the
address information of the plurality of relaying devices
and(ii) the content storage serverlist including the ad-
dress information of the plurality of servers. Note, how-
ever, that the content playing device can receive, from
the server2a, only the content storage serverlist includ-
ing the address information of the plurality of servers.
Similarly, the server 2a can notify the content playing
device of only the content storage serverlist including
address information of other servers 2 each having the
content thus requested.

HTTP messagein Example 4]

[0396] Next, the following description deals with details
of the response 819 used in the operation sequence
shownin Fig. 33. Note that request 811 and other re-
quests, and responsesare the sameas those in Example
3, and therefore explanations of these are omitted here
for the sake of simple explanation.
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HTTP messagein response 819]

[0397] The following description deals with an HTTP
message in response 819 with reference to Fig. 34.

(Response R3210 instructing which one of devices con-
tent is acquired from)

[0398] (a) of Fig. 34 shows an HTTP message corre-
sponding to the response 819, which(i) is transmitted
from the server 2a to the client 4g and (ii) instructs the
client 4g which one of the devices the client 4g acquires
the content from. As shownin (a) of Fig. 34, the HTTP
message includes a responseline and a header.
[0399] Theresponseline shownin (a) of Fig. 34 is such
that information instructing the use of a relaying device
is described in a format of "a status number and a mes-

sage”.
[0400] Further, the header shownin (a) of Fig. 34 in-
cludes a "Location" header which designatesthe relaying
device to be used. In other words, the HTTP message
shownin Fig. 34 is a response which instructs to request
the content 1 with use of the relaying device designated
by the following "Location" header. In the example shown
in Fig. 34, address information "http://example-
proxy1.com", indicating an address of the proxy 3a, is
described in the "Location" header. With the arrange-
ment, the client 4g, which has received the response,
can obtain the address information of the relaying device
(proxy 3a) to which the client 4g transmits the request
for the content1.

[0401] Further, the header shownin (a) of Fig. 34 in-
cludes an "X-Alternative-Proxy-List" header indicating
address information of other relaying devices, each of
which possesses the content 1. In the "X-Alternative-
Proxy-List" header, the address information "http://exam-
ple-client2.com, http://example-proxy3.com", indicating
addressesofother relaying devices (here, aclient 4h and
a proxy 3c), are described. With the arrangement, the
relaying devices each (possibly) possessing the content
1, other than the relaying device designated by the "Lo-
cation" header, are presented to the client 4g. As aresult,
the client 4g can select, as the relaying device from which
the content 1 is acquired, one of the relaying devices
located at the addresses indicated by (i) the address in-
formation included in the "Location" headerand(ii) the
addressinformation includedin the "X-Alternative-Proxy-
List" header. Note that, "X"in a title of the header indicates

that the header is newly defined in Embodiment4.
[0402] Further, the header shownin (a) of Fig. 34 in-
cludes an "X-Alternative-Server-List" header indicating
addressinformation of other servers, each of which pos-
sesses the content 1. In the "X-Alternative-Server-List"

header, address information "http://svr2.example.com,
http://srv3.example.com"indicating addresses of other
servers (here, the server 2b and the server 2c), each of
which (possibly) possesses the content 1, is described.
With the arrangement,the client 4g, which has received
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the response, can not only execute such selection that
the content is acquired via the relaying device included
in the "Location" headeror in the "X-Alternative-Proxy-
List" headerbut also execute suchselection that the con-

tent 1 is acquired from the server 2 described in the "X-
Alternative-Server-List".

[0403] Note that, "X"inatitle of the header showsthat
the headeris newly defined in Embodiment 4.
[0404] The HTTP message shownin (a) of Fig. 34 is
such an HTTP messagethat the server 2a requests the
client 4g to access the content with use of the relaying
device. Meanwhile, (b) of Fig. 34 shows an example of
a message instructing the client 4g to access another
server 2 without using any relaying device.
[0405]_In (b) of Fig. 34, information which instructs the
client 4g to make an access with use of another URIis
described in a format of "status number (space) mes-
sage".
[0406] Further, the header includes a "Location" head-
er indicating another URI. The message shownin (b) of
Fig. 34 instructs the client 4g to request the content 1
with use of the URI.

[0407] Furthermore,in the same manneras (a) of Fig.
34, the header includes an "X-Alternative-Server-List"
header, in which other servers 2 which can be used are
described.

<Embodiment 5>

[0408] Embodiment 4 deals with the example in which
the content playing device is notified of, with use of the
HTTP message, information on each of the servers 2,
from which the content can be acquired.
[0409] Embodiment 5 of the present invention deals
with an example in which information on servers 2, each
of which can supply a content, is notified with use of meta
data related to the content.

[0410] In Embodiment5, the meta data of the content
is described with use of a markup language MPD (Media
Presentation Description) proposed in DASH (Dynamic
Adaptive Streaming over HTTP) with which standardiza-
tion has been currently executed. The MPDis meta data
related to a moving image content, and is suchthat in-
formation, such as an address of a media segment and
a video bit rate of a media segment, is defined for each
of predetermined time periods. In Embodiment 5, meta
data of a contentis referred to as "MPD data”.

[0411] An arrangement of Embodiment5 is identical
to that of Embodiment4 illustrated in Fig. 29, and there-
fore is explained below with reference to Fig. 29. More
specifically, a server 2a illustrated in Fig. 29 prepares
MPDdata which is meta data of the content. In the MPD

data, not only information related to a moving image con-
tent, such as an encoding method and a bit rate, but also
addressinformation of the servers 2, each of which can

supply the content, and address information used to ac-
quire a media segment are described. Before playing the
content, aclient 4g acquires and analyzes the MPD data,
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so as to select one of a plurality of servers 2 described
in the MPD data.

[0412] In addition, the MPD data, which is the meta
data of the content, employs a format with which an ex-
ternal resource can bereferred to. By taking advantage
of the format, even if a condition of a network or a con-

dition of a server changes during a time period from a
time that the MPD data is created to a time that the con-

tent is actually played with use of the MPD data, it is
possible to (i) reflect such a change and therefore(ii)
distribute a load. Further, by setting timing at which the
external resource is referred to so that the external re-

sourceis referred to at short intervals, it becomes pos-
sible to (i) reflect changes in condition more finely and
therefore to (ii) execute control morefinely.

Outline of content distribution system 1c]

[0413] The arrangement of Embodiment5 is identical
to the arrangement of Embodiment4 of the subject ap-
plication, illustrated in Fig. 29. Functionally,(i) the server
2a of Embodiment 5 is different from the server 2a of
Embodiment 4 in that the server 2a of Embodiment 5

prepares MPDdata which is meta data of the content
supplied from the server 2a, and (ii) the client 4g of Em-
bodiment 5 is different from the client 4g of Embodiment
4 in that the client 4g of Embodiment 5 acquires, from
the MPD data, information of a server to which the client

4g make an access,to play the content.
[0414] Specifically, a response executing section
(managing means) 15manages(i) acontent and(ii) meta
data (MPD data which is meta data of the content) in-
cluding (a) content-storage-location information in which
content identification information for specifying the con-
tent and addresses of other content distributing devices,
each having the content, are associated with each other,
or (b) a storage location address (external resource) in-
dicating a location of the content-storage-location infor-
mation.

[0415] Inacasewherethecontentis stored in acontent
storage section 5, the response executing section 15 ba-
sically creates MPD data of the content, and, if neces-
sary, updates the MPDdata thus created. Further, the
response executing section 15 creates an external re-
source on receipt of a request for creation of the external
resource.

[0416] Moreover, the response executing section (re-
quest determining means) 15 determines whether the
request described aboveis a request for the content or
a requestfor the meta data.
[0417] Further, in acase where the response executing
section 15 determinesthat the requestis the request for
the content, the response executing section 15 transmits
the content thus requested to a device which is a source
of the request. On the other hand, in a case where the
response executing section 15 determines that the re-
questis the request for the meta data, the response ex-
ecuting section 15 transmits the meta data thus request-
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ed to the device which is the source of the request.
[0418] The response executing section 15 can deter-
mine which one of the requestfor the content, the request
for the meta data, and a requestfor the content-storage-
location information with use of a storage location ad-
dress, the request described aboveis.
[0419] Inacase where the response executing section
15 determines that the requestis the requestfor the con-
tent-storage-location information with use of the storage
location address (external resource), the response exe-
cuting section 15 transmits, to the device which is the
source of the request, the content-storage-location infor-
mation whoselocationis indicated by the storage location
address.

[0420] Further, the acquisition location specifying sec-
tion 18 (i) transmits, to each of the predetermined other
content distributing devices, an inquiry as to whetheror
not each of the predetermined other contentdistributing
devices has a predetermined content, and (ii) acquires
addresses of other content distributing devices, each
making, in response to the inquiry, a response that the
content distributing device has the predetermined con-
tent, amongthe predetermined other content distributing
devices.

[0421] Furthermore, the acquisition location specifying
section 18 (i) creates content-storage-location informa-
tion by causing the addresses of other content distribut-
ing devices each having the predetermined content and
content identification information for specifying the pre-
determined content to be associated with each other, and

(ii) stores the content-storage-location information thus
created in a content-storage-location information storage
section (storage section) 13.
[0422] Moreover, the acquisition location specifying
section (update determining means) 18 determines
whetherto update the content-storage-location informa-
tion stored in the content-storage-location information
storage section 13.
[0423] Further, in a case where (i) the response exe-
cuting section 15 determines that the requestis the re-
quest for the content-storage-location information with
use of the storage location address, and (ii) the acquisi-
tion location specifying section 18 determines thatit is
necessary to update the content-storage-location infor-
mation whoselocationis indicated by the storage location
address, the acquisition location specifying section 18 (i)
makesthe inquiry described above,(ii) acquires the ad-
dresses described above, and (iii) creates the content-
storage-location information on the basis of the address-
es thus acquired. Then, the response executing section
15 transmits the content-storage-location information to
the device which is the source of the request.
[0424] Furthermore, in a case where (i) the response
executing section 15 determines that the requestis the
requestfor the content-storage-location information with
use of the storage location address, and (ii) the acquisi-
tion location specifying section 18 determines thatit is
unnecessary to update the content-storage-location in-
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formation whoselocation is indicated by the storage lo-
cation address, the response executing section 15 trans-
mits, to the device whichis the source of the request, the
content-storage-location information whose location is
indicated by the storage location address.
[0425] Moreover, the meta data can include a plurality
of storage location addresses each indicative of a loca-
tion of content-storage-location information which is set
for each of units into which the content is divided at pre-
determined time intervals.

[0426] Further, the content can include a plurality of
media segments, and each of the units of the content,
into which the content is divided at the predetermined
time intervals, can include at least one media segment.
[0427] Furthermore, the meta data can include(i) a
content storage serverlist including a plurality of pieces
of the content-storage-location information or (ii) a stor-
age location addressindicating a location of the content
storage server list.
[0428] Moreover, the client 4 serving as the content
playing device(i) transmits the request for the meta data
to the server2,(ii) receives the meta data as a response
to the request for the meta data, and (iii) acquires the
content in accordance with the meta data thus received.

[0429] Further, in a case where (i) a response/request
executing section (content acquiring means) 35 receives
the content storage serverlist included in the meta data
thus received, or(ii) the response/request executing sec-
tion (content acquiring means) 35 transmits the request
for the content-storage-location information with use of
the storage location address whichis included in the meta
data thus received, and, as a responseto the request,
receives the content storage serverlist, the response/
request executing section 35 acquires the content from
anothercontent distributing device located at an address
indicated by one of the pieces of the content-storage-
location information included in the content storage serv-
er list thus received.

[0430] Moreover, in a case where a receiving speed
at which the response/request executing section 35 re-
ceives the contentis slower than a predeterminedreceiv-
ing speed, the acquisition location selecting section (ac-
quisition location changing means)38 switchesthe serv-
er 2 (e.g., the server 2b) from which the content is ac-
quired to anotherserver2 (e.g., the server 2c) located
at another addressincluded in the content storage server
list.

Content meta data: MPD data]

[0431] Each of Figs. 35, 36, and 38 shows an example
of how the MPD data, which is the meta data of the con-
tent used in Embodiment 5, is described. Fig. 35 is an
example in which an external resourceis not referred to.
The contentis fragmented by a predetermined unit, and
is, for transmission, media-segmented, in the same man-
ner as Embodiment3. In (a) of Fig. 35, "content1/0.mp4",
"content1/1.mp4", andthe like indicate media segments
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of the content 1, for example. In the example shownin
(a) of Fig. 35, the content 1 is divided into 12 media seg-
ments.

[0432] The MPDdata is data of a markup language
format, and employs "MPD"as a route element. A value
of an attribute “minBufferTime" of an MPD start tag indi-
cates an initial buffering time period which is necessary
to play a video smocthly. A value of an attribute "type"
indicates a default value of an attribute "type" of a "Rep-
resentation" tag (described later). That is, a value of the
attribute "type" indicates whether a representation whose
attribute "type" is not designated in the "Representation"
tag is on-demand streaming delivery or live streaming
delivery. Further, an attribute "mediaPresentationDura-
tion" indicates a playing time period of the content. In the
present example, the playing time period of the content
is described as being 120 seconds.
[0433] "Period", which is a sub-element of "MPD", in-
dicates that information related to a video to be played
within a certain time period (period) is described in a
range between a corresponding Period start tag and a
corresponding Period end tag. An attribute "id" of the
Period start tag is information for specifying each Period
included in the content provided with use of the MPD,
and a unique valueis set to each Period.
[0434] "Group", which is a sub-elementof "Period", in-
dicates that at least one sub-element "Representation"
described in the range between a Groupstart tag anda
Group endtag belongs to the same representation group.
[0435] That is, "Group" indicates that only one repre-
sentation is selected, and media segments (target data
to be played) of the only one representation are played
in a corresponding time period. Note that, representa-
tions belonging to the same group mightbe different from
each otherin play quality such as an imagesize, a frame
rate, and a bit rate, but are identical to each otherin the

content to be played. For example, in the example shown
in (b) of Fig. 35, two representations (the content 1 and
the content 2) are described. In this case,it is possible
to play the content by selecting either one of the two
representations.
[0436] Further, in (a) of Fig. 35, an attribute "mime-
Type"of the Groupstart tag indicates, for example, a sort
of codec used in media segments constituting the repre-
sentation. Furthermore, an attribute "lang" indicates a
language of the representation belonging to the Group.
[0437] Moreover, in the range between the Group start
tag and the Group end tag, a sub-element "Segmentin-
foDefault" is described. The "SegmentInfoDefault" is
such that common information, which is shared byall the
representations in the range between the Group start tag
and the Group end tag,is described. In the present ex-
ample, the "SegmentinfoDefault" element further in-
cludes, as a sub-element, a "BaseURL" element. In a

range between a Base URL start tag and a Base URL
end tag, a common URLis described. With use of such
a URLandthe following URL information of the repre-
sentations,it is possible to determine a device to be re-
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ferred. As shownin (a) of Fig. 35, itis possible to describe
a plurality of Base URLs.
[0438] The representations constituting the Group are
described with use of "Representation" tag. An attribute
"bandwidth" of a Representation start tag, shownin (a)
of Fig. 35, indicates a bit rate of the representation.
[0439] In arange between a Representation start tag
and a Representation end tag, a sub-element "Segment"
is used to indicate that there is media segment informa-
tion. An URL from which a media segment belonging to
the representation is acquired is described with use of
an attribute "sourceURL"of a start tag of a sub-element
"Url" of the Segment tag. These Urls are described for
corresponding media segments. Note that, in a case
where there is a commonpart between these Urls, it is
possible to describe the Urls with use of the BaseURL
tag described above.
[0440] ‘In the example shownin Fig. 35, the BaseURL
tag is used, and a Url of each media segment has no
description indicating a host. Accordingly, a Url ofamedia
segmentis created by using information indicated by the
BaseURLtag. Thatis, an accesstoafirst media segment
is made with use of a Url created as “http://srv2.exam-
ple.com/content1/0.mp4" which is obtained with use of
(i) the BaseURLtag "http://srv2.example.com/" and(ii)
the Ur1 tag "content1/0.mp4".
[0441] As described above, in a case where a client
acquires each media segment, a Url of each media seg-
ment is created and acquired, on the basis of an analysis
result of MPD data.

[0442] Next, the following description deals with how
to refer to an external resource with use of the MPD data,

with reference to Figs. 36 through 38.
[0443] Details of the present example are explained
with use of the example shownin (a) of Fig. 35, which
example employs one representation.
[0444] As described above, in the MPD data shownin
(a) of Fig. 35, address information of a serverin which a
corresponding media segmentis stored is described with
use of the BaseURL tag. Here, there are a plurality of
BasURLtags. Thatis, the client can select one of the
plurality of Base URL tags depending on a condition, so
as to acquire the media segment under an optimum con-
dition.

[0445] However, generally, the MPD data is created
when the contentis stored in the server2. For this reason,
evenif information on an optimum serveris collected and
described at a time that the MPD data is created, it is

highly possible that a network status or information on
such an optimum server might have been changed at a
time that the content is actually accessed with use of the
MPD data. Further, even if, for example, a server which
works at a higher speed than the above server is added
to deliver the content after the MPD data is created, it is

impossible to use such a high-speed server unless the
MPDdata thus created is recreated.

[0446] In view ofthis, a function of a link to an external
resource of the MPDis used. Fig. 36 shows an example
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of such an MPDdata.In Fig. 36, a description of "xlink"
is used as the attribute of the Groupstart tag, in place of
the server information (information described with use of
the BaseURL tag) described with use of the Group tag
in (a) of Fig. 35, the description of each representation,
the description of each of the media segments (informa-
tion described with use of the Representation tag) con-
stituting the representation, and the like. The xlink is a
function of referring to an external resource. In a case
where data including the description of the xlink is ana-
lyzed, it is possible to execute the analysis by acquiring
and taking in the external resource linked by the xlink.
As shownin Fig. 36, a URL of an external resource linked
by an attribute "xlink:href" is described. The attribute
"xlink:actuate" is such that at what stage the external
resource indicated by "xlink:href" is acquired is de-
scribed. The "xlink:actuate" is classified into "onRe-

quest", with which the external resource is acquired if
necessary, and "onLoad" with which the external re-
source is acquired at the same time as acquisition of the
MPDdata.In the present example, the "onRequest", with
which the external resource is acquired if necessary, is
used,

[0447] Fig. 37 is a view showing an example of data
of an external resource (http://example.com/contentt /re-
source 1.xml). The MPD data shownin Fig. 36 takes in
the external resource shown in Fig. 37 with use of the
xlink, and becomes MPD data which is identical to the

MPDdata shownin (a) of Fig. 35.
[0448] Further, in the present example, in order to ex-
ecute control morefinely, the MPD data is divided into
short Periods with use of the Period tag described above,
and each of the Periods takes in the external resource

with use of the xlink. The MPD data shownin (a) of Fig.
35 and the external resource shownin Fig. 37 are such
that the contentis described with use of one Period. Ac-

cordingly, even if the external resource is taken in, it is
merely possible to reflect a condition obtained at a time
that the content is started to be played. Thatis, in a case
where the contentis a long-time content, there might be
a case where, evenif a certain server is selected as the

optimum serverat the time that the contentis started to
be played, the certain server thus selected might not be
the optimum server anymore during a time period in
which the contentis played, due to achangein acondition
of the network or a change in a condition of the certain
server or conditions of other servers. Moreover, ina case
where a server which is the most appropriate server at
a final phase of acquisition of the content(i) has not been
selected at a time that the contentis started to be played
and(ii) has not been described as the external resource,
it is impossible to select the server.
[0449]_In view ofthis, (a) of Fig. 38 shows an example
in which the MPD datais divided into a plurality of Periods,
and an external resourceis taken in with use of the xlink

in each of the plurality of Periods. (b) through (d) of Fig.
38 show examplesof the external resource thus taken in.
[0450] Each of the external resources shown in (b)
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through (d) of Fig. 38 has four media segments.In the
present example, one media segment equals 10 sec-
onds. That is, one Period in the MPD data shownin (a)
of Fig. 38 equals 40 seconds, and an external resource
is taken in per acquisition of 40-second data.
[0451] With the arrangementin which the server infor-
mation included in the MPD data is provided as an ex-
ternal resource, it is possible to create and provide an
external resourcein responseto a request received from
the client, which external resource (i) has not been cre-
ated in advanceand(ii) reflects a condition of a distribu-
tion system or a networkat a time that the client makes
a request.

[0452] Further, in the present example, by setting a
Period to be short, it becomespossibleto reflect the con-
dition of the network or the conditions of the serversfinely.
With the arrangement,itis possible to provide information
in accordance with a condition at a time that MPD data

is used, evenif timing that the MPD data, which is meta
data of a content, is created, and timing that the MPD
data is used, are different from each other.

Process carried out by each device]

[0453] Next, the following description deals with proc-
esses carried out by the server 2 and the client 4, with
reference to Figs. 39 and 40. A process carried out by
proxies 3a, 3b, and 3c of Embodiment5 is identical to a
process of Embodiment3, and therefore an explanation
of the process is omitted here for the sake of simple ex-
planation.

Process carried out by server2]

[0454] ‘First, the following description deals with a proc-
ess carried out by the server 2a in accordance with Em-
bodiment5, with referenceto Fig. 39. Fig. 39is a flowchart
showing an example of the process carried out by the
server 2a. A process whichis identical to a process of
Embodiment 4 of the present invention has the same
sign as that of the process of Embodiment4.
[0455] The response executing section 15 is ready to
receive a request message from the client 4. The re-
sponse executing section 15 receives the request mes-
sage from theclient 4 via the server communication sec-
tion 11 ($901).
[0456] On receipt of the request message, the server
2 determines which one of a request for a content, a
requestfor xlink data, and arequest for MPD data (which
is meta data of the content) the request message thus
received is (S902, S903, S904). In a case whereit is
determined that the request message is the request for
the meta data of the content (YES in S904), the server
2 reads out designated MPD data from the content stor-
age section 5 (S905), and transmits the MPD data to a
device which is a source of the request (S906).
[0457] Inacase whereitis determined that the request
message is the request for acquisition of external re-
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source data with use of the xlink (YES in S903), the re-
sponse executing section 15 instructs the acquisition lo-
cation specifying section 18 to specify a plurality of serv-
ers as a server from which the content is acquired by the
content playing device. On receipt of such an instruction
from the response executing section 15, the acquisition
location specifying section 18 reads out content-storage-
location information from the content-storage-locationin-
formation storage section 13 (S603).
[0458] The acquisition location specifying section 18
creates a content storage serverlist on the basis of the
content-storagelocation information (S701). The acqui-
sition location specifying section 18 determines whether
or not the content storage serverlist could be created
(S702). In a case where(i) the content-storage-location
information could not be read out or it was determined

that the content-storage-location information stored in
the content-storage-location information storage section
13 was old information, for example, and, as a result, (ii)
the content storage serverlist could not be created, the
acquisition location specifying section 18 instructs the
response execuling section 15 to update the content-
storage-location information. On receipt of the instruction
to update the content-storage-location information, the
response executing section 15 transmits, to each of other
servers 2 connected to the network, an inquiry as to
whetheror not each of the other servers 2 has the content

thus requested (S703).
[0459] The response executing section 15 notifies the
acquisition location specifying section 18 of a result of a
response received from each of the other servers 2. On
the basis of the result of the response thus notified, the
acquisition location specifying section 18 requests the
content-storage-location information storage section 13
to update the content-storage-location information, so
that the content-storage-location information storage
section 13 updates the content-storage-location informa-
tion (S704). Then, the acquisition location specifying sec-
tion 18 creates the content storage serverlist again
(S705).
[0460] The response executing section 15 creates ex-
ternal resource data whichinstructs the client 4 to acquire
the content thus requested from one of the servers 2
each being located at an address indicated by a corre-
sponding one of pieces of address information included
in the content storage serverlist created by the acquisi-
tion location specifying section 18 (S907). Then, the re-
sponse executing section 15 transmits the external re-
source data to the contentplaying device (S908).
[0461] Meanwhile, ina case whereitis determined that
the requestis the request for the content (YES in S902),
the server 2 transmits the content to the source of the

request. A process carried out hereis identical to a proc-
ess of a server2 in accordance with Embodiment 3 (S606
through $610 shownin Fig. 22), and therefore an expla-
nation of the process is omitted here for the sake ofsimple
explanation.
[0462] In acase where the requestis not the request
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for the content, the request for the xlink data, or the re-
quest for the MPD data (NO in $904), the server 2 carries
outa process corresponding to the request thus received.
For example, in a case where the server 2 receives a
GETrequest for data of a web page including a link to
the content, or a HEAD requestfora file size of the con-
tent, a time stamp of a file, or the like, the server 2 carries
out a process corresponding to such a request.

Processcarried out by client 4 serving as contentplaying
device]

[0463] Next, the following description deals with a proc-
ess carried out by the client 4 serving as the content
playing device, with reference to Fig. 40. Fig. 40 is a
flowchart showing an example of the process carried out
by the client 4 serving as the content playing device.
[0464] The response/request executing section 35
transmits, to the server 2, a request message which re-
quests transmission of MPD data corresponding to a con-
tent (S921). The response/request executing section 35
receives, as a response to the request message,a re-
sponse message including the MPD data (S922). The
meta data thus received is analyzed by the response/
request executing section 35 so that a content to be
played is determined (S923).
[0465] Next, the response/request executing section
35 acquires an address of the content (media segment)
to be played, on the basis of a result of the analysis of
the MPD data.Here, In order to acquire the address from
the MPD meta data, the response/request executing sec-
tion 35 determines whether or not data of an external

resource indicated by an xlink of the MPD data is neces-
sary (S924). In a case where it is determined that the
data of the external resource is unnecessary to acquire
the address (NO in S924), the response/request execut-
ing section 35 analyzes the MPD data, and extracts a
content storage server list. On the basis of the content
storage location list thus extracted, the acquisition loca-
tion selecting section 38 selects one of pieces of address
information of servers, in the same manneras a process
of a client 4 in accordance with Embodiment 4 (S623
through S634 in Fig. 23) (S928). On the other hand, ina
case whereit is determined that the data of the external

resource is necessary to acquire the address (YES in
$924), the response/request executing section 35 re-
quests the external resource data with use of the address
of the external resource indicated by the xlink (S925).
[0466] On receipt of the external resource data thus
requested from a server2 indicated by the xlink (S926),
the response/request executing section 35 replaces, with
the external resource data thus received, a part of the
MPDdata thus received, which part is indicated by the
xlink with which the external resource is acquired (S927).
That is, the response/request executing section 35 up-
dates the MPD data. Then, the response/request exe-
cuting section 35 analyzes the MPD data,so asto extract
the content storage serverlist. On the basis of the content
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storage location list thus extracted, the acquisition loca-
tion selecting section 38 selects one of the pieces of the
addressinformation of the servers, in the same manner
as the processof the client 4 in accordance with Embod-
iment 4 (S623 through S634 in Fig. 23) (S928). The re-
sponse/request executing section 35 creates a request
for a media segment on the basis of(i) address informa-
tion of the server thus selected and(ii) address informa-
tion of a media segment to be acquired. Then, the re-
sponse/request executing section 35 transmits the re-
quest thus created to the server thus selected (S929).
Then, the response/request executing section 35 re-
ceives media segments sequentially, in the same manner
as Embodiment 4 (S724). Note that, a processfor receiv-
ing media segmentsis identical to a process of Embod-
iment 4, and therefore is shown as "S724"in Fig. 40.
[0467] Here, in a case where the response/request ex-
ecuting section 35 receives all movie fragments, the re-
sponse/request executing section 35 checks whetheror
notall the movie fragments of the content thus requested
have been received (S632). In a case where the re-
sponse/request executing section 35 confirmsthatall the
movie fragments have been received (YES in S632), the
processis finished.
[0468] On the other hand, in a case where the re-
sponse/request executing section 35 determines that
there is any movie fragment which has not been received
(NO in S632), the response/request executing section
35 determines whetheror not a next media segment can
be acquired, by determining whetheror not all media seg-
ments included in a corresponding Period, which is a
target to be played in the MPD data, have been received
(S930). In a case whereall the media segments in the
corresponding Period have been received (YES in S930),
the response/request executing section 35 acquires a
next Period (S931).
[0469] In a case where, in the corresponding Period,
there is a media segment which can be received, the
response/request executing section 35 starts to carry out
a process of receiving such a media segment. Then, the
client status determining section 36 determines whether
or not a device from which such a media segmentis re-
ceived should be changed, in the same manner as Em-
bodiment 3 (S725). A determination method hereis iden-
tical to a determination method of Embodiment 4. Then,

acquisition of media segments is continued.

Example 5]

[0470] The following description deals with details of
Embodiment 5 more specifically, with use of Example 5
shownin Fig. 41. Example 5 is a view showing an exam-
ple operation sequence of a content distribution system
1 which instructs a client 4, which serves as a content

playing device, to acquire a content from one of pieces
of addressinformation included in a content storage serv-
erlist.

[0471] Note that, in Example 5, as a premise, a content
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1 having a format shownin Fig. 21, MPD data which(i)
is meta data ofthe content 1 and(ii) has a structure shown
in Fig. 38, and external resource data are stored in a
content storage section 5 of each of servers 2a, 2b, and
2c. Further, a media segment of the content 1, stored in
each of the servers 2a, 2b, and 2c, has been similarly
divided into a plurality of media segments.
[0472] Furthermore, as in Example 4, one sessionis
defined as a process from a time that the contentplaying
device transmits a request message to a time that the
content playing device receives a response messagein
response to the request message.
[0473] As shownin Fig. 41, ina session 1010, a client
4g transmits, to the server 2a, a request message which
requests transmission of MPD data of the content 1 (re-
quest 1011). In a case wherethe server 2a receives the
request 1011, aresponse executing section 15 reads out
the MPD data thus requested from the content storage
section 5a (process 1012), and transmits a response
message to the client 4g (response 1013).
[0474] In a case where the client 4g receives the re-
sponse 1013, a response/request executing section 35
analyzes the MPDdata thus received, so as to acquire
a media segment(process 1020). Then, in a case where
it is determined that the MPD data includesan instruction

to refer to an external resource which is necessary to
acquire, for example, location information of the media
segment, the response/request executing section 35 ac-
quires the external resource from the server2.
[0475] Next, ina session 1030, the client 4g transmits
arequest message which requests external resource da-
ta (request 1031).
[0476] In a case where the server 2a receives the re-
quest 1031, a response executing section 15 instructs
an acquisition location specifying section 18 to specify a
plurality of servers 2. On receipt of such an instruction,
the acquisition location specifying section 18 creates a
storage location serverlist on the basis of content-stor-
age-location information stored in a content-storage-lo-
cation information storage section 13 (process 812).
Here, in the content-storage-location information storage
section 13, there is no server information related to a

content 1 (process 813). Accordingly, in order to create
the content storage serverlist, the acquisition location
specifying section 18 transmits, to the servers 2b and 2c
via the response executing section 15, an inquiry as to
storage information of the content 1 (requests 814 and
815). Then, the acquisition location specifying section 18
obtains (i) responses (responses 816 and 817) to the
inquiry and (ii) response times of such responses. Then,
the acquisition location specifying section 18 creates the
content storage serverlist on the basis of such results of
the responses (process 818). Next, the response exe-
cuting section 15 (i) acquires external resource data thus
requested from a content storage section 5a, (ii) updates
the external resource data with use of information of the

contentstoragelocationlist thus created, and(iii) creates
external resource data thus requested (process 1032).
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Then, the response executing section 15 transmits, to
the client 4g via a server communication section 11, a
response messageincluding the external resource data
thus created (response 1033).
[0477] Ina case where the client 4g receives the re-
sponse 1033, the client 4g updates, with use of the ex-
ternal resource data, the MPD data which has beenal-

ready received. The acquisition location selecting section
38 selects, with use of the MPD data thus updated, a
server 2 as a device from which the content is acquired
(process 1040). A selection method here can be such
that a server 2 described at a top of the list is selected,
or, if information (such aspriorities) is added, a server 2
is selected on the basis of such information. Further, in

a case where delay information is received from a client
status determining section 36, it is possible to select, in
consideration of such delay information, a server 2 as
the device from which the content is acquired.
[0478] In acase where the server 2 (here, the server
2b) is selected, the response/request executing section
35 creates, on the basis of the MPD, a Url to acquire a
media segment, and start acquiring media segments se-
quentially (session 1050). Details of a process of acquir-
ing media segments are identical to those of a process
of Example 3 (Example 4), and therefore are omitted here
for the sake of simple explanation.
[0479] In a case where acquisition of all media seg-
ments in a Period of the MPD datais completed, the client
4g start acquiring media segments included in a next
Period. In a case where acquisition of external resource
data with use of an xlink is necessary to acquire media
segment information, the client 4g transmits a request
for an external resource to an address described in a

corresponding xlink, in the same manneras the session
1030.

[0480] Then, both the client 4 and the server 2 repeat
operations of sessions 1010 through 1050, so as to ac-
quire all the media segments.Playing is thus completed.

[Solution to Problem]

[0481] In order to achieve aforementioned object, a
content distributing device for transmitting, in response
to a request, a content to a source which has transmitted
the request, in accordance with the present invention,
includes: determining meansfor determining whetherthe
source is (A) a relaying device for receiving the content
thus requested and possessing and transferring the con-
tent to acontent playing device or (B) the content playing
device for playing the content thus requested; content
transmitting means for transmitting, in response to the
request, the content thus requestedto the relaying device
in a case where the determining means determines that
the sourceis the relaying device; content-storage-loca-
tion information generating means for generating con-
tent-storage-location information by associating (A) the
content transmitted by the content transmitting means
with (B) an address of the relaying device, which is a
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destination to which the contentis transmitted, or an ad-

dress of the content playing device, to which the content
is transferred from the relaying device; and content-ac-
quiring-location instructing meansfor transmitting, in re-
sponse to the request, an instruction to the content play-
ing device which is the source in a case where the de-
termining means determines that the source is the con-
tent playing device, which instruction is to acquire the
contentfrom (i) a relaying device indicated by an address
associated, in the content-storage-location information,
with the content thus requested or(ii) a content playing
device indicated by an address associated, in the con-
tent-storage-location information, with the content thus
requested.
[0482] In order to achieve aforementioned object, a
method for controlling content distributing device for
transmitting, in response to a request, a content to a
source which has transmitted the request, the method in
accordance with the present invention includes: a deter-
mining step of determining whether the source is (A) a
relaying device for receiving the content thus requested
and possessing and transferring the content to a content
playing device or (B) the content playing device for play-
ing the content thus requested; a content transmitting
step of transmitting, in response to the request, the con-
tent thus requested to the relaying device in a case where
it is determined that, in the determining step, the source
is the relaying device; a content-storage-location infor-
mation generating step of generating content-storage-
location information by associating (A) the contenttrans-
mitted in the content transmitting step with (B) an address
of the relaying device, which is a destination to which the
contentis transmitted, or an address of the content play-
ing device, to which the content is transferred from the
relaying device; and a content-acquiring-location in-
structing step of transmitting, in response to the request,
an instruction to the content playing device which is the
source in a case whereit is determined that, in the con-

tent-storage-location information generating step, the
sourceis the content playing device, which instruction is
to acquire the content from (i) a relaying device indicated
by an address associated, in the content-storage-loca-
tion information, with the content thus requested or (ii) a
content playing device indicated by an address associ-
ated, in the content-storage-location information, with the
content thus requested.
[0483] According to the arrangement, upon receipt of
the request from the relaying device, the content trans-
mitting means transmits the content thus requested to
the relaying device which is the source, and the con-
tent-storage-location information generating means gen-
erates the content-storage-location information by asso-
ciating (A) the content transmitted from the content trans-
mitting means with (B) the address of the relaying device,
whichis the destination of the content, or the address of

the content playing device, to which the contentis trans-
ferred from the relaying device. Further, upon receipt of
the request from the content playing device, the content-
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acquiring-location instructing means transmits, to the
content playing device whichis the source,the instruction
to acquire the content from (I) the relaying device indi-
cated by an address associated, in the content-storage-
location information, with the content thus requested or
(Il) the content playing device indicated by an address
associated, in the content-storage-location information,
with the content thus requested. Here, the relaying device
and the content playing device possesses the content
thus acquired, and the content-storage-location informa-
tion is information indicative of which relaying device or
content playing device possesses a content.
[0484] Thatis, the content distributing device associ-
ates (A) a content which has been transmitted before
with (B) a relaying device or a content playing device
which possessesthe content, and, upon receipt of a re-
quest from a certain content playing device, the content
distributing device doesnot directly transmit the content
to the content playing device which is the source, but
transmits, to the content playing device which is the
source, an instruction to acquire the content from a re-
laying device or a content playing device which possess-
es the content thus requested. The content playing de-
vice, which is the source, acquires the content thus re-
quested from a designated relaying device or a desig-
nated content playing device. Therefore,if the designat-
ed relaying device or the designated content playing de-
vice possesses the content, it is possible to complete
transmission and reception of the content with use of only
(A) the content playing device which is the source and
(B) the designated relaying device or the designated con-
tent playing device. That is, the content playing device,
which is the source, can acquire content, without carrying
out a processfor transmitting the content.
[0485] This makesit possible to reduce (A) a load of a
network, which is used to transmit data from the content

distributing device, and (B) a load of the contentdistrib-
uting device. Among processes carried out by the content
distributing device, the relaying device, and the content
playing device, a process for transmitting and receiving
the content is a process which applies the heaviest load,
and the process applies the heaviest load of the network
among the contentdistributing device, the relaying de-
vice, and the content playing device. However, evenif,
for example, the number of content playing devices is
increased and the numberof requests to the content dis-
tributing devices is therefore increased, it is possible to
reduce (A) an increase in load of the network whichis
used to transmit data from the contentdistributing device
and (B) an increase in load of the content distributing
device. Therefore, a large numberof content playing de-
vices can acquire contents, without increasing through-
put of the content distributing device or capacity of the
network.

[0486] It is preferable that the contentdistributing de-
vice in accordance with the present invention determine
that, in a case where the request contains transmission
path information indicative of a transmission path via
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which the requestis transferred, the sourceis a relaying
device and, in a case where the request does not contain
the transmission path information, the source is a content
playing device.
[0487] According to the arrangement, the determining
means determinesthat, in a case where the request con-
tains transmission path information indicative of a trans-
mission path via which the request is transferred, the
sourceis a relaying device and, in a case wherethere-
quest does not contain the transmission path information,
the source is a content playing device. That is, the de-
termining means determines that the source is the con-
tent playing device in a case where the requestis directly
transmitted from the content playing device, whereas the
content acquiring device is the relaying device in a case
where the requestis transmitted from a device other than
the content playing device.
[0488] As described above, a contentdistributing de-
vice transmits a requested content to a relaying device
in a case where the relaying device is a source which
has transmitted a request, whereas, in a case where a
content playing device is the source, the contentdistrib-
uting device transmits, to the content playing device, an
instruction to acquire the requested content from a relay-
ing device or a content playing device which possesses
the requested content. The content distributing device
can, therefore, always transmit the content to the content
playing device via a designated relaying device or a des-
ignated content playing device. Accordingly, in a case
where the designated relaying device or the designated
content playing device possessesthe content requested
by the content playing device which is the source, the
contentdistributing device does not need to transmit the
content to the content playing device. This makesit pos-
sible to reduce (A) the load of the network which is used
to transmit data from the content distributing device and
(B) the load of the contentdistributing device.
[0489] Further, it is preferable that, in the content dis-
tributing device in accordancewith the present invention,
in a case where there are a plurality of pieces of the con-
tent-storage-location information which contain a plural-
ity of addresses, respectively, each of the plurality of ad-
dresses being associated with the content thus request-
ed, the content-acquiring-location instructing means (A)
create a content-storage-location list containing the plu-
rality of addresses included in the plurality of pieces of
content-storage-location information and (B) transmit, to
the content playing device which is the source, an in-
struction to acquire the contentfrom (I) a relaying device
indicated by an address contained in the content-stor-
age-location list thus created or(Il) a content playing de-
vice indicated by an address contained in the content-
storage-locationlist thus created.
[0490] According to the arrangement, in a case where
there are a plurality of pieces of the content-storage-lo-
cation information which includesa plurality of address-
es, respectively, each of the plurality of addresses being
associated with the content thus requested, the content-
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acquiring-location instructing means (A) creates a con-
tent-storage-location list including the plurality of ad-
dresses includedin the plurality of pieces of content-stor-
age-location information and (B) transmit, to the content
playing device whichis the source, an instruction to ac-
quire the contentfrom (I) a relaying device indicated by
an address included in the content-storage-locationlist
thus created or (Il) a content playing device indicated by
an address included in the content-storage-locationlist
thus created.

[0491] Accordingly, the content playing device, which
is the source, selects (A) the relaying device indicated
by the address included in the content-storage-location
list or (B) the content playing device indicated by the ad-
dress included in the content-storage-locationlist, and
acquires the content from the relaying device or the con-
tent playing device thus selected. The content playing
device, which is the source, can therefore acquire the
content from an optimum device depending on a status
of the content playing device and a status of the relaying
device or the content playing device which possesses
the content.

[0492] Further, itis preferable that, the content distrib-
uting device in the present invention, the content-stor-
age-location information generating means generate the
content-storage-location information by associating (A)
the content which has been transmitted by the content
transmitting means with (B) date and time when the con-
tent transmitting means has transmitted the content; and
the content-acquiring-location instructing means create
the content-storage-location list by (I) arranging the plu-
rality of addresses, which are contained in the plurality
of pieces of content-storage-location information, on the
basis of the date and time associated with the content

and(Il) adding priorities to the plurality of addresses so
that an address having later date and time gets a higher
priority.
[0493] According to the arrangement, in the con-
tent-storage-location information, (A) a content, (B) a re-
laying device or a content playing device which possess
the content, and (C) date and time whenthe content has
been transmitted to the relaying device or the content
playing device, i.e., date and time when the relaying de-
vice or the content playing device has held the content
are associated with one another. Then the content-ac-

quiring-location instructing means creates the content-
storage-location list by (I) arranging the plurality of ad-
dresses, which are contained in the plurality of pieces of
content-storage-location information, on the basis of date
and time associated with the contentidentification infor-

mation and(Il) adding priorities to the plurality of address-
es so that an address having later date and time gets a
higherpriority.
[0494] That is, the content-storage-location list in-
cludesthe plurality of relaying devices or the plurality of
content playing devices which possess the content re-
quested by the content playing device which is the
source, so that the plurality of relaying devices or the
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plurality of content playing devices are arranged in order
of time, specifically, in order of time when each of the
plurality of relaying devicesor the plurality of content play-
ing devices has possessedthe content. The contentplay-
ing device, which is the source, can therefore select, as,
€.g., a device from which the content is acquired, a re-
laying device or a content playing device which has
stored the content recently.
[0495] There may occur, for example, a case where a
content transmitted by the contentdistributing device is
updated to obtain a new data or a case where a relaying
device or a content playing device which possesses con-
tent discards the content thus held or modifies the con-

tent. Even in such a case, the content playing device
which is the source can surely acquire the content same
as acontenttransmitted by the contentdistributing device
by acquiring the content from a relaying device or a con-
tent playing device which contains the latest date and
time when the relaying device or the content playing de-
vice has stored the content. This makes it possible to
surely acquire the content same as a content transmitted
by the contentdistributing device.
[0496] Further,it is preferable that a content distribut-
ing device in accordance with the present invention fur-
ther include: distance calculating meansfor calculating,
on the basis of an address contained in any one of the
plurality of pieces of content-storage-location informa-
tion, a physical or network-structural distance between
(A) a relaying device or a content playing device which
is indicated by the address and (B) the content playing
device that the content-acquiring-location instructing
meansinstructs on a device from which the contentis

acquired, wherein: the content-acquiring-location in-
structing meanscreates the content-storage-location list
by (I) arranging the plurality of addresses, which are con-
tained in the respective plurality of pieces of content-stor-
age-location information, on the basis of distances cal-
culated by the distance calculating means, and(Il) adding
priorities to the plurality of addresses so that an address
having a shorter distance gets a higherpriority.
[0497] According tothe arrangement, the distance cal-
culating means calculates, on the basis of an address
contained in any one of the plurality of pieces of con-
tent-storage-location information, a physical or network-
structural distance between (A) a relaying device or a
content playing device whichis indicated by the address
and (B) the content playing device that the content-ac-
quiring-location instructing meansinstructs on a device
from which the content is acquired. Further, the content-
acquiring-location instructing meanscreates the content-
storage-location list by (I) arranging the plurality of ad-
dresses, which are contained in the respective plurality
of pieces of content-storage-location information, on the
basis of distances calculated by the distance calculating
means, and (II) adding priorities to the plurality of ad-
dresses so that an address having a shorter distance
gets a higherpriority.
[0498] That is, the content-storage-location list in-
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cludes a plurality of relaying devices and a plurality of
content playing devices, each of which possesses the
content requested by the content playing device which
(i) is the source and(ii) the content-acquiring-location
instructing means instructs on a device from which the
content is acquired. The plurality of relaying devices and
the plurality of content playing devices are listed so that
a device having a shorter physical or network-structural
distance gets a higher priority. Accordingly, with refer-
ence to the content-storage-locationlist, the content play-
ing device which is the source can, for example, select,
as a device from which the contentis acquired, a relaying
device or a content playing device whichis the nearest
from the content playing device itself. This makesit pos-
sible to reduce a loadof the network in a case where the

content playing device which is the source acquires the
content.

[0499] Further, it is preferable that the content distrib-
uting device in accordancewith the present invention fur-
ther include transmission record creating means for cre-
ating a response transmission record by associating (A)
a destination to which a response is transmitted in re-
sponse to the request with (B) date and time when the
response hasbeen transmitted, wherein, with reference
to response transmission record created by the trans-
mission record creating means, the content-acquiring-
location instructing means transmits, to the content play-
ing device which is the source, an instruction to acquire
the content from a relaying device or a content playing
device which(i) is indicated by an address that the con-
tent-storage-location information associates with the
content thus requested and(ii) is not included in the re-
sponse transmission record within a predetermined time
period
[0500] According to the arrangement, transmission
record creating means makes a responsetransmission
record by associating (A) a destination to which a re-
sponseis transmitted in response to the request with (B)
date and time when the response has been transmitted.
Then, with reference to response transmission record
created by the transmission record creating means,the
content-acquiring-location instructing means transmits,
to the content playing device whichis the source, an in-
struction to acquire the content from a relaying device or
a content playing device which (i) is indicated by an ad-
dress that the content-storage-location information as-
sociates with the content thus requested and(ii) is not
included in the response transmission record within a
predeterminedtime period.
[0501] By referring the response transmission record,
the content-acquiring-location instructing means can
predict date and time when the relaying device or the
content playing device, which has been the destination
to which the responseis transmitted, has received the
response. To put it another way, the content-acquiring-
location instructing means can predict date and time
when the relaying device or the content playing device
has carried out transmission of the request, reception of
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the response, or a process regarding the transmission
of the request and the reception of the response. Accord-
ingly, "a destination which is not included in the response
transmission record within a predetermined time period"
means a relaying device or a content playing device
which is considered not to have carried out a process
regarding the transmission and the reception of the re-
sponse within the predetermined time period.
[0502] Thatis, the content-acquiring-location instruct-
ing meanstransmits, to the content playing device which
is the source, an instruction to acquire the content thus
requested from a relaying device or a content playing
device which (i) possesses the content thus requested
and (ii) is considered not to have carried out a process
regarding transmission and reception of the content with-
in a predetermined time period. Accordingly, when the
content playing device, whichis the source, acquires con-
tent from a relaying device or a content playing device
designated by the content-acquiring-location instructing
means,it is possible to reduce a delay caused by an
increase in throughput of the relaying device or the con-
tent playing device from which the content is acquired.
[0503] Further, a content playing device in accordance
with the present invention (A) transmits a request to the
content distributing device, (B) receives a content-stor-
age-location list in response to the request, and (C) ac-
quires the content thus requested from a relaying device
or a content playing device whichis indicated by an ad-
dress included in the content-storage-location list thus
received, wherein, in a case where a receiving speed
required to acquire the contentis slower than a prede-
termined receiving speed, the relaying device or the con-
tent playing device, from which the content is acquired,
is changedto a relaying device or a content playing de-
vice which is indicated by another address included in
the content-storage-locationlist.
[0504] According to the arrangement, the content play-
ing device selects one of a relaying device and a content
playing device whichis indicated by an addressincluded
in the content-storage-location list thus received. In a
case where a receiving speed required to acquire the
content is slower than a predetermined receiving speed
when the content playing device acquires the content
thus requested from the relaying device or the content
playing device thus selected, the content playing device
changesthe relaying device or the content playing device
thus selected to a relaying device or a content playing
device which is indicated by another addressincluded in
the content-storage-locationlist.
[0505] Thecontent playing device can, therefore, keep
a receiving speed required to acquire content faster than
a predetermined receiving speed, and canstably acquire
the content without causing a huge delay.
[0506] Thedelay in acquiring of content may be caused
by, for example, the following reasons: an increase in
throughputof a relaying device or a content playing de-
vice from which the content is acquired; or a deterioration
in communication status of a network between(i) the
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content playing device and(ii) the relaying device or the
content playing device from which the content is ac-
quired. The content playing device changes, due to the
delay, the relaying device or the content playing device,
from which the content is acquired, to another relaying
device or another content playing device, so that it is
possible to effectively use resourcesfor (i) the relaying
device or the content playing device from which the con-
tentis acquired and(ii) a network between a contentplay-
ing device for acquiring the content and the relaying de-
vice or the content playing device from which the content
is acquired.
[0507] Acontent playing device in accordance with the
present invention (A) transmits a request to the content
distributing device, (B) receives the content-storage-lo-
cation list in responseto the request, and (C) acquires a
requested content from a relaying device or a content
playing device indicated by an address whichis the high-
est on the content-storage-location list thus received,
and, in a case where a receiving speed required to ac-
quire the content is slower than a predetermined receiv-
ing speed, the content playing device changes a relaying
device or a content playing device, from which the re-
quested content is to be acquired, to a relaying device
or acontentplaying device indicated by an address which
is the second highest on the content-storage-location list.
[0508] According to the arrangement, the content play-
ing device selects a relaying device or a content playing
device whichis indicated by an address whichis the high-
est on the content-storage-location list thus received. In
a case where a receiving speed required to acquire the
content is slower than a predetermined receiving speed
when the content playing device acquires the content
thus requested from the relaying device or the content
playing device thus selected, the content playing device
changestherelaying device or the content playing device
thus selected, from which the requested contentis to be
acquired, to arelaying device ora content playing device
indicated by another address whichis the second highest
on the content-storage-location list.
[0509] Thecontent playing device can, therefore, keep
areceiving speed required to acquire content faster than
a predetermined receiving speed, and can stably acquire
the content without causing a huge delay.
[0510] Further, in a case wherepriorities are assign to
each ofrelaying devices and content playing devices on
the basis of date and time when eachrelaying device or
content playing device has stored the content, the con-
tent playing device for acquiring the content can acquire
the content from a relaying device or a content playing
device which has the highest possibility to possess the
content sameas that transmitted by the content distrib-
uting device. It is therefore possible to quickly and surely
acquire the content sameas that transmitted by the con-
tent distributing device. Meanwhile, in a case where pri-
orities are assigned to each of relaying devices and con-
tent playing devices on the basis of a distance between
each relaying device or content playing device, from
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which the content is acquired, and the content playing
device for acquiring the content, the content playing de-
vice acquires the contentfrom a relaying device or a con-
tent playing device having a shortest distance with re-
spectto the content playing device for acquiring the con-
tent. Itis therefore possible to stably acquire the content
while reducing a load of a network.
[0511] Further, a contentdistributing system in accord-
ance with the present invention includes: the content dis-
tributing device; a relaying device for requesting the con-
tent distributing device to transmit a content, possessing
the content thus requested, and transferring the content
thus requested to a content playing device; and a content
playing device for requesting the contentdistributing de-
vice to transmit a content and acquiring the content thus
requested from a device designated by the content dis-
tributing device.
[0512] According to the arrangement, the content dis-
tributing system has an effect same asthat of the content
distributing device.
[0513] Further, a content distributing device for trans-
mitting, in response to a request, a content to a source
which has transmitted the request, in accordance with
the present invention, includes: determining means for
determining whether the source is (A) a relaying device
for receiving the content thus requested and possessing
and transferring the content to a content playing device
or (B) the content playing device for playing the content
thus requested; content-storage-location information ac-
quiring means for acquiring, in response to the request,
an address of another contentdistributing device pos-
sessing the content thus requested, among predeter-
mined other content distributing devices, in a case where
the determining means determines that the source is a
content playing device; and content-acquiring-location
instructing meansfor transmitting, to the content playing
device whichis the source, an instruction to acquire the
content from the another content distributing device
whichis indicated by the address acquired by the content-
storage-location information acquiring means.
[0514] Further, a method for controlling a content dis-
tributing device for transmitting, in response to a request,
a content to a source which has transmitted the request,
the method in accordance with the present invention, in-
cludes: a determining step of determining whether the
sourceis (A) a relaying device for receiving the content
thus requested and possessing and transferring the con-
tent to a content playing device or (B) the content playing
device for playing the content thus requested; a con-
tent-storage-location information acquiring step of ac-
quiring, in response to the request, an addressofanother
contentdistributing device including the content thus re-
quested, among contentdistributing devices connected
to the content distributing device, in a case whereit is
determined that, in the determining step, the source is
the content playing device; and a content-acquiring-lo-
cation instructing step of transmitting, to the content play-
ing device whichis the source,an instruction to acquire
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the content from the another content distributing device
whichis indicated by the address acquired in the content-
storage-location information acquiring step.
[0515] According to the arrangement, the determining
means determines whether a source which has transmit-

ted a request is a relaying device or a content playing
device, and, in a case where the determining means de-
termines that the source is a content playing device, the
content-storage-location information acquiring means
acquires, in response to the request, an address of an-
other content distributing device including the content
thus requested, among predetermined content distribut-
ing devices. Then, the content-acquiring-location in-
structing means transmits, to the content playing device
whichis the source, an instruction to acquire the content
from the another content distributing device whichis in-
dicated by the address acquired by the content-storage-
location information acquiring means.
[0516] Thatis, in a case wherethe contentdistributing
device receives a requestfrom a contentplaying device,
the content distributing device does not directly transmit
a contentto the content playing device whichis a source
which has transmitted the request, but transmits, to the
content playing device whichis the source, an instruction
to acquire the content from another content distributing
device which possessesthe content thus requested. The
content playing device, which is the source, acquires the
content thus requested from the designated another con-
tent distributing device. That is, the content distributing
device, has received the requestfrom the contentplaying
device, can acquire content, without carrying out a proc-
ess for transmitting the content.
[0517] In a case where a load of a network which is
used to transmit data from the contentdistributing device
received the request from the content playing device and
a load of the content distributing device are relatively
large, the contentdistributing device causes another con-
tentdistributing device to acquire the content. This makes
it possible to distribute the load of the network whichis
used to transmit data from the content distributing device
andthe loadof the contentdistributing device.
[0518] Further, itis preferable that, ina contentdistrib-
uting device in accordance with the present invention,
the content-storage-location information acquiring
means transmits, to the predetermined other contentdis-
tributing devices, an inquiry as to whetheror not the pre-
determined other content distributing devices include the
content thus requested, so as to acquire the address of
the anothercontentdistributing device that has respond-
ed, to the inquiry, that the contentdistributing device pos-
sesses the content thus requested.
[0519] According to the arrangement, the content-stor-
age-location information acquiring means transmits, to
the predetermined other content distributing devices, an
inquiry as to whetheror not the predetermined other con-
tent distributing devices include the content thus request-
ed, so as to acquire the address of the another content
distributing device that has responded, to the inquiry, that
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the content distributing device possesses the content
thus requested.
[0520] The  content-acquiring-location—instructing
means transmits, to the content playing device, an in-
struction to acquire the content on the basis of the ad-
dress acquired by the content-storage-location informa-
tion acquiring means having carrying out the inquiry. This
makesit possible to transmits, to the content playing de-
vice, the instruction to acquire the content on the basis
of highly accurate (correct) information. The content play-
ing device can therefore surely acquire the content thus
requested.
[0521] Further,it is preferable that the content distrib-
uting device in accordance with the present invention fur-
ther include content-storage-location information gener-
ating meansfor (A) generating content-storage-location
information by associating (i) the address of the another
content distributing device including the content, which
address has been acquired by the content-storage-loca-
tion information acquiring means, with (ii) the content
identification information indicative of the content and (B)
causing a storage section to store the content-storage-
location information, wherein the content-storage-loca-
tion information acquiring means(Il) reads out the con-
tent-storage-location information from the storage sec-
tion, and (Il) acquires the address, associated with the
content identification information, from the content-stor-
age-location information in a case where the content-
storage-location information thus read out contains the
contentidentification information indicative of the content

thus requested, or transmits the inquiry to thereby ac-
quire the addressof the another content distributing de-
vice possessing the content thus requested in a case
wherethe content-storage-location information thus read
out does not contain the content identification information

indicative of the content thus requested.
[0522] According to the arrangement, content-stor-
age-location information generating means (A) gener-
ates content-storage-location information by associating
(i) the address of the another contentdistributing device
including the content, which address has been acquired
by the content-storage-location information acquiring
means,with (ii) the content identification information in-
dicative of the content and (B) causing a storage section
to store the content-storage-location information. Then,
the content-storage-location information acquiring
means (I) reads out the content-storage-location infor-
mation from the storage section, and (Il) acquires the
address associated with the content identification infor-

mation in a case where the content-storage-location in-
formation thus read out contains the contentidentification

information indicative of the content thus requested, or
transmits the inquiry to thereby acquire the address of
the another content distributing device possessing the
content thus requested in a case where the content-stor-
age-location information thus read out does not contain
the content identification information indicative of the

content thus requested.
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[0523] Thatis, in a case where the content-storage-lo-
cation information acquiring means acquires the address
of the another content distributing device including the
content thus requested, the content-storage-location in-
formation acquiring means refers the content-storage-
location information stored in the storage section. In a
case where the storage section stores the content-stor-
age-location information including the content identifica-
tion information indicative of the content thus requested,
i.e., in a case where the content-storage-location infor-
mation acquiring means has acquired before an address
of another content distributing device including the con-
tent, the content-storage-location information acquiring
means acquires the address from the content-storage-
location information stored in the storage section.
[0524] Meanwhile, in a case where the content-stor-
age-location information acquiring meansrefers the con-
tent-storage-location information stored in the storage
section and the storage section does not store the con-
tent-storage-location information including the content
identification information indicative of the content thus

requested, i.e., in a case where the content-storage-lo-
cation information acquiring means has never acquired
an addressof another contentdistributing device includ-
ing the content, the content-storage-location information
acquiring meanstransmits the inquiry, so as to acquire
an addressof another content distributing device includ-
ing the content thus requested.
[0525] It is predicted that another content distributing
device, indicated by an address included in the con-
tent-storage-location information stored in the storage
section, would include the content indicated by the con-
tent identification information corresponding to the ad-
dress.

[0526] It is therefore possible to acquire the address
of the another content distributing device including the
content thus requested by carrying out a simple process,
i.e., by using the address which has been acquired be-
fore. This makesit possible to reduce a processload of
the content distributing device.
[0527] Further, it is preferable that, in the content dis-
tributing device in accordancewith the present invention,
the content-storage-location information acquiring
means(i) acquire a plurality of addresses included in a
plurality of content distributing devices, respectively,
eachofthe plurality of contentdistributing devices includ-
ing the content thus requested, and (ii) create a content
storage server list including the plurality of addresses
thus acquired and content identification information in-
dicative of the content; and the content-acquiring-loca-
tion instructing means transmits, to the content playing
device which is the source, an instruction to acquire the
content from the contentdistributing device indicated by
the address included in the content storage serverlist
created by the content-storage-location information ac-
quiring means.
[0528] According to the arrangement, the content-stor-
age-location information acquiring means(i) acquires a
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plurality of addresses included in a plurality of content
distributing devices, respectively, each of the plurality of
content distributing devices including the content thus
requested, and (ii) creates a content storage serverlist
including the plurality of addresses thus acquired and
content identification information indicative of the con-

tent; and the content-acquiring-location instructing
meanstransmits, to the content playing device which is
the source,an instruction to acquire the content from the
content distributing device indicated by the addressin-
cluded in the content storage serverlist created by the
content-storage-location information acquiring means.
[0529] Thatis, the content playing device can acquire
the content thus requested from one ofthe other content
distributing devices. This makesit possible to distribute
the load of the network which is used to transmit data

from the content distributing device and the load of the
contentdistributing device.
[0530] Further, a content playing device for (A) trans-
mitting a request to the content distributing device, (B)
receiving the content storage serverlist in response to
the request, and (C) acquiring a requested contentfrom
another content distributing device indicated by one of a
plurality of addresses included in the content storage
serverlist thus received, the content playing device in
accordance with the present invention, includes acquir-
ing location changing meansfor, in a case where a re-
ceiving speed required to acquire the content is slower
than a predetermined receiving speed, changing the an-
other contentdistributing device, from which the request-
ed content is to be acquired, to another content distrib-
uting device indicated by another address, whichis dif-
ferent from the one ofthe plurality of addresses, included
in the content storage serverlist.
[0531] According to the arrangement, the content play-
ing device selects another contentdistributing device in-
dicated by one of the plurality of addresses includedin
the content storage serverlist thus received. In a case
where a receiving speed required to acquire the content
is slower than a predetermined receiving speed when
the content playing device acquires the content thus re-
quested from the anothercontent distributing device thus
selected, the content playing device changesthe another
content distributing device, from which the requested
content is to be acquired, to a still another content dis-
tributing device indicated by another address, which is
different from the one of the plurality of addresses, in-
cluded in the content storage serverlist.
[0532] Thecontent playing device can, therefore, keep
a receiving speed required to acquire content faster than
a predetermined receiving speed, and canstably acquire
the content without causing a huge delay.
[0533] Thedelay in acquiring of content may be caused
by, for example, the following reasons: an increase in
throughput of a content distributing device from which
the contentis acquired; or a deterioration in communica-
tion status of a network betweenthe content playing de-
vice and the contentdistributing device from which the
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content is acquired. The content playing device changes,
due to the delay, the content distributing device, frorn
which the content is acquired, to another content distrib-
uting device whichis different from the content distribut-
ing device, so thatitis possible to effectively use resourc-
es for (i) the content distributing device from which the
content is acquired and(ii) a network between a content
playing device for acquiring the content and the content
distributing device from which the content is acquired.
[0534] Further, a content distributing system in accord-
ance with the present invention includes the content dis-
tributing device, a relaying device for requesting the con-
tent distributing device to transmit a content, possessing
the content thus requested, and transferring the content
thus requested to a content playing device; and the con-
tent playing device for requesting the contentdistributing
device to transmit the content, and acquiring the content
thus requested from a device designated by the content
distributing device.
[0535] According to the arrangement, the contentdis-
tributing system has an effect same asthatof the content
distributing device.
[0536] Further, the content distributing device for
transmitting, in response to a request, data to a source
which has transmitted the request, the content distribut-
ing device in accordance with the present invention in-
cludes: managing means for managing (A) content and
(B) meta data of the content, the meta data containing
(i) content-storage-location information in which content
identification information for specifying the content and
an address of another content distributing device includ-
ing the content are associated with each otheror(ii) a
storage-location address indicative of a location of the
content-storage-location information; request determin-
ing means for determining whether the request is a con-
tent request or a meta data request; and transmitting
meansfor transmitting the content thus requested to the
source in a case where the request determining means
determines that the request is the content request, and
for transmitting the meta data thus requested to the
source in a case where the request determining means
determines that the request is the meta data request.
[0537] Further, a methodfor controlling a content dis-
tributing device for transmitting, in response to a request,
data to a source which has transmitted the request, the
method managing (A) content and (B) meta data of the
content, the meta data containing (i) content-storage-lo-
cation information in which contentidentification informa-

tion for specifying the content and an address of another
contentdistributing device including the content are as-
sociated with eachotheror(ii) a storage-location address
indicative of a location of the content-storage-location
information, the method in accordance with the present
invention includes a request determining step of deter-
mining whetherthe requestis a content request or ameta
data request; and a transmitting step of transmitting the
content thus requested to the source in a case whereit
is determinedthat, in the request determining step, the
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request is the content request, and of transmitting the
meta data thus requested to the source in a case where
it is determinedthat, in the request determining step, the
requestis the meta data request.
[0538] According to the arrangement, the managing
means manages (A) content and (B) meta data of the
content, the meta data containing (i) content-storage-lo-
cation information in which content identification informa-

tion for specifying the content and an address of another
content distributing device including the content are as-
sociated with each otheror(ii) a storage-location address
indicative of a location of the content-storage-location
information, and the request determining means deter-
mines whether the request is a contentrequest or a meta
data request, and the transmitting means transmits the
content thus requestedto the source in a case where the
request determining means determines that the request
is the content request, and for transmitting the meta data
thus requested to the source in a case wherethe request
determining means determines that the request is the
meta data request.
[0539] Thatis, upon receipt of a content request from
the content playing device, the content distributing device
directly transmits the content to the content playing de-
vice which is the source. Meanwhile, upon receipt of a
meta data request from the content playing device, the
contentdistributing device does not directly transmit the
contentto the content playing device which is the source,
but transmits, to the content playing device which is the
source, an instruction to acquire the content from another
contentdistributing device including the content thus re-
quested. The content playing device which is the source
acquires the content thus requested from a designated
content distributing device. That is, in a case where the
content playing device requests to acquire the content
with use of meta data of the content, not the content dis-
tributing device which has received the meta data re-
quest, but the another content distributing carries out a
processfor transmitting the content. The content playing
device, which is the source, can therefore acquire the
content.

[0540] Therefore, in a case where (i) the content play-
ing device requests to acquire a content with use of meta
data of the content and(ii) a load of a network whichis
used to transmit data from the contentdistributing device
which hasreceived the requestfrom the content playing
device and a load of the content distributing device are
relatively large, the content playing device acquires the
content from another content distributing device. This
makesit possible to distribute the load of the network
whichis usedto transmit the data from the content dis-

tributing device and the load of the content distributing
device.

[0541] It is preferable that, in the content distributing
device in accordance with the present invention, the re-
quest determining means determine whether the request
is the content request, the meta data request, or a con-
tent-storage-location information request including the
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storage-location address; and, in a case where the re-
quest determining means determines that the requestis
the content-storage-location information including the
storage-location address, the transmitting means trans-
mit, to a device whichis the source, the content-storage-
location information whose location is indicated by the
storage-location address.
[0542] According to the arrangement, the request de-
termining means determines whether the request is the
content request, the meta data request, or a content-stor-
age-location information request including the storage-
location address; and, in a case where the request de-
termining means determinesthat the requestis the con-
tent-storage-location information including the storage-
location address, the transmitting means transmits, to a
device whichis the source, the content-storage-location
information whose location is indicated by the storage-
location address.

[0543] Therefore, upon receipt of the meta data re-
quest from the content playing device, the content dis-
tributing device can send the content playing device with
not only content-storage-location information indicative
of a device from which the content corresponding to the
meta data is acquired, but also content-storage-location
information which indicates, when the contentdistribut-

ing device receives the content storage-location informa-
tion request from the playing device, a device from which
the content corresponding to the meta data is acquired.
By, for example, transmitting the content-storage-loca-
tion information request when the contentis played,it is
possible to know the another content playing device in-
cluding the content can, therefore, Know the another con-
tent distributing device including the content when the
contentis played.
[0544] Accordingly, the content distributing device can
send the content playing device with highly accurate (cor-
rect) information, and the content playing device can re-
duce suchan errorthat the content playing device cannot
acquire a requested content from a device from which
the content is acquired. This makesit possible to stably
acquire the content.
[0545] Further, itis preferable that a content distribut-
ing device in accordance with the present invention fur-
ther include: content-storage-location information ac-
quiring means for transmitting, to predetermined other
content distributing devices, an inquiry as to whether or
not the predetermined other contentdistributing devices
contain a predetermined content, and acquiring an ad-
dress of acontent distributing device that has responded,
to the inquiry, that the contentdistributing device includes
the predetermined content; content-storage-location in-
formation generating meansfor (A) generating content-
storage-location information by associating (i) the ad-
dress of the contentdistributing device including the pre-
determined content, which address has been acquired
by the content-storage-location information acquiring
means, with (ii) the content identification information for
specifying the predetermined content and (B) causing a
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storage section to store the content-storage-location in-
formation; and update determining meansfor determin-
ing whether to update the content-storage-location infor-
mation stored in the storage section, wherein, in a case
where the request determining means determines that
the request is the content-storage-location information
request including the storage-location address and the
update determining means determines to update the con-
tent-storage-location information whoselocationis indi-
cated by the storage-location address, the content-stor-
age-location information acquiring means transmits the
inquiry to acquire the address, the content-storage-loca-
tion information generating means generates the con-
tent-storage-location information based on the address,
and the transmitting means transmits the content-stor-
age-location information to a device whichis the source,
or, in a case where the request determining means de-
termines that the request is the content-storage-location
information request including the storage-location ad-
dress and the update determining means determines not
to update the content-storage-location information
whoselocation is indicated by the storage-location ad-
dress, the transmitting means transmits, to the device
which is the source, the content-storage-location infor-
mation whoselocation is indicated by the storage-loca-
tion address.

[0546] According to the arrangement, the request de-
termining means determines that the request is the con-
tent-storage-location information request including the
storage-location address and the update determining
means determines to update the content-storage-loca-
tion information whose location is indicated by the stor-
age-location address, the content-storage-location infor-
mation acquiring meanstransmits the inquiry to acquire
the address, the content-storage-location information
generating means generates the content-storage-loca-
tion information based on the address, and the transmit-

ting meanstransmits the content-storage-location infor-
mation to a device whichis the source. Meanwhile, the

request determining means determines that the request
is the content-storage-location information request in-
cluding the storage-location address and the update de-
termining means determines not to update the content-
storage-location information whose location is indicated
by the storage-location address, the transmitting means
transmits, to the device whichis the source, the content-

storage-location information whose location is indicated
by the storage-location address.
[0547] Thatis, in acase where the update determining
means determines not to update the content-storage-lo-
cation information stored in the storage section when the
content-storage-location information acquiring means
acquires the address of the content distributing device
including the requested content, the content-storage-lo-
cation information acquiring means acquires the address
from the content-storage-location information stored in
the storage section. Meanwhile, in a case where the up-
date determining means determines to update the con-
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tent-storage-location information stored in the storage
section, the content-storage-location information acquir-
ing means transmits the inquiry to thereby acquire the
address of the content distributing device including the
content thus requested.
[0548] Here, "a case where the update determining
means determines to update the content-storage-loca-
tion information whose location is indicated by the stor-
age-location address" means, for example, a case where
the content-storage-location information stored in the
storage section is old, or a case wherethe content-stor-
age-location information including content identification
information indicative of the requested content is not
stored in the storage section, i.e., a case where the con-
tent-storage-location information acquiring means has
never acquired before an addressof a content distribut-
ing device including the content.
[0549] Therefore, in a case where the update deter-
mining means determines not to update the content-stor-
age-location information stored in the storage section,
the content-storage-location information acquiring
means can acquire the address of the content distributing
device including the required content by carrying out a
simple process, i.e. by using the address which has been
acquired before. This makes it possible to reduce the
process load of the contentdistributing device.
[0550] Further, by updating content-storage-location
inforrnation stored in the storage section, the contentdis-
tributing device can send the content playing device with
highly accurate (correct) information, and the content
playing device can reduce suchanerror that the content
playing device cannot acquire a requested content from
a device from which the content is acquired. This makes
it possible to stably acquire the content.
[0551] Further, it is preferable that, in the content dis-
tributing device in accordancewith the present invention,
the meta data can include a plurality of storage location
addresses eachindicative of a location of content-stor-

age-location information which is set per unit into which
the content is divided at a predetermined time interval.
[0552] According to the arrangement, the meta data
can include a plurality of storage location addresses each
indicative of a location of content-storage-location infor-
mation which is set per unit into which the contentis di-
vided at a predetermined time interval. Therefore, the
contentdistributing device can send, to the contentplay-
ing device, pieces of content-storage-location informa-
tion, each of which is sent per unit obtained by dividing
the content by a predeterminedtime interval.
[0553] The contentdistributing device can therefore
improve a degree of freedom of a device from which a
content is acquired more than that of the content playing
device. This makesit possible to distribute the load of
the network whichis used to transmit data from the con-

tent distributing device and the load of the content dis-
tributing device.
[0554] Further, it is preferable that, in the content dis-
tributing device in accordancewith the present invention,
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the content include a plurality of media segments; and
the content divided by the predetermined time interval
include at least one media segment.
[0555] According to the arrangement, the content di-
vided by the predetermined time interval includes atleast
one media segment.It is therefore possible to manage,
per unit of a media segment, the degree of freedom of
the device from which the content is acquired.
[0556] Further,it is preferable that, in the content dis-
tributing device in accordancewith the present invention,
the meta data include a content storage serverlist con-
taining the plurality of pieces of content-storage-location
information or a storage location address indicative of a
location of the content storage server list.
[0557] According to the arrangement, the meta data
includes a content storage serverlist including the plu-
rality of pieces of content-storage-location information or
a storage-location addressindicative of the contentstor-
age server list. The contentdistributing device can there-
fore cause the content playing device to acquire one of
the other content distributing devices which correspond
to the meta data. This makesit possible to distribute the
load of the network which is used to transmit data from

the contentdistributing device and the load of the content
distributing device.
[0558] Further, a content playing device for transmit-
ting a meta data requestto the contentdistributing device,
receiving the meta data in responseto the request, and
acquiring the content in accordance with the meta data
thus received, the content playing device in the present
invention includes content acquiring meansfor acquiring
the content from another content distributing device in-
dicated by an addressincluded in any oneofthe plurality
of pieces of content-storage-location information con-
tained in the content storage server list, when said con-
tent playing device receives the content storage server
list included in the meta data thus received, or when said

content playing device transmits a content-storage-loca-
tion information request with use of a storage-location
addressincludedin the meta data thus received and re-

ceives, in response to the request, the content storage
server list; and acquiring location changing meansfor,in
a case where a receiving speed required to acquire the
content of the content acquiring means is slower than a
predetermined receiving speed, changing the another
content distributing device, from which the contentis to
be acquired, to a still another content distributing device
indicated by another address, whichis different from the
address, included in the content storage server list.
[0559] According to the arrangement, when the con-
tent playing device receives the content storage server
list, the content acquiring means acquires, on the basis
of the meta data thus received, the content from another
content distributing device indicated by an address in-
cluded in oneof pieces of content-storage-locationinfor-
mation included in the content storage serverlist thus
received. In a case where a receiving speed required for
the content acquiring means to acquire the contentis
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slower than the predetermined receiving speed, the ac-
quiring location changing means changes the another
content distributing device, from which the contentis to
be acquired, to a still another content distributing device
indicated by another address, whichis different from the
address, included in the content storage server list.
[0560] Thecontent playing device can, therefore, keep
areceiving speed required to acquire content faster than
a predetermined receiving speed, and can stably acquire
the content without causing a huge delay.
[0561] Thedelay in acquiring of content may be caused
by, for example, the following reason: an increase in
throughput of a content distributing device from which
the content is acquired; or a deterioration in communica-
tion status of a network between the contentplaying de-
vice and the contentdistributing device from which the
content is acquired. The content playing device changes,
due to the delay, the content distributing device, from
which the content is acquired, to another content distrib-
uting device whichis different from the content distribut-
ing device, so thatitis possible to effectively use resourc-
es for (i) the content distributing device from which the
content is acquired and(ii) a network between a content
playing device for acquiring the content and the content
distributing device from which the content is acquired.
[0562] Further, a content distributing system in accord-
ance with the present invention includes the content dis-
tributing device, a relaying device for requesting the con-
tent distributing device to transmit a content, possessing
the content thus requested, and transferring the content
thus requested to a content playing device, the content
playing device for transmitting, to the content distributing
device, a content request to request the content so as to
acquire the content from the content distributing device,
andfor transmitting, to the content distributing device, a
meta data request to request meta data of the content,
receiving the meta data from the contentdistributing de-
vice, and acquiring, on the basis of the meta data thus
received, the content corresponding to the meta data.
[0563] According to the arrangement, the content dis-
tributing system has an effect same asthatof the content
distributing device.
[0564] Note that the contentdistributing device may be
achieved by a computer.In this case, the present inven-
tion encompassesa controlling program for realizing the
content distributing device with use of computer by op-
erating the computer as each meansof the content dis-
tributing device and a computer readable recording me-
dium in which the controlling program is stored.

[Supplementary description]

[0565] The present invention is not limited to the de-
scription of the embodiments above, and can be modified
in numerous ways bya skilled person as long as such
modification falls within the scope of the claims. An em-
bodiment derived from a proper combination of technical
means disclosed in different embodiments is also en-

Ex. 1002 - Page 249



Ex. 1002 - Page 250

117

compassedin the technical scope of the present inven-
tion.

[0566] Each block of the server 2, the proxy 3, and the
client 4, especially, the server controlling section 14, the
proxy controlling section 22, and the client control section
32 can be configured by means of hardwarelogic or can
alternatively be realized by software with use of a CPU
(Central Processing Unit) as follows.
[0567] Specifically, the server 2, the proxy 3, and the
client 4 each include: a CPU, such as an MPU, for exe-
cuting commandsof a program to realize each function;
a ROM (Read Only Memory) which stores the program;
a RAM (Random Access Memory)in which the program
is developed in an executable format; and a storage de-
vice (recording medium), such as a memory, which
stores the program and various kinds of data. Further,
the object of the present invention can be also realized
in such a mannerthat: recording media are provided to
the server 2, the proxy 3, and the client 4, respectively,
which recording media have stored program codes (ex-
ecution mode program, intermediate code program, and
source program) (serving as software for realizing the
aforementioned functions) of control programs of the
server2, the proxy 3, and the client 4 so as to be readable
by a computer; and the program codesstoredin the re-
cording medium are read out and carried out by the com-
puter (or CPU or MPU).
[0568] Examples of the recording medium encompass:
tapes such as a magnetic tape and a cassette tape; disks
such as magnetic disks (e.g., a floppy (registered trade-
mark) disk and a hard disk) and optical disks (e.g., a
CD-ROM, an MO, an MD, a DVD, and a CD-R); cards
such as an IC card (including a memory card) and an
optical card; and semiconductor memories (e.g., a mask
ROM, an EPROM, an EEPROM, anda flash ROM).
[0569] Further, the server 2, the proxy 3, and the client
4 maybe configured to be connected to a communication
network, and the program code may be supplied via the
communication network. The communication networkis

not particularly limited, and examples of the communica-
tion network encompassthe Internet, an intranet, an ex-
tranet, a LAN, an ISDN, a VAN, a CATV communication
network,a virtual private network, a telephone network,
a mobile communication network, and a satellite com-
munication network. In addition, a transmission medium

constituting the communication networkis not particular-
ly limited, and examples of the transmission medium en-
compass: wired transmission media such as IEEE1394,
a USB,a power-line carrier, a cable TVline, a telephone
line, and an ADSL; and wireless transmission media such
as infrared rays (e.g., IrDA and aremote controller), Blue-
tooth (registered trademark), 802.11 wireless, an HDR,
a cell-phone network, and a satellite line, and a digital
terrestrial network. Note that the present invention may
be also realized by a computerdata signal which has the
program codes specified with electronic transmission
and is embeddedin a carrier wave.
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Industrial Applicability

[0570] The present invention can be applied to a con-
tent distributing system for distributing a content to a cli-
ent from a server in response to a request transmitted
from the client for playing the content, and a content dis-
tributing device, a relaying device, and a content playing
device for configuring the contentdistributing system.

Reference SignsList

[0571]

1, 1a, 1b, 1¢ content distributing system
2 server (contentdistributing device)
3 proxy (relaying device)
4 client (content playing device, relaying device) 15
response executing section (determining section,
content transmitting means, content-acquiring-loca-
tion instructing means, transmission record creating
means, request determining section, transmitting
means)
16 relaying device specifying section (content-ac-
quiring-location instructing means, distance calcu-
lating means)
17 content-storage-location information generating
section (content-storage-location information gener-
ating means)
18 acquiring location specifying section (con-
tent-storage-location information acquiring means,
content-storage-location information generating
means, update determining means)
35 response/ request executing section (content ac-
quiring means)
37 relaying device selecting section (relaying device
changing means)
38 acquiring location specifying section (acquiring
location changing means)

Claims

1. Acontentdistributing device for transmitting, in re-
sponse to a request, a content to a source whichis
a senderof the request,
the content distributing device comprising:

determining meansfor determining whetherthe
source is (A) a relaying device for receiving the
content thus requested and possessing and
transferring the content to a content playing de-
vice or (B) the content playing device for playing
the content thus requested;
content transmitting means for transmitting, in
response to the request, the content thus re-
quested to the relaying device in a case where
the determining means determines that the
source is a relaying device;

Ex. 1002 - Page 250



Ex. 1002 - Page 251

119 EP 2 597 869 A1 120

content-storage-location information generat-
ing means for generating content-storage-loca-
tion information by associating (A) content iden-
tification information for specifying the content
transmitted by the content transmitting means
with (B) an address of the relaying device, which
is a destination to which the content is to be

transmitted, or an addressof the contentplaying
device, to which the content is to be transferred
from the relaying device; and
content-acquiring-location instructing meansfor
transmitting, in response to the request, an in-
struction to the content playing device whichis
the source in a case where the determining
means determines that the source is a content

playing device, which instruction is to acquire
the content from (i) a relaying device indicated
by an addressthat the content-storage-location
information associates with the content identifi-
cation information indicative of the content thus

requested or (ii) a content playing device indi-
cated by an address that the content-storage-
location information associates with the content
identification information indicative of the con-

tent thus requested.

The content distributing device as set forth in claim
1, wherein

the determining means determines that, in a case
where the request contains transmission path infor-
mation indicative of a transmission path via which
the request is transferred, the source is a relaying
device and, in a case where the request does not
contain the transmission path information, the
sourceis a content playing device.

The content distributing device as set forth in claim
1 or 2, wherein

in a case where there are a plurality of pieces of the
content-storage-location information which include
a plurality of addresses, respectively, each of the
plurality of addresses being associated with the con-
tent identification information indicative of the con-

tent thus requested, the content-acquiring-location
instructing means (A) creates a content-storage-lo-
cation list including the plurality of addresses includ-
ed in the plurality of pieces of content-storage-loca-
tion information and (B) transmit, to the content play-
ing device which is the source, an instruction to ac-
quire the contentfrom (I) a relaying device indicated
by an addressincludedin the content-storage-loca-
tion list thus created or (Il) a content playing device
indicated by an addressincludedin the content-stor-
age-location list thus created.

The content distributing device as set forth in claim
3, wherein:

Ex. 1002 - Page 251

10

15

20

25

30

35

40

45

50

55

61

the content-storage-location information gener-
ating means generates the content-storage-lo-
cation information by associating (A) the content
identification information indicative of the con-

tent which has been transmitted by the content
transmitting means with (B) date and time when
the content transmitting means has transmitted
the content; and
the content-acquiring-location instructing
meanscreates the content-storage-locationlist
by (I) arranging the plurality of addresses, which
are contained in the plurality of pieces of con-
tent-storage-location information, on the basis
of date and time associated with the content

identification information and (Il) adding priori-
ties to the plurality of addresses so that an ad-
dress having later date and time gets a higher
priority.

5. Accontent distributing device as set forth in claim 3,
further comprising:

distance calculating means for calculating, on
the basis of an addressincluded in any one of
the plurality of pieces of content-storage-loca-
tion information, a physical or network-structural
distance between(A) arelaying device or a con-
tent playing device which is indicated by the ad-
dress and (B) the content playing device that the
content-acquiring-location instructing meansin-
structs on a device from which the content is

acquired, wherein:

the content-acquiring-location instructing
means creates the content-storage-loca-
tion list by (I) arranging the plurality of ad-
dresses, which are included in the respec-
tive plurality of pieces of content-storage-
location information, on the basis of distanc-

es calculated by the distance calculating
means,and (Il) adding priorities to the plu-
rality of addresses so that an address hav-
ing a shorter distance gets a higherpriority.

A contentdistributing device as set forth in any one
of claims 1 through 5, further comprising:

transmission record creating meansfor creating
a responsetransmission record by associating
(A) a destination to which a responseis trans-
mitted in response to the request with (B) date
and time when the response has been transmit-
ted,
wherein, with reference to response transmis-
sion record created by the transmission record
creating means, the content-acquiring-location
instructing meanstransmits, to the content play-
ing device which is the source, an instruction to
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acquire the content from a relaying device or a
content playing device which(i) is indicated by
an addressthat the content-storage-location in-
formation associates with the content thus re-

quested and(ii) is not included in the response
transmission record within a predetermined time
period.

A content playing device for (A) transmitting a re-
quest to a contentdistributing device recited in claim
3, (B) receiving the content-storage-location list in
response to the request, and (C) acquiring the con-
tent thus requested from a relaying device or a con-
tent playing device whichis indicated by an address
included in the content-storage-location list thus re-
ceived,
wherein, in a case where a receiving speed required
to acquire the contentis slower than a predetermined
receiving speed, the relaying device or the content
playing device, from which the content is acquired,
is changed to a relaying device or a content playing
device whichis indicated by another addressinclud-
ed in the content-storage-location list.

A content playing device for (A) transmitting a re-
quest to a contentdistributing device recited in claim
4 or 5, (B) receiving the content-storage-location list
in response to the request, and (C) acquiring a re-
quested content from a relaying device or a content
playing device indicated by an address which is the
highest on the content-storage-location list thus re-
ceived,
the content playing device comprising
relaying device changing meansfor, in a case where
a receiving speed required to acquire the content is
slower than a predetermined receiving speed,
changing a relaying device or a content playing de-
vice, from which the requested contentis to be ac-
quired, to a relaying device or a content playing de-
vice indicated by an address which is the second
highest on the content-storage-locationlist.

A content distributing system, comprising:

a contentdistributing device recited in any one
of claims 1 through 6;
arelaying device for requesting the contentdis-
tributing device to transmit a content, possess-
ing the content thus requested, and transferring
the content thus requested to a content playing
device; and

acontent playing device for requesting the con-
tent distributing device to transmit a content and
acquiring the content thus requested from a de-
vice designated by the contentdistributing de-
vice.

10. A method for controlling content distributing device
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for transmitting, in response to a request, a content
to a source whichis a senderof the request,
the method comprising:

a determining step of determining whether the
source is (A) a relaying device for receiving the
content thus requested and possessing and
transferring the content to a content playing de-
vice or (B) the content playing device for playing
the content thus requested;
acontenttransmitting step of transmitting, in re-
sponseto the request, the content thus request-
ed to the relaying device in a case whereit is
determined that, in the determining step, the
sourceis a relaying device;
a content-storage-location information generat-
ing step of generating content-storage-location
information by associating (A) content identifi-
cation information for indicating the content
transmitted in the content transmitting step with
(B) an addressof the relaying device, which is
a destination to which the contentis to be trans-

mitted, or an address of the content playing de-
vice, to which the content is to be transferred

from the relaying device; and
a content-acquiring-location instructing step of
transmitting, in response to the request, an in-
struction to the content playing device which is
the source in a case whereit is determined that,

in the content-storage-location information gen-
erating step, the source is the content playing
device, which instruction is to acquire the con-
tent from (i) a relaying device indicated by an
address associated, in the content-storage-lo-
cation information, with the content identification
information indicative of the content thus re-

questedor(ii) a content playing device indicated
by an address associated, in the content-stor-
age-location information, with the content iden-
tification information indicative of the content

thus requested.

11. A content distributing device for transmitting, in re-
sponse to a request, a content to a source whichis
a senderof the request,
the content distributing device comprising:

determining meansfor determining whetherthe
source is (A) a relaying device for receiving the
content thus requested and possessing and
transferring the content to a content playing de-
vice or (B) the content playing device for playing
the content thus requested;
content-storage-location information acquiring
meansfor acquiring, inresponseto the request,
an address of another content distributing de-
vice possessing the content thus requested,
among predetermined other contentdistributing
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devices, in a case wherethe determining means
determines that the source is a content playing
device; and

content-acquiring-location instructing meansfor
transmitting, to the content playing device which
is the source, an instruction to acquire the con-
tent from the another contentdistributing device
which is indicated by the address acquired by
the content-storage-location information acquir-
ing means.

The content distributing device as set forth in claim
11, wherein

the content-storage-location information acquiring
means transmits, to the predetermined other content
distributing devices, an inquiry as to whetheror not
the predetermined other contentdistributing devices
include the content thus requested, so as to acquire
the addressofthe another contentdistributing device
that has responded, to the inquiry, that the content
distributing device possesses the content thus re-
quested.

A contentdistributing device as setforth in claim 12,
further comprising
content-storage-location information generating
meansfor (A) generating content-storage-location
information by associating (i) the address of the an-
other content distributing device including the con-
tent, which address has been acquired by the con-
tent-storage-location information acquiring means,
with (ii) the content identification information indica-
tive of the content and (B) causing a storage section
to store the content-storage-location information,
wherein

the content-storage-location information acquiring
means(I) reads out the content-storage-location in-
formation from the storage section, and(II) acquires
the address, associated with the content identifica-

tion information, from the content-storage-location
information in a case where the content-storage-lo-
cation information thus read out contains the content
identification information indicative of the content

thus requested, or transmits the inquiry to thereby
acquire the address of the another content distribut-
ing device possessing the content thus requestedin
a case where the content-storage-location informa-
tion thus read out does not contain the content iden-
tification information indicative of the content thus

requested.

The content distributing device as set forth in any
one of claims 11 through 13, wherein:

the content-storage-location information acquir-
ing means(i) acquires a plurality of addresses
included in a plurality of content distributing de-
vices, respectively, each of the plurality of con-
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tent distributing devices including the content
thus requested, and (ii) creates a content stor-
age serverlist including the plurality of address-
es thus acquired and contentidentification infor-
mation indicative of the content; and

the content-acquiring-location instructing
meanstransmits, to the content playing device
whichis the source, an instruction to acquire the
content from the another contentdistributing de-
vice indicated by the address included in the
content storage serverlist created by the con-
tent-storage-location information acquiring
means.

A content playing device for (A) transmitting a re-
questto a contentdistributing device recited in claim
14, (B) receiving the content storage serverlist in
responseto the request, and (C) acquiring a request-
ed content from another content distributing device
indicated by oneof a plurality of addresses included
in the content storage serverlist thus received,
the content playing device comprising
acquiring location changing means for, in a case
where a receiving speed required to acquire the con-
tentis slower than a predetermined receiving speed,
changing the another content distributing device,
from which the requested content is to be acquired,
to another content distributing device indicated by
another address, which is different from the one of

the plurality of addresses, included in the content
storage server list.

A contentdistributing system, comprising:

a contentdistributing device recited in any one
of claims 11 through 14,
a relaying device for requesting the contentdis-
tributing device to transmit a content, possess-
ing the content thus requested, and transferring
the content thus requested to a content playing
device; and

the content playing device for requesting the
content distributing device to transmit the con-
tent, and acquiring the content thus requested
from a device designated by the contentdistrib-
uting device.

A method for controlling a contentdistributing device
for transmitting, in response to a request, a content
to a source which is a senderof the request,
the method comprising:

a determining step of determining whether the
sourceis (A) a relaying device for receiving the
content thus requested and possessing and
transferring the content to a content playing de-
vice or (B) the content playing device for playing
the content thus requested;
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a content-storage-location information acquir-
ing step of acquiring, in responseto the request,
an address of another content distributing de-
vice including the content thus requested,
among other content distributing devices con-
nected to the content distributing device, in a
case whereit is determined that, in the deter-

mining step, the source is the content playing
device; and

a content-acquiring-location instructing step of
transmitting, to the content playing device which
is the source, an instruction to acquire the con-
tent from the another contentdistributing device
which is indicated by the address acquired in
the content-storage-location information acquir-
ing step.

18. A contentdistributing device for transmitting, in re-
sponse to a request, data to a source which has
transmitted the request,
the contentdistributing device comprising:

managing means for managing (A) content and
(B) meta data of the content, the meta data con-
taining (i) content-storage-location information
in which content identification information for

specifying the content and an address ofanother
contentdistributing device including the content
are associated with each otheror(ii) a storage-
location address indicative of a location of the

content-storage-location information;
request determining means for determining
whether the request is a content request or a
meta data request; and
transmitting means for transmitting the content
thus requested to the source in a case where
the request determining means determinesthat
the requestis the content request, andfor trans-
mitting the meta data thus requested to the
source in a case where the request determining
means determines that the requestis the meta
data request.

19. The content distributing device as set forth in claim
18, wherein:

the request determining means determines
whetherthe request is the content request, the
meta data request, or acontent-storage-location
information request including the storage-loca-
tion address; and
in a case wherethe request determining means
determines that the request is the content-stor-
age-location information including the storage-
location address, the transmitting meanstrans-
mits, to a device which is the source, the content-

storage-location information whose location is
indicated by the storage-location address.
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20. Acontentdistributing device as set forth in claim 19,
further comprising:

content-storage-location information acquiring
meansfor transmitting, to predetermined other
content distributing devices, an inquiry as to
whetheror not the predetermined other content
distributing devices includes a predetermined
content, and acquiring an address of another
contentdistributing device that has responded,
to the inquiry, that the another contentdistribut-
ing device includes the predetermined content;
content-storage-location information generat-
ing meansfor (A) generating content-storage-
location information by associating (i) the ad-
dress of the another contentdistributing device
including the predetermined content, which ad-
dress has been acquired by the content-stor-
age-location information acquiring means, with
(ii) the content identification information for
specifying the predetermined content and (B)
causing a storage section to store the content-
storage-location information; and
update determining means for determining
whetherto update the content-storage-location
information storedin the storage section, where-
in

in a case wherethe request determining means
determines that the requestis the content-stor-
age-location information request including the
storage-location address and the update deter-
mining means determinesto update the content-
storage-location information whose location is
indicated by the storage-location address, the
content-storage-location information acquiring
meanstransmits the inquiry to acquire the ad-
dress, the content-storage-location information
generating means generates the content-stor-
age-location information based on the address,
and the transmitting means transmits the con-
tent-storage-location information to a device
which is the source,or, in a case where the re-

quest determining means determines that the
requestis the content-storage-location informa-
tion request including the storage-location ad-
dress and the update determining meansdeter-
mines not to update the content-storage-loca-
tion information whose location is indicated by
the storage-location address, the transmitting
means transmits, to the device which is the

source, the content-storage-location informa-
tion whoselocation is indicated by the storage-
location address.

21. The content distributing device as set forth in claim
20, wherein

the meta data can include a plurality of storage lo-
cation addresses eachindicative of alocation of con-
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tent-storage-location information which is set per
unit into which the content is divided at a predeter-
mined time interval.

The content distributing device as set forth in claim
21, wherein:

the content includes a plurality of media seg-
ments; and
the content divided at a predetermined time in-
terval includes at least one media segment.

The content distributing device as set forth in any
one of claims 20 to 22, wherein

the meta data includes a content storage serverlist
containing the plurality of pieces of content-storage-
location information or a storage location address
indicative of a location of the content storage server
list.

Acontentplaying device for transmitting a meta data
request to a content distributing device recited in
claim 23, receiving the meta data in response to the
request, and acquiring the content in accordance
with the meta data thus received,
the content playing device comprising
content acquiring means for acquiring the content
from another contentdistributing device indicated by
an address included in any one of the plurality of
pieces of content-storage-location information con-
tained in the content storage server list, when said
contentplaying device receives the content storage
serverlist included in the meta data thus received,
or whensaid contentplaying device transmits a con-
tent-storage-location information request with use of
a storage-location addressincluded in the meta data
thus received and receives, in response to the re-
quest, the content storage server list; and
acquiring location changing means for, in a case
where areceiving speed required to acquire the con-
tent of the content acquiring meansis slowerthan a
predetermined receiving speed, changing the anoth-
ercontentdistributing device, from which the content
is to be acquired, to a still another contentdistributing
device indicated by another address,whichis differ-
ent from the address, included in the content storage
serverlist.

A contentdistributing system, comprising:

a contentdistributing device recited in any one
of claims 18 to 23,
arelaying device for requesting the content dis-
tributing device to transmit a content, possess-
ing the content thus requested, and transferring
the content thus requested to a content playing
device,
the content playing device for transmitting, to
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26.

27.

28.

128

the content distributing device, a content re-
questto request the content so as to acquire the
content from the contentdistributing device, and
for transmitting, to the content distributing de-
vice, a meta data request to request meta data
of the content, receiving the meta data from the
contentdistributing device, and acquiring, on the
basis of the meta data thus received, the content
corresponding to the meta data.

A method for controlling a contentdistributing device
for transmitting, in response to a request, data toa
source which has transmitted the request, the meth-
od managing (A) content and (B) meta data of the
content, the meta data containing (i) content-stor-
age-location information in which content identifica-
tion information for specifying the content and an ad-
dress of another contentdistributing device including
the content are associated with each otheror(ii) a
storage-location address indicative of a location of
the content-storage-location information,
the method comprising
a request determining step of determining whether
the requestis a content request or a meta data re-
quest; and
a transmitting step of transmitting the content thus
requested to the source in a case whereit is deter-
mined that, in the request determining step, the re-
questis the content request, and of transmitting the
meta data thus requested to the source in a case
whereitis determined that, in the request determin-
ing step, the request is the meta data request.

A controlling program for causing a content distrib-
uting device recited in any one of claims 1 through
6, 11 through 14, and 18 through 23 to operate, the
controlling program causing a computerto function
as each means.

A computer readable recording medium in which a
controlling program recited in claim 27 is recorded.
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FIG. 4
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FIG. 5
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FIG. 6
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FIG. 7

Client 4a Client 4b Proxy 3a Proxy 3b Server 2

Request Content 1 111 112
Confirm Content-Storage- 

 
Location Information

 Session Designate 305 Proxy 3a As DeviceVia Which Content Is Acquired

 
114
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132
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148
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FIG. 8

(a) Session 110 “Client 4a To Server 2” Content Request (4111)
GET/content1 HTTP/1.1  _} Request Line
Accept: video/mp4
Host: example.com

(b) Session 110 “Server 2 To Client 4a” Response(113)
HTTP/1.1 305 Use Proxy } Response Line
Location: http://example-proxy1.com _} Header

Header

(oe) Session 120 “Client 4a To Proxy 3a” Content Request(121)
GEThttp://example.com/content1 HTTP/1.1
Accept: video/mp4
Host: example.com

(d) Session 120 “Proxy 3a To Server 2” Content Request(123)
GET /content1 HTTP/1.1

Accept: video/mp4
Host: example.com
Via: 1.1 example-proxy1.com

(Ce) Session 120 “Server 2 To Proxy 3a” Content Transmission(124)
HTTP/1.1 200 OK } Response Line
Date: Sun, 31 May 2013 13:53:38 GMT
Cache-Control: must-revalidate Header

Content-type: video/mp4

{binary-data: content} + Body

( f ) Session 120 “Proxy 3a To Client 4a” Content Transmission (126)
HTTP/1.1 200 OK
Cache-Control: must-revalidate

Content-type: video/mp4
Via: 1.1 example-proxy1.com

{binary data: content1}
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FIG. 9

(a) Session 130 “Client 4b To Server 2” Cantent Request(131)
GET/content2 HTTP/1.1

Accept: video/mp4
Host: example.com

(b) Session 130 “Server 2 To Client 4b” Response (133)
HTTP/1.1 305 Use Proxy
Location: http://example-proxy2.com

(ec) Session 140 “Client 4b To Proxy 3b” Content Request(141)
GEThttp://example.com/content2 HTTP/1.1-
Accept: video/mp4
Host: example.com

(d) Session 140 “Proxy 3b To Server 2” Content Request (143)
GET/content2 HTTP/1.1

Accept: video/mp4
Host: example.com
Via: 1.1 example-proxy2.com

(Ce) Session 140 “Server 2 To Proxy 3b” Content Transmission (144)
HTTP/1.1 200 OK

Date: Sun, 31 May 2013 15:03:08 GMT
Cache-Control: must-revalidate

Content-type: video/mp4

{binary-data: content2}

( #) Session 140 “Proxy 3b To Client 4b” Content Transmission( 146)
HTTP/1.1 200 OK
Cache-Control: must-revalidate

Content-type: video/mp4
Via: 1.1 example-proxy2.com

{binary data: content2}
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FIG. 10

(a) Sassion 150 “Client 4a To Server 2” Content Request(151)
GET /content2 HTTP/1.1

Accept: video/mp4
Host: example.com

(b) Session 150 “Server 2 To Client 4a” Response(153)
HTTP/1.1 305 Use Proxy
Location: http://example-proxy2.com

Cc) Session 160 “Client 4a To Proxy 3b” Content Request(161)
GEThttp://example.com/content2 HTTP/1.1
Accept: video/mp4
Host example.com

(d) Session 160 “Proxy 3b To Server 2” Conditional Content Request(163)
GET/content2 HTTP/1.1

If-Modified-Since Sun, 31 May 2013 15:03:08 GMT
Accept: video/mp4
Host: example.com
Via: 1.1 example-proxy2.com

Ce) Session 160 “Server 2 To Proxy 3b” Response(165)
HTTP/1.1 304 Not Modified

Date: Mon, 01 Jun 2013 08:05:30 GMT

( f ) Session 160 “Proxy 3b To Client 4a” Content Transmission(166)
HTTP/1.1 200 OK
Cache-Control: must-revalidate

Content-type: video/mp4
Via: 1.1 example-proxy2.com

{binary data: content2}
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FIG. 14
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FIG. 15
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FIG. 16
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FIG. 17

Client 4c Client 4d Proxy 3 Server 2

Request Content 1 211 212
Confirm Content-Storage-~LocationInformation
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FIG. 18

Ca) Session 210 “Client 4c To Server 2” Content Request(211)
GET /content1 HTTP/1.1

Accept: video/mp4
Host: example.com

(b) Session 210 “Server 2 To Client 4c” Response(213)
HTTP/1.1 305 Use Proxy
Location: http://example-proxy1.com

(c) Session 220 “Client 4c To Proxy 3” Content Request(221)
GET hitp://example.com/content1 HTTP/1.1
Accept: video/mp4
Host: example.com

(d) Session 220 “Proxy 3 To Server 2” Content Request(223)
GET/content1 HTTP/1.1

Accept: video/mp4
Host: example.com
Via: 1.1 example-proxy1.com

Ce) Session 220 “Server 2 To Proxy 3” Content Transmission(224)
HTTP/1.1 200 OK

Date: Sun, 31 May 2013 13:53:38 GMT
Cache-Controk: must-revalidate

Content-type: video/mp4

{binary-data: content1}

(Cf ) Session 220 “Proxy 3 To Client 4c” Content Transmission(226)
HTTP/1.1 200 OK
Cache-Control: must-revalidate

Content-type: video/mp4
Via: 1.1 example-proxy1.com

{binary data: content}
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FIG. 19

(a) Session 230 “Client 4d To Server 2” Content Request(231)
GET/content1 HTTP/1.1

Accept: video/mp4
Host example.com

(b) Session 230 “Server 2 To Client 4d” Response(233)
HTTP/1.1 305 Use Proxy
Location: http://example-clientt.com

(c) Session 240 “Client 4d To Client 4c” Content Request (241)
GEThttp://example.com/content1 HTTP/1.1
Accept: video/mp4
Host: example.com

(d) Session 240 “Client 4c To Server 2” Conditional Content Request(243)
GET/content1 HTTP/1.1

|f-Modified-Since Sun, 31 May 2013 13:53:38 GMT
Accept: video/mp4
Host: example.com
Via: 1.1 example-client1.com

(e) Session 240 “Server 2 To Client 4c” Response(245)
HTTP/1.1 304 Not Modified

Date: Mon, 01 Jun 2013 08:05:30 GMT

( € ) Session 240 “Client 4c To Client 4d” Content Transmission(2464)
HTTP/1.1 200 OK
Cache-Control: must-revalidate

Content-type: video/mp4
Via: 1.1 example-client1.com

{binary data: content1}
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FIG. 23
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FIG. 24
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FIG. 27

(a) Session 310 “Client 4e To Server 2” Content Request(311)
GET/content1/0 HTTP/1.1

Accept: video/mp4, multipart/media-segment
Host: example.com

(b) Session 310 “Server 2 To Client 4e” Response (313)
HTTP/1.1 305 Use Proxy
Location: http:/fexample-proxy1.com
X-Alternative-Proxy-List: http://example-client2.com, http://example-proxy3.com

(Cc) Session 330 “Client 4e To Proxy 3a” Content Request(331)
GEThttp://example.com/content1/0 HTTP/1.1
Accept: video/mp4, multipart/media-segment
Host: example.com

(d) Session 330 “Proxy 3a To Server 2” Content Request(333)
GET/content1/0 HTTP/1.1

If-Modified-Since: Sat, 30 May 2013 15:35:58 GMT
Accept: video/mp4, multipart/media-segment
Host. example.com
Via: 1.1 example-proxy1.com

Ce) Session 330 “Server 2 To Proxy 3a” Response (335)
HTTP/1.1 304 Not Modified

Date: Sun, 31 May 2013 13:53:38 GMT

( £ ) Session 330 “Proxy 3a To Client 4e” Content Transmission(336)
HTTP/1.1 200 OK

Content-type: mutipart/media-segment; boundary=THIS_STRING_SEPARATES
Content-Location: http://example.com/content1/0
Cache-Control: must-revalidate

Via: 1.1 example-proxy1.com
X-Media-Segment-lIndex: 1/60

-THIS_STRING_SEPARATES
Content-type: video/mp4
X-Timestamp:0.0
{binary-data: movie fragment 1}

—THIS_STRING_SEPARATES
Content-type: video/mp4
X-Timestamp: 59.0
{binary-data: movie fragment 60}

--THIS_STRING_SEPARATES--
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FIG. 28

(a) Session 360 “Client 4e To Client 4F’ Content Request(361)
GEThttp://example.com/content1/1 HTTP/1.1
Accept: video/mp4, multipart/media-segment
Host. example.com

(b) Session 360 “Client 4f To Server 2” Content Request (363)
GET/content1/1 HTTP/1.1

If-Modified-Since: Thu, 28 May 2013 8:38:05 GMT
Accept: video/mp4, multipart/media-segment
Host: example.com
Via: 1.1 example-client2.com

(c) Session 360 “Server 2 To Client 4P’ Response (365)
HTTP/1.1 304 Not Modified

Date: Sun, 31 May 2013 13:55:03 GMT

(d) Session 360 “Client 4f To Client 4e” Content Transmission(366)
HTTP/1.1 200 OK

Content-type: mutipart/media-segment, boundary=THIS_STRING_SEPARATES
Content-Location: http://example.com/content1/1
Cache-Control: must-revalidate

Via: 1.1 example-client2.com
X-Media-Segment-Index: 2/60

—THIS_STRING_SEPARATES
Content-type: video/mp4
X-Timestamp: 60.0
{binary-data: movie fragment 61}

—THIS_STRING_SEPARATES
Content-type: video/mp4
X-Timestamp: 119.0
{binary-data: movie fragment 120}

—THIS_STRING_SEPARATES—
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FIG. 32
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5

START

Transmit Content Request To Server

Receive Content-Storage-Location List And/Or
Content—Storage-ServerList

Select Relaying Device Or Server To Acquire Content From
Received Gontent—Storage—Location List And/Or Content-—

, Storage—ServerList

Transmit Content Request To Selected Device From
Which Content Is Acquired

Acquisition And Play Process Of Media
Segments

$632

All Media Segments YES
Were Received?

  Change Device From
Which Content Is Acquired?

 Select Again Relaying Device Or Server To Acquire
Gontent From Received Content-Storage-Location List

And/Or Content-Storage-ServerList
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FIG. 34

Ca) Session 810 “Server 2a To Client 4g” Response(819)

HTTP1.1 305 Use Proxy
Location: http://example-proxy1.com

X-Alternative-Proxy-List: http://example-client2.com, http://example-proxy3.com
X-Altemative-Server-List: http://srv2.example.com,http://srv3.example.com

(b) Session 810 “Server 2a To Client 4g” Response(819)

HTTP1.1 303 See Other

Location: http://srv2.example.com/content1/0
X-Alternative-Server-List: http://srv3.example.com
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FIG. 35

(a) <?xml version="1.0" encoding="UTF-8" standalone="no" ?>
<MPD

mediaPresentationDuration="PT120S"minBufferTime="PT1S" type="OnDemand” >

<Period id="0">
<Group mimeType="video/3gpp; codecs="ave1 .mp4a™ lang="jp">

<SegmentinfoDefault >
<BaseURL>http://srv2.example.com/</BaseURL>
<BaseURL=http://srv3.example.com/</BaseURL>

</SeqmentinfoDefault>
<Representation bandwidth="19000000" id="1"°>

<Segmentinfo>
<Ud sourceURL="content1/0.mp4"/>
<Url sourceURL="content1/1.mp4°"/>
<Url sourceURL="content1/2.mp4"/>
<Url sourceURL=“content1/3.mp4"/>
<Url sourceURL=“content1/4.mp4"/>
<Un sourceURL=“content1/5.mp4"/>
<Uri sourceURL="content1/6.mp4"/>
<Ud sourceURL="content1/7.mp4"/>
<Url sourceURL="content1/8.mp4"/>
<Url sourceURL="content1/9.mp4"/>
<Url sourceURL="content1/10.mp4"/>
<Url sourceURL=“contentt/11.mp4"/>

</Segmentinfo>
</Representation>

</Group>
</Period>
</MPD>

<?xml version="1.0" encading="UTF-8" standalone="no" ?>
<MPD

mediaPresentationDuration="PT120S*minBufferlime="PT1S" type="OnDemand" >

<Period id="0">

<Group mimeType="video/3gpp; codecs='avcl ,mp4a™ lang="jp">
<SegmentinfoDefault >

<BaseURL=http://srv2.example.com/</BaseURL>
<BaseURL=http://srv3.example.com/</BaseURL>

</SegmentinfoDefault>
«Representation bandwidth="19000000" id="1">

<Segmentinfo>
<Unl sourceURL="content1/0.mp4"/>
<Unl sourceURL=“content1/1.mp4"/>
<Unl sourceURL="content1/2.mp4"/>

</Segmentinfo>
</Representation>
<Representation bandwidth="4000000"id="2">

<Segmentinfo>
<Unl sourceURL=“content2/0.mp4"/>
<Uni sourceURL="content2/1.mp4"/>
<Un sourceURL="content2/2.mp4"/>

</Segmentinfo>
</Representation>

</Group>
</Period>

</MPD>
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FIG. 36

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>
<MPD

mediaPresentationDuration="PT120S*minBuffertime="PT1S" type="OnDemand”>

<Period id="0">

<Group
xlink: href ="http://example.com/content1/resource1.xml”
xlink:actuate="onRequest"
mimeType="video/3gpp; codecs='avc1,mp4a™ lang="jp‘/>

</Period>

</MPD> 
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FIG. 37

<Group mimeType="video/3gpp; codecs='avc1 ,mp4a™lang="jp">
<SegmentinfoDefault >

<BaseURL=hittp://srv2.example.com/</BaseURL>
<BaseURL>hitp://srv3.example.com/</BaseURL>

</SegmentinfoDefault>
<Representation bandwidth="19000000" id="1">

<Segmentinfo>
<Url sourceURL=*‘content1/0.mp4'"/>
<Url sourceURL="content1/1.mp4"/>
<Url sourceURL="content1/2.mp4'/>
<Uri sourceURL=“content1/4.mp4"/>
<Url sourceURL="content1/5.mp4'"/>
<Url sourceURL=*content1/6.mp4"/>
<Uri sourceURL=“content1/70.mp4"/>
<Url sourceURL="content1/8.mp4"/>
<Url sourceURL=“content1/9.mp4"/>
<Url sourceURL=“content1/10.mp4"/>

. «Url sourceURL="content1/11.mp4"/>
</Segmentinfo>

</Representation>
</Group>
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FIG. 40
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Abstract

For purposes of this paper, we define “Personally identifi-
able information” (PII) as information which can be used
to distinguish or trace an individual’s identity either alone
or when combined with other information that is linkable to

a specific individual. The popularity of Online Social Net-
works (OSN) has accelerated the appearance of vast armounts
of personal information on the Internet. Our research shows
that it is possible for third-parties to link PU, whichis leaked
via OSNs,with user actions both within OSNsites and else-
where on non-OSNsites. We refer to this ability to link PIT
and combine it with other information as “leakage”. We
haveidentified multiple ways by which such leakage occurs
and discuss measures to prevent it.

Categories and Subject Descriptors
C.2 [Computer-Communication Networks]: Network
Protocols—applications

General Terms
Measurement

Keywords
Online Social Networks, Privacy, Personally Identifiable In-
formation

1. INTRODUCTION

For purposes of this paper, “Personally identifiable infor-
mation” (PIL) is defined as information which can be used to
distinguish or trace an individual’s identity either alone or
when combined with other public information that is link-
able to a specific individual. The growth in identity theft
has increased concerns regarding unauthorized disclosure of
PIL Over half a billion people are on various Online Social
Networks (OSNs) and have made available a vast. amount
of personal information on these OSNs. OSN users make

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not madeor distributed for profit or commercial advantage and that copies
bear this notice and thefull citation on the first page. To copy otherwise, to
republish, to post on servers orto redistribute to lists, requires prior specific
permission and/ora fee.
Copyright 2001 ACM 0-89791-88-6/97/05 ...$5.00.

Craig E. Wills
WorcesterPolytechnic Institute

Worcester, MA USA

cew@cs.wpi.edu

their information available (subject. to the privacy policy of
the OSN) to the authorized list of other OSN users, such
as their ‘friends’. Their profiles form a part of their online
identity.

There has been a steady increase in the use of third-
party servers, which provide content and advertisements for
Web pagcs belonging to first-party servers. Some third-
party scrvers arc aggregators, which track and aggregate
user viewing habits across different first-party servers, of-
en via tracking cookies. Earlier, in [6] we showed that a
ew third-party tracking servers dominate across a number

of popular Online Social Networks. Subsequently, in [7] we
ound that the penetration of the top-10 third-party servers

across a large set of popular Web sites had grown from 40%
in October 2005 to 70% in September 2008. A key question
hat has not been examined to our knowledge is whether PII
belonging to any user is being leaked to these third-party
servers via OSNs. Such leakage would imply that third-

arLlies would not just know the viewing habits of sore user,
ul would be able lo associale these viewing habits with a

specific person.
In this work we have found such leakage to occur and

show how it happens via a combination of ITTTPheaderin-
ormation and cookies being sent to third-party aggregators.

We show that most users on OSNs are vulnerable to having
their OSN identity information linked with tracking cook-
ies. 1 Unless an OSN user is aware of this leakage and has
taken preventive measures, it is currently trivial to access
the user’s OSN page using the ID information. The two im-
mediate consequences of such leakage: First, since tracking
cookies have been gathered for several years from non-OSN
sites as well, it is now possible for third-party aggregators

© associate identity with thosc past accesses. Second, since
users on OSNswill continuc to visit OSN and non-OSNsites,
such actions in the future are also liable to be linked with
heir OSN identity.

Tracking cookies are often opaque strings with hidden se-
mantics known only to the party setting the cookie. As we
also discovered, they may include visible identity informa-
ion and if the samecookie is sent to an aggregator, it would

constitute another vector of leakage. Due to the longerlife-
ime of tracking cookies, if the identity of the person is estab-
ished even once, then aggregators could internally associate
he cookie with the identity. As the same tracking cookie

is sent from different Websites to the aggregator, the user’s

 
We have shared this informationLo all the OSNs we studied
so that they may make informed decisions regarding preven-
tative measures and subscriber notification.
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movements around the Internet can now be tracked not just
as an IP address, but be associated with the unique identi-
fier used to store information about users on an OSN. This

OSN identifier is a pointer to PIT about the user.
Cookies and other tracking mechanisms on the Internet

have been prevalent for a long time. The general claim of
aggregators is thal they creale profiles of users based on
their Internet behavior, but do not gather or record PIT. Al
though we do not know that aggregators are recording PII,
we demonstrate with this work that it is undeniable that

information is available to them. Aggregators do not have
to take any action to receive this information. As part of re-
quests, they receive OSN identifiers with pointers to the PIT
or in some cases, directly receive pieces of PII. This PH infor-
mation can be joined with information from tracking cookies
obtained from the user’s traversal to any site that triggers
a visit. to the same aggregator. The ability to link informa-
tion across traversals on the Internet, coupled with the wide
range of daily actions performed by hundreds of millions of
users on the Internet raises privacy issues, particularly to
the extent users may not understand the consequences of
having their PII information available to aggregators.

OSNsdo have privacy policies on which OSN users rely
when setting up and maintaining their account. These poli-
cies typically state that OSNs provide non-identifying infor-
mation to third-parties as an aid in serving advertisements
and other services. Many users, however may not under-
stand the implications. The availability of a user’s OSN
identifier allows a third-party access to a user’s name and
other linkable PIT that can identify a user. The goal of this
work is not a legal examination of privacy policies, but to
bring a technical examination of the observed leakage to the
community’s attention.

Section 2 enumerates pieces of personally identifiable in-
formation and examines the level of availability for these
pieces across a number of OSNs. Section 3 describes our
study of Pll-related leakage in popular OSNs. Section 4
presents ways in which such leakage occurs across OSNs.
Section 5 discusses techniques for possible protection against
such leakage by the various parties involved in the transac-
tions. We then look at preliminary work on the problem of
PII leakage in non-OSN sites in Section 6. Section 7 con-
cludes with a summary and description of future work.

2. AVAILABILITY OF PILIN OSNS

It is important to understand how the information pro-
vided to OSNs corresponds with PIT and the nature of avail-
ability of such information to other users. PII is defined
in [5] as referring to “information which can be used to
distinguish or trace an individual’s identity, such as their
name, social security number, biometric records, etc. alone,
or when combined with other personal or identifying infor-
mation which is linked or linkable to a specific individual,
such as date and place of birth, mother’s maiden name,etc.”

A recent report identifies a number of examples that may
be considered PII |9| including: Name (full name, maiden
name, mother’s maiden name), personal identification num-
ber(e.g., Social Security Number), address (slreel or email
address), telephone numbers, or personal characteristics (such
as photographic images especially of face or other distin-
guishing characteristic, X-rays, fingerprints, or other bio-
metric image). They can also include: asset information
(IP or MACaddress or a persistent static identifier that

consistently links to a particular person or a small, well-
defined group of people), or information identifying person-
ally owned property (vehicle registration or identification
number).

The report also includes examples of information about
an individual that is linked or linkable to one of the above

(e.g., dale of birth, place of birth, race, religion, weight,
aclivilies, or employment, medical, education, or financial
information). A well-knownresult in linking pieces of PII
is that most Americans (87%) can be uniquely identified
from a birth date, five-digit zip code, and gender [8. A
decade-old report [4] by the Federal Trade Commission in
the U.S. specifically warned about the potential of linking
profiles derived via tracking cookies and information about
consumers obtained offline. It should be stressed that our
work focuses on additional information obtained online.

With this understanding of PTT, we analyze its availability
and accessibility in the profile information for OSN users
on popular OSNs. We used the 11 OSNs in our previous
work [6]: Bebo, Digg, Facebook, Friendster, Hi5, Imeem,
LiveJournal, MySpace, Orkut, Twitter and Xanga. We also
included a 12th OSN for this study, LinkedIn, which is a
popular profcssionals-oricnted OSN.

The pieces of PII for an OSN user include: name(first
and last), location (city), zip code, street address, email ad-
dress, telephone numbers, and photos (both personal and
as a set). We also include pieces of information about an
individual that are linkable to one of the above: gender,
birthday, age or birth year, schools, employer, friends and
activities/interests. We only note availability if users are
specifically asked for it as part of their OSN profile; other-
wise we would not expect users to provide it. We do not
process contents of OSN users’ pages Lo see if they have ad-
ditional personal information. Not all profile elements are
filled in by users and entries may of course befalse.

‘Table 1 shows the results of our analysis with the count of
OSNs (out of 12) exhibiting the given degree of availability
for each piece of PII (row). The first column indicates the
number of OSNs where the piece of PII is available to all
users of the OSN and the user cannot restrict access to it.

This piece mayalso be available to non-users of the OSN—
thus a primary source of concern. The second column shows
the number of OSNs where the piece of PIT is available to
all users in the OSN via the default privacysettings, but the
user can restrict access via these settings. The third column
shows a count of OSNs where there is a piece of PII that
users can fill out in their profile, but by default the value is
not shown to everyone. The fourth column shows the count
of OSNs where a picce of PII is not part of a user’s profile
and thus the information is not available unless the uscr gocs
out of their way to add it on their page.

The rows are sorted in decreasing order of availability
and thus leakage (personal photos are available widely while
street address are rarely present). The values in the first
two columns raise more privacy concerns (hence the dou-
ble vertical line). Prominence is given to them as we found
in [6] that default privacy settings are generally permissive
allowing access to strangers in all OSNs. We also found that
despite privacy controls to limit access, between 55 and 90%
of users in OSNsretain default settings for viewing of profile
information and 80-97% for viewing of friends. The latter
two columns suggests that some OSNs are concerned about
the extent of private information that may be visible on

Ex. 1002 - Page 305



Ex. 1002 - Page 306

Table 1: PII Availability Counts in 12 OSNs
 
 

 

Level of Availability
Always|Available]]Unavailable] Always

Piece of PIT Available|by default||by default|Unavailable
Personal Photo 9 2 1 0
Location 5 7 0 0
Gender 4 6 0 2
Name 5 6 1 0
Friends 1 10 1 0
Activities 2 8 0 2
Photo Set 0 9 0 3

Age/Birth Year 2 5 4 1Schools 0 8 1 3
Employer 0 6 1 5
Birthday 0 4 7 1
Zip Code 0 0 10 2
Email Address 0 0 12 0
Phone Number 0 0 6 6
Street Address 0 0 4 8

       
 

OSNs. As we will see later, although some pieces of PII are
unavailable to others in the OSN (the later rows) they may
still leak via other means.

3. LEAKAGE STUDY METHODOLOGY

The concentration and default availability of pieces of PIT
for OSNs shownin Table 1 motivates our study Lo examine
if and how PII is leaked via OSNs. We know that OSNs

use a unique identifier for each of their users as a key for
storing information about them. Suchanidentifier can also
appear as part of a URI when user performs various actions
on an OSN. For example, the identifier is often shown in the
Request-URI when a user views or edits their OSN profile
or clicks on afriend’s picture. The use of this identifier is
not a privacy concernif all interactions stay within the OSN,
but as shownin [6] there is also interaction with third-party

Tf this interaction involves leakage of the unique
identifier for a user then the third-party has a pointer to
access PIT of the user. The third-party may also have other
information: tracking cookies with a long expiry period or
source IP addresses, to join with the PII.

For the study, we log into cach OSN and perform actions,
such as accessing the user profile, that cause the OSN iden-
tifier to be displayed as part of the URI. Wealso click on
displayed ads. While performing these actions we turn on
the “Live HTTP Headers” [14] browser extension in Fire-
fox, which displays HTTP request/response headers for all
object retrievals. We analyze these headers to determine
if any third-party servers are contacted, and if the user’s
OSN identifier or specific pieces of PII are visibly sent to
the third-party servers via any HTTP header. Note that we
will not detect if this information is sent via opaque strings.

A set of relevant request headers are shown in Figure 1
to illustrate an aclual example of such a retrieval. Here
/pagead/test_domain. js is retrieved from the server googleads.
g-doubleclick.net as part ofretrieving the set of objects
needed to display content for a page on myspace.com.? As
shown, the browser also includes the Referer (sic) header
and a stored cookie belonging to doubleclick.net.

servers.

Tn all examples, an OSN identifier of “123456789” or “jdoe”
is substituted for the actual identificr in our study. Cookies
and other strings are also anonymized.

 

GET /pagead/test_domain. js HTTP/1.1
Host: googleads.g.doubleclick.net
Referer: http://profile.myspace.com/index.cfm?

fuseaction=user.viewprofile&friendid=123456789
Cookie :id=2015bdfb9ec| | t=1234359834| et=730|cs=7aepmsks   

Figure 1: Sample Leakage of OSN Identifier to a
Third-Party

The doubleclick.net serveris able to associate the user’s

identifier MySpace (“friendid” is the label used in URIs by
MySpace to identify users, similar to ‘id’ or ‘userid’ used in
other OSNs) with the DoubleClick cookie. Armed with this
information the aggregator can join its “profile” of user ac-
cesses employing this cookie with any information available
via the MySpaceidentifier.

4. LEAKAGEOFPII

Using the methodology described in Section 3 we exam-
ined the results of aclions performed while logged onto each
of the 12 OSNs in our study. We found four types of PII
leakage involving the: 1) transmission of the OSN identifier
to third-party servers from the OSN; 2) transmission of the
OSN identifier to third-party servers via popular external
applications 3) transmission of specific pieces of PII to third-
party servers; and 4) linking of PIT leakage within, across,
and beyond OSNs. We nowdescribe and show specific ex-
amples of how PIT is transmitted to third-party aggregators.

4.1 Leakage of OSN Identifier
Ourinitial focus in the study is on the transmission of

a user’s OSN unique identifier to a third-party. Based on
results in Table 1 the possession of this identifier allows
a third-party to gain much PII information about a OSN
user to join with the third-party profile information about
a user’s activity on non-OSNsites. Analyzing the request
headers we obtain via the Live HTTP Headers extension, we
find that the OSNidentifier is transmitted to a third-party in
at least three ways: the Referer header, the Request-URI,
or a cookie. Examples for these three Lypes of leakage are
shownin Figure 2. Note thal accesses lo third-parly servers
are often triggered without explicit action (e.g., clicking on
an advertisement) on the user’s part. 

GET /clk; 203330889; 26770264 ;z; u=ds&sv1=170988623...
Host: ad.doubleclick.net

Referer: http://www.facebook.com/profile. php?id=123456789&ref=name

Cookie: i1d=2015bdfb9ec| |t=1234359834 | et=730| cs=7aepmsks 

(a) Via Referer Header
 

GET /__utm. gif?, .utmhn=twitter.com&utmp=/profile/jdoe
Host: www. google-analytics.com
Referer: http://twitter.com/jdoe 

(b) Via Request-URI
 

GET ...&g=http/3A//digg.com/users/jdoek...
Host: z.digg.com
Referer: http: //digg.com/users/jdoe

  
Cookie: s_sq=...http425253A//digg.com/users/jdoe... 

(c) Via Cookie

Figure 2: Leakage of OSN ID to a Third-Party

First, OSN identifiers can leak via the Referer header of
a request when an identifier is part of the URI for a page.
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OSNstypically include the identifier as part of a URI when
showing the contents of any user’s profile. As part of loading
the contents for this page, the browser retrieves one or more
objects from a third-party server. Each request contains the
Referer header in the HTTP request, which passes along
the OSN id. Figure 2a shows an example of this leakage
where an object from the third-party ad.doubleclick.net
is retrieved as parl of a www.facebook.com page where the
URI contains the OSN id and is Lhus included in the Referer

header. In addition, the cookie for doubleclick.net is sent
to the third-party server, which can now link this cookie
with the OSN id. In testing, we observed similar examples
of OSN id leakage to a third-party server via the Referer
header in the presence of a third-party cookie for 9 of the
12 OSNs that we studied.

Second, OSN identifiers can leak to a third-party server
via the request Request-URI. A typical example is shown
in Figure 2b where a request to the analytics server www.
google-analytics.com is made from a twitter.com page.
This transmission not only allows the third-party to gather
analytic information, but also to know the specific identifier
of the user on the OSN. We observed such leakage for 5 of our
12 OSNs. The third-party domain google-analytics.com
occurred in all five cases.

Third, OSN identifiers can leak to a third-party server via
a first-party cookie when an OSN page contains objects from
a server that appears to be part of the first-party domain,
but actually belongs to a third-party aggregation server.
We observed the increased use of such “hidden” third-party
servers in |7| and observe similar use for OSNsin this work.
In the example of Figure 2c, when we determine the au-
thoritative DNS server for server z.digg.com we find that
it is actually a server that is part of omniture.com, a large
third-party racking company[7]. Thus the browser includes
the first-party cookie for digg.com in the request, which in-
cludes the OSN id, but the request is actually sent, because
of the DNS mapping, to an omniture.com server. As the ex-
ample shows, the OSN id is also sent via the Request-URL
and Referer header, but this example is notable because
it demonstrates another avenue of id leakage. We observed
leakage of the OSN to such a “hidden” third-party server
viaafirst-party cookie for 2 of the 12 OSNs.

In all, we observed the OSN id being leaked to a third-
party server via one of these ways for 11 of the 12 OSNs.
Such leakage allows the third-party to merge the OSN id
with the profile of tracking information maintained by them.

The only OSN for which we did not observe such behav-
ior is Orkut part of thc Google family of domains. Orkut
requires a login via a Google account that is tracked via
a Google cookie thus allowing the Orkut identifier to be di-
rectly associated with other google.com activity (e.g., search).

4.2 Leakage Via External Applications
External applications have become increasingly popular;

Facebook alone has over 55,000 external applications. The
applications are installed via the OSN but run on exter-
nal servers not owned or operated by the OSNs themselves.
The user is warned thal downloading applications will re-
sult in the OSN sharing user-related information (including
the identifier) with the external applications. Such sharing
is required so that application providers can use them in
APIcalls while interacting with the OSN. The user’s social
graph is accessible to the application only via the OSN and

users interact with other OSN users (often their friends) via
the application. Popular gaming applications and social in-
teraction applications take advantage of the social graph to
expand their reach quickly.

Weobserve that external applications of OSNs may them-
selves leak the OSN identifier to third-party aggregators.
Once again, il is unclear if Lhe OSN identifier needs to be
made available to the external aggregator. While the leakage
of the identifier in such cases is technically not the fault of
the OSN, the user may not be aware of the secondary leakage
occurring through external applications. Examples of leak-
age via requests involving external applications of MySpace
and Facebook are shown in Figure 3.
 

GET /TLC/...
Host: view.atdmt.com

Referer: http://delb.opt.fimserve.com/
adopt /.., &puid=123456789%...

Cookie: AA002=123-456/789;...

(a) Via Referer Header
GET /...&utmhn=www.ilike.comkutmhid=1289997851&

utmr=http://fb.ilike.com/facebook/
auto_playlist_search?name=Bruce+Springsteeng...
fb_sig_user=1234567898&...

Host: www. google-analytics.com
Referer: http://www.ilike.com/player?

app=fb&url=http://www.ilike.com/
player/..._artistname/q=Bruce+Springsteen

(b) Via Request-URI
GET /track/?...&fb_sig_time=1236041837 .3573&

fb_sig_user=123456789&.,.
Host: adtracker.socialmedia.com

Referer: http://apps.facebook.com/kick_ass/...
Cookie: fbuserid=123456789;...=blog.socialmedia.com...

cookname=anon; cookid=594...074; bbuserid=...;

(c) Via Request-URI and Cookie

 
 

 
   
 

Figure 3: Leakage of OSN ID to a Third-Party From
an External Application

Figure 3a shows an example of a retrieved object from
the third-party server view.atdmt.com with the MySpace
identifier included in the Referer header. This retrieval fol-

lows a previous retrieval (nol shown) where the use of a
MySpace applicalion causes the OSN identifier to be sent
to the third-party server delb.opt.fimserve.com as part
of the Request-URL ‘lhe example in Figure 3b shows a
Facebook user’s identifier being passed on by the popu-
lar external application “iLike” to a third-party aggrega-
tor google-analytics.com via the Request-URI. Figure 3c
shows leakage via the Request-URI and Cookie header via
a different application “Kickmania!” to an advertisement
tracker adtracker.socialmedia. com.

4.3 Leakage of Pieces of PII
Beyond ourinitial focus on leakage of the OSN identifier,

we also observe cases where pieces of PII are directly leaked
to third-party servers via the Request-URI, Referer header
and cookies. Figure 4 shows two such examples.

In Figure 4a, the third-party server ads.sixapart.com
is directly given a user’s age and gender via the Request-
URL. ‘This request is generated for an object on the user’s
profile page. I’his information is obtained fromprofile in-
formation stored for the user on livejournal.com. The
third-party server also receives the OSN identifier via the
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GET /show?gender=M&age=29&country=US&language=en. ..
Host: ads.sixapart.com
Referer: http://jdoe.livejournal.com/profile 

(a) Age and Gender Via Request-URI
 

GET /st?ad_type-iframedage=29kgender=M&e=&zip=113018...Host: ad.hid.com

Referer: http://www. hi5d,com/friend/profile/
displaySameProfile,. do?userid=123456789

Cookie: LoginInfo=M_AD_MI_MS |US_0_11301;
User id=123456789 ; Email=jdoe@email.com;

  
 

(b) Age, Gender, Zip and Email Via Request-URI
and Cookie

Figure 4: Leakage of Pieces of PII to a Third-Party

Referer header, but obtains these two pieces of PIL without
even the need for a lookup.

In Figure 4b the server ad. hi5.com appears to be part of
the hi5.com domain, but based on its authoritative DNS,it
is actually served by the third-party domain yieldmanager.
com. This third-party domain not only receives a user’s age
and gender, but also the user’s zip code. These pieces of PII
are supplied as part. of the Request-URT. In addition, the
first-party cookie for hi5.com contains the user’s zip code
and email address. Thus the third-party domain not only
receives four pieces of PII, but the OSN is disclosing PIT
about the user that may not even be available to other users
within the OSN. In ourstudy, 2 of the 12 OSNs directly leak
pieces of PIT to third-parties via the Rcquest-URI, Referer
header and cookies.

4.4 Linking PII Leakage
Lastly, we examine possible linkages of PIT leakage across,

within, and beyond OSNs.
Across OSNs, once a third-party server is leaked PII infor-

mation via one OSN, it may then also be leaked information
via another OSN to which the same user belongs. For exam-
ple, the cookie for doubleclick.net shown in the examples
of Figure 1 and 2a means that DoubleClick can link the PIT
from across both MySpace and Facebook. This linkage is
important because il not only allows the aggregator lo mine
PL from more than one OSN, but join this PL with the
viewing behaviorofthis user.

Within an OSN,it is possible for a third-party server to
not only obtain the OSN identifier for a user, but also the
identifiers for the user’s friends and other users of interest

within the OSN. For example, a user viewing a friend’s pro-
file will leak that friend’s OSN identifier.

Finally looking beyond the OSN, the use of a third-party
tracking cookie allows the PIT available from the OSN to be
linked with other online user activity. For example, Figure 5
showsa retrieval from a site that a user may not want to be
knownto others, yet is linked to the same cookie as used to
access MySpace and Facebook. 

GET /pagead/ads?client=ca-primedia—premium_jsk...
Host: googleads.g.doubleclick.net
Referer: http://pregnancy.about.com/  Cookie: id=2015bdf£b9ec| | t=1234359834 | et=730|cs=7aepmsks 

Figure 5: Example of Third-Party Cookie for Non-
OSN Server

5. PROTECTION AGAINST PI LEAKAGE

We have demonstrated a variety of scenarios whereby OSN
identifiers and PII present on the corresponding user pro-
files leak via different OSNs. We now examine the parties
involved in the leakage and the ways by which they can help
prevent il. There are primarily four parties involved in the
series of Lransactions: the user, third-party aggregators, the
OSN, and any external applications accessed via the OSN.

Users ability to block leakage of PIT range from the dra-
conian, albeit effective, one of not disclosing any in thefirst
place to being highly selective about the type and nature
of personal information shared. Facebook applications have
been created to increase awareness of information that could

be used in security questions [10] and provide mechanisms
for additional privacy protection [11]. Known privacy pro-
tection techniques at the browser includefiltering out HTTP
headers (e.g., Referer, Cookie), and refusing third-party
cookies. ‘he potential problem with the Referer header to
leak private information was identified in 1996 (!) in the
HTTP/L1.0 specification [2]:

Because the source of a link may be private informa-
tion or may reveal an otherwise private information
source, it is strongly recommended that the user be
able to select whether or not the Referer field is sent.

Firefox allows direct blocking of Referer header[3 or as
add-on with more per-site control [1]. With user customiza-
tion, some actions may cause further accesses to be affected.
For example, some servers check the Referer header before
they answer anyrequests, in an attempt to prevent their con-
tent from being linked to or embedded elsewhere. Protection
techniques could be deployed at a proxy [12, 13] to benefit
all users behind it. Recently, the HTTP Working Group
has had discussions on new headers (such as the Origin
header) to replace the Referer header.? Only the informa-
tion needed for identifying the principal that initiated the
request would be included and path or query portions of the
Request-URI are excluded. The proposal has not advanced
significantly. Additionally, as we have demonstrated, even
if the user filtered the Referer header and blocked cookies,
the OSN identifier is also leaked in the GET or POST request
via the Request-URI.

Second, aggregators could filter out any PII-related head-
ers that arrive at their servers and ensure that tracking
mechanisms are clean of PII at all times. Publishing the hid-
den semantics of cookies could work as a confidence building
measure; the current opaque string model implies that users
will not know ifdifferent cookies received (e.g., after deleting
older cookies) are being correlated.

Third, OSNs could ensure that a wide range of privacy
measures are available to members. Providing strong pri-
vacy protection by default allows an OSN to distinguish it-

 
self from other competing OSNs. Techniques at OSNs are
in reality much easier. Most leakage identified in this study
originated from the OSN allowing the internal user identi-
fier to be visible to the browser unnecessarily leading to the
population of the Referer header. A straightforward solu-
tion is to strip any visible URI of userid information. Alter-
nately the OSN could keep a session-specific value for the
uscr’s identificr or maintain an intcrnal hash table of the

ID and present a dynamically gencrated opaquc string to
the browser. If the opaque string is included in the Referer

"Currently available at http://tools.ietf.org/html/
draft-abarth-origin-00.
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header by the browser, no information is leaked as the exter-
nal site will not be able to use the opaquestring to associate
with the user and thustheir PII.

In some cases Facebook inserts a ‘#’ character before the

id field in its Request-URI. Since some browsers only retain
the portion before ‘#’ in a URI to be used in Referer headers
and such, this may reduce chances of leakage. However, as
our examples have shown, Facebook does not consistently
follow this technique; even when consistently followed, other
(non-Referer headerrelated) leakage mechanisms outlined
will continue to occur.

The fourth party, external applications, allow the OSN
identifier to be passed through to external aggregators. They
could use one of the methods outlined above to strip the id
or remap it internally.

6. LEAKAGEVIA NON-OSNSITES

Although we focus on OSNs in this study, it should be
obvious that the manner of leakage could affect users who
have accounts and PII on other sites. Sites related to o-

commerce, travel, and news services, maintain information
about registered users. Some of these sites do use transient
session-specific identifiers, which are less prone to identi-
fying an individual compared with persistent identifiers of
OSNs. Yet, the sites may embed pieces of PIT such as email
addresses and location within cookies or Request-URIs.

We havecarried out a preliminary examination of several
popular commercial sites for which we have readily available
access. These include books, newspaper, travel, micropay-
ment, and e-commerce sites. We identified a news site that
leaks user email addresses to at least three separate third-
parly aggregators. A travel sile embeds a user’s first name
and default airport in ils cookies, which is therefore leaked
to any third-party server hiding within the domain name of
the travel site. By and large we did not observe leakage of
user’s login identifier via the Referer header, the Cookie,
or the Request-URI. It should be noted that even if the
user’s identifier had leaked, the associated profile informa-
tion about the user will not he available to the aggregator
without the corresponding password.

Our preliminary examination should not be taken as the
final answeron this issue. A thorough understanding of the
scope of the problem along with steps for preventing leak-
age in general remains a primary concern. Anyprotection
technique must effectively ensure de-identification between
a uscr’s identity prior to any external communication on any
sitc that requires logging in OSN or otherwise.

7, CONCLUSION

The results of our study clearly show that the indirect
leakage of PII via OSN identifiers to third-party aggrega-
tion servers is happening. OSNs in our study consistently
demonstrate leakage of user identifier information to one or
more third-parties via Request-URIs, Referer headers and
cookies. In addition, two of the OSNs directly leak pieces
of PIT to third parties with one of the OSNs leaking zip
code and email information about users thal may not be
even publicly available within the OSN itself, We also ob-
serve that this leakage extends to external OSN applications,
which not only have access to user profile information, but
leak a user’s OSN identifier to other third parties. It should
be noted that there may be private contractual agreements

between aggregators and OSNsthat forbid aggregators from
using any information they may receive as a result of user’s
interaction with an OSN.

OSNsare in the best position to prevent such leakage by
eliminating OSN identifiers from the Request-URI and con-
sequently the Referer header. This elimination can be done
directly or by mapping an OSN identifier to a session-specilic
value. Users have some meats for limiting PIT leakage via
what information Lhey provide to the OSN or browser/proxy
techniques to control use of the Referer header and cookies.
However, these controls may break accesses to othersites or
not completely eliminate PIT leakage via OSNs.

A clear direction for future work is to understand the big-
ger picture of PII leakage to third parties. We have per-
formed a preliminary examination of PIT leakage for non-
OSN sites and found a couple of instances where pieces of
PIT were leaked to third-parties. We plan to undertake a
more extensive examination of this issue along with steps
that can be taken to prevent leakage of private information.
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Status of this Memo
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1) for the standardization state and status of this protocol. Distribution of this memois unlimited.

Copyright Notice
Copyright (C) The Internet Society (1999). All Rights Reserved.

Abstract

The Hypertext Transfer Protocol (HTTP)is an application-level protocol for distributed, collaborative, hypermedia
information systems. lt is a generic, stateless, protocol which can be used for many tasks beyondits use for
hypertext, such as nameservers and distributed object management systems, through extension ofits request
methods, error codes and headers [47]. A feature of HTTPis the typing and negotiation of data representation,
allowing systemsto be built independentlyof the data being transferred.

HTTP has beenin use by the World-Wide Web global informationinitiative since 1990. This specification defines
the protocol referred to as “HTTP/1.1”, and is an update to RFC 2068 [33].
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1 Introduction

1.1 Purpose

The Hypertext Transfer Protocol (HTTP)is an application-level protocol fordistributed, collaborative, hypermedia
information systems. HTTP has been in use by the World-Wide Webglobal information initiative since 1990. The
first version of HTTP, referred to as HTTP/O.9, was a simple protocol for rawdata transfer across the Internet.
HTTP/1.0, as defined by RFC 1945 [6], improved the protocol by allowing messagesto be in the format of MIME-
like messages, containing metainformation about the data transferred and modifiers on the request/response
semantics. However, HTTP/1.0 does not sufficiently take into consideration the effects of hierarchical proxies,
caching, the need for persistent connections, or virtual hosts. In addition, the proliferation of incompletely-
implemented applications calling themselves “HTTP/1.0” has necessitated a protocol version change in order for two
communicating applications to determine each other’s true capabilities.

This specification defines the protocol referred to as “HTTP/1.1”. This protocol includes more stringent
requirements than H'T'TP/1.0 in order to ensure reliable implementationofits features.

Practical information systems require more functionality than simple retrieval, including search, front-end update,
and annotation. HTTP allows an open-ended set of methods and headers that indicate the purpose of a request [47].
It builds on the discipline of reference provided by the Uniform Resource Identifier (URT) [3], as a location (URL)
[4] or name (URN)[20], for indicating the resource to which a methodis to be applied. Messages are passed in a
format similar to that used by Internet mail [9] as defined by the Multipurpose Internet Mail Extensions (MIME)[7].

HTTPis also used as a generic protocol for communication between user agents and proxies/gateways to other
Internet systems, including those supported by the SMTP [16], NNTP [13], FTP [18], Gopher [2], and WAIS[10]
protocols. In this way, HTTP allows basic hypermedia access to resources available fromdiverse applications.

1.2 Requirements

The key words “MUST”, “MUST NOT’, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD
NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL”in this documentare to be interpreted as described in
RFC 2119 [34].

An implementation is not compliantif it fails to satisfy one or more of the MUST or REQUIREDlevel requirements
for the protocols it implements. An implementation that satisfies all the MUST or REQUIREDlevel and all the
SHOULDlevel requirements for its protocols is said to be “unconditionally compliant”; one that satisfies all the
MUSTlevel requirements but not all the SHOULD level requirementsfor its protocols is said to be “conditionally
compliant.”
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1.3 Terminology

This specification uses a numberof termsto refer to the roles played by participants in, and objects of, the HTTP
communication.

connection

A transport layer virtual circuit established between two programsfor the purpose of communication.

message

The basic unit of HTTP communication, consisting of a structured sequence of octets matching the syntax
defined in section 4 and transmitted via the connection.

request

An HTTPrequest message, as defined in section 5.

response

An HTTPresponse message, as defined in section 6.

resource

A network data object or service that can be identified by a URI, as defined in section 3.2. Resources may be
available in multiple representations (e.g. multiple languages, data formats, size, and resolutions) or vary in
other ways.

entity
The information transferred as the payload of a request or response. An entity consists of metainformation in the
form of entity-headerfields and content in the form of an entity-body, as described in section 7.

representation
Anentity included with a response that is subject to content negotiation, as described in section 12. There may
exist multiple representations associated with a particular responsestatus.

content negotiation
The mechanism for selecting the appropriate representation when servicing a request, as described in section 12.
The representation of entities in any response can be negotiated (including error responses).

variant

A resource mayhave one, or more than one, representation(s) associated with it at any given instant. Each of
these representations is termed a ‘variant.’ Use of the term ‘variant’ does not necessarily imply that the resource
is subject to content negotiation.

client

A program that establishes connections for the purpose of sending requests.

user agent

‘The client which initiates a request.hese are often browsers, editors, spiders (web-traversing robots), or other
end usertools.

server

An application program that accepts connections in order to service requests by sending back responses. Any
given program may be capable of being both a client and a server; our use of these terms refers only to the role
being performed by the program for a particular connection, rather than to the program’s capabilities in general.
Likewise, any server may act as an origin server, proxy, gateway, or tunnel, switching behavior based on the
nature of each request.

origin server
The server on which a given resource residesoris to be created.
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proxy

An intermediary program which acts as both a server andaclient for the purpose of making requests on behalf
of other clients. Requests are serviced internally or by passing them on, with possible translation, to other
servers. A proxy MUST implement both the client and server requirements of this specification. A “transparent
proxy”is a proxy that does not modify the request or response beyond whatis required for proxy authentication
and identification. A “non-transparent proxy” is a proxy that modifies the request or response in order to provide
some addedservice to the user agent, such as group annotation services, media type transformation, protocol
reduction, or anonymity filtering. Except where either transparent or non-transparent behavioris explicitly
stated, the HTTP proxy requirements apply to both types of proxies.

gateway

A server which acts as an intermediary for some other server. Unlike a proxy, a gateway receives requestsasif it
were the origin server for the requested resource; the requesting client may not be awarethatit is
communicating with a gateway.

tunnel

Anintermediary program whichis acting as a blind relay between two connections. Onceactive, a tunnel is not
considered a party to the HTTP communication, though the tunnel may have been initiated by an HTTP request.
‘The tunnel ceases to exist when both ends of the relayed connections are closed.

cache

A program’s local store of response messages and the subsystem that controls its message storage, retrieval, and
deletion. A cache stores cacheable responses in order to reduce the response time and network bandwidth
consumption on future, equivalent requests. Any client or server may include a cache, though a cache cannot be
used byaserverthat is acting as a tunnel.

cacheable

A responseis cacheableif a cache is allowed to store a copy of the response message for use in answering
subsequent requests. The rules for determining the cacheability of HTTP responsesare defined in section 13.
Even if a resource is cacheable, there may be additional constraints on whether a cache can use the cached copy
for a particular request.

first-hand

A responseis first-hand if it comes directly and without unnecessary delay from the origin server, perhaps via
one or more proxies. A responseis also first-handifits validity has just been checked directly with the origin
server.

explicit expiration time
The time at which the origin server intends that an entity should no longer be returned by a cache without further
validation.

heuristic expiration time
An expiration time assigned by a cache when noexplicit expiration time is available.

age

The age of a response is the time since it was sent by, or successfully validated with, the origin server.

freshness lifetime

The length of time between the generation of a response andits expiration time.

fresh

A responseis fresh if its age has not yet exceeded its freshness lifetime.

stale

A responseisstale if its age has passedits freshness lifetime.
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semantically transparent
A cache behaves in a “semantically transparent” manner, with respectto a particular response, whenits use
affects neither the requesting client nor the origin server, except to improve performance. When a cacheis
semantically transparent, the client receives exactly the same response (except for hop-by-hop headers) that it
would have received had its request been handled directly by the origin server.

validator

A protocol element(e.g., an entity tag or a Last-Modified time) that is used to find out whethera cache entry is
an equivalent copy of an entity.

upstream/downstream
Upstream and downstream describe the flow of a message: all messages flow from upstream to downstream.

inbound/outbound

Inbound and outboundrefer to the request and response paths for messages: “inbound” means “traveling toward
the origin server”, and “outbound” means“traveling toward the user agent”

1.4 Overall Operation

The HTTP protocol is a request/response protocol. A client sends a request to the server in the formof a request
method, URI, and protocol version, followed by a MIME-like message containing request modifiers, client
information, and possible body content over a connection with a server. The server responds with a status line,
including the message’s protocol version and a successor error code, followed by a MIME-like message containing
server information, entity metainformation, and possible entity-body content. The relationship between H'IT'P and
MIMEis described in appendix 19.4.

Most HTTP communication is initiated by a user agent and consists of a request to be applied to a resource on some
origin server. In the simplest case, this may be accomplished via a single connection (v) between the user agent (UA)
and the origin server (O).  

request chain >
UA Vv Oo

< response chain

A more complicated situation occurs when one or more intermediaries are present in the request/response chain.
There are three common forms of intermediary: proxy, gateway, and tunnel. A proxy is a forwarding agent, receiving
requests for a URIin its absolute form, rewriting all or part of the message, and forwarding the reformatted request
toward the server identified by the URI. A gatewayis a receiving agent, acting as a layer above some other server(s)
and, if necessary, translating the requests to the underlying server’s protocol. A tunnel acts as a relay point between
two connections without changing the messages; tunnels are used when the communication needs to pass through an
intermediary (such as a firewall) even when the intermediary cannot understand the contents of the messages.

 
 

request chain >
UA Vv A Vv B Vv C Vv O

< sesponse chain

The figure above showsthree intermediaries (A, B, and C) between the user agent and origin server. A request or
response messagethat travels the whole chain will pass through four separate connections. This distinction is
important because some HTTP communication options may apply only to the connection with the nearest, non-
tunnel neighbor, only to the end-points of the chain,or to all connections along the chain. Although the diagram is
linear, each participant may be engaged in multiple, simultaneous communications. For example, B may be receiving
requests from manyclients other than A, and/or forwarding requests to servers other than C, at the same time thatit
is handling A’s request.

Anyparty to the communication which is not acting as a tunnel may employ an internal cache for handling requests.
The eftect ofa cacheis that the request/response chainis shortened if one ofthe participants along the chain has a
cached response applicable to that request. The followingillustrates the resulting chain if B has a cached copyof an
earlier response from O (via C) for a request which has not been cached by UA orA.

request chain -—--------—-— >
UA Vv A Vv B Cc 0
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<---> response chain

Notall responses are usefully cacheable, and some requests may contain modifiers which place special requirements
on cache behavior. HTTP requirements for cache behavior and cacheable responsesare defined in section 13.

In fact, there are a wide variety of architectures and configurations of caches and proxies currently being
experimented with or deployed across the World Wide Web. These systems include national hierarchies of proxy
caches to save transoceanic bandwidth, systems that broadcast or multicast cache entries, organizations that
distribute subsets of cached data via CD-ROM,and so on. HTTP systemsare used in corporate intranets over high-
bandwidth links, and for access via PDAs with low-powerradio links and intermittent connectivity. The goal of
HTTP/1.1 is to support the wide diversity of configurations already deployed while introducing protocol constructs
that meet the needs of those who build web applications that require high reliability and, failing that, at least reliable
indications offailure.

HTTP communication usually takes place over ‘(CP/IP connections. The default port is TCP 80 [19], but other ports
can be used. This does not preclude HTTP from being implemented on top of anyother protocol on the Internet, or
on other networks. HTTP only presumesa reliable transport; any protocol] that provides such guarantees can be used;
the mapping of the HTTP/1.1 request and responsestructures onto the transport data units of the protocol in question
is outside the scope ofthis specification.

In HTTP/1.0, most implementations used a new connection for each request/response exchange. In HTTP/1.1, a
connection may be used for one or more request/response exchanges, although connections may be closed for a
variety of reasons (see section 8.1).

2 Notational Conventions and Generic Grammar

2.1 Augmented BNF

All of the mechanismsspecified in this document are described in both prose and an augmented Backus-Naur Form
(BNF) similar to that used by RFC 822 [9]. lImplementors will need to be familiar with the notation in order to
understand this specification. The augmented BNFincludes the following constructs:

name = definition

The name ofa rule is simply the nameitself (without any enclosing "<" and ">") and is separated from its
definition by the equal “=” character. White space is only significant in that indentation of continuationlines is
used to indicate a rule definition that spans more than oneline. Certain basic rules are in uppercase, such as SP,

LWS, HT, CRLF, DIGIT, ALPHA,etc. Angle brackets are used within definitions whenevertheir
presence will facilitate discerning the use of rule names.

"literal"

Quotation marks surround literal text. Unless stated otherwise, the text is case-insensitive.

rulel | rule2

Elements separated bya bar (“|”) are alternatives, e.g.,“yes | no”will accept yes or no.

(zulel rule2)

Elements enclosed in parenthesesare treated as a single element. Thus, “(elem (foo | bar) elem)”
allows the token sequences “elem foo elem’ and“elem bar elem”.
 

*rule

The character preceding an element indicates repetition. The full form is “<n>*<m>element”indicating

at least <n> and at most <m> occurrences of element. Default values are 0 and infinity so that “* (element) ”
allows any number, including zero; “1*elemenL”requires at least one; and “1*2elemenL”allows one or
two.

ee?

“sule]

Square brackets enclose optional elements; “[foo baz]” is equivalent to “*1 (foo bar)”.
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N rule

Specific repetition: “<n> (element) ”is equivalent to “<n>*<n> (element) ”; that is, exactly <n>

occurrences of (element). Thus 2DIGIT is a 2-digit number, and 3ALPHAisa string of three alphabetic
characters.

#zeule

A construct “#”is defined, similar to “*”, for defining lists of elements. ‘The full formis “<n>#<m>element”
indicating at least <n> and at most <m> elements, each separated by one or more commas(", ") and
OPTIONALlinear white space (LWS). This makes the usual form of lists very easy; a rule such as

( *LWS elemenl *( *LWS "," *LWS elemenl ))
can be shown as

l#element

Wherever this construct is used, null elements are allowed, but do not contribute to the count of elements

present. Thatis, “(element), , (element) ”is permitted, but counts as only two elements. Therefore,
where at least one element is required, at least one non-null element MUSTbepresent. Default values are 0 and
infinity so that “+element”allows any number, including zero; “1#¢1lement.”requires at least one; and
“1#2element”allows oneor two.

; comment

A semi-colon,set off some distance to the right of rule text, starts a comment that continuesto the end ofline.
This is a simple wayof including useful notes in parallel with the specifications.

implied *LWS

The grammardescribed by this specification is word-based. Except where noted otherwise, linear white space
(LWS) can be included between any two adjacent words (Loken or quoLed-sL ring), and between adjacent
words and separators, without changing the interpretation of a field. At least one delimiter (LWS and/or
separators) MUSTexist between any two tokens(for the definition of “token” below), since they would
otherwise be interpreted as a single token.

2.2 Basic Rules

The following rules are used throughoutthis specification to describe basic parsing constructs. The US-ASCII coded
character set is defined by ANSI X3.4-1986 [21].

 

 

OCTET = <any 8-bit sequence of data>
CHAR = <any US-ASCII character (cctets 0 - 127)>
UPALPHA = <any US-ASCII uppercase Letter "A".."Z2">
LOALPHA = <any US-ASCII lowercase Letter "a".."z">
ALPHA = UPALPHA | LOALPHA
DIGIT = <any US-ASCII digit "0".."9">
CTL = <any US-ASCII control character

(octets 9 —- 31) and DEL (127)>
CR = <US-ASCII CR, carriage return (13)>
LF = <US-ASCII LF, linefeed (10)>
SP = <US-ASCII SP, space (32)>
HT = <US-ASCII HT, horizontal-tab (9)>
<"> = <US-ASCII double-quote mazk (34)>

HTTP/1.1 defines the sequence CR LF as the end-of-line markerfor all protocol elements except the entity-body
(see appendix 19.3 for tolerant applications). The end-of-line marker within an entity-body is defined by its
associated media type, as described in section 3.7.

CRLF = CR LF

HTTP/1.1 header field values can be folded onto multiple lines if the continuation line begins with a space or
horizontal tab. All linear white space, including folding, has the same semantics as SP. A recipient MAY replace any
linear white space with a single SP before interpreting the field value or forwarding the message downstream.

LWS = [CRLF] 1*( SP | HT )
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The TEXT rule is only used for descriptive field contents and values that are not intended to be interpreted bythe

message parser. Words of * TEXT MAYcontain characters from character sets other than ISO-8859-1 [22] only
when encoded according to the rules of RFC 2047 [14].

TEXT = <any OCTET except CTLs,
but including LWS>

A CRLFis allowed in the definition of TEXT only as part of a header field continuation. It is expected that the
folding LWSwill be replaced with a single SP before interpretation of the TEXT value.

 

  

Hexadecimal numeric characters are used in several protocol elements.
  HEX = "AY | "BM | ™c™ | "pw | opr | mpm

Ma¥ | Bb | Me™ | dh | Me™ | UL" | DIGIT

Many HTTP/1.1 header field values consist of words separated by LWSorspecial characters. These special
characters MUSTbein a quotedstring to be used within a parameter value (as defined in section 3.6).

token = 1*<any CHAR except CILs or separators>
separators = uw (" | ") u | Well | Wow | wan

uw , W | ue u | u : Ww | Ww \ W | <>
uw / W | W c" | uo | wou | wil
ny" | wy | SP | HT

Comments can be included in some HTTPheaderfields by surrounding the comment text with parentheses.
Commentsare only allowedin fields containing “comment”as partoftheir field value definition. In all other fields,
parentheses are considered part ofthe field value.

commentl = "(" *C clexL quolLed-pa_+ | commenl ) ")"
clexl = <any TEXT excluding "(" and ")">

A string of text is parsed as a single wordif it is quoted using double-quote marks.

quoted-string = ( <"> *(qdtext | quoted-pair ) <"> )
qdtext = <any TEXT except <">>

The backslash character (“V’) MAYbe used as a single-character quoting mechanism only within quoted-string and
comment constructs.

 
quoted-pair = "\" CHAR

3 Protocol Parameters

3.1 HTTP Version

HTTPuses a “<major>.<minor>” numbering schemeto indicate versions of the protocol. The protocol versioning
policy is intended to allow the senderto indicate the format of a message and its capacity for understanding further
HTTP communication, rather than the features obtained via that communication. No change is made to the version
numberfor the addition of message components which do not affect communication behavior or which only add to
extensible field values. The <minor> numberis incremented when the changes madeto the protocol add features
which do not change the general message parsing algorithm, but which may add to the message semantics and imply
additional capabilities of the sender. ‘The <major> numberis incremented when the format of a message within the
protocol is changed. See RFC 2145 [36] for a fuller explanation.

The version of an HTTP messageis indicated by an HTTP—Versionfield in the first line of the message.

HITP-Version = "HTTP ™ "/" LT*DIGIT "." 1*DIGIT

Note that the major and minor numbers MUSTbe treated as separate integers and that each MAY beincremented
higher than a single digit. Thus, HTTP/2.4 is a lower version than HTTP/2.13, which in turn is lower than
HTTP/12.3. Leading zeros MUST be ignored by recipients and MUST NOTbesent.

An application that sends a request or response message that includes HP Version of “HTTP/1.1” MUSTbeat
least conditionally compliant with this specification. Applications that are at least conditionally compliant with this
specification SHOULD use an HTTP-Version of “HTTP/1.1” in their messages, and MUSTdo so for any message
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that is not compatible with HTTP/1.0. Por more details on when to send specific HTTP-Version values, see RFC
2145 [36].

The HTTP version of an application is the highest HTTP version for which the application is at least conditionally
compliant.

Proxy and gatewayapplications need to be careful when forwarding messages in protocol versions different from
that of the application. Since the protocol version indicates the protocol capability of the sender, a proxy/gateway
MUSTNOTsend a message with a version indicator which is greater than its actual version. If a higher version
request is received, the proxy/gateway MUSTeither downgrade the request version, or respond with an error, or
switch to tunnel behavior.

Dueto interoperability problems with H'T'TP/1.0 proxies discovered since the publication of RFC 2068[33], caching
proxies MUST, gateways MAY,and tunnels MUST NOTupgradethe requestto the highest version they support.
The proxy/gateway’s response to that request MUST be in the same major version as the request.

Note: Converting between versions of HTTP may involve modification of header fields required or
forbiddenby the versions involved.

3.2 Uniform Resource Identifiers

URIs have been known by many names: WWW addresses, Universal DocumentIdentifiers, Universal Resource
Identifiers [3], and finally the combination of Uniform Resource Locators (URL) [4] and Names (URN)[20]. As far
as HTTP is concerned, Uniform Resource Identifiers are simply formatted strings which identify--via name, location,
or any other characteristic--a resource.

3.2.1 General Syntax

URIs in HTTP can he represented in absolute form or relative to some known base URI [11], depending upon the
context oftheir use. The two formsare differentiated bythe fact that absolute URIs always begin with a scheme
name followed by a colon. For definitive information on URL syntax and semantics, see “Uniform Resource
Identifiers (URI: Generic Syntax and Semantics,” RFC 2396 [42] (which replaces RFCs 1738 [4] and RFC 1808
[11]). This specification adopts the definitions of “URI-reference”, “abscluteURI”, “relativeURI”,27 66

“porLl”, “hosl”,“abs_path”, “rel_path”, and “auLhorilLy”fromthat specification.

The HTTP protocol does not place any a priori limit on the length of a URI. Servers MUST beable to handle the
URIof any resource they serve, and SHOULDbeable to handle URIs of unbounded length if they provide GET-
based forms that could generate such URIs. A server SHOULDreturn 414 (Request-URI Too Long) status if a URI
is longer than the server can handle (see section 10.4.15).

Note: Servers ought to be cautious about depending on URI lengths above 255 bytes, because some older
client or proxy implementations might not properly support these lengths.

3.2.2 http URL

The “http” schemeis used to locate network resources via the HTTP protocol. This section defines the scheme-
specific syntax and semantics for http URLs.

http_URL = "http:" "//" host [ ":" port ] [ abs_path [ "?" query ]]

If the port is empty or not given, port 80 is assumed. The semantics are that the identified resource is located at the
serverlistening for TCP connections on that port of that host, and the Request—URZfor the resourceis
abs_path (section 5.1.2). The use of IP addresses in URLs SHOULDbe avoided whenever possible (see RFC
1900 [24]). If the abs_pathis not present in the URL, it MUST be givenas “/” when used as a Requesl—-URI

for a resource (section 5.1.2). If a proxy receives a host name whichis not a fully qualified domain name, it MAY
add its domain to the host nameit received. If a proxyreceives a fully qualified domain name, the proxy MUST
NOTchangethe host name.
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3.2.3, URI Comparison

When comparing two URIs to decide if they match or not, a client SHOULD usea case-sensitive octet-by-octet
comparisonofthe entire URIs, with these exceptions:

e A port that is emptyor not given is equivalent to the default port for that URI-reference;

® Comparisons of host names MUSTbe case-insensitive;

® Comparisons of scheme names MUSTbe case-insensitive;

® Anempty abs_path is equivalent to an abs_path of “/”.

Characters other than those in the “reserved” and “unsafe”sets (see RFC 2396 [42]) are equivalent to their “"%"
HEX HEX” encoding.

 
  
 

For example, the following three URIs are equivalent:

http://abe.com:80/~smith/home.html
http://ABC.com/%7Esmith/home.htnl
http://ABC.com:/%7esnith/home.html

3.3 Date/Time Formats

 

3.3.1 Full Date

HTTPapplications havehistorically allowed three different formats for the representation of date/time stamps:

Sun, 06 Nov 1994 08:49:37 GMT ; RFC 822, updated by RFC 1123
Sunday, 06-Nov-94 08:49:37 GMT ; REC 850, cbsoleted by REC 1036
Sun Nov 6 08:49:37 1994 ; ANSI C's asctime() format

Thefirst format is preferred as an Internet standard and represents a fixed-length subset of that defined by RFC 1123
[8] (an update to RFC 822 [9]). The second format is in commonuse, but is based on the obsolete RFC 850 [12] date
format and lacks a four-digit year. HTTP/1.1 clients and servers that parse the date value MUST acceptall three
formats (for compatibility with HTTP/1.0), though they MUST only generate the RFC 1123 format for representing
HTTP-date values in headerfields. See section 19.3 for further information.

 

Note: Recipients of date values are encouraged to be robust in accepting date values that may have been
sent by non-HTTPapplications, as is sometimes the case whenretrieving or posting messages via
proxies/gateways to SMTP or NNTP.

All HTTP date/time stamps MUSTbe represented in Greenwich Mean Time (GMT), without exception. For the
purposes of HTTP, GMTis exactly equal to UTC (Coordinated Universal ‘lime).‘his is indicated in the first two
formats by the inclusion of “GMT”as the three-letter abbreviation for time zone, and MUST be assumed when
reading the asctime format. HTTP-date is case sensitive and MUST NOTinclude additional LWS beyondthat
specifically included as SP in the grammar.

 
HTTP-date = rfcli23-date | rfc850-date | asctime-date
ricl 23-date = wkday "," SP datel SP time SP "CMT"
ric850-date = weekday "," SP date2 SP time SP "CMT"
asctime-date = wkday SP date3 SP time SP 4DIGIT
datet = 2DIG_IT SP month SP 4DIGIT

; day month year (e.g., 02 Jun 1982)
date2 = 2DIG_IT "-" month "—-" 2DIGIT

; day-month-year (e.g., 02-Jun-82)
date3 = month SP ( 2DIG-T | ( SP 1DIGIT ))

j month day (e.g., Jun 2)
time = 2DIGLIT ":" 2DIGLT “":" 2DIGLT

; 00:00:00 - 23:59:59
wkday = "Mon" | "Tue" | "Wed"

| "Thu" | wer" | "Sat" | "Sun"
weekday = "Monday" | "Tuesday" | “Wednesday”

| "Thursday" | "Friday" | "Saturday" | "Sunday"
month = "Jan" | "Bab" | "Mar" | "Apzs"

| Ww May" | Ww Jun" | Ww Jul" | "Aug"
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| "Sep" | "Oct" | "Nov" | "Dec"

Note: HTTP requirements for the date/time stamp format apply only to their usage within the protocol
stream. Clients and servers are not required to use these formats for user presentation, request logging,etc.

3.3.2 Delta Seconds

Some HTTP headerfields allowa time value to be specified as an integer numberofseconds, represented in
decimal, after the time that the message wasreceived.

delta seconds = 1*DILGLT

3.4 Character Sets

HTTPusesthe same definition of the term “character set” as that described for MIME:

The term “character set’ is used in this documentto refer to a method used with one or moretables to

convert a sequence of octets into a sequence of characters. Note that unconditional conversion in the other
direction is not required, in that not all characters may be available in a given character set and a character
set may provide more than one sequence of octets to represent a particular character. This definitionis
intended to allow various kinds of character encoding, from simple single-table mappings such as US-
ASCII to complex table switching methods such as those that use ISO-2022’s techniques. However, the
definition associated with a MIME character set name MUSTfully specify the mapping to be performed
from octets to characters. In particular, use of external profiling information to determine the exact mapping
is not permitted.

Note: This use of the term “character set” is more commonlyreferred to as a “character encoding.”
However, since HTTP and MIMEshare the sameregistry, it is important that the terminology also be
shared.

HTTPcharactersets are identified by case-insensitive tokens. The complete set of tokens is defined by the IANA
Character Set registry [19].

charset = token

Although HTTP allows an arbitrary token to be used as a charset value, any token that has a predefined value within
the IANA Character Set registry [19] MUST represent the character set defined by that registry. Applications
SHOULDlimit their use of character sets to those defined by the IANAregistry.

Implementors should be aware of IETF character set requirements [38] [41].

3.4.1 Missing Charset

Some HTTP/1.0 software has interpreted a Content —Type header without charset parameter incorrectly to mean
“recipient should guess.” Senders wishing to defeat this behavior MAY include a charset parameter even when the
charset is ISQ-8859-1 and SHOULD do so whenit is known thatit will not confuse the recipient.

Unfortunately, some older HTTP/1.0 clients did not deal properly with an explicit charset parameter. HTTP/1.1
recipients MUST respect the charset label provided by the sender; and those user agents that have a provision to
“guess” a charset MUST use the charset from the content-type field if they support that charset, rather than the
recipient’s preference, wheninitially displaying a document. See section 3.7.1.

3.5 Content Codings

Content coding values indicate an encoding transformation that has been or can be applied to an entity. Content
codings are primarily used to allow a document to be compressed or otherwise usefully transformed without losing
the identity of its underlying media type and without loss of information. Frequently, the entity is stored in coded
form, transmitted directly, and only decodedbythe recipient.

content-coding = token

All content-coding values are case-insensitive. HTTP/1.1 uses content-coding values in the Accept-Encoding
(section 14.3) and Content—Encoding (section 14.11) headerfields. Although the value describes the content-

 
 

Fielding, et al Standards Track [Page 16]

Ex. 1002 - Page 325



Ex. 1002 - Page 326

REC 2616 HYTp/1.1 June, 1999

coding, what is more importantis that it indicates what decoding mechanism will be required to remove the
encoding.
The Internet Assigned Numbers Authority (IANA) acts as a registry for content-coding value tokens. Initially, the
registry contains the following tokens:

gzip Anencoding format produced bythe file compression program “gzip” (GNUzip) as described in RFC 1952
[25]. This format is a Lempel-Ziv coding (LZ77) with a 32 bit CRC.

compress

The encoding format produced by the common UNIX file compression program “compress”. This formatis
an adaptive Lempel-Ziv-Welch coding (LZW).

Use of program namesfor the identification of encoding formats is not desirable and is discouraged for
future encodings. Their use here is representative of historical practice, not good design. For compatibility
with previous implementations of HTTP, applications SHOULDconsider“x-gzip” and “x-compress”to be
equivalent to “gzip” and “compress”respectively.

deflate

The “zlib” format defined in RFC 1950 [31] in combination with the “deflate” compression mechanism
described in RFC 1951 [29].

identity

The default (identity) encoding; the use of no transformation whatsoever. This content-coding is used only
in the Accept-Encoding header, and SHOULD NOTbeused in the Content -Encodingheader.

  

New content-coding value tokens SHOULDberegistered; to allow interoperability between clients and servers,
specifications of the content coding algorithms needed to implement a new value SHOULDbepublicly available and
adequate for independent implementation, and conformto the purpose of content coding defined in this section.

3.6 Transfer Codings

Transfer-coding values are used to indicate an encoding transformation that has been, can be, or may need to be
applied to an entity-bodyin order to ensure “safe transport” through the network.‘This differs from a content coding
in that the transfer-coding is a property of the message,not of the original entity.

transfer-—coding "chunked" | transfer-extension
transfer-extensicn = token *( ";" parameter )

Parameters are in the formof attribute/value pairs.

parameter = attribute "=" value
attribute = token

value = token | quoted-string
 

All transfer-coding values are case-insensitive. HT'TP/1.1 uses transfer-coding values in the TE headerfield (section
14.39) and in the Trans fer-Encoding headerfield (section 14.41).

 

Whenevera transfer-coding is applied to a message-body, the set of transfer-codings MUSTinclude “chunked”,
unless the messageis terminated by closing the connection. When the “chunked”transter-coding is used, it MUST
be the last transfer-coding applied to the message-body. The “chunked”transfer-coding MUST NOTbeapplied
more than once to a message-body. These rules allowthe recipient to determine the transfer-length of the message
(section 4.4).

 
Transfer-codings are analogous to the Content -—Transfer-Encoding values of MIME [7], which were
designed to enable safe transport of binary data over a 7-bit transport service. However, safe transport has a different
focus for an 8bit-clean transfer protocol. In HTTP,the only unsafe characteristic of message-bodiesis the difficulty
in determining the exact body length (section 7.2.2), or the desire to encrypt data over a shared transport.

The Internet Assigned Numbers Authority (ANA)acts as a registry for transfer-coding value tokens. Initially, the
registry contains the following tokens: “chunked”(section 3.6.1), “identity”(section 3.6.2), “gzip”(section
3.5), “compress”(section 3.5), and “deflate”(section 3.5).
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Newtransfer-coding value tokens SHOULDberegistered in the same wayas new content-coding value tokens
(section 3.5).

A server which receives an entity-body with a transter-coding it does not understand SHOULDreturn 501
(Unimplemented), and close the connection. A server MUST NOTsendtransfer-codings to an HTTP/1.0 client.

3.6.1 Chunked Transfer Coding

The chunked encoding modifies the body of a message in orderto transfer it as a series of chunks, each with its own
size indicator, followed by an OPTIONALtrailer containing entity-header fields. This allows dynamically produced
content to be transferred along with the information necessary for the recipient to verify that it has received thefull
message.

   
 

Chunked-Body = *chunk
last-—chunk
trailer
CRLF

chunk = chunk-size [ chunk-extension ] CRLF
chunk-data CRLF

chunk-size = 1*HEX

last—chunk = 1*("0") [ chunk-extension ] CRLF

chunk-extension= *( ";" chunk-ext-name [ "=" chunk-ext-val ] )
chunk-ext-name = token

chunk-ext-val = token | quoted-string
chunk-data = chunk-size (OCTET)
trailer = *(entity-header CRIF)

The chunk-—size field is a string of hex digits indicating the size of the chunk. The chunked encoding is ended by
any chunk whosesize is zero, followed bythe trailer, which is terminated by an emptyline.

Thetrailer allows the sender to include additional HTTP headerfields at the end of the message. The Trailez
headerfield can be used to indicate which headerfields are included inatrailer (see section 14.40).

A server using chunked transfer-coding in a response MUST NOTusethetrailer for any header fields unless at least
one of the following is true:

 
a) the request included a TE headerfield that indicates “trailers” is acceptable in the transfer-coding of the

response, as described in section 14.39; or,

b) the server is the origin server for the response, the trailer fields consist entirely of optional metadata, and the
recipient could use the message (in a manneracceptableto the origin server) without receiving this
metadata. In other words, the origin server is willing to accept the possibility that the trailer fields might
be silently discarded along the path to the client.

This requirement prevents an interoperability failure when the message is being received by an HTTP/1.1 (orlater)
proxy and forwarded to an HTTP/1.0 recipient. It avoids a situation where compliance with the protocol would have
necessitated a possibly infinite buffer on the proxy.

An example process for decoding a Chunked-Bodyis presented in appendix 19.4.6.

All HTTP/1.1 applications MUSTbeable to receive and decode the “chunked”transfer-coding, and MUSTignore
chunk-extension extensions they do not understand.

3.7 Media Types

HTTPuses Internet Media Types [17] in the Content—Type(section 14.17) and Accept (section 14.1) header
fields in order to provide open and extensible data typing and type negotiation.

media-type = type "/" subtype *( ";" parameter )
type = token
subtype = token
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Parameters MAY follow the type/subtypein the form ofattribute/value pairs (as defined in section 3.6).

The type, subtype, and parameterattribute names are case-insensitive. Parameter values might or might not be case-
sensitive, depending on the semantics of the parameter name. Linear white space (LWS) MUST NOTbe used

between the type and subtype, nor between an attribute and its value. The presence or absence of a parameter might
be significant to the processing of a media-type, depending on its definition within the media type registry.

Note that some older HTTP applications do not recognize media type parameters. When sending data to older HTTP
applications, implementations SHOULDonly use media type parameters when they are required by that type/subtype
definition.

Media-type values are registered with the Internet Assigned Number Authority JANA [19]). The media type
registration process is outlined in RFC 1590 [17]. Use of non-registered media types is discouraged.

3.7.1 Canonicalization and Text Defaults

Internet media types are registered with a canonical form. An entity-body transferred via HTTP messages MUST be
represented in the appropriate canonical formpriorto its transmission except for “text” types, as defined in the next
paragraph.

Whenin canonical form, media subtypes of the “text” type use CRLF asthe text line break. HTTP relaxesthis
requirement and allows the transport of text media with plain CR or LF alone representing a line break whenit is
done consistently for an entire entity-body. HTTP applications MUST accept CRLF, bare CR, and bare LF as being
representative ofa line break in text media received via HTTP.In addition,if the text is represented in a character
set that does not use octets 13 and 10 for CR and iF respectively, as is the case for some multi-byte charactersets,
HTTP allows the use of whatever octet sequences are defined by that character set to represent the equivalent of CR

and 1F for line breaks. This flexibility regarding line breaks applies only to text media in the entity-body; a bare CR
or LF MUST NOTbesubstituted for CRLF within any of the HTTP control structures (such as header fields and
multipart boundaries).

If an entity-hody is encoded with a content-coding, the underlying data MUSTbein a form defined ahoveprior to
being encoded.

The “charset” parameter is used with some media types to define the character set (section 3.4) of the data. When no
explicit charset parameter is provided by the sender, media subtypes of the “text” type are defined to have a default
charset value of “ISO-8859-1” when received via HTTP. Data in character sets other than “ISO-8859-1”or its

subsets MUST belabeled with an appropriate charset value. See section 3.4.1 for compatibility problems.

3.7.2. Multipart Types

MIMEprovides for a numberof “multipart” types -- encapsulations of one or more entities within a single message-
body. All multipart types share a common syntax, as defined in section 5.1.1 of RFC 2046 [40], and MUSTinclude a
boundary parameter as part of the media type value. The message bodyis itself a protocol element and MUST
therefore use only CRLFto represent line breaks between body-parts. Unlike in RFC 2046,the epilogue of any
multipart message MUST be empty; HTTP applications MUST NOTtransmit the epilogue (evenif the original
multipart contains an epilogue). These restrictions exist in order to preserve the self-delimiting nature of a multipart
message-body, wherein the “end” of the message-bodyis indicated by the ending multipart boundary.

In general, HTTP treats a multipart message-bodyno differently than any other mediatype: strictly as payload. The
one exceptionis the “multipart/byteranges” type (appendix 19.2) when it appears in a 206 (Partial Content) response,
which will be interpreted by some HTTP caching mechanismsas described in sections 13.5.4 and 14.16.In all other
cases, an HTTP user agent SHOULDfollow the sameor similar behavior as a MIMEuser agent would upon receipt
of a multipart type. The MIMEheaderfields within each body-part of a multipart message-body do not have any
significance to HTTP beyondthat defined by their MIME semantics.

In general, an HTTP user agent SHOULDfollowthe sameor similar behavior as a MIME user agent would upon
receipt of a multipart type. If an application receives an unrecognized multipart subtype, the application MUSTtreat
it as being equivalent to “multipart/mixed”.
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Note: The “multipart/form-data” type has been specifically defined for carrying form data suitable for
processing via the POST request method, as described in RFC 1867 [15].

3.8 Product Tokens

Product tokens are used to allow communicating applications to identify themselves by software name and version.
Mostfields using product tokens also allow sub-products which form a significant part of the application to belisted,
separated by white space. By convention, the productsare listed in order of their significance for identifying the
application.

product = token ["/" product-version]
product-version = token

Examples:

User-AgenL: CERN-LineMode/2.15 libwww/2.17b3
Server: Apache/0.8.4

Product tokens SHOULDbeshort and to the point. They MUST NOTbeusedfor advertising or other non-essential
information. Although any token character MAY appear in a product—version, this token SHOULDonly be
used for a version identifier(i.e., successive versions of the same product SHOULDonlydiffer in the product —
versionportion of the product value).

 

3.9 Quality Values

HTTPcontent negotiation (section 12) uses short “floating point” numbers to indicate the relative importance
(“weight”) of various negotiable parameters. A weight is normalized to a real numberin the range 0 through 1,
where 0 is the minimumand 1 the maximumvalue. If a parameter has a quality value of 0, then content with this
parameteris ‘not acceptable’ for the client. HTTP/1.1 applications MUST NOTgenerate more than threedigits after
the decimal point. User configuration of these values SHOULDalso be limited in this fashion.

qvalue = ( "Oo" [ "." O*3DIGIT ] )
( win [ wow O*3 ("0") ] )

“Quality values”is a misnomer, since these values merely represent relative degradation in desired quality.

3.10 Language Tags

A languagetag identifies a natural language spoken, written, or otherwise conveyed by humanbeings for
communication of information to other human beings. Computer languagesare explicitly excluded. HTTP uses
language tags within the AccepL—Language and ConLenL—-Language fields.

The syntax and registry of HTTP languagetags is the same as that defined by RFC 1766 [1]. In summary, a language
tag is composed of | or more parts: A primary language tag and a possibly emptyseries of subtags:

language-tag = primary-tag *( "-™ subtag )
primary-tag = 1*8ALPHA
subtag = 1*8ALPHA

White space is not allowed within the tag andall tags are case-insensitive. The name space of languagetags is
administered by the IANA. Exampletags include:

en, en US, en cockney, 1 cherokee, x pig _atin

where any two-letter primary-tag is an ISO-639 language abbreviation and any two-letter initial subtag is an ISO-
3166 country code. (Thelast three tags aboveare not registered tags; all but the last are examples of tags which
could be registered in future.)

3.11 Entity Tags

Entity tags are used for comparing two or moreentities from the same requested resource. HT'I'P/1.1 uses entity tags
in the ETag (section 14.19), [Lf-Mat ch (section 14.24), ==-None-—Mat ch (section 14.26), and If-Range
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(section 14.27) headerfields. The definition of how they are used and compared as cache validators is in section
13.3.3. An entity tag consists of an opaque quoted string, possibly prefixed by a weakness indicator.

entity-tag = [ weak = opaque-tag
weak = "w/"

opaque-tag = quoted-string

A “strong entity tag” MAY beshared by twoentities of a resource only if they are equivalent by octet equality.

A “weakentity tag,” indicated by the "W/" prefix, MAY be shared by two entities of a resource only if the entities
are equivalent and could be substituted for each other with no significant change in semantics. A weak entity tag can
only be used for weak comparison.

An entity tag MUST be uniqueacrossall versionsofall entities associated with a particular resource. A given entity
tag value MAY beusedforentities obtained by requests on different URIs. The use of the same entity tag value in
conjunction with entities obtained by requests on different URIs does not imply the equivalence of those entities.

3.12 Range Units

HTTP/1.1 allows a client to request that only part (a range of) the response entity be included within the response.
HTTP/1.1 uses range units in the Range (section 14.35) and Content Range (section 14.16) header fields. An
entity can be broken downinto subranges according to various structural units.

range-unit = bytes-unit | other-range-unit
bytes-unit = "bytes"
other-range-unit = token

The only range unit defined by HTTP/1.1 is “bytes”. HT'TP/1.1 implementations MAY ignore ranges specified using
other units. HTTP/1.1 has been designed to allow implementations of applications that do not depend on knowledge
of ranges.

4 HTTP Message

4.1 Message Types

HTTP messages consist of requests from client to server and responses from server to client. 

HTTP-messag = Requesl | Respons ; HTTP/1.1 messages

Request(section 5) and Response (section 6) messages use the generic message format of RFC 822 [9] for
transferring entities (the payload of the message). Both types of message consist of a start-line, zero or more header
fields (also knownas “headers’’), an emptyline (i.e., a line with nothing preceding the CRLF) indicating the end of
the headerfields, and possibly a message-body. 

genezic-message = start-lin
x (message-header CRLF)
CRLE

" message-body ]
start-lin = Request-—Line | Status-—Line
 

In the interest of robustness, servers SHOULDignore any empty line(s) received where a Request —Line is
expected. In other words,if the server is reading the protocol stream at the beginning of a message andreceives a
CRLFfirst, it should ignore the CRLI’.

Certain buggy HTTP/1.0 client implementations generate extra CRLP’s after a POST request. To restate whatis
explicitly forbidden by the BNF, an HTTP/1.1 client MUST NOTpreface or follow a request with an extra CRLF.

4.2 Message Headers

HTTPheaderfields, which include general-header (section 4.5), request-header (section 5.3), response-header
(section 6.2), and entity-header (section 7.1) fields, follow the same generic format as that given in Section 3.1 of
RFC 822 [9]. Each headerfield consists of a name followed by a colon (“:”) and the field value. Field names are
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case-insensitive. The field value MAY be preceded by any amount of LWS, though a single SP is preferred. Header

fields can be extended over multiple lines by preceding each extra line with at least one SP or HT. Applications
ought to follow “commonforny’, where one is knownorindicated, when generating HTTP constructs, since there
might exist some implementations that fail to accept anything beyond the common forms. 

message header = field name ":" [ field value ]
field name = token

field value = *( field content | Lws )
field content = <the OCIMIs making up the field value

and consisting of either *ThxXl or combinations
of token, separators, and quoted string>

The field-contentdoes not include anyleading or trailing LWS: linear white space occurring beforethefirst
non-whitespace character of the £ield—valueorafter the last non-whitespace character of the field-value.
Such leading or trailing LWS MAYbe removed without changing the semanticsof the field value. Any LWSthat
occurs between field-content MAYbereplaced with a single SP before interpreting the field value or

forwarding the message downstream.

The order in which headerfields with differing field names are receivedis not significant. However,it is “good
practice” to send general-headerfieldsfirst, followed by request-header or response-headerfields, and ending with
the entity-headerfields.

Multiple message-headerfields with the same field—-name MAYbepresent in a messageif and only if the entire
field-value forthat headerfield is defined as a comma-separatedlist[i.e., # (values) ]. It MUSTbe possible
to combine the multiple headerfields into one “field-name: field-value”pair, without changing the

semantics of the message, by appending each suhsequent fie¢1d va_ue tothe first, each separated by a comma.
The order in which headerfields with the same field-name are received is therefore significant to the interpretation of
the combinedfield value, and thus a proxy MUST NOTchangethe order of these field values when a messageis
forwarded.

4.3 Message Body

‘The message-body (if any) of an HTTP messageis used to carry the entity-body associated with the request or
response. The message-body differs from the entity-body only when a transfer-coding has been applied, as indicated
by the Transfer-Encoding headerfield (section 14.41).

message-body = enLily—body
| <enl_ly-body encoded as per Transler-Encoding>

Tzransfer-Enceding MUSTbeusedto indicate any transfer-codings applied by an application to ensure safe
and propertransfer of the message. T>ansfer—Enccodingis a propertyof the message,notof the entity, and thus
MAYbeaddedor removed by anyapplication along the request/response chain. (However, section 3.6 places
restrictions on when certain transfer-codings may be used.)

 
   

 

The rules for when a message-bodyis allowed in a message differ for requests and responses.

The presence of a message-body in a request is signaled by the inclusion of a Content-Length or Transfer—
Encodingheaderfield in the request’s message-headers. A message-body MUST NOTbeincludedin a requestif
the specification of the request method (section 5.1.1) does not allow sending an entity-bodyin requests. A server
SHOULD tread and forward a message-body on any request; if the request method does not include defined
semantics for an entity-body, then the message-body SHOULDbeignored when handling the request.

 

For response messages, whether or not a message-bodyis included with a message is dependent on both the request
method and the response status code (section 6.1.1). All responses to the HEAD request method MUST NOT
include a message-body, even though the presence of entity-header fields might lead one to believe they do. All 1xx
Gnformational), 204 (no content), and 304 (not modified) responses MUS'T NOTinclude a message-body. All other
responses do include a message-body, although it MAYbeof zero length.
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4.4 Message Length

The transfer-length of a messageis the length of the message-bodyas it appears in the message;that is, after any
transfer-codings have been applied. When a message-bodyis included with a message, the transfer-length of that
bodyis determined byone of the following (in order of precedence):

1. Any response message which “MUST NOT”include a message-body(such as the 1xx, 204, and 304
responses and any response to a HEAD request) is always terminated bythe first empty line after the header
fields, regardless of the entity-headerfields present in the message.

 
2. Ifa Transfer—-Encodingheaderfield (section 14.41) is present and has any value other than

“identity”, then the transfer-length is defined byuse of the “chunked”transfer-coding (section 3.6),
unless the message is terminated by closing the connection.

3. Ifa ConLenl—LengLhheaderfield (section 14.13) is present, its decimal value in OCTETSrepresents
both the entity-length and the transfer-length. The Content Length header field MUST NOTbesentif
these two lengths are different (i.e., ifa Transter—Encoding headerfield is present). If a message is
received with both a Transfer-Encoding headerfield anda Content-Length headerfield, the

latter MUSTbe ignored.

 
 

4. Ifthe message uses the media type “multipart/byteranges”, and the transfer-length is not otherwise
specified, then this self-delimiting media type defines the transfer-length. This media type MUST NOT be
used unless the sender knowsthat the recipient can parse it; the presence in a request of a Range header
with multiple byte-range specifiers from a 1.1 client implies that the client can parse multipart/byteranges
responses.

A range header might be forwarded by a 1.0 proxy that does not understand multipart/byteranges; in this
case the server MUST delimit the message using methods defined in items 1,3 or 5 of this section.

5. By the server closing the connection. (Closing the connection cannot be used to indicate the end of a request
body, since that would leave no possibility for the server to send back a response.)

For compatibility with HTTP/1.0 applications, HTTP/1.1 requests containing a message-body MUSTinclude a valid
Content-Length headerfield unless the server is known to be HTTP/1.1 compliant. If a request contains a
message-body and a Content-Lengthis not given, the server SHOULDrespond with 400 (bad request) if it
cannot determine the length of the message, or with 411 (length required) if it wishes to insist on receiving a valid
Content-Length.

All HTTP/1.1 applications that receive entities MUSTaccept the “chunked”transfer-coding (section 3.6), thus
allowing this mechanism to be used for messages when the message length cannot be determined in advance.

Messages MUST NOTinclude both a Content-Length headerfield and a non-identity transfer-coding. If the
message does include a non-identity transfer-coding, the Content-Length MUSTbeignored.

When a Content-Lengthis given in a message where a message-bodyis allowed,its field value MUSTexactly

match the number of OCTETsin the message-body. HTTP/1.1 user agents MUSTnotify the user when an invalid
length is received and detected.

4.5 General HeaderFields

There are a few headerfields which have general applicability for both request and response messages, but which do
not apply to the entity being transferred. These header fields apply only to the message being transmitted.

general-header = Cache-Control 7 Section 14.9
Connection ; Section 14.10
Date j; Section 14.18
Pragma ; Section 14.32
Trailer ; Section 14.40

f Section 14.41 Transfer-Encoding
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Upgzade 7 Section 14.42
Via 7 Section 14.45
Warning 7 Section 14.46

General-header field names can be extended reliably only in combination with a changein the protocol version.
However, new or experimental header fields may be given the semantics of general headerfields if all parties in the
communication recognize them to be general-headerfields. Unrecognized headerfields are treated as entity-header
fields.

5 Request
A request message from a client to a server includes, within the first line of that message, the method to be applied to
the resource, the identifier of the resource, and the protocol version in use.

Request = RequesL-Line ; Seclion 5.1
*(( general-header ; Seclion 4.5

| sequesl-header 7; Seclion 5.3
| enLily-header } CRLF) ; Seclion 7.1

CRLF

[ message-kody ] 7; Seclion 4.3

5.1 Request-Line

The Request —Line begins with a method token, followed by the Request —URI andthe protocol version, and
ending with CRLF. The elements are separated by SP characters. No CR or —F is allowed exceptin the final CRLF
sequence.

Request—Line = Method SP Request—-URI SP HTTP-Version CRIF

5.1.1 Method

The Method token indicates the method to be performed onthe resource identified by the Request —URI. The
methodis case-sensitive.

 
 
 

 
 

Method = "OPTIONS" ; Section 9.2
"GET" ; Section 9.3
"HEAD" ; Section 9.4
"POST" 7; Section 9.5
"PUT" ; Section 9.6
"DELETE" ; Section 9.7
"TRACE" ; Section 9.8
"CONNECT" ; Section 9.9
extension-methcd

xtension-method = tcken

  
Thelist of methods allowed by a resource can be specified in an Al 1 ow headerfield (section 14.7). The return code
of the response alwaysnotifies the client whether a methodis currently allowed on a resource, since the set of
allowed methods can change dynamically. An origin server SHOULDreturn the status code 405 (Method Not
Allowed) if the method is knownbythe origin server but not allowed for the requested resource, and 501 (Not
Implemented)if the method is unrecognized or not implemented by the origin server. The methods GET and HEAD
MUSTbe supported by all general-purpose servers. All other methods are OPTIONAL;however,if the above
methods are implemented, they MUST be implemented with the same semanticsas those specified in section 9.

5.1.2, Request-URI

The Request—URIis a Uniform Resource Identifier (section 3.2) and identifies the resource upon which to apply
the request.

Request—URI = "*" | absoluteURI | abs_path | authority

The four options for Request UR are dependent on the nature of the request. The asterisk “*” meansthat the
request does not apply to a particular resource, but to the serveritself, and is only allowed when the method used
does not necessarily apply to a resource. One example would be
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OPTIONS * HTTP/1.1

The absoluteURI form is REQUIRED whenthe request is being made to a proxy. The proxyis requested to

forward the request or service it from a valid cache, and return the response. Note that the proxy MAY forward the
request on to another proxyordirectly to the server specified by the absoluteURI. In orderto avoid request
loops, a proxy MUSTbeable to recognizeall of its server names, including anyaliases, local variations, and the
numeric 1P address. An example Request—Line would be:

GET http://www.w3.org/pub/WWW/TheProject.html HTTP/1.1

To allowfortransition to absoluteURIs in all requests in future versions of HTTP, all HTTP/1.1 servers MUST
accept the absoluteURI form in requests, even though HTTP/1.1 clients will only generate them in requests to
proxies.

 

The authority form is only used by the CONNECT method(section 9.9).

The most common form of Request —URIis that used to identify a resource on an origin server or gateway.In this
case the absolute path of the URI MUSTbetransmitted (see section 3.2.1, abs_path) as the Requesl—URZ, and

the network location of the URI (authority) MUSTbetransmitted ina Host headerfield. For example, a client
wishing to retrieve the resource above directly from the origin server would create a TCP connection to port 80 of
the host “www.w3.org” and sendthe lines:

 
GET /pub/WWW/TheProject html HITP/1.1
Host: www.w3.org

followed by the remainder of the Request. Note that the absolute path cannot be empty; if noneis present in the
original URI, it MUSTbe givenas “/”(the serverroot).

The Request —URI is transmitted in the format specified in section 3.2.1. If the Request —URIis encoded using
the “S HEX HEX” encoding [42], the origin server MUST decode the Request—URI in order to properly interpret
the request. Servers SHOULDrespondto invalid Request —URIs with an appropriate status code.

 
  
 

A transparent proxy MUST NOTrewrite the “abs_path”part of the received Request —URI when forwardingit

to the next inbound server, except as noted aboveto replace a null abs_path with “/”.

Note: The “no rewrite” rule prevents the proxy from changing the meaning of the request when the origin
server is improperly using a non-reserved URI character for a reserved purpose. Implementors should be
aware that some pre-HTTP/1.1 proxies have been known to rewrite the Request —-URI.

5.2 The Resource Identified by a Request

The exact resource identified by an Internet request is determined by examining both the Request—URI and the
Hest. headerfield.

An origin server that does not allow resources to differ by the requested host MAY ignore the Host headerfield
value when determining the resource identified by an HTTP/1.1 request. (But see section 19.6.1.1 for other
requirements on Host. support in HTTP/1.1.)

An origin server that does differentiate resources based on the host requested (sometimes referred to as virtual hosts
or vanity host names) MUSTusethe following rules for determining the requested resource on an HTTP/1.1 request:

1. IfRequest—URI is an absoluteURI, the hostis part of the Request—URI. Any Hostheaderfield
value in the request MUSTbeignored.

2. Ifthe Request—URI is not an absoluteURZ, and the request includes a Host headerfield, the hostis
determined by the Host headerfield value.

3. Ifthe host as determined byrule | or 2 is not a valid host on the server, the response MUST be a 400 (Bad
Request) error message.
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Recipients of an HTTP/1.0 request that lacks a Host header field MAYattemptto use heuristics (e.g., examination

of the URI path for something uniqueto a particular host) in order to determine what exact resource is being
requested.

5.3 Request HeaderFields

The request-headerfields allowthe client to pass additional information about the request, and aboutthe clientitself,
to the server. ‘These fields act as request modifiers, with semantics equivalent to the parameters on a programming
language method invocation.

 

 

 
 

request—header = Accept ; Section 14.1
Accept—Charset ; Section 14.2
Accept-Encoding 7; Section 14.3
Accept—Language ; Section 14.4
Authorization ; Section 14.8
Expect 7; Section 14.20
From ; Section 14.22
Host ; Section 14.23
Ilf-Match ; Section 14.24
Ilf-Modified-Since ; Section 14.25
If-None-Match ; Section 14.26
If—-Range 7 Section 14.27
If-Unmodified-Since ; Section 14.28
Max-Forwards ; Section 14.31
Proxy-Authorization 7; Section 14.34
Range 7; Section 14.35
Referer ; Section 14.36
TE ; Section 14.39
User-Agent ; Section 14.43

Request-headerfield names can be extendedreliably only in combination with a change in the protocol version.
However, new or experimental header fields MAY be given the semantics of request-headerfields if all parties in the
communication recognize themto be request-headerfields. Unrecognized headerfields are treated as entity-header
fields.

6 Response
After receiving and interpreting a request message, a server responds with an HTTP response message.

Response = Status-Line ; Section 6.1
*(( general—-header ; Section 4.5

| rvesponse-header ; Section 6.2
| entity-headez ) CRLF) ; Section 7.1

CRLF

[ message-body ] ; Section 7.2

6.1 Status-Line

The first line of a Response messageis the Status—Line, consisting of the protocol version followed by a
numeric status code and its associated textual phrase, with each element separated by SP characters. No CR or LF is

allowed exceptin the final CRLF sequence.
Status-Line = HUTP-Version SP Status-—Code SP Reason-Phrase CRLF

6.1.1 Status Code and Reason Phrase

The Status Code elementis a 3-digit integer result code of the attempt to understand andsatisfy the request.
These codes are fully defined in section 10. The Reason—Phrase is intended to give a short textual description of
the Status-—Code. The Status—Code is intended for use by automata and the Reason-Phraseis intended
for the humanuser. The client is not required to examine or display the Reascn—Phrase.
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The first digit of the Status—Code defines the class of response. The last two digits do not have any

categorization role. There are 5 values for the first digit:

® 1xx: Informational - Request received, continuing process

® 2xx: Success - The action was successfully received, understood, and accepted

® 3xx: Redirection - Further action must be taken in order to complete the request

® 4xx: Client Error - The request contains bad syntax or cannotbe fulfilled

©  5xx: Server Error - The serverfailed to fulfill an apparently valid request

The individual values of the numeric status codes defined for HTTP/1.1, and an exampleset of corresponding
Reason—-Phrase’s, are presented below. The reasonphraseslisted here are only recommendations -- they MAY

be replaced by local equivalents without affecting the protocol.
Status-—Code =

   
  

 

   
 

"100" ; Section 10.1.1: Continue
"101" 7; Section 10.1.2: Switching Protocols
"200" ; Section 10.2.1: OK
"201" ; Section 10.2.2: Created
"202" 7; Section 10.2.3: Accepted
"203" ; Section 10.2.4: Nen-Authoritative Information
"204" ; Section 10.2.5: No Content
"205" ; Section 10.2.6: Reset Content
"206" ; Section 10.2.7: Partial Content
"300" 7 Section 10.3.1: Multiple Choices
"301" ; Section 10.3.2: Moved Permanently
"302" ; Section 10.3.3: Found
"303" |; Section 10.3.4: See Other
"304" ; Section 10.3.5: Not Modified
"305"  ; Section 10.3.6: Use Proxy
"307" 7; Section 10.3.8: Temporary Redirect
"400" 7; Section 10.4.1: Bad Request
"401" ; Section 10.4.2: Unauthorized
"402" 7; Section 10.4.3: Payment Required
"403" ; Section 10.4.4: Ferbidden
"404" ; Section 10.4.5: Net Found
"405" ; Section 10.4.6: Method Not Allowed
"400" 7; Section 10.4.7: Not Acceptable
"407" 7; Section 10.4.8: Proxy Authentication Required
"408" 7; Section 10.4.9: Request Time-out
"4209" ; Section 10.4.10: Conflict
"410" ; Section 10.4.11: Gone
"411" 7; Section 10.4.12: Length Required
"Ay2"  ; Section 10.4.13: Precondition Failed
"413" 7; Section 10.4.14: Request Entity Too Large
"A414" 3; Section 10.4.15: Request-UR_- Too Large
"415" 7; Section 10.4.16: Unsupported Media Type
"4160" 7; Section 10.4.17: Requested range not satisfiable
"417" 7; Section 10.4.18: Expectation Failed
"500" |; Section 10.5.1: Internal Server Error
"501" 7; Section 10.5.2: Not Implemented
"502" ; Section 10.5.3: Bad Gateway
"503" ; Section 10.5.4: Service Unavailable
"504" ; Section 10.5.5: Gateway Time-out
"505" ; Section 10.5.6: HTTP Version not supported
extension-code

extension-code = 3D_GIT

Reason-Phzase = *<TEXT, excluding CR, uF>
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HTTPstatus codes are extensible. HTTP applications are not required to understand the meaning ofall registered
status codes, though such understanding is obviously desirable. However, applications MUSTunderstandtheclass of
any status code, as indicated bythe first digit, and treat any unrecognized response as being equivalent to the x00
status code of that class, with the exception that an unrecognized response MUST NOTbecached. For example,if
an unrecognized status code of 431 is received by the client, it can safely assume that there was something wrong
with its request and treat the responseas if it had received a 400 status code. In such cases, user agents SHOULD
presentto the user the entity returned with the response, since that entity is likely to include human-readable
information which will explain the unusual status.

6.2 Response HeaderFields

The response-headerfields allow the server to pass additional information about the response which cannot be
placed in the SLaLus—Line. These headerfields give information about the server and about further access to the

resource identified by the Request.—URT.
Section 14.5

 
response—-header = Accept—Ranges

Age Section 14.6
ETag Section 14.19
Location Section 14.30

Section 14.33
Section 14.37

Server Section 14.38

Vary Section 14.44
| WWW-Authenticate ; Section 14.47

Response-headerfield names can be extended reliably only in combination with a change in the protocol version.
However, new or experimental headerfields MAY be given the semantics of response-headerfields if all parties in
the communication recognize them to be response-headerfields. Unrecognized headerfields are treated as entity-
headerfields.

7 Entity
Request and Response messages MAYtransfer an entity if not otherwise restricted by the request method or
responsestatus code. An entity consists of entity-header fields and an entity-body, although some responses will only
include the entity-headers.

 
Retry—After OeeeNe

|
|
|
| Proxy-Authenticate
|
|
|

In this section, both sender and recipient refer to either the client or the server, depending on who sends and who
receives theentity.

7.1 Entity HeaderFields

Entity-header fields define metainformation about the entity-bodyor, if no body is present, about the resource
identified by the request. Someof this metainformation is OPTIONAL; some might be REQUIREDbyportions of
this specification.

Section 14.7
Section 14.11
Section 14.12
Section 14.13
Section 14.14
Section 14.15
Section 14.16
Section 14.17
Section 14.21
Section 14.29

entity-header = Allow
Content-Encoding
Content—-Language
Content-Length
Content-Location
Content—MD5

Content-—Range
Content-Type
Expires
Last-—Modified
extension—-header

xtension-header = message—-header

 

 NeNeNeee
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The extension-header mechanism allowsadditional entity-header fields to be defined without changing the protocol,
but these fields cannot be assumed to be recognizable by the recipient. Unrecognized header fields SHOULD be
ignored by the recipient and MUSTbe forwarded bytransparent proxies.

7.2 Entity Body

The entity-body (if any) sent with an HTTP request or responseis in a format and encoding defined bythe entity-
headerfields.

entity-—body = *OCTET

An entity-bodyis only present in a message when a message-bodyis present, as described in section 4.3. The entity-
bodyis obtained from the message-body by decoding any Tcransfer—Encoding that might have been applied to

ensure safe and propertransfer of the message.

 

 

7.2.1 Type

Whenan entity-bodyis included with a message, the data type of that body is determined via the headerfields
Content—Type and Content -Encoding.These define a two-layer, ordered encoding model:

 
 

 ntity-body := Content—-Encoding( Content-—Type( data ) )

Content-Typespecifies the media type of the underlying data. Content—Encoding may be used to indicate
any additional content codings applied to the data, usually for the purpose of data compression, that are a property of
the requested resource. There is no default encoding.

 

Any HTTP/1.1 message containing an entity-body SHOULDinclude a Content-Type headerfield defining the
media type of that body. lf and only if the media type is not given by a Content-Type field, the recipient MAY
attempt to guess the media type via inspection ofits content and/or the name extension(s) of the URI usedto identify
the resource. If the media type remains unknown,the recipient SHOULDtreatit as type “appLication/octet-—
stream”.

7.2.2 Entity Length

The entity-length of a message is the length of the message-bodybefore anytransfer-codings have been applied.
Section 4.4 defines how the transfer-length of a message-bodyis determined.

8 Connections

8.1 Persistent Connections

8.1.1 Purpose

Prior to persistent connections, a separate TCP connection wasestablished to fetch each URL, increasing the load on
HTTP servers and causing congestion on the Internet. ‘The use of inline images and other associated data often
require a client to make multiple requests of the same server in a short amountof time. Analysis of these
performance problems and results from a prototype implementation are available [26] [30]. Implementation
experience and measurements of actual HTTP/1.1 (RFC 2068) implementations show goodresults [39]. Alternatives
have also been explored, for example, T/TCP [27].

Persistent HTTP connections have a number of advantages:

© Byopening and closing fewer TCP connections, CPU timeis saved in routers and hosts (clients, servers,
proxies, gateways, tunnels, or caches), and memory used for ‘TCP protocol control blocks can be saved in
hosts.

© HTTP requests and responses can be pipelined on a connection. Pipelining allows a client to make multiple
requests without waiting for each response, allowing a single TCP connection to be used much more
efficiently, with much lower elapsed time.
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e Network congestion is reduced by reducing the number of packets caused by TCP opens, and by allowing
TCP sufficient time to determine the congestion state of the network.

e Latencyon subsequent requests is reduced since there is no time spent in TCP’s connection opening
handshake.

© HTTP can evolve more gracefully, since errors can be reported without the penalty of closing the TCP
connection. Clients using future versions of HTTP might optimistically try a new feature, but if
communicating with an older server, retry with old semantics after an error is reported.

HTTP implementations SHOULD implementpersistent connections.

8.1.2. Overall Operation

A significant difference between HTTP/1.1 and earlier versions of HTTPis that persistent connections are the
default behavior of any HTTP connection. That is, unless otherwise indicated, the client SHOULD assumethat the
server will maintain a persistent connection, even after error responses fromthe server.

Persistent connections provide a mechanism by which a client and a server can signal the close of a TCP connection.
This signaling takes place using the Connection headerfield (section 14.10). Once a close has been signaled, the
client MUST NOTsend any more requests on that connection.

8.1.2.1 Negotiation

An HTTP/1.1 server MAY assume that a HTTP/1.1 client intends to maintain a persistent connection unless a
Connect ion header including the connection-token “close” wassent in the request. If the server chooses to
close the connection immediately after sending the response, it SHOULD send a Connection headerincluding the
connection-token close.

An HTTP/1.1 client MAY expect a connection to remain open, but would decide to keep it open based on whether
the response from a server contains a Connect. ion header with the connection-token close.In casethe client
does not want to maintain a connection for more than that request, it SHOULD send a Connection header
including the connection-token c_cse.

If either the client or the server sends the close token in the Connect. ion header, that request becomesthe last
one for the connection.

Chents and servers SHOULD NOTassumethat a persistent connection is maintained for HTTP versions less than
1.1 unless it is explicitly signaled. See section 19.6.2 for more information on backward compatibility with
HTTP/1.0 clients.

In order to remain persistent, all messages on the connection MUST havea self-defined message length (i.e., one not
defined by closure of the connection), as described in section 4.4.

8.1.2.2. Pipelining

A client that supports persistent connections MAY “pipeline”its requests (i.e., send multiple requests without
waiting for each response). A server MUSTsendits responses to those requests in the same order that the requests
were received.

Clients which assumepersistent connections and pipeline immediately after connection establishment SHOULD be
prepared to retry their connectionifthe first pipelined attempt fails. If a client does sucharetry, it MUST NOT
pipeline before it Knows the connection is persistent. Clients MUST also be prepared to resend their requests if the
servercloses the connection before sending all of the corresponding responses.

Chents SHOULD NOTpipeline requests using non-idempotent methods or non-idempotent sequences of methods
(see section 9.1.2). Otherwise, 4 premature termination of the transport connection could lead to indeterminate
results. A client wishing to send a non-idempotent request SHOULD wait to send that request until it has received
the response status for the previous request.
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8.1.3 Proxy Servers

It is especially important that proxies correctly implement the properties of the Connect ion headerfield as
specified in section 14.10.

The proxy server MUST signal persistent connections separately with its clients and the origin servers (or other
proxyservers) that it connects to. Each persistent connection applies to only one transport link.

A proxy server MUST NOTestablish a HTTP/1.1 persistent connection with an HTTP/1.0 client (but see RFC 2068
[33] for information and discussion of the problems with the Keep-Alive header implemented by many HTTP/1.0
clients).

8.1.4 Practical Considerations

Servers will usually have some time-out value beyond which they will no longer maintain an inactive connection.
Proxy servers might make this a higher valuesinceit is likely that the client will be making more connections
through the sameserver. ‘he use of persistent connections places no requirements on the length (or existence) ofthis
time-out for either the client or the server.

When a client or server wishes to time-out it SHOULDissue a graceful close on the transport connection. Clients
and servers SHOULDboth constantly watch for the other side of the transport close, and respondto it as appropriate.
If a client or server does not detect the other side’s close promptly it could cause unnecessary resource drain on the
network.

A client, server, or proxy MAYclose the transport connection at any time. For example, a client might have started
to send a newrequestat the same time that the server has decidedto close the “idle” connection. From the server’s
point of view, the connection is being closed while it was idle, but fromthe client’s point of view, a request is in
progress.

This meansthat clients, servers, and proxies MUSTbeable to recover from asynchronous close events. Client
software SHOULDreopenthe transport connection and retransmit the aborted sequence of requests without user
interaction so long as the request sequence is idempotent (see section 9.1.2). Non-idempotent methods or sequences
MUSTNOTbeautomatically retried, although user agents MAY offer a human operator the choice of retrying the
request(s). Confirmation by user-agent software with semantic understanding of the application MAY substitute for
user confirmation. The automatic retry SHOULD NOTberepeated if the second sequence of requests fails.

Servers SHOULDalwaysrespondto at least one request per connection,if at all possible. Servers SHOULD NOT
close a connection in the middle of transmitting a response, unless a network or client failure is suspected.

Clients that use persistent connections SHOULD limit the number of simultaneous connections that they maintain to
a given server. A single-user client SHOULD NOTmaintain more than 2 connections with any server or proxy. A
proxy SHOULDuse up to 2*N connections to another server or proxy, where N is the numberof simultaneously
active users. These guidelines are intended to improve HTTP response times and avoid congestion.

8.2 Message Transmission Requirements

8.2.1 Persistent Connections and Flow Control

HTTP/1.1 servers SHOULD maintain persistent connections and use TCP’s flow control mechanismsto resolve
temporary overloads, rather than terminating connections with the expectation that clients will retry. The latter
technique can exacerbate network congestion.

8.2.2, Monitoring Connections for Error Status Messages

An HTTP/1.1 (or later) client sending a message-body SHOULD monitor the network connection for an errorstatus
while it is transmitting the request. If the client sees an error status, it SHOULD immediately cease transmitting the
body.If the body is being sent using a “chunked” encoding (section 3.6), a zero length chunk and empty trailer MAY
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be used to prematurely mark the end of the message. If the body was preceded by a Content-Length header, the
client MUSTclose the connection.

8.2.3 Use of the 100 (Continue) Status

The purpose of the 100 (Continue) status (see section 10.1.1) is to allow a client that is sending a request message
with a request bodyto determineif the origin serveris willing to accept the request (based on the request headers)
before the client sends the request body. In somecases, it might either be inappropriate or highly inefficient for the
client to send the body if the server will reject the message without looking at the body.

Requirements for HTTP/1.1 clients:

® Ifaclient will wait for a 100 (Continue) response before sending the request body, it MUST send an
Expect request-header field (section 14.20) with the “100-continue” expectation.

 

e Aclient MUS'T NOTsend an Expect request-headerfield (section 14.20) with the “100-continue”

expectation if it does not intend to send a request body.

 

Becauseof the presence of older implementations, the protocol allows ambiguous situations in which a client may
send “Expect: 100-continue” without receiving either a 417 (Expectation Failed) status or a 100 (Continue) status.
Therefore, when a client sends this header field to an origin server (possibly via a proxy) from whichit has never
seen a 100 (Continue)status, the client SHOULD NOTwait for an indefinite period before sending the request body.

Requirements for HTTP/1.1 origin servers:

 
* Upon receiving a request which includes an Expect request-headerfield with the “100-continue”

expectation, an origin server MUSTeither respond with 100 (Continue) status and continue to read fromthe
input stream, or respond with a final status code. The origin server MUST NOTwait for the request body
before sending the 100 (Continue) response. If it responds withafinal status code, it MAYclose the
transport connection or it MAYcontinueto read and discard therest of the request. It MUST NOT perform
the requested methodif it returns a final status code.

© An origin server SHOULD NOTsend a 100 (Continue) response if the request message does not include an
Expect request-header field with the “100-continue” expectation, and MUST NOTsend a 100 (Continue)
responseif such a request comes from an HTTP/1.0 (or earlier) client. There is an exception to this rule: for
compatibility with RFC 2068, a server MAY send a 100 (Continue) status in response to an HTTP/1.1 PUT
or POST request that does not include an Expect request-header field with the “100-continue”
expectation. This exception, the purpose of which is to minimize any client processing delays associated
with an undeclared wait for 100 (Continue) status, applies only to HTTP/1.1 requests, and not to requests
with any other HTTP-version value.

 
 

e An origin server MAY omit a 100 (Continue) response if it has already received someorall of the request
body for the corresponding request.

e® An origin server that sends a 100 (Continue) response MUSTultimately send a final status code, once the
request bodyis received and processed, unless it terminates the transport connection prematurely.

 
® fan origin server receives a request that does not include an Expect request-headerfield with the “100-

continue” expectation, the request includes a request body, and the server responds with a final status code
before reading the entire request body fromthe transport connection, then the server SHOULD NOTclose
the transport connection until it has read the entire request, or until the client closes the connection.
Otherwise, the client might not reliably receive the response message. However, this requirementis not be
construed as preventing a server from defending itself against denial-of-service attacks, or from badly
broken client implementations.

Requirements for HTTP/1.1 proxies:

 
© Ifa proxy receives a request that includes an Expect request-headerfield with the “100-continue”

expectation, and the proxy either knowsthat the next-hop server complies with HTTP/1.1 or higher, or does
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not knowthe HTTP version of the next-hop server, it MUST forward the request, including the Expect
headerfield.

® Ifthe proxy knowsthat the version of the next-hop server is HTTP/1.0 or lower, it MUST NOT forward the
request, and it MUST respond with a 417 (Expectation [’ailed)status.

® Proxies SHOULD maintain a cache recording the HTTP version numbers received from recently-referenced
next-hop servers.

® <A proxy MUST NOTforward a 100 (Continue) responseif the request message was received from an
HTTP/1.0 (or earlier) client and did not include an Expect. request-headerfield with the “100-continue”
expectation. This requirement overrides the general rule for forwarding of 1xx responses (see section 10.1).

 

8.2.4 Client Behavior if Server Prematurely Closes Connection
 

If an HTTP/1.1 client sends a request which includes a request body, but which does not include an Expect
request-header field with the “100-continue” expectation, andif the client is not directly connected to an HTTP/1.1
origin server, and if the client sees the connection close before receiving any status from the server, the client
SHOULDretry the request. If the client does retry this request, it MAY use the following “binary exponential
backoff’ algorithmto be assured of obtaining a reliable response:

1. Initiate a new connectionto the server

2. Transmit the request-headers

3. Initialize a variable R to the estimated round-trip time to the server (e.g., based on the time it took to
establish the connection), or to a constant value of 5 seconds if the round-trip timeis not available.

4. Compute T = R * (2**N), where N is the numberof previousretries ofthis request.

5. Wait either for an error response fromthe server, or for 'T seconds (whichever comesfirst)

6. If no error responseis received, after T seconds transmit the bodyof the request.

7. Ifclient sees that the connection is closed prematurely, repeat from step 1 until the request is accepted, an
error responseis received, or the user becomes impatient and terminates the retry process.

If at any point an error status is received, the client

® SHOULD NOTcontinue and

® SHOULDclose the connection if it has not completed sending the request message.

9 Method Definitions

The set of common methods for HTTP/1.1 is defined below. Althoughthis set can be expanded,additional methods
cannot be assumedto share the same semantics for separately extended clients and servers.

The Host request-headerfield (section 14.23) MUST accompany all HTTP/1.1 requests.

9.1 Safe and Idempotent Methods

91.1 Safe Methods

Implementors should be aware that the software represents the user in their interactions over the Internet, and should
be careful to allow the user to be aware of any actions they might take which may have an unexpected significance to
themselvesorothers.
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In particular, the convention has been established that the GET and HEAD methods SHOULD NOThavethe

significance of taking an action other than retrieval. These methods oughtto be considered “safe”. This allows user
agents to represent other methods, such as POST, PUT and DELETE, in a special way,so that the user is made aware
of the fact that a possibly unsafe action is being requested.

  
 

 
   
 

Naturally, it is not possible to ensure that the server does not generate side-effects as a result of performing a GET
request; in fact, some dynamic resources consider that a feature. The important distinction here is that the user did
not request the side-effects, so therefore cannot be held accountable for them.

 

9.1.2 Idempotent Methods

Methodscan also have the property of “idempotence” in that (aside from error or expiration issues) the side-effects
of N > 0 identical requests is the same as for a single request. The methods GET, HEAD, PUT and DELETEshare
this property. Also, the methods OPTIONS and TRACE SHOULD NOThaveside effects, and so are inherently
idempotent.

However,it is possible that a sequence of several requests is non-idempotent, evenif all of the methods executed in
that sequence are idempotent. (A sequenceis idempotentif a single execution of the entire sequence alwaysyields a
result that is not changed bya reexecution ofall, or part, of that sequence.) For example, a sequence is non-
idempotentif its result depends on a valuethatis later modified in the same sequence.

A sequencethat never has side effects is idempotent, by definition (provided that no concurrent operations are being
executed on the sameset of resources).

9.2 OPTIONS

The OPTIONS method represents a request for information about the communication options available on the
request/response chain identified by the Reguesl—URI. This method allowsthe client to determine the options
and/or requirements associated with a resource, or the capabilities of a server, without implying a resource action or
initiating a resourceretrieval.

Responses to this method are not cacheable.

If the OPTIONSrequest includes an entity-body (as indicated by the presence of Content-Length or
Tzanslfer-Encoding), then the media type MUST beindicated by a ConLenl-Tyrpe field. Although this

specification does not define any use for such a body,future extensions to HTTP might use the OPTIONSbodyto
make more detailed queries on the server. A server that does not support such an extension MAY discard the request
body.

 

If the Request—URIis an asterisk (“*’’), the OPTIONS request is intended to applyto the server in general rather
than to a specific resource. Since a server’s communication options typically depend on the resource, the “*” request
is only useful as a “ping” or “no-op” type of method; it does nothing beyond allowing the client to test the
capabilities of the server. For example, this can be used to test a proxy for HTTP/1.1 compliance(or lack thereof).

If the Request—URIis not an asterisk, the OPTIONS request applies only to the options that are available when
communicating with that resource.

A 200 response SHOULDinclude any headerfields that indicate optional features implemented by the server and
applicable to that resource (e.g., Al cw), possibly including extensions not defined by this specification. The
response body, if any, SHOULDalso include information about the communication options. The format for such a
bodyis not defined bythis specification, but might be defined by future extensions to HTTP. Content negotiation
MAYbeusedto select the appropriate response format. If no response body is included, the response MUSTinclude
a Content-Lengthfield with a field-value of “O”.

The Max—Forwazds request-header field MAYbe usedto target a specific proxyin the request chain. When a
proxyreceives an OPTIONSrequest on an absoluteURI for which request forwarding is permitted, the proxy MUST
check for a Max—Forwards field. If the Max—Forwazdsfield-value is zero (“0”), the proxy MUST NOT
forward the message; instead, the proxy SHOULDrespond with its own communication options. If the Max—
Forwardsfield-value is an integer greater than zero, the proxy MUST decrementthe field-value whenit forwards

Fielding, et al Standards Track [Page 34]

Ex. 1002 - Page 343



Ex. 1002 - Page 344

REC 2616 HYTp/1.1 June, 1999

the request. If no Max—Forwardsfield is present in the request, then the forwarded request MUST NOTinclude a
Max—Forwardsfield.

9.3 GET

The GET method meansretrieve whatever information (in the formof an entity) is identified by the Request —URI.
If the Request —-URI refers to a data-producing process,it is the produced data which shall be returned as the entity
in the response and notthe source text of the process, unless that text happens to be the output of the process.

 

  
The semantics of the GET method changeto a “conditional GET”if the request message includes an I [—
Medified-Since, I[f-Unmodizied-Since, If-Match, I1=-None—Mat.ch, or 1f-Rangeheaderfield. A
conditional GET method requests that the entity be transferred only under the circumstances described by the
conditional headerfield(s). The conditional GET methodis intended to reduce unnecessary network usage by
allowing cached entities to be refreshed without requiring multiple requests or transferring data alreadyheld by the
client.

 
 

The semantics of the Gil method changeto a “partial GEL”if the request message includes a Range headerfield.
A partial GET requests that only part of the entity be transferred, as described in section 14.35. The partial GET
methodis intended to reduce unnecessary network usage by allowing partially-retrieved entities to be completed
without transferring data already held by the client.

  

 
The response to a GET request is cacheable if and only if it meets the requirements for HTP caching described in
section 13.

See section 15.1.3 for security considerations when used for forms.

9.4 HEAD

The HEAD methodis identical to GET except that the server MUST NOTreturn a message-bodyin the response. The
metainformation contained in the HTTP headers in response to a HEAD request SHOULDbeidenticalto the
information sent in response to a GET request. This method canbe used for obtaining metainformation about the
entity implied by the request without transferring the entity-bodyitself. This method is often used for testing
hypertext links for validity, accessibility, and recent modification.

 
  

 
The response to a HEAD request MAY be cacheable in the sense that the information contained in the response MAY

be used to update a previously cached entity from that resource. If the newfield values indicate that the cached entity
differs from the current entity (as would be indicated by a change in Content-Length, Content—-MD5, ETag
or LastModified), then the cache MUSTtreat the cache entry asstale.

 

9.5 POST

The POST methodis used to request that the origin server accept the entity enclosed in the request as a new
subordinate of the resource identified by the Request—URI in the Request.—Line. POSTis designed to allow a
uniform method to cover the following functions:

e Annotation of existing resources;

® Posting a messageto a bulletin board, newsgroup, mailing list, or similar group ofarticles;

e® Providing a block of data, such as the result of submitting a form, to a data-handling process;

e Extending a database through an appendoperation.

The actual function performed by the POST method is determined bythe server and is usually dependent on the
Request—URI. The posted entity is subordinate to that URI in the same waythat a file is subordinate to a directory

containing it, a news article is subordinate to a newsgroup to whichit is posted, or a record is subordinate to a
database.

Fielding, et al Standards Track [Page 35]

Ex. 1002 - Page 344



Ex. 1002 - Page 345

REC 2616 HYTp/1.1 June, 1999

The action performed by the POST method might notresult in a resource that can be identified by a URL.In this

case, either 200 (OK) or 204 (No Content) is the appropriate response status, depending on whetheror not the
response includes anentity that describes the result.

If a resource has been created on the origin server, the response SHOULDbe 201 (Created) and contain an entity
which describes the status of the request and refers to the new resource, and a Location header(see section
14.30).

Responses to this method are not cacheable, unless the response includes appropriate Cache-Cent rol or
Expires headerfields. However, the 303 (See Other) response can be used to direct the user agent to retrieve a
cacheable resource.

 

POST requests MUST obey the message transmission requirementsset out in section 8.2.

See section 15.1.3 for security considerations.

9.6 PUT

The PUT method requests that the enclosed entity he stored under the supplied Request. URL. If the Request
URI refers to an already existing resource, the enclosed entity SHOULD beconsidered as a modified version of the
one residing on the origin server. If the Request —URI doesnotpoint to an existing resource, and that URI is

capable of being defined as a new resource bythe requesting user agent, the origin server can create the resource
with that URI. If a new resource is created, the origin server MUST inform the user agent via the 201 (Created)
response.If an existing resource is modified, either the 200 (OK) or 204 (No Content) response codes SHOULD be
sent to indicate successful completion of the request. If the resource could not be created or modified with the
Request—URI, an appropriate error response SHOULDbegiventhatreflects the nature of the problem. The
recipient of the entity MUST NOTignore any Content-—* (e.g. Content—Range) headers that it does not

understand or implement and MUSTreturn a 501 (Not Implemented) response in such cases.

If the request passes through a cache and the Request —URI identifies one or more currently cached entities, those
entries SHOULD betreated as stale. Responses to this method are not cacheable.

The fundamental difference between the POST and PUT requestsis reflected in the different meaning of the
Request—URI. The UR] in a POST request identifies the resource that will handle the enclosed entity. That

resource might be a data-accepting process, a gateway to some other protocol, or a separate entity that accepts
annotations. In contrast, the URI in a PUT request identities the entity enclosed with the request -- the user agent
knows what URIis intended and the server MUST NOTattempt to apply the request to some other resource.If the
serverdesires that the request be applied to a different URI, it MUST send a 301 (Moved Permanently) response; the
user agent MAYthen makeits own decision regarding whetheror not to redirect the request.

A single resource MAYbeidentified by many different URIs. For example, an article might have a URIfor
identifying “the current version” which is separate from the URI identifying each particular version. In this case, a
PUT request on a general URI mightresult in several other URIs being defined by the origin server.

HTTP/1.1 does not define how a PUT methodaffects the state of an origin server.

PUT requests MUST obey the message transmission requirements set out in section 8.2.

Unless otherwise specified for a particular entity-header, the entity-headers in the PUT request SHOULDbe applied
to the resource created or modified by the PUT.

9.7 DELETE

The DELETE methodrequests that the origin server delete the resource identified by the Request —URL. This
method MAYbeoverridden by human intervention (or other means) on the origin server. The client cannot be
guaranteed that the operation has been carried out, even if the status code returned from the origin server indicates
that the action has been completed successfully. However, the server SHOULD NOTindicate success unless, at the
time the responseis given, it intends to delete the resource or moveit to an inaccessible location.
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A successful response SHOULDbe 200 (OK) if the response includes an entity describing the status, 202 (Accepted)
if the action has not yet been enacted, or 204 (No Content) if the action has been enacted but the response does not
include an entity.

If the request passes through a cache and the Request—URI identifies one or more currently cached entities, those
entries SHOULD betreated as stale. Responses to this method are not cacheable.

9.8 TRACE

The TRACE methodis used to invoke a remote, application-layer loop-back of the request message. Thefinal
recipient of the request SHOULDreflect the message received back to the client as the entity-body of a 200 (OK)
response. Thefinal recipient is either the origin server or the first proxy or gateway to receiveaMax t'orwards
value of zero (0) in the request (see section 14.31). A TRACE request MUST NOTinclude an entity.

TRACEallowsthe client to see what is being received at the other end of the request chain and use that data for
testing or diagnostic information. The value of the Va headerfield (section 14.45)is of particular interest, since it
acts as a trace of the request chain. Use of the Max—Forwazdsheaderfield allows the client to limit the length of
the request chain, which is useful for testing a chain of proxies forwarding messages in an infinite loop.

If the request is valid, the response SHOULDcontain the entire request message in the entity-body, with a
Content.—Typeof “message/http”. Responses to this method MUST NOTbe cached.

9.9 CONNECT

This specification reserves the method name CONNECTfor use with a proxy that can dynamically switch to being a
tunnel (e.g. SSL tunneling [44]).

10 Status Code Definitions

Each Status—Codeis described below, including a description of which method(s)it can follow and any
metainformation required in the response.

10.1 Informational lxx

This class of status code indicates a provisional response, consisting only of the Status—Lineand optional
headers, and is terminated by an empty line. There are no required headers for this class of status code. Since
HTTP/1.0 did not define any 1xx status codes, servers MUST NOTsend a 1xx response to an HTTP/1.0 client
except under experimental conditions.

A client MUSTbeprepared to accept one or more 1xx status responsesprior to a regular response, even if the client
does not expect a 100 (Continue) status message. Unexpected 1xx status responses MAYbe ignored bya user agent.

Proxies MUSTforward 1xx responses, unless the connection between the proxy andits client has been closed, or
unless the proxy itself requested the generation of the 1xx response. (For example, if a proxy adds a “Expect: 100-
continue”field when it forwards a request, then it need not forward the corresponding 100 (Continue) response(s).)

10.1.1 100 Continue

The client SHOULDcontinue with its request. This interim response is used to inform the client that the initial part
of the request has been received and has not yet been rejected by the server. The client SHOULD continue by
sending the remainder of the request or, if the request has already been completed, ignore this response. The server
MUSTsend a final response after the request has been completed. See section 8.2.3 for detailed discussion of the use
and handling ofthis status code.
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10.1.2 101 Switching Protocols

The server understands andis willing to comply with the client’s request, via the Upgzade message headerfield
(section 14.42), for a change in the application protocol being used on this connection. The server will switch
protocols to those defined by the response’s Upgradeheaderfield immediatelyafter the empty line which
terminates the 101 response.

The protocol SHOULDbe switched only whenit is advantageous to do so. For example, switching to a newer
version of HTTPis advantageous overolder versions, and switching to a real-time, synchronous protocol might be
advantageous when delivering resources that use such features.

10.2 Successful 2xx

This class of status code indicates that the client’s request was successfully received, understood, and accepted.

10.2.1 200 OK

The request has succeeded. The information returned with the response is dependent on the method used in the
request, for example:

Gh an entity corresponding to the requested resource is sent in the response;

 
HEAD the entity-header fields corresponding to the requested resource are sent in the response without any

message-body;

POST an entity describing or containing the result ofthe action;

 
TRACE anentity containing the request message as received by the end server.

10.2.2 201 Created

The request has been fulfilled and resulted in a new resource being created. The newlycreated resource can be
referenced by the URI(s) returnedin the entity of the response, with the most specific URI for the resource given by
a Local _on headerfield. The response SHOULDinclude anentity containing a list of resource characteristics and

location(s) from which the user or user agent can choose the one most appropriate. The entity format is specified by
the media type given in the Content —Type headerfield. The origin server MUST create the resource before
returning the 201 status code.If the action cannot be carried out immediately, the server SHOULD respond with 202
(Accepted) response instead.

 
A 201 response MAYcontain an ETag response headerfield indicating the current value of the entity tag for the

requested variant just created, see section 14.19.

10.2.3 202 Accepted

The request has been accepted for processing, but the processing has not been completed. The request might or
might not eventually be acted upon,as it might be disallowed when processing actually takes place. There is no
facility for re-sending a status code from an asynchronous operation such as this.

The 202 responseis intentionally non-committal. Its purpose is to allow a server to accept a request for some other
process (perhaps a batch-oriented processthat is only run once per day) without requiring that the user agent’s
connectionto the server persist until the process is completed. ‘The entity returned with this response SHOULD
include an indication of the request’s current status and either a pointer to a status monitor or some estimate of when
the user can expect the request to be fulfilled.
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10.2.4 203 Non-Authoritative Information

The returned metainformation in the entity-headeris not the definitive set as available from the origin server, but is
gathered trom a local or a third-party copy. The set presented MAYbe a subset or superset ofthe original version.
For example, including local annotation information about the resource might result in a superset of the
metainformation knownbythe origin server. Use of this response codeis not required and is only appropriate when
the response would otherwise be 200 (OK).

10.2.5 204 No Content

The serverhas fulfilled the request but does not need to return an entity-body, and might wantto return updated
metainformation. The response MAYinclude new or updated metainformation in the form of entity-headers, which if
present SHOULDbeassociated with the requested variant.

If the client is a user agent, it SHOULD NOTchange its document view from that which caused the request to be
sent. This response is primarily intended to allowinputfor actions to take place without causing a changeto the user
agent’s active document view, although any new or updated metainformation SHOULDbeapplied to the document
currently in the user agent’s active view.

The 204 response MUST NOTinclude a message-body,and thus is always terminated bythe first empty line after
the headerfields.

10.2.6 205 Reset Content

The serverhas fulfilled the request and the user agent SHOULDreset the document view which caused the request to
be sent. This response is primarily intended to allow input for actions to take place via userinput, followed by a
clearing of the form in which the input is given so that the user can easily initiate another input action. The response
MUST NOTincludeanentity.

10.2.7 206 Partial Content

 
The server has fulfilled the partial GET request for the resource. The request MUST haveincluded a Range header

field (section 14.35) indicating the desired range, and MAY have included an ==—-Range headerfield (section
14.27) to make the request conditional.

The response MUST include the following header fields:

e® Eithera Content Range headerfield (section 14.16) indicating the range included with this response, or
a multipart/byteranges Content-Type including Content —Rangefields for each part. Ifa Content —
Length headerfield is present in the response, its value MUST match the actual number of OCTETs

transmitted in the message-body.

° Date

® Tag and/or Content-Location, if the header would have been sent in a 200 response to the same
request 

® Expires, Cache-Control, and/or Vary,if the field-value might differ fromthat sent in any previous

responsefor the same variant

If the 206 responseis the result of an I£—Range request that used a strong cache validator (see section 13.3.3), the
response SHOULD NOTinclude other entity-headers. If the response is the result of an [Lf -Range request that

used a weak validator, the response MUST NOTinclude other entity-headers; this prevents inconsistencies between
cached entity-bodies and updated headers. Otherwise, the response MUSTincludeall of the entity-headers that
would have been returned with a 200 (OK) response to the same request.

A cache MUST NOT combine a 206 response with other previously cached content if the ETag or Last —
Modified headers do not match exactly, see 13.5.4.
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A cachethat does not support the Range and Content —Range headers MUST NOTcache 206 (Partial)
responses.

10.3 Redirection 3xx

This class of status code indicates that further action needs to be taken by the useragent in orderto fulfill the request.
The action required MAYbe carried out by the user agent without interaction with the user if and only if the method
used in the second request is GET or HEAD. A client SHOULDdetectinfinite redirection loops, since such loops
generate networktraffic for each redirection.

 
  
 

Note: previous versionsof this specification recommended a maximum offive redirections. Content
developers should be aware that there might be clients that implement such a fixed limitation.

10.3.1 300 Multiple Choices

The requested resource correspondsto any one of a set of representations, each with its own specific location, and
agent-driven negotiation information (section 12) is being provided so that the user (or user agent) can select a
preferred representation and redirect its request to that location.

Unless it was a HEAD request, the response SHOULDincludean entity containingalist of resource characteristics
and location(s) from which the user or user agent can choose the one most appropriate. The entity format is specified
by the media type given in the Content—Type headerfield. Depending upon the format and the capabilities of the
user agent, selection of the most appropriate choice MAY be performed automatically. However, this specification
does not define anystandard for such automatic selection.

lf the server has a preferred choice of representation, it SHOULDinclude the specific URI for that representation in
the Location field; user agents MAY use the Locationfield value for automatic redirection. This responseis
cacheable unless indicated otherwise.

10.3.2 301 Moved Permanently

The requested resource has been assigned a new permanent URI and anyfuture references to this resource SHOULD
use one of the returned URIs. Clients with link editing capabilities ought to automatically re-link references to the
Request—URIto one or more of the new references returned by the server, where possible. This responseis
cacheable unless indicated otherwise.

The new permanent URI SHOULDbegiven by the Locationfield in the response. Unless the request method was
HEAD,the entity of the response SHOULDcontain a short hypertext note with a hyperlink to the new URI(s). 

   
If the 301 status code is received in response to a request other than GET or HEAD,the user agent MUST NOT
automatically redirect the request unless it can be confirmed by the user, since this might change the conditions
under which the request was issued.

Note: When automatically redirecting a POST request after receiving a 301 status code, some existing
HTTP/1.0 user agents will erroneously changeit into a GET request.

10.3.3 302 Found

The requested resource resides temporarily under a different URI. Since the redirection might be altered on occasion,
the client SHOULDcontinue to use the Request —-URI for future requests. This response is only cacheable if
indicated by a Cache-Control or Expires headerfield.

 

The temporary URI SHOULDbe given by the Locat.ionfield in the response. Unless the request method was
HEAD, theentity of the response SHOULDcontain a short hypertext note with a hyperlink to the new URI(s). 

 
If the 302 status code is received in response to a request other than GET or HEAD,the user agent MUST NOT
automatically redirect the request unless it can be confirmed by the user, since this might change the conditions
under which the request was issued.
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Note: RIC 1945 and RIC 2068 specify that the client is not allowed to change the method on the redirected
request. However, most existing user agent implementationstreat 302 as if it were a 303 response,
performing a GET on the Locationfield-value regardless of the original request method. The status

codes 303 and 307 have been added for servers that wish to make unambiguously clear which kind of
reaction is expected of the client.

10.3.4 303 See Other

The response to the request can be found under a different URI and SHOULD beretrieved using a GET method on
that resource. This method exists primarily to allow the output of a POST-activated script to redirect the user agent
to a selected resource. The newURIis not a substitute reference for the originally requested resource. The 303
response MUST NOTbe cached, but the response to the second (redirected) request might be cacheable.

The different URI SHOULDbegiven by the Locationfield in the response. Unless the request method was

HEAD,the entity of the response SHOULDcontain a short hypertext note with a hyperlink to the new URI(s).

Note: Many pre-HTTP/1.1 user agents do not understand the 303 status. When interoperability with such
clients is a concern, the 302 status code maybe used instead, since most user agents react to a 302 response
as described here for 303.

10.3.5 304 Not Modified

If the client has performed a conditional GET request and access is allowed, but the document has not been
modified, the server SHOULDrespond with this status code. The 304 response MUST NOTcontain a message-
body, and thus is always terminated bythe first empty line after the header fields.

The response MUST include the following header fields:

® Date, unless its omission is required by section 14.18.1

lf a clockless origin server obeys these rules, and proxies and clients add their own Date to any response
received without one(as already specified by [RFC 2068], section 14.19), caches will operate correctly.

® ETag and/or Content-Location,if the header would have been sent in a 200 response to the same
request 

® Expires, Cache-Control, and/or Vary,if the field-value might differ from that sent in any previous
responsefor the same variant

If the conditional GET used a strong cache validator (see section 13.3.3), the response SHOULD NOTinclude other
entity-headers. Otherwise(i.e., the conditional GET used a weakvalidator), the response MUST NOTinclude other
entity-headers; this prevents inconsistencies between cached entity-bodies and updated headers.

If a 304 response indicates an entity not currently cached, then the cache MUSTdisregard the response and repeat
the request without the conditional.

If a cache uses a received 304 response to update a cache entry, the cache MUST updatethe entry to reflect any new
field values given in the response.

10.3.6 305 Use Proxy

The requested resource MUSTbe accessed through the proxy given by the Locationfield. The Locationfield
gives the URI ofthe proxy. The recipient is expected to repeat this single request via the proxy. 305 responses
MUSTonly be generated by origin servers.

Note: RFC 2068 was not clear that 305 was intendedto redirect a single request, and to be generated by
origin servers only. Not observing these limitations has significant security consequences.

10.3.7 306 (Unused)

The 306 status code was used in a previous version of the specification, is no longer used, and the codeis reserved.
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10.3.8 307 Temporary Redirect

The requested resource resides temporarily under a different URT. Since the redirection MAY healtered on occasion,
the client SHOULDcontinue to use the Reqguesl—URIforfuture requests. This response is only cacheable if
indicated by a Cache Control or ixpires headerfield.

The temporary URI SHOULDbegiven by the Locationfield in the response. Unless the request method was
HEAD,the entity of the response SHOULDcontain a short hypertext note with a hyperlink to the new URI(s) , since
many pre-HTTP/1.1 user agents do not understand the 307 status. Therefore, the note SHOULD contain the
information necessary for a user to repeat the original request on the new URL. 

  
If the 307 status code is received in response to a request other than GET or HEAD,the user agent MUST NOT
automatically redirect the request unless it can be confirmed by the user, since this might change the conditions
under which the request was issued.

10.4 Client Error 4xx

The 4xxclass of status codeis intended for cases in which the client seems to have erred. Except when responding to
a HEADrequest, the server SHOULD include an entity containing an explanation of the error situation, and whether
it is a temporary or permanent condition. These status codes are applicable to any request method. User agents
SHOULDdisplay any included entity to the user.

If the client is sending data, a server implementation using TCP SHOULDbecareful to ensure that the client
acknowledgesreceipt of the packet(s) containing the response, before the server closes the input connection.If the
client continues sending data to the server after the close, the server’s TCP stack will send a reset packet to theclient,
which mayerase the client’s unacknowledged input buffers before they can be read and interpreted by the HTTP
application.

10.4.1 400 Bad Request

The request could not be understood by the server due to malformed syntax. The client SHOULD NOTrepeat the
request without modifications.

10.4.2 401 Unauthorized

The request requires user authentication. The response MUST include a www Authenticate headerfield
(section 14.47) containing a cha. lengeapplicable to the requested resource. The client MAY repeat the request
with a suitable Aut horization headerfield (section 14.8). If the request already included Authorization
credentials, then the 401 response indicates that authorization has been refused for those credentials. If the 401
response contains the same challenge as the prior response, and the user agent has already attempted authentication
at least once, then the user SHOULDbepresentedthe entity that was given in the response, since that entity might
include relevant diagnostic information. HTTP access authentication is explained in “HTTP Authentication: Basic
and Digest Access Authentication” [43].

10.4.3 402 Payment Required

This code is reserved for future use.

10.4.4 403 Forbidden

The server understood the request, but is refusing to fulfill it. Authorization will not help and the request SHOULD
NOTberepeated.If the request method was not HEAD and the server wishes to make public why the request has not
been fulfilled, it SHOULD describe the reason for the refusal in the entity. If the server does not wish to make this
information available to the client, the status code 404 (Not Found) can be usedinstead.
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