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(57) ABSTRACT

Providedis a distributed system and methodfor enabling new
and useful location dependent features and functionality to
mobile data processing systems. Mobile data processing sys-
tems (MSs) interact with each other as peers in communica-
tions and interoperability. Indirectly located mobile data pro-
cessing systems are located relative other mobile data
processing systems, and are automatically located using
whereabouts data of directly located mobile data processing
systems and/or whereabouts data of other indirectly located
mobile data processing systems. A mobile data processing
system may dynamically take on roles of being directly
located or indirectly located, depending on the environment
and capabilities available at a particular time. Data is shared
between mobile data processing systems to carry out novel
Location Based eXchanges (LBX) of data for new mobile
applications. Information which is transmitted inbound to,
transmitted outbound from,or is in process at, a mobile data
processing system, is used to trigger processing of actions in
accordance with user configured permissions, charters, and
other configurations. In a preferred embodiment, a user con-
figurable platform is provided for quickly building well
behaving LBX applications at MSs and across a plurality of
interoperating MSs.
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a 3002a
// Figs. 30A through 30E syntaxes (e.g. delimeters, etc) used should enforce
/! appropriate unambiguous grammarparsability for Lex&Yacc, top down
/f recursive parsing, XML encoding, other syntactic embodiments, applicable semantic
// representations, and any other syntactic/semantic embodiments. Figs. 30A through 30E BNF
// grammarelaborates for a corresponding interpreter, recommended syntaxes, programming
i language stuctures and/or objects, DB schemas, ANSI datastream encoding (e.g. X.409),
i! flowchart processing blocks and locations in parent application flowhcharts, and any other
/f analogous implementation embodiments or subsets thereof.

i* Common BNF grammar(e.g. in Data 8): *****

Variables = "null" | Variables Variable
{Variables are placed anywhere; Can be used for referencing (a="..." b=a_ c=b)

Variable = VarType(VarName) = “null” | VarType(VarName)= ...value(s)... |
VarType(VarName) = [ Variables ] [ Varinstantiations] |
VarType(VarName) = [ Varinstantiations ] [ Variables ]

fl Variables scope to following & descending nesting; "value" has appropriate syntax
il per VarType; VarNamecanbeset to other variables (e.g. indirect tree structure)

Varinstantiations = “null” | Varinstantiations Varinstantiate

Varinstantiate = *VarName(Param1="x1", Param2="x2", ... ParamN="xN") for N >= 0
if Parameters allow optionally substituting occurrences in VarName with new values
if prior to instantiation.

VarName = "text string"

Description = "null" | "text string" | Varinstantiate

History = [Creatorinfo ] [ Modifierinfo ] | Varinstantiations

Creatorinfo = "null" | [CreateDateTime ] [ CreatoriD] [ CreatoriDType ]
[ CreatorAddr] [ CreatorSys!ID ] [ CreatorSysType ]
[ CreatorSysAddr] | Varinstantiations

Modifierlnfo = "null" | [ LastModifyDateTime ] [ LastModifyID }
[ LastModifylDType ] [ LastModifyAddr ] [ LastModifySysiD ]
[ LastModifySysType] [ LastModifySysAddr] | Varinstantiations

CreateDateTime = "date/time stamp”| Varinstantiate

CreatorID = (1D

CreatoriDType = IDType

Fig. 30A
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002b4
CreatorAddr Address

CreatorSysID “text string” | Varinstantiate

CreatorSysType = "system type" | Varinstantiate // e.g. type of MS

CreatorSysAddr = Address

LastModifyDateTime= “date/time stamp"| Varinstantiate

LastModifyiD = ID

LastModifyIDType = IDType

LastModifyAddr = Address

LastModifySysiID = "text string" | Varinstantiate

LastModifySysType = "system type”| Varinstantiate

LastModifySysAddr = Address

ID = "MS ID" [ Description ] [ History ] |
"MS GroupID" [ Description ] [ History ] | "User ID" [ Description ] [ History ] |
“User Group ID" [ Description ] [ History ] | “logical handle" [ Description ] [ History ] |
“physical handle” [ Description ] [ History ] | Varinstantiations

IDType = "MS_ID" | "MS_Group_!D" | “User_ID" | "User_Group_ID" |
"logical_handle” | “physical_handle"| Varinstantiate

Address = "ip address" | "SNA address”| "Postal address"|
“point” | "logical address” | "physical address”| "situational location"|
"2 dimensional area” | "3 dimensional area" | Varilnstantiate

TimeSpec = "Xdate/time stamp" | "Xdate/time period" | Varinstantiate

VarType = Description | History | ID | IDType | Creatorinfo | Modifierinfo |
CreateDateTime| CreatorID | CreatorlIDType | CreatorAddr | CreatorSysiD|
CreatorSysType | CreatorSysAddr | LastModifyDateTime | LastModifyID|
LastModifylDType | LastModifyAddr | LastModifySysID | LastModifySysType|
LastModifySysAdar| Address | "Xdate/time stamp” | "Xdate/time period”| “text string” {
“system type” | TimeSpec | "MS ID" | "MS Group ID"| "User ID" | "User Group ID"|
“logical handle"| physical handle”| "...Address elaborations..."|
",.dDType elaborations..." | Variable // | Varinstantiate here as well (but elaborates)

Fig. 30B
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eo 3034

ii***** BNF grammarfor Permissions 10: *****

PermissionBody = "null" | [ Variables ] [ Permissions ]
{1 [ Variables ] placed anywhere (not shownin constructs below to enhance readability)

Permissions = "null" | Permissions Permission | Varlnstantiations

Permission = Grantor Grantee [ Grants ] [ TimeSpec] [ Description ] [ History ] |
Varinstantiations

/! No Grants implies granting all permissions; This embodiment ensures non-null
!f Grantor and Grantee, but “null” could be used (e.g. for placeholder entries).

Grantor = ID [IDType ] | Varinstantiations
//1D defaults (e.g. MS ID) when IDType not present

Grantee = ID [IDType ] | Varinstantiations

Grants = "null" | Grants Grant | Privileges | Varinstantiations

Grant = "grant name” AND (Privileges [ TimeSpec ] [ Description ] [ History]|
Grants [ TimeSpec ] [ Description ] [ History ] |
Varlnstantiations)

Privileges = "null" | Privileges Privilege | Varlnstantiations—

Privilege = “atomic privilege for assignment" [ MSRelevance]
[ TimeSpec ] [ Description ] [ History ] | Varinstantiations

MSRelevance = "MS relevance descriptor”

Groups = "null" | Groups Group| Varinstantiations

Group = "group name"AND(IDs [ Description ] [ History]|
Groups [ Description ] [ History ] |
Varinstantiations)

IDs = "null" | IDs ID [IDType ] | Varinstantiations

VarType = *VarType | Permissions | Permission | Grantor | Grantee | Grants |
Grant| Privileges | Privilege | MSRelevance | Groups [| Group|
IDs

Fig. 30C
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eo 3068a
i{**"~ BNF grammarfor Charters 12: *****

CharterBody = "null" | [ Variables ] [ Charters]
i! [ Variables ] placed anywhere (not shown in constructs below to enhance readability)

Charters = “null” | Charters Charter | Varinstantiations

Charter = Grantee Grantor Expression Actions [ TimeSpec ] [ Description ]
[ History ] | Varinstantiations

Expression = Conditions [ TimeSpec ] | Varinstantiations
ji This embodiment ensuresat least one condition to a Charter, but “null” could be
Hf used (e.g. for placeholderentries).

Conditions = Condition | Conditions CondOp Condition] | Varlnstantiations

CondOp = "and" | “or” | Varinstantiations

Condition = Term Op Term [ TimeSpec ] [ Description ] [ History]|
Value [ TimeSpec] [ Description ] [ History]|
Invocation [ TimeSpec ] [ Description ] [ History ] | Varinstantiations
if Another embodimentaliows unary operators (e.g. “not"), for example for boolean
J] WDRfields (e.g. Applications field(s)). Current boolean tests for "True" or “False”,
/l or non-zero = "True" and zero = "False". Value & Invocation result in a boolean.

Term = WDRTerm [ TimeSpec] [ Description ] [ History ] |
AppTerm [ TimeSpec] [ Description ] [ History ] |
Value [ TimeSpec ] [ Description ] [ History ] j
Invocation [ TimeSpec ] [ Description ] [ History ] |
Varinstantiate

WDRTerm = "Any WDR 1100 field, or any subset thereof" [ Description ]
[ History ] | Varinstantiate

AppTerm = "Any Application data field, or any subset thereof" [ Description ]
{ History ] | Varlnstantiate

Value = Data | "number"| "text string" | “value” | “True” | "False"|
“atomic term" | ID [IDType ] | "null" | Varinstantiate

Data = "typed memory pointer" | "typed memory value”| "typed file path"|
“typed file path and offset"| “typed DB qualifier” | Varilnstantiate

ifi.e. pointer or value from stack, globals, shared memory,file data location, DB
if pointer, DB value, or any other data.

Fig. 30D
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eo3068b

Invocation = "DLLinterface(optional params...)"|
“Linked interface(optional params...)"|
“executable path(optional params...)" | Varlnstantiate

/ Invocation can return any value of any type, except will be converted to a boolean
i} when used as a Term (0 = False, else = True). Best to return boolean when Term use.

Op = [ "atomic not operator" ] “atomic operator" | ProfileMatch|
Varlnstantiate

ProfileMatch = "atomic profile match operator" | Varlnstantiate

Actions = "null" | Actions Action

Action = [Host ] Command Operand [Parameters]
[ TimeSpec ] [ Description ] [ History ] | Varlnstantiations

Host “null® | 1D [IDType] | Varinstantiations

Command = "atomic command"| Varinstantiations
/f Command may mapto translation memberentry of natural language map

Operand = "atomic operand"| Varlnstantiations
if Some embodiments have no need for an operandin this grammar(e.g. commandfile
if reference, DLL call, self contained command, invocation callout, etc).

Parameters = "null" | Parameters Parameter | Varinstantiations

Parameter = WDRTerm [ Description ] [ History]|
AppTerm [Description ] [ History ] |
Value [ Description ] [ History ] |
Invocation [ Description ] [ History ] |
ID [IDType ] [ Description ] [ History ] |
Varinstantiate [ Description ] [ History ]

VarType = *VarType | Charters | Charter | Expression | Conditions | Condition|
CondOp | WORTerm | Term | Value | Data | Invocation | Op { Actions
ProfileMatch | Action | Command| Operand | Parameters | Parameter|
Host

Fig. 30E
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 | DIRECTIVE COMMAND

 
 

COMMAND

101 
 

 
 
 COMMAND

"Send" 101

“Notify” 103
"Alert" 103

"Compose" 105
"Make" 105

"Find" 107

 
   
   

  
  

  
  
  

  

"Invoke" 109

"Start" 109

"Spawn" 109
"Do" 109

"Start that Puppy" 109
"Copy" 111
"Discard" 113

"Delete" 113

"“Thow Away” 413
"Move" 115 3204-2
"Store" 117
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| DIRECTIVE OPERAND

 
 

OPERAND

201 
 

    DIRECTIVE OPERAND

 

   
   

    

  
  
  

  
  

"Auto-dial #" 201

"fink" 203

“hyperlink” 203
"http link" 203
"Email" 205

"Electronic mail" 205

"Outlook mail” 205

"SMS message" 207
"Texting" 207
"Phone message” 207
"Indicator" 213

"Dingy" 213
"Application" 215
"App" 215
"Phone program" 215
"Widget" 215 3254-2 "Data" 225
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Token Length
Variables’ L

Variable L

Varinstantiations’ L

Varlinstantiate L

VarName L

Description L
History L
Creatorinfo L

ModifierInfo L

CreateDateTime  L

CreatoriD L.

CreatoriDType 1
CreatorAddr L

CreatorSysID L
CreatorSysType  L
CreatorSysAddr L
LastModifyDateTime L
LastModifyID L
LastModifylIDType L
LastModifyAddr L
LastModifySysID =L
LastModifySysType L
LastModifySysAddr L
ID

IDType
Address

TimeSpec

L

1

L

L

Sheet 83 of 259 US 8,639,267 B2

Value

complex ( [Variable] ... [Variable] ).
complex (First 2 bytes = VarType;
VarName;value(s)); this can be present in any complex
datastream for scope within current complex datastream
thereafter and all descending contructsto it.
complex ( [Varinstatiate] ... [Varinstantiate]).
instantiation variable name and optional parameters; this
can be subordinate to any other construct
(e.g. {Description,8,{Varlnstantiate,2,x}} where x is variable
of string type (e.g. x = "Very long description text here").
Note the savings in TLV datastream size by
using variables defined in 1 place for multiple
subsequent instantiations thereafter).
text string for variable name.
text string for description.
complex ( [CreatorInfo] [ModifierInfo] )
complex ( [CreateDateTime] [CreatorID] [CreatorIDType]
[CreatorAddr] [CreatorSysID ] [ CreatorSysType]
[ CreatorSysAddr ] ).
complex ( [LastModifyDateTime] [LastModifyID]
[ LastModifyIDType ] [LastModifyAddr] [LastModifySys!D]
[LastModifySysType] [LastModifySysAddr] ).
date/time stamp (i.e. YYYYMMDDHHMMSS.12..J).
complex (ID).
Atomic elementof IDType.
complex (Address).
Text string for system ID.
Text string for system type.
complex (Address).
date/time stamp.
complex (ID).
Atomic element of IDType.
complex (Address).
Text string for system ID.
Text string for system type.
complex (Address).
complex (first 2 bytes = length of the identifier;followed by
identifier;|[Description] [History]).
Atomic element of IDType.
First 2 bytes = address type; next L-2 bytes = addressinfo.
First byte = spec type (stamp, period); Next bytes = the
time spec(s) (e.g. preferably in syntax described).

Fig. 33A

 

APPLE

EXHIBIT 1001 - PAGE 0088



APPLE
EXHIBIT 1001 - PAGE 0089

U.S. Patent

Token

PermissionBody
Permissions!

Permission

Grantor

Grantee

Grants!

Grant

Privileges!
Privilege

MSRelevance

Groups’
Group

IDs" L
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Value
complex ( [Variables] [Permissions]).
complex ( [Permission] ... [Permisson]).
complex ( Grantor Grantee [Grants]
[TimeSpec] [Description] [History]).
complex (ID [ IDType]).
complex (ID [ IDType] ).
complex ( [Grant] ... [Grant] | [Privileges] ).
First 2 bytes = length of Grant name;following bytes =
grant namestring; then complex:
( Privileges [TimeSpec] [Description] [History]|
Grants [TimeSpec] [Description] [History]).
complex( [Privilege] ... [Privilege] ).
first 4 bytes = unsigned integer for atomic privilege
assigned; following bytes (L-4) are complex:
( [MSRelevance] [TimeSpec] [Description] [History]).
64 bits for up to 64 different MS types
of different capabilities.
complex ( [Group] ... [Group]).
First 2 bytes = length of Group name;following bytes =
group namestring; then complex:
( IDs [Description] [History]|
Groups [Description] [History] ).
complex (ID [IDType] ... ID [IDType]).

Fig. 33B
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U.S. Patent

Token

CharterBody
Charters!
Charter

Expression
Conditions

CondOp
Condition

Term

WDRTermm

AppTerm

Value

Data

Invocation

Op

Actions’
Action

Host

Command

Operand
Parameters’
Parameter

Jan. 28, 2014

Length

mare

mre

mmNher
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Value
complex ( [Variables] [Charters]).
complex ( [Charter] ... [Charter] ).
complex ( Grantee Grantor Expression Actions
[TimeSpec] [Description] [History] ).
complex ( Conditions [TimeSpec]).
complex (Condition | Conditions CondOp Condition]).
"&" or"|".
complex ( Term Op Term [TimeSpec]
[Description] [History]|
Value [TimeSpec] [Description] [History]|
Invocation [TimeSpec] [Description] [History] ).
complex ( WDRTerm [TimeSpec] [Description] [ History]|
AppTerm [TimeSpec] [Description] [History] |
Value [TimeSpec] [Description] [History]|
invocation [TimeSpec] [Description] [History]).
first 2 bytes for WDR 1100 field/subfield length; following
bytes are namesyntactical reference; then,if any, is
complex = [Description] [History]).
first 2 bytes for Application field length; following
bytes are Prefix_name syntactical reference; then,if any,is
complex = [Description] [History] ).
first byte indicates Value type; following bytes (L-1), if any,
is the "number", "text string", "value", "Boolean", "null",
"atomic term" or complex = ( Data | ID [IDType]).
first byte = atomic element data type;
L-1 following bytes are the data syntactical reference.
first byte = atomic elementdata type; L-1 fallowing bytes =
atomic element invocation with optional parameters.
the operator reference (notclarifier simply provides unique
operator(e.g. = and != are two operators; ProfileMatch
here too). Numeric values used instead of characters here.
complex( [Action] ... [Action] ).
complex ( [Host] Command Operand
[Parameters] [TimeSpec] [Description] [History] ).
complex (ID [IDType]).
the commandreference.

the operand reference.
complex ( [Parameter] ... [Parameter] ).
complex (WDRTerm [ Description ] [ History]|
AppTerm [ Description ] [ History]|
Value [ Description ] [ History ] |
invocation [ Description ] [ History ]
1D [ |IDType ] [ Description ] [ History]).

Fig. 33C
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ipeoree* Crammar Common Definitions: *********
i

#define TOKEN_LENGTH 2
#define LENGTH_LENGTH 4

i #define VARTYPE_x Use Token Definitions for VarType

#define IDTYPE_MSID 11
#define IDTYPE_MSGRPID 12
#define IDTYPE_USERID 13
#define IDTYPE_USERGRPID 14
#define IDTYPE_LOGICAL 15

/1 e.g. ip address and socket; e.g. inetd.cfg invocation (e.g. 23.56.232.2:34002)
#define IDTYPE_PHYSICAL 16 // MS serial #

#define ADDRTYPE_LOGICAL 21 // e.g. ip address
#define ADDRTYPE_PHYSICAL 22 // e.g. MS serial #
#define ADDRTYPE_POSTAL 23
#define ADDRTYPE_POINT 24
#define ADDRTYPE_SL 25
#define ADDRTYPE_2D 26
#define ADDRTYPE_3D 27

#define TIMESPECTYPE_STAMP 31
#define TIMESPECTYPE_PERIOD 32

Fig. 34A
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ife=******* Grammar Common Construct Token Definitions: *********
if

ll #define

#define

// #define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

VARIABLES

VARIABLE

VARINSTANTIATIONS

VARINSTANTIATE

VARNAME

DESCRIPTION

HISTORY

CREATORINFO

MODIFIERINFO

CREATEDATETIME

CREATORID

CREATORIDTYPE

CREATORADDR

CREATORSYSID

CREATORSYSTYPE

CREATORSYSADDR

LASTMODIFYDATETIME

LASTMODIFYID

LASTMODIFYIDTYPE

LASTMODIFYADDR

LASTMODIFYSYSID

LASTMODIFYSYSTYPE

LASTMODIFYSYSADDR

ID

IDTYPE

ADDRESS

TIMESPEC

10001

10002

10003

10004

10005

10006

10007

10008

10009

10010

10011

10012

10013

10014

10015

10016

10017

10018

10019

10020

10021

10022

10023

10024

10025

10026

10027

ipe******** Grammar Permission Construct Token Definitions: *********

//

#define

/1 #define

#define

#define

#define

#define

#define

// #define

#define

#define

PERMISSIONBODY

PERMISSIONS

PERMISSION

GRANTOR

GRANTEE

GRANTS

GRANT

PRIVILEGES

PRIVILEGE

MSRELEVANCE

Fig. 34B

12001

12002

12003

12004

12005

12006

12007

12008

12009

12010
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#define GROUPS 12011
#define GROUP 12012

#define IDS 12013

ipoGrammar Charter Construct Token Definitions: *********
if

#define CHARTERBODY 14001
i/ #define CHARTERS 14002
#define CHARTER 14003
#define EXPRESSION 14004
#define CONDITIONS 14005
#define CONDOP 14006
#define CONDITION 14007

#define TERM 14008
#define WDRTERM 14009
#define APPTERM 14010
#define VALUE 14011

#define DATA 14012
#define INVOCATION 14013
#define OP 14014
l#define ACTIONS 14015
#define ACTION 14016

#define HOST 14017

#define COMMAND 14018

#define OPERAND 14019
i #define PARAMETERS 14020
#define PARAMETER 14021

(peeereeGrammar Charter Definitions: *********

I

{/ atomic terms (e.g. \loc_my), WDRfield terms (e.g. __location),
/f Application terms (e.g. M_source), invocation (e.g. fen(p1,p2)), CondOp (e.g. "&") and
// Data atomic elements(e.g. c:\dir1\fname:58/LONGINT) are recognized syntaxes.
#define VALUE_NUMBER 41
#define VALUE_TEXT 42
#define VALUE_ENUM 43 // “value”
#define VALUE_BOOLEAN 44 // 1 = True, 0 = False
#define VALUE_ID 45

Fig. 34C
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[[Rteeeeeee Atomic Commands : RRKKKRKEEK
If

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

#define

CMD_SEND
CMD_NOTIFY
CMD_COMPOSE
CMD_FIND
CMD_INVOKE
CMD_COPY
CMD_DISCARD
CMD_MOVE
CMD_STORE
CMD_CONNECT
CMD_ADMINISTRATE
CMD_CHANGE
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#define

OPERAND_AUTODIALNUMBER
OPERAND_WEBLINK
OPERAND_EMAIL
OPERAND_SMSMSG
OPERAND_BRDEMAIL
OPERAND_BRDSMSMSG
OPERAND_INDICATOR
OPERAND_APP
OPERAND_DOCUMENT
OPERANDFILE
OPERAND_CONTENT
OPERAND_DBOBJ
OPERAND_DATA
OPERAND_SEMAPHORE
OPERAND_DIRECTORY
OPERAND_APPCONTEXT
OPERAND_UIFOBJ
OPERAND_UIFCTL
OPERAND_INPUT
OPERAND_OUTPUT
OPERAND_ALERT
OPERAND_PROC
OPERAND_CONTAINER
OPERAND_PROGOBJ
OPERAND_CURSOR
OPERAND_CALENDAR
OPERAND_ADDRESSBOOK
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// TIMESPEC date/time stamps for open endedperiods are set with no start/end spec:
i! >=YYYMMDDHHMMSS.1..J ==> set x.endDT to DT_NOENDSPEC;
if <=YYYMMDDHHMMSS.1..J ==> set x.startDT to DT_NOSTARTSPEC:
i <YYYMMDDHHMMSS.1..J and >YYYMMDDHHMMSS.1..J subtracts/adds min precision
// from specified date/time stamp (i.e. TIMESPECperiods are preferably inclusive).
#define DT_NOENDSPEC -1.0
#define DT_NOSTARTSPEC -2.0

typedefstruct timespec { // specifications converted to a Julian period form
double startDT; // converted to Julian format (1ms precision)
double endDT; /{ converted to Julian format (1ms precision)
struct timespec *nextTS; // linkedlist of sibling timespecs
} TIMESPEC;

typedefstruct {
double *dt; #f Julian date/time

unsigned char id{MAX_IDLENGTH];
unsigned short idtype; /! for IDTYPE_x values
/funsigned short cadr_type; // Assume 1 format here
unsigned char “c_address;
char *sysid;
char *systype;
/funsigned short sysadr_type; // Assume 1 format here
unsigned char *sys_address;
} BOOKKEEP;

typedefstruct{
BOOKKEEP‘creation;
BOOKKEEP *modify;
} HISTRY;

typedefstruct {
unsigned short vartype;
char name[MAX_VARNAME];
unsigned char *value; // may be complex or series of complex
} VAR;

Fig. 34E
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typedefstruct privilege {
unsigned long
unsigned char
TIMESPEC

char

HISTRY

struct privilege
} PRIVILEGE;

typedefstruct grant {
char

char

union {
struct grant
PRIVILEGE

} assigned:
TIMESPEC

char

HISTRY

struct grant
} GRANT;

typedefstruct permission {
unsigned char
unsigned short
unsigned char
unsigned short
char

union {
GRANT

PRIVILEGE

} assigned;
TIMESPEC

char

HISTRY

struct permission
} PERMISSION;

priv; #/ constant value of known privilege
relevance[MAX_RELEVANCEMASK];
*tspec;
*desc;
*hist;

*nextPriv; —// linkedlist of sibling privileges

name[MAX_GRNAMLENGTH],
permtype; //'P'= Privilege(s), 'G' = Grant(s)

*grants; // linked list subordinate/descending grant(s)
“privileges; // linkedlist of privilege(s)

*tspec;
“desc;
*hist;

*nextGrant; // linked list of sibling grants

grantor[MAX_IDLENGTH};
gortype; Hf for IDTYPE_x values
grantee[MAX_IDLENGTH};
geetype: 4 for IDTYPE_x values
permtype; Hf 'P' = Privilege(s), 'G' = Grant(s)

*grants; / linked list of grant(s)
*privileges; /f linkedlist of privilege(s)

*tspec;
*desc;
*hist;

*nextPerm; if linked list of permissions

Fig. 34F
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typedefstruct identity {
unsigned char id[MAX_IDLENGTH],
unsigned short idtype; !/ for IDTYPE_x values
struct identity *nextlD; #/ linkedlist of sibling IDs
} IDENTITY;

typedef struct group {
char name{[MAX_GRPNAMELENGTH];
char grptype; //*B' = Branch, 'L' = Leaf
union {

struct group “groups; // linked list subordinate/descending group(s)
IDENTITY “ids; // linked list of IDs in this group
} assigned;

char *desc;
HISTRY *hist;

struct grant “nextGroup; // linkedlist of sibling groups
} GROUP;

typedefstruct action {
IDENTITY host; // .idtype = 0 = no host spec)
unsigned short cmd;
unsigned short operand;
unsigned char *params; /{ maintained in syntax forflexibility

and for stack processing
TIMESPEC *tspec:
char *desc;
HISTRY *hist;
struct action *nextActn; // linkedlist of sibling actions
} ACTION;

typedefstruct charter{
unsigned char grantee{MAX_IDLENGTH];
unsigned short geetype; / for IDTYPE_x values
unsigned char grantor[MAX_IDLENGTHT];
unsigned short gortype; // tor IDTYPE_x values
TIMESPEC *“exprTs;
unsigned char *cond; /f at least 1 condition maintainedin

// syntax for proper stack processing
ACTION *actn;
char *desc;
HISTRY *hist;
struct charter *nextCharter; // linked list of charters

} CHARTER;

Fig. 34G
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DESCRIPTION  ID TYPE

Fig. 36A

APPLE

EXHIBIT 1001 - PAGE 0103



APPLE
EXHIBIT 1001 - PAGE 0104

U.S. Patent Jan. 28, 2014 Sheet 99 of 259 US 8,639,267 B2

 

Fig. 36B

APPLE

EXHIBIT 1001 - PAGE 0104



APPLE
EXHIBIT 1001 - PAGE 0105

U.S. Patent Jan. 28, 2014 Sheet 100 of 259 US8,639,267 B2

 

Fig. 36C

APPLE

EXHIBIT 1001 - PAGE 0105



APPLE
EXHIBIT 1001 - PAGE 0106

U.S. Patent Jan. 28, 2014 Sheet 101 of 259 US8,639,267 B2

eo 3660

 
  

  

 

Fig. 36D

APPLE

EXHIBIT 1001 - PAGE 0106



APPLE
EXHIBIT 1001 - PAGE 0107

U.S. Patent Jan. 28, 2014 Sheet 102 of 259 US8,639,267 B2

   
  

Fig. 37A

APPLE

EXHIBIT 1001 - PAGE 0107



APPLE
EXHIBIT 1001 - PAGE 0108

U.S. Patent Jan. 28, 2014 Sheet 103 of 259 US8,639,267 B2

   
  
  
  

  

Fig. 37B

APPLE

EXHIBIT 1001 - PAGE 0108



APPLE
EXHIBIT 1001 - PAGE 0109

U.S. Patent Jan. 28, 2014 Sheet 104 of 259 US8,639,267 B2

 

Fig. 37C

APPLE

EXHIBIT 1001 - PAGE 0109



APPLE
EXHIBIT 1001 - PAGE 0110

U.S. Patent Jan. 28, 2014 Sheet 105 of 259 US 8,639,267 B2

 

 
 

 

  
 

  
 
 

  

  

3802

START - Permissions 3834 3832
configuration

Invoke send data Send

3804 (PERMISSION_INFO) permissions? 
 
 

 
Present permissions
configuration options

to user 3836

 
  

 
 

 
 

Invoke configure
 

   
 

  

 

806

, , acceptance Config
Waitfor user action (PERMISSION_INFO)| fe accepting

—— permissions?
3810

 
 Config Yes User configures

permissions? permission(s)
3840 

No es

3812

Config grants? >
O

3844

Handle other user

action appropriately 

 
3816

Config groups? S
O

  
 

  
 

Invoke view

other(s)' info
GROUP_INFO

 
  

Invoke view other(s)’
info

PERMISSION_INFO)

 
 

  
 

  
  
 
 
 

3842
Invoke view

other's other(s)' info STOP
grants? GRANT_INFO

— 1478
Fig. 38

APPLE

EXHIBIT 1001 - PAGE 0110



APPLE
EXHIBIT 1001 - PAGE 0111

U.S. Patent

3902

START- User

configures permissions

3904

Initialize (e.g. to DB)

3906

Get groupsapplicable
to user

3908

et permissions data
applicable to user and

groups useris

  
  

 

  Associate data with

corresponding unique
IDs for easy DBiff;
Initialize list cursor

 
  

Set indication for user

where cursorset;

Scroll list if appropriate

Present scrollablelist

of permissions
information

  

3916

Wait for user action

entry cursor
?

Ye

Setlist cursor

appropriately

=

Jan. 28, 2014 Sheet 106 of 259

  
 

3922 O24
es

Access max permitted
 Add

permission
?  
  
 

 
 
  
 permission

?
 
 

 
 
 
 
 
 
 

 Insert to DB; Modify
scrollable list; Set

cursor appropriately

 
  

  
 

 
 
 

 
 
 
 

 
Delete from DB per

cursor; Modify list; Set
cursor appropriately

 
 

  
 
 

Fig. 39A

US 8,639,267 B2

APPLE

EXHIBIT 1001 - PAGE 0111



APPLE
EXHIBIT 1001 - PAGE 0112

U.S. Patent Jan. 28, 2014 Sheet 107 of 259 US 8,639,267 B2

(960) 3998
3954 3956

~ ;
 
 
 

3952

 
 

  
 

 

  
 

 
 
 
 

Change
Userinterfaces to

permission?

Yes

cursored entry for

Update data in DB;
Modify scrollabielist

modify; Wait for save/

Present additional

exit

detail to user; Wait for

browse complete
action

 

  
 

  

  
 
 

Get details of

permission data per  

 
  

 

more detail?

   

 
  
 

3970

Save internalized form

9743972 3 3976
Yes

Clean up(e.g. to DB) STOP

3978

  
internalize

configurations for LBX
operation

Internalize

for use?

No

 
Handle other user

action appropriately 
Fig. 39B

APPLE

EXHIBIT 1001 - PAGE 0112



APPLE
EXHIBIT 1001 - PAGE 0113

U.S. Patent Jan. 28, 2014 Sheet 108 of 259 US8,639,267 B2

 
 
 

4002

Sj

configures grants

4004

Initialize (e.g. to DB) 

4006
Get groups applicable

to user

4008

et grants data
applicable to user and

groups useris
memberof

  
 

Provide

S 4026
Ye

4028

 

  
 
 
 

 

4010

Associate data with

corresponding unique
IDs for easy DBiff;
Initialize list cursor

  
 

 
 User enters validated

grantinfo  
  
 
 
 
 

  
Insert to DB; Madify
scrollable list; Set

cursor appropriately

  Set indication for user

where cursorset;
Scroll list if appropriate

  
  
 
 

  
 

 Userinterfaces to

cursored entry for
modify; Wait for save/

Presentscrollablelist

of grants information
  
  

 
 
 

4016

Wait for user action

entry cursor
?
 
 
 

Ye

Setlist cursor

appropriately

— 3814

Fig. 40A

APPLE

EXHIBIT 1001 - PAGE 0113



APPLE
EXHIBIT 1001 - PAGE 0114

U.S. Patent Jan. 28, 2014 Sheet 109 of 259 US8,639,267 B2

@
4052 4054 4056

Present additional

detail to user; Wait for
browse complete

action

 

  
 
 

 
 
 

  
 

Get

more detail?
Get details of grant

data per cursor

  
  Provide

error

 
   Delete from DB per

cursor, Modify list; Set
cursor appropriately
 

  
4070

4068 4072
Yes

Clean up(e.g. to DB) STOP

4074

 
Handle other user

action appropriately 
Fig. 40B

APPLE

EXHIBIT 1001 - PAGE 0114



APPLE
EXHIBIT 1001 - PAGE 0115

U.S. Patent Jan. 28, 2014 Sheet 110 of 259 US8,639,267 B2

4102

START- User 4124

configures groups Access max permitted 4104

Initialize (e.g. to DB)
 
 

 
 
 

 
 
 
 
 

 
 

4106
Get groups useris

memberof

4108

Get groups data
applicable to user 

4110

Associate data with

corresponding unique
IDs for easy DBiff;
Initialize list cursor

  
  
  

Insert to DB; Modify
scrollable list; Set

cursor appropriately

  Set indication for user

where cursorset;

Scroll list if appropriate

 
  

   
 
 

 
 

 Userinterfaces to

cursored entry for
modify; Wait for save/

Present scollable list

of group information
  
  

 
 

 

4116

Wait for user action

entry cursor
?
     

 
 
 

Update data in DB;
Modify scrollable list Yes

Setlist cursor

appropriately

(196) “— 38178
Fig. 41A

APPLE

EXHIBIT 1001 - PAGE 0115



APPLE
EXHIBIT 1001 - PAGE 0116

U.S. Patent Jan. 28, 2014 Sheet 111 of 259 US8,639,267 B2

(4150) 4198
4154 4196

Present additional

detail to user; Wait for

browse complete
action

 4152

 
 
 

 
 

 

 
 
 

Get

more detail?
Get details of group

data per cursor

 Delete group? 

Provide
error  Referenced?

 
  Delete from DB per
cursor; Modify list; Set
cursor appropriately
 

  

 
4168 4170

Yes

Clean up (e.g. to DB)

No
4174

Handle other user

action appropriately 
Fig. 41B

APPLE

EXHIBIT 1001 - PAGE 0116



APPLE
EXHIBIT 1001 - PAGE 0117

U.S. Patent Jan. 28, 2014 Sheet 112 of 259 US8,639,267 B2

4202

  
 

4230

START- yew other(s) Present detail to user:
Wait for browse

4204
 

  complete/clone action

 
 
 

Get params (object
type)

’ $206

Initialize (e.g. to DB)
  select to

 
 User specifies owner

info  
 

  Get object type info for
specified ownerinfo

4212 4274
oO Provide

~4 error
Present scrollablelist

for browse

 

  
   

 

have permission
to clone?

 

 
 
 
 

Getdetails of object
type information
 
  selected

jtem?,

 

APPLE

EXHIBIT 1001 - PAGE 0117



APPLE
EXHIBIT 1001 - PAGE 0118

U.S. Patent Jan. 28, 2014

 
Get parameter

OBJ_TYPE
 

 
  Display acceptable

delivery acceptance
methods to user 
  User specifies

acceptable delivery
method(s)

 

 
  Acceptable delivery

method(s) saved per
OBJ_TYPE

RETURN 

Fig. 43

Sheet 113 of 259 US 8,639,267 B2

APPLE

EXHIBIT 1001 - PAGE 0118



APPLE
EXHIBIT 1001 - PAGE 0119

U.S. Patent Jan. 28, 2014 Sheet 114 of 259 US8,639,267 B2

4402 4420
START- Send data Log attempt; Get next

orfirst) target4404 { ) tag
Get parameter

OBJ_TYPE

  
 
 
 
 

 

processed? 
 Userspecifies

validated target(s) per
OBJ_TYPE
 
 
 
 

 

Determine applicable
OBJ_TYPEdata for
 

 

 
 

 

 specified target(s)  Get applicable
OBJ_TYPEdata for 
 

 
 

 Accesshistory for
changes versus sends   

Format OBJ TYPE

data for sending
 

  
 Log overall status;

Provide error  
 

 

 
Send data

appropriately
 

 
 

 
 

 
Provide error; User
selects ignore orre-

specify
 

 
 

 
 

 
 
 

 

4436

Log attemptinfo; Get
next method

 
   

All processed?
User specifies delivery

method{s)

 4442

RETURN Maintain results to
history

Fig. 44A

 

APPLE

EXHIBIT 1001 - PAGE 0119



APPLE
EXHIBIT 1001 - PAGE 0120

U.S. Patent Jan. 28, 2014 Sheet 115 of 259 US 8,639,267 B2

4452

START - MS Receive

Configuration Data (RxCD)
thread

 

 
 

 
  
 

4476

Decrement RxCD-Ct |

Increment RxCD-Ct
 

 
 
 
 

4478

Retrieve next

incoming data 4464

 
 

Access source

information

 
 
 
 

 
 

  

Access acceptable
delivery method(s);

Access source

permissions

 Validate incoming data
for this target   

 
 
 

 
 Update local

permissions and/or
charters with data

 
 Send/Broadcast

response

Fig. 44B

 
APPLE

EXHIBIT 1001 - PAGE 0120



APPLE
EXHIBIT 1001 - PAGE 0121

U.S. Patent Jan. 28, 2014 Sheet 116 of 259 US8,639,267 B2

4502

START- Charters 4534
: 4632

configuration  
 
 

  
  
 

 

 Send

charters?

Invoke send data

(CHARTER_INFO)  
 

 

 
 

 

 
 

 

Present charters

configuration options
fo user 4536 

 
 
 

 
 

invoke configure
acceptance

(CHARTER_INFO) y
4510

User configures
charter(s)

Config
accepting

 
 

 
 
 

4544

Handle other user

action appropriately

 

  
  
 
 

 
 

View other's Invoke view
charters? other(s)’ infoamen CHARTER_INFO

  

 
 

 

 

 
 

Invoke view

View other Ss other(s)' info
actions? (ACTION_INFO)

 

 
 

 
 

 

 

4542

Invoke view other(s)'
info STOP

PARAMETER_INFO

N 1482
Fig. 45

APPLE

EXHIBIT 1001 - PAGE 0121



APPLE
EXHIBIT 1001 - PAGE 0122

U.S. Patent Jan. 28, 2014 Sheet 117 of 259 US 8,639,267 B2

4602

START - User

configures charters

4604

Initialize (e.g. to DB)

4606

Get groups applicable
to user

4608

 
 
 

applicable to user and

  charter

?

groups useris
memberof

4610

Associate data with

corresponding unique
IDs for easy DBiff;
Initialize list cursor

   
 

   
 

 
 User enters validated

charter  
 
  
 
 
 
 

 

  

Insert to DB; Modify
scrollable list; Set

cursor appropriately

  Set indication for user

where cursor set;

Scroll list if appropriate

    
 

 
 

 
 Delete from DB per

cursor; Modify list; Set
cursor appropriately

 

 
4696

appropriately

Fig. 46A

APPLE

EXHIBIT 1001 - PAGE 0122



APPLE
EXHIBIT 1001 - PAGE 0123

U.S. Patent Jan. 28, 2014 Sheet 118 of 259 US8,639,267 B2

4654

User interfaces to

cursored entry for
modify; Wait for save/

exit

 
 

4652

 
 

 Changecharter?   
 

 
 

 
 
 

  

Present additional

detail to user; Wait for

browse complete
action

Save internalized form

4674
4672 4676

Yes

Clean up (e.g. to DB) STOP

4678

 
 

Get details of charter

data per cursor more detail?

 
  

  
  
 
 

Internalize

configurations for LBX
operation

 internalize

for use?

 
 

No

 
Handle other user

action appropriately 
Fig. 46B

APPLE

EXHIBIT 1001 - PAGE 0123



APPLE
EXHIBIT 1001 - PAGE 0124

U.S. Patent Jan. 28, 2014 Sheet 119 of 259 US8,639,267 B2

4702

START- User 4124

configures actions Access max permitted
4704  
 
 
 

Initialize (e.g. to DB)

-4706
Get groups applicable

to user

applicable to user and
groupsuseris

memberof

4710

Associate data with

corresponding unique
IDs for easy DBiff;
Initialize list cursor

 action?

 
 
 
 
 
 
 
 

  
  
  

Insert to DB; Modify
scrollable list; Set

cursor appropriately

  Set indication for user

where cursor set;
Scroll list if appropriate
  
 
 

 
 

 User interfaces to

cursored entry for
modify; Wait for save/

Update data in DB; 7
Modify scrollable list

Presentscrollablelist

of actions information
  

  
 
 

 

4716

Wait for user action

entry cursor
?
     

 
 
 

 Yes

Setlist cursor

appropriately

(2726) “4514
Fig. 47A

APPLE

EXHIBIT 1001 - PAGE 0124



APPLE
EXHIBIT 1001 - PAGE 0125

U.S. Patent Jan. 28, 2014 Sheet 120 of 259 US8,639,267 B2

(750 4798

Present additional J

detail to user; Wait for
browse complete

action

 

  
 
 

 
 
 

  
 

 
 
 

 
 

 
 

Get

more detail?

Getdetails of action

data per cursor

Provide
error

 
  
  

Delete from DB per
cursor; Modify list; Set

 
cursor appropriately

Yes

Ciean up (e.g. to DB)

N° 4774

Handle other user

action appropriately 
Fig. 47B

APPLE

EXHIBIT 1001 - PAGE 0125



APPLE
EXHIBIT 1001 - PAGE 0126

U.S. Patent Jan. 28, 2014 Sheet 121 of 259 US8,639,267 B2

 
 

4802

START- User configures 4822 4824
parameter info parameter Access max permitted 4804  entry?
 
 

 

 
 

Initialize (e.g. to DB) 4826
7606 >

Get groups applicable
to user

4808 4828

 applicable to user and
groups useris

memberof

 
 
 parameter

entry?
 

 
  
 
 
 
 
 
 
 
 

 

4810

Associate data with

corresponding unique
IDs for easy DBiff;
Initialize list cursor
 

Insert to DB; Modify
scrollable list; Set

cursor appropriately

  Set indication for user

where cursor set:

Scroll list if appropriate

 
  

  
  

 

 
 Userinterfaces to

cursored entry for
modify; Wait for save/

 
4896

4820

appropriately

Fig. 48A

APPLE

EXHIBIT 1001 - PAGE 0126



APPLE
EXHIBIT 1001 - PAGE 0127

U.S. Patent

4850

 
 
  

   

  
 

4852

 
 

Get

more detail?

parameter
info?

4868

Yes

4874

Handle other user

action appropriately 

Jan. 28, 2014

 

Sheet 122 of 259 US 8,639,267 B2

4898

4854 4856
Present additional |

detail to user; Wait for
browse complete

action

 
 
 

  

 

 Getdetails of

parameterentry per
cursor

  
  
  

 
  
 
  Provide

error

 
 
  Delete from DB per

cursor; Modify list; Set
cursor appropriately
 

  
4870

4872

STOPClean up (e.g. to DB)

Fig. 48B

APPLE

EXHIBIT 1001 - PAGE 0127



APPLE
EXHIBIT 1001 - PAGE 0128

U.S. Patent

oon39=

Jan. 28, 2014 Sheet 123 of 259 US 8,639,267 B2

iO Privilege Data at ID, MS
Grantor

Not Applicable (Grantor hasall
privileges assigned to self by
default, therefore no explicit

privilege assignments needed)

* Maintain & inform purpose
* Used on incoming ID, WDRs
@ ID, MSforfeature to ID,
* Used on incoming ID, WORs
@ ID, MSforfeatureto ID,
“Used on ID, WDRs @ ID, MS
for feature to ID,

 
|* Enforce & inform purpose
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WODR:sfor feature(s) with

privileges granted byID, to ID,

 
Fig. 49B
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Permissions {

Text(str) = "Test Case #106729 (context)",
Generic(assignPrivs) = "G=Family,Work,\vuloc [T=>20080402000130.24,<20080428;

D=*str; H:]";
Groups {

LBXPHONE_USERS= Austin, Davood, Jane, Kris, Mark, Ravi, Sam, Tim;
"SW Components” = "SM 1.0”, "PIP 1.0", “PIPGUI 1.0", "SMGUI 1.0",

"COMM 1.0", "KERNEL 1.1";
}

Grants /* Can define Grant structure(s) prior to. assignment*/ {
Family= \lbxall[R=OxFFFFFFFF;] [D=*str(context="Family")];
Work = [T=YYYYMMDD08:YYYYMMDD1/7;D=*str(context="Work");H;]{

"Department 232"=\geoar,\geode,\nearar,\nearde;
"Department 458" = [D="Davood lyadi's mgt scope";] {

"Server Development Team”= ;
"IbxPhone Development Team”= {

"Comm Layer Guys" = \mssys;\msbios;
"GUI girls" = \msguiload;
“Mark and Tim" = \msapps;

}
}
"Accounting Department" [H;] = \track;

}:
Parents = { Mom=\ibxall; Dad=\Ibxall; };
Michael-Friends=\geoarr;\geode;
Jason-Friends=\nearar;\nearde;

}

/{ Permissions are granted here:
Bill: LBXPHONE_USERS [G=\caller;\callee;\trkall;];
LBXPHONE_USERS:Bill [G=\callee;\caller;];
Bill:Sophia;
Bill:Brian [fassignPrivs];
Bill:George [G=\geoall,\nearall:];
Michael: Bill [G=Parents, Michael-Friends:];
Jason: Bill [G=Parents,Jason-Friends;];

Fig. 51A
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Charters {

Condition(cond1) = "(__location @@ \loc_my) [D="Test Case #104223 (v)";]";
"ms group" = { "Jane", "George", "Sally" }

( ((_msid = "Michael") & *cond1(v="Michael’))|
((_msid = “Jason") & *cond1(v="Jason")) ):
invoke App myscript.cmd ("S"), Notify Autodial 214-405-6733;

((_I_msid = "Brian") & (_1_location @ \loc_my) [D="multi-cond text";H:]):
Invoke App (myscript.cmd ("B")) [T=20080302;],
Notify Autodial (214-405-5422);

(M_sender = ~emailAddrVar [T=<YYYYMMDD18)):
Notify Indicator (M_sender,\thisMS) [D="Test Case #104223"; H:];

(B_srchSubj * M_subject) & |(_fenTest(B_srchSubj)):
"ms group"(G].Store DBobject(JOESDB.LBXTABS.TEST,

"INSERT INTO TABLESAV(" && \thisMS && ", " && \timestamp &&
", 9);", \thisMS);

(_|_msid = "Sophia" & \loc_my (30M)$$(25M) _|_location):
"ms group". Invoke App (alert.cmd);

(%c:\myprofs\interests.chk > 90):
Send Email ("Howdy " && _|_msid && " !!\n\nOurprofiles matched > 90%.\n\n"

&& "Call me at" && \appfid.phone.id && ". We are" &&
(_1location - \loc_my)F && " feet apart\n", \appfld.source.id, “Call Mel",
, _|_appfid.email.source);

Fig. 51B
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typedefstruct privilege {
unsigned long
unsigned char
TIMESPEC

struct privilege
} PRIVILEGE;

typedef struct permission {
unsigned char
unsigned short
unsigned char
unsigned short
PRIVILEGE

struct permission
} PERMISSION;

typedefstruct action {
IDENTITY

unsigned short
unsigned short
unsigned char
TIMESPEC

struct action

} ACTION;

typedef struct charter{
unsigned char
unsigned short
unsigned char
unsigned short
unsigned char
ACTION

struct charter

} CHARTER;

Jan. 28, 2014 Sheet 130 of 259 US 8,639,267 B2

priv;

relevance[MAX_RELEVANCEMASK];
*tspec; /! merged with permissionlevel (if permission

// level was present)
*nextPriv;

grantor[MAX_IDLENGTH];
grantor_idtype;
grantee[MAX_IDLENGTH];
grantee_idtype;
“privileges;
*nextPerm;

host;
cmd;
operand;
*params;
*tspec; // merged with charter level (if charter

// level was present)
*nextActn;

grantee[MAX_IDLENGTH];
grantee_idtype;
grantor[MAX_iDLENGTH];
grantor_idtype;
*expression;
*actn;
*nextCharter;

Fig. 52
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X = "this is a textual description"

z="timespec=""200802030000:200812312359"" description=""test98341;Permission"”

<permission grantor="Jimbob" grantee="Henry" <%=z%> >
<grant name="grant1" >

<privilege id="\lbxcpy" relevance="FFFFFFFF”
timespec="YYYMMDD0S3:YYMMDD17" description="<%=x%>"/>

<privilege id="\Ibxfit" />

</grant>

</permission>

<group name="group 123" >
<member="Jim" />

<member="Sue"/>

</group>

<charter grantee="Henry” grantor="Jimbob" timespec="200802030000:200812312359"
description="test98341;Charter" >
<expression>

<condition trigger="true"
specification="(__msid = ""Michael"") & __location $(300M) \loc_my" />

<condition trigger="true”
specification="(__msid = "Jason") & __location $(300M)\loc_my"/>

</expression>
<action host="George” cmd="Invoke” operand="App" param="alert.cmad"/>
<action host="George" cmd="Notify" operand="Indicator" param="test98341 Fired!" />

</charter>

Fig. 54
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5552

START - AppTerm
data update thread

5554

Get sem lock

5556

Accessapplicable
PRR 
 

 
  Data item(s)

in PRR?
 

  Update applicable
data item(s)
appropriately

 
  

 
5562

Release sem lock

5564

STOP

Fig. 55B
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5602

START- Data handler

5638

Set stringVarforall
characters between

Permissions block

delimiters

  
  
  

 

5632

Get next token

 
 

5640

Set params
appropriately

Set stringVarforall
characters between

Charters block

delimiters

Set params
appropriately

 
 
 
 
  
  

 

5634 

 Token =

reserved
 

No

 

 
Charters?

. 5642
Invoke LBX data

. internalization

5644

9692 Set source code
YS More source? parsing pointer per

processed block 
5694 length

Complete handling

5696

STOP

Fig. 56
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5700

START- WITS 5702-a

Access WRC; Access

WDRorigination info

5702-b

<— Ignore WDR? S=

 
 
 

 
 

5704

Determine WOR

identity/origin

 

 
 
 
 

 
 
 

 
 
 
 
 

  

identity/origin =

570

PRIVS2ME= list of

privileges 5810

Eliminate: duplicates,
MSRelevancerejects,
invalid TIMESPECs

571

PRIVS2WDR= list of

privileges 5820

Eliminate: duplicates,
MSRelevancerejects,

invalid TIMESPECs CHARTERS2DO =
merging of

MYCHARTERSand

CHARTERS2ME

   
 
  

CHARTERS2ME = list

of charters 5860.
instantiate Variables

 
 

 
  

Eliminate

inappropriate charters
by WITS type

conditions AND invalid

TIMESPECs

  

 
Eliminate charters that

are notprivileged  
  
 
 

  MYCHARTERS= list

of charters 5870,
Instantiate Variables

Perform actionsin

accordance with

conditions of

CHARTERS2D0O

Fig. 57
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5748

PRIVS2OTHERS= list

of privileges 5830

5750

Eliminate: duplicates,
MSRelevancerejects, |
invalid TIMESPECs

5752

MYCHARTERS= list

of charters 5870.
Instantiate Variables

5754

CHARTERS2ME = list

of charters 5890;
Instantiate Variables

5756

Eliminate charters that

are not privileged

9758

DoAction

(PRIVS2OTHERS)

STOP
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Permissions
Grantor Grantee

WOR MS |Des sthis MS IDgroups containing this MS ID

Groups containing WDR MS ID =cupscontaining this MS ID
5820 this MS ID =————_—_— WDRMS IDgroups containing WDR MS ID

Groups containing this MS ID —_— groupsMaining WDRMS ID
5830 this MS 1D ——_<————— other MS IDs (<> WDR MSID)groups containing other MS IDs

Groups containing this MS ID —= other MS IDs (<> WDR MS IDP 9 groups containing other MS IDs

~other MS IDs (<> WOR MSID) —= groupscontaining this MS ID
groupscontaining other MS IDs ==> groupscontaining this MS ID

Charters
Grantee Grantor

5860 WOR MS 1 —————————_ this MS IDgroups containing this MS ID

Groups containing WDR MS ID — ireupscontaining this MS ID
5870 this MS ID —_—_— WDRMS IDgroups containing WDR MS ID

Groups containing this MS ID —=, groupsGontaining WDR MS ID
5880 this MS ID See other MS IDs(<> WDR MSID)groups containing other MS IDs

Groups containing this MS ID —=, other MS IDs (<> WDR MS IDgroups sontaiting other MS IDs

NE other MS IDs (<> WOR MS ID) eo groups:containing this MS ID
groupscontaining other MS IDs— this MS IDgroups containing this MS ID

 
Fig. 58

APPLE

EXHIBIT 1001 - PAGE 0142



APPLE
EXHIBIT 1001 - PAGE 0143

U.S. Patent Jan. 28, 2014 Sheet 138 of 259 US8,639,267 B2

90 ‘

Get parameter(s)
5906

Removeprivilege(s)
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6004 6002
Get parameter(s) TART- Perform privileged
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Get next (orfirst)
privilege from

permission type list
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Ail processed? Ss
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Fig. 60
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