About privacy and Location Services in iOS
and iPadOS

Learn how privacy settings and Location Services help protect your personal information

on your iPhone, iPad, and iPod touch

Privacy settings

Privacy settings In 10S and IPadOS help give you control

over which apps have access to Information stored on Py
your device. For example, you can allow a sacial-networking
app to use your camera, so you can take and upload pictures location Services
to that app. You can also grant access to your contacts, so a Contacts
messaging app can find any friends that are already using
Calendars
the same app.
Reminders

In Settings > Privacy, you can see which apps you have

. Photos
allowed to access certaln information, as well as grant or
revoke any future access. This includes access 1o Bluetocth
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On your device, you can select a type of data from this list to ses which apps have asked for permission 1o
use that data. An app won't appear on the list urtil it asks permission to use your data, You can add or
remove permisslon from any app that has asked for access to data. An app can use the data type In the

setting only if you have given the app permission

If you sign in to ICloud, apps are granted access by default to ICloud Drive. You can view and manage apps
that are allowed to use iCloud under ICloud in Settings as well.

If you allow third-party apps or websites to use your data or your current location, you're subject to their
tarms, privacy policies, and practices. You should review the terms, privacy policies, and practices of the
apps and websites to understand how they use your location and other information. Information that Apple
collects will be treated In accordance with Apple's Privacy Pollcy.
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How your device uses Location Services

With your permission, Location Services allows apps and websites (including Maps, Camera, Weather, and
other apps) to use Information from callular , WI-F', Global Positioning System (GPS) networks,
and Bluetooth to determine your approximate location -

Apps that can show your location on the screen, Including Maps, show your current (approximate) location
using a blue marker. In Maps, if your location can't be determined precisely, you'll see a blue clrcle around
the marker. The size of the circle shows how precisely your location can be determined—the smaller the
circle, the greater the precision. When Location Services is active, a black or white arrow icon appears in
the status bar.

Maps, directions, and location-based apps depend on data services. These data services are subject o
change and might not be avallable In all geographic areas, rasulting In maps, directions, or location-based
information that might be unavallable, inaccurate, or incomplete. Compare the information provided on the
device 1o your surroundings and defer 1o postad signs to resolve any discrepancies.

Learn more about Location Services and privacy.

Give apps permission to use your location

The first time an app tries to access your location, it must ask for your permission. You see a prompt
expiaining which app is asking for permission 1o use your location as well as the app developer's reason
for requesting it.

Allow "Maps" to access your
location while you are using
the app?

Yol curret ocation will be
an e map and wsed for dirmotiors,

Allow While Using App

AMlow Onee

Bharrt Aliow

Some apps ask 1o use your location only while the app is in use. An app Is considered “in use" when you're
actively using it in the foreground, or when it is using location in the background, in which case a blue pill
will display in your status bat,

If you grant an app While In Use permission, the app rmay ask you for permission to use your location when
It is in the backaround.
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When you allow an app to use your location in the background, your device will remind you from time 1o
time that an app Is using your location, and will display those locations ona map, You'll also be asked |f
yau want to continue to allow the app 10 use your location in the backaround.

*App" has used your
location 14 times in the
background over the past 3
days, Do you want to
continue ta allow background

location use? u
Az oulr Prisscy Policy destnibes, we
uze and share your device's loeaton
Wittt hrasted partrns to dibyer
Torecast, weather alerts. and ads, nrd
10 privide and inprove eur Services.

»o** o

SBunnyvle

Change 1o Only While Lisliag

Alvaye Allpw

With iOS 13 and iPadOS 13, you can tap Allow Once to let an app access Location Services data only for
one session 10ne Time). If you close and then re-open the app and It tries to access your location again, 1t
will ask for your permission again. Apps won't use your lacation until they have askad for your permission
and you grant permission.

You can change your mind anytime and update your preferences from Settings < Privacy < Location
Seqvices.

Turn Location Services on or off

You can turm Location Services on or off at Settings > Privacy > Location Services. You can turn Location
Services on either during the Setup Assistant process or later through the Location Services setting. You
can Individually contral which apps and system services have accass 1o Location Services data. When
Lacation Services are off, apps can't use yaur location in the foreground or background. This will limit the
performance of various Apple and third-party apps.

If you would like to reset all of your lecation settings to the factory default, go to Settings > General >
Reset and tap Reset Location & Privacy. When your location and privacy settings are reset, apps will stop
using your location untll you arant them permission.

Sy

& Privacy Location Services System Services

Location Services Apple Pay Merchant identification

Location Alerts Call Network Search
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Settings » Privacy > Location Services. Settings > Privacy > Location Services > System
Services.

Improve GPS accuracy

GPS accuracy depends on the number of visible GPS satellites. Locating all visible satellites can take
several minutas, with accuracy gradually Increasing over time. To Improve GBS accuracy:

« Make sure that you've set the date, time, and time zone correctly on the device in Settings > General >
Date & Time, If possible; usa Set Automatically,

« Keep a clear view in several directions. Walls, vehicle roofs, tall buildings, mountains, and other
abstructions can block line of sight to GPS satellites. When this happens, your device uses WI-Fi or
cellular networks to detarmine your position until the GPS satellites are visible again.

Crowd-sourced Wi-Fi and cellular Location Services

If Location Setvices Is on, your device will periodically send the geo-tagged locations of nearby Wi-Fi
hotspats and call towers to Apple to augment Apple's crowd-sourced database of WI-Fi hotspot and cell
tower locations. If you're traveling (for example, in a car) and Location Services is on, a GPS-enabled i0S
device will also periodically send GPS locations, travel speed, and barometric pressure information 1o
Apple to be used for bullding up Apple's crowd-sourced road-traffic and Ihdoor pressure databases. The
crowd-sourced location data gathered by Apple Is stored with encryption and doesn't personally identify

you,

About Bluetooth, data and Location Services

With 105 13 and IPadOS 12, an app must ask permissiaon to use Bluetooth functions except to play audio to
a Bluetooth device, which doesn’t require permission. You can change your device's Bluetooth
permissions from Settings > Privacy > Blustooth,

About your location during emergency calls
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For safety purposes, your IPhone’s location information may be used when you place an emergency call to

aid response efforts regardless of whether you enable Location Services,

Learn more

» Learm more about using Location Services ta track your location in Maps and other apps in vour

product’s user guide.

« | 2arn more about Apple and Privacy,

1. Pad IWI-F + Cellilar models): Make siire that Cedllilar Da s 0N In Setit q Celllilar > Cellular Data, sven If you're not
subscribed to a cellular data plan. This will allow your to more accurately callbrate itself using network time and
location Information, In some instances, disabling & SIM PIN may be nec
2. 108 snd iPad0S devices sold in China mainiand and Germany may use the term Wireless LAN (WLAN) instead of Wi-Fi
3. GPS Is availahle on Whone and IPad WI-F + Cellilar models
4, Bluetooth inter o provide & way to create and mor hat advertiss certalr
identifying information
5. i0S and iPadOS devices without & cellular connection use only Wi-Fi for Location Services iif 8 Wi-Fi network is svailable).
Soine third-pgarty apps rely an a Wi-Fi connection for ."e:-qi;".l. micitotir a. |t & device s passcode locked this featute may be
firmited « atcuale
& i o M ’
y f tact the va "
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Contact Apple Support

Need mare help? Save time by starting your suppaort
request onling and we'll connect you to an expert

Get started »
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