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(57) ABSTRACT

Devices and methods use close range communication links,
such as near field communication (NFC) protocol links, to
enable users to authenticate mobile devices to one another to
create or expand secure multicast groups. Once the two or
more devices establish a close range communication peer-to-
peer link the devices exchange multicast group communica-
tion data sufficient to permit the devices to receive or send
multicast messages. Long range wireless or wired network
communication links are then used for multicast message
communications. Proximity limits of the close range commu-
nication P2P link enables mutual trust to be presumed among
devices, reducing the need for security and authentication
signaling. The limited range of close range communication
P2Plinks renders multicast groups established in this manner
less vulnerable to eavesdropping and intrusion. Embodiments
enable users to initiate secure multicast group participation
merely by bringing two or more devices into close proximity.
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