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A TCP/I P Tutorial
Status of this Meno

This RFCis a tutorial on the TCP/IP protocol suite, focusing
particularly on the steps in forwarding an | P datagram from source
host to destination host through a router. It does not specify an
Internet standard. Distribution of this meno is unlinted.
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1. Introduction

This tutorial contains only one view of the salient points of TCP/IP,

and therefore it is the "bare bones" of TCP/IP technology. It onits
the history of devel opnent and funding, the business case for its
use, and its future as conpared to I SO CSI. |Indeed, a great deal of

technical information is also omitted. Wat remains is a nininmum of
i nformati on that nmust be understood by the professional working in a
TCP/ 1P environnent. These professionals include the systens

adm nistrator, the systenms progranmer, and the network manager.

This tutorial uses exanples fromthe UNI X TCP/I P environment, however
the main points apply across all inplenmentations of TCP/IP.

Note that the purpose of this neno is explanation, not definition.
If any question arises about the correct specification of a protocol,
pl ease refer to the actual standards defining RFC
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The next section is an overview of TCP/IP, followed by detail ed
descriptions of individual conponents.

2. TCP/IP Overview

The generic term"TCP/IP" usually neans anything and everyt hi ng
related to the specific protocols of TCP and IP. It can include
other protocols, applications, and even the network nmedium A sanple
of these protocols are: UDP, ARP, and ICWP. A sanple of these
applications are: TELNET, FTP, and rcp. A nore accurate termis
"internet technology"”. A network that uses internet technology is
called an "internet"

2.1 Basic Structure

To understand this technol ogy you nust first understand the foll ow ng
| ogi cal structure:

| |
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| e e |
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| \ / |
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| | 1P| |
_____ [, |
| IARPL | |
IEEERE | |
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| ---@- |
__________ |_________________
|
______________________ 0_________

Et hernet Cabl e
Figure 1. Basic TCP/IP Network Node

This is the logical structure of the |ayered protocols inside a
conputer on an internet. Each conputer that can conmuni cate using

i nternet technol ogy has such a logical structure. It is this |logica
structure that deternines the behavior of the conputer on the
internet. The boxes represent processing of the data as it passes

t hrough the conputer, and the |ines connecting boxes show t he path of
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data. The horizontal line at the bottomrepresents the Ethernet
cable; the "0" is the transceiver. The "*" is the |IP address and the
"@ is the Ethernet address. Understanding this |ogical structure is
essential to understanding internet technology; it is referred to

t hroughout this tutorial

2.2 Termnol ogy

The name of a unit of data that flows through an internet is
dependent upon where it exists in the protocol stack. |In summary: if
it is on an Ethernet it is called an Ethernet frane; if it is between
the Ethernet driver and the IP nodule it is called a IP packet; if it
is between the IP nodule and the UDP nodule it is called a UDP
datagram if it is between the IP nodule and the TCP nodule it is
called a TCP segnment (nore generally, a transport message); and if it
isin anetwork application it is called a application nessage.

These definitions are inperfect. Actual definitions vary from one
publication to the next. More specific definitions can be found in
RFC 1122, section 1.3.3.

A driver is software that comunicates directly with the network
interface hardware. A nodule is software that conmunicates with a
driver, with network applications, or with another nodule.

The terms driver, nodule, Ethernet frame, |P packet, UDP datagram
TCP nmessage, and application nessage are used where appropriate
t hroughout this tutorial

2.3 Flow of Data

Let's follow the data as it flows down through the protocol stack
shown in Figure 1. For an application that uses TCP (Transni ssion
Control Protocol), data passes between the application and the TCP
nmodul e. For applications that use UDP (User Datagram Protocol), data
passes between the application and the UDP nodule. FTP (File

Transfer Protocol) is a typical application that uses TCP. Its
protocol stack in this exanple is FTP/ TCP/ I P/ ENET. SNWP (Sinple
Net wor k Managenment Protocol) is an application that uses UDP. |Its

protocol stack in this exanple is SNWP/ UDP/ | P/ ENET.

The TCP nmodul e, UDP nodul e, and the Ethernet driver are n-to-1

mul tiplexers. As nultiplexers they switch many inputs to one output.
They are also 1-to-n de-nultiplexers. As de-nultiplexers they switch
one input to nmany outputs according to the type field in the protoco
header.
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Figure 2. n-to-1 nultiplexer and 1-to-n de-nultipl exer

If an Ethernet frane cones up into the Ethernet driver off the
networ k, the packet can be passed upwards to either the ARP (Address
Resol ution Protocol) nodule or to the IP (Internet Protocol) nodul e.
The value of the type field in the Ethernet frame determ nes whet her
the Ethernet frane is passed to the ARP or the IP nodule.

If an | P packet cones up into IP, the unit of data is passed upwards
to either TCP or UDP, as deternined by the value of the protoco
field in the | P header.

If the UDP datagram conmes up into UDP, the application nessage is
passed upwards to the network application based on the value of the
port field in the UDP header. |If the TCP nessage conmes up into TCP
the application nessage is passed upwards to the network application
based on the value of the port field in the TCP header

The downwards nultiplexing is sinple to perform because from each
starting point there is only the one dowward path; each protoco
nodul e adds its header infornmation so the packet can be de-

mul ti pl exed at the destination conputer.

Dat a passing out fromthe applications through either TCP or UDP
converges on the IP nodule and is sent downwards through the | ower
network interface driver

Al t hough internet technol ogy supports many different network nedia,

Et hernet is used for all exanples in this tutorial because it is the

nmost conmon physi cal network used under |P. The conputer in Figure 1
has a single Ethernet connection. The 6-byte Ethernet address is

uni que for each interface on an Ethernet and is |located at the | ower

interface of the Ethernet driver

The conputer also has a 4-byte |P address. This address is |ocated
at the lower interface to the IP nodule. The |IP address nust be
uni que for an internet.
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A runni ng conputer always knows its own |IP address and Ethernet
addr ess.

2.4 Two Network Interfaces

If a conmputer is connected to 2 separate Ethernets it is as in Figure
3.

I I
I I
[ L [ A U [
| e |
I | TCP| | UDP| I
| |
I \ / I
I R |
| | 1P |
| [ARP | | [ARP |
|- I AR |
oL
[ | ENET| | ENET| [
| ---@- ---@- |
__________ |_______|_________
I I
[ R T T
| Et hernet Cable 2
_______________ O__________

Et hernet Cable 1
Figure 3. TCP/IP Network Node on 2 Ethernets

Pl ease note that this conputer has 2 Ethernet addresses and 2 IP
addr esses.

It is seen fromthis structure that for conputers with nore than one
physical network interface, the IP nodule is both a n-to-m
mul ti pl exer and an mto-n de-mnultipl exer.
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