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ering that the second end of the tunnel has been moved.
Another possible advantage is that the client device may
not even be aware that the client device is accessing the
service through a communication tunnel.

[0040] Fig. is a block diagram of an exemplary envi-
ronment 100 in which the systems and/or methods de-
scribed can be implemented. As shown in the embodi-
ment of Fig. 1, environment 100 includes a network 110,
sub-networks 120-A to 120-N (referred to collectively as

or a "client service") hosted by first device 130 may call
upon a service hosted by a second device 130 (e.g., when
the service is not available in first device 130). A first
service (e.g., in first device 130) that requests another
service (e.g., in second device 130) is referred to as a
"client” ora "client service" as havinginitiated the request.
The first service may also provide services to other serv-
ices in the network, for example.

[0045] In one embodiment, a service is accessed via

"sub-networks 120" and individually as "sub-network 10 a standardized service interface. Each type of service
120"), devices 130-A-A to 130-N-K (referred to collec- may be associated with a particular service interface
tively as "devices 130" and individually as "device 130"), (e.g., a different service interface). A client requesting a
and administration device 150. Device 130-N-K refers to service may thus communicate with a service interface
the Kth device 130 in sub-network 120-N. In this embod- and the client may be agnostic with respect to the actual
iment, the components in environment 100 form a serv- 75  implementation of the service. In other words, implemen-
ice-oriented architecture (SOA) system service bus 140. tations of services communicate with each other using
[0041] Network 110 enables sub-networks 120 and/or protocols defined by the service interfaces so that each
devices 130 to communicate with each other. Network implementation does not have to be concerned with the
110 may include one or more circuit-switched networks others’ implementations. A running service implementa-
and/or packet-switched networks. For example, in one 20 tion, associated with a particular service interface, may
embodiment, network 110 includes a local area network be referred to as a service instance. A device 130 that
{LAN), a wide area network (WAN), a metropolitan area includes a service host (e.g., a device that hosts a serv-
network (MAN), a Public Switched Telephone Network ice) may keep track of available service instances with a
(PSTN), an ad hoc network, an intranet, the Internet, a service registry (e.g., alist or database of services). SOA
fiber optic-based network, a wireless network, and/or a 25 system service bus 140 may enable communication be-
combination of these or other types of networks. tween devices 130 to locate a requested service by
[0042] Sub-network 120 may include a LAN (e.g., a searching service registries of service hosts in devices
Layer 2 network) and/or a private network (e.g., a Layer 130.
3 network). Sub-network 120 may interconnect one or [0046] Administration device 150 may enable an ad-
more devices 130. For example, sub-network 120-Amay 30 ministrator to configure or otherwise manage SOA sys-
interconnect devices 130-A-A to 130-A-J. Device 130 tem service bus 140. For example, administration device
may include any device configured to communicate via 150 may include a portable communication device (e.g.,
SOA system service bus 140, for example. amobile phone, asmart phone, a phabletdevice, a global
[0043] Device 130 may include a server computer de- positioning system (GPS) device, and/or another type of
vice, such as a Hypertext Preprocessor (PHP) serverde- 35 wireless device); a personal computer or workstation; a
vice, a C program server device, a Linux server device, server device; alaptop, tablet, or another type of portable
a Windows server device, and/or another type of server computer; and/or any type of device with communication
device; a personal computer device, such as a desktop, capability.
laptop, tablet, a mobile communication device, and/or [0047] Like network 110, sub-network 120 may include
another type of personal computer device running Win- 40 one or more circuit-switched networks and/or packet-
dows, Linux, Android, iOS, and/or another operating sys- switched networks. For example, sub-network 120 may
tem; a monitoring device, such as a visible light camera, include a LAN, a WAN, a MAN, a PSTN, an ad hoc net-
an infrared (IR) camera, a heat signature camera; a mi- work, an intranet, the Internet, a fiber optic-based net-
crophone; an alarm sensor, such as a motion sensor, a work, a wireless network, and/or a combination of these
heat sensor, a pressure sensor, and/or another type of 45 or other types of networks.
alarm sensor; a microcontroller computer device; and/or [0048] Although Fig. 1 shows exemplary components
another type of computer device. While devices 130 are of environment 100, in other implementations, environ-
shown as connected to a sub-network 120, a particular ment 100 may include fewer components, different com-
device 130 may connect directly to network 110. ponents, differently arranged components, or additional
[0044] In one embodiment, SOA system service bus 50 components than depicted in Fig. 1. Additionally or alter-
140 is implemented between devices 130 on top of an natively, any one device in environment 100 (or any group
existing network topology. SOA system service bus 140 of devices) may perform functions described as per-
may enable different types of devices 130, and/or devices formed by one or more other devices in environment 100.
130 implemented using different platforms, to communi- [0049] Fig. 2 is a block diagram illustrating exemplary
cate using a service oriented architecture. SOA system 55 components of device 130. As shown in Fig. 2, device
service bus 140 may enable a first device 130 to request 130 may include a bus 210, a processor 220, a memory
a particular service from any device 130 (e.qg., itself or 230, an input device 240, an output device 250, and a
another device 130). Thus, a client (e.g., itself a "service" communication interface 260.
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[0050] Bus 210 may include a path that permits com-
munication among the components of device 130. Proc-
essor 220 may include any type of single-core processor,
multi-core processor, microprocessor, latch-based proc-

and receiving signals.

[0055] Communication interface 260 may include a
logical componentthatincludes input and/or output ports,
input and/or output systems, and/or other input and out-

essor, and/or processing logic (or families of processors, 5 put components that facilitate the transmission of data
microprocessors, and/or processing logics) that inter- to other devices. For example, communication interface
prets and executes instructions. In other embodiments, 260 may include a network interface card (e.g., Ethernet
processor 220 may include an application-specific inte- card) for wired communications and/or a wireless net-
grated circuit (ASIC), a field-programmable gate array work interface (e.g., a WiFi) card for wireless communi-
(FPGA), and/or another type of integrated circuit or 710 cations. Communication interface 260 may also include
processing logic. a universal serial bus (USB) port for communications
[0051] Memory 230 may include any type of volatile over a cable, a Bluetooth™ wireless interface, a radiof-
and/or dynamic storage device that may store informa- requency identification (RFID) interface, a near-field
tion and/or instructions, for execution by processor 220, communications (NFC) wireless interface, and/or any
and/or any type of non-volatile storage device that may 75 other type of interface that converts data from one form
store information for use by processor 220. For example, to another form.
memory 230 may include a random access memory [0056] As described below, device 130 may perform
(RAM) or another type of dynamic storage device, a read- certain operations relating to a tunnel broker configured
only memory (ROM) device or another type of static stor- to establish and manage a communication tunnel based
age device, a content addressable memory (CAM), a 20 on arequested service property. Device 130 may perform
magnetic and/or optical recording memory device and its these operations in response to processor 220 executing
corresponding drive (e.g., a hard disk drive, optical drive, software instructions contained in a computer-readable
etc.), and/or a removable form of memory, such as aflash medium, such as memory 230. A computer-readable me-
memory. dium includes a non-transitory memory device. A mem-
[0052] Inputdevice 240 may allow an operator toinput 25 ory device may be implemented within a single physical
information into device 130. Input device 240 may in- memory device or spread across multiple physical mem-
clude, for example, a keyboard, a mouse, a pen, a mi- ory devices. The software instructions may be read into
crophone, a remote control, an audio capture device, an memory 230 from another computer-readable medium
image and/or video capture device, a touch-screen dis- or from another device. The software instructions con-
play, and/or another type of input device. In one embod- 30 tained in memory 230 may cause processor 220 to per-
iment, device 130 may be managed remotely and may form processes described herein. Alternatively, hard-
not include input device 240. In other words, device 130 wired (e.g., fixed) circuitry may be used in place of, or in
may be "headless" and may not include a keyboard, for combination with, software instructions to implement
example. processes described herein. Thus, implementations de-
[0053] Outputdevice 250 may outputinformationtoan 35 scribed herein are not limited to any specific combination
operator of device 130. Output device 250 may include of hardware circuitry and software.
a display, a printer, a speaker, and/or another type of [0057] Although Fig. 2 shows exemplary components
output device. For example, device 130 may include a of device 130, in otherimplementations, device 130 may
display, which may include a liquid-crystal display (LCD) include fewer components, different components, addi-
for displaying content to the customer. In one embodi- 40 tional components, or differently arranged components
ment, device 130 may be managed remotely and may than depicted in Fig. 2. Additionally or alternatively, one
notinclude output device 250. In other words, device 130 or more components of device 130 may perform one or
may be "headless" and may not include a display, for more tasks described as performed by one or more other
example. components of device 130. Administration device 150
[0054] Communication interface 260 may include a 45 may be configured similarly as device 130.
transceiver (e.g., a transmitter and/or a receiver) that en- [0058] Fig. 3 is a block diagram illustrating exemplary
ables device 130 to communicate with other devices communication layers of device 130. The functional com-
and/or systems. Communications interface 260 may ponents of device 130 may be implemented, for example,
communicate via wireless communications (e.g., radio by processor 220 executing instructions from memory
frequency, infrared, and/or visual optics, etc.), wiredcom- 50 230. Additionally or alternatively, the functional compo-
munications (e.g., conductive wire, twisted pair cable, nents of device 130 may be implemented via hardwired
coaxial cable, transmission line, fiber optic cable, and/or (e.g., fixed) circuitry of one or more ASICs. As shown in
waveguide, etc.), or a combination of wireless and wired Fig. 3, device 130 may include a service layer 310, an
communications. Communication interface 260 may in- overlay network layer 320, and a device layer 330.
clude a transmitter that converts baseband signals tora- 55 [0059] Service layer 310, in one embodiment, enables
dio frequency (RF) signals and/or a receiver that converts clients to search for service instances of a particular serv-
RF signals to baseband signals. Communication inter- ice type and enables clients to send requests to particular
face 260 may be coupled to an antenna for transmitting service instances. A service may be accessed via a
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standardized service interface that, in one embodiment,
is agnostic to the actual implementation of the service.
Aservice instance may be associated with explicit bound-
aries. In this embodiment, a particular process running
on device 130, and/or particular data stored on device
130, either resides within the service instance or outside
of the service instance without ambiguity. A service in-
stance may be autonomous with respect to other service
instances. For example, a particular service instance

node may send a message to another node via the un-
derlying network topology without the message travers-
ing the overlay network topology. Each node may store
information (e.g., addresses of the underlying network,
such as network 110) toreachits neighbors in the overlay
network (as well as the underlying network). Overlay net-
work layer 320 may correspond to a communication layer
between the nodes and may use multiple network topol-
ogies to realize a particular function. For example, when

may be modified (e.g., code may be rewritten) without 10 searching service registries for a particular type of serv-
negatively impacting other service instances interacting ice, overlay network layer 320 may traverse edges of a
with the particular service instance. A service may share tree of nodes while searching through service registries.
a schema and/or a contract with other service instance In one embodiment, when sending a message from a
(of the same type or of different type), but, in one em- first node to a second node, overlay network layer 320
bodiment, does not share the service implementation. A 75  may send the message directly from the first node to the
schema specifies the format and content of messages second node, rather than by following edges of the tree.
sent or received by the service interface. A contract spec- Overlay network layer 320 may provide node IDs to serv-
ifies permissible sequences of messages sent or receive ice layer 310 and service layer 310 may send messages
by the service interface. to particular node IDs without needing to know the un-
[0060] Oneormoreservicesmay bedeployedtogether 20 derlying network topology.

as a bundle. A bundle may correspond to service that [0062] In one embodiment, device layer 330 performs
functions as a deployment unit in the system. A node in device discovery during initial installation of SOA system
the system that is able to deploy a particular bundle, cor- service bus 140. Device layer 330 and/or overlay network
responding to a grouping of one or more services, func- layer 320 may also perform node discovery subsequent
tions as a bundle host. A bundle repository service may 25 to initial installation, and/or may rediscover lost nodes
store a collection of bundles in the system. Thus, when that went offline and that rejoin the overlay network at a
service manager select to deploy a service, the service later time. In one embodiment, overlay network layer 320
manager may need to locate a bundle host that is able manages a shared secret for the overlay network, such
to deploy a bundle associated with the service. The serv- as a certificate, that enables the nodes to verify each
ice manager may contact the service registry to locate 30 other’s identity. Overlay network layer 320 may form a
the bundle repository service. The service manager may topology (e.g., a routing tree or mesh) for the overlay
then contact the bundle repository service to identify a network based on one or more metrics of nearness. How-
bundle. The service manager may select a bundle and ever, amessage from a first node to a second node need
may then search the service registry to identify a suitable not traverse the routing tree and may instead be sent
bundle host that may deploy the selected bundle. The 35 directly from the first node to the second node. In another
service manager may then contact the bundle host and embodiment, the message from the first node to the sec-
may instruct the bundle host to deploy the bundle asso- ond node traverses the routing tree. Furthermore, overlay
ciated with the service. network layer 320 may send multicast messages based
[0061] Overlay networklayer 320, in one embodiment, on multicast groups. Moreover, overlay networklayer 320
implements an overlay network on top of an existing net- 40 may provide a quality of service (QoS) guarantee to serv-
work topology. Overlay network layer 320 may be re- ice layer 310.

sponsible for routing traffic through firewalls and/or deal- [0063] While network layer 320 generally deals with
ing with network address translation (NAT) in the under- "nodes," device layer 330 generally deals with "devices."
lying network topology. In one embodiment, the overlay Device layer 330 corresponds to the lower levels of func-
network topology (e.g., which may be different than the 45 tionality of device 130, including functionality required to
underlying network topology) includes nodes organized communicate using the underlying network topology
in a tree structure. The overlay network topology logically (e.g., network 110 and/or sub-network 120). For exam-
connects the nodes. In other embodiments, the overlay ple, in some implementations, device layer 330 may im-
network topology may include a different type of structure plement Layers 1 through 6 of the Open Systems Inter-
(e.g., a mesh topology). Each service host in a device 50 connection (OSl) model (e.g. the Physical layer, Data
130 may correspond to a node in the overlay network Link layer, Network layer, Transportlayer, Session layer,
and may be assigned a node identifier (ID). As noted and Presentation layer). Implementation of these layers
above, a device 130 may include multiple service hosts may include routing Ethernet frames, routing Internet
and/or multiple nodes. Device 130 may be described as Protocol (IP) packets, session management, encrypting
including one host that corresponds to one node. The 55 and decrypting packets, retransmitting lost packets, etc.
nodes may be connected via the network topology, such [0064] Although Fig. 3 shows exemplary functional
as a routing tree, and a node may send a message to components of device 130, in otherimplementations, de-
another node via the routing tree. In one embodiment, a vice 130 may include fewer functional components, dif-
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ferent functional components, differently arranged func-
tional components, or additional functional components
than depicted in Fig. 3. Additionally, any one of the com-
ponents (or any group of components) of device 130 may
perform functions described as performed by one ormore
other functional components of device 130.

[0065] Fig.4Ais ablockdiagramillustrating exemplary
functional components of service layer 310. As shown in
Fig. 4A, service layer 310 includes a service host 315

routing table may include a list of next hop destinations
for particular node IDs. Message dispatcher 430 may
identify a next hop destination for the outgoing ID and
may provide the message to overlay network layer 320
for delivery. Thus, in this embodiment, message dis-
patcher 430 implements a request-response messaging
mechanism.

[0069] Service registry 440 maintains a list of deployed
services 410 along with properties associated with the

Service host 315 may include one or more services 410- 10 deployed services (e.g., instances of services). Exem-
Ato410-N (referred to collectively as "services 410" and plary components of service registry 440 are described
individually as "service 410"), one or more clients 420-A in more detail below with reference to Fig. 4C. A service
to 420-K (referred to collectively as "clients 420" and in- 410 may register with service registry 440 by providing
dividually as "client 420"), a message dispatcher 430, service registry 440 with a description of the service (e.g.,
and a service registry 440. 15 including properties of the service). Because clients 420
[0066] Service 410 corresponds to a service instance may also be services 410, clients 420 may also register
associated with service host 315 of service layer 310 of with service registry 440.
device 130. In one embodiment, service 410 includes a [0070] Fig. 4B is a block diagram illustrating the func-
service interface 412 and a service implementation 414. tionality of serviceregistry 440. As shownin Fig. 4B, serv-
Service interface 412 may include a communication pro- 20 ice registry 440 may receive search queries from clients
tocol, such as a standardized communication protocol. 420. A search query may specify a particular service type,
In one implementation, the communication protocol in- one or more requested properties for the particular serv-
cludes a unigue name and version. Service interface 412 ice type, a requested number of hits, and/or one or more
may be specified using a Simple Object Access Protocol other parameters. Service registry 440 may identify serv-
{SOAP) interface specification, a JavaScript Object No- 25 ices 410 that satisfy the search query. If the number of
tation (JSON) interface specification, and/or another type requested hits is not satisfied by service registry 440,
of interface specification. Service implementation 414 in- service registry 440 may forward a query to another serv-
cludes the implementation of service 410. Service imple- ice registry 440 (e.g., an adjacent service registry 440)
mentation 414 processes requests received via service in the overlay network. In one embodiment, service reg-
interface 412 and/or responds to service requests 30 istry 440 does not select a particular service instance
through service interface 412. Service interface 412 may based on a search query. Rather, in this embodiment,
convertresponses received from service implementation service registry 440 returns the results of the query to
414 into a particular format compatible with the proper client420 and client 420, which originated the query, may
protocol, which client 420 uses to exchange messages select a particular service instance from the search re-
with service 410. 35 sults. In another embodiment, service registry 440 se-
[0067] In one embodiment, client 420 requests a serv- lects the particular service instance based on the search
ice instance of a particular service type by sending a re- query from the results of the query.
quest to service registry 440. Once a service instance is [0071] Although Figs. 4A and 4B show exemplary func-
identified and selected, client 420 may send a request to tional components of service layer 310, in other imple-
the identified and selected particular service instance via 40  mentations, service layer 310 may include fewer func-
message dispatcher 430. As discussed above, clients tional components, different functional components, dif-
420 may also be services 410. The term "client” or "client ferently arranged functional components, or additional
service" identifies the service as one that is requesting functional components than depicted in Figs. 4A and 4B.
another service. Additionally, any one of the components (or any group
[0068] Message dispatcher 430 receives incoming 45 of components) of service layer 310 may perform func-
messages from client 420 and directs them to service tions described as performed by one or more other func-
410 that is the intended recipient of the incoming mes- tional components of service layer 310.
sage. Furthermore, message dispatcher 430 may re- [0072] Fig. 4Cis ablock diagram illustrating exemplary
ceive messages from a service and send the message functional components of service registry 440. As shown
to a particular client420. If the destination of theincoming 50 in Fig. 4C, service registry 440 may include a hostservice
message is not on the same device 130 as message registry database (DB) 442, a query handler 444, and a
dispatcher 430, then the message may be forwarded to service registry cache 446.
the overlay network layer 320 for forwarding to the correct [0073] Host service registry DB 442 may maintain a
device 130. Services 410 and clients 420 may function list of services 410 hosted by service host 315 and/or
as endpoints in the overlay network implemented by 55 properties of those services. An example of a service
overlay network layer 320. Thus, in one embodiment, listed in host service registry DB 442 and properties of
overlay network layer 320 may maintain a routing table the service is provided below with respect to Fig. 4D.
based on the routing tree of the overlay network. The Host service registry DB 442 may be populated by serv-
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ices 410 registering with service registry 440. Host serv-
ice registry DB 442 may also expose an interface for add-
ing or removing listed services and reading or writing
properties of the services hosted by service host 315
and/or write service properties. In one embodiment for
example, host service registry DB 442 may maintain a
list of services 410 hosted by a service host 315 on a
differentdevice 130. The service host 315 on the different
device may listits services in a service registry on another

information.

[0077] Although Fig. 4C shows exemplary functional
components of service registry 440, in other implemen-
tations, service registry 440 may include fewer functional
components, different functional components, differently
arranged functional components, or additional functional
components than depicted in Fig. 4C. Additionally, any
one of the components {(or any group of components) of
service registry 440 may perform functions described as

device using the exposed interface. Furthermore, host 70 performed by one or more other functional components
service registry DB 442 may expose a search query serv- of service registry 440.
ice interface accessible by other service registries. Thus, [0078] Fig. 4D isablock diagram of an exemplary prop-
other service registries may use the search query service erty table 460 for a particular service that may be stored
interface to determine whether host service registry DB by service registry 440. In one embodiment, an instance
442 includes an entry that satisfies a particular query.In 75 of a service (e.g., each instance) is associated with a
one embodiment, services listed in host service registry property table, such as table 460. Host service registry
DB 442 may expire (e.g., be removed from DB 442 after database DB 442 may store a property table for each
a period of time if not refreshed) to help prevent DB 442 service registered with the corresponding service registry
from storing outdated information. 440. In one embodiment, as described above, the infor-
[0074] Host service registry 442 may receive a sub- 20 mation stored in any one service registry DB 442 may be
scription request from a service manager, may store the different than information stored in other service registry
subscription request, and may forward the subscription databases. Exemplary property table 460 includes eight
request to all adjacent service registries. fields: ID field 462, interface field 464, service format field
[0075] Hostserviceregistry 442 may determine wheth- 468, transport protocol field 470, CPU ranking 472, disk
er a service matches the subscription request and may 25 space field 474, and RAM field 476.
send a subscription notification back to a service man- [0079] Instance ID field 462 uniquely defines the in-
ager that originated the subscription request if a matching stance of the particular service. The instance ID (possibly
service is identified. Furthermore, host service registry along with the node ID) may uniquely identify the service
442 may determine whether an update to a stored service instance from any other services (of the same type or
is associated with a subscription. If an update is associ- 30 different type) in the network. In one embodiment, in-
ated with a subscription, host service registry 442 may stance ID field 462 is aninteger. In table 460, the instance
send a subscription notification to the service manager ID is 6529 as an example.
(or another type of service) that originated the subscrip- [0080] Interface field 464 identifies the name of the in-
tion request for the associated subscription. terface of the service. In this case, the interface field 464
[0076] CQuery handler 444 may handle queries re- 35 may also identify the type of service by the type of inter-
ceived from client420. In one embodiment, given a query, face. For example, table 460 identifies the interface as
query handler 444 first searches the local host service "STORAGE SERVICE". Service format field 468 identi-
registry DB 442, followed by service registry cache 446. fies the format used by the instance of the service. As an
Query handler 444 may issue a call to other service reg- example, table 460 identifies the service format as
istries if the query has not been satisfied, for example. 40 "JSON". Transport protocol field 470 identifies the pro-
Service registry cache 446 may store data from remote tocol used by the instance of the service. As an example,
service registries 440. Each service host 315 may main- table 460 identifies the service format as "NODE PRO-
tain a local service registry 440 and services 410 that TOCOL".
register with service host 315 are registered in the local [0081] CPU ranking field 472 identifies the perform-
service registry 440. A query from client 420 that cannot 45 ance of the CPU associated with the service instance. In
be satisfied by the local service registry 440 may be sent one embodiment, a scale is used (e.g., 1 to 100). Table
to one or more neighboring service hosts 315 to see if 460 identifies the CPU ranking as 20/100 for the service
the neighboring service hosts 315 have service registries in CPU ranking field 742. RAM field 476 identifies the
440 that include services that satisfy the query. The re- amount of random-access memory available to the serv-
mote service registry 440 may return results of the query 50 ice. Table 460 identifies the available RAM as 2 GB in
back to the local service registry 440 and the results may field 476.
be stored in service registry cache 446. In some imple- [0082] Although Fig. 4D shows exemplary compo-
mentations, parent nodes may cache data for their chil- nents of property table 460, in other implementations,
dren nodes, while children nodes may not cache data for property table 460 may include fewer components, dif-
their parent nodes. In one embodiment, services listed 55 ferent components, differently arranged components, or
in service registry cache 446 may expire {e.g., be re- additional components than depicted in Fig. 4D.
moved from cache 446 after a period of time if not re- [0083] Fig. 5Ais ablock diagram illustrating functional
freshed) to help prevent cache 446 from storing outdated components of overlay network layer 320. As shown in
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Fig. 5A, overlay network layer 320 may include a node
manager 510, a communication manager 520, and a mul-
ticast manager 530.

[0084] Node manager 510 may provide node informa-
tion, such as a node ID, to other nodes in the overlay
network. Furthermore, node manager 510 may maintain
alist of nodes in the overlay network. Node manager 510
may perform node discovery to identify new nodes added
to the overlay network and/or to rediscover lost nodes

Nodes N3 and N5 are in multicast group 560-3. Node N4
is the parent node to nodes N3 and N5 and is the root
node of overlay network 540. Furthermore, node N4 is
in multicast group 560-4 and includes service endpoint
S8. Although parent nodes in the topology of network
540 have two child nodes, in other implementations, par-
ent nodes may have more than two child nodes.

[0090] Assuming each service endpoint is associated
with a service registry 440, a search query may traverse

that have re-joined the overlay network. Node manager 70 overlay functional network 540 as follows. Assume serv-
510 may also determine the topology of the network, as ice endpoint S7 in node N3 executes a search query to
described below (e.g., which nodes are nearest other identify a particular service included in service endpoint
nodes). S1 and service endpoint S5 (i.e. for which S1 and S5 are
[0085] Communication manager 520 may enable amatch). Service endpoint S7 may send the search que-
nodes to communicate with each other. Communication 75 ry to its local service registry, which may result in no
manager 520 may implement a mechanism to traverse matches in the search query. The local service registry
the tree of the overlay network. Tree traversal may be may then identify adjacent service registries in the over-
performed in connection with search queries of service lay network, which may include a service registry in node
registries or when a direct communication method to an- N1 and a service registry in node N4 (node N2 may not
other node is not available. Furthermore, communication 20 include a service registry, since there are no service end-
manager 520 may implement a direct communication points associated with node N2). The service registry in
method that may enable particular nodes of the overlay node N1 may return a hit identifying service endpoint S
network to communicate directly without having to 1. The service registry in node N4 may return no hits and
traverse the tree of the overlay network. may forward the search query to its adjacent service reg-
[0086] Multicast manager 530 may implement a mul- 25 istries, which in this case include service registries in
ticast mechanism. The multicast mechanism may be nodes N3 and N5. However, since the service registry in
used to send a message to the members of a multicast node N3 has already processed the search, the search
group (e.g., all the members). Furthermore, the multicast query may only be sent to the service registry in node
mechanism may be used to implement a subscribe-notify N5. The service registry at node N5 may come up with
messaging pattern. Thus, an event associated withapar- 30 no hits and may forward the search query to a service
ticular serviceinstance may be used to trigger amessage registry at node N7. Node N7 may identify service end-
sent to the nodes that have subscribed to messages from point S5 as a hit and may return the results of the search
the particular service instance. Multicast manager 530 query to node N4 and node N4 may forward the search
may include an application layer multicast manager or a results to service endpoint S7 in node N3.
multicast manager from lower OSI layers. 35 [0091] Service endpoint S7 may then select commu-
[0087] Although Fig. 5A shows exemplary functional nicate with either service endpoint S1 at node N1 or serv-
components of overlay network layer 320, in other im- ice endpoint S5 at node N7. In some implementations,
plementations, overlay network layer 320 may include service endpoint S7 may send a message to service end-
fewer functional components, different functional com- point S5 via nodes N4 and N5. In otherimplementations,
ponents, differently arranged functional components, or 40  service endpoint 37 may send a message to service end-
additional functional components than depicted in Fig. point 85 by communicating directly with node N7.
5A. Additionally, any one of the components (or any [0092] As another example, service endpoint S7 may
group of components) of overlay network layer 320 may only require the first match to the search query. Nodes
performfunctions described as performed by one or more may forward search queries to other nodes in a priority
other functional components of overlay network layer 45 order that prioritizes nodes that are further down the tree.
320. Thus, node N3 would forward the search query to nodes
[0088] Fig. 5B is a block diagram of an exemplary to- N 1 and N2, before sending the search query to node
pology of an overlay network 540. As shown in the ex- N4, since nodes N1 and N2 are further down the tree
ample of Fig. 5B, overlay network 540 includes nodes (i.e., are children of node N3), while node N4 is further
N1 to N7. Nodes N1 and N2 are in multicastgroup 560-1. 50 up the tree (i.e., is a parent of node N3). Since node N 1
Node N1 includes service endpoints S1 and S3 and client identifies a match for the search query, and service end-
endpoint Cl. Node N3 is the parent node to nodes N1 point S7 only requires one match, the search may termi-
and N2. Node N3 includes a service endpoint S7 and a nate before the search query is sent to node N4.
client endpoint C3. [0093] Fig. 6 is a block diagram illustrating functional
[0089] Nodes N6 and N7 are in multicast group 560-2 55 components of a tunnel broker 600. Tunnel broker 600
and node N7 includes client endpoint C2 and service may be configured to establish and manage a commu-
endpoints S5 and S6. Node N5 is the parent node to nication tunnel based on a requested service property.
nodes N6 and N7 and includes service endpoint S9. As shown in Fig. 6, tunnel broker 600 may include a client
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interface 610, a service registry interface 620, a node
selector 630, a node interface 640, and may communi-
cate with a tunnel DB 650.

[0094] Client interface 610 may communicate with cli-
ent 420. Client interface 610 may receive a request from
client 420 for a communication tunnel to a service having
arequested service property and may send an acknowl-
edgement to client 420 that the request has been re-
ceived. Furthermore, client interface 610 may configure

600. Exemplary information that may be stored in tunnel
DB 650 is described below with reference to Fig. 7B.

[0099] Although Fig. 6 shows exemplary functional
components of tunnel broker 600, in other implementa-
tions, tunnel broker 600 may include fewer functional
components, different functional components, differently
arranged functional components, or additional functional
components than depicted in Fig. 6. Additionally, any one
of the components (or any group of components) of tun-

client 420 for a first end of a communication tunnel. For 70 nel broker 600 may perform functions described as per-
example, client interface 610 may configure a node (e.g., formed by one or more other functional components of
device 130) hosting client 420 to receive and/or send tunnel broker 600.
packets, or other types of data units, encapsulated with [0100] Fig. 7A is a block diagram illustrating compo-
tunnel headers associated with a communication tunnel. nents that may be stored in service registry 440. As
[0095] Service registry interface 620 may communi- 75 shown in Fig. 7A, service registry 440 may include one
cate with service registry 440. For example, service reg- or more service entries 701. Each service entry 401 may
istry interface 620 may generate a search query based store information relating to a particular service hosted
on a request received by client interface 610 and may by service host associated with service registry 440.
send the search query to service registry 440. Further- Service entry 401 may include a service field 710, node
more, service registry interface 620 may send asubscrip- 20 field 712, properties field 714, deployment field 716, and
tion request to service registry 440 to receive updates subscription field 718.
relating to the search query. Service registry interface [0101] Service field 710 may identify a particular serv-
620 may receive search results from service registry 440 ice associated with the service entry. For example, serv-
and may provide the search results to node selector 630. ice field 710 may identify a service interface associated
[0096] Node selector 630 may select a particular node, 25 with the particular service. Node Field 712 may identify
and a particular service instance hosted by the node, as a particular node (e.g., device 130) associated with the
a second end of a communication tunnel. Node selector particular service. In some implementations, a first node
630 may select the particular node and/or service in- may maintain a service registry for a second node and
stance based on search results obtained by service reg- may identify services associated with the second node
istry interface 620. For example, node selector 630 may 30 in the service registry. Properties field 714 may store in-
rank the search results and may select a node and/or formation identifying properties associated with the par-
service instance that best matches the requested service ticular service. For example, properties field 714 may in-
property or properties. Additionally or alternatively, node clude information identifying a location associated with
selector 630 may select a node based on additional cri- the service, an operating system associated with the
teria. For example, node selector 630 may determineone 35 service, a processing load associated with the service,
or more connection metrics for the nodes in the received abandwidth capacity associated with the service, a mem-
search results. A connection metric may correspond to ory capacity associated with the service, a storage ca-
a measure of the quality of connection between client pacity associated with the service, a sub-network and/or
420 and each particular node in the received search re- network domain associated with the service, a security
sults. A connection metric may include a total available 40 level associated with the service, a codec type associat-
bandwidth; a percentage bandwidth capacity; a highest, ed with the service, and/or another type of property.
lowest, or average bitrate; a highest available Quality of [0102] Deployment field 716 may include information
Service (Qo0S); whether or not the clientand the particular identifying whether the service is deployed or whether
node are in the same domain; whether network address the service is available for deployment. Subscription field
translation (NAT) is required between the client and the 45 718 may include information identifying subscriptions as-
particular node; whether a firewall exists between the sociated with the service. A service may be associated
client and the particular node; and/or based one other with one or more subscriptions. The subscription infor-
types of connection metrics. mation may, for example, identify a particular tunnel bro-
[0097] Node interface 640 may communicate with par- ker 600 (e.g., based on a node ID) that has subscribed
ticular nodes in the system. For example, node interface 50  to notifications about changes to the service. Thus, if the
640 may configure a node (e.g., device 130) for a second service is deployed, made unavailable, if a property of
end of a communication tunnel. For example, node in- the service changes, and/or if another type of change is
terface 640 may configure the node to receive and/or detected, a notification may be sent to tunnel broker 600.
send packets, or other types of data units, encapsulated [0103] Although Fig.7Ashows exemplary components
with tunnel headers associated with the communication 55 of service registry 440, in other implementations, service
tunnel. registry 440 may include fewer components, different
[0098] Tunnel DB 650 may store information relating components, differently arranged components, or addi-
to communication tunnels managed by tunnel broker tional components than depicted in Fig. 7A.
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[0104] Fig. 7B is a block diagram illustrating compo-
nents that may be stored in the tunnel DB 660. Tunnel
DB 650 may store one or more tunnel records 751. Each
tunnel record 751 may store information relating to a par-
ticular communication tunnel managed tunnel broker
600. Tunnelrecord 751 may include a tunnel ID field 760,
a service properties field 762, a client field 764, and one
or more node fields 770.

one or more connection metrics associated with a con-
nection from the client to the particular node, and/or other
types of status information associated with the particular
node.

[0111] Although Fig. 7B shows exemplary components
of capabilities DB 640, in other implementations, capa-
bilities DB 640 may include fewer components, different
components, differently arranged components, or addi-

[0105] Tunnel ID field 760 may store an identifier that tional components than depicted in Fig. 7B.
uniquely identifies a particular communication tunnel. 10 [0112] Fig. 8 is a flowchart of a process for setting up
Furthermore, tunnel ID field 760 may store tunnel header and managing a communication tunnel according to an
information (e.g., routing labels) associated with the par- implementation described herein. In one implementation,
ticular communication tunnel. Service properties field the process of Fig. 8 may be performed by tunnel broker
762 may store information identifying one or more re- 600 in device 130. In other implementations, some or all
quested service properties, such as a particular service 75 of the process of Fig. 8 may be performed by another
interface, a particular operating system, a particular device or a group of devices separate from and/or includ-
processing capacity, a particular storage capacity, a par- ing tunnel broker 600.
ticular bandwidth and/or bitrate, a particular location, a [0113] The process of Fig. 8 may include receiving a
particular codec, a particular network domain, a particular request from a client for a service having a requested
security level, and/or another type of service property. 20  service property (block 810). For example, a device 130
[0106] Client field 764 may store information relating may include a service acting as a client that requests a
to client 420 thatmade the requestfor the communication service having a particular service property. Client 420
tunnel. For example, client ID field 764 may store a node may first contact service registry 440 to request the lo-
ID associated with client 420 in the overlay network. Fur- cation of the nearest tunnel broker. Service registry 440
thermore, client ID field 764 may store a networkaddress 25 may return a node ID identifying tunnel broker 600 to
associated with client 420 in the underlying network (e.g., client 420. Client 420 may subsequently send a request
network 110, sub-network 120, etc.). to tunnel broker 600 to establish a communication tunnel
[0107] Each node field 760 may store information re- to a service with a requested service property. The re-
lating to a particular node in the system that has been quested service property may include one or more of a
identified as hosting a service that matches the require- 30 particular service interface, a particular operating sys-
ments specified in the service properties field 762 of tun- tem, a particular processing capacity, a particular storage
nel record 751. Node field 760 may include a node ID capacity, a particular bandwidth and/or bitrate, a partic-
field 772, a properties field 774, and a status field 776. ular location, a particular codec, a particular network do-
[0108] Node ID field 772 may store information identi- main, a particular security level, and/or another type of
fying the particular node. For example, node ID field 764 35 service property.
may store a node ID associated with the particular node [0114] A search query may be sent to a service registry
in the overlay network. Furthermore, node ID field 764 (block 820) and search results may be received from the
may store a network address associated with the partic- service registry (block 830). For example, tunnel broker
ular node in the underlying network (e.g., network 110, 600 may receive the request from client 420, may gen-
sub-network 120, etc.). 40 erate a search query based on the requested service
[0109] Properties field 774 may store information re- properties, and may send the generated search query to
lating to the properties of a service instance, hosted by the nearestservice registry 440. Service registry 440 may
the particular node, which matches the request associ- evaluate the search query and may return search results
ated with the communication tunnel. For example, prop- that includes a list of one or more nodes in the system
erties field 774 may include information identifying the 45 that match the requested service property or properties.
service instance, information identifying the service in- If service registry 440 returns an empty list, indicating
terface of the service instance, and/or one or more prop- that a service with the requested property is not available
erties associated with the service instance. Information in the system, tunnel broker 600 may generate an alert
in properties field 774 may be updated at particular in- and may send the alert to client 420 and/or to adminis-
tervals. For example, tunnel broker 600 may receive up- 50 tration device 150.
dates from service registry 440 at particular intervals [0115] In some implementations, service registry 440
based on a subscription requestsubmitted by tunnel-bro- may return a list of nodes and/or service instances that
ker 600 to service registry 440. most closely matches the requirements, even though
[0110] Status field 776 may include status information none of the nodes and/or service instances satisfy all the
associated with the particular node. Forexample, the sta- 55 requirements. In such situations, tunnel broker 600 may
tus information may include a search result rank for the selectthe node and/orservice instance thatbestmatches
particular node, whether or not a second end of a com- the requirements associated with the requested service
munication tunnel is established for the particular node, property or properties.
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[0116] In some implementations, the client may re-
quest a one-to-many communication tunnel. For exam-
ple, the client may request a communication tunnel to a
particular number of service instances having a request-
ed property. As an example, a video monitoring service
client may request a communication tunnel to five differ-
ent video streams from cameras at a particular location.
In such implementations, tunnel broker 600 may request
a particular number of search results for the search query.

receive updated search results from service registry 440.
The updated search results may indicate that the first
node is not available, that the first node no longer hosts
the service (e.g., that the service instance is no longer
deployed), that the properties of the hosted service no
longer match the requirements of the requested service
property, and/or that another system node hosts a serv-
ice instance that better matches the requirements of the
requested service property.

[0117] A first node that hosts a first service instance 70 [0121] As another example, tunnel broker 600 may re-
having the requested service property may be selected ceive an update from service registry 440without re-
based on the received search results (block 840). For sending the search query. For example, tunnel broker
example, tunnel broker 600 may select a node, and/or 600 may set up a subscription for changes to service
service instance hosted by the node, which best matches matching the search query and service registry 440 may
the requested service property. In some implementa- 75 send periodic updates to tunnel broker 600. As yet an-
tions, tunnel broker 600 may select the first node based other example, tunnel broker 600 may receive amessage
on additional criteria. For example, tunnel broker 600 from client 420 that the first node is not reachable via the
may select the first node based on one or more connec- established communication tunnel or may receive a mes-
tion metrics associated with a connection between each sage from the first node that the first node is no longer
particular node inthe search results and theclientdevice. 20  hosting the requested service.
Examples of connection metrics include a total available [0122] The search query may be re-sent to the service
bandwidth for the connection; a percentage bandwidth registry (block 870) and updated search results may be
capacity for the connection; a highest, lowest, oraverage received from the service registry (block 880). In situa-
bitrate for the connection; a highest available Quality of tions in which the determination to update the communi-
Service (QoS) for the connection; whether or not the cli- 25 cation tunnel was not made based on an update received
ent and the particular node are in the same domain; from service registry 440, tunnel broker 600 may re-send
whether network address translation (NAT) is required the search query to service registry 440 and may receive
between the client and the particular node; whether a updated search results from service registry 440.
firewall exists between the client and the particular node; [0123] A second node that hosts a second service in-
and/or based one other types of connection metrics. 30 stance having the requested service property may be
[0118] In situations in which the client requests a one- selected based on the updated search results (block
to-many communication tunnel, tunnel broker 600 may 890). For example, tunnel broker 600 may select a sec-
select multiple nodes for multiple second end of the com- ond node, and/or service instance hosted by the second
munication tunnel and may individually set up the second node, which best matches the requested service property
ends of the communication tunnel for each selected 35 based on the updates search results, and/or based on
node. additional criteria, such as determined connection met-
[0119] A communication tunnel may be established rics for the nodes includes in the updated search results.
having a first end at the client device and a second end [0124] The second end of the communication tunnel
atthe selected first node (block 850). For example, tunnel may be moved from the first node to the second node
broker 600 may use TSP, or another protocol, to setup 40 (block 895). For example, tunnel broker 600 may use
a communication tunnel between client 420 and the se- TSP, or another protocol, to end the communication tun-
lected first node. For example, tunnel broker 600 may nel between client 420 and the first node and to setup a
generate one or more tunnel headers and/or labels, may communication tunnel between client 420 and the select-
configure device 130 hosting client 420 to encapsulate ed second node. For example, tunnel broker 600 may
packets, or other types of data units, with the generated 45 configure the first node to stop encapsulating packets,
tunnel headers and/or labels, and may configure the se- or other types of data units, with the generated tunnel
lected first node to encapsulate packets, or other types headers and/or labels associated with the communica-
of data units, with the generated tunnel headers and/or tion tunnel and may configure the selected second node
labels. The communication tunnel may include a Multi- to encapsulate packets, or other types of data units, with
Protocol Label Switching (MPLS) tunnel, a Generic Rout- 50  the generated tunnel headers and/or labels. Blocks 870,
ing Encapsulation (GRE) tunnel, an Internet Protocol (IP) 880, 890, and 895 may be repeated whenever tunnel
Security (IPSec) tunnel, a Virtual Local Area Network broker 600 determined that the communication tunnel
(VLAN) tunnel, a Virtual Private Network (VPN) tunnel, should be updated.
and/or another type of communication tunnel. [0125] Figs.9A-9C are diagrams of exemplary scenar-
[0120] A determination may be made that the commu- 55 ios of setting up and managing a communication tunnel
nication tunnel should be updated (block 860). As an ex- according to an implementation described herein. Fig.
ample, tunnel broker 600 may re-send the search query 9Aillustrates an overlay network 910 thatincludes nodes
to service registry 440 at particular intervals and may N1, N2, N3, N4, and N5. Node N3 includes a service S3
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corresponding to a video monitoring service client 910.
Node N4 includes a service S4 corresponding to a tunnel
broker service 920. Node N1 includes a service instance
S1A, corresponding to a camera service 930 and a serv-
ice instance S1B, corresponding to a camera service
940. Node N2 includes a service instance S2, corre-
sponding to a camera service 950 and Node N5 includes
aserviceinstance S5, corresponding to a camera service
960.

recent search results associated with the search query
based on the communication tunnel request generated
by video monitoring service client 910. Tunnel broker
service 920 may select camera service 950 at node N2
and may move the second end of the tunnel from node
N1 to camera service 950 at node N2 to generate tunnel
995. Thus, video monitor service client 910 may continue
to receive a video stream from the specified location at
the best available bitrate and resolution.

[0126] Videomonitoring service client910 mayrequire 70 [0130] Inthe preceding specification, various preferred
a camera service providing a video stream from a par- embodiments have been described with reference to the
ticular location, at a particular resolution, and at a partic- accompanying drawings. It will, however, be evident that
ular bitrate. Thus, video monitoring service client 910 various modifications and changes may be made thereto,
may send a request for a communication tunnel to tunnel and additional embodiments may be implemented, with-
broker 920 at node N4 and may specify therequired serv- 75  out departing from the broader scope of the invention as
ice properties in the request. Tunnel broker 920 may gen- set forth in the claims that follow. The specification and
erate a search query based on the request and may sub- drawings are accordingly to be regarded in an illustrative
mit the search query to a service registry at node N4. rather than restrictive sense.
The service registry at node N4 may forward the search [0131] For example, while series of blocks have been
query to service registries at the other nodes and other 20 described with respect to Fig. 8, and an order of signal
nodes may continue to forward the search query until a flows have been described with respect to Figs. 9A-9C,
required number of search results are obtained or until the order of the blocks and/or signal flows may be mod-
all service registries have processed the search query. ified in other implementations. Further, non-dependent
[0127] Assume camera services 930, 940 and 950 sat- blocks and/or signal flows may be performed in parallel.
isfy the location and resolution requirements, but none 25 [0132] Itwillbe apparentthat systems and/or methods,
of the available camera services fully satisfy the bitrate as described above, may be implemented in many dif-
requirement. Furthermore, assume tunnel broker 920 de- ferent forms of software, firmware, and hardware in the
termines that the connection from node N3 to node N1 implementations illustrated in the figures. The actual soft-
is higher in quality than the connection from node N3 to ware code or specialized control hardware used to im-
node N2. Thus, tunnel broker service 920 may select 30 plement these systems and methods is not limiting of the
node N1. Furthermore, assume camera service 930 has embodiments. Thus, the operation and behavior of the
a higher bitrate than camera service 940 and, therefore, systems and methods were described without reference
tunnel broker service 920 selects camera service 930. to the specific software code--it being understood that
Tunnel broker service 920 may then establish tunnel 970 software and control hardware can be designed to im-
between video monitoring service client 910 and camera 35 plement the systems and methods based on the descrip-
service 930. Video monitoring service client 910 may now tion herein.
receive a streaming video signal from camera service [0133] Further, certain portions, described above, may
930 via tunnel 970. be implemented as a component that performs one or
[0128] Continuing to Fig. 9B, assume that the bitrate more functions. A component, as used herein, may in-
associated with camera service 940 improves as aresult 40 clude hardware, such as a processor, an ASIC, or a FP-
of camera service 940 freeing up processing resources. GA, or a combination of hardware and software (e.g., a
The service registry of node N1 may include a subscrip- processor executing software). The word "exemplary" as
tion from tunnel broker 920 to receive updated to service used herein means "as an example for illustration.”
properties associated with camera service 930 and cam- [0134] It should be emphasized that the terms "com-
era service 940. Thus, the service registry of node N1 45 prises"/ "comprising” when used in this specification are
may send a subscription update to tunnel broker 920. taken to specify the presence of stated features, integers,
Tunnel broker 920 may determine that camera service steps or components but does not preclude the presence
940 is now a better match for the communication tunnel or addition of one or more other features, integers, steps,
and may switch the second end of communication tunnel components or groups thereof.
970 to camera service 940 to establish communication 50 [0135] The term "logic," as used herein, may refer to
tunnel 980. a combination of one or more processors configured to
[0129] Continuing to Fig. 9C, assume that node N1 ex- execute instructions stored in one or more memory de-
periences a node failure 990. Video monitoring service vices, may refer to hardwired circuitry, and/or may refer
client 910 may stop receiving the video stream from cam- to a combination thereof. Furthermore, a logic may be
era service 940 and may send amessagetotunnelbroker 55 included in a single device or may be distributed across
service 920, indicating that node N1 has become una- multiple, and possibly remote, devices.
vailable. In response, tunnel broker service 920 may se- [0136] For the purposes of describing and defining the
lect the next best available service based on the most present invention, it is additionally noted that the term
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"substantially” is utilized herein to represent the inherent
degree of uncertainty that may be attributed to any quan-
titative comparison, value, measurement, or other rep-
resentation.

The term "substantially” is also utilized herein to repre-
sent the degree by which a guantitative representation
may vary from a stated reference without resulting in a
changein the basic function of the subject matter atissue.

configuring the selected first node (930) to
stop encapsulating data units with the gen-
erated tunnel label; and

configuring the selected second node (940) to
encapsulate data units with the generated tun-
nel label.

[0137] No element, act, or instruction used in the 2. The method of claim 1, further comprising:
present application should be construed as critical ores- 10
sential to the embodiments unless explicitly described sending a search query that specifies the re-
as such. Also, as used herein, the article "a" is intended quested service property to a service registry
to include one or more items. Further, the phrase "based (440), wherein the service registry includes alist
on"isintended tomean "based, atleastin part,on" unless of services available in one or more nodes (130)
explicitly stated otherwise. 15 of the system;
receiving search results from the serviceregistry
(440), wherein the search results include a list
Claims of one ormore nodes (130) having the requested
service property; and
1. A method, performed by a computer device (920), 20 wherein selecting the first node (930) in the sys-
comprising: tem that hosts the first service instance having
the requested service property includes select-
receiving, by the computer device (920), a re- ing the first node (930) from the list of one or
quest from a client device (910) for a service in more nodes (130) having the requested service
asystem, the service havingarequestedservice 25 property.
property;
selecting, by the computer device, a first node 3. The method of claim 2, further comprising:
(930) in the system that hosts a first service in-
stance having the requested service property; determining that the communication tunnel
establishing, by the computer device (920), a 30 (970) should be updated; and
communication tunnel (970) between the client wherein selecting the second node (940) in the
device (210) and the selected first node (930), system that hosts the second instance having
wherein the communication tunnel (970) in- the requested service property is based on de-
cludes a first end at the client device (910) and termining that the communication tunnel (970)
a second end at the first node (930), wherein 35 should be updated.
establishing the communication tunnel (970) in-
cludes: 4. The method of claim 3, wherein determining that the
communication tunnel (970) should be updated in-
generating a tunnel label, cludes:
configuring the clientdevice (910) toencap- 40
sulate data units with the generated tunnel re-sending the search query to the service reg-
label; and istry (440) at particular intervals; and
configuring the selected first node (930) to receiving updated search results from the serv-
encapsulate data units with the generated ice registry (440), wherein the updated search
tunnel label; 45 results include an indication that the first node
(930) no longer hosts the first service instance
selecting, by the computer device (920), a sec- having the requested service property or that
ond node (940) in the system that hosts a second the first service instance no longer has the re-
service instance having the requested service quested service property.
property; and 50
moving, by the computer device (920), the sec- 5. The method of claim 3, wherein determining that the
ond end of the communication tunnel (970) from communication tunnel (970) should be updated in-
the first node (930) to the second node (940) cludes at least one of:
transparently with respect to the client device
(910), wherein moving the second end of the 55 receiving an indication from the service registry
communication tunnel (970) from the first node (440) that the first node (930) no longer hosts
(930) to the second node (940) includes: the first service instance having the requested
service property or that the first service instance
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no longer has the requested service property;
receiving a message from the client device (910)
that the first node (930) is unreachable; or
receiving a message from the first node (930)
that the first node (930) is unable to provide the
first service to the client device (910).

34

erated tunnel label;

select a second node (940) in the sys-
tem that hosts a second service in-
stance having the requested service
property; and

move the second end of the communi-
cation tunnel (970) from the first node

6. The method of claim 3, wherein determining that the
communication tunnel (970) should be updated in-
cludes: 10

(930) to the second node (940) trans-
parently with respect to the client de-

determining that another node in the system is
a better match for the requested service prop-
erty; and

vice (910), wherein, when moving the
second end of the communication tun-
nel (970) from the first node (930) to the
second node (940), the logic is further

configured to:

wherein selecting the second node (940) inthe 75
system that hosts the second instance having configure the selected first node
the requested service property is based on de- (930) to stop encapsulating data
termining that another node in the system is a units with the generated tunnel la-
better match for the requested service property. bel; and
20 configure the selected second
The method of claim 2, further comprising: node (940) to encapsulate data
units with the generated tunnel la-
determining one or more network connection bel.
metrics for a connection from the client device
(910) to particular nodes of the nodes included 25 The computer device of claim 8, wherein the tunnel
in the list of one or more nodes having the re- broker (600) is further configured to:
quested service property; and
wherein selecting the first node {930) from the send a search query that specifies the requested
list of one or more nodes having the requested service property to a service registry, wherein
service property is based on the determinedone 30 the service registry includes a list of services
or more network connection metrics. available in one or more nodes of the system;
receive search results from the service registry,
8. A computer device comprising: wherein the search results include a list of one
or more nodes having the requested service
logic configured to implement a tunnel broker 35 property; and
(600) configured to: wherein, when selecting the first node (930) in
the system that hosts the first service instance
receive a request from a client device (910) having the requested service property, the tun-
for a service in a system, the service having nel broker (600) is further configured to:
a requested service property; 40
select a first node (930) in the system that select the first node (930) from the list of
hosts a first service instance having the re- one or more nodes having the requested
quested service property; service property.
establish a communication tunnel (970) be-
tween the client device (910) and the se- 45 10. The computer device of claim 9, wherein the tunnel
lected first node (930), wherein the commu- broker (600) is further configured to:
nication tunnel {(970) includes a first end at
the client device (910) and a second end at determine that the communication tunnel (970)
the first node (930), wherein, when estab- should be updated; and
lishing the communication tunnel (970), the 50 wherein the tunnel broker (600) is configured to
logic is further configured to: select the second node (940) in the system that
hosts the second instance having the requested
generate a tunnel label, service property based on determining that the
configure the client device (910) to en- communication tunnel (970) should be updated.
capsulate data units with the generated 85
tunnel label; and 11. The computer device of claim 10, wherein when de-
configure the selected first node (930) termining that the communication tunnel (970)
to encapsulate data units with the gen- should be updated, the tunnel broker (600) is further
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configured to: Einrichten eines Kommunikationstunnels (970)

re-send the search query to the service registry
at particular intervals; and

receive updated search results from the service
registry, wherein the updated search results in-
clude an indication that the first node (930) no
longer hosts the first service instance having the
requested service property or that the first serv-
ice instance no longer has the requested service
property.

12. The computer device of claim 10, wherein when de-

10

zwischen dem Clientgerat (910) und dem aus-
gewahlten Knoten (930) durch das Computer-
gerat (920), wobei der Kommunikationstunnel
(970) ein erstes Ende am Clientgerat (910) und
ein zweites Ende am ersten Knoten (930) bein-
haltet, wobei das Einrichten des Kommunikati-
onstunnels (970) Folgendes beinhaltet:

Erzeugen einer Tunnelkennzeichnung,
Konfigurieren des Clientgerats (910) dafir,
Dateneinheiten mit der erzeugten Tunnel-
kennzeichnung zu verkapseln, und

termining that the communication tunnel (970)
should be updated, the tunnel broker {600) is further 75
configured to at least one of:

Konfigurieren des ausgewahlten ersten
Knotens (930) dafir, Dateneinheiten mitder
erzeugten Tunnelkennzeichnung zu ver-

receive an indication from the service registry
that the first node (930) no longer hosts the first

kapseln,

Auswahlen eines zweiten Knotens (940) im Sys-

service instance having the requested service 20 tem, der eine zweite Dienstinstanz hostet, wel-

property or that the first service instance nolong- che die angefragte Diensteigenschaft aufweist,

er has the requested service property; durch das Computergerat (920) und

receive a message from the client device (910) transparentes Bewegen des zweiten Endes des

that the first node (930) is unreachable; or Kommunikationstunnels (970) vom ersten Kno-
25

receive a message from the first node (930) that
the first node (930) is unable to provide the first
service to the client device (910).

ten (930) zum zweiten Knoten (940) in Bezug
auf das Clientgerat (910), wobei das Bewegen
des zweiten Endes des Kommunikationstunnels
(970) vom ersten Knoten (930) zum zweiten

13. The computer device of claim 10, wherein, when de-
termining that the communication tunnel (970) 30
should be updated, the tunnel broker (600) is further
configured to:

Knoten (940) Folgendes beinhaltet:

Konfigurieren des ausgewahlten ersten
Knotens (930) dafiir, das Verkapseln von

determine that another node in the system is a

Dateneinheiten mit der erzeugten Tunnel-
kennzeichnung zu beenden, und

better match for the requested service property; 35

and Konfigurieren des ausgewahlten zweiten Kno-
wherein the tunnel broker (600) is configured to tens (940) dafur, Dateneinheiten mit der erzeug-
select the second node (940) in the system that ten Tunnelkennzeichnung zu verkapseln.
hosts the second instance having the requested

service property based on determining that an- 40 Verfahren nach Anspruch 1, ferner Folgendes um-

other node in the system is a better match for
the requested service property.

fassend:

Senden einer Suchabfrage, welche die ange-
fragte Diensteigenschaft spezifiziert, an ein

Patentanspriiche 45 Dienstregister (440), wobei das Dienstregister
eine Liste (130) von Diensten beinhaltet, die in
1. Verfahren, ausgefuhrt von einem Computergerat einem oder mehreren Knoten des Systems ver-
(920), Folgendes umfassend: fugbar sind,
Empfangen von Suchergebnissen vom Dienst-
Empfangen einer Anfrage von einem Clientge- 50 register (440), wobei die Suchergebnisse eine
rat (910) nach einem Dienst in einem System Liste von einem oder mehreren Knoten (130)
durch das Computergerat (920), wobei der beinhalten, welche die angefragte Diensteigen-
Dienst eine angefragte Diensteigenschaft auf- schaft aufweisen, und
weist, wobei das Auswahlen des ersten Knotens (930)
Auswahlen eines ersten Knotens (930) im Sys- 55 im System, der die erste Dienstinstanz hostet,
tem, der eine erste Dienstinstanz hostet, welche welche die angefragte Diensteigenschaft auf-
die angefragte Diensteigenschaft aufweist, weist, das Auswahlen des ersten Knotens (930)
durch das Computergerat, von der Liste eines oder mehrerer Knoten (130)
19 Code200, UAB, et al. v. Bright Data Ltd. NetNut Ltd. v. Bright Data Ltd.
IPR2021-01492, EX. 2066 NetNut Exhibit 1002
263 of 458 Page 263 of 458



37 EP 2 922 275 B1 38

beinhaltet, welche die angefragte Diensteigen- (940) im System, der die zweite Instanz hostet,
schaft aufweisen. welche die angefragte Diensteigenschaft auf-
weist, auf der Bestimmung basiert, dass ein an-
3. Verfahren nach Anspruch 2, ferner Folgendes um- derer Knoten im System eine bessere Uberein-
fassend: 5 stimmung fir die angefragte Diensteigenschaft
ist.
Bestimmen, dass der Kommunikationstunnel
(970) aktualisiert werden soll, und 7. Verfahren nach Anspruch 2, ferner Folgendes um-
wobei das Auswahlen des zweiten Knotens fassend:
(940) im System, der die zweite Dienstinstanz 70
hostet, welche die angefragte Diensteigen- Bestimmen einer oder mehrerer Netzwerkver-
schaft aufweist, auf der Bestimmung basiert, bindungsmetriken fur eine Verbindung vom Cli-
dass der Kommunikationstunnel (970) aktuali- entgerat (910) zu bestimmten Knoten der Kno-
siert werden soll. ten, die in der Liste eines oder mehrerer Knoten
15 enthalten sind, welche die angefragte Dienstei-
4. Verfahren nach Anspruch 3, wobei die Bestimmung, genschaft aufweisen, und
dass der Kommunikationstunnel (970) aktualisiert wobei das Auswahlen des ersten Knotens (930)
werden soll, Folgendes beinhaltet: aus der Liste eines oder mehrerer Knoten, wel-
che die angefragte Diensteigenschaft aufwei-
erneutes Senden der Suchabfrage an das 20 sen, auf der Bestimmung einer oder mehrerer
Dienstregister (440) in bestimmten Intervallen Netzwerkverbindungsmetriken basiert.
und
Empfangen aktualisierter Suchergebnisse vom Computergerat, Folgendes umfassend:
Dienstregister (440), wobei die aktualisierten
Suchergebnisse einen Hinweis beinhalten, 25 eine Logik, die dafur konfiguriert ist, einen Tun-
dass der erste Knoten (930) die erste Dienstins- nelbroker (600) auszufuhren, der fur Folgendes
tanz, welche die angefragte Diensteigenschaft konfiguriert ist:
aufweist, nicht mehr hostet oder dass die erste
Dienstinstanz nicht mehr die angefragte Dienst- Empfangen einer Anfrage von einem Client-
eigenschaft aufweist. 30 gerat (910) nach einem Dienst in einem
System, wobei der Dienst eine angefragte
5. Verfahren nach Anspruch 3, wobei die Bestimmung, Diensteigenschaft aufweist,
dass der Kommunikationstunnel (970) aktualisiert Auswahlen eines ersten Knotens (930) im
werden soll, mindestens eines der Folgenden bein- System, der eine erste Dienstinstanz hos-
haltet: 35 tet, welche die angefragte Diensteigen-
schaft aufweist,
Empfangen eines Hinweises vom Dienstregis- Einrichten eines Kommunikationstunnels
ter (440), dass der erste Knoten (930) die erste (970) zwischen dem Clientgerat (910) und
Dienstinstanz, welche die angefragte Dienstei- dem ausgewahlten Knoten (930), wobei der
genschaft aufweist, nicht mehr hostet oderdass 40 Kommunikationstunnel (970) ein erstes En-
die erste Dienstinstanz nicht mehr die angefrag- de am Clientgerat (910) und ein zweites En-
te Diensteigenschaft aufweist, de am ersten Knoten (930) beinhaltet, wo-
Empfangen einer Nachricht vom Clientgerat bei die Logik beim Einrichten des Kommu-
(910), dass der erste Knoten (930) nicht erreich- nikationstunnels (970) fir Folgendes konfi-
bar ist, oder 45 guriert ist:
Empfangen einer Nachricht vom ersten Knoten
(930), dass der erste Knoten (930) nicht in der Erzeugen einer Tunnelkennzeichnung,
Lage ist, dem Clientgerat (910) den ersten Konfigurieren des Clientgerats (910)
Dienst zur Verfligung zu stellen. dafir, Dateneinheiten mit der erzeug-
50 ten Tunnelkennzeichnung zu verkap-
6. Verfahren nach Anspruch 3, wobei die Bestimmung, seln, und
dass der Kommunikationstunnel (970) aktualisiert Konfigurieren des ausgewdahlten ers-
werden soll, Folgendes beinhaltet: ten Knotens (930) dafiir, Dateneinhei-
ten mit der erzeugten Tunnelkenn-
Bestimmen, dass ein anderer Knotenim System 55 zeichnung zu verkapseln,
eine bessere Ubereinstimmung fiir die ange-
fragte Diensteigenschaft ist, und Auswahlen eines zweiten Knotens (940) im
wobei das Auswahlen des zweiten Knotens System, der eine zweite Dienstinstanz hos-
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tet, welche die angefragte Diensteigen- 11. Computergerat nach Anspruch 10, wobei der Tun-
schaft aufweist, und nelbroker (600) bei der Bestimmung, dass der Kom-
transparentes Bewegen des zweiten Endes munikationstunnel (970) aktualisiert werden soll, fer-
des Kommunikationstunnels (970) vom ers- ner fur Folgendes konfiguriert ist:
ten Knoten (930) zum zweiten Knoten (940) 5
in Bezug auf das Clientgerat (910), wobei erneutes Senden der Suchabfrage an das
die Logik beim Bewegen des zweiten Endes Dienstregister in bestimmten Intervallen und
des Kommunikationstunnels (970) vom ers- Empfangen aktualisierter Suchergebnisse vom
ten Knoten (930) zum zweiten Knoten (940) Dienstregister, wobei die aktualisierten Sucher-
fur Folgendes konfiguriert ist: 10 gebnisse einen Hinweis beinhalten, dass der
erste Knoten (930) die erste Dienstinstanz, wel-
Konfigurieren des ausgewahlten ers- che die angefragte Diensteigenschaft aufweist,
ten Knotens (930) dafur, das Verkap- nicht mehr hostet oder dass die erste Dienstins-
seln von Dateneinheiten mit der er- tanz nicht mehr die angefragte Diensteigen-
zeugten Tunnelkennzeichnung zu be- 75 schaft aufweist.
enden, und
Konfigurieren des ausgewahlten zwei- 12. Computergerat nach Anspruch 10, wobei der Tun-
ten Knotens (940) dafir, Dateneinhei- nelbroker (800) bei der Bestimmung, dass der Kom-
ten mit der erzeugten Tunnelkenn- munikationstunnel (970) aktualisiert werden soll, fer-
zeichnung zu verkapseln. 20 ner fur mindestens eines des Folgenden konfiguriert
ist:
9. Computergerat nach Anspruch 8, wobei der Tun-
nelbroker (600) ferner fur Folgendes konfiguriert ist: Empfangen eines Hinweises vom Dienstregis-
ter, dass der erste Knoten (930) die erste
Senden einer Suchabfrage, welche die ange- 25 Dienstinstanz, welche die angefragte Dienstei-
fragte Diensteigenschaft spezifiziert, an ein genschaft aufweist, nicht mehr hostet oder dass
Dienstregister, wobei das Dienstregister eine die erste Dienstinstanz nicht mehr die angefrag-
Liste von Diensten beinhaltet, die in einem oder te Diensteigenschaft aufweist,
mehreren Knoten des Systems verfiigbar sind, Empfangen einer Nachricht vom Clientgerat
Empfangen von Suchergebnissen vom Dienst- 30 (910), dass der erste Knoten (930) nicht erreich-
register, wobei die Suchergebnisse eine Liste bar ist, oder
von einem oder mehreren Knoten beinhalten, Empfangen einer Nachricht vom ersten Knoten
welche die angefragte Diensteigenschaft auf- (930), dass der erste Knoten (930) nicht in der
weisen, und Lage ist, dem Clientgerat (910) den ersten
wobei derTunnelbroker (600) beim Auswahlen 35 Dienst zur Verfugung zu stellen.
des ersten Knotens (930) im System, der die
erste Dienstinstanz hostet, welche die angefrag- 13. Computergerat nach Anspruch 10, wobei der Tun-
te Diensteigenschaft aufweist, ferner fur Folgen- nelbroker (600) bei der Bestimmung, dass der Kom-
des konfiguriert ist: munikationstunnel (970) aktualisiert werden soll, fer-
40 ner fir Folgendes konfiguriert ist:
Auswahlen des ersten Knotens (930) von
der Liste eines oder mehrerer Knoten, wel- Bestimmen, dass ein anderer Knoten im System
che die angefragte Diensteigenschaft auf- eine bessere Ubereinstimmung fir die ange-
weisen. fragte Diensteigenschaft ist, und
45 wobei der Tunnelbroker (600) daftr konfiguriert
10. Computergerat nach Anspruch 9, wobei der Tun- ist, basierend auf der Bestimmung, dass ein an-
nelbroker (600) ferner fur Folgendes konfiguriert ist: derer Knoten im System eine bessere Uberein-
stimmung fur die angefragte Diensteigenschaft
Bestimmen, dass der Kommunikationstunnel ist, den zweiten Knoten (940) im System auszu-
(970) aktualisiert werden soll, und 50 wahlen, der die zweite Instanz hostet, welche
wobei der Tunnelbroker (600) dafur konfiguriert die angefragte Diensteigenschaft aufweist.
ist, basierend auf der Bestimmung, dass der
Kommunikationstunnel (970) aktualisiert wer-
den soll, den zweiten Knotens (940) im System Revendications
auszuwahlen, der die zweite Dienstinstanz hos- 55
tet, welche die angefragte Diensteigenschaft 1. Procédé, effectué par un dispositif informatique
aufweist. (920), comprenant :
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la réception, par le dispositif informatique {920),
d’'une demande en provenance d’un dispositif
client (910) pour un service dans un systéme,
le service comprenant une propriété de service

42

systéeme ;

la réception de résultats de recherche provenant
du registre de services (440), dans lequel les
résultats de recherche comprennent une liste

demandée ; 5 d’un ou plusieurs noeuds (130) comprenant la
la sélection, par le dispositif informatique, d’'un propriété de service demandée ; et
premier noeud (930) dans le systéme qui héber- dans lequel la sélection du premier noeud (930)
ge une premiére instance de service compre- dans le systéme qui héberge la premiére instan-
nant la propriété de service demandée ; ce de service comprenantla propriété de service
I'établissement, par le dispositif informatique 70 demandée comprend la sélection du premier
(920), d’'un tunnel de communication (970) entre noeud (930) dans la liste d’'un ou plusieurs
le dispositif client (910) et le premier noeud sé- noeuds (130) comprenant la propriété de servi-
lectionné (930), dans lequel le tunnel de com- ce demandée.
munication (970) comprend une premiére extré-
mité au dispositif client (910) et une deuxiéme 75 Procédé selon la revendication 2, comprenant en
extrémité au premier noeud (930), dans lequel outre :
I'établissement du tunnel de communication
(970) comprend : la détermination que le tunnel de communica-
tion (970) doit étre mis a jour ; et
la génération d’une étiquette de tunnel ; 20 dans lequel la sélection du deuxi€éme noeud
la configuration du dispositif client (910) (940) dans le systéme qui héberge la deuxiéme
pour encapsuler des unités de données instance comprenant la propriété de service de-
avec l'étiquette de tunnel générée ; et mandée est basée sur la détermination que le
la configuration du premier noeud sélection- tunnel de communication (270) doit étre mis a
né (930) pour encapsulerdes unités dedon- 25 jour.
nées avec I'étiquette de tunnel générée ;
4. Procédé selon larevendication 3, dans lequel la dé-
la sélection, par le dispositif informatique (920), termination que le tunnel de communication (970)
d’un deuxiéme noeud (940) dans le systéme qui doit étre mis a jour comprend :
héberge une deuxieme instance de service 30
comprenant la propriété de service demandée ; le renvoi de l'interrogation de recherche au re-
et gistre de services (440) a des intervalles
le déplacement, par le dispositif informatique particuliers ; et
(920), de la deuxiéme extrémité du tunnel de la réception de résultats de recherche mis a jour
communication (970) du premier noeud (930) 35 en provenance du registre de services (440),
au deuxiéme noeud (940) de maniére transpa- dans lequel les résultats de recherche mis a jour
rente par rapport au dispositif client (910), dans comprennent une indication que le premier
lequel le déplacement de la deuxiéme extrémité noeud (930) n’héberge plus la premiére instan-
du tunnel de communication (970) du premier ce de service comprenantla propriété de service
noeud (930) au deuxieme noeud (940) 40 demandée ou que la premiére instance de ser-
comprend : vice ne comprend plus la propriété de service
demandée.
la configuration du premier noeud sélection-
né (930) pour arréter 'encapsulation d’uni- Procédé selon la revendication 3, dans lequel la dé-
tés de données avec l'étiquette de tunnel 45 termination que le tunnel de communication (970)
générée ; et doit étre mis a jour comprend au moins l'une de :
la configuration du deuxiéme noeud sélec-
tionné (940) pour encapsuler des unités de la réception d’une indication en provenance du
données avecl'étiquette de tunnel générée. registre de services (440) que le premier noeud
50 (930) n’héberge plus la premiére instance de
Procédé selon la revendication 1, comprenant en service comprenant la propriété de service de-
outre : mandée ou gue la premiére instance de service
ne comprend plus la propriété de service
I'envoid’uneinterrogation de recherche qui spé- demandée ;
cifie la propriété de service demandée aunre- 55 la réception d’'un message en provenance du
gistre de services (440), dans lequel le registre dispositifclient (910) que le premier noeud (930)
de services comprend une liste de services dis- est injoignable ; ou
ponibles dans un ou plusieurs noeuds (130) du la réception d’'un message en provenance du
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premier noeud (930) que le premier noeud (930)
est incapable de fournir le premier service au
dispositif client (910).

44

la génération d’une étiquette de tunnel ;

la configuration du dispositif client (910)
pour encapsuler des unités de données
avec I'étiquette de tunnel générée ; et

6. Procédé selonlarevendication 3, dans lequelladé- 5
termination que le tunnel de communication (970)
doit &tre mis a jour comprend :

la configuration du premier noeud sélection-
né (930) pour encapsuler des unités de don-
nées avec I'étiquette de tunnel générée ;

la détermination qu’un autre noeud dans le sys-

la sélection d’'un deuxiéme noeud (940)
dans le systéme qui héberge une deuxieme

téme est une meilleure correspondance pourla 10 instance de service comprenantla propriété
propriété de service demandée ; et de service demandée ; et

dans lequel la sélection du deuxiéme noeud le déplacement de la deuxiéme extrémité
(940) dans le systéme qui héberge la deuxieme du tunnel de communication (970) du pre-
instance comprenant la propriété de service de- mier noeud (930) au deuxiéme noeud (940)
mandée est basée sur la détermination qu'un 75 de maniére transparente par rapport au dis-

autre noeud dans le systéme est une meilleure
correspondance pour la propriété de service de-
mandée.

positif client (910), dans lequel, lors du dé-
placement de la deuxiéme extrémité du tun-
nel de communication (970) du premier
noeud (930) au deuxiéme noeud (940), la

7. Procédé selon la revendication 2, comprenant en 20 logique est en outre configurée pour
outre : effectuer :

la détermination d’'une ou plusieurs métriques

de connexion de réseau pour une connexion du
dispositif client (910) a des noeuds particuliers 25
parmi les noeuds inclus dans la liste d’'un ou
plusieurs noeuds comprenant la propriété de
service demandée ; et

dans lequel la sélection du premier noeud (930)
dans la liste d’'un ou plusieurs noeuds compre- 30
nant la propriété de service demandée est ba-

sée sur l'une ou plusieurs métriques de con- 9. Dispositifinformatigue selon larevendication 8, dans
nexion de réseau déterminées. lequel le courtier de tunnel (600) est en cutre confi-

guré pour effectuer :

la configuration du premier noeud sé-
lectionné (930) pour arréter 'encapsu-
lation d’'unités de données avec I'éti-
quette de tunnel générée ; et

la configuration dudeuxiéme noeud sé-
lectionné (940) pour encapsuler des
unités de données avec l'étiquette de
tunnel générée.

8. Dispositif informatique comprenant : 35

une logique configurée pour mettre en oeuvre
un courtier de tunnel (600) configuré pour
effectuer :

I'envoi d’'uneinterrogation de recherche quispé-
cifie la propriété de service demandée a un re-
gistre de services, dans lequel le registre de ser-
vices comprend une liste de services disponi-

40 bles dans un ou plusieurs noeuds du systeme ;
la réception d’'une demande en provenance la réception de résultats de recherche provenant
d’un dispositif client (910) pour un service du registre de services, dans lequel les résultats
dans un systéme, le service comprenant de recherche comprennentune liste d’'un ou plu-
une propriété de service demandée ; sieurs noeuds comprenant la propriété de ser-
la sélection d’un premier noeud (930)dans 45 vice demandée ; et
le systéme qui héberge une premiére ins- dans lequel, lors de la sélection du premier
tance de service comprenant la propriété noeud (930) dans le systeme quihéberge la pre-
de service demandée ; miére instance de service comprenant la pro-
I'établissement d’un tunnel de communica- priété de service demandée, le courtier de tun-
tion (970) entre le dispositif client (910) et 50 nel (600) est en outre configuré pour effectuer :
le premier noeud sélectionné (930),
la sélection du premier noeud (930) dans la
dans lequel le tunnel de communication (970) liste d’un ou plusieurs noeuds comprenant
comprend une premiére extrémité au dispositif la propriété de service demandée.
client (910) et une deuxiéme extrémité au pre- 55
mier noeud (930), dans lequel, lors de I'établis- 10. Dispositifinformatique selon larevendication 9, dans
sement du tunnel de communication (970), la lequel le courtier de tunnel (600) est en cutre confi-
logique est en outre configurée pour effectuer : guré pour effectuer :
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la détermination que le tunnel de communica-
tion (970) doit étre mis a jour ; et

dans lequel le courtier de tunnel (600) est con-
figuré pour effectuer la sélection du deuxiéme
noeud (940) dans le systéme qui héberge la
deuxiéme instance comprenant la propriété de
service demandée sur la base de la détermina-
tion gue le tunnel de communication (970) doit
étre mis a jour.

Dispositif informatique selon la revendication 10,
dans lequel, lors de la détermination que le tunnel
de communication (970) doit étre mis a jour, le cour-
tier de tunnel (600) est en outre configuré pour
effectuer :

le renvoi de l'interrogation de recherche au re-
gistre de services a des intervalles particuliers ;
et

la réception de résultats de recherche mis a jour
en provenance du registre de service, dans le-
quel les résultats de recherche mis a jour com-
prennent une indication que le premier noeud
(930) n’héberge plus la premiére instance de
service comprenant la propriété de service de-
mandée ou que la premiére instance de service
ne comprend plus la propriété de service de-
mandée.

Dispositif informatique selon la revendication 10,
dans lequel, lors de la détermination que le tunnel
de communication (970) doit &tre mis a jour, le cour-
tier de tunnel (600) est en outre configuré pour ef-
fectuer au moins l'une de :

la réception d’'une indication en provenance du
registre de services que le premier noeud (930)
n’héberge plus la premiére instance de service
comprenant la propriété de service demandée
ou que la premiére instance de service ne com-
prend plus la propriété de service demandée ;
la réception d'un message en provenance du
dispositif client (910) que le premier noeud (930)
est injoignable ; ou

la réception d'un message en provenance du
premier noeud (930) que le premier noeud (930)
est incapable de fournir le premier service au
dispositif client (910).

Dispositif informatique selon la revendication 10,
dans lequel, lors de la détermination que le tunnel
de communication (970) doit &tre mis a jour, le cour-
tier de tunnel (600) est en outre configuré pour
effectuer :

la détermination qu’un autre noeud dans le sys-
téme est une meilleure correspondance pour la
propriété de service demandée ; et
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dans lequel le courtier de tunnel (600) est con-
figuré pour effectuer la sélection du deuxieme
noeud (940) dans le systéme qui héberge la
deuxiéme instance comprenant la propriété de
service demandée sur la base de la détermina-
tion gu’un autre noeud dans le systéme est une
meilleure correspondance pour la propriété de
service demandée.
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Citation # 1(Other) (# uploaded documents:1):

Identification of Document:
the Internet Engineering Task Force draft
documents IPv6 Tunnel Broker

Publication Date:

02 Apr 1999 (02/04/1999)

Link to document:

https://datatracker.ietf.org/doc/html/draft-ietf-ngtrans-broker-00.txt

DOI:

Most relevant passages or drawings:

Relevant to Claims:

Appendix section A.3 User, Tunnel and Tunnel 1-15
Server management

Brief explanation of relevance:

We believe that the Claims 1-15 made in this patent application are identical and/or obvious
consequences of certain prior art which we will further present. The main source of prior art we will
use further is an identical setup described in the Internet Engineering Task Force draft documents “
IPv6 Tunnel Broker” which had 6 versions officially released starting from the version 00 dated April
1999 and which later became RFC 3053 dated January 2001. As the draft language evolved certain
items which were too obvious were removed from it and new ideas were added to it so we will use
several versions of this document which we believe best illustrate the prior art relevant to specific
claims of this patent application.

Draft 0 describes the “tunnel server database” (Appendix section A.3 “User, Tunnel and Tunnel
Server management”). This part of the prior art documents is relevant to the Claims 2-15. In Claim 2
as filed, the method of sending, receiving information between tunnel devices is disclosed. However
, the same method was already described in the relevant prior art. Analyzing this claim and already
having

established that tunnel broker (hereinafter - TB) acts as first server and tunnel server (hereinafter
referred as TS) acts as tunnel device it becomes obvious that the main idea of this claim is identical
to the information contained in prior art document's Appendix section A.3:

< "The Tunnel Server database has one entry for each Tunnel Server; each entry has the following
fields:

IPv4

« The TB manages the service updating these databases”.

As the TB and TS have been used for quite some time, the actual means how information about
tunnel devices is obtained is irrelevant. It is obvious for a person skilled in the art, that sending and
receiving a message with tunnel devices' data is a very straightforward way to get that information.
The same section of the mentioned prior art source is relevant to Claims 3-15. The Appendix
section A.3 “User, Tunnel and Tunnel Server management” indicates some of the possible fields
which may be stored in tunnel server database about each tunnel server (same to Claim 3, 8, 10 of
the present patent application). Claim 14 is obvious and does not constitute any practical addition to
Claim 1. If the first and second messages would not contain a content identifier the tunnel device
would not be able to identify the web server to which it needs to send an information request.

Claims 4-7, 9, 11-13, 15 are obvious and dependent from the other, not new and obvious, claims.
They do not create any novelty or inventive step that could get patent protection.
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Citation # 2(Other) (# uploaded documents:1):

Identification of Document:
the Internet Engineering Task Force draft

3053)

documents IPv6 Tunnel Broker (version RFC

Publication Date:

Jan 2001 (01/2001)

Link to document:

https://datatracker.ietf.org/doc/html/rfc30563

DOl:

Most relevant passages or drawings:

Section 2-4

Relevant to Claims:

1-15

Brief explanation of relevance:

Claim 1 should not be accepted because it is not new and is obvious compared to the relevant prior
art. The prior art document Intemet Engineering Task Force draft documents IPv6 Tunnel Broker (
version RFC 3053) [hereinafter - RFC 3053) describes the general operation of “Tunnel broker” (
hereinafter referred as TB) infrastructure.

When comparing TB description to the elements in the prior art and Claim 1 of the present patent
application, it is clear that both documents describe the same invention. In the prior art document,
the TB acts as the first server (see section 2.1 “Tunnel Broker”), dual-stack node acts as a second
server, tunnel server (hereinafter - TS) acts as a tunnel device (see section 2.2 “Tunnel server”).
According to section 2.3 of the prior art document, the client can function as a standalone host or
router. In the latter case, it is obvious for a person skilled in the art that client device according to
this claim is any device connected to a standalone router.

Analyzing all the steps of the claim in such setup the following conclusions can be drawn:

« It is obvious that the client device sends a request message to the second server with the identifier
of the content which it receives.

« The second server sends the first message to the first server which it receives (first part of section
2.3 “Using the Tunnel Broker: ...it should provide at least the following information...”)

« The first server selects a tunnel device from the list of tunnel devices and sends a second
message using the selected IP address of the selected tunnel device which it receives (described in
the second part of section 2.3 “Using the Tunnel Broker: The TB manages the client requests as
follows™)

« The remaining steps are not described in the RFC in details but are obvious from figure 1 of

the prior art source “Figure 1: The Tunnel Broker model” and the purpose of the tunnel itself (a
reference in section 2 “Tunnel broker model”). Prior art document describes: "Tunnel brokers can be
seen as virtual IPvB ISPs, providing IPv6 connectivity to users already connected to the IPv4
Internet”. Another relevant section is 4 “Use of the tunnel broker concept in other areas”, which
describes "The Tunnel Broker approach might be efficiently exploited also to automatically set-up
and manage any other kind of tunnel)”.

Claims 2-15 are dependent claims. They do not create any novelty or inventive step that could get
patent protection. Therefore, at least the claims 1-15 should be rejected as not novel and obvious.

Citation # 3 (Patent/utility model) (# uploaded documents: 1):

Country code:
us

Publication number:

20130080575

Document kind code:

A1

Patent Applicant/Patent Owner:

Cloudflare Inc.

Title of invention:

Distributing transmission of requests across multiple
ip addresses of a proxy server in a cloud-base

Link to document:

Publication Date:

Filing Date:

Priority Date:

28 Mar 2013 (28/03/2013)

27 Sep 2011 (27/09/2011)

Source of Abstract:

Accession number: Publication Date of Abstract: Retrieval Date of Abstract:
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Most relevant passages or drawings:
Paras. 15, 16-20, 26-28, 39, 46, 77, 90, 29-31, 73-75, 85-
87, 98, 99, Fig. 1 and 5, Claims.

Relevant to Claims:

1,2-6, 14
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Brief explanation of relevance:
The claims of the current patent application are not new neither involve an inventive step. Identical
method for content fetching is disclosed in the patent application US20130080575(A1) (hereinafter -
'575). The publication discloses a method for fetching a first content over the Internet identified by a
first content identifier by disclosing fetching “network resources” from origin servers, where the
content may include “HTML pages, images, word processing documents, PDF files, movie files,
music files, or other computer files.” See, e.g., '’575 publication, [{[ 26, 27; see also id q[{[ 15, 17 (“
requested content”), 18 (same), 19, also Claim 1. The ‘575 publication discloses the content is
identified in requests from client, for instance in HTTP requests sent to proxy server. See id {1 45 (
client request includes parameters such as “the type of requested content”), 46, 27, 39; Fig. 1.
Identical content fetching method is disclosed in the current patent application claim 1.
The ’575 publication discloses sending the first identifier to the first server by disclosing that client
sends its IP address to DNS system when resolving a proxy server that will retrieve content from
the original server. See, e.g., ‘575 publication, q[{] 15, 77 (“client device requests an |IPv4 address for
example.com (thus, the client device is an IPv4 enabled client)”), 90 (same); Figs. 5 (step 510), 6 (
step 610).
The '575 publication discloses sending a first request to the first server by disclosing that client
sends a request to DNS system to provide a proxy server that will retrieve content from original
server. See, e.g., '575 publication, M 15, 77 (“client device 110A requests an IPv4 address for
example.com”), 90 (same); Figs. 5 (step 510), 6 (step 610).
The '575 publication discloses receiving the second identifier from the first server by disclosing
that client receives an IP address of server from DNS system in response to client’s request for an
address of a proxy. See, e.9., '575 publication, [ 15, 28 77 (“DNS system 140 returns to the client
device 110A an IPv4 address that is mapped to the record for the requested domain. The IPv4
address is an address of the proxy server 120.7), 90 (same); Figs. 5 (step 512), 6 (step 612).
The '575 publication discloses sending a second request to the second device using the second
identifier, the second request including the first content identifier and the third identifier, by
disclosing client sends a request to proxy server identified by DNS system. The request includes
identification of the content type and the domain of origin server. See, e.g., '575 publication, 4[] 15,
28, 37, 45 (“a proxy server receives an incoming request from a client device and extracts a set of
one or more parameters related to the request. For example, the set of parameters may include one
or more of the following: the source IP address of the incoming request, the requested domain (e.g.,
as indicated in the Host header of an HTTP request) of the incoming request, the source port of the
incoming request, cookie(s) of the incoming request, session identifier(s) of the incoming request (if
different than the cookie(s)), the type of requested content (e.g., HTML, image, video, etc.), or any
combination thereof.”) (emphasis added), 78, 91 (same); Figs. 5 (step 514), 6 (step 614).
614). Prior art ‘575 [in Claim 1] discloses selecting a first one of a plurality of IP addresses of a
same
protocol type of the proxy server for use as a source IP address for a second packet that carries an
outgoing request, and transmitting a second packet that hosts the identified resource. A similar
message are described in claim 14 comprising the content identifiers of the present application.
The '575 publication discloses the feature or receiving content, by disclosing that the selected proxy
server sends the content retrieved from origin server in response to the requesting client. See, e.g.,
575 publication, [ 16-20, 29-31, 73-75, 85-87, 98, 99; Figs. 5 (step 530), 6 (step 630).
And similarly to Claim 5 of the present application, '575 discloses [para. 78, 81, 88, 94, 100] that the
IPv4 TCP connection may already be established between the proxy server and the origin server (
e.g., if a single TCP connection is used for multiple requests, which may be sent from multiple,
different, client devices). In Such cases, the operation may be skipped and the existing IPv4 TCP
connection may be used. '575 teaches about using TCP connection: para. 78, 81, 88, 94, 100] "the
client device and the proxy server establish a TCP connection. This TCP connection is referred
herein as an IPv4 TCP connection since the client device initiates the TCP connection with the IPv4
address of the proxy server. After the TCP connection is established, at operation, the client device
transmits an IPv4 packet that includes a resource request (e.g.an HTTP request) to the IPv4
address of the proxy server.
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Citation # 4 (Patent/utility model) (# uploaded documents: 1):

Country code: Publication number: Document kind code:
us 7788378 B2
Patent Applicant/Patent Owner: Title of invention:
Microsoft Technology Licensing LLC Apparatus and method for community relay node
discovery

Link to document:

Publication Date: Filing Date: Priority Date:

26 Oct 2006 (26/10/2006) |22 Apr 2005 (22/04/2005)
Source of Abstract: Accession number: Publication Date of Abstract: Retrieval Date of Abstract:
Most relevant passages or drawings: Relevant to Claims:

claim 1, col 1, In 45-60; 1,5,9

Brief explanation of relevance:
US7788378B2 discloses [col 1, In 45-60] a method of discovering a community relay node within a
nefwork community wherein the community relay node is operatively coupled to an
access-protected client and adapted to facilitate communication between the access-protected
client and a requesting client. It teaches about receiving a request message from a requesting client
relating to a request for a community relay node, associating the request message with a serverless
name resolution protocol name, selecting a community relay node from among a list of community
relay nodes based on the serverless name resolution protocol name, wherein the list of community
relay nodes comprises at least one internet protocol address associated with a community relay
node, and returning an internet protocol address of the selected community relay node to the
requesting client.
US7788378B2 teaches in claim 1, about the request message sent and received by
the client, selecting a community relay node, returning an internet protocol address to the
requesting client. That is identical to Claim 1 in the present application. US7788378B2 teaches that
by establishing a connection between the two clients, the community relay node may subsequently
relay communications between the first and second clients. Similarly, already established
communication is described in Claim 5 of the present application.
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Citation # 5 (Patent/utility model) (# uploaded documents: 1):

Country code:
us

Publication number:

20090216887

Document kind code:

A1

Patent Applicant/Patent Owner:
Alcatel Lucent SAS

Title of invention:
Method of establishing a connection

Link to document:

Publication Date:

27 Aug 2009 (27/08/2009)

Filing Date:

Priority Date:

09 Dec 2008 (09/12/2008) 13 Dec 2007 (13/12/2007)

Source of Abstract:

Accession number:

Publication Date of Abstract: Retrieval Date of Abstract:

Most relevant passages or drawings:

Claims 5and 7

Relevant to Claims:

Brief explanation of relevance:
Us20090216887A1 teaches in Claim 5, that when choosing a relay candidate establishing a
connection between a first peer in a P2P network, one or more direct connections that are already

established in the peer-to-peer network can be re-used for the relayed connection between the first

peer and the second peer. A use of already established communication is described in Claim 11 of
the current application.
US20090216887A1 in Claim 7 teaches about method of establishing a connection, comprising the
step of: sending, by the first peer, a relay discovered message comprising a peer identifier of the

relay peer to the second peer;

sending, by the second peer, a relayed connection request comprising connection information of the

second peer to the relay peer;

sending, by the relay peer, a relayed connection response comprising connection information of the

relay peer to the second peer; and

establishing a direct connection between the second peer and the relay peer if no direct connection

between the second peer and the relay peer is already established.
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The International Bureau of WIPQO
34, chemin des Colombettes
1211 Geneva 20, Switzerland

Authorized officer

Biarge-Thurre Marina
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Telephone No. +41 22 338 74 09
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IPv6 Tunnel Broker
<drafi-ietf-ngtrans-broker-00.txt>

Status of Memo

This document is an Internet-Draft and is in full conformance with all
provisions of Section 18 of RECZ826.

This document is an Internet-Draft. Internet-Drafts are working
documents of the Internet Engineering Task Force (IETF), its areas, and
its working groups. Note that other groups may also distribute working
documents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference material
or to cite them other than as " 'work in progress.''

The list of current Internet-Drafts can be accessed at
hitor dweww, et . orglietf/iid-abstracts . bxt

The list of Internet-Draft Shadow Directories can be accessed at
http:llwww. et org/lshadow. hitml.

Abstract

The IPv6 global Internet as of today is mostly build using tunnels over
the existing IPv4 infrastructure. Those tunnels are difficult to
configure and maintain in a large scale environment. The 6bone has
proven that large sites and ISPs can do it, but this process is too

complex for the isolated end user who already has an IPv4 connection and

would like to enter the IPv6 world. The motivation for the development

of the tunnel broker model is to help the early IPv6 adopters to hook up

to the 6bone and to provide them stable, permanent IPvé addresses and
DNS names. The concept of the tunnel broker was first presented at
Orlando's IETF in December 1998. Two implementations were demonstrated
in Grenoble IPng & NGtrans interim meeting.
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1. Introduction

The growth of IPv6 networks started mainly using the transport
facilities offered by the current Internet. This fact brought to the
development of several techniques to manage IPv6 over IPv4 tunnels. At
present most of the 6bone networks is built using manual tunneling over
the Internet. The main drawback of this approach is the overwhelming
management load for network administrators, who have to perform heavy
configuration operations for each tunnel. Several attempts to reduce
this management overhead have been proposed [1-3]. Nevertheless all of
them present drawbacks that prevent from wide usage:

- [1] was introduced to use automatic tunnels with IPv4 compatible
addresses. This approach does not solve the address exhaustion
problem of IPv4. Also there is a great fear to include the complete
IPv4 routing table in the IPv6 one and just making the routing
table size problem worse by multiplying it by 5.

- [2] is the 6over4 mechanism. This is a site local mechanism to use
IPv4 multicast as a layer 2 media. It does not solve the problem to
connect an isolated user to the global IPv6 Internet.

- [3] is the 6to4 mechanism to embed IPv4 tunnel addresses into IPvé
prefixes to automatically discover tunnel endpoints. Some important
technical issues such as source address selection and global
routing are currently debated in the IETF. But the main difference
are in the premises of the two approaches: 6to4 consider that
isolated sites are to be dynamically connected in the absence of
native IPv6 infrastructure and tunnel brokers consider the pre-
existence of a large IPv6 global network.

This document presents an alternative approach based on the provision of
Tunnel Brokers (TBs) to automatically manage tunnel requests coming from
the users. This approach is expected to be useful to stimulate the
growth of IPv6 interconnected hosts and to allow to early IPv6 network
providers the provision of easy access to their IPv6 networks.

Section 2 provides an overall description of the Tunnel Broker Model;
section 3 reports known limitations to the model; sgcticon 4 addresses
security issues. A first implementation of the Tunnel Broker service is
described in Appendix to this document.

2. Tunnel Broker Model

Tunnel brokers can be seen as virtual IPvé6 ISP, providing IPvé6
connectivity to users already connected to the IPv4 Internet. In the
global IPv6 Internet it is expected that many tunnel brokers will be
available and the user will just have to pick one. The list of the
tunnel brokers should be referenced on a "well known" web page on
hitp:/lwww ., ipvé.org to allow users to choose the "closest" one, the
"cheapest" one, or any other one.

The tunnel broker model is based on a set of functional elements
depicted in figure 1.
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Figure 1: the Tunnel Broker model

2.1 Tunnel Broker

The TB is a place where users connect to register and activate tunnels.
The TB manages tunnels creation, modification and deletion on behalf of
the users. It shares the load of tunnel end-points on the network side
among potentially several tunnel servers. It sends configuration orders
to the relevant tunnel server when tunnels are to be created or
modified. The TB also register the user in the DNS.

2.2 Tunnel server

A tunmnel server is a dual stack (IPv4 & IPv6) router connected to the
global Internet. Upon configuration order from the tunnel broker, it
creates, modifies or deletes the half part of the tunnel toward the
user. It can also maintain some statistics on the usage of the tunnels.

2.3 Using the Tunnel Broker

The client of the service is a dual-stack IPv6 node (host or router)
connected to Internet. Approaching the TB, the client must provide the
following information:

the IPv4 address of the client side of the tunnel

- a nickname to be used for the registration in the DNS of the global
IPv6 addresses assigned to both sides of the tunnel

the client function (i.e. standalone host or router)

Netie o A v
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Besides, if the client machine is an IPv6 router willing to provide
geographical connectivity to several IPv6 hosts, the client should be
required to provide also some information about the amount of IPvé6
addresses required. This allows the TB to allocate to the client an IPv6
subnet well fit to his needs instead of a single IPv6 address. Otherwise
an IPv6 prefix of pre-defined length should be assigned to any client
acting as an IPv6 router. The TB manages the client requests as follows:

- it first designates (e.g. according to some load sharing criteria
defined by the network administrator) a Tunnel Server to be used as
the actual tunnel end-point at the network side;

- it chooses the IPv6 prefix (/64 or /48) to be used;

- it fixes a lifetime for the tunnel;

- it configures the network side of the tunnel;

- it registers tunmnel end-points addresses in the DNS;

- it prepares activation and de-activation scripts to be run on the
client machine for easy configuration of the client side.

Then the TB sends back configuration information to the user, including
tunnel parameters and DNS names. The lifetime of the IPv6 addresses are
supposed to be relatively long and potentially longer than the lifetime
of the IPv4 connection of the user. This will allow the user to get
semipermanent IPv6 addresses and associated DNS names even though he is
connected to the Internet via a dial-up link and get dynamically his
IPv4 addresses by DHCP.

There are many technical alternatives to realize the interactions among
the various entities in the tunnel broker model. The communication
protocol used between the TB and the user could be based on SNMP, on an
extension of DHCPv6, on an ad-hoc protocol or even on just some web
forms filled up by the user. In a similar way, the communication
protocol used between the TB and the tunnel servers is also
implementation dependant. It could be some simple RSH commands, SNMP or
an ad-hoc protocol specially designed or something else. Finally the
Dynamic DNS Update protocol [4] should be used for automatic DNS update
(i.e. to add or delete AAAA, A6 and PTR records from the DNS zone
reserved for tunnel broker users) controlled by the TB. A simple
alternative would be for the TB to use a small set of RSH commands to
dynamically update the direct and inverse databases on the authoritative
DNS server for the tunnel broker users zone (e.g. broker.isp-name.com).

2.4 Open issues

Real usage of the TB service may require to introduce accounting/
billing functions.

3. Rnown limitations

This mechanism may not work if the user is using private IPv4 addresses
behind a NAT box.
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4. Security Considerations

The TB service raises several security issues. ALl interactions between
the functional elements of the proposed architecture need to be secured,
i.e.:

- the interaction between the client and TB;

- the interaction between the TB and the Tunnel Server;

- the interaction between the TB and the DNS.

Furthermore, if the client chooses to run the configuration scripts
provided by TB, these scripts must be executed as root. The security
techniques adopted for each of the required interaction is dependent on
the implementation choices. For the client - TB interaction, the usage
of http allows the exploitation of standard secure http features (SSL,
S- HTTP). If e-mail exchanges are used standard mechanisms to secure
e-mail can be used (PGP, PEM). For the interactions that use SNMP, the
security issues are basically the same as those of securing SNMP.
Otherwise if RSH commands are used standard IPsec mechanisms may apply.
If the TB - DNS server interaction is a dynamic DNS update procedure,
the security issues are the same discussed in [5]

Finally TBs may face denial of service attack. They must implement some
sort of protection against this.
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Implementation Example

This appendix describes an early implementation of the TB service
developed at CSELT, based on widely available communication tools. The
basic communications between the clients and the TB run over http. The
client uses a browser and can access a WWW Server providing the TB
service interface. This interface offers two different hyperlinks, one
for the new users and another for the registered users.

The new user has to provide some identification data (Name, Company and
e-mail address) and a nickname to be used as:

- the username to login as registered user
- the name identifying the user in the DNS database

This information is submitted to the TB with a POST method. The TB
starts the user configuration procedure and sends back an e-mail to the
user providing a password for accessing the registered user pages and
the name registered in the DNS database.

The registered user has the possibility to create a new tunnel, to view
tunnel information, to change tunnel parameters and to remove an
established tunnel (only one active tunnel per user is allowed). To
create a new tunnel, the user has to provide some additional
information:

- the IPv4 address of the user-side tunnel end-point (the TB pre-fill
this field using http carried browser information);

- the 0.S./IPv6 implementation used;

- if the user end-point of the tunmnel will be on a host or router.

If the user requests to use a router as tunnel end-point a new form is
pushed to the user asking:

- motivation;
- life-time.

Then the user submit this information to the TB and the tunnel
configuration procedure takes place.

A registered user who has already set-up a tunnel can view a display of
the following tunnel parameters:

- Server IPv4 Address

- Server IPv6é Address

- Server IPv6é Link Local Addr
- Client IPv4 Address

- Client IPv6 Address

- Client IPv6 Link Local Addr
- Expiration Date

The user can also modify the Client IPv4 Address if this is changed, can

Expd
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extend the tunnel life-time a day before the Expiration date and can
delete the tunnel anytime. The communication between the client and the
TB may be secured using SSL (access to the TB using the https scheme).

>

.1 User configuration procedure

When the TB receives a request of registration by a new user, it

operates as follows:

- uses the nickname to build a name identifying that user in the
DNS system;

- updates an internal user database;

- sends an e-mail back to the user.

ol

.2 Tunnel configuration procedure

Once a registered user asked for the creation of a tunnel providing all
the required information the TB first checks if the user requested to
terminate the tunnel on a router or on a host. If the user choice was a
router the request is put in a pending state and managed
administratively: the administrator of the TB has the possibility to
accept or refuse the motivations and lifetime indicated by the user. If
the user choice was a host the TB acts automatically as follows:

i) verifies if resources are available to set-up a new tunnel
(otherwise puts the user request in a pending state and go to
step viii);

ii) selects a Tunnel Server from the list of available Tunnel
Servers on the basis of simple number-of-tunnels balancing
criteria;

iii) selects an IPv6 prefix to be used for assigning IPv6 addresses
to the tunnel end-points;

iv) sets an Expiration Date for the tunnel (default 7 days);

V) configures the Tunnel Server;

vi) updates the DNS server;

vii) prepares activation and de-activation scripts for tunnel
configuration on the user side;

viii) pushes to the user browser a new page displaying the results

of the tunnel request: if OK the new page displays tunnel
parameters and hyperlinks to the activation and de-activation
scripts.

The user who receives positive acknowledgment can then execute
(downloading the scripts or not) the activation script to configure the
user side of the tunnel. There is still the possibility for a user that
do not want to run the configuration scripts or that has an IPvé6
implementation not supported by the TB to set up his/her end-point of
the tunnel manually. At the end of this procedure the user is IPv6
connected and identified by his/her own name in the DNS.

A similar procedure is performed when the user selected a router as
tunnel end-point and the Administrator accepted the request.
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A.3 User, Tunnel and Tunnel Server management

The TB maintains three databases, one for users, one for active tunnels
and the last one for Tunnel Servers. The User database has one entry for
each user of the service; each entry has the following fields:

- Username

- Password

- DNS entry

- Firstname

- Lastname

- Company

- Country

- E-Mail

- Has Tunnel (yes/not for active tunnel)

- Tunnel Count (number of tunnel creation performed by the user)

The Tunnel database has one entry for each active tunnel; each entry has
the following fields:

- Identifier

- Owner

- User IPv4 Address

- Server IPv4 Address

- User Global IPvé Address
- Server Global IPvé Address
- User Link Local Address

- Server Link Local Address
- User 0S Type

- Creation Date

- Expiration Date

- Standalone

- Manual

The Tunnel Server database has one entry for each Tunnel Server; each
entry has the following fields:

- Tdentifier

- IPv4

- IPvé6

- 0S

- Use TBSP

- Used Standalone Tunnels
- Max Standalone Tunnels
- Used Router Tunnels

- Max Router Tunnels

The TB manages the service updating these databases. An Administrator
Interface gives to the TB manager a full control (add, modify and remove
any time) over users, tunnels and Tunnel Servers.

In order to access to the administrative web pages, the TB administrator
has to log as Registered User using the administrative username and

Fdm 3 et B et o sy e b b s
totlatfonatrans-hy o
Lo dfiisngliang-prersre

Code200, UAB, et al. v. Bright Data Ltd. NetNut Ltd. v. Bright Data Ltd.
IPR2021-01492, EX. 2066 NetNut Exhibit 1002
300 of 458 Page 300 of 458



International Application Number: IL2018050910
Uploaded document #1 submitted with third party observation dated 21 Jun 2019 (21/06/2019)

password. The page presented to the administrator contains hyperlinks to
the following sections:

- Administrator Profile Change
- User Administration

- Tunnel Server Administration
- Tunnel Administration

The Administrator Profile Change lets the administrator to change his
password.

The User Administration section, once selected, allows the administrator
to interact with the User database in order to list the database content
or delete an entry in the database. If the administration deletes an
entry with an associated tummel, the tunnel is released.

The Tunnel Server Administration section allows the administrator to
manage the data contained in the Tunnel Server database. The page
presented to the TB superuser contains hyperlinks to the following
subsections:

- Tunnel Server List (the content of the Tunnel Server database is
displayed with the relevant informations);

- Add Tunnel Server (this hyperlink allows the insertion of a new
Tunnel Server; the administrator is asked for the Tunnel Server
informations as described in the previous section);

- Modify Tunnel Server (this subsection is used by the administrator
to change the information of a Tunnel Server, e.g. Max Standalone
Tunnels);

- Delete Tunnel Server (causes the removal of the selected Tunnel
Server entry from the Tunnel Server database; the tunnels managed
by this Tunnel Server are released).

The Tunnel Administration section is used to perform tunnel management.
The page presented to the administrator contains hyperlinks to the
following subsections:

- Tunmel List (the content of the Tunnel database is displayed to
the administrator)

- Manual Setup (allows the TB superuser to setup manually a tunnel)

- Release (causes the release of the selected tunnel)

- Change Parameters (allows the update of the data associated to
a tunnel)

- Pending Router Request (displays the list of the user requests
for a tunnel towards a router; two hyperlinks are associated to
each entry allowing the administrator to accept or refuse the
request).

A.4 Modularity

The Tunnel Broker implements a plugin-like mechanism for adding support
for new Tunnel Servers or client operating systems without modifying the
TB scripts or breaking the service. To achieve this result the scripts
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has to follow a predefined template and are kept in a plugin directory
checked at every request for a new tunnel. This implies that the list of
supported Tunnel Servers and client O0Ss is built dynamically, based on
the content of the plugin directory.

A.4.1 Script directory structure

The scripts for interacting with users, Tunnel Servers and DNS are
stored in a plugin directory structured as following:

<TB plugin home directory>
I

+--- script
I
+--- dns
I
+--- server
I I
| +--- local
I I I
| | +--- act
I I I
| | +--- deact
I I
| +--- remote
I I
| +--- act
I I
| +--- deact
I
+--- client
I
+--- act
I
+--- deact

The scripts have to be inserted in the proper subdirectory accordingly
with their functionality (eg. a Tunnel Server activation script for a
remote Tunnel Server in inserted in directory

<TB home>/script/server/remote/act).

This tree is scanned by the CGI program every time a user requests
scripts for tunnel activation/deactivation and at the insertion of a new
Tunnel Server for building the appropriate list of supported OSes.

A.4.2 Client scripts

Client scripts are used to help a TB user to configure his/her own host.
In order to support a new client architecture, a TB adminstrator has to
provide both activation and deactivation scripts for the selected
configuration. These scripts must include the following keywords, that
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Scripts follow a naming convention:

- activation and deactivation scripts must ave the same name

- scripts filename has the structure <0S-StackType>.<extension>
(eg. PERL scripts for FreeBSD hosts using INRIA IPvé
implementation could have as filename FreeBSD-INRIA.pl); the
<0S-StackType> name is used as the name displayed in the
user interface selection list.

will be replaced with proper values for the specific user request:

_ipv4client_ for the client IPv4 address;

- _ipv4server_ for server IPv4 address;

- _ipvéclient_ for the client global IPvé address;

_ipvéserver_ for the server global IPv6 address;

_ipvéellclient_ for the client link local address;
_ipvé6llserver_ for the server link local address.

Every time a TB user interacts with the TB web pages in order to
download the activation/deactivation scripts, the CGI provides keywords
substitution with the correct values stored in the TB database.

A.4.3 Server scripts

Server scripts are used to both setup and release an IPv6 over IPv4
tunnel on a tunnel server. In order to support a new Tunnel Server, a TB
administrator has to provide both activation adn deactivation script for
the new platform. These scripts are invoked by the CGI program at every
tunnel setup or release. The following parameters are passed to the
script

<tunnel type> (could assume the values 'standalone' or 'router')
<client IPv4 address>

<server IPv4 address>

<client global IPv6 address>

<server global IPv6 address>

<client local link address>

<server local link address>.

The executed script has to return the value @ on success and -1 on
failure.

A.4.4 DNS scripts

DNS scripts are used to interact with the DNS in order to update its
resolution tables. All parameters specific to the DNS (IP address,
software, file structure, etc.) and the interaction mode between the TB
and the DNS are embedded within the DNS scripts and do not affect other
TB scripts. The TB uses a script called 'dns_act' to add a new entry in
the DNS database and a script named 'dns_deact' to remove a host entry
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from the DNS tables. Both scripts are invoked by passing two parameters:

<host name>
<global IPv6 address>.

The executed script has to return the value 0 on success and -1 on
failure.

A.5 CSELT's Tunnel Broker location

The TB service is up and running at:
https:/lcarmen.cselt. it ipveth

The software implementing the TB is freely available at:
hitp:/lcarmen. eselt, 1t /ipys/downicad
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The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.
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the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
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Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Filing Date 2019-02-17
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STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor | Derry Shribman
Art Unit

Examiner Name

Aftorney Docket Number HOLA-005-US10

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature NYehuda Binder/ Date (YYYY-MM-DD) 2019-04-23
Name/Print Yehuda Binder Registration Number 73,612

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
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information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Peer to peer transfer of content

This invention relates to a method of peer to peer transfer of content.

The present invention also relates to a computer system for performing the
method.

The present invention further relates to a computer program product for

performing the method.

This invention further relates to a device on which parts of said method is
executed.

This invention further relates to a server on which remaining parts (not run on
the device) of said method is executed.

This invention further relates to a system on which said method is executed.

EP 1229443 discloses a system and a method for providing advertisements in
a peer to peer networking environment. Each of the advertisements is defined as a structured,
language neutral metadata structure. This is used to name, describe and publish an existence
of a peer to peer platform resource, such as the peer itself, a pipe or a service. The
advertisements are subsequently available to other peers in the networking environment.

From the art it is known that Peer-to-peer is a communications model in which
each party (i.e. each peer) has the same capabilities and either party can initiate a
communication session. Other models with which the pure Peer-to-peer communications
model might be contrasted include the clienr / server model and the master/slave model, both
also known in the art. In some cases, peer-to-peer communications is implemented by giving
each communication node both server and client capabilities. In recent usage, peer-to-peer
has come to describe applications in which users can use the Internet to download or upload
multimedia content or simpler content in form of files with and to cach other directly or

through a mediating server.
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On the Internet, peer-to-peer (referred to as P2P) is a type of transient Internet
network that allows a group of computer users (peers) with the same networking program to
connect with each other and directly access files from one another's hard drives. Napster and
Gnutella are examples of this kind of peer-to-peer software.

When the Internet P2P is applied, it is known in the art that the user must first
download and execute a peer-to-peer networking program, e.g. Gnutella-net is currently one
of the most popular of these decentralized P2P programs because it allows users to exchange
all types of files.

As discussed later, it is a problem that the files may represent a stolen property
right, such as music, a movie, etc, and/or the files may have a poor quality and / or said files
may contain virus.

After launching the program, the user enters the IP address of another
computer belonging to the network, typically, the Web page where the user obtained the
download will list several IP addresses as places to begin. Once the computer finds another
network member on-line, it will connect to that user's connection, which has obtained their IP
address from a connection of another user, and so on.

It is however, a problem especially for un-experienced, unaware users that
downloadable content typically available in a peer-to-peer network may be legally protected
and thus it is illegal do download it and use it, i.e. play back or view said content. In other
words, many users — except for the few who know they are deliberately infringing rights of
the owner of copy protected content when downloaded — prefer to apply a method and device
where they are secure that downloaded content is legal so that they subsequently can play
back or view being sure that no rightful proprietor (of said content) is being infringed.

It is a further problem for users that downloadable available ‘for-free’ (in fact
stolen from a legal point of view) content can contain virus, i.e. when said content is
subsequently played back or viewed on the user’s device, the virus may also get life, i.e. it
may be executed simultaneous with the playing back or viewing of content on the user’s
device. Said virus can then consequently harm the file or operating system of the device of
the user thus making the user device malfunction or lose previously downloaded content as
well.

It is a further problem for users that downloadable available ‘for-free’ content
may be in a poor quality, since the content is illegal recorded during a concert, in a cinema or
recorded from the original content by means of poor quality recording equipment, thus

content in this case is in fact illegal obtained and in a poor quality.
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In other words, it is a problem that user are uncomfortable with for-free’
content since it may contain virus and / or make the user a thief, if the unaware user
downloads such content.

Additionally, it is a problem that users are reluctant in sharing (i.e.
transmitting to others) copy protected content since they risk being caught in infringement of
the rightful proprietor, if sharing, especially when using Web-pages (to download content)
not telling that eventually provided material (content) from a legal point of view is in fact a
violation of copyright laws.

It is a further problem that currently the real cost of a downloaded item of
content is not transparent to the user.

The present invention enables users to download legally protected content
when applying the method according to the invention and / or when using the device
according to the invention which communicates with the server in the peer-to-peer network.
Subsequently, it is legal to play it back, view it and share it with others. This is possible,
since the method (and the device and server applying the method) handles the property rights
and the payments in a legal manner, which both the users and content providers are
comfortable with, i.e. the user is assured that he does not make a thief out of himself, and the
content providers (artist, singer, movie manufacturer, etc) are assured that their content is not
being stolen, but paid for.

Further, it is assured that the downloaded content is virus-free and in an
approved quality.

Additionally, users can - when applying the method by means of their device -
easily and legally share (i.e. transmit to others) copy protected content since some steps of
the methods ensure that the proprietor of content gets paid for his content, since users are
charged for downloads. Further, users (of said devices), themselves can obtain a reward for
sharing, this further expands sharing.

Further, it is an advantage of the invention that the real cost of a downloaded
item of content is transparent to the user.

Said device and server, in combination and the system provide the same
advantages and solve the same problem(s) for the same reasons as described previously in

relation to the method.
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The invention will be explained more fully below in connection with preferred
embodiments and with reference to the drawings, in which:

fig. 1 shows a network of devices and a server; and

fig. 2 shows a method of peer to peer transfer of content.

Throughout the drawings, the same reference numerals indicate similar or

corresponding features, functions, etc.

Figure 1 shows a network of devices and a server. Said network of devices
with the server are illustrated by means of reference numeral 10. As will be explained more
detailed in the next figure, a first device, reference numeral 11, or its user is looking for
certain content (a video film as an example), the user will then try to find out from where the
video film can be obtained, i.e. downloaded. He will use a specific selection criterion for the
video film content. In technical terms, his device (first device) will receive the selection
criterion e.g. movie name, genre, etc, which it then will send to another device (a second
device. reference numeral 12,)) and to a server, reference numeral 18, since his own device
(said first device) cannot know whether the server or another peer to peer device, has the
requested content available. If the server has the content satisfying the selection criterion, it
will provide it to the requesting device, i.e. to said first device. However, in order to offload
and distribute network usage more efficient — if the server knows that another peer (device)
has the requested content available, the server will redirect the transfer of content to this
device which then will provide the content satisfying the selection criterion, i.e. transfer it to
the requesting device equalling said first device. In the last case, the server is informed — by
the actual device transferring content that content has been transferred to said first device,
which then can be accordingly charged for receiving the requested content. Hereby, the first
device (and its user) is comfortable with content charged for, since it is virus free and has
been legally bought, i.e. the user is sure that he did not make a thief out of himself; further
the user can rely on that the content has an approved quality level, since it comes form the
legal owner or an administrator of network, he can trust.

In the first case, i.e. the server supplied directly the requested content, the
server typically previously acknowledged that said first device is in fact a subscribing or
paying (or one who later will pay) rightful récipient of the content, i.e. said video film. The
content, in general, can be uploaded to or downloaded from more devices, e.g. reference

numerals 13 and 14. In the network further devices may be present, e.g. reference numerals
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15, 16 and 17. Generally, the server has to be accessible to and in the network of devices, i.e.
to all devices, either for transfer of content the first time, and/ or subsequently for charging
and rewarding, this is illustrated by means of the arrows connecting the server to the devices.

A requester needs not register or be registered to the server. There may be a
third party that certifies the requester to the server. The server trusts the certifier and assumes
the requester is allowed to receive. Or the requester pays ‘on-the-spot’ using virtual tokens or
a mediation service (Pay-Pal).

The network is shown for illustrative purposes, any other dynamic or static
topology or arrangement of peers or devices and one or more additionally servers may also
be applied in the present invention.

Any of said devices may be a video cassette recorder (VCR), a personal digital
assistant (PDA), a mobile phone, a television, a radio, a DVD player, a CD player, an
information panel, a web tablet, a smart remote, a peer or a personal computer.

The device alternatives as mentioned may be understood as corresponding
peers in a peer-to-peer type of transient network similar to the type found on the Internet, that
allows a group of computer users (with access to their corresponding peers or devices) with
the same or similar networking program or protocol to connect with each other and directly
access content, e.g. in the form of files, etcl to/from one another's hard drives, memories, etc.

A peer-to-peer network is simply a network of peers, the Internet, Gnutella
software, computers are all just examples of aspects of specific implementations, however the
present invention applies said server for rewarding direct peer to peer content sharing, and
said server is furthermore applied to charge peers for download of content. Since content
typically is copy protected content, at least one of said servers tracks, charges and rewards
peers (devices) for down and upload, respectively of copy protected content.

In a preferred embodiment of the invention said content comprises one or
more selected from the group:

- aDVD picture and sound signal;

- aCD sound signal;

- agiven digital audio format (e.g. MP3, WMA, Real Audio, WAV, etc);

- agiven digital movie format (e.g. DivX, DVD/MPEG2, Avi, wmf, MOV, Real
Video, etc);

- agiven picture format (e.g. JPEG, GIF, BMP, TIFF, etc); and/or

- any such format that is capable of causing the device to emit a picture and/or sound

signal, e.g. G72x, aiff, real.
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This is possible since said device can be a CD player, a DVD player, a radio, a

mobile phone, etc. as discussed, accordingly content can be presented, i.e. shown and/ or

~ played back on said device.

In other words, the above content combinations are copy protected content,
which, generally, are in the form of numerical, textual information, picture, video, sound and
/ or any combination(s) thereof, and which, generally, also are being free from virus and in an
approved quality.

Figure 2 shows a method of peer to peer transfer of content. The content is
transferred among device in the peer to peer network, in initial situations, i.e. the first times
content gets available, by means of the server.

Prior to the following steps, it is assumed that - as a starting point - that only
the server can provide content; later on content can be distributed (or spread) to various
devices (second, third, etc,) i.e. at later occasions these devices can provide content without
directly involving the server, however, still devices requesting and receiving content are
charged accordingly regardless from where (i.e. from the server or from the peer to peer
device) said content is being transferred.

Further, content is copy protected content, i.e. legal content being free from
virus and in an approved quality. The server is in all cases — also when content is transferred
directly between devices — responsible for that the copy protected content is legal, free from
virus and in the proper quality, this is possible since — from the starting point - content can
only be introduced into the network via the server. The actual (content) data does not have to
originate from the server. The server just needs to certify it. Any user may offer a piece of
content to the server for certification. On the server side the content will be checked and
when it is found to be acceptable, the content is certified, for download, redirection, etc. In
step 100, a first request may be received on a first device. The request typically comprises a
first selection criterion for a first content, the user of the first device can e.g. key in his
selection criterion for the content by means of a keyboard or by means of any common user
interface know in the art, e.g. a GUI like windows, soft-keys, menu driven, click by means of
a mouse, etc. The content may reside on the server and / or another second device, i.e. said
second device. Therefore, subsequently the request is transmitted from the first device to the
server or to said second device, since said first device cannot know whether the server or

another peer to peer (second) device has said requested first content available.
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Said first selection criterion may be composed by means of one or more
combinable items, e.g. program, channel, Web-site, genre, type, topic, style, start, duration,
language, title, name, hyperlink including content reference, etc.

Said first selection criterion can then be helpful for the user and to the device
from which content is requested, i.e. helpful to find and subsequently transmit content having
the first selection criterion, i.e. said selection criterion in general may reflect content
interest(s) of a specific user, the user can therefore avoid to surf through many available
channels if the device is a TV, or surf through many Web sites if his device is an Internet PC
or accessed via a server from a client PC in order to find his content. The user can apply this
step instead.

Said selection criterion can therefore be understood as the users own profile of
interests.

As discussed, the request is transmitted to the server or to another, i.e. the
second device; in general, requests are put to the network (of devices or peers) as a whole
including the server(s) as stated in this step. Although, due to the nature of the network, the
requests will not reach all peers in the network, they should reach at least one server, e.g. via
a Kazaa like super-node that is or knows a server. In the beginning the server will only have
the content available and participate in transferring the content to the requester, here said first
device. If a certain number of peers have downloaded the content, the server may stop
offering it because it will be available from elsewhere, i.e. from said number of peers. This is
in fact dealt with by means of steps 200, 300 and 400.

In step 200, the first content satisfying said first selection criterion may be
transferred to said first device from the server. This is only in the case when said server
previously has acknowledged said first device as a legal recipient of said first content, e.g.
through an eventually registration, and when said first content is available only on said
server.

Subsequently, the server will note that said first device now has the requested
first content available for the other devices. This implies that if the same request (for content)
arrives again to the server, the first device will then be the direct content supplier instead of
the server. The latter — in fact redirecting of content - is dealt with in step 300.

Alternatively, instead of step 200, in step 300, said first request is redirected to
a third device. Said third device is known to the server as a device in fact still having the
requested first content. Subsequently, said first content satisfying said first selection criterion

is transferred to said first device from the device re-directed to, i.e. from said third device.
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The server will currently check that said content in fact still is on the third
device, in case the user of the third device removes or removed the particular content, the
server will subsequently find out. In that case, the server must provide content it self or
redirect the request (for content) to another fourth device (in place of said third device). In
other words, the server currently checks that content is in fact still available on said third
device, and that said third device is on line, if not, the request is redirected to another, i.e. to
said fourth device, etc.

Alternatively, instead of step 200 or step 300, in step 400, first content
satisfying said first selection criterion is transferred to said first device from the second
device. This is only the case when said first content is in fact available on said second device;
in that case the server is subsequently informed (by said second device) that said first content
has actually been transferred to said first device. The reason for doing the latter is to enable
the server to charge said first device for receiving content, in fact requested by it self.
Conversely — as in next step - to enable the server to reward said second device for
transferring (and sharing) content.

It is assumed that when any device (second or third) provides or supplies
content, the content, in all cases, initially came from the server or is at least approved from
the server to legally be available from the other device(s) (second or third) for an eventually
subsequent transfer. At later occasions, one of the other devices (second or third) devices can
provide content (originally legally approved by the server, etc) to even more devices. Further,
after reception of content on the first device, this also can play the role of ‘content provider’,
i.e. acting in the same manner as said second and third devices; in fact when more devices
have received the same content (satisfying the same criterion) any of these - of course — play
the role of ‘content provider’ in competition with other devices having the same content, this
lowers the waiting time for a requesting device and provides for an improvement in sharing
of content among devices, this in turn also offloads the server.

Generally, in step 200, 300 and 400, the server, the third device and the second
device, respectively transferred content to said first device.

In step 500, said second or third device, which in fact transferred content to
said first device, is then rewarded. However, it may be the case that the server transferred
content itself; in this case none, i.e. neither the second nor the third device are rewarded.
However, in the general case, the second or third device is rewarded; conversely, the more
rare case, i.e. the server transferred content, it will not reward itself, but it may note the

transfer primarily for statistical purposes.
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In all cases, regardless from where (server, second or third device) content was
transferred, i.e. in step 600, said first device is charged for reception of said first content. The
charge may be dependent of a subscription fee or subscription agreements in general or on a
per transfer basis (download); it may be dependent on a file length, value or duration, and / or
combinations thereof. This is possible since content may be transferred embedded in or by
means of said file.

Optionally, said method comprises the following two steps, which deals with
the opposite situation, i.e. the server receives content:

In step 700, a second content satisfying a second selection criterion and the
second selection criterion are uploaded to the server from a fourth device. The server should
then subsequently ensure that said second content is free for virus, has the right quality level
(sufficient high sampling rate, low noise, stereo, aliasing, etc) and, most importantly, is legal,
for the latter the owner of the server may have agreed contracts (e.g. through licence, partly
or in whole, an exclusive right, etc) with the original creator, owner or supplier of content to
ensure that it can be legally distributed afterwards as discussed in the steps above. The
second selection criterion is uploaded with the corresponding second content in order to
make said second content searchable again, when requested as discussed in step 100. The
second selection criterion will be of the same nature and structure as that of said first
selection criterion.

In step 800, the fourth device is rewarded. The reward is given to the fourth
device in return for uploading said second content (with the second selection criterion) to the
server. The reward may be given in form of credits, rebate, discounts, etc. The reward can
then be used by said fourth device, if it later obtains a third content, etc.

Generally when the device is denoted first, second, etc device, it is to be
understood that any device can perform the mentioned tasks, i.e. even though a first device,
only as disclosed in the above steps requests content, it - as well as the other devices - may
perform any task as reflected in the steps above.

Rewards, credits, rebate, discounts, the task of charging are generally dealt
with by the server, i.e. the server keeps a balance of in and outgoing payments for each
device up and downloading content.

As discussed above, for or each item of content the device has to pay a small
fee. When a device is charged, a subsequent payment can be done on a transaction basis or
included in telecommunication fees. The latter can be in the form of an elevated rate

(price/minute) for the transfer or included in a periodic bill. Subscription is also an option.
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Part of the fee is direct payment to the content provider, which may be represented by said
server. Part of the fee is used to award a discount to the device offering the content. L.e. users
of devices can recap part of that fee by sharing desirable content.

For each piece of content that is downloaded from a device (to the server or to
another device), the device is rewarded with credits. These credits can be in the form of
rebates on the purchase of new songs, on telecommunication fees or on downloading content
from other devices. The credits can be proportional to the amount of data transferred, e.g. the
size of the file, or proportional to the value of the song.

The content shared by devices is verified by the server. Devices offering non-
compliant, e.g. sub standard content can be excluded from the exchange based on the
identification of the mobile phone identification, i.e. not satisfying the criterion in step 200 of
acknowledgement.

In general, according to the present invention, a service for sanctioned P2P
transfer between devices is set up. Peers or devices who want to share content are registered
at the server and the content they offer may indexed, e.g. the Napster model.

The server may offer a comprehensive collection of content. This can be done
using an intuitive interface for the selection of content. The offering of content can be
enhanced by supporting information. If certain content is not offered by any peer (device),
€.g. very new content, the server may offer the content. The latter is a temporary measure till
(enough) peers (devices) offer the content. This amounts to a transition model. Initially most
content may be hosted by the server but few peers will use the redirection service. If the
amount of connected peers in the network grows the demand on the redirection service will
increase but at the same time the amount of content provided at the server side can decrease.
Hence, if the popularity (and therefore the use) of the system increases the server will not
have to be scaled up.

The transfer rate of content shared by peers is not guaranteed. This enables the
definition of a lazy transfer mode to offer unused bandwidth at reduced price. If the premium
service of voice communication uses more of the networks bandwidth, the bandwidth
available to P2P transfers is reduced.

A computer readable medium may be magnetic tape, optical disc, digital
versatile disk (DVD), compact disc (CD record-able or CD write-able), mini-disc, hard disk,
floppy disk, smart card, PCMCIA card, etc.

" In the claims, any reference signs placed between parentheses shall not be

constructed as limiting the claim. The word "comprising" does not exclude the presence of
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elements or steps other than those listed in a claim. The word "a" or "an" preceding an
element does not exclude the presence of a plurality of such elements.

The invention can be implemented by means of hardware comprising several
distinct elements, and by means of a suitably programmed computer. In the device claim
enumerating several means, several of these means can be embodied by one and the same
item of hardware. The mere fact that certain measures are recited in mutually different
dependent claims does not indicate that a combination of these measures cannot be used to

advantage.
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CLAIMS:
1. A method of peer to peer transfer of content, said method comprising the steps
of:

receiving and transmitting (100), from a first device (11), a first request with a
first selection criterion for a first content to a server (18) or to a second device (12);

transferring (200) the first content satisfying said first selection criterion to
said first device from the server, when said server previously has acknowledged said first
device as a legal recipient of said first content and in case said first content is available only
on said server, and noting that said first device subsequently has the requested first content
available for other devices (14, 15, 16, 17); or

re-directing (300) said first request to a third device (13) on which the server
knows that the requested first content is still available and transferring said first content
satisfying said first selection criterion to said first device from the third device; or

transferring (400) the first content satisfying said first selection criterion to
said first device from the second device, when said first content is available on said second
device, and informing the server that said first content has been transferred to said first device
from said second device; and

rewarding (500) the one of said second or third device from which said first
content was transferred to said first device, when content was transferred from one of these;
and

charging (600) said first device for reception of said first content.

2. A method according to claim 1, said method further comprising the steps of:
uploading (700) a second content satisfying a second selection criterion and
the second selection criterion to the server from a fourth device; and
rewarding (800) the fourth device for uploading the second content and the

second criterion to the server.
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3. A method according to claim 1 or 2, characterized in that said content is copy
protected content, such as numerical information, picture, video, sound and combinations

thereof,

4, A method according to any one of claims 1 through 3, characterized in that
said content comprises one or more selected from the group:

a DVD picture and sound signal;

a CD sound signal;

a given digital audio format (e.g. MP3, WMA, Real Audio, WAV, etc);

a given digital movie format (e.g. DivX, DVD/MPEG2, Avi, wmf, MOV, Real
Video, etc);

a given picture format (e.g. JPEG, GIF, BMP, TIFF, etc); and/or

any such format that is capable of causing the device to emit a picture and/or

sound signal, e.g. G72x, aiff, real.

5. A method according to any one of claims 1 through 4, characterized in that
any of said devices is a video cassette recorder (VCR), a personal digital assistant (PDA), a
mobile phone, a television, a radio, a DVD player, a CD player, an information panel, a web

tablet, a smart remote, a peer or a personal computer.

6. A device comprising:

means for receiving and transmitting a first request with a first selection
criterion for a first content to a server (18) or to a second device (12);

means for receiving a redirected said first request (13) on which the server
knows that the requested first content is still available on said device;

means for transferring the first content satisfying said first selection criterion
to a first device, when said first content is available on said device, and means for informing
the server that said first content has been transferred to said first device;

means for being rewarded for transfer of content; and

means for being charged for reception of content.

7. A device according to claim 6 further comprising:
means for uploading a second content satisfying a second selection criterion

and the second selection criterion to the server; and
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means for being rewarded for the upload of the second content and the second

selection criterion to the server.

8. A server comprising:

means for receiving a first request with a first selection criterion for a first
content;

means for transferring the first content satisfying said first selection criterion
to a first device, when said server previously has acknowledged said first device as a legal
recipient of said first content and in case said first content is available only on said server,
and means for noting that said first device subsequently has the requested first content
available for other devices (14 , 15, 16, 17); and / or

means for re-directing said first request to a third device (13) on which the
server knows that the requested first content is still available; and / or

means for being informed that said first content has been transferred to said
first device from said third device;

means for rewarding the one of said second or third device from which said
first content was transferred to said first device, when content was transferred from one of
these; and

means for charging said first device for reception of said first content.

9, A server according to claim 8 further comprising:

means for being uploaded with a second content satisfying a second selection
criterion and means for being uploaded with the second selection criterion from a fourth
device; and

means for rewarding the fourth device for uploading the second content and

the second criterion.

10. A system comprising:
means for receiving and transmitting, from a first device (11), a first request
with a first selection criterion for a first content to a server (18) or to a second device (12);
means for transferring the first content satisfying said first selection criterion
to said first device from the server, when said server previously has acknowledged said first

device as a legal recipient of said first content and in case said first content is available only
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on said server, and noting that said first device subsequently has the requested first content
available for other devices (14 , 15, 16, 17);

means for re-directing said first request to a third device (13) on which the
server knows that the requested first content is still available and transferring said first
content satisfying said first selection criterion to said first device from the third device;

means for transferring the first content satisfying said first selection criterion
to said first device from the second device, when said first content is available on said second
device, and informing the server that said first content has been transferred to said first device
from said second device;

means for rewarding the one of said second or third device from which said
first content was transferred to said first device, when content was transferred from one of
these; and

means for charging said first device for reception of said first content.

11. A system according to claim 10 further comprising:

means for uploading a second content satisfying a second selection criterion
and the second selection criterion to the server from a fourth device; and

means for rewarding the fourth device for uploading the second content and

the second criterion to the server.

12. A computer system for performing the method according to any one of claims
1 through 5.
13. A computer program product comprising program code means stored on a

computer readable medium for performing the method of any one of claims 1 through 5 when

the computer program is run on a computer.
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SYSTEM PROVIDING FASTER AND MORE EFFICIENT BATA
COMMUNICATION

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application is a continuation application of U.S. non-provisional patent
application no. 15/957,945, filed Apr. 20, 2018, which is a continuation application of U.S.
non-provisional patent application no. 14/025,109, filed Sep. 12, 2013 and issued as U.S.
Patent No. 10,069,936 on Sep. 04, 2018, which is a divisional application of U.S. non-
provisicnal patent application entitled "SYSTEM AND METHOD FOR PROVIDING
FASTER AND MORE EFFICIENT DATA COMMUNICATION" having Ser. No.
12/836,059, filed Jul. 14, 2010 and issued as U.S. Patent No. 8,560,604 on Oct. 15, 2013,
and claims priority to US. provisional patent application entiled "SYSTEM AND
METHOD FOR REDUCING INTERNET CONGESTION," having Ser. No. 61/249,624,

filed Oct. §, 2009, which are hereby incorporated herein by reference in their entirety.

FIELD OF THE INVENTION

The present invention is related to Internet communication, and more particularly,

10 improving data communication speed and bandwidth efficiency on the Internet.

BACKGROUND OF THE INVENTION

There are several trends in network and Internet usage, which tremendously
increase the bandwidth that is being used on the Internet. One such trend is that more and
more video is being viewed on demand on the Internet. Such viewing includes the viewing
of both large and short video clips. In addition, regular shows and full-featured films may
be viewed on the Internet. Another trend that is increasing the traffic on the Internet is that
Web sites (such as shopping portals, news portals, and social networks) are becoming
global, meaning that the Web sites are serving people in many diverse places on the gliobe,
and thus the data is iraversing over longer stretches of the Internet, increasing the

congestion.
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The increase in bandwidth consumption has created several major problems, a few of

which are described below:

The problem for users — the current Internet bandwidth is not sufficient, and thus the effective

‘speed’ experienced by users 18 slow;

The problem for content owners — the tremendous amount of data being viewed by users is

costing large amounts of money in hosting and bandwidth costs; and

The problem for Internet Service Providers (ISPs) — the growth in Internet fraffic is requiring the

1SPs to increase the infrasiructure costs (communication lines, routers, ete.) at tremendous

financial expense.

The need for a new method of data transfer that s {ast for the consumer, cheap [or the
content distributor and does not require infrastructure investment for ISPs, has become a major

issue which is yvet unsolved.

There have been many attempts at making the Internet faster for the consumer and
cheaper for the broadcaster. Each such attempt is lacking in some aspect to become a
widespread, practical solution, or is a partial solution in that it solves only a subset of the major
problems associated with the tncrease in Internet traffic. Most of the previous solutions require
billions of dollars in capital investment for a comprehensive solution. Many of these attempts are
facking in that much of the content on the Intermnet has become dynamically created per the user
and the session of the user {this 18 what used to be calied the "Web2.07 trend). This may be seen
on the Amazon Web site and the Salesforce Web site, for example, where most of the page views
on these Web sites 1s tailored to the viewer, and 1s thus different for any two viewers, This
dynamic information raakes it impossible for most of the solutions offered to date to store the

content and provide it to others secking sirailar content.
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One solution that has been in use 1s called a “proxy”. FIG. 1 is a schematic diagram
providing an example of use of a proxy within a network 2. A proxy, or proxy scrver 4, 6, 8is a
device that is placed between one or more clients, illustrated in FIG. 1 as client devices 18, 12,
14, 16, 18, 20, that request data, via the Internet 22, and a Web server or Web servers 30, 32, 34

from which they are requesting the data. The proxy server 4, &, 8 requests the data from the Web

o

ervers 30, 32, 34 on their behalf, and caches the responses from the Web servers 30, 32, 34, to
provide to other client devices that make similar requests. If the proxy server 4, 6, 8 i3
geographically close enough to the client devices 10, 12, 14, 16, 18, 20, and if the storage and
bandwidth of the proxy scrver 4, 6, ¥ arc large cnough, the proxy scrver 4, 6, 8 will speed up the

requests for the client devices 10, 12, 14, 16, 18, 20 that it is serving.

It should be noted, however, that to provide a comprehensive solution for Internet
surfing, the proxy servers of FIG. 1 would need to be deployed at every point around the world
where the Internet is being consumed, and the storage size of the proxy servers at each location
would need to be near the size of all the data stored anywhere on the Internet. The
abovementioned would lead to massive costs that are impractical. In addition, these proxy

sofutions cannot deal well with dynamic data that is prevalent now on the Web.

There have been commercial companies, such as Akarnai, that have deployed such
proxies locally around the world, and that are serving a select small group of sites on the
Internet. 1f all sites on the Web were to be solved with such a solution, the capital investment
would be in the range of billions of dollars. In addition, this type of solution does not handle

dynamic content.

To create large distribution systems without the large hardware costs involved with a
proxy solution, “peer-to-peer file sharing” solutions have been introduced, such as, for example,
BitTorrent. FI1G. 2 is a schematic diagram providing an example of a peer-to-peer file transter

network 50. In the network 50, files are stored on computers of consumers, referred to herein as
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client devices 60. Each consumer can serve up data to other consumers, via the Internet 62, thus
taking the load of serving off of the distributors and saving them the associated costs, and
providing the consumer multiple points from which to download the data, referred to herein as
peers 70, 72, 74, 76, 78, thus increasing the speed of the download. However, each such peer-to-
peer sohution must have some sort of index by which to find the required data. In typical peer-to-
peer file sharing systems, because the index is on a server 80, or distributed among several
servers, the number of files available in the system 1s not very large (otherwise, the server costs

would be very large, or the lookup time would be very long).

The peer-to-peer file sharing solution is acceptable in file sharing systems, because there
are not that many media files that are of interest to the mass (probably in the order of magnitude
of mitlions of movies and songs that are of imterest). Storing and maintaining an index of
millions of entries is practical technically and cconomically. However, if this system were to be
used to serve the hundreds of billions of files that are available on the Internet of today, the cost
of storing and maintaining such an index would be again in the billions of dollars. In addition,

these types of peer-to-peer file sharing systems are not able to deal with dynamic HTTP data.

in conclusion, a system does not exist that enables fast transmission of most of the data
on the Internet, that does not incur trernendous costs, and/or that provides only a very partial
solution to the problem of Internet traffic congestion. Thus, a heretofore unaddressed need exists

in the industry to address the aforementioned deficiencies and inadequacies.

SUMMARY OF THE INVERTION

The present systern and method provides for faster and more efficient data
communication within a communication network. Briefly described, in architecture, one

embodiment of the system, among others, can be implemented as follows. A network is provided
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for accelerating data cormmunication, wherein the network contains: at least one client
communication device for originating a data request for obtaining the data from a data server; at
least one agent communication device which is assigned to the data server for receiving the data
request from the client communication device, wherein the agent keeps track of which client
communication devices have received responses to data requests from the assigned data server;
at feast one peer communication device for storing portions of data received in response to the
dats request by the at least one client communication device, wherein the portions of data may
be transmitied to the at least one chient communication device upon request by the chient
communication device; and at lcast one acccleration scrver for deciding which agent
communication device is to be assigned to which data server and providing this information to

the at least one client communication device,

The present system and method also provides a commumication device within a network,
wheretin the communication device contains: a memory; and a processor configured by the
memory to perform the steps of’ originating a data request for obtaining data from a data server;
being assigned to a data server, referred to as an assigned data server; receiving a data request
from a separate device within the network, and keeping track of which client communication
devices within the network have received responses to data requests from the assigned data
server; and storing portions of data received in response to the originated data request, wherein
the portions of data may be transmiticd to communication doviee upon requcst by the

communication device.

Other systems, methods, features, and advantages of the present invention will be or
become apparent to one with skill in the art upon examination of the following drawings and
detailed description. It is intended that all such additional systems, methods, features, and
advantages be included within this description, be within the scope of the present invention, and

be protected by the accompanying claims.
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BRIEF DESCRIPTION OF THE DRAWINGS

Many aspects of the invention can be better understood with reference to the following
drawings. The components in the drawings are not necessarily to scale, emphasis instead being
placed upon clearly iHustrating the principles of the present invention. Mereover, in the

drawings, like reference numerals designate corresponding parts throughout the several views.

FIG. 1 is a schematic diagram providing a prior art example of use of a proxy within a

network.

FIG. 2 is a schematic diagram providing a prior art example of a peer-to-peer file transfer

neiwork.

FI(3. 3 is a schematic diagram providing an example of a communication network in

accordance with the present invention.

FIG. 4 is a schematic diagram further iHustrating a communication device of the

communication network of FIG. 3.

FIG. 5 is a schematic diagram further iHustrating the memory of FIG. 4.

FIG. 6 is a schematic diagram further illustrating elements of the acceleration application

of FIG. 3, as well as communication paths of the acceleration application.

FiG. 7 is a chart further illustrating two of the main databases utilized within the

commuinication network.
FIG. 8 i3 a flowchart illustrating operation of the acceleration system inittializer module.

FIG. 9 is a flowchart further illustrating communication between different elements of the

communication network.
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FIG. 10 1s a flowchart continuing the flowchart of FIG. 2 and focused on agent respounse

to the HTTP request.

FIG. 11 is a flowchart continuing the flowchart of FIG. 10, which illustrates actions taken

upon receipt of the list of peers, or single peer listing, from the agent.

FIG. 12 is a flowchart iHustrating steps taken by an agent, client, or peer to determine

whether a certain HTTP request is still valid.

FIG. 13 is a flowchart outlining operation of the acceleration server,

FiG. 14 is a flowchart further tilustrating TCPIP acceleration in accordance with an

alternative embodiment of the invention.

FI(. 15 is a flowchart further ihustrating TCPIP acceleration in accordance with an
alternative embodiment of the invention, detatling the communication between the client and the

TCPIP server (read and write conumands) after the connect phase has completed successtully.

DETAILED DESCRIPTION

The present system and method provides tor faster and more efficient data
communication within a communication network. An example of such a communication network
100 is provided by the schematic diagram of FIG. 3. The network 100 of FIG. 3 contains
multiple communication devices. Puc to functionality provided by software stored within cach
communication device, which may be the same in cach communication dovice, cach
communication device may serve as a client, peer, or agent, depending upon requirements of the
network 100, as is described in detail herein. It should be noted that a detailed description of a

communication device is provided with regard to the description of FIG. 4.
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Returning to FIG. 3, the exemplary embodiment of the network 100 illustrates that one of
the communication devices is functioning as a client 102. The client 102 is capable of
communication with one or more peers 112, 114, 116 and one or more agents 122, For
exemplary purposes, the network contains three peers and one agent, although it 1s noted that a

client can comrmunicate with any number of agents and peers.

The communication network 100 also contains a Web server 152, The Web server 152 15
the server from which the client 102 is requesting information and may be, for example, a typical
HTTP server, such as those being used to deliver content on any of the many such servers on the
Internet. It should be noted that the server 152 is not limited to being an HTTP server. In fact, if
a different communication protocol 18 used within the commmunication network, the server may
be a server capable of handling a different protocol. It should also be noted that while the present
description refers to the use of HTTP, the present invention may relate to any other

communication protocol and HTTP is not intended to be a limitation to the present invention.

The coramunication network 100 further contains an acceleration server 162 having an
acceleration server storage device 164, As is described in more detail herein, the acceleration
server storage device 164 has contained therein an acceleration server database. The acceleration
server database stores Internet protocol (IP) addresses of communication devices within the
communication network 100 having acceleration software stored therein. Specifically, the
acceleration server database contains stored therein a list of communication devices having
acceleration software stored therein that are currently online within the communication network

100. For each such agent, the acceleration server assigns a list of IP addresses.

i)

In the communication network 100 of FIG. 3, the application in the client 102 15
requesting information from the Web server 152, which is why the software within the
communication device designated this communication device to work as a client. In addition,

since the agent 122 receives the request from the client 102 as the communication device closest
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to the Web server 132, functionality of the agent 122, as provided by the software of the agent
122, designates this communication device to work as an agent. It should be noted, that in
accordance with an alternative embodiment of the invention, the agent need not be the
communication device that 1s closest to the Web server. Instead, a different communication

device may be selected to be the agent,

Since the peers 112, 114, 116 contain at least portions of the information sought by the
client 102 from the Web server 152, functionality of the peers 112, 114, 116, as provided by the
software of the peers 112, 114, 116, designates these conumunication devices to work as peors. It
should be noted that the process of designating clients, agents, and peers is described in detail
herein. It should also be noted that the number of clients, agents, peers, acceleration servers,
Web servers, and other components of the communication network 100 may differ from the
number ilhustrated by FIG. 3. In fact, the number of clients, agents, peers, acceleration servers,
Web servers, and other components of the commumication network 100 are not intended to be

himited by the current description.

Prior to describing functionality performed within a communication network 100, the
following further describes a communication device 204, in accordance with a first exemplary
ernbodiment of the invention. FIG. 4 is a schematic diagram Further illustrating a communication
device 200 of the communication network 100, which contains general components of a
computer. As previeusly mentioned, it should be noted that the communication device 200 of

FIG. 4 may serve as a client, agent, or peer.

Generally, in terms of hardware architecture, as shown in FIG. 4, the comnrunication
device 200 includes a processor 202, memory 210, at lcast ong storage dovice 208, and onc or
more input and/or output {I/0) devices 240 (or peripherals) that are communicatively coupled
via a local interface 250. The local interface 250 can be, for example but not limited to, one or

more buses or other wired or wireless connections, as is known in the art. The local interface 250

3
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may have additional elements, which are omitted for simplicity, such as controllers, buffers
{caches), drivers, repeaters, and receivers, to cnable comnumications. Further, the local interface
256 may include address, control, and/or data connections to enable appropriate cormmunications
among the aforementioned components.

The processor 202 13 a hardware device for executing software, particularly that stored in
the memory 210. The processor 32 can be any custom made or commercially available
processor, a central processing unit (CPU), au auxihiary processor amouny several processors
associated with the communication device 200, a semiconductor based microprocessor (in the
form of a microchip or chip sct}, a macroprocesseor, or gencrally any device for oxccuting

software instructions.

The memory 210, which is further illustrated and described by the description of FIG. 5,
can include any one or combination of volatile memory elements (e.g., random access memory
{(RAM, such as DRAM, SRAM, SDRAM, erc.)) and nonvolatile memory clements {e.g., ROM,
hard drive, tape, CDROM, e#c.). Morcover, the memory 2 10 may incorporate electronic,
magnetic, optical, and/or other types of storage media. Note that the memory 210 can have a

distributed architecture, where various components are sttuated remote from one anether, but can

[V

be accessed by the processor 202.

The software 212 located within the memory 210 may include one or more scparate
programs, each of which contains an ordered listing of executable instructions for implementing
logical functions of the commumication device 200, as described below. In the example of FIG.
4, the software 212 in the memory 210 at least contains an acceleration application 220 and an
Internet browser 214. In addition, the memory 210 may contain an operating system (/83 230.
The operating system 230 essentially controls the execution of computer programs and provides
scheduling, mput-output control, file and data management, memory management, and

communication control and related services. It should be noted that, in addition to the

10
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acceleration application 220, Internet browser 214, and operating system 230, the mermory 210

may contain other software applications.

While the present description refers to a request from the client originating from an
Internet browser, the present invention is not limited to requests originating from Internet
browsers. Instead, a request may originate from an email program or any other program that
would be used to request data that is stored on a Web server, or other server holding data that 1s

requested by the client device.

Functionality of the comraunication device 200 may be provided by a source program,
executabie program (object code), script, or any other entity containing a sct of instructions to be
performed. When a source program, then the program needs to be translated via a corapiler,
assembler, interpreter, or the like, which may or may not be included within the memory 210, so
as to opcrate properly in conncction with the opcerating system 230, Furthermore, functionality of
the commumication device 200 can be written as {a) an object oriented programming language,
which has classes of data and methods, or (b) a procedure programming language, which has

routines, subroutines, and/or functions.

The /O devices 240 may include input devices, for example but not lirnited to, a
keyhoard, mouse, scanner, microphone, efc. Furthermore, the I/'0 devices 240 may also include
output devices, for examplc but not limited to, a printer, display, efc. Finally, the /O devices 240
may further include devices that communicate via both inputs and cutputs, for instance but not
limited to, a modulator/demodulator (modern; for accessing another device, system, or network),

a radio frequency {RF)} or other transceiver, 2 telephonic interface, a bridge, a router, efc.

When the comruunication device 200 1s in operation, the processor 202 is configured to
execute the software 2172 stored within the memory 210, to communicate data to and from the

memory 214, and to generally control operations of the communication device 200 pursuant o

11

Code200, UAB, et al. v. Bright Data Ltd. NetNut Ltd. v. Bright Data Ltd.
IPR2021-01492, EX. 2066 NetNut Exhibit 1002

361 of 458

Page 361 of 458



Attorney Dockst No. 19459-6105P

the software 212. The software 212 and the /8 230, in whole or in part, but typically the latter,

are rcad by the processor 202, perhaps buffered within the processor 202, and then execuied.

When functionality of the communication device 200 is implemented in software, as is
shown in FIG. 4, it should be noted that the functionality can be stored on any computer readable
medium for use by or in connection with any computer related system or method. In the context
ot this document, a computer readable medium 18 an ¢lectronic, magnetic, optical, or other
physical device or means that can contain or store a computer program for use by or in
connection with a computer related system or method. The functionality of the communication
device 200 can be embodied in any computer-readable medium for use by or in connection with
an mstruction execution system, apparatus, or device, such as a computer-based system,
processor-containing system, or other system that can fetch the instructions from the mstruction
execution system, apparatus, or device and exccute the instructions. In the context of this
document, a "computer-readable medivm” can be any means that can store, comrnunicate,
propagate, or transport the program for use by ot in connection with the instruction execution

system, apparatus, or device.

The computer readable medium can be, for example but not limited to, an electronic,
magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, device, ot
propagation medium. More specific exampics (a non-cxhaustive list) of the computer-readable
medium would include the following: an electrical connection {electronic) having one or more
wires, a portable computer diskette {magnetic), a random access memory (RAM) {electronic), a
read-only memory (ROM) (electronic), an erasable programmable read-only memory (EPROM,
EEPROM, or Flash memory) (electronic), an optical fiber (optical}, and a portable compact disc
read-only memory (CDROM) {uptical). Note thal the computer-readable medium could even be
paper or another suitable medinm upon which the program is printed, as the prograrn can be

electronically captured, via for instance optical scanning of the paper or other medium, then

12
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compiled, interpreted or otherwise processed in a suitable manner if necessary, and then stored in

a computer memory.

In an alternative embodiment, where the functionality of the communication device 200
is implemented in hardware, the functionality can be implemented with any or a combination of
the following technologies, which are each well known in the art: a discrete logic circuit(s)
having logic gates for implementing logic functions upon data signals, an application specific
integrated circuit (ASIC) having appropriate combinational logic gates, a programmable gate

array(s) (PGA), a ficld programmable gate array (FPGA), erc.

The at least one storage device 208 of the communication device 200 may be one of
many different categories of storage device. As is described in more detail herein, the storage
device 208 may include a confipuration database 280 and a cache database 282, Alternatively,
the configuration databasc 280 and cachc databasc 282 may be located on different storage
devices that are in comrmunication with the communication device 2090, The description that
follows assumes that the configuration database 280 and cache database 282 are located on the
same storage device, however, it should be noted that the present invention is not intended to be

limited to this configuration.

The configuration database 280 stores configuration data that 1s common to all elements
of the comnmunication network 100 and is used to provide st up and synchronization
information to different modules of the acceleration application 220 stored within the wemory
210, as is described in further detail herein. The cache database 282 stores responses to HTTP
requests that the communication device 200 has dispatched, either for its own consumption or on
behalf of other clements of the communication network 100, As is cxplaincd in additional dctail
herein, the responses to HTTP requests are stored within the cache database 282 for future use

by this communication device 200, or for other communication devices within the
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communication network 100 that need to retrieve this information and will use this

communication device as either a peer or an agent.

In addition to the abovementioned, as is explained in further detail herein, the cache
database 282 has stored therein a hst of URLs that the communication device is aware of (i.e.,
has seen requests for). For each URL, the cache database 282 has stored therein the URL itgelf
HTTP headers returned by the Web Server for this URL, when the last time was that the contents
of this URL was loaded directly from the Web Server, when the contents of the URL had last
changed on the Web Server, as well as a list of chunks that contain the contents of this URL, and
the chunks of data themselves. Chunks in the present description are defined as equally sized
pieces of data that together form the whole content of the URL. It should be noted that while the
present description provides for chunks being equally sized pieces of data, in accordance with an

alternative embeodiment of the invention, the chunks may instead be of different gize.

FIG. 5 is a schematic diagram further illustrating the memory 210 of FIG. 4. As shown
by FIG. 5, the memory 210 may be separated into two basic levels, namely, an operating systermn
fevel 260 and an application level 270. The operating system level 260 contains the operating
system 230, wherein the operating system 230 further contains at least one device driver 262 and
at least one cornmunication stack 264. The device drivers 262 are software modules that are
responsible for the basic operating commands for various hardware devices of the
communication device 200, such as the processor 202, the storage device 208 and the VO
devices 240, In addition, the communication stacks 264 provide applications of the
communication device 200 with a means of communicating within the network 100 by

implementing various standard conununication protocols,

The application level 270 includes any application that is running on the commmunication
device 200. As a result, the application level 270 includes the Internct browser 214, which is

used to view information that is located on remote Web servers, the acceleration application 220,
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as described in more detail below, and any other applications 216 stored on the communication

device 200.

As is explained in additional detail below, the acceleration application 220 intercepts the
requests being moade by applications of the conununication device {client) that use the Internet,
in order to modify the requests and route the requests through the communication network. There
are vartous methods that may be used to intercept such requests. One such method ts to create an
intermediate deiver 272, which is also located within the memory 218, that attaches itself to all
communication applications, intercepts outgoing requests of the communication applications of
the communication device 200, such as the Internet browser 214, and routes the requests to the
acceleration application 220. Once the acceleration application 228 modifies the requests, routes
the requests to other systen: elements on the commmmnication network 100, and receives replics
from other system elements of the communication network 100, the acceleration application 220
returns the replies to the intermediate driver 272, which provides the replies back to the

requesting communication application,

FIG. 6 is a schematic diagram further ilfustrating elements of the acceleration application
220, as well as communication paths of the acceleration application 220. The acceleration
application 220 contains an acceleration system initializer module 222, which is called when the
acceleration application 220 is started. The acceleration system initializer module 222 is capable
of initializing all elements of the communication device 200 The acceleration application 220
also contains three separate modules that run in parallel, namely, a client module 224, a peer
module 226, and an agent module 228, cach of which comes into play according to the specific
role that the communication device 200 is partaking in the communication network 100 at a

given time. The role of each module is lurther described herein.

The client module 224 provides functionality required when the communication device

200 is requesting information from the Web server 152, such as, for example, but not limited to,
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Web pages, data, video, or audio. The client module 224 causes the communication device 200
having the client module 224 therein to intercept the information request and pass the
information request on to other elements of the communication network 100, such as, servers,

agents or peers. This process s further described in detail herein.

The peer module 226 provides functionality required by the communication device 200
when answering other clients within the communication network 100 and providing the other
clients with information that they request, which this communication device 200, having this
peer module 226 therein, has already downloaded at a separate time. This process is further

described i detail herein.

The agent module 228 provides functionality required when other communication
devices of the conumunication network 100 acting as clients query this communication device
200, having this agent module 228 thercin, as an agent, to obtain a list of peers within the
commmunication network 100 that contain requested information. This process is further

described in detail herein.

The acceleration application 220 interacts with both the configuration database 280 and
the cache database 282 of the storage device 208. Ag previously mentioned herein, the
configuration database 280 stores configuration data that may be common to all communication
deovices of the communication network 100 and is used to provide sctup and synchronization
information to different modules 222, 224, 226, 228 of the acceleration application 220 stored

within the memory 210,

The cache database 2¥2 stores responses to information requests, such as, for example,
HTTP requests, that the commumication device 200 has dispatched, either for its own
consumption or on behalf of other clements of the communication network 100, The responses to
HTTP requests are stored within the cache database 282 for future use by this communication

device 200, or for other commmunication devices within the conmmunication network 100 that
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need to retrieve this same information and will use this communication device 200 as either a

peer or an agent. This process is described in detail herein,

Information stored within the cache database 282 may include any information associated
with a request sent by the client. As an example, such information may include, metadata and
actual requested data. For example, for an HT TP request for a video, the metadata may include
the version of the Web server answering the request from the client and the data would be the
requested video itself. In a situation where there is no more room for storage in the cache
database, the software of the associated communication device may causce the communication
device to erase previous data stored in order to clear room for the new data to store in the cache
database. As an example, such previous data may mclude data that is most likely not to be used
again. Such data may be old data or data that is known to no longer be valid. The communication
device may choosce to erase the least relevant data, according to any of several methods that are

well known in the art.

FIG. 7 is a chart further illustrating two of the main databases utilized within the
communication network 100, namely, the acceleration server database 164 and the cache
database 282. As previgusly mentioned, the acceleration server database 164 stores IP addresses
of communication devices located within the communication network 100, which have
acceleration software stored therein. Specifically, the acceleration server database 164 contains
stored therein a list of communication devices having acceleration software stored therein that
are currently online within the communication network 1080, The acceleration server assigns a
list of IP addresses to each communication device functioning as an agent. Each communication
device will be the agent for any Web servers whose 1P address is in the range ‘owned’ by that
communication device. As an example, when a [irst ever communication device goes onling,
naracly, the first comrounication device as described herein having the acceleration application
220 therein, the acceleration server assigns all 1P addresses in the world to this communication
device, and this communication device will be the agent for any Web server. When a second
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communication device goes online it will share the IP address list with the first communication
device, so that cach of the communication devices will be responsible for a different part of the

world wide web servers.

The cache database 282 of the communication device 200 has stored therein a list of
URLs 286 of which the communication device 200 is aware. The communication device 200
becomes aware of a URL cach time that the communication device 200 receives a request for
information located at a specific URL. As shown by FIG. 7, for each URL 288 within the list of
URLs 286, the cache database 282 stores: the URL itself 290; HT'TP headers 292 returned by the
Web Server 152 for this URL; when the last time 294 was that the contents of this URL were
loaded directly from the Web Server 152; when the contents of the URL last changed 296 on the
Web Server 152; and a list of chunks 29¥ that contain the contents of this URL, and the content
of the chunk. As previously mentioned, chunks, in the present description, are defined as equaily
sized pieces of data that together form the entire content of the URL, namely, the entire coutent
whase location is described by the URL. As a non-limiting cxample, a chunk size of, for
example, 16KB can be used, so that any HTTP response will be split up into chunks of 16KB. In
accordance with an alternative embodiment of the invention, if the last chunk of the response is
not large enough to fill the designated chunk size, such as 16KB for the present example, the

remaining portion of the chunk will be left empty.

For each such chunk 300, the cache database 282 includes the checksum of the chunk
302, the data of the chunk 304 itself, and a list of peers 306 that most likely have the data for this
chunk. As is described in additional detail herein, the data for the chunk may be used by other
clients within the communication network 100 when other communication devices of the
communication network 100 serve as peers to the clients, from which to dowanload the chunk

data.
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For each chunk, a checksum 1s calculated and stored along side of the chunk itself. The
checksum may be calculated in any of numerous ways known to those in the art. The purpose of
having the checksum is to be able to identify data uniquely, whereas the checksum is the “key”
to the data, where the data is the chunk. As an example, a client may want to load the contents of
a URL, resulting mn the agent that is servicing this request sending the checksurns of the chunks
to the client, along with the peers that store these chunks. It is to be noted that there could be a
different peer for every different chunk. The chient then coromunicates with each such peer, and
provides the checksum of the chunk that it would like the peer to transmit back to the client. The
peer looks up the checksum {the key) i its cache databasc, and provides back the chunk (data)
that corresponds to this checksum (the key). As shown by FIG. 7, for gach peer 308 within the
list of peers 306, the cache datsbase 282 includes the peer TP address 310, as well as the

connection status 312 of the peer, which represents whether the peer 308 is online or not.

In accordance with one crnbodiment of the invention, the cache database 282 may be
mdexed by URL and by Checksum. Having the cache database indexed in this mnanner is
beneficial due to the following reason. When the agent is using the cache database, the agent
receives a request from a client for the URL that the client is looking for. In such a case the agent
needs the cache database to be indexed by the URL, to assist in finding a list of corresponding
peers that have the chunks of this URL. When the pecrs are using this cache database, the peers
obtain a rcquest from the client for a particular choecksum, and the peers noed the databasc to be
indexed by the checksum so that they can quickly find the correct chunk. Of course, as would be
understood by one having ordinary skill in the art, the cache database may instead be indexed in

any other manner.

Having described components of (he communication network 100, the following further
describes how such components interact and individually function. FIG. 8 18 a tlowchart 300
illustrating operation of the acceleration system initializer module 222 (hereafter referred to as
the wnitializer 222 for purposes of brevity). It should be noted that any process descriptions or
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blocks in flowcharts should be understood as representing modules, segments, portions of code,
or steps that include one or more instructions for implementing specific logical functions in the
process, and alternative implementations are included within the scope of the present invention
in which functions may be executed out of order from that shown or discussed, including
substantially concurrently or in reverse order, depending on the functionality involved, as would

be understood by those reasonably skilled in the art of the present invention.

The inttializer 222 1s the first element of the communication device 200 to operate as the
communication device 200 starts up (block 302). As the initializer 222 starts, it first
communicates with the acceleration server 162 to sign up with the acceleration server 162. This
is performed by providing the acceleration server 162 with the hostname, and all IP addresses
and media access control (MAC) addresses of the interfaces on the communication device 200

having the initializer 222 thereon.

In accordance with an alternative embodiment of the invention, as shown by block 304,
the mitializer 222 checks with the aceeleration server 162 whether a more updated version of the
acceleration application software is avatlable. This may be performed by any one of many
known methods, such as, but not limited to, by providing the version number of the acceleration
application software to the acceleration server 162, The message received back from the
acceleration server 162 indicates whether there is a newer version of the acccleration application
software or not. If a newer version of the acceleration application software exists, the initializer
222 downloads the latest version of the acceleration application software from the acceleration
server 162, or from g different location, and installs the latest version on the communication
device 200. In addition to the abovementioned, the initializer 222 may also schedule additional
version checks for every set period of time therealler. As an example, the initialicer 222 may

check for system updates every two days.
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As shown by block 306, the initializer 222 then redirects ouigoing network traffic from
the communication device 200 to flow through the acceleration application 162. As previously
mentioned, one way to redirect the outgoing network traffic is to insert an intermediate driver
212 that intercepts and redirects the traffic. It should be noted that there are many other ways to

implement this redirection, which are well known to those having ordinary skill in the art.

As shown by block 308, the mutializer 222 then launches the client module 224 of the
communication device 200, and configures the client module 224 of the communication device
260 to intercept to all outgoing network communications of the communication device 200 and
route the outgoing network communications to the client module 224, from the intermediate
driver 272 or other routing method implemented. This is performed so that the client module 224
is able to receive all network traffic coming from the network applications, modify the network
traffic if necessary, and re-route the traffic. As is known by those having ordinary skill in the art,
in order to re-route the traffic, the traffic needs to be modified, as an example, to change the

destination of requests.

As shown by block 310, the initializer 222 then launches the agent module 228 and the
peer module 226 to run on the communication device 200. The agent module 228 and peer
module 226 listen on pre-determined ports of the communication device 200, so that incoming
network traffic on these ports gets routed to the agent module 228 and peer module 226. As is
explained in further detail herein, the abovementioned enables the communication device 200 to
function as an agent and as a peer for other communication devices within the comamunication

network 1060, as needed.

FIG. 913 a flowchart 350 further illustrating communication between difterent clements
of the communication network 100, in accordance with the present system and method for

providing faster and more ctficient data communication.
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As shown by block 352, an application running on the client 200 initiates a request for a
resource on a network. Such a request may be, for example, “GET
http://www.aol.com/index html HTTP/1.1”. The request may come from an Internet browser 214
located on the client 200, where the Internct browser 214 is loading a page from the Internet, an
application that wants to download information from the Internet, fetch or send email, or any

other network commmunication request.

Through the intermediate driver 272, or other such mechanism as may be implemented
that is re-routing the communication to the client module 224 of the client 200, the resource
request is intercepted by the client module 224 that is running on the client 200 (block 354). The
client module 224 then looks up the IP address of the server 152 that is the target of the resource
request (e.g., the 1P address of the Web server that is the host of www.acl.com in the example
above}, and sends this [P address to the acceleration server 162 (block 356) in order to obtain a
st of comrpunication devices that the client 200 can use ay agents (hereafter referred to as
agents). It should be noted that the process of performing an IP lookup for a server 1s known by

one having ordinary skill in the art, and therefore is not described further herein.

in response to receiving the {P address of the server 152, the acceleration server 162
prepares a list of agents that may be suitable to handle the request from this IP address (block
358). The size of the list can differ based on implementation. For exemplary purposes, the
following provides an example where a list of five agents is prepared by the acceleration server
162. The list of agents s created by the acceleration server 162 by finding the commmunication
devices of the communication network 100 that are currently online, and whose IP address is
numerically close to the IP of the destination Web server 152, A further description of the

aboverentioned process ts described here in

As shown by block 360, the client module 224 then sends the original request {e.g., “GET

http//www.aok.com/index html HTTP/1.17} to all the agents in the list received from the
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acceleration server 162 in order to find out which of the agents in the list is best suiied to be the

onc agent that will assist with this request.

¥ should be noted that, in accordance with an alternative embodiment of the invention,
the communication device 200 may be connected to a device that s actually requesting data. In
such an alternative embodiment, the communicaiion device would be a modular device
connected to a requesting device, where the requesting device, such as, for example, a personal
dats assistant (PDA) or other device, would request data, and the cornmunication device
connected thereto, either through a physical connection, wircless connection, or any other
connection, would receive the data request and function as described herein. In addition, as
previously menttoned, it should be noted that the HTTP request may be replaced by any request

for resources on the Web.

Fi(3. 10 is a flowchart continuing the flowchart 380 of FIG. 9 and focuscd on agent
response to the request. As shown by block 382, upon receiving the request from the client 200,
cach agent that received the request from the client responds to the client 200 with whether it has
information regarding the request, which can help the client to download the requested
information from peers in the network. Specifically, each agent responds with whether the agent
has seen a previous request for this resource that has been fulfilled. In such s case, the agent may

then provide the client with the list of peers and checksums of the chunks that each of them have.

As shown by block 384, the client then decides which of the agents in the list o use as its
agent for this particular information request. To determine which agent in the list to use as its
agent for the particular information request, the client may consider multiple factors, such as, for
cxample, tactoring the speed of the reply by cach agent and whethcer that agent docs or docs not
have the information required. There are multiple ways to implement this agent selection, one
practical way being to start a timer of a small window of time, such as, for example, 5ms, after

receiving the first response from the agents, and after the small window, choosing from the list
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of agents that responded, the agent that has the information about the request, or in the case that
none of the agents responded, to choose the first agent from the list received from the

acceleration server 162,

As shown by block 386, after selecting an agent, the client notifies the selected agent that
it is going to use it for this request, and notifies the other agents that they will not be used for this
request. The client then sends the selected agent a request for the first five chunks of data of the
original information request {block 388). By specifying to the selected agent the requesied
chunks by their order in the full response, the clicnt receives the peer list and checksums of the
requested chunks from the selected agent. As an example, for the first five chunks the client will
ask the selected agent for chunks one through five, and for the fourth batch of five chunks the
client will ask the agent for chunks sixteen through twenty. As previously mentioned, additional

or fewer chunks may be requested at a singie time.

As shown by block 390, after receiving the request from the client, the selected agent
deterroines whether it has information regarding the requested chunks of data by locking up the
request in its cache database and determining if the selected agent has stored therein information
regarding peera of the communication network that have stored the requested data of the request,
or whether the selected agent itself has the requested data of the request stored in its memory. In
addition to determining if the sclected agent contains an entry for this request in its database, the
selected agent may also determine if this information is still valid. Specifically, the selected
agent determines whether the data that is stored within the memory of the selected agent or the
memory of the pecrs, still mirrors the information that would have been received from the server
itseif for this request. A further description of the process utilized by the selected agent to

determine i the information is still valid, is described in detail herein.
As shown by block 392, if the information (requested data of the request) cxists and is

still valid, then the agent prepares a response to the client, which inclhudes for each of the chunks:

24

Code200, UAB, et al. v. Bright Data Ltd. NetNut Ltd. v. Bright Data Ltd.
IPR2021-01492, EX. 2066 NetNut Exhibit 1002
374 of 458 Page 374 of 458



Attorney Dockst No. 19459-6105P

(i} the checksum of the chunk; (ii) a list of peers that according to the database of the selected
agent contains these chunks; and (iii) if these are the first five chunks of the information, then the
selected agent also provides the specific protocol's headers that would have been received from

the server, had the initial request from the client been made directly to the server.

As shown by block 394, the list of peers for each chunk is sorted by geographical
proximity to the requesting client. In accordance with the present example, only the five closest
peers are kept in the list for every chunk, and the rest of the peers are discarded from this Hst. As
shown by block 396, the prepared response, namcly, the list of closest peers, 1s sent back to the
client. It should be noted that, if this were the last set of chunks to be provided for this request,

then 1t would be beneficial to include information about this to the client.

If the selected agent discovers that it does not have information about this request, or if
the sclected agent discovers that the information it has is no longer valid, the sclected agent
needs to load the informuation directly from the server in order to be able to provide an apswer to
the requesting client. As shown by block 400, the sclected agent then sends the request directly
to the server. The selected agent then stores the information it receives from the server (both the
headers of the request, as well as chunks of the response itself) in its database, for this particular
response to the client, as well as for future use to other clients that may request this data (block
402}. The sclected agent then preparces a response (list) for the client, where the responsce
inchudes the protocol headers (if these are the first five chunks), and the checksums of the five
chunks, and provides itself as the only peer for these chunks (block 404). This list 13 then sent

back to the client (block 406).

FIG. 11 13 a flowchart 420 continuing the flowchart of FIG. 10, which illustratcs actions
taken upon receipt of the list of peers, or singie peer listing, from the agent. As shown by block
422, the client reccives the response from the agent (including the list of chunks and their

corresponding data, including peers and other information previously mentioned) and, for each
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of the five chunks, the client sends a request to each of the peers listed for the chunk to download
the chunk. The chunk request that the client sends to cach of the peers is the checksum of the

data that the client seeks to recerve, which 1s the key (identifier) of the chunk.

As shown by block 424, the peers then respond regarding whether they still have the data
of the chunk. As an example, some of the peers may not currently be online, some may be online
but may have discarded the relevant information, and some may still have the relevant
information, namely, the chunk. As shown by block 426, the client then selects the quickest peer
that responds with a positive answer regarding the requested information, the client lets that peer
know that it is chosen to provide the client with the chunk, and the client notifies the other peers

that they are not chosen.

As shown by block 428, the chosen peer then sends the chunk to the client. It should be
noted that if no pecrs answer the request of the clicnt, the client gocs back to the agent noting
that the peers were all negative, and the agent either provides a list of 5 other agents, if they
exist, or the agent goes on to download the information directly from the Web server as happens

in the case where no peers exist as described above.

The client then stores the chunks in its cache for future use (block 430), when the client
may need to provide the chunks o a requesting conununication device when acting as a peer for
anothcer clicnt that is looking for the samce information. As shown by block 432, if somce of the
chunks were not loaded from any of the peers, the client requests the chunks again from the
agent in a next round of requests, flagging these chunks as chunks that were not loadable from
the client list of peers. In this situation, the agent will load the data directly from the server and

provide it back to the client.

The chient then acknowledges to the agent which of the chunks it received properly

(block 434). The agent then looks up these chunks in the database of the agent, and adds the
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client to the list of peers for these chunks, specifically, since this client is now storing these

chunks, and can provide these chunks to other clients that turn to it as a peer (block 4363,

As shown by block 438, the client then passes the data on to the Web browser or other

application of the chient that made the original request, for it to use as it had originally intended.

The client then checks whether all of the chunks for this request were received (block 440), by

checking the flag set by the agent. Specifically, when the agent is providing the list of the last §

chunks, the agent includes that information as part of its reply to the chlient, which is referred to

herein as a flag. This information is what enables the client to know that all information has been

received for a particular resource request.

It the last received chunks were not the last chunks for this request, the processing flow
of the client continues by returning to the functionality of block 384 of FIG. 10, but instead
scnding the choscn agent a requcst for the next five chunks of data of the original information
request. Alternatively, if all chunks for this request were recetved, the request is complete, and

the flow starts again at block 352 of FIG. 9.

FiG. 12 is a flowchart 500 illustrating steps taken by an agent, client, or peer to
determine whether a certain HTTP request is still valid. Specifically, the following provides an
example of how the agent, client, or peer can determine whether particular data that 18 stored
within the memory of the agent, or the memory of a pecr or clicnt, still mirrors the information

that is currently on the Web server. As shown by block 502, the HTTP request is looked up in

the cache database of the agent, client or peer that is checking the validity of the HTTP request.

As an example, the HTTP protocol, defined by RFC 2616, cutlines specific methods that Web
scrvers can define within the HETP headcers signifying the validity of certain data, such as, but
not limited to, by using HTTP header information such as “max age” to indicate how long this
data raay be cached before becoming inrvalid, “no cache” to indicate that the data may never be

cached, and using other information.
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As shown by block 304, these standard methods of validation are tested on the HTTP
request information in guestion. As shown by block 506, a determination is made whether the
requested information that is stored is valid or not. If the requested information is valid, a
“VALID” response is returned (block 508). Alternatively, if the requested information s not
valid, an HTTP conditional request is sent to the relevant Web server, to determine if the data
stored for this request is still valid (block 510). I the data stored for this request is still valid, a
“VALID” respounse is returned (block 508). Alternatively, if the data stored for this request 1s not
valid, an “INVALID” response is returned (block 514). Tt should be noted, that the
abovementioned description with regard to FIG. 12 is an cxplanation of how to check if HTTP
information is still valid. There are similar methods of determining validity for any other
protocol, which moay be utilized, and which those having ovdinary skill in the art would

apnreciate and understand.

FIG. 13 is 4 flowchart 550 outlining operation of the acceleration server, whose main
responsibility in the present systern and method is to provide clients with information regarding
which agents serve which requests, and to keep the network elements all up to date with the
latest software updates. As shown by block 552, the acceleration server sends “keep alive”
signals to the network elements, and keeps track within its database as to which network
clements are onlinc. As shown by block 554, the acceleration scrver continucs to wait for a client

request and continucs to detormine if onc is recoived.

Once a request 1s received, the acceleration server tests the type of reguest received
{block 5356). If the client request 18 to sign up the client within the network, an event that happens
every time that the client starts running on its host machine, then that client is added to the list of

agents stored on the acceleration server, sorted by the [P address of the client (block 558).

if the request is to find an agent to use for a particular request, the acceleration scrver

creates a new agent list, which is empty (block 560). The acceleration server then searches the
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agent database for the next 5 active ageots whose IF address is closest to the IP address of the
server who is targeted in the request (block 562). In this context, 192.166.3.103 is closer to
192.166.3.212 than to 192.167.3.104. The acceleration server then sends this agent list to the

client (block 564).

If instead, the request is to check the version of the latest acceleration software then the
acceleration server sends that network clement {client, peer or agent) the version number of the
latest existing acceleration software version, and a URL from where to download the new

version, for the case that the clement needs to upgrade to the new version (block 566).

While the abovementioned example is focused on HTTP requests for data, as previously
meuntioned, other protocol requests are equally capable of being handled by the present system
and method. As an example, in separate embodiments the acceleration method described may
accelcrate any convmunication protocn! at any OS! layer (SMTP, BNS, UDP, ETHERNET, ctc.).
In the following alternative embodiment, it is Hhustrated how the acceleration method may
accelerate TCPIP. As 18 known by those having ordinary skill in the art, TCPIP is a relatively
low-level protocol, as aopposed to HTTP, which is a high level protocel. For purposes of
illustration of TCPIP communication, reference may be made to FIG. 3, wherein the Web server
is a TCPIP server.

In TCPIP there are three conumunication commands that are of particular interest,
namely, connect, write, and read. Connect is a command issued by an application inthe
comumunication dovice that is inttiating the cormmunication to instruct the TCPIP stack to
connect to a remote communication device. The connect message includes the IP address of the
communication device, and the port number (o connect to. An application uses the write
command to nstruct the TCPIP stack to send a message (1.¢., data) {o a communication device io

which it is connected. In addition, an application uscs the read command to ask the TCPIP stack

to provide the message that was sent from the remote communication device to which it is
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connected. A communication session typically exists of a connect, followed by a read and write

on both sides.

FIG. 14 is a flowchart 600 further illustrating TCPIP acceleration in accordance with this
alternative embodiment of the invention. As shown by blocks 601 and 602 when an application
of the communication device makes a request to the cormmunications stack to connect with the

TCPIP server, that communication is intercepted by the acceleration application.

To find an agent, upon receiving that connect message from the communication device
application, which includes the IP address of the TCPIP server and the port to connect o, the
acceleration application in the chicnt makos a request to the acccleration acrver to find out who
the agent for the communication with the TCPIP server is. This step is performoed tn a stmilar
manner to that described with regard to the mam HTTP embodiment of the invention (block
6043, As shown by block 606, the server then provides the client with a list of agents, for

example, a primary agent and four others.

To establish a connection, as shown by block 60¥, the client igsues a TUPIP connect with
the primary agent or one of the other agents if the primary agent does not succeed, (o create a
connection with the agent. The client then sends to the agent the IP address of the TCPIP server
and conncction port that were provided by the communication deviee application (block 610). As
shown by block 612, that agent in turn issues a TCPIP connect to the TCPIP server to the port it

received from the client, to create a connection with the agent.

FIG. 15 is a flowchart 800 further illustrating TCPIP acceleration in accordance with this
alternative embodiment of the invention, detailing the commmmication between the client and the
TCPIP server {read and write coromands) after the conmect phase has completed successfully,
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As shown by block 802, if the network application within the client wants (o send a
message to the TCPIP server, the network application within the client writes the message to the
TCPIP stack in the operating system of the client. This WRITE command is received by the
acceleration application of the cliont and handled in the manncer deseribed below, If the TCPIP
server wants to send a message to the client, the TCPIP server writes the message to the TCPIP
stack of TCPIP operating system, on the connection to the agent, since this agent 1s where the
server received the original connection. This WRITE command is received by the acceleration

application of the agent and handled in the manner described below.,

When the acceleration application of the client receives a message from the network
application of the client to be sent to the agent, or when the acceleration application of the agent
receives a message from the connection to the TCPIP server that is to be sent o the cliont, the
acceleration application procceds to send the message to the communication device on the other
side. For instance, if the client has intercepted the message from the communication application,
the client sends the message to the agent, and if it is the agent that intercepted the message from
the conneciion to the TCPIP server, such as the TCPIP server sending a message that is intended
for the communication with client, the agent sends the message to the client in the followmg

manncr:

As shown by block 804, the acceleration application breaks up the content of the miessage
to chunks and calculates the corresponding checksums, i the same manner as in the main
embodiment described herein. The acceleration application then looks up each checksum in its
cache database (block 806). As shown by block 808, the acceleration application checks if the

checksum exists in the cache database. If it does, then, as shown by block 810, the acceleration
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application prepares a list of peers that have already received the chunk of the checksum in the
past {if any}, and adds the cormmunication device of the other side to the list of communication
devices that have received this chunk (adds it to the peer list of the checksum in its database), to

be provided to other communication devices requcsting this information in the future. As shown

by block 812, the hist of peers is sent to the receiving communication device, which, as shown by

block 814 retrieves the chunks from the peers in the list received, in the same manner as in the

main embodiment.

if the checksum does not exist within the cache database of the sending communication
device then, as shown by block 820, the acceleration application adds the checksum and chunk
to its cache database, sends the chunk to the commumication device on the other side, and adds

the other cornmunication deviee to the list of peers for that checksurn i its databasc,

As shown by block 816, a determination is then made as to whether all chunks have been

received. I all chunks have not been received, the process continues on again from block 806.

Umncee all data has been reccived, as shown by block 818, the acceleration application
passes the data on to the requester. Specifically, in the client, the acceleration application passes
on the complete data to the communication application, and in the agent, the acceleration

application pasgscs on the complete data to the requesting TCPIP server.

It should be emphasized that the above-described embodiments of the present invention
are merely possible examples of implementations, merely set forth for a clear undersianding of
the principies of the invention. Many variations and modifications may be made to the above-
described embodiments of the invention without departing substantially from the spirit and
pringiples of the invention. AH such modifications and variations arc mtended to be meluded
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herein within the scope of this disclosure and the present invention and protected by the

following claims.
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Claims
1. A method for use with a web server that responds to

Hypertext Transfer Protocol (HTTP) requests and stores a first
content identified by a first content identifier, the method by
a first client device comprising:

establishing a Transmission Control Protocol (TCP)
connection with a second server;

sending, to the web server over the Internet, the
first content identifier;

receiving, the first content from the web server over
the Internet 1in response to the sending of the first content
identifier; and

sending the received first content, to the second
server over the established TCP connection, 1in response to the
receiving of the first content identifier.
2. The method according to c¢claim 1, further comprising
receiving, by the first client device from the second server
over the established TCP connection, the first content
identifier.
3. The method according to c¢laim 1, wherein the sending of the
first content identifier to the web server over the Internet
comprises sending a Hypertext Transfer Protocol (HTTP) redquest
that comprises the first content identifier.
4., The method according to claim 1, further comprising storing,
by the first client device in response to the receiving from
the web server, the first content.
5. The method according to claim 1, wherein the second server
is a Transmission Control Protocol/Internet Protocol (TCP/IP)
server that communicates over the Internet based on, or
according to, using TCP/IP protocol or connection, and wherein
the first client device is a Transmission Control

Protocol/Internet Protocol (TCP/IP) client that communicates
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with the second server over the Internet based on, or according
to, TCP/IP protocol.
©6. The method according to c¢claim 1, wherein the first client
device communicates over the Internet based on, or according
to, one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL
standards.
7. The method according to c¢laim 1, wherein the first content
comprises web-page, audio, or video content, and wherein the
first content identifier comprises a Uniform Resource Locator
(URL) .
8. The method according to c¢laim 1, further comprising
executing, by the first client device, a web browser
application or an email application.
9. The method according to claim 1, for use with a third server
that comprises a web server that is Hypertext Transfer Protocol
(HTTP) server, the third server responds to HTTP requests and
stores a second content identified Dby a second content
identifier, the method by the first client device further
comprising:

receiving the second content identifier;

sending, to the third server over the Internet in
response to the receiving, the second content identifier; and

receiving the second content from the third server
over the Internet in response to the sending.
10. The method according to c¢laim 9, further comprising
executing, by the first client device, a web browser
application or an email application.
11. The method according to c¢laim 1, further comprising
periodically communicating over the TCP connection between the
second server and the first client device.
12. The method according to c¢laim 11, wherein the periodically

communicating comprises exchanging ‘keep alive’ messages.

- 2 _
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13. The method according to c¢laim 1, wherein the first client
device is identified by a Media Access Control (MAC) address or
a hostname, and wherein the method further comprising sending,
by the first client device, during, as part of, or in response
to, a start-up or power-up of the first client device, a first
message to the second server, and wherein the first messages
comprises the first client IP address, the MAC address, or the
hostname.

14. The method according to c¢laim 13, for use with a first
application stored in the first client device and associated
with a first wversion number, wherein the first message
comprises the first version number.

15. The method according to claim 14, for use with a second
application that 1s a version of the first application, is
stored 1in the second server, and is associated with a second
version number, wherein the method further comprising
receiving, by the first client device from the second server,
in response to the first message, a second message that
comprises the second version number.

16. The method according to c¢laim 15, wherein the method
further comprising downloading over the Internet, by the first
client device from the second server, 1in response to the first
message, the second application from the second server, and
installing the second application in the first client device as
a replacement for the first application.

17. The method according to c¢laim 1, further comprising
determining, by the first <c¢lient device, that the received
first content, is wvalid.

18. The method according to claim 17, wherein the determining
is based on the received HTTP header according to, or based on,
IETE RFC 26l6.

19. The method according to claim 17, further comprising:

- 3 -
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sending, a message over the Internet in response to
the determining that the received first content, 1is not wvalid;
and

receiving, over the Internet 1in response to the
sending of the message, from the second server or from a second
client device selected from a plurality of client devices, the
first content.
20. The method according to c¢laim 1, further comprising
storing, operating, or using, a client operating system.
21. The method according to c¢laim 1, wherein the steps are
sequentially executed.
22. The method according to claim 1, for use with a software
application that includes computer instructions that, when
executed by a computer processor, cause the processor to
perform the sending of the Hypertext Transfer Protocol (HTTP)
request, the receiving and storing of the first content, the
receiving of the first content identifier, and the sending of
the part of, or the whole of, the stored first content, the
method is further preceded by:

downloading, by the first client device from the
Internet, the software application; and

installing, by the first client device, the
downloaded software application.
23. The method according to <c¢laim 22, wherein the software
application is downloaded from the second server.
24, A non-transitory computer readable medium containing
computer instructions that, when executed Dby a computer
processor, cause the processor to perform the method according

to claim 1.
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Abstract

A system designed for increasing network communication speed for users, while
lowering network congestion [or content owners and ISPs. The system employs network
elements including an acceleration server, clients, agents, and peers, where communication
requests generated by applications are intercepted by the client on the same machine. The
IP address of the server in the communication request is transmitted to the acceleration
server, which provides a list of agents to use for this IP address. The communication
request is sent to the agents. One or more of the agents respond with a list of peers that
have previously seen some or all of the content which is the response to this request (after
checking whether this data is still valid). The client then downloads the data from these
peers in parts and in parallel, thereby speeding up the Web transfer, releasing congestion
from the Web by fetching the information from multiple sources, and relieving traffic from

Web servers by offloading the data transfers from them to nearby peers.
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COMMUNICATING WITH (CLIENT TO AGENT,
OR AGENT TO CLIENT), AND ADDS THAT
COMMUNICATION DEVICE TO THE LIST OF
PEERS FOR THAT CHUNK 812

ACCELERATION APPLICATION ADDS
THE CHUNK AND ITS CHECKSUM TO
ITS CACHE DATABASE, AND SENDS
THE CHUNK ITSELF TO THE
COMMUNICATION DEVICE IT IS
COMMUNICATING WITH (CLIENT TO
AGENT, OR AGENT TO CLIENT), AND

h 4

COMMUNICATION DEVICE WITH ADDS THAT COMMUNICATION DEVICE
ACCELERATION APPLICATION THAT O THE LISTOF PEERS FOR THAT
RECEIVED THE LIST OF PEERS CONNECTS CHUNK 826

TO AT LEAST ONE OF THE PEERS AND

DOWNLOADS THE CHUNK FROM IT 814

h 4

NO

\ 4
HAVE ALL CHUNK DATA BEEN TRANSFERRED TO THE OTHER SIDE? 816

YES

ACCELERATION APPLICATION PASSES ON THE COMPLETE DATA RECEIVED ON TO THE
REQUESTER — IN THE CLIENT IT PASSES IT ON TO THE COMMUNICATION APPLICATION,
AND IN THE AGENT IT PASSES IT ON TO THE TCPIP SERVER 818

\— 800
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) ) Attorney Docket Number | HOLA-005-US10
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Remove
Inventor [1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix

[+ Derry Bhribman [+
Residence Information (Select One) US Residency e Non US Residency Active US Military Service

city |[felAviv ||country of Residence | L |

Mailing Address of Inventor:

Address 1 D/6 Beylinson St

Address 2

City | Tel Aviv State/Province | |
Postal Code 6356709 Countryi |

Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
~| Pfer Vilenski v
Resﬁience Information (Select One) US Residency (8 Non US Residency Active US Military Service -
City |Moshav Hadar Am ||Country of Residence | L |

Mailing Address of Inventor:

Address 1 B Hahollandim Street

Address 2

City | l\lloshav Hadar Am State/Province | |
Postal Code 42935 Countryi  ||L

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add
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Attorney Docket Number | HOLA-005-US10

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention | SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 31926

Email Address | AddEmail | |Remove Email

Application Information:

Title of the Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Attorney Docket Number| HOLA-005-US10 Small Entity Status Claimed [X]

Application Type Nonprovisional ~
Subject Matter Utility v
Total Number of Drawing Sheets (if any) 15 Suggested Figure for Publication {if any)

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c} and 37 CFR 1.57{a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
previded in the appropriate section(s) below (i.e.,, "Domestic Benefit/National Stage Information” and “Foreign Priority Informaticon”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this

reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). ]
1

Application number of the previocusly Filing date {YYYY-MM-DD) Intellectual Property Authority or Country -
filed application

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires

publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: ® Customer Number US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 131926 Code200, UAB, et al. v. Bright Data Ltd. NetNut Ltd. v. Bright I
TPR2021-01207, EX. 2000 NetNut Exni

ata Ltd.
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Attorney Docket Number | HOLA-005-US10

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending v Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
[Continuation of | 15/957945 2018-04-20
Prior Application Status | Patented Remove
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15/957945 Continuation of ~| [14/025109 2013-09-12 10069936 2018-09-04
Prior Application Status | Patented v Remove
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
14/025109 Division of -] h12/836050 2010-07-14 8560604 P013-10-15
Prior Application Status | Expired - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
12/836059 [Claims benefit of provisional ~| 61/249624 2009-10-08

Additional Domestic Benefit/National Stage Data may be generated within this form A3
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.8.C. 119(b) and 37 CFR 1.55. When pricrity is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(1){(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g){1).

Remove

Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed hefore March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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. Attorney Docket Number | HOLA-005-US10
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property {IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office {(EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQ), the Japan Patent Office
{(JPO), the Korean Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of
China (SIPQO)}, the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 {opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Attorney Docket Number | HOLA-005-US10

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant {1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {(assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

vI

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name INEB SPARK LTD.

Mailing Address Information For Applicant:

Address 1 3 Hamahshev St

Address 2

City Netanya State/Province

Country | JL Postal Code 12507
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assighment recorded by the Office.
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L Attorney Docket Number
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Assignee 1

Complete this section if assighee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information™ section will appear on the patent application
publication as an applicant. For an assighee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix
Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province

Countryi Postal Code

Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 2

selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or mare joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Yehuda Binder/ Date (YYYY-MM-DD)| [2019-02-03
First Name | [fehuda Last Name | BINDER Registration Number | [73612
Additional Signature may be generated within this form by selecting the Add button. Add
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandna, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related tc a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.5.C. 2(b}(2); {2) furnishing of the informaticn solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject tc the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5 US.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

Arecord in this system of reccerds may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect tc the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the Internaticnal Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations geverning inspection of
records for this purpose, and any other relevant (i.e,, GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35 US.C. 151. Further, a record may be disclesed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned cr in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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STATEMENT BY APPLICANT
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Application Number

Filing Date

First Named Inventor |Perry Shribman

Art Unit

Examiner Name

Aftorney Docket Number

HOLA-005-US10

U.S.PATENTS

Remove

Pages,Columns,Lines where

E).(allm*lner Cite Patent Number Kind Issue Date Nar.ne of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document )
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Application Number

Filing Date
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Derry Shribman
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Examiner Name

Aftorney Docket Number

HOLA-005-US10

9 B719505 B2 P014-06-05 BShribman , etal.
10 5201808 B2 P015-01-12 BShribman , etal.
11 0990295 B2 P018-06-05 BShribman , etal.

If you wish to add additional U.S. Patent citation information please click the Add button.
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U.S.PATENT APPLICATION PUBLICATIONS
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Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).
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recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
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is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.
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Member with respect to the subject matter of the record.
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National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).
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his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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First Named Inventor | Derry Shribman
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Aftorney Docket Number HOLA-005-US10

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature NYehuda Binder/ Date (YYYY-MM-DD) 2019-02-03
Name/Print Yehuda BINDER Registration Number 73612

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Art Unit
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Aftorney Docket Number HOLA-005-US10

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature NYehuda Binder/ Date (YYYY-MM-DD) 2019-02-03
Name/Print Yehuda BINDER Registration Number 73612

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. 9 Applicant is to place a check mark here if|
English language translation is attached.
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Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor | Derry Shribman
Art Unit

Examiner Name

Aftorney Docket Number HOLA-005-US10

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature NYehuda Binder/ Date (YYYY-MM-DD) 2019-02-03
Name/Print Yehuda Binder Registration Number 73,612

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name:

Derry Shribman

Filer:

Yehuda Binder/Dorit Binder

Attorney Docket Number:

HOLA-005-US10

Filed as Small Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
UTILITY FILING FEE (ELECTRONIC FILING) 4011 1 75 75
UTILITY SEARCH FEE 2111 1 330 330
UTILITY EXAMINATION FEE 2311 1 380 380
Pages:
Claims:
CLAIMS IN EXCESS OF 20 2202 4 50 200

Miscellaneous-Filing:

Petition:

Code200, UAB, et al. v. Bright Data | td

NetNut | td. v. Bright [Data Ltd.
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Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 985

Code200, UAB, et al. v. Bright Data Ltd.
IPR2021-01492, EX. 2066
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Electronic Acknowledgement Receipt

EFS ID: 35173725
Application Number: 16278107
International Application Number:
Confirmation Number: 4936

Title of Invention:

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name:

Derry Shribman

Customer Number:

131926

Filer:

Yehuda Binder/Dorit Binder

Filer Authorized By:

Yehuda Binder

Attorney Docket Number: HOLA-005-US10
Receipt Date: 17-FEB-2019
Filing Date:
Time Stamp: 04:49:10

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes
Payment Type DA
Payment was successfully received in RAM $985

RAM confirmation Number

021919INTEFSW00007557506726

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Code200, UAB, et al. v. Bright Data Ltd.

NetNut Ltd. v. Bright Pata Ltd.
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

77426

1 Transmittal of New Application Transmittal-letter.pdf no 2

48e302932a13fd2e0c3bd415b864ceee54c
02d36

Warnings:

Information:

1625826

Signed-PoA-US7-US8-US9-

US10-US11.pdf no 4

2 Power of Attorney
11fe2ecf081b56b974a10c73d6c43a200cf1

Warnings:

Information:

3001588

3 Specification Spec.pdf no 33

65902c440cef2c477c0b3delee9540abcf40)
c6f8

Warnings:

Information:

21671

4 Claims Claims.pdf no 4

d7632fbc8489248c892f3b6b58d47b1177¢)
1eb73

Warnings:

Information:

11557

5 Abstract Abstract.pdf no 1

25e11eb59%e98b498aa940914157¢1c7 1edf]
e04f4

Warnings:

Information:

258016

Drawings-only black and white line

— _ 15
drawings Drawings-14025109.pdf no

fa77c1f6c6442922c86a9e390fa2alba5563
ofe3

Warnings:

Information:
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1823564
7 Application Data Sheet ADS.pdf no
4789dd60bb4377bac0a900e526ae7ab962
27bbsf
Warnings:
Information:
862135
8 Oath or Declaration filed Signed-oath-Derry.pdf no
6a2192d0180f49adf2112bf067a659%cb3f1fg
144
Warnings:
Information:
871562
9 Oath or Declaration filed Signed-oath-Ofer.pdf no
164ffbaa7776b17398cb08bf75bfa2cacdet
2d20
Warnings:
Information:
1036993
Information Disclosure Statement (IDS
10 (Ds) 005-US6-003-004-OL.pdf no
Form (SB08)
54a54196daeecb34f39145a5813556709cfe]
da52
Warnings:
Information:
1037469
Information Disclosure Statement (IDS)
11 IDS.pdf no
Form (SB08) P
8ad956f54af8c1a942fe5bas533c27122893e
77fd
Warnings:
Information:
1036390
Information Disclosure Statement (IDS)
12 IDS2.pdf no
Form (SB08) P
b466a030f400a9005c3cb756fc7910bf7bad|
fed8
Warnings:
Information:
1034627
Information Disclosure Statement (IDS)
13 IDS3.pdf no
Form (SB08) P
b306fe151e2a171b8c8073add9e001 1abds|
2f86e
Warnings:
Information:
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1034788

Information Disclosure Statement (IDS)

14 IDS4.pdf no 5
Form (5808) 315693975b8ed7c34d572a61cf348e6c736
e023c
Warnings:
Information:
36689
15 Fee Worksheet (SB06) fee-info.pdf no 2
2454829206367c9da4930f137e4dd3d3bfd|
8ef79
Warnings:
Information:
Total Files Size (in bytes): 13770301

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc Code: PA..
PTO/AIA/82A (07-13)

Document Description: Power of Attorney Approved for use through 01/31/2018, OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, uniess the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/B2A nor form PTO/AIAB2B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number

Filing Date
First Named Inventor Derry Shribman
Title SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA

COMMUNICATION

Art Unit

Examiner Name

Attorney Docket Number |HOLA-005-US7, US8, HOLA-005-US9, US10
SIGNATURE of Appilcant or Patent Practitioner
Signature /Yehuda Binder/ et (Optene? 12019-02-03

Name Yehuda Binder siﬂiﬁﬁon 73,612

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use muitiple forms.

L—_I *Total of forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This coflection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
Code200, UAB, et al. v. Bright Data Ltd. NetNut Ltd. v. Bright Data Ltd.
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Doc Code: PA..

- PTOIAIA/828 (07-13)
Document Description: Power of Attorney Approved for use through 01/31/2018. OMB 0651-0035

U.S, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a colisction of information uniess it displays & valid OMB control number

POWER OF ATTORNEY BY APPLICANT

I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.)

| hereby appoint the Patent Practitioner(s) associated with the foliowing Customer Number as my/our attorney(s) or agent(s), and
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in
the attached transmittal letter (form PTO/AIA/82A) or identified above:

OR 131926

[:] | hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
letter or the boxes above to:

The address associated with the above-mentioned Customer Number
OR

D The address associated with Customer Number:
OR

D Firm or
Individual Name
Address

City | State | |zip ]
Country

Telephone | Email ]

| am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

WEB SPARK LTD.

D Inventor or Joint Inventor (title not required below) -

D Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below)

Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer’s title if applicant is a juristic entity)

D Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the
application or is concurrently being filed with this document) (provide signer's title if applicant is a juristic entity)

SIGNATURE of Applicant for Patent
The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).

Signature 7 | Date (Optional) | & - T@In- 2O\
Name Derry Shitbman
Title CEO of Web Spark Ltd.

NOTE; Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

DTotal of forms are submitted.

- ——
This coliection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benafit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is govemned by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection Is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary dspending upon the individual case. Any comments on the amount
of time you require to compiate this form and/or suggestions for raducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/82C (07-13)

Approved for use through 01/31/2018. OMB 0651-0035

U.S. Patent and Trademark Office; U.S, DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to 8 coliection of information untess It dispiays a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

PTO/AIA/82B):

No more than ten (10) patent practitioners total may be appointed as set forth below by name and registration number.
This page need not be submitted if appointing the Patent Practitioner(s) associated with a Customer Number (see form

Name

Registration
Number

Code200, UAB, et al. v. Bright Data Ltd.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in
connection with your submission of the attached form related to a patent application or patent.
Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general
authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the
information solicited is voluntary; and (3) the principal purpose for which the information is used
by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent
and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the
patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records
from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including
disclosures to opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains,
when the individual has requested assistance from the Member with respect to the
subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of
the Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974,
as amended, pursuant to 5 U.S.C. §52a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty
in this system of records may be disclosed, as a routine use, to the International Bureau
of the World Intellectual Property Organization, pursuant to the Patent Cooperation
Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant
to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the
Administrator, General Services, or his/her designee, during an inspection of records
conducted by GSA as part of that agency's responsibility to recommend improvements in
records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public
after either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a
patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the
limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and
which application is referenced by either a published application, an application open to
public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal,
State, or local law enforcement agency, if the USPTO becomes aware of a violation or
potential violation of law or regulation.

Code200, UAB, et al. v. Bright Data Ltd. NetNut Ltd. v. Bright Data Ltd.
IPR2021-01492, EX. 2066 NetNut Exhibit 1002
454 of 458 Page 454 of 458



PTO/AIA/01 (06-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required 1o respond to a coliection of Information uniess it displays & valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Tileof | SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

invention

As the below named inventor, | hereby deciare that:

This declaration  ati
is directed to: @ The attached application, or

D United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a chack or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants shouid consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the pubtic if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Inventor: Ofer Vilensk Date (Optional) :

Signature:
| D A"

Note: An application data shee&OlSB/M or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor.

This collection of information [s required by 35 U.S.C. 115 and 37 CFR 1.83. The Information is required to obtain or rstain a beneflt by the public which is to file (and
by the USPTO to process) an application. Confidantiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Tims will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Offics, U.S. Department of Commerce, P.0. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLET £D FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and selact option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the generai authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termlnat«on of proceedings or
abandonment of the application or expiration of the patent. l

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. §52) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of information Act.

A record from this system of records may be disclosed, as alroutine use, in the course of
presenting evidence o a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of setttement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. §52a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C.|181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an nnspectnon of records conducted by GSA as
part of that agency's responsibility to recommend lmprovements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2806. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant ( i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the praceedings were terminated and which application is
referenced by either a published application, an apphcat;on open to publiic inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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PTO/AIA/01 (06-12)

Approved {or use through 01/31/2014. OMB 0851-0032

U.S. Psatent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1895, no persons are required to respond to a colisction of information uniess it displays a valki OMB control number,

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR 1.76)

Tileof |SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Invention

As the below named inventor, | hereby declare that:

This declaration I
is directed to: EI The attached application, or

D United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avaid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as socia!l security numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned appfication may aiso be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

-

LEGAL NAME OF INVENTOR

Inventor: Derry Sh"bm,a-n Date (Optional) :
Signature:

/ A

| a——

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/01 form for each additional Inventor.

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information s required to obtain or retain a benefit by the public which Is to file (and
by the USPTO to process) an application. Confidentiality is govemned by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering, preparing, and submitling the complated application form to the USPTOQ. Time will vary depending upon the individua! case. Any
comments on the amount of time you require to compiste this form and/or suggestions for reducing this burden, should be aent to the Chisf information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerca, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissionar for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in compieting the form, calf 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principat purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. if you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counse! in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the international Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disciosed, as a routine use, to the Administrator,
General Services, or histher designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shali
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant ( i.e., GSA or Commerce) directive. Such disclosure shali not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the pubilic if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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