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CIRCUIT WITH INTERCONNECT TEST UNIT AND A METHOD OF TESTING INTERCONNECTS BETWEEN A FIRST
AND A SECOND ELECTRONIC CIRCUIT
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The invention relates to an electronic circuit comprising: a plurality of
input/output (I/O) nodes for connecting the electronic circuit to a further electronic circuit via
interconnects, a main unit for implementing a normal mode function of the electronic circuit,
and a test unit for testing the interconnects, the electronic circuit having a normal mode in
which the I/O nodes are logically connected to the main unit and a test mode in which the I/O
nodes are logically connected to the test unit.

The invention further relates to a method of testing interconnects between a first
electronic circuit and a second electronic circuit, the first electronic circuit comprising a main
unit implementing a normal mode function of the first electronic circuit, and a test unit for
testing the interconnects, the method comprising the steps of logically connecting the test unit
to the interconnects, and putting test data on the interconnects by the second electronic circuit.

Such a circuit is known from "Boundary-scan test, a practical approach”, H.
Bleeker, P. van den Eijnden and F. de Jong, Kluwer, Boston, 1993, ISBN 0-7923-9296-5,
Figures 1-19, which shows an integrated (IC) in accordance with the boundary-scan test
standard IEEE Std. 1149.1. The known circuit has a main unit or core logic that is responsible
for providing some arbitrary specified function in a normal mode of the circuit. The known
circuit further has a test unit for in a test mode performing an interconnect test, i.e. a test
whether the circuit is properly connected to a further circuit via its I/O nodes or IC pins.
Efficient interconnect test of miniaturised and/or complex circuit assemblies is a necessary
part of the production process of such assemblies. The boundary-scan test technique is

accepted as standardised solution for interconnect test. It is available in most of the leading

" microprocessor families and is supported for in-house developed application specific ICs

through automated tools in the IC design process.

The test unit of the known boundary-scan circuit includes a test control unit or
Test Access Port controller and a shift register or boundary-scan register along the circuit
boundary, cells of the shift register being connected to'I/O nodes corresponding to the
interconnects to be tested. The test control unit has a state machine controlling states of the
shift register, examples of such states being a shift state for shifting in/out data into the shift

register and a capture state for capturing data originating from the interconnects into tfie shift

CONFIRMATION COPY )
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register. The shift register is accessible from outside the circuit via a Test Data In (TDI) node
and a Test Data Qut (TDO) node. A Test Clock signal (TCK) and a Test Mode Select signal

'(TMS) are provided from outside the circuit to the test control unit for stepping through the

various states. In the normal mode of the known circuit, the /O nodes are logically connected
to the main unit, thereby allowing the circuit to perform its normal mode function. In the test
mode of the known circuit, the I/O nodes are logically connected to the test unit, thereby
giving the test unit access to the interconnects.

Provided that also the further circuit is equipped with a test unit in accordance
with the boundary-scan test standard, the interconnects between the two circuits can be tested
according to the standard boundary-scan test method. Hereto, apprdpriate test data is first
shifted into the shift registers of the two circuits and is subsequently applied to the
interconnects. Then, response data originating from the interconnects is captured into the shift
registers and subsequently shifted out of the shift registers for observation. From the response
data it can be determined whether the circuits are properly interconnected. For a single
interconnect this means that to one of its ends a signal is applied and at the other end it is
observed whether that signal is transmitted. In this way, an open circuit in an interconnect can
be found. Additionally, a nurnber of test patterns will be applied to the interconnects in order
to check for short-circuits between neighbouring interconnects, or between an interconnect
and a power supply line. Essentially, interconnect testing comes down to applying test data to
one end of an interconnect and observing response data at another end, in such a way that open
circuits and short circuits are detected.

A problem with the boundary-scan approach is that for some circuits pin count
and pin compatibility considerations inhibit the addition of extra pins to a circuit design for the
TCK, TMS, TDI, TDO and the optional TRSTN signals. Moreover, the price-pressure in some
semiconductor fields is such that it is considered to be too expensive to reserve area for

interconnect test of the size as required by boundary-scan circuitry.

It is an object of the invention to provide a circuit as specified in the preamble,
that allows interconnect testing with reduced overhead in terms of required I/O nodes and/or
area. This object is achieved according to the invention in an electronic circuit, which is
characterised in that in the test mode the test unit is operable as a low complexity memory via
the I/O nodes. Low complexity memories are those memories that do not have to be put
through a complex initialisation process before they can be accessed, and that have simple

access protocols without dynamic restrictions. Such a test unit enables an altemative procedure
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for applying test data to one end of an interconnect and observing response data at the other
end. If the low complexity memory has a read-only character and holds pre-stored test data at
a number of addresses, the test unit produces this pre-stored test data at its side of the
interconnects when address data and appropriate control data are applied to it by the further

circuit via the interconnects. The further circuit then receives response data, which should be

identical to the pre-stored test data. In this way, both the interconnects that are used to carry

the address and control data and the interconnects that are used to carry the pre-stored data
itself are tested. It is important that particular input data for the test unit, i.e. the address, result
in output data from the test unit that are known a priori, i.e. the stored data. If the low
complexity memory allows both read and write access, the further circuit can apply test data to
its side of the interconnects in a write mode of the test unit, thereby storing the test data in the
test unit. In a subsequent read mode of the test unit, the further circuit can read back response
data. ‘

Whether the test unit has a read-only or a read/write behaviour, it does not need
a state machine like the boundary-scan state machine and can therefore be implemented
consuming less area. Moreover, the simple operation of the test unit allows less pins or even

no pins at all to be reserved for controlling the test unit in the test mode. For both a read-only

“and a read/write test unit, a subset of the interconnects is used as a data bus for exchanging the

storage data. At least in the case that the test unit has a read/write behaviour, a further subset

of the interconnects is used as a control bus, including, for example, control lines for

_controlling the read and/or write process. At least in the case that the test unit has a read-only

behaviour, a still further subset of the interconnects is used as an address bus for selecting the

storage location to read from. An important aspect of the invention is that one is free how to

map the data bus, the control bus and/or the address bus on the interconnects to be tested.
Access to the control bus, the address bus, and the data bus during test mode

could be provided, for example, via boundary-scan circuitry of the further circuit. Then, with

-ordinary boundary-scan test equipment, data can be shifted in and out of the further circuit. In

this way, data to be supplied to the control bus and/or the address bus and data returned by the
test unit on the data bus can be handled. As a further example, if the further circuit is a
programmed microprocessor or Application-Specific IC (ASIC), the further circuit could
perform the interconnect test in a stand alone fashion, without the need for external equipment
for feeding the further circuit with the test data and for evaluating tﬁe response data. It is noted
that the further circuit alternatively could consist of two or more separate circuits, together

operating the test unit as a low complexity memory. .
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An embodiment of the electronic circuit according to the invention is defined in
Claim 2. A Read-Only Memory (ROM) is a suitable device for holding the data required by
the interconnect test. When control data, in the form of an address and, if necessary, a limited
number of further control signals, is applied to the circuit, the ROM outputs data pre-stored at
that address on the data bus. It will be clear that in this way both the data bus, the address bus

and, if present, the control bus are tested. A small number of test pattemns pre-stored in the

ROM would normally suffice for an interconnect test capable of detecting open circuits in

interconnects and short circuits between interconnects. It will further be clear that for the test
unit being operable as a low complexity memory, it is not required that the test unit is
implemented as areal ROM table. Especially if only a small number of test pattems is used,
the test unit could be implemented as a combinatorial circuit, leading to more efficient area
usage.

An embodiment of the electronic circuit according to the invention is defined in ‘
Claim 3. In relation with such a read/write register, the control bus at least controls whether
the register is in a read mode or in a write mode, and the data bus is used for both supplying
the data to be written to the test unit and for receiving the data to be read back from the test
unit. In this embodiment, no address bus is needed since oniy a single register is used.

An embodiment of the electronic circuit according to the invention is defined in
Claim 5. The test circuit of this embodiment requires comparatively little area of the substrate
on which it is manufactured. Furthermore, it enables to test the interconnects in a single type
of test and with a very good test coverage, i.e. a small set of patterns suffices to detect the
possible defects in the interconnects. Furthermore, the diagnostic resolution of the test is very
good since almost all faults have a unique signature.

High complexity memory devices are those devices which have complex
protocols for reading from and writing into their memory array. Therefore, as opposed to low
complexity memories, high complexity memories are not suited as test units for interconnect
testing, as the process of exchanging data is too complex and therefore takes too much time.
Examples of high complexity memory devices are Synchronous Dynamic Random Access
memories (SDRAMs) and non-volatile memory like flash memory devices. Besides complex
access protocols, high complexity memories often need initialisation and have dynamic
restrictions. The initialisation is troublesome for testing because (almost) all control lines and
address lines have to be connected correctly to succeed in initialisation. Although interconnect

problems with control and address lines can be detected because the failing initialisation will

L]
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block all access to the devices, the diagnosis of the failure, i.e. exactly which of the pins is not
connected correctly has a very low resolution. '

The dynamic restrictions of SDRAMs, usually identified by the refresh time
and the maximum RAS pulse width, hamper interconnect test because the test patterns (i.e.
writing into and reading from the memory array) have to meet the dynamic requirements. The
speed of application of test patterns using a boundary-scan circuit is determined by the length
of the boundary-scan register and the maximum test clock frequency. The test clock frequency
is determined either by the circuit implementation of the boundary-scan circuit in the ICs on
the board or by the maximum speed of the boundary-scan tester,

For these reasons, high complexity memories form é class of circuits that could
very well benefit from adding a low complexity memory for enabling efficient interconnect
testing. This is especially true because boundary-scan is hardly available in memory devices
due to pin count and/or pin compatibility considerations.

An embodiment of the circuit according to the invention is described in Claim
6. This particular way of activating the test mode is possible because in most SDRAMs the
first action to be performed after power up is prescribed to be a write action. Thus at power up,
by utilising the read action for activating the test mode, the normal operation of the SDRAM is
not effected. As an alternative, the circuit in accordance with the invention can be brought into
test mode via a particular combination of input signals on the /O nodes, or via a dedicated
node that is dedicated to this function,

Non-volatile memories like flash memory devices hamper interconnect test,
because writing into the memory array for test purposes is not allowed when the device is
already pre-programmed. This test would destroy the functional data. An un-programmed
device can be written into but has to be erased afterwards. Erasure of large memory blocks can
take up to several seconds, lengthening considerably the board interconnect test.

By including a test unit in accordance with the invention, high complexity

" memories, including non-volatile memories, can undergo an efficient interconnect test. One

could use the normal mode data bus, address bus and/or control bus for the test mode as well.
To also test interconnects that provide signals that are specific for the high complexity
memory functionality, and therefore are not needed to control the test unit in the test mode,
either the data bus or the address bus can be extended with these interconnects. The invention
enables interconnect testing using test patterms which take only milliseconds to execute and for

which test pattern generators are commercially available,
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Low complexity memory types like Static Random Access Memories (SRAMs)
and (Programmable) ROMs can readily be tested for their connectivity using neighbouring
circuits equipped with boundary-scan or neighbouﬁng microprocessors and/or ASICs. For
interconnect testing of such low complexity memories no extra measures in the form of added
test units have to be taken.

It is a further object of the invention to provide a method as specified in the
preamble, which performé the interconnect test with reduced overhead in terms of required I/O
nodes and/or area. This object is achieved according to the invention in a method, which is
characterised in that the putting step comprises operating the first electronic circuit as a low
complexity memory by the second electronic circuit. ‘

Although the invention is presented in the context of boundary-scan testing,
which mainly applies to testing interconnects between ICs on a carrier, such as a printed
circuit board (PCB), the principles of the invention are equally applicable to the testing of
interconnects between any two circuits, such as interconnects between cores within a single IC '

or interconnects between ICs on distinct PCBs that are inserted into a cabinet.

The invention and its attendant advantages will be further elucidated with the

aid of exemplary embodiments and the accompanying schematic drawings, whereby:

Figure 1 shows an embodiment of a circuit in accordance with the invention,

Figure 2 shows a way to provide access during interconnect test to a circuit that
is testable in accordance with the invention,

Figure 3 shows a further way to provide access during interconnect test to a
circuit that is testable in accordance with the invention,

Figure 4 shows an alternative embodiment of the invention,

Figure 5 schematically shows the test unit for five inputs and two outputs, and

Figure 6 schematically shows an alternative for the test unit for five inputs and
two outputs.

Corresponding features in the various Figures are denoted by the same

reference symbols.

Figure 1 shows an embodiment of a circuit 100 in accordance with the
invention. The circuit 100 has /O nodes 130, 140, through which the circuit 100 is

connectable to external circuits. An I/O node may be an input node, i.e. a node only suitable to
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receive signals, an output node, i.e. a node only suitable to send signals, or a bi-directional
node, i.e. anode suitable to either receive or send signals. For performing its intended normal
in_ode function, the circuit 100 has a main unit 110, which is, by way of example, assumed to
be an SDR.AM. Thus, the circuit 100 is in fact an SDRAM device. It is further assumed that
the circuit 100 is part of an assembly, whereas interconnects between the circuit 100 and
further parts of the assembly should be testable. Hereto, the circuit 100 has a test unit 120,
which is connected to the main unit 110 via n parallel connections and to the /O nodes 130. In
a normal mode of the circuit 100, the test unit 120 is transparent, and signals can pass freely
between the I/0 nodes 130 and the main unit 110. In a test mode of the circuit 100, the main
unit 110 is logically disconnected from the /O nodes 130 and the test unit 120 is in control. It
is noted that preferably, but not necessarily, all I/O nodes are arranged for interconnect testing.
To indicate this, the I/O nodes 140 are not connected to the test unit 120, and therefore, the test
unit 120 does not offer testability for interconnects corresponding to these I/O nodes 140.

SDRAM devices have a highly standardised pin lay-out. Figure 1 does not giveA ‘
an exact representation of such a pin-layout, but it schematically shows which I/O nodes are
generally present on an SDRAM device. The circuit 100 has a data bus DO0-D3, an address bus
A0-Al1l, and a control bus including a Chip Select pin (CSn), an Output Enable pin (OEn),
Write Enable pin (WEn), Clock pin (CLK), Clock Enable pin (CKE), Row Address Strobe pin
(RAS), Column Address Strobe pin (CAS), and Data I/O Mask pins (DQML and DQMH).
The precise functions of these pins are not relevant for the invention. However, the
standardised pin lay-out obstructs the addition of boundary-scan circuitry because of the
required extra pins. Another reason for not using boundary-scan for interconnect testing of
devices like circuit 100 is the enormous pressure on cost. As a result, the IC area available for
extra features like interconnect testing is very limited. In accordance with the invention, as an
alternative to an ordinary boundary-scan test unit, the test unit 120 is operable as a low
complexity memory. Such a test unit can be implemented very efficiently in terms of IC area
and requires less or even zero extra pins.

A low complexity memory can have a read-only behaviour or a read/write
behaviour. In accordance with the invention, a test unit has either kind of behaviour, or both
kinds of behaviour in subsequent phases of an interconnect test. In the circuit 100, during a
first part of a preferred interconnect test, the test unit 120 has a read-only behaviour and during
a subsequent second part of the interconnect test, the test unit 120 has a read/write behaviour.
This two-step approach enables a thorough interconnect test that is especially suited for

L]
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SDRAMs like the circuit 100. The first part of the interconnect test aims at testing the address
bus of the circuit 100 and is functionally described by:

1. . Afier power up of the circuit 100, a test mode is active which allows read
access to the test unit 120, The test unit 120 is then operable as a ROM table. Alternatively,
the test mode is activated by other means, such as a particular combination or sequence of

signals applied to the I/O nodes 130, 140 of the circuit 100.

2. Read access to the test unit 120 is controlled by CSn=0, OEn=0 and WEn=1,
and validated by a defined edge of the CLK and active level of the clock enable CKE.

3. The test unit's ROM table is addressed by the 'extended' address bus which is
defined as the actual address bus, extended with the control signals RAS, CAS, DQML and
DQMU. .

4, The width of the ROM table is equal to the width of the data bus pius possible

additional outputs of the circuit 100.
5. Each of the primary addresses (all but one address bits equal to '0', one address
bit equal to '1") reads the all '1' data word. All other extended addresses read the all '0' data

word.

The table below shows the contents of the ROM table for the SDRAM device
of circuit 100, with 12 bit wide address bus, RAS, CAS, DQML and DQMU and four data

pins.

IPR2021-01488
Apple EX1005 Page 10



10

WO 99/39218 9 PCT/1B99/00172

exﬁended address data bus
bus
AAAAAAAAAAAARCDD DDDD
1195876543210AAQQ 3210
10 SSMM
LH
0000000000000001 1111
0000000000000010 1111
0000000000000100 1111
0000000000001000 1111
0000000000010000 1111
0000000000100000 1111
0000000001000000 1111
0000000010000000 1111
6000000100000000 1111
0000001000000000 1111
1 0000010000000000 1111
0000100000000000 1111
0001000000000000 1111
0010000000000000 1111
0100000000000000 1111
1000000000000000 1111
‘any other address' [ 0000

With the above described functional behaviour of the circuit 100 after power

up, an efficient test for the extended address bits consist of just reading all primary addresses

(16 in the above case) and one other address. The test sequence covers the following faults:
1. any stuck-at 1 on an extended address pin

2. any stuck-at 0 on an extended address pin

3. any 2-net AND-type short between any pair of address pins

4. any 2-net OR-type short between any pair of address pins

5. any stuck-at 1 on a data pin
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6. any stuck-at 0 on a data pin

An interconnect with a stuck-at fault remains at either logic high or logic low,
no matter what signals are applied to it.” A 2-net AND-type short between a first and a second
interconnect causes the two interconnects to carry the same logic value as determined by either
one of the interconnects. A 2-net OR-type short between a first and a second interconnect
causes the two interconnects to carry complementary logic values as determined by either one
of the interconnects. '

The above test sequence provides a diagnostic resolution down to a single pin.
Note that this test concept is independent from the number of extended address lines or the
number of data lines, nor is there any relation assumed between the two numbers.

The second part of the interconnect test aims at testing for shorts between the

interconnects making up the data bus, and is functionally described by:

1. Write access is provided to a command register, which is loaded with the value of the
(actual) address bus. _
2. There will be a certain combination of address bits, which, after béing loaded into the
aforementioned command fegister, select a single write/read register that logically forms part
of the test unit, with a width equal to the width of the data bus. This combination of address
bits is to be determined by the manufacturer of the device and to be specified in the data sheet.
This single write/read register can then be used to write data and read data.
Algorithms are available to generate a minimal set of test patterns which cover all AND-type
and OR-type shorts between any pair of data lines. The table below shows a set of test patterns
for a 16-bit wide data bus.

DDDDDDDPDDDDDDDD
1111119876543210
543210

1111100000000000

0000011111100000
1110011100011000

1001011010010110

1100110011001100

0101010101010101

IPR2021-01488
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For dynamic memory devices, like the circuit 100, the above described two
parts of the interconnect test have read and write access to the test unit which is not affected
with any dynamic requirements. It will be clear that many variants can be imagined to either
part. Moreover, one can also choose to implement only one of the above described two parts
of the interconnect test. For flash devices, for example, the first part of the interconnect test is
applicable for unprogrammed devices. The manufacturer may choose not to offer this facility
for already programmed devices, to accomplish compatibility with EPROM devices (these
access the main memory array when a first read is done after power up).

As mentioned above, the mechanism for switching the circuit from the normal
mode into the test mode may be implemented in different ways. In the SDRAM embodiment,
the circuit is brought into the test mode by performing a read action after power up. Such a
read action after power up, is a special action which does not form part of the normal actions
for the circuit and has been given the special meaning of a command for switching into the test
mode. In general, any pattem or sequence of patterns applied to one or more I/O nodes of the ‘
circuit can be given the special meaning of a command for going into test mode, provided that
this pattern or sequence is not used in the normal mode of the circuit. An alterative is to
provide the circuit with a dedicated test control node, in addition to the I/O nodes, to control
whether the circuit is to behave in the normal operational mode or in the test mode. The actual
signal value on the test control node, in relation with predefined values corresponding to the
respective modes, brings the circuit into the desired mode.

Figure 2 shows a way to provide access during interconnect test to a circuit 200
that is testable in accordance with the invention. The circuit 200 includes a test unit 205 that is
operable as a low complexity memory. A neighbouring circuit 210, which has boundary-scan
circuitry, can provide data to and receive data from the circuit 200 via a control and address
bus 220 and a bi-directional data bus 230, Altematively, when only a ROM behaviour is

implemented in the test unit 205, the data bus 230 would be uni-directional, i.e. from the

-circuit 200 to the circuit 210. -

A number of interconnects make up the control and address bus 220 and the
data bus 230. The function of these interconnects during a normal mode is irrelevant for the
invention. When the circuit 200 is a memory device, there will also be a 'normal mode data
bus'. The 'test mode data bus' 230 could partly or completely coinci.dc with the normal mode
databus. The same applies to the control and address bus 220.

Via a boundary-scan chain 240 data is shifted into circuit 210, that data making

up read and/or write commands to be supplied to the circuit 200. After a read command, the

IPR2021-01488
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boundary-scan chain 240 captures data supplied to the data bus 230 by the circuit 200. That
data subsequently are shifted out to be analysed externally. '

Figure 3 shows a further way to provide access during interconnect test to a
circuit 300 that is testable in accordance with the invention. The circuit 300 includes a test unit
305 that is operable as a low complexity memory via control and address bus 320 and data bus
330. A neighbouring circuit 310, which is a microprocessor, executes the program with the
necessary read and write commands. The test program and the test data are stored in a memory
340 of the circuit 310. Preferably, the circuit 310 also analyses the data obtained from the
circuit 300. The circuit 310 could alternatively be an ASIC.

The above presented design-for-test method does not require any additional
pins to the device for test access, meeting pin count and pin compatibility requirements of this
type of memories. Silicon area overhead is limited to the (small) ROM table, or functional
equivalent, the read/write data register (possibly to be combined with existing logic) and the
associated decoding logic. Standardisation of this; approach by a body like EIS or JEDEC
would ensure compatibility between devices from different manufacturers. '

Boundary-scan is the preferred design-for-test method for testing interconnects
on assemblies with ICs. It can be used to efficiently test all interconnects between devices with
boundary-scan circuitry implemented. It can also be used directly to apply test patterns for low
complexity memory devices. If the above described design-for-test method is implemented in
complex memory devices, then also these devices can efficiently be tested using boundary
scan access, without restrictions from dynamic requirements, initialisation issues and erasure
issues for non-volatile devices. The described interconnect test approach does not need
additional test pins, and only requires little silicon area.

Figure 4 shows an alternative embodiment of the invention. In the same way as
described above, the circuit 402 of which the interconnects are to be tested has a main unit 404
and a test unit 406. The main unit 404 is active in the normal operational mode of the circuit
and the test unit is active in the test mode of the circuit. The interconnect test in this

embodiment is functionally described by:

1. After power-up of the circuit 100, the test mode can be activated, which allows read access
to the test unit 120. The test unit 120 is then operable as a ROM table. Alternatively, the test
mode is activated by other means, such as activating a particular pin. Alternatively, a
particular combination or sequence of signals applied to the 1/O nodes 130, 140 of the circuit

100 may activate the test mode. . -

IPR2021-01488
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2. Read access to the test unit 120 is controlled by CSn=0, CASn=0 and CKE=0, followed by
CKE=1l.

3. The test unut's ROM table function is addressed by the 'extended' address bus which is
defined as the actual address bus, extended with the remaining control signal inputs (in case of
atypical 64M SDRAM example: A0 — A12, RASn, CLK, Wen, DQMO - DQM3).

4. The width of the output table is that of the extended data bus,.all pins of the device which
are used as output, when in test mode. (In case of a typical 64M SDRAM example: DQO -
DQ31). (In case of a Flash device, Databus including the read/busy pin). '

5. During test mode the respective extended data bus extended address bus may be changed.

6. Each of the primary addresses and the all '0' and all '1" input read an implementation defined

data word. All other address values read results different from these:

For the purpose of the interconnect test, the pins of circuit 402 are divided into
3 groups: a control bus 408 of p bits wide, an input bus 410 of n bits wide and an output bus
412 of m bits wide. The control bus is used to set the circuit into the test mode. A single line
control bus may be used, i.e. one pin whose actual signal value determines whether the circuit
is set in the test mode or in the normal operational mode. Or a number of lines may be used,
whereby a specific combination of signals applied on the respective pins sets the circuit into
the test mode. The remaining input pins of the circuit are grouped into the input bus. The
output pins of the circuit and the bi-directional pins of the circuit are grouped into the output
bus. As an alternative, one or more of the bi-directional pins can be grouped into the input bus.

The test unit 406 of this embodiment is a combinatorial circuit between the
input bus 410 and the output bus 412. This circuit implements the functionality of a ROM

table. The design of the combinatorial circuit is based on the following rules:

l. Each output signal is an exclusive-nor function of two or more input signals;
2. There are no two output signals that depend on the same set of input signals;
3. Each input signal contributes to at least one exclusive-nor function forming an

output signal.

IPR2021-01488
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The example below is a description of the test unit for an input bus of five bits and an output

bus of two bits. The description is given in the standard language Verilog.

module en5_2 (ol, o2, i1, i2, i3, i4, 1iS);

output ol, 02;

input i1, i2, i3, i4, i5;

xnor #1 (ol, i1, i2);

xnor #1 (o2, i3, i4, i5);

endmodule

Example I A test unit with five inputs and two outputs

The first line indicates that a new module starts and speciﬁes the signals of that module. The
second and third line indicate the output and input signals respectively. The fourth line defines
the relation between the output signal ol and the input signals il and i2 by means of the
Verilog primitive xnor, which implements the exclusive-nor function. The '#1' symbol
indicates that the output of the xnor primitive is available after 1 cycle of a simulator
simulating this module.

Figure 5 schematically shows the test unit for five inputs and two outputs. This
figure corresponds with the example above. The test unit 406 has a two-input XNOR gate 502
which implements the required exclusive-nor function between ol and il and i2. The test unit

further has a three-input XNOR gate 504 which implements the exclusive-nor function

-between the input pins i3, i4 and i5 and the output pin o02.

Another example of the test unit is given below. In this example, the test unit

has five inputs and five outputs.

IPR2021-01488
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module en5_5 (ol, o2, o3, 04, o5, i1, i2, i3, i4, i5);

output ol, 02, 03, o4, 05;

input i1, i2, i3, i4, i5;

xnor #1 (ol, il, i2);
xnor #1 (o2, i1, i3);
xnor #1 (o3, i1, i4);
xnor #1 (o4, il, 1i5);
xnor #1 (o5, i2, 13);

endmodule

Example2 A test unit with five inputs and five outputs

For a given test unit, there must be enough input pins to feed the outputs while adhering to the
rules stated above. In the general case of n inputs, a theoretical number of 2" possible
combinations of exclusive-nor functions can be obtained. Given the purpose of testing the
interconnects however, the n exclusive-nor functions with one input have to be excluded as
well as the exclusive-nor function with zero inputs. This means that in order to feed m outputs,

the following relation must be met:

m<2"-n

So for example five inputs are enough to feed as many as 26 outputs, while adhering to the

- rules for implementing the test unit according to this embodiment.

For performing the interconnect test as described above, the patterns that are
applied to the inputs are the:
a pattern with all Os
n patterns with a ‘walking' |
a pattern with all 1s
n patterns with a ‘walking' 0

The following table gives the patterns for Example 1 and the required outputs. .

IPR2021-01488
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16
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So a combination of bits given in the second column of the table applied on the input pins of

the test unit gives on the output pins a signal as specified in the corresponding element of the

third column. The following table gives the input test patterns and the corresponding outputs

for Example 2.
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pattern| 1iiil | ooocoo
number | 12345 [ 12345

1 00000 -} 11111
2 10000 | 00001
3 01000 {01110
4 00100 1011b
5 09010 11011
6 00001 | 11101
7 11111 11111
8 01111 | 00001
9 10111 | 01110
10 11011 j 10110
11 11101 {11011
12 11110 {11101

A third example of the test unit similar to example 1 above, but now implemented with xor

S primitives is given below.

module ex5 2 (ol, o2, i1, i2, i3, i4, 1i5);

output ol, o2;
input i1, i2, i3, i4, i5;

xor #1 (o1, il, 12, 1i3);
xor #1 (o2, i3, i4, is);

endmodule

10 Example3 A test unit with five inputs and two outputs using xor primitives
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CLAIMS:

L. An electronic circuit (100) comprising:

a plurélity of input/output (I/O) nodes (130) for connecting the electronic circuit to a further
electronic circuit via interconnects,

a main unit (110) for implementing a normal mode function of the electronic circuit,

and a test unit (120) for testing the interconnects,

the electronic circuit having a normal mode in which the I/O nodes (130) are logically
connected to the main unit (110) and a test mode in which the I)O nodes (130) are logically
connected to the test unit (120),

characterised in that in the test mode the test unit (120) is of)erable as a low complexity

memory via the IO nodes (130).

2. An electronic circuit (100) as claimed in Claim 1, wherein the test unit (120)

comprises a Read Only Memory (ROM).

3. An electronic circuit (100) as claimed in Claim 1, wherein the test unit (120)

comprises a read/write register.

4 An electronic circuit (402) as cldimed in Claim 1, wherein the test unit (406)
comprises a combinatorial circuit (502) implementing an XNOR function and being connected
to the /O nodes.

5. An electronic circuit (402) as claimed in Claim 4, wherein a first selection (410)

of the I/O nodes are arranged to carry respective input signals and a se\cond selection (412) of
the I/O nodes are arranged to carry respective output signals and wherein the test unit (406) is
arranged according to the following rules:

each output signal results from an XNOR function having at least two input signals,

each output signal is dependent on a unique subset of the input signals,

each input signal contributes to at least one output signal via a particular XINOR function.

IPR2021-01488
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6. . An electronic circuit (402) as claimed in Claim 1, wherein the test unit (406)
comprises a combinatorial circuit (602) implementing an XOR function and connected to the
I/O nodes.

7. An electronic circuit (100) as claimed in Claim 1, wherein the main unit (110)
is arranged to bring the electronic circuit (100) into the test mode on receipt via a subset of the

I/O nodes (130) of a predefined pattern or sequence of patterns.

8. An electronic circuit (100) as claimed in Claim 1, wherein the electronic circuit
is provided with a test control node and wherein the electronic circuit is arranged to switch

into the test mode on the basis of a signal value on the test control node.

9. An electronic circuit as claimed in Claim 1, wherein the main unit is a
Synchronous Dynamic Random Access Memory (SDRAM) and the test mode is activatable

by a read action following power up of the electronic circuit.

10. An electronic circuit (100) comprising:

a plurality of input/output (I/O) nodes (130) for connecting the electronic circuit to a further
electronic circuit via interconnects,

a main unit (110) for implementing a normal mode function of the electronic circuit,

and a test unit (120) for testing the interconnects,

the electronic circuit having a normal mode in which the I/O nodes (130) are logically
connected to the main unit (110) and a test mode in which the /O nodes (130) are logically
connected to the test unit (120),

characterised in that the test unit comprises at least one combinatorial circuit (502)

implementing an XNOR function with at least two function inputs and a function output, the

‘function inputs being connected to particular /O nodes arranged to operate as input nodes of

the test circuit and the function output being connected to a particular /O node arranged to

operate as output node of the test circuit.

11. A method of testing interconnects between a first electronic circuit (100) and a
second electronic circuit (210), the first electronic circuit (100) comprising a main unit (110)
implementing a normal mode function of the first electronic circuit, and a test unit (120) for

testing the interconnects, the method comprising the steps of -
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- logically connecting the test unit (120 ) to the interconnects, and

putting test data on the interconnects by the second electronic circuit (210),
characterised in that the putting step comprises operating the first electronic circuit (100) as a

low complexity memory by the second electronic circuit.

12. A method as claimed in Claim 11, wherein the test data comprises an address,

-the method further comprising the step of generating response data on the interconnects by the

first electronic circuit (100), the response data being previously stored in the first electronic

circuit (100) at the address.

13. A method as claimed in Claim 12, wherein the test data comprises write data
and the putting step comprises storing the write data in the first electronic circuit (100), the
method further comprising the step of reading back the stored write data by the second

electronic circuit.
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Preliminary Amendment -t Page1 f6
for Divisi nal Application filed herewith

IN THE UNITED STATES
PATENT AND TRADEMARK OFFICE

Appl. No.

Applicant(s) . DE JONG et al.

Filed : Herewith

TC/A.U. : 2857 (in parent)
Examiner : Craig MILLER (in parent)
Atty. Docket : N-17203-A

Title: CIRCUIT WITH INTERCONNECT TEST UNIT AND
A METHOD OF TESTING INTERCONNECTS
BETWEEN A FIRST AND A SECOND
ELECTRONIC CIRCUIT

PRELIMINARY AMENDMENT

Mail Stop Non-Fee Amendment
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Sir:
Preliminary to examination of the above-referenced application, please amend

the application as follows.

This paper includes (each beginning on a separate sheet):

1. Amendments to the specification;
2. Amendments to the claims; and

3. Remarks/Discussion of issues.

SABRWNV17\N17203A PRELIMINARY AMENDMENT.DOC Atty. Docket No. N-17203-A

IPR2021-01488
Apple EX1005 Page 28
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for Divisi nal Application filed herewith

Amendments to the Specification:

Please replace the title with the following rewritten title:

CIRCUIT WITH INTERCONNECT TEST UNIT AND-A-METHOD-OF-TESHNG
INTERCONNEGTS BETWEEN-A-FIRST-AND-A-SECOND-ELECTRONIC-GIRGUIF

S:\BRW\17\N17203A PRELIMINARY AMENDMENT.DOC Atty. Docket No. N-17203-A
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Preliminary Amendment Page3 f6
for Divisional Applicati n filed herewith

Amendments to the Claims:

A clean version of the entire set of pending claims (including amendments to
the claims, if any) is submitted herewith per 37 CFR 1.121(c)(3). This listing of
claims will replace all prior versions, and listings, of claims in the application.
Listing of Claims:

1. (Canceled)

2. (Currently amended) An electronic circuit-(100) as claimed-in-Claim—1

recited in claim 10, wherein the test unit-(+20) comprises a Read Only Memory

(ROM).

3. (Currently amended) An electronic circuit{109) as claimed-in-Claim-1-

recited in claim 10, wherein the test unit-{(420) comprises a read/write register.

4. (Currently amended) An electronic circuit-{402) as claimed-in-Claim-1

recited in claim 10, wherein the test unit-(406) comprises a combinatorial circuit{562)

implementing an XNOR function and being connected to the 1/0 nodes.

5. (Currently amended) An electronic circuit-{(402) as elaimed-in-Claim-recited
in claim_4, wherein a first selection{440) of the I/O nodes are arranged to carry
respective input signals and a second selection-{442) of the I/O nodes are arranged
to carry respective output signals and wherein the test unit-(406) is arranged

according to the following rules:
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each output signal results from an XNOR function having at least two input
signals,

each output signal is dependent on a unique subset of the input signals,

each input signal contributes to at least one output signal via a particular

XNOR function.

6. (Currently amended) An electronic circuit-(402) as claimed-in-Glaim-4

recited in claim 10, wherein the test unit{408) comprises a combinatorial circuit{602)

implementing an XOR function and connected to the I/O nodes.

7. (Currently amended) An electronic circuit4300) as elaimed-in-Claim-4

recited in claim 10, wherein the main unit{440) is arranged to bring the electronic

circuit{400) into the test mode on receipt via a subset of the /O nodes<{439) of a

predefined pattern or sequence of patterns.

8. (Currently amended) An electronic circuit¢400) as elaimed-in-Claim—3-

recited in claim 10, wherein the electronic circuit is provided with a test control node

and wherein the electronic circuit is arranged to switch into the test mode on the

basis of a signal value on the test control node.

9. (Currently amended) An electronic circuit as elaimed-in-Claim-1-recited in

claim 10, wherein the main unit is a Synchronous Dynamic Random Access Memory
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(SDRAM) and the test mode is activatable by a read action following power up of the

electronic circuit.

10. (Currently amended) An electronic circuit{489) comprising:

a plurality of input/output (I/O) nodes{439) for connecting the electronic circuit
to a further electronic circuit via interconnects,

a main unit{448) for implementing a normal mode function of the electronic
circuit,

and a test unit420) for testing the interconnects,

the electronic circuit having a normal mode in which the I/0O nodes-{430) are
logically connected to the main unit{448) and a test mode in which the I/O nodes
{130) are logically connected to the test unit{420),

characterised-in-that wherein the test unit comprises at least one

combinatorial circuit4562) implementing at least one of an XNOR function_and an

XOR function with at least two function inputs and a function output, the function
inputs being connected to particular /O nodes arranged to operate as input nodes of
the test circuit and the function output being connected to a particular I/O node

arranged to operate as output node of the test circuit.

11-13 (Canceled)
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REMARKS/DISCUSSION OF ISSUES

Claims 2-10 are pending in the application.

Claims 1-9 and 11-13 were elected in the parent application 09/402,154
following a restriction requirement, and were subsequently allowed. Accordingly,
claims 1 and 11-13 are canceled as directed to the species elected in the parent
application.

Dependent claims 2-9 are amended to depend from independent claim 10,
the only claim nonelected in the parent application, and are not narrowed in scope
except insofar as claims 2-9 now depend from claim 10 instead of from canceled
claim 1. Claim 10 is amended for nonstatutory reasons, to broaden the claim in
conformance with a corresponding amendment in the European application. All
other changes to the claims are made merely to remove label nhumbers and
otherwise put the claim language in conformance with U.S. patent practice, and not
to address issues of patentability. No new matter is added.

The title is amended to reflect the cancellation of method claims 11-13.

This is a preliminary amendment; no Office action has yet been received.
Examination of the application on its merits is now respectfully requested. If any
points remain in issue that may best be resolved through a personal or telephonic
interview, the Examiner is respectfully requested to contact the undersigned at the
telephone number listed below.

Respectfully submitted,

|

Eric M. Bram P.O. Box 3001
Reg. 37,285 Briarcliff Manor, NY 10510-8001
Att'y for Applicant(s) Phone: (914) 333-9635
Philips Intellectual Property Fax: (914) 332-06150
& Standards
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Date Mailed: 10/17/2003

NOTICE TO FILE CORRECTED APPLICATION PAPERS
Filing Date Granted

An application number and filing date have been accorded to this application. The application is informal since it
does not comply with the regulations for the reason(s) indicated below. Applicant is given TWO MONTHS from
the date of this Notice within which to correct the informalities indicated below. Extensions of time may be
obtained by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

The required item(s) identified below must be timely submitted to avoid abandonment:

o An abstract of the technical disclosure not exceeding 150 words in length and commencing on a separate
sheet in compliance with 37 CFR 1.72(b) is required. An abstract was not provided for this application.

Replies should be mailed to:  Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450

A copy of this notice MUST be returned with the reply.

Moo e

Customer Service Center
Initial Patent Examination Division (703) 308-1202
PART 3 - OFFICE COPY
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o Abstract

An electronic circuit comprises a plurality of input/output (I/O) nodes for connecting the electronic
circuit to a further electronic circuit via interconnects. A main unit implements a normal mode function
of the electronic circuit. A test unit tests the interconnects. The electronic circuit has a normal mode in
which the I/O nodes are logically connected to the main unit and a test mode in which the I/O nodes are
logically connected to the test unit. In the test mode the test unit is operable as a low complexity
memory via the I/0 nodes.
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THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
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and notify the United States Patent and Trademark Office of the the PUBLICATION FEE and 1/2 the ISSUE FEE shown above.

change in status, or QO Applicant claims SMALL ENTITY status.
See 37 CFR 1.27.

II. PART B - FEE(S) TRANSMITTAL should be completed and returned to the United States Patent and Trademark Office (USPTO) with
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III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
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0 Issue Fee O A check in the amount of the fee(s) is enclosed.
Q Publication Fee Q Payment by credit card. Form PTO-2038 is attached.
Q Advance Order - # of Copies Q The Director is hereby authorized by charge the required fee(s), or credit any overpayment, to
Deposit Account Number (enclose an extra copy of this form).

Director for Patents is requested to apply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the application identified above.

(Authorized Signature) (Date)

NOTE; The Issue Fee and Publication Fee (if required) will not be accepted from anyone
other than the apghcam; a registered att.omcg' or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

This collection of information is required by 37 CFR 1.311. The information is required to
obtain or retain a benefit by the public which is to file (and by the USPTO to process) an
application. Confidentiality 1s governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the
completed application form to the USPTO. Time will vary dependinF upon the individual
case. Any comments on the amount of time you require to complete this form and/or
suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, Alexandria, Virginia
22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.
SEND TO: Commissioner for Patents, Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no %ersons are required to respond to a
collection of information unless it displays a valid OMB control number.

IS O O V- -

TRANSMIT THIS FORM WITH FEE(S)

IPR20Z21-01488—
Apple EX1005 Page 44



UNITED STATES PATENT AND TRADEMARK OFFICE

N —
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

I APPLICATION NO. I FILING DATE ] FIRST NAMED INVENTOR lATTORNEY DOCKET NO. [ CONFIRMATION NO. ]
10/621,002 07/16/2003 Franciscus G.M. De Jong PHN 17203A 9122
24737 7590 05/04/2004 [ EXAMINER I
PHILIPS INTELLECTUAL PROPERTY & STANDARDS MILLER, CRAIG S
P.0. BOX 3001
BRIARCLIFF MANOR, NY 10510 | ART UNIT | PapErnumBER |

2857

DATE MAILED: 05/04/2004

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) system (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (703) 305-1383. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at (703) 305-8283.

Page 3 of 3
PTOL-85 (Rev. 11/03) Approved for use through 04/30/2004. IPR2021-01488

Apple EX1005 Page 45



Appiication No. Applicant(s)
10/621,002 DE JONG ET AL.
| Notice of Allowability "Examiner Art Unit
) Craig Miller 2857
/ -- The MAILING DATE of this communicéii&rappears on the cover sheet with the correspondence address--

All claims being allowable, PROSECUTION ON THE MERITSYS (OR REMAINS) CLOSED in this application. If notincluded

herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to pre-amendment filed 7/16/03-

2. [X] The allowed claim(s) is/are 2-10 now renumbered 2-9 and 1, respectively-

3 The drawings filed on 16 July 2003 are accepted by the Examiner.

4. [X] Acknowledgment is made of a claim for foreign priority Imder 35 U.S.C. § 119(a)-(d) or (f).
a)iJ Al b)[J Some* c¢)[]None ofthe:
1. [X] Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [] Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will resultin ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. ] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

6. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [J hereto or 2) ] to Paper No./Mail Date .
(b) (J including changes required by the attached Examiner’s Amendment / Comment or in the Office action of
Paper No./Mail Date

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

7. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's commentregarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [ Notice of References Cited (PTO-892) 5. [ Notice of Informal Patent Application (PTO-152)
2. [ Notice of Draftperson's Patent Drawing Review (PTO-948) 6. ] Interview Summary (PTO-413),

Paper No./Mail Date
3. [ Information Disclosure Statements (PTO-1449 or PTO/SB/08), 7. [ Examiner's Amendment/Comment
Paper No./Mail Date
4. ] Examiner's Comment Regarding Requirement for Deposit 8. [ Examiner's Statement of Reasons for Allowance
of Biological Material 9. [ Other .
U.S. Patent and Trademark Office
PTOL-37 (Rev. 1-04) Notice of Allowability Part of Paper No./Mail Date 042104

IPR2021-01488
Apple EX1005 Page 46




Serial No. 10/621,002 2
Tech. Center 2857

1. Claims 2-10, now renumbered 2-9 and 1, respectively, are allowable over the prior art of
record.
2. The following is an examiner’s statement of reasons for allowance:

The prior art of record neither discloses nor suggests normal and test interconnects
wherein the test input unit includes at least one combinatorial circuit with at least two inputs and

a function output, thus testing particular I/O nodes.

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue
fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for
Allowance.”

3. The prior art made of record but not relied upon is deemed pertinent to applicant’s
disclosure.

Williams (e pub. 0,588,507 A2) discloses testing IC interconnections.

Thatcher et al. GB 2,278,689 A) discloses measuring passive elements during IC testing.
Whetsel (5,103,450) discloses test protocols for IC testing.

Hunter (5,416,409) discloses IC interconnect integrity.

Muris et al. (5,781,559) discloses a testable circuit with separate test mode interconnects.

4. Any inquiry conceming this communication or earlier communications from the
Examiner should be directed to Craig Steven Miller whose telephone number is (571) 272-2219.

The Examiner can normally be reached on Mondays, Tuesdays and Thursdays from
07:00 am through 4:00 p.m. EDT.

If attempts to reach the Examiner by telephone are unsuccessful, the Examiner’s
Supervisor, Marc Hoff, can be reached at (571) 272-2216.

Any inquiry of a general nature or relating to the status of this application should be
directed to the Group receptionist whose telephone number is (571) 272-2800.

Craig Steven Miller (ss) W%M
21 April 2004 MARCS. HO

SUPERVISORY PATENT EXAMINER
TECHNOLOGY CCNTER 2800

IPR2021-01488
Apple EX1005 Page 47



Application/Control No. Applicant(s)/Patent Under
Reexamination
10/621,002 DE JONG ET AL.
Notice of References Cited Examie yxeay
Craig Miller 2857 Page 10f 1
U.S. PATENT DOCUMENTS
* Countr?%i%tﬁlztnh::::(?:; Code MM%t\?YY Name Classification
A | US-5,103,450 04-1992 Whetsel, Lee D. 714/724
B | US-5,416,409 05-1995 Hunter, Paul W. 324/158.1
C | US-5,781,559 07-1998 Muris et al. 714/726
D | US-
‘E | US-
F | US-
G | US-
H | US-
| | US-
J | US-
K | US-
L | US-
M | US-
FOREIGN PATENT DOCUMENTS
* Counts%%‘g?-:lrltml\;::‘lgr?; Code MME3$$YY Country Name Classification
N | EP 058850722 03-1994 | EPO Williams GO1R 31/04
O | GB 2278689 A 12-1994 United Kingdom THATCHER et al. GO1R 31/28
p
Q
R
S
T
NON-PATENT DOCUMENTS .
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U
v
w
X
*A copy of this reference is not being fumished with this Office action. (See MPEP § 707.05(a).)

Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

Notice of References Cited

Part of Paper No. 042104

IPR2021-01488

Apple EX1005 Page 48




RS

v . R

) PE———— AT
o European Patent Office

Office européen des brevets @9 Publication number : 0 588 507 A2
@) EUROPEAN PATENT APPLICATION
@) Application number : 93306577.3 @) tnt. c1.5: GO1R 31/04

(@) Date of filing : 19.08.93

Priority : 20.08.92 GB 9217728 @ Inventor : Willlams, Michael J.
. Brookside Cottage, 60 High Street
Date of publication of application : Risely, Bedford MK44 1DT (GB)

23.03.94 Bulletin 94/12
Representative : Abbott, David John et al
Designated Contracting States : Abel & Imray Northumberland House 303-306
DE FRGB IT NL High Holbom
London, WC1V 7LH (GB)
Applicant : TEXAS INSTRUMENTS
INCORPORATED
13500 North Central Expressway
Dallas Texas 75265 (US)
DE FR IT NL

@ Applicant : TEXAS INSTRUMENTS L IMITED
Manton Lane
Bedford MK41 7PA (GB)

@) GB

g

@ Method of testing Interconnections between Integrated circuits In a circuit.

A method of testing the interconnections be-
tween integrated circuits in a circuit uses latch-
es, respectively connected to the terminals of
the integrated circuit, which are connectable in
series as a shift register so that a test pattern of
bits can be entered into the latches. The pattern
of bits is transmitted through the interconnec-
tions to other latches and then shifted out of the
circuit along the shift register. Discrepancies
between the input and output pattems indicate
malfunctioning interconnections. The method
is extended to apply to a microprocessor in the
circuit, the microprocessor having a program
that enables it to use its RAM to act as the
latches connected to the other integrated cir-
cuits. The program may be stored in on-chip
memory in the microprocessor and where that
memory is RAM, EPROM or EEPROM it may be
erased therefrom after successful testing of the
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The present invention relates to the testing of circuit boards, in particular to the boundary scan testing of
a circuit board including a microprocessor.

Manufacturers of electronic circuits commonly produce their circuits in the form of printed circuit boards
having mounted on them a plurality of integrated circuits as well as other components. The components are
interconnected by conductors or metallic tracks printed on the board with electrical contact between the leads
or pins of the components and the tracks made using solder joints. The interconnections may be imperfect
and may display short- or open-circuit connections that are erroneous, the errors possibly arising from faults
of either the solder joints or the tracks.

Once a circuit board is completed it would, of course, be possible to operate the circuit as a method of
testing it but with the complexity of many such boards it would be both difficult and time consuming to test it
thoroughly to check that all interconnections were correctly made. Boundary scan testing is a method of testing
the interconnections between integrated circuits on a circuit board which enables the test to be carried out
more quickly. A system of boundary scan testing is defined by IEEE standard 11491.1-1990 “Standard Test
Access Port and Boundary Scan Architecture” also known as JTAG. To support JTAG boundary scan testing
an integrated circuit will have specially provided for each of a number of its pins a boundary scan cell, for ex-
ample, an input latch, an output latch or both of those or a combined input-output latch, for transmitting and
receiving signals via the particular pin. In addition a boundary scan cell may incude a control latch. The latches
may each comprise a shift register latch and a shadow latch. The shiftregister latches can be joined with others,
from the same and other boundary scan cells, to form a long shift register joining up all the input and/or output
terminals of the integrated circuits. The cells can therefore be loaded serially with data supplied to an dedicated
test data input pin on each integrated circuit. Data already in the shift registerlatches is shifted out via a dedi-
cated test data output pin of the integrated circuit when the shift register is operated. From time to time data
can be transferred between the shift register latches and their corresponding shadow latches.

In a circuit having more than one JTAG integrated circuit the shift registers of each integrated circuit can
be joined serially to form one long shift register known as thescan path.

To perform a test of the interconnections between integrated circuits on a circuit board test data appro-
priately interspersed with control data is fed along the scan path and is loaded into the input and output latches
of the integrated circuits. Each boundary scan cell will either be an input cell or an output cell depending on
the value loaded in its control latch if it has one; if a cell has no control latch then it will have been built as an
input cell or an output cell. Next, each output cell transmits the test data held in its output latch over the inter-
connections via its pin and each input latch receives test data from the interconnections via its pin and stores
it. The resulting pattern of data in the latches can then be shifted out along the scan path for analysis to find
out whether the interconnections are functioning correctly. Note thatthe data held in the shadow latches ac-
tually determine whether the boundary scan cells are inputs or outputs and the values to be output on the
cells’ pins are directly responsive to data supplied to the pins.

Usually the test patterns are generated by a computer which also analyses the resulting patterns. Normally
the computer is given a description of the integrated circuits on the scan path, for example which cells have
inputlatches and which have output latches, and a description of the interconnections on the board between
the pins. From those descriptions the computer generates a number of test patterns, and after running the
test the resulting patterns are analysed to see whether the circuit board has the described interconnections
and, if not, to indicate in what way it might be faulty.

Boundary scan testing does provide a quick and reliable method of testing a circuit board; however it does
require that the integrated circuits are constructed to indude the necessary hardware; this incudes not only
the latches described above but the means to join them in a shift register and the means responsive to the
necessary control signals.

Boundary scan testing is atits simplest and most effective when all the integrated circuits on a circuit board
support it. If only some of the integrated circuits support it, then there are a number of things that can be done.
The manufacturer of the integrated circuits can redesign the integrated circuits to include the hardware to sup-
port boundary scan testing; this takes some time, increases the silicon areas of the devices and hence their
cost, and means that the new integrated circuits will not be compatible with the old ones and hence cannot
directly replace the old ones since dedicated control pins and test data pins must be provided on the new ones.
The manufacturer of the circuit board can add buffers that do support boundary scan testing between the in-
tegrated circuits that do not and the rest of the circuit but that increases cost and may affect the performance
and timing of the circuit, and will introduce further interconnections that cannot be tested. As alastresortthe
corrections to the non-supporting integrated circuits can be ignored by the test, so reducing the coverage of
the testing; the effects of that can to some extent be reduced by more lengthy and elaborate boundary scan
test procedures, such as those described by Robinson and Deshages in a paper entitled "Interconnect Testing
of Boards with Partial Boundary Scan" published by Gen Rad, Inc., of 300 Baker Avenue, Concord, MA, USA.
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The disadvantages of these approaches are increased when the non-supporting integrated circuit is a mi-
croprocessor, for example a microcontroller, since such devices are usually the centre of functionality of any
circuit in which they are included and consequently are connected to many of the other components.

Addition of the necessary JTAG hardware to a microcontroller can involve a considerable amount of work
due to the complexity, type and number of input and outputpins normally associated with them. Consequently,
there is a reluckance to modify existing microcontroller designs to incorporate this feature.

Itis an object of the present invention to provide a method of boundary scan testing a circuit, which includes
a microprocessor that overcomes at least the difficulties described above.

According to the present invention there is provided a method of testing interconnections of a circuit having
a plurality of integrated circuits,

at least some of the integrated circuits including

storage elements respectively associated with some of the terminals of those integrated circuits and
means for joining the storage elements into at least one shift register chain,

the method including

entering an initial test pattern of bits serially into the storage elements along the atleast one shiftregister
chain,

transferring certain of the bits of the initial test pattern from the storage elements into which they were
entered, via the terminals and interconnections, to others of the storage elements,

retrieving the resulting pattern of bits serially from the storage elements along the at least one shift reg-
ister chain, and

comparing the initial test pattern and resulting pattern to derive information about the interconnections,

characterised in that

at least one of the plurality of integrated circuits is a microprocessor, there being stored in the circuit a
test program which causes the microprocessor to perform a number of operations including

entering serially into the microprocessor part of the initial test pattern of bits and storing it in a memory,

reading certain of the bits stored in the memory and producing corresponding output signals on termi-
nals of the microprocessor connected to particular interconnections,

reading bits via particular interconnections at terminals of the microprocessor and storing the received
bits in the memory, and

producing as an output from the microprocessor in serial form the received bits stored in the memory,
so as to enable interconnections connected to terminals of the microprocessor to be tested.

The JTAG standard will now be described with reference to Figures 1, 2 and 3, followed by a description
of a method of boundary scan testing a circuit board including a microprocessor, by way of example only. Ref-
erence will be made to the accompanying drawings, of which:-

FIGURE 1 is a circuit diagram of a circuit having three integrated circuits, all of which support boundary

scan testing according to the JTAG standard;

FIGURE 2 is a diagram of an integrated circuit that supports boundary scan testing according to the JTAG

standard,

FIGURE 3 is a state diagram for the test access port controller of Figure 2;

FIGURE 4 is a block diagram of one example of a microcontroller; and

FIGURE 5 is a diagram of a circuit including the microcontroller of Figure 4 that can be arranged to provide

for boundary scan testing.

Figure 1 is a circuit diagram of a circuit having three integrated circuits 21,22, 23 all of which support JTAG
boundary scan testing. Each integrated circuit has twenty pins 1-20 of which 1 and 20 are connected respec-
tively to test mode select (TMS) and test clock (TCK) signal lines of JTAG bus, pins 10 and 11 are connected
to the power supply, and application pins 3-9 and 12-18 are connected via various of the interconnections
25,26,27,28 to pins of others of the integrated circuits 21,22,23 or to terminals 24. For each of the pins 3-9
and 12-18 there is provided in the integrated circuit a boundary scan cell 29 having a combined input/output
latch and a control latch. The boundary scan cells of all the integrated circuits are on a scan path 30 which
starts at the terminal TDI, enters integrated circuit 21 at pin 2, passing through the boundary scan cells of that
integrated circuit, and then leaves via pin 19 continuing through the integrated circuits 21,22 in a similar way
in turn and finishing at terminal TDO. The scan path 30 can operate as a shift register driven by clock signals
TCK.

To test, for example, the interconnects 26 between the pins 12-18 of the integrated circuit 21 and the pins
3-9 of the integrated circuit 22, test data and interspersed control data is passed along the scan path 30, under
the control of the signals on the TMS and TCK lines, into the input and output latches of the boundary scan
cells 29. The input and output latches of the cells for pins 12-18 of the integrated circuit 21 are set up to be
outputs and those for pins 3-9 of the integrated circuit 22 set up to be inputs. The important values of the test
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data are those provided for the pins 12 to 18 of the integrated circuit 21 since it is these that are transferred
across to the input latches of the integrated circuit 22, once all the data has been shifted in along the scan
path. The data latched across are subsequently shifted out and analysed to check whether the interconnec-
tions 26 are all functioning correctly.

As a particular example, a test pattern might be LOW in all of the output latches for pins 12 to 18 except
for a HIGH in the latch for pin 15. In the diagram it can be seen that if there were no fault a HIGH would be
latched across to the input latch of pin 8 of the integrated circuit 22, the others of pins 3-9 receiving LOWs. If,
for example, the interconnect from pin 15 to pin 8 was shorted to thatfrom pin 14 to pin 4, then a HIGH would
be received at the latch for pin 4, assuming that the latch for pin 15 was able to drive those interconnections
HIGH while the latch for pin 14 was trying to drive them LOW. This extra HIGH in the resulting pattern shifted
out along the scan path 30 would be detected by the computer performing the test which would produce an
output indicating the nature of the fault detected.

It is clear that to test fully the interconnections for open and short circui% many operations of shifting in
data, latching across and shifting out will be required. Test patterns are normally generated by the computer
running the test under the control of software, such as the ASSET system of Texas Instruments Incorporated.
More complicated interconnects than the one pin to one pin interconnects 26, for example the interconnects
27, can also be tested. Interconnects to terminals 24 could be tested by connecting them to other integrated
circuits supporting JTAG off the circuit board under test, but included in the scan path.

Figure 2 is a diagram of an integrated circuit 39 that supports JTAG similar to those of Figure 1. In addition
to boundary scan cells 29 on the scan path 30, the application pins 31 and pins 2,19 to connect to the scan
path 30, pins 1,20 to receive the control signals, TMS, TCK and pins 10,11 to connect to the power supply,
Figure 2 shows application circuitry 32, a test access port (TAP) controller 33, a bypass register 34, an instruc-
tion register 35, multiplexers 36,37 and a fristate latch 38. In the JTAG standard the bypass register and the
set of boundary scan cells are known as data registers. In a full implementation of the standard there are other
dataregisters provided but their operation is not relevantto the presentinvention and they will not be described.

The application circuitry provides the normal functions of the integrated circuit when it is not in test mode.
During those times it communicates freely with other components via the application pins 31 unhindered by
the latches of the boundary scan cells. Note that in practice it may be required that the inputs and outputs of
the application circuitry are latched and in that case the latches of the boundary scan cells could be used for
that purpose.

The bypass register 34 and the instruction register are alternative scan paths to the boundary scan cells
through the integrated circuit 39. Multiplexers 36 and 37 recombine those paths into a single one andlatch 38
simply increases the length of each path by one step. The test access port controller is responsive to the TCK
and TMS signals of the test bus and also to the value stored in the instruction register; it controls the operation
of the rest of the test logic.

The bypass register 34 and the instruction register 35 like the boundary scan cells not only have latches
which form a shift register when data is scanned through them but also latches shadowing those latches to
and from which values can be transferred from time to time.

Figure 3 shows a state diagram for the test access port controller 33 of Figure 2, which conforms to the
JTAG standard. The test access port controller examines the TMS signal at each positive going edge of TCK
and changes to a new state depending on the value of TMS. This is shown in the diagram by arrows labelled
1 and 0 indicating the values of the TMS signal. The two parts of the diagram enclosed in dotted rectangles
are for manipulating respectively a data register and the instruction register and are marked DR-SCAN 40 and
IR-SCAN 39. The patrticular data register manipulated depends on the value held in the instruction register. It
should be noted, then, that the selection of the scan path change through the integrated circuit 39 involves
both the control signals, TMS and TCK, and the value in the instruction register 35. Moving around the state
diagram allows boundary scan tests such as those described above to be carried out.

A full description of the functions of these states can be found in the JTAG standard. Some functions are
not implemented in the device described below and only a brief description of the relevant states will be given.

The TEST-LOGIC-RESET state is the state on power up. In this state the test logic is inactive and the
integrated circuit 39 performs its normal function using the application circuitry 32.

The RUN-TEST/IDLE state is used in the full standard for some special test functions; those are not im-
plemented in the device described below but the state is provided to allow the states to change in the standard
way in response to the TMS and TCK signals.

The SELECT-DR-SCAN and SELECT-IR SCAN states perform no function other than allowing other
states to be reached from them.

In the CAPTURE-IR state the instruction register is loaded with a 10000001 pattern and is sent along the
scan path. Ifthe TEST-LOGIC-RESET state has been passed through since the last scan operation, the latch
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38 which drives the TDO (test data output) pin 19 is enabled to output a LOW or zero, otherwise it is enabled
to output the same as that which it was outputting the last time it was enabled.

In the SHIFT-IR state data is advanced through the instruction register, one step per cycle of TCK, from
the TDI (test data input) pin 2 to the TDO pin 19. The 10000001 pattern in the register in the CAPTURE-IR
state is shifted out and can be used to confirm that the instruction register is connected in the scan path.

EXIT1-IR and EXIT2-IR perform no operation; they allow the shifting operation to be ended.

PAUSE-IR performs no operation; the test access port controller 33 can be held in this state to allow the
shifting operation to be suspended for a period of time.

In the state UPDATE-IR the value in the shift register latches of the instruction register are transferred to
the shadow latches. :

The functions of the states for manipulating the data registers depend on the particular register to be ma-
nipulated. They are as follows:-

CAPTURE-DR; the data register selected by the value in the instruction register is placed on the scan
path, and the latch 38 that drives the TDO pin 19 is enabled in a similar manner as it is by the CAPTURE-IR
instruction, except that when the bypass register is selected the latch 38 is enabled to output a low or zero
level. In the case of the boundary scan cells it is during this state that the values present on the input pins
and received by the shadow input latches from other boundary scan cells via the interconnects 26,27 are latch-
ed, along with data held in the other shadow latches, into the shift register latches.

In the SHIFT-DR state data held in the shift register latches of the selected register is shifted through the
integrated circuit 39 from the TDI pin 2 to the TDO pin 19 one bit per cycle of TCK. In the case of the data
register the data shifted will include control data as well as test data. In the case of the bypass register bits of
the data are shifted through the integrated circuit rapidly since the register is only one bit long. This register
is used, for example, when it is desired to use the boundary scan cells of other integrated circuits but not those
of the particular integrated circuit.

The EXIT-DR, EXIT2-DR and PAUSE-DR states have similar functions to the corresponding IR states.

In the UPDATE-DR state the latches shadowing the shift register latches are updated from those latches.
In the case of the boundary scan cells the control data latches and the output latches are given their new val-
ues.

Thus to perform the test of interconnects such as the interconnect 26,27 described above it is necessary
to pass through the IR-SCAN state 39 once to shift into the instruction register an instruction which puts the
boundary scan cells 29 on the scan path, and to pass through the DR-SCAN state 40 twice, once to shift into
the boundary scan cells the test data and the control data and to transfer those values into the shadow latches
and once more to latch across test data from other boundary scan cells to the input shadow latches, then into
the shift register latches and to shift the resulting pattern out of the boundary scan shift register.

The present invention relates to enabling a boundary scan test to be performed so as to include a micro-
processor, for example a microcontroller, on the scan path when the microprocessor or microcontroller does
not have special circuitry to support boundary scan testing. The approach of the present invention to this prob-
lem is to program the microprocessor so that it simulates the behaviour of a JTAG integrated circuit such as
those of Figures 1 and 2 in response to test bus and test data signals making use of the resources of the mi-
croprocessor as they are without providing any additional circuitry on the microprocessor.

In the present invention the simulation is carried outunder the control of software and the application of
the invention to microcontrollers is particularly simple because many microcontrollers have, on chip, an amount
of ROM or EPROM or EEPROM in which the software can be stored. Also many microcontrollers have, on
chip, an amount of RAM in which the data manipulated by the software can be stored. The resulting device is
therefore self-contained.

If the memory in which the test software is stored is of a kind as to permit it, for example if it is RAM or
EPROM or EEPROM, the test software could be erased after a JTAG test has been successfully completed
so as to release the memory space occupied by the test software for other uses.

By writing software which causes a microprocessor to simulate the hardware and protocol of the JTAG
standard, a device, conforming to the standard, can be incorporated into a boundary scan test without any
modifications to the device itself. In this way, no costly reengineering of an existing microprocessor is required
and microprocessor-based systems can easily be made compatible with existing JTAG test and support hard-
ware.

To simulate the bahaviour of a JTAG circuit the software will have to manipulate the input and output to
and from the microprocessor chip via its pins. Microcontrollers usually provide flexible methods of controlling
the input and output including having pins which are individually programmable which simplifies the task of
writing the software.

One example of a microcontroller, according to the present invention will now be described. Figure 4 is a
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block diagram of a TMS370 CX5X microcontroller manufactured by Texas Instruments. Afull description of this
device can be found in the data sheet published by Texas Instruments. The program used to enable the mi-
crocontroller to support boundary scan testing is appended to this specification. The program is written in TMS
370 assembly language. The program is stored in the program memory of the microcontroller, which may be
either ROM or EPROM. To simulate the JTAG boundary scan test mode the program expects the microcon-
troller to be operated in its single chip microcomputer mode which is achieved by applying a LOW signal level
input to its MC pin. In this mode the microcontroller defaults to its unexpanded mode with its ports A,B,C,D
configured as general purpose input/output ports rather than address, data and control bus connections. The
program leaves the microcontroller in this mode.

The program expects the TCK, TMS, TDI signals of the JTAG test bus to be respectively applied to the
INT3, SPICLK and SPISOMI pins of the microcontroller and produces the TDO output signal on the SPISIMO
pin; of these pins, INT3, is configured to function as a maskable interrupt input and the other pins which are
those of the serial peripheral interface are configured as general purpose input/output pins. Of the remaining
pins of the microcontroller INT1 and INTZ2, those of the serial communications interface and those of the timers
are configured as general purpose input/output pins and the analogue port is configured as a general purpose
digital input port.

The program simulates the functions of the usual JTAG circuitry and in particular it simulates the functions
of the test access port controller 33 and its progress through the JTAG state diagram (Figure 3). To do this
the program maintains two registers in the RAM memory of the microcontroller, which indicate the next state,
one for HIGH values of TMS and one for LOW. Since the JTAG test access port controller and hence the pro-
gram start off in the TEST-LOGIC-RESET state the program initialises those two registers to indicate TEST-
LOGIC-RESET and RUN-TEST/IDLE respectively as the next states. The program then sets up INT3 to gen-
erate interrupts at the positive going edges of TCK. On interrupt, an inter rupt handling routine checks the value
of the TMS signal to see if it is LOW or HIGH and then calls one of a number of routines which perform the
functions of the next state, the particular routine chosen being that indicated by the appropriate next state reg-
ister. In addition to the functions of their state those routines update the next state register appropriately, so
that on subsequent interrupts the states are traversed in the manner shown in Figure 3.

Some of the states require action on the negative going edges of TCK, such action being in particular the
outputting of the TDO signal ready for it to be received by another integrated circuit on the next positive going
edge. The state routines handle this by resetting INT3 to generate interrupts on negative going edges and wait-
ing for an interrupt. When an interrupt occurs the interrupt handling routine outputs the next bit of the TDO
signal and restores INT3 to generating interrupts on positive going edges.

The program maintains a register in the RAM of the microcontroller for simulating the instruction register.
This register is manipulated by the state routines for the states of the IR-SCAN box 39 of Figure 3 in a similar
manner to that applied to the instruction register 35 of the JTAG circuitry. The value or instruction code in this
register is then available to the state routines for the states of the DR-SCAN box 40 of Figure 3 so that they
can modify their actions accordingly.

JTAG circuitry may in general support all or only some of the instructions specified in the standard. The
program appended to this specification supports only the EXTEST and BYPASS instructions. If codes forother
instructions are found in the instructions register then the BYPASS instruction is performed.

When the code for the EXTEST instruction is in the instruction register maintained by the program the
DR-SCAN 40 state routine manipulates a data register.

The data register occupies seventeen consecutive eight-bit registers of the RAM memory of the micro-
controller. A table given in the comment lines at the beginning of the appended program shows how the data
register is organised. This data register corresponds to the shift register latches of the boundary scan cells
29 of integrated circuits with special JTAG circuitry provided. The register that corresponds to the shadow latch-
es consists of the latches of the ports of the microcontroller that already exist. Those latches exist in the portion
of the memory map of the microcontroller known as the peripheral file. In order that transfers between the
data register and the port latches, which transfers correspond to transfers between the shadow latches and
their shift register latches respectively, can be made simply, the organisation of the data register reflects that
of the port latches in the memory map. Such an organisation has no disadvantages for test pattern generation
and analyses systems, such as the ASSET system mentioned above, since they require no particular ordering
of input/output latches control data latches and the like, but they do require that the order of these latches
and the boundary scan cell or pin to which they belong, are specified to them. Therefore, to test a TMS370
CX5X microcontroller having the appended program using a system such as ASSET, that information as con-
tained in the table will have to be specified to the system.

The transfers made between the data register and the existing port latches are made by the DR-CAPTURE
and DR-UPDATE state routines. Respectively, these routines transfer data from the existing port latches to

7
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the data register and in the reverse direction. The shifting of the data register is carried out by the SHIFT-DR
routine in which the bit present at the TDI pin 2 is shifted into bit 135 of the data register (see the table at the
start of the appended program), data bits already in the register are moved down one bit and bit 0 is set up to
be output at the TDO pin 19 at the next negative going edge of the TCK signal by placing it in a register in the
RAM called OUTREG in the program. The bit held in OUTREG is set up by the program on the TDO pin on a
negative going edge of TCK; in this way the function of the latch 38 of JTAG integrated circuits is simulated.

From the table it can be seen that pins of the microcontroller included on the scan path variously have
combined input/output latches, separate input and/or output latches and possibly a control latch. For each of
those latches there is a bit of the data register. However, there are some bits of the data register marked by
a dash in the "definition" column of the table that are not intended to have corresponding shadow latches.
These bits lengthen the shift register and so should be specified to the pattern generation and analysis system
as being present but containing no information when read by the analysis system. These bits when the other
bits of the data register are transferred into their shadow latches will also, of course, be written into the per-
ipheral file into whatever latch, if any, happens to be at that location. In the present example this has no un-
desired effects. However in other examples perhaps running other microprocessors this may not be so. Arem-
edy would be to mask out these bits with appropriate values as they are written to the peripheral file or its
equivalents.

When the code for the BYPASS instruction is in the instruction register the DR-SCAN 40 state routines
simulate the operation of a JTAG integrated circuit having its bypass register on the scan path. In fact all in-
struction codes otherthan that for EXTEST will be treated as a BYPASS instruction. The simulation is achieved
in the following way:-

In the CAPTURE-DR state routine , a Low or zero is placed in OUTREG ready to be set up on the TDO
pin on the next negative going edge of TCK. In the SHIFT-DR state routine the value present at the TDI pin
is read and is placed in OUTREG ready to be set up on the TDO pin. In the UPDATE-DE state routine no op-
eration other than to update the next state registers is performed.

The DR-SCAN 40 state routine also makes allowance, for both the BYPASS and EXTEST instructions,
for the pipelining of the TMS signal.

It will be appreciated that the method of simulating the be haviour of a JTAG integrated circuit employed
by the program described above is not the only possibility. For example, instead of being interrupt driven the
program could poll the TCK signal, the data register could be organised differently or a different selection of
the pins to which the test bus (TCK, TMS,TDI, TDO) is connected could be made. As another example, a similar
program might be written for a microprocessor whose equivalents of ports A,B,C,D of the TMS 370CX5X can
only be configured as ports for data, address and control busses. In such a program it would not be so straight-
forward to produce the desired outputs on those pins, since for example the instruction set of the micropro-
cessor might not allow the pins for the address and data busses to be programmed separately. However, there
will be an instruction which writes a data value to a certain address and using this instruction with the desired
values could be used to program the ports together. Since these values would possibly only remain on the
pins for a few cycles of the microprocessor’s clock, allowances would have to be made so that the period during
which the data was set up on the pins included the time at which it was latched by other JTAG integrated cir-
cuits. Programming the control port at the same time as the address and data busses might not be possible,
and the interconnects connected to those pins would have to be tested at different times, with allowance made

- for that in the test pattern generation and analysis system.

It is not necessary that the software be stored in memory internal to the microprocessor. The JTAG sim-
ulation software can be stored in many places, depending on the configuration of the system. If external ROM
or PROM or EPROM is used for example, the software could reside there and be a minimal overhead to the
total system memory. Conveniently the software could be transferred as a block from the external ROM or
PROM or EPROM to the internal RAM of the microprocessor and run from there. Alternatively, a removable
test ROM or PROM or EPROM could be used, and replaced by application software after successful testing
of the printed circuit board. Many microcontrollers are intended for embedded control in mass-produced end
applications. Such devices frequently use on chip masked ROM or EPROM. In the case of EPROM, the device
could be erased and reprogrammed by the application software following a successful test.

A particularly advantageous solution can be achieved with microcontrollers such as the TMS370 family,
which have on chip EEPROM (non-volatile memory). The JTAG software can be embedded in the device EE-
PROM before shipment to the manufacturer of the end equipment, and the application software provided by
him on ROM or PROM or EPROM (either on-or off-chip) can read a check byte in the EEPROM at power-up
which forces execution of the JTAG software.

Following a successful test, the JTAG software can be erased by the microcontroller itself, perhaps after
receiiving a special command word in the simulatedinstructionregister. In this way, the JTAG software leaves

04/07/2004, EAST Version: 1.4.1 |PR2021-01488
Apple EX1005 Page 56



10

15

20

25

55

EP 0 588 507 A2

no trace of its existence following the test, and the resources it had used are available to the application soft-
ware in normal use. The special command word could be one of the unused codes of the JTAG standard. The
EEPROM of the TMS370 family has the ability to be written to our erased by the microcontrolleritself, the 12.6
volts required being generated from the supply rails by an on-chip charge pump.

If the software or the data itmanipulates is not stored within the microprocessor but ratheroff-chip in some
other memory then certain of the input and output pins of the microprocessor will be required for transferring
instruction words or data words between the microprocessor and that memory. The lines required for the
TMS370CX5X microcontroller of Figure 4, would include ports Ato D. These lines would not, therefore, be avail-
able for direct JTAG testing. However some indication of their functioning would still be provided by a JTAG
test since if the program or data was not correctly transferred the test pattern generation and analysis system
would not receive a proper response from the microprocessor thus indicating a fault with those lines.

Although the simulation described produces a microprocessor that conforms to the JTAG protocol for
boundary scan testing systems, the present invention could be applied to other systems, protocols or standards
of boundary scan testing.

Figure 5 is a diagram of a circuit including a TMS 370C756 microcontroller which has stored in its EPROM
memory the program appended to this patent specification. Figure 5 demonstrates the use in boundary scan
testing of the circuit and its subsequent use in the application that the circuit was designed for.

The circuit has at its centre the TMS 370C756 microcontroller 41. The analogue port pins ANO ... AN7 of
the microcontroller 41 are connected to a set of eight DIP switches not shown, providing, depending on their
positions, either a HIGH or LOW level to the respective pins of the analogue port. Many of the other pins are
connected to various of the pins of the A ports of the six octal buffers, 42 to 47 of the type SN74BCT8245.
These buffers have special circuitry provided to support JTAG boundary scan testing.

The circuit has terminals 48 to 53 for a JTAG connector cable which connects the circuit to a test pattern
generation and analysis system. In particular there are four terminals 50-53 for connection of the test bus sig-
nals TMS,TDO,TDI, TCK. The TMS terminal 50 is connected to the TMS input pin of each of the octal buffers
42-27 and to the SPICLK pin of the microcontroller 41 which serves as its TMS pin. The TCK terminal 53 is
connected to the TCK input pin of each of the octal buffers 42-47 and to the INT3 pin of the microcontroller
41 which serves as its TCK pin. Also provided in the circuit is a scan path; this starts at the TDI terminal 52
and passes into the microcontroller 41 at its SPISOMI pin, which serves as its TCK pin. The scan path then
continues on through each of the octal buffers 42-47 in turn, passing into each at its TDI pin and passing out
atits TDO pin, to arrive finally at the TDO terminal 52.

The octal buffers 42-47 and the microcontroller 41 have suitable connections to a power supply, not shown.
The microcontroller is suitably connected to a crystal 54 for controlling the frequency of its internal clock. The
reset pin of the microcontroller 41 is connected through an RC network to a HIGH signal level, so that the
reset pin is held at its active LOW level for a few moments after the power supply is turned on, before rising
to a HIGH level and allowing the microcontroller 41 to start operating. The octal buffers 42-47 have their DIR
pins connected to a HIGH level, so that the buffers are configured with their A port pins as inputs and their B
port pins as outputs. Various of the B port output pins of the octal buffers 42-47 are connected to driver circuits
not shown which, depending on the levels of the signal outputs of the buffer, illuminate light emitting diodes,
not shown.

The microcontroller 41 having the appended program stored in its EPROM makes the testing of all the
interconnections of the circuit with a JTAG test pattern generator and analysis system a straightforward matter.
Firstly, the test pattern generator and analysis system is given a description of the circuit in terms of the in-
terconnections between the integrated circuits, those being those between the octal buffers 42-47 and the
microcontroller 41, and in terms of the order of, and the latches contained on, the boundary scan cells of the
integrated circuits. For the microcontroller the boundary scan cells are simulated by the appended program
and the information required is givenin the table at the start of the program. The circuit can then be connected
to the test pattern generator and analysis system.

In trials of the microcontroller with the appended program it was found that the test bus clock signal TCK
could be operated at a rate of up to about 4 kHz.

The full JTAG standard requires, for an integrated circuit to conform to that standard, that the integrated
circuit can be clocked at any speed from OHz to several MHz. Although clearly the maximum clock rate of 4kHz
achieved by the microcontroller in the trial does not conform to the wide ranging speed requirement of the stan-
dard, the microcontroller does conform to the JTAG protocol and therefore enables the circuitinterconnections
to be tested. Since the test as described above does not require redesign of the microcontroller to enable the
test to be executed, the microcontroller can retain compatibility with its earlier versions.

The test now proceeds, as described above in relation to Figure 1, with the test pattern generator gener-
ating test patterns which are fed to the integrated circuits of the circuit along the scan path. Certain of the bits
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of the test pattern after being latched into the integrated circuits are transferred via the circuit interconnections
to other latches of the integrated circuits. The resulting pattern of bits is output along the scan path to the ana-
lysis system for analysis.

The appended program as it stands does not terminate and expects the testing to continue indefinitely.
However it could be modified so that if there were an application program also resident in the EPROM of the
microcontroller this could be executed while the appended program was waiting in the TEST-LOGIC-RESET
state.

The appended program can be used in the following way. The program is stored in the EPROM of the mi-
crocontroller by the manufacturer of the microcontroller before the device is shipped to the manufacturer of a
circuit into which it is to be assembled, for example that of Figure 5, who installs the microcontroller in the circuit
and tests the circuit wiring using boundary scan testing as described above. Once the test has been success-
fully completed, the program is of no further use (except perhaps if the circuit is returned for servicing by its
end user), and consequently the storage space in the EPROM is wasted. The manufacturer of the assembled
circuit can, if he wishes, erase the program in the EPROM and use the space to store at least part of an ap-
plication program required to operate the circuit. In thatway, all of the EPROM storage space can be used for
application programs after the test program has been erased. In the case of the circuit of Figure 5 such an
application program might illuminate the light emitting diodes in a sequence which depends on the setting of
the DIP switches.

Such rewriting of the EPROM means that a JTAG testable microcontroller has been provided not only with-
out special circuitry being added to the design of the microcontroller but also without permanently using any
of the resources of the microcontroller except for the four pins used for connection to the test bus. The latter
is not a serious disadvantage because very few circuits including a microcontroller require the use of ali of their
pins and the program can easily be rewritten so that connection of the test bus is made to otherwise unused
pins. If necessary it might be possible after testing of the circuit to reconnect the pins connected to the test
bus to other interconnections by moving links or with other means.

10

04/07/2004, EAST Version: 1.4.1  |PR2021-01488
Apple EX1005 Page 58



10

15

20

25

30

35

55

NO ME e RO N NG NG NG NS NG WO WO NE WO NG N NE WO NE NE NE e WE MO WO NE WO WO We NE NP NE WO NE N W W N W We WO Ne N WE W We We WO NG W WO WO Ne e We N6 Mo We W N4 Wo We W wo

APPENDIX

THE DATA REGISTER DEFINITIONS FOLLOW ;-

EP 0 588 507 A2

BIT NUMBER PIN No. DEFINITION
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17
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19
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23
24

04/07/2004,

A0
Al
A2
A3
A4
AS
A6
A7
A0
Al
A2

DATA
DATA
DATA
DATA
DATA
DATA
DATA
DATA
DDR
DDR
DDR
DDR

DATA
DATA
DATA
DATA
DATA
DATA
DATA
DATA
DDR
DDR
DDR
DDR
DDR
DDR
DDR
DDR
DATA
DATA
DATA
DATA
DATA
DATA
DATA
DATA
DDR
DDR
DDR

11

REGISTER BIT No. PFILE
R100 0 P022
1
2
3
4
5
6
7
R101 0 P023
1
2
3
4
5
6
7
R102 0 P026
1
2
3
4
5
6
7
R103 0 P027
1
2
3
4
5
6
7
R104 0 PO2A
1
2
3
4
5
6
7
R105 0 P02B
1
2
3
4
5
6
7
R106 0 PO2E
1
2
3
4
5
6
7
R107 0 PO2F
1
2
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D3 DDR

D4 DDR

D5 DDR

D6 DDR

D7 DDR

T1EVT DDR R108
T1EVT DATA OUT
T1EVT DATA IN

T1CR DDR R109

T1CR DATA OUT
T1CR DATA IN
T1PWM DDR

T1PWM DATA OUT
T1PWM DATA IN

T2EVT DDR R110
T2EVT DATA OUT
T2EVT DATA IN

T2CR DDR R111

T2CR DATA OUT

T2CR DATA IN

T2PWM DDR

T2PWM DATA OUT
T2PWM DATA IN
SCICLK DDR R112
SCICLK DATA OUT
SCICLK DATA IN

SCIRXD DDR R113
SCIRXD DATA OUT
SCIRXD DATA IN
SCITXD DDR

SCITXD DATA OUT
SCITXD DATA IN

AN
AN
AN
AN
AN

R114

NoUée wNhe=o

- R115

12
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P04D

PO4E

P0O6D

PO6E

PO5D

POSE
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P017
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123 -
124 -
125 -
126 52
127 -
128 -
129 -
130 -
131 51
132 -
133 -—
134 51
135 -

i

TDI SPISOMI

TDO

SPISIMO

TMS SPICLK

TCK INT3

EP 0 588 507 A2

INT1 DATA IN

INT2 DATA OUT
INT2 DDR

INT2 DATA IN
PIN 49
PIN 48
PIN 47

PIN 50

INTERNAL REGISTER ALLOCATION FOLLOWS

STACK

OUTREG

BYPASS REGISTER
STATE_L REG
STATE_L REG
STATE_E REG
STATE_BE REG
INSTRUCTION REG
TMS_DELAY

DATA REGISTER

04/07/2004,

R20 (14H)
RS0 (32H)
R51 (33H) not used
R52 (34H)
R53 (35H)
RS54 (36H)
R55 (37H)
R56 (38H)
RS7 (39H)

R100 TO R116 (64H)

13

NoOUaWwNHONOMN LW
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HOLDS MSB OF NEXT STATE IF TMS=0
HOLDS 1SB OF NEXT STATE IF TMS=0
HOLDS MSB OF NEXT STATE IF TMS=1

HOLDS LSB OF NEXT STATE IF TMS=1

DELAY FLAG FOR TMS PIPELINE
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+GLOBAL DR_CAPTURE

+GLOBAL DR_S
.GLOBAL DR_E

HIFT
XIT1

.GLOBREG STATE_H
.GLOBREG STATE_L

.GLOBREG INS

TRUCT_REG

+-GLOBREG OUTREG
.GLOBREG TMS_DELAY

i
DR_CAPTURE MOV
i
CMP
JN2Z

e me e wo me

~e ~e

INSTRUCTION=0, SO
LOAD ALL I/O INTO

MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV

CAPTURE_NEXT MOVW

i
BYPASS_C

.
I

MOVW #DR_EXIT1,STATE_H
RTS
MOV §010H,OUTREG
JMP CAPTURE_NEXT
.END

14
04/07/2004,

$#01H, TMS_DELAY

$#00H, INSTRUCT_REG

BYPASS_C

MODE MUST BE XTEST
RAM BASED SHIFT REGISTER

P022,R100
P023,R101
P026,R102
P027,R103
PO2A,R104
P02B,R105
P02E,R106
PO2F,R107
P04D,R108
P04B,R109
PO6D,R110
PO6E,R111
POSD,R112
POSE,R113
PO7D,R114
P017,R115
P018,R116

#DR_SHIFT,STATE_L

N WE N WO NP Ne NI WE WA NS WE N Ne We WS N e

~ we

PORT
PORT
PORT
PORT
PORT
PORT
PORT
PORT

1/0
DDR
1/0
DDR
1/0
DDR
1/0
DDR

CN-NeNe) A R

TIMER 1 I/0
TIMER 1 I/O
TIMER 2 I/O
TIMER 2 I/O

SCI I/0
SCI I/0
A-D I/P
INT1 I/O
INT2 I/O
; NEXT
+ NEXT
: LOAD

EAST Version:

CHECK INSTRUCTION REGISTER
IF NOT 00, ASSUME BYPASS

STATE IS DR_SHIFT
STATE IS DR_EXIT1

'0' INTO OUTPUT REGIST
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.GLOBAL DR_EXIT1
.GLOBAL DR_PAUSE
.GLOBAL DR_UPDATE
.GLOBAL DR_SEHIFT1
.GLOBAL BYPASS_S1
.GLOBREG STATE BH
.GLOBREG STATE_L
.GLOBREG TMS_DELAY
.GLOBREG INSTRUCT_REG

i

SPIPC2 .EQU PO3E

i

i

DR_EXIT1 BTJO
MOV

i

DELAY1 CMP
JINZ

i

SHIFT_DELAY CALL
JMP

i

BYPASS_DELAY CALL

i

NO_DELAY1 MOVW
MOVW
RTS

i
-END

.text

#01,TMS_DELAY,NO_DELAY1
#01,TMS_DELAY

#00H, INSTRUCT_REG

;7 CHECK INSTRUCTION REGISTER
BYPASS_DELAY ;

IF NOT OO0H, ASSUME BYPASS

DR_SEIFT1
NO_DELAY1

BYPASS_S1

#DR_PAUSE, STATE_L

; NEXT STATE IS DR_PAUSE
#DR_UPDATE, STATE_H ;

NEXT STATE IS DR_UPDATE

.GLOBAL DR_EXIT2
.GLOBAL DR_SHIFT
.GLOBAL DR_UPDATE
.GLOBREG STATE_B
.GLOBREG STATE_L

i
DR_EXIT2 MOVW
MOVW
RTS
H
.END
.text

.GLOBAL DR_EXIT2
-GLOBAL DR_PAUSE
.GLOBREG STATE_BH
.GLOBREG STATE_L

$DR_SHIFT,STATE_L

| 5 NEXT STATE IS DR_SHIFT
#DR_UPDATE, STATE_H

NEXT STATE IS DR_UPDATE

~e =

BR_PAUSE MOVW #DR_PAUSE, STATE_L ;7 NEXT STATE IS PAUSE
MOVW #DR_EXIT2,STATE_BH ; NEXT STATE IS DR_UPDATE
RTS
H
.END
15
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:

;
DR_SCAN
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.text

.GLOBAL IR_SCAN
.GLOBAL DR_SCAN
.GLOBAL DR_CAPTURE
.GLOBREG STATE_L
.GLOBREG STATE_H

16

04/07/2004, EAST Version:

.EQU PO3E
MOVW #DR_CAPTURE,STATE L ; NEXT STATE IS DR_SHIFT
MOVW #IR_SCAN,STATE_H ; NEXT STATE IS IR_SCAN
RTS
+END
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.text
-GLOBAL
«GLOBAL
«GLOBAL
«GLOBAL
.GLOBREG

EP 0 588 507 A2

DR_EXIT1
DR_SHIFT
DR_SEIFT1
BYPASS_S1
STATE_L

.GLOBREG STATE H
«GLOBREG OUTREG
«GLOBREG INSTRUCT_REG
-GLOBREG OUTREG
.GLOBREG TMS_DELAY

SPIPC2
INT3CTL

DR_SHIFT

.
r

SHIFT REGISTER
BIT OF EACH RE
AUTOMATICALLY.

.
H
.
i
i
3
.
;
.
i

i
DR_SHIFT1

IN_ZERO

IN_ONE
ROTATE

!
OUTPUT
OUT_ZERO

OUT_ONE

’
WAIT_NEG1

'Y

.EQU PO3E
.EQU P019

CMP #00B, INSTRUCT REG ; CHECK INSTRUCTION REGISTER
JNZ BYPASS_S ; IF NOT 00H, ASSUME BYPASS
BTJO $#01H, TMS_DELAY,OUTPUT ; IS THIS THE FIRST TIME
CALL DR_SHIFT1 ; INTO DR_SHIFT ? IF SO,
JMP OUTPUT 7 DON'T SHIFT !

ROUTINE, BY ROTATING THROUGH CARRY THE LEAST SIGNIFICANT
GISTER CAN BE INPUT TO THE NEXT REGISTER IN THE CHAIN

BTJO $08H,SPIPC2,IN_ONE ; COPY TDI (SPISOMI) TO CARRY
CLRC

JMP ROTATE

SETC

RRC R116 ; SHIFT STATE OF SPISOMI INTO
RRC R115 ; R116 AND SHIFT ALL REGISTER
RRC R114 ; TOWARDS LSB.

RRC R113

RRC R112

RRC R111

RRC R110

RRC R109

RRC R108

RRC R107

RRC R106

RRC R105

RRC R104

RRC R103

RRC R102

RRC R101 ; LAST SHIFT FEEDS LSB

RRC R100 ; INTO CARRY

RTS

BTJO $01H,R100,0UT_ONE ; PRE-LOAD OUTPUT REG WITH
MoV #0108, OUTREG ; LSB AND TDO ENABLE BIT

JMP WAIT NEG1 ; READY FOR -VE TCK EDGE

MoV #050H, OUTREG s

Mov $00H, TMS_DELAY

MoV $#01H, INT3CTL ; ENABLE TCK (INT3) FOR
EINTH ; -VE EDGE DETECTION

IDLE

MOVW #DR_SHIFT,STATE_L
MOVW §DR_EXIT1,STATE_H
RTS

NEXT STATE IS DR_SHIFT
NEXT STATE IS DR_EXIT1

-~ e

17
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BYPASS_S

o we we

’
BYPASS_S1

’
IN_ZERO2

;
IN_ONE2

i

BTJO
CALL
JMP

BTJO

MOV
RTS

MOV
RTS

.END

.text

EP 0 588 507 A2

§01H,TMS_DELAY,WAIT NEG1 ;

BYPASS_S1
WAIT_NEG1

.
’
.
’

$08H,SPIPC2, IN_ONE2 ;

#010H,0UTREG

#050H,0UTREG

.GLOBAL DR_SCAN
.GLOBAL RUN_TEST
.GLOBAL DR_UPDATE
.GLOBREG STATE_H
.GLOBREG STATE_L
.GLOBREG INSTRUCT_REG

IS THIS THE FIRST TIME
INTO BYPASS ? IF SO,
DON'T SHIFT 1|

READ TDI (SPISOMI)

LOAD '0' INTO OUTPUT REGIST

LOAD

'1l' INTO OUTPUT REGIST

’
SPIPC2 .EQU PO3E
;
I
DR_UPDATE MoV $00,SPIPC2 ; TRI-STATE TDO
14
CMP #00H, INSTRUCT REG ; CHECK INSTRUCTION REGISTER
JNZ BYPASS ; IP NOT 00H, ASSUME BYPASS
14
MOV R100,P022 ; PORT A I/O
MOV R101,P023 ; PORT A DDR
MOV R102,P026 ; PORT B I/0
MoV R103,P027 ; PORT B DDR
MoV R104,P02A ; PORT C I/O
MOV R105,P02B ; PORT C DDR
MOV R106,P02E i PORT D I/0
MOV R107,PO2F : PORT D DDR
MOV R108,P04D ; TIMER 1 I/0
MOV R109,P04E ; TIMER 1 I/0
MOV R110,P06D ; TIMER 2 I/O
MOV R111,PO6E ; TIMER 2 I/0
MOV R112,P0OSD ; SCI 1/0
MOV R113,POSE ; SCI I/0
MOV R114,P07D ; A-D I/P
MoV R115,P017 ; INT1 I/O
MOV R116,P018 ; INT2 I/0
'
!’ N
BYPASS MOVW $RUN_TEST, STATE_L ; NEXT STATE IS RUN_TEST
MOVH $DR_SCAN,STATE_B ; NEXT STATE IS DR_SCAN
RTS
;
.END
18
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IR_CAPTURE
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.text

.GLOBAL IR_CAPTURE
.GLOBAL IR_SHIFT
.GLOBAL IR_EXIT1
.GLOBREG STATE_H
+GLOBREG STATE L
«GLOBREG INSTRUCT_REG
.GLOBREG TMS_DELAY

MOV #01H,TMS_DELAY

i
MOV #01H, INSTRUCT_REG

;
MOVW #IR_SHIFT,STATE_L
MOVW #IR_EXIT1,STATE_H
RTS

i
+END

.text

.GLOBAL IR_EXIT1
.GLOBAL IR_PAUSE
.GLOBAL IR_UPDATE
+GLOBAL IR_SHIFT1
.GLOBREG STATE_H
.GLOBREG STATE_L
.GLOBREG TMS_DELAY

~e ~e

- e

LOAD INSTRUCTION REG
WITH 0000 0001

NEXT STATE IS IR_SHIFT
NEXT STATE IS IR_EXIT1

NEXT STATE IS IR_PAUSE
NEXT STATE IS IR_UPDATE

NEXT STATE IS IR_SHIFT
NEXT STATE IS IR_UPDATE

NEXT STATE IS IR PAUSE
NEXT STATE IS IR UPDATE

i
SPIPC2 .EQU  PO3E
;
;
IR_EXIT1 BTJO $01,TMS_DELAY,NO_DELAY
EXIT1_DELAY MOV $01, TMS_DELAY
CALL IR_SHIFT1
;
NO_DELAY MOVW #IR_PAUSE,STATE_L
MOVW #IR_UPDATE, STATE_H
RTS
;
<END
.text
.GLOBAL IR_EXIT2
.GLOBAL IR SHIFT
.GLOBAL IR_UPDATE
.GLOBREG STATE_H
.GLOBREG STATE_L
i
IR_EXIT2 MOVW  #IR_SHIFT,STATE_L
MOVW  $IR_UPDATE,STATE_E
RTS
;
.END
.text
.GLOBAL IR_EXIT2
.GLOBAL IR_PAUSE
.GLOBREG STATE_H
.GLOBREG STATE_L
;
IR_PAUSE MOVW # IR_PAUSE, STATE_L
MOVW $IR_EXIT2,STATE_B
RTS
;
.END
19
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.text

.GLOBAL IR_SCAN
.GLOBAL TL RESET
.GLOBAL IR_CAPTURE
.GLOBREG STATE_L
.GLOBREG STATE_H
.GLOBREG TMS_DELAY

TMS_DELAY .BQU_  R57

; .

SPIPC2 .EQU  PO3E

;

IR SCAN MOVW  $IR_CAPTURE,STATE L

- MOVW #TL_RESET, STATE_H

RTS

;
.END

.text

«GLOBAL IR_EXIT1

i

SPIPC2 .EQU PO3E

INT3CTL .EQU P0O19

;

i

IR_SHIFT BTJO $01H, TMS_DELAY,OUTPUT1 ;
CALL  IR_SHIFTI ;
JMP OUTPUT1 ;

H

14

IR _SHIFT1 BTJO $#08H,SPIPC2,IN_ONE1 ;

IN_ZERO1 CLRC
JMP ROTATE_IR

IN_ONE1 SETC

ROTATE_IR RRC INSTRUCT_REG ;
RTS H

;

7

OUTPUT1 BTJO  #01H,INSTRUCT_REG,OUT_ONE1

OUT_zERO1 MOV #0108, OUTREG
JMP WAIT_NEG

OUT_ONE1 MOV #0508, OUTREG

;

WAIT_NEG MOV $#00H,TMS_DELAY ;
MOV #01H, INT3CTL H
EINTH ;
IDLE

H
MOVW  #IR_SHIFT,STATE_L ;
MOVW  $IR_EXIT1,STATE_H ;
RTS

H
.END

20

04/07/2004, EAST Version:

.GLOBAL IR_SHIFT
.GLOBAL IR_SHIFT1
.GLOBREG STATE_L
.GLOBREG STATE_H
.GLOBREG OUTREG
.GLOBREG INSTRUCT REG
.GLOBREG TMS_DELAY

; NEXT STATE IS IR_SBIFT
; NEXT STATE IS TL_RESET

IS TBIS THE FIRST TIME
INTO IR_SHIFT ? IF SO,
DON'T SHIPT !

COPY TDI (SPISOMI) TO CARRY

; SBIFT STATE OF TDI (SPISOMI

INTO INSTRUCTION REGISTER R
TOWARDS LSB.

; STATE OF IR LSB ?

; COPY LSB TO O/P REG

CLEAR TMS_DELAY
ENABLE TCK (INT3) FOR
~VE EDGE DETECTION

NEXT STATE IS IR_SHIFT
NEXT STATE IS IR_EXIT1
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.text

.GLOBAL DR_SCAN
.GLOBAL RUN_TEST
«GLOBAL IR _UPDATE
-GLOBREG STATE_H
.GLOBREG STATE_L

i .
SPIPC2 .EQU PO3E

i
IR UPDATE MOV §00,SPIPC2

I

-

~

TRI-STATE TDO

~

MovwW $RUN_TEST, STATE_L
MOVW $DR_SCAN,STATE_H
RTS

NEXT STATE IS RUN_TEST
NEXT STATE IS IR_SCAN

~ ~e

.END

.text

-GLOBAL RUN_TEST
«GLOBAL DR_SCAN
-.GLOBREG STATE_B
.GLOBREG STATE_L

i
RUN_TEST MOVW #RUN_TEST,STATE_L ; NEXT STATE IS RUN_TEST
MOVW #DR_SCAN,STATE_H ; NEXT STATE IS DR_SCAN
RTS
H
.END
21
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4
INT3CTL
ADENA
STATE_L
STATE_H
OUTREG

.text

.GLOBAL START
.GLOBAL TCK

.GLOBAL TL_RESET
.GLOBAL RUN_TEST
.GLOBREG STATE_H
.GLOBREG STATE_L
.GLOBREG OUTREG

«GLOBREG INSTRUCT_REG

.GLOBREG BYPASS_REG

BYPASS_REG
INSTRUCT_REG

7

i
START

~

JTAG

WAIT

~e ne

~

.SECT

SOME KIND OF JTAG ENTRY TEST IS

NOP
NOP
NOP
NOP
BR

«TEXT
MOV
MOVW
MOVW
MOV
LDSP
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
EINTH
IDLE
BR

«SECT
-WORD
«WORD
«WORD
«WORD

.END

. EQU
<EQU
-EQU
-EQU
-EQU
-EQU
<EQU

ROMCODE

JTAG

PO19
PO7E
R53
R55
R50
R51
R56

$0FFH, ADENA
$TL_RESET, STATE_H
$RUN_TEST,STATE_L

$014H,B

$00,P017
$00,P018
$00,P04B
$00,P06B
$00,P055
$00,P054
$00,P031
$00,P071

#05H, INT3CTL

WAIT

VECTORS
TCK
START
START
START

04/07/2004, EAST Version: 1.4.1
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22

14

THIS TEST RESIDES IN ROM

REQUIRED HERE

.
!

~

~ e we

P

~

~

~e me we we

ALL I/O ASSUMED TRI-STATE

BRANCH TO JTAG CODE IN EEPROM
EEPROM STARTING ADDRESS ??7?

ENABLE A-D INPUTS
INITILISE STATE TO TL_RESET

INITIALISE STACK POINTER AT R20
DISABLE ALL UNUSED INTS

ENABLE TCK (INT3) +VE EDGE

WAIT FOR NEXT TCK

INT3 VECTOR FOR TCK 7FF8, 7FF9
INT2 VECTOR UNUSED
INT1 VECTOR UNUSED
RESET VECTOR TO ROM 7FFE, 7FFF

IPR2021-01488
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.text

«GLOBAL TCK
«GLOBREG OUTREG
-GLOBREG STATE_L
.GLOBREG STATE_ H

i

SPIPC1 .EQU PO3D
SPIPC2 .EQU PO3E
INT3CTL .EQU P019

H
TCK MoV $05H, INT3CTL

BTJ2 $0408, INT3CTL, TCK_NEG
i
TCK_POS BTJO $08H, SPIPC1,TMS_HI
i
TMS_LO CALL @STATE_L

RTI
i
TMS_EI CALL €STATE_B

RTI
7
TCK_NEG MOV OUTREG, SPIPC2
i

MoV $#05, INT3CTL

RTI
H

.END

.text

.GLOBAL TL_RESET
.GLOBAL RUN_TEST
.GLOBREG STATE_L
.GLOBREG STATE_H
.GLOBREG INSTRUCT_ REG

i
SPIPC2 .EQU PO3E

;

TL_RESET MoV #00,SPIPC2

;
MOV #0FFH, INSTRUCT_REG
MOVW #RUN_TEST, STATE_L
MOVW #TL_RESET, STATE_EH
RTS

;
.END

23

~

.

~

CLEAR INT3
+VE OR =VE EDGE ON TCK (INT

CHECK STATE OF TMS (SPICLK)

CALL NEXT STATE ROUTINE

OUTPUT BIT TO TDO (SPISIMO)

RE-ARM TCK FOR +VE EDGE

; TRI-STATE TDO
; DEFAULT BY-PASS MODE

; NEXT STATE IS RUN_TEST
; NEXT STATE IS TL_RESET
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SETUP.OBJ
STATE.OBJ
TL_RESET.OBJ
RUNTEST.OBJ
DR_CAPT.OBJ
DR_EXIT1.0BJ
DR_EXIT2.0BJ
DR_PAUSE.OBJ
DR_SCAN.OBJ
DR_SHIFT.OBJ
DR_UPDAT.OBJ
IR_CAPT.OBJ
IR_EXIT1.0BJ
IR_EXIT2.0BJ
IR_PAUSE.OBJ
IR_SCAN.OBJ
IR_SHIFT.OBJ
IR_UPDAT.OBJ

-o JTAG.OUT
~m JTAG.MAP

MEMORY
RFILE:
ROM:

}
SECTIONS

origin
origin
EEPROM: origin

ROMCODE 07000h

.text 07700h

3
H

VECTORS 07FF8h

04/07/2004,

EP 0 588 507 A2

02h length
7000h 1length
01FOOh length

24

OFEh
1000h
0100h

EAST Version:

/* WILL BE EEPROM 1l ¥/
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A2 RSS2SR RRRRRRRRRRRR SRRttt iss sl ]

, Version 3.40
(222222 2222222222222 222222222222 2222222222222 2322 R RN R

TMS370 COFF Linker
Mon Mar 26 21:21:10

OUTPUT FILE NAME:
ENTRY POINT SYMBOL:

MEMORY CONFIGURATION

1990

<JTAG.OUT>

0

name origin length attributes
RFILE 00000002 0000000fe RWIX
EEPROM 00001f00 000000100 RWIX
ROM 00007000 000001000 RWIX
SECTION ALLOCATION MAP
output attributes/
section page origin length input sections
ROMCODE 0 00007000 00000007
00007000 00000007 SETUP.OBJ (ROMCODE)
.text 0 00007700 0000020b
00007700 0000002f. SETUP.OBJ (.text)
0000772f 00000018 STATE.OBJ (.text)
00007747 0000000£ TL_RESET.OBJ (.text)
00007756 00000009 RUNTEST.OBJ (.text)
0000775£f 00000049 DR_CAPT.OBJ (.text)
000077a8 0000001d DR_EXIT1.0BJ (.text)
000077c5 00000009 DR_EXIT2.0BJ (.text)
000077ce 00000009 DR_PAUSE.OBJ (.text)
000077d7 00000009 DR_SCAN.OBJ (.text)
000077e0 0000006¢c DR_SHIFT.OBJ (.text)
0000784c 00000044 DR_UPDAT.OBJ (.text)
00007890 0000000f IR_CAPT.OBJ (.text)
0000789£f 00000013 IR_EXIT1.0BJ (.text)
000078b2 00000009 IR_EXIT2.0BJ (.text)
000078bb 00000009 IR_PAUSE.OBJ (.text)
000078c4 00000009 IR_SCAN.OBJ (.text)
000078cd 00000032 IR_SHIFT.OBJ (.text)
000078ff 0000000c IR_UPDAT.OBJ (.text)
VECTORS 0 00007ff8 00000008
00007f£f8 00000008 SETUP.OBJ (VECTORS)
.data 0 00000000 00000000 UNINITIALIZED
.bss 0 00000000 00000000 UNINITIALIZED

GLOBAL SYMBOLS

address name
00000000 .bss
00000000 .data
00007700 .text
00000033 BYPASS_REG
00007840 BYPASS_S1
0000775f DR_CAPTURE

04/07/2004,

25

EAST Version: 1.4.1

address name
00000000 edata
00000000 .data
00000000 end
00000000 .bss
00000032 OUTREG
00000033 BYPASS_REG
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000077a8 DR_EXIT1 00000035 STATE_L
000077c5 DR_EXIT2 00000037 STATE_H
000077ce DR_PAUSE 00000038 INSTRUCT_REG
000077d7 DR_SCAN 00000039 TMS_DELAY
000077ee DR_SHIFT1 00007000 START
000077e0 DR_SHIFT 00007700 .text
0000784c DR_UPDATE 0000772f TCK
00000038 INSTRUCT_ REG 00007747 TL_RESET
00007890 IR_CAPTURE 00007756 RUN_TEST
0000789f IR_EXIT1 0000775f DR_CAPTURE
000078b2 IR _EXIT2 000077a8 DR_EXIT1
000078bb IR_PAUSE 000077c5 DR_EXIT2
000078c4 IR_SCAN . 000077ce DR_PAUSE
000078d6 IR_SHIFT1 000077d7 DR_SCAN
000078cd IR_SHIFT 000077e0 DR:SHIFT
000078ff IR _UPDATE 000077ee DR_SBIFT1
00000032 OUTREG 00007840 BYPASS_S1
00007756 RUN_TEST 0000784c DR_UPDATE
00007000 START 00007890 IR_CAPTURE
00000037 STATE_H 0000789f IR_EXIT1
00000035 STATE_L 000078b2 IR_EXIT2
0000772f TCK 000078bb IR PAUSE
00007747 TL_RESET 000078c4 IR_SCAN
00000039 TMS_DELAY 000078cd IR _SHIFT
00000000 edata 000078d6 IR_SHIFT1
00000000 end 000078ff IR UPDATE
0000790b etext 0000790b etext

[33 symbols)

Claims

1.

A method of testing interconnections of a circuit having a plurality of integrated circuits,

at least some of the integrated circuits including

storage elements respectively associated with some of the terminals of those integrated circuits
and means for joining the storage elements into at least one shift register chain,

the method including

entering an initial test pattern of bits serially into the storage elements along the at least one shift
register chain,

transferring certain of the bits of the initial test pattern from the storage elements into which they
were entered, via the terminals and interconnections, to others of the storage elements,

retrieving the resulting pattern of bits serially from the storage elements along the at least one shift
register chain, and

comparing the initial test pattern and resulting pattern to derive information about the interconnec-
tions,

characterised in that

atleast one oft he plurality of integrated circuits is a microprocessor, there being stored in the circuit
a test program which causes the microprocessor to perform a number of operations including

entering serially into the microprocessor part of the initial test pattern of bits and storing itin a mem-
ory,

‘reading certain of the bits stored in the memory and producing corresponding output signals on
terminals of the microprocessor connected to particular interconnections,

reading bits via particular interconnections at terminals of the microprocessor and storing the re-
ceived bits in the memory, and

producing as an output from the microprocessor in serial form the received bits stored in the mem-
ory, so as to enable interconnections connected to terminals of the microprocessor to be tested.

A method according to claim 1 wherein the microprocessor has internal memory including a read-write
memory, the bits of the part of the initial test pattern being stored in that read-write memory.

A method according to claim 1 or claim 2, wherein the microprocessor has internal memory including a

26
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non-volatile memory, the test program being stored in the non-volatile memory.

A method according to claim 1 or claim 2, wherein the test program is stored in non-volatile memory ex-
ternal to the microprocessor, the program being transferred from that memory to a read-write memory
internal to the microprocessor, the program being executed from that internal memory.

A method according to claim 3 or claim 4, wherein after a successful test of the interconnections of the
circuit, the test program is deleted from that non-volatile memory in which it is stored, thereby releasing
that memory for re-use.

A method according to claim 3 or claim 4 or claim 5, wherein the non-volatile memory is EEPROM.

A method according to any one of the preceding claims in which control signals are applied to the inte-
grated circuits to regulate the operations on the bits of the initial test pattern and the bits derived therefrom,
wherein the test program in the microprocessor either polls inputs to which the control signals are applied
oris interrupted by the control signals so as to cause the test program to execute operations correspond-
ing to those performed by the other integrated circuits in response to the control signals.

A method according to claim 7, wherein the control signals are test mode select (TMS), test clock (TCK),
test data input (TDI) and test data output (TDO), and are conveyed by a test bus to all of the integrated
circuits.

A method according to any one of the preceding claims wherein the microprocessor is a microcontroller.

10. A method according to claim 9 wherein the microcontroller is used in a single chip microcomputer mode.

27
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(54) Method and apparatus for testing integrated circuits

(57) A method and apparatus is disclosed for testing integrated circuit interconnect and measuring the value
of passive components interconnecting the IC's (16, 18). Each IC (16, 18) includes both analog (20, 22) and
digital circuitry and is provided with a test access port (24, 26) and boundary scan architecture for selectively
connecting components to an analog test bus (102, 104) and for testing for the integrity of interconnections,
When connected with the test bus (102, 104), a constant current is supplied to the component and the resulting
voltage developed across the bus is used for identifying the value of the component. In a second embodiment
(Fig 4 not shown) each IC includes a pair of buses (130, 132) which permits measurement of the impedance of
the switches connecting the components to the test bus.

16 20 18 22
en .,
70 l 100~ L—
“
y i 72 7 Ry B~ = “
2 1 e
PP N
o E % (CINN g b
. D 03 %2
25~ 5 ™ a1 “l,u g ;
W V'Ls‘
362 § 80 A1 gy E
7 s
EYRE &
| T atfad P o
a2 | /u 86—~
o) L [ew
.
a2y T 13
1§ il [ F: ] Lmo
54. 2 |

102
]
=

V 6898L¢¢ 99

04/07/2004, EAST Version: 1.4.1 IPR2021-01488
Apple EX1005 Page 86



= 10 |~
PRIOR ART =+
S15 zo} S18 22)
7 f6 7/
f L 70 ( 100\N I T
44 = s 5 246
B -72 R7 R8\ 98~
kN, N
42 ~ %\ 95| L= 2 48
z |74 3“pg = z
40~ = =& 5 50
g T | -7 (01 94\\ £
o ~ o o
38 2] 8 ~3 78 i\ 35 8 'z 52
z T V78 p1o c2,° Il 2
28 E 3 W bk \ T g 254
36 = -80 R11  gp— g
8 wa © = 56
34 = .].(\ 88\ T
] 4/82 NS
“——ta9 ‘g4 BT -
32 T Loy %
—
|5 5 2
30 TAP = ' ITAPl [;]‘ 60
m — 24 — |
™S ~+- | 2% L 100
TCK g
102
2
10
LaV VL
N\ —
AD COMPUTER
e |
= = - = H{
| 120
|
04/07/2004, EAST Version: 1.4.1 IPR2021-01488

Apple EX1005 Page 87



‘$002/L0/%0

SIGNALBUS ——

T ‘UOTSISA ILSVH

A

TESTBUS —— |8 70
, 114 —— - n >0 2
110 c lem s . (7@
UPDATEDR \ [ ‘ LI |
from last cell or TDI — D 0 D 0 t to next cell or TDO
: £ N 116
734'1 CLOCK DR [ r_—;7n\ 1121553 175 ‘1344
" 1544 / B
[Fv +v¢// AN +V4] ~2156A
160 _160R 166
1 A~ D g/ﬁ@ “’“‘éf‘ .
154 2 L?JL L{o__nl @J/é? ﬁﬁl) Q'\ 178 — ;f' ! N
&0 Z |68 i / Q\rm v »
1640 |\ z2|
+V 8 162/ +V 168 +~V H
i LA ) ;
( e — g S — \1 - 1—-- ..
P I 1 I R 0 N vy
R e e A P VY [reom
L_oIToTTIor
TOI —1: 144 }45 TAP —]»/Z, 148 . = TDO
\
TCK ‘/ <
TMS
,J\ (130 130 A .
E—_)”L 140 <(~r) I £

IPR2021-01488
Apple EX1005 Page 88



154A

134A )

\

37 %

156A

\ ( / Engine Mounted

|/ Connector uel Injector

s o -

Control

Module £I;I Cable i Z

1524 N /
Driver \
IC 158A 200
TG 5
04/07/2004, EAST Version: 1.4.1 IPR2021-01488

Apple EX1005 Page 89



10

15

20

25

30

35

-1- 2278689

METHOD AND APPARATUS FOR TESTING
INTEGRATED CIRCUITS

This invention relates to a method and apparatus for
testing integrated circuits in a mixed signal environment
and more particularly to testing interconnects between
integrated circuits mounted on printed circuit boards and
for measuring the value of electrical components
interconnecting the integrated circuits.

A printed circuit board and system level interconnect
test is a high priority need in industry. This is
particularly so in the automotive industry where many
different phases of electronic activity, from IC design to
vehicle warranty and customer service, are present and thus
involve several areas of testing and diagnostics. At the IC
level a significant amount of testing of mixed-signal
devices is required. 1In order to meet the electronic test
and diagnostic needs of the automotive industry, the Design-
for-Testability (DFT) real estate (both pin count and
silicon) must be kept to a minimum in order for the cost to
justify the benefits.

The extended period of vehicle warranty redquires
significant field test and diagnostic capability, and
hierarchial testing concepts are required, beginning at the
integrated circuit (IC) level and extending to the discrete
components on mixed-signal boards and peripheral analog
elements in control systems. The increasing trend to
integrate greater capability into IC's, resulting in
embedded complexities, has significantly reduced the
effectiveness of the present in-circuit testing methods at
the board level via a "bed of nails" interface. There is
therefore a need to provide a "virtual in-circuit" testing
at all levels over an analog test bus.

IC, subsystem and system level DFT approaches should
entail structures that provide a means for testing for
analog drift trends at critical locations within the IC's,
PC boards and systems. Data paths to failure under harsh
operating conditions are required to establish appropriate
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warranty data. Pertinent data feedback over the life of the
product to all levels of the process would enhance
continuous improvement and project future requirements
amidst increasing complexities.

With the foregoing in mind, it is an object of the
present invention to provide a method and apparatus for
testing interconnects between integrated circuits which
exist in a mixed signal environment.

It is a another object of the invention to provide for
the measurement of.passive components on printed circuit
boards which components interconnect analog circuitry on
separate IC's mounted on the board, wherein the measurement
approach is compatible with boundary scan techniques used in
prior art tests of digital integrated circuits.

In accordance with the present invention each IC is
provided with multiplex switches for selectively connecting
one or more electrical components, such as resistors,
capacitors or conductors, either to core analog circuitry in
two separate IC's or to a test bus on the IC's. The
selection is accomplished by providing a digital test signal
which connects the appropriate components to the test bus.
In one embodiment each IC includes a single bus. When
connected with the test bus, a programmable constant current
is supplied to the component and the resulting voltage
developed across the bus is used for identifying the value
of the component. 1In a second embodiment each IC includes a
pair of buses which permits measurement of the impedance of
the multiplex switches providing a more accurate measurement
of the component values. Other switches and storage
elements are provided on each IC for providing a digital
test of the integrity of connections between pins on or
between the IC's and for storing the result of the test.
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The invention will now be described further, by way of
example, with reference to the accompanying drawings, in
which:

Figure 1 is a diagram of a conventional in-circuit
tester;

Figure 2 is a schematic diagram of the present
invention applied to a printed circuit board environment;,

Figure 3 is a schematic diagram showing greater detail
of the switch control circuitry in Figure 2;

Figure 4 is a schematic diagram of a second embodiment
of the invention;

Figure 5 is a block diagram showing application of the
invention to the automotive system environment.

Referring now to the drawings and initially to Figure
1, a conventional in-circuit tester employed in many
manufacturing plants where printed circuit boards are
tested, is shown. An operational amplifier 10 having
positive and negative inputs amplifies the difference
between the two inputs by the gain of the circuit. Both
inputs are extremely high impedance, and for most
applications, they can be considered infinite in value. The
op-amp is used to determine the value of analog components
on the printed circuit board.

In the standard in-circuit tester, electro-mechanical
switches make up a front-end matrix to interface the
amplifier 10 to a probe assembly designed to match the
printed circuit nodal pattern. The switches S1 and S2 (in
the matrix) are closed as required to sequence each analog
component to be tested into the feedback path of the
amplifier 10. S3 and S4 (in the matrix) are closed to
ground resistors R2 and R3. A constant voltage source 12 is
connected with Node 1 through resistor R1. An unknown
resistor Rx in the feedback path forms a voltage divider
with Rl at Node 1. An analog-to-digital converter 14
measures the output voltage (Vo) of the amplifier 10. With
the positive input tied to a reference voltage (ground), the
negative input (Node 1) becomes a virtual ground due to the
amplifier forcing current through Rx until the voltage
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difference across the two inputs is essentially zero. For
instance, if the negative input tends to move positive, the
output will be amplified in the opposite direction until the
potential between the two inputs is essentially zero. 1If
indeed Node 1 is virtual ground, and resistors R2 and R3
have zero potential across them, then all of the current
from source 12 (Ig) must go through Rx. The amplifier 10,
voltage source 12 and resistore R1 form a constant current
source. Since Ig is known and Vo is measured, Rx can be
calculated. Excess current from the amplifier 10 (Ia and
Ib) go through resistors R4 and R5, but have no effect on
the calculation.

Referring now to Figure 2, a portion of the in-circuit
tester of Figure 1 is used in accordance with the present
invention to test the integrity of the interconnections
between a pair of mixed-signal integrated circuits 16 and 18
and to measure passive components such as resistors R6-R11
and capacitors C1-C3, or a conductor 19 between the IC's.
These components are mounted on a printed circuit board,
which also supports the IC's 16 and 18. The IC's 16 and 18
include core or "mission" analog circuitry 20 and 22 as well
as digital circuitry, not shown. A Test Access Port (TAP)
control circuitry, generally designated 24 and 26, is
provided on each IC 16 and 18 respectively. The TAP's 24
and 26 receive a Test Clock (TCK) and Test Mode Select (TMS)
inputs and provide timing outputs, designated UPDATE DR and
CLOCK DR in Figure 3, which control a data register
generally designated 28.

The register 28 includes eight stages 30-44 contained
in IC 16 and eight stages 46-60 contained in IC 18. The
data shifted through the register 28 controls multiplex
devices 70-100 each of which includes a pair of switches.
The devices 70-84 selectively connect the aforementioned
passive board mounted components either to the input/output
conductors of the analog circuitry 20, or to a test bus 102,
a portion of which is contained within the IC 16 but
accessible through a pin of the IC 16. Similarly, the
devices 86-100 selectively connect the components either to

04/07/2004, EAST Version: 1.4.1 IPR2021-01488
Apple EX1005 Page 93



10

15

20

25

30

35

the input/output conductors of the circuitry 22 or to a test
bus 104. The position of the switches in the devices 70-100
is determined by a test vector or data word that is shifted
in the register 28 via a Test Data In (TDI) line and shifted
out via a Test Data Out (TDO) line all under the control of
the TAP control circuitry 24 and 26. Node 1 at the negative
input of the operational amplifier 10 is connected with the
test bus 102 and the output of the amplifier 10 is connected
with the test bus 104. When at least one of the devices 70-
84 and one of the devices 86-100 is placed in a test mode
position, a constant current from the generator 12 is fed
through the closed switches to one or more of the passive
components on the circuit board. The analog voltage
developed at the output of the amplifier 10 is converted by
the A/D converter 14 and fed to a computer 120 for
determining the value of the component(s). The computer 120
also controls the programmable generator 12 to set the
desired current level.

With reference to Figure 3, each of the multiplex
devices 70-100 may contain D-type flip-flops 110-116. The
test vector is shifted through the register 28 and the flip-
flop 110 and 112 in each multiplex devices. At any
particular point in time one of four binary data pairs,
00,01,10, and 11 appear at the Q outputs of the flip-flops
110 and 112. When the desired test vector has been serially
loaded, the UPDATE DR signal shifts the data at the Q
outputs of the F/F's 110, 112 to the F/F's 114 and 116
respectively. The latched outputs of the F/F's control the
gates of two FET switches respectively, to thereby select
either the signal bus to the circuits 20 and 22 or the test
buses 102 and 104.

There are significant differences between the on-board
test IC of Figure 2 and the external in-circuit tester shown .
on Figure 1. Some of these differences are as follows: 1)
The on-board test op-amp will not be powered by two power
supplies, one for the positive voltage, and the other for
the negative voltage. Instead, a protected voltage source
derived from the vehicle battery (+V) would provide for
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both. 2) The positive input to the op-amp, stimuli and
voltage measuring circuit could be referenced to a voltage
equal to +V/2. 3) The switching matrix, probe assembly,
interconnect wiring and associated control software in the
in-circuit tester are no longer needed for the simpler IC
integrated approach. This will reduce the cost of future
testers.

Referring now to Figure 4, a second embodiment of the
invention is shown. In this embodiment an analog bus having
input and output lines 130 and 132 respectively extend
within each of the plurality of IC's 134, and 134A mounted
on the printed circuit board. The additional bus on each IC
adds an additional pin over the embodiment of Figure 2, but
provides offsetting advantages in accuracy of measurement of
components, where the impedance of the multiplex switches is
large. In order to conserve silicon real estate, the
multiplex switches may be located on the IC so that
relatively small amounts of silicon are used which will
necessarily result in higher switch impedance values.

A current source generally designated 140 is connected
with the bus 130 and a voltage detector generally designated
142 is connected with the bus 132. Alternatively, the
source 140 could be a constant voltage source and the
detector 142 would then be a current detector. The IC 134
includes conductors 144 and 146 which connect with the buses
130 and 132 respectively and to a plurality of switches.
These switches are actuable to either an open or closed
position under the control of test circuitry in a Test
Access Port (TAP) 148 as previously discussed. The control
circuitry includes a boundary-scan register (not shown) as
is well known in the art and includes a standard interface
providing instructions for control of the switches. 1In
Figure 4, for purposes of illustration, each IC includes
four groups of switches generally designated 152-158, and
152A-158A respectively. In the interest of brevity only
group 156 will be discussed in detail. The switch group 156
includes switches 160-168. Associated with each switch is
an internal impedance designated by the suffix "R". The
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switch 160 is actuable to connect or disconnect the analog
circuit 150 with a conductor 170 connected with an input pin
of the IC 134. When a test mode is selected the switch 160
is opened. The switch may be contained within the analog
circuit 150. For example, the function performed by the
switch 160 may be performed by turning off the output driver
of an operational amplifier forming a part of the circuit
150. In that case, it would be the responsibility of the IC
designer to fabricate the appropriate level of control from
the boundary scan test word. The switches 164 and 166
connect the conductor 170 to the bus 130 and 132 through the
conductors 144 and 146 respectively. The switches 166 and
168 are connected with an IC operating voltage and ground
respectively, and are provided to simulate the IEEE Standard
1149.1 EXTEST in a mixed-signal environment. EXTEST is a
connectivity test procedure for testing digital integrated
circuits. Further details regarding EXTEST as well as
background information may be had from the IEEE Standard
Test Access Port and Boundary-Scan Architecture publiéhed by
the IEEE, May 21, 1990. While not shown in Figure 4, it
will be understood that the IC's contain digital as well as
analog circuits. Control of the switches 166 and 168 will
for example permit the detection of a cross family short
between an IC pin connected with analog circuitry and an IC
pin connected with digital circuitry. By selective closure
of the switches to +V or to ground a digital "1" or "O" can
be generated and then detected by a data register which
includes a stage DR, associated with each switch group.

By selective closure of the appropriate switches in the
switch groups in IC's 134, and 134A, the component 21 can be
connected with the constant current source 140 and
appropriate measurements can be made by the detector 142 in
order to determine the impedance of the component(s).
Considering, for example, the component Z1 and the switch
group 156 in IC 134 and switch group 154A in IC 134A, the
switch 164 is closed to connect one side of Z1 to the
current source 140 and switch 1782 is closed to connect the
other side of Z1 to ground. The value of Z1 is determined
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by connecting the voltage detector 142 to the left side of
21, by closure of switch 162, and measuring a voltage V5,
then opening the switch 162 and closing the switch 1723,
connecting the voltage detector 142 to the right side of Z1
and measuring a voltage V,. The value of 21 is then the
difference between the voltage measurements V3 and Vg
divided by the constant current. Any switch impedance in
series with 21 will change V5 or V, but not the difference
V3-V4.

The dotted line extensions of the conductors 144 and
146 in IC 134, as well as the corresponding conductors in
the IC 134A, are intended to indicate that, if desired,
measurement can be made within the analog circuit 150.

Figure 5 shows the test bus extending beyond the
control module board level into a typical sub-system such as
an engine control module and to sensors or actuators
connected with the module and existing in a harsh
environments. In the automotive electronic industry, a
control module interfaces with many peripheral sensors for
monitoring the many variations of conditions through which
the system must operate. For example, in the engine control
system the air-fuel ratio must be at the right mixture under
all atmospheric conditions, whether it be for temperature,
moisture, altitude, etc. Many actuators are involved to
meter the fuel, adjust the spark timing, re-circulate
crankcase fumes, etc. to assure quality operating vehicles.
Drift in impedance through the interconnecting circuitry
cannot be ignored. The harsh operating environments of
temperature extremes, temperature cycles, anti-freeze
spills, road salts, etc., all effect the aging process. The
many interconnections making up the system must be measured
for analog changes. The common trial and error practices of
replacing a sensor or actuator, disconnecting cables for
test, etc., masks many real conditions producing failures,
and destroy any hope of identifying the failure mechanisms
in the natural setting. 1In Figure 5, the value of an
electrical component forming an actuator 200 driven by IC
134A, can be measured using the approach shown in Figure 4.
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The switch groups 156A and 158A can be selectively closed in
order to connect the sensor 200 with the constant current
source such as 140 of Figure 4 and then voltage measurements
on either side of the sensor are made using a voltage
detector such as 142 of Figure 4.
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- 10 -
CLAIMS

1. Apparatus for measuring electrical component means
interconnecting first and second integrated circuit devices
which devices include first and second analog circuits
respectively, said apparatus comprising a first and a second
analog test bus means included in said first and second
devices respectively, multiplex means included in each of
said devices for selectively connecting said component means
either to said analog circuit means or to said analog test
bus means, test circuit means connected with said first and
second test bus means and including a source for supplying a
current to said component means when said component means is
connected with said test bus means and detector means for
determining the value of said component means.

2. Apparatus as claimed in Claim 1, wherein each of
said devices further including switch means for selectively
connecting a pin of the device with a voltage source or a
reference voltage, each of said devices including storage
means for storingAa digital 1 or 0 for indicating the
integrity of the interconnection between said pin and one or
more other pins on said devices.

3. Apparatus as claimed in Claim 1, wherein said
constant current is supplied by a programmable constant
current generator and said voltage is measured by an analog
to digital converter.

4. Apparatus as claimed in Claim 3, wherein said
constant current source includes an operational amplifier,
means connecting one input of the amplifier to a reference
voltage, resistor means connecting a second input of said
amplifier to a constant voltage source, means connecting a
node between said resistor means and said second input of
said amplifier to said first test bus, means connecting the
output of said amplifier to said second test bus, said
converter means converting the analog voltage developed
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across said first and second test buses to a digital value,
and computer means for determining said selected component
value based on said digital value.

5. Apparatus as claimed in Claim 1, wherein said
electrical component means includes a plurality of passive
components, said first and second analog circuits each
including a plurality of input/output conductors, said first
and second switch means each including a plurality of pairs
of switches, one of each pair of said pairs of switches
adapted to connect said components with said input/output
conductors to establish a predetermined circuit
configuration between said first and second analog circuits,
the other of each pair of said pairs of switches adapted to
connect one or more of said components across said first and

second test buses.

6. Apparatus as claimed in Claim 5, wherein said
multiplex means includes switch control means, said switch
control means including a plurality of storage elements for
selectively activating said pairs of semiconductor switches
in accordance with a digital test vector.

7. Apparatus as claimed in Claim 6, wherein each of
said storage elements includes at least a first and second
flip flops for controlling respective switches in said pairs
of switches.

8. A method of measuring the value of an electrical
component interconnecting analog circuitry located on first
and second integrated circuit devices and comprising the
steps of:

a. selecting the component for measurement by
disconnecting the component from said analog circuitry and
connecting the component to a test bus and loading an
appropriate digital test vector in memory means located on

each of said devices,
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b. passing a constant current through the selected
component, over an analog bus including at least one
conductor and a switch located on each device and measuring
the voltage developed across said conductors on said
devices,

c. determining the component value between said

devices using the voltage measured in step b.

9. A method as claimed in Claim 8, wherein each analog
bus includes a pair of conductors and a pair of switches
located on each device and wherein said step b. includes
passing the current over one of the pair of conductors and
one of the pair of switches on each device in one direction
through said component, passing the current over the other
of the pair of conductors and the other of the pair of
switches in the opposite direction through said component,
and passing the current through the pair of switches on one
device and then the other device.

10. Apparatus as claimed in Claim 1, wherein each of
said first and second analog test bus means includes a
single conductor on each of said devices, the conductor on
said first device connected with said source and the
conductor on said second device connected with said detector
means.

11. Apparatus as claimed in Claim 1, wherein each of
said first and second analog test bus means includes a pair
of conductor on each of said devices, one of each of said
pair of conductors connected with said source and the other
of each of said pair of conductors connected with said
detector means.

12. Apparatus as claimed in Claim 11, wherein each of
said devices includes at least first and second switches
adapted to be concurrently closed and placed in series
across said pair of conductors whereby the impedance of said
first and second switches can be measured.
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13. Apparatus as claimed in Claim 12, wherein each of
said devices includes an internal conductor connected to one
side of each of said first and second switches, the other
side of one of said switches connected with said source, the
other side of the other of said switches connected with said

detector.

14. Apparatus as claimed in Claim 13, wherein each of
said devices includes a third switch connected between said
internal conductor and a voltage source for the device and a
fourth switch connected between said internal conductor and
ground, said internal conductor being connected with a pin
of said device, a storage element connected with said
internal conductor for storing the logic level on said
internal conductor when said third or fourth switch is
closed.

15. A method of measuring the value of one of a
plurality of electrical components interconnecting analog
circuitry located on first and second integrated circuit
devices and for testing the integrity of the interconnection
between said devices, comprising the steps of:

a. selecting a component by loading an appropriate
digital test vector in memory means located on each of said

devices,
b. passing a constant current through the selected

component and measuring the voltage developed across said
selected component,

c. determining the component value or the
integrity of interconnection between said devices using the

voltage measured in step b.

16. Apparatus for testing integrated circuits
substantially as herein before described with reference to
figures 2 to 5 of the accompanying drawings.
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17. A method for testing integrated circuits

substantially as herein before described with reference to

figures 2 to 5 of the accompanying drawings.
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Preliminary Amendment Page3 f6
for Divisional Applicati n filed herewith

Amendments to the Claims:

A clean version of the entire set of pending claims (including amendments to
the claims, if any) is submitted herewith per 37 CFR 1.121(c)(3). This listing of
claims will replace all prior versions, and listings, of claims in the application.

Listing of Claims:

1. (Canceled)

2. (Currently ?mended) An electronic circuit<4180) as elaimed-in-Claim-4

recited in claim 71&/ wherein the test unit{420) comprises a Read Only Memory

(ROM).

3. (Currently amended) An electronic circuit-{180) as elaimed-in-Claim-1
) ,
recited in claim /‘LQ/ wherein the test unit<426) comprises a read/write register.

4. (Currently amended) An electronic circuit{482) as elaimed-in-Glaim-+

/
recited in claim /1Z wherein the test unit4<486) comprises a combinatorial circuit<562)

implementing an XNOR function and being connected to the 1/O nodes.

5. (Currently amended) An electronic circuit-{402) as slaimed-in-Claim-recited
in claim 4, wherein a first selection<{448) of the I/0 nodes are arranged to carry
respective input signals and a second selection{442) of the I/O nodes are arranged

to carry respective output signals and wherein the test unit{406) is arranged

according to the following rules:
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Preliminary Amendment Page 4 of 6
f r Divisional Application filed herewith

each output signal results from an XNOR function having at least two input
signals,

each output signal is dependent on a unique subset of the input signals,

each input signal contributes to at least one output signal via a particular

XNOR function.

6. (Currently amended) An electronic circuit{402) as claimed-in-Glaim-4
[
recited in claim 18, wherein the test unit4406) comprises a combinatorial circuit{602)

implementing an XOR function and connected to the I/O nodes.

7. (Currently amended) An electronic circuit4300) as elaimed-in-Claim-+

{
recited in claim /15 wherein the main unit{440) is arranged to bring the electronic

circuit44098) into the test mode on receipt via a subset of the I/0 nodes<139) of a

predefined pattern or sequence of patterns.

8. (Currently amended) An electronic circuit4300) as elaimed-in-Claim-+

/
recited in claim /]Q/ wherein the electronic circuit is provided with a test control node
and wherein the electronic circuit is arranged to switch into the test mode on the

basis of a signal value on the test control node.

9. (Currently amended) An electronic circuit as elaimed-in-Claim-i-recited in

/
claim_19] wherein the main unit is a Synchronous Dynamic Random Access Memory
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(SDRAM) and the test mode is activatable by a read action following power up of the
electronic circuit.
[
/0/. (Currently amended) An electronic circuit4{380) comprising:

a plurality of input/output (I/0) nodes<+38) for connecting the electronic circuit
to a further electronic circuit via interconnects,

a main unit{H0) for implementing a normal mode function of the electronic
circuit,

and a test unit420) for testing the interconnects,

the electronic circuit having a normal mode in which the I/O nodes<430) are
logically connected to the main unit-{(448) and a test mode in which the I/O nodes
H30) are logically connected to the test unit{120),

charasterised-in-that-wherein the test unit comprises at least one

combinatorial circuit4662) implementing at least one of an XNOR function_and an

XOR function with at least two function inputs and a function output, the function
inputs being connected to particular I/O nodes arranged to operate as input nodes of
the test circuit and the function output being connected to a particular I/0 node

arranged to operate as output node of the test circuit.

11-13 (Canceled)
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Figure 6 schematically shows an alternative for the test unit for five inputs and

two outputs. This figure corresponds with the Example 3 above. The test unit 406 has a three-

input XOR gate 602 which implements the required exclusive-or function between ol and 11,
i2 and i3. The test unit further has a three-input XOR gate 604 which implements the

exclusive-or function between the input pins i3, i4 and i5 and the output pin 02.

The following table gives the patterns for Example 3 together with the required

outputs.

pattern | iiiii | oo |
number | 12345 |12
1 00000 | 00
2 10000 |10
3 01000 |10
4 00100 {11
5 00010 | 01
6 00001 | 01
7 11111 |11
8 01111 |01
9 10111 {01
10 11011 | 00
11 11101 |10
12 11110 |10

It is to be noted that the above-mentioned embodiments illustrate rather than

limit the invention and that those skilled in the art will be able to design many altemnative

embodiments without departing from the scope of the appended claims. In the claims, any

‘reference signs placed between parentheses shall not be construed as limiting the claim.
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