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LIST OF CHALLENGED CLAIMS 

Claim U.S. Patent No. 10,698,989 

1pre A method comprising: 

1A receiving, at a smartphone, an identification (ID) code from a third-party 

trusted authority, the ID code uniquely identifying the smartphone 

among a plurality of smartphones; 

1B persistently storing biometric data and the ID code on the smartphone,  

1C wherein the biometric data is one selected from a group consisting of 

facial recognition, a fingerprint scan, and a retinal scan of a legitimate 

user; 

1D receiving, at the smartphone, scan data from a biometric scan using the 

smartphone; 

1E comparing, using the smartphone, the scan data to the biometric data; 

1F determining whether the scan data matches the biometric data; and 

1G responsive to a determination that the scan data matches the biometric 

data, wirelessly sending, from the smartphone, the ID code for 

comparison by the third-party trusted authority against one or more 

previously registered ID codes maintained by the third-party trusted 

authority, 

1H a transaction being completed responsive to the third-party trusted 

authority successfully authenticating the ID code,  

1I wherein the transaction being completed includes accessing one or more 

from a group consisting of a casino machine, a keyless lock, an ATM 

machine, a web site, a file and a financial account. 

2 The method of claim 1, further comprising: Receiving a request for 

biometric verification, and responsive to a determination that the scan 

data does not match the biometric data, indicating the smartphone cannot 

verify the scan data as being from the legitimate user, the smartphone 

does not send the ID code. 

3 The method of claim 1, wherein completing the transaction includes 

accessing an application. 

4 The method of claim 1, wherein the transaction being completed 
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