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LIST OF CHALLENGED CLAIMS

Claim

U.S. Patent No. 8,352,730

1pre

A method for verifying a user during authentication of an integrated
device, comprising the steps of:

1A

persistently storing biometric data of the user and a plurality of codes
and other data values comprising a device ID code uniquely identifying
the integrated device and a secret decryption value in a tamper proof
format written to a storage element on the integrated device that is
unable to be subsequently altered,;

1B

wherein the biometric data is selected from a group consisting of a palm
print, a retinal scan, an iris scan, a hand geometry, a facial recognition, a
signature recognition and a voice recognition;

1C

responsive to receiving a request for a biometric verification of the user,
receiving scan data from a biometric scan;

1D

comparing the scan data to the biometric data to determine whether the
scan data matches the biometric data;

1E

responsive to a determination that the scan data matches the biometric
data, wirelessly sending one or more codes from the plurality of codes
and the other data values for authentication by an agent that is a third-
party trusted authority possessing a list of device ID codes uniquely
identifying legitimate integrated devices,

1F

wherein the one or more codes and other data values includes the device
ID code; and

1G

responsive to authentication of the one or more codes and the other data
values by the agent, receiving an access message from the agent allowing
the user access to an application,

1H

wherein the application is selected from a group consisting of a casino
machine, a keyless lock, a garage door opener, an ATM machine, a hard
drive, computer software, a web site and a file.

The method of claim 1, wherein the one or more codes and the other data
values are transmitted to the agent over a network.

The method of claim 1, further comprising: registering an age

- I\ -
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