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(54) Proximity authentication system 

(57) Access to secured services may be controlled 
based on the proximity of a wireless token to a comput­
ing device through which access to the secured services 
is obtained. An authorized user may be provided access 
to a service only when a wireless token assigned to the 
user is in the proximity of the computing device. A user's 
credential may be stored on an RFIDtokenandan RFID 
reader may be implemented within a security boundary 
on the computing device. Thus, the credential may be 
passed to the security boundary without passing 
through the computing device via software messages or 
applications. The security boundary may be provided, 

FIG1 

in part, by incorporating the RFID reader onto the same 
chip as a cryptographic processing component. Once 
the information is received by the RFID reader it may be 
encrypted within the chip. As a result, the information 
may never be presented in the clear outside of the chip. 
The cryptographic processing component may crypto-
graphically encrypt/sign the credential received from the 
token so that assurance may be provided to a service 
provider that the credentials came from a token that was 
proximate to the computing device. An RFID reader, 
cryptographic processing components and a wireless 
network controller may be implemented on a single chip 
in a mobile device. 
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Description 

CROSS-REFERENCE TO RELATED APPLICATION 
(S) 

[0001] This application claims the benefit of U.S. Pro­
visional Patent Application No. , filed 
September 13, 2004, entitled PROXIMITY AUTHENTI­
CATION SYSTEM, Attorney Docket No. 53492/SDB/ 
B600, and U.S. Provisional Patent Application No. 
60/507,586, filed September 30, 2003, the disclosures 
of which are hereby incorporated by reference herein. 

computing device may then forward these credentials 
to a service provider that then determines whether the 
user is authorized to use the requested service. 
[0008] In the event the computing device has been 

s comprised by a hacker or a computer virus, an unau­
thorized person may gain access to these credentials. 
As a result, an unauthorized person may be able to ac­
cess the secured service. Serious consequences may 
result when the secured service includes sensitive in-

10 formation such as financial data or personal information. 
Accordingly, a need exists for improved techniques for 
providing access to secured services. 

TECHNICAL FIELD SUMMARY 

[0002] This application relates to data communication 
systems and, more specifically, to techniques for au­
thenticating proximity of a wireless token in a communi­
cation system. 

BACKGROUND 

[0003] A variety of security techniques are known for 
protecting information in and controlling the operation of 
a computing device such as a personal computer 
("PC"), a server or a mobile device. For example, phys­
ical and/or cryptographic techniques may be employed 
to control access to the computing device and to data 
stored in the computing device. 
[0004] Physical security techniques may include lo­
cating the computing device in a secure location, locking 
the computing device in an enclosure, protecting inte­
grated circuits (i.e., chips) from invasive monitoring by 
encapsulating the chips in, for example, an epoxy. 
[0005] Cryptographic techniques may include one or 
more of encryption, decryption, authentication, signing 
and verification. In some applications data encryption 
and decryption techniques may be used to prevent un­
authorized applications or persons from accessing data 
stored in the computing device. For example, security 
passwords that are used to restrict access a PC may be 
stored on the PC in an encrypted form. The operating 
system may then decrypt password when it needs to 
compare it with a password typed in by a user. 
[0006] In some applications authentication tech­
niques may be used to verify that a given set of data is 
authentic. For example, when a server receives a mes­
sage from a remote client, authentication information 
associated with the message may used to verify that the 
message is from a specific source. In this way, the serv­
er may ensure that only authorized clients access the 
applications and data provided by the server. 
[0007] In practice, there may be circumstances under 
which the process of sending secret credentials such as 
a password or cryptographic key may be compromised. 
For example, when a user uses a computing device to 
access a secured service, the user may first need to en­
ter the secret credentials into the computing device. The 

[0009] The invention relates to a system and method 
for authenticating the proximity of a wireless token to a 
computing device. For convenience, an embodiment of 
a system constructed or a method practiced according 

20 to the invention will be referred to herein simply as an 
"embodiment." 
[0010] In one aspect, the invention relates to a system 
and method for providing access to a secured service 
based on a user's proximity to a proximity reader. Once 

25 the proximity is authenticated the user may then be al­
lowed to access the secured service. 
[0011] In some embodiments an authorized user is 
provided access to a service only when a wireless token 
assigned to the user is in the proximity of a computing 

30 device through which access to the secured services is 
obtained. In this way, a reasonable assumption may be 
made that the authorized user is in fact using the com­
puting device to request the service. In contrast, if the 
request was being made by a hacker or a computer vi-

35 rus, access may be denied since the token may not be 
in the proximity of the computing device. 
[0012] In some embodiments a user's credential are 
stored on an RFID token and an RFID reader is imple­
mented within a security boundary on the computing de-

40 vice. In this way, the credential may be passed to the 
security boundary without passing through the comput­
ing device via software messages or applications. As a 
result, the credentials may not be intercepted by a hack­
er or computer virus that may have compromised the 

45 software executing on the computing system. 
[0013] In some embodiments the security boundary 
may be provided, in part, using tamper resistant and/or 
tamper evident hardware. Thus, in the event the com­
puter was physically tampered with in an attempt to 

50 compromise the security of the security boundary, such 
tampering may be ineffective or it may be evident to the 
user. In the latter case, the user may then take appro­
priate steps to re-secure the system. 
[0014] In some embodiments, the RFID reader is in-

55 corporated onto the same chip as a cryptographic 
processing component. Inthisway, once the information 
from the RFID token is received by the RFID reader it 
may be encrypted within the chip. As a result, the infor-
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mation may never be presented in the clear (e.g.. unen­
crypted) outside of the chip. Accordingly, the information 
may only be compromised by a clandestine RFI Dreader 
or by inspecting the internal contents of the chip. In con­
ventional commercial settings, these scenarios may be 
unlikely. Accordingly, a system constructed according to 
the invention may provide improved access control for 
secured services. 

[0015] In some embodiments, a cryptographic 
processing component may cryptographically encrypt 
and/or sign credentials received from a token. Thus, 
when a service provider receives the credentials, a high 
level of assurance may be provided to the effect that the 
credentials came from a token th at was proximate to the 
particular computing device. 

[0016] In some embodiments an RFID reader, a cryp­
tographic processing component and one or more wire­
less network controller(s) may be implemented on a sin­
gle chip in a mobile device. This may provide a cost ef­
fective and secure mechanism to limit access to the 
wireless network(s). In this case, network access may 
only be provided to the mobile device when a token is 
proximate to the mobile device and when that token has 
been assigned to an authorized user of that mobile de­
vice and the network(s). 

[0017] According to an aspect of the invention, a com­
munication system comprises: 

a Bluetooth media access controller. 
[0026] Advantageously, the wireless network inter­
face uses the information to provide authentication to 
the wireless network. 

s [0027] Advantageously the system comprises a serv­
ice processor coupled to receive the information sent 
over the wireless network and configured to provide ac­
cess to a service in response to the information. 
[0028] Advantageously, the system comprises a wire-

10 less access point adapted to receive the information 
sent over the wireless network and provide the informa­
tion to a service provider. 

[0029] Advantageously the system comprises a wire­
less access point adapted to receive the information 

'5 sent over the wireless network and provide access to 
the wireless network in response to the information. 
[0030] Advantageously, the information comprises a 
password or key. 
[0031] Advantageously, the system comprises an 

20 RFID token comprising: 

a data memory for storing the information; 
an RF circuit coupled to the data memory for gen­
erating a signal according to the information; and 

25 an antenna coupled to receive the signal from the 

RF circuit and adapted to transmit the signal to the 
wireless proximity reader. 

an wireless proximity reader configured to receive 
an RF signal from a wireless token located within a 
defined proximity to the proximity reader and con­
figured to extract information from the received RF 
signal; and 

a wireless network interface coupled to receive the 
information from the proximity reader and send the 
information over a wireless network. 

[0018] Advantageously, the system comprises a se­
curity boundary within which the information is extracted 
and received. 

[0019] Advantageously, the wireless proximity reader 
is an RFID reader. 

[0020] Advantageously, the system comprises an au­
thentication processor configured to authenticate the in­
formation sent over the wireless network. 
[0021] Advantageously, the system comprises a cryp­
tographic processor configured to encrypt or authenti­
cate the information sent over the wireless network. 
[0022] Advantageously, the cryptographic processor 
uses a key to cryptographically sign the information that 
is sent over the wireless network. 
[0023] Advantageously, the wireless network inter­
face supports at least one of 802.11 and Bluetooth. 
[0024] Advantageously, the wireless network inter­
face comprises at least one of an 802.11 media access 
controller and a Bluetooth media access controller. 
[0025] Advantageously, the wireless network inter­
face comprises an 802.11 media access controller and 

[0032] According to an aspect of the invention, a 
30 method of controlling access to a service comprises: 

verifying whether a wireless token is within a de­
fined proximity to a processing device; 
authenticating information associated with the wire-

35 less token; and 

providing the authenticated information to a service 

provider. 

[0033] Advantageously, the method comprises estab-
40 lishing a security boundary forthe verifying, authenticat­

ing and providing. 

[0034] Advantageously, at least a portion of the secu­
rity boundary comprises a cryptographic boundary. 
[0035] Advantageously, at least a portion of the secu-

45 rity boundary comprises an integrated circuit. 
[0036] Advantageously, authenticating comprises 
cryptographically signing the information with a key. 
[0037] Advantageously, the authenticated informa­
tion comprises a response to a challenge from the serv-

50 ice provider. 

[0038] Advantageously, providing comprises encrypt­
ing data sent to the service provider. 
[0039] Advantageously, the method comprises re­
questing access to a service from a service provider. 

55 [0040] Advantageously, the method comprises re­
ceiving a challenge from the service provider. 
[0041] Advantageously, the service provider provides 
access to a service in response to the authenticated in-
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formation. 

[0042] Advantageously, the service provider provides 
access to a data network in response to the authenticat­
ed information. 
[0043] Advantageously, the service provider provides 
access to at least one of an 802.11 network and a Blue­
tooth network. 

[0044] Advantageously, the service provider provides 
access to an 802.11 network and a Bluetooth network. 
[0045] Advantageously, the service provider provides 
access to encrypted data in response to the authenti­
cated information. 

[0046] Advantageously, the service provider provides 
a key in response to the authenticated information. 
[0047] Advantageously, the information comprises 
credentials associated with a user of the token. 
[0048] Advantageously, an RFID proximity reader 
verifies whether the wireless token is within the defined 
proximity to the wireless proximity reader. 
[0049] According to an aspect of the invention, a 
method of controlling access to a service comprises: 

receiving an RF signal from a proximate wireless 
token; 

obtaining information from the RF signal; 
authenticating the information from the RF signal; 
and 
providing the authenticated information to a service 
provider. 

[0050] Advantageously, the method comprises estab­
lishing a security boundary for the obtaining, authenti­
cating and providing. 

[0051] Advantageously, authenticating comprises 
cryptographically signing the information with a key. 
[0052] Advantageously, providing comprises encrypt­
ing the signed information. 

[0053] Advantageously, the method comprises re­
questing access to a service from a service provider. 
[0054] Advantageously, the method comprises re­
ceiving a challenge from the service provider in re­
sponse to the request. 

[0055] Advantageously, the authenticated informa­
tion comprises a response to the challenge. 
[0056] Advantageously, the service provider provides 
access to a service in response to the authenticated in­
formation. 

[0057] Advantageously, the RF signal is an RFID sig­
nal. 

[0058] Advantageously, the information comprises 
credentials associated with a user of the token. 
[0059] According to an aspect of the invention, an in­
tegrated circuit comprises: 

a wireless proximity reader configured to receive an 
RF signal from a wireless token located within a de­
fined proximity to the integrated circuit; 
at least one lead that is only routed within the inte­

grated circuit for coupling the wireless proximity 
reader to a wireless network interface; and 
a wireless network interface coupled to receive the 
information from the wireless proximity reader and 

s provide the information to a port on the integrated 

circuit to send the information over a wireless net­
work. 

[0060] Advantageously the integrated circuit com-

10 prises a security boundary. 
[0061] Advantageously the wireless proximity reader 
is an RFID reader. 

[0062] Advantageously the integrated circuit com­
prises a cryptographic processor configured to encrypt 

'5 or authenticate the information sent over the wireless 
network. 

[0063] Advantageously the cryptographic processor 
uses a key to cryptographically sign the information that 
is sent over the wireless network. 

20 [0064] Advantageously the wireless network inter­
face comprises at least one of an 802.11 media access 
controller and a Bluetooth media access controller. 
[0065] Advantageously the wireless network inter­
face comprises an 802.11 media access controller and 

25 a Bluetooth media access controller. 
[0066] Advantageously the wireless network inter­
face uses the information to provide authentication to 
the wireless network. 
[0067] Advantageously the information comprises a 

30 password or key. 

[0068] According to an aspect of the invention, a com­
munication system comprises: 

awireless proximity reader configured to receive an 
35 RF signal from a wireless token located within a de­

fined proximity to the wireless proximity reader and 
configured to extract information from the received 
RF signal; and 

a key management component coupled to receive 
40 the information from the wireless proximity reader 

and send the information to a service provider. 

[0069] Advantageously the system comprises a se­
curity boundary within which the information is extracted 

45 and received. 
[0070] Advantageously the key management compo­
nent comprises a trusted platform module. 
[0071 ] Advantageously a user is authenticated to the 
trusted platform module by moving the wireless token 

50 within the defined proximity to the wireless proximity 
reader. 
[0072] Advantageously the trusted platform module 
provides access to a protected service after the user is 
authenticated. 

55 [0073] Advantageously the trusted platform module 
provides access to encrypted data after the user is au­
thenticated. 
[0074] Advantageously the trusted platform module 
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enables use of protected keys after the user is authen­
ticated. 

[0075] Advantageously, the system comprises a net­
work interface wherein the trusted platform module pro­
vides access to a network via the network interface after 
the user is authenticated. 

[0076] Advantageously, the network interface com­
prises a wireless interface. 
[0077] Advantageously, the network interface com­
prises at least one of an 802.11 network interface and a 
Bluetooth network interface. 

[0078] Advantageously, the network interface com­
prises an 802.11 network interface and a Bluetooth net­
work interface. 

[0079] Advantageously, the system comprises a serv­
ice provider configured to provide access to data and a 
service. 

[0080] Advantageously, the system comprises a serv­
ice provider configured to supply cryptographic keys. 
[0081] Advantageously, the wireless proximity reader 
is included within a boundary of the key management 
component. 

[0082] Advantageously, the wireless proximity reader 
is an RFID reader. 

[0083] According to an aspect of the invention, a 
method of providing access to a service comprises: 

receiving an RF signal from a proximate wireless 
token; 
obtaining information from the RF signal; 
authenticating the information to a key manage­
ment component; and 

providing, by the key management component, ac­
cess to a service. 

[0084] Advantageously, the method comprises estab­
lishing a security boundary for the receiving, obtaining, 
authenticating and providing. 

[0085] Advantageously, at least a portion of the secu­
rity boundary comprises a cryptographic boundary. 
[0086] Advantageously, at least a portion of the secu­
rity boundary comprises an integrated circuit. 
[0087] Advantageously, the method comprises au­
thenticating the information and providing the authenti­
cated information to a service provider. 
[0088] Advantageously, authenticating the informa­
tion comprises cryptographically signing the information 
with a key. 

[0089] Advantageously, the key management compo­
nent comprises a trusted platform module. 
[0090] Advantageously, the trusted platform module 
enables key usage after the user is authenticated. 
[0091] Advantageously, the trusted platform module 
enables access to processing resources after the user 
is authenticated. 

[0092] Advantageously, the trusted platform module 
enables access to data network services after the user 
is authenticated. 

[0093] Advantageously, the RF signal is an RFID sig­

nal. 
[0094] Advantageously, the information comprises 
credentials associated with a user of the token. 

s [0095] Advantageously, the service comprises at 
least one of 802.11 network access and Bluetooth net­
work access. 

[0096] Advantageously, the service comprises 802.11 
network access and Bluetooth network access. 

w [0097] According to an aspect of the invention, an in­
tegrated circuit comprises: 

awireless proximity reader configured to receive an 
RF signal from a wireless token located within a de-

15 fined proximity to the wireless proximity reader and 
configured to extract information from the received 
RF signal; and 

at least one connection within the integrated circuit 
for coupling the wireless proximity reader to a wire-

20 less network interface; and 
a key management component coupled to receive 
the information from the wireless proximity reader 
and provide the information to a port on the integrat­
ed circuit to send the information to a service pro-

25 vider. 

[0098] Advantageously, the integrated circuit com­
prises a security boundary within which the information 
is extracted and received. 

30 [0099] Advantageously, the wireless proximity reader 
is an RFID reader. 

[0100] Advantageously, the wireless proximity reader 
is included within a boundary of the key management 
component. 

35 [0101] Advantageously, the key management compo­
nent comprises a trusted platform module. 
[0102] Advantageously, the wireless proximity reader 
is included within a boundary of the trusted platform 
module. 

40 [0103] Advantageously, the integrated circuit com­
prises a network interface wherein the trusted platform 
module provides access to a network via the network 
interface after the user is authenticated. 
[0104] Advantageously, the network interface com-

45 prises awireless interface. 

[0105] Advantageously, the wireless network inter­
face comprises at least one of an 802.11 network inter­
face and a Bluetooth network interface. 
[0106] Advantageously, the wireless network inter-

so face comprises an 802.11 network interface and a Blue­
tooth network interface. 

BRIEF DESCRIPTION OF THE DRAWINGS 

55 [0107] These and other features, aspects and advan­
tages of the present invention will be more fully under­
stood when considered with respect to the following de­
tailed description, appended claims and accompanying 
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