US 20040255139A1

a9 United States

a2 Patent Application Publication (o) Pub. No.: US 2004/0255139 Al

Giobbi

(43) Pub. Date:

Dec. 16, 2004

(54

(76)

@D
(22

(63)

DIGITAL CONTENT SECURITY SYSTEM

Inventor: John J. Giobbi, Bend, OR (US)
Correspondence Address:

Michael J. Blankstein

2014 Harrison Street

Evanston, IL 60201 (US)

Appl. No.: 10/847,135

Filed: May 17, 2004

Related U.S. Application Data

Continuation-in-part of application No. 10/715,035,
filed on Nov. 17, 2003, which is a continuation-in-part
of application No. 10/153,979, filed on May 23, 2002,
which is a continuation-in-part of application No.
09/750,487, filed on Dec. 27, 2000, and which is a
continuation-in-part of application No. 10/016,857,
filed on Dec. 14, 2001.

USER REQUESTS KEY
WITH KEY CODE

Publication Classification

(51) Int.Cl7

.............................. GO6F 12/14; HO4L 9/00

(52) US.ClL . 713/193; 380/231; 705/51

7

ABSTRACT

A Personal Digital Key Digital Content Security System
(PDK-DCSS) is used to protect computers from unautho-
rized use and protect the digital content stored on computers
from being wrongfully accessed, copied, and/or distributed.
The basic components of the PDK-DCSS are (1) a standard
hard drive device, with the addition of a PDK Receiver/
Decoder Circuit (PDK-RDC) optionally integrated into the
hard drive’s controller, and (2) a PDK-Key associated with
the PDK-RDC. The PDK-Key and RDC technology is
utilized to provide two categories of protection: (1) hard
drive access control for providing Drive-Level and Sector-
Level protection and (2) operating system-level independent
file protection for providing File-Level and Network-Level

protection.
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