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‘Applicant or Patentee: :
Serial or Patent No.: -
Filed or Issued:

For:_METHOD OF RESTRICTING SOPTWARE OPERATION WITHIN A LICENSED LIMITATION

VERIFIED STATEMENT (DECLARATION) CLAIMING SMALL ENTITY STATUS
(37 CFR 1.9(£) and 1.27(c)) - SMALL BUSINESS CONCERN

I hereby declare that I am
» £ ] the owner of the small business concern identified below:

KJ an official of the small business concern empowered to act on behalf of the concern
a identified below: mo

NAME OF CONCERN M.¥.P.D. TECHNOLOGIES LTD.eeretetceretnNatt

ADDRESS OF CONCERN cfo Keren-Shechter Law Firm, 21 Har Sinai Street,
Tel-Aviv 65816 Israel 

'I hereby declare that the above identified small business concern qualifies as a small
basiness concern as defined in 13 CFR 121.3-18, and reproduced in 37 CFR 1.9(d),for purposes

£ paying reduced fees under section 41(a) and (b) of Title 35, United States Code, in that
the number of employees of the concer, including those of its affiliates, does not exceed

500 persons. For purposes of this statement,(1) the number of employees of the business
“concern is the average over the previous fiscal year of the concern of the persons employed
oi a full-time, part-time or temporary basis during each of the pay periods of the fiscal
y8ar,and (2) concerns are affiliates of each other when either,directly or indirectly,one
eencern controls or has the power to control the other,or a third party or parties controls

has the power to control both.
 

 

 

ereby declare that rights under contract or law have been conveyed to and remain with the
stall business concern identified above with regard to the invention, entitled METHOD

OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSED LIMITATION inventor(s)

de cribad in
(x] the application filed herewith
{ ] application serial no. » filed

5 I ] patent no. » issued

the rights held by the above identified small business concern are not exclusive, each
individual,concern or organization having rights to the invention is listed below* and no
rights to the invention are held by any person, other than, the inventor, who could not
qualify as a small business concern under 37 CFR 1.9(d) or by any concern which would not

qualify as a small business concern under 37 CFR 1.9(d) or a nonprofit organization under 37
CFR 1-:9(e). *NOYE: Separate verified statements are required from each named person,
concern or organization having rights to the invention averring to their status as small
entities. (37 CFR 1.27) .
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{ } INDIVIDUAL { J] SMALL BUSINESS CONCERN { ] NONPROFIT ORGANIZATION

NAME
ADDRESS TREETTces

[ ] DNDIVIDUAL { J] SMALL BUSINESS GONCERN [ ] NONPROFLT ORGANIZATION

I acknowledge the duty to file, in this application. or patent, notification of any change of
status resulting in loss of entitlement to small entity status prior to paying, or at the
time of paying, the earliest of the issue fee or any maintenance fee due after the date on
whichstatus as a ‘small entity is no longer appropriate. (37 CFR 1.28(b))
I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made
are punishable by fine or imprisonment, or both, under section 1001 of Title 18 of the
United States Code, and that such willful false statements may jeopardize the validity of
the application, any patent issuing thereon, or any patent to which this verified statement
is directed. :
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Method of Restricting Software Operation within A License Limitation

FIELD OF THE INVENTION

This invention relates to a method and system of identifying and

restricting an unauthorized software program’s operation.

BACKGROUND OF THE INVENTION

Numerous methods have been devised for the identifying and

restricting ofunauthorized software program’s operation. These methods have

been primarily motivated by the grand proliferation of illegally copied

software, which is engulfing the marketplace. This illegal copying represents

billions of dollars in lost profits to commercial software developers.

Software based products have been developed to validate authorized

software usage by writing a license signature onto the computer’s volatile

memory (e.g. hard disk). These products may be appropriate for restricting

honest software users, but they are very vulnerable to attack at the hands of

skilled system’s programmers (e.g. “hackers’”). These license signatures are

also subject to the physical instabilities of their volatile memory media.

Hardware base products have also been developed to validate

authorized software usage by accessing a dongle that is coupled e.g. to the

parallel port of the P.C. These units are expensive, inconvenient, and not

particularly suitable for software that may be sold by downloading (e.g. over

the internet).
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There is accordingly a need in the art to provide for a system and
method that substantially reduce or overcome the drawbacks of hitherto
known solutions.

SUMMARYOF THE INVENTION

The present invention relates to a method ofrestricting software

operation within a license limitation. This method strongly relies on the use of

a key and of a record, which have been written into the non-volatile memory
of a computer.

For a better understanding of the underlying concept ofthe invention,

there follows a specific non-limiting example. Thus, consider a conventional

computer having a conventional BIOS module in which a key was embedded

at the ROMsection thereof, during manufacture. The key constitutes,

effectively, a unique identification code for the host computer. It is important

to note that the key is stored in a non-volatile portion of the BIOS, i.e. it

cannot be removedor modified.

Further, according to the invention, each application program that is to

be licensed to run on the specified computer, is associated with a license

record; that consists of author name, program name and numberoflicensed

users (for network). The license record may be held in either encrypted or

explicit form.

Now, there commences an initial license establishment procedure,

where a verification structure is set in the BIOS so as to indicate that the

specified program is licensed to run on the specified computer. This is

implemented by encrypting the license record (or portion thereof) using said

key (or portion thereof) exclusively or in conjunction with other identification

information) as an encryption key. The resulting encrypted license record is

stored in another (second) non-volatile section of the BIOS, e.g. E-PROM (or
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the ROM).It should be notedthat unlike the first non-volatile section, the data
in the second non-volatile memory may optionally be erased or modified

(using E’PROM manipulation commands), so as to enable to add, modify or
remove licenses. The actual format of the license may include a string of

terms that correspondto a licenseregistration entry (e.g. lookup table entry or

entries) at a license registration bureau (which will be further described as part
ofthe preferred embodiment ofthe present invention).

Having placed the encrypted license record in the second non-volatile

memory (e.g. the E’PROM), the process of verifying a license may be
commenced. Thus, when a program is loaded into the memory of the

computer, a so called license verifier application,that is a priori running in the

computer, accesses the program under question, retrieves therefrom the

license record, encrypts the record utilizing the specified unique key (as

retrieved from the ROM section of the BIOS) and comparesthe so encrypted
record to the encrypted records that reside in the E7PROM.In the case of

match, the program is verified to run on the computer. If on the other hand the

sought encrypted data record is not found in the E7PROM database, this

means that the program under question is not properly licensed and

appropriate application define action is invoked(e.g. informing to the user on

the unlicensed status, halting the operation ofthe program under questionetc.)

Those versed in the art will readily appreciate that any attempt to run a

program at an unlicensed site will be immediately detected. Consider, for

example, that a given application, say Lotus 123, is verified to run on a given

computer having a first identification code (k1) stored in the ROM portion of

the BIOSthereof. This obviously requires that the license record (LR) ofthe

application after having been encrypted using k1 givingrise to (LR), is stored

in the E’PROMofthefirst computer.

Suppose now that a hacker attempts to run the specified application in

a second computer having a second identification code (k2) stored in the
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ROMportion of the BIOS thereof. All or a portion the database contents

(including of course (LR), ) that reside in the E7PROM portion in the first

computer may be copied in a known per se means to the second computer. It

is important to note that the hacker is unable to modify the key in the ROM of

the second computer to K1, since, as recalled, the contents of the ROM is

established during manufacture andis practically invariable.

Now, when the application under question is executed in the second

computer, the license verifier retrieves said LR from the application and, as

explained above, encrypts it using the key as retrieved from the ROM ofthe

second computer, ie k2 giving rise to encrypted license record (LR)y.

Obviously, the value (LR)o does not reside in the E7PROM database section

of the second computer (since it was not legitimately licensed) and therefore

the specified application is invalidated. It goes without saying that the data

copied from the first (legitimate) computer is rendered useless, since

comparing (LR)o with the copied value (LR)g, results, of course, in

mismatch.

The example aboveis given for clarity of explanation only and is by no

means binding.

In its broadest aspect, the invention provides for a method ofrestricting

software operation within a license limitation including; for a computer

having a first non-volatile memory area, a second non-volatile memory area,

and a volatile memory area; the steps of: selecting a program residing in the

volatile memory, setting up a verification structure in the non-volatile

memories, verifying the program using the structure, and acting on the

program according to the verification.

An important advantage in utilizing non-volatile memory such as that

residing in the BIOS is that the required level of system programming

expertise that is necessary to intercept or modify commands, interacting with

the BIOS,is substantially higher than those needed for tampering with data
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residing in volatile memory such as hard disk. Furthermore, there is a much

higher cost to the programmer, if his tampering is unsuccessful, i.e. if data

residing in the BIOS (which is necessary for the computer’s operability) is

inadvertently changed by the hacker. This is too high of a risk for the ordinary

software hacker to pay. Note that various recognized meansfor hindering the

professional-like hacker may also be utilized (e.g. anti-debuggers, etc.) in

conjunction with the present invention.

In the context ofthe present invention, a “computer”relates to a digital

data processor. These processors are found in personal computers, or on one

or more processing cards in multi-processor machines. Today, a processor

normally includesa first non-volatile memory, a second non-volatile memory,

and data linkage access to a volatile memory. There are also processors

having only one non-volatile memory or having more than two non-volatile

memories; all of which should be considered logically as relating to having a

first and a second non-volatile memory areas. There are also computational

environments where the volatile memory is distributed into numerous

physical components, using a bus, LAN,etc.; all of which should logically be

considered as being a volatile memory area.

According to the preferred embodiment of the present invention, there

is further provided a license authentication bureau which can participate in

either or both of:

(i) establishing the license record in the second non-volatile memory;

and

(ii) verifying if the key and license record in the non-volatile

memory(s) is compatible with the license record information as extracted

from the application under question.

The bureau is a telecommunications accessible processor where

functions such as formatting, encrypting, and verifying may be performed.

Performing these or other functions at the bureau helps to limit the
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understanding of potential software hackers; since they can not observe how

these functions are constructed. Additional security may also be achieved by

forcing users of the bureau to register, collecting costs for connection to the

bureau, logging transactionsat the bureau,etc.

According to one example of using the bureau, setting up a verification

structure further includes the steps of: establishing, between the computer and

the bureau, a two-way data-communications linkage; transferring, from the

computer to the bureau, a request-for-license including an identification of the

computer and the license-record’s contents from the selected program;

forming an encrypted license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as the encryption key; and

transferring, from the bureau to the computer, the encrypted license-record.

According to another example of using the bureau, verifying the

program further includes the steps of: establishing, between the computer and

the bureau, a two-way data-communications linkage; transferring, from the

computer to the bureau, a request-for-license-verification including an

identification of the computer, the encrypted license-record for the selected

program from the second non-volatile memory, and_the

licensed-software-program’s license-record contents; enabling the comparing

at the bureau; and transferring, from the bureau to the computer, the result of

the comparing.

The actual key that serves for identifying the computer may be

composed of the pseudo-unique key exclusively, or, if desired, in combination

with information, e.g. information related to the registration of the user such

as e.g. place, telephone number, user name, license number, etc. In the context

of the present invention, a “pseudo-unique” key may relate to a bit string

which uniquely identifies each first non-volatile memory. Alternately the

“pseudo-unique” key may relate to a random bit string (or to an assigned bit

string) of sufficient length such that: there is an acceptably low probability of
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a successful unauthorized transfer of licensed software between two

computers, wherethe first volatile memories of these two computers have the

same key.

It should be noted that the license bureau might maintain a registry of

keys and of licensed programs that have been registered at the bureau in

association with these keys. This registry may be used to help facilitate the

formalization of procedures for the transfer of ownership of licensed software

from use on one computer to use on another computer.

Constructing the key in the manner specified may hinder the hacker in

cracking the proposed encryption schemeofthe invention, in particular when

the establishment ofthe license record or the verification thereof is performed

in the bureau. Those versedin the art will readily appreciate that the invention

is by no means boundbythe data, the algorithms, or the manner of operation

ofthe bureau. It should be noted that the tasks of establishing and/or verifying

a license record may be shared between the bureau and the computer, done

exclusively at the computer, or done exclusively at the bureau. The

pseudo-unique key length needs to be long enough to hinder encryption attack

schemes. The establishing of the key may be done at any time from the

non-volatile memory’s manufacture until an attempted use of an established

license-record in the non-volatile memory. The key is used for encryption or

decryption operations associated with license-records. In principle, the

manufacturer of the licensed-software-program may specify the license-record

format and therefore different formats may, if desired, be used for respective

applications.

According to the preferred embodiment of the present invention, the

pseudo-unique key is a unique-identification bit string that is written onto the

first non-volatile memory by the manufacturer ofthe is memory media.

According to one, non-limiting, preferred embodiment of the present

invention, the first non-volatile memory area is a ROM section of a BIOS; the
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second non-volatile memory area is a E7PROM section of a BIOS; andthe

volatile memory is a RAM e.g. hard disk and/or internal memory of the
computer.

The present invention also relates to a non-volatile memory media

used as a BIOS of a computer, for restricting software operation within a

license limitation, wherein a pseudo-unique keyis established.

According to the preferred embodiment of the non-volatile memory

media of the present invention, the pseudo-unique key is established in a

ROMsection ofthe BIOS.

BRIEF DESCRIPTION OF THE DRAWINGS:

In order to understand the invention and to see how it may be carried

out in practice, a preferred embodiment will now be described, by way of

non-limiting example only, with reference to the accompanying drawings, in
which:

Fig. 1 is a schematic diagram of a computer and a license bureau; and

Fig. 2 is a generalized flow chart of the sequence of operations

performed according to one embodimentofthe invention.

DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

A schematic diagram of a computer and a license bureau is shown in

Figure 1. Thus, a computer processor (1) is associated with input operations

(2) and with output operations (3). This computer (processor) internally

contains a first non-volatile memory area (4) (e.g. the ROM section of the

BIOS), a second non-volatile memory area (5) (e.g. the E7PROM section of

the BIOS), and a volatile memory area (6) (e.g. the internal RAM memory of

the computer).
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The computer processor is in temporary telecommunications linkage
with a license bureau (7).

The first non-volatile memory includes a pseudo-random identification

key (8), which exclusively or in combination with other information (e.g. user

name), is sufficient to uniquely differentiate this first non-volatile memory

from all other first non-volatile memories. As specified before, said key

constitutes unique identification ofthe computer.

The second non-volatile memory includes a license-record-area (9) e.g.

for the containing of at least one encrypted license-record (e.g. three records

10-12). The volatile memory accommodates a license program (16) having

license record fields (13-15) appended thereto. By way of example said fields

stand for Application name(e.g. Lotus 123), Vendor name (Lotus inc.), and

no oflicensed copies (1 for stand alone usage, >1 for numberoflicensed users

for a network application).

Those versed in the art will readily appreciate that the license record is

not necessarily bound to continuosfields. In fact, the various license content

components of the data record may be embeddedin various locations in the

application. Any component may,ifdesired, be encrypted.

Each one of the encrypted license records (10-12) is obtained by

encrypting the corresponding license record as extracted from program 16,

utilizing for encryption the identification key (8).

In a typical, yet not exclusive, sequence of operation, a

transaction/request is sent, by the computer to the bureau. This transaction

includes the key (8), the encrypted license-records (10-12), contents from the

license program used in forming a license record (e.g. fields 13-15), and other

items of information as desired.

The bureau forms the proposed license-record from the contents,

encrypts (utilizing predetermined encryption algorithm) the so formed

license-record using the key (8), and compares the so formed encrypted
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license-record with the license-records (10-12). The bureau generates an

overlay according to the result of the comparison indication successful

comparison, non-critical failure comparison andcritical failure comparison.

The bureau returns the overlay which will direct the computer in

subsequent operation. Thus, a success overlay will allow the license program

to operate. A non-critical failure overlay will ask for additional user
interactions. A critical failure overlay will cause permanent disruption to the

computer’s BIOS operations. Thus, software operation of the program is

methodologically according to a license limitation restriction.

Those versed in the art will readily appreciate that the implementation

as described with reference to Fig. 1 is by no means binding. Thus, by way of

non-limiting example, the bureau, instead of being external entity may form

part of the computer.

Attention is now directed to Fig. 2, showing a generalized flow chart

of the sequenceofoperations performed according to one embodiment of the
invention.

Thus, selecting (17) a program includes the step of: establishing a

licensed-software-program in the volatile memory of the computer wherein

the licensed-software-program includes contents used to form a

license-record. These contents, be they centralize or decentralized, may

include terms, identifications, specifications, or limitations related to the

manufacturer of a software product, the distributor of a software product, the

purchaser of a software product, a licensor, a licensee, items of computer

hardware or components thereof, or to other terms and conditions related to
the aforesaid.

Setting up (18) the verification structure includes the steps of:

establishing or certifying the existence of a pseudo-unique key in the first
non-volatile memory area; and establishing at least one license-record

location in the first or the second nonvolatile memory area.
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Establishing a license-record includes the steps of: forming a

license-record by encrypting of the contents used to form a license-record

with other predetermined data contents, using the key; and establishing the

encrypted license-record in one of the at least one established license-record

locations (e.g. 10-12 in Figure 1).

Verifying (19) the program includes the steps of: encrypting the

licensed-software-program’s license-record contents from the volatile

memory area or decrypting the license-record in the first or the second

non-volatile memory area, using the key; and comparing the encrypted

licensed-software-program’s license-record contents with the encrypted

license-record in the first or the second non-volatile memory area, or

comparing the licensed-software-program’s license-record contents with the

decrypted license-recordin the first or the second non-volatile memory area.

Acting (20) on the program includes the step of: restricting the

program’s operation with predetermined limitatioris if the comparing yields

non-unity or insufficiency. In this context “non-unity” relates to being unequal

with respect to a specific equation (c.g. A=B+1); and “insufficiency”relates

to being outside of a relational bound (e.g. A>B+1). “Restricting the

program’s operation with predetermined limitations” may include actions

such as erasing the software in volatile memory, warning the license

applicant/user, placing a fine on the applicant/user through the billing service

charges collected at the license bureau(if applicable), or scrambling sections

of the BIOSofthe computer(or of functions interacting therewith).

The present invention has been described with a certain degree of

particularity but it should be understood that various modifications and

alterations may be made without departing from the scope or spirit of the

invention as defined by the following claims:
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CLAIMS:

1. A method of restricting software operation within a license

limitation comprising; for a computer havingafirst non-volatile memory area,

a second non-volatile memory area, and a volatile memory area; the stepsof:

selecting a program residing in the volatile memory, setting up a verification

structure in the non-volatile memories, verifying the program using the

structure, and acting on the program accordingto the verification.

2. A method according to claim 1, further comprising the step of:

establishing a license authentication bureau.

3. A method according to claim 2, wherein setting up a verification

structure further comprising the steps of: establishing, between the computer

and the bureau, a two-way data-communications linkage; transferring, from

the computer to the bureau, a request-for-license including an identification of

the computer and the license-record’s contents from the selected program;

forming an encrypted license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as the encryption key; and

transferring, from the bureau to the computer, the encrypted license-record.

4. A method according to claim 2, wherein verifying the program

further comprising the steps of: establishing, between the computer and the

bureau, a two-way data-communications linkage; transferring, from the

computer to the bureau, a request-for-license-verification including an

identification of the computer, the encrypted license-record for the selected

program from the second non-volatile memory, and__the

licensed-software-program’s license-record contents; enabling the comparing

at the bureau; andtransferring, from the bureau to the computer, the result of

the comparing.

5. A method according to claim 3 wherein the identification of the

computer includes the pseudo-unique key.
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6. A method according to claim 1 wherein selecting a program

includes the step of: establishing a licensed-software-program in the volatile

memory of the computer wherein said licensed-software-program includes

contents used to form a license-record.

7. A method according to claim 1 wherein setting up the verification

structure includes the steps of: establishing or certifying the existence of a

pseudo-unique key in the first non-volatile memory area; and establishing at

least one license-record location in the first or the second nonvolatile memory

area.

8. A method according to claim 6 wherein establishing a license-record

includes the steps of: forming a license-record by encrypting of the contents

used to form a license-record with other predetermined data contents, using

the key; and establishing the encrypted license-record in one of the at least

one established license-record locations.

9. A method according to claim | wherein verifying the program

includes the steps of: encrypting the licensed-software-program’s

license-record contents from the volatile memory area or decrypting the

license-record in the first or the second non-volatile memory area, using the

key; and comparing the encrypted licensed-software-program’s license-record

contents with the encrypted license-record in the first or the second

non-volatile memory area, or comparing the licensed-software-program’s

license-record contents with the decrypted license-record in the first or the

second non-volatile memory area.

10. A method according to claim 1 wherein acting on the program

includes the step of: restricting the program’s operation with predetermined

limitations if the comparing yields non-unity or insufficiency.

11. A method according to claim 1 wherein the first non-volatile

memory area is a ROM section ofa BIOS.
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12. A method according to claim 1 wherein the second non-volatile

memory area is a E7PROMsection ofa BIOS.

13. A method according to claim 1 wherein the volatile memory is a

RAM.

14. A non-volatile memory media used as a BIOS of a computer, for

restricting software operation within a license limitation, wherein a

pseudo-unique key is established.

15. A non-volatile memory media according to claim 14 wherein the

pseudo-unique key is established in a ROM section ofthe BIOS.
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ABSTRACT

A methodofrestricting software operation within a license limitation

that is applicable for a computer having a first non-volatile memory area, a

5 second non-volatile memory area, and a volatile memory area. The method

includes the steps of selecting a program residing in the volatile memory,

setting up a verification structure in the non-volatile memories, verifying the

program using the structure, and acting on the program according to the
. verification.
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Number Country Date Filed Yes No

124571—CTEsreMg24rr 
i I hereby appoint the following attorneys to prosecute this application and to transact all

. business in the Patent and Trademark Office connected therewith: George H. Spencer (Reg. No.
:; 18,038), Norman N. Kunitz (Reg.No. 20,586), Robert J. Frank (Reg. No. 19,112), Gabor J. Kele-

men {Reg. No. 21,016), Robert Kinberg (Reg. No. 26,924), John W. Schneller (Reg. No. 26,031),
Ashley J. Wells (Reg. No. 29,847), Christopher H. Lynt (Reg. No. 33,619) Suite 300 East,
1100 New York Avenue, N.W., Washington, D.C. 20005-3955, Telephone: (202) 414-4000, Telefax:
(202g 414-4040. Address all correspondence to SPENCER & FRANK, Suite 300 East, 1100 New York
Ave., N.W., Washington, D.C. 20005-3955.

The undersigned hereby authorizes the U.S. attorneys named herein to accept and follow
instructions from the undersigned's assignee, if any, and/or, if the undersigned is not a
resident of the United States, the undersigned's domestic attorney, patent attorney or patent
agent, as to any action to be taken in the Patent and Trademark Office regarding this
application without direct communication between the U.S. attorneys and the undersigned. In
the event of a change in the person(s) from whom instructions may be taken, the U.S.
attorneys named herein will be so notified by the undersigned.

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made
are punishable by fine or imprisonment, or both, under §1001 of Title 18 of the United States
Code and that such willful false statements may jeopardize the validity of the application
or any patent issued thereon.

Signature: < Ad : is pate:_ylaa|SP 1998.
Sole/First Inventor: Miki Mullor
Citizenship: Israeli
Residence and Post Office Address: 3

 

, Zelon Street, Ramat Hasharon 47234, Israel

Signature: Date: f , 1998.
Second Inventor: Julian Valiko

Citizenship: Israeli
Residence and Post Office Address: 3 fr

 

Zelon Street, Ramat Hasharon 47234, Israel
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== =, VENA? TYR, HOWARD & QVILETTI, Lu
a SS 2 Includi “sional corporations OFFICES INOo= .
oo= 1100New York Avenue, N.W., Suite 300 East ‘ MARYLAND

wn shington, D.C. 20005-3955 WASHINGTON, D.C
= ——— (202) 414-4000. Fax (202) 414-4040 vis=z Telex 64267 VIRGINIA
as= www.venable.com

== ieLE =
ATTORNEYS AT LAW :

October 1, 1998

e138i
Assistant Commissioner for Patents

Washington, D.C. 20231

Re: New Patent Application ;
Inventor(s): Miki MULLOR and Julian VALIK

’ | Attorney Docket: REINC 4237.01
t Sir:

Please find attached hereto an application for patent which
includes: 

Specification, Claims, Declaration, Power of Attorney.

* A certified copy of Israel Application No. 124571 filed May 21, 1998,
i the priority of which is ¢laimed herewith under 35 U.S.C. 119.
* Verified Declaration Statement showing Small Entity Status:
E

= Formal Drawings: Figures 1 and 2 (2 sheets)
a c Fee (see formula below) check enclosed.
n cgi Basic Fee $395/790........ see c eee eee eee eee eee tenes $__ 395,00

Additional Fees:

 
Total number of claims in excess of 20_* times $11/22 §$ 0.090

Number of independent claims _1
in excess of 3: * times $41/82..........00 eee ee $ —0.00

An assignment is likewise enclosed; Recording Fee $40.$ 40.00
TOTAL FEES FOR THE ABOVE APPLICATION... $_.435,00

In the event there is attached hereto no check, or a check for an insuffi-
A cient amount, please charge.the fee to our Account No. 19-3700 and notify us

accordingly.

Respectfully submitted
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 Robeyt Kinberg,
RK: boa Registration No. 26,924
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Method of Restricting Software Operation within A License Limitation

FIELD OF THE INVENTION

This invention relates to a method and system of identifying and

restricting an unauthorized software program’s operation.

BACKGROUNDOFTHE INVENTION

sho umerous methods have been devi
restricting ofunauthorizedsoftware program/ operation. These methods have

d for the identifying and — 

 been primarily motivated by the gr proliferation of illegally copied

software, which is engulfing the mar tplace. This illegal copying represents
billions ofdollars in lost profits to cémmercial software developers.

lot... : “*Software based products have been developed to validate authorized
software usage by writinga license signature onto the computer’s volatile

/ : memory (e.g. hard disk). These products may be appropriate for restricting
honest software users, but they are very vulnerable to attack at the hands of
skilled system’s programmers(e.g. “hackers”). These license signatures are

15 also subject to the physical instabilities of their volatile memory media.

(6?Parr base products have also
authofized software usage by accessing a dongle that is coupled e.g. to the

 

 
 

fi developed to validate

parallel port of the P.C. ese units are expensive, inconvenient, and not
particularly suitable for software that may be sold by downloading (e.g. over

20 the inte:
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There is accordingly a need in the art to provide for a system and

method that substantially reduce or overcome the drawbacks of hitherto

known solutions.

5 SUMMARY OF THE INVENTION |

The present invention relates to a method of restricting software

operation within a license limitation. This method strongly relies on the use of

a key and of a record, which have been written into the non-volatile memory

. of a computer. |
10 Fora better understanding of the underlying concept of the invention,

there follows a specific non-limiting example. Thus, consider a conventional
_ computer having a conventional BIOS module in which a key was embedded

at the ROMsection thereof, during manufacture. The key constitutes,

effectively, a unique identification code for the host computer. It is important
YaalySEa
ery

1
—_ ws to note that the key is stored in a non-volatile portion of the BIOS,i.e. it

cannot be removed or modified.

Further, according to the invention, each application program that is to 
iG - be licensed to run on the specified computer, is associated with a license

“record; that consists of author name, program name and number of licensed
20 users (for network). The license record may be held in either encrypted or

explicit form.

| Now, there commences an initial license establishment procedure,
where a verification structure is set in the BIOS so as to indicate that the

specified program is: licensed to run on the specified computer. This is
25 implemented by encrypting the license record (or portion thereof) using said

key (or portion thereof) exclusively or in conjunction with other identification
information) as an encryption key. The resulting encrypted license record is

stored in another (second) non-volatile section of the BIOS,e.g. E7PROM (or
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the ROM). It should be noted that unlikethe first non-volatile section, the data

in the second non-volatile memory may optionally be erased or modified

(using E7PROM manipulation commands), so as to enable to add, modify or

remove licenses. The actual format of the license may include a string of

terms that correspondto a license registration entry (e.g. lookup table entry or

entries) at a license registration bureau (which will be further described as part
ofthe preferred embodimentofthe present invention).

Having placed the encrypted license record in the second non-volatile
memory (e.g. the E7PROM), the process of verifying a license may be

commenced. Thus, when a program is loaded into the memory of the

computer, a so called license verifier application, that is a priori running in the
computer, accesses the program under question, retrieves therefrom the
license record, encrypts the recordutilizing the specified unique key (as
retrieved from the ROM section of the BIOS) andcompares the so encrypted

record to the encrypted records that reside in the” E’PROM.In the case of
match, the program is verified to run on the computer. If on the other handthe

sought encrypted data record is not found in the E’PROM database, this
means that the program under question is not ‘properly licensed and

appropriate application define action is invoked(e.g. informingto the user on

the unlicensedstatus, halting the operation of the program under questionetc.)
Thoseversed in the art will readily appreciate that any attempt to run a

_program at an unlicensed site will be immediately detected. Consider, for

example, that a given application, say Lotus 123, is verified to run on a given
computer havingafirst identification code (k1) stored in the ROM portion of
the BIOSthereof. This obviously requires that the license record (LR) of the
application after having been encrypted using k1 giving rise to (LR),is stored

in the E7PROM ofthefirst computer. .

Suppose now that a hacker attempts to run the specified application in
a second computer having a second identification code (k2) storedin the
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ROM portion of the BIOS thereof. All or a portion the database contents

(including of course (LR), ) that reside in the E7PROM portion in the first

computer may be copied in a known per sé means to the second computer. It
is importantto note that the hacker is unable to modify the key in the ROM of

5 the second computer to K1, since, as recalled, the contents of the ROM is

established during manufacture andis practically invariable.

Now, when the application under question is executed in the second

“ _ computer, the license verifier retrieves said LR from the application and, as

: explained above, encrypts it using the key as retrieved from the ROM ofthe
- 10 second computer, i.e k2 giving rise to encrypted license record (LR)

Obviously, the value (LR) does not reside in the E7PROM database section

of the second computer (since it was not legitimately licensed) and therefore

the specified application is invalidated. It goes without saying that the dataeaTSa
copied from the first (legitimate) computer is rendered useless, since

comparing (LR) with the copied value (LR) results, of course, in
i

— wa

“we “ mismatch.

The example aboveis given forclarity ofexplanation only and is by noEe
means binding. 

“ | In its broadest aspect, the invention provides for a methodofrestricting
20 software operation within a license limitation including; for a computer

having a first non-volatile memory area, a second non-volatile memory area,

and a volatile memory area; the steps of: selecting a program residing in the

volatile memory, setting up a verification structure in the non-volatile
memories, verifying the program using the structure, and acting on the

25 program according tothe verification.

An important advantage in utilizing non-volatile memory such as that

residing in the BIOS is that the required level of system programming

expertise that is necessary to intercept or modify commands,interacting with
the BIOS, issubstantially higher than those needed for tampering with data

KS
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residing in volatile memory such as hard disk. Furthermore, there is a much

higher cost to the programmer, if his tampering is unsuccessful, i.e. if data

residing in the BIOS (which is necessary for the computer’s operability) is

inadvertently changed by the hacker. This is too high of a risk for the ordinary
software hacker topay. Note that various recognized means for hindering the
professional-like hacker may also be utilized (e.g. anti-debuggers, etc.) in
conjunction with the present invention.

In the context of the present invention, a “computer”relates to a digital

data processor. These processors are found in personal computers, or on one

or more processing cards in multi-processor machines. Today, a processor

normally includesa first non-volatile memory, a second non-volatile memory,

and data linkage access to a volatile memory. There are also processors

having only one non-volatile memory or having more than two non-volatile
memories; all of which should be considered logically as relating to having a

first and a second non-volatile memory areas. Thére are also computational

environments where the volatile memory is distributed into numerous
physical components, using a bus, LAN,etc.; all of which should logically be

considered as being a volatile memory area.

According to the preferred embodiment of the present invention, there

is further provided a license authentication bureau which can participate in

either or both of: .
(i) establishing the license record in the second non-volatile memory;

and

(ii) verifying if the key and license record in the non-volatile
memory(s) is compatible with the license record information as extracted
from the application under question.

The bureau is a telecommunications accessible processor where

functions such as formatting, encrypting, and verifying may beperformed.

Performing these or other functions at the bureau helps to limit the

LO
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understanding of potential software hackers; since they can not observe how

these functions are constructed. Additional security may also be achieved by

forcing users of the bureau to register, collecting costs for connection to the
bureau, logging transactionsat the bureau,etc.

According to one example ofusing the bureau, setting up a verification
structure further includesthe stepsof: establishing, between the computer and
the bureau, a two-way data-communications linkage; transferring, from the

computer to the bureau, a request-for-license including an identificationof the
computer and the license-record’s contents from the selected program;

forming an encrypted license-record at the bureau by encrypting parts of the
request-for-license using part of the identification as the encryption key; and

transferring, from the bureau to the computer, the encrypted license-record.
| According to another example of using the bureau, verifying the

program further includesthe steps of: establishing, between the computer and

the bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record for the selected
progran from the second non-volatile memory, and__the
licensed-software-program’s license-record contents; enabling the comparing

at the. bureau; and transferring, from the bureau to the computer, the result of
the comparing. | .

The actual key that serves for identifying the computer may be
composed of the pseudo-unique key exclusively, or, if desired, in combination

with information, e.g. information related to the registration of the user such
as e.g. place, telephone number,user name, license number,etc. Inthe context
of the present invention, a “pseudo-unique”key may relate to a bit string

which uniquely identifies each first non-volatile memory. Alternately the

“pseudo-unique” key mayrelate to a random bit string (or to anassignedbit
string) of sufficient lengthsuch that: there is an acceptably low probability of
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a successful unauthorized transfer of licensed software between two

computers, wherethefirst volatile memories of these two computers have the

same key.

It should be noted that the license bureau might maintain a registry of

keys and of licensed programs that have been registered at the bureau in

association with these keys. This registry may be used to help facilitate the

formalization ofprocedures for the transfer of ownership of licensed software

from use on one computer to use on another computer.

Constructing the key in the manner specified may hinderthe hacker in

cracking the proposed encryption scheme of the invention, in particular when

the establishmentofthe license record or the verification thereof is performed

in the bureau. Thoseversedin the art will readily appreciate that the invention

is by no means boundby the data, the algorithms, or the manner of operation
ofthe bureau. It should be noted that the tasks of establishing and/or verifying

a license record may be shared between the bureau and the computer, done
exclusively at the computer, or done exclusively at the bureau. The

pseudo-unique key length needs to be long enough to hinder encryption attack

schemes. The establishing of the key maybe done at any time from the

non-volatile memory’s manufacture until an attempted use. of an established

license-record in the non-volatile memory. The key is used for encryption or

decryption operations. associated with license-records. In principle, the

manufacturer of the licensed-software-program may specify the license-record

format andtherefore different formats may, if desired, be used for respective

applications.- .

According to the preferred embodiment of the present invention, the

pseudo-unique key is a unique-identification bit string that is written onto the

first non-volatile memory by the manufacturer ofthe is memory media.

According to one, non-limiting, preferred embodiment of the present

invention, the first non-volatile memory area is a ROM section of a BIOS; the

%
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second non-volatile memory area is aE-PROM section of a BIOS; and the
volatile memory is a RAM e.g. hard disk and/or internal memory of the
computer. |

The present invention also relates to a non-volatile memory media
used as a BIOS of a computer, for restricting software operation within a
license limitation, wherein a pseudo-unique keyis established. |

According to the preferred embodiment of the non-volatile memory
media of the present invention, the pseudo-unique key is established in a

ROMsection ofthe BIOS.

BRIEF DESCRIPTION OF THE DRAWINGS:

‘In order to understand the invention and to see how it may becarried
out in practice,.a preferred embodiment will now be described, by way of

non-limiting example only, with reference to the accompanying drawings, in
which: |

Fig. lisa schematic diagram ofa computer and a license bureau; and
Fig. 2 is a generalized flow chart of the sequence of operations

performed according to one embodimentofthe invention.

DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT
. A schematic diagram of a computer and a license bureau is shown in

Figure 1. Thus, a computer processor (1) is associated with input operations |

(2) and with output operations (3). This computer (processor) internally
contains a first non-volatile memory area (4) (e.g. the ROM section of the

BIOS), a.second non-volatile memory area (5) (e.g. the E’PROMsection of .-
the BIOS), and a volatile memory area (6)(e.g. the internal RAM memory of

5
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The computer processor is in temporary telecommunications linkage
with a license bureau (7).

The first non-volatile memory includes a pseudo-random identification

key (8), which exclusively or in combination with other information (e.g. user

5 name), is sufficient to uniquely differentiate this first non-volatile memory
from all other first non-volatile memories. As specified before, said key
constitutes unique identification of the computer.

 
 

 
 

 

Wo Q? The second non-volatile memory includesa licerise-record-area (9) e.g.
- fok the containing of at least one encrypted_license-record(e.g. three records

10 10-12). The volatile memory acco

‘license record fields (13-15)
odates a license program (16) having

pended thereto. Byway of example said fields

stand for Application e (e.g. Lotus 123), Vendor name (Lotusinc.), and no oflicensed copiés (1 for stand alone usage, >1 for numberof licensed users

appreciate that the license recordis - 
 

 

15 Se ose versedin the art will readi
not necessarily bound to continuosfiglds. In fact, the various license content

components of the data record may/be embeddedin various locations in the 
application. Any component may,/if desired, be encrypted.

Each one of the encrypted license records (10-12) is obtained by

- 20 ‘encrypting the corresponding license record as extracted from program 16,
utilizing for encryption the identification key (8).

In | a typical, yet not exclusive, sequence of operation, a

transaction/request is sent, by the computer to the bureau. This transaction

includes the key (8), the encrypted license-records (10-12), contents from the
25 license program used in forminga license record(e.g. fields 13-15), and other

items of information as desired.

license-record from the contents, 

 
 

fib AS The bureau forms the propose
ehcrypts (utilizing predetermined gncryption algorithm) the so formed

license-record using the key (8), And compares the so formed encrypted
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license-record with the license-records (10-12). The bureau generates an

 

 
overlay according to the result of the/ comparison indication successful

ison andcritical failure comparison.

The bureau returns the overlay which will direct the computer in

subsequent operation. Thus, a success overlay will allow the license program

to operate. A non-critical failure overlay will ask for additional user

interactions. A critical failure overlay will cause permanent disruption to the

computer’s BIOS operations. Thus, software operation of the program is

methodologically accordingto a license limitation restriction.

Those versed in the art will readily appreciate that the implementation

as described with reference to Fig. 1 is by no meansbinding. Thus, by way of

non-limiting example, the bureau, instead of being external entity may form

part of the computer.

Attention is now directed to Fig. 2, showing a generalized flow chart

of the sequence of operations performed according to one embodimentof the

invention.

Thus, selecting (17) a program includes the step of: establishing a

licensed-software-program in the volatile memory of the computer wherein

the licensed-software-program includes contents used to form a
license-record. These contents, be they: centralize or decentralized, may
include terms, identifications, specifications, or limitations related to the

manufacturer of a software product, the distributor of a software product, the

purchaser of a software product, a licensor, a licensee, items of computer
hardware or components thereof, or to other terms and conditions related to

the aforesaid.

Setting up (18) the verification structure includes the steps of:

establishing or certifying the existence of a pseudo-unique key in the first
non-volatile memory area; and establishing at least one license-record

location in the first or the second nonvolatile memory area.

\ |
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Establishing a license-record includes the steps of: forming a

license-record by encrypting of the contents used to form a license-record

with other predetermined data contents, using the key; and establishing the

encrypted license-record in one of the at least one established license-record

5 locations (e.g. 10-12 in Figure 1). .

Verifying (19) the program includes the steps of: encrypting the

licensed-software-program’s license-record contents from the volatile
memory area or decrypting the license-record in the first or the second

- non-volatile memory area, using the key; and comparing the encrypted
10 licensed-software-program’s license-record contents with the encrypted

license-record in the first or the second non-volatile memory area, or
comparing the licensed-software-program’s license-record contents with thegefn
decrypted license-recordin thefirst or the second non-volatile memory area.ote

aq

Acting (20) on the program includes the step of: restricting the

1S program’s operation with predetermined limitatioris if the comparing yields

- non-unity or insufficiency. In this context “non-unity” relates to being unequal
with respect to a specific equation (e.g. A=B+1); and “insufficiency” relates

ay
Beat

 to being outside of a relational bound (e.g. A>B+1). “Restricting the
program’s operation with predeterminedlimitations” may include actions

20 ‘such as. erasing the’ software in volatile memory, warning the license
applicant/user, placing a fine on the applicant/user through the billing service

charges collected at the license bureau (if applicable), or scrambling sections
of the BIOS ofthe computer (or of functions interacting therewith).

The present invention has been. described with a certain ‘degree of
25 particularity but it should be understood that various modifications and

alterations may be made without departing from the scope or spirit of the
invention as defined by the following claims’

o
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uf AY 1. A method of restricting software operation within a license

5

WOPr A method according toclaim 2, where;6 ture further comprising the steps of: establi

15

20

. 25

‘the comparing.

limit&étion comprising; for a computer havingafirst non-volatile memory area,

a second non-volatile memory area, apd a volatile memory area; the stepsof: 

 
selecting a program residing in the’volatile memory, setting up a verification

structure in the non-volatile yemories, verifying the program using the

structure, and acting on the pfogram according to the verification.
2. A method according to claim 1, further comprising the step of:

establishing a license authentication bureau.

 
 

 

setting up a verification

ing, between the computer

and the bureau, a two-way data-communicatiogs linkage; transferring, from
the computerto the bureau, a request-for-licensé including an identification of

the computer and the license-record’s conte ts from the selected program;

forming an encrypted license-record at the Yureau by. encrypting parts of the
request-for-license using part of the identiffeation as the encryption key; and
transferring, from the bureau to the computer, the encryptedlicense-record.

4. A method according to clai 
 

 

 

 
 

 

2, wherein verifying the program

further: comprising the steps of: establighing, between the computer and the
bureau, a two-way data-communicay ons linkage; transferring, from the
computer to the bureau, a reque -for-license-verification including an
identification of the computer, the gncrypted license-record for the selected

program from — the secon non-volatile memory, and the
licensed-software-program’s licerfse-record contents; ‘enabling the comparing
at the bureau; and transferring, ‘om the bureau to the computer, the result of

5. A method according to claim 3 wherein the identification of the
computer includes the> pseud -unique key.
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non-volatile memory area, or comparing
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6. A method according to claiqn 1 wherein selecting a program

includes the step of: establishing a licersed-software-program in the volatile
memory of the computer wherein said licensed-software-program includes
contents used to form a license-record.

7. A method according to clain} 1 wherein setting up the verification

structure includes the steps of: establishing or certifying the existence of a
pseudo-unique key in the first non-volatile memory area; and establishing at
least ofte license-record location in thd first or the second nonvolatile memory
“

. 8. A method according to claim 6 wherein establishing a license-record
includes the steps of: forming a license-record by encrypting of the contents

used to form a license-record with other predetermined data contents, using
the key; and establishing the encrypted license-record in one of the at least
one established license-record locations.

07.3/9. A method according to claim 1 wherfin verifying the program

 
 

 

 

ingludes the steps. of: encrypting “the icensed-software-program’s
license-record contents from the volatile me pory area or decrypting the
license-record in the first or the second non-vglatile memory area, using the

key; and comparing the encrypted licensed-software-program’s license-record
contents : with the encrypted license-recorfl in the first or the second

e licensed-software-program’s

license-record contents with the decrypted! license-record in the first or the
second non-volatile memory area. | |

10. A method according to claim 1 wherein acting on the program
includes the step of: restricting the program’s operation with predetermined

limitations if the comparing yields nonfunity or insufficiency.
11. A method according to flaim 1 wherein the first non-volatile

memory area is a ROMsection of a BIOS.
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12. A method according to claim/wherein the second non-volatile

memory area is a E7PROMsection of ¥BIOS.

i ps. A method according to claim 1 wherein the volatile memory is a

 
 

14. A norkvolatile memory media used as a BIOS of a computer, for

€\operation within a license limitation, wherein a

emory media according to claim 14 wherein the
tablished in a ROM section of the BIOS.
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ABSTRACT

A method of restricting software operation within a license limitation
that is applicable for a computer having a first non-volatile memory area, a

5 second non-volatile memory area, and a volatile memory area. The method

includes the ‘steps ofselecting a program residing in the volatile memory,
setting up a verification structure in the non-volatile memories, verifying the
program using the structure, and acting on the program according to the

. verification.
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As a below named inventor, I hereby declare that my residence, post office address and
citizenship are as stated below next to my name, and that I believe I am the original, first
and sole inventor (if only one name is listed below) or an original, first and joint inventor
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Method of Restricting Software Operation within a Licensed Limitation
the specification of which
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and was amended on {if applicable].
{ ] was filed under the Patent Cooperation Treaty on . .

Serial No._CC, «CHhe~«;United States of America being designated.
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Methodof Restricting Software Operation within A License Limitation
a

FIELD OF THE INVENTION

This invention relates to a method and system of identifying and —

restricting an unauthorized software program’s operation.

BACKGROUND OF THE INVENTION

Numerous methods have been devised for the identifying and -

restricting of unauthorized software program’s operation. These methods

have been primarily motivated by the grand proliferation of illegally copied
software, which is engulfing the marketplace. This illegal copying represents .

billions of dollars in lost profits to commercial software developers.

Software based products have been developed to validate authorized

software usage by writing a license signature onto the computer’s volatile

memory (e.g. hard disk). These products may be appropriate for restricting

honest software users, but they are very vulnerable to attack at the hands of

skilled system’s programmers (e.g. “hackers’”’). These license signatures are

also subject to the physical instabilities of their volatile memory media.

Hardware base products have also been developed to validate

authorized software usage by accessing a dongle that is coupled e.g. to the

parallel port of the P.C. These units are expensive, inconvenient, and not
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particularly suitable for software that may be sold by downloading (e.g. over

the internet).

There is accordingly a need in the art to provide for a System and

method that substantially reduce or overcome the drawbacks of hitherto

knownsolutions.

SUMMARYOF THE INVENTION

The present invention relates to a method of restricting software

operation within a license limitation. This methodstrongly relies on the use of

a key and of a record, which have been written into the non-volatile memory

of a computer.

For a better understanding of the underlying concept of the invention,

there follows a specific non-limiting example. Thus, consider a conventional

computer having a conventional BIOS module in which a key was embedded
at the ROM section thereof, during manufacture. The key constitutes,
effectively, a unique identification code for the host computer. It is important

- to note that the key is stored in.a-non-volatile portion of the BIOS,.i.e. it .... .

cannot be removedor modified.

Further, according to the invention, each application program that is to

be licensed to run on the specified computer, is associated with a license
record; that consists of author name, program name and number oflicensed

users (for network). The license record may be held in either encrypted or

explicit form.

Now, there commences an initial license establishment procedure,

where a verification structure is set in the BIOS so as to indicate that the

specified program is licensed to run on the specified computer. This is

implemented by encrypting the license record (or portion thereof) using said

key (or portion thereof) exclusively or in conjunction with other identification
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information) as an encryption key. The resulting encrypted license record is

stored in another (second) non-volatile section of the BIOS,e.g. E’PROM (or

the ROM). It should be noted that unlike the first non-volatile section, the

data in the second non-volatile memory may optionally be erased or modified

(using E7PROM manipulation commands), so as to enable to add, modify or
remove licenses. The actual format of the license mayincludeastring of

terms that correspondto a license registration entry (e.g. lookup table entry or

entries) at a license registration bureau (which will be further described as

part of the preferred embodimentofthe present invention).

Having placed the encrypted license record in the second non-volatile

memory (e.g. the E’PROM), the process of verifying a license may be
commenced. Thus, when a program is loaded into the memory of the

computer, a so called license verifier application, that is a priori running in

the computer, accesses the program under question, retrieves therefrom the

license record, encrypts the record utilizing the specified unique key (as

retrieved from the ROM section of the BIOS) and compares the so encrypted
record to the encrypted records that reside in the EPROM.In the case of

match,the program is verified to run on the computer. If on the other handthe..
sought encrypted data record is not found in the E’PROM database, this
means that the program under question is not properly licensed and

appropriate application define action is invoked (e.g. informing to the user on

the unlicensed status, halting the operation of the program under question

etc.)

Those versed in the art will readily appreciate that any attempt to run a

program at an unlicensed site will be immediately detected. Consider, for

example,that a given application, say Lotus 123, is verified to run ona given

computer havinga first identification code (k1) stored in the ROM portion of

the BIOS thereof. This obviously requires that the license record (LR) of the
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application after having been encrypted using kl giving rise to (LR)k1 is

stored in the E7PROMofthefirst computer.

Suppose nowthat a hacker attempts to run the specified application in

a second computer having a second identification code (k2) stored in the

ROM portion of the BIOS thereof. All or a portion the database contents

(including of course (LR)) that reside in the E?PROM portion in the first
computer may be copied in a known per se means to the second computer. It

is important to note that the hackeris unable to modify the key in the ROM of

the second computer to K1, since, as recalled, the contents of the ROM is

established during manufacture andis practically invariable.
Now, when the application under question is executed in the second

computer, the license verifier retrieves said LR from the application and, as

explained above, encrypts it using the key as retrieved from the ROM ofthe
second computer, i.e k2 giving rise to encrypted license record (LR)w.

Obviously, the value (LR)2 does-not reside in the E’PROM database section
of the second computer (sinceit was not legitimately licensed) and therefore
the specified application is invalidated. It goes without saying that the data

--copied: from the first (legitimate) computer. is rendered useless, since -

comparing (LR) with the copied value (LR)results, of course, in

mismatch.

The example aboveis given for clarity of explanation only andis by no

meansbinding.

In its broadest aspect, the invention provides for a method of

restricting software operation within a license limitation including; for a

computer having a first non-volatile memory area, a second non-volatile

memory area, and a volatile memory area; the steps of: selecting a program

residing in the volatile memory, setting up a verification structure in the

non-volatile memories, verifying the program using the structure, and acting
on the program according to the verification.
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An important advantage in utilizing non-volatile memory such as that

residing in the BIOS is that the required level of system programming

expertise that is necessary to intercept or modify commands,interacting with

the BIOS,is substantially higher than those needed for tampering with data

residing in volatile memory such as hard disk. Furthermore, there is a much

higher cost to the programmer, if his tampering is unsuccessful, i.e. if data
residing in the BIOS (which is necessary for the computer’s operability) is

inadvertently changed by the hacker. This is too high of a risk for the ordinary

software hacker to pay. Note that various recognized means for hindering the

professional-like hacker may also be utilized (e.g. anti-debuggers, etc.) in
conjunction with the present invention.

In the context of the present invention, a “computer”relates to a digital

data processor. These processors are found in personal computers, or on one

or more processing cards in multi-processor machines. Today, a processor

normally include a first non-volatile memory, a second non-volatile memory,

and data linkage access to a volatile memory. There are also processors

having only one non-volatile memory or having more than two non-volatile
memories; all of which should be considered logically as relating to having a

first and a second non-volatile memory areas. There are also computational

environments where the volatile memory is distributed into numerous

physical components, using a bus, LAN,etc.; all of which should logically be

considered as being a volatile memory area.

According to the preferred embodimentof the present invention, there

is further provided a license authentication bureau which can participate in
either or both of:

(i) establishing the license record in the second non-volatile memory;

and

0050

 



0051

vesametetdteeee!ween
 

 

10

15

20

25

 

(ii) verifying if the key and license record in the non-volatile

memory(s) is compatible with the license record information as extracted

from the application under question. ’

The bureau is a telecommunications accessible processor where

functions such as formatting, encrypting, and verifying may be performed.

Performing these or other functions at the bureau helps to limit the
understanding of potential software hackers; since they can not observe how

these functions are constructed. Additional security may also be achieved by

forcing users of the bureau to register, collecting costs for connection to the
bureau, logging transactionsat the bureau, etc.

According to one example of using the bureau,setting up a verification

structure further includes the steps of: establishing, between the computer and

the bureau, a two-way data-communications linkage; transferring, from the

computer to the bureau,a request-for-license includingan identification of the

computer and the license-record’s contents from the selected program;

forming an encrypted license-record at the bureau by encrypting parts of the
request-for-license using part of the identification as the encryption key; and

transferring, from the bureau to the computer, the encrypted license-record. _

_According to another example.of using the bureau, verifying the

program further includesthe steps of: establishing, between the computer and
the bureau, a two-way data-communications linkage; transferring, from the

computer to the bureau, a request-for-license-verification including an

identification of the computer, the encrypted license-record for the selected

program from the second non-volatile memory, and the

licensed-software-program’s license-record contents; enabling the comparing

at the bureau; and transferring, from the bureau to the computer, the result of
the comparing.

The actual key that serves for identifying the computer may be

composed ofthe pseudo-unique key exclusively, or, if desired, in combination
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with information, e.g. information related to the registration of the user such

as e.g. place, telephone number, user name,license number, etc. In the context

of the present invention, a “pseudo-unique” key mayrelate to a bit string

which uniquely identifies each first non-volatile memory. Alternately the

“pseudo-unique” key may relate to a random bitstring (or to an assignedbit

string) of sufficient length such that: there is an acceptably low probability of
a successful unauthorized transfer of licensed software between two

computers, where the first volatile memories of these two computers have the

same key. .
It should be noted that the license bureau might maintain a registry of

keys and of licensed programs that have been registered at the bureau in

association with these keys. This registry may be used to help facilitate the

formalization of procedures for the transfer of ownership oflicensed software

from use on one computerto use on another computer.

Constructing the key in the manner specified may hinder the hacker in

cracking the proposed encryption schemeofthe invention, in particular when
the establishmentofthe license record or the verification thereof is performed
in the bureau. Those versedin the art will readily appreciate that the invention _ |

is by no means boundbythe data, the algorithms, or the manner of operation
of the bureau. It should be noted that the tasks of establishing and/or verifying

a license record may be shared between the bureau and the computer, done

exclusively at the computer, or done exclusively at the bureau. The

pseudo-unique key length needsto be long enough to hinder encryption attack
schemes. The establishing of the key may be done at any time from the

non-volatile memory’s manufacture until an attempted use of an established

license-record in the non-volatile memory. The key is used for encryption or

decryption operations associated with license-records. In principle, the
manufacturer of the  licensed-software-program may specify the
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@. license-record format and therefore different formats may, if desired, be used
for respective applications.

According to the preferred embodiment of the present invention, the

pseudo-uniquekeyis a unique-identification bit string that is written onto the
5 first non-volatile memory by the manufacturer of the is memory media.

According to one, non-limiting, preferred embodiment of the present

invention, the first non-volatile memory area is a ROM section of a BIOS; the

a second non-volatile memory area is a E2PROMsection of a BIOS; and the

volatile memory is a RAM e.g. hard disk and/or internal memory of the

10 computer. |
The present invention also relates to a non-volatile memory media

used as a BIOS of a computer, for restricting software operation within a

license limitation, wherein a pseudo-uniquekeyis established.

According to the preferred embodiment of the non-volatile memory

15 media of the present invention, the pseudo-unique key is established in a

ROMsection of the BIOS.

BRIEF DESCRIPTION OF THE DRAWINGS:

In order to understand the invention and to see how it maybe carried

20 out in practice, a preferred embodiment will now be described, by way of

non-limiting example only, with reference to the accompanying drawings, in

which:

Fig. 1 is aschematic diagram of a computer and a license bureau; and

Fig. 2 is a generalized flow chart of the sequence of operations

25 performed according to one embodimentofthe invention.
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DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

A schematic diagram of a computer and a license bureau is shown in

Figure 1. Thus, a computer processor (1) is associated with input“operations

(2) and with output operations (3). This computer (processor) internally

contains a first non-volatile memory area (4) (e.g. the ROM section of the

BIOS), a second non-volatile memory area (5) (e.g. the E’PROMsection of
the BIOS), and a volatile memory area(6) (e.g. the internal RAM memory of

the computer).

The computer processor is in temporary telecommunications linkage
with a license bureau (7).

Thefirst non-volatile memory includes a pseudo-random identification

key (8), which exclusively or in combination with other information(e.g. user

name), is sufficient to uniquely differentiate this first non-volatile memory

from all other first non-volatile memories. As specified before, said key

constitutesunique identification of the computer.

The second non-volatile memory includes a license-record-area (9)
e.g. for the containing of at least one encrypted license-record (e.g. three

- records 10-12). Thevolatile memory accommodates a license program (16)

having license record fields (13-15) appended thereto. By way of example

said fields stand for Application name (e.g. Lotus 123), Vendor name (Lotus

inc.), and no of licensed copies (1 for stand alone usage, >1 for number of

licensed users for a network application).

Thoseversedin the art will readily appreciate that the license record is

not necessarily bound to continuos fields. In fact, the various license content

components of the data record may be embedded in variouslocations in the

application. Any component may, if desired, be encrypted.

Each one of the encrypted license records (10-12) is obtained by

encrypting the corresponding license record as extracted from program 16,
utilizing for encryption the identification key (8).
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In a typical, yet not exclusive, sequence of operation, a

transaction/request is sent, by the computer to the bureau. This transaction

includes the key (8), the encrypted license-records (10-12), contents from the

license program used in forminga license record (e.g. fields 13-15), and other

items of information as desired.

The bureau forms the proposed license-record from the contents,

encrypts (utilizing predetermined encryption algorithm) the so formed

license-record using the key (8), and compares the so formed encrypted

license-record with the license-records (10-12). The bureau generates an

overlay according to the result of the ‘comparison indication successful
comparison, non-critical failure comparison andcritical failure comparison.

The bureau returns the overlay which will direct the computer in

subsequent operation. Thus, a success overlay will allow the license program

to operate. A non-critical failure overlay will ask for additional user

interactions. A critical failure overlay will cause permanentdisruption to the

computer’s BIOS operations. Thus, software operation of the program is

‘ methodologically according toalicense limitation restriction.

Those versed.in the artwill readily appreciate that the implementation

as described with reference to Fig. 1 is by no meansbinding. Thus, by way of

non-limiting example, the bureau, instead of being external entity may form

part of the computer.

Attention is now directed to Fig. 2, showing a generalized flow chart

of the sequence of operations performed according to one embodimentofthe

invention.

Thus, selecting (17) a program includes the step of: establishing a

licensed-software-program in the volatile memory of the computer wherein

the licensed-software-program includes contents used to form a

license-record. These contents, be they centralize or decentralized, may

include terms, identifications, specifications, or limitations related to the
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manufacturer of a software product, the distributor of a software product, the

purchaser of a software product, a licensor, a licensee, items of computer
hardware or components thereof, or to other terms and conditions related to

the aforesaid.

Setting up (18) the verification structure includes the steps of:

establishing or certifying the existence of a pseudo-unique key in the first
non-volatile memory area; and establishing at least one license-record

location in the first or the second nonvolatile memory area.

Establishing a license-record includes the steps of: forming a

license-record by encrypting of the contents used to form a license-record

with other predetermined data contents, using the key; and establishing the

encrypted license-record in oneof the at least one established license-record

locations (e.g. 10-12 in Figure 1).

Verifying (19) the program includes the steps of: encrypting the

licensed-software-program’s license-record contents from . the volatile -
memory area or decrypting the license-record in the first or the second
non-volatile memory area, using the key; and comparing the encrypted

licensed-software-program’s license-record contents with the encrypted _

license-record in the first or the second non-volatile memory area, or

comparing the licensed-software-program’s license-record contents with the

decrypted license-recordin the first or the second non-volatile memory area.

Acting (20) on the program includes the step of: restricting the

program’s operation with predetermined limitations if the comparing yields
non-unity or insufficiency. In this context “non-unity” relates to being unequal

with respect to a specific equation (e.g. A=B+1); and “insufficiency” relates

to being outside of a relational bound (e.g. A>B+1). “Restricting the

program’s operation with predetermined limitations” may include actions
such as erasing the software in volatile memory, warning the license

applicant/user, placing a fine on the applicant/user through the billing service
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charges collected at the license bureau (if applicable), or scrambling sections

of the BIOS of the computer(or of functions interacting therewith).

The present invention has been described with a certain: degree of

particularity but it should be understood that various modifications and

alterations may be made without departing from the scope or spirit of the

invention as defined by the following claims:
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CLAIMS:

1. A method of restricting software operation within. a license

limitation comprising; for a computer having a first non-volatile memory
area, a second non-volatile memory area, and a volatile memory area; the

steps of: selecting a program residing in the volatile memory, setting up a

verification structure in the non-volatile memories, verifying the program

using the structure, and acting on the program accordingto the verification.

2. A method according to claim 1, further comprising the step of:

establishing a license authentication bureau.

3. A method according to claim 2, wherein setting up a verification

structure further comprising the steps of: establishing, between the computer

and the bureau, a two-way data-communications linkage; transferring, from

the computerto the bureau, a request-for-license including an identification of

the computer and the license-record’s contents from the selected program;

forming an encrypted license-record at the bureau by encrypting parts of the
request-for-license using part of the identification as the encryption key; and

transferring, from the bureau to the computer, theencrypted license-record. __
4. A method according to claim 2, wherein verifying the program

further comprising the steps of: establishing, between the computer and the
bureau, a two-way data-communications linkage; transferring, from the

computer to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record for the selected

program from the second non-volatile memory, and the

licensed-software-program’s license-record contents; enabling the comparing

at the bureau; and transferring, from the bureau to the computer, the result of

the comparing.

5. A method according to any of claims 3 or 4 wherein the

identification of the computer includes the pseudo-unique key.
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6. A method according to claims 1 or 2 wherein selecting a program

includes the step of: establishing a licensed-software-program in the volatile

memory of the computer wherein said licensed-software-program includes

contents used to form a license-record.

7. A method according to claims 1 or 2 wherein setting up the

verification structure includes the steps of: establishing or certifying the

existence of a pseudo-unique key in the first non-volatile memory area; and

establishing at least one license-record location in the first or the second

nonvolatile memory area.

8. A method according to claims 6 and 7 wherein establishing a
license-record includes the steps of: forming a license-record by encrypting of

the contents used to form a license-record with other predetermined data

contents, using the key; and establishing the encrypted license-record in one

of the at least one established license-record locations.

- 9. A method according to claims | or 2 wherein verifying the program

includes the steps of: encrypting the licensed-software-program’s

license-record contents from the volatile memory area or decrypting the

license-record in the first or the second non-volatile memory area, using the

key; and comparing the encrypted licensed-software-program’s license-record

contents with the encrypted license-record in the first or the second

non-volatile memory area, or comparing the licensed-software-program’s

license-record contents with the decrypted license-record in the first or the

second non-volatile memory area.

10. A method according to any of claims 1 or 9 wherein acting on the

program includes the step of: restricting the program’s operation with

predetermined limitationsif the comparing yields non-unity orinsufficiency.

11. A method according to claim 1 wherein the first non-volatile

memory area is a ROM section of a BIOS.
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12. A method according to claim 1 wherein the second non-volatile

memory area is a E’7PROMsection of a BIOS.

13. A method according to claim 1 wherein the volatile memory is a

RAM.

14. A non-volatile memory media used as a BIOS of a computer, for

restricting software operation within a license limitation, wherein a
pseudo-uniquekey is established.

15..A non-volatile memory media according to claim 14 wherein the

pseudo-unique keyis established in a ROM section of the BIOS.

For the Applicants,
-REINHOLD COHN AND PARTNERS
By:
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Art Unit: 2161

Status of Claims

1. Claims 1-15 have been examined.

Claim Rejections - 35 USC § 102

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections underthis section madein this Office action:

A personshallbe entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the United
States before the invention thereof by the applicant for patent, or on an international application by another who
has fulfilled the requirements of paragraphs(1), (2), and (4) ofsection 371(c) ofthis title before the invention
thereofby the applicant for patent.

Claims 1-4 and 11-13 are rejected under 35 U.S.C. 102(e) as being clearly anticipated by

Ginter et al U.S. Patent No. 5,892,900.

As per claim 1, Ginter et al teach of a system and methodfor secure transactions

managementandelectronic rights protection that:

e restricts software operation within a license limitation (column5, lines 29-41 and

column 6,lines 29-65)

e utilizes a computerthat hasa first non-volatile memory area (column 70, lines 40-65)
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, asecond non-volatile memory area (column70,lines 40-65) and a volatile memory

area (column 71, lines 12-25)

e provides a means of selecting a program residing in the volatile memory (column 71,

lines 25-27 and column 82, lines 12-52)

e sets up a verification structure in the non-volatile memories (column 70,lines 23-53

and column/line 63/67-64/15)

e verifies the program using the structure (column 70, lines 23-53 and column/line

63/67-64/15)

e and acts on the program accordingto the verification (column 70,lines 23-53 and

column/line 63/67-64/15).

As per claim 2, the method and system of Ginter et al provide for a license

authorization bureau in the form of a VDE(virtual distribution environment) distributor

and/or administrator (column/line 278/40 to 281/44).

As per claim 3, the method and system of Ginter et al discloses a verification method

with a license authorization bureau that comprisesof:

e atwo-way data communication link between said bureau and end-user computer

(figure 77)
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e a method for establishing end-user rights (column/line 278/40 to 28 1/44)

e data encryption using keys (column 281, lines 10-22)

e creating a license record from the selected program at the bureau (column 71,

lines 25-27, column82,lines 12-52, column/line 278/40 to 281/44 and column15,

lines 10-34).

As per claim 4, the method and system of Ginteret al also provides a means of

encrypting the license record for the selected program from the second volatile memory

(column/line 65/55 to 66/47).

Asper claim 6, the method and system of Ginter et al provides a means for

establishing a licensed software program. Where said program contains license record

_data and is found in the volatile memory (column 71, lines 25-27, column 82, lines 12-52,

column/line 278/40 to 281/44, column15, lines 10-34, figure 8 and column 96, lines 37-

41).

As per claim 10, the method and system of Ginter et al provide a meansfor restricting

a program’s operation with predetermined limitations if the authorization is invalid

(column 279, lines 21-32).
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Asper claim 11, the method and system of Ginter et al provide for a ROM BIOS

(figure 69G and column70,lines 39-53).

As per claim 12, the method and system of Ginter et al provide for an EEPROM

BIOS (figure 69G and column,lines 54-65).

Asper claim 13, the method and system of Ginter et al provide for RAM (column71,

lines 16-25).

Claim Rejections - 35 USC § 103

3. The following is a quotation of 35 U.S.C. 103(a) which formsthe basis forall

obviousnessrejections set forth in this Office action:

(a) A patent maynotbe obtained though the inventionis not identically disclosed or described asset forth in
section 102ofthistitle, if the differences between the subject matter sought to be patented andtheprior art are
such that the subject matter as a whole would have been obviousat the time the invention was madeto a person
havingordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
mannerin which the invention was made.

Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginteret al

U.S. Patent No. 5,892,900 as applied to claim 3 above, and further in view of Goldmanet

al 5,684,951. As per claim 3, Ginteret al disclose a verification structure. In addition,

Ginteret al disclose a system and method for secure transaction management and

electronic rights protection utilizing encryption keys (column 206,lines 57-65).
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However, Ginteret al do not disclose pseudo unique keys. Goldmanet al teach of a

method and system for user authorization over a multi-user computer system. In said

system, a user has valid id but lacks an authorized meansof access. Using pseudo unique

keys (abstract, lines 19-21), said user can validate said meansof access. Therefore,it

would have been obviousto a person ofordinaryskill in the art of encryption, to

incorporate pseudo unique keys into the system of Ginteretal.

4. The following is a quotation of 35 U.S.C. 103(a) which formsthebasis forall

obviousnessrejections set forth in this Office action:

(a) A patent maynot be obtained thoughthe inventionis not identically disclosed or described asset forth in
section 102ofthistitle, if the differences between the subject matter sought to be patented andthe priorart are
suchthat the subject matter as a whole would have been obviousat the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginteretal

U.S. Patent. 5,892,900 in view of Goldmanet al U.S Patent 5,684,951. Ginter et al teach

of a method and system for electronic rights protection comprising of volatile memory,

non-volatile memory,license records location andlicensed software programs (see

section 2 rejections pertaining to claims1, 3, 4 and 6). Ginter et al also use encryption

keys (column 206,lines 57-65).
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However, Ginter et al do not make use of pseudo unique keysin their system.

Goldmanet al teach of a method and system for user authorization over a multi-user

computer system throughthe use of pseudo unique keys(abstract, lines 19-21).

Therefore, it would have been obviousto a person ofordinary skill in the art of the time

the invention was madeto utilize pseudo unique keys in the system of Ginteret al.

5, The following is a quotation of 35 U.S.C. 103(a) which formsthe basis forall

obviousnessrejectionsset forth in this Office action:

(a) A patent may not be obtained thoughthe inventionis notidentically disclosed or described as set forth in
section 102 of thistitle, if the differences between the subject matter sought to be patented and the priorart are
such that the subject matter as a whole would have been obviousatthe time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negativedby the
mannerin which the invention was made.

Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginteret al

US. Patent No. 5,892,900 as applied to claim 6 above, and further in view of Goldmanet

al U.S Patent 5,684,951. Ginter et al disclose a method for authoring content that includes

encryption keys (column/line 282/ 33 to 283/34). As per claim 6, Ginteret al disclose a

methodfor selecting a licensed software program from the volatile memory to form a

license record. However, Ginter et al do not use pseudo unique keys for purposes of

encryption. Goldmanet al teach of a method and system for user authorization over a
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multi-user computer system throughthe use of pseudo unique keys (abstract, lines 19-

21). Therefore it would have been obviousto a personof ordinary skill in the art at the

time the invention was made to use pseudo uniquekeys.

6. The following is a quotation of 35 U.S.C. 103(a) which formsthe basis forall

obviousnessrejections set forth in this Office action:

(a) A patent maynotbe obtained though the inventionis notidentically disclosed or described asset forth in
section 102ofthistitle, if the differences between the subject matter sought to be patented and the priorart are
such thatthe subject matter-as a whole would have been obviousat the time the invention was madeto a person
having ordinaryskill in the art to which said subject matter pertains. Patentability shall not be negatived by the
mannerin which the invention was made.

Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginteret al

US. Patent No. 5,892,900 in view of Goldmanet al U.S Patent 5,684,951 and

Richardson, III U.S. Patent No. 5,490,216. Ginter et al teach of a system and methodfor

encrypting and decryptingoflicensing related communications between end-user(s) and a

license authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginter

et al also teach ofvolatile and non-volatile memory areas used in conjunction with

licensed software programs(columns 70-72, column 82,lines 12-52, column/line 278/40

to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-41). However, Ginter

et al do not disclose pseudo unique keys. Goldmanetal provide for the use of pseudo
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unique keys (abstract, 21-23). Therefore, it would have been obviousto a person of

ordinaryskill in the art at the time the invention was made, to incorporate pseudo unique

keys into the system of Ginter etal.

Conclusion

7. Theprior art made ofrecord and notrelied upon is considered pertinent to

applicant’s disclosure:

e Richardson, III teaches a system for software protection

8. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Calvin Loyd Hewitt II whose telephone number1s (703)

305-0625. The examiner can normally be reached on Monday-Friday from 8:30 AM —

5:00 PM.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, James P. Trammell, can be reached at (703) 305-9768.

Any responseto this action should be mailed to”

Commissioner of Patents and Trademarks

C/o Technology Center 2700

Washington, D.C. 20231

or faxed to:

(703) 308-9051 (for formal communications intended for entry)

or:

(703) 308-5397 (for informal or draft communications, please label

“PROPOSED”or “DRAFT”)

Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal Drive,
Arlington, VA, Sixth Floor (Receptionist).

Anyinquiry of a general nature orrelating to the status of this application should be

directed to the Group receptionist whose telephone numberis (703) 305-3900.

 
 

 

SS  
 

  Calvin Loyd Hewitt I
Supervisory Patent Examinds

October 3, 2000 Technotogy Center 3700
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

 
 

Examiner: J. Trammell

Group Unit: 2161
& :¢

IlnRePATENT APPLICATION of RECEIVED
Applicant >: Miki MULLORet al. ) NOV en nnn

)
Application No. : 09/164;777 ) Technology Center 2100

: )
Filed : October 1, 1998 )

) LETTER REQUESTING
For : METHOD OF RESTRICTING ) NEW ACTION

. SOFTWARE OPERATIONWITHIN_)
A LICENSED LIMITATION )

)
Attorney Docket : 32130-142820 )

November 17, 2000

Assistant Commissionerfor Patents

Washington, D.C. 20231

Sir:

The Examiner’s Action of October 18, 2000 has been received. Because the

Action is ambiguousasto the nature of the rejection, omits listing cited references on the

form PTO-892 andfails to include copies of the references applied against at least claim

9 with the Action, it is requested that a new Action be issued with a new response date

extending three-months from date of the new Action.

Specifically, the summary of the Action indicates claims 1-15 are rejected.

However, in the body of the Action, only claims 1-13 are rejected. Claims 13 and 14 do

not have any substantive rejections applied against them. It is also noted that in the first

rejection on page 2, claims 1-4 and 11-13 are mentioned in the first part of the rejection,

however, claims 6 and 10 also appear to be rejected in the narrative ofthis rejection.
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The Richardson U.S. Patent No. 5,490,216 applied against claim 9 is not included

on the form PTO-892 and no copyofthis reference was supplied with the Action.

Finally, the Action fails to indicate receipt of the certified copy of the Priority

Documentwhich wasfiled with the Application on October 1, 1998. It is requested that

in the new Action the Examiner acknowledgereceipt of the Priority Document.

This letter is NOT a response to the pending Action but rather a request for

issuance of a substitute Action with a new responsedate.

Respectfully submitted,

hal
Robert Kinberg
Registration No. 26,924
VENABLE

Post Office Box 34385

Washington, DC 20005-3917
Telephone: (202) 962-4800
Direct dial: (202) 962-4014
Telefax: (202) 962-8300

 

RK/tah/trt

DC2DOCS1\251666

2 (09/164,777)
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DATE MAILED:

 

 

Leven / oo

Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissionerof Patents and Trademarks .

——~J

PTO-90C (Rev. 2/95) 1- File Copy
“U.S. GPO: 2000-473-000/44602 0084
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~ | Application No. oo Applicant(s)
09/164,777 MULLORET AL.

Office Action Summary =xaminer AA Unit

Calvin L HewittII 2161 |
-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLYIS SET TO EXPIRE 3 MONTH(S) FROM

THE MAILING DATE OF THIS COMMUNICATION.Extensions of time may be available under the provisions of 37 CFR 1.136 (a). In no event, however, may a reply be timely filed
after SIX (6) MONTHSfrom the mailing date of this communication.

- If the period for reply specified aboveis less than thirty (30) days, a reply within the statutory minimum ofthirty (30) days will be consideredtimely.
- If NO periodfor reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHSfrom the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED(35 U.S.C.§ 133).
- Anyreply received by the Office later than three months after the mailing date of this communication, evenif timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).
Status

1)&] Responsive to communication(s)filed on 01 December 2000 .

2a)L) This action is FINAL. 2b) This action is non-final.

3)_Sincethis application is in condition for allowance exceptfor formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. Disposition of Claims

4)C] Claim(s) is/are pending in the application.

4a) Of the above claim(s) is/are withdrawnfrom consideration.

5)L Claim(s) is/are allowed.

6)X] Claim(s) 1-15 is/are rejected.

7) Claim(s)__ is/are objectedto.

are subject to restriction and/or election requirement.8)L] Claims

Application Papers

9) Thespecification is objected to by the Examiner.

10).) The drawing(s)filed on is/are objected to by the Examiner.

11)0] The proposed drawing correction filed on is: a)L_] approved b)(_) disapproved.
12)L] The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119

13)X] Acknowledgmentis made ofa claim for foreign priority under 35 U.S.C. § 119(a)-(d).

a) Al b)L) Some *c)[] Noneof:

1.[] Certified copies of the priority documents have beenreceived.

2.) Certified copies of the priority documents have been received in Application No.2.

3.1.) Copiesof the certified copies of the priority documents have beenreceivedin this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

4)L] Acknowledgementis madeofa claim for domestic priority under 35 U.S.C. & 119(e).

Attachment(s)

15) Notice of References Cited (PTO-892) 18) O Interview Summary (PTO-413) Paper No(s).
16) C Notice of Draftsperson'’s Patent Drawing Review (PTO-948) - 19) C Notice of Informal Patent Application (PTO-152)
17) CT Information Disclosure Statement(s) (PTO-1449) Paper No(s) . 20) C Other:

U.S. Patent and Trademark Office

PTO-326 (Rev. 9-00) Office Actigggsummary Part of Paper No. 5
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Status of Claims

l. Claims 1-15 have been examined.

Response to Applicants’ Request

2. Applicant’s desire for clarity regarding the Examiner’s Office Action dated

October 18, 2000 has been noted. In response, the Examinerhas written another Office

Action that the Examiner believes speaks directly to the issues raised by the Applicants.

Claim Rejections - 35 USC § 102

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section madein this Office action:

A personshall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by anotherfiled in the United
States before the invention thereof by the applicant for patent, or on an international application by another who
has fulfilled the requirements of paragraphs(1), (2), and (4) of section 371(c) of this title before the invention
thereof by the applicant for patent.

Claims 1-4, 6 and 10-13 are rejected under 35 U.S.C. 102(e) as being clearly anticipated

by Ginter et al U.S. Patent No. 5,892,900.

Asperclaim 1, Ginter et al teach of a system and method for secure transactions

managementand electronic rights protection that:
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e restricts software operation within a license limitation (column5, lines 29-41; column

6, lines 29-65; column 7, lines 45-57)

e utilizes a computer that has a first non-volatile memory area (column 70, lines 40-65)

, a second non-volatile memory area (column 70, lines 40-65) and a volatile memory

area (column 71, lines 12-25)

e provides a means ofselecting a program residing in the volatile memory (column71,

lines 25-27 and column82,lines 12-52)

e sets up a verification structure in the non-volatile memories (column 70,lines 23-53

and column/line 63/67-64/15)

e verifies the program using the structure (column 70, lines 23-53 and column/line

63/67-64/15)

e and acts on the program accordingto the verification (column 70, lines 23-53 and

column/line 63/67-64/15).

Asper claim 2, the method and system of Ginter et al provide for a license

authorization bureau in the form of a VDE(virtual distribution environment) distributor

and/or administrator (column/line 278/40 to 281/44).

Asper claim 3, the method and system of Ginteret al discloses a verification method

with a license authorization bureau that comprises of:
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e atwo-way data communication link between said bureau and end-user computer

(figure 77)

e amethod for establishing end-user rights (column/line 278/40 to 281/44)

e data encryption using keys (column 281, lines 10-22)

e creating a license record from the selected program at the bureau (column 71,

lines 25-27, column82, lines 12-52, column/line 278/40 to 281/44 and column 15,

lines 10-34).

Asper claim 4,-the method and system of Ginter et al also provides a means of

encrypting the license record for the selected program from the second volatile memory

(column/line 65/55 to 66/47).

Asper claim 6, the method and system of Ginter et al provides a means for

establishing a licensed software program. Where said program containslicense record

data and is found in the volatile memory (column 71, lines 25-27, column82, lines 12-52,

column/line 278/40 to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-

41).

Asper claim 10, the method and system of Ginter et al provide a meansforrestricting

a program’s operation with predeterminedlimitations if the authorization is invalid

(column 279, lines 21-32).

Asper claim 11, the method and system of Ginter et al provide for a ROM BIOS

(figure 69G and column70,lines 39-53).
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Asper claim 12, the method and system of Ginter et al provide for an EEPROM

BIOS(figure 69G and column 70,lines 54-65).

Asper claim 13, the method and system of Ginteret al provide for volatile RAM

(column71, lines 22-25).

Claim Rejections - 35 USC § 103

4. The following is a quotation of 35 U.S.C. 103(a) which formsthebasis forall

obviousnessrejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102ofthistitle, if the differences between the subject matter sought to be patented andtheprior art are
such that the subject matter as a whole would have been obviousat the time the invention was madeto a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
mannerin which the invention was made.

5. Claims 5 and 7-9 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Ginteret al U.S. Patent No. 5,892,900 as applied to claims 1, 3, 4 and 6 above, and

further in view of Goldmanetal 5,684,951.

Asperclaim 5, Ginter et al disclose a verification structure. In addition, Ginter et

al disclose a system and methodfor secure transaction managementandelectronic rights

protection utilizing encryption keys (column 206,lines 57-65).

However, Ginter et al do not disclose pseudo unique keys. Goldmanetal teach of a

method and system for user authorization over a multi-user computer system. In said

system, a user has valid id but lacks an authorized meansofaccess. In order to access the

desired data, a user is sent a pseudo unique key(abstract, lines 19-21) that is derived from
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a user id and the current IP address. By utilizing such a method a valid user can be

provided access to secured data without comprising the security of the larger system.

Therefore, it would have been obviousto a person of ordinary skill in the art of

encryption, to incorporate pseudo unique keysinto the system of Ginteretal.

Asper claim 7, Ginter et al teach of a method and system for electronic rights

protection comprising of volatile memory, non-volatile memory, license records location

and licensed software programs (column5, lines 29-41; column6,lines 29-65; column

15, lines 10-34; column/line 63/67-64/15; column/line 65/55-66-47; column 70, lines 23-

65; column 71, lines 12-27; column 96,lines 37-41; column/line 278/40-28 1/44). Ginter

et al also use encryption keys (column 206, lines 57-65). However, Ginter et al do not

makeuse of pseudo unique keys in their system. Goldmanetal teach of a method and

system for user authorization over a multi-user computer system throughthe use of

pseudo unique keys (abstract, lines 19-23). In said system, a user has valid id but lacks an

authorized meansofaccess. In order to access the desired data, a user is sent a pseudo

unique keythat is derived from a userid and the current IP address. Byutilizing such a

methoda valid user can be provided access to secured data without comprising the

security of the larger system. Therefore, it would have been obvious to a person of

ordinary skill in the art of the time the invention was made toutilize pseudo unique keys

in the system of Ginteretal.
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Asperclaim 8, Ginter et al disclose a method for authoring content that includes

encryption keys (column/line 282/ 33 to 283/34). Ginter et al disclose a method for

selecting a licensed software program from the volatile memory to formalicense record.

However, Ginter et al do not use pseudo unique keys for purposes of encryption.

Goldmanet al teach of a method and system for user authorization over a

multi-user computer system through the use of pseudo unique keys(abstract, lines 19-

23). In said system, a user hasvalid id but lacks an authorized meansofaccess. In order

to access the desired data, a user is sent a pseudo unique keythat is derived from a user id

and the current IP address. By utilizing such a method a valid user can be provided access

to secured data without comprising the security of the larger system. Therefore it would

have been obviousto a person of ordinary skill in the art at the time the invention was

made to use pseudo unique keys.

As per claim 9, Ginter et al teach of a system and method for encrypting and

decrypting of licensing related communications between end-user(s) and a license

authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginteret al

also teach of volatile and non-volatile memory areas used in conjunction with licensed

software programs (columns 70-72, column 82, lines 12-52, column/line 278/40 to

281/44, column 15, lines 10-34, figure 8 and column 96,lines 37-41). However, Ginter et

al do not disclose pseudo unique keys. Goldman et al provide for the use of pseudo

unique keys(abstract, 19-23). Therefore, it would have been obvious to a person of

ordinary skill in the art at the time the invention was made, to incorporate pseudo unique

keys into the system of Ginter et al.
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6. Claims 14 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Ginter et al, U.S. Patent No. 5,892,900 in view of Goldmanet al U.S. Patent No. |

5,684,951.

Asper claims 14 and 15, Ginteret al. disclose a rights management system for

restricting software operation (column5, lines 29-41; column6,lines 29-65; column7,

lines 45-57). Further, in order to execute said rights managementsystem, Ginteretal.

disclose read only memory (ROM)that maybe used store encryption key information.

Ginteret al. also disclose ROM components, such as masked ROM and EEPROM,that

store permanent portions of code that interface with the encryption and decryption engine
(column/line 70/54-71/11). Recall, Ginter etal utilize encryption keys as a method of

encryption (column/line 67/48-68/16). However, Ginter et al. do not disclose pseudo

unique keys. Goodman et al disclose pseudo unique keys(abstract, lines 19-23) and

provides for the storage in a memoryunit (column 8, lines 11-12). In said system, a user

has valid id but lacks an authorized meansofaccess. In order to access the desired data, a

user is sent a pseudo uniquekeythat is derived from a userid and the current IP address.

Byutilizing such a methoda valid user can be provided access to secured data without

comprising the security of the larger system. Therefore, it would have been obvious
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Conclusion

7. The prior art madeof record and notrelied upon is considered pertinent to

applicant’s disclosure:

e Richardson, III teaches a system for software protection

8. Anyinquiry concerning this communication or earlier communications from the

examiner should be directed to Calvin Loyd Hewitt II whose telephone numberis (703)

305-0625. The examiner can normally be reached on Monday-Friday from 8:30 AM —

5:00 PM. |

If attempts to reach the examinerby telephone are unsuccessful, the examiner’s

supervisor, James P. Trammell, can be reached at (703) 305-9768.

Any responseto this action should be mailed to”

Commissionerof Patents and Trademarks

C/o Technology Center 2700

Washington, D.C. 20231.

or faxed to:

(703) 308-9051 (for formal communications intended for entry)

or:

(703) 308-5397 (for informal or draft communications, please label
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“PROPOSED”or “DRAFT”)

Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal Drive,

Arlington, VA, Sixth Floor (Receptionist).

Anyinquiry of a general nature orrelating to the status of this application should be

directed to the Group receptionist whose telephone numberis (703) 305-3900.

Calvin Loyd Hewitt I

December4, 2000  
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THE UNITED STATESPATENT AND TRADEMARK OFFICE

In re PATENT APPLICATIONof

Applicants : Miki MULLORetal.

 

| CAV
s VF

Lp/“t®@

IACI

tulAt
) Customer No.iis 527

09/164,777 )
) 26694

October 1, 1998 ) PATENT TRADEMARK OFFICE

RECEIVMETHODOF RESTRICTING ) ED
SOFTWARE OPERATION WITHIN _) MAY 9. 3 2nny
A LICENSED LIMITATION ) ,

) TechnologyGroup Art Unit : 2161 ology Center 2100
Examiner : J. Trammell

Atty. Dkt. : 32130-142820

Assistant Commissioner for Patents

Washington, D.C. 22031

AMENDMENT ;

Sir:

REQUEST FOR EXTENSION OF TIME

Please extend the period for responding to the Office Action dated December 20, 2000 by

two monthsso that the due date expires May 21, 2001. The requisite extension fee of $195.00

under 37 C.F.R. 1.17 (a) (1) is attached. Should no check beattached, please charge our Deposit

Account 22-0261. Please also deduct any additional fees due or credit any overage to the same

account. e

Responsive to the Office Action dated December 20, 2000, please amendthe application g

as follows:

IN THE SPECIFICATION

Page 1;please rewrite paragraph 2 as follows:

0096
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Numerous methods have been devised for the identifying and restricting of an

(\, , unauthorized software program’s operation. These methods have been primarily motivated by
the grand proliferation of illegally copied software, which is engulfing the marketplace. This

illegal Copying representsbillionsofdollars in lost profits to commercial software developers.

wi

Pagel, please rewrite paragraph Zas follows: 
Hardware based products have also been developed to validate authorized software usage

(Vr by accessing a dongle that is coupled e.g. to the parallel port of the P.C. These units are
expensive, inconvenient, and not particularly suitable for software that may be sold by

downloading(e.g. over the internet). 

 
 Page 9, please rewrite paragraph 3 as follows:

The second non-volatile memory includes a license-record-area (9) e.g. which contains

at least one encrypted license-record (e.g. three records 10-12). The volatile memory

A \’ accommodates a license program (16) having license record fields (13-15) appended thereto. By
way of example said fields stand for Application names (e.g. Lotus 123), Vendor name (Lotus

inc.), and numberoflicensed copies (1 for stand alone usage, >1 for numberoflicensed users for

a network application).
. —eaeeeeenera.

 
 

ae

Page 9, pléase rewrite paragraph 4 as follows:  
Those versed in the art will readily appreciate that the license record is not necessarily

bound to continuous fields. In fact, the various license content components of the data record

may be embeddedin various locations in the application. Any component may,if desired, be

Lo
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vo

Page 9 and continuing on page 10, please rewrite paragraph 7 asfollows: -

The bureau forms the proposed license-record from the contents, encrypts (utilizing

predetermined encryption algorithm) the so formed license-record using the key (8), and

V compares the so formed encrypted license-record with the license-record (10-12). The bureau
generates an overlay according to the result of the comparison indicating successful comparison,

non-critical failure comparison andthecritical failure comparison.

IN THE CLAIMS:

; Please amendedthe claimsas follows:

" W b \ 1. (Amended) | A methodofrestrictingSoftware operation within a licensefor useoo
with a computer includinga first, non erasable, ngn-volatile memoryarea, a second, non-

erasable non-volatile memory area, and a volgtile memoryarea;the first non volatile memory

accomodates data that includes unique key; the method comprising the steps of:

selecting a program residing infhe volatile memory, 
setting up a verification stryCture in the second non-volatile memory, the verfication

structure accommodatesdata thaét includesat least one license record,

verifying the prograyh using at least said verification structure, and

acting on the pr@gram accordingto the verification.

Please add the following newclaims:

Lo ae.SU iP 16.: (New) The method accogfling to Claim 1, wherein the unique key includes

|
009
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17. (New) _ The method according to Claim 1, fvherein said step of setting up

a verification record, including the license record, includes encrypting a license record data in

said program using at least said key.

18. (New) The method according to Claim 1, wherein said step of verifying

the program includes decrypting the license record data ace odated in said second non

. volatile memory using at least said unique key.

19. (New) The method according to Claim 1, wherein said step ofverifying

the program includesencrypting the license record that igaccommodatedin said program using

at least said unique key.

20. (New) A methodfor restricting/access to a software prograr1, comprising:

storing a pseudo-unique keyin a first non-volftile memory area of a computer;
'

selecting a software program residing in a vdlatile memory area of the computer;

extracting license information from the so

encrypting the license information using the pseudo-unique key;

are program;

storing the encrypted pseudo-unique key/in a second non-volatile memoryirea ofthe

computer;

verifying the software program using pased on the encrypted pseudo-uniqu? key; and

acting on the software program based onthe verification.  
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REMARKS

Claims 1-15 stand rejected. By this Amendment, claim 1 has been amended, claims 14

and 15 have been canceled and new claims 16-20 have been addedto the application. Claims 1-

13 and 16-20 are therefore pending. It is believed that each of the pending claims define an

invention which is novel and unobviousoverthe cited art. Favorable reconsideration of this case

is respectfully requested.

The specification has been reviewed and edited to eliminate minor inaccuracies and

typographicalerrors.

The present invention provides a method and system for identifying andrestricting

operation of an unauthorized software program. In a preferred embodiemt, a key resides ina

first non-volatile part of a computer's memory. The non-volatile memorybeing typically, but not

necessarily, a stand alone module whichis not erasable and therefore cannot be modified (see the

present specification, page 9, lines 3 to 7). A verification structure is formed to include one or

morelicense records, described below,and resides in a second non-volatile part of the memory,

(see the present specification, page 9, lines 8 to 10). The second non-volatile part is erasable and

therefore license data in the verification structure can be modified. For example, license data

may be added or modified as required, for example, when new licenses are added or expire. The

license records are obtained by encrypting license records extracted from the software program

with the key stored in the first non-volatile part of the computer's memory, page 9 lines 19 to 21.

The key may be of manypossible variants (see, for example, the options elaborated in the

bridging paragraph between pages6 and 7 of the specification). The key mayalso be used for

encryption of license record or decryption of encrypted license record all as required and

appropriate (see, e.g. page 7 lines 20, 21). Moreover, the contents of the license record is very

flexible (see e.g. page 10 lines 17 to 25). The specification explains other advantagesof the
5
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invention in moredetail.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(e) as being unpatentable

over U.S. Patent No. 5,892,900 to Ginteret al.

Ginter et al. do not anticipate the present invention as they do not disclose, among other

things, setting up a verification structure and verifying the program using the verification

structure as recited in the rejected claims.

Ginter et al. provide a system and methodfor secure electronic transaction management

andelectronic rights protection. Ginter’s method provides “machine bound”delivery of content

or software through whatthey call “Stationary Object” (col. 136, lines 64-66 and Fig 18). A

stationary object is an object boundto a specific machine. The main security measure usedto

protect the content of a “Stationary Object” from illegal use is to encrypt it according to the

target’s unique key (col. 137, lines 45-50).

“For example, a container that is boundbyits control to a specific VDE nodeis called a

“stationary Object (see Fig 18)”(col. 136,lines 64-66). “Fig 18 shows an example of a

“stationary object”structure 850 provided by the preferred embodiment. ‘Stationary Object”

structure is intended to be used only at specific VDE electronic appliance/installations that have

received explicit permissions to use one or moreportionsof the stationary object...” (col. 137,

lines 23-28)

“This private body (method) section 806 is preferably encrypted using one or more private body

keys contained in the separate permissions record 808. The data blocks 812 contain content

(information or administrative) that may be encrypted using one or more content keys also

provided in permissions record 808.”

Accordingly, in Ginter et al., software distributed through a stationary object is encrypted

for the specific machine therefor “bound”to it. “ Objects may be classified in one sense based on
6
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whetherthe protection information is bound together with the protected information” (Ginter,

col. 136, line 62).

Consequently, this method suffers from the deficiencythat it is incompatible with free

“out of channel”or “retail channel”distribution. In the latter mode of operation, it is often

desired to broadcast a single version of the software to all the subscribers, rather than a machine

bound(and obviously different) version for each subscriber that is required by Ginteret al. In

other words, the “Stationary Object” aspect of Ginter has the shortcoming, amongothers, thatit

cannot support a business model wherethe distributor doesn’t know thefinal target machine.
Therefore, the system and method will not be able to freely distribute the software, such as

happensin retail and software companiesthat ships millions of copies.

Ginter itself acknowledges that the problem with “Stationary Objects” therefore suggests

a second method named “Traveling Objects” (col. 136, line 66 - col.137, line 3, and fig. 19). A

“Traveling Object” is an object that contains the information neededto useits content:

“a container that is not bound byits control information to a specific VDE node but rather carries

sufficient control and permissions to permit its use, in a whole orin part, at any of several sites is

called a “Traveling Object” (Ginter, col. 136, line 66 - col. 137, line 3). A traveling object

allows shipping the content to unknown destinations by encrypting the content with the same key

again and again. However, Ginter uses an encryption techniquein the “Traveling Object”

feature in which the key is incorporated in the distributed objects. Ginter acknowledge the

shortcomingsofthis solution to wit:

“In the case of a “traveling object”, content owners may distribute information
with someorall of the key blocks 810 included in the object 300 in which the
content is encapsulated. Putting keys in distributed objects 300 increases the
exposure to attempts to defeat security mechanisms by breaking or
cryptoanalyzing the encryption algorithm with which the private header is
protected (e.g., by determining the key for the header’s encryption). This breaking
of security would normally require considerable skill and time, but if broken, the

7
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algorithm and key could be published so as to allow large numbers of individuals
whopossess objects that are protected with the same key(s) and algorithm(s) to
illegally use protected information. (Col. 139, lines 38 to 50).”

Ginter admits that this solution can thus be used only with limited type of software which

is not commercially valuable, to wit:

“As a result, placing keys in distributed objects 300 may be limited to content that
is either “time sensitive” (has reduced value after the passage of a certain period
of time), or which is somewhatlimited in value, or where the commercial value of
placing keys in objects (for example convenience to end-users, lower cost of
eliminating the communication or other means for delivering keys and/or
permissions information and/or the ability to supporting objects going “out-of
channel”) exceeds the cost of vulnerability to sophisticated hackers. (Col. 139,
lines 50 to 59).”

The present invention differs from and overcomesthe deficiencies associated with the

stationary object and traveling object methods described in Ginter et al. In the present invention,

a unique keyis stored in the first non-volatile memory of the computer. A software program in

the volatile memory of the computer is selected. A license record is extracted from the software

program and encrypted using the unique key stored in the computer (see new independentclaim

20). Thus, the software program is not machine boundas is required by the stationery object

method, nor is the same key used over and over to encrypt the software as is the case with the

traveling object. In the present method, the verification structure is formed by using a unique

key for each computerandlicense record information in the software.

Moreover, in col. 70, line 23 — col. 71, line 25 Ginteret al. describe the architecture as

add-on hardware which is named “SPU”(col. 63, line 66 — col. 64, line 15). Col. 64, lines 16-21

explicitly detail the fact that the SPU is a hardware add-on, not part of the PC. In col. 70 Ginter

et al. describes the memoryarchitecture for the SPU and usesterms taken from the PC

engineering world. However, this is not referring to those actual PC components which nameis

used in their design.
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In view ofthe above,it is clear that Ginteret al do not describe the step of setting up a

verification structure. The portions of Ginteret al. referred to by the Examinerall describe the

elements of the proprietary hardware of Ginter et al. These portions of Ginteret al. do not

describe setting the verification structure in memory, they describe basic functionality of a

common CPU that loads code to memory and executesit.

Furthermore,it is clear that Ginter et al. do not describe the step of verifying the program

using the verification structure. There is no mention whatsoever in Ginteret al. in col. 70, lines

23-53 and col. 63, line 67 - col. 64, line 15 referred to by the Examiner of a process where a

software program verifies its authenticity using a license (verification structure) stored in the

second volatile non-volatile memory. The functionality described in these portions of Ginteret

al. is the different functionality that add-on hardware, referred to as SPU, can perform. There no

specific discussion as to how the functionality is performed and whetherit is actually has

something to do with protecting software.

In contrast to Ginteret al., the present invention provides a system and method which not

only enables free distribution of the software (such as happensinretail stores, and software

companiesthat ship millions of copies), that overcomes the problems with the stationary object

in Ginteret al., but also does not suffer from the limitations of incorporating the key in the

distributed data as is the case with the traveling object of Ginter et al. Moreover, the steps of

setting up a verification structure and using that structure for verification are clearly recited in

the rejected claims

For example, independentclaim | recites a methodofrestricting software operation

within a license limitation. The methodis useful for a computer includinga first, non-erasable,

non-volatile memoryarea, a second, erasable, non-volatile memory area, and a volatile memory

area. Thefirst non-volatile memory accommodatesdata that includes unique key. According to
9
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the method of the invention, a program residing in the volatile memoryis selected. A

verification structure is set up in the second non-volatile memory. Theverification structure

accommodates data that include at least one license record. The program is verified using at

least the verification structure. Based on the verification, the program is acted on accordingly.

Additionally, new independentclaim 20 recites additional features not disclosed in Ginter

etal. Inclaim 20, a methodforrestricting access to a software program is defined. The

methodincludes storing a pseudo-unique keyin a first non-volatile memory area of a computer.

A software program residing in a volatile memoryarea of the computeris selected. License

information is extracted from the software program. The license information is encrypted using

the pseudo-unique key. The encrypted pseudo-unique key is stored in a second non-volatile

memory area of the computer. The software program is verified using based on the encrypted

pseudo-unique key and the software program is acted on based onthe verification.

Thus, in the method recited in claim 20, license information is extracted from the

software program and encrypted using a key stored on the computer. Applicants review of the

cited references did not reveal any description of extracting information from a program,

encrypting the information using a key stored on the computer, and storing the encrypted

information on the computer. There is no description in the cited references of the steps of

“extracting license information from the software program” and “encrypting the license

information using the pseudo-unique key”asis recited in new claim 22.

No claim recitation can be ignored in determining anticipation. See Pac-Tex, Inc. v. 

Amerace Corp., 14 U.S.P.Q.2d 187, (Fed. Cir. 1990). Anticipation requires the disclosure, in a

prior art reference, of each and every recitation as set forth in the claims. See Titanium Metals

Corp. v. Banner, 227 U.S.P.Q. 773 (Fed. Cir. 1985), Orthokinetics, Inc. v. Safety Travel Chairs,

10
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Inc. 1 U.S.P.Q.2d 1081 (Fed. Cir. 1986), and Akzo N.V. v. U.S. International Trade

Commissioner, 1 U.S.P.Q.2d 1241 (Fed. Cir. 1986).

There must be no difference between the claimed invention and reference disclosure for

an anticipation rejection under 35 U.S.C. 102. See Scripps Clinic and Research Foundation v.

Genentech, Inc., 18 U.S.P.Q.2d 1001 (CAFC, 1991) and Studiengesellschaft Kohle GmbH v. 

Dart Industries, 220 U.S.P.Q. 841 (CAFC, 1984).

In view ofthe abovediscussion,it is clear that the cited reference does not teach each and

every element recited in the claims as required by 35 U.S.C. 102(e). Therefore, the withdrawal

of the rejection of claims 1-4, 6 and 10-14 under 35 U.S.C. 102(e)is respectfully requested.

Claims 5 and 7-9 have been rejected under 35 U.S.C. 103(a) as being unpatentable over

Ginteret al. in view of Goldman etal.

Claims 5 and 7-9 depend from independent claim 1 and would patentable for at least the

reasons discussed above regarding independentclaim 1.

Goldman etal. do not supplement Ginteret al. to teach or suggest the features as recited

in the rejected claims.

Claims 14 and 15 have been rejected under 35 U.S.C. 103(a) as being unpatentable over

Ginter et al in view of Goldman etal.

Claims 14 and 15 have been canceled, rendering this rejection moot.

In view of the above discussion, it is clear that the cited references, taken alone of in

combination, do not render the present invention obvious. Therefore the withdraw of this

rejection is respectfully requested.

Attached hereto is a marked-up version of the changes made to the specification and

claims by the current amendment. The attached page is captioned “Version with markings to

show changes made.”
11
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In view of the foregoing, reconsideration and allowanceofthis application are believed in

order, and such action is earnestly solicited.

The Commissioneris authorized to charge any fee necessitated by this Amendmentto our

Deposit Account No. 22-0261.

RK/JAK/Irh
#289169

Respectfully submitted,

VENABLE,Attorneys at Law

 
  Robert Kinberg
Registration No. 26,924
P.O. Box 34385

Washington, D.C. 20043-9998
Telephone 202-962-4800
Telefax 202-962-8300

12
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VERSION WITH MARKINGS TO SHOW CHANGES MADE 

IN THE SPECIFICATION

Page 1, please rewrite paragraph 2 as follows:

Numerous methods have been devised for the identifying and restricting of an

unauthorized software program’s operation. These methods have been primarily motivated by

the grand proliferation of illegally copied software, which is engulfing the marketplace. This

illegal copying represents billions of dollars in lost profits to commercial software developers.

Pagel, please rewrite paragraph 3 as follows:

Hardware based products have also been developedto validate authorized software usage

by accessing a dongle. that is coupled e.g. to the parallel port of the P.C. These units are

expensive, inconvenient, and not particularly suitable for software that may be sold by

downloading(e.g. over the internet).

Page 9, please rewrite paragraph 3 as follows:

The second non-volatile memory includes a license-record-area (9)e.g. ferthe-containing

ef which contains at least one encrypted license-record (e.g. three records 10-12). The volatile

memory accommodates a license program (16) having license record fields (13-15) appended
thereto. By way of example said fields stand for Application names (e.g. Lotus 123), Vendor

name(Lotusinc.), and ne-numberof licensed copies (1 for stand alone usage, >1 for number of

licensed users for a network application).

Page 9, please rewrite paragraph 4 as follows:

Those versed in the art will readily appreciate that the license record is not necessarily

bound to centinves-continuousfields. In fact, the various license content components of the data
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record may be embeddedin variouslocations in the application. Any component may,if desired,

be encrypted. .

Page 9 and continuing on page 10, please rewrite paragraph 7 as follows:

The bureau forms the proposed license-record from the contents, encrypts (utilizing

predetermined encryption algorithm) the so formed license-record using the key (8), and

compares the so formed encrypted license-record with the license-record (10-12). The bureau
generates an overlay according to the result of the comparison indieation-indicating successful

comparison, non-critical failure comparison andthecritical failure comparison.

_ IN THE CLAIMS:

Please amendedthe claimsas follows:

1. (Amended) A method ofrestricting software operation within a license

limitation-comprising;for use with a computer including having-a first, non erasable, non-

volatile memoryarea, a second, non-erasable non-volatile memory area, and a volatile memory ©

area; the first non volatile memory accomodates data that includes unique key; the method

comprising the steps of:

selecting a program residing in the volatile memory,

setting up a verification structure in the second non-volatile memory memeries., the
 

verfication structure accommodates data that includesat least one license record. 

verifying the program usingat least said verification structurethe-structure, and

acting on the program accordingto the verification.

Please add the following new claims:
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16. ew The method according to Claim 1, wherein the unique key includes

a pseudo-unique key.

17. ew The method according to Claim 1, wherein said step of setting u

a verification record, including the license record, includes encrypting a license record data in 

said program usingat least said key.

18. (New) The method according to Claim 1, wherein said step of verifying

the program includes decrypting the license record data accommodated in said second non

volatile memory using at least said unique key.

19. (New) The method according to Claim 1, wherein said step of verifying

the program includes encrypting the license record that is accommodatedin said program using

at least said unique key.

20. ew A method forrestricting access to a software program, comprising:

storing a pseudo-unique keyinafirst non-volatile memory area of a computer;

selecting a software program residing in a volatile memory area of the computer;

extracting license information from the software program;

encrypting the license information using the pseudo-unique key;

storing the encrypted pseudo-unique key in a second non-volatile memory area of the

computer;

verifying the software program using based on the encrypted pseudo-unique key; and:

acting on the software program based on the verification.
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Status ofClaims

1. Claims 1-13 and 16-20 have been examined.

Response to Arguments andAmendment

2. The Applicants are of the opinion that the Ginteret al. reference is insufficient as

it is believed that it does not teach, “... setting up a verification structure and verifying

the program using the verification structure”. The Examinerwill focus his comments to

this matter as other comments regarding the intended use of the claimed invention (e.g.

“stationary object” vs. “travelling object”) do not result in a structural difference between

the claimed invention andthe prior art. And, if the prior art structure is capable of

performing the intended use, then it meets the claim- See Jn re Casey, 152 USPQ 235

(CCPA 1967) and Jn re Otto, 136 USPQ 458, 459 (CCPA 1963). To this end, the

Examiner wouldlike to reiterate that Ginter et al. the system of Ginteret al. supports,

“launchable content” (column/line 24/54-25/27) and maintains, and allows for evolving,

content and content control as it passes through a “chain of handling” (column/line

28/42-32/60).

Regarding verification structure, Ginteret al. create for each VDE object a

permission record (PERC) (column/line 93/5-94/4; column/line 155/38-159/12) that“...
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controls how access and/or manipulation permissionsare distributed and/or how content

and/or other information may otherwise be used (column 155, lines 46-51). Ginter etal

teach that electronic appliances may include one or more SPUs(column 64,lines 1-4)

and may be a standardized feature on microprocessors (column 65, lines 17-55). As

previously stated, the SPU contains, volatile and non-volatile memories (column/line

70/11-71/15; column/line 71/51-72/67). The SPU Internal ROM contains, “...kernel

programs, load modules and encryption key information [that] enable the control of

certain basic functions of the SPU” and “... componentsthatare at least in part

dependent on [device configuration] may be loaded in [ROM]along with additional load

modules that have been determined to be required for specific installations or applications

(column 70,lines 48-53). Further, Ginter et al. teach that SPU hardware, provides at least

enough processing capabilities to support the secure parts of processing such as events

that generate a usage permission(figure 3; column 58, lines 22-49; column 60, lines 45-

55). Therefore, the Examiner regards the generation of usage permissionsas basic toa

SPU, hence, the appropriate load modules would be present in the ROM or EEPROM

(column 70, lines 54-65) to allow for such minimum processing. Also, Ginteret al. teach

that content control information follows the content (e.g. PERC)therefore, it is inherent

that PERC-relevant data would be stored in non-volatile memory (relying on the standard

definition of “non-volatile” memory as memory that is maintained even when the power

is removed from the storage system). Finally, the Examinertakes issue with the

Applicant using EEPROMtostore a license record including author name, program name

0115



0116

% e
Application/Control Number: 09/164,777 Page 4

Art Unit: 2161

and numberoflicensed users. The Applicant has not disclosed the necessary hardware to

allow a user to add, remove and modify a license record stored in an EEPROM.

EEPROMisread-only memory. Therefore the ability to update existing and add new

records to data stored in the EEPROMis contradictory.

Claim Rejections - 35 USC § 112

3. Claim 1 is rejected under 35 U.S.C. 112,first paragraph, as containing subject

matter which wasnot described in the specification in such a wayas to reasonably

conveyto oneskilled in the relevantart that the inventor(s), at the time the application

wasfiled, had possession of the claimed invention. The specification does not support

the Applicants’ claim of using non-erasable, non-volatile memory being used to store

license records.

Claims 2-19 are also rejected as they depend from claim 1.

4. Claim 1 is rejected under 35 U.S.C. 112,first paragraph, as containing subject

matter which was not described in the specification in such a wayas to enable oneskilled

in the art to whichit pertains, or with which it is most nearly connected, to make and/or

use the invention. The applicant refers to secondary non-volatile storage as EEPROM

(Specification, page 8, lines 1 and 25-27). However, EEPROMsrequire a special or

programmervoltage to program it, store 0’s and 1’s, are programmedat the factory and
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whenerasedall data is removed. The Applicants do not teach the device necessary to edit

an EEPROMnorhave they made it clear to the Examiner how their system would be

implemented in light of the non-trivial processing required to write and eraseits data.

Claims 2-19 are also rejected as they depend from claim 1.

5. Claim 1 is rejected under 35 U.S.C. 112, first paragraph, as based on a disclosure

whichis not enabling. A device to write to an EEPROM and a methodtaking into

account said device are critical or essential to the practice of the invention, but not

included in the claim(s) is not enabled by the disclosure. See Jn re Mayhew, 527

F.2d 1229, 188 USPQ 356 (CCPA 1976). The Applicants do not teach the device

necessary to edit an EEPROMnorhave they madeit clear to the Examiner how their

‘system would be implementedin light of the non-trivial processing required to write and

eraseits data.

Claims 2-19 are also rejected as they depend from claim 1.

6. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claimsparticularly pointing out and distinctly claiming the
subject matter which the applicant regards as his invention.

7. While applicant may be his or her own lexicographer, a term in a claim may not

be given a meaning repugnantto the usual meaning of that term. See Jn re Hill, 161

F.2d 367, 73 USPQ 482 (CCPA 1947). The term “non-volatile” in claim 1 is used by

0117



0118

% ®
Application/Control Number: 09/164,777 Page 6
Art Unit: 2161

the claim to exclude "hard disk," while it is accepted that a “hard disk” is “non-volatile”

as it does not lose data when the poweris removed fromit.

Claims 2-19 are also rejected as they depend from claim 1.

8. Claim 20 is rejected under 35 U.S.C. 112, second paragraph, as being incomplete

for omitting essential steps, such omission amounting to a gap betweenthe steps. See

MPEP§ 2172.01. The omitted steps are: the encrypting of the pseudo unique key.

Claim Rejections - 35 USC § 102

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections underthis section madein this Office action:

A personshall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by anotherfiled in the United
States before the invention thereof by the applicantfor patent, or on an international application by another who
has fulfilled the requirements ofparagraphs (1), (2), and (4) of section 371(c) ofthis title before the invention
thereof by the applicantfor patent.

Claims 1-4, 6 and 10-13 are rejected under 35 U.S.C. 102(e) as being clearly anticipated

by Ginteret al. U.S. Patent No. 5,892,900.

Asper claim 1,-Ginteret al. teach of a system and method for secure transactions

managementand electronic rights protection that:

e restricts software operation within a license limitation (column5, lines 29-41; column

6, lines 29-65; column7,lines 45-57)
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e utilizes a computerthat hasa first non-volatile memory column/line 70/45-71-16;

column/line 71/52-72/67; column 231, lines 13-32; column 236, lines 43-53; column

240, lines 7-42; column 241, lines 19-30; column/line 245/55-246/24), a second non-

volatile memory area (column/line 70/45-71-16; column/line 71/52-72/67; column

231, lines 13-32; column 236, lines 43-53; column 240,lines 7-42; column 241, lines

19-30; column/line 245/55-246/24) and a volatile memory area (column 71, lines 12-

25)

e provides a meansof selecting a program residing in the volatile memory (column 71,

lines 25-27 and column82, lines 12-52)

e sets up a verification structure in the non-volatile memories (column 70, lines 23-53

and column/line 63/67-64/15)

e verifies the program using the structure (column 70, lines 23-53 and column/line

63/67-64/15)

e acts on the program accordingto the verification (column 70, lines 23-53 and

column/line 63/67-64/15).

Asper claim 2, the method and system of Ginter et al. provide for a license

authorization bureau in the form of a VDE(virtual distribution environment) distributor

and/or administrator (column/line 278/40 to 281/44).

Asper claim 3, the method and system of Ginteret al. discloses a verification method

with a license authorization bureau that comprisesof:
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e atwo-way data communication link between said bureau and end-user computer

(figure 77)

e amethod for establishing end-user rights (column/line 278/40 to 281/44)

e data encryption using keys (column 281, lines 10-22)

e creating a license record from the selected program at the bureau (column15,

lines 10-34; column 71, lines 25-27, column 82, lines 12-52, column/line 278/40

to 281/44).

Asper claim 4, the method and system of Ginteret al. also provides a means of

encrypting the license record for the selected program from the second volatile memory

(column/line 65/55 to 66/47).

As perclaim 6, the method and system of Ginteret al. provides a meansfor

establishing a licensed software program. Where said program contains license record

data and is found in the volatile memory (column 71, lines 25-27, column 82, lines 12-52,

column/line 278/40 to 281/44, column 15, lines 10-34, figure 8 and column 96,lines 37-

41).

Asper claim 10, the method and system of Ginteret al. provide a means for

restricting a program’s operation with predetermined limitationsif the authorization is

invalid (column 279, lines 21-32).

Asper claim 11, the method and system of Ginteret al. provide for a ROM BIOS

(figure 69G and column 70,lines 39-53).
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11.

Asper claim 12, the method and system of Ginter et al. provide for an EEPROM

BIOS(figure 69G and column 70,lines 54-65).

Asper claim 13, the method and system of Ginter et al. provide for volatile RAM

(column 71, lines 22-25).

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which formsthe basis forall

obviousnessrejections set forth in this Office action:

(a) A patent may not be obtained though theinventionis not identically disclosed or described as set forth in
section 102 ofthistitle, if the differences between the subject matter sought to be patented and the priorart are
such that the subject matter as a whole would have been obviousat the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
mannerin which the invention was made.

Claims 5 and 7-9 and 16-20 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Ginter et al. U.S. Patent No. 5,892,900 as applied to claims 1, 3, 4 and

6 above, and further in view of Goldmanetal. 5,684,951.

Asper claim 5 and 16-20, Ginteret al. disclose a verification structure. In

addition, Ginteret al. disclose a system and methodfor secure transaction management

and electronic rights protection utilizing encryption keys (column 15, lines 35-60;

column/line 45/3-46/26; column 49, lines 47-52; column 206, lines 57-65). Ginteret al.

also teach unique keys and storing keys in non-volatile memory (column/line 21/60-

22/25; column/line 70/45-71-16; column/line 71/52-72/67). However, Ginteret al. do not

disclose pseudo unique keys. Goldmanetal. teach of a method and system for user
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authorization over a multi-user computer system. In said system, a user has valid id but

lacks an authorized meansofaccess. In order to access the desired data, a useris sent a

pseudo unique key(abstract, lines 19-21) that is derived from a user id and the current IP

address. Therefore, it would have been obviousto a person of ordinary skill in the art of

encryption, to incorporate pseudo unique keys into the system of Ginter et al. By utilizing

such a method a valid user can be provided access to secured data without comprising the

security of the larger system. It would have also been obvious to encrypt communications

using pseudo uniquekeysif less secure meansofdata exchange was deemed appropriate.

Asper claim 7, Ginter et al. teach of a method and system for electronic rights

protection comprising of volatile memory, non-volatile memory,license records location

and licensed software programs (column5,lines 29-41; column6, lines 29-65; column

15, lines 10-34; column/line 63/67-64/15; column/line 65/55-66-47; column 70,lines 23-

65; column 71, lines 12-27; column 96, lines 37-41; column/line 278/40-28 1/44). Ginter

et al. also use encryption keys (column 206, lines 57-65). However, Ginteret al. do not

makeuse of pseudo unique keysin their system. Goldmanet al. teach of a method and

system for user authorization over a multi-user computer system through the use of

pseudo unique keys (abstract, lines 19-23). In said system, a user has valid id but lacks an

authorized meansofaccess. In order to access the desired data, a user is sent a pseudo

unique key that is derived from a userid and the current IP address. Therefore, it would

have been obviousto a person of ordinary skill in the art of the time the invention was

madeto utilize pseudo unique keysin the system of Ginteret al.. By utilizing such a
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methoda valid user can be provided access to secured data without comprising the

security of the larger system.

Asper claim 8, Ginter et al. disclose a method for authoring content that includes

encryption keys (column/line 282/ 33 to 283/34). Ginteret al. disclose a method for

selecting a licensed software program from the volatile memory to form a license record.

However, Ginter et al. do not use pseudo unique keys for purposes of encryption.

Goldmanet al. teach of a method and system for user authorization over a

multi-user computer system through the use of pseudo unique keys(abstract, lines 19-

23). In said system, a user has valid id but lacks an authorized meansofaccess. In order

to access the desired data, a user is sent a pseudo unique key that is derived from a userid

and the current IP address. Therefore it would have been obviousto a person of ordinary

skill in the art at the time the invention was madeto use pseudo unique keys. Byutilizing

such a methoda valid user can be provided access to secured data without comprising the

security of the larger system. In addition, it would have also been obviousto encrypt

communications using pseudo uniquekeysif less secure means of data exchange was

deemed appropriate.

Asper claim 9, Ginter et al. teach of a system and method for encrypting and

decrypting of licensing related communications between end-user(s) and a license

authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginteretal.

also teach of volatile and non-volatile memory areas used in conjunction with licensed

software programs(figure 8; column 15, lines 10-34; columns 70-72, column 82, lines
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12.

12-52, , column/line 70/45-71-16; column/line 71/52-72/67; column 96, lines 37-41;

column 231, lines 13-32; column 236, lines 43-53; column 240,lines 7-42; column 241,

lines 19-30; column/line 245/55-246/24; column/line 278/40-28 1/44). However, Ginter et

al. do not disclose pseudo unique keys. Goldmanetal. provide for the use of pseudo

unique keys(abstract, 19-23). Therefore, it would have been obviousto a person of

ordinary skill in the art at the time the invention was made, to incorporate pseudo unique

keys into the system of Ginteret al.. By utilizing such a method a valid user can be

provided access to secured data without comprising the security of the larger system.

Conclusion

Applicant's amendmentnecessitated the new ground(s)of rejection presented in

this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37

CFR 1.136(a).

A shortenedstatutory period for reply to this final action is set to expire THREE

MONTHSfrom the mailing date of this action. In the eventa first reply is filed within

TWO MONTHSofthe mailing date ofthis final action and the advisory action is not

mailed until after the end of the THREE-MONTHshortenedstatutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any
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extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of the

advisory,action. In no event, however, will the statutory period for reply expire later than

SIX MONTHSfromthe date ofthis final action.

13. Theprior art made of record and notrelied uponis considered pertinent to

applicant’s disclosure:

e Richardson, III teaches a system for software protection

14. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Calvin Loyd Hewitt II whose telephone numberis (703)

305-0625. The examiner can normally be reached on Monday-Friday from 8:30 AM —

5:00 PM.

If attempts to reach the examinerby telephoneare unsuccessful, the examiner’s

supervisor, James P. Trammell, can be reached at (703) 305-9768.

Anyresponsetothis action shouldbe mailed to”

Commissioner of Patents and Trademarks

C/o Technology Center 2700

Washington, D.C. 20231

or faxedto:

(703) 308-9051 (for formal communications intended for entry)

or:
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(703) 308-5397 (for informal or draft communications, please label

“PROPOSED”or “DRAFT”)

Hand-delivered responses should be brought to Crystal Park IT, 2121 Crystal Drive,

Arlington, VA, Sixth Floor (Receptionist).

Anyinquiry of a general nature or relating to the status of this application should

be directed to the Group receptionist whose telephone numberis (703) 305-3900. 

 
   Calvin Loyd Hewitt II SUPENSORPATENT

June 21, 2001 TECHNOLOGY CENTER 2100
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AMENDMENT oO

Sir:

REQUEST FOR EXTENSION OF TIME

Please extend the period for responding to the Office Action dated June 22, 2001 by two

monthsso that the due date expires November22, 2001. The requisite extension fee of $200.00

under 37 C.F.R. 1.17 (a) (1) is attached. Should no check be attached, please charge our Deposit
Account 22-0261. Please also deduct any additional fees due or credit any overage to the same

account.

Responsive to the Office Action dated June 22, 2001, please amendthe application as

1 12/14/2001 Heonwso0000006 220261 09164777

01 FC:203 27.00 CH

11/15/2001 EABUBAK1 00000001 09164777

02 FCs216 200.00 OP
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Amendment

U.S. Application No.: 09/164,777

IN THE CLAIMS:

Please amended the claimsas follows:

(Twice Amended) A methodofrestricting software operation within a license

DO for use with a computer including an erasable, non-volatile memory area of a {Blos/ of the
N 2) computer,and a volatile memory area; the method comprising the stepsof:

\ selecting a program residing in the volatile memory,
using an agent to set uipveification structure in the erasable, non-volatile memory of the

BIOS,the verification structure accommodating data that includes at least one license record,

verifying the program using at least the verification structure from the erasable non-

volatile memory of the BIOS, and

acting on the program accordingto the verification.°

 

 

3. (Amended) A methodaccording to claim 2, wherein setting up a verification

structure further comprising the steps of: establishing, between the computer and the bureau, a

two-way data-communicationslinkage; transferring, from the computer to the bureau, a request-

for-license including an identification of the computer and the license-record’s contents from the

selected program; forming an encrypted license-record at the bureau by encrypting parts of the

“VY request-for-license using part of the identification as an encryption key; transferring, from the

( bureau to the computer, the encrypted license-record; and storing the encrypted license record in
the erasable non-volatile memoryarea of the BIOS.

4. (Amended) A method according to claim 2, wherein verifying the program

further comprises the steps of: establishing, between the computer and the bureau, a two-way

data-communications linkage; transferring, from the computer to the bureau, a request-for-
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license verification including an identification of the computer, an encrypted license-record for

the selected program from the erasable, non-volatile memory area of the BIOS, and the

program’s license-record; enabling the comparing at the bureau; and transferring, from the

bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the unique key.

6. (Amended) ~A method according to claim 1 wherein selecting a program

includes the steps of: establishing a licensed-software-program in the volatile memory of the

computer wherein said licensed-software-program includes contents used to form the license-

record. a ee

7. (Amended) A method according to claim 6 wherein using an agent to set up

the verification structure includes the steps of: establishing or certifying the existence of a

pseudo-unique keyin a first non-volatile memory area of the computer; and establishing at least\

one license-record location in the first nonvolatile memory area or in the erasable, non-volatile

memory area of the BIOS.

9. (Amended) A method according,to claim 7 wherein verifying the program

includes the steps of: encrypting the licensed-software-program’s license-record contents from

the volatile memory area or decrypting the license-record in the erasable, non-volatile memory

area of the BIOS, using the pseudo-unique key; and comparing the encrypted licenses-software-

program’s license-record contents with the encrypted license-record in the erasable, non-volatile

oh
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memory area of the BIOS, or comparing the license-software-program’s license-record contents

with the decrypted license-record in erasable non-volatile memory area of the BIOS.

U7 10. (Amended) A method according to claim 9 wherein acting on the program
includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields non-unity or insufficiency.

11. (Amended) method according to claim 22 wherein the first non-volatile

 memory area is a ROM section 0

12. (Amended) A method akcording to claim 1 wherein the erasable, non-volatile

memory area is a EPROMsection of the BIO

we 16. (Amended) e method of Claim 22, wherein the unique key includes a
*

pseudo-unique key

I (3
J y}. (Amended) The method according Claim ? wherein the step of using the

t agent to set up the verification record, including the license record, includes encrypting a license
record data in the program usingat least the unique key.

i 13
18. (Amended) The method according to Claim 22, wherein the step of verifying

the program includes a decrypting the license record data accommodated in the erasable second

non-volatile memoryarea of the BIOSusingat least the unique key.

DB
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(7 ‘3
ip. (Amended) The method according to Claim %, wherein the step of verifying

the program includes encrypting the license record that is accommodated in the program using at

least the unique key.

 20. (Amended) 
 
 
 
 

method for accessing a software program using a pseudo-unique

key stored in a first non-erasable‘non-volatile memory area of a computer, the first non-volatile

memoryarea being unable to be programmatically changed, the method, comprising:

loading a software program resWMing in a volatile memory area of the computer;

 
 

  
  

extracting license information from the software program;

encrypting license information usixg the pseudo-unique key stored in the first non-

volatile memory area;

storing the encrypting license information in a second erasable, writable, non volatile

memoryarea of the BIOS of the computer;

  
 
  

subsequently verifying the software program Dased on the encrypted license information

stored in the second erasable, writable, non-volatile memory area of the BIOS; and

acting on the software program based onthe verificati

Please add the following new claims:

/[ q 1. (New) The methodofclaim %, Myperein the verification comprises: _
. jC extracting the license information from the software program;

encrypting the license information using the pseudo-unique key stored in the first non-

volatile memory area of the computer to form second encrypted license information; and

oO
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comparing the encrypted license information stored in the second erasable, writable, non-

volatile memory area of the BIOS of the computer with the second encrypted license

information.

( 12i 2p. (New) The method of claim 1, wherein a unique key is stored in a first non-
volatile memory area of the computer.

[2 i
2. (New) The method according to claimfi, wherein the verification comprises:
extracting the license record from the software program;

encrypting the license record using the unique key stored in the first non-volatile memory

area of the computer to form second encrypted license information; and

comparing the encrypted license information stored in the erasable, non-volatile memory

area of the BIOS of the computer with the second encrypted license information.
aa
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REMARKS

Claims 1-13 and 16-23 are now pendingin this application. New claims 21-23 have been

added by this amendment. Each of the pending claimsis believed to define an invention which

is novel and unobvious over the cited references. Favorable reconsideration of this case is

respectfully requested.

Applicant’s representative appreciates the Examiner’s courtesy in conducting a personnel

interview in this case. The claims have been amended as agreed upon during the interview andit

is respectfully submitted that this application is now in condition for allowance.

Specifically, claim 1 has been amendedtorecite that the verification structure is stored in

an erasable, non-volatile memory area of the BIOS. This claim amendment overcomesthe

rejections under 35 U.S.C. 112, first paragraph in sections 3, 4 and 5 of the Final Office Action,

as well as the rejection under 35 U.S.C. 112, second paragraph in section 7 of the Final Office

Action.

Claim 20 has been amendedto correct the informality noted by the Examiner. In view of

these amendments,it is respectfully submitted that all pending claims are now in all aspects in

compliance with 35 U.S.C. 112, first paragraph and 35 U.S.C. 112, second paragraph.

Therefore, the withdrawal of these rejections is respectfully requested.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(e) as being anticipated

by U.S. Patent No. 5,892,900 to Ginteretal.

Claims 5 and 7-9, and 16-20 have been rejected under 35 U.S.C. 103(a) as being

unpatentable over Ginteret al. in view of U.S. Patent No. 5,684,951 to Goldman etal.
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Consequently, it is clear that the cited references do not anticipate or render the present

claims obvious. Therefore, the withdrawalofthis rejection is respectfully requested.

As requested by the Examiner during the interview, a description of a specific

embodimentof the invention is attached hereto.

Attached hereto is a marked-up version of the changes made to the specification and

claims by the current amendment. The attached page is captioned “Version with markings to

show changes made.”

In view of the foregoing, reconsideration and allowanceof this application are believed in

order, and such action is earnestly solicited.

The Commissioneris authorized to charge any fee necessitated by this Amendmentto our

Deposit Account No. 22-0261.

Respectfully submitted,

VENABLE,Attorneys at Law

  A. Kaminski

egistration No. 42,709
P.O. Box 34385

Washington, D.C. 20043-9998
Telephone 202-962-4800
Telefax 202-962-8300

RK/JAK/Irh
#331676
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(Twice Amended) A methodofrestricting software operation within a license

area; 

comprising the steps of:

selecting a program residing in the volatile memory,

 using an agent to settimg up verification structure in the secend-erasable, non-volatile

memory of the BIOS, the verfieatien-verification structure accommodatinges data that includes 

at least one license record,

verifying the program usingat least said-theverification structure_from the erasable non-

volatile memory of the BIOS, and

acting on the program accordingto the verification.

3. (Amended) Amethod according to claim 2, wherein setting up a verification

structure further comprising the steps of: establishing, between the computer and the bureau, a

two-way data-communications linkage; transferring, from the computer to the bureau, a request-

for-license including an identification of the computer and the license-record’s contents from the

selected program; forming an encrypted license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as the-an_encryption key; and—transferring,

from the bureau to the computer, the encrypted license-record;_and storing the encrypted license

record in the erasable non-volatile memory area of the BIOS.
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4. (Amended) <A method according to claim 2, wherein verifying the program

further comprisesing the steps of: establishing, between the computer and the bureau, a two-way

data-communications linkage; transferring, from the computer to the bureau, a request-for-

license verification including an identification of the computer, the-anencrypted license-record

for the selected program from the seeend-erasable, non-volatile memory_area of the BIOS, and

the Heense-seftware-program’s license-record—eentents; enabling the comparing at the bureau;

and transferring, from the bureau to the computer, the result of the comparing.

5. (Amended) =A method according to claim 3 wherein the identification of the

computer includes the psewde-unique key.

6. (Amended) A method according to claim 1 wherein selecting a program

includes the steps of: establishing a licensed-software-program in the volatile memory of the

computer wherein said licensed-software-program includes contents used to form a-thelicense-

record.

7. (Amended) A method according to claim +6_wherein using an agent to setting

up the verification structure includes the steps of: establishing or certifying the existence of a

pseudo-unique key in the-afirst non-volatile memory area_of the computer; and establishing at

least one license-record location in the first erthe-secernd-nonvolatile memory area_or in the

erasable, non-volatile memoryarea of the BIOS.

9. (Amended) A method according to claim 7+ wherein verifying the program

2
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the volatile memory area or decrypting the license-record in the first-erthe-secend-erasable, non- 

volatile memory area_of the BIOS, using the pseudo-unique key; and comparing the encrypted

licenses-software-program’s license-record contents with the encrypted license-record in the first

er—the—secend—erasable, non-volatile memory area_of the BIOS, or comparing the license- 

software-program’s license-record contents with the decrypted license-record in the-first-erthe

second-erasable non-volatile memory area_of the BIOS.

10. (Amended) A method according to claim 94+ wherein acting on the program

includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields non-unity or insufficiency.

11. (Amended) A method according to claim 22+ wherein the first non-volatile

memory area is a ROMsection of a BIOS.

12.|(Amended) A method according to claim 1 wherein the seeend-erasable, non-

volatile memory area is a E’PROMsection ofatheBIOS.

16. (Amended) The method of Claim 22+, wherein the unique key includes a

pseudo-uniquekey.

17. (Amended) The method according Claim 224+, wherein said-thestep of using

the agent to setting up atheverification record, including the license record, includes encrypting

a license record data in saidtheprogram usingat least said-the unique key.

3
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18. (Amended) The method according to Claim 224, wherein said-the step of

verifying the program includes a decrypting the license record data accommodated in said-the

erasable second non-volatile memory area of the BIOS using at least satd-theunique key.

19. (Amended) The method according to Claim 224, wherein said-thestep of

verifying the program includes encrypting the license record that is accommodated in said—the

program usingat least said-theunique key.

20. (Amended) A methodfor restrieting-accessing te-a software program_using a

pseudo-unique key stored_in a first non-erasable non-volatile memory area of a computer, the

first_non-volatile memory area being unable to be programmatically changed, the method,

comprising:

 

———seleetine-loading a software program residing in a volatile memoryarea of the computer;

extracting license information from the software program;

encrypting license information using the pseudo-unique key_stored in the first non-

volatile memory area;

storing the encrypting pseude-unique—key_license information in a second erasable,

writable, non volatile memory area of the BIOS of the computer;

subsequently verifying the software program using—based on the encrypted_license

information stored in the second erasable, writable, non-volatile memory area of the BIOS

pseude-uniquekey; and

acting on the software program based onthe verification.

4

0140



0141

> e
~» Appin. No.: 09/164,777

Please add the following new claims:

21. (New) The method of claim 20, wherein the verification comprises:

extracting the license information from the software program:

encrypting the license information using the pseudo-unique key stored in the first non-

volatile memory area of the computer to form second encrypted license information; and

comparing the encrypted license information stored in the second erasable, writable, non-

volatile memory _area_of the BIOS of the computer _with the second encrypted license

information.

22. (New) The method of claim 1, wherein a unique key is stored in a first non-

volatile memory area of the computer.

23. (New) The method according to claim 17, wherein the verification comprises:

extracting the license record from the software program;

encrypting the license record using the unique key stored in the first non-volatile memory

area of the computer to form second encrypted license information; and

comparing the encrypted license information stored in the erasable, non-volatile memory

area of the BIOS of the computer with the second encrypted license information.
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’ \ ‘. IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:

OP &\waiki MULLORetal. Art Unit: 2161

ppl. No: 09/164,777 Examiner: J. Trammell 
Filed: October 1, 1998 Atty. Docket No: 39636-176166

For: METHOD OF RESTRICTING—|Customer No:
SOFTWARE OPERATION WITH cA
A LICENSED LIMITATION 26694

PATENT TRADEMARK OFFICE %
ky, “OY %

Information Disclosure Statement Under 37 C.F.R.§1.97(c , Q eS
% Ff, O

Assistant Commissioner for Patents a, ‘h,
Washington, D.C. 20231 ©.

“%
O

Sir:

This is an Information Disclosure Statement submitted under 37 C.F.R. § 1.97 within

the time specified under 37 C.F.R. § 1.97(c)(2).

In order to comply with applicant’s duty of disclosure under 37 C.F.R. § 1.56, the U.S.

Patent and Trademark Office is notified of the documents whichare listed on the attached

Form PTO-1449 and which the Examiner may deem relevantto patentability of the claims of

the above-identified application. One copy of each ofthe listed documents is submitted

herewith.

The instant Information Disclosure Statement is being a first Office action on the

merits, after filing a request for continued examination. Accordingly, pursuant to 37 C.F.R.

§1.97(b)(2), no fee is due.

In view ofthe above, no further translation or statement of relevance is required, and

as all requirements of 37 C.F.R. § 1.97 andall official guide lines pertaining to Information
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Information Disclosure Statement

U.S. Appln. No.: 09/164,777

N

Disclosure Statements have been complied with, andit is therefore respectfully requested that

the Examiner consider the documents and make them ofrecord.

If no checkis attached, please charge any necessary fee or credit any overpaymentin

connection with this Information Disclosure Statement to Deposit Account No. 22-0261.

Respectfully submitted,

(Mud?
/Date: Yt W  

Registration No. 42,709
VENABLE

P.O. Box 34385

Washington, D.C. 20043-9998

Telephone: (202) 962-4800
Telefax: (202) 962-8300

#331700
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VENABLE”
ATTONREYS av LAW

TO:

Examiner C. Hewitt —

SENDER:

J, Kaminski

DATE:

11/28/2001 .

MESSAGE:

17:53 FAX 202 962 8200 VENABLE -,

VENABLE, BABT}ER, HOWARD & CIVILETIL LLP
including professional corporations

1201 New York Avenue, NW,, Suite 1000
Washington, D-C. 20005
(202) 962-1800, Fax (202) 962-4300
MARYLAND * WASHINGTON,D.C, = VIRGINIA

FAX NUMBER:

703-308-3397

SENDER'S FAX NUMBER:

SENDER'S ASSISTANT:

CLIENT/MATTER NUMBER:

176166

Moo1

 

PHONE NUMBER:

703-308-8057

SENDER’S PHONE NUMBER:

202-962-4048

ASSISTANT'S PHONE NUMBER:

PAGES, EXCLUDING COVER:

Informational communication, Please deliver to Examiner Calvin Hewitt.

Lf you require assistance with this transmission, please contactthe sender.

_ Attached is an informational copy ofthe amendment filed on November 14, which youhave yet to
receive from the PTO mailroom.

This message is intended only for the use of the individual or entity to which it is eddressed and may contain information thar is privileged,
confidential, and exertpt from disclosure under applicable law. If the reader of this message is not the intended recipient or the employee
or agent responsible for delivering the message to the intended recipient, you are hereby notified that any dissemination, distribution, or
copying of this communication is strictly prohibited. If you have received this communication in error, please notify us immediately by
telephone and return the original messageto usat the above address via the U.S. postal service. Thank you.

Received from < 202 962 B300 > at 11/28/01 4:58:33 PM [Eastern Standard Time]
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Filing Date

 

  Re: METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSED LIMITATION
Application Na.: 09/164,777 Filing Date: October 1, 1998

Patent No.: Issue Date
Trademark: Trademark _ No:

Opposition/Cancellation No:
 
peLT

Thefollowing items were received from Venable, Washington, D.C., by the U.S. Patent & Trademark Office:
U.S. PTO FEES ENCLOSED 

 

 
 

 

xx RCE Transmittal Sheet $370.00 Filing Fee

Issue Fee Part Surcharge Fee
Invention Declaration

National Stage Application Additional Claim Fee
Translation of International Application
New U.S. TM Application (__ specimens) Recoardation ofAssignment

Fee

Rule 53(d) Continuation or Division Application
Rule 53(b) Continuation or Division IDS Fee
Application (in Duplicate) (attach copy of
specifications, claims, drawings & declaration) oe? wd
Priority Document-Cert.Copy of Appln. # = m

Date $200.00 Extension Fee 2 ©
Assignment w/Cover Sheet 5 °P m

xX IDS w/ PTO-1449 (with references) Notice ofAppeal Fee Ne) WwW<
xX Amendment (with marked up version) =- § m

Submission of Substitute Specification Brief on Appeal Fee S oe Oo
aX Petition/Request for Extension of Time

Notice ofAppeal Oral Hearing Request Fee
Appeal Brief(in tripticate)
Request for Oral Hearing Petition Fee
Confirmation ofHearing Petitiou
Letter Under 37 CFR 1.28 (c) Issue Fee (Additional)
Certificate of Correction
Maintenance Fee Transmittal Maintenance Fee

TM Statement ofUse
Declaration Under 8 — ——___TM-ftatemant0!

P 407829

15743/PTO 41/14/01 CHECK NO 407829

DATE INVOICE NO AMOUNT DISCOUNT NET AMOUNT \
11/14/02 04-111401 570.00 -00 570.00

L. HAYES-39636 .176166-FILING RCE W/ EXT. OF TIME
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THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATIONof

Applicants : Miki MULLORet al. ) Customer No.
| > A

Appln. No. : 09/164,777 16694
Filed : October 1, 1998 ) PATENT TRADEMARK OFFICE

For : METHOD OF RESTRICTING ,
SOFTWARE OPERATION WITHIN _)

A LICENSED LIMITATION }
Group Art Unit : 2161
Examiner : J. Trammell

Atty. Dkt. :  39636-176166

Assistant Commissioner for Patents
Washington, D.C. 22031

00LZdnois) oe¢0930 qanaoau
AMENDMENT

Sir:

REQUEST FOR EXTENSION OF TIME

Please extend the period for respondingto the Office Action dated June 22, 2001 by two

monthsso that the due date expires November 22, 2001. The requisite extension fee of $200.00

under 37 CFR. 1.17 (a) (1) is attached. Should no check be attached, please charge our Deposit

Account 22-0261. Please also deduct any additional fees due or credit any overage to the same

account.

Responsive to the Office Action dated June 22, 2001, please amend the application as

follows:

| Received from < 202 962 8300 > at 11/28/04 4:58:39 PM [Eastern Standard Time]
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IN THE CLAIMS: 

Please amendedthe claims as follows:

1. (Twice Amended) A method ofrestricting software operation within a license
for use with a computer including an erasable, non-volatile memory area of a (BIOS) of the

computer,and a volatile memory area; the method comprising the stepsof:
selecting a program residing in the volatile memory,

using an agent to set up verification structure in the erasable, non-volatile memory of the

, BIOS,the verification structure accommodating data that includesat least one license record,
verifying the program using at least the verification structure from the erasable non-

volatile memory ofthe BIOS, and

acting on the program according to the verification.

3. (Amended) A methodaccording to claim 2, wherein setting up a verification —

structure further comprising the steps of: establishing, between the computer and the bureau, a

two-way data-communications linkage; transferring, from the computer to the bureau, a request-

for-license including an identification of the computer and the license-record’s contents from the

selected program; forming an encrypted license-record at the bureau by encrypting parts of theoeatin request-for-license using part of the identification as an encryption key; transferring, from the
bureau to the computer, the encrypted license-record; and storing the encrypted license record in

the erasable non-volatile memory area ofthe BIOS.

3

; 4, (Amended) A method according to claim 2, wherein verifying the program
| further comprises the steps of: establishing, between the computer and the bureau, a two-way
|
|

data-communications Jinkage; transferring, from the computer to the bureau, a request-for-
2
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license verification including an identification of the computer, an encrypted license-record for

the selected program from the erasable, non-volatile memory area of the BIOS, and the

program’s license-record, enabling the comparing at the bureau; and transferring, from the

bureau to the comrputer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the unique key.

6. (Amended) A method according to claim 1 wherein selecting a program

includes the steps of: establishing a licensed-software-program in the volatile memory of the

computer wherein said licensed-software-program includes contents used to form the license-

record.

7. (Amended) A methodaccording to claim 6 wherein using an agent to set up

the verification structure includes the steps of: establishing or certifying the existence of a

pseudo-unique key in a first non-volatile memory area of the computer; and establishing at least
one license-record location in the first nonvolatile memory area or in the erasable, non-volatile

memory area ofthe BIOS.

9, (Amended) A method according to claim 7 where verifying the program

includes the steps of: encrypting the licensed-software-program’s license-record contents from

the volatile memory area or decrypting the license-record in the erasable, non-volatile memory
area of the BIOS, using the pseudo-unique key; and comparing the encrypted licenses-software-

program’s license-record contents with the encrypted license-record in the erasable, non-volatile
3
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memory area of the BIOS, or comparing the license-software-program’s license-record contents

with the decrypted license-record in erasable non-volatile memory area of the BIOS.

10. (Amended) A method according to claim 9 wherein acting on the program

includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields non-unity or insufficiency.

11. (Amended) <A method according to claim 22 wherein the first non-volatile

memory area is a ROM section of a BIOS.‘

12. (Amended) A method according to claim 1 wherein the erasable, non-volatile

memoryarea is a E’7PROM section ofthe BIOS.

16. (Amended) The method of Claim 22, wherein the unique key includes a

pseudo-unique key.

17. (Amended) The method according Claim 22, wherein the step of using the

agent to set up the verification record, including the license record, includes encrypting a license

record data in the program usingat least the unique key.

18. (Amended) The method according to Claim 22, wherein the step ofverifying

the program includes a decrypting the license record data accommodated in the erasable second

non-volatile memory area ofthe BIOS usingat least the unique key.

Received from < 202 962 8300 > at 11/28/01 4:58:33 PM [Eastem Standard Time]
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19. (Amended) The method according to Claim 22, wherein the step of verifying

the program includes encrypting the license record that is accommodated in the program using at

least the unique key.

20. (Amended) A methodfor accessing a software program using a pseudo-unique
key stored in a first non-erasable non-volatile memory area of a computer, the first non-volatile

memory area being unable to be programmatically changed, the method, comprising:

loading a software program residing in a volatile memory area of the computer;

extracting license information from the software program;

encrypting licensé information using the pseudo-unique key stored in the first non-

volatile memory area;

storing the encrypting license information in a second erasable, writable, non volatile

memory area of the BIOS ofthe computer,

subsequently verifying the software program based on the encrypted license information

stored in the second erasable, writable, non-volatile memory areaofthe BIOS; and
acting on the software program based onthe verification.

Please add the following new claims:

21.|(New) The method ofclaim 20, wherein the verification comprises:

extracting the license information from the software program;

encrypting the license information using thé pseudo-unique key stored in the first non-

volatile memory area of the computer to form second encrypted license information; and

Received from < 202 962 8300 > at 11/28/04 4:58:39 PM [Easter Standard Time]
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comparing the encrypted license information stored in the second erasable, writable, non-

volatile memory area of the BIOS of the computer with the second encrypted license

information.

22. (New) The method of claim 1, wherein a unique key is stored in a first non-

volatile memory area of the computer.

23. (New) The method according to claim 17, wherein the verification comprises;

extracting the license record from the software program,

encrypting the license record using the unique key stored in the first non-volatile memory

area ofthe computer to form second encryptedlicense information; and

comparing the encrypted license information stored in the erasable, non-volatile memory

area ofthe BIOS of the computer with the second encrypted license information.

Received from < 202 962 8300 > at 41/28/04 4:58:33 PM [Eastern Standard Time]
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REMARKS

Claims 1-13 and 16-23 are now pending in this application. New claims 21-23 have been

added by this amendment. Each of the pending claimsis believed to define an invention which.
is novel and unobvious over the cited references. Favorable reconsideration of this case is

respectfully requested.

Applicant’s representative appreciates the Examiner’s courtesy in conducting a personnel
interview in this case. Theclaims have been amendedas agreed upon during the interview and it

is respectfully submitted that this application is now in condition for allowance.

Specifically, claim 1 has been amendedto recite that the verification structure is stored in

an erasable, non-volatile memory area of the BIOS. This claim amendment overcomes the

rejections under 35 U.S.C. 112,first paragraph in sections 3, 4 and 5 of the Final Office Action, .
as well as the rejection under 35 U.S.C. 112, second paragraph in section 7 of the Final Office

Action.

Claim 20 has been amended to correct the informality noted by the Examiner. In view of

these amendments, it is respectfully submitted that all pending claims are now in all aspects in

compliance with 35 U.S.C. 112, first paragraph and 35 U.S.C. 112, second paragraph.

Therefore, the withdrawal of these rejections is respectfully requested.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(¢) as being anticipated

by U.S. Patent No. 5,892,900 to Ginteret al.
Claims 5 and 7-9, and 16-20 have been rejected under 35 U.S.C. 103(a) as being

unpatentable aver Ginter et al. in view ofU.S. Patent No. 5,684,951 to Goldman et al.
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Consequently, it is clear that the cited references do not anticipate or render thepresent

claims obvious. . Therefore, the withdrawal ofthis rejection is respectfully requested.

As requested by the Examiner during the interview, a description of a specific

embodimentofthe invention is attached hereto. .

Attached hereto is a marked-up version of the changes made to the specification and

claims by the current amendment. The attached page is captioned “Version with markings to

show changes made.”

{n view ofthe foregoing, reconsideration and allowance of this application are believed in

order, and such action is eamestly solicited.

The Commissioner is authorized to charge any fee necessitated by this Amendmentto our

Deposit Account No. 22-0261.

Respectfully submitted,

VENABLE,Attomeys at Law

 
egistration No. 42,709

P.O. Box 34385

Washington, D.C. 20043-9998
Telephone 202-962-4800
Telefax 202-962-8300

RK/JAK/Ith
#331676
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VERSION WITH MARKINGS TO SHOW CHANGES MADE 

IN THE CLAIMS: 

Please amended the claimsas follows:

1. (Twice Amended) A methodofrestricting software operation within a license

 for use with a computer including an

nes-crasable, non-volatile memory area of a (BIOS) of the computer. and a volatile memory

the method area; #

comprising the steps of:

selecting a program residing in the volatile memory,

using an agent to_setting up verification structure in the second-erasable, non-volatile 

memory of the BIOS.the +erfieation-verification structure accommodatinges data that includes

at least one license record,

verifying the program using at least said-theverification structure from the erasable non-

volatile memory ofthe BIOS, and

acting on the program according to the verification.

3. (Amended) A method according to claim 2, wherein setting up a verification

structure further comprising the steps of: establishing, between the computer and the bureau, a

two-way data-communications linkage; transferring, from the computer to the bureau, a request-

for-license including an identification of the computer and the license-record’s contents from the

selected program; forming an encrypted license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as the-anencryption key; aad-transferring,
from the bureau to the computer, the encrypted license-record; and storing the encryptedlicense

record in the erasable non-volatile memory area ofthe BIOS.
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4, (Amended) A method according to claim 2, wherein verifying the program

further comprisesing the steps of: establishing, between the computer and the bureau, a two-way
data-communications linkage; transferring, from the computer to the bureau, a request-for-

license verification including an identification of the computer, #he-anencrypted license-record

for the selected program from the seeond-erasable, non-volatile memory_area of the BIOS, and 

the Hieense-sefevare-program’s license-record-coentents; enabling the comparing at thebureau;

and transferring, from the bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the pseude-unique key. |

6. (Amended) A method according to claim 1 wherein selecting a program

includes the steps of: establishing a licensed-software-program in the volatile memory of the

computer wherein said licensed-software-program includes contents used to form athelicense- |
record.

7, (Amended) A method according to claim 1-6wherein using an agentto setting |
up the verification structure includes the steps of: establishing or certifying the existence of a

pseudo-unique key in the-afirst non-volatile memory area_of the computer; and establishing at
least one license-record location in the first erthe-seeend-nonvolatile memory area_or in the *

erasable. non-volatile memory area ofthe BIOS.

9. (Amended) A method according to claim 7+ wherein verifying the program

2
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includes the steps of: encrypting the licensed-software-program’s license-record contents from

the volatile memory area or decrypting the license-record in thefestorthe-seeonderasable, non-
 

volatile memory area_of the BIOS, using the pseudo-unique key; and comparing the encrypted

licenses-software-program’s license-record contents with the encrypted license-record in the first

er-the-second-erasable. non-volatile memory area_of the BIOS, or comparing the license-

software-program’s license-record contents with the decrypted license-record in the-first-orthe
second-erasable non-volatile memory area_of the BIOS.

10. (Amended) A method according to claim 9+ wherein acting on the program |
includes the step: restricting the program's operation with predetermined limitations if the

comparing yields non-unity or insufficiency.

11. (Amended) A method according to claim 22+ wherein the first non-volatile |
memory area is a ROM section of a BIOS.

12, (Amended) A method according to claim 1 wherein the seeond-crasable, non-

volatile memory areais a E*PROMsection ofatheBIOS.

16. (Amended) The method of Claim 224, wherein the unique key includes a

pseudo-unique key.

17. (Amended) The method according Claim 221, wherein said-thestep of using

the agent io settiag up atheverification record, including the license record, includes encrypting

a license record data in said-the program using at least said-the unique key.

3
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18. (Amended) The method according to Claim 224+, wherein said-the step of

verifying the program includes a decrypting the license record data accommodated in said-the

erasable second non-volatile memory area of the BIOS using at least said-theunique key.

19. (Amended) The method according to Claim 224, wherein saidthestep of

verifying the program includes encrypting the license record that is accommodated in said-the

program using at least said-theunique key.

20. (Amended) A method for restricting-accessing te-a software program using 4

pseudo-unique key stored in a first non-erasable non-volatile memory area of a computer. the

first non-volatile memory area being unable to be prostammatic: changed. ethod

comprising:

 

——_—-selecting-loadinga software program residing in a volatile memory area of the computer:

extracting license information from the software program;

encrypting license information using the pseudo-unique key_stored in the first_non-

volatile memory atea; .

storing the encrypting pseude-unique—key_license information in a second erasable.  

writable, non volatile memory area of the BIOS of the computer;

subsequently verifying the software program using--based on the encrypted_licepse

information stored in the second erasable, writable, non-volatile memory area of the BIOS

pseude-uniquekey; and

acting on the software program based on the verification.

4
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Please add the following new claims:

21. ew e method of claim 20, wherein the verification comprises:

extracting the license information from the software program,

encrypting the license information using the pseudo-unique key stored in the first non-

volatile memory area ofthe computer to form second encrypted license information; and
comparing the encrypted license information stored in the second erasable, writable, non-

volatile memory area of the BIOS of the computer with the second encrypted license

information.

22._, (New) The method of claim 1, wherein a unique key is stored in _a first non-

volatile memory area of the computer.

23._(New) The method according to claim 17. wherein the verification comprises:

extracting the license record vom t 9 ogram;

encrypting the license record using the unique key stored in the first non-volatile memory

area of the computer to form second encryptedlicense information; and

comparing the encrypted li 2 Tmation stored in the erasable, non-volatile memo

area of the BIOS of the computer with the second encrypted license infomation. -
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~ IN THE UNITED STATES PATENT AND TRADEMARK OFFICEca

In re application of:

Miki MULLORetal. Art Unit: 2161

Appl. No: 09/164,777 Examiner: J. Trammell

Filed: October 1, 1998 Atty. Docket No: 39636-176166

. RE mer No:Por SOFTWAREOPERATIONW1 IC
A LICENSED LIMITATION 26694.

PATENT TRADEMARK OFFICE

. 23 2
Information Disclosure Statement Under 37 C.E.R. § 1.97(c) | 2 2m OO

oe Mm

Assistant Commissioner for Patents nN S <
Washington, D.C. 20231 2 S oO

Sir:

This is an Information Disclosure Statement submitted under 37 C.F.R. § 1.97 within

_ the time specified under 37 C.F.R. § 1.97(c)(2).

In order to comply with applicant’s duty of disclosure under 37 C-F-R. § 1.56, the US.

Patent and Trademark Office isnotified of the documents which are listed on the attached

Form PTO-1449 and which the Examiner may deem relevant to patentability of the claims of

the above-identified application. One copy of each ofthe listed documents is submitted

herewith. |

The instant Information Disclosure Statement is being a first Office action on the

merits, after filing a request for continued examination. Accordingly, pursuant to 37 C.F.R.

§1.97(b)(2), no fee is due.

In view ofthe above, no further translation or statement of relevanceis required, and

as all requirements of 37 C.F.R. § 1.97 and all official guide lines pertaining to Information
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Disclosure Statements have been complied with, and it is therefore respectfully requested that

the Examiner consider the documents and make them of record.

Ifno check is attached, please charge any necessary fee or credit any overpaymentin

connection with this Information Disclosure Statement to Deposit Account No. 22-0261.

Respectfully submitted,

Date: _//// qNlisth/ | Jéifi A. Kaminski
Registration No, 42,709
VENABLE

P.O. Box 34385

Washington, D.C. 20043-9998

Telephone: (202) 962-4800
Telefax: (202) 962-8300

#331700
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Se U.8. Patent and Trademark On,_~J.5. DEPARTMENT OF COMMERCE
Under the Paperwork Raduclon Act of 1995, 110 perecns ara required to ragpand to @ collectton of infarmation unisssil dlaptays 4 valid OME control number,

a : Alterney Dockat No. 39636-176168=

  
 
 
 
 

 
 
 
 

 

 
 

  

 
 

REQUEST 09/n64,777
AM Oni1198

CONTINUED EXAMINATION (RCE)
TRANSMITTAL

First Named inventor

Group Art Unit

Attomey Docket Number

This is a Request for Continued Examination (RCE) under 37 C.F.R.§ 1.114 of the above-identifiad application.
NOTE: 37 C.F.R. § 1.114 is effective on May 29, 2000. If the abovedantified application was fled prior to May 29,
2000, applicant may wish to considar filing a continued prosecutian application (CPA) under 37 C.F.R, § 1.53 (d)
(PTO/SE/25) instead of a RCEte be eligible for the patent term adjustment provisions of the AIPA. See Changes to
Application Examination and Provisional Application Practice, Intarim Rule, 65 Fed. Rag. 14865 (Mar. 20, 2000), 1233 Off.
Gaz. Pat. Office 47 (Apr. 11,2000), which establishad RCE practice.

Submission required under 37 C.F.R. § 1.114

a. Previously submitted
i. [) Consider the amendment(s)/reply under 37 C.F.R. § 1.116 previouslyfiled on

(Any unenterad armendiments) referred to above will be anterad).
ii, [1 Consider the arguments in the AppealBrief or Reply Brief previously filed on
ii. [1] Other

b. Enclosed

t= B®] Amendment/Reply
ii—-.) Affidavit(s)/Declaration(s)
iti. laformation Disclosure Statement (IDS)
iv. (] Other

2,|Miscellaneous :

a. J Suspension of action on the abova-idantified application is requested under37 C.F.R. § 1.103(c) for
4 period of months. (Period of suspansion shail not exceed 3 months; Fea under 97 C.F.R, § 1.17¢) required)

b. (1 Other .
3. ‘The RCE fee under 37 C.F.R. § 1.17(e) Is required by 37 C.F.R, § 1.144 whenihe RCEIs filed,

Subsection (b) of 35 U.S.C. § 132, affective on May 28, 2000,
provides for continued examinationof anutility or plant

application filed on or after June 8, 1995.
Sao Tho American Invantors Protection Act of 1999 (AIPA).

 
 

 
 

  
 

39636-176166

 

  
    
 

  
  
 

  
   

  
   

a. The Directoris hereby authorized to charge tha following fees, or credit any ovarpayments,to
Deposit Account No.22-0261

i. KX] RCE fee required under 37 C.F.R. § 1.17(e)
Extension of time fee (37 C.F.R. 89 1.138 and 1.17)

it. (7) Other
b. Check in the amount of § 570.00 enclosed

e 0 Paymentby eredit card (Form PTO-2038 enclosed)
  
 

 
 
 

 
 

  
SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

Tame Prima [ieRvAoping,|Regiselon No, Atomey/Agend

“7OdVENABLE

 
 

P.O. Box 34385
Washington, OC 20043-9998

SEND Fees and Completed Formsto thefollowing address: Commilssionarfor Patents, Box RCE, Washington. DC 20231.
PC Oocs No. 331636

APOA Bake Te A Le
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Re: METHOU iF Ri IGTING SOFTWARE OPERA:.ON WITHINA LICENSED LIMITATION
Application No.: 05/164,77 ‘ Filing Date: October1, 199

Patent No. : issue Date
Trademark: Trademark No: 

Oppesition/Cancellation No: 

The following iterns were received from Venable, Washington, D.C., by the U.S. Patent & Tees Office:
U.S. PTO FEES ENCLOSED . WO

GS

 
 
 

Rule 53(d) Continuation or Division Application
Rule 53(b) Continuation or Division IDS Fee
Application (in Duplicate) (attach copy of
specifications, claims, drawings & declaration)

xx RCE Transmittal Sheet $370,00 FilingY
Issue Fee Part Surcharge
Invention Declaration
National Stage Application Additional Claim Fee
Translation of Intemational Application or
New U.S. TM Application (___ specimens) Recordation ofAssignnient

Fee ;

  

 
 
 

 

 

Priority Document-CertCopy of Applao.#
Date $200.00 Extension Fee

Assignment w/Cover Sheet
XX IDS w/ PTQ-1449 (with references) Notice ofAppeal Fee

_ XX Amendment (with marked up version)
Submission of Substitute Specification Brief on Appeal Fee
Petition/Request for Extension of Time
Notice of Appeal Orel Hearing Request Fee
Appeal BriefCin triplicate)
Request for Oral Hearing Petition Fee
Confirmation of Hearing Petition
Letter Under 37 CFR 1-28 (ce) Issue Fee (Additional)
Certificate of Correction
Maintenance Fee Transmittal Maintenance Fee
TM StatementofUse

Declaration Under 8 TM Statement of Use
Declaration Under 8 and 15
JM renewal Application 8 Affidavit Fee
Notice of Opposition
Supplemental Search Report and Annex TM Renewal Application Fee
Postcard :

Change ofAddress Notice of Opposition Fee

Terminal Disclaimer

Fee: $570.00

Check Numbermta

#331763
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Application (in Duplicate) (attach copy of
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Submission of Substitute Specification Brief on Appeal Fee

XX Petition/Request for Extension of Time
Notice ofAppeal Oral Hearing Request Fee
Appeal Brief(in triplicate)
Request for Oral Hearing Petition Fee
Confirmation ofHearing Petition
Letter Under 37 CFR 1.28(c) Issue Fee (Additional)
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THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATIONof

Applicants : Miki MULLORetal. ) Customer No., >
Appln. No. :  09/164,777 ) 26694

Filed ; October 1, 1998 } PATENT TRADEMARK OFFICE
For : METHOD OF RESTRICTING }

' SOFTWARE OPERATION WITHIN ) .
A LICENSED LIMITATION )

Group Art Unit . : 2161
Examiner : J. Trammell

Atty. Dkt. :  39636-176166 _

Assistant Commissioner for Patents
Washington, D.C. 22031

AMENDMENT

Sir:

| REQUEST FOR EXTENSION OF TIME
Please extend the period for responding to the Office Action dated June 22, 2001 by two

months so that the due date expires November 22, 2001. The requisite extension fee of $200.00

under 37 C.F.R.1.17 (a) (1) is attached. Should no check be attached, please charge our Deposit

Account 22-0261. Please also deduct any additional fees due or credit any overage to the same
account.

Responsive to the Office Action dated June 22, 2001, please amend the application as

\ : follows:
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IN THE CLAIMS:

Please amended the claims as follows:

1. (Twice Amended) A method of restricting software operation within a license
for use with a computer including an erasable, non-volatile memory area of a (BIOS) of the
computer,and a volatile memory area; the method comprising the steps of:

selecting a program residing in the volatile memory,

using an agent to set up verification structure in the erasable, non-volatile memory ofthe
BIOS,the verification structure accommodating data that includes at least one license record,

verifying the program using at least the verification structure from the erasable non-
volatile memory of the BIOS,and

acting on the program according to the verification.

3. (Amended) A method according to claim 2, wherein setting up a verification
structure further comprising the steps of: establishing, between the computer and the bureau, a

1 two-way data-commmunications linkage; transferring, from the computer to the bureau, a request-
for-license including an identification of the computer and the license-record’s contentsfrom the

ens selected program; forming an encrypted license-record at the bureau by encrypting parts of the

ahs request-for-license using part of the identification as an encryption key; transferring, from the
bureau to the computer, the encrypted license-record; and storing the encrypted license record in

the erasable non-volatile memory area ofthe BIOS.

4, (Amended) A method according to claim 2, wherein verifying the program

further comprises the steps of: establishing, between the computer and the bureau, a two-way

data-communications linkage; transferring, from the .computer to the bureau, a request-for-
; 2 ,
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license verification including an identification of the computer, an encrypted license-record for

the selected program from the erasable, non-volatile memory area of the BIOS, and the

program's license-record; enabling the comparing at the bureau; and transferring, from the
bureau to the computer, the result of the comparing.

5. (Amended) A methodaccording toclaim 3 wherein the identification of the

computer includes the unique key.

6. (Amended) A method according to claim 1 wherem selecting a program

includes the steps of; establishing a licensed-software-program in the volatile memory of the

computer wherein said licensed-software-program includes contents used to form the license-

record.

7. (Amended) A method according to claim 6 wherein using an agent to set up
the verification structure includes the steps of: establishing or certifying the existence of a

pseudo-unique key in a first non-volatile memory area of the computer; and establishing at least

onelicense-record location in the first nonvolatile memory area or in the erasable; non-volatile

memory area of the BIOS.

9, (Amended) A method according to claim 7 wherein verifying the program

includes the steps of: encrypting the licensed-software-program’s license-record contents from
the volatile memory area or decrypting the license-record in the erasable, non-volatile memory
area of the BIOS, using the pseudo-unique key; and comparing the encrypted licenses-software-

program’s license-record contents with the encrypted license-record in the erasable, non-volatile
3 :
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memory area of the BIOS,or comparing the license-software-program’s license-record contents
with the decrypted license-record in erasable non-volatile memory area ofthe BIOS.

10. (Amended) A method according to claim 9 wherein acting on the program
includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields non-unity or insufficiency.

11. (Amended) A method according to claim 22 wherein the first non-volatile

memory area is a ROM section of a BIOS.

12. (Amended) A methodaccording to claim 1 wherein the erasable, non-volatile

memoryarea is a E7PROMsection ofthe BIOS.

16. (Amended) The method of Claim 22, wherein the unique key includes a

pseudo-unique key.

17. (Amended) The method according Claim 22, wherein the step of using the

agent to set up the verification record, including the license record, includes encrypting a license

record data in the program usingat least the unique key.

18. (Amended) The method according to Claim 22, wherein the step of verifying

the program includes a decrypting the license record data accommodated in the erasable second

non-volatile memory area of the BIOSusingat least the unique key.
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19. (Amended) The method according to Claim 22, wherein the step of verifying

the program includes encrypting the license record that is accommodated in the program using at

least the unique key.

20, (Amended) A method for accessing a software program using a pseudo-unique
key stored in a first non-erasable non-volatile memory area of a computer, the first non-volatile
memory area being unable to be programmatically changed, the method, comprising:

loading a software program residing in a volatile memory area of the computer;

extracting license information from the software program;

encrypting license information using the pseudo-unique key stored in the first non-

volatile memory area,

storing the encrypting license information in a. second erasable, writable, non volatile
memory area of the BIOS ofthe computer;

subsequently verifying the software program based on the encrypted license information

stored in the second erasable, writable, non-volatile memory area of the BIOS;and

acting on the software program based on the verification.

Please add the following new claims:

21. (New) The method of claim 20, wherein the verification comprises:

extracting the license information from the software program;

encrypting the license information using the pseudo-unique key stored in the first non-

volatile memory area of the computer to form second encryptedlicense information; and
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comparing the encrypted license information stored in the second erasable, writable, non-
volatile memory area of the BIOS of the computer with the second encrypted license

information.

22. (New) The method of claim 1, wherein a unique key is stored in a first non-

volatile memory area of thecomputer.

23. (New) The method accordingto claim 17, wherein the verification comprises:

extracting the license record from the software program,

encrypting the license record using the unique key stored in the first non-volatile memory

area of the computer to form second encrypted license information; and

comparing the encrypted license information stored in the erasable, non-volatile memoty

atea of the BIOSofthe computer with the second encrypted license information.
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U.S. Application No.: 09/1 64,777

REMARKS

Claims 1-13 and 16-23 are now pendingin this application. New claims 21-23 have been
added by this amendment. Each of the pending claims is believed to define an invention which
is novel and unobvious over the cited references. Favorable reconsideration of this case is

respectfully requested.

Applicant’s representative appreciates the Examiner's courtesy in conducting a personnel
interview in this case. The claims have been amended as agreed upon during the interview andit

is respectfully submitted that this application is now in condition for allowance.

Specifically, claim 1 has been amended to recite that the verification structure is stored in
an erasable, non-volatile memory area of the BIOS. This claim amendment overcomes the

rejections under 35 U.S.C, 112, first paragraph in sections 3, 4 and 5 of the Final Office Action,
as well as the rejection under 35 U.S.C, 112, second paragraph in section 7 of the Final Office
Action.

Claim 20 has been amended to correct the informality noted by the Examiner. In view of
these amendments, it is respectfully submitted that all pending claims are now in all aspects in

compliance with 35 U.S.C, 112, first paragraph and 35 U.S.C. 112, second paragraph.
Therefore, the withdrawal ofthese rejectionsis respectfully requested.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(e) as being anticipated
by U.S. Patent No. 5,892,900 to Ginteret al.

Claims 5 and 7-9, and 16-20 have been rejected under 35 U.S.C. 103(a) as being

unpatentable over Ginteret al. in view ofU.S. Patent No. 5,684,951 to Goldman et al.

Received from < 202 962 8300 > at 12/6/04 3:18:02 PM [Eastern Standard Time)
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Consequently, it is clear that the cited references do not anticipate or render the present
claims obvious. . Therefore, the withdrawalofthis rejection is respectfully requested.

As requested by the Examiner during the interview, a description of a specific
embodimentofthe invention is attached hereto.

Attached hereto is a marked-up version of the changes made to the specification and
claims by the current amendment. The attached page is captioned “Version with markings to
show changes made.”

In view ofthe foregoing, reconsideration and allowance ofthis application are believed in
order, and such action is eamestly solicited.

The Commissioner is authorized to charge any fee necessitated by this Amendmentto our

Deposit Account No. 22-0261.
Respectfully submitted,

VENABLE, Attomeys at Law

 
4 P.O. Box 34385‘ Washington, D.C. 20043-9998
4 Telephone 202-962-4800
* Telefax 202-962-8300
: RK/JAK/Irh

#331676
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VERSION WITH MARKINGS TO SHOW CHANGES MADE

IN THE CLAIMS: 

Please amended the claims as follows:

1. (Twice Amended) A method ofrestricting software operation within a license

 for use with a computer including an

nen-crasable, non-volatile memory area of 2 (BIOS) of the computer. and a volatile memory

area;the—firstnon-volaule—mem -the method 

comprising the stepsof:

selecting a program residing in the volatile memory,

 using an agent to setting up verification structure in the secend-erasable non-volatile

" memory of the BIOS, the verfieatien-verification structure accommodatinges data that includes
at least one license record, | |

verifying the program using atleast said-theverification structure from the erasable non-

volatile memory of the BIOS, and

acting on the program according to the verification.
,

a
3. (Amended) A method according to claim 2, wherein setting up a verification

structure further comprising the steps of: establishing, between the computer and the bureau, a

" two-way data-communications linkage; transferring, from the computer to the bureau, a request-
for-license including an identification of the computer and the license-record’s contents from the

selected program; forming an encrypted license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as the-anencryption key; and—transferring,
from the bureau to the computer, the encrypted license-record;_and storing the encrypted license

record in the erasable non-volatile memory area of the BIOS.
+
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4. (Amended) .A method according to claim 2, wherein verifying the program
further comprisesing the steps of: establishing, between the computer and the bureau, a two-way
data-communications linkage, transferring, from the computer to the bureau, a request-for-
license verification including an identification of the computer, the-an_encrypted license-record
for the selected program from the seeenderasable, non-volatile memory_area of the BIOS, and
the Heense-sofware-program's license-record-sentents; enabling the comparing at thebureau;
and transferring, from the bureau to the computer,the result ofthe comparing.

5, (Amended) A method according to claim 3 wherein the identification of the

computer includes the pseude-unique key. |

6. (Amended) A method according to claim 1 wherein selecting a program
includes the steps of: establishing a licensed-software-program in the volatile memory of the

computer wherein said licensed-software-program includes contents used to form #-thelicense- |
record.

7. (Amended) A methodaccordingto claim +6wherein using an agent to setting |
up the verification structure includes the steps of: establishing or certifying the existence of a
pseudo-unique key in the-afirst non-volatile memory area_of the computer; and establishing at
least one license-record location in the first ep-the-secend-nonvolatile memory area_or in the ©

erasable. non-volatile memory areaofthe BIOS.

9, (Amended) A method according to claim 7+ wherein verifying the program

2
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includes the steps of: encrypting the licensed-software-program's license-record contents from
the volatile memory area or decrypting the license-record in the first-erthe-second-crasable, non- 

volatile memory area_of the BIOS,using the pseudg-unique key; and comparing the encrypted
licenses-software-program’s license-record contents with the encrypted license-record in the frst
er_the-secend—erasable. non-volatile memory area of the. BIOS, or comparing the license- 

‘goftware-program’s license-record contents with the decrypted license-record inthefirst-orthe
seeond-erasable non-volatile memory area of the BIOS.

10. (Amended) A method according to claim 94 wherein acting on the program

includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields non-unity or insufficiency.

11. (Amended) A method according to claim 224 wherein the first non-volatile
memory area is a ROM section of a BIOS.

12. (Amended) <A methodaccording to claim 1 wherein the seeend-crasable, non-

volatile memory area is a E7PROMsection ofatheBIOS.

16. (Amended) The method of Claim 224, wherein the unique key includes a

pseudo-unique key.

17. (Amended) The method according Claim 22+, wherein gaid-thestep of using

the agent to setting up atheverification record, including the license record, includes encrypting
a license record data in saidthe program using at least saidthe unique key.

3
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18. (Amended) The method according to Claim 224, wherein said—the step of

verifying the program includes a decrypting the license record data accommodated in id-the
erasable second von—volatile memory area of the BIOS usingat least said-theunique key.

19, (Amended) The method according to Claim 22+, wherein said-thestep of

verifying the program includes encrypting the license record that is accommodated in said-the
program. using at least saidtheunique key. |

20. (Amended) A method for restrcting-accessing te-a software programusinga

pseudo-unique key stored in a first non-erasable_ non-volatile memory atea of a computer. the
first non-volatile memorv_atea being unable to be orogramnmatically changed, the method,
comprising:

 
selectingloading a software program residing in a volatile memory area of the computer;

extracting license information from the software program,
 encrypting license information using the pseudo-unique key_stored in the first_non-

volatilememoryarea;

storing the encrypting pseude-unique—key license information in a second erasable,
writable, non volatile memory area ofthe BIOS ofthe computer;

subsequently verifying the software program asing—based on the encrypted_license

information stored in the second erasable, writable, non-volatile memory area of the BIOS

pseude-uniquekey; and ,

acting on the software program based on the verification.

4
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Please add the following new claims:

21. (New) The method of claim 20, wherein the verification comprises:

extracting the license information, from the software program,

encrypting the license information using the pseudo-unique key stored_in the first non-

volatile memory area of the computer to form. second encrypted license information; and

comparing the encrypted license information stored in the second erasable. writable. non-

volatile memory _area_of_ the BIOS of the computer with the second encrypted license

information. ‘

22.. ew) The method of claim ein_a upique key is stored in a first non-

volatile memory area ofthe computer.

23,_(New) The methodaccording to claim 17, wherein the verification comprises:

extracting the license record from the software program,

encryptins license record using the unique key stored in non-volatile memo

area of the computer to form second encrypted license information; and :
comparing the encrypted license information stored in the erasable, non-volatile memory

area of the BIOS of the computer with the second encrypted license information,
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» IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

 
In re application of:

Miki MULLORetal. Att Unit: 2161

Appl. No: 09/164,777 Examiner: J. Trammell

Filed: October 1, 1998 | | Atty. Docket No: 39636-176166

. TH RESTRICTING Customer No:Pe SOFTWAREOPERATION WIT IAA
A LICENSED LIMITATION 176694

PATENT TRADEMARK OFFICE

Information Disclosure Statement Under 37 CER. § 1.97(c)

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:

This is an Information Disclosure Statement submitted under 37 C-F.R. § 1.97 within

the time specified under 37 C.F.R. § 1.97(c)(2).
In order to comply with applicant’s duty of disclosure under 37 C-F.R.§ 1.56, the U.S.

Patent and Trademark Office is notified of the documents whichare listed on the attached

Form PTO-1449 and which the Examiner may deem relevant to patentability of the claims of
the above-identified application. One copyof eachofthe listed documents is submitted

herewith. .

The instant Information Disclosure Statementis being a first Office action on the

_ merits,after filing a request for continued examination. Accordingly, pursuant to 37 C.F.R.

§1.97(b)(2),no fee is due.

In view ofthe above, no further translation or statement of relevanceis required, and

as all requirements of 37 C-F.R.§ 1.97 and all official guide lines pertaining to Information
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“Information Disclosure Statement
U.S. Appin. No.: 09/164,777

Disclosure Statements have been complied with, andit is therefore respectfully requestedthat

the Examiner consider the documents and make them of record.

Ifno check is attached, please charge any necessary fee or credit any overpayment in

connection with this Information Disclosure Statement to Deposit Account No. 22-0261.

Date: iy / i q  
VENABLE

P.O. Box 34385

Washington, D.C. 20043-9998

Telephone: (202) 962-4800
Telefax: (202) 962-8300

#331700
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Pleasefind below and/orattached an Office communication concerningthis application or proceeding.
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Application No. Applicant(s)  
 

09/164,777 MULLORETAL.

Examiner Art Unit

Calvin L Hewitt I! 2161

-- The MAILING DATEof this communication appears on the cover sheet with the correspondenceaddress --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLYIS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.
- Extensionsof time may be available underthe provisions of 37 CFR 1.136(a). In no event, however, may a reply be timelyfiled

after SIX (6) MONTHSfrom the mailing date of this communication.
If the period for reply specified aboveis less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely.
If NO period for reply is specified above, the maximum statutory period will apply andwill expire SIX (6€) MONTHSfrom the mailing date of this communication.
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Anyreply received by the Office later than three monthsafter the mailing date of this communication, evenif timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

 
 

Office Action Summary

Status

1)X] Responsive to communication(s)filed on 14 November 2001.

2a)L] This action is FINAL. 2b) This action is non-final.

3)L) Sincethis application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims _.
4) Claim(s) 1-23 is/are pending in the application. 

 

 

4a) Of the aboveclaim(s) is/are withdrawn from consideration.

5)LJ Claims) is/are allowed.

6)X Claim(s) 1-23 is/are rejected.

7)LI Claim(s)__ is/are objected to.

8)L] Claim(s) are subject to restriction and/or election requirement. 

Application Papers

9)L] The specification is objected to by the Examiner.

10)C] The drawing(s)filed on is/are: a)L] accepted or b){_] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

is: a)_] approved b)[[] disapproved by the Examiner.

 

11)L] The proposed drawing correctionfiled on

If approved, corrected drawings are required in reply to this Office action.

12)C] The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. §§ 119 and 120

13)L] Acknowledgmentis madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or(f).

a)LJ All b)L] Some *c)L Noneof:

1.) Certified copies of the priority documents have been received.

2.1. Certified copies of the priority documents have been received in Application No.

3.L] Copiesof the certified copies of the priority documents have beenreceivedin this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

14)L] Acknowledgmentis madeofa claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application).

a) DJ Thetranslation ofthe foreign language provisional application has been received.
15)L] Acknowledgmentis madeof a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121.

Attachment(s)

 

 

1) XI Notice of References Cited (PTO-892) 4) Cc] Interview Summary (PTO-413) Paper No(s). .
2) (J Notice of Draftsperson’s Patent Drawing Review (PTO-948) 5) ] Notice of Informal Patent Application (PTO-152)
3) Xx) Information Disclosure Statement(s) (PTO-1449) Paper No(s) 17. 6) CJ Other:

U.S. Patent and Trademark Office

PTO-326 (Rev. 04-01) Office Actiqn, Summary : Part of Paper No. 12
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Status of Claims

1. Claims 1-23 have been examined.

Claim Rejections - 35 USC § 112

2. The following is a quotation of the first paragraph of 35 U.S.C. 112:

The specification shall contain a written description of the invention, and of the mannerand processof
making and usingit, in suchfull, clear, concise, and exact terms as to enable any personskilled in the
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall
set forth the best mode contemplated by the inventor of carrying out his invention.

3. Claims 11, 12, 15 and 16 are rejected under 35 U.S.C. 112, first

paragraph,as containing subject matter which was not describedin the

specification in such a way as to enable oneskilled in the art to whichit pertains,

or with whichit is most nearly connected, to make and/oruse the invention.

Claims 11, 12 and 15 are rejected as flash memoryis a type of EEPROM.

Flash memory can be used as a computer BIOS. Therefore, a computer BIOS

would not contain an EEPROM and/or ROMsection.

Claim 16 is rejected because a key cannot be simultaneously “unique” and

“pseudo-unique”.

0185



0186

@ ®
Application/Control Number: 09/164,777 Page 3
Art Unit: 2161

4. The following is a quotation of the second paragraphof 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards ashis invention.

5. Claims 20 and 21 are rejected under 35 U.S.C. 112, second paragraph, as

being indefinite for failing to particularly point out and distinctly claim the subject

matter which applicant regards as the invention.

Claim 20 recites, “loading a software program residing in volatile memory

area of the computer”. This limitation would not be clear to one of ordinary skill as

the software would haveto be loaded a priori in order to reside in volatile

memory.

Claim 21 is rejected because it dependsfrom claim 20.

Claim Rejections - 35 USC § 103

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for

ail obviousnessrejections set forth in this Office action:

(a) A patent may not be obtained thoughthe inventionis not identically disclosed or described as set
forth in section 102 ofthistitle, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obviousat the time the

invention was madeto a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the mannerin which the invention was made.
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7. Claims 1-23 have beenrejected under 35 U.S.C. 103(a) as being

unpatentable over Misra et al., U.S. Patent No. 6,189,146, Goldmanet al., U.S.

Patent No. 5,684,951. and Ewertz et al., U.S. Patent No. 5,479,639.

Misra et al. teach a system and method for software licensing that

comprises:

selecting a program from volatile memory (figure 2)

using data stored in various memory locations to implementthe

system (figure 2; column5,lines 2-67)

using an agent to set up a verification structure in computer

memory wherestructure data includes a license record (column 4,

lines 14-20 and 49-67; column 11, lines 45-59; column 12, lines 8-

31)

verifying and acting on the program according to the verification

structure (e.g. software license) (column/line 13/65-14/53:

columniline 14/54-17/40)

a licensing authentication bureau in a two-way connection with a

computerthat handles requests for licenses (wherelicense data

includes computeridentification and license record contents),

encrypts a requestfor license (e.g. license) using computer

identification, performs license validation and transfers a license to

a computer(figures 1 and 3-8; column 6, lines 50-64; column 9,
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lines 40-50; column/line 11/60-12/27: column/line 13/65-14/52-

column 15,lines 37-49)

a license that contains predetermined information (column 10, lines

60-67; column 11, lines 1-24)

storing a license record in non-volatile memory (column 12, lines 8-

27)

comparing licenses to determine validity and restricting the

program's operationsif a license is determinedto be invalid

(column 14, lines 30-51)

encryption using an identification of a computer that is a unique key

(column 15, lines 37-49)

Regarding the storage of encrypted licenses, Misra et al. teach licenses

that are encrypted using a unique key as they are placed in storage (column 8,

lines 35-52). Therefore, it would have been obvious to oneof ordinaryskill of the

art to allow user nodesto store licenses in encrypted form for additional security.

In addition, as Misra et al. implement their system using various computer.

system memory such as RAM(e.g. volatile), ROM (which houses a BIOS),

portable and hard disk memory (column 5, lines 37-67) it would have been

obvious to perform encryption processes using the appropriate memory given the

characteristics of the target system (figures 1 and 2). Misra et al. also teach
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encryption keys and programs(“agent”) used in the license collation processthat

belongto various parties (column8,lines 35-52; column 15,lines 37-54).

Therefore, it would have been obviousto one of ordinary skill of the art to store

these keys in non-volatile memory as these keys are used to securely

communicate between andidentify parties, as well as access encrypted data.

Misra et al., however, do not teach pseudo-unique keys nor constructing

license records within a computer BIOS. Goldmanet al. teach pseudo-unique

keys (abstract) while, Ewertz et al. teach of expanding BIOS memory to store

identification and/or configuration data such as software licenses (column 3, lines

15-40; column/line 11/3-12/14). Therefore, it would have been obviousfor one of

ordinary skill of the art to combine the teachings of Misra et al., Goldmanet al.

and Ewertz et al.. Recall, Ewertz et al. teach of expanding non-volatile memory

(e.g. BIOS) (‘639, column3,lines 15-40) for maintaining data such as software

licenses. Hence, it would have been obviousto oneof ordinary skill to use the

BIOSto store licenses in the Misra et al. system as they teach of users storing

license data in persistent- non-volatile storage (‘146, column 12, lines 8-27). Also

pseudo unique keys can be issued, on a temporary basis (say), (‘951, abstract),

to encryptlicenses ('146, column 13, lines 42-48). This allows a client to access

secured data without comprising the security of the larger system.
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Conclusion

8. The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure:

e Edenson etal. teach a system for protecting copyrighted program

material using a BIOS

e Fette et al. teach a programmable radio and operating softwarein

accordance with a license

e Steinberg et al. teach software branding

e Smith et al. teach a system fordistributing, registering and purchasing

software over a network using an agent program embeddedin each

software application

9. Anyinquiry concerning this communication or earlier communications from

the Examiner should be directed to Calvin Loyd Hewitt Il whose telephone

numberis (703) 308-8057. The Examiner can normally be reached on Monday-

Friday from 8:30 AM-5:00 PM.

If attempts to reach the Examiner by telephone are unsuccessful, the

Examiner's supervisor, James P. Trammell, can be reachedat (703) 305-9768.
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Any responseto this action should be mailed to:
Commissioner of Patents and Trademarks

clo Technology Center 2100

Washington, D.C. 20231

or faxed to:

(703) 746-7239 (for formal communications intended for entry),

(703) 746-7238 (for after-final communications),

or:

(703) 746-7240 (for informal or draft communications, please label

“PROPOSED”or “DRAFT”)

Hand-delivered responses should be brought to Crystal ParkIl, 2121

-Crystal Drive, Arlington, VA, Sixth Floor (Receptionist).

Anyinquiry of a general nature or relating to the status of this application

should be directed to the Group receptionist whose telephone numberis (703)

305-3900.

Calvin Loyd Hewitt Il  
January 7, 2002

0191



0192

By

Application/Control No. ai *Applicant(s)/Patent Under
Reexamination

09/164,777 MULLORETAL. 
U.S. PATENT DOCUMENTS

of copecatee
= [ssaertenLeaf

  
 

  
  

a
|os
|200|
|485|sce
|36|

pT
a
||
||
||

pT
a

 
 
 

es
pT
po

se
pT
pO
pT  

FOREIGN PATENT DOCUMENTS

‘ Document Number

Country Code-Number-Kind Code Classification

 
*A copyof this reference is not being furnished with this Office action. (Gee MPEP § 707.05(a).)
Dates in MM-YYYY formatare publication dates. Classifications may be US orforeign.
U.S. Patent and Trademark Office

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 12

0192



0193

 Please type a plus sign {+) inside-this te [+] PTO/SB/08A (08-00)
woty Approved for use through 10/31/2002. OMB 0651-0031

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Underthe Paper Reduction Act of 1995, no pe equired to respond to a collection of information unless it contains a valid OMBcontro! number.

Miki MULLORetal.

J, Trammell

Attorney Docket Number 39636-176166

 
  
 
 
 
 
 
 
 
 
 
 
 
  

 

 

 
 

 
 
 
 
 

Substitute for form 1449A/PTO

 
 
 
 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT  

 
 
 

 

U.S. PATENT DOCUMENTS

Nameof Patentee or Applicant Date ofPublication of
Kind Code? of Cited Document Cited Document
if known MM-DD-VYYY

a0
[coteyetadansESS

[snesSCS
et
[Sd

 
  
  

 
 
 

  
 
 

Pages, Columns, Lines, Where Relevant
Passages or Relevant

Number Figures Appear

 
 
 
 
 
 

 

 

 
 

parses
-—[sse068 7
P5790 668 [| |
sis [Cen
a
P—[52350297[—iateretatipa|
antsRantatomSsSsS—F_
praoma6[handeralato?
PTeame.ics[Catonea——_f)—tornoon|» BOL
[/—[ansaats[Wateatomis
[ern[iReteariaidC—C“—tétCC
s5.503[HorsmanarsamooiPSC—“*‘tRSC
-—[eonass[desmatomisC—“—*t‘“‘s*‘TS]!
-Tre0g90[Banari[ariesisCSC—“—t*ésSCS

are50[——iKnasonSiaridCCSC—~—tiSCSC*”d
-[aang[PeaseetasoniSSCS?~<C~*™

[te185 |
ee
Psion
ee

[wisrsetalarrSSCSCSCSCC*”
SS1
[GhenttoonsSSCSCS—S~SCS
[—Grumpstaperat__|_2aro|—SSCSSC—CSY 

FOREIGN PATENT DOCUMENTS

Nameof Patentee Date of Publication of Pages, Columns,Lines,i ‘ Where Relevant
: 5 or Applicant of Cited Document

Number‘ “itknown) Cited Document Passages or Relevant
Examiner

Initials*

\ A

Wed7
is form with next communication to applicant.

  
and not considered-tretide copy &

" Unique citation designation numbef. ? See attached Kinds of U.S. Patent Documents. ° Enter Office that issued the document, by the two-letter code
(WIPO Standard ST.3). ‘ For Japanesepatent documents,the indication of the yearof the reign of the Emperor must precedethe serial numberofthe
patent document. ° Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ° Applicantis
to place a check mark here if English language Translation is attached.

SEND TO:Assistant Commissioner for Patents, Washington, DC 20231.

ATTORNESE AT LAR

0193



0194

a=

Pitase type a plussign (+) inside-this D " [+] ead PTO/SB/08A (08-00)! :

"

. ’ - Approved for use through 10/31/2002. OMB 0651-0031‘ U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Pap

Substitute for form 1449A/PTO

nwork Reduction Act of 1995, no perso equired to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number 39636-176166

 

 
 
 
 

 
 

  
 INFORMATION DISCLOSURE

STATEMENTBY APPLICANT

 
 
 
  
 

(use as many sheets as necessary)

 

U.S. PATENT DOCUMENTS

 
  
  

 

 
 
 

 

  
 
 

 

  
 

as Cite Nameof Patentee or Applicant Date of Publication of Pages, Columns, Lines, Where Relevant
A PA, No.' Kind Code? of Cited Document Cited Document Passagesor Relevant

eis SN , Number if known Figures Appear
 
 
 

  
5/1/2001

6,128,741 joanmoo[|Sd
4,924,378 Hersheyetal. 5/8/1990
5386369 1BW1995

LL,ry~WT} nNSs~5

 
 

6.233.561 5572001

6021438 mao[|
Po
poly
|CULUG

po     
 

Pages, Columns,Lines,
Where Relevant

Passagesor Relevant
Examiner Nameof Patentee Date of Publication of

Initials* or Applicant of Cited Documentals . Cited Document MM-DD-YYYY

 Na f\ ) : f —™s

(Semate(|ANQUO[Seis [ED|a,

“EXAMINER: Initialif reference cohe red, whetheror notcitation is in conformance with MPEP 609.[Drawling throughcitation if not in conformanceand not considered. Include copyof form with next communication to applicant.

 
   5

‘ Unique citation designation number. 2 See attached Kinds of U.S. Patent Documents.° EnterOffice that issued the document, by the two-letter code
(WIPO Standard ST.3). 4 For Japanese patent documents,the indication of the yearof the reign of the Emperor must precedethe serial numberof the
patent document. 5 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is
to place a check mark hereif English language Translation is attached.

SEND TO:Assistant Commissionerfor Patents, Washington, DC 20231.

| ATEQRM CYS AT LAG

0194



0195

Q

02/08/02 16:36 Fas ng@_ : "VENABLE é © kj 002 i j3/e.

 

 
 
 
 
 

 
 

 

In re PATENT APPLICATIONof

Applicants : Miki MOLLORetal.

Appln. No. : 09/164,777

Filed : October 1, 1998

i For : METHOD OF RESTRICTING
SOFTWARE OPERATION WITHIN
A LICENSED LIMITATION

Group Art Unit : 2161
Examiner 2. Hewitt

Atty. Dkt. :  39636-176166

Assistant Commissioner for Patents

Washington, D.C. 22031

AMENDMENT

Sir:

follows:

IN THE CLAIMS:

Please amended the claims as follows:

Alor
Ou

THE UNITED STATES PATENT AND TRADEMARK OFFICE

Customer No.
*26694*

26694

PATENT TRADEMARK.

OFFICE

)
)
)
)
)
)
)
)
)
)

Responsive to the Office Action dated January 15, 2002, please amend the application as

Please cancel claims 11, 12, 14 and 15 without prejudice to their re-entry at a later date.

C\ |» . (Amended) The method of Claim 1, wherein a pseudo-unique key is stored in
the non-volatile memory of the BIOS.

i¢
Cry do
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pseudo-unique key stored in a first non-crasable non-volatile memory area of a computer, the

first non-volatile memory area being unable to be programmatically changed, the method,

comprising:

loading the application software program residing in a non-volatile memory area of the

\ com :, npuiter; 'WW J) 9. ~Se.afe LLAA uj : whe bee \ were, oat( aw" ‘extracting license information from the software program;
encrypting license information using the pseudo-unique key stored in the first non-

volatile memory area;

storing the encrypting license information in a second erasable, writable, non-volatile

memory area ofthe BIOS of the computer;

subsequently verifying the application software program based on the encryptedlicense

information stored in the second erasable, writable, non-volatile memory area ofthe BIOS;and

_ acting on the application software program based on the verification.

 
 

 
 
 
 
 

 

REMARKS

Claims 1-10, 13 and 16-23 are now pending: in this application. Each of the pending

claims is believed to define an invention which is novel and unobviousover the cited references

Favorable reconsideration ofthis case is respectfully requested.

Claims 16 and 20 have been amended to correct the informalities noted by the Examiner.

Claims 11, 12, 14 and 15 have been canceled. In view of these amendments, it is respectfully

submitted that all pending claims are now in all aspects in compliance with 35 U.S.C. 112.

second paragraph. Therefore, the withdrawal of this rejection is respectfully requested.

Recelved from < 202 9628100 at 2502 3:38:28 PM (Eastem Standard Time}
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Claims 1-23 have been rejected under 35 U.S.C. 103(a) as being unpatentable over Mista

et al. in view of U.S. Patent No. 5,684,951 to Goldman et al. and U.S. Patent No. 5,479,639

Ewertz et al.

The cited references do not render the present invention obvious as they do not teach or

suggest, among other things, storing a verification structure, such as a software license

information, in the BIOS of a computeras is recited in the present claims.

Misra et al. is cited as the primary reference against the present claims. Misra relates to a

system and method for enforcing software licenses. The system of Misra generates unique

identifiers for servers and clients, col 12, lines 41-42. The client system ID 142 is a unique

identifier for the client computer, col 12, lines 50-51. The client system [Ds can be based on

information collected from a computer’s hardware and installed software. For example, hard disk
volume numbers, registered software, video cards, and some microprocessors contain unique
identifiers. This informationcan be combined to uniquely identify a particular PC. Thus, the

client system ID ofMisra, is similar to the pseudo-unique keyrecited in claims 1 and 20.

Misra also describes a license ID, which is a unique identifier assigned to a software

license when the software license is issued to a client device, col. 11, lines 9-12. The license ID

may be a digital certificate indicating the right to use the particular software at issue, col. 10,

lines 60-67. The license ID of Misra is similar to the verification structure and license

information recited in claims 1 and 20, respectively.

Misra fails to teach using the BIOS of a computer to store the license ID, as noted in

Section 7, Page 6 of the Office Action. Ewertz is cited as supplementing Misra to teach this

feature. However, the license information described in Ewertz bas a different meaning and a

different function from the license information described in Misra. Therefore, a combination of
these references would notresult in the claimed invention, as is discussed in detail below.

3

Received from < 202 962 8300 > at 2/5/02 3:38:28 PM [Eastem Standard Time}
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In Ewertz, a “software license number”is described as one type of identification

information,col. 3, lines 20-22. This identification information may also include an Ethernet

address or system serial numbers, col 3, lines 20-22. Theidentification information is a unique

identification value stored in a non-writable, non-erasable area ofthe BIOS during manufacture.

The identification information uniquely identifies a particular cormputer. Therefore, according to

Ewertz a “software license number”is oneof a type ofstatic data structures identifying a specific

computerand thestatic data structure is stored such that it cannot be modified. Accordingly,the

software license number ofEwertz is simply identification for the operating system ofa

particular computer.

For example,col. 2,lines 47-49 ofEwertz disclose that the memory storing the

identification information may be electronically locked to prevent erasure or modification ofits

contents onceinstalled. Moreover, in teaching a preferred embodiment, col. 11, line 23 - col. 12,

line 14 of Ewertz describe that several types of identification information must be retained for

individual computer systems. One type of identification number, as mentioned above, is an

Ethernet address. The Ethernet addressis stored in a protected area 306 in static page 2 of the

flash memory of Ewertz and cannot be erased oraltered once the device is installed. Thus the

identification number cannot be destroyed. Ewertz also teaches other computer system

identification numbers, such as unique serial number, printed board assembly (PBA) numbers or

operating system license numbers maybe stored in the locked memory.

Consequently, Ewertz teaches storing identification information for the computer in a

non-writable, non-erasable non-volatile memory. This identification information ofEwertz

corresponds to the pscudo-unique keystored in the first non-erasable, non-volatile memory as

recited in claims | and 20 and does not correspondto the license information recited in these

claims. The identification information ofEwertz is a static data structure, like the system ID of
4

.. Received from < 202 962 8300 > at 2/5/02 3:38:28 PM [Eastem Standard Time]
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Misra, that uniquely identifies a computer and simply does not correspondthe license ID of

Misra orthe license information of the present invention as defined by claims 1 and 20.

From the above discussion,it is clear that the “software license number” according to

Ewertz is equivalent in definition and function to Misra’s system ID. Therefore, even if Misra is |

combined with Ewertz, this combination doesnot result in the present invention. The proposed

combination results in the system ID ofMisra being stored in the BIOS,nottheverification

structure or license information being stored in the BIOSas is required by the present claims.

Furthermore, there is no suggestion or motivation to combine Misra and Ewertz in the

manner suggested in the Office Action. BIOSis a configuration utility. Software license

managementapplications, such as the oneofthe present invention, are operating system (OS)

level programs. Therefore, BIOS programs and software licensing managementapplications do

not ordinarily interact or communicate because when BIOSis running, the computeris in a

configuration mode, hence OS is not running. Thus, BIOS and OSlevel programs are normally

mutually exclusive.

Ewertz teaches that writing to the BIOS area is performed by the BIOS routines:

“Referring to Fig. 8, processing logic for updating the flash memory
device with configuration data, such as EISA information, is
illustrated... The processing logic shown in Fig. 8 resides in the system
BIOSofthe preferred embodiment” Col 10, lines 20-28

Misra teaches a licensing system that is OS level based:

“The license generator 26, license server 28 and intermediate server 32
are preferably implemented as computer servers, such as Windows NT
servers that run Windows NT server operating systems from Microsoft
corporation or UNIX-based servers” Col5, lines 3-7

Thus, the systems described in Misra and Ewertz are an OS program and a BIOS

program, respectively, that cannot mun at the same time. Therefore, there is no teaching or

suggestion to combine these programs. In fact such a combination would change the operation

5
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of the programs, which is an indicia ofnon-obviousness, see MPEP Sec. 2141.03 and related

case law.

Moreover, the present invention proceeds against conventional wisdom in theart. Using

BIOSto store application data such as that stored jn Misra’s local cache for licenses is not

obvious. The BIOS area is not considered a storage area for computer applications. An ordinary
skilled artisan would not consider the BIOS as a storage medium to preserve application data for

at least two reasons.

First, OS does not support this functionality and is not recognized as a bardware device

like other peripherals. Every OS provides a set of application program interfaces (APIs) for

applications to access storage devices such as hard drives, removable devices, etc. An ordinary

person skilled in the art makes use of OS features to write date to storage mediums. Thereis no

OS support whatsoever to write data to the system BIOS. Therefore, an ordinary person skilled

in the art would not consider the BIOSas a possible storage medium. Furthermore, it is common

that all peripheral devices in the PC arelisted and recognized by the OS exceptfor the BIOS.:

This supports the fact that the BIOSis not considered a peripheral device. Accordingly, an

ordinary person skilled in the art would not consider the BIOS for any operation, including

writing to the BIOS. ©

Second, no file system is associated with the BIOS. Every writable device connected to

the PCis associated with an OSfile system to arrange and manage data structures. An example

for such a file system would be FAT, FAT32, NTFS, HPFS,etc. that suggests writing data to the

writable device. No such file system is associated with the BIOS. Thisis further evidence that
OSlevel application programmers would not consider the BIOS as a storage medium for license

data.

Received from < 202 962 8300 > at 2/5/02 3:38:28 PIM [Easter Standard Time]
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Additionally, Misra teaches away from using the BIOSas a storage area by making a

statement about client computers that do not have a persistent non-volatile area.

“The license cache 136 is kept in persisted (non-volatile) storage. Clients
that do not have persistent storage can be issued licenses as long as they
can generate a unique client ID and can respond to the client platform
challenge protocol” (Misra, Col. 12, lines 15-18)

Since all computers must have a BIOS,it is clear Misra teaches away from using the

BIOS as a local storage area for licenses.

Goldman et al. do not supplement Misra and Ewertz to teach or suggest the present

invention.

Thus, in view of the above discussion, it is clear that the cited references, taken alone or

in any combination, do not fairly teach or suggest the present invention. Therefore the

withdrawal ofthis rejection is respectfully requested. Favorable reconsideration of this case and

early issuance ofa Notice ofAllowanceis respectfully requested

Attached hereto is a marked-up version of the changes made to the specification and

claims by the current amendment. The attached page is captioned “Version with markings to

show changes made.”

In view ofthe foregoing, reconsideration and allowance ofthis application are believed in

order, and such actionis earnestly solicited.
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The Commissioner is authorized to charge any fee necessitated by this Amendmentto our

Deposit Account No. 22-0261.

RK/JAK/Irh

#347353
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VERSION WITH MARKINGS TO SHOW CHANGES MADE 

IN THE CLAIMS:

Please cancel claims 11, 12, 14 and 15 without prejudice to theix re-entry at a later date.

Please amended the claimsas follows:

16. (Amended) The method of Claim 221, wherein the-a_pseudo-unique key

includes-a-pseudo-uniquekey is stored in the non-volatile memory of the BIOS.

20. (Amended) A method for accessing an_application software program using a |
pseudo-unique key stored in a first non-erasable non-volatile memory area of a computer, the

first non-volatile memory area being unable to be programmatically changed, the method,

comprising:

loading thea application software program residing in a non-volatile memory area of the |
computer; : .

extracting license information from the software program,

encrypting Jicense information using the pseudo-unique key stored in the first non-

volatile memory area;

storing the encrypting —license information in a second erasable, writable, nen

volatilenon-volatile memory area ofthe BIOS ofthe computer;

subsequently verifying the application software program based on the encrypted license

information stored in the second erasable, writable, non-volatile memory area ofthe BIOS; and

acting on the application software program based on the verification. |
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7590 03/28/2002 other accompanying papers. Each additional paper, such as an assignment
SPENCER AND FRANK or formal drawing, must have its own certificate of mailing.

SUITE 300 EAST Certificate of Mailing ' hthNW I hereby certify that this Fee(s) Transmittal is being deposited with the1100 NEW YORK AVENUE United States Postal Service with sufficient postage for first class mail in an
WASHINGTON,DC 200053955 envelope paddressed to the Box Issue Fee address above on the dateindica elow.

(Depositor’s name)

(Signature)

(Date)

09/164,777 10/01/1998 MIKI MULLOR REINC4237.01 7068
TITLE OF INVENTION: METHODOF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSE LIMITATION

TOTAL CLAIMS APPLN. TYPE SMALL ENTITY ISSUE FEE PUBLICATION FEE TOTAL FEE(S) DUE DATE DUE

19 YES $0 $640nonprovisional $640 06/28/2002

HEWITT II, CALVIN L 2161 705-059000

   
  
 

 
 

 

1. Change of correspondence addressor indication of "Fee Address" (37
CFR 1.363), Use of PTO form(s) and Customer Numberare recommended,
but notrequired.

2, For printing on the patent front page,list (1)
the names of up to 3 registered patent attorneys 1
or agents OR,alternatively, (2) the name of a

QO Change of coroRae address (or Change of Correspondence single firm (having as a member a registered 2Address form PTO/SB/122)attached. attorney or agent) and the names of up to 2
Q "Fee Address”indication (or "Fee Address" Indication form registered patent attomeys or agents. If no name 3
PTO/SB/47) attached. is listed, no namewill be printed.  

3. ASSIGNEE NAME AND RESIDENCEDATA TOBE PRINTED ON THE PATENT(printor type)

PLEASE NOTE:Unless an assignee is identified below, no assigneedata will appear on the patent. Inclusion of assignee data is onl appropriate when an assignment hasbeen previously submitted to the USPTO oris being submitted under separate cover. Completion ofthis form is NOT a substitute forfi ing an assignment.
(A) NAMEOF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) Q individual O corporation or other private group entity 0 governmenteeee—EOOEeeeeeSeEeeeeEME

4a. The following fee(s) are enclosed: 4b. Paymentof Fee(s):

O Issue Fee QA checkin the amountofthe fee(s) is enclosed.
O Publication Fee QO Paymentby credit card. Form PTO-2038 is attached.

Q Advance Order - # of Copies 5,TheCommissioner is hereby authorized by charge the required fee(s), or credit any overpayment, to—~ posit Account Number (enclose an extra copy of this form).———————————eee

The COMMISSIONEROF PATENTS AND TRADEMARKSisrequested to apply the Issue Fee and Publication Fee (if any) or to re-apply any previously paidissue fee to the
application identified above.

  
 
 
 

 

(Authorized Signature) (Date)

NOTE; The Issue Fee and Publication Fee (if required) will not be accepted from anyone
other than the applicant; a registered attomey or agent; or the assignee or other party ininterest as shownbythe records of the United States Patent and Trademark Office.

Burden HourStatement: This form is estimated to take 0.2 hours to complete. Time will vary
dependingonthe needs ofthe individual case. Any comments on the amountoftime required
to complete this form should be sent to the Chief Information Officer, United States Patent

and Trademark Office, Washington, D.C. 20231. DO NOT SEND FEES OR COMPLETEDFORMS TO THIS ADDRESS. SEND FEES AND THIS FORM TO: BoxIssue Fee,
Assistant Commissioner for Patents, Washington, D.C. 20231

Under the Paperwork Reduction Act of 1995, nopersons are required to respond to acollection of information unless it displays a valid OMB control number.  
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United States Patent and Trademark Office
Address: COMMISSIONER OF PATENTS AND TRADEMARKS

Washington, D.C. 20231
www.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

  
 

 
09/164,777 10/01/1998 MIKI MULLOR REINC4237.01 7068

7590 03/28/2002

SPENCER AND FRANK HEWITT Il, CALVIN L
SUITE 300 EAST

1100 NEW YORK AVENUE NW

WASHINGTON,DC 200053955 2161
DATE MAILED:03/28/2002

Determination of Patent Term Extension under 35 U.S.C. 154 (b)
(application filed after June 7, 1995 but prior to May 29, 2000)

The patent term extension is 0 days. Any patent to issue from the above identified application will include an
indication ofthe 0 day extension onthefront page.

If a continued prosecution application (CPA) wasfiled in the above-identified application, the filing date that
determinespatent term extensionis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) system. (http://pair.uspto.gov)

Page 3 of 3

PTOL-85 (REV. 07-01) Approved for use through 01/31/2004.
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Application No. Applicant(s)

. ope 09/164,777 MULLORETAL.
Notice ofAllowability Examiner Art Unit

comrmwntsgw ~
-- The MAILING DATEofthis communication appears on the cover sheet with the correspondence address--

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSEDinthis application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANTOF PATENTRIGHTS.This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

  
 

This communication is responsive to 2-5-02.

The allowed claim(s) is/are 1-10,13 and 16-23.

The drawings filed on are accepted by the Examiner.

Acknowledgmentis madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a) KX All b)[(] Some* c)[) None ofthe:

1. X] Certified copies of the priority documents have beenreceived.

2. () Certified copies of the priority documents have beenreceived in Application No.

3. ( Copies of the certified copies of the priority documents have beenreceivedin this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

5. (.] Acknowledgmentis madeof a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application).
(a) C] The translation of the foreign language provisional application has been received.

6.7 Acknowledgmentis madeof a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121.

Applicant has THREE MONTHS FROM THE “MAILING DATE”ofthis communication to file a reply complying with the requirements noted
below. Failure to timely comply will result in ABANDONMENTofthis application. THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

7. A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENTor NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

8. [.] CORRECTED DRAWINGSmustbe submitted.

(a) C) including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) hereto or 2)(] to PaperNo._

(b) CJ including changes required by the proposed drawing correction filed , which has been approved by the Examiner.
(c)(J including changes required by the attached Examiner's Amendment / Commentorin the Office action of Paper No.

Identifying indicia such asthe application number (see 37 CFR 1.84(c)) should be written on the drawingsin the top margin (not the back)
of each sheet. The drawings should befiled as a separate paper with a transmittal letter addressed to the Official Draftsperson.

9. (] DEPOSIT OF and/or INFORMATIONabout the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1] Notice of References Cited (PTO-892) 2C) Notice of Informal Patent Application (PTO-152)
3C] Notice of Draftperson's Patent Drawing Review (PTO-948) ~ 4 Interview Summary (PTO-413), Paper No.14.
5[X] Information Disclosure Statements (PTO-1449), Paper No. 11. 6X] Examiner's Amendment/Comment
7C] Examiner's Comment Regarding Requirementfor Deposit 8X Examiner's Statement of Reasonsfor Allowance

of Biological Material 9] Other

U.S. Patent and Trademark Office a

PTO-37 (Rev. 04-01) Notice of Allowability Part of Paper No. 14 . 1) ))
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Application/Control Number: 09/164,777 Page 2 yo
Art Unit: 2161

Status of Claims

1. Claims 1-10, 13, and 16-23 have been examined.

" Examiner’s Amendment

2. An examiner’s amendmentto the record appears below. Should the

changesand/or additions be unacceptable to applicant, an amendment may be

filed as provided by 37 CFR 1.312. To ensure consideration of such an

amendment, it MUST be submitted no later than the payment of the issue fee.

Authorization for this examiner's amendmentwasgiven in a telephone

interview with Jeffri Kaminski on 19 February 2002.

3. The application has been amendedasfollows:
In claim 1, line 2, replace “(BIOS)” with BIOS.

~
In claim 1, line 3, replace “... computer, _ and” with “... computer, and”

O'Linclaim20f “using an agent to perform the following steps’”| hasbeen 
i

inserted in line 6, as the second limitation after “loading the application...

and before “extracting license information...”, detailing that the steps of

AD
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Application/Control Number: 09/164,777 Page 3
Art Unit: 2161

“encrypting...”, “storing...”, and “subsequently verifying...” are performed

by the agent. This does not apply, however, to the “acting...” limitation.

ReasonsforAllowance

4. Claims 1-10, 13, and 16-19 have been allowed. Theinstant application

teaches a methodfor restricting software use by storing a verification structure in

a computer BIOS.

It is well Known to those of ordinary skill in the art of software licensing to

monitor the use of software using special code that enforces the preferencesof

the software provider(e.g. creator, distributor, or service provider), or provider

and end-user, by restricting the manner in which an end-user can manipulate

(e.g. print, save, redistribute, customize) the software. For example, Ginteretal.

(US 5,892,900) implementtheir software distribution system by dynamically

linking a verification structure, such as a PERC or permission record, to software

content that dynamically control how the software, and its associated

administrative data, may be distributed and used (column 155,lines 46-51).

Misra et al. (US 6,189,146) disclose a methodfor licensing software that uses

agents to manage software licenses, and stores the licensesin persistent non-

volatile storage (column 12, lines 8-31). Neither reference teachesutilizing BIOS
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Art Unit: 2161

as the non-volatile means for storing a licensed software verification structure.

Ewertz et al. (US 5,479,639) teach the use of BIOS memoryfor storing

licensing numbers. Hence,it appearsinitially, that to one of ordinary skill of the

art, the combination of Ewertz et al. with either Ginter et al. and/or Misra etal. ,

would render the present invention obvious. However, the key distinction

betweenthe present invention and the closestpriorart, is that the Misra etal.,

and Ginter et al. systems and the Ewertz et al. system run at the operating

system level and BIOSlevel, respectively. More specifically, the closest prior art

systems, singly or collectively, do not teach licensed programs running at the OS

level interacting with a program verification structure stored in the BIOSto verify

the program using the verification structure and having a user act on the program

according to the verification. Further, it is well Known to those of ordinaryskill of

the art that a computer BIOS is not setup to managea software license

verification structure. The present invention overcomesthis difficulty by using an

agentto set up a verification structure in the erasable, non-volatile memory of the

BIOS.

5. Claims 20-23 have been allowed. The instant application teaches a

methodfor restricting software use by storing license information in a computer

BIOS.

D
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Ginter et al. (US 5,892,900) implement their software distribution system

by encrypting (column/line 65/55-66/47) software control information (e.g. PERC)

and linking control information, to software content that dynamically manages

howthe software, and its associated administrative data, may be distributed and

used (column 155, lines 46-51). Misra et al. (US 6,189,146) disclose a method

for licensing software that stores licenses in persistent non-volatile storage

(column 12, lines 8-31). Neither reference teachesutilizing BIOS as the non-

volatile meansfor storing licensing data. Ewertz et al. (US 5,479,639) teach the

use of BIOS memory for storing licensing numbers. Hence,it appearsinitially,

that to one of ordinary skill of the art, the combination of Ewertz et al. with either

Ginter et al. and/or Misra et al., would render the present invention obvious.

However, a key distinction between the present invention and the closest prior

art, is that the Misra et al., and Ginter et al. systems and the Ewertz et al. system

run at the operating system level and BIOSlevel, respectively. More specifically,

the closest prior art systems, singly or collectively, do not teach extracting

licensing information from a software program, encrypting the information and

storing it in the BIOS. Further,it is well known to those of ordinary skill of the art

that a computer BIOSis not setup to store license information. The present

invention overcomesthis difficulty by utilizing an agent to verify the application

software program using the license information stored in the erasable, writable,

non-volatile memory of the BIOS.
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6. Any comments considered necessary by Applicant must be submitted no

later that the payment of the issue fee and, to avoid processing delays, should

preferably accompanythe issue fee. Such submissions should be clearly labeled

“Comments on Statement of Reasonsfor Allowance.”

Conclusion

7. The prior art made of record and.not relied upon is considered pertinent to

applicant's disclosure:

e Infoworld magazine evaluates desktop management software

e Saito et al. disclose a method for automatic license monitoring

8. Anyinquiry concerning this communication or earlier communications from

the Examiner should be directed to Calvin Loyd Hewitt Il whose telephone

numberis (703) 308-8057. The Examiner can normally be reached on Monday-

Friday from 8:30 AM-5:00 PM.

If attempts to reach the Examiner by telephone are unsuccessful, the

Examiner's supervisor, James P. Trammell, can be reached at (703) 305-9768.

Any responseto this action should be mailed to:

0215



0216

op oe
. Application/Control Number: 09/164,777 _Page 7

Art Unit: 2161

Commissioner of Patents and Trademarks

clo Technology Center 2100

Washington, D.C. 20231

or faxed to:

(703) 746-7239 (for formal communications intended for entry),

(703) 746-7238 (for after-final communications),

or:

(703) 746-7240 (for informal or draft communications, please label

“PROPOSED”or “DRAFT”)

Hand-delivered responses should be brought to Crystal ParkIl, 2121

Crystal Drive, Arlington, VA, Sixth Floor (Receptionist).

Anyinquiry of a general nature or relating to the status of this application

should be directed to the Group receptionist whose telephone numberis (703)

305-3900.

 
 

Calvin Loyd Hewitt II  
Hyung

February 20, 2002 Primary Exarninor
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Application/Control No. Applicant(s)/Patent Under
Reexamination

09/164,777 MULLORETAL.
Notice of References Cited

Document Number
Country Code-Number-Kind Code

   Document Number Date . .
Country Code-Number-Kind Code MM-YYYY Country Classification

JP-408286906-A 11-1996 Saito etal. GosF | 9/06

  
 
 

 
“A copyofthis referenceis not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY formatare publication dates. Classifications may be US orforeign.
U.S. Patent and Trademark Office

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 14
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* Unique citation designation number. * See attached Kinds of U.S. Patent Documents. ? Enter Office that issued the document, by the two-lettar code(WIPO Standard ST.S). “ For Japanese patent documents,the indication of the yearof tha ralgn of tha Emperar must precede the serial numberof thepatent document. 5 and of document by the appropriate symbols as indicated on the documentunder WIPO Stendard ST. 16 tf possible. ° Applicantis
to plate a check mark hare if English language Translation is attacned,
SEND TO: Aagistant Commisstonerfor Patants, Washington. DC 20231.
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“ Application No. Applicant(s)

. 09/164,777 MULLORET AL.

Interview Summary Examiner Art Unit
Calvin L Hewitt II 2161 oo

All participants (applicant, applicant’s representative, PTO personnel):

(1) Calvin L Hewitt Il. (3).

(2) Jeffri A. Kaminski. (4).

Date of Interview: 19 February 2002.

Type: a) Telephonic b)L] Video Conference
c)L] Personal[copy given to: 1)L] applicant 2)(] applicant's representative]

Exhibit shown or demonstration conducted: d)L] Yes—e)L] No.
If Yes, brief description:

Claim(s) discussed: 7 and 20.

Identification of prior art discussed:

Agreement with respect to the claims fx] was reached. g)(] was not reached. h)C] N/A.

Substanceof Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: Claim 20 was amendedto addthelimitation of “an agent to perform the following
steps" .

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would renderthe claims
allowable,if available, must be attached. Also, where no copy of the amendments that would render the claims
allowableis available, a summary thereof must be attached.)

i)X] It is not necessary for applicant to provide a separate record of the substanceof the interview(if box is
checked).

Unless the paragraph above has been checked, THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION
MUST INCLUDE THE SUBSTANCEOF THE INTERVIEW. (See MPEPSection 713.04). Ifa reply to the last Office .
action has already beenfiled, APPLICANT IS GIVEN ONE MONTH FROMTHIS INTERVIEW DATETO FILE A
STATEMENT OF THE SUBSTANCEOF THE INTERVIEW. See Summary of Recordof Interview requirements on
reverse side or on attached sheet.

Examiner Note: You must sign this form unlessit is an
Attachment to a signed Office action. Examiner's signature, if required

U.S. Patent and Trademark Office

PTO-413 (Rev. 03- 98) Interview Summary Paper No. 14.
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. Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substanceof any face-to-face, video conference, or telephone interview with regard to an application must be made of recordin the
application whetheror not an agreementwith the examiner was reachedatthe interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action mustbefiled by the applicant. An interview doesnot remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Businessto be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personalattendanceof applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. Noattention will be paid to
anyalleged oral promise,stipulation, or understandingin relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written recordin the Office if that recordisitself
incomplete through thefailure to record the substanceofinterviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of recordin the applicationfile, unless
the examiner indicates he or shewill do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies
which beardirectly on the question of patentability.

Examiners must complete an Interview Summary Form for eachinterview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes andfilling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise providedfor in Section 812.01 of the Manual of Patent Examining Procedure,or pointing
out typographical errors or unreadablescript in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substanceofan interview is completely recorded in an Examiners Amendment, no separate Interview Summary Recordis required.

The Interview Summary Form shail be given an appropriate Paper No., placed in the right hand portion ofthe file, and listed on the
“Contents” section of the file wrapper. In a personalinterview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conferenceinterview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication.If additional correspondence from the examineris not likely before an allowanceorif other
circumstancesdictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form providesfor recordation of the following information:
~ Application Number (Series Code and Serial Number)
~- Nameof applicant
— Nameof examiner
- Date ofinterview

— Type ofinterview (telephonic, video-conference, or personal)
~ Nameofparticipant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)
~ Anindication whether or not an exhibit was shown or a demonstration conducted
- Anidentification of the specific prior art discussed
- Anindication whether an agreement was reachedandif so, a description of the general nature of the agreement (may be by

attachment of a copy of amendments or claims agreed as being allowable). -Note: Agreement asto allowability is tentative and does
not restrict further action by the examinerto the contrary.

- The signature of the examiner who conductedthe interview(if Form is not an attachmentto a signed Office action)

It is desirable that the examinerorally remind the applicant of his or her obligation to record the substance ofthe interview of each case
unless both applicant and examiner agree that the examinerwill record same. Where the examiner agrees to record the substanceofthe interview,
or whenit is adequately recorded on the Form orin an attachmentto the Form, the examiner should check the appropriate box at the bottom of the
Form whichinforms the applicant that the submission of a separate record of the substanceofthe interview as a supplementto the Form is not
required.

It should be noted, however, that the Interview Summary Form will not normally be considered a complete and properrecordation of the
interview unlessit includes, or is supplemented bythe applicant or the examinerto include,all of the applicable items required below concerning thesubstanceof the interview.

Acomplete and properrecordation of the substance ofanyinterview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendmentsof a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the argumentsis not
required. The identification of the argumentsis sufficient if the general nature orthrust of the principal arguments madeto the
examiner can be understoodin the context of the application file. Of course, the applicant may desire to emphasize andfully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcomeof the interview unless already described in the Interview Summary Form completed bythe examiner.

Examiners are expectedto carefully review the applicant’s record of the substanceof an interview. If the record is not complete and
accurate, the examinerwill give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowabie for other reasons of record, the examiner should senda letter setting forth the examiner's version of the
statementattributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK’ on the
paperrecording the substanceof the interview along with the date and the examiner'sinitials.
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INTHE USITED STATES PATENT AND TRADEMARK OFFICE
Za

— re application of: ~ Allowed: March 28, 2002

Miki Mullor

Art Unit: 2161

Appl. No. 09/164,777 Examiner: C. Hewitt II

Confirmation No. 7068

Filed: October 1, 1998 Atty. Docket No. 39636-176166 (formerly
REINC4237.01)

For: METHOD OF RESTRICTING Customer No-
SOFTWARE OPERATION IN
WITHIN A LICENSE 26694
LIMITATION PATENT TRADEMARK OFFICE

‘

Submission Of Formal Drawings

Assistant Commissioner for Patents

Washington, D.C. 20231

Sir:

Submitted herewith are two (2) sheets of formal drawing containing Figures 1-2.

Respectfully submitted,

Date: Y aa [OL / 4 tol
JeffigA. Kaminski
Registration No. 42,709
VENABLE

P.O. Box 34385

Washington, D.C. 20043-9998

Telephone: (202) 962-4800
Telefax: (202) 962-8300

#357455v3
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. : US H Amer the Paperwork Reduction Act of 1886, no persons are required to respond to a collection of information unless It dsplaye.a vat OMliy rose umber.

Application Number 09/164,777

Filling Date October1, 1998
First Named Inventor

Attomey Docket Number 39636-176166 (REINC4237.01)

Please change the Correspondence Address for the above-identified application to:
Place Customer) Customer Number —_—_—_> Number Bar Code
Label here

Type Customer Numberhere
OR

C] Firm or : Ss
individual Name Venable, Baetjer, Howard & Civiletti, L.L.P.

P.O. Box 34385

City

 

 CHANGE OF
CORRESPONDENCE ADDRESS

Application
 
 

 Address to:

Assistant Commissioner for Patents
Washington, D.C. 20231
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This form cannot be used to changethe data associated with a Customer Number. To changethe data §
associated with an existing Customer Number use “Request for Customer Number Data Change”
(PTO/SB/124).

 
 

  
 

 
 

The New Attorney Docket Numberis 39636-176166.
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Applicant.

 
 

Assigneeof record of the entire interest.
Certificate under 37 CFR 3.73(b) is enclosed.  

  
 Registered practioner named in the application transmittalletter in an application without an

[)X] Attorney or agentof record.

O executed oath or declaration. See 37 CFR 1.33(a)(1). Registration Number  
 
 

  Printed Name bert Kinberg

Siqnat \ .ignature My / a 7 |

fomTze
.| NOTE:Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit

multiple forms If more than one signature is required, see below’.
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Case 2:10-cv-10045-GHK -PLA Document 3 Filed 12/29/10 Page 1of1 Page ID #:1

3% AO 120 (Rev. 3/04) . .

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK 
  
 

FO:

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. 3 11 16 you are hereby advised that a court action has been
filed in the U.S. District Court CentralDistrict of California on the following | Patents or (J) Trademarks: 

U.S. DISTRICT COURCentral District of California
DEFENDANT

APPLE,INC., a California Corporation
 

  
 
 

 

PLAINTIFF

ANCORA TECHNOLOGIES, INC., a Delaware
Corporation

 
 

 
 
 

PATENT OR DATE OF PATENT
TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6411941 6/25/2002 Ancora Technologies,Inc.

2

 

 

 
 

 DATE INCLUDED INCLUDED BY - =
CO Amendment CJ Answer L] Cross Bill (1 Other Pleading

PATENT OR DATE OF PATENTTRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
]

  
 

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/IUDGEMENT

(BY) DEPUTY CLERK 
Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination ofaction, mail this copy to Director
Copy 2—Uponfiling document adding patenti(s), mail this copy te Director Copy 4—Casefile copy
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C@as8:20GvetM4SGGMMEGDGaruertOS File12/29M1) Page tlaift! Pagel IDHeb4
.& AO 120 (Rev. 3/04) P .

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 

  

TO:

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 youare hereby advised that a court action has been

filed in the U.S. District Court Central District of California on the following {I Patents or (J Trademarks:

POVIO.POPPPPTenalotterorcattonie|
PLAINTIFF DEFENDANT

ANCORA TECHNOLOGIES, INC., a Delaware APPLE, INC., a California Corporation
Corporation

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6411941 6/25/2002 Ancora Technologies,Inc.

pCOC—O
po | es S
eo

  

 
 

 
 

  
  

  

  

  
 

 

Got tN
In the above—entitled case, the following patent(s)/ trademark(s) have been included: 2S cn

DATE INCLUDED INCLUDED BY > x
C1] Amendment (J Answer {_] Cross Bill (J Other Pleading

PATENT OR DATEOF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

Rs
ERs
ESGs
eo
po

 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

TRANSFERRED TO NORTHERN DISTRICT OF CALIFORNIA PURSUANT TO ORDER [64]

CLERK (BY) DEPUTY CLERK DATE

TERRY NAFISI R LA CHAPELLE 12/13/11

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination ofaction, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Case 8:08-cv-00626-AG-NL Document 167 Filed 04/25/1 aggPage 1 of 1 Ci :® AO 120 (Rev. 3/04 i
Mail Stop 8 REPORTON THE

TO: Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O, Box 1450 ACTION REGARDINGA PATENT OR

Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed In the U.S. District Court Central District of California on the following [y Patents or O Trademarks:

DEFENDANT

TOSHIBA AMERICA INFORMATION, SYSTEMS,INC.,
DELL, INC., HEWLETT-PACKARD COMPANY

PATENT OR DATE OF PATENT
OR TRADEMARK HOLDER OF PATENT OR-ERADEMARK™=3

5:
1 6,411,941 6/25/2002 Ancora Technologies,Inc. moe

re ES
x

EA

In the above—entiiled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY

CD Amendment CD Answer CD Cross Bill CO Other Pleading
PATENT OR DATE OF P

TRADERRe NO. RROEMARK HOLDER OF PATENT OR TRADEMARK

  
   
 

 

  

 
 

  
 

 

 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

ORDER TRANFERRING CASE TO WESTERN DISTRICT OF WASHINGTON [161] 
CLERK (BY) DEPUTY CLERK DATE

TERRY NAFISI Ramona La Chapelle 4/25/2012

Copy !—Upon initiation of action, mail this copy to Director Copy 3—Upontermination ofaction, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Case file copy
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Case4:11-cv-06357-YGR Document76 Filed01/26/12 Page1 of 1

TO: Mail Stop 8 REPORT ON THE
Director of the U.S. Patent & Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

 
 

 
  

filed in the U.S. District Court on the followingIPatents or C1 Trademarks:
DOCKET NO. DATE FILED U.S. DISTRICT COURT

CV _11-06357 YGR 12/15/2011 U.S. District Court, Northern District of California
PLAINTIFF DEFENDANT

ANCORA TECHNOLOGIES APPLE INC

 
  

  heai,d4)[come
PO
pO
fd
pL

 
 
 

 

 
 

 

 
 

 

 

In the above—entitled case, the following patent(s) have been included:

DATE INCLUDED INCLUDED BY

C) Amendment (0 Answer (] Cross Bill (C1 Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK NO OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

  a
es

3 es
es
eo

In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JJUDGEMENT

(BY) DEPUTY CLERK

Richard W. Wieking Jessie Mosley January 26, 2012

 
Copy 1—Uponinitiation of action, mail this copy te Commissioner Copy 3—Upontermination ofaction, mail this copy to Commissioner
Copy 2—Uponfiling documentadding patent(s), mail this copy to Commissioner Copy 4—Casefile copy
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Case4.11-cv-06357-YGR Documentl25 Filed05/01/13 Pagel of 1

® AO 120 (Rev. 2/99

TO: Mail Stop 8 REPORT ON THE
Director of the U.S. Patent & Trademark Office FILING OR DETERMINATIONOF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court_Northern District of CA (Oakland)_on the following X Patents or CD Trademarks:

DOCKET NO. DATEFILED U.S. DISTRICT COURT

CV 11-06357 YGR 12/15/2011 No. Dist., CA, 1301 Clay St., Ste, 400 South, Oakland, CA 94612
PLAINTIFF DEFENDANT

ANCORA TECHNOLOGIES APPLE INC  
 

  
 
 
 

 
   

 

 

 
DATE OF PATENT
OR TRADEMARK  
 

 

PATENT OR
TRADEMARK NO. HOLDER OF PATENT OR TRADEMARK

1 6411941

2

  06/25/2002 Ancora Technologies, Inc.

 

 
 

DATE INCLUDED INCLUDED BY

L] Amendment (] Answer L] Cross Biil LC] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK NO OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

po
po
po
‘ po
po
 

In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

***ORDER GRANTING SUMMARY JUDGMENTand FINAL JUDGMENT, ENTERED ON 04/29/2013***

(BY) DEPUTY CLERK

Richard W. Wieking Jessie Mosley May1, 2013

 
Copy 1—Uponinitiation of action, mail this copy to Commissioner©Copy 3—-Upon termination of action, mail this copy to Commissioner
Copy 2—Uponfiling documentaddingpatent(s), mail this copy to Commissioner Copy 4—Case file copy
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Case3:15-cv-03659-JD Document4 Filed08/11/15 Pagel of 1

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and TrademarkOffice FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK 

In Compliance with 35 U.S.C.§ 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Northern District of California on the following

CiTrademarks or [ff Patents. ( (J the patent action involves 35 U.S.C. § 292.):

DOCKETNO. DATEFILED
4:15-cv-03659 8/11/2015

PLAINTIFF

Ancora Technologies, Inc. Apple, Inc.

Ancora Technologies, Inc.

pUOC—“C~iSS
Ee
fC“
COC

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY
(1 Amendment (1 Answer CJ CrossBill [] Other Pleading

PATENT OR DATE OF PATENTTRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
Ce
Pop
pCi‘(‘(OCOC“‘“‘(RNNNNCNCNCNCNN
foPC(“‘iYSC(CTTTOOCCCST
GTPC—<“iSC(‘(C‘C;

In the above—entitled case, the following decision has been rendered or judgement issued:

 
 U.S. DISTRICT COURT

Northern District of California
DEFENDANT

 

 
 
 
 

 
 

  
 

   
    

 

 

 
 

 

 

   
    
 

 

 

 

 
  

DECISION/JUDGEMENT

(BY) DERUTY CLER DATE
“ADT WW WIEKING 4 8/12/2015

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Trials@uspto.gov Paper 7
571-272-7822 Entered: April 26, 2016

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLEINC.

Petitioner

Vv.

ANCORA TECHNOLOGIESINC.

Patent Owner

Case CBM2016-00023

Patent 6,411,941 Bl

Before JONI Y. CHANG, MICHAELW.KIM, and KEVIN W. CHERRY,
Administrative Patent Judges.

CHANG,Administrative Patent Judge.

JUDGMENT

Termination of Proceeding
37 CFR. § 42.73

/
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CBM2016-00023

Patent 6,411,941

On April 25, 2016, Apple Inc. (“Apple”) and Ancora Technologies

Inc. (“Ancora”) filed a joint motion to terminate the instant proceeding in

view ofthe parties’ agreement to settle their disputes. Paper 6. The parties

also filed a true copy of their written settlement agreement made in

connection with the termination of the instant proceeding (Ex. 1030), and a

joint requestto havetheir settlement agreementtreated as confidential

business information under 37 C.F.R. § 42.74(c). Paper6, 3.

Generally, the Board expects that a covered business method patent

review will terminate after the filing of a settlkement agreement. See, e.g.,

Office Patent Trial Practice Guide, 77 Fed. Reg. 48,756, 48,768 (Aug. 14,

2012). Here, in their joint motion to terminate, the parties represent that

they agreed to settle their respective claims against each otherin the

settlement agreement executed by the parties. Paper 6, 1-2. Theparties also

indicate that they have resolvedtheir disputes. /d. In particular, the district

court proceedings! related to the instant proceeding have been dismissed. Id.

at 2. The parties agreedtorefrain, to the extent permitted by law, from

further participation in this proceeding. Jd. at3.

Apple’s petition was filed on January 8, 2016, but Ancora has not

filed its patent owner preliminary response. Further, the Board has not

decided whetherto institute a covered business method patent review. Even

if the Board institutes a review and commencesa trial, Apple will no longer

participate. That means even if a review is instituted, Apple will notfile a

reply to any patent ownerresponseor an opposition to any motion to amend

' Ancora Techs., Inc. v. Apple, Inc., No. 4:11-cv-6357 (N.D. Cal.), filed
December 15, 2011, and Ancora Techs., Inc. v. Apple, Inc.,
No. 4:15-cv-3659 (N.D.Cal.), filed August 11, 2015.

2
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CBM2016-00023

Patent 6,411,941

claims. Apple also will not be conducting any cross examination of

Ancora’s witnesses. In addition, Ancora may not have an opportunity to

cross examine Apple’s witness whosetestimonyis relied upon by Apple’s

petition.

Asnotrial has been instituted based on Apple’spetition, the instant

proceedingis in the preliminary proceeding stage.? Basedon the particular

facts ofthis case,it is appropriate to enter judgment.

In consideration ofthe foregoing,it is:

ORDEREDthatthe joint motion to terminate CBM2016-00023is

granted, and this proceeding hereby is terminated asto all parties including

Apple and Ancora; and

FURTHER ORDEREDthatthe parties’ joint request to have their

settlement agreementtreated as business confidential information under

37 C.F.R. § 42.74(c) is granted.

2 A preliminary proceeding begins with the filing ofa petition for instituting
atrial and ends with a written decision as to whetheratrial will be instituted.

37 C.F.R. § 42.2.

3 A judgment meansa final written decision by the Board, or a termination
of a proceeding. 37 C.F.R. § 42.2.
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CBM2016-00023

Patent 6,411,941

PETITIONER:

David L. Fehrman

Richard S. J. Hung
Diek Van Nort

MORRISON & FOERSTER LLP

dfehrman@mofo.com
rhung@mofo.com
dvannort@mofo.com

PATENT OWNER:

John P. Rondini

John S. LeRoy
Mark A. Cantor

MarcLorelli

Mark A. Jotanovic

BROOKS KUSHMANP.C.

Ancc0112cbmr1@pbrookskushman.com

0236



0237

Case 4:15-cv-03659-YGR Document 58 Filed 04/22/16 Page 1 of 1

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Northern District of California on the following

(J Trademarksor [4 Patents. ( [1 the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
4:15-cv-03659 8/11/2015 Northern District of California

PLAINTIFF DEFENDANT

 

Ancora Technologies, Inc. Apple, Inc.

PATENT OR DATE OF PATENT
TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

6411941 6/25/2002 ’ Ancora Technologies, Inc.

Pp
po

 

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

L] Amendment C] Answer [] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT ,

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

 

  

 
  

 
CLERK (BY) DEPUTY CLERK DATE

Susan Y. Soong Clara Pierce 4/22/2016

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Case 4:15-cv-03659-YGR Document 57 Filed 04/21/16 Page 1of1

UNITED STATESDISTRICT COURT

NORTHERNDISTRICT OF CALIFORNIA

OAKLAND DIVISION

ANCORA TECHNOLOGIES,INC.
Case No. 15-cv-03659-YGR

Plaintiff,

V.

APPLE,INC.,

Defendant.

{PROPOSED} ORDER OF DISMISSAL
APPLE,INC.

Counterclaimant,

Vv.

ANCORA TECHNOLOGIES,INC.

Counterdefendant.

 

On April 19, 2016, Plaintiff ANCORA TECHNOLOGIES, INC. and Defendant

APPLE INC. announced to the Court that they have settled their respective claims for

relief asserted in this cause. The Court, having considered this request, is of the opinion

that their request for dismissal should be granted.

IT IS THEREFORE ORDEREDthatall claims for relief asserted against APPLE

INC. by ANCORA TECHNOLOGIES,INC. herein are dismissed, with prejudice, and all

counterclaims for relief against ANCORA TECHNOLOGIES, INC. by APPLE INC,are

dismissed without prejudice; and

IT IS FURTHER ORDEREDthatall attorneys’ fees, costs of court, and expenses

shall be borne by each party incurring the same.

Signed this 21st day of April, 2016.  vonne Gonzalez Rogers
USS. District Court Judge
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Case 4:11-cv-06357-YGR Document 208 Filed 04/22/16 Page 1of1

«98. AO 130 (Rew. 3/04) 

 
 
 
 

   
 
 

REPORT ON THE

FILING OR DETERMINATION OFAN

ACTION REGARDINGA PATENT OR
TRADEMARK

Mail Stop 8
Director of the U.S. Patent and Trademark Office

P.O. Box 1450

Alexandria, VA 22313-1450

TO:
 
 
 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
Central District of Californiafiled in the U.S. District Court on the following MY Patents or DC trademarks:

DOCKSirinesecU.S. DISTRICT COUR : Nor thern, CApeVueToa4 GankaLplsiichalKalan,
PLAINTIFF C-]1-6357-YGR DEFENDANT

ANCORA TECHNOLOGIES, INC., a Delaware APPLE, INC., a California Corporation
Corporation

PATENT OR DATE OF PATENT .
TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6411941 6/25/2002 Ancora Technologies, Inc.

   

 
  

pen, owen

3 we ;ong OS — 4

Bes
4 aro om

Pott) AO —
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moO o x=rome
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. . : oUt

In the above—entitled case, the following patent(s)/ trademark(s) have been included: Ro wnnm a

DATE INCLUDED INCLUDED BY 2
(J Amendment C1] Answer (J Cross Bill (J Other Pleading

PATENT OR DATE OF PATENT > c
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

 
(BY) DEPUTY CLERK 

    
CLERK

Susan Y. Soong

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3~Upontermination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy te Director Copy 4—Casefile copy

Clara Pierce
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Case 4:11-cv-06357-YGR Document 207 Filed 04/21/16 Page 1of1

UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

OAKLAND DIVISION

ANCORA TECHNOLOGIES,INC.
Case No. | 1-cv-06357-YGR

Plaintiff,

v.

APPLE,INC.,

Defendant.

{PROPOSED} ORDER OF DISMISSAL
APPLE, INC.

Counterclaimant,

Vv.

ANCORA TECHNOLOGIES,INC.

Counterdefendant.

 

On April 19, 2016, Plaintiff ANCORA TECHNOLOGIES, INC. and Defendant

APPLE INC. announced to the Court that they have settled their respective claims for

relief asserted in this cause. The Court, having considered this request, is of the opinion

that their request for dismissal should be granted.

IT IS THEREFORE ORDEREDthatall claims for relief asserted against APPLE

INC. by ANCORA TECHNOLOGIES,INC. herein are dismissed, with prejudice, andall

counterclaims for relief against: ANCORA TECHNOLOGIES, INC. by APPLE INC.are

dismissed without prejudice; and

IT IS FURTHER ORDEREDthatall attorneys’ fees, costs of court, and expenses

shall be borne by each party incurring the same.

This Order terminates Docket Number205.

Signed this 21st day of April, 2016.  
nne Gonzalez Rogers

US. District Court Judge
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Case 226-cv-O1919-BAT Document il Filed 12/16/16 Page lofl

AO 120 (Rev. 08/10} 

Mail Step 8 REPORTON THE
Director of the U.S. Patent and Trademark Office | FOULING GR DETERMINATION OF AN

P.O. Box 1458 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1456 TRADEMARK

TO: 
fn Compliance with 35 U.S.C. § 290 and/or 15 ULS.C. § 1116 you are hereby advised that a court action has been

filed in the U.S, District Court Western District of Washington on the following 

[_] Trademarks or ff Patents. ( ([} the patent action involves 35 U.S.C. § 292.5:

DOCKET NO. DATE FILED LS. DISTRICT COURT
2:16-cv-01919 12/15/2016 Western District of Washingt

PLAINTIPP DEFENDANT

Ancora Technologies, Inc. | HTC America, inc. and HTC Corporation

PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

DATE INCLUDED

[i] Cross Bill [| Other Pleading
PATENTOR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK 
fn the above-—entitied case, the following decision has been rendered or judgement issued:

DECTISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

WILLIAM MCCOOL | s/ Donna Jackson 12/16/2016

 
Copy 1-—Upon initiation of action, mail this copy te Director Copy 3—-Upon termination of action, mail this copy te Directer
Copy 2--Upen fling document adding patent(s), mail this copy te Director Copy 4-—Case fle copy

0241
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Mase 2:16-cv-01919-R4]3 Document ii Filed 12/16/46 Page 1 of 1

AO 120 (Rev. 08/10} 

Mail Step 8 REPORTON THE
Director of the U.S. Patent and Trademark Office | FOULING GR DETERMINATION OF AN

P.O. Box 1458 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1456 TRADEMARK

TO: 
fn Compliance with 35 U.S.C. § 290 and/or 15 ULS.C. § 1116 you are hereby advised that a court action has been

filed in the U.S, District Court Western District of Washington on the following 

[_] Trademarks or ff Patents. ( ([} the patent action involves 35 U.S.C. § 292.5:

DOCKET NO. DATE FILED LS. DISTRICT COURT
2:16-cv-01919 12/15/2016 Western District of Washingt

PLAINTIPP DEFENDANT

Ancora Technologies, Inc. | HTC America, inc. and HTC Corporation

PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

DATE INCLUDED

[i] Cross Bill [| Other Pleading
PATENTOR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK 
fn the above-—entitied case, the following decision has been rendered or judgement issued:

DECTISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

WILLIAM MCCOOL | s/ Donna Jackson 12/16/2016

 
Copy 1-—Upon initiation of action, mail this copy te Director Copy 3—-Upon termination of action, mail this copy te Directer
Copy 2--Upen fling document adding patent(s), mail this copy te Director Copy 4-—Case fle copy
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Case 6:19-cv-00385-ADA’ Document 5 Filed 06/21/19 Page 1

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court WID of Texas - Waco Division on the following

(] Trademarks or (vf Patents. ( ([] the patent action involves 35 U.S.C. § 292.):

DATE FILED U.S. DISTRICT COURT
6:19-cv-385-ADA 6/21/2019 WID of Texas - Waco Division

PLAINTIFF DEFENDANT 
    

 

 

 

 

SamsungElectronics Co., Ltd., and
Samsung Electronics America, Inc.

SEE ATTACHED

Ancora Technologies,Inc.

 TRADEMARK NO. OR TRADEMARK

le,Yil, Fl

 

  
  

 

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

( Amendment CL) Answer OU CrossBill CD Other Pleading
PATENT OR DATE OF PATENT :

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK ;
 

 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISIONJUDGEMENT

CLERK (BY) DEPIJTY CLERK DATE

Jeannette J. Clack aple 6/21/2019
 
Copy 1—Uponinitiation of action, mail this copy to Director©Copy 3—Upontermination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Case 6:19-cv-00384-ADA ‘Document5 Filed 06/21/19 Page 1

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court W/D of Texas - Waco Division on the following

[- Trademarks or§X Patents. ( [] the patent action involves 35 U.S.C. § 292.):

U.S. DISTRICT COURT ;
W/D of Texas - Waco Division

DEFENDANT

LG Electronics, Inc. and LG Electronics, U.S.A., Inc.

 
 

  
 

 
 

  
 

DOCKET NO. DATE FILED
6:19-cv-384-ADA 6/21/2019

PLAINTIFF

Ancora Technologies,Inc.

TRADEMARK NO. OR TRADEMARK

lo, 41, 94

In the above—entitled case, the following patent(s/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY ‘

C] Amendment LC] Answer C] Cross Bill (] Other Pleading

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK.

 
 

 

  

SEE ATTACHED  
 
 

  
 

  
   

ES

GO 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JJUDGEMENT

 
CLERK (BY) DRPUTY CLERK,_ ¢ DATE

Copy 1—Uponinitiation ofaction, mail this copy to Director Copy 3—Upon termination ofaction, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy

0244



0245

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATIONOF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C, § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Western District of Texas - Waco Division on the following

Li Trademarks or §[fPatents. ( [1 thepatent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S, DISTRICT COURT :
6:19-cv-00384 10/25/2019 Western District of Texas - Waco Division

PLAINTIFF DEFENDANT

LG Electronics, Inc. et al

  
 
 

 
 

 

 Ancora Technologies, Inc.

PATENT OR DATE OF PATENT

lle, F// 94 / See attached

eo

ee

 
 

  

 
 
 

 
  

 

 

 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

C] Amendment XC) Answer (CD Cross Bill CJ Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK NO OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

RT  3

4 .

5

In the above—entitied case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

 
  CLERK (BY) DEPUTY CLERK DATE

Jeannette J. Clack  Bdnna ater 10/25/2019

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination ofaction, mail this copy te Director
Copy 2—Uponfiling document addingpatent(s), mail this copy to Director Copy 4—Case file copy
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Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Western District of Texas, Austin Division on the following

[Trademarks or [ff Patents. ( [1 the patent action involves 35 U.S.C. § 292.}:

BOCKET NO. DATE FILED U.S. DISTRICT COURT
1:20-CV-034-ADA 1/13/2020 Western District of Texas, Austin Division

PLAINTIFF DEFENDANT

Ancora Technologies, Inc. 
 

 

  

LG Electronics, Inc. etal  

 
 

  

 

PATENT OR DATE OF PATENT
ERTENTOR HOLDER OF PATENT OR TRADEMARK

1 6,411,941 6/25/2002 Ancora Technologies, Inc.

a ee
ESOG

Bo 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

CJ Amendment CJ Answer CJ Cross Bill () Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK NO. “OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

Ee
eo
ES  4

In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

CLERK

Jeannette J. Clack 
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IN THE UNITED STATES DISTRICT COURT

FOR THE WESTERN DISTRICT OF TEXAS

WACO DIVISION

ANCORA TECHNOLOGIES,INC., CIVIL ACTION NO. 6:19-CV-00384

‘Plaintiff,
v.

JURY TRIAL DEMANDED

LG ELECTRONICSINC. and LG

ELECTRONICSU.S.A., INC,,

Defendants.

ANCORA TECHNOLOGEES,INC., CIVIL ACTION NO. 6:19-CV-00385

Plaintiff, CONSOLIDATED INTO
v. CIVIL ACTION NO. 6:19-CV-00384

SAMSUNG ELECTRONICS CO., LTD. and
SAMSUNG ELECTRONICS AMERICA,
INC.,

JURY TRIAL DEMANDED

Defendants.

 
ORDER

The Court, having reviewed and considered the Joint Stipulation to Transfer Venue to the

Austin Division, does hereby ORDERthat the above-captioned actions be TRANSFERREDto

the Austin Division, but remain on the docket of United States District Judge Alan D. Albright.

SIGNEDthis 12th day of January , 2020.

(Y.—-O\on
Alan D. Albright
United States District Judge
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Case 8:19-cv-02192-GW-AS DocumentS Filed 11/12/19 Page Tofi Page iD #130

AO 120 (Rev. 08/10}

Mail Stop8 : REPORTON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1456 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
in Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 vou are hereby advised that a court action has been

filedin the U.S, District Court for the Central District of California on the folowing 

[_] Trademarks or ff Patents. ( () the patent action involves 35 U.S.C. § 292.):

DOCKET NO, DATE FILED U.S, DISTRICT COURT
8:13-cv-2192 11/12/2019 for the Central District of California

PLAINTIFF |DEFENDANT

TCT MOBILE (US) INC. AND HUIZHOU TCL MOBILE =| ANCORA TECHNOLOGIES, INC.
COMMUNICATION CO. LTD.

PATENT OR DATE OF PATENT UIA ER OF DATEN RADEMARKTRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEM:

i 6,411,944 6/25/2002 Ancora Technologies, inc.
%

DATE INCLUDED

[] Cress Bil [] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK 
in the above-—entitled case, the following decisionhas been renderedor judgement issued:

DECISIONJUDGEMENT

[BY) DEPUTY CLERK 
Copy i-—Upon initiation of action, mail this copy to Director Copy 3-—Upon terminating ofaction, mail this capy to Director
Copy 2--Upon filing document adding patent(s), vaail this copy to Birector Copy 4-—Case file copy

0248
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Case 4:19-cv-00624-ALM Document 7 Filed 08/28/19 Page 1 of1PagelID#: 36

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court for the Eastern District of Texas on the following

_] Trademarks or [7 Patents. ( (] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATEFILED U.S. DISTRICT COURT

4:19-cv-624 8/27/2019 for the Eastern District of Texas
PLAINTIFF DEFENDANT

Ancora Technologies, Inc. TCL Corp., TCL Communication Ltd., TCL
Communication Technology Holdings Ltd., and TCL
Communication Holdings Ltd.

PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6,411,941 6/25/2002 Ancora Technologies, Inc.

 

 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

L] Amendment L] Answer C] Cross Bill L] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

(BY) DEPUTY CLERK 
Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy

0249
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Case 1:19-cv-O1712-CFrC Document? Filed 09/12/19 Page loli PageiD #: 25

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court District of Delaware on the following

_] Trademarks or [7 Patents. ( (] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATEFILED U.S. DISTRICT COURT oe
District of Delaware

PLAINTIFF DEFENDANT

Ancora Technologies, Inc.

 

Lenovo GroupLid.,
Lenovo (United States) Inc.,
Motorola Mobility, LLC

PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6,411,941 6/25/2002 Ancora Technologies, Inc. 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

L] Amendment L] Answer C] Cross Bill L] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

(BY) DEPUTY CLERK 
Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy

0250
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Case 1:19-cv-O1L703-CFC Document3 Fied 09/11/19 Page loli PageiD #: 28

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court District of Delaware on the following

_] Trademarks or [7 Patents. ( (] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATEFILED U.S. DISTRICT COURT oe
District of Delaware

PLAINTIFF DEFENDANT

Ancora Technologies, Inc. Sony Corporation, Sony Mobile Communications AB,
Sony Mobile Communications (USA) Inc., and
Sony Mobile Communications, Inc.

PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6,411,941 6/25/2002 Ancora Technologies, Inc.

 

 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

L] Amendment L] Answer C] Cross Bill L] Other Pleading
PATENT OR DATE OF PATENT

TRADEMARKNO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

(BY) DEPUTY CLERK 
Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Trials@uspto.gov Paper 11
571-272-7822 Entered: January 5, 2021

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

SAMSUNG ELECTRONICSCO., LTD. and
SAMSUNG ELECTRONICS AMERICA,INC.,

Petitioner,

Vv.

ANCORA TECHNOLOGIES,INC.,
Patent Owner.

IPR2020-01184

Patent 6,411,941 Bl

Before THU A. DANG, JONI Y. CHANG, and KEVIN W. CHERRY,
Administrative Patent Judges.

CHANG,Administrative Patent Judge.

DECISION

Denying Institution of Inter Partes Review
35 US.C. § 314

0252
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IPR2020-01184

Patent 6,411,941 Bl

I. INTRODUCTION

SamsungElectronics Co., Ltd. and Samsung Electronics America,

Inc. (collectively, ‘“Petitioner”) filed a Petition requesting an inter partes

review (“IPR”) of claims 1-3 and 6-17 (“the challenged claims”) of

U.S. Patent No. 6,411,941 B1 (Ex. 1001, “the 941 patent”). Paper 1

(“Pet.””), 1. Ancora Technologies, Inc. (“Patent Owner’’) filed a Preliminary

Response (Paper7, “Prelim. Resp.”). Pursuant to our authorization,

Petitioner filed a Reply (Paper8, “Reply”), and Patent Ownerfiled a

Sur-reply (Paper 10, “Sur-reply”).

Forthe reasonsstated below, we exercise our discretion under

§ 314(a) and denyinstitution of interpartes review in the instant proceeding.

A. Related Matter

The parties indicate that the ’941 patent is involved in Ancora Tech.,

Inc. v. LG Electronics, Inc., No. 1-20-cv-00034-ADA (W.D.Tex.), in which

Petitioner is a co-defendant. Pet. 1; Paper 4,2. The ’941 patent also was

involved in ex parte Reexamination No. 90/010,560. Ex. 1001, 8-9

(Ex Parte Reexamination Certificate issued on June 1, 2010, confirming the

patentability of claims 1—19 and indicating that no amendments have been

madeto the patent).

B. The ’941 patent

The ’941 patent discloses a methodofrestricting software operation

within a license limitation that is applicable for a computer havinga first

non-volatile memory area, a second non-volatile memory area, and a volatile

memory area. Ex. 1001, code (57). According to the ’941 patent, the
2

0253
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IPR2020-01184

Patent 6,411,941 Bl

methodincludesthe steps of selecting a program residing in the volatile

memory,setting up a verification structure in the non-volatile memories,

verifying the program using the structure, and acting on the program

according to the verification. Jd.

Figure 1 of the ’941 patent is reproduced below.
wt

LO

Ist NON~VOLATILE 2nd NON-VOLATI

MEMORY 4) * MEMORY F  &)og

LICENCE RECORDS (10) (11) (12)

VOLATILE MEMORY (6)

LICENSE PROGRAM (oeJ—~<13 
1. 0 roof

j

LICENSE BUREAU (7)

Figure 1 above showsa schematic diagram of computerprocessor |

 
and license bureau 7. Jd. at 5:9-19. Computer processor 1 is associated

with input operations 2 and output operations 3. /d. Computer processor|

contains first non-volatile memoryarea 4 (e.g., the ROM section ofthe

Basic Input / Output System (“BIOS”)), second non-volatile memory area 5

3
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IPR2020-01184

Patent 6,411,941 Bl

(e.g., the EPROM section of the BIOS), and volatile memory area6(e.g.,

the internal RAM memoryofthe computer). Jd.

C. Illustrative Claim

Ofthe challenged claims, claim 1 is independent. Claims 2, 3, and

6-17 directly or indirectly depend from claim 1. Claim 1 isillustrative:

1. A methodofrestricting software operation within a license for
use with a computer including an erasable, non-volatile memory
area of a BIOSofthe computer, and a volatile memory area; the
method comprising the stepsof:

selecting a:program residing in the volatile memory,

using an agentto set up a verification structure in the erasable,
non-volatile memory of the BIOS, the verification structure
accommodating data that includes at least one license record,

verifying the program using at least the verification structure
from the erasable non-volatile memory of the BIOS, and

acting on the program accordingto the verification.

Ex. 1001, 6:59-7:4.

1. Prior Art Relied Upon

Petitioner relies upon the references listed below (Pet. 3-4):

Reference Date Exhibit
No.

issued Nov. 28, 2000,
Schwartz, US 6,153,835 filed June 7, 1995 1005

issued Dec. 22, 1998,
Hasebe, US 5,935,243 filed Mar. 28, 1996 1007

. issued Dec.22, 1998,
Shipman, US 5,852,736 filed Mar. 28, 1996 1008
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IPR2020-01184

Patent 6,411,941 Bl

No.

Yee, “Using Secure

1994 1006Coprocessors,” Carnegie-Mellon

2. Asserted Grounds of Unpatentability

 
 

 
 
 
 

  
 

University, CMU-CS-94-149
 

Petitioner asserts the following grounds of unpatentability (Pet. 3):

|cinims|ais|Reerencee

1-3, 6-15, 17 § 103|Hasebe, Shipman

Il. ANALYSIS

  

  
   

A. Discretionary Denial Under 35 U.S.C. $ 314(a)

Institution of an inter partes review is discretionary. Section 314(a)

oftitle 35 of the United States Code providesthat “[t]he Director may not

authorize an inter partes review to beinstituted unless the Director

determines that the information presented in the petition . . . and any

' The Leahy-Smith America Invents Act (“AIA”), Pub. L. No. 112-29, 125
Stat. 284, 287-88 (2011), amended 35 U.S.C. § 103, effective March 16,
2013. Because the application from which the ’941 patent issued wasfiled
before this date, the pre-AIA version of § 103 applies.

5
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IPR2020-01184

Patent 6,411,941 Bl

response . . . showsthat there is a reasonable likelihood that the petitioner

would prevail with respect to at least 1 of the claims challenged in the

petition.” The Supreme Court of the United States has explained that,

because § 314 includes no mandate toinstitute review,“the agency’s

decision to deny a petition is a matter committed to the Patent Office’s

discretion.” Cuozzo Speed Techs., LLC v. Lee, 136 S.Ct. 2131, 2140 (2016);

see also Harmonic Inc. v. Avid Tech., Inc., 815 F.3d 1356, 1367 (Fed. Cir.

2016) (explaining that under § 314(a), “the PTO is permitted, but never

compelled, to institute an IPR proceeding”). The Director has delegated his

authority under § 314(a) to the Board. 37 C.F.R. § 42.4(a) (“The Board

institutes the trial on behalf of the Director.”).

In this proceeding, Patent Owner argues that we should exercise

discretion to deny institution under § 314(a) becauseinstitution of a trial

here “would be an inefficient use of Board resourcesin light of the

‘advancedstate’ of the parallel district court litigation in which Petitioner

has raised the same invalidity challenges and a verdict will be reached in

April 2021.” Prelim. Resp. 35. Patent Owner contendsthat each of the

factors identified in Apple Inc. v. Fintiv, Inc., IPR2020-00019, Paper 11

(PTAB Mar. 20, 2020) (precedential) (‘“Fintiv’), weighs in favor of

discretionary denial here. Prelim. Resp. 35. Patent Owneraversthat this

Petition also resembles the circumstances of NHK Spring Co. v. Intri-Plex

Techs., Inc., IPR2018-00752, Paper 8 (PTAB Sept. 12, 2018) (precedential).

Prelim. Resp. 36.

In Fintiv, the Board ordered supplemental briefing on a nonexclusive

list of factors for consideration in analyzing whether the circumstances of a

6

0257



0258

IPR2020-01184

Patent 6,411,941 Bl

parallel district court action are a basis for discretionary denialoftrial

institution under NHK. Fintiv, Paper 11 at 5-16. Those factors include:

1. whether the court granted a stay or evidence exists that one
may be grantedif a proceedingis instituted;

2. proximity of the court’s trial date to the Board’s projected
statutory deadline for a final written decision;

3. investment in the parallel proceeding by the court and the
parties;

4. overlap betweenissuesraised in the petition andin theparallel
proceeding;

5. whether the petitioner and the defendant in the parallel
proceeding are the sameparty; and

6. other circumstances that impact the Board’s exercise of
discretion, including the merits.

Id. at 5—6. Here, we consider these factors to determine whether we should

exercise discretion to deny institution. In evaluating the factors, we take a

holistic view of whether efficiency and integrity of the system are best

served by denyingor instituting review. Fintiv, Paper 11 at 6.

Factor 1: whether the court granted a stay or evidence exists
that one may be grantedifa proceedingis instituted

Petitioner states that the U.S. District Court of Western District of

Texas (“WDTX”) “has not granted a stay’ nor “indicated whether it would

grant a stay if an IPR proceedingis instituted.” Pet. 66. Petitioner argues

that it “intends to seek a stay if the Boardinstitutes trial.” Jd.

Patent Ownercountersthat “there is no indication that, even if IPR

wereinstituted, a stay would be granted given the advancedstage of the

case.” Prelim. Resp. 36. Patent Ownerindicates that the “trial is scheduled
7
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to begin in WDTX on April 19, 2021,” and that “U.S. District Court Judge

Alan Albright is presiding over the parallel proceeding and has previously

denied a motion to stay when an IPR wasinstituted after claim construction

wasfully briefed and shortly before the claim construction hearing.” Jd.at

36-37 (citing MV3 Partners LLC v. Roku Inc., No. 6:18-cv-00308 (W.D.

TX); Ex. 2005, 53). Patent Owneralso contendsthat the parallel litigation

“is much further along than the proceeding in MV3 Partners at the time

Judge Albright denied the motionto stay.” Jd. at 37. According to Patent

Owner,“the Markman hearing occurred in May 2020” and “the Court’s

Markman Order issued on June 2, 2020.” Jd. (citing Ex. 1011 (the District

Court’s Claim Construction Order)).

In its Reply, Petitioner argues that “[t]his factor may be neutral

because Patent Owner. . . points to no specific evidence in this case of how

the district court will rule on the intended motion.” Reply1.

In its Sur-reply, Patent Owner argues that Petitioner’s Reply fails to

rebut Patent Owner’s evidencethat a stay is unlikely even if the inter partes

review were instituted. Sur-reply 1.

Onthe record before us, neither party has produced evidencethat a

stay has been requested or that the District Court has considered a stay in the

parallel litigation. Petitioner’s assertion that it “intends to seekastay if the

Boardinstitutestrial” (Pet. 66) is not sufficient evidence that a stay will

likely be granted. A court determines whether to grant a stay based on the

facts and circumstances of each specific case. Although Patent Ownercites

to two cases in which the District Court denied stays (Prelim. Resp. 37;

Sur-reply 1-2), we decline to infer, based on actions taken in a different case

8
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with different facts, how the District Court would decide a stay should one

be requested by the parties in the parallel related case.

Therefore, wefind that this factor does not weigh for or against

exercising our discretion to deny institution under § 314(a).

Factor 2: proximity ofthe court's trial date to the Board’s
projected statutory deadlinefor afinal written decision

It is undisputed that the parallel trial is scheduled to begin on April 19,

2021. Pet. 67; Prelim. Resp. 36; Reply 1; Ex. 2001, 2. Nevertheless,

Petitioner argues that “the Covid-19 pandemic has created substantial

uncertainty as to the tentative trial date” andthat “the Board has foundthis

factor to be in favor of not exercising its discretion to institute under

§ 314(a).” Pet. 67 (citing Sand Revolution II, LLC v. Continental Intermodal

Group — Trucking LLC, IPR2019-01393, Paper 24 at 9-10 (June 16, 2020)

(informative)).

Patent Owner counters that, even though the District Court in the

parallel litigation has amended its Scheduling Order several times, “it has

never ordered a changein thefinal! fact or expert discovery deadlines and

has neverindicated any willingness to movethetrial date.” Prelim. Resp. 39

(citing Ex. 2019). Patent Ownerargues that the circumstances here are

different from those in Sand Revolution, where “the Board pointed to the

district court’s express inclusion ofthe qualifier ‘or as available’ for each

calendared trial date as a factor weighing against discretionary denial.” Jd.

Patent Ownercontendsthat “[t]he Petition should also be denied because the

parallel WDTXtrial will occur nine months before a Final Written Decision
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is due,” and that evenif the trial date were to be delayed, e.g., by three

months,“the trial still would precedea final written decision by six months.”

Id. at 37-38 (citing Ex. 2001).

In its Reply, Petitioner advances two main arguments. First,

Petitioner arguesthat, “even if the relatedlitigation proceeds on schedule

and the jury verdict occurs approximately nine monthsbefore the [Final

Written Decision], the related litigation is expected to continue for another

several months until post-trial motions are briefed and decided.” Reply 1

(emphasis added).

Second, Petitioner argues that the Board “has recognized that district

court trial dates, including in the WDTX,are uncertain given the ongoing

COVID-19 pandemic.” /d. at 2 (citing Ex. 1038 (The WDTX Tenth

Supplemental Order Regarding Court Operations under the Exigent

Circumstances Created by the COVID-19 Pandemic issued on November

18, 2020 (“WDTX Supplemental Order”)); Ex. 1039 (Forth Standing Order

Relating to Entry into the United States Courthouse Waco, Texas, issued on

October 27, 2020, by Judge Albright (“Standing Order Relating to Entry into

Waco Courthouse”)). As support, Petitioner argues that “Chief Judge

Gilstrap recently postponedpatenttrials in the Eastern District of Texasuntil

March 2021,” andthat “[i]n the WDTX,Judge Albright will not resume

patentjury trial until mid-January 2021.” Id. (citing Ex. 1040 (“With

Infections ‘Dangerously Rising,’ East Texas Federal Judge Halts Jury Trials

Through March 2021”); Ex. 1041 (Order entered in Solas Oled Ltd. v.

Samsung Display Co., Ltd., 2:19-cv-00152-JRG (E.D. Tex.)); Intri-Plex

Technologies v. NHK International Corp., 3:17-cv-01097-EMC (N.D.Cal);

10
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Exs. 1042, 1043) (emphasis added). Petitioner also avers that “Judge

Albright has held only one patentjury trial, and that occurred after delays,”

so that “that trial did not begin until nearly two years after the complaint was

filed.” Jd. (citing Ex. 1045 (setting trial for June 2020, but rescheduling for

October 5, 2020, due to pandemicandlitigants’ concerns)). Petitioner

argues that “Judge Albright currently has ten patent cases that are currently

scheduled to go to trial before thetrial in the related litigation.” Jd. at 3.

Petitioner further contends that “according to one study, in ‘70% oftrial

dates . . . relied upon by the [Board] to [discretionarily] deny petitions’ in

view of WDTXlitigation,the trial dates were continued after the Board’s

denial.” Jd.

In its Sur-reply, Patent Ownerarguesthat Petitioner’s “Reply fails to

rebut [Patent Owner’s] evidence that the scheduledtrial date precedes by 9

months the Board’s projected statutory deadline for a final written decision.”

Sur-reply 2. Patent Owneralso contendsthat “Petitioner states, generically,

that COVID-19 is causing delays, without providing any evidence of the

likely impact on the particular litigation at issue,” and that “Judge Albright

has not changed the April 2020trial date.” Jd. at 3.

Weagree with Patent Owner, and weare not persuaded by

Petitioner’s arguments. Atthe outset, Petitioner’s argumentthat “the related

litigation is expected to continue for another several months until post-trial

motions are briefed and decided” is misplaced. Reply 1 (emphasis added).

Wedonot speculate as to the schedule for the post-trial motions. As the

Board explained in Fintiv, “[i]f the court’s trial date is earlier than the

projected statutory deadline, the Board generally has weighedthis factor in

11

0262



0263

IPR2020-01184

Patent 6,411,941 Bl

favor of exercising authority to deny institution under NHK.” Fintiv,

Paper 11 at 9 (emphasis added). Here, the parallel trial in the District Court

is scheduled to begin on April 19, 2021, more than eight months before a

Final Written Decision would be due in this IPR proceeding. Pet. 67;

Prelim. Resp. 36; Ex. 2001, 2. Therefore, this factor weighs in favor of

exercising our discretion to denyinstitution under § 314(a).

Petitioner’s reliance on Sand Revolution also is misplaced. Pet. 67.

In Sand Revolution,the district court’s trial date was changed severaltimes.

IPR2019-01393, Paper 24 at 8—9 (noting that “the parties have jointly

movedthe district court to extend schedule deadline twice; these motions

were granted”); id. at 8 n.4 (noting that “it appears that the district court also

amendedits scheduling order at least two times”); IPR2019-01393, Ex. 1012

(updatedtrial date of September 28, 2020 (or as available) changed to .

November9, 2020 (as available)); IPR2019-01393, Ex. 2004 (originaltrial

date was April 7, 2020, changed to July 20, 2020 (or as available));

IPR2019-01393, Ex. 3003 (“Order Amending Scheduling Order” responding

to a joint motion bythe parties). In contrast here, Petitioner does not show

that the trial date for the parallel litigation has been (orlikely will be)

changed. Indeed, as Patent Ownerpoints out, the District Court “has never
indicated any willingness to movethe trial date” in this case. Prelim. Resp.

39; Ex. 2019; Ex. 2001, 2. Therefore, Petitioner’s reliance on Sand

Revolution is misplaced.

Wealso are not persuaded by Petitioner’s argumentthat “the

Covid-19 pandemic has created substantial uncertainty as to the tentative

trial date.” Pet. 67; Reply 2-3. Although we acknowledgethe possibility of

12
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a Covid-19 related delay, we generally take courts’ trial schedules at face

value absent somestrong evidenceto the contrary. See Apple Inc. v. Fintiv,

Inc., IPR2020-00019, Paper 15, 12-13 (PTAB May13, 2020) (informative)

(“Fintiv DP’). Moreover, even accounting for the possibility of a Covid-19

related delay, given the close proximity of the trial date to this Decision and

the amountoftime before our Final Written Decision(i.e., eight and a half

months), we are unpersuadedthat any such delay should materially alter our

weighing of this factor. As Patent Ownerpoints out (Prelim. Resp. 38-39;

Sur-reply 2-3), Petitioner fails to provide sufficient evidence to show that

the trial date has been changedor will be postponed. Exs. 2001, 2019 (the

Scheduling Orderstill showsa trial date ofApril 19, 2021). Judge Albright

has stated that he “definitely intend[s] to keep this case on track.” Ex. 2002

(Telephonic Discovery Hearing, July 27, 2020) 39:6—-12; see also Ex. 2003

(Telephonic Discovery Hearing, September 9, 2020) 21:20—22.

Furthermore, Petitioner’s evidence regarding other cases (e.g., Chief

Judge Gilstrap’s cases in the Eastern District of Texas or other Judge

Albright’s cases) does not support Petitioner’s position that the April 19,

2021, trial date for the parallel litigation will be postponed. Reply 2-3. The

evidencerelied upon by Petitioner showsthat the presiding judges in the

WDTXdetermine whetherto postponea trial based on the facts and

circumstances of each specific case. Ex. 1038.

Notably, the WDTX Supplemental Orderstates that “[t]he court

recognizesthat not every division within the district is similarly situated”

because“[t]he Western District of Texas is geographically large” and “[t]he

public health situation related to the novel coronavirus in each division may

13
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differ.” Jd. at 2. The WDTX Supplemental Orderalso states that “judges in

individual divisions may determinethat the conditions in their communities

safely allow for an adequate spectrum ofjurors and sufficient availability of

attorneys” so that “courts in the district may opt to conduct jury trials within

their respective division.” Jd. And “[a]ll civil and criminal jury trials

scheduled to begin on any date from now through December 31, 2020,are

continuedto a date to be reset by each Presiding Judge.”

Moreover, the Order Transferring Trial Venue in VLSI Tech. LLC,v.

Intel Corp., 6:19-cv-00254 (W.D.Tex.) (Ex. 1043), relied upon by

Petitioner, showsthat the courthouse in Waco “is currently open—forthe

scheduled trial in January’ and that “the Court ORDERSthat if the Austin

courthouse does not reopen in time for a Januarytrial, the trial for the -0254

case will be held in Waco.” Ex. 1043, 1; see also Ex. 1039 (Standing Order

Relating to Entry into Waco Courthouse) (stating that the courthousein

Waco “will remain open for business, but access to the building will be

restricted”).

Therefore, Petitioner’s evidence regarding other cases does not

support Petitioner’s position that the April 19, 2021 trial date for the parallel

litigation will likely be postponed.

In addition, we are not persuaded by Petitioner’s assertion that

“according to one study, in ‘70% oftrial dates . . . relied upon by the [Board]

to [discretionarily] deny petitions’ in view of WDTXlitigation, thetrial

dates were continued after the Board’s denial.” Reply 3 (citing Ex. 1044

(Anarticle entitled “District Court Trial Dates Tend to Slip After PTAB

Discretionary Denials” by Scott McKeown on July 24, 2020)). That study

14
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expressly states that “WDTX showsa lower average delay”—namely, an

average of 23 days. Ex. 1044, 3. Even if we were to take that delay into

account, this factor wouldstill weigh in favor of exercising our discretion to

deny institution under § 314(a) becausetheparallel trial in the District Court

would begin more than six months before a Final Written Decision would be

due in this proceeding. See NHK, Paper8 at 20 (finding that “the advanced

state of the district court proceeding .. . weighs in favor of denying the

Petition under § 314(a)” because the district court trial was set to begin six

months before the IPR proceeding concluded); see also Fintiv, Paper 15 at

13 (finding that “{b]ecause the currently scheduled District Court trial is

scheduled to begin two months before our deadline to reach a final decision,

this factor weighs somewhatin favorof discretionary denialin this case).

For the forgoing reasons, we are not persuadedby Petitioner’s

argumentthat “the Covid-19 pandemic has created substantial uncertainty as

to the tentative trial date.” Pet. 67; Reply 2-3.

Becausethe currently scheduled District Court trial is scheduled to

begin eight and a halfmonths before our deadline to reach a final decision,

wefind that this factor weighs in favor of exercising our discretion to deny

institution under § 314(a).

Factor 3: investmentin the parallel proceeding by the court
andtheparties

In its Petition, Petitioner argues that “[a]side from the Court’s Claim

Construction Order, much of the Court’s investment relates to matters

untethered to validity.” Pet. 70. Petitioner contends that “[uJnder similar
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circumstances, the Board foundthat this factor at most weighed marginally

in favor of denial of institution or was possibly neutral.” Jd. (citing Sand

Revolution, Paper 24 at 10-11).

In its Preliminary Response, Patent Owner counters that “the parties

and the WDTXcourt have invested heavily in the district court litigation—to

the point that claim construction, all fact discovery, and all expert work will

be complete before an institution decision is even issued.” Prelim.

Resp. 40-42 (citing Ex. 2018 (District Court’s Claim Construction Order);

Ex. 2001, 1 (First Amended Scheduling Order, showing “Close of Fact

Discovery” was due on November13, 2020, and “Opening Expert Reports”

were due on November20, 2020)).

In its Reply, Petitioner argues thatits delay in filing the Petition “was

reasonable andefficient in avoiding the submission of conflicting claim

construction positions to the Board, and also reducesthe likelihood of

inconsistent claim construction findings.” Reply 3.

In its Sur-reply, Patent Owner aversthat “Petitioner admits

intentionally waitingto file its Petition until after the Markman ruling” and

that “Petitioner essentially admits strategically using the parallel litigation

for purposesits future IPR petition.” Sur-reply 4. Patent Owneralso argues

that, because “Petitioner served four separate expert reports relating to

invalidity on November 20, 2020” and Patent Owner’s “rebuttals to those

reports are due December 18, 2020,” Patent Owner“andits experts will

have spent considerable time and resources analyzing and responding to

Petitioner’s Invalidity Contentions and invalidity reports long before the

Board’s deadline to issue its institution decision.” Jd.
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Weare not persuaded byPetitioner’s arguments. Petitioner’s reliance

on Sand Revolution is misplaced. In Sand Revolution, the Board foundthat

(1) “the district court’s two-page Markman Order . . . does not demonstrate

the same high level of investment of time resources as the detailed Markman

Orderin Fintiv”; (2) fact discovery wasstill ongoing; and (3) expert reports

were not yet due. Sand Revolution, Paper 24 at 10-11 (citing Fintiv DI

(denied institution because Fintiv factors weighed in favor of exercising

discretion to deny institution)). In contrast here, after the parties each filed

three briefs addressing claim construction issues in the District Court,i.e.,

opening, responsive, andreply briefs, the District Court issued a Final Claim

Construction Order and a detailed Supplemental Claim Construction Order.

Exs. 1011, 1019, 2018. In addition, the District Court’s Scheduling Order

showsthe following deadlines have passed: Final Infringement and

Invalidity Contentions, amendmentto pleadings, fact discovery, opening

expert reports, and rebuttal expert reports. Exs. 1019, 2001, 2019.

Therefore, we find that the parties have invested significant resourcesin the

parallel litigation, with some of the work relevant to patent validity,

including claim construction, fact discovery, opening expert reports, and

rebuttal expert reports.

Petitioner’s timing in filing the Petition is also relevant to this factor.

If the petitioner, “faced with the prospect of a loomingtrial date, waits until

the district court trial has progressed significantly before filing a petition,”

that decision “may impose unfair costs to a patent owner.” Fintiv, Paper 11

at 11. On the other hand, “‘[iJf the evidence showsthat the petitionerfiled

the petition expeditiously, such as promptly after becoming aware of the
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claims being asserted, this fact has weighed against exercising the authority

to deny institution.” Jd.

Here, the record does not show that Petitioner acted expeditiously in

filing this Petition. As Patent Ownerpoints out, “Petitioner servedits

preliminary invalidity contentions, which included the references in the

Petition, in early February 2020, yet chose to wait until the very last day of

the one-year period in late June 2020to file the Petition.” Prelim. Resp.

42-43. Petitioner also admits waiting until after the Markmanrulingtofile

its Petition and using the District Court’s claim construction determination

for purposesofits Petition. Sur-reply 4.

Therefore, weighing the facts in this particular case, including the

time invested by the parties and the District Court in the parallel litigation,

the extent to which the investmentin the District Court proceedingrelates to

issues of patent validity, and the timing ofthe filing of the Petition, we find

that this factor weighs in favor of exercising our discretion to deny

institution under § 314(a).

Factor 4: overlap betweenissues raised in the petition and in
the parallel proceeding

This factor evaluates “concerns ofinefficiency and the possibility of

conflicting decisions” when substantially identical prior art is submitted in

both the district court and the inter partes review proceedings. Fintiv,

Paper 11 at 12. .

In this regard, Petitioner argues that “[t]here will be no overlap

between issuesraised in this Petition and the related litigation” because
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“Petitioner stipulates that, should an IPR beinstituted, the art used in the

groundsin this Petition will not be raised duringtrial in the related

litigation,” including Schwartz, Yee, Hasebe, Shipman, and the DMI

specification. Pet. 70-71 & 71 n.9; Reply 4. Petitioner also arguesthat “the

Petition asserts invalidity of claims 15 and 17, which are not being asserted

in the litigation (and whosevalidity therefore cannot be challenged in the

litigation).” Pet. 71. In its Reply, Petitioner further argues that “Petitioner

challenges claims 3, 8, and 13-17, which are not asserted in the related

litigation.” Reply 4.

Patent Ownercounters that Petitioner’s stipulation would not bind

Petitioner’s co-defendants in therelated litigation and Petitioner would

benefit from its co-defendants’ continued pursuit of invalidity on these

grounds. Prelim. Resp. 43; Sur-reply 5. Patent Ownerfurther avers that

“Petitioner does not argue that the non-overlapping claimsdiffer

significantly in some wayor that it would be harmedif institution of the

non-overlapping claimsis denied.” Prelim. Resp. 44; Sur-reply 5.

Weagree with Patent Ownerthatthereis a significant overlap

between the issues raised in the Petition and in the related parallel

proceeding. Prelim. Resp. 43. And weare not persuaded by Petitioner’s

arguments.

Atthe outset, Petitioner argues in its Petition (Pet. 71) that claims 15

and 17 are not assertedin the related litigation, and then Petitioner arguesin

its Reply (Reply 4) that claims 3, 8, and 13-17 are not assertedin the related

litigation. However, Petitioner submits no evidence to support either

argument. “Attorney argumentis not evidence.” Icon Health & Fitness,
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Inc. v. Strava, Inc., 849 F.3d 1034, 1043 (Fed. Cir. 2017). It is Petitioner’s

burden (not the Board’s) to provide documents or other evidence that

support Petitioner’s arguments. See Ericsson Inc. v. Uniloc 2017, LLC,

IPR2020-00420, Paper 10, 3 (PTAB Sept. 9, 2020) (Decision Denying

Petitioner’s Request for Rehearing) (noting that “the Board could not be

faulted for not searching and reviewing every single documentin the related

litigation”).

Also, the mere existence of non-overlapping claims does not support

Petitioner’s assertion that “[t]here will be no overlap betweenissues raised

in this Petition and the related litigation.” Pet. 70-71; Reply 4. Rather,

“(t]he existence of non-overlapping claim challenges will weigh for or

against exercising discretion to deny institution under NHK depending on

the similarity of the claims challenged in the petition to those at issue in the

district court.” Fintiv, Paper 11 at 13 & 13 n.25 (citing Next Caller, Inc. v.

TRUSTID, Inc., IPR2019-00961, Paper 10 at 14 (PTAB Oct. 16, 2019)

(denying institution, even thoughthe petitions jointly involve all 52 claims

of the patent and the district court parallel proceeding involves only 7

claims, becausethe claimsall are directed to the same subject matter and

petitioner does not argue that the non-overlapping claims differ significantly

in some wayor argue that it would be harmed ifinstitution of the

non-overlapping claimsis denied)).

Here, Petitioner challenges the patentability of claims 1-3 and 6-17,

whichare directed to “restricting software operation within a license for use

with a computerincluding an erasable, non-volatile memory area of a BIOS

of the computer, and a volatile memory area.” Ex. 1001, 6:59-8:31. As
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Patent Ownerpoints out, “Petitioner does not argue that the non-overlapping

claims differ significantly in some wayor that it would be harmedif

institution of the non-overlapping claims is denied.” Prelim. Resp. 44;

Sur-reply 5; Pet. 70-71; Reply 4. Therefore, notwithstanding that there are

some non-overlapping claims, this factor does not weigh against exercising

our discretion to denyinstitution under § 314(a). Fintiv, Paper 11 at 13 & 13

n.25; Next Caller, Paper 10 at 14.

In addition, Petitioner’s stipulation does not mitigate the “concerns of

inefficiency and the possibility of conflicting decisions,” nor does it ensure

that an inter partes reviewis a “true alternative”to the parallel District Court

proceeding. Fintiv, Paper 11 at 12.

In particular, Petitioner’s stipulation is narrow, not a broadstipulation

that includes “any groundraised, or that could have been reasonably

raised.” See Sotera Wireless, Inc. v. Masimo Corp., IPR2020-01019, Paper

12, 19 (PTAB Dec.1, 2020) (precedential) (noting that “Petitioner broadly

stipulates to not pursue ‘any groundraised or that could have been

reasonably raised”) (emphasis added); see also Sand Revolution, Paper 24

at 12 n.5 (noting that a broad stipulation better addresses concerns of

duplicative efforts and potentially conflicting decisions in a much more

substantial way). Moreover, Petitioner does not dispute that its stipulation

would not bind Petitioner’s co-defendants in the parallel litigation. Prelim.

Resp. 43; Reply 4. As Patent Ownerpoints out, Petitioner’s co-defendants

remain free to pursue invalidity on the same groundsassertedin the Petition.

Sur-reply 5.
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Therefore, notwithstanding the stipulation, there will likely be overlap

betweenthe issues raised in the Petition and the parallel litigation. Because

overlapping claims are challenged based on the samepriorart in both the

Petition and in theparallel litigation, we find that this factor weighsslightly

in favor of exercising our discretion to deny institution under § 314(a).

Factor 5: whether the petitioner and the defendantin the
parallel proceeding are the same party

It is undisputed that Petitioner is a co-defendant in the parallel

litigation. Pet. 71-72; Prelim. Resp. 44; Reply 5; Sur-reply 5. Petitioner

argues that “[t]his factor should be neutral given the AIA’s goal to provide

an alternative forum for questions of patentability.” Reply 5.

“If a petitioner is unrelated to a defendant in an earlier court

proceeding, the Board has weighedthis fact against exercising discretion to

deny institution under NHK.” Fintiv, Paper 11 at 13-14 (emphasis added).

The Board determined in Sand Revolution that “[a]lthoughit is far from an

unusual circumstancethat a petitioner in interpartes review and a defendant

in a parallel district court proceeding are the same, or wherea district court

is scheduled to goto trial before the Board’s final decision would be due in a

related inter partes review,this factor weighs in favor of discretionary

denial.” Sand Revolution, Paper 24 at 12-13. In Fintiv DI, the Board

determinedthat “[b]ecause the petitioner and the defendantin the parallel

proceeding are the sameparty, this factor weighs in favor of discretionary

denial.” Fintiv DI, Paper 15 at 15.
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Here, as noted above,it is undisputed that Petitioner is a co-defendant

in the parallel litigation. Pet. 71-72; Prelim. Resp. 44; Reply 5; Sur-reply 5.

Therefore, this factor weighs in favor of exercising our discretion to deny

institution under § 314(a).

Factor 6: other circumstances that impact the Board’s exercise
ofdiscretion, including the merits.

The final Fintiv factor is a catch-all that takes into account any other

relevant circumstances. The decision whetherto exercise discretion to deny

institution under § 314(a) is based on “a balanced assessmentofall relevant

circumstancesin the case, including the merits.” Consolidated Trial Practice

Guide 58. A full merits analysis is not necessary as part of deciding whether

to exercise discretion notto institute, but rather the parties may point out, as

part of the factor-based analysis, particular “strengths or weaknesses”to aid

the Board in deciding whether the merits tip the balance one way oranother.

See Fintiv, Paper 11 at 15-16.

Petitioner advances two main argumentsfor this factor. Pet. 72-73;

Reply 5. First, Petitioner argues that “[i]t would be an efficient use of

Board’s resourcesto institute trial because this one proceeding would

resolve the validity of the ’941 patent for Petitioner, all other present

defendants, and any future defendants.” Pet. 72; see also Reply 5.

However,Petitioner’s argument presumesthat Petitioner will prevail

in this IPR proceeding. If the Board were to institute and Petitioner

ultimately loses, it would not resolve validity challenges raised by unrelated

third parties, including the defendants in the District Court proceeding. The
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District Court proceeding, in contrast, will resolve the validity issues

between Patent Owner, Petitioner, and the other defendants, regardless who

winsor loses in court.

Petitioner also does not explain whythe parallellitigation could not

resolve the validity of the asserted claims that are directed to the sameor

substantially the same subject matter. Pet. 72; Reply 5. We agree with

Patent Ownerthatinstitution ofa trial here “would be an inefficient use of

Board resourcesin light of the ‘advancedstate’ of the parallel district court

litigation.” Prelim. Resp. 35; see also NHK,Paper8 at 20; Fintiv, Paper 11

at 13; Next Caller, Paper 10 at 14. Therefore, Petitioner’s argumentthat

“(i]t would be anefficient use of Board’s resourcesto institute trial” is

unavailing.

Second,Petitioner arguesthat “[t]he Petition is strong” as it provides

two independent grounds of unpatentability for each of claims 1-2, 6-15

and 17 using combinations that the Office never substantively considered

during prosecution of the application that resulted in the ’941 patent.

Pet. 73; Reply 5. However, ourinitial inspection of the merits on this

preliminary record suggests Petitioner’s challenges contain certain
weaknessesand, taken as a whole, the strengths of the merits do not

outweigh other factors in favor of discretionary denial. For example, Patent

Owneridentifies at least one weaknessin each of the groundsasserted in the

Petition. Prelim. Resp. 10-17, 22-25, 33-35; Sur-reply 6.

In theparallel litigation, Petitioner suggested that “memoryofthe

BIOS”should be construed as “a memory that: (i) stores the BIOS;(ii) is not

recognized by an operating system as a storage device; and(ili) does not
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have a file system.” Ex. 2012 (Defendants’ Opening Claim Construction

Brief), 19. Instead of applying its own claim construction, Petitioner’s prior

art analysis in the Petition applies a claim construction that wasallegedly

advanced by Patent Ownerin the District Court. Pet. 10-11 n.4, 34-35.

Even if we were to assumethat Petitioner adopts that claim construction

here in this IPR proceeding, Petitioner does not explain why that claim

construction is a proper construction of the term “memory of the BIOS”in

light of the Specification or prosecution history of the ’941 patent. Jd.

In its Preliminary Response, Patent Ownerindicates that “Petitioner

has misrepresented Patent Owner’s claim construction arguments in the

district court” and that Patent Owner “never argued that ‘memory of a

BIOS’ includes any memory”asPetitioner suggests. Prelim. Resp. 12-14.

Indeed,in its brief filed in the District Court, Patent Ownerstated that the

term “non-volatile memory of the BIOS”“does not require separate

construction.” Ex. 1009 (Plaintiffs Opening Claim Construction Brief),

16-17.2 Patent Ownersimplystated that, “consistent with the plain meaning

of the word ‘of,’ the Federal Circuit has described the ‘non-volatile memory

of [a/the] BIOS’ as ‘memory space associated with the computer’s basic

input/output system (BIOS), rather than other memory space.” Jd. at 12

(quoting Ancora Techs., Inc. v. Apple Inc., 744 F.3d 732, 733 (Fed. Cir.

2014) (“Ancora v. Apple’)).

? Our citations to Exhibit 1009 refer to the page numberon the bottom,right
corner added by Petitioner.
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In its Petition, Petitioner takes the position that Schwartz’s EEPROM

250a teaches the claimed “non-volatile memory of the BIOS” underthe

Federal Circuit’s interpretation in Ancora v. Apple “becauseit stores part of

BIOS module 309.” Pet. 9-11 n.4 (citing Ex. 1005, 8:17—19, Fig. 9)

(emphasis added). However, other parts of Schwartz’s EEPROM 250astore

configuration module 307 and zip/zone module 305. Ex. 1005, 8:17—-19,

Fig. 9. Petitioner does not allege that these other modules themselves are

associated with the computer’s BIOS. Pet. 10-11. Significantly, Petitioner

does not explain adequately why the entirety of EEPROM 250a,including

the memoryspacethat stores configuration module 307 and zip/zone module

305, is a “non-volatile memory of BIOS.” Pet. 10-14. Moreover, Petitioner

admits that claim 1 “requires the ‘verification structure’ to . . . be stored in

the ‘erasable, non-volatile memory of the BIOS,’” and that Schwartz’s

“authorization number(and hencethe electronic signature) is stored in

configuration module 307,” not BIOS module 309. Pet. 14 (citing Ex. 1001,

6:64—67; Ex. 1005, 8:16—20, 10:25—28, 10:51—54, 11:37-38; Ex. 1002

{J 176-178) (emphasis added).

In addition, Petitioner takes the position that, under the Federal

Circuit’s interpretation in Ancora v. Apple, Shipman’s BIOS memory 130

and general-purpose data storage 140 “are an erasable, non-volatile memory

area of a BIOS” because the BIOS controls the access to general-purpose

storage areas 140. Pet. 34-35 (citing Ex. 1008, 2:66—3:4, 3:25—29,Fig. 1).

As Patent Ownerpoints out (Prelim. Resp. 34-35), Petitionerin its District

Court brief asserted that a “BIOS memoryis ‘used for storing programsthat

assist in the start-up of a computer,’ 7.e., the BIOS software, and not any
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other memorythat is merely associated with the BIOS software,” and that

“(t]he Federal Circuit explicitly distinguished ‘BIOS memory’ from ‘other

memoryin the computer,’ and highlighted that the inventors were using the

BIOS memory [b]ecause one could argue that every memory in a computer

can somehowbe‘associated with’ the BIOS software in some way.”

Ex. 2014 (Defendants’ Responsive Claim Construction Brief), 18 (citing

Ancora Techs., Inc. v. HTC Am., Inc., 908 F.3d 1343 (Fed. Cir. 2018)

(“Ancora v. HTC’)).° Significantly, Petitioner’s argument that Shipman’s

general-purpose data storage is a “non-volatile memory of the BIOS” seems

to be inconsistent with its position advanced in the parallel litigation and the

Federal Circuit’s interpretation in Ancora v. HTC. Pet. 6, 34-35, 41.

As noted above,a full analysis of the merits is not necessary to

evaluate this factor. See Fintiv, Paper 11 at 15—16. It is sufficient here that

at least certain aspects of Petitioner’s grounds as to claim 1 (the sole

independent challenged claim) appear to be weak. The merits, taken as a

whole, do nottip the balance in favor of Petitioner andinstead also weigh in
favor of discretionary denial in a balanced assessmentofall the

circumstances.

Conclusion on Discretionary Denial Under § 314(a)

Asnoted in Fintiv, we consider the above six factors when taking “a

holistic view of whetherefficiency and integrity of the system are best

3 Our citations to Exhibit 2014 reference the page numberonthe bottom left
cornerof the page.
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served by denyingorinstituting review.” Fintiv, Paper 11 at 6. As

discussed above, factor 1 does not weigh for or against exercising our

discretion to deny institution. Factor 4 weighsslightly in favor of exercising

our discretion to denyinstitution. Factors 2, 3, 5, and 6 weigh in favor of

exercising our discretion to deny institution under § 314(a). Accordingly,

we exercise our discretion under § 314(a) to deny institution of review in the

instant proceeding.

III. CONCLUSION

For the foregoing reasons, based on a balanced assessmentofthe

circumstances ofthis case, we exercise our discretion under § 314(a) and

deny the instant Petition requesting institution of inter partes review of the

"941 patent.

IV. ORDER

For the foregoing reasons, it is hereby

ORDEREDthatthe Petition is denied as to all challenged claims and

notrial is instituted.
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I. INTRODUCTION

TCT Mobile (US)Inc., Huizhou TCL Mobile Communication Co.,

Ltd., and Shenzhen TCL Creative Cloud Technology Co., Ltd. (collectively,

“Petitioners”) filed a Petition requesting an interpartes review (“IPR”) of

claims 1—3, 6-14, and 16 (“the challenged claims”) of U.S. Patent No.

6,411,941 B1 (Ex. 1001, “the ’941 patent”). Paper 1 (“Pet.”), 1. Ancora

Technologies, Inc. (“Patent Owner’) filed a Preliminary Response (Paper7,

“Prelim. Resp.”).

Under 35 U.S.C. § 314(a), an inter partes review maynotbeinstituted

unless the information presentedin the petition “showsthat there is a

reasonable likelihood that the petitioner would prevail with respectto at

least 1 of the claims challenged in the petition.” For the reasonsstated

below, we determinethat Petitioner has established a reasonable likelihood

that it would prevail with respect to at least one claim. We herebyinstitute

an inter partes review asto all of the challenged claims of the ’941 patent

and all of the asserted grounds of unpatentability.

A. Related Matters

Theparties indicate that the ’941 patent is involvedin the following

proceedings: Ancora Technologies, Inc. v. TCT Mobile (US) Inc., 2:20-cv-

01252 (C.D. Cal.); Ancora Technologies, Inc. v. Lenovo Group Limited, No.

1:19-cv-01712 (D. Del.); Ancora Technologies, Inc. v. Sony Corp., No. 1:19-

cv-01703 (D. Del.); Ancora Technologies, Inc. v. LG Electronics, Inc., No.

1:20-cv-00034 (W.D. Tex.); Ancora Technologies, Inc. v. Samsung

Electronics Co., Ltd., No. 6:19-cv-00385 (W.D. Tex.); Ancora Technologies,

2
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Inc. v. HTC America, Inc., No. 2:16-cv-01919 (W.D. Wash.); and Samsung

Electronics Co., Ltd. v. Ancora Technologies, Inc., IPR2020-01184 (PTAB).

Pet. 1; Paper 5, 1-2. The ’941 patent also was involved in ex parte

Reexamination No. 90/010,560. Ex. 1001, 8-9 (Ex Parte Reexamination

Certificate issued on June 1, 2010, confirming the patentability of claims

1-19 and indicating that no amendments have been madeto thepatent).

B. The ’941 patent

The °941 patent discloses a methodofrestricting software operation

within a license limitation that is applicable for a computer havinga first

non-volatile memory area, a second non-volatile memory area, and a volatile

memory area. Ex. 1001, code (57). According to the °941 patent, the

methodincludesthe steps of selecting a program residing in the volatile

memory,setting up a verification structure in the non-volatile memories,

verifying the program using the structure, and acting on the program

according to the verification. Jd.

Figure 1 of the °941 patent is reproduced below.

2nd NON-VOLATILE cs)MEMORY

aoe |

 

 

  
1st NON—VOLATILE

MEMORY (a
KEY ¢€8&)

ay

LICENSE BUREAU C7)
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Figure 1 above showsa schematic diagram of computer processor |

and license bureau 7. Jd. at 5:9-19. Computer processor 1 is associated

with input operations 2 and output operations 3. Jd. Computer processor1

contains first non-volatile memory area 4 (e.g., the ROM section of the

Basic Input / Output System (“BIOS”)), second non-volatile memory area 5

(e.g., the E7PROM section of the BIOS), and volatile memory area6 (e.g.,

the internal RAM memoryofthe computer). Id.

C. Illustrative Claim

Ofthe challenged claims, only claim 1 is independent. Claims2,3,

6-14, and 16 directly or indirectly depend from claim 1. Claim 1 is

illustrative:

1. A methodofrestricting software operation within a license for
use with a computer including an erasable, non-volatile memory
area of a BIOS of the computer, and a volatile memory area; the
method comprising the stepsof:

selecting a program residing in the volatile memory,

using an agentto set up a verification structure in the erasable,
non-volatile memory of the BIOS, the verification structure
accommodating datathat includes at least one license record,

verifying the program using at least the verification structure
from the erasable non-volatile memory of the BIOS, and

acting on the program accordingto the verification.

Ex. 1001, 6:59:67—7:4 (emphasis added).
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1. Prior Art Relied Upon

Petitioner relies upon the references listed below (Pet. 5):

ere[ateNN

2. Asserted Grounds of Unpatentability

  
   

Petitioner asserts the following grounds of unpatentability (Pet. 6):

1,2, 11,13 103(a) Hellman, Chou

1-3, 6-14, 16 103(a) Hellman, Chou, Schneck

Il. ANALYSIS

  

  
   

A. Claim Construction

In an inter partes review, we construe a patent claim “using the same

claim construction standard that would be used to construe the claim in a

civil action under 35 U.S.C. § 282(b).” 37 C.F.R. § 42.100(b) (2019).

Underthis standard, the words of a claim are generally given their “ordinary

and customary meaning,” which is the meaning the term would haveto a

person of ordinary skill at the time of the invention, in the context ofthe

5
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entire patent including the specification. See Phillips v. AWH Corp., 415

F.3d 1303, 1312-13 (Fed. Cir. 2005) (en banc).

Petitioner asserts that the claims of the 941 patent have been

construed by several courts, and it does not believe that any claim

construction are needed for the purposesofthis review. Pet. 20-21 (citing

Exs. 1011-1014). Patent Ownerasserts that those district court

constructions should be adopted for this proceeding andthatall other claim

terms be given their plain and ordinary meaning. Prelim. Resp.6.

In light of the parties’ arguments and supporting evidencein this

preliminary record, we find that it is necessary to construe only the claim

term “license record” expressly for purposesofthis Institution Decision.

See Nidec Motor Corp. v. Zhongshan Broad Ocean Motor Co., 868 F.3d

1013, 1017 (Fed. Cir. 2017) (quoting Vivid Techs., Inc. v. Am. Sci. & Eng’g,

Inc., 200 F.3d 795, 803 (Fed. Cir. 1999)) (noting that “we need only

construe terms‘that are in controversy, and only to the extent necessary to

resolve the controversy””).

“license record”

Claim 1 recites “using an agent to set up a verification structure in the

erasable, non-volatile memory of the BIOS,the verification structure

accommodating data that includes at least one license record.” Ex. 1001,

6:64—-67 (emphasis added).

In its Preliminary Response, Patent Ownerarguesthat the term

“license record” should be construedas “a recordfrom a licensedprogram

with information for verifying that licensedprogram,” suggesting that a

6
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“license record”is required to beformedfrom a licensed program. Prelim.

Resp. 16-18. Patent Ownerrelies on the District Court’s claim construction

order entered in Ancora Technologies, Inc. v. Apple Inc., No. 11:cv-06357

(N.D.Cal.) (“Ancora v. Apple’) (Ex. 1011, 16-18) and the District Court’s

claim construction order entered in Ancora Technologies, Inc. v. TCT Mobile

(US), Inc., No. 1902192-GW-ADSx(C.D.Cal.) (‘Ancora v. TCT Mobile’)

(Ex. 2002, 9-11), for support. Prelim. Resp. 16.

Based onthe evidence in the present record, we decline to adopt

Patent Owner’s proposed claim construction because it would improperly

import a limitation from a preferred embodimentdisclosed in the

Specification into the claims. The United States Court of Appeal for the

Federal Circuit “has repeatedly cautioned against limiting the claimed

invention to preferred embodiments or specific examples in the

specification.” Williamson v. Citrix Online, LLC, 792 F.3d 1339, 1346-47

(Fed. Cir. 2015). Significantly, “it is the claims, not the written description,

which define the scope of the patent right.” Jd. at 1346.

A claim term should be given its ordinary meaning in the pertinent

context, unless the patentee has madeclearits adoption ofa different

definition or otherwise disclaimed that meaning. See, e.g., Thorner v. Sony

Computer Entm’t Am. LLC, 669 F.3d 1362, 1365 (Fed. Cir. 2012). Here, as

the District Court explained in Ancora v. Apple, “[n]either the claim nor the

specification [of the ’941 patent] defines ‘license record.’” Ex. 1011, 17.

Patent Owner does not explain why the plain and ordinary meaning of the

term “license record,” in the context of the ’941 patent, requires a “license

record”to beformedfrom a licensed program. Prelim. Resp. 16-18.

7
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The Specification does not support Patent Owner’s position that a

“license record”is required to be formed from a licensed program. The

Specification expressly discloses that “according to the invention, each

application program that is to be licensed to run on the specified computer,

is associated with a license record.” Ex. 1001, 1:53-55 (emphasis added).

A license record “consists of author name, program name and numberof

licensed users (for network).” Jd. at 1:55-57. As the District Court

explained in Ancora v. TCT Mobile, the Specification showsthat “(t]he

license record may be formed from fields or contends ofthe licensed

program,”but it is not required to. Ex. 2002, 9 (citing Ex. 1001, 5:46—51,

6:7—10) (emphasis added).

Only in the “Detailed Description of a Preferred Embodiment”

section, the Specification describes “the licensed-software-program includes

contents used to form a license-record.” Ex. 1001, 5:25—29, 6:7-10.

Notably, claim 1 itself does not recite such a requirement. Therefore,

adopting Patent Owner’s proposed claim construction would improperly

import a limitation from a preferred embodimentinto the claim. Williamson,

792 F.3d at 1346-47.

Furthermore, Patent Owner’s reliance on the District Court’s claim

construction order in Ancora v. Apple (Ex. 1011, 16-18) is misplaced.

Prelim. Resp. 16. The District Court in Ancora v. Apple did not address the

issue of whethera “license record” is required to be formed from a licensed

program. Ex. 1011, 16-18. The District Court was merely resolving the

issue of “whetherthe term ‘license record’ is a record that identifies the

licensed program and the numberoflicensed user, as Apple urges, or more

8
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broadly, information for verifying a licensed program, as Ancora contends.”

Id. at 16-18. Therefore, Patent Owner’s reliance on the District Court’s

claim construction order in Ancora v. Apple is misplaced.

Also Patent Owner’s reliance on the District Court’s claim

construction order in Ancora v. TCT Mobile is misplaced,as the District

Court in that case was resolving the issue of “whether a license record

requires ‘information indicating a right to use the program’orjust

information for verifying the program.” Ex. 2002, 9. Contrary to Patent

Owner’s proposed claim construction that requires a “license record”to be

formed from a licensed program,the District Court in Ancora v. TCT Mobile

madeclearthat “[t]he license record may be formed from fields or contents

of the licensed program,”butit is not required to. Jd. at 9 (citing Ex. 1001,

5:46-51; 6:7-10). Therefore, Patent Owner’s reliance on the District

Court’s claim construction order in Ancora v. TCT Mobile is misplaced.

In light of the claim language, the Specification, and the evidence in

this present record, we determinethat a “license record” associated with a

licensed program is “a record having information for verifying that licensed

program”for purposes of this Decision. And wedecline to adopt Patent

Owner’s proposed construction that requires a “license record” to be formed

from a licensed program.

B. Principles ofLaw

A patent claim is unpatentable under 35 U.S.C. § 103(a) if the

differences between the claimed subject matter and the prior art are such that

the subject matter, as a whole, would have been obviousat the time the

9
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invention was madeto a person having ordinary skill in the art to which said

subject matter pertains. KSR Int’l Co. v. Teleflex Inc., 550 U.S. 398, 406

(2007). The question of obviousnessis resolved on the basis of underlying

factual determinations including (1) the scope and content oftheprior art;

(2) any differences between the claimed subject matter andthe priorart;

(3) the level of ordinary skill in the art; and (4) when in evidence, objective

indicia ofnonobviousness.! See Graham y. John Deere Co., 383 U.S. 1, 17—

18 (1966).

C. Level ofOrdinary Skill in the Art

In determiningthe level of ordinary skill in the art, various factors

maybe considered, including the “type ofproblems encounteredin theart;

prior art solutions to those problems; rapidity with which innovations are

made;sophistication of the technology; and educationallevel of active

workersin the field.” In re GPAC,Inc., 57 F.3d 1573, 1579 (Fed. Cir. 1995)

(quotation marks omitted).

Here, Petitioner asserts that a person of ordinary skill in the art in the

context of the °941 patent “would have had beenat least a B.S. degree in

computer science, computer engineering,or electrical engineering (or

equivalent experience)” and “at least two years of experience with computer

science and computer engineering, including information encryption,

computer architecture, and firmware programming,”citing to the declaration

' Neither party presents evidence or arguments regarding objective evidence
of nonobviousnessin the instant proceedingat this time.
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of Andrew Wolfe, Ph.D., for support. Pet. 21 (citing Ex. 1003 §{f 21-25).

Atthis juncture, Patent Owner doesnot dispute that assessment. See

generally Prelim. Resp.

For purposesof this Decision, we adoptthe level of ordinary skill as

articulated by Petitioner because, based on the current record, this proposal

appears to be consistent with the 941 patent, the asserted prior art, and

supported by the testimony of Dr. Wolfe.

D. Overview ofthe Asserted Prior Art

Hellman (Exhibit 1004)

Hellman discloses a method and an apparatus in which use of a

software package can be authorized for a particular base unit a specific

numberoftimes. Ex. 1004, 4:37—40. Figure 1 of Hellman is reproduced

below:

AUTHORIZATION

BILLING

UNIT

 
Figure 1 aboveillustrates a block diagram of a pay-per-use software

control system. Jd. at 5:1—2. Base unit 12 communicates with authorization

and billing unit 13 over an insecure communication channel 11, using

transmitter-receiver units 14, 16. Jd. at 5:39-42. The userat base unit 12

obtains software package 17 by purchasing it and requests for software use.

1]
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Id. at 5:51-59. Authorization and billing unit 13 receives the user’s request,

generates authorization A for unit 12 to use software package 17 an

additional N times, and sends authorization A to base unit 12. Jd. at 6:3—-8.

Figure 8 of Hellman is reproduced below.

—1 SOFTWARE

42 eget
|| ONE WAY

a] (uPoaTe.
Cm] (UNIT
el

Figure 8 above depicts an implementation of base unit 12 during use

 

  
 

  
 

  NON

VOLITILE

MEMORY

of a software package. Jd. at 10:33-34. Software package 17 is connected

to base unit 12 and a signal representing software package 17 is operated on

by one-wayhash function generator 33 to produce an output signal which

represents hash value H. /d. at 10:34-38. Signal H is transmitted to update

unit 36 to indicate which software packageis being used. J/d. at 10:38—40.

Update unit 36 uses value H as an address to non-volatile memory 37, which

responds with a signal representing M, the numberofuses of software

package 17 whicharestill available. /d. at 10:40—43.

If value M is greater than 0, then update unit 36 sends a controlsignal

to switch 41 which activates software player 42, allowing it to use software

package 17. Id. at 10:44-46. Update unit 36 also decrements M to M—1 and

stores this as the new value in address H in non-volatile memory 37. Jd. at
12
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10:46—49. If M=0, then update unit 36 does not change the contents of non-

volatile memory 37, but neither does it send a control signal to activate

software player 42. Id. at 10:50—53. Thus,the user is prevented from using

software package 17 for which he doesnot have current authorized use. Jd.

at 10:53-54.

Chou (Exhibit 1005)

Choudiscloses an apparatus and a method for discouraging computer

theft. Ex. 1005, code (57). Chou’s invention requires that a user enters a

unique word or numberrelated to the particular computer each time the

computer is powered up. /d. at 2:11-14. Choudiscloses a security routine

that is stored in the BIOS memory.Jd. at 2:14-16. The security routine

requires verification of a password entered by theuser, or a verification of a

quantity read from an externally connected memory device. Jd. at 2:16-18.

Choualso discloses that, at the time of its invention, “[r]ecent changes

in the computer BIOS memory storage devices permit writing data to the

BIOS memory, offering the opportunity to provide password protection

within the same memory whichstores the BIOSroutines.” Jd. at 1:63—-66.

And,“any attemptto delete the protection will result in the BIOS routine

being disabled, disabling the boot up process.” Jd. at 1:66—2:1. “EEPROM

flash devices may be programmedwith BIOSroutines which permit the user

to enter data without requiring the computerto be returnedto the

manufacture.” Jd. at 2:2—4. According to Chou,its “invention makes use of

these new BIOS memory devicesfor effecting security measures which

discourage theft.” Jd. at 2:4-7.

13
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Schneck (Exhibit 1006)

| Schneck discloses a technique that “controls access to and use and
distribution of data.” Ex. 1006, 6:49-50. Schneck’s technique can be used

to “control how muchofthe software’s functionality is available.” Jd. at

6:53-56. Schneck prevents the authorization to use software on one device

from being used on another, unauthorized device, to address the “secondary

distribution” problem. Jd. at 2:40-—67, 6:57-62.

E. Obviousness Over Hellman, Chou, and Schneck

Petitioner asserts that claims 1-2, 11, and 13 are unpatentable under

§ 103(a) as obvious over Hellman and Chou,and that claims 1—3, 6-14, 16

are unpatentable as obvious over Hellman, Chou, and Schneck. Pet. 21-64.

a. Claim 1

The preamble ofclaim 1

The preamble of claim 1 recites a “method of restricting software

operation within a license for use with a computer including an erasable,

non-volatile memory area of a BIOS of the computer, and a volatile memory

area.” Ex. 1001, 6:59-62. Petitioner asserts that, regardless of whether the

preambleis limiting, the combination Hellman and Chouteachesor suggests

the elements recited in the preamble of claim 1 because Hellman discloses a

“method of limiting use of software within authorized uses.” Jd. (citing

Ex. 1004, 9:29-10:13, 10:33-54, 10:55—65; Ex. 1003 4] 98-104).

Accordingto Petitioner, Hellman discloses a computer (base unit 12) that

includes “the claimed ‘erasable, non-volatile memory area of a BIOSofthe
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computer, and a volatile memory area.’” Jd. at 33-34. Petitioner notes that

Hellman’s base unit 12 has temporary memory 28, e.g., RAM (Random

Access Memory), and non-volatile memory 37, which could be implemented

as EEPROM. I/d. at 34 (citing Ex. 1004, 8:67-68, 10:1—4, Fig. 6; Ex. 1003

{{] 98-104).

Petitioner acknowledges that Hellman does “not explicitly disclose the

computer(base unit 12) had BIOSstored in memory.” Jd. at 35.

Nevertheless, Petitioner points out that Chou discloses a BIOS EEPROM on

a computer, and a person ofordinary skill in the art would have understood

that EEPROMwasa type of erasable, non-volatile memory. J/d. (citing

Ex. 1005, 1:54-2:7, 3:21—-35, Figs. 1, 3, 7; Ex. 1003 7 104-106).

Petitioner arguesthat, in light of Chou, such an artisan would have stored

both the license information and the BIOS in Hellman’serasable,

non-volatile memory 37 (e.g., EEPROM). Jd; see also id. at 28-33.

Regardless of whether the preamble of claim 1 is limiting, we

determine that Petitioner has shown sufficiently for purposes ofthis

Decision that the combination of Hellman and Chou discloses the subject

matter recited in the preamble of claim 1. At this juncture, Patent Owner

does not make any argument regarding the preamble of claim 1. See

generally Prelim. Resp.

“selecting a program residing in the volatile memory”

Asto the limitation “selecting a program residing in the volatile

memory,”Petitioner argues that Hellman discloses selecting software

package 17 (a computer program) residing in temporary RAM memory 28

15
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(volatile memory). Pet. 35-37 (citing Ex. 1004, 5:57—-61, 8:67—9:2,

9:15-28, 10:33-11:3; Ex. 1003 ff 121-129). Based on the evidencein this

current record, we determine that Petitioner has shown sufficiently for

purposes of this Decision that Hellman discloses the limitation “selecting a

program residing in the volatile memory,”as recited in claim 1. At this

juncture, Patent Owner does not make any argumentregardingthis

limitation. See generally Prelim. Resp.

“the verification structure accommodating data that includesat least one
license record”

Claim 1 recites “using an agent to set up a verification structure in the

erasable, non-volatile memory of the BIOS,the verification structure

accommodating data that includes at least one license record” (the “license

record” limitation). As discussed in our claim construction analysis above

(Section II, A), we determinethat a “license record” associated with a

licensed program,is “a record having information for verifying that licensed

program”for purposes of this Decision.

Forthis limitation, Petitioner asserts that Hellman discloses using

update unit 36 (acting as the required “‘agent”) to set up a verification

structure in non-volatile EEPROM memory37(the required “erasable,

non-volatile memory”). Pet. 38 (citing Ex. 1004, 10:1-4; Ex. 1003

{J 133-138). According to Petitioner, “update unit 36 sets up the required

‘verification structure’ in the non-volatile memory 37 at least in the form of

storing the value M at a specific address H for a software program identified

by that hash value H.” Jd. (citing Ex. 1003 4 133-138). Petitioner argues

16
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that “value M is the required ‘license record’, becauseit indicates the scope

of authorized use—the numberofuses, where ‘M’ is the number—forthe

specific software package 17 identified by hash value H.” Jd. Petitioner

contendsthat “[s]toring the value M at the address H constitutes setting up a

versification structure because it includes storing a license record at a

specific license record location that correspondsto the licensed program.”

Id. (citing Ex. 1001, 1:59-62, 6:17—21; Ex. 1003 J 133-138).

Patent Ownercounters that value M in Hellman doesnot include any

information “from a licensed program”as the District Court claim

constructions require. Prelim. Resp. 16-18.

However, as discussed in our claim construction analysis above

(Section II.A), we decline to adopt Patent Owner’s proposed claim

construction that requires a “license record” to be formed from a licensed

program,as it would improperly import a limitation from a preferred

embodimentinto the claim. Williamson, 792 F.3d at 1346-47. For purposes

of this Decision, we determine that a “license record” associated with a

licensed program is “a record having information for verifying that licensed

program.” Patent Owner’s reliance on the District Court claim construction

orders enter in Ancora v. Apple and in Ancora v. TCT Mobile is misplaced

because neither District Court claim construction order requires a “license

record” to be formed from a licensed program. Ex. 1011, 16-18; Ex. 2002,

9-11. Therefore, Patent Owner’s argumentis unavailing at this time.

Uponconsideration of the parties’ contentions and evidencein this

current record, we determinethat Petitioner has shown adequately for

purposesofthis Decision that the combination of Hellman and Chou teaches

17
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or suggests the aforementioned “license record”limitation as recited in

claim 1.

“verifying the program usingat least the verification structurefrom the
erasable non-volatile memory ofthe BIOS”

Claim 1 also recites “verifying the program usingat least the

verification structure from the erasable non-volatile memory of the BIOS.”

Petitioner argues that Hellman disclosesthis limitation because Hellman

discloses using value M (the required “license record”) that is stored in

non-volatile memory 37to verify software package 17 (the required

“program”). Pet. 39 (citing Ex. 1004, 10:33-54; Ex. 1003 fff 151-152). In

particular, Hellman discloses that when an attempt is madeto run software

package 17, valueHis generated and sent to update unit 36, which uses

value H as an address in non-volatile memory to verify if a license exists for

software package 17. Ex. 1004, 10:33-54. Ifa license does exist, update

unit 36 retrieves the number of remaining authorized uses value M, and a

determination is made as to whether the numberofauthorized usesis greater

than zero. Id.

Based on the evidencein this current record, we determinethat

Petitioner has shownsufficiently for purposes of this Decision that Hellman

discloses the limitation “selecting a program residing in thevolatile

memory,”as recited in claim 1. At this juncture, Patent Ownerdoes not

make any argumentregardingthis limitation. See generally Prelim. Resp.

18
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“acting on the program according to the verification”

Lastly, claim 1 recites “acting on the program accordingto the

verification.” Petitioner argues that Hellman disclosesthis limitation

because it discloses allowing software package 17 to be usedifalicense

record is found in non-volatile memory 37 and there are authorized uses

remaining. Pet. 39 (citing Ex. 1004, 10:40—49; Ex. 1003 4] 154-155).

Based on the evidence in this current record, we determine that Petitioner

has shown sufficiently for purposes of this Decision that Hellman discloses

the limitation “acting on the program accordingto the verification,” as

recited in claim 1. At this juncture, Patent Owner does not make any

argument regardingthis limitation. See generally Prelim. Resp.

Motivation to combine Hellman and Chou

Petitioner acknowledges that Hellman does not explicitly disclose that

base unit 12 (a computer) has a BIOS andthat non-volatile memory 37

would be used to store the BIOS for the computer. Pet. 28. Petitioner

asserts that it was well-knownat the time of the invention that “a computer

would have BIOSandthat it would be commonto store it in EEPROM

memory,” as evidenced by Chou. /d. at 29 (citing Ex. 1005, 1:54—-62, 2:27,

3:21-35; Ex. 1003 Jf 105-111; Ex. 1002, 51 (Prosecution History of the

’941 patent—Office Action Response, dated February 5, 2002) (noting that

“all computers must have a BIOS”)). Petitioner asserts that a person of

ordinary skill in the art would have been motivated to use Hellman’s

non-volatile memory 37 for storing the BIOSandthe license information,

because such an artisan would have recognized “non-volatile memory 37
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(e.g., EEPROM)as an appropriate type of memory module for BIOS and

one that would help prevent tampering with the license information.” Jd. at

30-31 (citing Ex. 1005, 3:21-35, 3:52-2; Ex. 1003 ff 112-116).

Petitioner points out that Chou discloses that, by storing sensitive

information in the BIOS memory,any attempt to delete or disable the

sensitive information would also disable the BIOS program. /d. at 32 (citing

Ex. 1005, 1:63—2:1 (disclosing that “EEPROM flash devices may be

programmedwith BIOS routines which permit the user to enter data without

requiring the computer to be returned to the manufacture,” and that “(t]he

present invention makes use of these new BIOS memorydevices for

effecting security measures which discouragetheft”)). Dr. Wolfe testifies

that a person of ordinary skill in the art “would have been motivated to store

BIOStogether with the values M in the non-volatile memory 37, in order to

discourage users from tampering with the values M.” Ex. 1003 § 115.

Based on the evidence in this current record, we determine that

Petitioner has articulated a sufficient reason to combinethe teachings of

Hellman and Chou,for purposes of this Decision. At this juncture, Patent

Ownerdoes not make any argument regarding this limitation. See generally

Prelim. Resp.

Motivation to combine Hellman, Chou, and Schneck

For the combination of Hellman, Chou, and Schneck, Petitioner

asserts that, in light of Schneck’s teachings, a person of ordinary skill in the

art would have stored Hellman’s licensing information, authorization A

whichincludes value M, in encrypted form in non-volatile memory 37.

20
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Pet. 42-46. Petitioner argues that Schneck discloses that “licensing

information is transmitted in encrypted form,” and that information stored on

a non-volatile memory “should be stored in encrypted form to prevent an

unauthorized use of a licensed software.” Jd. at 44 (citing Ex. 1006,

9:46—-59 (“The packaged data 108 may include access rules 116 in encrypted

form.”), 25:64-67 (“Sinceall storage of data on internal non-volatile

memory devices (for example, disks, flash memory, and the like) is

encrypted,this ensures that a physical attack on the system will not result in

compromiseofplaintext.”)). According to Petitioner, because when an

“unlimited numberofuses”is licensed, the unlimited license value could be

duplicated for any other software package, an ordinarily skilled artisan

would have recognized that it would have been importantto protect that

default value in encrypted form in non-volatile memory 37. Jd. at 42—46,

48-49 (citing Ex. 1004, 10:50—54; Ex. 1003 J 148); see also Ex. 1004,

10:55-57 (disclosing that “i]t is also possible to sell unlimited number of

uses of a software package, by reserving one value of M to represent

infinity”).

Based onthe evidencein this current record, we determinethat

Petitioner has articulated a sufficient reason for purposes of this Decision to

combine the teachings ofHellman, Chou, and Schneck. At this juncture,

Patent Owner does not make any argument regardingthis limitation. See

generally Prelim. Resp.
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Conclusion on Claim 1

Upon consideration of the parties’ contentions and evidence in this

current record, we determine that Petitioner has shown adequately for

purposesofthis Decision that claim 1 is unpatentable under § 103(a) as

obvious over the combination of Hellman and Chou,as well as over the

combination of Hellman, Chou, and Schneck. Wealso determinethat Patent

Owner’s arguments do not undermine Petitioner’s obviousness showingat

this time.

b. Remaining challenged claims

Petitioner accounts for claims 2, 3, 6-14, and 16. Pet. 40-64.

Petitioner provides detailed explanations as to how theprior art

combinations teach or suggest these claims and articulates reasons to

combinethepriorart teachings, citing Dr. Wolfe’s testimony for support.

Id. (citing Ex. 1004; Ex. 1005; Ex. 1003), Patent Owner does not make any

additional argumentsin its Preliminary Response regarding these remaining

claims. See generally Prelim. Resp. Having reviewed Petitioner’s

arguments and supporting evidence in the present record, we determine that

Petitioners has established a reasonable likelihood of prevailing onits

assertion that claims 2, 11, and 13 are unpatentable under § 103(a) as

obvious over Hellman and Chou,andthat claims 2, 3, 6-14, and 16 are

unpatentable under § 103(a) as obvious over Hellman, Chou, and Schneck.

c. Conclusion on Obviousness

Based on the evidencein the present record, we are persuaded that

Petitioner has established a reasonable likelihood of prevailing on its

22
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assertion that claims 1, 2, 11, and 13 are unpatentable under § 103(a) as

obvious over Hellman and Chou, and that claims 1-3, 6—14, and 16 are

unpatentable under § 103(a) as obvious over Hellman, Chou, and Schneck.

Il. CONCLUSION

For the foregoing reasons, we determinethat the information

presentedin the Petition establishes that there is a reasonablelikelihood that

Petitioner would prevail with respect to challenged claims 1-3, 6-14, and 16

of the 941 patent. At this juncture in the proceeding, we have not made a

final determination with respect to the patentability of the challenged claims,

or with respect to claim construction.

IV. ORDER

For the foregoing reasons, it is

ORDEREDthat pursuant to 35 U.S.C. § 314(a), an inter partes

review is hereby instituted for the following asserted grounds:

1-2, 11,13 103(a) Hellman, Chou

1-3, 6-14, 16 103(a) Hellman, Chou, Schneck

FURTHER ORDEREDthat pursuant to 35 U.S.C. § 314(c) and

37 C.F.R. § 42.4, notice is hereby given of the institution ofa trial; thetrial

 
 

  

  

 

 

will commence on the entry date of this Decision.

23

0303



0304

IPR2020-01609

Patent 6,411,941 B1

PETITIONER:

John P. Schnurer

Yun (Louise) Lu
Kyle R. Canavera
PERKINS COIJE LLP

schnurer-ptab@perkinscoie.com
lu-ptab@perkinscoie.com
canavera-ptab@perkinscoie.com

PATENT OWNER:

John P. Rondini

John S. LeRoy
MarcLorelli

BROOKS KUSHMANP.C.

jrondini@brookskushman.com
jleroy@brookskushman.com
mlorelli@brookskushman.com

24

0304



0305

Trials@uspto.gov Paper 17
571-272-7822 Date: June 10, 2021

UNITED STATES PATENT AND TRADEMARK OFFICE
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35 U.S.C. § 314

Denying Motion for Joinder
35 U.S.C. $ 315(c); 37 CFR. § 42.122
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I. INTRODUCTION

HTC Corporation and HTC America, Inc. (collectively, “Petitioner”

or “Petitioner HTC”)filed a Petition requesting an inter partes review

(“IPR”) of claims 1-3, 6-14, and 16 (“the challenged claims”) of

U.S. Patent No. 6,411,941 B1 (Ex. 1001, “the ’941 patent”). Paper 1

(“Pet.”). Petitioner HTC alsofiled a Motion for Joinder (Paper 3, “Mot.”),

seeking to join as a party to TCT Mobile (US) Inc. v. Ancora Technologies,

Inc., IPR2020-01609 (the “TCT IPR”), and a Reply (Paper 10, “Reply”).

Ancora Technologies, Inc. (“Patent Owner’) filed an Opposition to

Petitioner HTC’s Motionfor Joinder (Paper 9, “Opp.”), a Sur-reply

(Paper 15, “Sur-reply’”), and a Preliminary Response (Paper 16, “Prelim.

Resp.”). For reasons discussed below, we do notinstitute an inter partes

review of the challenged claims and deny the Motion for Joinder.

A. Related Matters

The parties indicate that the ’941 patentis involved in the following

district court proceedings: Ancora Technologies, Inc. v. TCT Mobile (US)

Inc., No. 8:19-cv-02192 (C.D. Cal.); Ancora Technologies, Inc. v. Lenovo

Group Limited, No. 1:19-cv-01712 (D. Del.); Ancora Technologies, Inc.v.

Sony Corp., No. 1:19-cv-01703 (D. Del.); Ancora Technologies, Inc. v. LG

Electronics, Inc., No. 1:20-cv-00034 (W.D. Tex.); Ancora Technologies,

Inc. v. Samsung Electronics Co., No. 6:19-cv-00385 (W.D. Tex.); Ancora

Technologies, Inc. v. HTC America, Inc., No. 2:16-cv-01919 (W.D. Wash.);

and Ancora Technologies, Inc. v. Apple Inc., No. 2:10-cv-10045-AG-MLG

(N.D.Cal.) (the “Ancora v. Apple case”). Pet. 3-4; Paper 4, 1-2.

2
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The ’941 patent also was involved in ex parte Reexamination No.

90/010,560. Ex. 1001, 8-9 (Ex Parte Reexamination Certificate issued on

June 1, 2010, confirming the patentability of claims 1-19 and indicating that

no amendments have been made tothe patent).

In addition, the 941 patent was involved in the following

proceedings: Apple Inc. v. Ancora Technologies, Inc., CBM2016-00023

(Institution Denied); HTC America, Inc. v. Ancora Technologies, Inc.,

CBM2017-00054 (Institution Denied); Samsung Electronics Co. v. Ancora

Technologies, Inc., IPR2020-01184 (Institution Denied).

The ’941 patent is currently involved in the following: TCT Mobile

(US) Inc. v. Ancora Technologies, Inc., IPR2020-01609; LG Electronics,

Inc. y. Ancora Technologies, Inc., IPR2021-00581; Samsung Electronics Co.

v. Ancora Technologies, Inc., IPR2021-00583; and Sony mobile

Communications AB v. Ancora Technologies, Inc., IPR2021-00663.

B. The ’941 patent

The ’941 patent discloses a methodofrestricting software operation

within a license limitation that is applicable for a computer havinga first

non-volatile memory area, a second non-volatile memory area, and a volatile

memory area. Ex. 1001, code (57). According to the ’941 patent, the

methodincludes the steps of selecting a program residing in the volatile

memory, setting up a verification structure in the non-volatile memories,

verifying the program usingthe structure, and acting on the program

accordingto the verification. Jd.
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Figure 1 of the °941 patent is reproduced below.

me|ist NON~VOLALILE, 2nd NON-VOLATILE >
MEMORY (4) MEMORY &)“9o

LICENCE RECORDS (10) (41) (12)

VOLATILE MEMORY (6) 16z

LICENSE PROGRAM Led as
com 
|

LICENSE BUREAU (7)

Figure 1 above shows a schematic diagram of computer processor 1|

Ter Sy

and license bureau 7. Jd. at 5:9-19. Computer processor | is associated

with input operations 2 and output operations 3. Jd. Computer processor |

contains first non-volatile memory area 4 (e.g., the ROM section ofthe

Basic Input / Output System (““BIOS”)), second non-volatile memory area 5

(e.g., the E7PROMsection of the BIOS), and volatile memory area6 (e.g.,

the internal RAM memory of the computer). Jd.

C. Illustrative Claim

Ofthe challenged claims, only claim 1 is independent. Claims2, 3,

6-14, and 16 directly or indirectly depend from claim 1. Claim 1 is

illustrative:

1. A methodofrestricting software operation within a license for
use with a computerincluding an erasable, non-volatile memory
area of a BIOSofthe computer, and a volatile memory area;the
method comprising the steps of:

selecting a program residing in the volatile memory,

4
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using an agent to set up a verification structure in the erasable,
non-volatile memory of the BIOS, the verification structure
accommodating data that includes at least one license record,

verifying the program using at least the verification structure
from the erasable non-volatile memory of the BIOS, and

acting on the program accordingto the verification.

Ex. 1001, 6:59:67—7:4.

D. Prior Art Relied Upon

Petitioner HTC relies upon the references listed below (Pet. 5):

Reference Exhibit No.

Hellman, U.S. Patent No. 4,658,093 Apr. 14, 1987|Ex. 1004

Chou,U.S. Patent No. 5,892,906 Apr. 6, 1999|Ex. 1005

Schneck, U.S. Patent No. 5,933,498 Aug. 3, 1999|Ex. 1006

E. Asserted Grounds of Unpatentability

 
Petitioner HTC asserts the following grounds of unpatentability:

1, 2, 11, 13 103(a) Hellman, Chou

1-3, 6-14, 16 103(a) Hellman, Chou, Schneck

' The Leahy-Smith America Invents Act (“AIA”), Pub. L. No. 112-29,
125 Stat. 284, 287-88 (2011), amended 35 U.S.C. § 103. Because the
’941 patent wasfiled before March 16, 2013, the effective date of the
relevant amendment, the pre-AJA version of § 103 applies.

5
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Il. ANALYSIS

“To join a party to an instituted IPR, the plain language of § 315(c)

requires two different decisions.” Facebook, Inc. v. Windy City Innovations,

LLC, 973 F.3d 1321, 1332 (Fed. Cir. 2020). First, we “determine whether

the joinder applicant’s petition for IPR ‘warrants’ institution under § 314.”

Id. Second,if the petition warrants institution, we then “decide whetherto

‘join as a party’ the joinder applicant.” Jd. In short, before determining

whetherto join Petitioner HTC as a party to the TCT IPR, wefirst determine

whetherthe petition warrants institution under § 314(a).

Institution of an interpartes review is discretionary. 35 U.S.C.

§ 314(a). The Supreme Court of the United States has explained that,

because § 314 includes no mandateto institute review,“the agency’s

decision to deny a petition is a matter committed to the Patent Office’s

discretion.” Cuozzo Speed Techs., LLC v. Lee, 136 8. Ct. 2131, 2140

(2016); see also Harmonic Inc. v. Avid Tech., Inc., 815 F.3d 1356, 1367

(Fed. Cir. 2016) (explaining that under § 314(a), “the PTO is permitted, but

never compelled, to institute an IPR proceeding”). The Director has

delegated his authority under § 314(a) to the Board. 37 C.F.R. § 42.4(a)

(“The Boardinstitutes the trial on behalf of the Director.”).

Under General Plastic, the Board may denya petition based on the

Director’s discretionary authority of § 314(a). General Plastic Co., Ltd. v.

Canon Kabushiki Kaisha, 1PR2016-01357, Paper 19 at 15 (PTAB Sept. 6,

2017) (precedential). Thus, before determining whetherto join HTC as a

party to the TCT IPR, even thoughthe Petition is a “copycat petition,” we

first determine whether application of the General Plastic factors warrants

6
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the exercise of discretion to deny the Petition under § 314(a). See Apple Inc.

v. Uniloc 2017 LLC, IPR2020-00854, Paper 9 at 5 (PTAB Oct. 28, 2020)

(precedential) (“Uniloc”).

Discretionary Denial — General Plastic

In this proceeding, Patent Owner argues that we should exercise our

discretion to denythis Petition by applying the General Plastic factors.

Opp. 11-15 (citing General Plastic, Paper 19 at 16-17); Sur-reply 2-4.

Forthe reasons set forth below, we determine to exercise our discretion to

denyinstitution.

In General Plastic, the Board articulated a list of non-exclusive

factors to be considered in determining whether to exercise discretion under

§ 314(a) to deny a petition:

1. whether the samepetitioner previously filed a petition directed
to the same claims of the same patent;

2. whetherat the time offiling of the first petition the petitioner
knew of the prior art asserted in the secondpetition or should
have known ofit;

3. whether at the time of filing of the second petition the
petitioner already received the patent owner’s preliminary
responseto thefirst petition or received the Board’s decision on
whetherto institute review in the first petition;

4, the length of time that elapsed between the time the petitioner
learned of the prior art asserted in the second petition and the
filing of the secondpetition;

5. whether the petitioner provides adequate explanation for the
time elapsed betweenthe filings of multiple petitions directed to
the same claims of the same patent;

6. the finite resources of the Board; and

7
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7. the requirement under 35 U.S.C. § 316(a)(11) to issue a final
determination not later than 1 year after the date on which the
Director notices institution of review.

General Plastic, Paper 19 at 16 (citing NVIDIA Corp. v. Samsung Elec. Co.,

IPR2016—00134, Paper 9 at 6-7 (PTAB May4, 2016)). In our analysis

below, we address each of these factors in turn.

Factor 1: “whether the same petitionerpreviouslyfiled a
petition directed to the same claims of the same patent”

Patent Ownerarguesthat Petitioner HTC already challenged the ’941

patent in CBM2017-00054, in which the Board deniedinstitution. Opp. 12;

CBM2017-00054, Paper 7 (Decision denyinginstitution). Patent Owner

contendsthatit filed a Preliminary Response in CBM2017-00054,

addressing the merits. Jd. Patent Owneralso avers that Petitioner HTC

“has benefitted from petitions and corresponding responsesfiled in other

proceedings, including CBM2016-00023, filed by Apple, and IPR2020-

01184, filed by Samsung.” Jd.

In its Reply, Petitioner HTC argues that Factor 1 weighsonlyslightly

against institution. Reply 5. Petitioner also avers that Patent Owner did not

substantively address the prior art in its Preliminary Response in CBM2017-

00054, and that the Board denied institution on the basis that the claims were

not CBM eligible without reachingthe priorart. Jd. (citing CBM2017-

00054, Paper 6 (Preliminary Response) and Paper 7 (Decision denying

institution)). Petitioner HTC further contends that Patent Ownerdid notfile

a preliminary response in CBM2016-00023filed by Apple and the Board
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exercised its discretion to deny the petition in IPR2020-01184, without

reaching the prior art grounds. Id.

In its Sur-reply, Patent Ownerarguesthatit is irrelevant whether the

Board did not substantively address the prior art in CBM2017-00054

because Petitioner HTC had the opportunity back in 2017 to file an inter

parties review petition. Sur-reply 4. Patent Owneralso contendsthat

Petitioner HTC doesnotidentify any reason for delaying more than four

years after it was served with a complaint,to file the Petition in this

proceeding. Id.

Wearenot persuaded by Petitioner HTC’s arguments. All of the

claims challenged in the Petition were challenged by the samepetitionerin

CBM2017-00054. The instant Petition challenges claims 1-3, 6-14, and 16

of the 941 patent, while the petition in CBM2017-00054 challenges claims

1-19 of the ’941 patent. Pet. 5; CBM2017-00054, Paper1 at 1.

Werecognizethat the Petition in CBM2019-00054 was denied

because the ’941 patent washeldto beineligible for a CBM review, without

reaching the merits of the prior art ground. CBM2017-00054, Paper 7 at2,

11. But, as Patent Ownerpoints out, Petitioner HTC fails to identify an

adequate reason for delaying more thanfour years after it was served with a

complaint,to file the instant Petition. Petitioner HTC could havefiled an

IPR petition concurrently with its petition in CBM2019-00054.

Asdiscussed below, Petitioner HTC should have known Hellman and Chou,

the primary reference and secondary reference asserted in both groundshere

whenfiling its first petition in 2017. Moreover, Petitioner HTC has
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benefitted from petitions filed in other proceedings, including CBM2016-

00023 filed by Apple and IPR2020-01184 filed by Samsung.

In light of the foregoing, we determinethat Factor 1 of General

Plastic weighs againstinstitution.

Factor 2: “whether at the time offiling ofthefirst petition the
petitioner knew oftheprior art asserted in the secondpetition or
should have known ofit”

Patent Ownerarguesthat this factor weighs against institution because

Petitioner HTC knew or should have knownofthe asserted priorart.

Opp. 13. Patent Ownerasserts that the public record of the Ancora v. Apple

case makesclear that Hellman and Chou were available and knownto

accusedinfringer of the 941 patent by August 25, 2015. Jd. (citing

Ex. 2004 (Apple’s 2015 Invalidity Contentions), 2, 3, 31).

Petitioner HTC argues that Factor 2 only weighs only slightly against

institution because Petitioner did not learn of Schneck until it began

preparingits invalidity contentions in 2019. Reply 5 (citing Ex. 2005).

In its Sur-reply, Patent Owner contends that Hellman and Chou were

available and could be found mucheasier than the art relied upon within

Petitioner HTC’s CBM petition demonstrates this factor weighs strongly

against institution. Sur-reply 3.

Weagree with Patent Ownerthat Petitioner HTC should have known
of Hellman and Chouasserted in both groundsin the instant Petition, at the

timeoffiling of the first petition. As Patent Ownerpoints out, Apple’s 2015

Invalidity Contentionsin a district court litigation involving the ’941 patent

makesclear that Hellman and Chou were publicly available and knownto

10
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accused infringer of the ’941 patent by August 25, 2015. Ex. 2004, 2, 3, 31.

Therefore, we determine that Factor 2 of General Plastic factor weighs

against institution.

Factor 3: “whether at the time offiling ofthe secondpetition the
petitioner already received the patent owner’s preliminary response
to thefirstpetition or received the Board’s decision on whetherto
institute review ofthefirst petition”

Patent Owner and Petitioner HTC argue Factor 1 and Factor 3

together. Opp. 12; Reply 5-6; Sur-reply 3-4. For the same reasonsstated

above, we concludethat Factor 3 also weights against institution.

Factor 4: “the length oftime that elapsed between the time the
petitioner learnedofthe prior art asserted in the secondpetition and
thefiling ofthe secondpetition”

Patent Ownerarguesthat this factor weighs againstinstitution.

Opp. 13; Sur-reply 3. Patent Ownerpoints out that Petitioner HTC wasfirst

served with a complaint alleging infringement of the °941 patent on

December 27, 2016—more than four years before filing this Petition.

Opp. 13. Patent Owner contents that Petitioner HTC has ample time to

identify art, long before filing this Petition because Hellman and Chou were

available and knownto accusedinfringers of the °941 patent as early as

August 2015. /d. (citing Ex. 2004, 2, 3, 31).

Petitioner HTC argues that Factor4 is neutral because any delayis

due to the fact that Petitioner HTC’s ability to bring a joinder-type IPR

petition did not arise until another party filed its own petition. Reply 5.

Accordingto Petitioner, it did not learn of the art in this Petition until after

11
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the Federal Circuit appeal whenthedistrict court proceedings resumed in

late 2018. Id.

Asdiscussed above, we agree with Patent Ownerthat Petitioner HTC

should have known of Hellman and Chouatthe time of filing ofthefirst

petition. Apple’s 2015 Invalidity Contentionsin a district court litigation

involving the ’941 patent makesclear that Hellman and Chou were publicly

available and knownto accused infringer of the 941 patent by August 25,

2015. Ex. 2004, 2, 3, 31. Petitioner HTC could have filed an IPR petition

concurrently with its petition in CBM2019-00054, instead of waiting more

than 4 years to join with another IPR proceeding. Therefore, Factor 4 of

General Plastic weighs against institution.

Factor 5: “whether the petitioner provides adequate explanationfor
the time elapsed betweenfilings ofmultiple petitions directed to the
same claims ofthe same patent”

Patent Owner arguesthat this factor weighs against institution because

Petitioner has not explained the four-year time elapsed betweenthefiling of

the Petition filed in CBM2017-00054 andthis Petition. Opp. 13-14.

In its Reply, Petitioner HTC arguesthis factor weighs heavily in favor

of institution because Petitioner filed its Motion for Joinder only three days

after institution of IPR2020-01609. Reply 4.

In its Sur-reply, Patent Ownerarguesthat Petitionerfails to address

adequately the four-year time period that elapsed betweenthefirst Petition

and this Petition, and improperly focuses on its filing of the Motion for

Joinder. Sur-reply 2.

12

0316



0317

IPR2021-00570

Patent 6,411,941 B1

We agree with Patent Owner. As discussed above,Petitioner should

have known of Hellman and Chouat the timeoffiling of the first Petition.

Apple’s 2015 Invalidity Contentionsin a district court litigation involving

the ’941 patent makes clear that Hellman and Chou werepublicly available

and knownto accused infringer of the °941 patent by August 25, 2015.

Ex. 2004, 2, 3, 31. Petitioner does not explain why it could not havefiled an

IPR petition concurrently with its Petition filed in CBM2017-00054.

Therefore, Factor 5 of General Plastic weighs against institution,

Factor 6: “thefinite resources ofthe Board”

Patent Ownerarguesthat the resources spent by the Board onthis

Petition would duplicate various district court efforts, includingtrial

between Ancora and Samsungthat is scheduled in April 2021, and trial

between Ancora and LG thatis scheduled to begin on June 7, 2021. Opp. 14

(citing Ex. 2008); Sur-reply 2.

In its Reply, Petitioner argues that this factor heavily favors institution

because “this IPR would be more likely to conclude before the district court

would decide dispositive motions on validity, muchlesstrial.” Reply 3-4.

Asdiscussed above, the instant Petition is Petitioner HTC’s second

petition challenging the ’941 patent. Like in Uniloc, joinderin this

circumstance would allow Petitioner HTC to continue a proceeding even

after settlement with the primary petitioner, based on a second attempt by

Petitioner HTC. See Uniloc, Paper 9 at 11-12. Therefore, we determine the

sixth General Plastic factor weighs in favor of denyinginstitution.

13
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Factor 7: “the requirement under 35 U.S.C. $ 316(a)(11) to issue a
final determination not later than 1 year after the date on which the
Director notices institution ofreview”

Patent Ownerarguesthat this factor weighs against institution because

“the only way to conductatrial in this proceeding is to delay the Original

Proceeding by at least two mounts and likely more.” Opp. 15. Petitioner

counters that Factor 7 favors institution because Petitioner “agreed to adhere

to the operative schedule in IPR2020-01609 and that has not changed,” and

that the Patent Owner“speculates about delay in the IPR schedule.”

Reply 3. We agree with Petitioner.

Therefore, we determine the seventh General Plastic factor does not

weigh in favor of exercising discretion to denyinstitution.

Conclusion on the General Plastic Factors

Upon consideration ofall General Plastic factors and the arguments

presented bythe parties for and against the exercise of discretionary denial

under § 314(a), we concludethat on balance, the majority of the factors

(Factors 1-3, 5, and 6) weigh in favor of denying institution. Therefore, we

exercise our discretion under § 314(a) to deny the instant Petition.

II. DENIAL OF MOTION FOR JOINDER

Asstated above, the Director may join a party to an ongoing IPR only

if the filed petition warrantsinstitution under § 314. 35 U.S.C. § 315(c).

Because weare exercising discretion to deny institution under § 314, we

deny Petitioner HT'C’s Motion for Joinder.

14
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IV. ORDER

Accordingly,it is

ORDEREDthat, pursuant to 35 U.S.C. § 314(a), the Petitionis

denied; and

FURTHER ORDEREDthat the Motion for Joinder is denied.
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I. INTRODUCTION

LG Electronics, Inc. and LG Electronics U.S.A.Inc. (collectively,

“Petitioner” or “Petitioner LG”) filed a Petition requesting an inter partes

review (“IPR”) of claims 1-3, 6-14, and 16 (“the challenged claims’’) of

U.S. Patent No. 6,411,941 B1 (Ex. 1001, “the ’941 patent”). Paper 1

(“Pet.”). Petitioner LG also filed a Motion for Joinder (Paper 3, “Mot.”),

seeking to join as a party to TCT Mobile (US) Inc. v. Ancora Technologies,

Inc. IPR2020-01609 (the “TCT IPR”), and a Reply (Paper 10, “Reply’’).

Ancora Technologies, Inc. (“Patent Owner”) filed an Opposition to

Petitioner LG’s Motion for Joinder (Paper 9, “Opp.”), a Sur-reply (Paper 11,

“Sur-reply’”), and a Preliminary Response (Paper 14, “Prelim. Resp.”).

For reasons discussed below, we do notinstitute an interpartes

review of the challenged claims and deny the Motion for Joinder.

A. Related Matters

The parties indicate that the °941 patent is involved in the following

district court proceedings: Ancora Technologies, Inc. v. TCT Mobile (US)

Inc., No. 8:19-cv-02192 (C.D. Cal.); Ancora Technologies, Inc. v. Lenovo

Group Limited, No. 1:19-cv-01712 (D. Del.); Ancora Technologies, Inc. v.

Sony Corp., No. 1:19-cv-01703 (D. Del.); Ancora Technologies, Inc. v. LG

Electronics, Inc., No. 1:20-cv-00034 (W.D. Tex.) (the “LG case”); Ancora

Technologies, Inc. v. Samsung Electronics Co., No. 6:19-cv-00385 (W.D.

Tex.); and Ancora Technologies, Inc. v. HTC America, Inc., No. 2:16-cv-

01919 (W.D. Wash.). Pet. 3~4; Paper 4, 1-2.
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The ’941 patent also was involved in exparte Reexamination No.

90/010,560. Ex. 1001, 8-9 (Ex Parte Reexamination Certificate issued on

June 1, 2010, confirming the patentability of claims 1-19 and indicating that

no amendments have been madeto the patent).

In addition, the °941 patent was involved in the following

proceedings: Apple Inc. v. Ancora Technologies, Inc., CBM2016-00023

(Institution Denied); HTC America, Inc. v. Ancora Technologies, Inc.,

CBM2017-00054 (Institution Denied); Samsung Electronics Co., Ltd. v.

Ancora Technologies, Inc., IPR2020-01184 (Institution Denied).

The 941 patent is currently involved in the following: TCT Mobile

(US) Inc. v. Ancora Technologies, Inc., IPR2020-01609; HTC Corporation

v. Ancora Technologies, Inc., 1PR2021-00570; Samsung Electronics Co.,

Ltd. v. Ancora Technologies, Inc., IPR2021-00583; and Sony Mobile

Communications AB v. Ancora Technologies, Inc., JPR2021-00663.

B. The ’941 patent

The °941 patent discloses a methodofrestricting software operation

within a license limitation that is applicable for a computer havinga first

non-volatile memory area, a second non-volatile memory area, and a volatile

memory area. Ex. 1001, code (57). According to the ’941 patent, the

methodincludesthe steps of selecting a program residing in the volatile

memory,setting up a verification structure in the non-volatile memories,
verifying the program using the structure, and acting on the program

accordingto the verification. Id.
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Figure | of the 941 patent is reproduced below.

151 NON—VOLATILE z NON— = ; |MEMORY ana MemonTE (=)2-- 9

REYED] LICENCE RECOROS (10) (11) (12)
   

LICENSE BUREAU (7)
 

Figure 1 above shows a schematic diagram of computer processor1

and license bureau 7. Jd. at 5:9-19. Computer processor 1 is associated

with input operations 2 and output operations 3. Jd. Computer processor 1

containsfirst non-volatile memory area 4 (e.g., the ROM section ofthe

Basic Input / Output System (“BIOS”)), second non-volatile memory area 5

(e.g., the E7PROM section of the BIOS), and volatile memory area 6 (e.g.,

the internal RAM memory of the computer). Jd.

C. Illustrative Claim

Ofthe challenged claims, only claim 1 is independent. Claims2,3,

6-14, and 16 directly or indirectly depend from claim 1. Claim 1 is

illustrative:

1. A methodofrestricting software operation within a license for
use with a computer including an erasable, non-volatile memory
area of a BIOSofthe computer, and a volatile memory area; the
method comprising the stepsof:

selecting a program residing in the volatile memory,

4
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using an agent to set up a verification structure in the erasable,
non-volatile memory of the BIOS, the verification structure
accommodating data that includesat least one license record,

verifying the program using at least the verification structure
from the erasable non-volatile memory of the BIOS, and

acting on the program accordingto the verification.

Ex. 1001, 6:59:67-7:4.

D. Prior Art Relied Upon

Petitioner LG relies upon the references listed below (Pet. 5-6):

Reference Exhibit No.

Hellman, U.S. Patent No. 4,658,093 Apr. 14, 1987|Ex. 1004

Chou, U.S. Patent No. 5,892,906 — Apr. 6, 1999|Ex. 1005

Schneck, U.S. Patent No. 5,933,498 Aug. 3, 1999|Ex. 1006

E. Asserted Grounds of Unpatentability

 
Petitioner LG asserts the following grounds of unpatentability (Pet. 6):

Claims Challenged|35 U.S.C.§'

1,2, 11, 13 103(a) Hellman, Chou

1-3, 6-14, 16 . 103(a) Hellman, Chou, Schneck

' The Leahy-Smith America Invents Act (“AIA”), Pub. L. No. 112-29,
125 Stat. 284, 287-88 (2011), amended 35 U.S.C. § 103. Because the
’941 patent wasfiled before March 16, 2013, the effective date of the
relevant amendment, the pre-AIA version of § 103 applies.

5
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Il. ANALYSIS

Discretionary Denial Under 35 U.S.C. § 314(a)

“To join a party to an instituted IPR, the plain language of § 315(c)

requires two different decisions.” Facebook, Inc. v. Windy City Innovations,

LLC, 973 F.3d 1321, 1332 (Fed. Cir. 2020). First, we “determine whether

the joinder applicant’s petition for IPR ‘warrants’ institution under § 314.”

Id. Second,if the petition warrants institution, we then “decide whetherto

‘join as a party’ the joinder applicant.” Jd. In short, before determining

whetherto join Petitioner LG as a party to the TCT IPR,wefirst determine

whetherthe petition warrants institution under § 314(a).

Institution of an inter partes review is discretionary. 35 U.S.C.

§ 314(a). The Supreme Court of the United States has explained that,

because § 314 includes no mandate toinstitute review,“the agency’s

decision to denya petition is a matter committed to the Patent Office’s

discretion.” Cuozzo Speed Techs., LLC v. Lee, 136 S. Ct. 2131, 2140

(2016); see also Harmonic Inc. v. Avid Tech., Inc., 815 F.3d 1356, 1367

(Fed. Cir. 2016) (explaining that under § 314(a), “the PTO is permitted, but

never compelled, to institute an IPR proceeding”). The Director has

delegated his authority under § 314(a) to the Board. 37 C.F.R. § 42.4(a)

(“The Boardinstitutes the trial on behalf of the Director.”).

In this proceeding, Patent Ownerargues that we should exercise

discretion to deny institution under § 3 14(a) because each ofthe factors
identified in Apple Inc. v. Fintiv, Inc.,PR2020-00019, Paper 11 (PTAB
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Mar. 20, 2020) (precedential) (“Fintiv”), weighs in favor of discretionary

denial here. Opp. 16-21.

In Fintiv, the Board ordered supplemental briefing on a nonexclusive

list of factors for consideration in analyzing whether the circumstancesof a

parallel district court action are a basis for discretionary denial oftrial

institution under NHK Spring Co.v. Intri-Plex Techs., Inc., IPR2018-00752,

Paper 8 (PTAB Sept. 12, 2018) (precedential). Fintiv, Paper 11 at 5—16.

Thosefactors include:

1. whether the court granted a stay or evidence exists that one
may begrantedif a proceedingisinstituted;

2. proximity of the court’s trial date to the Board’s projected
statutory deadline for a final written decision;

3. investment in the parallel proceeding by the court and the
parties;

4. overlap betweenissues raised in the petition andin the parallel
proceeding;

5. whether the petitioner and the defendant in the parallel
proceeding are the sameparty; and

6. other circumstances that impact the Board’s exercise of
discretion, including the merits.

Id. at 5—6. Here, we consider these factors to determine whether we should

exercise discretion to denyinstitution. In evaluating the factors, we take a

holistic view of whetherefficiency and integrity of the system are best

served by denyingorinstituting review. Fintiv, Paper 11 at 6.
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Factor 1: whether the court granted a stay or evidence exists
that one may be granted ifa proceedingis instituted

Patent Ownerargues that no stay has been requested in the parallel

district court proceedings, nor is one likely to be granted. Opp. 17. On the

record before us, neither party has produced evidencethat a stay has been

requested orthat the district court has considereda stay in the parallel

litigation, the LG case. Therefore, we find that Factor 1 is neutral.

Factor 2: proximity ofthe court's trial date to the Board’s
projected statutory deadlinefor a final written decision

As the Board explained in Fintiv, “[i]f the court’s trial date is earlier

than the projected statutory deadline, the Board generally has weighedthis

fact[or] in favor of exercising authority to deny institution under NHK.”

Fintiv, Paper 11 at 9 (emphasis added). Here, as of the time of this Decision,

the parallel trial in the LG case would appearto havealready started, more

than eight months before a Final Written Decision would be duein the

proceeding which Petitioner seeks to join. Reply 7; Sur-reply 4; Ex. 2008

(Fourth Amended Scheduling Order), 3; IPR2020-01609, Paper 7

(Institution Decision entered on February 16, 2021). Therefore, this factor

weighs against institution.

Factor 3: investmentin the parallelproceeding by the court
and the parties

Patent Ownerarguesthat this factor weighs against institution because

the facts in this case demonstrate extensive investmentin the parallel

proceedings. Opp. 18-19. We agree with Patent Owner. Accordingto the

8
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Fourth Amended Scheduling Orderin the parallel litigation, the parties have

already finished claim construction and expert discovery, anddispositive

motions including summary judgmentare fully briefed. Ex. 2008,3.

Therefore, weighing the facts in this particular case, including the

time invested by the parties and the district court in the parallellitigation, the

extent to which the investmentin the district court proceedingrelates to

issues of patent validity, and the timing ofthe filing of the Petition, we find

that this factor weighs against institution.

Factor 4: overlap between issues raised in the petition and in
the parallelproceeding

This factor evaluates “concernsof inefficiency and the possibility of

conflicting decisions” when substantially identical prior art is submitted in

both the district court and the inter partes review proceedings. Fintiv,

Paper 11 at 12. In this regard, Petitioner LG arguesthat it “stipulates that if

its joinder petition is instituted before the trial date of June 7, 2021, it will

not subsequentlyassert invalidity in the district court on the same grounds

asserted in the IPR or on the basis of the Hellman reference, either alone or

in combination with any other reference.” Reply 7.

Patent Ownercounters that Petitioner LG’s stipulation will not avoid

duplication of effort becauseit falls short of the stipulation in Sotera that

includes “any other ground. . . that was raised or could have been

reasonably raised in an IPR.” Sur-reply 3—4 (citing Sotera Wireless, Inc.v.

Masimo Corp., IPR2020-01019, Paper 12 at 18-19 (PTABDec.1, 2020)

(precedential).
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Weagree with Patent Ownerthatthere is a significant overlap

between the issues raised in the Petition and in the parallel district court

proceeding. Petitioner LG’s stipulation, however, somewhat mitigates the

“concerns of inefficiency and the possibility of conflicting decisions.”

Wenotethat Petitioner LG’s stipulation is narrow, not a broad stipulation

that includes “any groundraised, or that could have been reasonably

raised.” See Sotera, Paper 12 at 19; see also Sand Revolution I, LLCv.

Continental Intermodal Group — Trucking LLC, IPR2019-01393, Paper 24 at

12 n.5 (PTAB June 16, 2020) (informative) (noting that a broad stipulation

better addresses concerns of duplicative efforts and potentially conflicting

decisions in a much moresubstantial way). Therefore, we find that this

factor weighs marginally against denying institution.

Factor 5: whether the petitioner and the defendantin the
parallel proceeding are the same party

“If a petitioner is unrelated to a defendant in an earlier court

proceeding, the Board has weighedthis fact against exercising discretion to

deny institution under NHK.” Fintiv, Paper 11 at 13-14 (emphasis added).

Wherethe petitioneris also a defendant in an earlier court proceeding,this

factor has generally weighed in favor of discretionary denial. Sand

Revolution, Paper 24 at 12-13. Here,it is undisputed that Petitioner LG is a

co-defendant in theparallel litigation. Pet. 3. Therefore, this factor weighs

in favor of denying institution.

10
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Factor 6: other circumstances that impact the Board’s exercise
ofdiscretion, including the merits.

Thefinal Fintiv factor is a catch-all that takes into account any other

relevant circumstances. The decision whetherto exercise discretion to deny

institution under § 314(a) is based on “a balanced assessmentofall relevant

circumstancesin the case, including the merits.” Consolidated Trial Practice

Guide 58. A full merits analysis is not necessary as part of deciding whether

to exercise discretion not to institute, but rather the parties may pointout, as

part of the factor-based analysis, particular “strengths or weaknesses”to aid

the Board in deciding whether the merits tip the balance one way or another.

See Fintiv, Paper 11 at 15-16.

Petitioner LG arguesthat “the Board has already determinedthat

there is a reasonable likelihood that the [’941] patent is invalid.” Reply 7.

But, the mere fact that a party may have metits institution burdenis not the

same as an argumentasto the particular strengths (or weaknesses) of the

challenged. Based on this preliminary record and absence of substantive

argumenthighlighting any particular strengths of the challenge, we find that

Factor 6 of Fintiv is neutral.

Conclusion on Discretionary Denial under § 314(a)

As noted in Fintiv, we consider the above six factors when taking “a

holistic view of whetherefficiency and integrity of the system are best

served by denyingorinstituting review.” Fintiv, Paper 11 at 6. As

discussed above, Factors 1 and 6 are neutral, Factors 2, 3, and 5 weigh in

favor of exercising our discretion to deny institution, and Factor 4 weighs

1]
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marginally against exercising ourdiscretion to denyinstitution.

Accordingly, we exercise our discretion under § 314(a) to denyinstitution of

this proceeding.

III. DENIAL OF MOTION FOR JOINDER

Asstated above, the Director may join a party to an ongoing IPR only

if the later-filed petition warrants institution under § 314(a). 35 U.S.C.

§ 315(c). Because weare exercising discretion to deny institution under

§ 314(a), we deny Petitioner LG’s Motion for Joinder.

IV. ORDER

Accordingly,it is

ORDEREDthat, pursuant to 35 U.S.C. § 314(a), the Petition is

denied; and

FURTHER ORDEREDthat the Motion for Joinderis denied.
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I. INTRODUCTION

Sony Mobile Communications AB, Sony Mobile Communications,

Inc., Sony Electronics Inc., and Sony Corporation (collectively, “Petitioner

Sony”) filed a Petition requesting an inter partes review (“IPR”) of claims

1-3, 6-14, and 16 (“the challenged claims”) of U.S. Patent No. 6,411,941

B1 (Ex. 1001, “the ’941 patent’). Paper 1 (“Pet.”). Petitioner Sony also

fileda Motion for Joinder (Paper4, “Mot.”), seeking to join as a party to
TCT Mobile (US) Inc. v. Ancora Technologies, Inc. [PR2020-01609

(the “TCT IPR”), and a Reply (Paper 14, “Reply’”). Ancora Technologies,

Inc. (“Patent Owner’) filed an Opposition to Petitioner Sony’s Motion for

Joinder (Paper 10, “Opp.”’), a Preliminary Response (Paper 13, “Prelim.

Resp.”’), and a Sur-reply (Paper 16, “Sur-reply”).

For reasonsdiscussed below, weinstitute an interpartes review ofthe

challenged claims and grant Petitioner Sony’s Motion for Joinder.

A. Related Matters

The parties indicate that the ’941 patent is involved in the following

district court proceedings: Ancora Technologies, Inc. v. TCT Mobile (US)

Inc., No. 8:19-cv-02192 (C.D. Cal.); Ancora Technologies, Inc. v. Lenovo

Group Limited, No. 1:19-cv-01712 (D. Del.); Ancora Technologies, Inc. v.

Sony Corp., No. 1:19-cv-01703 (D. Del.) (the “Sony case”); Ancora

Technologies, Inc. v. LG Electronics, Inc., No. 1:20-cv-00034 (W.D.Tex.)

(the “LG case”); Ancora Technologies, Inc. v. Samsung Electronics Co., No.

6:19-cv-00385 (W.D. Tex.); and Ancora Technologies, Inc. v. HTC America,

Inc., No. 2:16-cv-01919 (W.D. Wash.). Pet. 3-4; Paper 9, 1-2.
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The ’941 patent also was involved in ex parte Reexamination No.

90/010,560. Ex. 1001, 8-9 (Ex Parte Reexamination Certificate issued on

June 1, 2010, confirming the patentability of claims 1-19 and indicating that

no amendments have been madeto the patent).

In addition, the 941 patent was involvedin the following

proceedings: Apple Inc. v. Ancora Technologies, Inc., CBM2016-00023

(Institution Denied); HTC America, Inc. v. Ancora Technologies, Inc.,

CBM2017-00054 (Institution Denied); and Samsung Electronics Co., Ltd. v.

Ancora Technologies, Inc., IPR2020-01184 (Institution Denied).

The ’941 patent is currently involved in the following: TCT Mobile

(US) Inc. v. Ancora Technologies, Inc., IPR2020-01609; HTC Corporation

y. Ancora Technologies, Inc., IPR2021-00570; LG Electronics, Inc. v.

Ancora Technologies, Inc., IPR2021-00581; and Samsung ElectronicsCo. v.

Ancora Technologies, Inc., IPR2021-00583.

B. The ’94] patent

The ’941 patent discloses a methodofrestricting software operation

within a license limitation that is applicable for a computer havinga first

non-volatile memory area, a second non-volatile memory area, andavolatile

memory area. Ex. 1001, (57). According to the °941 patent, the method

includes the steps of selecting a program residing in the volatile memory,

setting up a verification structure in the non-volatile memories,verifying the

program usingthe structure, and acting on the program accordingto the

verification. Jd.
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Figure 1 of the ’941 patent is reproduced below.
od

1st NON~VOLATILE 2nd NON-VOLATILEMEMORY o MEMORY iF @)
ian

LICENCE RECORDS (10) (11) (12)

LICENSE PROGRAM 
Tay {sy ‘os

ii

LICENSE BUREAU=(7)

Figure 1 above shows a schematic diagram of computer processor 1|

and license bureau 7. Jd. at 5:9-19. Computer processor | is associated

with input operations 2 and output operations 3. Jd. Computer processor |

contains first non-volatile memoryarea 4 (e.g., the ROM section of the

Basic Input / Output System (“BIOS”)), second non-volatile memoryarea 5
(e.g., the E7PROM section of the BIOS), and volatile memoryarea6 (e.g.,

the internal RAM memory of the computer). Jd.

C. Illustrative Claim

Ofthe challenged claims, only claim1is independent. Claims2,3,
6-14, and 16 directly or indirectly depend from claim 1. Claim 1 is

illustrative:
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1. A method ofrestricting software operation within a license for
use with a computer including an erasable, non-volatile memory
area of a BIOSof the computer, and a volatile memory area; the
method comprising the stepsof:

selecting a program residing in the volatile memory,

using an agentto set upaverification structurein the erasable,
non-volatile memory of the BIOS, the verification structure
accommodating data that includes at least one license record,

verifying the program using at least the verification structure
from the erasable non-volatile memory of the BIOS, and

acting on the program accordingto the verification.

Ex. 1001, 6:59:67—7:4 (emphasis added).

D. Prior Art and Other Evidence Relied Upon

Petitioner Sony relies upon the referenceslisted below (Pet. 5):

Reference Date Exhibit No.
Hellman, U.S. Patent No. 4,658,093 Apr. 14, 1987|Ex. 1004

Chou, U.S. Patent No. 5,892,906 Apr. 6, 1999|Ex. 1005

Schneck, U.S. Patent No. 5,933,498 Aug. 3, 1999|Ex. 1006

Petitioner Sony also relies upon the Declaration of Erez Zadok, Ph.D.

 
Ex. 1015. Dr. Zadoktestifies that he agrees with the facts, analysis, and

conclusions in the Declaration of Andrew Wolfe, Ph.D. (Ex. 1003), and he

adopts the testimonyin sections I.C—-IV of Dr. Wolfe’s Declaration ashis

ownfor purposesof this proceeding. Ex. 1015 4 33.
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E. Asserted Grounds of Unpatentability

Petitioner Sony asserts the following grounds of unpatentability

(Pet. 6):

Claims Challenged|35 U.S.C.§!

1, 2, 11, 13 103(a) Hellman, Chou

1-3, 6-14, 16 103(a) Hellman, Chou, Schneck

II. DISCRETIONARY DENIAL

 
 

  
 

  

 

 

“To join a party to an instituted IPR, the plain language of § 315(c)

requires two different decisions.” Facebook, Inc. v. Windy City Innovations,

LLC, 973 F.3d 1321, 1332 (Fed. Cir. 2020). First, we “determine whether

the joinder applicant’s petition for IPR ‘warrants’ institution under § 314.”

Id. Second,if the petition warrants institution, we then “decide whetherto

‘join as a party’ the joinderapplicant.” Jd. In short, before determining

whether to join Petitioner Sony as a party to the TCT IPR,wefirst determine

whetherthe petition warrantsinstitution under § 314(a).

Institution of an inter partes review is discretionary. 35 U.S.C.

§ 314(a). The Supreme Court of the United States has explainedthat,

because § 314 includes no mandateto institute review, “the agency’s

decision to denyapetition is a matter committed to the Patent Office’s

discretion.” Cuozzo Speed Techs., LLC v. Lee, 136 S. Ct. 2131, 2140

' The Leahy-Smith America Invents Act (“AIA”), Pub. L. No. 112-29,
125 Stat. 284, 287-88 (2011), amended 35 U.S.C. § 103. Because the
°941 patent was filed before March 16, 2013, the effective date of the
relevant amendment, the pre-AIA version of § 103 applies.
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(2016); see also Harmonic Inc. v. Avid Tech., Inc., 815 F.3d 1356, 1367

(Fed. Cir. 2016) (explaining that under § 314(a), “the PTO is permitted, but

never compelled, to institute an IPR proceeding”). ‘The Director has

delegated his authority under § 314(a) to the Board. 37 C.F.R. § 42.4(a)

(“The Boardinstitutes the trial on behalf of the Director.”).

Asthe Consolidated Trial Practice Guide (“Consolidated Practice

Guide”)* at 56 noted, the AIA was “designed to establish a moreefficient

and streamlined patent system that will improve patent quality and limit

unnecessary and counterproductivelitigation costs.” H.R. Rep. No. 112-98,

pt. 1, at 40 (2011), reprinted in 2011 U.S.C.C.A.N. 67, 69 (Post grant

reviews were meantto be “quick and cost effective alternatives to

litigation”); see also S. Rep. No. 110-259, at 20 (2008). The Board

recognized these goals of the AJA,but also “recognize[d] the potential for

abuse of the review process by repeated attacks on patents.” Gen. Plastic

Indus. Co. v. Canon Kabushiki Kaisha, IPR2016-01357, Paper 19 at 16-17
(PTAB Sept. 6, 2017) (§ II.B.4.i designated precedential).

A. General Plastic Factors

In this proceeding, Patent Owner argues that we should exercise our

discretion to deny this Petition by applying the General Plastic factors.

Opp. 11-15; Sur-reply 2-3. For the reasons set forth below, we decline to

exercise our discretion to deny institution under General Plastic factors.

? Available at https://www.uspto.gov/TrialPracticeGuideConsolidated; see
also 84 Fed. Reg. 64,280 (Nov. 21, 2019).

7
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In General Plastic, the Board articulated a list of non-exclusive

factors to be considered in determining whetherto exercise discretion under

§ 314(a) to deny a petition:

1. whether the samepetitioner previously filed a petition directed
to the same claimsof the same patent;

2. whetherat the time offiling of thefirst petition the petitioner
knew of the prior art asserted in the second petition or should
have knownofit;

3. whether at the time of filing of the second petition the
petitioner already received the patent owner’s preliminary
responseto the first petition or received the Board’s decision on
whetherto institute review in the first petition;

4. the lengthof time that elapsed betweenthe time the petitioner
learned of the prior art asserted in the second petition and the
filing of the second petition;

5. whether the petitioner provides adequate explanation for the
time elapsed betweenthefilings of multiple petitions directed to
the same claims of the samepatent;

6. the finite resources of the Board; and

7. the requirement under 35 U.S.C. § 316(a)(11) to issue a final
determination not later than 1 year after the date on which the
Director notices institution of review.

General Plastic, Paper 19 at 16 (citing NVIDIA Corp. v. Samsung Elec. Co.,

IPR2016-00134, Paper 9 at 6-7 (PTAB May4, 2016)). In our analysis

below, we address each of these factors in turn.

Factor 1: “whether the same petitioner previouslyfiled a
petition directed to the sameclaims ofthe same patent”’

The General Plastic analysis applies to multiple petitions filed by

different petitioners that have a “significant relationship,” challenging the

same claims of the same patent. Valve Corp. v. Elec. Scripting Prods., Inc.,

8
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IPR2019-00062, Paper 11 at 9-10 (PTAB Apr. 2, 2019) (precedential)

(holding that the petitioner and the prior petitioner have a “significant

relationship” because they “were co-defendants in the District Court

litigation and were accusedofinfringing the [challenged] patent based on

the [same] devices”).

Here, Patent Owner acknowledgesthat Petitioner Sony did not

previously file a petition directed to the °941 patent. Opp. 13. Nevertheless,

Patent Owner arguesthat other accused infringers hadfiled prior petitions

challenging the 941 patent—namely, Apple in CBM2016-00023, HTC in

CBM2017-00054, and Samsung in IPR2020-01184. Jd. Patent Owner

contendsthat “[t]hese accusedinfringers sell similar, competing products

and are consequently motivated to pursue similar approachesto invalidating

the °941 patent—as evidencedbytheflurry of me-too petitions filed after

institution of IPR2021-01609.” Id.

In its Reply, Petitioner Sony counters that this factor weighs in favor

of institution because the numberofpetitions filed by other petitioners

challenging the 941 patent is the result of Patent Owner’s litigation activity.

Reply 4. Petitioner Sony also argues that it “is neither a co-defendant with

any other petitioners nor hasit contributed to or coordinated with their IPR

filings.” Jd. at 3.

In its Sur-reply, Patent Ownerarguesthat this factor weighs against

institution because Petitioner Sony did not timely file a petition within the

one-year statutory deadline under § 315(b) and Petitioner Sony has had the

benefit of reviewing several prior petitions. Sur-reply 2.

Based on the evidence of record, we find that Factor 1 of General

Plastic weighs against denying institution because Petitioner Sony did not

9
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file a prior petition challenging the 941 patent, nor doesit have a significant

relationship with any ofthe prior petitioners. As Patent Owner admits,

Petitioner Sony did not previously file a petition directed to the °941 patent.

Opp. 13. Theinstant Petition is the first petition filed by Petitioner Sony

challenging the ’941 patent, and Petitioner Sonyhas not filed a second

petition challenging the same patent. There is no evidenceonthis record

that Petitioner Sony has used the review processas tools for harassment

through repeated attacks on the same patent. Theefficiency andfairness

concernsthat underlie the General Plastic analysis are not implicated in this

proceeding.

Furthermore, unlike Valve, Petitioner Sony does not havea significant

relationship with the prior petitioners (Apple, HTC, and Samsung)

challenging the °941 patent. Notably, Patent Owner sued Petitioner Sony

separately from its competitors, Apple, HTC, and Samsungin different

forums. Ex. 2007 (Complaintagainst Sony only). Patent Owneralso admits

that Petitioner Sony andthe otherprior petitionerssell “competing

products,”not the same product. Opp. 13. Further, we agree with Petitioner

Sonythat the numberofpetitions filed by other petitioners challenging the

°941 patent is the result of Patent Owner’s litigation activity in that it has

sued more than ten different parties in lawsuits staggered over twelve years.

Reply 4; Opp. 2-6. Each priorpetitioner filed a petition in response to

Patent Owner’s lawsuit for infringement. Opp. 2-6. A commondesire to

challenge the validity of the asserted patent without moreis insufficient to

establish that Petitioner Sony hasasignificantrelationship with the other

prior petitioners. As Petitioner Sony notes,it “is neither a co-defendant with

any otherpetitioners nor has it contributed to or coordinated with their IPR

10

0343



0344

IPR2021-00663

Patent 6,411,941 Bl

filings.” Reply 3. In short, we find that Petitioner Sony does not have a

significant relationship with the otherpetitioners.

In addition, we are not persuaded by Patent Owner’s argument that

Petitioner Sony did not timely file a petition with the one-yearstatutory

deadline under § 315(b). Sur-reply 2. That time limitation does not apply to

this proceeding becausethe Petition is accompanied by a request for joinder

and joinderis granted. See 35 U.S.C. § 315(b) (stating that “[t]he time

limitation set forth in the preceding sentence shall not apply to a request for

joinder”); 37 C.F.R. § 42.122(b); see also Facebook, 973 F.3d at 1333

(“Beginning with the statutory language, § 315(b) articulates the time-bar for

when an IPR ‘maynotbeinstituted.’ 35 U.S.C. § 315(b). But § 315(b)
includes a specific exception to the time bar. By its own terms,‘[t]he time

limitation . . . shall not apply to a request for joinder under subsection

(c).” Id.”). Unlike Apple Inc. v. Uniloc 2017 LLC, IPR2020-00854, Paper 9

at 2 (PTAB Oct. 28, 2020) (precedential) (“Uniloc’’), where the petitioner

hadfiled a prior petition before filing a joinder petition, Petitioner Sony here

has notfiled a prior petition challenging the ’941 patent.

In light of the foregoing, we determine that Factor 1 of General

Plastic weighsin favorofinstitution.

Factor 2: “whether at the time offiling ofthefirstpetition the
petitioner knew ofthe prior art asserted in the secondpetition
or should have knownofit”

Patent Ownerarguesthat “Sony knew or should have knownlong ago

about the art” because the “public record from Ancora v. Apple makesclear

that the Hellman and Choureferences were publicly available and were

11
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likely known whenSonyservedits invalidity contentions.” Opp. 13-14;

Sur-reply 2-3.

Patent Owner’s argumentis unavailing. It is irrelevant that Petitioner

Sony knewofthepriorart asserted in this proceeding when Petitioner Sony

served its invalidity contentions. This factor is based on whether the

petitioner knew oftheprior art asserted in the secondpetition at the time of

filing of thefirst petition. General Plastic, Paper 19 at 16.

Patent Owner improperly presumesthe instantPetition is Petitioner

Sony’s second petition challenging the 941 patent. As discussed above,the

instant Petition is Petitioner Sony’sfirstpetition challenging the ’941 patent,

not the second. Patent Owner admitsthat Petitioner Sony did not previously

file a petition directed to the 941 patent. Opp. 13. Unlike Valve,Petitioner

Sony does not haveasignificant relationship with otherprior petitioners

challenging the same patent. Therefore, this case is distinguished onits facts

from those facts decisive in General Plastic and Valve. See Netflix, Inc. v.

Broadcom Corp., IPR2020-01423, Paper 7 at 5-6 (PTAB Mar.11, 2021)

(a prior petition filed by an unrelated petitioner is not a basis for denial of

institution).

In light of the foregoing, we find that Factor 2 of General Plastic

weighs strongly in favorof institution.

12
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Factor 3: “whetherat the time offiling ofthe secondpetition
the petitioner already received the patent owner’s preliminary
responseto thefirstpetition or received the Board’s decision
on whetherto institute review ofthefirst petition”

Patent Ownerarguesthat this factor weighs against institution because

Petitioner “Sony has benefitted from petitions and corresponding responses

filed in prior proceedings.” Opp. 14; Sur-reply 2.

Patent Owner’s argumentis unavailing. This factor is based on

whetherthe petitioner already received the patent owner’s preliminary

response or the decision oninstitution to the first petition at the time offiling

of the secondpetition. General Plastic, Paper 19 at 16. As discussed above,

this instant Petition is Petitioner Sony’s first petition challenging the ’941

patent, and Petitioner Sony hasnotfiled a secondpetition challenging the

samepatent. Unlike Valve, Petitioner Sony does not havea significant

relationship with other petitioners that filed prior petitions challenging the

941 patent. Patent Owner improperly presumesthat the instant Petition is

Petitioner Sony’s second petition challenging the °941 patent. Patent Owner

also improperly presumesthatthe prior petitions filed by other petitioners

are Petitioner Sony’s first petition.

In light of the foregoing, we find that Factor 3 of General Plastic

weighsstrongly in favorofinstitution.

Factor 4: “the length oftime that elapsed betweenthe time the
petitioner learned ofthe prior art asserted in the second
petition andthefiling ofthe secondpetition”

Patent Ownerarguesthat this factor weighs againstinstitution.

Opp. 14-15. According to Patent Owner, Petitioner Sony wasfirst served

with a complaint alleging infringement of the ’941 patent on September 11,

13
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2019, more than 18 monthsbeforefiling this Petition. Jd. Patent Owner

avers that the asserted prior art, Hellman and Chou, were available and

knownto accusedinfringers of the °941 patent as early as August 2015. Jd.

(citing Ex. 2004 (Apple’s Invalidity Contentions)); Sur-reply 2-3.

Again, Patent Owner improperly presumesthat the instant Petition is

Petitioner Sony’s second petition challenging the °941 patent. This factoris

based on the elapsed time between the time of the petitioner learned of the

prior art asserted in the secondpetition andthefiling of the secondpetition.

As discussed above,this instant Petition is Petitioner Sony’s firstpetition

challenging the °941 patent, and thereis no filing of a second petition

challenging the same patent by Petitioner Sony. Unlike Valve, Petitioner

Sony does not havea significant relationship with the other petitioners.

In light of the foregoing, we find that Factor 4 of General Plastic

weighs strongly in favorofinstitution.

Factor 5: “whether the petitionerprovides adequate
explanationfor the time elapsed betweenfilings ofmultiple
petitions directed to the same claims ofthe same patent”

Patent Ownerarguesthat this factor is neutral because the instant

Petition is time barred. Opp. 15; Sur-reply 2. That argumentis unavailing.

Asdiscussed above, the one-year statutory time period under § 315(b) does

not apply to this proceeding because the Petition is accompanied by a

request for joinder and joinderis granted. See 35 U.S.C. § 315(b); 37 C.F.R.

§ 42.122(b); Facebook, 973 F.3d at 1333. Unlike Uniloc where the

petitioner hadfiled a prior petition before filing a joinder petition, Petitioner

Sony here did notfile a prior petition challenging the °941 patent. Uniloc,
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Paper 9 at 2. In light of the foregoing, we determine that Factor 5 of

General Plastic weighs strongly in favorofinstitution.

Factor 6: “thefinite resources ofthe Board”

Patent Ownerarguesthat the resources spent by the Board on the

Petition would duplicate the district court’s efforts because the court’s trial

in the Sony caseis set to occur beginning October 17, 2022. Opp. 15-16

(citing Ex. 2001 at 25). Patent Owneralso contendsthat the Board “will

have to address the contrasting positions Dr. Zadok (Sony’s expert) is

attempting to take to support Sony’s joinder motion.” Sur-reply 3.

Wefind Factor 6 of General Plastic weighs against exercising

discretion to deny the Petition. Petitioner Sony filed a Motion for Joinder,

seeking to join as a party to IPR2020-01609,the only prior petition that has

been instituted. Other joinder petitions in IPR2021-00570, IPR2021-00581,

and IPR2021-00583 also seek to join with IPR2020-01609. Other prior

petitions in CBM2016-00023, CBM2017-00054, and IPR2020-01184 have

been denied institution. The Board’s finite resources would notbe strained

to maintain only one proceeding challenging the 941 patent. And we have

addressed Patent Owner’s argumentregarding the allegedly inconsistent

testimonial evidence below. Moreover, unlike Uniloc wherethe petitioner

hadfiled a priorpetition before filing a joinder petition, Petitioner Sony here

has notfiled a prior petition challenging the ’941 patent.

In addition, weinstituted the trial in IPR2020-01609 on February 16,

2021, and a Final Written Decision is currently due on February 16, 2022,

more than eight months before the parallel district court trial begins.

15
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Resolving the validity issue of the challenged claims of the ’941 patentin

IPR2020-01609 would simplify the issues in the parallel district court trial.

In light of the foregoing, we determinethat Factor 6 of General

Plastic weighsin favorofinstitution.

Factor 7: “the requirement under 35 U.S.C. § 316(a)(11) to
issue afinal determination notlater than 1 year after the date
on which the Director notices institution ofreview”

Patent Ownerarguesthat this factor weighs againstinstitution because

“the only way to conducta trial in this proceeding is to delay the Original

Proceeding by at least two months and likely more.” Opp. 16; Sur-reply 3.
Asdiscussed above, Petitioner Sony filed a Motion for Joinder under

§ 315(c), seekingto join as a party to IPR2020-01609. The one-year

statutory requirement under § 316(a)(11) to issue a final determination may

be adjusted in the case ofjoinder under § 315(c), as here. 35 U.S.C.

§ 316(a)(11). As such, we determine that Factor 7 of General Plastic

weighsin favorof institution.

Conclusion on the General Plastic Factors

As discussed above, all of the General Plastic factors weigh strongly

in favor,or in favor, ofinstitution. Based on the particular facts of this

proceeding, we conclude that the General Plastic factors do not weigh in

favor of exercising discretion to denyinstitution.

B. Fintiv Factors

In this proceeding, Patent Owneralso argues that each of the factors

identified in Apple Inc. v. Fintiv, Inc., TPR2020-00019, Paper 11 (PTAB

Mar. 20, 2020) (precedential) (“Fintiv’), weighs in favor of denying
16
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institution. Opp. 16-22. Forthe reasons set forth below, we decline to

exercise our discretion to deny institution under the Fintiv factors.

In Fintiv, the Board ordered supplemental briefing on a nonexclusive

list of factors for consideration in analyzing whether the circumstances of a

parallel district court action are a basis for discretionary denial oftrial

institution under NHK Spring Co.v. Intri-Plex Techs., Inc., IPR2018-00752,

Paper 8 (PTAB Sept. 12, 2018) (precedential). Fintiv, Paper 11 at 5-16.

Those factors include:

1. whether the court granted a stay or evidence exists that one
maybe grantedif a proceedingis instituted;

2. proximity of the court’s trial date to the Board’s projected
statutory deadline for a final written decision;

3. investment in the parallel proceeding by the court and the
parties;

4. overlap betweenissuesraised in the petition andin the parallel
proceeding;

5. whether the petitioner and the defendant in the parallel
proceeding are the sameparty; and

6. other circumstances that impact the Board’s exercise of
discretion, including the merits.

Id. at 5-6. Here, we consider these Fintiv factors to determine whether we

should exercise discretion to deny institution. In evaluating the factors, we

take a holistic view of whetherefficiency and integrity of the system are best

served by denyingorinstituting review. Id. at 6.

Factor 1: whether the court granted a stay or evidence exists
that one may be grantedifa proceedingis instituted

Patent Ownerarguesthat this factor is neutral because no stay has

been requestedin the district court proceeding. Opp. 18; Sur-reply 3.
17
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Petitioner Sony countersthat the parallel district court proceedingis in an

early stage suchthat there is a good chance a stay would be granted.

Reply 5-6 (citing Ex. 2001 (Scheduling Order), 26-27). On the record

before us, neither party has produced evidence that a stay has been requested

or that the district court has considered a stay in the parallel litigation.

Accordingly, we find that Factor 1 of Fintiv is neutral.

Factor 2: proximity ofthe court’s trial date to the Board’s
projected statutory deadlinefor a final written decision

It is undisputed that the parallel district court trial will not occuruntil

October 2022. Opp. 5. Nevertheless, Patent Owner arguesthat this factor

weighs againstinstitution because “the majority of the Sony’s validity

arguments will happenin the district court litigation before a final written

decision in this proceeding.” Opp. 18-19; Sur-reply 3-4. Petitioner Sony

counters that the parallel district court trial is not scheduled until October 17,

2022, and a final decision in this IPR proceeding would occur well before

any trial. Reply 6. According to the Scheduling Orderofthe parallel

litigation, the district court trial is scheduled to begin on October 17, 2022,

whichis about eight months after a Final Written Decision would be due on

February 16, 2022 in the joined proceeding, IPR2020-01609. Ex. 2001, 27.

Even assuming a modest schedule adjustment is needed to accommodate

joinder, we do not foresee an adjustment more than eight months. Most

likely, our Final Written Decision in the joined IPR proceeding will be

entered before the district court trial begins on October 17, 2022, which will

simplify or fully resolve the overlapping invalidity issues for the district

court trial. Therefore, we find that Factor 2 ofFintiv weighs in favor of

institution.

18

0351



0352



0353



0354



0355



0356



0357



0358



0359



0360



0361



0362



0363



0364



0365



0366



0367



0368



0369



0370



0371



0372



0373



0374



0375



0376



0377



0378



0379



0380



0381



0382



0383



0384


