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Method of Restricting Software Operation within A License Limitation

FIELD OF THE INVENTION

This invention relates to a method and system of identifying and

restricting an unauthorized software program’s operation.

BACKGROUND OF THE INVENTION

Numerous methods have been devised for the identifying and
restricting of unauthorized software program’s operation. These methods have
been primarily motivated by the grand proliferation of illegally copied
software, which is engulfing the marketplace. This illegal copying represents
billions of dollars in lost profits to commercial software developers.

Software based products have been developed to validate authorized
software usage by writing a license signature onto the computer’s volatile
memory (e.g. hard disk). These products may be appropriate for restricting
honest software users, but they are very vulnerable to attack at the hands of
skilled system’s programmers (e.g. “hackers”). These license signatures are
also subject to the physical instabilities of their volatile memory media.

Hardware base products have also been developed to validate
authorized software usage by accessing a dongle that is coupled e.g. to the
parallel port of the P.C. These units are expensive, inconvenient, and not
particularly suitable for software that may be sold by downloading (e.g. over

the internet).
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There is accordingly a need in the art to provide for a system and
method that substantially reduce or overcome the drawbacks of hitherto

known solutions.

SUMMARY OF THE INVENTION

The present invention relates to a method of restricting software
operation within a license limitation. This method strongly relies on the use of
a key and of a record, which have been written into the non-volatile memory
of a computer.

For a better understanding of the underlying concept of the invention,
there follows a specific non-limiting example. Thus, consider a conventional
computer having a conventional BIOS module in which a key was embedded
at the ROM section thereof, during manufacture. The key constitutes,
effectively, a unique identification code for the host computer. It is important
to note that the key is stored in a non-volatile portion of the BIOS, i.e. it
cannot be removed or modified.

Further, according to the invention, each application program that is to
be licensed to run on the specified computer, is associated with a license
record; that consists of author name, program name and number of licensed
users (for network). The license record may be held in either encrypted or
explicit form.

Now, there commences an initial license establishment procedure,
where a verification structure is set in the BIOS so as to indicate that the
specified program is licensed to run on the specified computer. This is
implemented by encrypting the license record (or portion thereof) using said
key (or portion thereof) exclusively or in conjunction with other identification
information) as an encryption key. The resulting encrypted license record is

stored in another (second) non-volatile section of the BIOS, e.g. E2PROM (or
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the ROM). It should be noted that unlike the first non-volatile section, the data
in the second non-volatile memory may optionally be erased or modified
(using E*PROM manipulation commands), so as to enable to add, modify or
remove licenses. The actual format of the license may include a string of
terms that correspond to a license registration entry (e.g. lookup table entry or
entries) at a license registration bureau (which will be further described as part
of the preferred embodiment of the present invention).

Having placed the encrypted license record in the second non-volatile
memory (e.g. the EZPROM), the process of verifying a license may be
commenced. Thus, when a program is loaded into the memory of the
computer, a so called license verifier application, that is a priori running in the
computer, accesses the program under question, retrieves therefrom the
license record, encrypts the record utilizing the specified unique key (as
retrieved from the ROM section of the BIOS) and compares the so encrypted
record to the encrypted records that reside in the E°PROM. In the case of
match, the program is verified to run on the computer. If on the other hand the
sought encrypted data record is not found in the E?’PROM database, this
means that the program under question is not properly licensed and
appropriate application define action is invoked (e.g. informing to the user on
the unlicensed status, halting the operation of the program under question etc.)

Those versed in the art will readily appreciate that any attempt to run a
program at an unlicensed site will be immediately detected. Consider, for
example, that a given application, say Lotus 123, is verified to run on a given
computer having a first identification code (k1) stored in the ROM portion of
the BIOS thereof. This obviously requires that the license record (LR) of the
application after having been encrypted using k1 giving rise to (LR)y; is stored
in the E’PROM of the first computer.

Suppose now that a hacker attempts to run the specified application in

a second computer having a second identification code (k2) stored in the

0005



10

15

20

25

ROM portion of the BIOS thereof. All or a portion the database contents
(including of course (LR),; ) that reside in the E’PROM portion in the first
computer may be copied in a known per se means to the second computer. It
is important to note that the hacker is unable to modify the key in the ROM of
the second computer to K1, since, as recalled, the contents of the ROM is
established during manufacture and is practically invariable.

Now, when the application under question is executed in the second
computer, the license verifier retrieves said LR from the application and, as
explained above, encrypts it using the key as retrieved from the ROM of the
second computer, i.e k2 giving rise to encrypted license record (LR).
Obviously, the value (LR)y, does not reside in the E°PROM database section
of the second computer (since it was not legitimately licensed) and therefore
the specified application is invalidated. It goes without saying that the data
copied from the first (legitimate) computer is rendered useless, since
comparing (LR}, with the copied value (LR);; results, of course, in
mismatch.

The example above is given for clarity of explanation only and is by no
means binding.

In its broadest aspect, the invention provides for a method of restricting
software operation within a license limitation including; for a computer
having a first non-volatile memory area, a second non-volatile memory area,
and a volatile memory area; the steps of: selecting a program residing in the
volatile memory, setting up a verification structure in the non-volatile
memories, verifying the program using the structure, and acting on the
program according to the verification.

An important advantage in utilizing non-volatile memory such as that
residing in the BIOS is that the required level of system programming
expertise that is necessary to intercept or modify commands, interacting with

the BIOS, is substantially higher than those needed for tampering with data
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residing in volatile memory such as hard disk. Furthermore, there is a much
higher cost to the programmer, if his tampering is unsuccessful, i.e. if data
residing in the BIOS (which is necessary for the computer’s operability) is
inadvertently changed by the hacker. This is too high of a risk for the ordinary
software hacker to pay. Note that various recognized means for hindering the
professional-like hacker may also be utilized (e.g. anti-debuggers, etc.) in
conjunction with the present invention.

In the context of the present invention, a “computer” relates to a digital
data processor. These processors are found in personal computers, or on one
or more processing cards in multi-processor machines. Today, a processor
normally includes a first non-volatile memory, a second non-volatile memory,
and data linkage access to a volatile memory. There are also processors
having only one non-volatile memory or having more than two non-volatile
memories; all of which should be considered logically as relating to having a
first and a second non-volatile memory areas. Thére are also computational
environments where the volatile memory is distributed into numerous
physical components, using a bus, LAN, etc.; all of which should logically be
considered as being a volatile memory area.

According to the preferred embodiment of the present invention, there
is further provided a license authentication bureau which can participate in
either or both of:

(1) establishing the license record in the second non-volatile memory;
and

(i) verifying if the key and license record in the non-volatile
memory(s) is compatible with the license record information as extracted
from the application under question.

The bureau is a telecommunications accessible processor where
functions such as formatting, encrypting, and verifying may be performed.

Performing these or other functions at the burecau helps to limit the
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understanding of potential software hackers; since they can not observe how
these functions are constructed. Additional security may also be achieved by
forcing users of the bureau to register, collecting costs for connection to the
bureau, logging transactions at the bureau, etc.

According to one example of using the bureau, setting up a verification
structure further includes the steps of: establishing, between the computer and
the bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license including an identification of the
computer and the license-record’s contents from the selected program;
forming an encrypted license-record at the bureau by encrypting parts of the
request-for-license using part of the identification as the encryption key; and
transferring, from the bureau to the computer, the encrypted license-record.

According to another example of using the bureau, verifying the
program further includes the steps of: establishing, between the computer and
the bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record for the selected
program  from the second non-volatile memory, and the
licensed-software-program’s license-record contents; enabling the comparing
at the bureau; and transferring, from the bureau to the computer, the result of
the comparing.

The actual key that serves for identifying the computer may be
composed of the pseudo-unique key exclusively, or, if desired, in combination
with information, e.g. information related to the registration of the user such
as e.g. place, telephone number, user name, license number, etc. In the context
of the present invention, a “pseudo-unique” key may relate to a bit string
which uniquely identifies each first non-volatile memory. Alternately the
“pseudo-unique” key may relate to a random bit string (or to an assigned bit

string) of sufficient length such that: there is an acceptably low probability of
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a successful unauthorized transfer of licensed software between two
computers, where the first volatile memories of these two computers have the
same key.

It should be noted that the license bureau might maintain a registry of
keys and of licensed programs that have been registered at the bureau in
association with these keys. This registry may be used to help facilitate the
formalization of procedures for the transfer of ownership of licensed software
from use on one computer to use on another computer.

Constructing the key in the manner specified may hinder the hacker in
cracking the proposed encryption scheme of the invention, in particular when
the establishment of the license record or the verification thereof is performed
in the bureau. Those versed in the art will readily appreciate that the invention
is by no means bound by the data, the algorithms, or the manner of operation
of the bureau. It should be noted that the tasks of establishing and/or verifying
a license record may be shared between the bureau and the computer, done
exclusively at the computer, or done exclusively at the bureau. The
pseudo-unique key length needs to be long enough to hinder encryption attack
schemes. The establishing of the key may be done at any time from the
non-volatile memory’s manufacture until an attempted use of an established
license-record in the non-volatile memory. The key is used for encryption or
decryption operations associated with license-records. In principle, the
manufacturer of the licensed-software-program may specify the license-record
format and therefore different formats may, if desired, be used for respective
applications.

According to the preferred embodiment of the present invention, the
pseudo-unique key is a unique-identification bit string that is written onto the
first non-volatile memory by the manufacturer of the is memory media.

According to one, non-limiting, preferred embodiment of the present

invention, the first non-volatile memory area is a ROM section of a BIOS; the
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second non-volatile memory area is a F’PROM section of a BIOS; and the
volatile memory is a RAM e.g. hard disk and/or internal memory of the
computer .

The present invention also relates to a non-volatile memory media
used as a BIOS of a computer, for restricting software operation within a
license limitation, wherein a pseudo-unique key is established.

According to the preferred embodiment of the non-volatile memory

media of the present invention, the pseudo-unique key is established in a
ROM section of the BIOS.

BRIEF DESCRIPTION OF THE DRAWINGS:

In order to understand the invention and to see how it may be carried
out in practice, a preferred embodiment will now be described, by way of
non-limiting example only, with reference to the accompanying drawings, in
which:

Fig. 1 is a schematic diagram of a computer and a license bureau; and

Fig. 2 is a generalized flow chart of the sequence of operations

performed according to one embodiment of the invention.

DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

A schematic diagram of a computer and a license bureau is shown in
Figure 1. Thus, a computer processor (1) is associated with input operations
(2) and with output operations (3). This computer (processor) internally
contains a first non-volatile memory area (4) (e.g. the ROM section of the
BIOS), a second non-volatile memory area (5) (e.g. the E°PROM section of

the BIOS), and a volatile memory area (6) (e.g. the internal RAM memory of
the computer).
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The computer processor is in temporary telecommunications linkage
with a license bureau (7).

The first non-volatile memory includes a pseudo-random identification
key (8), which exclusively or in combination with other information (e.g. user
name), is sufficient to uniquely differentiate this first non-volatile memory
from all other first non-volatile memories. As specified before, said key
constitutes unique identification of the computer.

The second non-volatile memory includes a license-record-area (9) e.g.
for the containing of at least one encrypted license-record (e.g. three records
10-12). The volatile memory accommodates a license program (16) having
license record fields (13-15) appended thereto. By way of example said fields
stand for Application name (e.g. Lotus 123), Vendor name (Lotus inc.), and
no of licensed copies (1 for stand alone usage, >1 for number of licensed users
for a network application).

Those versed in the art will readily appreciate that the license record is
not necessarily bound to continuos fields. In fact, the various license content
components of the data record may be embedded in various locations in the
application. Any component may, if desired, be encrypted.

Each one of the encrypted license records (10-12) is obtained by
encrypting the corresponding license record as extracted from program 16,
utilizing for encryption the identification key (8).

In a typical, yet not exclusive, sequence of operation, a
transaction/request is sent, by the computer to the bureau. This transaction
includes the key (8), the encrypted license-records (10-12), contents from the
license program used in forming a license record (e.g. fields 13-15), and other
items of information as desired.

The bureau forms the proposed license-record from the contents,
encrypts (utilizing predetermined encryption algorithm) the so formed

license-record using the key (8), and compares the so formed encrypted
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license-record with the license-records (10-12). The bureau generates an
overlay according to the result of the comparison indication successful
comparison, non-critical failure comparison and critical failure comparison.

The bureau returns the overlay which will direct the computer in
subsequent operation. Thus, a success overlay will allow the license program
to operate. A non-critical failure overlay will ask for additional user
interactions. A critical failure overlay will cause permanent disruption to the
computer’s BIOS operations. Thus, software operation of the program is
methodologically according to a license limitation restriction.

Those versed in the art will readily appreciate that the implementation
as described with reference to Fig. 1 is by no means binding. Thus, by way of
non-limiting example, the bureau, instead of being external entity may form
part of the computer.

Attention is now directed to Fig. 2, showing a generalized flow chart
of the sequence of operations performed according to one embodiment of the
invention.

Thus, selecting (17) a program includes the step of: establishing a
licensed-software-program in the volatile memory of the computer wherein
the licensed-software-program includes contents used to form a
license-record. These contents, be they centralize or decentralized, may
include terms, identifications, specifications, or limitations related to the
manufacturer of a software product, the distributor of a software product, the
purchaser of a software product, a licensor, a licensee, items of computer
hardware or components thereof, or to other terms and conditions related to
the aforesaid.

Setting up (18) the verification structure includes the steps of:
establishing or certifying the existence of a pseudo-unique key in the first
non-volatile memory area; and establishing at least one license-record

location in the first or the second nonvolatile memory area.
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Establishing a license-record includes the steps of: forming a
license-record by encrypting of the contents used to form a license-record
with other predetermined data contents, using the key; and establishing the
encrypted license-record in one of the at least one established license-record
locations (e.g. 10-12 in Figure 1).

Verifying (19) the program includes the steps of: encrypting the
licensed-software-program’s license-record contents from the volatile
memory area or decrypting the license-record in the first or the second
non-volatile memory area, using the key; and comparing the encrypted
licensed-software-program’s license-record contents with the encrypted
license-record in the first or the second non-volatile memory area, or
comparing the licensed-software-program’s license-record contents with the
decrypted license-record in the first or the second non-volatile memory area.

Acting (20) on the program includes the step of: restricting the
program’s operation with predetermined limitations if the comparing yields
non-unity or insufficiency. In this context “non-unity” relates to being unequal
with respect to a specific equation (e.g. A=B+1); and “insufficiency” relates
to being outside of a relational bound (e.g. A>B+1). “Restricting the
program’s operation with predetermined limitations” may include actions
such as erasing the software in volatile memory, warning the license
applicant/user, placing a fine on the applicant/user through the billing service
charges collected at the license bureau (if applicable), or scrambling sections
of the BIOS of the computer (or of functions interacting therewith).

The present invention has been described with a certain degree of
particularity but it should be understood that various modifications and
alterations may be made without departing from the scope or spirit of the

invention as defined by the following claims:
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CLAIMS:

1. A method of restricting software operation within a license
limitation comprising; for a computer having a first non-volatile memory area,
a second non-volatile memory area, and a volatile memory area; the steps of:
selecting a program residing in the volatile memory, setting up a verification
structure in the non-volatile memories, verifying the program using the
structure, and acting on the program according to the verification.

2. A method according to claim 1, further comprising the step of:
establishing a license authentication bureau.

3. A method according to claim 2, wherein setting up a verification
structure further comprising the steps of: establishing, between the computer
and the bureau, a two-way data-communications linkage; transferring, from
the computer to the bureau, a request-for-license including an identification of
the computer and the license-record’s contents from the selected program;
forming an encrypted license-record at the bureau by encrypting parts of the
request-for-license using part of the identification as the encryption key; and
transferring, from the bureau to the computer, the encrypted license-record.

4. A method according to claim 2, wherein verifying the program
further comprising the steps of: establishing, between the computer and the
bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record for the selected
program from the second non-volatile memory, and the
licensed-software-program’s license-record contents; enabling the comparing
at the bureau; and transferring, from the bureau to the computer, the result of
the comparing.

5. A method according to claim 3 wherein the identification of the

computer includes the pseudo-unique key.
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6. A method according to claim 1 wherein selecting a program
includes the step of: establishing a licensed-software-program in the volatile
memory of the computer wherein said licensed-software-program includes
contents used to form a license-record.

7. A method according to claim 1 wherein setting up the verification
structure includes the steps of: establishing or certifying the existence of a
pseudo-unique key in the first non-volatile memory area; and establishing at
least one license-record location in the first or the second nonvolatile memory
area.

8. A method according to claim 6 wherein establishing a license-record
includes the steps of: forming a license-record by encrypting of the contents
used to form a license-record with other predetermined data contents, using
the key; and establishing the encrypted license-record in one of the at least
one established license-record locations.

9. A method according to claim 1 wherein verifying the program
includes the steps off encrypting the licensed-software-program’s
license-record contents from the volatile memory area or decrypting the
license-record in the first or the second non-volatile memory area, using the
key; and comparing the encrypted licensed-software-program’s license-record
contents with the encrypted license-record in the first or the second
non-volatile memory area, or comparing the licensed-software-program’s
license-record contents with the decrypted license-record in the first or the
second non-volatile memory area.

10. A method according to claim 1 wherein acting on the program
includes the step of: restricting the program’s operation with predetermined
limitations if the comparing yields non-unity or insufficiency.

11. A method according to claim 1 wherein the first non-volatile

memory area is a ROM section of a BIOS.
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12. A method according to claim 1 wherein the second non-volatile
memory area is a E°PROM section of a BIOS.

13. A method according to claim 1 wherein the volatile memory is a
RAM.

14. A non-volatile memory media used as a BIOS of a computer, for
restricting software operation within a license limitation, wherein a

pseudo-unique key is established.
15. A non-volatile memory media according to claim 14 wherein the

pseudo-unique key is established in a ROM section of the BIOS.
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ABSTRACT

A method of restricting software operation within a license limitation

that is applicable for a computer having a first non-volatile memory area, a

5 second non-volatile memory area, and a volatile memory area. The method
includes the steps of selecting a program residing in the volatile memory,
setting up a verification structure in the non-volatile memories, verifying the

program using the structure, and acting on the program according to the
. verification.
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Method of Restrictihg Software Operatioh within A License Limitation

FIELD OF THE INVENTION
This invention relates to a method and system of identifying and

restricting an unauthorized software program’s operation.

BACKGROUND OF THE INVENTION
5;'6,“. umerous methods have been. »dev1

restricting of unauthorized software program/s operation. These methods have

d for the identifying and

been primarily motivated by the gr prolifefation of illegally copied
software, which is engulfing the mar tplace. This illegal copying represents
billions of dollars in lost profits to cgmmercial software developers.
107, - “*Software based products haﬁie been deilélqped to validate authorized
software iisage by writing a license signature onto the computer’s volatile
A' memory (e.g. hard disk). :Thesé‘ prbducts' ma'yibe appropriate for restricting
honestv software users, but they are Véry vulnerable to attack at the hands of
skilled system’s programmers (e.g. “hackers”). These license signatures are
15 also subject to the physical instabilities of their volatile memory media.

(mc,,q?-)ardware base préducts have also

authotized software usage by accessing a dongle that is coupled e.g. to the

fi developed to validate

parallel port of the P.C. ese units are expensive, inconvenient, and not

particularly suitable for software that may be sold by downloading (e.g.. over

0024



There is accordingly a need in the art to provide for a system and
method that substantially reduce or overcome the drawbacks of hitherto

known solutions.

5 SUMMARY OF THE INVENTION

The present invention relates to a method of restricting sofiware

S operatioh within a license limitation. This method strongly relies on the use of

. a key and of a record, which have been written into the non-volatile memory
X of a computer. |

10 For a better understanding of the underlying concept of the invention,

there follows a specific non-limiting example. Thus, consider a conventional

- computer having a conventional BIOS module in which a key was. embedded

at the ROM section thereof, during manufacture. The key constitutes,

effectively, a uhique identification code for the host computer. It is important
- 15 to note that the key is stored in a non-volatile portion of the BIOS, i.e. it

cannot be removed or modified.

Further, according to the invention, each application program that is to

& - be licensed to run on the specified computer, is associated with a license

"record; that consists of author name, program name and number of licensed

20 users (for network). The license record may be held in either encrypted or
explicit form.

| Now, there commences an initial license establishment procedure,

where a verification structure is set in the BIOS so as to indicate that the

speciﬁed program is: licensed to run on the specified computer. This is

25 1implemented by encrypting the license record (or. portion thereof) using said

key (or portion therebf) exclusively or in conjunction with other identification

information) as an encryption key. The resulting encrypted license record is

stored in another (second) non-volatile section of the BIOS, e.g. EXPROM (or
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the ROM). It should be noted that unlike the first non-volatile section, the data

in the second non-volatile memory may optionally be erased or modified

(using E’PROM manipulation commands), so as to enable to add, modify or

remove licenses. The actual format of the license may include a string of

5 terms that correspond to a license registration entry (e.g. lookup table entry or

éntries) at a license registration bureau (which will be further described as part

of the preferred embodiment of the present invention). '

Having placed the encrypted license record in the second non-volatile

: memory (e.g. the E’PROM), the process of verifying a license may be
| 10 commenced. Thus, when a program is loaded into the memory of the
computer, a so called license verifier application, that is a priori running in the

computer, accesses the program under question, retrieves therefrom the

license recofd, encrypts the record utilizing the specified unique key (as
retrieved from the ROM section of the BIOS) and compares the so encrypted

15 record to the encrypted records that reside in the' E’PROM. In the case of

« match, the program is verified to run on the computer. If on the other hand the
sought encrypted data record is not found in the EZPRO,M’ database, this

means that the program under question is mnot properly licensed and

appropriate application define action is invoked (e.g. informing to the user on

20 the unlicensed status, halting the operation of the program under question etc.)

Those versed in the art will readily appreciate that any attempt to run a

program at an unlicensed site will be immediately detected. Consider, for

example, that a given application, say Lotus 123, is verified to run on a givén

computer having a first identification code (k1) stored in the ROM poftion of

25 the BIOS thereof. This obviously requireé that the license record (LR) of the

application after having been encrypted using k1 giving rise to (LR)y is stored

in the E°PROM of the first computer. -

Suppose now that a hacker attempts to run the spéciﬁed application in

a second computer having a second identification code (k2) stored in the
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ROM portion of the BIOS thereof. All or a portion the database contents
(including of course (LR)y; ) that reside in the E?PROM portion in the first
computer may be copied in a known per' se means to the second computer. It
1s important to note that the hacker is unable to modify the key in the ROM of
the second computer to K1, since, as recalled, the contents of the ROM is
established during manufacture and is practically invariable.

Now, when the application under question is executed in the second
computer, the license verifier retrieves said LR from the application and, as
explained above, encrypts it using the key as retrieved from the ROM of the
second computer, i.e k2 giving rise to encrypted license record (LR)g,.
Obviously, the value (LR),, does not reside in the E°PROM database section
of the second computer (since it was not legitimately licensed) and therefore
the specified application is invalidated. It goes without saying that the data
copied from the first (legitimate) computer is rendered useless, since
comparing (LR); with the copied value (LR)i resﬁlts, of course, in
mismatch.: |

The example above is given for clarity 6f explaination only and is by no
means binding_.

In its broadest aspect, the invention provides for a method of restricting
software operation within a license limitation including; for a computer
having a first non-volatile memory area, a second non-volatile memory area,
and a volatile memory area; the steps of: selecting a program residing in the
volatile memory, setting up lé verification structure in the non-volatile
meinories, verifying the program using the structure, and acting on the
program according to the verification.

An important advantage in utilizing non-volatile memory such as that
residing in the BIOS is that the required level of system programming
expertise that is necessary to intercept or modify commands, interacting with

the BIOS, is substantially higher than those needed for tampering with data

5
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residing in volatile memory such as hard disk. Furthermore, there is a much
higher cost to the programmer, if his tampering is unsuccessful, i.e. if data
residing in the BIOS (which is necessary for the computer’s operability) is
inadvertently changed by the hacker. This is t00 high of a risk for the ordinary
software hacker tobpa'y. Note that various recognized means for hindering the
professional-like hacker may also be utilized (e.g. anti-debuggers, efc.) in
conjunction with the present invention.

In the context of the present invention, a “computer” relates to a digital
data processor. These processors are found in personal computers, or on one
or more processing cards in multi-processor machines. Today, a processor
normally includes a first non-volatile memory, a second non-volatile memory,
and data linkage access to a volatile memory. There are also processors
hav-ing only'one non-volatile memory or having more than two non-volatile
memories; all of which should be considered logically as relating to having a
first and a second non-volatile memory areas. Thére are also computational
environments where the volatile memory is distribufed into numerous
physical components, using a bus, LAN, etc.; all of which should logically be
considered as being a volatile memory area.

According to the preferred embodiment of the present invention, there
is further provided a license authentication bureau which can participate in
either or both of: _

(i) establishing the license record in the second non-volatile memory;
and

(i) verifying if the key and license record in. the non-volatile
memory(s) is compatible with the license record information as extracted
from the application under question.

The bureau is a telecommunications accessible processor where

functions such as formatting, encrypting, and verifying may be performed.

Performing these or other functions at the bureau helps to limit the

Lo
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understanding of potential software hackers; since they can not observe how
these functions are constructed. Additional security may also be achieved by
forcing users of the bureau to fegister, collecting costs for connection to the
bureau, logging transactions at the bureau, etc.

'Accofding to one example of using the bureau, setting lip a verification
structure further includes the steps of: establishing, between the computer and
the bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license inclhding an identification of the
computer and the license-record’s contents from the selected program,;

forming an encryi_ated license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as the encryption key; and

transferring, from the bureau to the computer, the encrypted license-record.

| Accofding to another example of using the bureau, verifying the
program further includes the steps of: establishing, between the computer and
the bureau, a two-way data-comrﬁunications linkage; transferring, from the
compﬁter to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license—reéord for the selected
program  from the second non-volatile memory, and the
licenséd-soﬁwaxje-program’s license-record contents; enabling the comparing
at the bureau; and transferring, ﬁoin the bureau to the computer, the result of
the comparing. | '

The ‘actuél key that serves for identifying the computer may be
composed of the pseudo-uniqlie key exclusively, or, if desired, in combination
with information, e.g. infofrriation related to the registration of the user such
as e'.g. pléce, telephone number, user name, license number, etc. Injthe context
of the present invention, a “pseudo-unique” key may relate to a bit string
which uniquely identifies each first non-volatile memory. Alternately the
“pseudo-unidue” key may relate to a random bit string (or to an assigned bit

string) of suﬂicieht length such that: there is an acceptably low probability of
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a successful unauthorized transfer of licensed software between two
computers, where the first volatile memories of these two computers have the
same key.

It should be noted that the license bureau might maintain a registry of
keys and of licensed programs that have been registered at the bureau in
association with these keys. This registry may be used to help facilitate the
formalization of procedures for the transfer of ownership of licensed software
from use on one computer to use on another computer.

Constructing the key in the manner specified may hinder the hacker in
cracking the proposed encryption scheme of the invention, in particular when
the establishment of the license record or the verification thereof is performed
in the bureau. Those versed in the art will readily appreciate that the invention
is by no meé.ns bound by the data, the algorithms, or the manner of operation
of the bureau. It should be noted that the tasks of establishing and/or verifying
a license record may be shared between the bureau and the computer, done
éxclusively at the computer, or done exclusively at the bureau. The
pseudo-unique key length needs to be long enough to hinder encryption attack
schemes. The establishing of the key may be done at any time from the
non-volatile memory’s manufacture until an attempted use of an established
license-record in the non-volatile memory. The key is used for ehcryption or
decryption operations. associated with license-records. In principle, the
manufacturer of the licensed-software-program may specify the license-record
format and therefore different formats may, if desired, be used for respective
applications. - '

According to the preferred embodiment of the present invention, the
pseudo-unique key is a unique-identification bit string that is written onto the
first non-volatile memory by the manufacturer of the is memory media.

According to one, non-limiting, preferred embodiment of the present

invention, the first non-volatile memory area is a ROM section of a BIOS; the

¥
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second non-volatile memory area is a-EZPROM section of a BIOS; and the
volatile memory is a RAM e.g. hard disk and/or internal memory of the
computer . |

The present invention also relates to a non-volatile memory media
used as a BIOS of a computer, for restricting software operation within a
license liInitation, wherein a pseudo-unique key is established. |

According to the preferred émbodiment of the non-volatile memory
media of the present invention, the pseudo-unique key is established in a

ROM section of the BIOS.

BRIEF DESCRIPTION OF THE DRAWINGS:

'In order to understémd the invention and to see how it may be carried
out in practice, a preferred embodiment will now be described, by way of
non-limiting example only, with'reference to the accompanying drawings, in
which: |

Fig. lisa schematic diagram of a 6omputer and a licensé bureau; and

Fig. 2 is a generalized flow chart of the sequence of operations ‘

performed according to one embodiment of the invention.

DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

_ ' A schematic diagram of a computer and a license bureau is shown in
Figure 1. Thus, a computer processor (1) is associated with input operations |
(2) and with ‘output operations (3). This corhputer (processor) internally

contains a first non-volatile rhemory area (4) (e.g. the ROM section of the

BIOS), a second non-volatile memory area (5) (e.g. the E’PROM section of -
the BIOS), and a volatile memory area (6) (e.g. the internal RAM memory of

the-computer).

0031 |



The computer processor is in tempdrary telecommunications linkage

with a license bureau (7).
The first non-volatile memory includes a pseudo-random identification
key (8), which exclusively or in combination with other information (e.g. user
s name), is sufficient fo uniquely differentiate this first non-volatile memory
from all other first non-volatile memories. As specified before, said key

constitutes unique identification of the computer.

/],yﬁ ﬂ‘}’ The second non-volatile membry includes a licerise-record-area (9) e.g.

- fot the containing of at least one encrypted license-record (e.g. three records

10 10-12). The volatile memory accopmfodates a license program (16) having

license record fields (13-15) appended thereto. By way of example said fields

stand for Application e (e.g. Lotus 123), Vendor name (Lotus inc.), and

no of licensed copfes (1 for stand alone usage, >1 for number of licensed users
application).
15 ’S»(\‘xf\é\ ose versed in the art will readi

ds. In fact, the various license content

appreciate that the license record is -

not necessarily bound to continuos fi

& ' components of the data record may/be embedded in various locations in the

application. Any component may.,/if desired, be encrypted.

Each one of the encrypted license records (10-12) is obtained by
20 4éncrypting the corresponding license record as extracted from program 16,
utilizing for encryption the identification key (8).

In | a typical, vet not exclusive, sequence of operation, a
transaction/request is sent, by the computer to the bureau. This transaction
includes the key" (8), the encrypted ‘license-records (10-12), contents from the

25 license program used in forming a license record (e.g. fields 13-15), and other
items of information as desired.

license-record from the contents,

’ﬂé ﬁé The bureau forms the propose
encrypts (utilizing predetermined ¢hcryption algorithm) the so formed

license-record using the key (8), and compares the so formed encrypted
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license-record with the license-records (10-12). The bureau generates an

overlay according to the result of the/ comparison indication successful
ison and critical failure comparison.
The bureau returns the overlay which will direct the computer in
subsequent operation. Thus, a success overlay will allow the license program
to operate. A non-critical failure overlay will ask for additional user

interactions. A critical failure overlay will cause permanent disruption to the

computer’s BIOS operations. Thus, software operation of the program is

methodologically according to a license limitation restriction.

Those versed in the art will readily appreciate that the implementation
as described with reference to Fig. 1 is by no means binding. Thus, by way of
non-limiting example, the bureau, instead of being external entity may form
part of the computer.

Attention is now directed to Fig. 2, showing a generalized flow chart
of the sequence of operations performed according to one embodiment of the
invention.

Thus, selecting (17) a program includes the step of: establishing a

'licensed-soﬁ:ware-program in the volatile memory of the computer wherein

the licensed-software-program includes contents used to form a

license-record. These contents, be they: centralize or decentralized, may
include terms, identifications, speciﬁcations,‘ or limitations related to the
manufacturer of a software product, the distributor of a software product, the
purchaser of a software product, a licensor, a licensee, items of cornpufer
hardware or components thereof, or to other terms and conditions related to
the aforesaid.

Setting up (18) the verification structure includes the steps of:
establishing or certifying the existence of a pseudo;unique key in the first
non-volatile memory area; and establishing at least one license-record

location in the first or the second nonvolatile memory area.

||
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Establishing a license-record includes the steps of: forming a
license-record by encrypting of the contents used to form a license-record
with other predetermined data contents, using the key; and establishing the
encrypted license-record in one of the at least one established license-record

5 locations (e.g. 10-12 in Figure 1). ‘

Verifying (19) the program includes the steps of: encrypting the
licensed-soﬁwaré-program’s license-record contents from the wvolatile
memory area or decrypting the license-record in the first or the second

. non-volatile memory area, using the key; and comparing the encrypted
10 licensed-software-program’s license-record contents with the encrypted

license-record in the first or the second non-volatile memory area, or

A N

comparing the licensed-soﬂware-progfzim’s license-record contents with the

decrypted license-record in the first or the second non-volatile memory area.

Ay
H

Acting (20) on the program includes the step of: restricting the
15 program’s operation with predetermined limitatioris if the comparing yields
- non-unity or insufficiency. In this context “nof_x-unity” relates to being unequal

with respect to a specific equation (e.g. A=B+1); and “insufficiency” relates

==
Zaned

to being outside of a relational bound (e.g. A>B+1). “Restricting the

program’s operation with predetermined limitations” may include actions
20 .vsuch as erasing the software in volatile memory, waming the license
applicant/user, placing a fine on the applicant/user through the billing service
charges collected at the license bureau .(if applicable), or scrambling sections

of the BIOS of the computer (or of functions intéracting therewith).
The present invention has been- déscribed with a cer;ain ‘degree of
25 particularity but it should be understood that various modifications and
alterations may bé made without departihg from the scope of spirit of the

invention as defined by the following cléims./

>
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“6/ u/j Aw 1. A method of restricting software operation within a license
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the comparing.

limitation comprising; for a computer having a first non-volatile memory area,

a second non-volatile memory area, agd a volatile memory area; the steps of:

selecting a program residing in thg/volatile memory, setting up a verification
structure in the non-volatile siemories, verifying the program using the
structure, and acting on the pfogram according to the verification.

2. A method éccording to claim 1, further comprising the step of:
establishing a license authentication bureau. |
@373 A method according to claim 2, wherej

ture further comprising the steps of: establi

setting up a verification
ing, between the computer
and the bureau a two-way data-communicatiofls linkage; transferring, from
the computer to the bureau, a request-for-licensg including an identification of
the computer and the license-record’s eonte ts from the selected program;
forrmng an encrypted license-record at the fureau by encryptlng parts of the
request-for-license using part of the identification as the encryption key; and

transferring, from the bureau to the computer, the encrypted license-record.

2, wherein verifying the program
ing, between the cofnpufer and the
bureau, a two-way data-communicé. ons linkage; transferring, from the
computer to the bureau, a reque -for-license-veriﬁcation including an
identification of the computer, the gncrypted license-record for the selected
program  from the secon non-volaﬁle memory, and the
licensed- soﬁware-program s licegse-record contents; enabhng the comparing
at the bureau; and transfemng, om the bureau to the computer, the result of
5. A method according to claim 3 wherem the identification of the

computer 1ncludes the pseud -unique key.
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6. A method according to claign 1 wherein selecting a program
includes the step of: establishing a licenjsed-software-program in the volatile
memory of the computer wherein said licensed-software-program includes
contents used to form a license-record.

7. A method according to claim} 1 wherein setting up the verification

structure includes the steps of: establishing or ceftifying the existence of a
pseudo-imique key in the first non-volatile memory area; and establishing at
least pfie license-record location in thd first or the second nonvolatile memory
= _

8. A method according to claim 6 whérein establishing a license-record
includes the steps of: forming P license-record by encrypting of the contents
used to form a license-record with cher predetermined data contents, using
the key; and establiShihg the énérypted license-record in one of the at least

one established license-record locations.

L5/ 9. A method according to claim 1 wherfin verifying the program

ingludes the steps. of: éncrypting the icensed-software-program’s
license-reéord contents from the volatile me 'er area or decrypting the
license-record in the first or the second non-vqlatile memory area, using the
key; and comparing the encrypted licensed-software-program’s license-record
céntents ; With the enérypted license-recorfl in the first or the second
e licensed-software-program’s
license-record contents with the decrypted/ license-record in the first or the
second non-volatile memory area. |

10. A method accdrding to claimt 1 wherein acting on the program
includes the step of: restricting the program’s operation with predetermined
limitations if the comparing yields nonfunity or insufficiency.

11. A method according to flaim 1 wherein the first non-volatile

mein’ory-area is a ROM section of a BIOS.
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12. A method according to claim ¥} wherein the second non-volatile
memory area is a E?PROM section of o/BIOS. :

I }é A method according to claim 1 wherein the volatile memory is a

RAM.

14. A norntvolatile memory media used as a BIOS of a computer, for

e\operation within a license ‘limitation, wherein a

emory media according to claim 14 Wherein the

tablished in a ROM section of the BIOS.

\&
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ABSTRACT

A method of restricting software operation within a license limitation
that is applicable for a computer having a first non-volatile memory area, a
second non-volatile memory area, and a volatile men,iory area. The method
includes the steps of selecting a program residing in the volatile memory,
setting up a verification structure in the non-volatile memories, verifying the
program using the structure, and acting on the program according to the

verification.
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specification, including the claims, as amended by any amendment referred to above.

» I acknowledge the duty to disclose to the Patent and Trademark Office all information
known to me to be material to patentability as defined in Title 37, Code of Federal
Regulations, §1.56(a).

* I hereby claim foreign priority benefits under Title 35, United States Code, §119 of any
foreign application(s) for patent, utility model, design or inventor's certificate listed
.below and have also identified below any foreign application(s) for patent, utility model,
“design or inventor's certificate having a filing date before that of the application(s) on

which priority is claimed:

Prior Foreign Application(s) Priority Claimed
Number Country __Date Filed Yes No
124571 Israsl Mayl—19398 X

2 I hereby appoint the following attorneys to prosecute this application and to transact all

business in the Patent and Trademark Office connected therewith: George H. Spencer (Reg. No.
:: 18,038), Norman N. Kunitz (Reg.No. 20,586), Robert J. Frank (Reg. No. 19,112), Gabor J. Kele-
men {Reg. No. 21,016), Robert Kinberg (Reg. No. 26,924), John W. Schneller (Reg. No. 26,031),
Ashley J. Wells (Reg. No. 29,847), Christopher H. Lynt (Reg. No. 33,619) Suite 300 East,
. 1100 New York Avenue, N.W., Washington, D.C. 20005-3955, Telephone: (202) 414-4000, Telefax:
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instructions from the undersigned's assignee, if any, and/or, if the undersigned is not a
resident of the United States, the undersigned's domestic attorney, patent attorney or patent
agent, as to any action to be taken in the Patent and Trademark Office regarding this
application without direct communication between the U.S. attorneys and the undersigned. In
the event of a change in the person(s) from whom instructions may be taken, the U.S.
attorneys named herein will be so notified by the undersigned.

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made
are punishable by fine or imprisonment, or both, under §1001 of Title 18 of the United States
Code and that such willful false statements may jeopardize the validity of the application

or any patent issued thereon.

Signature: X (\M ‘\fl pate: X _X!)B \' Sx , 1998.

Sole/First Inventor: Mlki Mullor
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Attorney's

: . Docket No.
‘Applicant or Palentee: s : :
Serial or Patent No.:
Filed or Issued:
FO“_METHOD QF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSED LIMITATION

VERIFIED STATEMENT (DECLARATTON) CLAIMING SMALL ENTITY SIATUS
(37 CFR 1.9(f) and 1.27(c)) - sMALL BUSINESS CONCERN

I hereby declare that I am

[ ] the owmer of the small business concern identified below:
] an official of the gmall business concern empowered to act on behalf of the concern
identified below: :

NAME OF CONCERN ' M.Y.P.D. TECHNOLOGIES LTD. ’ ,
ADDRESS OF CONCERN c/o Keren-Shechter Law Firm, 21 Har Sinaj Street,
Tel-Aviv_ 65816, Israel

"I hereby declare that the above identified small business concern qualifies as a small
bisiness concern as defined in 13 CFR 121.3-18, and reproduced in 37 CFR 1.9(d), for purposes
of paying reduced fees under section 41(a) and (b) of Title 35, United States Code, in that
tiie number of anployees of the concern, including those of its affiliates, does not exceed
‘500 persuons. For purposes of this statement, (1) the mumber of employces of the business
‘coticerni is the average over the previous fisgcal year of the concem of the persons employed
oh a full-time, part-time or tenporary basis during each of the pay periods of the fiscal
Year,and (2) concerns are affiliates of each other when either,directly or indirectly,one

cancem controls or has the power to control the other,or a third party or parties controls

or has the power to control both.

business concern identified above with regard to the invention, entitled _METHOD
OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSED LIMITATION Tivantor(s)

x] the application filed herewith
[ ] application serial 0. , filed
{ ) patent no. yissued

thi: rights held by the above identified small business concern are not exclusive, each
iv ) CONCRIN OF organization having rights to the invention is lisred below” and no
the inwvention are held by any person, other than_ the inventor, who could not
qualify as a smll business concemn under 37 CFR 1.9(d) or by any concern which would not
qualify as a small business concern under 37 CFR 1.9(¢d) or a nonprofit organization under 37
CFR 1.9(e). *NOIE: Separate verified statements are required from each named person,

coticern or organization having rights to the invention averring to their status as small
entities. (37 CFR 1.27) .

NAME {
ADDRESS
[ ] INDIVIDUAL © | ] SMALL BUSINESS CONCERN [ T NONPROFIT ORGANIZATION
NAME
ADDRESS ’
{ ) INDIVIDUAL [ ] SMALL BUSINESS GONCERN [ ] NONPROFIT ORCANIZATION

‘T acknowledge the duty to file, in this application or patent, notification of amy change of
status resulting in loss of entitlement to small entity status prior to paying, or at the
time of paying, the earliest of the issue fee or any maintenance fee due after the date on
which' status as a small entity is no longer appropriate. (37 CFR 1.28(b))
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Statements were made with the knowledge that willful false statements and the like so made
are punishable by fine or imprisorment, or both, under section 1001 of Title 18 of the

United States Code, and that such willful falge Statements may jeopardize the validity of

the application, any patent issuing thereon, or any patent to which this verified statement
is directed. :
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Method of Restricting Software Operation within A License Limitation

K4

FIELD OF THE INVENTION

This invention relates to a method and system of identifying and

restricting an unauthorized software program’s operation.

BACKGROUND OF THE INVENTION

Numerous methods have been devised for the identifying and -
restricting of unauthorized software program’s operation. These methods
have been primarily motivated by the grand proliferation of illegally copied
software, which is.engulfing the marketplace. This illegal copying represents
billions of dollars in lost profits to commercial software developers.

Software based products have been developed to validate authorized
software usage by writing a license signature onto the computer’s volatile
memory (e.g. hard disk). These products may be appropriate for restricting
honest software users, but they are very vulnerable to attack at the hands of
skilled system’s programmers (e.g. “hackers™). These license signatures are
also subject to the physical instabilities of their volatile memory media.

Hardware base products have also been developed to validate
authorized software usage by accessing a dongle that is coupled e.g. to the

paralle] port of the P.C. These units are expensive, inconvenient, and not
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particularly suitable for software that may be sold by downloading (e.g. over
the internet).

There is accordingly a need in the art to provide for a System and
method that substantially reduce or overcome the drawbacks of hitherto

known solutions.

SUMMARY OF THE INVENTION

The present invention relates to a method of restricting software
operation within a license limitation. This method strongly relies on the use of
a key and of a record, which have been written into the non-volatile memory
of a computer.

For a better understanding of the underlying concept of the invention,
there follows a specific non-limiting example. Thus, consider a conventional
computer having a conventional BIOS module in which a key was embedded
at the ROM section thereof, during manufacture. The key constitutes,

effectively, a unique identification code for the host computer. It is important

- to note that the key is stored in a .non-volatile portion of the BIOS, ie. it ... .

cannot be removed or modified.

Further, according to the invention, each application program that is to
be licensed to run on the specified éomputer, is associated with a license
record; that consists of author name, program name and number of licensed
users (for network). The license record may be held in either encrypted or
explicit form.

Now, there commences an initial license establishment procedure,
where a verification structure is set in the BIOS so as to indicate that the
specified program is licensed to run on the specified computer. This is
implemented by encrypting the license record (or portion thereof) using said

key (or portion thereof) exclusively or in conjunction with other identification
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information) as an encryption key. The resulting encrypted license record is
stored in another (second) non-volatile section of the BIOS, e.g. E’PROM (or
the ROM). It should be noted that unlike the first non-volatile section, the
data in the second non-volatile memory may optionally be erased or modified
(using E*PROM manipulation commands), so as to enable to add, modify or
remove licenses. The actual format of the license may include a string of
terms that correspond to a license registration entry (e.g. lookup table entry or
entries) at a license registration bureau (which will be further described as
part of the preferred embodiment of the present invention). ’

Having placed the encrypted license record in the second non-volatile
memory (e.g. the E’PROM), the process of verifying a license may be
commenced. Thus, when a program is loaded into the memory of the
computer, a so called license verifier application, that is a priori running in
the computer, accesses the program under question, retrieves therefrom the
license record, encrypts the record utilizing the specified unique key (as
retrieved from the ROM éection of the BIOS) and compares the so encrypted
record to the encrypted records that reside in the E’PROM. In the case of
match, the program is verified to run on the computer. If on the other hand the .
sought encrypted data record is not found in the E’PROM database, this
means that the program under question is not properly licensed and
appropriate application define action is invoked (e.g. informing to the user on
the unlicensed status, halting the operation of the program under question
etc.) '

Those versed in the art will readily appreciate that any attempt to run a
program at an unlicensed site will be immediately detected. Consider, for
example, that a given application, say Lotus 123, is verified to run on a given
computer having a first identification code (k1) stored in the ROM portion of
the BIOS thereof. This obviously requires that the license record (LR) of the
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application after having been encrypted using k1 giving rise to (LR) is
stored in the E°PROM of the first computer.

Suppose now that a hacker attempts to run the specified application in
a second computer having a second identification code (k2) stored in the
ROM portion of the BIOS thereof. All or a portion the database contents
(including of course (LR)y; ) that reside in the E’PROM portion in the first
computer may be copied in a known per se means to the second computer. It
is important to note that the hacker is unable to modify the key in the ROM of
the second computer to K1, since, as recalled, the contents of the ROM is
established dﬁring manufacture and is practically invariable.

Now, when the application under question is executed in the second
computer, the license verifier retrieves said LR from the application and, as
explained above, encfypts it using the key as retrieved from the ROM of the
second computer, i.e k2 giving rise to encrypted license record (LR)e.
Obviously, the value (LR)k2 does-not reside in the E’PROM database section
of the second computer (since\it was not legitimately iicensed) and therefore

the specified application is invalidated. It goes without saying that the data

---copied- from the first (legitimate) computer is rendered useless, since -

20

25

comparing (LR)iz with the copied value (LR)x results, of course, in
mismatch.

The example above is given for clarity of explanation only and is by no
means binding.

In its broadest aspect, the invention provides for a method of
restricting software operation within a license limitation including; for a
computer having a first non-volatile memory area, a second non-volatile
memory area, and a volatile memory area; the steps of: selecting a program
residing in the volatile memory, setting up a verification structure in the
non-volatile memories, verifying the program using the structure, and acting

on the program according to the verification.
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An important advantage in utilizing non-volatile memory such as that
residing in the BIOS is that the required level of system programming
expertise that is necessary to intercept or modify commands, interacting with
the BIOS, is substantially higher than those needed for tampering with data
residing in volatile memory such as hard disk. Furthermore, there is a much
higher cost to the programmer, if his tampering is unsuccessful, i.e. if data
residing in the BIOS (which is necessary for the computer’s operability) is
inadvertently changed by the hacker. This is too high of a risk for the ordinary
software hacker to pay. Note that various recognized means for hindering the
professional-like hacker may also be utiiized (e.g. anﬁ-debuggers, etc.) in
conjunction with the present invention.

In the context of the present invention, a “computer” relates to a digital
data processor. These processors are found in personal computers, or on one
or more processing cards in multi-processor machines. Today, a processor
normally include a first non-volatile memory, a second non-volatile memory,
and data linkage access to a volatile memory. There are also processors
having only one non-volatile memory or having more than two non-volatile
memories; all of which should be considered logically as relating to having a
first and a second non-volatile memory areas. There are also computational
environments where the volatile memory is distributed into numerous
physical components, using a bus, LAN, etc.; all of which should logically be
considered as being a volatile memory area.

According to the preferred embodiment of the present invention, there
is further provided a license authentication bureau which can participate in
either or both of:

(i) establishing the license record in the second non-volatile memory;

and
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(ii) verifying if the key and license record in the non-volatile
memory(s) is compatible with the license record information as extracted
from the application under question.

The bureau is a telecommunications accessible processor where
functions such as formatting, encrypting, and verifying may be performed.
Performing these or other functions at the bureau 'helps to limit the
understanding of potential software hackers; since they can not observe how
these functions are constructed. Additional security may also be achieved by
forcing users of the bureau to register, collecting costs for cdnnection to the
bureau, logging transactions at the bureau, etc.

According to one example of using the bureau, setting up a verification
structure further includes the steps of: establishing, between the computer and
the bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license including an identification of the
computer and the license-record’s contents from the selected program;
forming an encrypted license-record at the bureau by encrypting parts of the
request-for-license using part of the identification as the encryption key; and
transferring, from the bureau to the computer, the encrypted license-record.

~According to another example.of using the bureau, verifying the
program further includes the steps of: establishing, between the computer and
the bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record for the selected
program  from the second non-volatile memory, and the
licensed-software-program’s license-record contents; enabling the comparing
at the bureau; and transferring, from the bureau to the computer, the result of
the comparing.

The actual key that serves for identifying the computer may be

composed of the pseudo-unique key exclusively, or, if desired, in combination
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with information, e.g. information related to the registration of the user such

as e.g. place, telephone number, user name, license number, etc. In the context
of the present invention, a “pseudo-unique” key may relate to a bit string
which uniquely identifies each first non-volatile memory. Alternately the
“pseudo-unique” key may relate to a random bit string (or to an assigned bit
string) of sufficient length such that: there is an acceptably low probability of
a successful unauthorized transfer of licensed software between two
computers, where the first volatile memories of these two computers have the
same key. -

It should be noted that the license bureau might maintain a registry of
keys and of licensed programs that have been registered at the bureau in
association with these keys. This registry may be used to help facilitate the
formalization of procedures for the transfer of ownership of licensed software
from use on one computer to use on another computer.

Constructing the key in the manner specified may hinder the hacker in
cracking the proposed encryption scheme of the invention, in particular when

the establishment of the license record or the verification thereof is performed

in the bureau. Those versed in the art will readily appreciate that the invention

is by no means bound by the data, the algorithms, or the manner of operation
of the bureau. It should be noted that the tasks of establishing and/or verifying
a license record may be shared between the bureau and the computer, done
exclusively at the computer, or done exclusively at the bureau. The
pseudo-unique key length needs to be long enough to hinder encryption attack
schemes. The establishing of the key may be done at any time from the
non-volatile memory’s manufacture until an attempted use of an established
license-record in the non-volatile memory. The key is used for encryption or
decryption operations associated with license-records. In principle, the

manufacturer of the licensed-software-program may specify the
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@ . license-record format and therefore different formats may, if desired, be used
for respective applications.
According to the preferred embodiment of the present invention, the
pseudo-unique key is a unique-identification bit string that is written 6nto the
5 first non-volatile memory by the manufacturer of the is memory media.
According to one, non-limiting, preferred embodiment of the present
invention, the first non-volatile memory area is a ROM section of a BIOS; the
. second non-volatile memory area is a E’PROM section of a BIOS; and the
volatile memory is a RAM e.g. hard disk and/or internal memory of the
10 computer . |
The present invention also relates to a non-volatile memory‘ media
used as a BIOS of a computer, for restricting software operation within a
license limitation, wherein a pseudo-unique key is established.
According to the preferred embodiment of the non-volatile memory
15 media of the present invention, the pseudo-unique key is established in a

ROM section of the BIOS.

BRIEF DESCRIPTION OF THE DRAWINGS:

In order to understand the invention and to see how it may be carried

20 out in practice, a preferred embodiment will now be described, by way of

non-limiting example only, with reference to the accompanying drawings, in
which:

Fig. 1 is a schematic diagram of a computer and a license bureau; and

Q

Fig. 2 is a generalized flow chart of the sequence of operations

25 performed according to one embodiment of the invention.
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DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

A schematic diagram of a computer and a license bureau is shown in
Figure 1. Thus, a computer processor (1) is associated with input operations
(2) and with output operations (3). This computer (processor) internally
contains a first non-volatile memory area (4) (e.g. the ROM section of the
BIOS), a second non-volatile memory area (5) (e.g. the E’PROM section of
the BIOS), and a volatile memory area (6) (e.g. the internal RAM memory of
the computer).

The computer processor is in temporary telecommunications linkage
with a license bureau (7).

The first non-volatile memory includes a pseudo-random identification
key (8), which exclusively or in combination with other information (e.g. user
name), is sufficient to uniquely differentiate this first non-volatile memory
from all other first non-volatile memories. As specified before, said key
constitutes unique identification of the computer.

The second non-volatile memory includes a licehse-record-area 9

e.g. for the containing of at least one encrypted license-record (e.g. three

- records 10-12). The volatile memory accommodates a license program (16)

having license record fields (13-15) appended thereto. By way of example
said fields stand for Application name (e.g. Lotus 123), Vendor name (Lotus
inc.), and no of licensed copies (1 for stand alone usage, >1 for number of
licensed users for a network application).

Those versed in the art will readily appréciate that the license record is
not necessarily bound to continuos fields. In fact, the various license content
components of the data record may be embedded in various locations in the
application. Any component may, if desired, be encrypted.

Each one of the encrypted license records (10-12) is obtained by
encrypting the corresponding license record as extracted from program 16,

utilizing for encryption the identification key (8).
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In a typical, yet not exclusive, sequence of operation, a
transaction/request is sent, by the computer to the bureau. This transaction
includes the key (8), the encrypted license-records (10-12), contents from the
license program used in forming a license record (e.g. fields 13-15), and other
items of information as desired.

The bureau forms the proposed license-record from the contents,
encrypts (utilizing predetermined encryption algorithm) the so formed
license-record using the key (8), and compares the so formed encrypted
license-record with the license-records (10-12). The bureau generates an
overlay according to the result of the 4comparison indication successful
comparison, non-critical failure comparison and critical failure comparison.

The bureau returns the overlay which will direct the computer in
subsequent operation. Thus, a success overlay will allow the license program
to operate. A non-critical failure overlay will ask for additional user
interactions. A critical failure overlay will cause permanent disruption to the

computer’s BIOS operations. Thus, software operation of the program is

' methodologically according to a license limitation restriction.

Those versed. in the art will readily appreciate that the implementation
as described with reference to Fig. 1 is by no means binding. Thus, by way of
non-limiting example, the bureau, instead of being external entity may form
part of the computer.

Attention is now directed to Fig. 2, showing a generalized flow chart
of the sequence of operations performed according to one embodiment of the
invention.

Thus, selecting (17) a program includes the step of: establishing a
licensed-software-program in the volatile memory of the computer wherein
the licensed-software-program includes contents used to form a
license-record. These contents, be they centralize or decentralized, may

include terms, identifications, specifications, or limitations related to the
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manufacturer of a software product, the distributor of a software product, the
purchaser of a software product, a licensor, a licensee, items of computer
hardware or components thereof, or to other terms and conditions related to
the aforesaid.

Setting up (18) the verification structure includes the steps of:
establishing or certifying the existence of a pseudo-unique key in the first
non-volatile memory area; and establishing at least one license-record
location in the first or the second nonvolatile memory area.

Establishing a license-record includes the steps of: forming a
license-record by encrypting of the contents used to form a license-record
with other predetermined data contents, using the key; and establishing the
encrypted license-record in one of the at least one established license-record
locations (e.g. 10-12 in Figure 1).

Verifying (19) the program includes the steps of: encrypting the
licensed-software-program’s  license-record contents from - the - volatile -
memory area or decrypting the license-record in the first or the second
non-volatile memory area, using the key; and comparing the encrypted
license-record in the first or the second non-volatile memory area, or
comparing the licensed-software-program’s license-record contents with the
decrypted license-record in the first or the second non-volatile memory area.

Acting (20) on the program includes the step of: restricting the
program’s operation with predetermined limitations if the comparing yields
non-unity or insufficiency. In this context “non-unity” relates to being unequal
with respect to a specific equation (e.g. A=B+1); and “insufficiency” relates
to being outside of a relational bound (e.g. A>B+1). “Restricting the
program’s operation with predetermined limitations” may include actions
such as erasing the software in volatile memory, warning the license

applicant/user, placing a fine on the applicant/user through the billing service
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charges collected at the license bureau (if applicable), or scrambling sections
of the BIOS of the computer (or of functions interacting therewith).

The present invention has been described with a certain- degree of
particularity but it should be understood that various modifications and
alterations may be made without departing from the scope or spirit of the

invention as defined by the following claims:
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CLAIMS:

1. A method of restricting software operation within. a license
limitation comprising; for a computer having a first non-volatile memory
area, a second non-volatile memory area, and a volatile memory area; the
steps of: selecting a program residing in the volatile memory, setting up a
verification structure in the non-volatile memories, verifying the program
using the structure, and acting on the program according to the verification.

2. A method according to claim 1, further comprising the step of:
establishing a license authentication bureau.

3. A method according to claim 2, wherein setting up a verification
structure further comprising the steps of: establishing, between the computer
and the bureau, a two-way data-communications linkage; transferring, from
the computer to the bureau, a request-for-license including an identification of
the computer and the license-record’s contents from the selected program;
forming an encrypted license-record at the bureau by encrypting barts of the
request-for-license using part of the identification as the encryption key; and
transferring, from the bureau to the computer, the encrypted license-record.

4. A method according to claim 2; wherein verifying the program
further comprising the steps of: establishing, between the computer and the
bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record for the selected
program from the second non-volatile memory, and the
licensed-software-program’s license-record contents; enabling the comparing
at the bureau; and transferring, from the bureau to the computer, the result of
the comparing.

5. A method according to any of claims 3 or 4 wherein the

identification of the computer includes the pseudo-unique key.

0058




10

15

20

25

-14 -

6. A method according to claims 1 or 2 wherein selecting a program
includes the step of: establishing a licensed-software-program in the volatile
memory of the computer wherein said licensed-software-program includes
contents used to form a license-record.

7. A method according to claims 1 or 2 wheremn setting up the
verification structure includes the steps of: establishing or certifying the
existence of a pseudo-unique key in the first non-volatile memory area; and
establishing at least one license-record location in the first or the second
nonvolatile memory area.

8. A method according to claims 6 and 7 wherein establishing a
license-record includes the steps of: forming a license-record by encrypting of
the contents used to form a license-record with other predetermined data
contents, using the key; and establishing the encrypted license-record in one
of the at least one established license-record locations.

- 9. A method according to claims 1 or 2 wherein verifying the program
includes the steps of: encrypting the licensed-Software—prograIn’s
license-record contents from the volatile memory area or decrypting the
license-record in the first or the second non-volatile memory area, using the
key; and comparing the encrypted licensed-software-program’s license-record
contents with the encrypted license-record in the first or the second
non-volatile memory area, or comparing the licensed-software-program’s
license-record contents with the decrypted license-record in the first or the
second non-volatile memory area.

10. A method according to any of claims 1 or 9 wherein acting on the
program includes the step of: restricting the program’s operation with
predetermined limitations if the comparing yields non-unity or insufficiency.

11. A method according to claim 1 wherein the first non-volatile

memory area is a ROM section of a BIOS.
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12. A method according to claim 1 wherein the second non-volatile
memory area is a E’PROM section of a BIOS.
13. A method according to claim 1 wherein the volatile memory is a

RAM.

14. A non-volatile memory media used as a BIOS of a computer, for

restricting software operation within a license limitation, wherein a
pseudo-unique key is established.
15. A non-volatile memory media according to claim 14 wherein the

pseudo-unique key is established in a ROM section of the BIOS.

For the Applicants, ,
'REINHOLD COHN AND PARTNERS
By:
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Status of Claims

1. Claims 1-15 have been examined.
Claim Rejections - 35 USC § 102

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the United
States before the invention thereof by the applicant for patent, or on an international application by another who
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention
thereof by the applicant for patent.

Claims 1-4 and 11-13 are rejected under 35 U.S.C. 102(e) as being clearly anticipated by
Ginter et al U.S. Patent No. 5,892,900.
As per claim 1, Ginter et al teach of a system and method for secure transactions
management and electronic rights protection that:
e restricts software operation within a license limitation (column 5, lines 29-41 and
column 6, lines 29-65)

e utilizes a computer that has a first non-volatile memory area (column 70, lines 40-65)
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, a second non-volatile memory area (column 70, lines 40-65) and a volatile memory
area (column 71, lines 12-25)

e provides a means of selecting a program residing in the volatile memory (column 71,
lines 25-27 and column 82, lines 12-52)

e sets up a verification structure in the non-volatile memories (column 70, lines 23-53
and column/line 63/67-64/15)

e verifies the program using the structure (column 70, lines 23-53 and column/line
63/67-64/15)

e and acts on the program according to the verification (column 70, lines 23-53 and

column/line 63/67-64/15).

As per claim 2, the method and system of Ginter et al provide for a license
authorization bureau in the form of a VDE (virtual distribution environment) distributor
and/or administrator (column/line 278/40 to 281/44).

As per claim 3, the method and system of Ginter et al discloses a verification method
with a license authorization bureau that comprises of:

e atwo-way data communication link between said bureau and end-user computer

(figure 77)
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e a method for establishing end-user rights (column/line 278/40 to 281/44)

e data encryption using keys (column 281, lines 10-22)

e creating a license record from the selected program at the bureau (column 71,
lines 25-27, column 82, lines 12-52, column/line 278/40 to 281/44 and column 15,

lines 10-34).

As per claim 4, the method and system of Ginter et al also provides a means of
encrypting the license record for the selected program from the second volatile memory
(column/line 65/55 to 66/47).

As per claim 6, the method and system of Ginter et al provides a means for
establishing a licensed software program. Where said program contains license record
“data and is found in the volatile memory (column 71, lines 25-27, column 82, lines 12-52,
column/line 278/40 to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-
41).

As per claim 10, the method and system of Ginter et al provide a means for restricting

a program’s operation with prédetermined limitations if the authorization is invalid

(column 279, lines 21-32).
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As per claim 11, the method and system of Ginter et al provide for a ROM BIOS
(figure 69G and column 70, lines 39-53).

As per claim 12, the method and system of Ginter et al provide for an EEPROM
BIOS (figure 69G and column, lines 54-63).

As per claim 13, the method and system of Ginter et al provide for RAM (column 71,

lines 16-25).
Claim Rejections - 35 USC § 103

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginter et al
U.S. Patent No. 5,892,900 as applied to claim 3 above, and further in view of Goldman et
al 5,684,951. As per claim 3, Ginter et al disclose a verification structure. In addition,
Ginter et al disclose a system and method for secure transaction management and

electronic rights protection utilizing encryption keys (column 206, lines 57-65).
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However, Ginter et al do not disclose pseudo unique keys. Goldman et al teach of a
method and system for user authorization over a multi-user computer system. In said
system, a user has valid id but lacks an authorized means of access. Using pseudo unique
keys (abstract, lines 19-21), said user can validate said means of access. Therefore, it
would have been obvious to a person of ordinary skill in the art of encryption, to

incorporate pseudo unique keys into the system of Ginter et al.

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginter et al
U.S. Patent. 5,892,900 in view of Goldman et al U.S Patent 5,684,951. Ginter et al teach
of a method and system for electronic rights protection comprising of volatile memory,
non-volatile memory, license records location and licensed software programs (see
section 2 rejections pertaining to claims 1, 3, 4 and 6). Ginter et al also use encryption

keys (column 206, lines 57-65).
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However, Ginter et al do not make use of pseudo unique keys in their system.
Goldman et al teach of a method and system for user authorization over a multi-user
computer system through the use of pseudo unique keys (abstract, lines 19-21).
Therefore, it would have been obvious to a person of ordinary skill in the art of the time

the invention was made to utilize pseudo unique keys in the system of Ginter et al.

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginter et al
U.S. Patent No. 5,892,900 as applied to claim 6 above, and further in view of Goldman et
al U.S Patent 5,684,951. Ginter et al disclose a method for authoring content that includes
encryption keys (column/line 282/ 33 to 283/34). As per claim 6, Ginter et al disclose a
method for selecting a licensed software program from the volatile memory to form a
license record. However, Ginter et al do not use pseudo unique keys for purposes of

encryption. Goldman et al teach of a method and system for user authorization over a
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multi-user computer system through the use of pseudo unique keys (abstract, lines 19-
21). Therefore it would have been obvious to a person of ordinary skill in the art at the

time the invention was made to use pseudo unique keys.

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter-as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable c;ver Ginter et al
U.S. Patent No. 5,892,900 in view of Goldman et al U.S Patent 5,684,951 and
Richardson, III U.S. Patent No. 5,490,216. Ginter et al teach of a system and method for
encrypting and decrypting of licensing related communications between end-user(s) and a
license authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginter
et al also teach of volatile and non-volatile memory areas used in conjunction with
licensed software programs (columns 70-72, column 82, lines 12-52, column/line 278/40
to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-41). However, Ginter

et al do not disclose pseudo unique keys. Goldman et al provide for the use of pseudo
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unique keys (abstract, 21-23). Therefore, it would have been obvious to a person of
ordinary skill in the art at the time the invention was made, to incorporate pseudo unique

keys into the system of Ginter et al.

Conclusion

7. The prior art made of record and not relied upon is considered pertinent to
applicant’s disclosure:

e Richardson , III teaches a system for software protection

8. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Calvin Loyd Hewitt IT whose telephone number is (703)

305-0625. The examiner can normally be reached on Monday-Friday from 8:30 AM —

5:00 PM.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, James P. Trammell, can be reached at (703) 305-9768.
Any response to this action should be mailed to”
Commissioner of Patents and Trademarks
C/o Technology Center 2700
Washington, D.C. 20231
or faxed to:
(703) 308-9051 (for formal communications intended for entry)
or:
(703) 308-5397 (for informal or draft communications, please label
“PROPOSED” or “DRAFT”)
Hand-delivered responses s};ould be brought to Crystal Park II, 2121 Crystal Drive,

Arlington, VA, Sixth Floor (Receptionist).

Any inquiry of a general nature or relating to the status of this application should be

directed to the Group receptionist whose telephone number is (703) 305-3900.

\\

Supervisory Patent Exa
October 3, 2000 Technelogy Center 2700

Calvin Loyd Hewitt 1T
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
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Examiner: J. Trammell

& Group Unit: 2161
Q .
¢
9 QLI}: %{‘ZOBATENT APPLICATION of REC EIVE D
Applicant : Miki MULLOR et al. ) NOV © n 210
)
Application No. : 09/164,777 ) Technology Center 2100
| )
Filed : October 1, 1998 )
) LETTER REQUESTING
For : METHOD OF RESTRICTING ) NEW ACTION
. SOFTWARE OPERATION WITHIN )
A LICENSED LIMITATION )
)
Attorney Docket 1 32130-142820 )

November 17, 2000

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:

The Examiner’s Action of October 18, 2000 has been received. Because the
Action is ambiguous as to the nature of the rejection, omits listing cited references on the
form PTO-892 and fails to include copies of the references applied against at least claim
9 with the Action, it is requested that a new Action be issued with a new response date
extending three-months from date of the new Action.

Specifically, the summary of the Action indicates claims 1-15 are rejected.
However, in the body of the Action, only claims 1-13 are rejected. Claims 13 and 14 do
not have any substantive rejections applied against them. It is also noted that in the first
rejection on page 2, claims 1-4 and 11-13 are mentioned in the first part of the rejection,

however, claims 6 and 10 also appear to be rejected in the narrative of this rejection.
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The Richardson U.S. Patent No. 5,490,216 applied against claim 9 is not included
on the form PTO-892 and no copy of this reference was supplied with the Action.

Finally, the Action fails to indicate receipt of the certified copy of the Priority
Document which was filed with the Application on October 1, 1998. It is requested that
in the new Action the Examiner acknowledge receipt of the Priority Document.

This letter is NOT a response to the pending Action but rather a request for

issuance of a substitute Action with a new response date.

Respectfully submitted,

A7

Robert Kinberg

Registration No. 26,924
VENABLE

Post Office Box 34385
Washington, DC 20005-3917
Telephone: (202) 962-4800
Direct dial: (202) 962-4014
Telefax: (202) 962-8300

RK/tah/trt

DC2DOCS1\251666

2 (09/164,777)
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- 1f NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1) Responsive to communication(s) filed on 01 December 2000 .

2a)[] This action is FINAL. 2b)X This action is non-final.

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 0.G. 213.

Disposition of Claims
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13)[X] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d).
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application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

4)J Acknowledgement is made of a claim for domestic priority under 35 U.S.C. & 119(e).
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Status of Claims
1. Claims 1-15 have been examined.
Response to Applicants’ Request

2. Applicant’s desire for clarity regarding the Examiner’s Office Action dated
October 18, 2000 has been noted. In response, the Examiner has written another Office

Action that the Examiner believes speaks directly to the issues raised by the Applicants.
Claim Rejections - 35 USC § 102

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the United
States before the invention thereof by the applicant for patent, or on an international application by another who
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention
thereof by the applicant for patent.

Claims 1-4, 6 and 10-13 are rejected under 35 U.S.C. 102(e) as being clearly anticipated
by Ginter et al U.S. Patent No. 5,892,900.
As per claim 1, Ginter et al teach of a system and method for secure transactions

management and electronic rights protection that:
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e restricts software operation within a license limitation (column 5, lines 29-41; column
6, lines 29-65; column 7, lines 45-57)

o utilizes a computer that has a first non-volatile memory area (column 70, lines 40-65)
, a second non-volatile memory area (column 70, lines 40-65) and a volatile memory
area (column 71, lines 12-25)

e provides a means of selecting a program residing in the volatile memory (column 71,
lines 25-27 and column 82, lines 12-52)

e sets up a verification structure in the non-volatile memories (column 70, lines 23-53
and column/line 63/67-64/15)

e verifies the program using the structure (column 70, lines 23-53 and column/line
63/67-64/15)

e and acts on the program according to the verification (column 70, lines 23-53 and

column/line 63/67-64/15).

As per claim 2, the method and system of Ginter et al provide for a license
authorization bureau in the form of a VDE (virtual distribution environment) distributor
and/or administrator (column/line 278/40 to 281/44).

As per claim 3, the method and system of Ginter et al discloses a verification method

with a license authorization bureau that comprises of:
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e atwo-way data communication link between said bureau and end-user computer
(figure 77)

e amethod for establishing end-user rights (column/line 278/40 to 281/44)

e data encryption using keys (column 281, lines 10-22)

e creating a license record from the selected program at the bureau (column 71,
lines 25-27, column 82, lines 12-52, column/line 278/40 to 281/44 and column 15,

lines 10-34).

As per claim 4,the method and system of Ginter et al also provides a means of
encrypting the license record for the selected program from the second volatile memory
(column/line 65/55 to 66/47).

As per claim 6, the method and system of Ginter et al provides a means for
establishing a licensed software program. Where said program contains license record
data and is found in the volatﬂe memory (column 71, lines 25-27, column 82, lines 12-52,
column/line 278/40 to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-
41).

As per claim 10, the method and system of Ginter et al provide a means for restricting
a program’s operation with predetermined limitations if the authorization is invalid
(column 279, lines 21-32).

As per claim 11, the method and system of Ginter et al provide for a ROM BIOS

(figure 69G and column 70, lines 39-53).
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As per claim 12, the method and system of Ginter et al provide for an EEPROM
BIOS (figure 69G and column 70, lines 54-65).
As per claim 13, the method and system of Ginter et al provide for volatile RAM

(column 71, lines 22-25).
Claim Rejections - 35 USC § 103

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

5. Claims 5 and 7-9 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Ginter et al U.S. Patent No. 5,892,900 as applied to claims 1, 3, 4 and 6 above, and
further in view of Goldman et al 5,684,951.

As per claim 5, Ginter et al disclose a verification structure. In addition, Ginter et
al disclose a system and method for secure transaction management and electronic rights
protection utilizing encryption keys (column 206, lines 57-65).

However, Ginter et al do not disclose pseudo unique keys. Goldman et al teach of a
method and system for user authorization over a multi-user computer system. In said
system, a user has valid id but lacks an authorized means of access. In order to access the
desired data, a user is sent a pseudo unique key (abstract, lines 19-21) that is derived from
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a user id and the current IP address. By utilizing such a method a valid user can be
provided access to secured data without comprising the security of the larger system.
Therefore, it would have been obvious to a person of ordinary skill in the art of
encryption, to incorporate pseudo unique keys into the system of Ginter et al.

As per claim 7, Ginter et al teach of a method and system for electronic rights
protection comprising of volatile memory, non-volatile memory, license records location
and licensed software programs (column 5, lines 29-41; column 6, lines 29-65; column
15, lines 10-34; column/line 63/67-64/15; column/line 65/55-66-47; column 70, lines 23-
65; column 71, lines 12-27; column 96, lines 37-41; column/line 278/40-281/44). Ginter
et al also use encryption keys (column 206, lines 57-65). However, Ginter et al do not
make use of pseudo unique keys in their system. Goldman et al teach of a method and
system for user authorization over a multi-user computer system through the use of
pseudo unique keys (abstract, lines 19-23). In said system, a user has valid id but lacks an
authorized means of access. In order to access the desired data, a user is sent a pseudo
unique key that is derived from a user id and the current IP address. By utilizing such a
method a valid user can be provided access to secured data without comprising the
security of the larger system. Therefore, it would have been obvious to a person of
ordinary skill in the art of the time the invention was made to utilize pseudo unique keys

in the system of Ginter et al.
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As per claim 8, Ginter et al disclose a method for authoring content that includes
encryption keys (column/line 282/ 33 to 283/34). Ginter et al disclose a method for
selecting a licensed software program from the volatile memory to form a license record.
However, Ginter et al do not use pseudo unique keys for purposes of encryption.
Goldman et al teach of a method and system for user authorization over a
multi-user computer system through the use of pseudo unique keys (abstract, lines 19-
23). In said system, a user has valid id but lacks an authorized means of access. In order
to access the desired data, a user is sent a pseudo unique key that is derived from a user id
and the current IP address. By utilizing such a method a valid user can be provided access
to secured data without comprising the security of the larger system. Therefore it would
have been obvious to a person of ordinary skill in the art at the time the invention was

made to use pseudo unique keys.

As per claim 9, Ginter et al teach of a system and method for encrypting and
decrypting of licensing related communications between end-user(s) and a license
authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginter et al
also teach of volatile and non-volatile memory areas used in conjunction with licensed
software programs (columns 70-72, column 82, lines 12-52, column/line 278/40 to
281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-41). However, Ginter et
al do not disclose pseudo unique keys. Goldman et al provide for the use of pseudo
unique keys (abstract, 19-23). Therefore, it would have been obvious to a person of
ordinary skill in the art at the time the invention was made, to incorporate pseudo unique

keys into the system of Ginter et al.
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6. Claims 14 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Ginter et al, U.S. Patent No. 5,892,900 in view of Goldman et al U.S. Patent No. |
5,684,951.

As per claims 14 and 15, Ginter et al. disclose a rights management system for
restricting software operation (column 5, lines 29-41; column 6, lines 29-65; column 7,
lines 45-57). Further, in order to execute said rights management system, Ginter et al.
disclose read only memory (ROM) that may be used store encryption key information.
Ginter et al. also disclose ROM components, such as masked ROM and EEPROM, that
store permane\nt portions of code that interface with the encryption and decryption engine
(column/line 70/54-71/11). Recall, Ginter et.al utilize encryption keys as a method of
encryption (column/line 67/48-68/16). However, Ginter et al. do not disclose pseudo
unique keys. Goodman et al disclose pseudo unique keys (abstract, lines 19-23) and
provides for the storage in a memory unit (éolumn 8, lines 11-12). In said system, a user
has valid id but lacks an authorized means of access. In order to access the desired data, a
user is sent a pseudo unique key that is derived from a user id and the current IP address.

' By utilizing such a method a valid user can be provided access to secured data without

comprising the security of the larger system. Therefore, it would have been obvious
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Conclusion

7. The prior art made of record and not relied upon is considered pertinent to
applicant’s disclosure:

e Richardson, III teaches a system for software protection

8. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Calvin Loyd Hewitt II whose telephone number is (703)
305-0625. The examiner can normally be reached on Monday-Friday from 8:30 AM —
5:00 PM. |

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, James P. Trammell, can be reached at (703) 305-9768.
Any response to this action should be mailed to”
Commissioner of Patents and Trademarks
C/o Technology Center 2700
Washington, D.C. 20231
or faxed to:
(703) 308-9051 (for formal communications intended for entry)
or:

(703) 308-5397 (for informal or draft communications, please label
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“PROPOSED” or “DRAFT”)

Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal Drive,

Arlington, VA, Sixth Floor (Receptionist).
Any inquiry of a general nature or relating to the status of this application should be

directed to the Group receptionist whose telephone number is (703) 305-3900.

Calvin Loyd Hewitt I

December 4, 2000
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THE UNITED STATES PATENT AND TRADEMARK OFFICE /’k (0

In re PATENT APPLICATION of

Applicants :  Miki MULLOR et al.

) Customer No.
iy 52"
09/164,777 )
) 26694
October 1’ 1998 ) PATENT TRADEMARK OFFICE
) RECEIV
METHOD OF RESTRICTING ) ED
SOFTWARE OPERATION WITHIN ) MAY 9 3 7nnj
A LICENSED LIMITATION ) '
) Technology
Group Art Unit ;2161 ology Center 2100
Examiner :J. Trammell
Atty. Dkt. : 32130-142820
Assistant Commissioner for Patents
Washington, D.C. 22031
AMENDMENT .
Sir:
REQUEST FOR EXTENSION OF TIME
Please extend the period for responding to the Office Action dated December 20, 2000 by
two months so that the due date expires May 21, 2001. The requisite extension fee of $195.00
under 37 C.F.R. 1.17 (a) (1) is attached. Should no check be attached, please charge our Deposit
Account 22-0261. Please also deduct any additional fees due or credit any overage to the same
account. e
Responsive to the Office Action dated December 20, 2000, please amend the application 'él:

as follows:

IN THE SPECIFICATION

e

Page 1, please rewrite paragraph 2 as follows:
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Amendment ‘ .

« U.S. Application No.: 09/164,777

Numerous methods have been devised for the identifying and restricting of an
unauthorized software program’s operation. These methods have been primarily motivated by
the grand proliferation of illegally copied software, which is engulfing the marketplace. This

illegal copying represents billions of dollars in lost profits to commercial software developers.

v

Pagel, please rewrite paragraph f as follows:

Hardware based products have also been developed to validate authorized software usage
by accessing a dongle that is coupled e.g. to the parallel port of the P.C. These units are
expensive, inconvenient, and not particularly suitable for software that may be sold by

downloading (e.g. over the internet).

Page 9, please rewrite paragraph 3 as follows:

-

The second non-volatile memory includes a license-record-area (9) e.g. which contains
at least one encrypted license-record (e.g. three records 10-12). The volatile memory
accommodates a license program (16) having license record fields (13-15) appended thereto. By
way of example said fields stand for Application names (e.g. Lotus 123), Vendor name (Lotus
inc.), and number of licensed copies (1 for stand alone usage, >1 for number of licensed users for

a network application).

-

Page 9, pléase rewrite paragraph 4 as follows:

V
Those versed in the art will readily appreciate that the license record is not necessarily

bound to continuous fields. In fact, the various license content components of the data record
may be embedded in various locations in the application. Any component may, if desired, be

encrypted.

o
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Amendment *

* {U.S. Application No.: 09/164,777

1
Page 9 and continuing on page 10, please rewrite paragraph 7 as follows:

7
The bureau forms the proposed license-record from the contents, encrypts (utilizing

S predetermined encryption algorithm) the so formed license-record using the key (8), and
% compares the so formed encrypted license-record with the license-record (10-12). The bureau
generates an overlay according to the result of the comparison indicating successful comparison,

non-critical failure comparison and the critical failure comparison.

IN THE CLAIMS:
‘\ Please amended the claims as follows:
5 w b \ 1. (Amended) A method of restrictin sAoftware operation within a licensefor use

ith a computer including a first, non erasable, ngh-volatile memory area, a second, non-

erasable non-volatile memory area, and a volgfile memory area; the first non volatile memory
hccomodates data that includes unique key), the method comprising the steps of:

selecting a program residing inf£he volatile memory,

setting up a verification stryCture in the second non-volatile memory , the verfication
structure accommodates data that includes at least one license record,
using at least said verification structure, and

acting on the prgfgram according to the verification.

Please add the following new claims:

\

24

16.. (New) The method accopling to Claim 1, wherein the unique key includes

|

a pseudo-unique key.
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17. (Newj _ The method according to Claim 1, pvherein said step of setting up
a verification record, including the license record, includes encrypting a license record data in

said program using at least said key.

18. (New) The method according to Claifi 1, wherein said step of verifying
the program includes decrypting the license record data acc odated in said second non
. volatile memory using at least said unique key.

19. (New) The method according to Claim 1, wherein said step of verifying
the program includes encrypting the license record that i§jaccommodated in said program using
at least said unique key.

20. (New) A method for restrictingfaccess to a software prograr1, comprising:
storing a pseudo-unique key in a first non-volptile memory area of a computer;

|
selecting a software program residing in a vqlatile memory area of the comjuter;
extracting license information from the so

encrypting the license information using thie pseudo-unique key;

are program;

storing the encrypted pseudo-unique keyfin a second non-volatile memory iirea of the
computer;
verifying the software program using pased on the encrypted pseudo-uniqu: key; and

acting on the software program based on the verification.

!
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REMARKS

Claims 1-15 stand rejected. By this Amendment, claim 1 has been amended, claims 14
and 15 have been canceled and new claims 16-20 have been added to the application. Claims 1-
13 and 16-20 are therefore pending. It is believed that each of the pending claims define an
invention which is novel and unobvious over the cited art. Favorable reconsideration of this case
is respectfully requested.

The specification has been reviewed and edited to eliminate minor inaccuracies and
typographical errors.

The present invention provides a method and system for identifying and restricting
operation of an unauthorized software program. In a preferred embodiemt, a key resides in a
first non-volatile part of a computer's memory. The non-volatile memory being typically, but not
necessarily, a stand alone module which is not erasable and therefore cannot be modified (see the
present specification, page 9, lines 3 to 7). A verification structure is formed to include one or
more license records, described below, and resides in a second non-volatile part of the memory,
(see the present specification, page 9, lines 8 to 10). The second non-volatile part is erasable and
therefore license data in the verification structure can be modified. For example, license data
may be added or modified as required, for example, when new licenses are added or expire. The
license records are obtained by encrypting license records extracted from the software program
with the key stored in the first non-volatile part of the computer's memory, page 9 lines 19 to 21.
The key may be of many possible variants (see, for example, the options elaborated in the
bridging paragraph between pages 6 and 7 of the specification). The key may also be used for
encryption of license record or decryption of encrypted license record all as required and
appropriate (see, e.g. page 7 lines 20, 21). Moreover, the contents of the license record is very

flexible (see e.g. page 10 lines 17 to 25). The specification explains other advantages of the
5
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_invention in more detail.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(e) as being unpatentable
over U.S. Patent No. 5,892,900 to Ginter et al.

Ginter et al. do not anticipate the present invention as they do not disclose, among other
things, setting up a verification structure and verifying the program using the verification
structure as recited in the rejected claims.

Ginter et al. provide a system and method for secure electronic transaction management
and electronic rights protection. Ginter’s method provides “machine bound” delivery of content
or software through what they call “Stationary Object” (col. 136, lines 64-66 and Fig 18). A
stationary object is an object bound to a specific machine. The main security measure used to
protect the content of a “Stationary Object” from illegal use is to encrypt it according to the
target’s unique key (col. 137, lines 45-50).

“For example, a container that is bound by its control to a specific VDE node is called a

“stationary Object (see Fig 18)” (col. 136, lines 64-66). “Fig 18 shows an example of a
“stationary object” structure 850 provided by the preferred embodiment. ‘Stationary Object”
structure is intended to be used only at specific VDE electronic appliance/installations that have
received explicit permissions to use one or more portions of the stationary object...” (col. 137,
lines 23-28)
“This private body (method) section 806 is preferably encrypted using one or more private body
keys contained in the separate permissions record 808. The data blocks 812 contain content
(information or administrative) that may be encrypted using one or more content keys also
provided in permissions record 808.”

Accordingly, in Ginter et al., software distributed through a stationary object is encrypted

for the specific machine therefor “bound” to it. “ Objects may be classified in one sense based on
6
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whether the protection information is bound together with the protected information” (Ginter,
col. 136, line 62).

Consequently, this method suffers from the deficiency that it is incompatible with free
“out of channel” or “retail channel” distribution. In the latter mode of operation, it is often
desired to broadcast a single version of the software to all the subscribers, rather than a machine
bound (and obviously different) version for each subscriber that is required by Ginter et al. In
other words, the “Stationary Object” aspect of Ginter has the shortcoming, among others, that it
cannot support a business model where the distributor doesn’t know the final target machine.
Therefore, the system and method will not be able to freely distribute the software, sﬁch as
happens in retail and software companies that ships millions of copies.

Ginter itself acknowledges that the problem with “Stationary Objects” therefore suggests
a second method named “Traveling Objects” (col. 136, line 66 - col.137, line 3, and fig. 19). A
“Traveling Object” is an object that contains the information needed to use its content:
“a container that is not bound by its control information to a specific VDE node but rather carries
sufficient control and permissions to permit its use, in a whole or in part, at any of several sites is
called a “Traveling Object” (Ginter, col. 136, line 66 - col. 137, line 3). A traveling object
allows shipping the content to unknown destinations by encrypting the content with the same key
again and again. However, Ginter uses an encryption technique in the “Traveling Object”

feature in which the key is incorporated in the distributed objects. Ginter acknowledge the

shortcomings of this solution to wit:

“In the case of a “traveling object”, content owners may distribute information
with some or all of the key blocks 810 included in the object 300 in which the
content is encapsulated. Putting keys in distributed objects 300 increases the
exposure to attempts to defeat security mechanisms by breaking or
cryptoanalyzing the encryption algorithm with which the private header is
protected (e.g., by determining the key for the header’s encryption). This breaking
of security would normally require considerable skill and time, but if broken, the

7
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algorithm and key could be published so as to allow large numbers of individuals

who possess objects that are protected with the same key(s) and algorithm(s) to

illegally use protected information. (Col. 139, lines 38 to 50).”

Ginter admits that this solution can thus be used only with limited type of software which
is not commercially valuable, to wit:

“As a result, placing keys in distributed objects 300 may be limited to content that

is either “time sensitive” (has reduced value after the passage of a certain period

of time), or which is somewhat limited in value, or where the commercial value of

placing keys in objects (for example convenience to end-users, lower cost of

eliminating the communication or other means for delivering keys and/or
permissions information and/or the ability to supporting objects going “out-of

channel”) exceeds the cost of vulnerability to sophisticated hackers. (Col. 139,

lines 50 to 59).”

The present invention differs from and overcomes the deficiencies associated with the
stationary object and traveling object methods described in Ginter et al. In the present invention,
a unique key is stored in the first non-volatile memory of the computer. A software program in
the volatile memory of the computer is selected. A license record is extracted from the software
program and encrypted using the unique key stored in the computer (see new independent claim
20). Thus, the software program is not machine bound as is required by the stationery object
method, nor is the same key used over and over to encrypt the software as is the case with the
traveling object. In the present method, the verification structure is formed by using a unique
key for each computer and license record information in the software.

Moreover, in col. 70, line 23 — col. 71, line 25 Ginter et al. describe the architecture as
add-on hardware which is named “SPU”(col. 63, line 66 — col. 64, line 15). Col. 64, lines 16-21
explicitly detail the fact that the SPU is a hardware add-on, not part of the PC. In col. 70 Ginter
et al. describes the memory architecture for the SPU and uses terms taken from the PC

engineering world. However, this is not referring to those actual PC components which name is

used in their design.
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In view of the above, it is clear that Ginter et al do not describe the step of setting up a
verification structure. The portions of Ginter et al. referred to by the Examiner all describe the
elements of the proprietary hardware of Ginter et al. These portions of Ginter et al. do not
describe setting the verification structure in memory, they describe basic functionality of a
common CPU that loads code to memory and executes it.

Furthermore, it is clear that Ginter et al. do not describe the step of verifying the program
using the verification structure. There is no mention whatsoever in Ginter et al. in col. 70, lines
23-53 and col. 63, line 67 - col. 64, line 15 referred to by the Examiner of a process where a
software program verifies its authenticity using a license (verification structure) stored in the
second volatile non-volatile memory. The functionality described in these portions of Ginter et
al. is the different functioﬁality that add-on hardware, referred to as SPU, can perform. There no
specific discussion as to how the functionality is performed and whether it is actually has
something to do with protecting software.

In contrast to Ginter et al., the present invention provides a system and method which not
only enables free distribution of the software (such as happens in retail stores, and software
companies that ship millions of copies), that overcomes the problems with the stationary object
in Ginter et al., but also does not suffer from the limitations of incorporating the key in the
distributed data as is the case with the traveling object of Ginter et al. Moreover, the steps of
setting up a verification structure and using that structure for verification are clearly recited in
the rejected claims

For example, independent claim 1 recites a method of restricting software operation
within a license limitation. The method is useful for a computer including a first, non-erasable,
non-volatile memory area, a second, erasable, non-volatile memory area, and a volatile memory

area. The first non-volatile memory accommodates data that includes unique key. According to
9
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the method of the invention, a program residing in the volatile memory is selected. A
verification structure is set up in the second non-volatile memory. The verification structure
accommodates data that include at least one license record. The program is verified using at
least the verification structure. Based on the verification, the program is acted on accordingly.

Additionally, new independent claim 20 recites additional features not disclosed in Ginter
etal. In claim 20, a method for restricting access to a software program is defined. The
method includes storing a pseudo-unique key in a first non-volatile memory area of a computer.
A software program residing in a volatile memory area of the computer is selected. License
information is extracted from the software program. The license information is encrypted using
the pseudo-unique key. The encrypted pseudo-unique key is stored in a second non-volatile
memory area of the computer. The software program is verified using based on the encrypted
pseudo-unique key and the software program is acted on based on the verification.

Thus, in the method recited in claim 20, license information is extracted from the
software program and encrypted using a key stored on the computer. Applicants review of the
cited references did not reveal any description of extracting information from a program,
encrypting the infqrmation using a key stored on the computer, and storing the encrypted
information on the computer. There is no description in the cited references of the steps of
“extracting license information from the software program” and “encrypting the license
information using the pseudo-unique key” as is recited in new claim 22.

No claim recitation can be ignored in determining anticipation. See Pac-Tex, Inc. v.

Amerace Corp., 14 U.S.P.Q.2d 187, (Fed. Cir. 1990). Anticipation requires the disclosure, in a

prior art reference, of each and every recitation as set forth in the claims. See Titanium Metals

Corp. v. Banner, 227 U.S.P.Q. 773 (Fed. Cir. 1985), Orthokinetics, Inc. v. Safety Travel Chairs,

10
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Inc. 1 U.SP.Q2d 1081 (Fed. Cir. 1986), and Akzo N.V. v. U.S. International Trade

Commissioner, 1 U.S.P.Q.2d 1241 (Fed. Cir. 1986).
There must be no difference between the claimed invention and reference disclosure for

an anticipation rejection under 35 U.S.C. 102. See Scripps Clinic and Research Foundation v.

Genentech, Inc., 18 U.S.P.Q.2d 1001 (CAFC, 1991) and Studiengesellschaft Kohle GmbH v.

Dart Industries, 220 U.S.P.Q. 841 (CAFC, 1984).

In view of the above discussion, it is clear that the cifed reference does not teach cach and
every element recited in the claims as required by 35 U.S.C. 102(e). Therefore, the withdrawal
of the rejection of claims 1-4, 6 and 10-14 under 35 U.S.C. 102(e) is respectfully requested.

Claims 5 and 7-9 have been rejected under 35 U.S.C. 103(a) as being unpatentable over
Ginter et al. in view of Goldman et al.

Claims 5 and 7-9 depend from independent claim 1 and would patentable for at least the
reasons discussed above regarding independent claim 1.

Goldman et al. do not supplement Ginter et al. to teach or suggest the features as recited
in the rejected claims.

Claims 14 and 15 have been rejected under 35 U.S.C. 103(a) as being unpatentable over
Ginter et al in view of Goldman et al.

Claims 14 and 15 have been canceled, r_er;dering this rejection moot.

In view of the above discussion, it is clear that the cited references, taken alone of in
combination, do not render the present invention obvious. Therefore the withdraw of this
rejection is respectfully requested.

Attached hereto is a marked-up version of the changes made to the specification and

claims by the current amendment. The attached page is captioned “Version with markings to

show changes made.”

11
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In view of the foregoing, reconsideration and allowance of this application are believed in
order, and such action is earnestly solicited.
The Commissioner is authorized to charge any fee necessitated by this Amendment to our
Deposit Account No. 22-0261.
Respectfully submitted,

VENABLE, Attorneys at Law

Robert Kinberg (\/
Registration No. 26,924

P.O. Box 34385

Washington, D.C. 20043-9998
Telephone 202-962-4800
Telefax 202-962-8300

RK/JAK/Ith
#289169

12
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YERSION WITH MARKINGS TO SHOW CHANGES MADE

IN THE SPECIFICATION

Page 1, please rewrite paragraph 2 as follows:

Numerous methods have been devised for the identifying and resfricting of an
unauthorized software program’s operation. These methods have been primarily motivated by
the grand proliferation of illegally copied software, which is engulfing the marketplace. This

illegal copying represents billions of dollars in lost profits to commercial software developers.

Pagel, please rewrite paragraph 3 as follows:

Hardware based products have also been developed to validate authorized software usage
by accessing a dongle\ that is coupled e.g. to the parallel port of the P.C. These units are
expensive, inconvenient, and not particularly suitable for software that may be sold by

downloading (e.g. over the internet).

Page 9, please rewrite paragraph 3 as follows:
The second non-volatile memory includes a license-record-area (9) e.g. for-the-containing

of which contains at least one encrypted license-record (e.g. three records 10-12). The volatile

memory accommodates a license program (16) having license record fields (13-15) appended
thereto. By way of example said fields stand for Application names (e.g. Lotus 123), Vendor
name (Lotus inc.), and ae-number of licensed copies (1 for stand alone usage, >1 for number of

licensed users for a network application).

Page 9, please rewrite paragraph 4 as follows:
Those versed in the art will readily appreciate that the license record is not necessarily

bound to eentinues-continuous fields. In fact, the various license content components of the data
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record may be embedded in various locations in the application. Any component may, if desired,

Application No.: 09/164,77

be encrypted.

Page 9 and continuing on page 10, please rewrite paragraph 7 as follows:

The bureau forms the proposed license-record from the contents, encrypts (utilizing
predetermined encryption algorithm) the so formed license-record using the key (8), and
compares the so formed encrypted liceﬁse-record with the license-record (10-12). The bureau
generates an overlay according to the result of the comparison indieation-indicating successful

comparison, non-critical failure comparison and the critical failure comparison.

- INTHE CLAIMS:

Please amended the claims as follows:

1. (Amended) A method of restricting software operation within a license
limitation-comprising;-for use with a computer including having-a first, non erasable, non-
volatile memory area, a second, non-erasable non-volatile memory area, and a volatile memory

area; the first non volatile memory accomodates data that includes unique key; the method

comprising the steps of:

selecting a program residing in the volatile memory.

setting up a verification structure in the second non-volatile memory memesies-, the

verfication structure accommodates data that includes at least one license record,

verifying the program using at least said verification structurethe-straeture, and

acting on the program according to the verification.

Please add the following new claims:
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16. (New) The method according to Claim 1, wherein the unique kev includes

a pseudo-unique key.

17. (New) The method according to Claim 1, wherein said step of setting up

a verification record, including the license record, includes encrypting a license record data in

said program using at least said key.

18. ew The method according to Claim 1., wherein said step of verifyin

the program includes decrypting the license record data accommodated in said second non

volatile memory using at least said unique key.

19. (New) The method according to Claim 1. wherein said step of verifying

the program includes encrypting the license record that is accommodated in said program using

at least said unique key.

20.  (New) A method for restricting access to a software program, comprising:

storing a pseudo-unique key in a first non-volatile memory area of a computer:

selecting a software program residing in a volatile memory area of the computer;

extracting license information from the software program;

encrypting the license information using the pseudo-unique key;

storing the encrypted pseudo-unique key in a second non-volatile memory area of the

computer;

verifving the software program using based on the encrypted pseudo-unique key: and-

acting on the software program based on the verification.
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-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136 (a). in no event, however, may a reply be timely filed
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- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status
X Responsive to communication(s) filed on 21 May 2001 .
2a)X] This action is FINAL. 2b)[] This action is non-final.

3)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of \Claims

4[] Ciaim(s) isfare pending in the application.
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5[] Claim(s) is/are allowed.
8)[X Cléim(s) 1-13 and 16-20 is/are rejected.
7)O Claim(s) ____is/are objected to.
8)[] Claims ____are subject to restriction and/or election requirement.

Application Papers
9)[] The specification is objected to by the Examiner.
10)(] The drawing(s) filed on is/are objected to by the Examiner.
1] The proposed drawing correction filed on is: a)(] approved b)[] disapproved.
12)(] The oath or declaration is objected to by the Examiner.
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13)X Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
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Status of Claims
1. Claims 1-13 and 16-20 have been examined.
Response to Arguments and Amendment

2. The Applicants are of the opinion that the Ginter et al. reference is insufficient as
it is believed that it does not teach, “... setting up a verification structure and verifying
the program using the verification structure”. The Examiner will focus his comments to
this matter as other comments regarding the intended use of the claimed invention (e.g.
“stationary object” vs. “travelling object”) do not result in a structural difference between
the claimed invention and the prior art. And, if the prior art structure is capable of
performing the intended use, then it meets the claim- See In re Casey, 152 USPQ 235
(CCPA 1967) and In re Otto, 136 USPQ 458, 459 (CCPA 1963). To this end, the
Examiner would like to reiterate that Ginter et al. the system of Ginter et al. supports,
“launchable content” (column/line 24/54-25/27) and maintains, and allows for evolving,
content and content control as it passes through a “chain of handling” (column/line
28/42-32/60).

Regarding verification structure, Ginter et al. create for each VDE object a

permission record (PERC) (column/line 93/5-94/4; column/line 155/38-159/12) that ...
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controls how access and/or manipulation permissions are distributed and/or how content
and/or other information may otherwise be used (column 155, lines 46-51). Ginter et al
teach that electronic appliances may include one or more SPUs (column 64, lines 1-4)
and may be a standardized feature on microprocessors (column 65, lines 17-55). As
previously stated, the SPU contains, volatile and non-volatile memories (column/line
70/11-71/15; column/line 71/51-72/67). The SPU Internal ROM contains, “...kernel
programs, load modules and encryption key information [that] enable the control of
certain basic functions of the SPU” and “... components that are at least in part
dependent on [device configuration] may be loaded in [ROM] along with additional load
modules that have been determined to be required for specific installations or applications
(column 70, lines 48-53). Further, Ginter et al. teach that SPU hardware, provides at least
enough processing capabilities to support the secure parts of pfocessing such as events
that generate a usage permission (figure 3; column 58, lines 22-49; column 60, vlines 45-
55). Therefore, the Examiner regards the generation of usage permissions as basic to a
SPU, hence, the appropriate load modules would be present in the ROM or EEPROM
(column 70, lines 54-65) to allow for such minimum processing. Also, Ginter et al. teach
that content control information follows the content (e.g. PERC) therefore, it is inherent
that PERC-relevant data would be stored in non-volatile memory (relying on the standard
definition of “non-volatile” memory as memory that is maintained even when the power
is removed from the storage system). Finally, the Examiner takes issue with the

Applicant using EEPROM to store a license record including author name, program name
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and number of licensed users. The Applicant has not disclosed the necessary hardware to
allow a user to add, remove and modify a license record stored in an EEPROM.
EEPROM is read-only memory. Therefore the ability to update existing and add new

records to data stored in the EEPROM is contradictory.
Claim Rejections - 35 USC § 112

3. Claim 1 is rejected under 35 U.S.C. 112, first paragraph, as containing subject
matter which was not described in the specification in such a way as to reasonably
convey to one skilled in the relevant art that the inventor(s), at fhe time the application
was filed, had possession of the claimed invention. The specification does not support
the Applicants’ claim of using non-erasable, non-volatile memory being used to store
license records.

Claims 2-19 are also rejected as they depend from claim 1.

4, Claim 1 is rejected under 35 U.S.C. 112, first paragraph, as containing subject
matter which was not described in the specification in such a way as to enable one skilled
in the art to which it pertains, or with which it is most nearly connected, to make and/or
use the invention. The applicant refers to secondary non-volatile storage as EEPROM
(Specification, page 8, lines 1 and 25-27). However, EEPROMs require a special or

programmer voltage to program it, store 0’s and 1’s, are programmed at the factory and
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when erased all data is removed. The Applicants do not teach the device necessary to edit
an EEPROM nor have they made it clear to the Examiner how their system would be
implemented in light of the non-trivial processing required to write and erase its data.

Claims 2-19 are also rejected as they depend from claim 1.

5. Claim 1 is rejected under 35 U.S.C. 112, first paragraph, as based on a disclosure
which is not enabling. A device to write to an EEPROM and a method taking into
account said device are critical or essential to the practice of the invention, but not
included in the claim(s) is not enabled by the disclosure. See In re Mayhew, 527
F.2d 1229, 188 USPQ 356 (CCPA 1976). The Applicants do not teach the device
necessary to edit an EEPROM nor have they made it clear to the Examiner how their

~ system would be implemented in light of the non-trivial processing required to write and
erase its data.

Claims 2-19 are also rejected as they depend from claim 1.

6. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the
subject matter which the applicant regards as his invention.

7. While applicant may be his or her own lexicographer, a term in a claim may not
be given a meaning repugnant to the usual meaning of that term. See In re Hill, 161

F.2d 367, 73 USPQ 482 (CCPA 1947). The term “non-volatile” in claim 1 is used by
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the claim to exclude "hard disk," while it is accepted that a “hard disk” is “non-volatile”
as it does not lose data when the power is removed from it.

Claims 2-19 are also rejected as they depend from claim 1.

8. Claim 20 is rejected under 35 U.S.C. 112, second paragraph, as being incomplete
for omitting essential steps, such omission amounting to a gap between the steps. See

MPEP § 2172.01. The omitted steps are: the encrypting of the pseudo unique key.
Claim Rejections - 35 USC § 102

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the United
States before the invention thereof by the applicant for patent, or on an international application by another who
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention
thereof by the applicant for patent.

Claims 1-4, 6 and 10-13 are rejected under 35 U.S.C. 102(e) as being clearly anticipated
by Ginter et al. U.S. Patent No. 5,892,900.

As per claim 1,-Ginter et al. teach of a system and method for secure transactions
management and electronic rights protection that:
e restricts software operation within a license limitation (column 5, lines 29-41; column

6, lines 29-65; column 7, lines 45-57)
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e utilizes a computer that has a first non-volatile memory column/line 70/45-71-16;
column/line 71/52-72/67; column 231, lines 13-32; column 236, lines 43-53; column
240, lines 7-42; column 241, lines 19-30; column/line 245/55-246/24), a second non-
volatile memory area (column/line 70/45-71-16; column/line 71/52-72/67; column
231, lines 13-32; column 236, lines 43-53; column 240, lines 7-42; column 241, lines
19-30; column/line 245/55-246/24) and a volatile memory area (column 71, lines 12-
25)

e provides a means of selecting a program residing in the volatile memory (column 71,
lines 25-27 and column 82, lines 12-52)

e sets up a verification structure in the non-volatile memories (column 70, lines 23-53
and column/line 63/67-64/15)

e verifies the program using the structure (column 70, lines 23-53 and column/line
63/67-64/15)

e acts on the program according to the verification (column 70, lines 23-53 and

column/line 63/67-64/15).

As per claim 2, the method and system of Ginter et al. provide for a license
authorization bureau in the form of a VDE (virtual distribution environment) distributor
and/or administrator (column/line 278/40 to 281/44).

As per claim 3, the method and system of Ginter et al. discloses a verification method

with a license authorization bureau that comprises of:
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e atwo-way data communication link between said bureau and end-user computer
(figure 77)

¢ a method for establishing end-user rights (column/line 278/40 to 281/44)

e data encryption using keys (column 281, lines 10-22)

e creating a license record from the selected program at the bureau (column 15,
lines 10-34; column 71, lines 25-27, column 82, lines 12-52, column/line 278/40

to 281/44).

As per claim 4, the method and system of Ginter et al. also provides a means of
encrypting the license record for the selected program from the second volatile memory
(column/line 65/55 to 66/47).

As per claim 6, the method and system of Ginter et al. provides a means for
establishing a licensed software program. Where said program contains license record
data and is found in the volatile memory (column 71, lines 25-27, column 82, lines 12-52,
column/line 278/40 to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-
41).

As per claim 10, the method and system of Ginter et al. provide a means for
restricting a program’s operation with predetermined limitations if the authorization is
invalid (column 279, lines 21-32).

As per claim 11, the method and system of Ginter et al. provide for a ROM BIOS

(figure 69G and column 70, lines 39-53).
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10.

11.

As per claim 12, the method and system of Ginter et al. provide for an EEPROM
BIOS (figure 69G and column 70, lines 54-65).
As per claim 13, the method and system of Ginter et al. provide for volatile RAM

(column 71, lines 22-25).

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Claims 5 and 7-9 and 16-20 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Ginter et al. U.S. Patent No. 5,892,900 as applied to claims 1, 3, 4 and
6 above, and further in view of Goldman et al. 5,684,951.

As per claim 5 and 16-20, Ginter et al. disclose a verification structure. In
addition, Ginter et al. disclose a system and method for secure transaction management
and electronic rights protection utilizing encryption keys (column 15, lines 35-60;
column/line 45/3-46/26; column 49, lines 47-52; column 206, lines 57-65). Ginter et al.
also teach unique keys and storing keys in non-volatile memory (column/line 21/60-
22/25; column/line 70/45-71-16; column/line 71/52-72/67). However, Ginter et al. do not

disclose pseudo unique keys. Goldman et al. teach of a method and system for user
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authorization over a multi-user computer system. In said system, a user has valid id but
lacks an authorized means of access. In order to access the desired data, a user is sent a
pseudo unique key (abstract, lines 19-21) that is derived from a user id and the current IP
address. Therefore, it would have been obvious to a person of ordinary skill in the art of
encryption, to incorporate pseudo unique keys into the system of Ginter et al. By utilizing
such a method a valid user can be provided access to secured data without comprising the
security of the larger system. It would have also been obvious to encrypt communications
using pseudo unique keys if less secure means of data exchange was deemed appropriate.
As per claim 7, Ginter et al. teach of a method and system for electronic rights
protection comprising of volatile memory, non-volatile memory, license records location
and licensed sofiware programs (column 5, lines 29-41; column 6, lines 29-65; column
15, lines 10-34; column/line 63/67-64/15; column/line 65/55-66-47; column 70, lines 23-
65; column 71, lines 12-27; column 96, lines 37-41; column/line 278/40-281/44). Ginter
et al. also use encryption keys (column 206, lines 57-65). However, Ginter et al. do not
make use of pseudo unique keys in their system. Goldman et al. teach of a method and
system for user authorization over a multi-user computer system through the use of
pseudo unique keys (abstract, lines 19-23). In said system, a user has valid id but lacks an
authorized means of access. In order to access the desired data, a user is sent a pseudo
unique key that is derived from a user id and the current IP address. Therefore, it would
have been obvious to a person of ordinary skill in the art of the time the invention was

made to utilize pseudo unique keys in the system of Ginter et al.. By utilizing such a
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method a valid user can be provided access to secured data without comprising the
security of the larger system.

As per claim 8, Ginter et al. disclose a method for authoring content that includes
encryption keys (column/line 282/ 33 to 283/34). Ginter et al. disclose a method for
selecting a licensed software program from the volatile memory to form a license record.
However, Ginter et al. do not use pseudo unique keys for purposes of encryption.
Goldman et al. teach of a method and system for user authorization over a
multi-user computer system through the use of pseudo unique keys (abstract, lines 19-
23). In said system, a user has valid id but lacks an authorized means of access. In order
to access the desired data, a user is sent a pseudo unique key that is derived from a user id
and the current IP address. Therefore it would have been obvious to a person of ordinary
skill in the art at the time the invention was made to use pseudo unique keys. By utilizing
such a method a valid user can be provided access to secured data without comprising the
security of the larger system. In addition, it would have also been obvious to encrypt
communications using pseudo unique keys if less secure means of data exchange was

deemed appropriate.

As per claim 9, Ginter et al. teach of a system and method for encrypting and
decrypting of licensing related communications between end-user(s) and a license
authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginter et al.
also teach of volatile and non-volatile memory areas used in conjunction with licensed

software programs (figure 8; column 15, lines 10-34; columns 70-72, column 82, lines
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12-52, , column/line 70/45-71-16; column/line 71/52-72/67; column 96, lines 37-41;
column 231, lines 13-32; column 236, lines 43-53; column 240, lines 7-42; column 241,
lines 19-30; column/line 245/55-246/24; column/line 278/40-281/44). However, Ginter et
al. do not disclose pseudo unique keys. Goldman et al. provide for the use of pseudo
unique keys (abstract, 19-23). Therefore, it would have been obvious to a person of
ordinary skill in the art at the time the invention was made, to incorporate pseudo unique
keys into the system of Ginter et al.. By utilizing such a method a valid user can be

provided access to secured data without comprising the security of the larger system.

Conclusion

Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any
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13.

14.

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of the
advisory action. In no event, however, will the statutory period for reply expire later than

SIX MONTHS from the date of this final action.

The prior art made of record and not relied upon is considered pertinent to
applicant’s disclosure:

e Richardson, III teaches a system for software protection

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Calvin Loyd Hewitt II whose telephone number is (703)
305-0625. The examiner can normally be reached on Monday-Friday from 8:30 AM -
5:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, James P. Trammell, can be reached at (703) 305-9768.

Any response to this action should be mailed to”

Commissioner of Patents and Trademarks

C/o Technology Center 2700

Washington, D.C. 20231

or faxed to:
(703) 308-9051 (for formal communications intended for entry)

or:
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(703) 308-5397 (for informal or draft communications, please label
“PROPOSED” or “DRAFT”)

Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal Drive,

Arlington, VA, Sixth Floor (Receptionist).
Any inquiry of a general nature or relating to the status of this application should

be directed to the Group receptionist whose telephone number is (703) 305-3900.

Calvin Loyd Hewitt 11

June 21, 2001
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IN THE CLAIMS:

Please amended the claims as follows:

Il. (Twibe Amended) A method of restricting software operation within a license
for use with a computer including an erasable, non-volatile memory area of a RBIOSX of the

computer,,and a volatile memory area; the method comprising the steps of:

1
selecting a program residing in the volatile memory,
: v . : :
using an agent to set upl\verlﬁcatlon structure in the erasable, non-volatile memory of the
BIOS, the verification structure accommodating data that includes at least one license record,
verifying the program using at least the verification structure from the erasable non-

volatile memory of the BIOS, and

acting on the program according to the verification. -

b

3. (Amended) A method according to claim 2, wherein setting up a verification
structure further comprising the steps of: establishing, between the computer and the bureau, a
two-way data-communications linkage; transferring, from the computer to the bureau, a request-
for-license including an identification of the computer and the license-record’s contents from the

selected program; forming an encrypted license-record at the bureau by encrypting parts of the

/)/ request-for-license using part of the identification as an encryption key; transferring, from the

bureau to the computer, the encrypted license-record; and storing the encrypted license record in

the erasable non-volatile memory area of the BIOS.

4, (Amended) A method according to claim 2, wherein verifying the program
further comprises the steps of: establishing, between the computer and the bureau, a two-way

data-communications linkage; transferring, from the computer to the bureau, a request-for-
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license verification including an identification of the computer, an encrypted license-record for
the selected program from the erasable, non-volatile memory area of the BIOS, and the
program’s license-record; enabling the comparing at the bureau; and transferring, from the

bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the unique key.

6. (Amended) - A method according to claim 1 wherein selecting a program
includes the steps of: establishing a licensed-software-program in the volatile memory of the

computer wherein said licensed-software-program includes contents used to form the license-

record. - _ _ , o S

7. (Amended) " A method according to claim 6 wherein using a’ln.ageﬁt to set up
the verification structure includes the steps of: establishing or certifying the existence of a

pseudo-unique key in a first non-volatile memory area of the computer; and establishing at least

\
one license-record location in the first nonvolatile memory area or in the erasable, non-volatile
memory area of the BIOS.
9. (Amended) A method according,to claim 7 wherein verifying the program

7

includes the steps of: encrypting the licensed-software-program’s license-record contents from
the volatile memory area or decrypting the license-record in the erasable, non-volatile memory
area of the BIOS, using the pseudo-unique key; and comparing the encrypted licenses-software-

program’s license-record contents with the encrypted license-record in the erasable, non-volatile

9
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memory area of the BIOS, or comparing the license-software-program’s license-record contents

with the decrypted license-record in erasable non-volatile memory area of the BIOS.

Q,f] 10. (Amended) A method according to claim 9 wherein acting on the program
includes the step: restricting the program’s\operation with predetermined limitations if the

comparing yields non-unity or insufficiency.

11.  (Amended) method according to claim 22 wherein the first non-volatile

emory area is a ROM section o

12.  (Amended) A method ascording to claim 1 wherein the erasable, non-volatile

memory area is a E’PROM section of the BIO

“E\:i 16. (Amended) e method of Claim 22, wherein the unique key includes a

pseudo-unique key~
/4 E

Q/\)U\ y{ (Amended) The method according Claim /2'2, wherein the step of using the

agent to set up the verification record, including the license record, includes encrypting a license
record data in the program using at least the unique key.

18. (Amended) The method according to Claim 22, wherein the step of verifying
the program includes a decrypting the license record data accommodated in the erasable second
non-volatile memory area of the BIOS using at least the unique key.

DB
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},‘S. (Amended) The method according to Claim ?é, wherein the step of verifying
the program includes encrypting the license record that is accommodated in the program using at

least the unique key.

S 20.  (Amended) method for accessing a software program using a pseudo-unique
key stored in a first non-erasable‘pon-volatile memory area of a computer, the first non-volatile
‘ \, memory area being unable to be programmatically changed, the method, comprising:
loading a software program resiJing in a volatile memory area of the computer;
extracting license information frory the software program;
encrypting license information usiyg the pseudo-unique key stored in the first non-
volatile memory area;
storing the encrypting license informatipn in a second erasable, writable, non volatile

memory area of the BIOS of the computer;

subsequently verifying the software program bgsed on the encrypted license information
stored in the second erasable, writable, non-volatile memoyy area of the BIOS; and

s acting on the software program based on the verificati

Please add the following new claims:

e

/ { 2{ . (New) The method of claim ?6, 'v<\21erein the verification comprises:
[
extracting the license information from the software program;
encrypting the license information using the pseudo-unique key stored in the first non-
volatile memory area of the computer to form second encrypted license information; and
5 9 \
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comparing the encrypted license information stored in the second erasable, writable, non-
volatile memory area of the BIOS of the computer with the second encrypted license
information.
() %
,)VM Z,é (New) The method of claim 1, wherein a unique key is stored in a first non-
volatile memory area of the computer.
| 5 %t
%5. (New) The method according to claim /7 , wherein the verification comprises:
extracting the license record from the software program;
encrypting the license record using the unique key stored in the first non-volatile memory
area of the computer to form second encrypted license information; and
comparing the encrypted license information stored in the erasable, non-volatile memory

area of the BIOS of the computer with the second encrypted license information.
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REMARKS

Claims 1-13 and 16-23 are now pending in this application. New claims 21-23 have been
added by this amendment. Each of the pending claims is believed to define an invention which
is novel and unobvious over the cited references. Favorable reconsideration of this case is
respectfully requested.

Applicant’s representative appreciates the Examiner’s courtesy in conducting a personnel
interview in this case. The claims have been amended as agreed upon during the interview and it
is respectfully submitted that this application is now in condition for allowance.

Specifically, claim 1 has been amended to recite that the verification structure is stored in
an erasable, non-volatile memory area of the BIOS. This claim amendment overcomes the
rejections under 35 U.S.C. 112, first paragraph in sections 3, 4 and 5 of the Final Office Action,
as well as the rejection under 35 U.S.C. 112, second paragraph in section 7 of the Final Office
Action.

Claim 20 has been amended to correct the informality noted by the Examiner. In view of
these amendments, it is respectfully submitted that all pending claims are now in all aspects in
compliance with 35 U.S.C. 112, first paragraph and 35 U.S.C. 112, second paragraph.
Therefore, the Withdrawal of these rejections is respectfully requested.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(e) as being anticipated
by U.S. Patent No. 5,892,900 to Ginter et al.

Claims 5 and 7-9, and 16-20 have been rejected under 35 U.S.C. 103(a) as being

unpatentable over Ginter et al. in view of U.S. Patent No. 5,684,951 to Goldman et al.
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Consequently, it is clear that the cited references do not anticipate or render the present
claims obvious. Therefore, the withdrawal of this rejection is respectfully requested.

As requested by the Examiner during the interview, a description of a specific
embodiment of the invention is attached hereto.

Attached hereto is a marked-up version of the changes made to the specification and

claims by the current amendment. The attached page is captioned “Version with markings to

show changes made.”

In view of the foregoing, reconsideration and allowance of this application are believed in
order, and such action is earnestly solicited.
The Commissioner is authorized to charge any fee necessitated by this Amendment to our
Deposit Account No. 22-0261.
Respectfully submitted,

VENABLE, Attorneys at Law

3

Wl Wyt

A. Kaminski

egistration No. 42,709

P.O. Box 34385

Washington, D.C. 20043-9998
Telephone 202-962-4800
Telefax 202-962-8300

RK/JAK/Irh
#331676
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VERSION WITH MARKINGS TO SHOW CHANGES MADE

THE CLAIMS: 6
T.Ohnokkg 007
Please amended the claims as follows: ®nter 210,
1. (Twice Amended) A method of restricting software operation within a license

area;

comprising the steps of:
selecting a program residing in the volatile memory,

using an agent to setting up verification structure in the seeend-erasable, non-volatile

memory of the BIOS, the verfieatien-verification structure accommodatinges data that includes

at least one license record,

verifying the program using at least said-the verification structure_from the erasable non-

volatile memory of the BIOS, and

acting on the program according to the verification.

3. (Amended) Aimethod according to claim 2, wherein setting up a verification
structure further comprising the steps of: establishing, between the computer and the bureau, a
two-way data-communications linkage; transferring, from the computer to the bureau, a request-
for-license including an identification of the computer and the license-record’s contents from the
selected program; forming an encrypted license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as the-an encryption key; and-transferring,

from the bureau to the computer, the encrypted license-record; and storing the encrypted license

record in the erasable non-volatile memory area of the BIOS.
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4. (Amended) A method according to claim 2, wherein verifying the program
further comprisesing the steps of: establishing, between the computer and the bureau, a two-way
data-communications linkage; transferring, from the computer to the bureau, a request-for-
license verification including an identification of the computer, the-an encrypted license-record

for the selected program from the secend-erasable, non-volatile memory_area of the BIOS, and

the license-seftware-program’s license-record-eentents; enabling the comparing at the bureau;

and transferring, from the bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the pseude-unique key.

6. (Amended) A method according to claim 1 wherein selecting a program
includes the steps of: establishing a licensed-software-program in the volatile memory of the
computer wherein said licensed-software-program includes contents used to form a-the license-

record.

7. (Amended) A method according to claim +6 wherein using an agent to setting

up the verification structure includes the steps of: establishing or certifying the existence of a

pseudo-unique key in the-a first non-volatile memory area_of the computer; and establishing at

least one license-record location in the first er-the-seeerd-nonvolatile memory area_or in the

erasable, non-volatile memory area of the BIOS.

9. (Amended) A method according to claim 7+ wherein verifying the program

2
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the volatile memory area or decrypting the license-record in the first-or-the-second-erasable, non-

volatile memory area_of the BIOS, using the pseudo-unique key; and comparing the encrypted

licenses-software-program’s license-record contents with the encrypted license-record in the fiest

or—the—seeond—crasable, non-volatile memory area_of the BIOS, or comparing the license-

software-program’s license-record contents with the decrypted license-record in the—frst-or-the

seeond-erasable non-volatile memory area_of the BIOS.

10. (Amended) A method according to claim 94 wherein acting on the program
includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields non-unity or insufficiency.

11. (Amended) A method according to claim 221 wherein the first non-volatile

memory area is a ROM section of a BIOS.

12.  (Amended) A method according to claim 1 wherein the seeend-erasable, non-

volatile memory area is a E’PROM section of a-the BIOS.

16. (Amended) The method of Claim 224, wherein the unique key includes a

pseudo-unique key.

17. (Amended) The method according Claim 223, wherein said-the step of using
the agent to setting up a-the verification record, including the license record, includes encrypting

a license record data in said-the program using at least said-the unique key.

3
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18. (Amended) The method according to Claim 22%, wherein said—the step of
verifying the program includes a decrypting the license record data accommodated in said-the

erasable second non--volatile memory area of the BIOS using at least saié-the unique key.

19.  (Amended) The method according to Claim 224, wherein said-the step of
verifying the program includes encrypting the license record that is accommodated in said-the

program using at least said-the unique key.

20. (Amended) A method for restrieting-accessing te-a software program_using a

pseudo-unique key stored.in a first non-erasable non-volatile memory area of a computer, the

first non-volatile memory area being unable to be programmatically changed, the method,

comprising;:

——seleeting-loading a software program residing in a volatile memory area of the computer;

extracting license information from the software program;

encrypting license information using the pseudo-unique key_stored in the first non-

volatile memory area;

storing the encrypting pseude-unique—lcey_license information in a second erasable,

writable. non volatile memory area of the BIOS of the computer;
subsequently verifying the software program wusing—based on the encrypted_license

information stored in the second erasable, writable, non-volatile memory area of the BIOS

pseude-uniquekey; and

acting on the software program based on the verification.
4
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Please add the following new claims:

21. (New) The method of claim 20, wherein the verification comprises:

extracting the license information from the software program;

encrypting the license information using the pseudo-unique kev stored in the first non-

volatile memory area of the computer to form second encrypted license information; and

comparing the encrypted license information stored in the second erasable, writable, non-

volatile memory area of the BIOS of the computer with the second encrypted license

information.

22. (New) The method of claim 1, wherein a unique key is stored in a first non-

volatile memory area of the computer.

23. (New) The method according to claim 17. wherein the verification comprises:

extracting the license record from the software program:

encrypting the license record using the unique key stored in the first non-volatile memory

area of the computer to form second encrypted license information: and

comparing the encrypted license information stored in the erasable, non-volatile memory

area of the BIOS of the computer with the second encrypted license information.
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’ \ e IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:

o' P & \\iki MULLOR et al, Art Unit: 2161

ppl. No: 09/164,777 Examiner: J. Trammell

Filed: October 1, 1998 Atty. Docket No: 39636-176166
For: METHOD OF RESTRICTING Customer No:
SOFTWARE OPERATION WITHIN IIEHRON
A LICENSED LIMITATION 2669 4
PATENT TRADEMARK OFFICE &é
%, O<‘\/
Information Disclosure Statement Under 37 C.F.R. § 1.97(¢) Q’éoo 7 L&\
%, ¢, O
Assistant Commissioner for Patents Q’Q,o 800/
Washington, D.C. 20231 %
%
0

Sir:

This is an Information Disclosure Statement submitted under 37 C.F.R. § 1.97 within
the time specified under 37 C.F.R. § 1.97(c)(2).
In order to comply with applicant’s duty of disclosure under 37 C.F.R. § 1.56, the U.S.

Patent and Trademark Office is notified of the documents which are listed on the attached
Form PTO-1449 and which the Examiner may deem relevant to patentability of the claims of
the above-identified application. One copy of each of the listed documents is submitted
herewith.

The instant Information Disclosure Statement is being a first Office action on the
merits, after filing a request for continued examination. Accordingly, pursuant to 37 C.F.R.
§1.97(b)(2), no fee is due.

In view of the above, no further translation or statement of relevance is required, and

as all requirements of 37 C.F.R. § 1.97 and all official guide lines pertaining to Information
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Information Disclosure Statement
U.S. Appln. No.: 09/164,777

N

Disclosure Statements have been complied with, and it is therefore respectfully requested that
the Examiner consider the documents and make them of record.

If no check is attached, please charge any necessary fee or credit any overpayment in
connection with this Information Disclosure Statement to Deposit Account No. 22-0261.

Respectfully submitted,

o140 Y

JAH4 A. Kaminski
Registration No. 42,709
VENABLE

P.O. Box 34385

Washington, D.C. 20043-9998

Telephone: (202) 962-4800

Telefax: (202) 962-8300
#331700
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| 'VENABLE, BAET)ER, HOWARD & CIVILETTL LLP
In¢luding professional corporations

1201 New York Avenwe, NW,, Suite 1000
Washington, D-C. 20005
(202) 962481, Fax (202) 962-8300

MARYLAND = WASHINGTON, D.C. * VIRGINIA

VENABLE:

ATTORKEYS AT LAW

TO: ' FAX NUMBER: PHONE NUMBER:
Examiner C. Hewitt 703-308-5397 703-308-8057

SENDER: SENDER'S FAX NUMBER: SENDER’S PHONE NUMBER:
J. Kaminski 202-962-4048

SENDER'S ASSISTANT: ASSISTANT'S PHONE NUMBER:
DATE: CLIENT/MATTER NUMBER: PAGES, EXCLUDING COVER:
11/28/2001 . 176166
MESSAGE:

Informational communication. Please deliver to Examiner Calvin Hewitt.
_ Attached is an informational copy of the amendment filed on November 14, which you have yet to
receive from the PTO mailroom.

If you require assistancc with this transmission, please contact the sender.

This message is intended only for the use of the individual or entity to which it is addressed and may contain information thar is privileged,
confidential, and exempt from disclosure under applicable law. If the reuder of this message is not the intended rccipient or the employee
or agent responsible for delivering the message to the intended recipicnt, you arc hereby notified that any dissemination, distribution, or
copying of this communication is strictly prohibited. If you have received this communication in esror, pleasc notify us irmmediately by
telephane and return the original message to us at the sbove address via the U.S. postal service. Thank you.
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THE UNITED STATES PATENT AND TRADEMARK OFFICE

In te PATENT APPLICATION of
Applicants :  Miki MULLOR et al. ) Customer No.
| > IAEIGTNW

Appla. No. - 09/164,777 ) ; 6694
Filed :  Qctober 1, 1998 ) PATENY TRADEMARK OFFICE
For - METHOD OF RESTRICTING ;

SOFTWARE OPERATION WITHIN )

A LICENSED LIMITATION ;
Group Art Unit . 2161
Examiner :  J. Trammell
Atty. Dkt. :  39636-176166

Assistant Commissioner for Patents
‘Washington, D.C. 22031

00 \2 dnoio
100 ¢ 0 930
REI\EREL

AMENDMENT
Sir:
REQUEST FOR EXTENSION OF TIME
Please extend the period for respouding to the Office Action dated June 22, 2001 by two
months so that the due date expires November 22, 2001. The requisite extension fee of $200.00
under 37 C.FR. 1.17 (2) (1) is attached. Should no check be attached, please charge our Deposit

Account 22-0261. Please also deduct any additional fees due or credit any overage to the same

account.

Responsive to the Office Action dated June 22, 2001, please amend the application as

follows:

| Received from < 202962 8300 > at 11/28101 4:38:33 PM [Eastern Standard Time)
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IN THE CLAIMS:

Please amended the claims as follows:

1. (Twice Amended) A method of restricting software operation within a license
for use with 2 computer including an erasable, non-volatile memory area of a (BIOS) of the
compurter, and a volatile memory area; the method comprising the steps of:

selecting a program residing in the volatile memory,

using an agent to set up verification structure in the erasable, non-volatile memory of the
BIOS, the verification structure accommodating data that includes at least one license record,

verifying the program using at least the verification structure from the erasable non-
volatile memory of the BIOS, and

acting on the program according to the verification.

3. (Amended) A method according to claim 2, wherein setting up a verification

structure further comprising the steps of: establishing, between the computer and the bureau, a

two-way data-communications linkage; transferring, from the compuier to the bureau, a request-
for-license including ap identification of the computer and the license-record’s contents from the
selected program; forming an encrypted license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as an encryption key; transferring, from the

IRPEUUITE) Xy ¥ R AN,

burean to the computer, the encrypted license-record; and storing the encrypted license record in

the erasable non-volatile memory area of the BIOS.

4. (Amended) A method according to claim 2, wherein verifying the program

|
|
I
|
i further comprises the steps of: establishing, between the computer and the bureau, a two-way
1
|
|

data-communications Jinkage; transferring, from the computer to the bureau, a request-for-
2
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license verification including an identification of the computer, an encrypted license-record for
the selected program from the erasable, non-volatile memory area of the BIOS, and the
program’s license-record; enabling the comparing at the bureau; and transferring, from the

bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the unique key.

6. (Amended) A method according to claim 1 wherein selecting a program
includes the steias of: establishing a licensed-software-program in the volatile memory of ‘the
computer wherein said licensed-software-program includes contents used to form the license-

record.

7. (Amended) A method according to claim 6 wherein using an agent to set up
the verification structure includes the steps of: establishing or certifying the existence of a
pseudo-unique key in a first non-volatile memory area of the computer; and establishing at least
one license-record location in the first nonvolatile memory area or in the erasable, non-volatile

memory area of the BIOS.

9. (Amended) A metbod according to claim 7 wherein verifying the program
includes the steps of: encrypting the licensed-software-program’s license-record contents from
the volatile memory area or decryi)tix;g the license-record in the erasable, non-volatile memory
area of the BIOS, using the pseudo-unique key; and cémparing the encrypted licenses-software-

program’s license-record contents with the encrypted license-record in the erasable, non-volatile
3
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memory area of the BIOS, or comparing the license-software-program’s license-record contents

with the decrypted license-tecord in erasable non-volatile memory area of the BIOS.

10. (Amepded) A method according to claim 9 wherein acting on the program
includes the step: restricting the program’s operation with predetermuined limitations if the

comparing yields non-unity or insufﬁcien;:y.

11. (Amended) A method according to claim 22 wherein the first non-volatile

memory area is a ROM section of a BIOS.

N

12. (Amended) A method according to claim 1 wherein the erasable, non-volatile

memory area is a E’PROM section of the BIOS.

16. (Amended) The method of Claim 22, wherein the unique key includes a

pseudo-unique key.

17. (Amended) The method according Claim 22, wherein the step of using the
agent to set up the verification record, including the license record, includes encrypting a license

record data in the program using at least the unique key.

18. (Amended) The method according to Claim 22, wherein the step of verifying
the program includes a decrypting the license record data accommodated in the erasable second

non-volatile memory area of the BIOS using at least the unique key.

Received from <202 962 8300 > at 11/28/01 4.58:33 PM [Eastem Standard Time]
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19. (Amended) The method according to Claim 22, wherein the step of verifying
the program includes encrypting the license record that is accommodated in the program using at

least the unique key.

20. (Amended) A method for accessing a software program us;ing a pseudo-unique
key stored in a first non-erasable non-volatile memory area of a computer, the first non-volatile
memory area being unable to be programmatically changed, the method, comprising;:

loading a software program residing in & volatile memory arca of the computer;

extracting license information from the software program;

encrypting licens¢ information using the pseudo-unique key stored in the first non-
volatile memory area;

storing the encrypting license information in a second eraseble, writable, non volatile
memory area of the BIOS of the computer;

subsequently verifying the software program based on the encrypted license information
stored in the second erasable, writable, non-volatile memory area of the BIdS; and

acting on the software program based on the verification.
Please add the following new claims:

21.  (New) The method of claim 20, wherein the verification comprises:
extracting the license information from the software program;
encrypting the license information using thé pseudo-unique key stored in the first non-

volatile memory area of the computer to form second encrypted license information; and
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comparing the encrypted license information stored in the second erasable, writable, non-
volatile memory area of the BIOS of the computer with the second encrypted license

information.

22.  (New) The method of claim 1, wherein a unique key is stored in a first non-

volatile memory area of the computer.

23. (New) The method according to claim 17, wherein the verification comprises:

extracting the license record from the software program;

encrypfing the license record using the unique key stored in the first non-volatile memory

arca of the computer to form second encrypted license information; and

comparing the encrypted license information stored in the erasable, non-volatile memory

area of the BIOS of the compurter with the second encrypted license information.
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REMARKS

Claims 1-13 and 16-23 are now pending in this application. New claims 21-23 have been
added by this amendment. Each of the pending claims is believed to define an invention which.
is novel and unobvious over the cited references. Favorable reconsideration of this case is
respectfully requested.

Applicant’s representative appreciates the Examiner’s courtesy in conducting a personnel
interview in this case. The claims have been amended as agreed upon during the interview and it
is respectfully submitted that this application is now in condition for allowance.

Specifically, claim 1 has been amended to recite that the verification structure is stored in
an erasable, non-volatile memory area of the BIOS. This claim amendment overcomes the
rejections under 35 U.S.C. 112, first paragraph in sections 3, 4 and 5 of the Final Office Action, .
as well as the rejection under 35 U.S.C. 112, second paragraph in section 7 of the Final Office
Action.

Claim 20 has been amended to correct the informality noted by the Examiner. In view of
these amendments, it is respectfully submitted that all pending claims are now in all aspects in
compliance with 35 U.S.C. 112, first paragraph and 35 U.S.C. 112, second paragraph.
Therefore, the withdrawal of these rejections is respectfully requested.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(¢) as being anticipated
by U.S. Patent No. 5,892,900 to Ginter et al.

Claims 5 and 7-9, and 16-20 have been rejected under 35 U.S.C. 103(a) as being

unpatentable aver Ginter et al. in view of U 8. Patent No. 5,684,951 to Goldman et al.
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Consequently, it is clear that the cited references do not anticipate or render the present

claims obvious. . Therefore, the withdrawal of this rejection is respectfully requested.

As rtequested by the Examiner during the interview, a description of a specific

embodiment of the invention is attached hereto. .

Attached hereto is a marked-up version of the changes made to the specification and

claims by the current amendment. The attached page is captioned “Version with markings to

show changes made.”

[n view of the foregoing, reconsideration and allowance of this application are believed in

order, and such action is eamestly solicited.

The Commissioner is authorized to charge any fee necessitated by this Amendment to our

Deposit Account No. 22-0261.

RK/JAK/Ith
#331676
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IN THE CLAIMS:

Please amended the claims as follows:

1. (Twice Amended) A method of restricting software operation within 2 license

for use with a computer including an £
noa-crasable, non-volatile memory area of a (BIOS) of the computer. and a volatile memory

=the method

area, s

comprising the steps of:
selecting a program residing in the volatile memory, |

using an_agent to_setting up verification structure in the second-erasable, non-volatile

w

memory of the BIOS. the verfication-verification structure accommodatinges data that includes
at least one license record,

verifying the program using at least said-the verification structure from the erasable non-

volatile memory of the BIOS, and

acting on the program according to the verification.

3. (Amepded) A method according to ¢laim 2, wherein setting up a verification
structure further comprising' the steps of: establishing, between the computer and the bureau, a
two-way data-communications linkage; transferring, from the computer to the bureau, a request-
for-license including an identification of the computer and the license-record’s contents from the
selected program; forming an encrypted license-record at the bureau by encrypting parts of the
request-for-license using part of the identiﬁcation as the-an encryption key; aasd-transferring,

from the bureau to the computer, the encrypted license-record; and storing the encrypted license

record in the erasable non-volatile memory area of the BIOS.
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4, (Amended) A method according to claim 2, wherejn verifying the program
further comprisesiag the steps of: establishing, between the computer and the bureau, a two-way
data-communications linkage; transferring, from the computer to the bureau, a request-for-
license verification including an identification of the computer, the-an . encrypted license-record

for the selected program from the seeend-crasable, non-volatile memory_area of the BIOS, and

the License-seftware-program’s license-record-contents; enabling the comparing at the bureau,

and transferring, from the bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the pseude-unique key. ‘ I

6. (Amended) A method according to claim 1 wherein selecting a program
includes the steps of: establishing a licensed-software-program in the volatile memory of the
computer wherein said licensed-software-program includes contents used to form a-the license- |

record.

7. (Amended) A method according to claim +-6 wherein using an agent to settng
up the verification structure includes the steps of: establishing or certifying the existence of a

pseudo-unique key in the-a first non-volatile memory area_of the computer; and establishing at

Jeast one license-record location in the first er-the-seeend-nonvolatile memory area ot in the °

erasable. non-volatile memory area of the BIOS.

9. (Amended) A method according to claim 7+ wherein verifying the program

2
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includes the steps of: encrypting the licensed-software-program’s license-record contents from

the volatile memory area or decrypting the license-record in the fisst or the-seeond-crasable, non-

volatile memory area_of the BIOS, using the pseudo-unique key; and comparing the gncrypted
licenses-software-program’s license-record contents with the encrypted license-record in the fiwst
ep—ﬂae—seéaad—erasable, non-volatile memory area_of the BIOS, or comparing the license-
software-program’s license-record contents with the decrypted license-record in the-first-or-the

second-erasable non-volatile memory area of the BIOS.

10. (Amended) A method according to claim 3% wherein acting on the program

includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields non-upity or insufficiency.

11. (Amended) A method according to claim 22t wherein the first non-volatile

memory area is a ROM section of a BIOS.

12. (Amended) A method according to claim 1 wherein the second-crasable, non-

volatile memory area is a E2PROM section of a-the BIOS.

16. (Amended) The method of Claim 223, wherein the unique key includes a

pseudo-unique key.

17. (Amended) The method according Claim 221, wherein said-the step of using
the agent to settiag up a-the verification record, including the license record, includes encrypting

a license record data in said-the program using at least said-the unique key.

3
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18. (Amended) The method according to Claim 22%, wherein said-the step of
verifying the program includes a decrypting the license record data accommodated m said-the

erasable second non—volatile memory area of the BIQOS using at least said-the unique key.

19. (Amended) The method according to Claim 22%, wherein said—the step of
verifying the program includes encrypting the license record that is accommodated in said-the

program using at least said-the unique key.

20. (Amended) A method for restricting-accessing to-a software program using g

pseudo-unique key stored in a first non-erasable non-volatile memory area of a computer, the

first non-volatile memory area_being unable to be programmatically changed. the methed,
comprising:

——selecting-loading a software program residing in a volatile memory area of the computer:
extracting license information from the softwate program;
enerypting license information using the pseudo-unique key_stored in the first non-
volatile memory area; ‘

storing the encrypting pseude-unique—leey_license information in a sccond grasable.

writable. non volatile memory area of the BIOS of the computer;

subsequently verifying the software program using-based on the encrypted_license
information stored in the second erasable, writable, non-volatile memory area of the BIOS
pseudo-uniqueteey; and

acting on the software program based on the verification.

4
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Please add the following new claims:

21. (New) The method of claim 20, wherein the verification comprises:

extracting the license information from the software program;

encrypting, the license information using the pseudo-unigue key stored in the first non-
volatile memory area of the computer to form second encrypted license information; and
comparing the encrypted license information stored in the second erasable. writable, non-

volatile memory area of the BIOS of the computer with the second encrypted license

information.

22. . (New) The method of claim 1. wherein a unique key is stored jin a first non-

volatile memory area of the computer.

23 (New) The method according to claim 17. wherein the verification comprises:
extracting the license record ffgm the software program.
: encrypting the license record using the unique key stored in the first nop-volatile memory
area of the computer to form second encrypted license information; and
comparing the encrypted lg'ggg e information stored in the erasable, non-volatile memory

areg of the BIOS of the computer with the second encrypted license info @@'g‘ga h
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% IN'THEUNITED STATES PATENT AND TRADEMARK OFFICE
In re application of:
Miki MULLOR et al. Art Unit: 2161
Appl. No: 09/164,777 Examiner: J. Trammell
Filed: October 1, 1998 Atty. Docket No: 39636-176166
Customer No:
For: METHOD OF RESTRICTING mlm
SOFTWARE OPERATION WITEHIN IAADARUVAOR
A LICENSED LIMITATION 26694 .
PATANY TRADEMARK OFFICE
. . o g =
Inforination Disclosure Statement Under 37 C.F.R. § 1.97(c) - 8 A o)
- © m
Assistant Commissioner for Patents n ,L\:‘ ﬁ
Washington, D.C. 20231 8 g o

Sir:

This is an Information Disclosure Statement submitted uader 37 C.F.R. § 1.97 within
. the time specified under 37 C.F.R. § 1.97(c)(2).

In order to comply with applicant’s duty of disclosure under 37 C.F.R. § 1.56, the U.S.
.Patent and Trademark Office is notified of the documents which are listed on the attached.
Form PTO-1449 and which the Examiner may deem relevant to patentability of the claims df
the above-identified application. One copy of each of the listed documents is submitted
herewith. |

The instant Information Disclosure Sts;.tement is being a first Office actioﬁ on the
merits, after filing a request for continued examination. Accordingly, pursuant to 37 C.F.R.
§1.97(b)(2), no fee is due.

In view of the above, no further translation or statement of relevance is required, and

as all requirements of 37 C.F.R. § 1.97 and all official guide lines pertaining to Information
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Disclosure Statements have been complied with, and it is therefore respectfully requested that
the Examiner consider the documents and make them of record.
If no check is attached, please charge any necessary fee or credit any overpayment in

connection with this Information Disclosure Statement to Deposit Account No. 22-0261.

Respectfully submitted,
oue_1/11/0 [l fpest?
/ { A Kaminski
Reglstratlon No. 42,709

VENABLE

P.O. Box 34385
Washington, D.C. 20043-9998

Telephone: (202) 962-4800

Telefax: (202) 962-8300
#331700
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'o12/68/01
. . . Revisad PTO/SEAQ (08-00)
Approved It through 10/31/2002. OMB 0651-0031
U.8. Patent and Trademark On,_-J.8, DEPARTMENT OF COMMERCE
Undar

¥ " -

the Paperwerk Reduction Act o} 1985, 1o ‘pa:wns are requlred o reapand 1o a collechion of infarmation unisss il displays a valid ama control number.,
- ) : Aflarney Dockst No. 39636-176168

@019

g _

provides for continued examination of an utility or plant
LSee

FOR Filing Date October 1, 1998
CONTINUED EXAMINATION (RCE) o S
lame . Hewn
TRANSMITTAL e
i M. Mulk
Subsection (b) of 35 U.8.C. § 132, affective on May 29, 2000, First Named Inventor o
application filed on or after June 8, 1985, Group Art Unit e

The American Invantors Protection Act of 1999 (AIPA),

Attorney Dockst Number 35636-176166

This is a Request for Continued Examination (ﬁCE) under

Gaz. Pat. Office 47 (Apr. 11, 2000), which established RCE practice.

p—..

37 C.F.R. § 1.114 of the above-identified application.
NOTE: 37 C.F.R. § 1.114 [s effective on May 23, 2000. If the above-idantified application was flled prior to May 29,
2000, applicant may wish to consider filing a continued prosecution application (CPA) under 37 C.F.R. § 1.53 (¢)
(PTO/SE/25) instead of a RCE to by eligibla for the patent term adjustment provisions of the AIPA. See Changes to
Application Examination and Provisional Application Practics, ntarim Rule, 63 Fed. Rag. 14885 (Mar. 20, 2000), 1233 OF.

1.

r Subimlission required under 37 C.F.R. § 1.114 ]

a.[] Previously submitted
i. L] Conslder the amendment(s)/raply under 37 C.F.R. § 1.116 previously filed on
(Any unenterad amendment(s) referred {0 above will be enterad).
i. [ Consider the arguments in the Appeal Brief or Reply Brief previously filed on
i, [JQther
b. Enclosed
. [X Amendment/Reply
i[O Afidavit{s)/Oeclaration(s)
iii. lnformation Disclosure Statament (IDS)
iv. [ Other

2 | :
a.[] Suspension of actlon on the above-identified application is requested undar 37 C.F.R. § 1.103(c) for
4 putiod of months. (Perod of suspension shall not exceed 3 months; Fea under 37 C.F.R, § 1.17() required)
p. 1 Other . A
3. The RCE fee under 37 G.F.R. § 1.17(¢) 18 requirad by 37 C.F.R, § 1,114 when tha RCE I3 filed,
a.' The Diroctor is heraby authorized to charge the follawing fees, or credit any ovarpayments, to
Deposit Account No.22-:0261
i. [XI RCE fee required under 37 C.F.R. § 1.17(e)
w’ Extension of time fea (37 C.F.R. §§ 1.138 and 1.17)
ii. [ other
b. Check in the amount of § 570.0Q enclosed
e.[] Payment by eredit card (Form PTO-2038 snclosed)
(" SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED )
Narme (Print /Type) | Jeftri A. Bapinski | ) Registration No. (Attomey/Agent) | 42,709
5 /s
 Signature é%v//f O [ Date | November 14,2001

VENABLE

P.O.
Wasl

Box 34383
hington, DC 20043-39998

SEND Fees and Complated Forms fo the following address: Commilssionar {o¢ Patants, Box RCE, Washington. DC 20231,
PG Ogcs No. 331638

ATTABMETY AR bW
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Atty, Docket No. 30636-176163

Re: M JF R TCTING SOFTWARE OPERA.ON WiTHIN A LICENSED LIMITATION
Application No.: 08/164,77 - Filing Date: October 1, 1998
Patent No.: ' ) . Issue Date
Trademark: Trademark Reg. Np:

Opposttion/Cancellation No:

The following iterhs were received from Venable, washington, D.C., by the U.S. Patent & Tradewrk Office:
.8, PTO FEES ENCLOSED . \“b’

&

XX RCE Transmittal Sheet $370.00 Filing FQ
Issue Fee Part Surcharge
Invention Declaration
National Stage Application Additional Claim Fee 4
Translation of International Application SF
New U.S. TM Application (___ specimens) Recordation of Assignnien)

Fee )
Rule 53(d) Continuation or Division Application
Rule 53(b) Continuation or Division IDS Fee
Application (in Duplicate) (attach copy of
specifications, claims, drawings & declaration)
Priority Document-Cert.Copy of Appln, #
Date $200.00 Extension Fee

Assignment w/Cover Sheet '

XX IDS w/ PTQ-1449 (with references) Notice of Appesl Fee

- XX Amendment (with marked up version)

Submission of Substitute Specification Brief on Appeal Fee

XX Petition/Request for Extension of Time
Notice of Appeal Orel Hearing Request Fee
Appeal Brief (in triplicate)
Request for Oral Hearing Petition Fee
Confirmation of Hearing Petition
Letter Under 37 CFR 1.28 (c) Issue Fee (Additional)
Certificate of Correction
Maintenance Fee Transmittal Maintenance Fee
TM Statement of Use
Declaration Under 8 TM Statement of Use
Declaration Under 8 and 15 '
TM renewal Application 8 Affidavit Fee
Notice of Opposition
Supplemental Search Report and Annex TM Renewal Application Fee
Postcard :
Change of Address Notice of Opposition Fee

Terminal Disclaimer
Fee: $570.00

Check Number

#331763
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Application No.: 09/164.777 Filing Date: October 1, 1928
Patent No.: . lssue Date
Trademark: Trademark Ren. No:

OpposiﬁoliICancellaﬁon No:
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Invention Declaration Q
National Stage Application _ Additional Claim Fee
Translation of International Application
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Rule 33(d) Continuation or Division Application
Rule 53(b) Continuation or Division TDS Fee
Application (in Duplicate) (attach copy of
specifications, claims, drawings & declaration)

Priority Document-Cert.Copy of Appin. #
Date $200.00 Extension Fee
Assignment w/Cover Sheet
XX IDS w/ PT0Q-1449 (with references) Notice of Appeal Fee
- XX Amendment (with marked up version)
Submission of Substitute Specification Brief on Appeal Fee
XX Petition/Request for Extension of Time
Notice of Appeal Oral Hearing Request Fee
Appeal Brief (in triplicate)
Request for Oral Hearing Petition Fee
Confirmation of Hearing Petition
Letter Under 37 CFR 1.28 (c) Issue Fee (Additional)
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In re PATENT APPLICATION of
Applicants :  Miki MULLOR et al. ) Customer No.

~ > IWIMCAUAIE
Appln. No. v 09/164,777 )

26694
Filed . October 1, 1998 % PATENT TRADEMARK OFFICE
For . METHOD OF RESTRICTING ;
: SOFTWARE OPERATION WITHIN ) .
A LICENSED LIMITATION )

Group Art Unit - : 2161 )
Examiner : J. Trammell
Atty. Dkt :  39636-176166
Assistant Commissioner for Patents
Washington, D.C. 22031

AMENDMENT
Sir:

| REQUEST FOR EXTENSION OF TIME
Please extend the period for responding to the Office Action dated June 22, 2001 by two
| months so that the due date expires November 22, 2001. The reqqisite extension fee of $200.00
under 37 C.FR. 1.17 (a) (1) is attached. Should no check be attached, please charge our Deposit
Account 22-0261. Please also deduct any additional fees due or credit any overagé to the same
account.

Responsive to the Office Action dated June 22, 2001, please amend the application as

. ) follows:

i
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IN THE CLAIMS:
Please amended the claims as follows:
1. (Twice Amended) A method of restricting software operation within a license

for use with a computer including an erasable, non-volatile memory area of a (BIOS) of the
computer, and a volatile memory area; the method comprising the steps of:

selecting a program residing in the volatile memory,

using an agent to set up verification structure in the erasable, non-volatile memory of the
BIOS, the verification structure accommodating\ data that includes; at least one license record,

verifying the program using at least tﬁe verification structure from the erasable non-
volatile memory of the BIOS, and

acting on the program according to the vcriﬁcétion.

3. (Amendgd) A method according to claim 2, wherein setting. up a verification
structure further comprising the steps of: establishing, between the computer and the bureau, a
: two-way data-cornmunications linkage; transferring, from the coﬁnputer to the bureau, a request-
. for-license including an identification of the computer and the license-record’s contents from the

selected program; forming an encrypted license-record at the bureau by encrypting parts of the

e

R CHH

request-for-license using part of the identification as an emcryption key; transferring, from the
bureau to the computer, the encrypted license-record; and storing the encrypted license record in

the erasable non-volatile memory area of the BIOS.

4, (Amended) A method according to claim 2, wherein verifying the program

further comprises the steps of: establishing, between the computer and the bureau, a two-way

data-commumications livkage; transferring, from the .computer to the bureau, a request-for-
; 2 '
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license verification including an identification of the computer, an encrypted license-record for
the selected program from the erasable, non-volatile memory area of the BIOS, and the
program's license-record; enabling the comparing at the bureau; and transferring, from the

bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the unique key.

6. (Amended) A method according to claim 1 wherem selecting a program
includes the steps of: establishing a licensed-software-program in the volatile memory of the
computer wherein said licensed-software-program includes contents used to form the license-

record.

7. (Amended) A method according to claim 6 wherein using an ag.ent to set up
the verification structure includes the steps of: establishing or certifying the existence of a
pseudo-unigue key in a first non-volatile mermory area of the computer; and establishing at least
one license-record location in the first nonvolatile memory area or in the erasable; non-volatile

memory area of the BIOS.

9. (Amended) A method according to claim 7 wherein verifying the program
includes the steps of: encrypting the licensed-software-program’s license-record conteﬁts from
the volatile memory area or dccry‘ptmg the license-record in the erasable, non-volatile memory
area of the BIOS, using the pseudo-unique key; and comparing the encrypted licenses-software-

program’s license-record contents with the encrypted license-record in the erasable, non-volatile
3 :
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memory area of the BIOS, or comparing the license-software-program’s license-record contents

with the deerypted license-record in erasable non-volatile memory area of the BIOS.

10.  (Amended) A method according to claim 9 wherein acting on the program
includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields nop-unity or insufficiency.

11. (Amended) A method according to claim 22 wherein the first non-volatile
memory area is a ROM section of a BIOS.
12.  (Amended) A method according to claim 1 wherein the erasable, non-volatile

memory area is a EXPROM section of the BIOS.

16. (Amended) The method of Claim 22, wherein the unique key includes a

pseudo-unique key.

17.  (Amended) The method according Claim 22, wherein the step of using the
agent to set up the verification record, including the license record, includes encrypting a license
record data in the program using at least the unique key.

18. (Amended) The method according to Claim 22, wherein the step of verifying
the program includes a decrypting the license record data accommodated in the erasable second

non-volatile memory area of the BIOS using at least the unique key.
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19. (Amended) The method according to Claim 22, wherein the step of verifying
the program includes encrypting the license record that is accommodated in the program using at

least the unique key.

20. (Amended) A method for accessing a software program using a pseudo-unique
key stored in a first non-erasable non-volatile memory area of a computer, the first non-volatile
memory area being unable to be programmaticallyl changed, the method, comprising:

loading a software program residing in a volatile memory area of the computer;

extracting license information from the software program;

encrypting license information unsing the pseudo-unique key stored in the first non-
volatile merpory area;

storing the encrypting license information in a. séc;md erasable, writable, non volatile
memory area of the BIOS of the computer;

subsequently verifying the software program based on the encrypted license information
stored in the second erasable, writable, nou-volatile memory atea of the BIOS; and

acting on the sofiware program based on the verification.
Please add the following new claims:

21. (New) The method of claim 20, wherein the verification comprises:

extracting the license information from the software program;
encrypting the license information using the pseudo-unique key stored in the fixst non-

volatile memory area of the computer to form second encrypted license information; and
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comparing the encrypted license information stored in the second erasable, writable, non-

volatile memory area of the BIOS of the computer with the second encrypted license

information.

22.  (New) The method of claim 1, wherein a unique key is stored in a first non-

volatile memory area of the computer.

23.  (New) The method according to claim 17, wherein the verification comprises:

extracting the license record from the software program;

encrypting the license record using the unique key gtored in the first non-volatile memory

area of the computer to form second encrypted license information; and

comparing the encrypted license information stored in the erasable, non-volatile memorty

area of the BIOS of the computer with the second encrypted license information.
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REMARKS

Claims 1-13 and 16-23Aare now pending in this application. New claims 21-23 have been
added by this amendment. Each of the pending claims is believed to define an invention which
is novel and unobvious over the cited references. Favorable reconsideration of this case is
respectfully requested.

Applicant’s representative appreciates the Examiner's courtesy in conducting a personnel
interview in this case. The claims have been amended as agreed upon during the interview and it
is respectfully submitted that this application is now in condition for allowance.

Specifically, claim 1 has been amended to recite that the verification structure is stored in
an erasable, non-volatile memory area of the BIOS. This claim amendment overcomes the
rejections under 35 U.S.C. 112, first paragraph in sections 3, 4 and 5 of the Final Office Action,
as well as the rejection under 35 U.8.C. 112, second paragraph in section 7 of the Final Ofﬁce
Action.

Claim 20 has been amended to correct the informality noted by the Examiner. In view of
these amendments, it is tespectfully submitted that all pending claims are now in all aspects in
compliance with 35 U.S.C. 112, first paragraph and 35 U.8.C. 112, second paragraph.
Therefore, the withdrawal of these rejections is respectfully requested.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(e) as being anticipated
by U.S. Patent No. 5,892,900 to Ginter et al.

Claims 5 and 7-9, and 16-20 have been rejected under 35 U.S.C. 103(z) as being

unpatentable over Ginter et al. in view of U.3. Patent No. 5,684,951 to Goldman et al.
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Consequently, it is clear that the cited references do not anticipate or render the present
claims obvious. . Therefore, the withdrawal of this rejection is respectfully requested.

As requested by the Examiner during the interview, a description of a specific
embodiment of the invention is attached hereto.

Attached hereto is a marked-up version of the changes made to the specification and

claims by the current amendment. The attached page is captioned “Version with markings to

show changes made.”

In view of the foregoing, reconsideratior; and allowance of this application are believed in
order, and such action is eamestly solicited.

The Commissioner is authorized to charge any fee necessitated by this Amendment to our
Deposit Account No. 22-0261.

Respectfully submitted,

VENABLE, Attorneys at Law

4

' P.O. Box 34385

) Washington, D.C. 20043-9998
1 Telephone 202-962-4800
k Telefax 202-962-8300
! RK/JAK/Ith
#331676
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VERSION WITH MARKINGS TO SHOW CHANGES MADE
IN THE CLAIMS:
Piease amended the claims as follows:
1. (Twice Amended) A method of restricting software operation within a license

for use with a computer including an
aen-crasable, non-volatile memory area of a (BIOS) of the computer. and a volatile memory

area; the—first—pon-volatle—fmewm - the method

comprising the steps of:

selecting a program residing in the volatile memory,

using_an agent to settiag up verification structure in the second-erasable non-volatile
we .
memmory of the BIOS, the verfieatiop-verification structure accommodatinges data that includes
at least one license record,

verifying the program using at least said-the - verification structure_from the erasable non-

volatile memory of the BIOS, and

acting on the program according to the verification.

’

-

3. (Amended) A method according to claim 2, wherein setting up a verification

structure further comprising' the steps of: establishing, between the computer and the bureau, a
K two-way data-communications linkage; transferring, from the computer to the bureau, a request-
for-license including an identification of the computer and the license-record’s contents from the
selected program; forming an encrypted license-record at the bureau by encrypting parts of the

request-for-license using part of the identification as the-an encryption key; and-transferring,

from the bureau to the computer, the encrypted license-record; and storing the encrypted license

record in the erasable non-volatile memory area of the BIOS.

’

Recelved from <202 962 8300 > at 12/6/01 3:18:02 PM [Eastern Standard Time]

0174



12/06/01 16:15 FAX 202 962 A VENABLE . @o11

Appln. No.: 09/164,777 ™~ r

4. (Amended) A method according to claim 2, wherein verifying the program
further comprisgsiag the steps of: establishing, between the computer and the bureau, a two-way
data-communications linkage; transferring, fmn; the computer to the bureau, a request-for-
license verification including an jdentification of the computer, the-an encrypted license-record
for the selected program from the seeend-erasable. non-volatile memory_area of the BIOS, and

the leense-software-program's license-record-eentests; enabling the comparing at the bureau;

and transférring, from the bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the
computer includes the psevde-unique key. _ \
6. (Amended) A method according to claim 1 wherein selecting a program

includes the steps of: establishing a licensed-software-program in the volatile memory of the
computer wherein said licensed-software-program includes contents used to form #-the license- ‘

record.

7. (Amended) A method according to claim 16 wherein using an agent to setiag \
up the verification structure includes the steps of: establishing or certifying the existence of a
pseudo-unique key in #he-a first non-volatile meri:ory area of the_computer; and establishing at
least one license-record locéﬁon in the first er-the-second-nonvolatile memory area_ot in the -

erasable. non-volatile memory area of the BIOS.

9. (Amended) A method according to claim 73+ wherein verifying the program

2
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includes the steps of: encrypting the licensed-software-program'’s license-record contents from

the volatile memory area or decrypting the license-record in the first-or-the-second-grasable, non-

volatile memory area_of the BIOS, using the pseudo-unique key; and comparing the encrypted
licenses-software-program’s license-record contents with the encrypted license-record in the fisst
or_the—secend—erasable. non-volatile memory aren of the. BIOS, or comparing the license-
‘software-program’s license-record contents with the decrypted license-record in the-first-oz-the

seeond-erasable non-volatile memory area of the BIOS.

10. (Amended) A method according to claim 9% wherein acting on the program '
includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields non-unity or insufficiency.

11. (Amended) A method according to élaim 221 whetein the first nop-volatile ‘

memory area is a ROM section of a BIOS.

12.  (Amended) A method according to claim 1 wherein the seeead-crasable, non-

volatile memory area is 8 EXPROM section of a-the BIOS.

16. (Amended) The method of Claim 221, wherein the unique key includes a

pseudo-unique key.

17. (Amended) The method according Claim 22+, wherein said-the step of using
the agent to setting up a-the verifcation record, including the license record, includes encrypring

a license record data in seid-the program using at least seid-the unique key.

3
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18. (Amended) The method according to Claim 221, wherein said—the step of
verifying the program includes a decrypting the license record data accommodated in said-the

erasable second pon—volatile memory area of the BIOS using at least said-the unique key.

19. (Amended) The method according to Claim 22%, wherein said-the step of
verifying the program includes encrypting the license record that is accommodated in said-the

program using at least seid-the unique key.

20. (Amended) A method for restricting-accessing to-a software prograrm using a
pseudo-unique key stored in a first non-erasable non-volatile memory area of a computer. the

first non-volatile memory area being unable to be programmatically changed, the method,

comprising:

—— selecting loading a software program residing in a volatile memory area of the computer;

extracting license information from the software program,

enerypting license information using the pseudo-unique key_stored in the first non-

volatile memory area;

storing the encrypting pseude-unique-key license information in a second erasable,

writablé, non volatile memory area of the BIOS of the coruputer;

subsequently verifying the software program wsing-based on the encrypted license
information stored in the second erasable, writable, non-volatile memory area of the BIOS
paeude-uniquekey; and ' ,

acting on the software program based on the verification.

4
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Please add the following new claims:
21. (New) The method of claim 20. wherein the verification comprises:
extracting the license information from the software program;
encrypting the license information using the pseudo-unique key stored_in the first non-

volatile memory axea of the computer to form second encrypted license information; and

comparing the encrypted license information stored in the second erasable. writable. non-

volatile memory area_of the BIOS of the computer with the second encrypted license

information. ’

99 (New) The method of claim ], wherein a unique key is stored in a first non-

volatile memory area of the computer.

23. ew) The d accordine to claim 17. wherein the verification comprises:

extracting the license record from the software program.

encrypting the license record using the unique key stored in the first non-volatile memory

-

area of the corputer to form second encrypted license information; and

’

comparing the encrypted license information stored in the erasable, non-volatile memory

area of the BIOS of the computer with the second encrypted license information, -
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In re application of:

Miki MULLOR et al. : ‘Art Unit: 2161

Appl. No: 09/164,777 Examiner: J. Trammell

Filed: October 1, 1998 | | Atty. Docket No: 39636-176166

. TH RESTRICTING Customer No:
P SOFTWARE OPERATION WITHIN UL
A LICENSED LIMITATION 716694
PATIENT TRADEMARK OFFICE

Tnformation Disclosure Statement Under 37 C.E.R. § 1.97(c)

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:
This is an Information Disclosure Statement submitted under 37 C.F.R. § 1.97 within

the time specified under 37 C.F.R. § 1.97(c)(2).
Tn order to comply with applicant’s duty of disclosure under 37 C.F.R. § 1.56, the U.S.

Patent and Trademark Office is notified of the documents which are listed on the attached
Form PTO-1449 and which the Examiner may deem relevant to patentability of the claims c;f
the above-identified application. One copy of each of the listed documents is submitted
herewith.

The instant Information Disclésmre Statement is being a first Office action on the

 merits, after filing a request for continued examination. Accordingly, pursuant to 37 C.F.R.

§1.97(b)(2), no fee is due.

Tn view of the above, no further translation or statement of relevance is required, and

as all requirements of 37 CF.R. § 1.97 and all official guide lines pertaining to Information
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‘?'Inf;nnation Disclosure Staternent
U.S. Appin. No.: 09/164,777

Disclosure Statements have been complied with, and it is therefore respectfully requested that
the Exapuiner consider the documents and make them of record.

If no check is attached, please charge any necessary fee or credit any overpayment in
copnection with this Information Disclosure Statement to Deposit Account No. 22-0261.

Respectfully submitted,

Date: }/// ?/ q . ﬁ//% 4///%/

1A A. Kaminski
Registration No. 42,709
VENABLE

P.O. Box 34385

Washington, D.C. 20043-9998

Telephone: (202) 962-4800
Telefax: (202) 962-8300
#331700

Received from <202 962600> at 126101 1:18:02 P [Eastern Standard Time]

0180



WEST 2.0 Refine Search . ’ http://westbrs:8820/bin/cgi-bin/PreSearch.pl

Help I Logout ‘I Interrupt

owe S Mumbers

Mein Menu i.__ ch Form | Posting Counts ! Edit S Murmbers | Preferences

Search Results -

Terms Documents:

11 and encryptioh 8

H
: JPO Abstracts Database

. EPO Abstracts Database 3
. Derwent World Patents Index
Database: | 1BM Technical Disclosure Bulletins 2
11 and encryption -
l Refine Search: <
Search History

Today's Date: 1/3/2002

DB Name Query Hit Count Se me
USPT 11 and encryption 8
USPT 11 and license 1
USPT  updat$ ad; bios 72 1
lofl 0181

1/3/02 5:59 PM



WEST 2.0 Refine Search . . http://westbrs:8820/bin/cgi-bin/PreSearch.pl
o )

Help l Logout { Interrupt

Main Menu éSearch Eo‘f(m Posting Caunts Show 8 Mumbers | Edit 5 Mumbers | Preferences

Search Results -

Terms (Documents§

US Pre-Grant Publication Full-Text Database
. JPO Abstracts Database
EPO Abstracts Database
i Derwent World Patents Index
Database: | IBM Technical Disclosure Bulletins [~

17 and (volatile adj memory) A

Refine Search:

Search History

Today's Date: 1/3/2002

DB Name Query Hit Count Set Name
USPT 17 and (volatile adj memory) 9 g
USPT 16 not 15 21 (L=
USPT 14 and bios 31 (L6
USPT 12 and remote and (agent adj5 (configur$ or set$)) 36 @
USPT 12 and remote 280 L4
USPT steinberg.in. and (file adj server) 1 @
USPT agent and configuration and license 978 L2
USPT (remote adj configuration) and license 3 1

0182 1/3/02 5:44 PM



@ ®

- UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Wasghington, D.C. 20231
WWW.USPLo.gOV

[ APPLICATION NO. l

FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO.
09/164,777 . 10/01/1998 MIKI MULLOR REINC4237.01 7068
7590 01/15/2002
SPENCER AND FRANK l EXAMINER
SUITE 300 EAST
1100 NEW YORK AVENUE NW HEWITT I, CALVIN L
WASHINGTON, DC 200053955
I ART UNIT | PAPER NUMBER
2161

\ >

DATE MAILED: 01/15/2002

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. 07-01)

'\\‘6/



' Application No. ~ Applicant(s)

09/164,777 MULLOR ET AL.
Office Action Summary Examiner Art Unit
Calvin L Hewitt Il 2161

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35U.S.C. § 133).
- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status
N Responsive to communication(s) filed on 14 November 2001 .
2a)[ ] This action is FINAL. 2b)X This action is non-final.

3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Dispositioh of Claims
4R Claim(s) §-23 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) is/are allowed.
6)J Claim(s) 1-23 is/are rejected.
7)[J Claim(s) _____is/are objected to.
8)[] Claim(s) are subject to restriction and/or election requirement.

Application Papers
9)[] The specification is objected to by the Examiner.
10)[]] The drawing(s) filed on is/are: a)[] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
is: a)[_] approved b)[_] disapproved by the Examiner.

11)[J The proposed drawing correction filed on
If approved, corrected drawings are required in reply to this Office action.
12)[] The oath or declaration is objected to by the Examiner.
Priority under 35 U.S.C. §§ 119 and 120
13)[J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)[JAll b)[] Some * c)[] None of:

1. cCertified copies of the priority documents have been received.
2.[] cCertified copies of the priority documents have been received in Application No. _____

3.[ Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

14)[_] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application).

a) [J The translation of the foreign language provisional application has been received.
15)] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121.

Attachment(s)

1) E Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413) Paper No(s).
2) [[] Notice of Draftsperson’s Patent Drawing Review (PTO-948) 5) (] Notice of Informal Patent Application (PTO-152)
3) @ Information Disclosure Statement(s) (PTO-1449) Paper No(s) 11. 6) D Other:

U.S. Patent and Trademark Office
PTO-326 (Rev. 04-01) Office Actiqm §ummary . Part of Paper No. 12
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Status of Claims
1. Claims 1-23 have been examined.

Claim Rejections - 35 USC § 112

2. The following is a quotation of the first paragraph of 35 U.S.C. 112:

The specification shall contain a written description of the invention, and of the manner and process of
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall
set forth the best mode contemplated by the inventor of carrying out his invention.

3. Claims 11, 12, 15 and 16 are rejected under 35 U.S.C. 112, first
paragraph, as containing subject matter which was not described in the
specification in such a way as to enable one skilled in the art to which it pertains,
or with which it is most nearly connected, to make and/or use the invention.

Claims 11, 12 and 15 are rejected as flash memory is a type of EEPROM.
Flash memory can be used as a computer BIOS. Therefore, a computer BIOS
would not contain an EEPROM and/or ROM section.

Claim 16 is rejected because a key cannot be simultaneously “unique” and

“pseudo-unique’.
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4 The following is a quotation of the second paragraph of 35 U.S.C. 112:

.The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

5. Claims 20 and 21 are rejected under 35 U.S.C. 112, second paragraph, as
being indefinite for failing to particularly point out and distinctly claim the subject
matter which applicant regards as the invention.

Claim 20 recites, “loading a software program residing in volatile memory
area of the computer”. This limitation would not be clear to one of ordinary skill as
the software would have to be loaded a priori in order to reside in volatile
memory.

Claim 21 is rejected because it depends from claim 20.

Claim Rejections - 35 USC § 103

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for

all obviousness rejections set forth in this Office action:

(a) A patent may not be ob;(ained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the

invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.
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7. Claims 1-23 have been rejected under 35 U.S.C. 103(a) as being
unpaten_table over Misra et al., U.S. Patent No. 6,189,146, Goldman et al., U.S.
Patent No. 5,684,951. and EWertz et al.,, U.S. Patent No. 5,479,639.

Misra et al. teach a system and method for software licensing that
comprises:

¢ selecting a program from volatile memory (figure 2)

e using data stored in various memory locations to implement the
system (figure 2; column 5, lines 2-67)

e using anagenttosetupa verification structure in computer
memory where structure data includes a license record (column 4,
lines 14-20 and 49-67; column 11, lines 45-59: column 12, lines 8-
31)

¢ verifying and acting on the program according to the verification
structure (e.g. software license) (column/line 13/65-14/53;
column/line 14/54-17/40)

e a licensing authentication buréau in a two-way connection with a
computer that handles requests for licenses (where license data
includes computer identification and license record contents),
encrypts a request for license (e.g. license) using computer
identification, performs license validation and transfers a license to

a computer (figures 1 and 3-8; column 6, lines 50-64; column 9,
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lines 40-50; column/line 11/60-12/27; column/line 13/65-14/52;
column 15, lines 37-49)

a license that contains predetermined information (column 10, lines
60-67; column 11, lines 1-24)

storing a license record in non-volatile memory (column 12, lines 8-
27)

comparing licenses to determine validity and restricting the
program’s operations if a license is determined to be invalid
(column 14, lines 30-51)

encryption using an identification of a computer that is a unique key

(column 15, lines 37-49)

Regarding the storage of encrypted licenses, Misra et al. teach licenses

that are encrypted using a unique key as they are placed in storage (column 8,

lines 35-52). Therefore, it would have been obvious to one of ordinary skill of the

art to allow user nodes to store licenses in encrypted form for additional security.

In addition, as Misra et al. implement their system using various computer

system memory such as RAM (e.g. volatile), ROM (which houses a BIOS),

portable and hard disk memory (column 5, lines 37-67) it would have been

obvious to perform encryption processes using the appropriate memory given the

characteristics of the target system (figures 1 and 2). Misra et al. also teach
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encryption keys and programs (“agent”) used in the license collation process that
belong to various parties (column 8, lines 35-52; column 15, lines 37-54).
Therefore, it would have been obvious to one of ordinary skill of the art to store
these keys in non-volatile memory as these keys are used to securely
communicate between and identify parties, as well as access encrypted data.
Misra et al., however, do not teach pseudo-unique keys nor constructing
license records within a computer BIOS. Goldman et al. teach pseudo-unique
keys (abstract) while, Ewertz et al. teach of expanding BIOS memory to store
identification and/or configuration data such as software licenses (column 3, lines
15-40; column/line 11/3-12/14). Therefore, it would have been obvious for one of
ordinary skill of the art to combine the teachings of Misra et al., Goldman et al.
and Ewertz et al.. Recall, Ewertz et al. teach of expanding non-volatile memory
(e.g. BIOS) (639, column 3, lines 15-40) for maintaining data such as software
licenses. Hence, it would have been obvious to one of ordinary skill to use the
BIOS to store licenses in the Misra et al. system as they teach of users storing
license data in persistent- non-volatile storage (146, column 12, lines 8-27). Also
pseudo unique keys can be issued, on a temporary basis (say), (‘951, abstract),
to encrypt licenses (146, column 13, lines 42-48). This allows a client to access

secured data without comprising the security of the larger system.
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Conclusion
8. The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure:

e Edenson et al. teach a system for protecting copyrighted program
material using a BIOS

o Fette et al. teach a programmable radio and operating software in
accordance with a license

¢ Steinberg et al. teach software branding

e Smith et al. teach a system for distributing, registering and purchasing
software over é network using an agent program embedded in each

software application

9. Any inquiry concerning this communication or earlier communications from
the Examiner should be directed to Calvin Loyd Hewitt || whose telephone
number is (703) 308-8057. The Examiner can normally be reached on Monday-
Friday from 8:30 AM-5:00 PM.

If attempts to reach the Examiner by telephone are unsuccessful, the

Examiner’s supervisor, James P. Trammell, can be reached at (703) 305-9768.
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Any response to this action ShOl;l|d be mailed to:
Commissioner of Patents and Trademarks
c/o Technology Center 2100
Washington, D.C. 20231
or faxed to :
(763) 746-7239 (for formal communications intended for entry),
(703) 746-7238 (for after-final communications),
or:
(703) 746-7240 (for informal or draft communications, please label
“PROPOSED" or “DRAFT")
Hand-delivered responses should be brought to Crystal Park II, 2121
-Crystal Drive, Arlington, VA, Sixth Floor (Receptionist).
Any inquiry of a general nature or relating to the status of this application
should be directed to the Group receptionist whose telephone number is (703)

305-3900.

Calvin Loyd Hewitt I

January 7, 2002
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Assistant Commissioner for Patents
Washington, D.C. 22031

AMENDMENT
Sir:
] Responsive to the Office Action dated January 15, 2002, please amend the application as
follows:
IN THE CLAIMS:

Please cancel claims 11, 12, 14 and 15 without prejudice to their re-entry at a later date.

L/ Please amiended the claims as follows:

02/05/02 16:36 Fi& 20,12_‘,__ - VENABLE ‘ ' @002 G$:13/C'_

S EVAN Y
Dw

/

QJ\ \3’ ]/é (Amended) The method of Claim 1, wherein a pseudo-unique key is stored in

il the non-volatile memary of the BIOS.

L b

X

(Amended) A method for accessing an application software program using a

oD
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pseudo-unique key stored in a first non-erasable non-volatile memory area of a computer, the

first non-volatile memory area being unable to be programmatically changed, the method,

comprising:
Qg‘ loading the applicaﬁdn software program residing in a non-volatile memory area of the
Dot :
computer; ‘
Ml} 1311 %ﬁ\ Aot ) sov et |

-9 f ’\W_ extracting hcensemformtrtlon fro;nthe sofcware progran\1;l e
encrypting license information using the pseudo-unique key stored in the first non-
volatile memory area;
storing the encrypting license iﬁformation in a second erasable, writable, non-volatile
memory area of the BIOS of the computer;
subsequently verifying the application software program based on the encrypted license

information stored in the second erasable, writable, non-volatile memory arca of the BIOS; and

acting on the application software program based on the verification.

REMARKS
Claims 1-10, 13 and 16-23 are now pending-in this application. Each of the pending
claims is believed to define an invention which is novel and unobvious over the cited references.
Favorable reconsideration of this case is respectfully requested.

Claims 16 and 20 have been amended to correct the informalities noted by the Examiner.

Claims 11, 12, 14 and 15 have been canceled. In view of these amendments, it i3 respectfully
submitted that all pending claims are now in all aspects in compliance with 35 U.S.C. 112, -

second paragraph. Therefore, the withdrawal of thjs rejection is respectfully requested.

/’_\
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Claims 1-23 have been rejected under 35 U.S.C. 103(a) as being unpatentable over Misra
et al. in view of U.S. Patept No. 5,684,951 to Goldman et al. and U.S. Patent No. 5,479,639
Ewertz et al.

The cited references do not render the present invention obvious as they do not teach or
suggest, among other things, storing a verification structure, such as a software license
information, in the BIOS of a computer as is recited in the present claims.

Misra et al. is cited as the primary reference against the present claims. Misra relates to a
system and method for enforcing software licenses. The system of Misra generates unique
identifiers for servers and clients, col 12, lines 41-42. The client system ID 142 is a unique
identifier for the client computer, col 12, lines 50-51. The client system IDs can be based on
information collected from a computer’s hardware and instalicd software. For example, hard disk
volume numbers, re:gistercd software, video cards, and some microprocessors contain unique
identifiers. This information can be ;:ombi.ncd to uniquely identify a particular PC. Thus, the

client system ID of Misra, is similar to the pseudo-unique key recited in claims 1 and 20.

Mista also describes a license ID, which is a unique identifier assigned to a software
license when the software license is issued to a client device, col. 11, lines 9-12. The license ID
may be a digital certificate indicating the right to use the particular software at issue, col. 10,
lines 60-67. The license ID of Misra is similar to the verification structure and license
information recited in claims 1 and 20, respectively.

Misra fails to teach using the BIOS of a computer to store the license ID, as noted in
Section 7, Page 6 of the Office Action. Ewertz is cited as supplementing Misra to teach this
feature. However, the license information described in Ewertz has a different meaning and a
different function from the license information descﬁbed in Misra. Therefore, a combination of

these references would not result in the claimed invention, as is discussed i detail below.
3
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In Ewertz, a “software license number” is described as one type of identification
information, col. 3, lines 20-22. This identification information may also include an Ethernet
address or system serial numbers, col 3, lines 20-22. The identification information is a unique
identification value stored in a non-writable, non-erasable area of thé BIOS during manufacture,
The identification information uniquely identifies a particular coruputer. Therefore, according to
Ewertz a “software license number” is one of a type of static data structures identifying a specific
computer and the static data structure is stored such that it cannot be modified. Accordingly, the
software license number of Ewertz is simply identification for the operating system of a
particular computer.

For example, col. 2, lines 47-49 of Ewertz disclose that the memory storing the
identification information may be electronically locked to prevent erasure or modification of its
contents once installed. Moreover, in teaching a preferred embodiment, col. 11, line 23 - col. 12,
line 14 of Ewertz describe that several types of identification information must be retained for
individual computer systems. One type of identification number, as mentioned above, is an
Ethernet address. The Ethernet address is stored in a protected area 306 in static page 2 of the
flash memory of Ewertz and cannot be erased or altered once the device is installed. Thus the
identification number cannot be desfroyed. Ewertz also teaches other computer system
identification numbers, such as unique serial number, printed board assembly (PBA) numbers or
operating system license numbets may be stored in the locked memory.

Consequently, Ewertz teaches storing identification information for the computer in a

non-writable, non-erasable non-volatile memory. This identification information of Ewertz

corresponds to the pseudo-unique key stored in the first non-crasable, non-volatile memory as

recited in claims 1 and 20 and does not correspond to the license information recited in these

claims. The identification information of Ewertz is a static data structure, like the system ID of
4
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Misra, that uniquely identifies a computer and simply does not correspond the license ID of
Misra or the license information of the present invention as defined by claims 1 and 20.

From the above discussion, it is clear that the “software license number” according to
Ewertz is equivalent in definition and function to Misra’s system ID. Therefore, even if Misra is |
combined with Ewertz, this combination does not result in the present invention. The proposed
combination results in the system ID of Mista being stored in the BIOS, not the verification
structure or license information being stored in the BIOS as is required by the present claims.

Furthermore, there is no suggestion or motivation to combine Misra and Ewertz in the
manner suggestéd in the Office Action. BIOS is a configuration utility. Software license
management applications, such as the one of the present invention, are operating system (OS)
level programs. Therefore, BIOS programs and software Jicensing management applications do
not ordinarily interact or communicate becanse %en BIOS is running, the computer is in a
configuration mode, hence OS is not running. Thus, BIOS and OS level programs are normally
mutually exclusive.

Ewertz teaches that writing to the BIOS area is performed by the BIOS routines:

“Referring to Fig. 8, processing logic for updating the flash memory
device with configuration data, such as EISA information, is

illustrated... The processing logic shown in Fig. 8 resides in the system
BIOS of the preferred embodiment” Col 10, lines 20-28

Misra teaches a licensing system that is OS level based:
“The license generator 26, licepse server 28 and intermediate server 32
are preferably implemented as computer servers, such as Windows NT

servers that run Windows NT server operating systems from Microsoft
corporation or UNIX-based servers” Col 5, lines 3-7

Thus, the systems described in Misra and Ewertz are an OS program and a BIOS
program, respectively, that caonot run at the same time. Therefore, there is no teaching or
suggestion to combine these programs. In fact such a combination would change the operation

5
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of the programs, which is an indicia of non-obviousness, see MPEP Sec. 2141.03 and related
case law.

Moreover, the present invention proceeds against conventional wisdom in the art. Using
BIOS to store application data such as that stored ju Misra’s local cache for licenses is not
obvious. The BIOS area is not considered a storage are;a for computer applications. An ordinary
skilled artisan would not consider the BIOS as a storage medium to preserve application data for
at least two reasons.

First, OS does not support this functionality and is not recognized as a bardware device
like other peripherals. Every OS provides a set of application program interfaces (APIs) for
applications to access storage devices such as hard drives, removable devices, etc. An ordipary
person skilled in the art makes use of OS features to write date to storage mediums. There is no
OS support whatsoever to write data to the system BIOS. Therefore, an ordinary person skilled
in the art would not consider the BIOS as a possible storage medium. Furthermore, it is common
that all peripheral devices in the PC are listed and rgcoglﬁzed by the OS except for the BIOS.
This supports the fact that the BIOS is not considered a peripheral device. Accordingly, an
ordinary person skilled in the art would not consider the BIOS for any operation, including
writing to the BIOS.

Second, no file system is asso?:iaied with the BIOS. Every writable device connected to
the PC is associated with an OS file system to arrange aod roanage data structures. An example
for such a file system would be FAT, FAT32, NTFS, HPFS, etc. that suggests writing data to the
writable device. No such file system is associated with the BIQS. This is ﬁlrthér evidence that

OS level application programmers would not consider the BIOS as a storage medium for license

data.
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Additionally, Misra teaches away from using the BIOS as a storage area by making a

statement about client computers that do not have a persistent non-volatile area.

“The license cache 136 is kept in persisted (non-volatile) storage. Clients
that do not have persistent storage can be issued licenses as long as they
can generate a unique client ID and can respond to the client platform
challenge protocol” (Misra, Col. 12, lines 15-18)

Since all computers must have a BIOS, it is clear Misra teaches away from using the

BIOS as a local storage area for licenses.

Goldman et al. do not supplement Misra and Ewertz to teach or suggest the present

invention.

Thus, in view of the above dist:ussion, it is clear that the cited references, taken alone or
in any combination, do not fairly teach or suggest the present invention. Therefore the
withdrawal of this rejection is respectfully requested. Favorable reconsideration of this case and
early issuance of a Notice of Allowance is respectfully requested

Attached hereto is a marked-up version of the changes made to the specification and
claims by the current amendment. The attached page is captioned “Version with markings to
show changes made.”

In view of the foregoing, reconsideration and allowance of fchis application are believed in

order, and such action is eamestly solicited.
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The Commissioner is authorized to charge any fee necessitated by this Amendment to our
Deposit Account No. 22-0261.

‘Respectfully submitted,

g//m (s
inberg

Registration No. 26,924

Jeffri A. Kaminski

Registration No. 42, 709

P.O. Box 34385

Washington, D.C. 20043-9998

Telephone 202-962-4800
Telefax 202-962-8300

RK/JAK/Irth
#347353
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VERSION WITH MARKINGS TO SHOW CHANGES MADE

IN THE CLAIMS:

Please cancel claims 11, 12, 14 and 15 without prejudice to their re-entry at a later date.
Plcasc amended the claims as follows:

16. (Amended) The method of Claim 22], wherein the—a pseudo-umique key

includes-a-pseudo-unigue-key is stored in the non-volatile memory of the BIOS.

20. (Amended) A method for accessing an application software program using a

pseudo-unique key stored in a first non-erasable non-volatile memory area of a computet, the
first pon-volatile memory area being unable to be programmatically changed, the method,
comprising:

loading thea application software program residing in a pon-volatile memory area of the
computer; " '

extracting license information from the software program;

encrypting Jicense information using the pseudo-unique key stored in the first non-
volatile memory area;

storing the encrypting —license information in a / second erasable, writable, nen
volatilenon-volatile memory area of the BIOS of the computer;

subsequently verifying the application software program based on the encrypted license

information stored in the second erasable, writable, non-volatile memory area of the BIOS; and

acting on the application software program based on the verification.
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L9 18 and (write adj10 bios)
L8 L7 and agent
L7  bios and license
L6  license and (remote adj configuration)
L5 14 not bios
L4  bios and license and (remote adj configuration)
L3 L2 and license
L2  updat$ adj bios
L1  (bios adj version) and license and agent
END OF SEARCH HISTORY
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231
www.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

7590 03/28/2002
SPENCER AND FRANK | EXAMINER |
SUITE 300 EAST HEWITT II, CALVIN L
1100 NEW YORK AVENUE NW
WASHINGTON, DC 200053955 ( ART UNIT CLASS-SUBCLASS |
2161 705-059000
DATE MAILED: 03/28/2002
APPLICATION NO. FILING DATE I FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. CONFIRMATION NO.
09/164,777 10/01/1998 MIKI MULLOR REINC4237.01 7068

TITLE OF INVENTION: METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSE LIMITATION

I TOTALCLAIMS | APPLN. TYPE | SMALLENTITY | ISSUE FEE I PUBLICATION FEE I TOTAL FEE(S) DUE | DATE DUE —I
19 nonprovisional , YES $640 $0 $640 06/28/2002

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED, THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY
PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE REFLECTS A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE APPLIED IN THIS APPLICATION. THE PTOL-85B (OR AN EQUIVALENT)

MUST BE RETURNED WITHIN THIS PERIOD EVEN IF NO FEE IS DUE OR THE APPLICATION WILL BE REGARDED AS
ABANDONED.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above. If the SMALL If the SMALL ENTITY is shown as NO:
ENTITY is shown as YES, verify your current SMALL ENTITY
status:

A. If the status is changed, pay the PUBLICATION FEE (if required) | A. Pay TOTAL FEE(S) DUE shown above, or
and twice the amount of the ISSUE FEE shown above and notify the
United States Patent and Trademark Office of the change in status, or

B. If the status is the same, pay the TOTAL FEE(S) DUE shown B. If applicant claimed SMALL ENTITY status before, or is now
above. claiming SMALL ENTITY status, check the box below and enclose
' the PUBLICATION FEE and 1/2 the ISSUE FEE shown above.

O Applicant claims SMALL ENTITY status.
See 37 CFR 1.27.

II. PART B - FEE(S) TRANSMITTAL should be completed and returned to the United States Patent and Trademark Office (USPTO) with
your ISSUE FEE and PUBLICATION FEE (if required). Even if the fee(s) have already been paid, Part B - Fee(s) Transmittal should be
completed and returned. If you are charging the fee(s) to your deposit account, section "4b" of Part B - Fee(s) Transmittal should be
completed and an extra copy of the form should be submitted.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Box ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (REV. 07-01) Approved for use through 01/31/2004. Q/
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Complete and mail this form, together with applicable fee(s), to:

l I “ PART B - FEE(S) TRANSMITTAL '

~

Box ISSUE FEE
Assistant Commissioner for Patents
Washington, D.C. 20231

MAILING INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 4 should be completed

where appro*)nate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
€

indicated un TECteC
maintenance fee notifications.

ss corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "

E ADDRESS" for

CURRENT CORRESPONDENCE ADDRESS (Note: Legibly mark-up with any corrections or use Block 1)

7590 03/28/2002
SPENCER AND FRANK
SUITE 300 EAST
1100 NEW YORK AVENUE NW

WASHINGTON, DC 200053955

Note: The certificate of mailing below can only be used for domestic
mailings of the Fee(s) Transmittal. This certificate cannot be used for any
other accompanying papers. Each additional paper, such as an assignment
or formal drawing, must have its own certificate of mailing.

Certificate of Mailing
I hereby certify that this Fee(s) Transmittal is being deposited with the
United States Postal Service with sufficient postage for first class mail in an
envelope addressed to the Box Issuc Fee address above on the date

indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE | FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO.
09/164,777 10/01/1998 MIKI MULLOR REINC4237.01 7068
TITLE OF INVENTION: METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSE LIMITATION
| TOTAL CLAIMS | APPLN. TYPE | SMALL ENTITY | ISSUE FEE | PUBLICATION FEE | TOTAL FEE(S) DUE | DATE DUE |
19 nonprovisional YES $640 30 $640 06/28/2002
L EXAMINER | ART UNIT | CLASS-SUBCLASS ]
HEWITT II, CALVIN L 2161 705-059000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363). Use of PTO form(s) and Customer Number are recommended,
but not required.
Q Change of correigondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

O "Fee Address" indication (or "Fee Address" Indication form
PTO/SB/47) attached.

2, For printing on the patent front page, list (1)
the names of up to 3 registered patent attorneys
or agents OR, alternatively, (2) the name of a
single firm (having as a member a registered

attorney or agent) and the names of up to 2 2
registered patent attorneys or agents. If no name
is listed, no name will be printed. 3

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assig{}ee is identified below, no assignee data will appear on the patent. Inclusion of assignee data is only appropriate when an assignment has
been previously submitted to the USPTO or is being submitted under separate cover. Completion of this form is NOT a substitute for fi ing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) Q individual Q) corporation or other private group entity [ government

4a. The following fee(s) are enclosed: 4b. Payment of Fee(s):
Q A check in the amount of the fee(s) is enclosed.
O Payment by credit card. Form PTO-2038 is attached.

0 The Commissioner is hereby authorized by char§e the required fee(s), or credit any overpayment, to
Deposit Account Number (enclose an extra copy of this form).

0 Issue Fee
0 Publication Fee
Q Advance Order - # of Copies

The COMMISSIONER OF PATENTS AND TRADEMARKS is requested to apply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the
application identified above.

(Authorized Signature) (Date)

NOTE; The Issue Fee and Publication Fee (if required) will not be accepted from anyone
other than the applicant; a registered attomey or agent; or the assignee or other party in
interest as shown by the records of the United gtates atent and Trademark Office.

Burden Hour Statement: This form 1s estimated to take 0.2 hours to complete, Time will vary
depending on the needs of the individual case. Any comments on the amount of time required
to complete this form should be sent to the Chief Information Officer, United States Patent
and Trademark Office, Washington, D.C. 20231. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND FEES AND THIS FORM TO: Box Issue Fee,
Assistant Commissioner for Patents, Washington, D.C. 20231

Under the Paperwork Reduction Act of 1995, n(l)v&ersons are required to respond to a
collection of information unless it displays a valid OMB control number.

TRANSMIT THIS FORM WITH FEE(S)
PTOL-85 (REV. 07-01) Approved for use through 01/31/2004. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231
WWW. uspto.gov

I APPLICATION NO. l FILING DATE I FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. I CONFIRMATION NO. l
09/164,777 10/01/1998 MIKI MULLOR REINC4237.01 7068
7590 03/28/2002 I EXAMINER I
SPENCER AND FRANK HEWITT II, CALVIN L
SUITE 300 EAST
1100 NEW YORK AVENUE NW ( ART UNIT PAPERNUMBER |

WASHINGTON, DC 200053955 2161

DATE MAILED: 03/28/2002

Determination of Patent Term Extension under 35 U.S.C. 154 (b)
(application filed after June 7, 1995 but prior to May 29, 2000)

The patent term extension is 0 days. Any patent to issue from the above identified application will include an
indication of the 0 day extension on the front page.

If a continued prosecution application (CPA) was filed in the above-identified application, the filing date that
determines patent term extension is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) system. (http://pair.uspto.gov)

Page 3 of 3

PTOL-85 (REV. 07-01) Approved for use through 01/31/2004.
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N Application No. Applicant(s)
" . 09/164,777 MULLOR ET AL.
Notice of Allowability Examiner Art Unit
Calvin L Hewitt !l 2161 .

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.[X This communication is responsive to 2-5-02.
2. The allowed claim(s) is/are 1-10,13 and 16-23.
3. [ The drawings filed on are accepted by the Examiner.

4.X Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or ().
a)Xx All b)[] Some* c¢)[J None ofthe:

1. X Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.

3. [0 Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: _____
5. [] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application).
(a) (] The translation of the foreign language provisional application has been received.
6. Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121.

Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements noted
below. Failure to timely comply will resultin ABANDONMENT of this application. THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

7.0 A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

8. [ CORRECTED DRAWINGS must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [J hereto or 2) [J to Paper No. ___
(b) O including changes required by the proposed drawing correction filed , which has been approved by the Examiner.
(c) O including changes required by the attached Examiner's Amendment / Comment or in the Office action of Paper No.

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the top margin (not the back)
of each sheet. The drawings should be filed as a separate paper with a transmittal letter addressed to the Official Draftsperson.

9. (] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
10X Notice of References Cited (PTO-892) 2[0 Notice of Informal Patent Application (PTO-152)
3[ Notice of Draftperson's Patent Drawing Review (PTO-948) 4K Interview Summary (PTO-413), Paper No.14 .
5[ Information Disclosure Statements (PTO-1449), Paper No. 11. 8l Examiner's Amendment/Comment
703 Examiner's Comment Regarding Requirement for Deposit 8X] Examiner's Statement of Reasons for Allowance
of Biological Material _ 8] Other
U.S. Patent and Trademark Office Y-
PTO-37 (Rev. 04-01) Notice of Allowability Part of Paper No. 14 @

0210



L ol o® W HD

; o\
: rAppIication/ControI Number: 09/164,777 Page 2 9;)3’

Art Unit: 2161

Status of Claims
1. Claims 1-10, 13, and 16-23 have been examined.
Examiner’s Amendment

2. An examiner’'s amendment to the record appears below. Should the

changes and/or additions be unacceptable to applicant, an amendment may be

filed as provided by 37 CFR 1.312. To ensure consideration of such an

amendment, it MUST be submitted no later than the payment of the issue fee.
Authorization for this examiner's amendment was given in a telephone

interview with Jeffri Kaminski on 19 February 2002.

The appli\ca/tion has been amended as follows:
In claim 1, line 2, replace “(BIOS)” with BIOS.

e
In claim 1, line 3, replace “... computer, _ and” with “... computer, and”

Mfusinq an agent to perform the following steps” lhasﬂbeen

-

inserted in line 6, as the second limitation after “loading the application...”

/@\

and before “ext?acting license information...”, detailing that the steps of

o5 S
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Application/Control Number: 09/164,777 Page 3
Art Unit: 2161

“‘encrypting...”, “storing...”, and “subsequently verifying...” are performed

by the agent. This does not apply, however, to the “acting...” limitation.

Reasons for Allowance

4 Claims 1-10, 13, and 16-19 have been allowed. The instant application
teaches a method for restricting software use by storing a verification structure in
a computer BIOS.

It is well known to those of ordinary skill in the art of software licensing to
monitor the use of software using special code that enforces the preferences of
the software provider (e.g. creator, distributor, or service provider), or provider
and end-user, by restricting the manner in which an end-user can manipulate
(e.g. print, save, redistribute, customize) the software. For example, Ginter et al.
(US 5,892,900) implement their software distribution system by dynamically
linking a verification structure, such as a PERC or permission record, to software
content that dynamically control how the software, and its associated
administrative data, may be distributed and used (column 155, lines 46-51).
Misra et al. (US 6,189,146) disclose a method for licensing software that uses
agents to manage software licenses, and stores the licenses in persistent non-

volatile storage (column 12, lines 8-31). Neither reference teaches utilizing BIOS

0212



od o®

Application/Control Number: 09/164,777 Page 4
Art Unit: 2161

as the non-volatile means for storing a licensed software verification structure.
Ewertz et al. (US 5,479,639) teach the use of BIOS memory for storing

licensing numbers. Hence, it appears initially, that to one of ordinary skill of the
art, the combination of Ewertz et al. with either Ginter et al. and/or Misra et al.,
would render the present invention obvious. However, the key distinction
between the present invention and the closest prior art, is that the Misra et al.,
and Ginter et al. systems and the Ewertz et al. system run at the operating
system level and BIOS level, respectively. More specifically, the closest prior art
systems, singly or collectively, do not teach licensed programs running at the OS
level interacting with a program verification structure stored in the BIOS to verify
the program using the verification structure and having a user act on the program
according to the verification. Further, it is well known to those of ordinary skill of
the art that a computer BIOS is not setup to manage a software license
verification structure. The present invention overcomes this difficulty by using an
agent to set up a verification structure in the erasable, non-volatile memory of the

BIOS.

5. Claims 20-23 have been allowed. The instant application teaches a
method for restricting software use by storing license information in a computer

BIOS.
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Application/Control Number: 09/164,777 Page 5
Art Unit: 2161

Ginter et al. (US 5,892,900) implement their software distribution system
by encrypting (column/line 65/55-66/47) software control information (e.g. PERC)
and linking control information, to software content that dynamically manages
how the software, and its associated administrative data, may be distributed and
used (column 155, lines 46-51). Misra et al. (US 6,189,146) disclose a method
for licensing software that stores licenses in persistent non-volatile storage
(column 12, lines 8-31). Neither reference teaches utilizing BIOS as the non-
volatile means for storing licensing data. Ewertz et al. (US 5,479,639) teach the
use of BIOS memory for storing licensing numbers. Hence, it appears initially,
that to one of ordinary skill of the art, the combination of Ewertz et al. with either
Ginter et al. and/or Misra et al., would render the present invention obvious.
However, a key distinction between the present invention and the closest prior
art, is that the Misra et al., and Ginter et al. systems and the Ewertz et al. system
run at the operating system level and BIOS level, respectively. More specifically,
the closest prior art systems, singly or collectively, do not teach extracting
licensing information from a software program, encrypting the information and
storing it in the BIOS. Further, it is well known to those of ordinary skill of the art
that a computer BIOS is not setup to store license information. The present
invention overcomes this difficulty by utilizing an agent to verify the application
software program using the license information stored in the eraséble, writable,

non-volatile memory of the BIOS.
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Application/Control Number: 09/164,777 Page 6
Art Unit: 2161
6. Any comments considered necessary by Applicant must be submitted no

later that the payment of the issue fee and, to avoid processing delays, should

preferably accompany the issue fee. Such submissions should be clearly labeled

“Comments on Statement of Reasons for Allowance.”

Conclusion

7. The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure:
¢ Infoworld magazine evaluates desktop management software

¢ Saito et al. disclose a method for automatic license monitoring

8. Any inquiry concerning this communication or earlier communications from
the Examiner should be directed to Calvin Loyd Hewitt Il whose telephone
number is (703) 308-8057. The Examiner can normally be reached on Monday-
Friday from 8:30 AM-5:00 PM.

If attempts to reach the Examiner by telephone are unsuccessful, the
Examiner’s supervisor, James P. Trammell, can be reached at (703) 305-9768.

Any response to this action should be mailed to:
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: Application/Control Number: 09/164,777 .Page 7
Art Unit: 2161

Commissioner of Patents and Trademarks
c/o Technology Center 2100
Washington, D.C. 20231
or faxed to:
(703) 746-7239 (for formal communications intended for entry),

(703) 746-7238 (for after-final communications),

or:
(703) 746-7240 (for informal or draft communications, please label
“PROPOSED” or “DRAFT”)
Hand-delivered responses should be brought to Crystal Park I, 2121
Crystal Drive, Arlington, VA, Sixth Floor (Receptionist).
Any inquiry of a general nature or relating to the status of this application
should be directed to the Group receptionist whose telephone number is (703)

305-3900.

Calvin Loyd Hewitt I

Hytng-

February 20, 2002 Primary Exarnincr
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Application/Control No. : Applicant(s)/Patent Under
Reexamination
09/164,777 MULLOR ET AL.
‘ Notice of References Cited T AU
- Calvin L Hewitt Il 2161 Page 1 of 1
US.#ATENTDOCUMENTS

* countr?"c%‘if.i'ltm'ffém?ﬁé Code MMD.\a(t\?YY Name Classification
A | USs-
B | US-
c | US-
D | US- oy
£ | US-
F | US-
G | Us-
H | US-
I | US-
J | US-
K | US-
L | US-
M | US-

FOREIGN PATENT DOCUMENTS

* Courtry Sodomumbontond Code | MieYY Country Name Classification
N | JP-408286906-A 11-1996 Japan Saito et al. GO8F | 9/08
o
P
Q
R
S
T

NON-PATENT DOCUMENTS

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U | Dornbusch et al., Destop management software: no need to adjust your set., Infoworld, v17, n37, p60
Vv
w
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 14
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PN { N ,
Examiner ; Date i
St SU M/(\\/\ /\\v\w Qua V] Considered 7_-1 202

"EXAMINER: Intiz! iffeference considered. eme)ar net ¢itation I8 in E:nnfuLn'nﬁ with MPEP 608. Drawllne ﬂlrnlngh citation if not In conformance
and not considered. Indude copy of thi\fam with next cammunication to applicant

! Unique cltation dasignation number. ? gap atiached Kinds of U.S. Patent Documents, ¥ Enter Office that issued the doaument, by the two-latter code
(WIPQ Standard ST.3). * Far Japanesa patant documents, he indication of the year of the reipn of the Emperor must precada the sanal number of the
patent document, ¥ Kind of documant by the appropriete eymbols as indicated on the document undar WIPQ Standard 8Y, 16 if possible. ® Applicant is
to plsca B chack merk here If £nglish language Translation Ia atiachad.

SEND TO: Assistant Commissloner for Patents, Washington, DG 20231

Received from < 202 962 8300 > at 12/6/01 3:18:02 PM [Eastern Standard Time]
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Application No. Applicant(s)
. 09/164,777 MULLOR ET AL.
Interview Summary Examiner Art Unit
Calvin L Hewitt || 2161

All participants (applicant, applicant’s representative, PTO personnel):

(1) Calvin L Hewitt II. A3) .

(2) Jeffri A. Kaminski. C)) .

Date of Interview: 19 February 2002 .

Type: a)X] Telephonic b)[T] Video Conference
o)1 Personal [copy given to: 1)[] applicant 2)[] applicant's representative]

Exhibit shown or demonstration conducted: d)[_]Yes e)] No.
If Yes, brief description:

Claim(s) discussed: 1 and 20 .
Identification of prior art discussed:

Agreement with respect to the claims f)X] was reached. g)[] was not reached. h)[] N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was

reached, or any other comments: Claim 20 was amended to add the limitation of “an agent to perform the following
steps” .

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

)X Itis not necessary for applicant to provide a separate record of the substance of the interview(if box is
checked).

Unless the paragraph above has been checked, THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION
MUST INCLUDE THE SUBSTANCE OF THE INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office .
action has already been filed, APPLICANT IS GIVEN ONE MONTH FROM THIS INTERVIEW DATE TO FILE A
STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview requirements on
reverse side or on attached sheet.

Examiner Note: You must sign this form unless it is an
Attachment to a signed Office action. Examiner’s signature, if required

U.S. Patent and Trademark Office
PTO-413 (Rev. 03- 98) Interview Summary Paper No. 14.
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. Summary of Record of Interview Requirements

Manual <;f Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record

A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)
In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the wiitten record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner’s responsibility to see that siich a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manua! of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

~ Application Number (Series Code and Serial Number)

— Name of applicant

— Name of examiner

- Date of interview

- Type of interview (telephonic, video-conference, or personal)

~ Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

~ Anindication whether or not an exhibit was shown or a demonstration conducted

- Anidentification of the specific prior art discussed

- Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). -Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

Itis desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case
unless both applicant and examiner agree that the examiner will record same. Where the examiner agrees to record the substance of the interview,
or when it is adequately recorded on the Form or in an attachment to the Form, the examiner should check the appropriate box at the bottom of the
Form which informs the applicant that the submission of a separate record of the substance of the interview as a supplement to the Form is not
required.

It should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the
interview unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the
Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,
(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)
6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by
the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner's initials.
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{m 119 z S _PART B - FEE(S) TRANSMITTAL

%:'owam this form, together with applicable fee(,to:  Box ISSUE FEE
\‘\../

Assistant Commissioner for Patents
Washington, D.C. 20231

x 1 ' b § -'li .m' D BCCO ) N '\K“JA < i
where riute. All fomoy Parentting the IS

. S0 T E] lockslthmughllshouldbecompm
comspondeme including the nou uﬁonofmmmfees bemmedtolhe address as
indi un g tc;‘c;:;rg::c;::l‘n;b:low or directed otherwise in Blockti by (a) specifymg a new address; and/or (b) indicating a sepante " ADDRESS" for
CURRENT CORRESPONDENCE ADDRESS (Note: Logibly merk-up with any corroctions or use Block 1) mfﬁg&n) on “’""Eﬁl a%:,i:, Q&"ﬁm" be megc ?;ed d?megﬁc
of 8) Transmi cate cannot or an!
590 0372872002 other accompanying papers. Each additional , such as an asaignmen);
SPENCER AND FRANK or formal drawing, must have its own certifical fl'nalllng
SUITE 300 EAST Certificate of Mailing
1100 NEW YORK AVENUE NW I here! that this Fee(s) Transmittal is being deposited with the
U ited States Sexvi suffici fi il i
WASHINGTON, DC 200053955 tvelope m&’.‘é"a e ‘BoxTapme. p e o frtclass il iy an
mdlca!ed below
(Depositor's namoc)
. (Signaturo)
(Datz)
| AprLicaTiONNO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | conFRMATION NO. |
09/164,777 10/01/1998 MIKI MULLOR «REENGAI M= 7068

TITLE OF INVENTION: METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSE LIMITATION

| ToTALCLAMS | APPLN.TYPE | smaesmy | issure | PUBLICATIONFEE | TOTALFEE(S)DUE |  DATEDUE |
19 nonprovisional YES $640 $0 $640 06/28/2002
| EXAMINER ] ART UNIT | cLasssuBciass |
HEWITT O, CALVIN L 2161 705-059000
or indication of "Fee Address” (37 2. For printing on the patent front page, list (1)
bcm(! 3:23) Usc of P10 o of PTO fonn(s) and CtuwmerNumbermreeommmM the names of up to 3 registered patent attomeys | VERABLE
or agents OR, alternatively, (2) the name of a
Q Change of ndence address (or Change of Correspondence single firm (having s a member a registered Robert Kinber
Address form PTORSBI122) atiached, attomey or agent) and the names of up to 2 2 8
. Tegistered patent attorneys or agents. If no name Jeffri A. Kaminski
}?T'(}):EB?% gl;d&cauon {or "Fec Address” Indication form is listed, no will be printed. 3 r

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assx is identified below, no assi data will appear on the patent. Inclusion of assi; dam is appropriate when an assignment has
been previously submitted to the USPTO or is being submitted uxi;ierm separate cover. Completion of this form is NOT aw ﬁYmg an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY snd STATE OR OOUNTRY)
B@le, Inc. . T Newport Beach, CA

Ple;se tathe appropriste assignes category or categories (will not be printed on the patent) Q individual )g(eorpomﬁon or other private group entity O govemment
4a. TheMwing fee(s) are enclosed: 4b. Payment of Foe(s):

Fissdadec KA check in the amount of the fee(s) is enclosed.

Q Publisation Fee Q Payment by credit card. Form PTO-2038 is attached.

Y . the fi or credit any ov t, to
Q Agedkelonder - # of Copies D it ey LR ged by hargo th eguired o) or et any verpeymen

The WISSIONER OF PATENTS AND TRADEMARKS is requested to apply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the

deﬂﬁedabovc A I v

(Au Signature) (Date)

Jeffti A. MW&' %707 4/22/02
NOTE; The Tssuc Tec and Publication Yoo (i mquuea)—wﬂl not be accepted from an de;me

other thanythe applicant; a re, alfem; mxgnee or ‘
mmuushowgpythetr’ewrdsoﬂheUm tates Patent and Trademark Offi l /2472002 CVERE2 00000132 03164777
Burden Hour Statement: This formn 18 estmated o ke 0.3 hoors o complete, Tme;ﬂlvary .

depending on the needs of the individual case. An¥commcnnonﬂwammmtofumc uired “m 640.00 &
to complete this form should be sent to the Chi Officer, United States Patent
and Trademark Office, Washin; D.C. 20231. DONOTSENDFEﬂSOR COMPLETED
FORMS TO THIS ADDRESS. SEND FEES AND THIS FORM TO: Box Issue Fee,
Assistant Commissioner for Patcnts, Washington, D

Under the Paperwork Reduction Act of 1995, no are required to respond to a
collection of information unless it displays a valid O trol number.

TRANSMIT THIS FORM WITH FEE(S)
PTOL-85 (REV. 07-01) Approved for use through 01/31/2004. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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INTHE U}QITED' STATES PATENT AND TRADEMARK OFFICE |
pi
re application of: - Allowed: March 28, 2002
Miki Mullor
Art Unit: 2161
Appl. No. 09/164,777 Examiner: C. Hewitt II

Confirmation No. 7068

Filed: October 1, 1998 Atty. Docket No. 39636-176166 (formerly
REINC4237.01)
For: METHOD OF RESTRICTING Customer No.
SOFTWARE OPERATION IIHREE
WITHIN A LICENSE
LIMITATION .,ATENTZTQD?M%OW.CE

¥

Submission Of Formal Drawings

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:
Submitted herewith are two (2) sheets of formal drawing containing Figures 1-2.

Respectfully submitted,

Date: 17/ g‘-\ /&J/ W / / W
7 Jaﬁ%f( Kaminski

Registration No. 42,709

VENABLE

P.O. Box 34385

Washington, D.C. 20043-9998

Telephone: (202) 962-4800
Telefax: (202) 962-8300
#357455v3
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% Pleass type a pius sign (+) g s box —> / b Revised PTO/SB/122 {10-00)
) ' | : S. '

Attorney Docket No. 32014~ 141
for use through 10/31/2002. OMB 0651

Application Number 09/164,777 D
CHANGE OF .
CORRESPONDENCE ADDRESS | Filling Date October 1, 1908
Application First Named Inventor Miki MULLOR
Address to: Group Art Unit 2161
Assistant Commissioner for Patents Examiner N - -
Washington, D.C. 20231 xaminer Name Calvin L. Hewitt |I
\ Attomey Docket Number | 39636-176166 (REINC4237.01)
Please change the Correspdndence Address for the above-identified application to:
Place Customer
X Customer Number 26694 _— > Number Bar Code
Labe! here
Type Customer Number here .
OR
D Firm or . :
Individual Name Venable, Baetjer, Howard & Civiletti, L.L.P.
Address P.O. Box 34385
Address v
City Washington | state | DC | 2P | 20043.9988
Country USA
Telephone 202.962.4800 | Fax | 202.962.8300

This form cannot be used to change the data associated with a Customer Number. To change the data

associated with an existing Customer Number use “Request for Customer Number Data Change”
(PTO/SB/124).

The New Attorney Docket Number is 39836-176166.
lam the :

Applicant.

Assignee of record of the entire interest.
Certificate under 37 CFR 3.73(b) is enclosed.

Attorney or agent of record.

OX OO

Registered practioner named in the application transmittal letter in an application without an
executed oath or declaration. See 37 CFR 1.33(a)(1). Registration Number

‘"Typed or

Printed 23 |
Signatur’e &Q/ /%Z W 17 J! 9 dﬁ

-} Date April 22, 2002

.} NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit
multiple forms {f mare than one signature is required, ses below".

Robert Kinberg
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Case 2:10-cv-10045-GHK -PLA Document 3 Filed 12/29/10 Page 1 of 1 Page ID #:1

& AOQ 120 (Rev. 3/04)

TO: Mail Stop 8

P.0. Box 1450
Alexandria, VA 22313-1450

Director of the U.S. Patent and Trademark Office

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15U.5.C. § 11 16 you are hereby advised that a court action has been

filed in the U.S. District Court

Central District of California

on the following 4 patents or [ Trademarks:

S.D . )
USS. DISTRICT COUREentral District of California

[DoCHE 4 LED
eV 10. 17745
PLAINTIFE

ANCORA TECHNOLOGIES, INC., a Delaware
Corporation

DEFENDANT
APPLE, INC., a California Corporation

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6411841 6/25/2002 Ancora Technologies, Inc.
2 2 o i
3 | ki © ;
oy i
= ﬁ i
4 B, O :
L :“’ ’“J ~Y - »rTE
FL [Ve) —t
P {
) R ELE il
o
men
fa Y
In the above—entitled case, the following patent(sy trademark(s) have been included: ;.:8 own
— L0
DATE INCLUDED INCLUDED BY b=l
] Amendment [J Answer ] Cross Bill 1 other Pleading
PATENT CR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director

Copy 2—Upon filing document adding patent{s), mail this copy to Director  Copy 4—Case file copy
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2 AO 120 (Rev. 3/04)

<

Y

Mail Stop 8
Director of the U.S. Patent and Trademark Office
P.O. Box 1450
Alexandria, VA 22313-1450

TO:

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

Central District of California

on the following | Patents or [ Trademarks:

filed in the U.S. District Court
DOC

U.S. DISTRICT COURI'}entral District of California

PLAINTIFF

ANCORA TECHNCLOGIES, INC., a Delaware
Corporation

DEFENDANT
APPLE, INC., a California Corporation

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6411941 6/25/2002 Ancora Technologies, Inc.
3 ET o
=
5 = Zoe WP T
@t oy R
AP
In the above—entitled case, the following patent(s)/ trademark(s) have been included: ’,_’,8 wn
Lo faal
DATE INCLUDED INCLUDED BY ﬂﬁﬂ
] Amendment {7 Answer {1 Cross Bill [ other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
TRANSFERRED TO NORTHERN DISTRICT OF CALIFORNIA PURSUANT TO ORDER [64]
CLERK (BY) DEPUTY CLERK DATE
TERRY NAFISI R LA CHAPELLE 12/13/11

Copy 1-—Upon initiation of action, mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 4—Case file copy
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Case 8:08-cv-00626-AG-NLfs Document 167  Filed 04/25/1@&199 1 of 1 Ce :
2 AD 120 (Rev. 3/04) ii

, Mail Stop 8 REPORT ON THE
TO:  Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Central District of California on the following IZ Patents or O Trademarks:

s |D°CK'3T NO. DATE FILER 008 US. DISTRICT COURE o ) District of California
DEFENDANT
ANCORA TECHNOLOGIES, INC. TOSHIBA AMERICA INFORMATION, SYSTEMS, INC.,
DELL, INC., HEWLETT-PACKARD COMPANY
N T
. - fasl ==
UL =)
1 6,411,941 6/25/2002 Ancora Technologies, Inc. e
z fs
e H
3 \ w R
> Tw [
T e
4 > ==
. SR
R
‘!7 -y
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[7] Amendment ] Answer [ Cross Bill ] Other Pleading
PATENT OR DATE OF P
TRADEMARR O, A HOLDER OF PATENT OR TRADEMARK
1

In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT

ORDER TRANFERRING CASE TO WESTERN DISTRICT OF WASHINGTON [161]

CLERK

(BY) DEPUTY CLERK DATE

TERRY NAFISI Ramona La Chapelle 4/25/2012

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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Case4:11-cv-06357-YGR Document76 Filed01/26/12 Pagel of 1

% AO 120 (Rev. 2/99)

TO:  Mail Stop 8 REPORT ON THE
Director of the U.S. Patent & Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court on the following Mtents or Ul Trademarks:
DOCKET NO. DATE FILED U.S. DISTRICT COURT
CV_11-06357 YGR 12/15/2011 U.S. District Court, Northern District of California
PLAINTIFF DEFENDANT
ANCORA TECHNOLOGIES APPLE INC
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
. ( * %k
1, 1, 9q | *SEE COMPLAINT***
2
3
4
5
In the above—entitled case, the following patent(s) have been included:
DATE INCLUDED INCLUDED BY
[J Amendment [[] Answer [] Cross Bill [] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Richard W. Wieking Jessie Mosley January 26,2012

Copy 1—Upon initiation of action, mail this copy to Commissioner Copy 3—Upon termination of action, mail this copy to Commissioner
Copy 2—Upon filing document adding patent(s), mail this copy to Commissioner  Copy 4—Case file copy
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Cased:11-cv-06357-YCR  Documentl2s Filed05/01/13 Pagel of 1

% AO 120 (Rev. 2/99)

TO: Mail Stop 8

Director of the U.S. Patent & Trademark Office

P.O. Box 1450

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Northern District of CA (Oakland) _ on the following

X Patents or [ Trademarks:

DOCKET NO. DATE FILED U.S. DISTRICT COURT
CV 11-06357 YGR 12/15/2011 No. Dist., CA, 1301 Clay St., Ste. 400 South, Oakland, CA 94612
PLAINTIFF DEFENDANT
ANCORA TECHNOLOGIES APPLE INC

. /I\)g?l\z/lNATRiRN o %f;TTERTDPEf;} ) HOLDER OF PATENT OR TRADEMARK
i 6411941 06/25/2002 Ancora Technologies, Inc.
2
3
4

In the above—entitled case, the following patent(s) have been included:

DATE INCLUDED

INCLUDED BY

[] Amendment ] Answer [] Cross Bill [1 Other Pleading

DATE OF PATENT
OR TRADEMARK

PATENT OR
TRADEMARK NO.

HOLDER OF PATENT OR TRADEMARK

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
#+*QRDER GRANTING SUMMARY JUDGMENT and FINAL JUDGMENT, ENTERED ON 04/29/2013%**
CLERK (BY) DEPUTY CLERK DATE
Richard W. Wieking Jessie Mosley May 1, 2013

Copy 1—Upon initiation of action, mail this copy to Commissioner Copy 3—Upon termination of action, mail this copy to Commissioner
Copy 2—Upon filing document adding patent(s), mail this copy to Commissioner ~ Copy 4—Case file copy
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Case3:15-cv-03659-JD Document4 Filed08/11/15 Pagel of 1

AO 120 (Rev. 08/10)

Mail Stop 8
Director of the U.S. Patent and Trademark Office
P.O. Box 1450
Alexandria, VA 22313-1450

TO:

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15U.S.
Northern District of California

filed in the U.S. District Court

C. § 1116 you are hereby advised that a court action has been
on the following

[ Trademarks or

[/ Patents. ( [ the patent action involves 35 U.S.C. § 292.):

DATE FILED

DOCKET NO.
8/11/2015

4:15-cv-03659

U.S. DISTRICT COURT

Northern District of California

PLAINTIFF

Ancora Technologies, Inc.

DEFENDANT
Apple, Inc.

DATE OF PATENT
OR TRADEMARK

PATENT OR
TRADEMARK NO.

HOLDER OF PATENT OR TRADEMARK

1 6411941 6/25/2002

Ancora Technologies, Inc.

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

[0 Amendment

[0 Answer O Cross Bill [0 Other Pleading

DATE OF PATENT
OR TRADEMARK

PATENT OR
TRADEMARK NO.

HOLDER OF PATENT OR TRADEMARK

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

~reuann W \A”EKING

(BY) DEI;UTY CLE

%

DATE
8/12/2015

Copy 1—Upon initiation of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy

(74
Copy 3—Upon termination of action, mail this copy to Director
to Director Copy 4—Case file copy
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Trials@uspto.gov Paper 7
571-272-7822 Entered: April 26, 2016

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLE INC.
Petitioner

V.

ANCORA TECHNOLOGIES INC.
Patent Owner

Case CBM2016-00023
Patent 6,411,941 B1

Before JONI Y. CHANG, MICHAEL W. KIM, and KEVIN W. CHERRY,
Administrative Patent Judges.

CHANG, Administrative Patent Judge.

JUDGMENT
Termination of Proceeding
37CFR §42.73

/
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CBM2016-00023
Patent 6,411,941

On April 25, 2016, Apple Inc. (“Apple”) and Ancora Technologies
Inc. (“Ancora”) filed a joint motion to terminate the instant proceeding in
view of the parties’ agreement to settle their disputes. Paper 6. The parties
also filed a true copy of their written settlement agreement made in
connection with the termination of the instant proceeding (Ex. 1030), and a
joint request to have their settlement agreement treated as confidential
business information under 37 C.F.R. § 42.74(c). Paper 6, 3.

Generally, the Board expects that a covered business method patent
review will terminate after the filing of a settlement agreement. See, e.g,,
Office Patent Trial Practice Guide, 77 Fed. Reg. 48,756, 48,768 (Aug. 14,
2012). Here, in their joint motion to terminate, the parties represent that
they agreed to settle their respective claims against each other in the
settlement agreement executed by the parties. Paper 6, 1-2. The parties also
indicate that they have resolved their disputes. /d. In particular, the district
court proceedings' related to the instant proceeding have been dismissed. Id.
at 2. The parties agreed to refrain, to the extent permitted by law, from
further participation in this proceeding. Id. at 3.

Apple’s petition was filed on January 8, 2016, but Ancora has not
filed its patent owner preliminary response. Further, the Board has not
decided whether to institute a covered business method patent review. Even
if the Board institules a review and commences a trial, Apple will no longer
participate. That means even if a review is instituted, Apple will not file a

reply to any patent owner response or an opposition to any motion to amend

! Ancora Techs., Inc. v. Apple, Inc., No. 4:11-cv-6357 (N.D. Cal.), filed
December 15, 2011, and Ancora Techs., Inc. v. Apple, Inc.,
No. 4:15-cv-3659 (N.D. Cal.), filed August 11, 2015.

2
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CBM2016-00023
Patent 6,411,941

claims. Apple also will not be conducting any cross examination of
Ancora’s witnesses. In addition, Ancora may not have an opportunity to
cross examine Apple’s witness whose testimony is relied upon by Apple’s
petition.

As no trial has been instituted based on Apple’s petition, the instant
proceeding is in the preliminary proceeding stage.? Based on the particular
facts of this case, it is appropriate to enter judgment.?

In consideration of the foregoing, it is:

ORDERED that the joint motion to terminate CBM2016-00023 is
granted, and this proceeding hereby is terminated as to all parties including
Apple and Ancora; and

FURTHER ORDERED that the parties’ joint request to have their
settlement agreement treated as business confidential information under

37 C.F.R. § 42.74(c) is granted.

2 A preliminary proceeding begins with the filing of a petition for instituting
a trial and ends with a written decision as to whether a trial will be instituted.
37C.F.R.§42.2.

3 A judgment means a final written decision by the Board, or a termination
of a proceeding. 37 C.F.R. § 42.2.
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CBM2016-00023
Patent 6,411,941

PETITIONER:

David L. Fehrman

Richard S. J. Hung

Diek Van Nort

MORRISON & FOERSTER LLP
dfehrman@mofo.com
rhung@mofo.com
dvannort@mofo.com

PATENT OWNER:

John P. Rondini

John S. LeRoy

Mark A. Cantor

Marc Lorelli

Mark A. Jotanovic
RROOKS KUSHMAN P.C.

Ancc0112cbmrl@brookskushman.com
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Case 4:15-cv-03659-YGR Document 58 Filed 04/22/16 Page 1 of 1

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Northern District of California on the following
[J Trademarks or [ Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
4:15-cv-03659 8/11/2015 Northern District of California
PLAINTIFF DEFENDANT
Ancora Technologies, Inc. Apple, Inc.
PATENT OR DATE OF PATENT ,
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6411941 6/25/2002 ~ Ancora Technologies, Inc.
2
3
4
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
O Amendment O Answer [J Cross Bill [[] Other Pleading
PATENT OR DATE OF PATENT ,
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
& TR .
CLERK (BY) DEPUTY CLERK DATE
Susan Y. Soong Clara Pierce 4/22/2016

Copy 1—Upon initiation of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director

0237

Copy 3—Upon termination of action, mail this copy to Director

Copy 4—Case file copy
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Case 4:15-cv-03659-YGR Document 57 Filed 04/21/16 Page 1 of 1

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
OAKLAND DIVISION
ANCORA TECHNOLOGIES, INC.
Case No. 15-cv-03659-YGR
Plaintiff,
V.
APPLE, INC.,,

Defendant.

PROPOSED] ORDER OF DISMISSAL

APPLE, INC.
Counterclaimant,
V.
ANCORA TECHNOLOGIES, INC.

Counterdefendant.

On April 19, 2016, Plaintiff ANCORA TECHNOLOGIES, INC. and Defendant
APPLE INC. announced to the Court that they have settled their respective claims for
relief asserted in this cause. The Court, having considered this request, is of the opinion
that their request for dismissal should be granted.

IT IS THEREFORE ORDERED that all claims for relief asserted against APPLE
INC. by ANCORA TECHNOLOGIES, INC. herein are dismissed, with prejudice, and all
counterclaims for relief against ANCORA TECHNOLOGIES, INC. by APPLE INC. are
dismissed without prejudice; and

IT IS FURTHER ORDERED that all attorneys’ fees, costs of court, and expenses

shall be borne by each party incurring the same.

Signed this 21st day of April, 2016. é 6 i'.: %:

(A'vonne Gonzalez Rogers
U.S. District Court Judge
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Case 4:11-cv-06357-YGR Document 208 Filed 04/22/16 Page 1 of 1

8. AO 130 (Rev, 3/04)

TO: Mail Stop 8 REPORT ON THE

' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U,S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Central District of California on the following M Patents or O Trademarks:

DOC - U.S. DISTRICT COURE L Diskictaloalitsl Northern, CA
PLAINTIFF  ¢-]11-6357-YGR DEFENDANT

ANCORA TECHNOLOGIES, INC., a Delaware

APPLE, INC,, a California Corporation

Corporation
PATENT OR DATE OF PATENT .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
I 6411941 6/25/2002 Ancora Technologies, Inc.
2 3 s
T T s
3 W (e ) .
-y X A
= ﬁ i
4 8 "_,_ ’,r; ‘:\’ . (1!
il WP T
’ WENE o o
oL K :
g S
neT e
In the above—entitled case, the following patent(s)/ trademark(s) have been included: 7,:2 own
[oad 10
DATE INCLUDED INCLUDED BY - ®
[J Amendment [ Answer ] Cross Bill [J Other Pleading
PATENT OR DATE OF PATENT - -
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
I
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISIONAUDGEMENT

CLERK

Susan Y. Soong

(BY) DEPUTY CLERK

Clara Pierce

DATE

402242016

Copy 1—Upen initiation of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy te Director

0239

Copy 3—Upon termination of action, mail this copy to Director
Copy 4—Case file copy
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Case 4:11-cv-06357-YGR Document 207 Filed 04/21/16 Page 1of1

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
OAKLAND DIVISION
ANCORA TECHNOLOGIES, INC.
Case No. 11-cv-06357-YGR
Plaintiff,
V.
APPLE, INC.,

Defendant.

PROPOSED} ORDER OF DISMISSAL

APPLE, INC.
Counterclaimant,
V.
ANCORA TECHNOLOGIES, INC.

Counterdefendant.

On April 19, 2016, Plaintiff ANCORA TECHNOLOGIES, INC. and Defendant
APPLE INC. announced to the Court that they have settled their respective claims for
relief asserted in this cause. The Court, having considered this request, is of the opinion
that their request for dismissal should be granted.

IT IS THEREFORE ORDERED that all claims for relief asserted against APPLE
INC. by ANCORA TECHNOLOGIES, INC. herein are dismissed, with prejudice, and all
counterclaims for relief against ANCORA TECHNOLOGIES, INC. by APPLE INC. are
dismissed without prejudice; and

IT IS FURTHER ORDERED that all attorneys’ fees, costs of court, and expenses
shall be borne by each party incurring the same.

This Order terminates Docket Number 205.

Signed this 21st day of April, 2016. é E’l !: %:

\(yo'nne Gonzalez %gers" ~
U.S. District Court Judge
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Case 2248-cv-01818-BAT Document 11 Fied 12/16/18 Page 1of 1

AQO 120 (Rev. 08/10;

Ancora Technologies, Inc.

o Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Otfice FILING OR DETERMINATION OF AN
P.0. Box 1456 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-145¢ TRADEMARK
In Compliance with 35 U.5.C. § 290 and/or 15 U.5.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Western District of Washinglon on the following

] Trademarks or W Patents.  ( [ the patent action involves 35 U.5.C. § 202.):
DOCKET NO. DATE FILED 1.8, DISTRICT COURT

2:16-cv-01819 12/15/2016 Western District of Washington
PLAINTIFF DEFENDANT

HTC America, Inc. and HTC Corporation

FATENT OR DATE OF PATENT — :
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
I 6,411,941 6/25/2002 Ancora Technologies, Inc.
4
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment [0 Answer [ Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT N :
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
)
4
5

In the above—

entitled case, the following decision has been rendered or judgement issued:

DECISIONAUDGEMENT

CLEEK

WILLIAM MCCOOL

(BY) DEPUTY CLERK DATE
s/ Donna Jackson 12/16/2018

Ceopy I—Upon initiatien of action, wail this copy to Birector  Ceopy 3—Upen termmination of action, mail this copy te Director
Copy 2—pen filing document adding patent(s), mail this copy te Birector  Copy 4—Case file copy
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AQO 120 (Rev. 08/10;

Case 2:18-0v-01219-RAI Document 11 Filed 12/18/18 Page 1of 1

T0:

Mail Stop 8

Director of the 1.5, Patent and Trademark Office

P.0. Box 1450
Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDIRG A PATENT OR
TRADEMARK

In Compliance with 35 U.5.C. § 290 and/or 15 U.5.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Western District of Washinglon on the following
] Trademarks or W Patents.  ( [ the patent action involves 35 U.5.C. § 202.):
DOCKET NO. DATE FILED 1.5, DISTRICT COURT
2:16-cv-01919 12/15/2016 Western District of Washington

PLAINTIFF

Ancora Technologies, Inc.

DEFENDANT

HTC America, Inc. and HTC Corporation

PATENT OR DATE OF PATENT e ‘
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
b o6,411,841 6/25/2002 Ancora Technologies, Inc.
4
5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED

INCLUDED BY

1 Amendment

[0 Answer [ Cross Bill ] Other Pleading

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR TRADEMARK

3

In the above——entitled case, the following decision has been rendered or judgement issued:

DECISIONAUDGEMENT

CLEEK

WILLIAM MCCOOL

(BY) PEPUTY CLERK

DATE

s/ Donna Jackson 12/16/2018

Copy I—Upon initiatien of action, wail this copy te Birector

Copy 2 pen filing document adding patent(s), mail this copy to Birector

0242

Copy 3—Upeon termnination of action, mail this copy te Director

Copy 4-—Case file copy




Case 6:19-cv-00385-ADA’ Document 5 Filed 06/21/19 Page 1

AD 120 (Rev, 08/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court WI/D of Texas - Waco Division en the following

[ Trademarks or [ Patents. ( [] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
6:19-cv-385-ADA 6/21/2019 W/D of Texas - Waco Division
PLAINTIFF DEFENDANT
Ancora Technologies, Inc. Samsung Electronics Co., Ltd., and

Samsung Electronics America, Inc.

PATENT OR DATE OF PATENT HOLDER OF PATENT OR TRADEMARK

TRADEMARK NO. OR TRADEMARK
Lo, Y11, g Y| SEE ATTACHED
2
3
4
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[ Amendment [ Answer [ Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT . -
TRADEMARK NO. OR TRADEMARK .HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPYTY CLERK ) DATE
Jeannette J. Clack M Divrmaan 6/21/2019

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director  Copy 4—Case file copy

0243



Case 6:19-cv-00384-ADA ‘Docurhent 5 Filed 06/21/19 Page 1

AO 120 (Rev. 08/10}

TO: Mail Stop 8 REPORT ON THE |
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.8. District Court W/D of Texas - Waco Division on the following

[C Trademarksor X Patents. ( [] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT L
6:19-cv-384-ADA 6/21/2019 W/D of Texas - Waco Division

PLAINTIFF DEFENDANT

Ancora Technologies, Inc. LG Electronics, Inc. and LG Electronics, U.S.A., Inc.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

o, Y11, 94| SEE ATTACHED

2

3

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY .
[] Amendment [] Answer [ Cross Bill [1 Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK , ¢ DATE
Jeannette J. Clack jié»d-ﬂ- W 6/21/2019

Copy 1—Upon initiation of action, mail this copy to Director  Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Dircetor  Copy 4—Case file copy
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A0 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Woestern District of Texas - Waco Division on the following
[ Trademarks or [ Patents. ( [ the patent action involves 35 U.S.C. § 292.}
DOCKET NO. DATE FILED U.S, DISTRICT COURT
6:19-cv-00384 10/25/2019 Western District of Texas - Waco Division
PLAINTIFF DEFENDANT

Ancora Technologies, Inc.

LG Electronics, Inc. et al

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR TRADEMARK

1,41, 94!

See attached

2

3

4
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment O Answer [ Cross Bill [0 Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Jeannette J. Clack Branwa. [ JoTin 10/25/2019

Copy 1—Upen initiation of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director
Copy 4—Case file copy
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AQ 120 (Rev. 08/10)

Mail Stop 8
Director of the U.S. Patent and Trademark Office
P.0O. Box 1450
Alexandria, VA 22313-1450

TO:

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a coutt action has been

filed in the U.S. District Court

Western District of Texas, Austin Division

on the following

[] Trademarks or

A Patents. ([ the patent action involves 35 U.S.C. § 292.):

DATE FILED
1/13/2020

DOCKET NO.
1:20-CV-034-ADA

U.S. DISTRICT COURT

Waestern District of Texas, Austin Division

PLAINTIFF
Ancora Technologies, Inc.

DEFENDANT
LG Electronics, Inc. et al

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT CR TRADEMARK
1 6,411,941 6/25/2002 Ancora Technologies, Inc.
2
3
4
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
O Amendment g Answer [ Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. “OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5 -
In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT
CLERK BY DATE

Jeannette J. Clack (\

N\ \pwodim vh, )

Copy 1—Upon initiation of action, mail this copy to D

NN

R j
opy 3—Upon texmination of action, mail this coh’ to Director
Copy 2—Upon filing decument adding patent(s), mail this copy to Director  Cop ase file copy .
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IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF TEXAS

WACO DIVISION
ANCORA TECHNCLOGIES, INC., CIVIL ACTION NO. 6:19-CV-00384
PlaintifT,
v, :
JURY TRIAL DEMANDED
LG ELECTRONICS INC. and LG
ELECTRONICS U.S.A., INC.,
Defendants.
ANCORA TECHNOLOGIES, INC., CIVIL ACTION NO., 6:19-CV-00385
Plaintiff, - CONSOLIDATED INTO
V. CIVIL ACTION NO. 6:19-CV-00384
SAMSUNG ELECTRONICS CO., LTD. and | JURY TRIAL DEMANDED
SAMSUNG ELECTRONICS AMERICA,
INC.,
Defendants.

ORDER
The Court, having reviewed and considered the Joint Stipulation to Transfer Venue to the
Austin Division, does hereby ORDER that the above-captioned actions be TRANSFERRED to

the Austin Division, but remain on the docket of United States District Judge Alan D. Albright.

SIGNED this 12th day of January , 2020.

@a«m\\m\ A

Alan D, Albright
United States District Judge
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Case 8119-0v-02122-CW-AS Document 3 Hiled 11712/18 Page 1 of 1 Page iID#130

AQO 120 (Rev. 08/10%

Mail Stop 8
Birector of the U.S. Patent and Trademark Office
P.G. Box 1450
Alexandria, VA 22313-1450

TO:

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S5.C. § 290 and/or 153 U.S.C.
for the Central District of California

filed in the U.S. Disirict Court

§ 1116 you are hereby advised that a court action has besn
on the following

] Trademarks or W Patewts.  ( [ the patent action invelves 35 U.5.C. § 292.);
DOCKET NO. DATE FELED U8 DISTRICT COURT
8:13-cv-2192 11/12/2019 for the Central District of California

PLAINTIFF

TCT MOBILE (US) INC. AND HUIZHOU TCL MOBILE
COMMUNICATION CO. LTD.

DEFENDANT
ANCORA TECHNOLOGIES, INC.

PATENT OR DATE OF PATENT . T (VD AT o AT A A DL
TRADEMARK NO. R TRADEMARK HOLDER OF PATENT OR TRADEMARK
i 8,411,841 6/25/2002 Ancora Technologies, Inc.
3
4
5

In the above—entitled case, the following patent(s) trademark(s) have been included:

DATE INCLUDED

NCLUDED BY

1 Ameudment

[ Answer [ Cross Bill [] Other Pleading

PATENT OR DATE OF PATENT . - D AT R ADEMARK
TRADEMARK N, O TRADEMARK HOLDER OF PATENT OF TRADEM:
i
2
4
5

in the above-—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

DATE

CLERK (BY) DEPUTY CLERK

Copy 3—U pon termeiaation of action, mail this copy to Birector
Copy 4—Case file copy

Copy I—Upon initiation of action, mail this copy to Birector
{opy 2—Upon filing document adding patent(s), raail this copy o Birector
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Case 4:19-cv-00624-ALM Document 7 Filed 08/28/19 Page 1 of 1 PagelD #: 36

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Eastern District of Texas on the following
(] Trademarks or [V Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
4:19-cv-624 8/27/2019 for the Eastern District of Texas

PLAINTIFF DEFENDANT

Ancora Technologies, Inc. TCL Corp., TCL Communication Ltd., TCL

Communication Technology Holdings Ltd., and TCL
Communication Holdings Ltid.
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6,411,941 6/25/2002 Ancora Technologies, Inc.

2

3

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
0 Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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Case 119-ov-01712-CFC Document 2 Filed 09/12/19 Page 1 of 1 PageiD #: 25

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE

) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court District of Delaware on the following
(] Trademarks or [V Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
District of Delaware

PLAINTIFF DEFENDANT

Ancora Technologies, Inc.
9 Lenovo Group Ltd.,

Lenovo (United States) Inc.,
Motorola Mobility, LLC

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6,411,941 6/25/2002 Ancora Technologies, Inc.

2

3

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
0 Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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Case 1:18-ov-01703-CFC Document 3

AO 120 (Rev. 08/10)

Filed 09/13/19 Page 1 of 1 PageiD #: 28

TO: Mail Stop 8 REPORT ON THE

) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court District of Delaware on the following
(] Trademarks or [V Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
District of Delaware

PLAINTIFF DEFENDANT

Ancora Technologies, Inc.

Sony Corporation, Sony Mobile Communications AB,
Sony Mobile Communications (USA} Inc., and
Sony Mobile Communications, Inc.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6,411,941 6/25/2002 Ancora Technologies, Inc.

2

3

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
0 Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director

Copy 4—Case file copy

0251




Trials@uspto.gov Paper 11
ST71-272-7822 Entered: January 5, 2021

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

SAMSUNG ELECTRONICS CO., LTD. and
SAMSUNG ELECTRONICS AMERICA, INC.,
Petitioner,

V.

ANCORA TECHNOLOGIES, INC.,
Patent Owner.

IPR2020-01184
Patent 6,411,941 B1

Before THU A. DANG, JONI Y. CHANG, and KEVIN W. CHERRY,
Administrative Patent Judges.

CHANG, Administrative Patent Judge.

DECISION
Denying Institution of Inter Partes Review
35US.C.§314
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I. INTRODUCTION

Samsung Electronics Co., Ltd. and Samsung Electronics America,
Inc. (collectively, “Petitioner”) filed a Petition requesting an inter partes
review (“IPR”) of claims 1-3 and 6—17 (“the challenged claims”) of
U.S. Patent No. 6,411,941 B1 (Ex. 1001, “the *941 patent”). Paper 1
(“Pet.”), 1. Ancora Technologies, Inc. (“Patent Owner”) filed a Preliminary
Response (Paper 7, “Prelim. Resp.”). Pursuant to our authorization,
Petitioner filed a Reply (Paper 8, “Reply”), and Patent Owner filed a
Sur-reply (Paper 10, “Sur-reply”).

For the reasons stated below, we exercise our discretion under

§ 314(a) and deny institution of inter partes review in the instant proceeding.

A. Related Matter

The parties indicate that the *941 patent is involved in Ancora Tech.,
Inc. v. LG Electronics, Inc., No. 1-20-cv-00034-ADA (W.D. Tex.), in which
Petitioner is a co-defendant. Pet. 1; Paper 4, 2. The '941 patent also was
involved in ex parte Reexamination No. 90/010,560. Ex. 1001, 89
(Ex Parte Reexamination Certificate issued on June 1, 2010, confirming the
patentability of claims 1—19 and indicating that no amendments have been

made to the patent).

B. The °941 patent

The 941 patent discloses a method of restricting software operation
within a license limitation that is applicable for a computer having a first
non-volatile memory area, a second non-volatile memory area, and a volatile

memory area. Ex. 1001, code (57). According to the '941 patent, the
2
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method includes the steps of selecting a program residing in the volatile

memory, setting up a verification structure in the non-volatile memories,

verifying the program using the structure, and acting on the program

according to the verification. Id.

Figure 1 of the *941 patent is reproduced below.

-

7

15t NON~VOLATILE
MEMORY
(4)

KEY (8)

2nd NON-VOLATILE  (5)
MEMORY

e

LICENCE RECORDS (10) (1) (12) |

VOLATILE MEMORY (6) 16
. s

LICENSE PROGRAM a3 ,
CI o

@

LICENSE BUREAU  (7)

Figure 1 above shows a schematic diagram of computer processor 1

and license bureau 7. Id. at 5:9—19. Computer processor 1 is associated

with input operations 2 and output operations 3. Id. Computer processor 1

contains first non-volatile memory area 4 (e.g., the ROM section of the

Basic Input / Output System (“BIOS”)), second non-volatile memory area 5

3
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(e.g., the E?’PROM section of the BIOS), and volatile memory area 6 (e.g.,
the internal RAM memory of the computer). /d.

C. IHlustrative Claim

Of the challenged claims, claim 1 is independent. Claims 2, 3, and
6—17 directly or indirectly depend from claim 1. Claim 1 is illustrative:

1. A method of restricting software operation within a license for
use with a computer including an erasable, non-volatile memory
area of a BIOS of the computer, and a volatile memory area; the
method comprising the steps of:

selecting a program residing in the volatile memory,

using an agent to set up a verification structure in the erasable,
non-volatile memory of the BIOS, the verification structure
accommodating data that includes at least one license record,

verifying the program using at least the verification structure
from the erasable non-volatile memory of the BIOS, and

acting on the program according to the verification.
Ex. 1001, 6:59-7:4.

1. Prior Art Relied Upon

Petitioner relies upon the references listed below (Pet. 3—4):

Reference Date l?:ﬁbit
Schwartz, US 6,153,835 Ef;‘;‘}g:?,zl%gzsooo’ 1005
Hasebe, US 5,935,243 Ef;‘;i/&cég,zi 9199698’ 1007
Shipman, US 5,852,736 Ef:;iﬁi‘;gfi 9199698’ 1008
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Reference Date Exhibit
No.

Yee, “Using Secure

Coprocessors,” Carnegie-Mellon

University, CMU-CS-94-149 1994 1006

(1994).

2. Asserted Grounds of Unpatentability

Petitioner asserts the following grounds of unpaten’tability (Pet. 3):

Claims Basis References

1_2’ 6—17 § 1031 SChW&I’tZ, Yee

1-3,6-15, 17 § 103 | Hasebe, Shipman

II. ANALYSIS
A. Discretionary Denial Under 35 U.S.C. § 314(a)

Institution of an inter partes review is discretionary. Section 314(a)
of title 35 of the United States Code provides that “[t]he Director may not
authorize an inter partes review to be instituted unless the Director

determines that the information presented in the petition . . . and any

! The Leahy-Smith America Invents Act (“AIA”), Pub. L. No. 112-29, 125
Stat. 284, 287—88 (2011), amended 35 U.S.C. § 103, effective March 16,
2013. Because the application from which the 941 patent issued was filed
before this date, the pre-AIA version of § 103 applies.

5
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response . . . shows that there is a reasonable likelihood that the petitioner
would prevail with respect to at least 1 of the claims challenged in the
petition.” The Supreme Court of the United States has explained that,
because § 314 includes no mandate to institute review, “the agency’s
decision to deny a petition is a matter committed to the Patent Office’s
discretion.” Cuozzo Speed Techs., LLC v. Lee, 136 S.Ct. 2131, 2140 (2016);
see also Harmonic Inc. v. Avid Tech., Inc., 815 F.3d 1356, 1367 (Fed. Cir.
2016) (explaining that under § 314(a), “the PTO is permitted, but never
compelled, to institute an IPR proceeding™). The Director has delegated his
authority under § 314(a) to the Board. 37 C.F.R. § 42.4(a) (“The Board
institutes the trial on behalf of the Director.”).

In this proceeding, Patent Owner argues that we should exercise
discretion to deny institution under § 314(a) because institution of a trial
here “would be an inefficient use of Board resources in light of the
‘advanced state’ of the parallel district court litigation in which Petitioner
has raised the same invalidity challenges and a verdict will be reached in
April 2021.” Prelim. Resp. 35. Patent Owner contends that each of the
factors identified in Apple Inc. v. Fintiv, Inc., IPR2020-00019, Paper 11
(PTAB Mar. 20, 2020) (precedential) (“Fintiv"’), weighs in favor of
discretionary denial here. Prelim. Resp. 35. Patent Owner avers that this
Petition also resembles the circumstances of NHK Spring Co. v. Intri-Plex
Techs., Inc., IPR2018-00752, Paper 8 (PTAB Sept. 12, 2018) (precedential).
Prelim. Resp. 36.

In Fintiv, the Board ordered supplemental briefing on a nonexclusive

list of factors for consideration in analyzing whether the circumstances of a
6
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parallel district court action are a basis for discretionary denial of trial
institution under NHK. Fintiv, Paper 11 at 5—16. Those factors include:

1. whether the court granted a stay or evidence exists that one
may be granted if a proceeding is instituted;

2. proximity of the court’s trial date to the Board’s projected
statutory deadline for a final written decision;

3. investment in the parallel proceeding by the court and the
parties;

4. overlap between issues raised in the petition and in the parallel
proceeding;

5. whether the petitioner and the defendant in the parallel
proceeding are the same party; and

6. other circumstances that impact the Board’s exercise of
discretion, including the merits.

Id. at 5—6. Here, we consider these factors to determine whether we should
exercise discretion to deny institution. In evaluating the factors, we take a
holistic view of whether efficiency and integrity of the system are best

served by denying or instituting review. Fintiv, Paper 11 at 6.

Factor 1: whether the court granted a stay or evidence exists
that one may be granted if a proceeding is instituted

Petitioner states that the U.S. District Court of Western District of
Texas (“WDTX") “has not granted a stay” nor “indicated whether it would
grant a stay if an IPR proceeding is instituted.” Pet. 66. Petitioner argues
that it “intends to seek a stay if the Board institutes trial.” Id.

Patent Owner counters that “there is no indication that, even if IPR
were instituted, a stay would be granted given the advanced stage of the

case.” Prelim. Resp. 36. Patent Owner indicates that the “trial is scheduled
7
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to begin in WDTX on April 19, 2021,” and that “U.S. District Court Judge
Alan Albright is presiding over the parallel proceeding and has previously
denied a motion to stay when an IPR was instituted after claim construction
was fully briefed and shortly before the claim construction hearing.” Id. at
36—37 (citing MV3 Partners LLC v. Roku Inc., No. 6:18-cv-00308 (W.D.
TX); Ex. 2005, 53). Patent Owner also contends that the parallel litigation
“is much further along than the proceeding in MV3 Partners at the time
Judge Albright denied the motion to stay.” Id. at 37. According to Patent
Owner, “the Markman hearing occurred in May 2020 and “the Court’s
Markman Order issued on June 2, 2020.” Id. (citing Ex. 1011 (the District
Court’s Claim Construction Order)).

In its Reply, Petitioner argues that “[t]his factor may be neutral
because Patent Owner . . . points to no specific evidence in this case of how
the district court will rule on the intended motion.” Reply 1.

In its Sur-reply, Patent Owner argues that Petitioner’s Reply fails to
rebut Patent Owner’s evidence that a stay is unlikely even if the inter partes
review were instituted. Sur-reply 1.

On the record before us, neither party has produced evidence that a
stay has been requested or that the District Court has considered a stay in the
parallel litigation. Petitioner’s assertion that it “intends to seek a stay if the
Board institutes trial” (Pet. 66) is not sufficient evidence that a stay will
likely be granted. A court determines whether to grant a stay based on the
facts and circumstances of each specific case. Although Patent Owner cites
to two cases in which the District Court denied stays (Prelim. Resp. 37;

Sur-reply 1-2), we decline to infer, based on actions taken in a different case
8
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with different facts, how the District Court would decide a stay should one
be requested by the parties in the parallel related case.
Therefore, we find that this factor does not weigh for or against

exercising our discretion to deny institution under § 314(a).

Factor 2: proximity of the court’s trial date to the Board’s
projected statutory deadline for a final written decision

It is undisputed that the parallel trial is scheduled to begin on April 19,
2021. Pet. 67; Prelim. Resp. 36; Reply 1; Ex. 2001, 2. Nevertheless,
Petitioner argues that “the Covid-19 pandemic has created substantial
uncertainty as to the tentative trial date” and that “the Board has found this
factor to be in favor of not exercising its discretion to institute under
§ 314(a).” Pet. 67 (citing Sand Revolution II, LLC v. Continental Intermodal
Group — Trucking LLC, IPR2019-01393, Paper 24 at 9-10 (June 16, 2020)
(informative)).

Patent Owner counters that, even though the District Court in the
parallel litigation has amended its Scheduling Order several times, “it has
never ordered a change in the final fact or expert discovery deadlines and
has never indicated any willingness to move the trial date.” Prelim. Resp. 39
(citing Ex. 2019). Patent Owner argues that the circumstances here are
different from those in Sand Revolution, where “the Board pointed to the
district court’s express inclusion of the qualifier ‘or as available’ for each
calendared trial date as a factor weighing against discretionary denial.” Id.
Patent Owner contends that “[t]he Petition should also be denied because the

parallel WDTX trial will occur nine months before a Final Written Decision
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is due,” and that even if the trial date were to be delayed, e.g., by three
months, “the trial still would precede a final written decision by six months.”
Id. at 37-38 (citing Ex. 2001).

In its Reply, Petitioner advances two main arguments. First,
Petitioner argues that, “even if the related litigation proceeds on schedule
and the jury verdict occurs approximately nine months before the [Final
Written Decision], the related litigation is expected to continue for another
several months until post-trial motions are briefed and decided.” Reply 1
(emphasis added).

Second, Petitioner argues that the Board “has recognized that district
court trial dates, including in the WDTX, are uncertain given the ongoing
COVID-19 pandemic.” Id. at 2 (citing Ex. 1038 (The WDTX Tenth
Supplemental Order Regarding Court Operations under the Exigent
Circumstances Created by the COVID-19 Pandemic issued on November
18, 2020 (“WDTX Supplemental Order”)); Ex. 1039 (Forth Standing Order
Relating to Entry into the United States Courthouse Waco, Texas, issued on
October 27, 2020, by Judge Albright (“Standing Order Relating to Entry into
Waco Courthouse™)). As support, Petitioner argues that “Chief Judge
Gilstrap recently postponed patent trials in the Eastern District of Texas until
March 2021,” and that “[i]n the WDTX, Judge Albright will not resume
patent jury trial until mid-January 2021.” Id. (citing Ex. 1040 (“With
Infections ‘Dangerously Rising,” East Texas Federal Judge Halts Jury Trials
Through March 20217); Ex. 1041 (Order entered in Solas Oled Ltd v.
Samsung Display Co., Ltd., 2:19-cv-00152-JRG (E.D. Tex.)); Intri-Plex
Technologies v. NHK International Corp., 3:17-cv-01097-EMC (N.D. Cal);

10
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Exs. 1042, 1043) (emphasis added). Petitioner also avers that “Judge
Albright has held only one patent jury trial, and that occurred after delays,”
so that “that trial did not begin until nearly two years after the complaint was
filed.” Id. (citing Ex. 1045 (setting trial for June 2020, but rescheduling for
October 5, 2020, due to pandemic and litigants’ concerns)). Petitioner
argues that “Judge Albright currently has ten patent cases that are currently
scheduled to go to trial before the trial in the related litigation.” Id. at 3.
Petitioner further contends that “according to one study, in “70% of trial
dates . . . relied upon by the [Board] to [discretionarily] deny petitions’ in
view of WDTX litigation, the trial dates were continued after the Board’s
denial.” Id.

In its Sur-reply, Patent Owner argues that Petitioner’s “Reply fails to
rebut [Patent Owner’s] evidence that the scheduled trial date precedes by 9
months the Board’s projected statutory deadline for a final written decision.”
Sur-reply 2. Patent Owner also contends that “Petitioner states, generically,
that COVID-19 is causing delays, without providing any evidence of the
likely impact on the particular litigation at issue,” and that “Judge Albright
has not changed the April 2020 trial date.” Id. at 3.

We agree with Patent Owner, and we are not persuaded by
Petitioner’s arguments. At the outset, Petitioner’s argument that “the related
litigation is expected to continue for another several months until post-trial
motions are briefed and decided” is misplaced. Reply 1 (emphasis added).
We do not speculate as to the schedule for the post-trial motions. As the
Board explained in Fintiv, “[i]f the court’s trial date is earlier than the

projected statutory deadline, the Board generally has weighed this factor in
11
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favor of exercising authority to deny institution under NHK.” Fintiv,

Paper 11 at 9 (emphasis added). Here, the parallel trial in the District Court
is scheduled to begin on April 19, 2021, more than eight months before a
Final Written Decision would be due in this IPR proceeding. Pet. 67;
Prelim. Resp. 36; Ex. 2001, 2. Therefore, this factor weighs in favor of
exercising our discretion to deny institution under § 314(a).

Petitioner’s reliance on Sand Revolution also is misplaced. Pet. 67.

In Sand Revolution, the district court’s trial date was changed several times.
IPR2019-01393, Paper 24 at 8—9 (noting that “the parties have jointly
moved the district court to extend schedule deadline twice; these motions
were granted”); id. at 8 n.4 (noting that “it appears that the district court also
amended its scheduling order at least two times”); IPR2019-01393, Ex. 1012
(updated trial date of September 28, 2020 (or as available) changed to '
November 9, 2020 (as available)); IPR2019-01393, Ex. 2004 (original trial
date was April 7, 2020, changed to July 20, 2020 (or as available));
IPR2019-01393, Ex. 3003 (“Order Amending Scheduling Order” responding
to a joint motion by the parties). In contrast here, Petitioner does not show
that the trial date for the parallel litigation has been (or likely will be)
changed. Indeed, as Patent Owner points out, the District Court “has ne\./er
indicated any willingness to move the trial date” in this case. Prelim. Resp.
39; Ex. 2019; Ex. 2001, 2. Therefore, Petitioner’s reliance on Sand
Revolution is misplaced.

We also are not persuaded by Petitioner’s argument that “the
Covid-19 pandemic has created substantial uncertainty as to the tentative
trial date.” Pet. 67; Reply 2-3. Although we acknowledge the possibility of

12
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a Covid-19 related delay, we generally take courts’ trial schedules at face
value absent some strong evidence to the contrary. See Apple Inc. v. Fintiv,
Inc., IPR2020-00019, Paper 15, 12—13 (PTAB May 13, 2020) (informative)
(“Fintiv DI’). Moreover, even accounting for the possibility of a Covid-19
related delay, given the close proximity of the trial date to this Decision and
the amount of time before our Final Written Decision (i.e., eight and a half
months), we are unpersuaded that any such delay should materially alter our
weighing of this factor. As Patent Owner points out (Prelim. Resp. 38-39;
Sur-reply 2—3), Petitioner fails to provide sufficient evidence to show that
the trial date has been changed or will be postponed. Exs. 2001, 2019 (the
Scheduling Order still shows a trial date of April 19, 2021). Judge Albright
has stated that he “definitely intend[s] to keep this case on track.” Ex. 2002
(Telephonic Discovery Hearing, July 27, 2020) 39:6—12; see also Ex. 2003
(Telephonic Discovery Hearing, September 9, 2020) 21:20-22.

Furthermore, Petitioner’s evidence regarding other cases (e.g., Chief
Judge Gilstrap’s cases in the Eastern District of Texas or other Judge
Albright’s cases) does not support Petitioner’s position that the April 19,
2021, trial date for the parallel litigation will be postponed. Reply 2—3. The
evidence relied upon by Petitioner shows that the presiding judges in the
WDTX determine whether to postpone a trial based on the facts and
circumstances of each specific case. Ex. 1038.

Notably, the WDTX Supplemental Order states that “[t]he court
recognizes that not every division within the district is similarly situated”
because “[tJhe Western District of Texas is geographically large” and “[t]he

public health situation related to the novel coronavirus in each division may
13
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differ.” Id. at 2. The WDTX Supplemental Order also states that “judges in
individual divisions may determine that the conditions in their communities
safely allow for an adequate spectrum of jurors and sufficient availability of
attorneys” so that “courts in the district may opt to conduct jury trials within
their respective division.” Id. And “[a]ll civil and criminal jury trials
scheduled to begin on any date from now through December 31, 2020, are
continued to a date to be reset by each Presiding Judge.”

Moreover, the Order Transferring Trial Venue in VLSI Tech. LLC, v.
Intel Corp., 6:19-cv-00254 (W.D. Tex.) (Ex. 1043), relied upon by
Petitioner, shows that the courthouse in Waco “is currently open—for the
scheduled trial in January” and that “the Court ORDERS that if the Austin
courthouse does not reopen in time for a January trial, the trial for the -0254
case will be held in Waco.” Ex. 1043, 1; see aiso Ex. 1039 (Standing Order
Relating to Entry into Waco Courthouse) (stating that the courthouse in
Waco “will remain open for business, but access to the building will be
restricted”).

Therefore, Petitioner’s evidence regarding other cases does not
support Petitioner’s position that the April 19, 2021 trial date for the parallel
litigation will likely be postponed.

In addition, we are not persuaded by Petitioner’s assertion that
“according to one study, in ‘70% of trial dates . . . relied upon by the [Board]
to [discretionarily] deny petitions’ in view of WDTX litigation, the trial
dates were continued after the Board’s denial.” Reply 3 (citing Ex. 1044
(An article entitled “District Court Trial Dates Tend to Slip After PTAB
Discretionary Denials” by Scott McKeown on July 24, 2020)). That study

14
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expressly states that “WDTX shows a lower average delay”—namely, an
average of 23 days. Ex. 1044, 3. Even if we were to take that delay into
account, this factor would still weigh in favor of exercising our discretion to
deny institution under § 314(a) because the parallel trial in the District Court
would begin more than six months before a Final Written Decision would be
due in this proceeding. See NHK, Paper 8 at 20 (finding that “the advanced
state of the district court proceeding . . . weighs in favor of denying the
Petition under § 314(a)” because the district court trial was set to begin six
months before the IPR proceeding concluded); see also Fintiv, Paper 15 at
13 (finding that “[b]ecause the currently scheduled District Court trial is
scheduled to begin two months before our deadline to reach a final decision,
this factor weighs somewhat in favor of discretionary denial in this case).

For the forgoing reasons, we are not persuaded by Petitioner’s
argument that “the Covid-19 pandemic has created substantial uncertainty as
to the tentative trial date.” Pet. 67; Reply 2-3.

Because the currently scheduled District Court trial is scheduled to
begin eight and a half months before our deadline to reach a final decision,
we find that this factor weighs in favor of exercising our discretion to deny

institution under § 314(a).

Factor 3: investment in the parallel proceeding by the court
and the parties

In its Petition, Petitioner argues that “[a]side from the Court’s Claim
Construction Order, much of the Court’s investment relates to matters

untethered to validity.” Pet. 70. Petitioner contends that “[u]nder similar

15
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circumstances, the Board found that this factor at most weighed marginally
in favor of denial of institution or was possibly neutral.” Id. (citing Sand
Revolution, Paper 24 at 10—11).

In its Preliminary Response, Patent Owner counters that “the parties
and the WDTX court have invested heavily in the district court litigation—to
the point that claim construction, all fact discovery, and all expert work will
be complete before an institution decision is even issued.” Prelim.

Resp. 40—42 (citing Ex. 2018 (District Court’s Claim Construction Order);
Ex. 2001, 1 (First Amended Scheduling Order, showing “Close of Fact
Discovery” was due on November 13, 2020, and “Opening Expert Reports”
were due on November 20, 2020)).

In its Reply, Petitioner argues that its delay in filing the Petition “was
reasonable and efficient in avoiding the submission of conflicting claim
construction positions to the Board, and also reduces the likelihood of
inconsistent claim construction findings.” Reply 3.

In its Sur-reply, Patent Owner avers that “Petitioner admits
intentionally waiting to file its Petition until after the Markman ruling” and
that “Petitioner essentially admits strategically using the parallel litigation
for purposes its future IPR petition.” Sur-reply 4. Patent Owner also argues
that, because “Petitioner served four separate expert reports relating to
invalidity on November 20, 2020” and Patent Owner’s “rebuttals to those
reports are due December 18, 2020,” Patent Owner “and its experts will
have spent considerable time and resources analyzing and responding to
Petitioner’s Invalidity Contentions and invalidity reports long before the

Board’s deadline to issue its institution decision.” Id.
16
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We are not persuaded by Petitioner’s arguments. Petitioner’s reliance
on Sand Revolution is misplaced. In Sand Revolution, the Board found that
(1) “the district court’s two-page Markman Order . . . does not demonstrate
the same high level of investment of time resources as the detailed Markman
Order in Fintiv’; (2) fact discovery was still ongoing; and (3) expert reports
were not yet due. Sand Revolution, Paper 24 at 10—11 (citing Fintiv DI
(denied institution because Fintiv factors weighed in favor of exercising
discretion to deny institution)). In contrast here, after the parties each filed
three briefs addressing claim construction issues in the District Court, i.e.,
opening, responsive, and reply briefs, the District Court issued a Final Claim
Construction Order and a detailed Supplemental Claim Construction Order.
Exs. 1011, 1019, 2018. In addition, the District Court’s Scheduling Order
shows the following deadlines have passed: Final Infringement and
Invalidity Contentions, amendment to pleadings, fact discovery, opening
expert reports, and rebuttal expert reports. Exs. 1019, 2001, 2019.
Therefore, we find that the parties have invested significant resources in the
parallel litigation, with some of the work relevant to patent validity,
including claim construction, fact discovery, opening expert reports, and
rebuttal expert reports.

Petitioner’s timing in filing the Petition is also relevant to this factor.
If the petitioner, “faced with the prospect of a looming trial date, waits until
the district court trial has progressed significantly before filing a petition,”
that decision “may impose unfair costs to a patent owner.” Fintiv, Paper 11
at 11. On the other hand, “[i]f the evidence shows that the petitioner filed
the petition expeditiously, such as promptly after becoming aware of the
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claims being asserted, this fact has weighed against exercising the authority
to deny institution.” /d.

Here, the record does not show that Petitioner acted expeditiously in
filing this Petition. As Patent Owner points out, “Petitioner served its
preliminary invalidity contentions, which included the references in the
Petition, in early February 2020, yet chose to wait until the very last day of
the one-year period in late June 2020 to file the Petition.” Prelim. Resp.
42—43. Petitioner also admits waiting until after the Markman ruling to file
its Petition and using the District Court’s claim construction determination
for purposes of its Petition. Sur-reply 4.

Therefore, weighing the facts in this particular case, including the
time invested by the parties and the District Court in the parallel litigation,
the extent to which the investment in the District Court proceeding relates to
issues of patent validity, and the timing of the filing of the Petition, we find
that this factor weighs in favor of exercising our discretion to deny

institution under § 314(a).

Factor 4: overlap between issues raised in the petition and in
the parallel proceeding

This factor evaluates “concerns of inefficiency and the possibility of
conflicting decisions” when substantially identical prior art is submitted in
both the district court and the inter partes review proceedings. Fintiv,
Paper 11 at 12. ‘

In this regard, Petitioner argues that “[t]here will be no overlap

between issues raised in this Petition and the related litigation” because
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“Petitioner stipulates that, should an IPR be instituted, the art used in the
grounds in this Petition will not be raised during trial in the related
litigation,” including Schwartz, Yee, Hasebe, Shipman, and the DMI
specification. Pet. 70—71 & 71 n.9; Reply 4. Petitioner also argues that “the
Petition asserts invalidity of claims 15 and 17, which are not being asserted
in the litigation (and whose validity therefore cannot be challenged in the
litigation).” Pet. 71. In its Reply, Petitioner further argues that “Petitioner
challenges claims 3, 8, and 13—17, which are not asserted in the related
litigation.” Reply 4.

Patent Owner counters that Petitioner’s stipulation would not bind
Petitioner’s co-defendants in the related litigation and Petitioner would
benefit from its co-defendants’ continued pursuit of invalidity on these
grounds. Prelim. Resp. 43; Sur-reply 5. Patent Owner further avers that
“Petitioner does not argue that the non-overlapping claims differ
significantly in some way or that it would be harmed if institution of the
non-overlapping claims is denied.” Prelim. Resp. 44; Sur-reply 5.

We agree with Patent Owner that there is a significant overlap
between the issues raised in the Petition and in the related parallel
proceeding. Prelim. Resp. 43. And we are not persuaded by Petitioner’s
arguments.

At the outset, Petitioner argues in its Petition (Pet. 71) that claims 15
and 17 are not asserted in the related litigation, and then Petitioner argues in
its Reply (Reply 4) that claims 3, 8, and 13—17 are not asserted in the related
litigation. However, Petitioner submits no evidence to support either

argument. “Attorney argument is not evidence.” Icon Health & Fitness,
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Inc. v. Strava, Inc., 849 F.3d 1034, 1043 (Fed. Cir. 2017). It is Petitioner’s
burden (not the Board’s) to provide documents or other evidence that
support Petitioner’s arguments. See Ericsson Inc. v. Uniloc 2017, LLC,
IPR2020-00420, Paper 10, 3 (PTAB Sept. 9, 2020) (Decision Denying
Petitioner’s Request for Rehearing) (noting that “the Board could not be
faulted for not searching and reviewing every single document in the related
litigation”).

Also, the mere existence of non-overlapping claims does not support
Petitioner’s assertion that “[t]here will be no overlap between issues raised
in this Petition and the related litigation.” Pet. 70—71; Reply 4. Rather,
“[t]he existence of non-overlapping claim challenges will weigh for or
against exercising discretion to deny institution under NHK depending on
the similarity of the claims challenged in the petition to those at issue in the
district court.” Fintiv, Paper 11 at 13 & 13 n.25 (citing Next Caller, Inc. v.
TRUSTID, Inc., IPR2019-00961, Paper 10 at 14 (PTAB Oct. 16, 2019)
(denying institution, even though the petitions jointly involve all 52 claims
of the patent and the district court parallel proceeding involves only 7
claims, because the claims all are directed to the same subject matter and
petitioner does not argue that the non-overlapping claims differ significantly
in some way or argue that it would be harmed if institution of the
non-overlapping claims is denied)).

Here, Petitioner challenges the patentability of claims 1-3 and 6—17,
which are directed to “restricting software operation within a license for use
with a computer including an erasable, non-volatile memory area of a BIOS

of the computer, and a volatile memory area.” Ex. 1001, 6:59-8:31. As
20

0271



IPR2020-01184

Patent 6,411,941 B1

Patent Owner points out, “Petitioner does not argue that the non-overlapping
claims differ significantly in some way or that it would be harmed if
institution of the non-overlapping claims is denied.” Prelim. Resp. 44,
Sur-reply 5; Pet. 70—71; Reply 4. Therefore, notwithstanding that there are
some non-overlapping claims, this factor does not weigh against exercising
our discretion to deny institution under § 314(a). Fintiv, Paper 11 at 13 & 13
n.25; Next Caller, Paper 10 at 14.

In addition, Petitioner’s stipulation does not mitigate the “concerns of
inefficiency and the possibility of conflicting decisions,” nor does it ensure
that an inter partes review is a “true alternative” to the parallel District Court
proceeding. Fintiv, Paper 11 at 12.

In particular, Petitioner’s stipulation is narrow, not a broad stipulation
that includes “any ground raised, or that could have been reasonably
raised.” See Sotera Wireless, Inc. v. Masimo Corp., IPR2020-01019, Paper
12, 19 (PTAB Dec. 1, 2020) (precedential) (noting that “Petitioner broadly
stipulates to not pursue ‘any ground raised or that could have been
reasonably raised’”) (emphasis added); see also Sand Revolution, Paper 24
at 12 n.5 (noting that a broad stipulation better addresses concerns of
duplicative efforts and potentially conflicting decisions in a much more
substantial way). Moreover, Petitioner does not dispute that its stipulation
would not bind Petitioner’s co-defendants in the parallel litigation. Prelim.
Resp. 43; Reply 4. As Patent Owner points out, Petitioner’s co-defendants
remain free to pursue invalidity on the same grounds asserted in the Petition.

Sur-reply 5.
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Therefore, notwithstanding the stipulation, there will likely be overlap
between the issues raised in the Petition and the parallel litigation. Because
overlapping claims are challenged based on the same prior art in both the
Petition and in the parallel litigation, we find that this factor weighs slightly

in favor of exercising our discretion to deny institution under § 314(a).

Factor 5: whether the petitioner and the defendant in the
parallel proceeding are the same party

It is undisputed that Petitioner is a co-defendant in the parallel
litigation. Pet. 71-72; Prelim. Resp. 44; Reply 5; Sur-reply 5. Petitioner
argues that “[t]his factor should be neutral given the AIA’s goal to provide
an alternative forum for questions of patentability.” Reply 5.

“If a petitioner is unrelated to a defendant in an earlier court
proceeding, the Board has weighed this fact against exercising discretion to
deny institution under NHK.” Fintiv, Paper 11 at 13—14 (emphasis added).
The Board determined in Sand Revolution that “[a]lthough it is far from an
unusual circumstance that a petitioner in inter partes review and a defendant
in a parallel district court proceeding are the same, or where a district court
is scheduled to go to trial before the Board’s final decision would be due in a
related inter partes review, this factor weighs in favor of discretionary
denial.” Sand Revolution, Paper 24 at 12—13. In Fintiv DI, the Board
determined that “[b]ecause the petitioner and the defendant in the parallel
proceeding are the same party, this factor weighs in favor of discretionary

denial.” Fintiv DI, Paper 15 at 15.
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Here, as noted above, it is undisputed that Petitioner is a co-defendant
in the parallel litigation. Pet. 71-72; Prelim. Resp. 44; Reply 5; Sur-reply 5.
Therefore, this factor weighs in favor of exercising our discretion to deny

institution under § 314(a).

Factor 6: other circumstances that impact the Board’s exercise
of discretion, including the merits.

The final Fintiv factor is a catch-all that takes into account any other
relevant circumstances. The decision whether to exercise discretion to deny
institution under § 314(a) is based on “a balanced assessment of all relevant
circumstances in the case, including the merits.” Consolidated Trial Practice
Guide 58. A full merits analysis is not necessary as part of deciding whether
to exercise discretion not to institute, but rather the parties may point out, as
part of the factor-based analysis, particular “strengths or weaknesses” to aid
the Board in deciding whether the merits tip the balance one way or another.
See Fintiv, Paper 11 at 15—16.

Petitioner advances two main arguments for this factor. Pet. 72—73;
Reply 5. First, Petitioner argues that “[i]Jt would be an efficient use of
Board’s resources to institute trial because this one proceeding would
resolve the validity of the *941 patent for Petitioner, all other present
defendants, and any future defendants.” Pet. 72; see also Reply 5.

However, Petitioner’s argument presumes that Petitioner will prevail
in this IPR proceeding. If the Board were to institute and Petitioner
ultimately loses, it would not resolve validity challenges raised by unrelated

third parties, including the defendants in the District Court proceeding. The
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District Court proceeding, in contrast, will resolve the validity issues
between Patent Owner, Petitioner, and the other defendants, regardless who
wins or loses in court.

Petitioner also does not explain why the parallel litigation could not
resolve the validity of the asserted claims that are directed to the same or
substantially the same subject matter. Pet. 72; Reply 5. We agree with
Patent Owner that institution of a trial here “would be an inefficient use of
Board resources in light of the ‘advanced state’ of the parallel district court
litigation.” Prelim. Resp. 35; see also NHK, Paper 8 at 20; Fintiv, Paper 11
at 13; Next Caller, Paper 10 at 14. Therefore, Petitioner’s argument that
“[i]t would be an efficient use of Board’s resources to institute trial” is
unavailing.

Second, Petitioner argues that “[t]he Petition is strong” as it provides
two independent grounds of unpatentability for each of claims 1-2, 6—15
and 17 using combinations that the Office never substantively considered
during prosecution of the application that resulted in the *941 patent.

Pet. 73; Reply 5. However, our initial inspection of the merits on this
preliminary record suggests Petitioner’s challenges contain certain
weaknesses and, taken as a whole, the strengths of the merits do not
outweigh other factors in favor of discretionary denial. For example, Patent
Owner identifies at least one weakness in each of the grounds asserted in the
Petition. Prelim. Resp. 10—17, 22-25, 33—35; Sur-reply 6.

In the parallel litigation, Petitioner suggested that “memory of the
BIOS” should be construed as “a memory that: (i) stores the BIOS; (ii) is not

recognized by an operating system as a storage device; and (iii) does not
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have a file system.” Ex. 2012 (Defendants’ Opening Claim Construction
Brief), 19. Instead of applying its own claim construction, Petitioner’s prior
art analysis in the Petition applies a claim construction that was allegedly
advanced by Patent Owner in the District Court. Pet. 10—11 n.4, 34-35.
Even if we were to assume that Petitioner adopts that claim construction
here in this IPR proceeding, Petitioner does not explain why that claim
construction is a proper construction of the term “memory of the BIOS” in
light of the Specification or prosecution history of the '941 patent. Id.

In its Preliminary Response, Patent Owner indicates that “Petitioner
has misrepresented Patent Owner’s claim construction arguments in the
district court” and that Patent Owner “never argued that ‘memory of a
BIOS’ includes any memory” as Petitioner suggests. Prelim. Resp. 12—-14.
Indeed, in its brief filed in the District Court, Patent Owner stated that the
term “non-volatile memory of the BIOS” “does not require separate
construction.” Ex. 1009 (Plaintiff’s Opening Claim Construction Brief),
16—17.2 Patent Owner simply stated that, “consistent with the plain meaning
of the word ‘of,’ the Federal Circuit has described the ‘non-volatile memory

of [a/the] BIOS’ as ‘memory space associated with the computer’s basic

input/output system (BIOS), rather than other memory space.” Id. at 12
(quoting Ancora Techs., Inc. v. Apple Inc., 744 F.3d 732, 733 (Fed. Cir.
2014) (“Ancora v. Apple™)).

2 Qur citations to Exhibit 1009 refer to the page number on the bottom, right

corner added by Petitioner.
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In its Petition, Petitioner takes the position that Schwartz’s EEPROM
250a teaches the claimed “non-volatile memory of the BIOS” under the
Federal Circuit’s interpretation in Ancora v. Apple “because it stores part of
BIOS module 309.” Pet. 9-11 n.4 (citing Ex. 1005, 8:17-19, Fig. 9)
(emphasis added). However, other parts of Schwartz’s EEPROM 250a store
configuration module 307 and zip/zone module 305. Ex. 1005, 8:17-19,
Fig. 9. Petitioner does not allege that these other modules themselves are
associated with the computer’s BIOS. Pet. 10—11. Significantly, Petitioner
does not explain adequately why the entirety of EEPROM 250a, including
the memory space that stores configuration module 307 and zip/zone module
305, is a “non-volatile memory of BIOS.” Pet. 10—14. Moreover, Petitioner
admits that claim 1 “requires the ‘verification structure’ to . . . be stored in
the ‘erasable, non-volatile memory of the BIOS,’” and that Schwartz’s
“authorization number (and hence the electronic signature) is stored in
configuration module 307,” not BIOS module 309. Pet. 14 (citing Ex. 1001,
6:64—67; Ex. 1005, 8:16—20, 10:25—28, 10:51-54, 11:37-38; Ex. 1002
19 176—178) (emphasis added).

In addition, Petitioner takes the position that, under the Federal
Circuit’s interpretation in Ancora v. Apple, Shipman’s BIOS memory 130
and general-purpose data storage 140 “are an erasable, non-volatile memory
area of a BIOS” because the BIOS controls the access to general-purpose
storage areas 140. Pet. 34—35 (citing Ex. 1008, 2:66—3:4, 3:25-29, Fig. 1).
As Patent Owner points out (Prelim. Resp. 34-35), Petitioner in its District
Court brief asserted that a “BIOS memory is ‘used for storing programs that

assist in the start-up of a computer,’ i.e., the BIOS software, and not any
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other memory that is merely associated with the BIOS software,” and that
“[t]he Federal Circuit explicitly distinguished ‘BIOS memory’ from ‘other
memory in the computer,” and highlighted that the inventors were using the
BIOS memory [b]ecause one could argue that every memory in a computer
can somehow be ‘associated with’ the BIOS software in some way.”

Ex. 2014 (Defendants’ Responsive Claim Construction Brief), 18 (citing
Ancora Techs., Inc. v. HTC Am., Inc., 908 F.3d 1343 (Fed. Cir. 2018)
(“dAncora v. HTC”)).? Significantly, Petitioner’s argument that Shipman’s
general-purpose data storage is a “non-volatile memory of the BIOS” seems
to be inconsistent with its position advanced in the parallel litigation and the
Federal Circuit’s interpretation in Ancora v. HTC. Pet. 6, 34—35, 41.

As noted above, a full analysis of the merits is not necessary to
evaluate this factor. See Fintiv, Paper 11 at 15—16. It is sufficient here that
at least certain aspects of Petitioner’s grounds as to claim 1 (the sole
independent challenged claim) appear to be weak. The merits, taken as a
whole, do not tip the balance in favor of Petitioner and instead also weigh in
favor of discretionary denial in a balanced assessment of all the

circumstances.

Conclusion on Discretionary Denial Under § 314(a)

As noted in Fintiv, we consider the above six factors when taking “a

holistic view of whether efficiency and integrity of the system are best

3 Our citations to Exhibit 2014 reference the page number on the bottom left

corner of the page.
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served by denying or instituting review.” Fintiv, Paper 11 at6. As
discussed above, factor 1 does not weigh for or against exercising our
discretion to deny institution. Factor 4 weighs slightly in favor of exercising
our discretion to deny institution. Factors 2, 3, 5, and 6 weigh in favor of
exercising our discretion to deny institution under § 314(a). Accordingly,
we exercise our discretion under § 314(a) to deny institution of review in the

instant proceeding.

III. CONCLUSION

For the foregoing reasons, based on a balanced assessment of the
circumstances of this case, we exercise our discretion under § 314(a) and
deny the instant Petition requesting institution of inter partes review of the

’941 patent.

IV. ORDER

For the foregoing reasons, it is hereby
ORDERED that the Petition is denied as to all challenged claims and

no trial is instituted.
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I. INTRODUCTION
TCT Mobile (US) Inc., Huizhou TCL Mobile Communication Co.,

Ltd., and Shenzhen TCL Creative Cloud Technology Co., Ltd. (collectively,
“Petitioners™) filed a Petition requesting an infer partes review (“IPR”) of
claims 1-3, 6—14, and 16 (“the challenged claims”) of U.S. Patent No.
6,411,941 B1 (Ex. 1001, “the *941 patent”). Paper 1 (“Pet.”), 1. Ancora
Technologies, Inc. (“Patent Owner”) filed a Preliminary Response (Paper 7,
“Prelim. Resp.”).

Under 35 U.S.C. § 314(a), an inter partes review may not be instituted
unless the information presented in the petition “shows that there is a
reasonable likelihood that the petitioner would prevail with respect to at
least 1 of the claims challenged in the petition.” For the reasons stated
below, we determine that Petitioner has established a reasonable likelihood
that it would prevail with respect to at least one claim. We hereby institute
an inter partes review as to all of the challenged claims of the 941 patent

and all of the asserted grounds of unpatentability.

A. Related Matters

The parties indicate that the 941 patent is involved in the following
proceedings: Ancora Technologies, Inc. v. TCT Mobile (US) Inc., 2:20-cv-
01252 (C.D. Cal.); Ancora Technologies, Inc. v. Lenovo Group Limited, No.
1:19-cv-01712 (D. Del.); Ancora Technologies, Inc. v. Sony Corp., No. 1:19-
cv-01703 (D. Del.); Ancora Technologies, Inc. v. LG Electronics, Inc., No.
1:20-cv-00034 (W.D. Tex.); Ancora Technologies, Inc. v. Samsung
Electronics Co., Ltd., No. 6:19-cv-00385 (W.D. Tex.); Ancora Technologies,

2
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Inc. v. HTC America, Inc., No. 2:16-cv-01919 (W.D. Wash.); and Samsung
Electronics Co., Ltd. v. Ancora Technologies, Inc., IPR2020-01184 (PTAB).
Pet. 1; Paper 5, 1-2. The *941 patent also was involved in ex parte
Reexamination No. 90/010,560. Ex. 1001, 8-9 (Ex Parte Reexamination
Certificate issued on June 1, 2010, confirming the patentability of claims

1-19 and indicating that no amendments have been made to the patent).

B. The '941 patent

The °941 patent discloses a method of restricting software operation
within a license limitation that is applicable for a computer having a first
non-volatile memory area, a second non-volatile memory area, and a volatile
memory area. Ex. 1001, code (57). According to the *941 patent, the
method includes the steps of selecting a program residing in the volatile
memory, setting up a verification structure in the non-volatile memories,
verifying the program using the structure, and acting on the program
according to the verification. Id.

Figure 1 of the 941 patent is reproduced below.
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Figure 1 above shows a schematic diagram of computer processor 1
and license bureau 7. Id. at 5:9—19. Computer processor 1 is associated
with input operations 2 and output operations 3. Id. Computer processor 1
contains first non-volatile memory area 4 (e.g., the ROM section of the
Basic Input / Output System (“BIOS”)), second non-volatile memory area 5
(e.g., the EZPROM section of the BIOS), and volatile memory area 6 (e.g.,
the internal RAM memory of the computer). Id.

C. Ilustrative Claim

Of the challenged claims, only claim 1 is independent. Claims 2, 3,
6—14, and 16 directly or indirectly depend from claim 1. Claim 1 is
illustrative:

1. A method of restricting software operation within a license for
use with a computer including an erasable, non-volatile memory
area of a BIOS of the computer, and a volatile memory area, the
method comprising the steps of:

selecting a program residing in the volatile memory,

using an agent to set up a verification structure in the erasable,
non-volatile memory of the BIOS, the verification structure
accommodating data that includes at least one license record,

verifying the program using at least the verification structure
from the erasable non-volatile memory of the BIOS, and

acting on the program according to the verification.
Ex. 1001, 6:59:67-7:4 (emphasis added).
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1. Prior Art Relied Upon

Petitioner relies upon the references listed below (Pet. 5):

Reference Date Exhibit No.
Hellman Apr. 14, 1987 Ex. 1004
Chou Apr. 6, 1999 Ex. 1005
Schneck Aug. 3, 1999 Ex. 1006

2. Asserted Grounds of Unpatentability

Petitioner asserts the following grounds of unpatentability (Pet. 6):

Claims Challenged | 35 U.S.C. § References

1,2,11,13 103(a) Hellman, Chou

1-3,6-14, 16 103(a) Hellman, Chou, Schneck
II. ANALYSIS

A. Claim Construction

In an inter partes review, we construe a patent claim “using the same
claim construction standard that would be used to construe the claim in a
civil action under 35 U.S.C. § 282(b).” 37 C.F.R. § 42.100(b) (2019).
Under this standard, the words of a claim are generally given their “ordinary
and customary meaning,” which is the meaning the term would have to a

person of ordinary skill at the time of the invention, in the context of the
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entire patent including the specification. See Phillips v. AWH Corp., 415
F.3d 1303, 1312-13 (Fed. Cir. 2005) (en banc).

Petitioner asserts that the claims of the 941 patent have been
construed by several courts, and it does not believe that any claim
construction are needed for the purposes of this review. Pet. 20—21 (citing
Exs. 1011-1014). Patent Owner asserts that those district court
constructions should be adopted for this proceeding and that all other claim
terms be given their plain and ordinary meaning. Prelim. Resp. 6.

In light of the parties’ arguments and supporting evidence in this
preliminary record, we find that it is necessary to construe only the claim
term “license record” expressly for purposes of this Institution Decision.
See Nidec Motor Corp. v. Zhongshan Broad Ocean Motor Co., 868 F.3d
1013, 1017 (Fed. Cir. 2017) (quoting Vivid Techs., Inc. v. Am. Sci. & Eng’g,
Inc., 200 F.3d 795, 803 (Fed. Cir. 1999)) (noting that “we need only
construe terms ‘that are in controversy, and only to the extent necessary to

resolve the controversy’”).

“license record”

Claim 1 recites “using an agent to set up a verification structure in the
erasable, non-volatile memory of the BIOS, the verification structure
accommodating data that includes at least one license record.” Ex. 1001,
6:64—67 (emphasis added).

In its Preliminary Response, Patent Owner argues that the term
“license record” should be construed as “a record from a licensed program

with information for verifying that licensed program,” suggesting that a
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“license record” is required to be formed from a licensed program. Prelim.
Resp. 16—18. Patent Owner relies on the District Court’s claim construction
order entered in Ancora Technologies, Inc. v. Apple Inc., No. 11:cv-06357
(N.D. Cal.) (“Ancora v. Apple”) (Ex. 1011, 16—18) and the District Court’s
claim construction order entered in Ancora Technologies, Inc. v. TCT Mobile
(US), Inc., No. 1902192-GW-ADSx (C.D. Cal.) (“Ancora v. TCT Mobile”)
(Ex. 2002, 9—11), for support. Prelim. Resp. 16.

Based on the evidence in the present record, we decline to adopt
Patent Owner’s proposed claim construction because it would improperly
import a limitation from a preferred embodiment disclosed in the
Specification into the claims. The United States Court of Appeal for the
Federal Circuit “has repeatedly cautioned against limiting the claimed
invention to preferred embodiments or specific examples in the
specification.” Williamson v. Citrix Online, LLC, 792 F.3d 1339, 134647
(Fed. Cir. 2015). Significantly, “it is the claims, not the written description,
which define the scope of the patent right.” Id. at 1346.

A claim term should be given its ordinary meaning in the pertinent
context, unless the patentee has made clear its adoption of a different
definition or otherwise disclaimed that meaning. See, e.g., Thorner v. Sony
Computer Entm’t Am. LLC, 669 F.3d 1362, 1365 (Fed. Cir. 2012). Here, as
the District Court explained in Ancora v. Apple, “[n]either the claim nor the
specification [of the 941 patent] defines ‘license record.”” Ex. 1011, 17.
Patent Owner does not explain why the plain and ordinary meaning of the
term “license record,” in the context of the *941 patent, requires a “license

record” to be formed from a licensed program. Prelim. Resp. 16—18.
7
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The Specification does not support Patent Owner’s position that a
“license record” is required to be formed from a licensed program. The
Specification expressly discloses that “according to the invention, each
application program that is to be licensed to run on the specified computer,
is associated with a license record.” Ex. 1001, 1:53—55 (emphasis added).
A license record “consists of author name, program name and number of
licensed users (for network).” Id. at 1:55—57. As the District Court
explained in Ancora v. TCT Mobile, the Specification shows that “[t]he
license record may be formed from fields or contends of the licensed
program,” but it is not required to. Ex. 2002, 9 (citing Ex. 1001, 5:46—51,
6:7—-10) (emphasis added).

Only in the “Detailed Description of a Preferred Embodiment”
section, the Specification describes “the licensed-software-program includes
contents used to form a license-record.” Ex. 1001, 5:25-29, 6:7-10.
Notably, claim 1 itself does not recite such a requirement. Therefore,
adopting Patent Owner’s proposed claim construction would improperly
import a limitation from a preferred embodiment into the claim. Williamson,
792 F.3d at 1346—47.

Furthermore, Patent Owner’s reliance on the District Court’s claim
construction order in Ancora v. Apple (Ex. 1011, 16—18) is misplaced.
Prelim. Resp. 16. The District Court in Ancora v. Apple did not address the
issue of whether a “license record” is required to be formed from a licensed
program. Ex. 1011, 16—18. The District Court was merely resolving the
issue of “whether the term ‘license record’ is a record that identifies the

licensed program and the number of licensed user, as Apple urges, or more
8
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broadly, information for verifying a licensed program, as Ancora contends.”
Id at 16—18. Therefore, Patent Owner’s reliance on the District Court’s
claim construction order in Ancora v. Apple is misplaced.

Also Patent Owner’s reliance on the District Court’s claim
construction order in Ancora v. TCT Mobile is misplaced, as the District
Court in that case was resolving the issue of “whether a license record
requires ‘information indicating a right to use the program’ or just
information for verifying the program.” Ex. 2002, 9. Contrary to Patent
Owner’s proposed claim construction that requires a “license record” to be
formed from a licensed program, the District Court in Ancora v. TCT Mobile
made clear that “[t]he license record may be formed from fields or contents
of the licensed program,” but it is not required to. Id. at 9 (citing Ex. 1001,
5:46—51; 6:7—10). Therefore, Patent Owner’s reliance on the District
Court’s claim construction order in Ancora v. TCT Mobile is misplaced.

In light of the claim language, the Specification, and the evidence in
this present record, we determine that a “license record” associated with a
licensed program is “a record having information for verifying that licensed
program” for purposes of this Decision. And we decline to adopt Patent
Owner’s proposed construction that requires a “license record” to be formed

from a licensed program.

B. Principles of Law
A patent claim is unpatentable under 35 U.S.C. § 103(a) if the

differences between the claimed subject matter and the prior art are such that

the subject matter, as a whole, would have been obvious at the time the

9
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invention was made to a person having ordinary skill in the art to which said
subject matter pertains. KSR Int’l Co. v. Teleflex Inc., 550 U.S. 398, 406
(2007). The question of obviousness is resolved on the basis of underlying
factual determinations including (1) the scope and content of the prior art;
(2) any differences between the claimed subject matter and the prior art;

(3) the level of ordinary skill in the art; and (4) when in evidence, objective
indicia of nonobviousness.! See Graham v. John Deere Co.,383 U.S. 1, 17—

18 (1966).

C. Level of Ordinary Skill in the Art

In determining the level of ordinary skill in the art, various factors
may be considered, including the “type of problems encountered in the art;
prior art solutions to those problems; rapidity with which innovations are
made; sophistication of the technology; and educational level of active
workers in the field.” In re GPAC, Inc., 57 F.3d 1573, 1579 (Fed. Cir. 1995)
(quotation marks omitted).

Here, Petitioner asserts that a person of ordinary skill in the art in the
context of the 941 patent “would have had been at least a B.S. degree in
computer science, computer engineering, or electrical engineering (or
equivalent experience)” and “at least two years of experience with computer
science and computer engineering, including information encryption,

computer architecture, and firmware programming,” citing to the declaration

! Neither party presents evidence or arguments regarding objective evidence
of nonobviousness in the instant proceeding at this time.
10

0290



IPR2020-01609
Patent 6,411,941 B1
of Andrew Wolfe, Ph.D., for support. Pet. 21 (citing Ex. 1003  21-25).
At this juncture, Patent Owner does not dispute that assessment. See
generally Prelim. Resp.

For purposes of this Decision, we adopt the level of ordinary skill as
articulated by Petitioner because, based on the current record, this proposal
appears to be consistent with the 941 patent, the asserted prior art, and

supported by the testimony of Dr. Wolfe.

D. Overview of the Asserted Prior Art

Hellman (Exhibit 1004)

Hellman discloses a method and an apparatus in which use of a

software package can be authorized for a particular base unit a specific

number of times. Ex. 1004, 4:37—40. Figure 1 of Hellman is reproduced

below:
14~ xmT | xmT |-
RCV RCV
UNIT UNIT
I§ 13\
BASE AUTHORIZATION
«——] SOFTWARE k BILLING
UNIT N\
N2 17 UNIT

Figure 1 above illustrates a block diagram of a pay-per-use software
control system. Id. at 5:1-2. Base unit 12 communicates with authorization
and billing unit 13 over an insecure communication channel 11, using
transmitter-receiver units 14, 16. Id. at 5:39—42. The user at base unit 12

obtains software package 17 by purchasing it and requests for software use.

11
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Id. at 5:51-59. Authorization and billing unit 13 receives the user’s request,
generates authorization A for unit 12 to use software package 17 an
additional N times, and sends authorization A to base unit 12. Id. at 6:3—8.

Figure 8 of Hellman is reproduced below.

‘ SOFTWARE -
‘ ai l 33
42\‘ I 12 3 1 s ‘ (
PLAYER }e—o{ SWITCH o o
H
NON - H____ |
. PDATE .
37 VOLITILE |—M = Uu[:m- € 36
T MEMORY e— M= =

Figure 8 above depicts an implementation of base unit 12 during use
of a software package. Id. at 10:33—34. Software package 17 is connected
to base unit 12 and a signal representing software package 17 is operated on
by one-way hash function generator 33 to produce an output signal which
represents hash value H. Id. at 10:34—38. Signal H is transmitted to update
unit 36 to indicate which software package is being used. Id. at 10:38—40.
Update unit 36 uses value H as an address to non-volatile memory 37, which
responds with a signal representing M, the number of uses of software
package 17 which are still available. Id. at 10:40—43.

If value M is greater than 0, then update unit 36 sends a control signal
to switch 41 which activates software player 42, allowing it to use software
package 17. Id. at 10:44—46. Update unit 36 also decrements M to M—1 and

stores this as the new value in address H in non-volatile memory 37. Id. at
12
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10:46—49. If M=0, then update unit 36 does not change the contents of non-
volatile memory 37, but neither does it send a control signal to activate
software player 42. Id. at 10:50—53. Thus, the user is prevented from using
software package 17 for which he does not have current authorized use. Id.

at 10:53—54.

Chou (Exhibit 1005)

Chou discloses an apparatus and a method for discouraging computer

theft. Ex. 1005, code (57). Chou’s invention requires that a user enters a
unique word or number related to the particular computer each time the
computer is powered up. Id. at 2:11-14. Chou discloses a security routine
that is stored in the BIOS memory. Id. at 2:14—16. The security routine
requires verification of a password entered by the user, or a verification of a
quantity read from an externally connected memory device. Id. at 2:16—18.
Chou also discloses that, at the time of its invention, “[r]ecent changes
in the computer BIOS memory storage devices permit writing data to the
BIOS memory, offering the opportunity to provide password protection
within the same memory which stores the BIOS routines.” Id. at 1:63—66.
And, “any attempt to delete the protection will result in the BIOS routine
being disabled, disabling the boot up process.” Id. at 1:66—2:1. “EEPROM
flash devices may be programmed with BIOS routines which permit the user
to enter data without requiring the computer to be returned to the
manufacture.” Id. at 2:2—4. According to Chou, its “invention makes use of
these new BIOS memory devices for effecting security measures which

discourage theft.” Id. at 2:4-7.

13
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thneck (Exhibit 1006)

Schneck discloses a technique that “controls access to and use and

distribution of data.” Ex. 1006, 6:49—50. Schneck’s technique can be used

to “control how much of the software’s functionality is available.” Id. at
6:53—56. Schneck prevents the authorization to use software on one device
from being used on another, unauthorized device, to address the “secondary

distribution” problem. Id. at 2:40—67, 6:57-62.

E. Obviousness Over Hellman, Chou, and Schneck

Petitioner asserts that claims 1-2, 11, and 13 are unpatentable under
§ 103(a) as obvious over Hellman and Chou, and that claims 1-3, 6—-14, 16

are unpatentable as obvious over Hellman, Chou, and Schneck. Pet. 21-64.

a. Claim 1
The preamble of claim 1

The preamble of claim 1 recites a “method of restricting software
operation within a license for use with a computer including an erasable,
non-volatile memory area of a BIOS of the computer, and a volatile memory
area.” Ex. 1001, 6:59-62. Petitioner asserts that, regardless of whether the
preamble is limiting, the combination Hellman and Chou teaches or suggests
the elements recited in the preamble of claim 1 because Hellman discloses a
“method of limiting use of software within authorized uses.” Id. (citing
Ex. 1004, 9:29-10:13, 10:33-54, 10:55—65; Ex. 1003 | 98—104).
According to Petitioner, Hellman discloses a computer (base unit 12) that

includes “the claimed ‘erasable, non-volatile memory area of a BIOS of the
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0294



IPR2020-01609

Patent 6,411,941 B1

computer, and a volatile memory area.”” Id. at 33—34. Petitioner notes that
Hellman’s base unit 12 has temporary memory 28, e.g., RAM (Random
Access Memory), and non-volatile memory 37, which could be implemented
as EEPROM. Id. at 34 (citing Ex. 1004, 8:67-68, 10:1—4, Fig. 6; Ex. 1003
19 98—104).

Petitioner acknowledges that Hellman does “not explicitly disclose the
computer (base unit 12) had BIOS stored in memory.” Id. at 35.
Nevertheless, Petitioner points out that Chou discloses a BIOS EEPROM on
a computer, and a person of ordinary skill in the art would have understood
that EEPROM was a type of erasable, non-volatile memory. Id. (citing
Ex. 1005, 1:54-2:7, 3:21-35, Figs. 1, 3, 7; Ex. 1003 9 104—106).
Petitioner argues that, in light of Chou, such an artisan would have stored
both the license information and the BIOS in Hellman’s erasable,
non-volatile memory 37 (e.g., EEPROM). Id.; see also id. at 28—33.

Regardless of whether the preamble of claim 1 is limiting, we
determine that Petitioner has shown sufficiently for purposes of this
Decision that the combination of Hellman and Chou discloses the subject
matter recited in the preamble of claim 1. At this juncture, Patent Owner
does not make any argument regarding the preamble of claim 1. See

generally Prelim. Resp.

“selecting a program residing in the volatile memory”

As to the limitation “selecting a program residing in the volatile
memory,” Petitioner argues that Hellman discloses selecting software

package 17 (a computer program) residing in temporary RAM memory 28

15
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(volatile memory). Pet. 35—37 (citing Ex. 1004, 5:57-61, 8:67-9:2,
9:15—28, 10:33—11:3; Ex. 1003 49 121—-129). Based on the evidence in this
current record, we determine that Petitioner has shown sufficiently for
purposes of this Decision that Hellman discloses the limitation “selecting a
program residing in the volatile memory,” as recited in claim 1. At this
juncture, Patent Owner does not make any argument regarding this

limitation. See generally Prelim. Resp.

“the verification structure accommodating data that includes at least one
license record”

Claim 1 recites “using an agent to set up a verification structure in the
erasable, non-volatile memory of the BIOS, the verification structure
accommodating data that includes at least one license record” (the “license
record” limitation). As discussed in our claim construction analysis above
(Section I, A), we determine that a “license record” associated with a
licensed program, is “a record having information for verifying that licensed
program” for purposes of this Decision.

For this limitation, Petitioner asserts that Hellman discloses using
update unit 36 (acting as the required “agent™) to set up a verification
structure in non-volatile EEPROM memory 37 (the required “erasable,
non-volatile memory”). Pet. 38 (citing Ex. 1004, 10:1-4; Ex. 1003
99 133—138). According to Petitioner, “update unit 36 sets up the required
‘verification structure’ in the non-volatile memory 37 at least in the form of
storing the value M at a specific address H for a software program identified

by that hash value H.” Id. (citing Ex. 1003 9 133—138). Petitioner argues

16
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that “value M is the required ‘license record’, because it indicates the scope
of authorized use—the number of uses, where ‘M’ is the number—for the
specific software package 17 identified by hash value H.” Id. Petitioner
contends that “[s]toring the value M at the address H constitutes setting up a
versification structure because it includes storing a license record at a
specific license record location that corresponds to the licensed program.”
Id. (citing Ex. 1001, 1:59-62, 6:17-21; Ex. 1003 ] 133—138).

Patent Owner counters that value M in Hellman does not include any
information “from a licensed program” as the District Court claim
constructions require. Prelim. Resp. 16—18.

However, as discussed in our claim construction analysis above
(Section II.A), we decline to adopt Patent Owner’s proposed claim
construction that requires a “license record” to be formed from a licensed
program, as it would improperly import a limitation from a preferred
embodiment into the claim. Williamson, 792 F.3d at 1346—47. For purposes
of this Decision, we determine that a “license record” associated with a
licensed program is “a record having information for verifying that licensed
program.” Patent Owner’s reliance on the District Court claim construction
orders enter in Ancora v. Apple and in Ancora v. TCT Mobile is misplaced
because neither District Court claim construction order requires a “license
record” to be formed from a licensed program. Ex. 1011, 16—18; Ex. 2002,
9-11. Therefore, Patent Owner’s argument is unavailing at this time.

Upon consideration of the parties’ contentions and evidence in this
current record, we determine that Petitioner has shown adequately for

purposes of this Decision that the combination of Hellman and Chou teaches

17
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or suggests the aforementioned “license record” limitation as recited in

claim 1.

“verifying the program using at least the verification structure from the
erasable non-volatile memory of the BIOS”

Claim 1 also recites “verifying the program using at least the
verification structure from the erasable non-volatile memory of the BIOS.”
Petitioner argues that Hellman discloses this limitation because Hellman
discloses using value M (the required “license record”) that is stored in
non-volatile memory 37 to verify software package 17 (the required
“program™). Pet. 39 (citing Ex. 1004, 10:33—54; Ex. 1003 §{ 151-152). In
particular, Hellman discloses that when an attempt is made to run software
package 17, value H is generated and sent to update unit 36, which uses
value H as an address in non-volatile memory to verify if a license exists for
software package 17. Ex. 1004, 10:33—54. If a license does exist, update
unit 36 retrieves the number of remaining authorized uses value M, and a
determination is made as to whether the number of authorized uses is greater
than zero. Id.

Based on the evidence in this current record, we determine that
Petitioner has shown sufficiently for purposes of this Decision that Hellman
discloses the limitation “selecting a program residing in the volatile
memory,” as recited in claim 1. At this juncture, Patent Owner does not

make any argument regarding this limitation. See generally Prelim. Resp.
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“acting on the program according to the verification”

Lastly, claim 1 recites “acting on the program according to the
verification.” Petitioner argues that Hellman discloses this limitation
because it discloses allowing software package 17 to be used if a license
record is found in non-volatile memory 37 and there are authorized uses
remaining. Pet. 39 (citing Ex. 1004, 10:40—49; Ex. 1003 9 154—-155).
Based on the evidence in this current record, we determine that Petitioner
has shown sufficiently for purposes of this Decision that Hellman discloses
the limitation “acting on the program according to the verification,” as
recited in claim 1. At this juncture, Patent Owner does not make any

argument regarding this limitation. See generally Prelim. Resp.

Motivation to combine Hellman and Chou

Petitioner acknowledges that Hellman does not explicitly disclose that
base unit 12 (a computer) has a BIOS and that non-volatile memory 37
would be used to store the BIOS for the computer. Pet. 28. Petitioner
asserts that it was well-known at the time of the invention that “a computer
would have BIOS and that it would be common to store it in EEPROM
memory,” as evidenced by Chou. Id. at 29 (citing Ex. 1005, 1:54—62, 2:2—7,
3:21-35; Ex. 1003 Y 105—-111; Ex. 1002, 51 (Prosecution History of the
’941 patent—Office Action Response, dated February 5, 2002) (noting that
“all computers must have a BIOS™)). Petitioner asserts that a person of
ordinary skill in the art would have been motivated to use Hellman’s
non-volatile memory 37 for storing the BIOS and the license information,

because such an artisan would have recognized “non-volatile memory 37
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(e.g., EEPROM) as an appropriate type of memory module for BIOS and
one that would help prevent tampering with the license information.” Id. at
30-31 (citing Ex. 1005, 3:21-35, 3:52-2; Ex. 1003 | 112—-116).

Petitioner points out that Chou discloses that, by storing sensitive
information in the BIOS memory, any attempt to delete or disable the
sensitive information would also disable the BIOS program. Id. at 32 (citing
Ex. 1005, 1:63—2:1 (disclosing that “EEPROM flash devices may be
programmed with BIOS routines which permit the user to enter data without
requiring the computer to be returned to the manufacture,” and that “[t]he
present invention makes use of these new BIOS memory devices for
effecting security measures which discourage theft”)). Dr. Wolfe testifies
that a person of ordinary skill in the art “would have been motivated to store
BIOS together with the values M in the non-volatile memory 37, in order to
discourage users from tampering with the values M.” Ex. 1003 § 115.

Based on the evidence in this current record, we determine that
Petitioner has articulated a sufficient reason to combine the teachings of
Hellman and Chou, for purposes of this Decision. At this juncture, Patent
Owner does not make any argument regarding this limitation. See generally

Prelim. Resp.

Motivation to combine Hellman, Chou, and Schneck

For the combination of Hellman, Chou, and Schneck, Petitioner
asserts that, in light of Schneck’s teachings, a person of ordinary skill in the
art would have stored Hellman’s licensing information, authorization A

which includes value M, in encrypted form in non-volatile memory 37.
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Pet. 42—46. Petitioner argues that Schneck discloses that “licensing
information is transmitted in encrypted form,” and that information stored on
a non-volatile memory “should be stored in encrypted form to prevent an
unauthorized use of a licensed software.” Id. at 44 (citing Ex. 1006,
9:46—59 (“The packaged data 108 may include access rules 116 in encrypted
form.”), 25:64—67 (“Since all storage of data on internal non-volatile
memory devices (for example, disks, flash memory, and the like) is
encrypted, this ensures that a physical attack on the system will not result in
compromise of plaintext.”)). According to Petitioner, because when an
“unlimited number of uses” is licensed, the unlimited license value could be
duplicated for any other software package, an ordinarily skilled artisan
would have recognized that it would have been important to protect that
default value in encrypted form in non-volatile memory 37. Id. at 42—46,
48-49 (citing Ex. 1004, 10:50—54; Ex. 1003 q 148); see also Ex. 1004,
10:55-57 (disclosing that “[i]t is also possible to sell unlimited number of
uses of a software package, by reserving one value of M to represent
infinity™).

Based on the evidence in this current record, we determine that
Petitioner has articulated a sufficient reason for purposes of this Decision to
combine the teachings of Hellman, Chou, and Schneck. At this juncture,
Patent Owner does not make any argument regarding this limitation. See

generally Prelim. Resp.

21

0301



IPR2020-01609
Patent 6,411,941 B1

Conclusion on Claim 1

Upon consideration of the parties’ contentions and evidence in this
current record, we determine that Petitioner has shown adequately for
purposes of this Decision that claim 1 is unpatentable under § 103(a) as
obvious over the combination of Hellman and Chou, as well as over the
combination of Hellman, Chou, and Schneck. We also determine that Patent
Owner’s arguments do not undermine Petitioner’s obviousness showing at

this time.

b. Remaining challenged claims
Petitioner accounts for claims 2, 3, 6—14, and 16. Pet. 40—64.

Petitioner provides detailed explanations as to how the prior art
combinations teach or suggest these claims and articulates reasons to
combine the prior art teachings, citing Dr. Wolfe’s testimony for support.
Id. (citing Ex. 1004; Ex. 1005; Ex. 1003), Patent Owner does not make any
additional arguments in its Preliminary Response regarding these remaining
claims. See generally Prelim. Resp. Having reviewed Petitioner’s
arguments and supporting evidence in the present record, we determine that
Petitioners has established a reasonable likelihood of prevailing on its
assertion that claims 2, 11, and 13 are unpatentable under § 103(a) as
obvious over Hellman and Chou, and that claims 2, 3, 6—14, and 16 are

unpatentable under § 103(a) as obvious over Hellman, Chou, and Schneck.

¢. Conclusion on Obviousness

Based on the evidence in the present record, we are persuaded that

Petitioner has established a reasonable likelihood of prevailing on its
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assertion that claims 1, 2, 11, and 13 are unpatentable under § 103(a) as
obvious over Hellman and Chou, and that claims 1-3, 6—14, and 16 are

unpatentable under § 103(a) as obvious over Hellman, Chou, and Schneck.

1. CONCLUSION

For the foregoing reasons, we determine that the information
presented in the Petition establishes that there is a reasonable likelihood that
Petitioner would prevail with respect to challenged claims 1-3, 6—14, and 16
of the 941 patent. At this juncture in the proceeding, we have not made a
final determination with respect to the patentability of the challenged claims,

or with respect to claim construction.

IV. ORDER

For the foregoing reasons, it is
ORDERED that pursuant to 35 U.S.C. § 314(a), an inter partes

review is hereby instituted for the following asserted grounds:

Claims Challenged | 35 U.S.C. § References
1-2,11,13 103(a) Hellman, Chou
1-3,6-14, 16 103(a) Hellman, Chou, Schneck

FURTHER ORDERED that pursuant to 35 U.S.C. § 314(c) and
37 C.F.R. § 42.4, notice is hereby given of the institution of a trial; the trial

will commence on the entry date of this Decision.
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I. INTRODUCTION
HTC Corporation and HTC America, Inc. (collectively, “Petitioner”

or “Petitioner HTC”) filed a Petition requesting an inter partes review
(“IPR”) of claims 1-3, 6—14, and 16 (“the challenged claims”) of

U.S. Patent No. 6,411,941 B1 (Ex. 1001, “the 941 patent”). Paper |
(“Pet.”). Petitioner HTC also filed a Motion for Joinder (Paper 3, “Mot.”),
seeking to join as a party to TCT Mobile (US) Inc. v. Ancora Technologies,
Inc., IPR2020-01609 (the “TCT IPR”), and a Reply (Paper 10, “Reply”).
Ancora Technologies, Inc. (“Patent Owner”) filed an Opposition to
Petitioner HTC’s Motion for Joinder (Paper 9, “Opp.”), a Sur-reply

(Paper 15, “Sur-reply”), and a Preliminary Response (Paper 16, “Prelim.
Resp.”). For reasons discussed below, we do not institute an inter partes

review of the challenged claims and deny the Motion for Joinder.

A. Related Matters

The parties indicate that the *941 patent is involved in the following
district court proceedings: Ancora Technologies, Inc. v. TCT Mobile (US)
Inc., No. 8:19-cv-02192 (C.D. Cal.); Ancora Technologies, Inc. v. Lenovo
Group Limited, No. 1:19-cv-01712 (D. Del.); Ancora Technologies, Inc. v.
Sony Corp., No. 1:19-cv-01703 (D. Del.); Ancora Technologies, Inc. v. LG
Electronics, Inc., No. 1:20-cv-00034 (W.D. Tex.); Ancora Technologies,
Inc. v. Samsung Electronics Co., No. 6:19-cv-00385 (W.D. Tex.); Ancora
Technologies, Inc. v. HTC America, Inc., No. 2:16-cv-01919 (W.D. Wash.);
and Ancora Technologies, Inc. v. Apple Inc., No. 2:10-cv-10045-AG-MLG
(N.D. Cal.) (the “Ancora v. Apple case”). Pet. 3—4; Paper 4, 1-2.

2
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The *941 patent also was involved in ex parte Reexamination No.
90/010,560. Ex. 1001, 8—9 (Ex Parte Reexamination Certificate issued on
June 1, 2010, confirming the patentability of claims 1—19 and indicating that
no amendments have been made to the patent).

In addition, the *941 patent was involved in the following
proceedings: Apple Inc. v. Ancora Technologies, Inc., CBM2016-00023
(Institution Denied); HTC America, Inc. v. Ancora Technologies, Inc.,
CBM2017-00054 (Institution Denied); Samsung Electronics Co. v. Ancora
Technologies, Inc., IPR2020-01184 (Institution Denied).

The ’941 patent is currently involved in the following: TCT Mobile
(US) Inc. v. Ancora Technologies, Inc., IPR2020-01609; LG Electronics,
Inc. v. Ancora Technologies, Inc., IPR2021-00581; Samsung Electronics Co.
v. Ancora Technologies, Inc., IPR2021-00583; and Sony mobile
Communications AB v. Ancora Technologies, Inc., IPR2021-00663.

B. The ’941 patent

The *941 patent discloses a method of restricting software operation
within a license limitation that is applicable for a computer having a first
non-volatile memory area, a second non-volatile memory area, and a volatile
memory area. Ex. 1001, code (57). According to the *941 patent, the
method includes the steps of selecting a program residing in the volatile
memory, setting up a verification structure in the non-volatile memories,
verifying the program using the structure, and acting on the program

according to the verification. Id.
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Figure 1 of the 941 patent is reproduced below.
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Figure 1 above shows a schematic diagram of computer processor 1
and license bureau 7. Id. at 5:9—19. Computer processor 1 is associated
with input operations 2 and output operations 3. Id. Computer processor 1
contains first non-volatile memory area 4 (e.g., the ROM section of the
Basic Input / Output System (“BIOS”)), second non-volatile memory area 5
(e.g., the EZPROM section of the BIOS), and volatile memory area 6 (e.g.,
the internal RAM memory of the computer). /d.

C. Illustrative Claim

Of the challenged claims, only claim 1 is independent. Claims 2, 3,
6—14, and 16 directly or indirectly depend from claim 1. Claim 1 is

illustrative:

1. A method of restricting software operation within a license for
use with a computer including an erasable, non-volatile memory
area of a BIOS of the computer, and a volatile memory area; the
method comprising the steps of:

selecting a program residing in the volatile memory,

4
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using an agent to set up a verification structure in the erasable,
non-volatile memory of the BIOS, the verification structure
accommodating data that includes at least one license record,

verifying the program using at least the verification structure
from the erasable non-volatile memory of the BIOS, and

acting on the program according to the verification.
Ex. 1001, 6:59:67-7:4.

7

D. Prior Art Relied Upon

Petitioner HTC relies upon the references listed below (Pet. 5):

1

Reference Issue Date Exhibit No.

Hellman, U.S. Patent No. 4,658,093 Apr. 14,1987 | Ex. 1004

Chou, U.S. Patent No. 5,892,906 Apr. 6, 1999 | Ex. 1005

Schneck, U.S. Patent No. 5,933,498 Aug. 3, 1999 | Ex. 1006

E. Asserted Grounds of Unpatentability

Petitioner HTC asserts the following grounds of unpatentability:

Claims Challenged | 35 U.S.C. §' References
1,2,11,13 103(a) Hellman, Chou
1-3,6-14, 16 103(a) Hellman, Chou, Schneck

I The Leahy-Smith America Invents Act (“AIA”), Pub. L. No. 112-29,
125 Stat. 284, 287-88 (2011), amended 35 U.S.C. § 103. Because the
’941 patent was filed before March 16, 2013, the effective date of the
relevant amendment, the pre-AlA version of § 103 applies.

5
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II. ANALYSIS
“To join a party to an instituted IPR, the plain language of § 315(c)

requires two different decisions.” Facebook, Inc. v. Windy City Innovations,
LLC, 973 F.3d 1321, 1332 (Fed. Cir. 2020). First, we “determine whether
the joinder applicant’s petition for IPR ‘warrants’ institution under § 314.”
Id. Second, if the petition warrants institution, we then “decide whether to
‘join as a party’ the joinder applicant.” Id. In short, before determining
whether to join Petitioner HTC as a party to the TCT IPR, we first determine
whether the petition warrants institution under § 314(a).

Institution of an inter partes review is discretionary. 35 U.S.C.

§ 314(a). The Supreme Court of the United States has explained that,
because § 314 includes no mandate to institute review, “the agency’s
decision to deny a petition is a matter committed to the Patent Office’s
discretion.” Cuozzo Speed Techs., LLC v. Lee, 136 S. Ct. 2131, 2140
(2016); see also Harmonic Inc. v. Avid Tech., Inc., 815 F.3d 1356, 1367
(Fed. Cir. 2016) (explaining that under § 314(a), “the PTO is permitted, but
never compelled, to institute an IPR proceeding”). The Director has
delegated his authority under § 314(a) to the Board. 37 C.F.R. § 42.4(a)
(“The Board institutes the trial on behalf of the Director.”).

Under General Plastic, the Board may deny a petition based on the
Director’s discretionary authority of § 314(a). General Plastic Co., Ltd. v.
Canon Kabushiki Kaisha, IPR2016-01357, Paper 19 at 15 (PTAB Sept. 6,
2017) (precedential). Thus, before determining whether to join HTC as a
party to the TCT IPR, even though the Petition is a “copycat petition,” we
first determine whether application of the General Plastic factors warrants

6
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the exercise of discretion to deny the Petition under § 314(a). See Apple Inc.
v. Uniloc 2017 LLC, TPR2020-00854, Paper 9 at 5 (PTAB Oct. 28, 2020)
(precedential) (“Uniloc™).

Discretionary Denial — General Plastic

In this proceeding, Patent Owner argues that we should exercise our
discretion to deny this Petition by applying the General Plastic factors.
Opp. 11-15 (citing General Plastic, Paper 19 at 16—17); Sur-reply 2—4.

For the reasons set forth below, we determine to exercise our discretion to
deny institution.

In General Plastic, the Board articulated a list of non-exclusive
factors to be considered in determining whether to exercise discretion under
§ 314(a) to deny a petition:

1. whether the same petitioner previously filed a petition directed

to the same claims of the same patent;

2. whether at the time of filing of the first petition the petitioner
knew of the prior art asserted in the second petition or should
have known of it;

3. whether at the time of filing of the second petition the
petitioner already received the patent owner’s preliminary
response to the first petition or received the Board’s decision on
whether to institute review in the first petition;

4. the length of time that elapsed between the time the petitioner
learned of the prior art asserted in the second petition and the
filing of the second petition;

5. whether the petitioner provides adequate explanation for the
time elapsed between the filings of multiple petitions directed to
the same claims of the same patent;

6. the finite resources of the Board; and

7
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7. the requirement under 35 U.S.C. § 316(a)(11) to issue a final
determination not later than 1 year after the date on which the
Director notices institution of review.

General Plastic, Paper 19 at 16 (citing NVIDIA Corp. v. Samsung Elec. Co.,
IPR2016—00134, Paper 9 at 6—7 (PTAB May 4, 2016)). In our analysis

below, we address each of these factors in turn.

Factor 1: “whether the same petitioner previously filed a
petition directed to the same claims of the same patent”

Patent Owner argues that Petitioner HTC already challenged the *941
patent in CBM2017-00054, in which the Board denied institution. Opp. 12;
CBM2017-00054, Paper 7 (Decision denying institution). Patent Owner
contends that it filed a Preliminary Response in CBM2017-00054,
addressing the merits. Id. Patent Owner also avers that Petitioner HTC
“has benefitted from petitions and corresponding responses filed in other
proceedings, including CBM2016-00023, filed by Apple, and IPR2020-
01184, filed by Samsung.” Id.

In its Reply, Petitioner HTC argues that Factor 1 weighs only slightly
against institution. Reply 5. Petitioner also avers that Patent Owner did not
substantively address the prior art in its Preliminary Response in CBM2017-
00054, and that the Board denied institution on the basis that the claims were
not CBM eligible without reaching the prior art. Id. (citing CBM2017-
00054, Paper 6 (Preliminary Response) and Paper 7 (Decision denying
institution)). Petitioner HTC further contends that Patent Owner did not file
a preliminary response in CBM2016-00023 filed by Apple and the Board
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exercised its discretion to deny the petition in IPR2020-01184, without
reaching the prior art grounds. Id.

In its Sur-reply, Patent Owner argues that it is irrelevant whether the
Board did not substantively address the prior art in CBM2017-00054
because Petitioner HTC had the opportunity back in 2017 to file an inter
parties review petition. Sur-reply 4. Patent Owner also contends that
Petitioner HTC does not identify any reason for delaying more than four
years after it was served with a complaint, to file the Petition in this
proceeding. Id.

We are not persuaded by Petitioner HTC’s arguments. All of the
claims challenged in the Petition were challenged by the same petitioner in
CBM2017-00054. The instant Petition challenges claims 1-3, 6—14, and 16
of the *941 patent, while the petition in CBM2017-00054 challenges claims
1-19 of the *941 patent. Pet. 5; CBM2017-00054, Paper 1 at 1.

We recognize that the Petition in CBM2019-00054 was denied
because the *941 patent was held to be ineligible for a CBM review, without
reaching the merits of the prior art ground. CBM2017-00054, Paper 7 at 2,
11. But, as Patent Owner points out, Petitioner HTC fails to identify an
adequate reason for delaying more than four years after it was served with a
complaint, to file the instant Petition. Petitioner HTC could have filed an
IPR petition concurrently with its petition in CBM2019-00054.

As discussed below, Petitioner HTC should have known Hellman and Chou,
the primary reference and secondary reference asserted in both grounds here

when filing its first petition in 2017. Moreover, Petitioner HTC has
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benefitted from petitions filed in other proceedings, including CBM2016-
00023 filed by Apple and IPR2020-01184 filed by Samsung.
In light of the foregoing, we determine that Factor 1 of General

Plastic weighs against institution.

Factor 2: “whether at the time of filing of the first petition the
petitioner knew of the prior art asserted in the second petition or
should have known of it”

Patent Owner argues that this factor weighs against institution because
Petitioner HTC knew or should have known of the asserted prior art.

Opp. 13. Patent Owner asserts that the public record of the Ancora v. Apple
case makes clear that Hellman and Chou were available and known to
accused infringer of the *941 patent by August 25, 2015. Id. (citing

Ex. 2004 (Apple’s 2015 Invalidity Contentions), 2, 3, 31).

Petitioner HTC argues that Factor 2 only weighs only slightly against
institution because Petitioner did not learn of Schneck until it began
preparing its invalidity contentions in 2019. Reply 5 (citing Ex. 2005).

In its Sur-reply, Patent Owner contends that Hellman and Chou were
available and could be found much easier than the art relied upon within
Petitioner HTC’s CBM petition demonstrates this factor weighs strongly
against institution. Sur-reply 3.

We agree with Patent Owner that Petitioner HTC should have known
of Hellman and Chou asserted in both grounds in the instant Petition, at the
time of filing of the first petition. As Patent Owner points out, Apple’s 2015
Invalidity Contentions in a district court litigation involving the *941 patent

makes clear that Hellman and Chou were publicly available and known to
10
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accused infringer of the 941 patent by August 25, 2015. Ex. 2004, 2, 3, 31.
Therefore, we determine that Factor 2 of General Plastic factor weighs

against institution.

Factor 3: “whether at the time of filing of the second petition the
petitioner already received the patent owner’s preliminary response
to the first petition or received the Board’s decision on whether to
institute review of the first petition”

Patent Owner and Petitioner HTC argue Factor 1 and Factor 3
together. Opp. 12; Reply 5—6; Sur-reply 3—4. For the same reasons stated

above, we conclude that Factor 3 also weights against institution.

Factor 4: “the length of time that elapsed between the time the
petitioner learned of the prior art asserted in the second petition and
the filing of the second petition”

Patent Owner argues that this factor weighs against institution.
Opp. 13; Sur-reply 3. Patent Owner points out that Petitioner HTC was first
served with a complaint alleging infringement of the 941 patent on
December 27, 2016—more than four years before filing this Petition.
Opp. 13. Patent Owner contents that Petitioner HTC has ample time to
identify art, long before filing this Petition because Hellman and Chou were
available and known to accused infringers of the 941 patent as early as
August 2015, Id. (citing Ex. 2004, 2, 3, 31).

Petitioner HTC argues that Factor 4 is neutral because any delay is
due to the fact that Petitioner HTC’s ability to bring a joinder-type IPR
petition did not arise until another party filed its own petition. Reply 5.

According to Petitioner, it did not learn of the art in this Petition until after

11
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the Federal Circuit appeal when the district court proceedings resumed in
late 2018. Id.

As discussed above, we agree with Patent Owner that Petitioner HTC
should have known of Hellman and Chou at the time of filing of the first
petition. Apple’s 2015 Invalidity Contentions in a district court litigation
involving the *941 patent makes clear that Hellman and Chou were publicly
available and known to accused infringer of the 941 patent by August 25,
2015. Ex. 2004, 2, 3, 31. Petitioner HTC could have filed an IPR petition
concurrently with its petition in CBM2019-00054, instead of waiting more
than 4 years to join with another IPR proceeding. Therefore, Factor 4 of

General Plastic weighs against institution.

Factor 5: “whether the petitioner provides adequate explanation for
the time elapsed between filings of multiple petitions directed to the
same claims of the same patent”’

Patent Owner argues that this factor weighs against institution because
Petitioner has not explained the four-year time elapsed between the filing of
the Petition filed in CBM2017-00054 and this Petition. Opp. 13—-14.

In its Reply, Petitioner HTC argues this factor weighs heavily in favor
of institution because Petitioner filed its Motion for Joinder only three days
after institution of IPR2020-01609. Reply 4.

In its Sur-reply, Patent Owner argues that Petitioner fails to address
adequately the four-year time period that elapsed between the first Petition
and this Petition, and improperly focuses on its filing of the Motion for

Joinder. Sur-reply 2.

12
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We agree with Patent Owner. As discussed above, Petitioner should
have known of Hellman and Chou at the time of filing of the first Petition.
Apple’s 2015 Invalidity Contentions in a district court litigation involving
the 941 patent makes clear that Hellman and Chou were publicly available
and known to accused infringer of the *941 patent by August 25, 2015.
Ex. 2004, 2, 3, 31. Petitioner does not explain why it could not have filed an
IPR petition concurrently with its Petition filed in CBM2017-00054.

Therefore, Factor 5 of General Plastic weighs against institution,

Factor 6: “the finite resources of the Board”

Patent Owner argues that the resources spent by the Board on this
Petition would duplicate various district court efforts, including trial
between Ancora and Samsung that is scheduled in April 2021, and trial
between Ancora and LG that is scheduled to begin on June 7, 2021. Opp. 14
(citing Ex. 2008); Sur-reply 2.

In its Reply, Petitioner argues that this factor heavily favors institution
because “this IPR would be more likely to conclude before the district court
would decide dispositive motions on validity, much less trial.” Reply 3-4.

As discussed above, the instant Petition is Petitioner HTC’s second
petition challenging the *941 patent. Like in Uniloc, joinder in this
circumstance would allow Petitioner HTC to continue a proceeding even
after settlement with the primary petitioner, based on a second attempt by
Petitioner HTC. See Uniloc, Paper 9 at 11—12. Therefore, we determine the

sixth General Plastic factor weighs in favor of denying institution.

13
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Factor 7: “the requirement under 35 U.S.C. § 316(a)(11) to issue a
final determination not later than 1 year after the date on which the
Director notices institution of review”’

Patent Owner argues that this factor weighs against institution because
“the only way to conduct a trial in this proceeding is to delay the Original
Proceeding by at least two mounts and likely more.” Opp. 15. Petitioner
counters that Factor 7 favors institution because Petitioner “agreed to adhere
to the operative schedule in IPR2020-01609 and that has not changed,” and
that the Patent Owner “speculates about delay in the IPR schedule.”
Reply 3. We agree with Petitioner.

Therefore, we determine the seventh General Plastic factor does not

weigh in favor of exercising discretion to deny institution.

Conclusion on the General Plastic Factors

Upon consideration of all General Plastic factors and the arguments
presented by the parties for and against the exercise of discretionary denial
under § 314(a), we conclude that on balance, the majority of the factors
(Factors 1-3, 5, and 6) weigh in favor of denying institution. Therefore, we

exercise our discretion under § 314(a) to deny the instant Petition.

III. DENIAL OF MOTION FOR JOINDER
As stated above, the Director may join a party to an ongoing IPR only

if the filed petition warrants institution under § 314. 35 U.S.C. § 315(c).
Because we are exercising discretion to deny institution under § 314, we

deny Petitioner HTC’s Motion for Joinder.

14
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IV. ORDER
Accordingly, it is
ORDERED that, pursuant to 35 U.S.C. § 314(a), the Petition is
denied, and

FURTHER ORDERED that the Motion for Joinder is denied.

15
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35US8.C § 314
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I. INTRODUCTION
LG Electronics, Inc. and LG Electronics U.S.A. Inc. (collectively,

“Petitioner” or “Petitioner LG™) filed a Petition requesting an inter partes
review (“IPR”) of claims 1-3, 6—14, and 16 (“the challenged claims™) of
U.S. Patent No. 6,411,941 B1 (Ex. 1001, “the 941 patent”). Paper 1
(“Pet.”). Petitioner LG also filed a Motion for Joinder (Paper 3, “Mot.”),
seeking to join as a party to TCT Mobile (US) Inc. v. Ancora Technologies,
Inc. IPR2020-01609 (the “TCT IPR”), and a Reply (Paper 10, “Reply”).
Ancora Technologies, Inc. (“Patent Owner”) filed an Opposition to
Petitioner LG’s Motion for Joinder (Paper 9, “Opp.”), a Sur-reply (Paper 11,
“Sur-reply”), and a Preliminary Response (Paper 14, “Prelim. Resp.”).

For reasons discussed below, we do not institute an inter partes

review of the challenged claims and deny the Motion for Joinder.

A. Related Matters

The parties indicate that the *941 patent is involved in the following
district court proceedings: Ancora Technologies, Inc. v. TCT Mobile (US)
Inc., No. 8:19-¢v-02192 (C.D. Cal.); Ancora Technologies, Inc. v. Lenovo
Group Limited, No. 1:19-cv-01712 (D. Del.); Ancora Technologies, Inc. v.
Sony Corp., No. 1:19-cv-01703 (D. Del.); Ancora Technologies, Inc. v. LG
Electronics, Inc., No. 1:20-cv-00034 (W.D. Tex.) (the “LG case”); Ancora
Technologies, Inc. v. Samsung Electronics Co., No. 6:19-cv-00385 (W.D.
Tex.); and Ancora Technologies, Inc. v. HTC America, Inc., No. 2:16-cv-

01919 (W.D. Wash.). Pet. 3—4; Paper 4, 1-2.
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The ’941 patent also was involved in ex parte Reexamination No.
90/010,560. Ex. 1001, 89 (Ex Parte Reexamination Certificate issued on
June 1, 2010, confirming the patentability of claims 1-19 and indicating that
no amendments have been made to the patent).

In addition, the *941 patent was involved in the following
proceedings: Apple Inc. v. Ancora Technologies, Inc., CBM2016-00023
(Institution Denied); HTC America, Inc. v. Ancora Technologies, Inc.,
CBM2017-00054 (Institution Denied); Samsung Electronics Co., Ltd. v.
Ancora Technologies, Inc., IPR2020-01184 (Institution Denied).

The 941 patent is currently involved in the following: TCT Mobile
(US) Inc. v. Ancora Technologies, Inc., IPR2020-01609; HT'C Corporation
v. Ancora Technologies, Inc., IPR2021-00570; Samsung Electronics Co.,
Ltd. v. Ancora Technologies, Inc., IPR2021-00583; and Sony Mobile
Communications AB v. Ancora Technologies, Inc., IPR2021-00663.

B. The °941 patent

The 941 patent discloses a method of restricting software operation
within a license limitation that is applicable for a computer having a first
non-volatile memory area, a second non-volatile memory area, and a volatile
memory area. Ex. 1001, code (57). According to the *941 patent, the
method includes the steps of selecting a program residing in the volatile
memory, setting up a verification structure in the non-volatile memories,’
verifying the program using the structure, and acting on the program

according to the verification. Id.
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Figure 1 of the 941 patent is reproduced below.

151 NOMN—VOLATILE P - - X
MEMORY Zna MON - VOLATILE (5)
(1) - 9
KFY (8)| UICENCE RECORDS (10) (11) (v2) |
VOLATILE MEMORY (86) - -186
LICENSE PROGRAM | I ENRY 3

=3 15

@ U ' 7

LICENSE BUREAU (7)

Figure 1 above shows a schematic diagram of computer processor 1
and license bureau 7. Id. at 5:9—19. Computer processor 1 is associated
with input operations 2 and output operations 3. Id. Computer processor 1
contains first non-volatile memory area 4 (e.g., the ROM section of the
Basic Input / Output System (“BIOS™)), second non-volatile memory area 5
(e.g., the E*PROM section of the BIOS), and volatile memory area 6 (e.g.,
the internal RAM memory of the computer). Id.

C. IHlustrative Claim

Of the challenged claims, only claim 1 is independent. Claims 2, 3,
6—14, and 16 directly or indirectly depend from claim 1. Claim 1 is

illustrative:

1. A method of restricting software operation within a license for
use with a computer including an erasable, non-volatile memory
area of a BIOS of the computer, and a volatile memory area; the
method comprising the steps of:

selecting a program residing in the volatile memory,

4
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using an agent to set up a verification structure in the erasable,
non-volatile memory of the BIOS, the verification structure
accommodating data that includes at least one license record,

verifying the program using at least the verification structure
from the erasable non-volatile memory of the BIOS, and

acting on the program according to the verification.
Ex. 1001, 6:59:67-7:4.
D. Prior Art Relied Upon

Petitioner LG relies upon the references listed below (Pet. 5—6):

Reference Issue Date Exhibit No.

Hellman, U.S. Patent No. 4,658,093 Apr. 14, 1987 | Ex. 1004

Chou, U.S. Patent No. 5,892,906 Apr. 6,1999 | Ex. 1005

Schneck, U.S. Patent No. 5,933,498 Aug. 3, 1999 | Ex. 1006

E. Asserted Grounds of Unpatentability

Petitioner LG asserts the following grounds of unpatentability (Pet. 6):

Claims Challenged | 35 U.S.C. §' References
1,2,11,13 103(a) Hellman, Chou
1-3,6-14, 16 ' 103(a) Hellman, Chou, Schneck

! The Leahy-Smith America Invents Act (“AIA”), Pub. L. No. 112-29,
125 Stat. 284, 287-88 (2011), amended 35 U.S.C. § 103. Because the
’941 patent was filed before March 16, 2013, the effective date of the
relevant amendment, the pre-AIA version of § 103 applies.

5
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II. ANALYSIS
Discretionary Denial Under 35 U.S.C. § 314(a)

“To join a party to an instituted IPR, the plain language of § 315(c)
requires two different decisions.” Facebook, Inc. v. Windy City Innovations,
LLC, 973 F.3d 1321, 1332 (Fed. Cir. 2020). First, we “determine whether
the joinder applicant’s petition for IPR ‘warrants’ institution under § 314.”
Id. Second, if the petition warrants institution, we then “decide whether to
‘join as a party’ the joinder applicant.” /d. In short, before determining
whether to join Petitioner LG as a party to the TCT IPR, we first determine
whether the petition warrants institution under § 314(a).

Institution of an inter partes review is discretionary. 35 U.S.C.

§ 314(a). The Supreme Court of the United States has explained that,
because § 314 includes no mandate to institute review, “the agency’s
decision to deny a petition is a matter committed to the Patent Office’s
discretion.” Cuozzo Speed Techs., LLC v. Lee, 136 S. Ct. 2131, 2140
(2016); see also Harmonic Inc. v. Avid Tech., Inc., 815 F.3d 1356, 1367
(Fed. Cir. 2016) (explaining that under § 314(a), “the PTO is permitted, but
never compelled, to institute an IPR proceeding”). The Director has
delegated his authority under § 314(a) to the Board. 37 C.F.R. § 42.4(a)
(“The Board institutes the trial on behalf of the Director.”).

In this proceeding, Patent Owner argues that we should exercise
discretion to deny institution under § 3 14(?) because each of the factors

identified in Apple Inc. v. Fintiv, Inc., IPR2020-00019, Paper 11 (PTAB
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Mar. 20, 2020) (precedential) (“Fintiv”’), weighs in favor of discretionary
denial here. Opp. 16—-21.

In Fintiv, the Board ordered supplemental briefing on a nonexclusive
list of factors for consideration in analyzing whether the circumstances of a
parallel district court action are a basis for discretionary denial of trial
institution under NHK Spring Co. v. Intri-Plex Techs., Inc., IPR2018-00752,
Paper 8 (PTAB Sept. 12, 2018) (precedential). Fintiv, Paper 11 at 5-16.
Those factors include:

1. whether the court granted a stay or evidence exists that one
may be granted if a proceeding is instituted;

2. proximity of the court’s trial date to the Board’s projected
statutory deadline for a final written decision;

3. investment in the parallel proceeding by the court and the
parties;

4. overlap between issues raised in the petition and in the parallel
proceeding;

S. whether the petitioner and the defendant in the parallel
proceeding are the same party; and

6. other circumstances that impact the Board’s exercise of
discretion, including the merits.

Id. at 5—-6. Here, we consider these factors to determine whether we should
exercise discretion to deny institution. In evaluating the factors, we take a
holistic view of whether efficiency and integrity of the system are best

served by denying or instituting review. Fintiv, Paper 11 at 6.
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Factor 1. whether the court granted a stay or evidence exists
that one may be granted if a proceeding is instituted

Patent Owner argues that no stay has been requested in the parallel
district court proceedings, nor is one likely to be granted. Opp. 17. On the
record before us, neither party has produced evidence that a stay has been
requested or that the district court has considered a stay in the parallel

litigation, the LG case. Therefore, we find that Factor 1 is neutral.

Factor 2: proximity of the court’s trial date to the Board’s
projected statutory deadline for a final written decision

As the Board explained in Fintiv, “[i]f the court’s trial date is earlier
than the projected statutory deadline, the Board generally has weighed this
fact[or] in favor of exercising authority to deny institution under NHK.”
Fintiv, Paper 11 at 9 (emphasis added). Here, as of the time of this Decision,
the parallel trial in the LG case would appear to have already started, more
than eight months before a Final Written Decision would be due in the
proceeding which Petitioner seeks to join. Reply 7; Sur-reply 4; Ex. 2008
(Fourth Amended Scheduling Order), 3; IPR2020-01609, Paper 7
(Institution Decision entered on February 16, 2021). Therefore, this factor

weighs against institution.

Factor 3: investment in the parallel proceeding by the court
and the parties

Patent Owner argues that this factor weighs against institution because
the facts in this case demonstrate extensive investment in the parallel

proceedings. Opp. 18—19. We agree with Patent Owner. According to the

8
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Fourth Amended Scheduling Order in the parallel litigation, the parties have

already finished claim construction and expert discovery, and dispositive

motions including summary judgment are fully briefed. Ex. 2008, 3.
Therefore, weighing the facts in this particular case, including the

time invested by the parties and the district court in the parallel litigation, the

extent to which the investment in the district court proceeding relates to

issues of patent validity, and the timing of the filing of the Petition, we find

that this factor weighs against institution.

Factor 4: overlap between issues raised in the petition and in
the parallel proceeding

This factor evaluates “concerns of inefficiency and the possibility of
conflicting decisions” when substantially identical prior art is submitted in
both the district court and the inter partes review proceedings. Fintiv,
Paper 11 at 12. In this regard, Petitioner LG argues that it “stipulates that if
its joinder petition is instituted before the trial date of June 7, 2021, it will
not subsequently assert invalidity in the district court on the same grounds
asserted in the IPR or on the basis of the Hellman reference, either alone or
in combination with any other reference.” Reply 7.

Patent Owner counters that Petitioner LG’s stipulation will not avoid
duplication of effort because it falls short of the stipulation in Sozera that
includes “any other ground . . . that was raised or could have been
reasonably raised in an IPR.” Sur-reply 3—4 (citing Sotera Wireless, Inc. v.
Masimo Corp., IPR2020-01019, Paper 12 at 18—19 (PTAB Dec. 1, 2020)
(precedential).
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We agree with Patent Owner that there is a significant overlap
between the issues raised in the Petition and in the parallel district court
proceeding. Petitioner LG’s stipulation, however, somewhat mitigates the
“concerns of inefficiency and the possibility of conflicting decisions.”
We note that Petitioner LG’s stipulation is narrow, not a broad stipulation
that includes “any ground raised, or that could have been reasonably
raised.” See Sotera, Paper 12 at 19; see also Sand Revolution II, LLC v.
Continental Intermodal Group — Trucking LLC, IPR2019-01393, Paper 24 at
12 n.5 (PTAB June 16, 2020) (informative) (noting that a broad stipulation
better addresses concerns of duplicative efforts and potentially conflicting
decisions in a much more substantial way). Therefore, we find that this

factor weighs marginally against denying institution.

Factor 5: whether the petitioner and the defendant in the
parallel proceeding are the same party

“If a petitioner is unrelated to a defendant in an earlier court
proceeding, the Board has weighed this fact against exercising discretion to
deny institution under NHK.” Fintiv, Paper 11 at 13—14 (emphasis added).
Where the petitioner is also a defendant in an earlier court proceeding, this
factor has generally weighed in favor of discretionary denial. Sand
Revolution, Paper 24 at 12—13. Here, it is undisputed that Petitioner LG is a
co-defendant in the parallel litigation. Pet. 3. Therefore, this factor weighs

in favor of denying institution.

10
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Factor 6: other circumstances that impact the Board'’s exercise
of discretion, including the merits.

The final Fintiv factor is a catch-all that takes into account any other
relevant circumstances. The decision whether to exercise discretion to deny
institution under § 314(a) is based on “a balanced assessment of all relevant
circumstances in the case, including the merits.” Consolidated Trial Practice
Guide 58. A full merits analysis is not necessary as part of deciding whether
to exercise discretion not to institute, but rather the parties may point out, as
part of the factor-based analysis, particular “strengths or weaknesses” to aid
the Board in deciding whether the merits tip the balance one way or another.
See Fintiv, Paper 11 at 15-16.

Petitioner LG argues that “the Board has already determined that
there is a reasonable likelihood that the [*941] patent is invalid.” Reply 7.
But, the mere fact that a party may have met its institution burden is not the
same as an argument as to the particular strengths (or weaknesses) of the
challenged. Based on this preliminary record and absence of substantive
argument highlighting any particular strengths of the challenge, we find that

Factor 6 of Fintiv is neutral.

Conclusion on Discretionary Denial under § 314 (a).

As noted in Fintiv, we consider the above six factors when taking “a
holistic view of whether efficiency and integrity of the system are best
served by denying or instituting review.” Fintiv, Paper 11 at 6. As
discussed above, Factors 1 and 6 are neutral, Factors 2, 3, and 5 weigh in

favor of exercising our discretion to deny institution, and Factor 4 weighs

11
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marginally against exercising our discretion to deny institution.

Accordingly, we exercise our discretion under § 314(a) to deny institution of

this proceeding.

III. DENIAL OF MOTION FOR JOINDER
As stated above, the Director may join a party to an ongoing IPR only

if the later-filed petition warrants institution under § 314(a). 35 U.S.C.
§ 315(c). Because we are exercising discretion to deny institution under

§ 314(a), we deny Petitioner LG’s Motion for Joinder.

IV. ORDER
Accordingly, it is
ORDERED that, pursuant to 35 U.S.C. § 314(a), the Petition is
denied; and
FURTHER ORDERED that the Motion for Joinder is denied.

12
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I. INTRODUCTION

Sony Mobile Communications AB, Sony Mobile Communications,
Inc., Sony Electronics Inc., and Sony Corporation (collectively, “Petitioner
Sony”) filed a Petition requesting an inter partes review (“IPR”) of claims
1-3, 6—14, and 16 (“the challenged claims”) of U.S. Patent No. 6,411,941
B1 (Ex. 1001, “the 941 patent). Paper 1 (“Pet.”). Petitioner Sony also
filed a Motion for Joinder (Paper 4, “Mot.”), seeking to join as a party to
TCT Mobile ( US) Inc. v. Ancora Technologies, Inc. IPR2020-01609
(the “TCT IPR”), and a Reply (Paper 14, “Reply”). Ancora Technologies,
Inc. (“Patent Owner”) filed an Opposition to Petitioner Sony’s Motion for
Joinder (Paper 10, “Opp.”), a Preliminary Response (Paper 13, “Prelim.
Resp.”), and a Sur-reply (Paper 16, “Sur-reply”).

For reasons discussed below, we institute an infer partes review of the

challenged claims and grant Petitioner Sony’s Motion for Joinder.

A. Related Matters

The parties indicate that the *941 patent is involved in the following
district court proceedings: Ancora Technologies, Inc. v. TCT Mobile (US)
Inc., No. 8:19-cv-02192 (C.D. Cal.); Ancora Technologies, Inc. v. Lenovo
Group Limited, No. 1:19-cv-01712 (D. Del.); Ancora Technologies, Inc. v.
Sony Corp., No. 1:19-cv-01703 (D. Del.) (the “Sony case”); Ancora
Technologies, Inc. v. LG Electronics, Inc., No. 1:20-cv-00034 (W.D. Tex.)
(the “LG case”); Ancora Technologies, Inc. v. Samsung Electronics Co., No.
6:19-cv-00385 (W.D. Tex.); and Ancora Technologies, Inc. v. HTC America,
Inc., No. 2:16-cv-01919 (W.D. Wash.). Pet. 3—4; Paper 9, 1-2.
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The *941 patent also was involved in ex parte Reexamination No.
90/010,560. Ex. 1001, 8—9 (Ex Parte Reexamination Certificate issued on
June 1, 2010, confirming the patentability of claims 1—19 and indicating that
no amendments have been made to the patent).

In addition, the *941 patent was involved in the following
proceedings: Apple Inc. v. Ancora Technologies, Inc., CBM2016-00023
(Institution Denied); HTC America, Inc. v. Ancora Technologies, Inc.,
CBM?2017-00054 (Institution Denied); and Samsung Electronics Co., Ltd. v.
Ancora Technologies, Inc., IPR2020-01184 (Institution Denied).

The *941 patent is currently involved in the following: TCT Mobile
(US) Inc. v. Ancora Technologies, Inc., IPR2020-01609; HTC Corporation
v. Ancora Technologies, Inc., IPR2021-00570; LG Electronics, Inc. v.
Ancora Technologies, Inc., IPR2021-00581; and Samsung Electronics Co. v.
Ancora Technologies, Inc., IPR2021-00583.

B. The '941 patent

The *941 patent discloses a method of restricting software operation
within a license limitation that is applicable for a computer having a first
non-volatile memory area, a second non-volatile memory area, and a volatile
memory area. Ex. 1001, (57). According to the *941 patent, the method
includes the steps of selecting a program residing in the volatile memory,
setting up a verification structure in the non-volatile memories, verifying the
program using the structure, and acting on the program according to the

verification. Id.
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Figure 1 of the 941 patent is reproduced below.

i
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Figure 1 above shows a schematic diagram of computer processor 1

and license bureau 7. Id. at 5:9—19. Computer processor 1 is associated

with input operations 2 and output operations 3. /d. Computer processor 1

contains first non-volatile memory area 4 (e.g., the ROM section of the

Basic Input / Output System (“BIOS”)), second non-volatile memory area 5

(e.g., the E?PROM section of the BIOS), and volatile memory area 6 (e.g.,

the internal RAM memory of the computer). /d.

C. Hlustrative Claim

Of the challenged claims, only claim 1 is independent. Claims 2, 3,

6—14, and 16 directly or indirectly depend from claim 1. Claim 1 is

illustrative:
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1. A method of restricting software operation within a license for
use with a computer including an erasable, non-volatile memory
area of a BIOS of the computer, and a volatile memory area; the

method comprising the steps of:

selecting a program residing in the volatile memory,

using an agent to set up a verification structure in the erasable,
non-volatile memory of the BIOS, the verification structure
accommodating data that includes at least one license record,

verifying the program using at least the verification structure
from the erasable non-volatile memory of the BIOS, and

acting on the program according to the verification.

Ex. 1001, 6:59:67-7:4 (emphasis added).

D. Prior Art and Other Evidence Relied Upon

Petitioner Sony relies upon the references listed below (Pet. 5):

Reference Date Exhibit No.
Hellman, U.S. Patent No. 4,658,093 Apr. 14, 1987 | Ex. 1004
Chou, U.S. Patent No. 5,892,906 Apr. 6,1999 | Ex. 1005
Schneck, U.S. Patent No. 5,933,498 Aug. 3, 1999 | Ex. 1006

Petitioner Sony also relies upon the Declaration of Erez Zadok, Ph.D.

Ex. 1015. Dr. Zadok testifies that he agrees with the facts, analysis, and
conclusions in the Declaration of Andrew Wolfe, Ph.D. (Ex. 1003), and he

adopts the testimony in sections I.C—IV of Dr. Wolfe’s Declaration as his

own for purposes of this proceeding. Ex. 1015 § 33.
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E. Asserted Grounds of Unpatentability

Petitioner Sony asserts the following grounds of unpatentability

(Pet. 6):

Claims Challenged | 35 U.S.C. §' References
1,2, 11, 13 103(a) Hellman, Chou
1-3,6-14, 16 103(a) Hellman, Chou, Schneck

II. DISCRETIONARY DENIAL

“To join a party to an instituted IPR, the plain language of § 315(c)
requires two different decisions.” Facebook, Inc. v. Windy City Innovations,
LLC, 973 F.3d 1321, 1332 (Fed. Cir. 2020). First, we “determine whether
the joinder applicant’s petition for IPR ‘warrants’ institution under § 314.”
Id. Second, if the petition warrants institution, we then “decide whether to
‘join as a party’ the joinder applicant.” Id. In short, before determining
whether to join Petitioner Sony as a party to the TCT IPR, we first determine
whether the petition warrants institution under § 314(a).

Institution of an inter partes review is discretionary. 35 U.S.C.

§ 314(a). The Supreme Court of the United States has explained that,
because § 314 includes no mandate to institute review, “the agency’s
decision to deny a petition is a matter committed to the Patent Office’s

discretion.” Cuozzo Speed Techs., LLC v. Lee, 136 S. Ct. 2131, 2140

! The Leahy-Smith America Invents Act (“AIA”), Pub. L. No. 112-29,
125 Stat. 284, 28788 (2011), amended 35 U.S.C. § 103. Because the
’941 patent was filed before March 16, 2013, the effective date of the

relevant amendment, the pre-AIA version of § 103 applies.
6
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(2016); see also Harmonic Inc. v. Avid Tech., Inc., 815 F.3d 1356, 1367
(Fed. Cir. 2016) (explaining that under § 314(a), “the PTO is permitted, but
never compelled, to institute an IPR proceeding™). The Director has
delegated his authority under § 314(a) to the Board. 37 C.F.R. § 42.4(a)
(“The Board institutes the trial on behalf of the Director.”).

As the Consolidated Trial Practice Guide (“Consolidated Practice
Guide”)? at 56 noted, the ATA was “designed to establish a more efficient
and streamlined patent system that will improve patent quality and limit
unnecessary and counterproductive litigation costs.” H.R. Rep. No. 112—98,
pt. 1, at 40 (2011), reprinted in 2011 U.S.C.C.A.N. 67, 69 (Post grant
reviews were meant to be “quick and cost effective alternatives to
litigation”); see also S. Rep. No. 110259, at 20 (2008). The Board
recognized these goals of the AIA, but also “recognize[d] the potential for
abuse of the review process by repeated attacks on patents.” Gen. Plastic
Indus. Co. v. Canon Kabushiki Kaisha, IPR201§-01357, Paper 19 at 16—17
(PTAB Sept. 6, 2017) (§ I1.B.4.i designated precedential).

A. General Plastic Factors

In this proceeding, Patent Owner argues that we should exercise our
discretion to deny this Petition by applying the General Plastic factors.
Opp. 11-15; Sur-reply 2—-3. For the reasons set forth below, we decline to

exercise our discretion to deny institution under General Plastic factors.

2 Available at https://www.uspto.gov/TrialPracticeGuideConsolidated; see
also 84 Fed. Reg. 64,280 (Nov. 21, 2019).
7
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In General Plastic, the Board articulated a list of non-exclusive
factors to be considered in determining whether to exercise discretion under
§ 314(a) to deny a petition:

1. whether the same petitioner previously filed a petition directed
to the same claims of the same patent;

2. whether at the time of filing of the first petition the petitioner
knew of the prior art asserted in the second petition or should
have known of it;

3. whether at the time of filing of the second petition the
petitioner already received the patent owner’s preliminary
response to the first petition or received the Board’s decision on
whether to institute review in the first petition;

4. the length of time that elapsed between the time the petitioner
learned of the prior art asserted in the second petition and the
filing of the second petition,;

5. whether the petitioner provides adequate explanation for the
time elapsed between the filings of multiple petitions directed to
the same claims of the same patent;

6. the finite resources of the Board; and

7. the requirement under 35 U.S.C. § 316(a)(11) to issue a final
determination not later than 1 year after the date on which the
Director notices institution of review.

General Plastic, Paper 19 at 16 (citing NVIDIA Corp. v. Samsung Elec. Co.,
IPR2016-00134, Paper 9 at 6—7 (PTAB May 4, 2016)). In our analysis

below, we address each of these factors in turn.

Factor 1: “whether the same petitioner previously filed a
petition directed to the same claims of the same patent”

The General Plastic analysis applies to multiple petitions filed by
different petitioners that have a “significant relationship,” challenging the

same claims of the same patent. Valve Corp. v. Elec. Scripting Prods., Inc.,

8
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IPR2019-00062, Paper 11 at 9—10 (PTAB Apr. 2, 2019) (precedential)
(holding that the petitioner and the prior petitioner have a “significant
relationship” because they “were co-defendants in the District Court
litigation and were accused of infringing the [challenged] patent based on
the [same] devices”).

Here, Patent Owner acknowledges that Petitioner Sony did not
previously file a petition directed to the *941 patent. Opp. 13. Nevertheless,
Patent Owner argues that other accused infringers had filed prior petitions
challenging the *941 patent—namely, Apple in CBM2016-00023, HTC in
CBM2017-00054, and Samsung in [IPR2020-01184. Id. Patent Owner
contends that “[t]hese accused infringers sell similar, competing products
and are consequently motivated to pursue similar approaches to invalidating
the *941 patent—as evidenced by the flurry of me-too petitions filed after
institution of [IPR2021-01609.” Id.

In its Reply, Petitioner Sony counters that this factor weighs in favor
of institution because the number of petitions filed by other petitioners
challenging the *941 patent is the result of Patent Owner’s litigation activity.
Reply 4. Petitioner Sony also argues that it “is neither a co-defendant with
any other petitioners nor has it contributed to or coordinated with their IPR
filings.” Id. at 3.

In its Sur-reply, Patent Owner argues that this factor weighs against
institution because Petitioner Sony did not timely file a petition within the
one-year statutory deadline under § 315(b) and Petitioner Sony has had the
benefit of reviewing several prior petitions. Sur-reply 2.

Based on the evidence of record, we find that Factor 1 of General

Plastic weighs against denying institution because Petitioner Sony did not

9
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file a prior petition challenging the *941 patent, nor does it have a significant
relationship with any of the prior petitioners. As Patent Owner admits,
Petitioner Sony did not previously file a petition directed to the *941 patent.
Opp. 13. The instant Petition is the first petition filed by Petitioner Sony
challenging the *941 patent, and Petitioner Sony has not filed a second
petition challenging the same patent. There is no evidence on this record
that Petitioner Sony has used the review process as tools for harassment
through repeated attacks on the same patent. The efficiency and fairness
concerns that underlie the General Plastic analysis are not implicated in this
proceeding.

Furthermore, unlike Valve, Petitioner Sony does not have a significant
relationship with the prior petitioners (Apple, HTC, and Samsung)
challenging the *941 patent. Notably, Patent Owner sued Petitioner Sony
separately from its competitors, Apple, HTC, and Samsung in different
forums. Ex. 2007 (Complaint against Sony only). Patent Owner also admits
that Petitioner Sony and the other prior petitioners sell “competing
products,” not the same product. Opp. 13. Further, we agree with Petitioner
Sony that the number of petitions filed by other petitioners challenging the
’941 patent is the result of Patent Owner’s litigation activity in that it has
sued more than ten different parties in lawsuits staggered over twelve years.
Reply 4; Opp. 2—6. Each prior petitioner filed a petition in response to
Patent Owner’s lawsuit for infringement. Opp. 2—6. A common desire to
challenge the validity of the asserted patent without more is insufficient to
establish that Petitioner Sony has a significant relationship with the other
prior petitioners. As Petitioner Sony notes, it “is neither a co-defendant with

any other petitioners nor has it contributed to or coordinated with their IPR

10
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filings.” Reply 3. In short, we find that Petitioner Sony does not have a
significant relationship with the other petitioners.

In addition, we are not persuaded by Patent Owner’s argument that
Petitioner Sony did not timely file a petition with the one-year statutory
deadline under § 315(b). Sur-reply 2. That time limitation does not apply to
this proceeding because the Petition is accompanied by a request for joinder
and joinder is granted. See 35 U.S.C. § 315(b) (stating that “[t]hc time
limitation set forth in the preceding sentence shall not apply to a request for
joinder”); 37 C.F.R. § 42.122(b); see also Facebook, 973 F.3d at 1333
(“Beginning with the statutory language, § 315(b) articulates the time-bar for
when an IPR ‘may not be instituted.” 35 U.S.C. § 315(5). But § 315(b)
includes a specific exception to the time bar. By its own terms, ‘[t]he time
limitation . . . shall not apply to a request for joinder under subsection
(c).” 1d.”). Unlike Apple Inc. v. Uniloc 2017 LLC, IPR2020-00854, Paper 9
at 2 (PTAB Oct. 28, 2020) (precedential) (“Uniloc”), where the petitioner
had filed a prior petition before filing a joinder petition, Petitioner Sony here
has not filed a prior petition challenging the *941 patent.

In light of the foregoing, we determine that Factor 1 of General

Plastic weighs in favor of institution.

Factor 2: “whether at the time of filing of the first petition the
petitioner knew of the prior art asserted in the second petition
or should have known of it”

Patent Owner argues that “Sony knew or should have known long ago
about the art” because the “public record from Ancora v. Apple makes clear

that the Hellman and Chou references were publicly available and were

11

0344



IPR2021-00663

Patent 6,411,941 B1

likely known when Sony served its invalidity contentions.” Opp. 13—14;
Sur-reply 2-3.

Patent Owner’s argument is unavailing. It is irrelevant that Petitioner
Sony knew of the prior art asserted in this proceeding when Petitioner Sony
served its invalidity contentions. This factor is based on whether the
petitioner knew of the prior art asserted in the second petition at the time of
filing of the first petition. General Plastic, Paper 19 at 16.

Patent Owner improperly presumes the instant Petition is Petitioner
Sony’s second petition challenging the *941 patent. As discussed above, the
instant Petition is Petitioner Sony’s first petition challenging the *941 patent,
not the second. Patent Owner admits that Petitioner Sony did not previously
file a petition directed to the 941 patent. Opp. 13. Unlike Valve, Petitioner
Sony does not have a significant relationship with other prior petitioners
challenging the same patent. Therefore, this case is distinguished on its facts
from those facts decisive in General Plastic and Valve. See Netflix, Inc. v.
Broadcom Corp., IPR2020-01423, Paper 7 at 5—6 (PTAB Mar. 11, 2021)

(a prior petition filed by an unrelated petitioner is not a basis for denial of
institution).

In light of the foregoing, we find that Factor 2 of General Plastic

weighs strongly in favor of institution.

12
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Factor 3: “whether at the time of filing of the second petition
the petitioner already received the patent owner’s preliminary
response to the first petition or received the Board’s decision
on whether to institute review of the first petition”

Patent Owner argues that this factor weighs against institution because
Petitioner “Sony has benefitted from petitions and corresponding responses
filed in prior proceedings.” Opp. 14; Sur-reply 2.

Patent Owner’s argument is unavailing. This factor is based on
whether the petitioner already received the patent owner’s preliminary
response or the decision on institution to the first petition at the time of filing
of the second petition. General Plastic, Paper 19 at 16. As discussed above,
this instant Petition is Petitioner Sony’s first petition challenging the 941
patent, and Petitioner Sony has not filed a second petition challenging the
same patent. Unlike Valve, Petitioner Sony does not have a significant
relationship with other petitioners that filed prior petitions challenging the
’041 patent. Patent Owner improperly presumes that the instant Petition is
Petitioner Sony’s second petition challenging the 941 patent. Patent Owner
also improperly presumes that the prior petitions filed by other petitioners
are Petitioner Sony’s first petition.

In light of the foregoing, we find that Factor 3 of General Plastic

weighs strongly in favor of institution.

Factor 4: “the length of time that elapsed between the time the
petitioner learned of the prior art asserted in the second
petition and the filing of the second petition”

Patent Owner argues that this factor weighs against institution.
Opp. 14—15. According to Patent Owner, Petitioner Sony was first served
with a complaint alleging infringement of the 941 patent on September 11,
13

0346



IPR2021-00663

Patent 6,411,941 B1

2019, more than 18 months before filing this Petition. Id. Patent Owner
avers that the asserted prior art, Hellman and Chou, were available and
known to accused infringers of the 941 patent as early as August 2015. Id.
(citing Ex. 2004 (Apple’s Invalidity Contentions)); Sur-reply 2-3.

Again, Patent Owner improperly presumes that the instant Petition is
Petitioner Sony’s second petition challenging the 941 patent. This factor is
based on the elapsed time between the time of the petitioner learned of the
prior art asserted in the second petition and the filing of the second petition.
As discussed above, this instant Petition is Petitioner Sony’s first petition
challenging the 941 patent, and there is no filing of a second petition
challenging the same patent by Petitioner Sony. Unlike Valve, Petitioner
Sony does not have a significant relationship with the other petitioners.

In light of the foregoing, we find that Factor 4 of General Plastic

weighs strongly in favor of institution.

Factor 5. “whether the petitioner provides adequate
explanation for the time elapsed between filings of multiple
petitions directed to the same claims of the same patent”

Patent Owner argues that this factor is neutral because the instant
Petition is time barred. Opp. 15; Sur-reply 2. That argument is unavailing.
As discussed above, the one-year statutory time period under § 315(b) does
not apply to this proceeding because the Petition is accompanied by a
request for joinder and joinder is granted. See 35 U.S.C. § 315(b); 37 C.F.R.
§ 42.122(b); Facebook, 973 F.3d at 1333. Unlike Uniloc where the
petitioner had filed a prior petition before filing a joinder petition, Petitioner

Sony here did not file a prior petition challenging the 941 patent. Uriloc,
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Paper 9 at 2. In light of the foregoing, we determine that Factor 5 of

General Plastic weighs strongly in favor of institution.

Factor 6: “the finite resources of the Board”

Patent Owner argues that the resources spent by the Board on the
Petition would duplicate the district court’s efforts because the court’s trial
in the Sony case is set to occur beginning October 17, 2022. Opp. 1516
(citing Ex. 2001 at 25). Patent Owner also contends that the Board “will
have to address the contrasting positions Dr. Zadok (Sony’s expert) is
attempting to take to support Sony’s joinder motion.” Sur-reply 3.

We find Factor 6 of General Plastic weighs against exercising
discretion to deny the Petition. Petitioner Sony filed a Motion for Joinder,
seeking to join as a party to IPR2020-01609, the only prior petition that has
been instituted. Other joinder petitions in IPR2021-00570, IPR2021-00581,
and IPR2021-00583 also seek to join with IPR2020-01609. Other prior
petitions in CBM2016-00023, CBM2017-00054, and IPR2020-01184 have
been denied institution. The Board’s finite resources would not be strained
to maintain only one proceeding challenging the *941 patent. And we have
addressed Patent Owner’s argument regarding the allegedly inconsistent
testimonial evidence below. Moreover, unlike Uniloc where the petitioner
had filed a prior petition before filing a joinder petition, Petitioner Sony here
has not filed a prior petition challenging the *941 patent.

In addition, we instituted the trial in IPR2020-01609 on February 16,
2021, and a Final Written Decision is currently due on February 16, 2022,

more than eight months before the parallel district court trial begins.

15
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Resolving the validity issue of the challenged claims of the 941 patent in

IPR2020-01609 would simplify the issues in the parallel district court trial.
In light of the foregoing, we determine that Factor 6 of General

Plastic weighs in favor of institution.

Factor 7: “the requirement under 35 U.S.C. § 316(a)(11) to
issue a final determination not later than 1 year after the date
on which the Director notices institution of review”

Patent Owner argues that this factor weighs against institution because
“the only way to conduct a trial in this proceeding is to delay the Original
Proceeding by at least two months and likely more.” Opp. 16; Sur-reply 3.
As discussed above, Petitioner Sony filed a Motion for Joinder under
§ 315(c), seeking to join as a party to IPR2020-01609. The one-year
statutory requirement under § 316(a)(11) to issue a final determination may
be adjusted in the case of joinder under § 315(c), as here. 35 U.S.C.
§ 316(a)(11). As such, we determine that Factor 7 of General Plastic

weighs in favor of institution.

Conclusion on the General Plastic Factors

As discussed above, all of the General Plastic factors weigh strongly
in favor, or in favor, of institution. Based on the particular facts of this
proceeding, we conclude that the General Plastic factors do not weigh in

favor of exercising discretion to deny institution.

B. Fintiv Factors

In this proceeding, Patent Owner also argues that each of the factors
identified in Apple Inc. v. Fintiv, Inc., IPR2020-00019, Paper 11 (PTAB

Mar. 20, 2020) (precedential) (“Fintiv”), weighs in favor of denying
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0349



IPR2021-00663
Patent 6,411,941 B1
institution. Opp. 16—22. For the reasons set forth below, we decline to
exercise our discretion to deny institution under the Fintiv factors.

In Fintiv, the Board ordered supplemental briefing on a nonexclusive
list of factors for consideration in analyzing whether the circumstances of a
parallel district court action are a basis for discretionary denial of trial
institution under NHK Spring Co. v. Intri-Plex Techs., Inc., IPR2018-00752,
Paper 8 (PTAB Sept. 12, 2018) (precedential). Fintiv, Paper 11 at 5-16.
Those factors include:

1. whether the court granted a stay or evidence exists that one
may be granted if a proceeding is instituted;

2. proximity of the court’s trial date to the Board’s projected
statutory deadline for a final written decision;

3. investment in the parallel proceeding by the court and the
parties;

4. overlap between issues raised in the petition and in the parallel
proceeding;

5. whether the petitioner and the defendant in the parallel
proceeding are the same party; and

6. other circumstances that impact the Board’s exercise of
discretion, including the merits.

Id at 5-6. Here, we consider these Fintiv factors to determine whether we
should exercise discretion to deny institution. In evaluating the factors, we
take a holistic view of whether efficiency and integrity of the system are best

served by denying or instituting review. Id. at 6.

Factor 1: whether the court granted a stay or evidence exists
that one may be granted if a proceeding is instituted

Patent Owner argues that this factor is neutral because no stay has

been requested in the district court proceeding. Opp. 18; Sur-reply 3.
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Petitioner Sony counters that the parallel district court proceeding is in an
early stage such that there is a good chance a stay would be granted.

Reply 5—6 (citing Ex. 2001 (Scheduling Order), 26—27). On the record
before us, neither party has produced evidence that a stay has been requested
or that the district court has considered a stay in the parallel litigation.

Accordingly, we find that Factor 1 of Fintiv is neutral.

Factor 2: proximity of the court’s trial date to the Board’s
projected statutory deadline for a final written decision

It is undisputed that the parallel district court trial will not occur until
October 2022. Opp. 5. Nevertheless, Patent Owner argues that this factor
weighs against institution because “the majority of the Sony’s validity
arguments will happen in the district court litigation before a final written
decision in this proceeding.” Opp. 18—19; Sur-reply 3—4. Petitioner Sony
counters that the parallel district court trial is not scheduled until October 17,
2022, and a final decision in this IPR proceeding would occur well before
any trial. Reply 6. According to the Scheduling Order of the parallel
litigation, the district court trial is scheduled to begin on October 17, 2022,
which is about eight months affer a Final Written Decision would be due on
February 16, 2022 in the joined proceeding, IPR2020-01609. Ex. 2001, 27.
Even assuming a modest schedule adjustment is needed to accommodate
joinder, we do not foresee an adjustment more than eight months. Most
likely, our Final Written Decision in the joined IPR proceeding will be
entered before the district court trial begins on October 17, 2022, which will
simplify or fully resolve the overlapping invalidity issues for the district
court trial. Therefore, we find that Factor 2 of Fintiv weighs in favor of

institution.
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Factor 3: investment in the parallel proceeding by the court
and the parties

Patent Owner argues that the claim construction in the parallel district
court proceeding will be fully briefed before a final decision in this IPR
proceeding, and that the claim construction ruling will be issued before our
issuance of an institution decision in this IPR proceeding. Opp. 19-20;
Sur-reply 3—4. Petitioner Sony counters that the parallel district court
proceeding is in an early stage in that the Markman hearing is four months
away, no depositions have been noticed, fact discovery closes in October
2021, and expert discovery closes April 1, 2022. Reply 6—7 (citing
Ex. 2001).

Based on the present record, we are persuaded by Petitioner Sony’s
showing that the district court and the parties have not invested substantially
in the merits of the invalidity positions. There is no indication in the record
that the parties have completed significant discovery on the merits. We
agree with Petitioner Sony that the district court proceeding remains at the
very early stages and a significant portion of work still remains to be done in
the district court proceeding—e.g., filing joint claim construction brief
(June 29, 2021), Markman hearing (August 10, 2021), the completion of fact
discovery (October 31, 2021), opening expert reports (December 21, 2021),
expert discovery (April 1, 2022), and dispositive motion deadline (May 20,
2022). Ex. 2001, 26—27. Therefore, weighing the facts in this particular
case, including the time invested by the parties and the district court in the
parallel litigation, and the extent to which the investment in the district court
proceeding relates to issues of patent validity, we find that Factor 3 of Fintiv

weighs in favor of institution.
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Factor 4: overlap between issues raised in the petition and in
the parallel proceeding

Patent Owner argues that Petitioner Sony has “asserted grounds of
invalidity based on Hellman in combination with Chou—just like its petition
here.” Opp. 20 (citing Ex. 2002 (Sony’s Invalidity Contentions); Ex. 2003
(Appendices A—E to Sony’s Invalidity Contentions), 14—15). Patent Owner
also contends that Petitioner Sony has not entered any stipulation to mitigate
the overlap between the Petition and the parallel district court proceeding.
Id. at 20—21. Petitioner Sony counters that it asserted invalidity based on
numerous additional, non-overlapping references in the parallel district court
proceeding. Reply 7.

As discussed above, the district court trial will begin about eight
months after the due date for the Final Written Decision in the joined
proceeding. Ex. 2001, 27. Most likely, we will address the overlapping
validity issues prior to the district court trial, and our Final Written Decision
will simplify or fully resolve the issues for the district court trial. See, e.g.,
GAF Materials LLC v. Kirsch Research and Dev., LLC, IPR2021-00192,
Paper 14 at 14—15 (PTAB May 25, 2021) (“[I]f the Board will address the
overlapping validity issues prior to the district court reaching them at trial,
the Board’s final written decision will simplify or fully resolve the issues for
trial in the litigation.”); see also MED-EL Elektromedizinische Geraete
GmbH v. Sonova AG, IPR2020-00176, Paper 13 at 15 (PTAB June 3, 2020)
(“As to the fourth factor, the parties do not dispute that overlap exists
between the invalidity issues in this case and in the district court. This
overlap may inure to the district court’s benefit, however, by simplifying

issues for trial should we reach our determination on the challenges raised in
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the Petition before trial.””). Therefore, we determine that Factor 4 of Fintiv

weighs in favor of institution.

Factor 5: whether the petitioner and the defendant in the
parallel proceeding are the same party

It is undisputed that Petitioner Sony is a defendant in the parallel
litigation. Opp. 21; Reply 7. Because we will issue a Final Written
Decision prior to the conclusion of the parallel district court proceeding, this

factor weighs in favor of instituting inter partes review.

Factor 6. other circumstances that impact the Board’s exercise
of discretion, including the merits.

The final Fintiv factor is a catch-all that takes into account any other
relevant circumstances. The decision whether to exercise discretion to deny
institution is based on “a balanced assessment of all relevant circumstances
in the case, including the merits.” Consolidated Trial Practice Guide
November 2019 at 58, available at https://www.uspto.gov/TrialPractice
GuideConsolidated. “For example, if the merits of a ground raised in the
petition seem particularly strong on the preliminary record, . . . the
institution of a trial may serve the interest of overall system efficiency and
integrity because it allows the proceeding to continue in the event that the
parallel pfoceeding settles or fails to resolve the patentability question
presented in the PTAB proceeding.” Fintiv, Paper 11 at 14—15. A full
merits analysis is not necessary as part of deciding whether to exercise
discretion not to institute, but rather the parties may point out, as part of the

factor-based analysis, particular “strengths or weaknesses” to aid the Board
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in deciding whether the merits tip the balance one way or another. /d. at
15-16.

Patent Owner argues that, by adopting the expert declaration filed in
IPR2020-01609, Petitioner Sony’s expert, Dr. Zadok, would “have to go
against his own prior testimony” as to how the term “agent” should be
construed. Opp. 2122 (citing Ex. 2011 ]9 54—60). Patent Owner contends
that “[w]eaknesses in the petition also merit discretionary denial.” Id.

Petitioner Sony counters that the merits favor institution in view of the
institution in IPR2020-01609. Reply 7. Petitioner Sony argues that its
expert “stated no terms other than ‘license record’ needed construction in
view of the institution decision,” and the expert’s prior declaration in the LG
case regarding the term “agent” was not accepted by the court in that case in
August 2020, seven months before institution in IPR2020-01609. Id. (citing
Ex. 1013; Ex. 1015 q 33).

Patent Owner’s argument regarding conflicting expert testimony is
unavailing. Based on this current record, we find Dr. Zadok’s testimony
submitted in this proceeding is consistent with the court’s claim construction
order entered on August 19, 2020, in the LG case. Ex. 1013 (Supplemental
Claim Construction Order in the LG case), 34—36. Dr. Zadok’s prior
testimony (Ex. 2011 9 54—60) that the term “agent” should be construed
pursuant to 35 U.S.C. § 112, ] 6, was not accepted by the district court.

Ex. 1013, 34—36. Dr. Zadok’s testimony in this IPR proceeding merely
reflects the district court’s claim construction regarding the term “agent.”

Furthermore, we address each of Patent Owner’s arguments regarding
the asserted grounds of unpatentability below (Section III). As discussed

below, on this record, we determine that Petitioner Sony has demonstrated
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sufficiently for purposes of this Decision that the challenged claims of the
’941 patent are unpatentable, and Patent Owner’s arguments do not
undermine Petitioner Sony’s showing at this time. Based on this preliminary
record and absence of substantive argument highlighting any particular

strengths of the challenge, we find that Factor 6 of Fintiv is neutral.

Conclusion on the Fintiv Factors

As noted in Fintiv, we consider the above six factors when taking “a
holistic view of whether efficiency and integrity of the system are best
served by denying or instituting review.” Fintiv, Paper 11 at 6.

Under the particular circumstances of this case, we are not persuaded
that the interests of efficiency and integrity of the system would be best
served by invoking our authority under § 314(a) to deny institution of a

potentially meritorious Petition.

III. INSTITUTION OF INTER PARTES REVIEW

The instant Petition is a “copycat” petition, substantively identical to
the TCT’s petition, challenging the same claims of the same patent based on
the same grounds of unpatentability and essentially supported by the same
expert declaration. Comparing Pet. 5-61, with IPR2020-01609, Paper 1 at
5-64; Mot. 1. In the TCT IPR, we instituted a review as to all of the
challenged claims and all of the grounds asserted in the TCT’s petition.
IPR2020-01609, Paper 7 (Decision Granting Institution), 5-23. In view of
the identity of the grounds in the instant Petition and in the TCT’s petition,
we determine that Petitioner Sony has established sufficiently that instituting
an inter partes review is warranted for the same reasons stated in our

Decision Granting Institution in the TCT IPR. Id.
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In its Preliminary Response, Patent Owner advances several
arguments. Prelim. Resp. 6—34. For the reasons discussed below, we
determine that Patent Owner’s arguments do not undermine Petitioner
Sony’s showing at this time for purposes of instituting a review. We address
each of Patent Owner’s arguments in turn below.

First, Patent Owner argues that the instant Petition should be denied
because Petitioner Sony’s claim construction position in this proceeding is
inconsistent with Petitioner Sony’s proposed claim construction in the
parallel district court litigation. Prelim. Resp. 13—14 (citing Ex. 2012).

Patent Owner’s argument is unavailing. In the instant Petition,
Petitioner Sony makes clear that “[b]ased on the similarities between the
claims of the *941 Patent and the prior art cited” in this proceeding,
Petitioner Sony “does not believe that any claim constructions are needed for
the purposes of this review.” Pet. 19. Upon consideration of the Petitioner
Sony’s prior art arguments and supporting evidence in the present record, we
find Petitioner Sony’s claim construction position in its Petition to be
reasonable. See Nidec Motor Corp. v. Zhongshan Broad Ocean Motor Co.,
868 F.3d 1013, 1017 (Fed. Cir. 2017) (quoting Vivid Techs., Inc. v. Am. Sci.
& Eng’g, Inc., 200 F.3d 795, 803 (Fed. Cir. 1999)) (noting that “we need
only construe terms ‘that are in controversy, and only to the extent necessary
to resolve the controversy’”).

In addition, Patent Owner does not explain meaningfully how the
allegedly inconsistent position would impact our preliminary claim
construction set forth in our Institution Decision in the TCT IPR. In our
Decision, we determined that it was necessary to construe only the claim

term “license record” expressly for purposes of the instituting a review,
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because we declined to adopt Patent Owner’s proposed claim construction of
the term “license record,” as it would improperly import a limitation
(requiring “license record” to be formed from a licensed program) from a
preferred embodiment disclosed in the Specification into the claims.
IPR2020-01609, Paper 7, 5—9. Therefore, Patent Owner’s argument that
Petitioner Sony takes an inconsistent claim construction position is
unavailing.

Second, Patent Owner argues that the Hellman and Chou combination
is cumulative of Schwartz (Ex. 1005 in [PR2020-01184) and the
combination of Misra (Ex. 2022) and Ewetz (Ex. 2023), which have already
been considered by the Office. Prelim. Resp. 14—23.

However, Patent Owner fails to recognize the advancements in BIOS
EEPROM storage devices disclosed in Chou. As Petitioner Sony points out
(Pet. 25-26), Chou discloses that, at the time of its invention, “[r]ecent
changes in the computer BIOS memory storage devices permit writing data
to the BIOS memory, offering the opportunity to provide password
protection within the same memory which stores the BIOS routines.”

Ex. 1005, 1:63—66. Chou also discloses “EEPROM flash devices may be
programmed with BIOS routines which permit the user to enter data without
requiring the computer to be returned to the manufacture.” Id. at 2:2—4.
Chou further discloses that its “invention makes use of these new BIOS
memory devices for effecting security measures which discourage theft.” Id.
at 2:4—7. Chou teaches storing security routines in the BIOS EEPROM to
prevent tampering by a user. Id. at 3:52—62. Patent Owner does not explain
where in Schwartz or the combination of Misra and Ewetz teaches these

advancements in BIOS EEPROM storage devices. Prelim. Resp. 14-23. In
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short, Patent Owner’s argument that the Hellman and Chou combination is
cumulative of art already considered by the Office is unavailing.

Third, Patent Owner argues that Hellman and Chou “disclose
incompatible (and thus un-combinable) techniques for storing critical data,”
citing to the Declaration of David Martin, Ph.D., for support. Prelim. Resp.
23-24 (citing Ex. 2015 Y 106—107).

Patent Owner’s argument is conclusory. To support Patent Owner’s
argument, Dr. Martin testifies that “[i]f BIOS memory . . . is also taken to be
addressable by hash values and used for storage of authorization counts
based solely on the output of a hashing algorithm (hash value H), then the
purchase of a software package with an unfortunate hash value H could
cause a base unit to overwrite the BIOS instructions or other critical BIOS
information.” Ex. 2015 § 107 (emphasis added). Dr. Martin’s testimony is
speculative and unsupported. Dr. Martin’s testimony also does not take into
account Chou’s teachings that storing sensitive information, such as security
routines, in the BIOS EEPROM reduces the risk of tampering. Ex. 1005,
Abstract, 1:54—2:7, 3:52—62. Therefore, Patent Owner’s argument that
Hellman and Chou are incompatible and un-combinable is conclusory.

Fourth, Patent Owner argues that it would not have been obvious to
modify Hellman to include the recited BIOS memory because one of
ordinary skill in the art “would have understood that BIOS is simply
irrelevant to the goals and objectives of Hellman’s invention” and “Hellman
mentions neither BIOS nor an operating system.” Prelim. Resp. 25-28
(citing Ex. 2015 99 99-106).

However, Patent Owner admitted that “all computers must have a

BIOS” during prosecution. Ex. 1002, 51. As noted above, Chou teaches
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storing sensitive information, such as security routines, in the BIOS
EEPROM to reduce the risk of tampering with that information. Ex. 1005,
Abstract, 1:54-2:7, 3:52—62. Dr. Wolfe testifies that, in light of Chou, one
of ordinary skill in the art would have been motivated to store Hellman’s
license information in the BIOS EEPROM, in order to discourage users from
tampering the license information and to provide extra protection to the
sensitive information. Ex. 1003 9 112—116.

In addition, attacking Hellman individually does not undermine
Petitioner Sony’s obviousness showing that is based on a combination of
Hellman and Chou. Non-obviousness cannot be established by attacking
references individually where, as here, the ground of unpatentability is based
upon a combination of references. In re Keller, 642 F.2d 413, 426 (CCPA
1981). Rather, the test for obviousness is whether the combination of
references, taken as a whole, would have suggested the claimed subject
matter to one of ordinary skill in the art. In re Merck & Co., Inc., 800 F.2d
1091, 1097 (Fed. Cir. 1986). Therefore, Patent Owner’s argument that it
would not have been obvious to modify Hellman fails to take into account
the teachings of Chou and is unavailing for purposes of instituting a review.

Fifth, Patent Owner argues that “Hellman is a hardware device and
does not disclose an OS-level software ‘agent’ for setting up a verification
structure as Claim 1 requires.” Prelim. Resp. 28—34 (emphases added).
According to Patent Owner, “[b]ased on Hellman’s disclosure (and its
embodiment with respect to the record industry), a [person of ordinary skill
in the art] would [have understood] the base unit is not a general-purpose
computer and that the agent is implemented exclusively in specialized

hardware.” Id. at 33 (the first emphasis is ours).
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Patent Owner admits that Hellman discloses an agent and does not
dispute that Hellman’s agent performs the claimed function “to set up a
verification structure in the erasable, non-volatile memory.” Id. Patent
Owner improperly presumes that Hellman’s agent is “implemented
exclusively in specialized hardware.” Id. (emphases added).

Dr. Wolfe testifies that a person of ordinary skill in the art would have
recognized that Hellman’s “update unit 36 would have been implemented by
a software routine, potentially along with a hardware module,” and that
“authorization and billing unit 13 may coo'perate with the update unit 36 to
act as the ‘agent.”” Ex. 1003 {Y 137-138. According to Dr. Wolfe, Hellman
discloses that “authorization and billing unit 13 stores a table of software in
memory 19 that allows it to determine a software package 21 from the
software name provided in the request, and software package 21 is identical
to software package 17.” Id. | 138 (citing Ex. 1004, 6:16—30). Dr. Wolfe
explains that “[blecause authorization and billing unit 13 generates the
authorization A that leads to the updating of the authorized use value M in
the non-volatile memory 37, a [person of ordinary skill in the art] would
have recognized that the authorization and billing unit 13 may be considered
an agent.” Id. As such, the evidence in this current record suggests that
Hellman’s agent is a combination of software and hardware implementation.

At this stage, we decline to import a negative limitation into the claim
term “agent” to exclude a combination of software and hardware. Patent
Owner has submitted several district court claim constructions, but has not
proffered arguments as to why we should adopt any specific district court
constructions. Prelim. Resp. 6—13. Apart from the claims, the Specification

of the *941 patent does not use the term “agent,” much less sets forth a
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definition for the term “agent” that excludes an implementation of software
and hardware. The term “agent” was added during prosecution. Ex. 1013
(District Court Claim Construction Order entered in the LG case), 29.
Although the claim does not describe how the “agent” fits in structurally
with the other components of the system, Patent Owner argued in the LG
case that “E2PROM manipulation commands as an example of ‘how [the
agent] accomplished operation”” of setting up a verification structure in the
EEPROM. Id. at 30. However, the Specification does not disclose any
EEPROM manipulation commands. Therefore, Patent Owner’s argument
that Hellman does not disclose a software “agent” is unavailing at this time
for purposes of institution.

For the foregoing reasons, we determine that Petitioner Sony has

established sufficiently that instituting an inter partes review is warranted.

IV. GRANT OF MOTION FOR JOINDER

Joinder in inter partes review is subject to the provisions of § 315(c):

(c) JOINDER.—If the Director institutes an inter partes review,
the Director, in his or her discretion, may join as a party to that
inter partes review any person who properly files a petition under
section 311 that the Director, after receiving a preliminary
response under section 313 or the expiration of the time for filing
such a response, determines warrants the institution of an inter
parties review under section 314.

“Any request for joinder must be filed, as a motion under § 42.22, no
later than one month after the institution date of any inter partes review for
which joinder is requested.” 37 C.F.R. § 42.122(b). As the moving party,
Petitioner Sony bears the burden of proving that it is entitled to the requested

relief. 37 C.F.R. § 42.20(c). A motion for joinder should: (1) set forth the
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reasons joinder is appropriate; (2) identify any new grounds of
unpatentability asserted in the petition; (3) explain what impact (if any)
joinder would have on the trial schedule for the existing review; and

(4) addresses specifically how briefing and/or discovery may be simplified.
See Frequently Asked Question HS5, https://www.uspto.gov/patents-
application-process/patent-trial-and-appeal-board/ptab-e2e-frequently-
asked-questions; see also Kyocera Corp. v. SoftView LLC, IPR2013-00004,
Paper 15 at 4 (PTAB Apr. 24, 2013) (representative) (Order Authorizing
Third Party to File Motion for Joinder).

Factor 1: Reasons Joinder is Appropriate

Petitioner Sony asserts that its Motion for Joinder is submitted timely
within the time set forth in 37 C.F.R. § 42.122(b), not later than one month
after institution of the TCT IPR. Mot. 3—4. Petitioner Sony avers that
joinder with the TCT IPR is appropriate because this Petition challenges the
same claims of the *941 patent on identical grounds to those in the TCT IPR.
Id at5. According to Petitioner Sony, there are no substantive differences
between this Petition and TCT’s Petition, and Petitioner Sony relies on
substantially the same supporting evidence as that in the TCT IPR. Id.
Petitioner Sony argues that a consolidated proceeding will therefore be more
efficient and less wasteful. /d. at 5—6. We agree.

Patent Owner argues that it has settled with TCT, and that we should
terminate the TCT IPR completely, which would moot Petitioner Sony’s
Motion for Joinder. Opp. 6-9.

As Patent Owner acknowledges (Opp. 8), the decision to terminate an

IPR proceeding with respect to both parties after the parties file a settlement
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agreement is discretionary. 35 U.S.C. § 317(a); 37 C.F.R. § 42.72.

The decision to grant joinder also is discretionary. 35 U.S.C. § 315(c).

The Board decides those motions on a case-by-case basis upon consideration
of the totality of the circumstances.

Here, Petitioner Sony’s Motion for Joinder was timely filed in
accordance with 35 U.S.C. § 315(c), 37 C.F.R §§ 42.22, and 42.122(b), prior
to the filing of the joint Motion to Terminate in the TCT IPR. Petitioner
Sony’s Petition is a “copycat” petition, challenging the same claims of the
same patent based on the same grounds of unpatentability and essentially
supported by the same expert declaration. Thus, there are no new grounds of
unpatentability or new evidence asserted in the Petition. Also, we expect the
impact of joinder on the existing schedule, briefing, and discovery to be
minimal.

As the AIA legislative history explained:

The Office anticipates that joinder will be allowed as of right—
if an inter partes review is instituted on the basis of a petition, for
example, a party that files an identical petition will be joined to
that proceeding, and thus allowed to file its own briefs and make
its own arguments.

157 Cong. Rec. S1376 (daily ed. Mar. 8, 2011) (statement of Sen. Kyl)
(emphases added).

Petitioner Sony filed its Petition and Motion for Joinder prior to
Patent Owner’s Motion to Terminate the TCT IPR. Thus, continuation of
the TCT TPR was foreseeable and any prejudice to Patent Owner due to
continuation is not undue.

In light of the foregoing, we determine that the first factor weighs in

favor of joinder.
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Factor 2: Any New Grounds of Unpatentability

Petitioner Sony asserts that its Petition is substantively identical to the
petition in the TCT IPR. Mot. 4, 6—7. Indeed, as noted above, Petitioner
Sony presents the same grounds of unpatentability, the same prior art, and
essentially the same declarant testimony as the petition in the TCT IPR.
Compare Pet. 5-61, with IPR2020-01609, Paper 1 at 5—64. Petitioner Sony
does not assert any new ground of unpatentability that is not already being
considered in the TCT IPR, relying on substantially the same arguments and
evidence. Accordingly, we determine that the second factor weighs in favor

of joinder.

Factor 3: What Impact Joinder Would Have on the Trial Schedule

Patent Owner argues that undue delay in the original proceedings
alternatively requires denying Petitioner Sony’s Motion for Joinder. Opp.
9-11. Petitioner Sony asserts that joinder would not affect the schedule in
any forthcoming trial and its participation should result in no changes to the
schedule. Mot. 7-8. We agree with Petitioner Sony. Joinder will have
minimal impact, if any, on the TCT IPR trial schedule because the instant
Petition presents no new issues or grounds of unpatentability and Petitioner
Sony consents to the existing trial schedule in the TCT IPR. Id.

Accordingly, we determine that the third factor weighs in favor of joinder.

Factor 4: How Briefing and/or Discovery May be Simplified

Petitioner Sony has agreed, as long as TCT remains as a party to the
TCT IPR, to take an “understudy” role, which will simplify briefing and
discovery. Mot. 8—10. We agree with Petitioner Sony that joinder would
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simplify briefing and discovery because Petitioner Sony agrees to an
“understudy” role and consents to the current trial schedule set forth in the
TCTIPR. Accordingly, we determine that the fourth factor weighs in favor

of joinder.

Conclusion on Motion for Joinder

For the reasons stated above, we determine granting Petitioner Sony’s

Motion for Joinder is warranted.

IV. ORDER

In view of the foregoing, it is
ORDERED that, pursuant to 35 U.S.C. § 314(a), an inter partes

review is hereby instituted for the following grounds of unpatentability:

Claims Challenged | 35 U.S.C. § References
1,2,11,13 103(a) Hellman, Chou
1-3,6-14, 16 103(a) Hellman, Chou, Schneck

FURTHER ORDERED that Petitioner Sony’s Motion for Joinder with
IPR2020-01609 is granted; and Petitioner Sony is joined as a party to
IPR2020-01609;

FURTHER ORDERED that the grounds on which trial in
IPR2020-01609 were instituted are unchanged, and no other grounds are
added in IPR2020-01609;

FURTHER ORDERED that the Scheduling Order entered in
IPR2020-01609 (Paper 8) and schedule changes agreed to by the parties in
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IPR2020-01609 (pursuant to the Scheduling Order) shall govern the trial
schedule in IPR2020-01609;

FURTHER ORDERED that, throughout the trial, all filings in
IPR2020-01609 will be consolidated, and no filing by Petitioner Sony alone
will be considered without prior authorization by the Board;

FURTHER ORDERED that a copy of this Decision will be entered
into the record of IPR2020-01609;

FURTHER ORDERED that the instant proceeding is terminated
under 37 C.F.R. § 42.72 and all further filings shall be made in
IPR2020-01609; and

FURTHER ORDERED that the case caption in [PR2020-01609 shall
be changed to reflect joinder with the instant proceeding in accordance with

the attached example.

PETITIONER:

Gregory Gewirtz
Jonathan David

LERNER, DAVID, LITTENBERG, KRUMHOLZ & MENTLIK, LLP
litigation@lernerdavid.com

ggewirtz@lernerdavid.com

jdavid@lernerdavid.com

PATENT OWNER:

Nicholas Peters
David Gosse
Paul Henkelmann
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FITCH, EVEN, TABIN & FLANNERY LLP
ntpete@fitcheven.com
dgosse@fitcheven.com
phenkelmann@fitcheven.com

John Rondini
John LeRoy
Marc Lorelli

BROOKS KUSHMAN P.C.
jrondini@brookskushman.com

mlorelli@brookskushman.com
ancc0120IPR@brookskushman.com
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Trials@uspto.gov Paper 17
571-272-7822 Date: July 23, 2021

Example Case Caption for Joined Proceeding

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

TCT MOBILE (US) INC,,
HUIZHOU TCL MOBILE COMMUNICATION CO. LTD., SHENZHEN
TCL CREATIVE CLOUD TECHNOLOGY CO., LTD.,,
SONY MOBILE COMMUNICATIONS AB, SONY MOBILE
COMMUNICATIONS, INC., SONY ELECTRONICS INC., and
SONY CORPORATION, J
Petitioner,

V.

ANCORA TECHNOLOGIES, INC.,
Patent Owner.

IPR2021-00663>
Patent 6,411,941 Bl

3 Sony Mobile Communications AB, Sony Mobile Communications, Inc.,
Sony Electronics Inc., and Sony Corporation who filed a petition in
IPR2021-00663 have been joined with this proceeding.
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Case $:18-0v-02182-CW-AS Document 789 Filed O8/17/21 Page 1ot 1 Page iD #1970
AQ 120 (Rev. 08/10}
Mail Stop 8 REPORT ON THE

o Birector of the U.S. Patent and Trademark Oiffice
P.O. Box 1450
Alexandria, VA 22313-145¢

FILING OR DETERMINATION OF AN
ACTION REGARDING APATENT OR
TRADEMARK

In Compliance with 35 U.8.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed inthe U.S. Dastnict Count

for the Central District of California

on the following

) Trademarks or - [ Patems. ([T the patent action involves 33 (.80, § 292.):
DOCKET NO. DATE FILED U8, BISTRICT COURT

&18-0v-2192 111272019 for the Ceniral District of California
PLAINTIFF DEFENDANT

TCT MOBILE (US) INC. AND HUIZHOU TCL MOBILE
COMMUNICATION CC.LTD.

ANCORA TECHNOLOGIES, INC.

PATENT OR
TRADEMARK NO,

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR. TRADEMARK

1 6,411,941 6/25/2002

Anceora Technologies, Inc.

In the above—entitled case, the following patent(s) trademark(s) have been included:

DATE INCLUDED NCLUDED BY

T Amendment

[ Answer 3 Cross Bill [ Other Pleading

PATENT OR DATE OF PATENT T T (5 D & T OEMARK
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEM!
i
2
4
5

{nthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

Order of Dismissal

CLERK

Kiry K. Gray

(BY)» DEPUTY CLERK

Margo M. Mead

DATE

6/17/2021

Copy I—Upon initiation of action, mail this copy to Birector

Copy 2—pon filing document adding patent(s), reail this copy to Birector

0370

Copy 3—Upon termination of action, mail this copy to Birector
Copy 4—Case file copy




Case 2:20-0v-0L252-GW-AS  Document 60 Fied O6/17/21 Page lof 1 Page 1D #1189

AQO 120 (Rev. 08/103%

O Mail Stop 8 REPORT ON THE
’ Bireetor of the U.8. Patent and Trademark OGifice FILING OR DETERMINATION OF AN
P.O. Box 1458 ACTION REGARDING APATENT OR
Alexandria, VA 22313-145¢ TRADEMARK
In Compliance with 35 U.8.C. § 290 and/or 15 U.5.C. § 1116 vou are hereby advised that a court action has been
filed in the U.S. Dustrict Count for the Eastern District of Texas on the folowing
) Trademarks or - [ Patems. ([ the patent action invoives 33 (.80, § 292.);
DOCKET NO. DATE FILED U8, BISTRICT COURT
4:19-cv-624 8/27/2018 for the Eastern District of Texas
PLAINTIFF DEFENDANT
Ancora Technologies, Inc. TCL Corp., TCL Communication Lid,, TCL
Communication Technology Holdings Lid., and TCL
Communication Holdings Lid.
FATENT OR DATE OF PATENT . R D AT DEMARK
TRADEMARK NQO, OR TRADEMARK HOLDER OF PATENT OR TRADEM!
1 8,411,841 6/25/2002 Ancora Technologies, Ine.
2
4
5
In the above—cntitled case, the following patent(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT S DEMARK
TRADEMARK NGO, R TRADEMARK HOLDER OF PATENT OR TRADEM:
i
3
4
5

inthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

Case transferred from the Eastern District of Texas to the Central District of California on 2/7/2020, and assigned
case number 2:20-ov-31252 GW (ASX) . See attached Order of Dismissal.

CLERK (BY) DEPUTY CLERK DATE
Kiry K. Gray Margo Mead 8/17/2021

Copy I—Upon initiation ¢f action, mail thic copy to Director  Copy 3—Upon termination of action, mail this copy te Birector
{opy 2—Upon filing document adding patent(s), mail this copy to Birector Copy 4—Case file copy
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Trials@uspto.gov Paper 20
571-272-7822 Date: July 16, 2021

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

SONY MOBILE COMMUNICATIONS AB, SONY MOBILE
COMMUNICATIONS, INC., SONY ELECTRONICS INC., and
SONY CORPORATION,

Petitioner,

V.

ANCORA TECHNOLOGIES, INC.,
Patent Owner.

IPR2020-01609!
IPR2021-00663
Patent 6,411,941 B1

Before THU A. DANG, JONI Y. CHANG, and KEVIN W. CHERRY,
Administrative Patent Judges.

CHANG, Administrative Patent Judge.

TERMINATION
Due to Settlement After Institution of Trial
35US8C.§$317;37CFR §42.74

I'Sony Mobile Communications AB, Sony Mobile Communications, Inc.,
Sony Electronics Inc., and Sony Corporation (collectively “Petitioner
Sony”), who filed a Petition in IPR2021-00663, have been joined with
[PR2020-01609. IPR2020-01609 was terminated with respect to TCT
Mobile (US) Inc., Huizhou TCL Mobile Communication Co., Ltd., and
Shenzhen TCL Creative Cloud Technology Co., Ltd. Paper 21.
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IPR2020-01609 and IPR2021-00663
Patent 6,411,941 B1

Petitoiner Sony and Ancora Technologies, Inc. (“Patent Owner”) filed
a Joint Motion to Terminate in each of the above-identified proceedings.
Paper 24 (“Mot.”).2 The parties also filed a true copy of their Settlement
Agreement in connection with the termination as required by 35 U.S.C.

§ 317(b) and 37 C.F.R. § 42.74(b). Ex. 2026. Pursuant to 37 C.F.R.

§ 42.74(c), the parties filed a joint fequest to treat the Settlement Agreement
as business confidential information kept separate from the file of the
involved patent. Paper 23.

For the reasons set forth below, the Joint Motions to Terminate are
granted. Also, the Joint Requests to File Settlement Agreement as Business
Confidential Information are granted.

Under the Leahy-Smith America Invents Act, settlement between the
parties to a proceeding is encouraged. Notably, 35 U.S.C. § 317(a), in part,
provides the following;:

(a) IN GENERAL.—An inter partes review instituted under this
chapter shall be terminated with respect to any petitioner upon
the joint request of the petitioner and the patent owner, unless the
Office has decided the merits of the proceeding before the
request for termination is filed. If the inter partes review is
terminated with respect to a petitioner under this section, no
estoppel under section 315(e) shall attach to the petitioner, or to
the real party in interest or privy of the petitioner, on the basis of
that petitioner’s institution of that inter partes review.

In the Joint Motions, the parties indicate that they “reached the mutual
decision to settle this proceeding and their related district court litigation
regarding the *941 patent.” Mot. 2. Although the instant inter partes

reviews have been instituted, we have not entered a final written decision.

2 Qur citations refer to IPR2020-01609.
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IPR2020-01609 and IPR2021-00663

Patent 6,411,941 B1

Id. In addition, the parties “certify that there are no collateral agreements or
understandings made in connection with, or in contemplation of, the
termination of the present proceeding.” Id. at 3.

Upon review of the procedural posture of these proceedings and the
facts before us, we determine that the contentions presented in the Joint
Motion have merit, and that it is appropriate to terminate these proceedings.

In consideration of the foregoing, it is hereby:

ORDERED that the Joint Motion to Terminate filed in each
above-identified proceeding is granted,

FURTHER ORDERED that both IPR2020-001609 and
IPR2021-00663 are terminated;

FURTHER ORDERED that the Joint Request to File Settlement
Agreement as Business Confidential Information and to keep such
settlement agreement separate from the patent file, and to make it available
only to Federal Government agencies on written request, or to any person on
a showing of good cause, pursuant to 35 U.S.C. § 317(b) and 37 C.F.R.

§ 42.74(c), filed in each above-identified proceeding is granted.
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IPR2020-01609 and IPR2021-00663
Patent 6,411,941 B1

For PETITIONER:

Gregory Gewirtz

Jonathan David

LERNER, DAVID, LITTENBERG, KRUMHOLZ & MENTLIK, LLP
Jdavid.ipr@ldlkm.com

ggewirtz.ipr@ldlkm.com

For PATENT OWNER:

John Rondini

Marc Lorelli

BROOKS KUSHMAN P.C.
jrondini@brookskushman.com
mlorelli@brookskushman.com
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Trials@uspto.gov Paper 25
571-272-7822 Date: July 16, 2021

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

SONY MOBILE COMMUNICATIONS AB, SONY MOBILE
COMMUNICATIONS, INC., SONY ELECTRONICS INC., and
SONY CORPORATION,

Petitioner,

V.

ANCORA TECHNOLOGIES, INC.,
Patent Owner.

IPR2020-01609!
IPR2021-00663
Patent 6,411,941 Bl

Before THU A. DANG, JONI Y. CHANG, and KEVIN W. CHERRY,
Administrative Patent Judges.

CHANG, Administrative Patent Judge.

TERMINATION
Due to Settlement After Institution of Trial
35US.C. §317;,37CF.R §42.74

' Sony Mobile Communications AB, Sony Mobile Communications, Inc.,
Sony Electronics Inc., and Sony Corporation (collectively “Petitioner
Sony”), who filed a Petition in IPR2021-00663, have been joined with
1PR2020-01609. IPR2020-01609 was terminated with respect to TCT
Mobile (US) Inc., Huizhou TCL Mobile Communication Co., Ltd., and
Shenzhen TCL Creative Cloud Technology Co., Ltd. Paper 21.
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[PR2020-01609 and IPR2021-00663
Patent 6,411,941 B1

- Petitoiner Sony and Ancora Technologies, Inc. (“Patent Owner”) filed
a Joint Motion to Terminate in each of the above-identified proceedings.
Paper 24 (“Mot.”).2 The parties also filed a true copy of their Settlement
Agreement in connection with the termination as required by 35 U.S.C.
§ 317(b) and 37 C.F.R. § 42.74(b). Ex. 2026. Pursuant to 37 C.F.R.
§ 42.74(c), the parties filed a joint request to treat the Settlement Agreement
as business confidential information kept separate from the file of the
involved patent. Paper 23.

For the reasons set forth below, the Joint Motions to Terminate are
granted. Also, the Joint Requests to File Settlement Agreement as Business
Confidential Information are granted.

Under the Leahy-Smith America Invents Act, settlement between the
parties to a proceeding is encouraged. Notably, 35 U.S.C. § 317(a), in part,
provides the following:

(a) IN GENERAL.—An inter partes review instituted under this
chapter shall be terminated with respect to any petitioner upon
the joint request of the petitioner and the patent owner, unless the
Office has decided the merits of the proceeding before the
request for termination is filed. If the inter partes review is
terminated with respect to a petitioner under this section, no
estoppel under section 315(e) shall attach to the petitioner, or to
the real party in interest or privy of the petitioner, on the basis of
that petitioner’s institution of that inter partes review.

In the Joint Motions, the parties indicate that they “reached the mutual
decision to settle this proceeding and their related district court litigation
regarding the 941 patent.” Mot. 2. Although the instant inter partes

reviews have been instituted, we have not entered a final written decision.

2 Qur citations refer to IPR2020-01609.

0377



IPR2020-01609 and IPR2021-00663

Patent 6,411,941 B1

Id. In addition, the parties “certify that there are no collateral agreements or
understandings made in connection with, or in contemplation of, the
termination of the present proceeding.” Id. at 3.

Upon review of the procedural posture of these proceedings and the
facts before us, we determine that the contentions presented in the Joint
Motion have merit, and that it is appropriate to terminate these proceedings.

In consideration of the foregoing, it is hereby:

ORDERED that the Joint Motion to Terminate filed in each
above-identified proceeding is granted,

FURTHER ORDERED that both IPR2020-001609 and
IPR2021-00663 are terminated;

FURTHER ORDERED that the Joint Request to File Settlement
Agreement as Business Confidential Information and to keep such
settlement agreement separate from the patent file, and to make it available
only to Federal Government agencies on written request, or to any person on
a showing of good cause, pursuant to 35 U.S.C. § 317(b) and 37 C.F.R.

§ 42.74(c), filed in each above-identified proceeding is granted.
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IPR2020-01609 and IPR2021-00663
Patent 6,411,941 B1

For PETITIONER:

Gregory Gewirtz

Jonathan David

LERNER, DAVID, LITTENBERG, KRUMHOLZ & MENTLIK, LLP
Jdavid.ipr@ldlkm.com

ggewirtz.ipr@ldlkm.com

John Schnurer

Kyle Canavera

Yun Lu

PERKINS COIE LLP
Schnurer-ptab@perkinscoie.com
Canavera-ptab@perkinscoie.com
Lu-ptab@perkinscoie.com

For PATENT OWNER:

Nicholas Peters

David Goose

Paul Henkelmann

FITCH, EVEN, TABIN & FLANNERY LLP
ntpete@fitcheven.com
dgosse@fitcheven.com
phenkelmann@fitcheven.com

John Rondini

John LeRoy

Marc Lorelli

BROOKS KUSHMAN P.C.
jrondini@brookskushman.com
jleroy@brookskushman.com
mlorelli@brookskushman.com
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Case L:49-ov-01703-CFC-SRF Document B0 Filed O7/14/21 Page 1 of & PageiD # 375

AQ 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court District of Delaware on the following
(] Trademarks or [ Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT o
19-1703-CFC District of Delaware

PLAINTIFF DEFENDANT

Ancora Technologies, Inc. Sony Corporation, Sony Mobile Communications AB,

Sony Mobile Communications (USA) Inc., and
Sony Mobile Communications, Inc.
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6,411,941 6/25/2002 Ancora Technologies, Inc.

2

3

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

Notice of Dismissal with Prejudice.

CLERK (BY) DEPUTY CLERK DATE
John A. Cerino /s/ F. Scarpato 7/14/2021

Copy 1—Upon initiation of action, mail this copy to Director ~Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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Case 6:21-ov-00735-A0A Document 4 Fiad OT/16/21 Page 1of L

AQO 120 (Rev. 08/10%

O Mail Stop 8 REPORT ON THE
’ Bireetor of the U.8. Patent and Trademark Oifice FILING OR DETERMINATION (OF AN
P.O. Box 1458 ACTION REGARDING APATENT OR
Alexandria, VA 22313-1450 TRADEMARK
in Compliance with 35 U.8.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court WD of Texas - Waco Division on the following
] Trademarks or W Patews. ([ the patent action invoives 33 (.80, § 292.):
DOCKET NO. DATE FILED U8, BISTRICT COURT
6:23-cy-00733 T6/2021 VWD of Texas - Waco Division
PLAINTIFF DEFENDANT
Ancora Technologies, Inc. Google, inc.
PATENT OR DATE OF PATENT O TR D AT DEMARK
TRADEMARK NQO, R TRADEMARK HOLDER OF PATENT OF TRADEM:
1 8,411,841 6/25/2002 Ancora Technologies, Ine.
2
4
5
In the above—entitled case, the following patent(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT . - D A TR NORAADL
TRADEMARK NGO, R TRADEMARK HOLDER OF PATENT OF TRADEMARK
i
3
4
5

{nthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy I—Upon initiation of action, mail this copy to Birector  Copy 3—Upon terminativn of action, mall this copy te Bivector
{opy 2—Upon filing document adding patent(s), mail this copy to Birector Copy 4—Case file copy
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Case 6:21-ov-00737-A0A Document 4 Fiad OT/16/21 Page 1of L

AQO 120 (Rev. 08/10%

O Mail Stop 8 REPORT ON THE
’ Bireetor of the U.8. Patent and Trademark Oifice FILING OR DETERMINATION (OF AN
P.O. Box 1458 ACTION REGARDING APATENT OR
Alexandria, VA 22313-1450 TRADEMARK
in Compliance with 35 U.8.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. Dustrict Court WD of Texas - Waco Division on the following
] Trademarks or W Patews. ([ the patent action invoives 33 (.80, § 292.):
DOCKET NO. DATE FILED U8, BISTRICT COURT
6:21-cv-00737 T6/2021 VWD of Texas - Waco Division
PLAINTIFF DEFENDANT
Ancora Technologies, Inc. Roky, inc.
PATENT OR DATE OF PATENT O TR D AT DEMARK
TRADEMARK NQO, R TRADEMARK HOLDER OF PATENT OF TRADEM:
1 8,411,841 6/25/2002 Ancora Technologies, Ine.
2
4
5
In the above—entitled case, the following patent(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT . - D A TR NORAADL
TRADEMARK NGO, R TRADEMARK HOLDER OF PATENT OF TRADEMARK
i
3
4
5

{nthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy I—Upon initiation of action, mail this copy to Birector  Copy 3—Upon terminativn of action, mall this copy te Bivector
{opy 2—Upon filing document adding patent(s), mail this copy to Birector Copy 4—Case file copy
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Case 6:21-ov-00738-A0A Document 4 Fied OT/16/21 Page 1of L

AQO 120 (Rev. 08/10%

O Mail Stop 8 REPORT ON THE
’ Bireetor of the U.8. Patent and Trademark Oifice FILING OR DETERMINATION (OF AN
P.O. Box 1458 ACTION REGARDING APATENT OR
Alexandria, VA 22313-1450 TRADEMARK
in Compliance with 35 U.8.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. Dustrict Court WD of Texas - Waco Division on the following
] Trademarks or W Patews. ([ the patent action invoives 33 (.80, § 292.):

DOCEETNO. - DATE FILED U8, BISTRICT COURT

6:21-cy-00738 718/2021 WD of Texas - Waco Division
PLAINTIFF DEFENDANT
Ancora Technologies, Inc. NINTENDC CO., LTD., and

RETRO STUDIGCS, INC.
PATENT OR DATE OF PATENT O TR D AT DEMARK
TRADEMARK NQO, R TRADEMARK HOLDER OF PATENT OF TRADEM:
1 8,411,841 6/25/2002 Ancora Technologies, Ine.
’2
4
5
In the above—entitled case, the following patent(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT . - D A TR NORAADL
TRADEMARK NGO, R TRADEMARK HOLDER OF PATENT OF TRADEMARK

i
3
4
5

{nthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy I—Upon initiation of action, mail this copy to Birector  Copy 3—Upon terminativn of action, mall this copy te Bivector
{opy 2—Upon filing document adding patent(s), mail this copy to Birector Copy 4—Case file copy
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Case 6:21-ov-00738-A0A Document 4 Fied OT/16/21 Page 1of L

AQO 120 (Rev. 08/10%

O Mail Stop 8 REPORT ON THE
’ Bireetor of the U.8. Patent and Trademark Oifice FILING OR DETERMINATION OF AN
P.O. Box 1458 ACTION REGARDING APATENT OR
Alexandria, VA 22313-1450 TRADEMARK
in Compliance with 35 U.8.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. Dustrict Court WD of Texas - Waco Division on the following
) Trademarks or - [ Patems. ([T the patent action involves 33 (.80, § 292.):
DOCKET NO. DATE FILED U8, BISTRICT COURT
6:21-0v-739 T6/2021 VWD of Texas - Waco Division
PLAINTIFF DEFENDANT
Ancora Technologies, Inc. Vizio, inc.
PATENT OR DATE OF PATENT . D AT DEMARK
TRADEMARK NQO, R TRADEMARK HOLDER OF PATENT OF TRADEM:
1 8,411,841 6/25/2002 Ancora Technologies, Ine.
2
4
5
In the above—entitled case, the following patent(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT S S
TRADEMARK NGO, R TRADEMARK HOLDER OF PATENT OF TRADEMARK
i
3
4
5

{nthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy I—Upon initiation of action, mail this copy to Birector  Copy 3—Upon terminativn of action, mall this copy te Bivector
{opy 2—Upon filing document adding patent(s), mail this copy to Birector Copy 4—Case file copy
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