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57 ABSTRACT 

A method and apparatus for providing system operation 
validation is disclosed. The method and apparatus for vali 
dation operates within a computer system comprising a 
central processing unit coupled to a programmable memory. 
and to a system device. The programmable memory may 
store programs and instructions executable on the CPU and 
a non-volatile memory is also provided for access by the 
CPU. The system operation validation is provided by a chip 
identifier located within a device memory within the system 
device, which memory also serves as a chip identifier 
register. Selected information stored within the non-volatile 
memory is used, along with the chip identifier, to generate 
a first encryption code associated with the system device. An 
encryption key is used to generate a second encryption code 
associated with the computer system. The first and second 
encryption codes are matched to provide a first level system 
operation validation. A second chip identifier is generated, 
which identifier is associated with the computer system. 
Both chip identifiers are compared to provide a second level 
system operation validation. 

11 Claims, 3 Drawing Sheets 
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5,734,819 
1. 

METHOD AND APPARATUS FOR 
WALDATING SYSTEM OPERATION 

BACKGROUND OF THE INVENTION 
1. Technical Field 
The present invention relates, generally, to a computer 

system having a non-volatile memory and, more specifically, 
to electronic security information being stored in the non 
volatile memory. More specifically, the present invention 
relates to a computer system having a non-volatile memory 
with security information written into the non-volatile 
memory and a way of detecting when that information has 
been altered so as to prevent operation of the computer 
system once tampering has been detected. 

2. Description of the Related Art 
Electronic serial numbers are being employed in more and 

more electronic devices. These serial numbers are used for 
multiple purposes ranging from determining whether a 
device is still under warranty to providing a unique machine 
identification so that a software key is required to run on that 
specific machine serial number (this feature is provided in 
license managers such as NETLS). The objective of provid 
ing the electronic serial number is to allow software access 
to the serial number so that it can be tracked electronically 
or used as part of the software key encryption algorithm. 
There is an inherent weakness in the electronic serial num 
ber in that the manufacturer of the electronic device wants 
to control the machine serial number or unique data and that 
every machine serial number written must be unique. To 
provide the manufacturer the flexibility to write a different 
serial number on each machine, the machine is designed 
with some type of non-volatile memory (NVM) that the 
manufacturer can write (such as EPROM. PROM, ROS, 
EEPROM, flash type of memory or a track or header on a 
tape. DASD or optical diskette). Since the serial number is 
located in a programmable memory, it is easy for someone 
else to duplicate the serial number by simply copying the 
contents of one NVM media to another NVM media or 
writing a portion of the NVM media. By creating a duplicate 
serial number machine, all of the software programs that are 
licensed for the original machine can now be used on the 
duplicate serial number machine effectively bypassing the 
license manager checks. 
There are multiple ways in which a unique chip identifier 

can be programmed in a chip and made non changeable. The 
easiest way is to have a tie up or down signal feed a series 
of fuses, which in turn feed inputs to a register. These fuses 
can be blown by a laser as part of the normal chip manu 
facture process providing a unique chip identifier. The chip 
fuses are typically blown at the wafer level and contain the 
lot number, the wafer number, and the chip location on the 
wafer. Obviously many bits are needed (more than 64) on 
high volume chips since there is a high percentage of chips 
that are scrapped and the unique chip identifiers are never 
used. Chip fuses have been used for many years in DRAM 
and SRAM designs to select a different portion of the array 
to be used if found defective by manufacturing. The ability 
to produce unique chip identifiers is known in the industry. 
A second way a unique chip identifier can be built into a 

module is by using module laser delete chip I/O's. Module 
laser delete is done in a similar fashion as the chip laser 
delete in that a tie up or down signal is fed to a series of fuses 
which in turn go to chip I/O pins and from there to latches 
in a register. A laser is used to blow the fuse thus causing the 
data in the latch to be personalized. The register is then made 
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2 
available to the software. This method reduces the number 
of bits needed for the unique chip identifier since the chips 
have already been tested before mounting on the modules 
and most modules will test good. Again, since a fuse has 
been blown, it is not possible to duplicate easily another 
unique chip identifier. 
There are several encryption techniques that can be used 

that can provide the manufacturer the capability to detect 
any duplication or modification of the non-volatile memory 
data such as a serial number. One example of the encryption 
technique is the Message Authentication Code (MAC), 
which uses the Data Encryption Standard encryption algo 
rithm. The MAC routine is passed a string of text data and 
an encryption key and returns an 8 byte MAC. Since the 
DES encryption encrypts 8 bytes at a time and the result of 
the previous 8 byte encryption is used with the next 8 bytes 
of encryption, the last 8 bytes of the encryption are depen 
dent on all of the previous text data so any change in any of 
the previous data will be detected in the last 8 bytes of the 
encryption (the MAC). 
At the time the device is manufactured the manufacturer 

will select an 8 byte encryption key that must be kept secret. 
The unique chip Identifier is included in the text portion of 
the data to be encrypted along with any other data the 
manufacturer wants to prevent being modified. A MAC is 
then generated and written along with the data in the 
non-volatile memory along with the data. The operating 
system software program then reads the non-volatile 
memory and the unique chip identifier from the hardware. If 
the unique chip identifier found in the text portion of the 
non-volatile memory does not compare with the one in the 
hardware, then the text has been altered (probably copied 
from another machine) and the software program can reject 
the device as being an invalid device. If the unique chip 
identifier in the non-volatile memory does match the one in 
the chip, then the software program verifies that the MAC is 
correct by generating a new MAC for the text of the 
non-volatile memory using the same key that was used to 
generate the MAC in manufacturing and then compares the 
MAC generated with the MAC in the non-volatile memory. 
If the MACs compare then the software program is assured 
that none of the text data that is covered by the MAC has 
been altered. Since only the manufacturer and the checking 
software knows the key to create the MAC AND the unique 
chip identifier is part of the text that created the MAC, it is 
not possible to alter the text or MAC unless the encryption 
key is known. Obviously the key must be kept secret and 
protected by the software and the manufacturer. 

Another encryption technique that can be used is RSA 
where the manufacturer uses a private key to encrypt the text 
where the unique chip identifier is again included in the text 
where modification detection is required. A public key is 
then used by the software program to decrypt the encrypted 
data and a comparison is made by the software program of 
the unique chip identifier in the hardware with that in the 
encrypted text. If there is a match then the text is valid, 
otherwise the text has been copied from another machine or 
has been otherwise altered. The advantage of the RSA is that 
two different keys are used for encryption and decryption 
and if the public key is known, the private key can not be 
determined whereas DES uses the same key for encryption 
and decryption so the software program must hide the key 
very well. This invention does not rely on any specific 
encryption technique only on the fact that the manufacturer 
can control access to the encryption key. 

Accordingly, what is needed is a computer system secu 
rity arrangement using non-volatile memory where critical 
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