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57 ABSTRACT 

A method and system for performing user authorization in a 
multi-user computer system. The novel method has particu 
lar application to the multi-user internet protocol. Within the 
system, an application contains a list of registered users. For 
each registered user, the application stores a user 
identification, an email (electronic mail) address, and a 
database containing each authorized IP address for that user. 
When a user requests access to the application over the 
multi-user system, the application requires the user to input 
a user identification value and, simultaneously, the applica 
tion accesses the user's current IP address (e.g., the user's 
internet domain address) over the multi-user system. The 
application attempts to validate the user identification, and if 
valid, the application examines its database to determine if 
the user is authorized for its current IP address. If so, access 
is permitted. If the user identification is valid but the current 
IP address is not authorized, the application determines a 
validation key ("key") based on the user identification and 
the current IP address. The pseudo unique key is then 
forwarded via the email protocol to the user's known email 
address. The user then is required to enter that key into the 
application to authorized the current IP address. Security is 
provided because (1) given a user identification, which can 
be stolen, the unauthorized user also needs to access the 
application using an authorized IP address and (2) email is 
used to transmit the keys to the user to a known user email 
address. 

21 Claims, 12 Drawing Sheets 
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