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I. INTRODUCTION
A. Background

In response to a Petition (Paper 1, “Pet.”) filed by Nintendo Co., Ltd.
and Nintendo of America Inc. (collectively, “Petitioner”), we instituted inter
partes review (“IPR”) of claims 1-3, 6—14, and 16 (“the challenged claims”)
of U.S. Patent No. 6,411,941 B1 (Ex. 1001, “the *941 patent”). See Paper 9
(“Decision” or “Dec. Inst.”). During the trial, Ancora Technologies, Inc.
(“Patent Owner”) filed a Response (Papers 22, 23, “PO Resp.”), to which
Petitioner filed a Reply (Papers 32, 33, “Pet. Reply.”). In turn, Patent Owner
filed a Sur-Reply. Papers 38, 39 (“PO Sur-Reply”). An oral hearing was
held with the parties on October 3, 2022. A transcript of the hearing has
been entered into the record. Paper 46 (“Tr.”).

We have jurisdiction under 35 U.S.C. § 6. This Decision is a Final
Written Decision under 35 U.S.C. § 318(a) as to the patentability of the
claims on which we instituted trial. Based on the record before us, Petitioner
has proven by a preponderance of the evidence that claims 1-3, 6—14, and

16 of the *941 patent are unpatentable.

B. The '941 patent

According to the *941 patent, software products have been developed
to validate authorized software usage by writing a license signature onto the
computer’s volatile memory. Ex. 1001, 1:19-21. However, the *941 patent
recognizes that these products are vulnerable to attack by “hackers™ and the
license signatures are “subject to the physical instabilities of their volatile

memory media.” Id. at 1:21-26. The *941 patent also recognizes that
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hardware-based products developed to validate authorized software usage
are “‘expensive, inconvenient, and not particularly suitable for software that
may be sold by downloading.” Id. at 1:27-32.

Thus, the *941 patent discloses a method of restricting software
operation within a license limitation that relies on the use of a key and a
record, which have been written into the non-volatile memory of a computer.
Id. at 1:39-42. In particular, the method is applicable for a computer having
a first non-volatile memory area, a second non-volatile memory area, and a
volatile memory area (see below discussion of Figure 1). Id. at code (57).
According to the *941 patent, the method includes the steps of selecting a
program residing in the volatile memory, setting up a verification structure
in the non-volatile memories, verifying the program using the structure, and
acting on the program according to the verification. /d.

In a “specific non-limiting example,” a conventional computer
includes a conventional Basic Input / Output System (“BIOS”) module in
which a key constituting a unique identification code for the host computer
was embedded at the read-only memory (“ROM”) section thereof during
manufacture, wherein the key is stored in a non-volatile portion of the BIOS
where it cannot be removed or modified. /d. at 1:44-49. A verification
structure is set in the BIOS so as to indicate that the specified program is
licensed to run on the specified computer. Id. at 1:59-62. The encrypted
license record is stored in another (second) non-volatile section of the BIOS,
e.g., the electrically erasable programmable read-only memory

(“EEPROM”) section. Id. at 1:62-2:1. Unlike the first non-volatile section,
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the data in the second non-volatile memory may be erased or modified so as

to enable to add, modify or remove licenses. Id. at 2:1-5.

Figure 1 of the *941 patent is reproduced below.
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Figure 1 above shows a schematic diagram of computer processor 1 and

license bureau 7. Id. at 5:9—16. Computer processor 1 is associated with

input operations 2 and output operations 3. /d. Computer processor 1

contains first non-volatile memory area 4 (e.g., the ROM section of the

BIOS), second non-volatile memory area 5 (e.g., the EEPROM section of

the BIOS), and volatile memory area 6 (e.g., the internal random access

memory (“RAM”) of the computer). Id.

As shown in Figure 1, computer processor 1 is in temporary

telecommunications linkage with license bureau 7. Id. at 5:17—-18. The first

DOCKET

4

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

IPR2021-01338

Patent 6,411,941 B1

non-volatile memory includes pseudo-random identification key 8, which
constitutes unique identification of the computer, and which exclusively or
in combination with other information (e.g., user name), is sufficient to
uniquely differentiate the first non-volatile memory from all other first non-
volatile memories. Id. at 5:19-24. The second non-volatile memory
includes license-record-area 9, which contains encrypted license records 10—
12, and the volatile memory accommodates license program 16 having

license record fields 1-15 appended thereto. /d. at 5:15-29.

C. The Challenged Claims

Of the challenged claims, only claim 1 is independent. Claims 2, 3,
6—14, and 16 directly or indirectly depend from claim 1.! Claim 1 is
illustrative:

1. A method of restricting software operation within a license
for use with a computer including an erasable, non-volatile
memory area of a BIOS of the computer, and a volatile memory
area; the method comprising the steps of:

selecting a program residing in the volatile memory,

using an agent to set up a verification structure in the erasable,
non-volatile memory of the BIOS, the verification structure
accommodating data that includes at least one license record,

verifying the program using at least the verification structure
from the erasable non-volatile memory of the BIOS, and

acting on the program according to the verification.
Ex. 1001, 6:59-7:4.

' Claims 4, 5, 15 and 1719 are not challenged in this proceeding. See

generally Pet.
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