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In the last several years, validating and verifying (V& V) expert systems has come a long way with a steady increase in the
number of articles that emphasize the importance of reliable and rigorous test tools for the success of expert systems[5]. There
aresevera reasonswhy V&V iscritical for intelligent systems. First, mission-critical applicationsdemand unconditional perfor-
mance guarantees. Second, as systems become larger and more complex, the challenges of testing such systems increases
exponentially. Third, the threat of law suits from malfunctioning systems is a serious concern for system devel opers. Fourth,
expert systems may take anywhere from 6 workyearsto 15 to 30 workyears to develop and their operational success dependson
reliable test techniques. Fifth, lack of rigorous V&V tools continues to be a primary reason for the few documented successful
systems [6].

Validation refers to evaluating system performance to establish compliance with functional requirements and assess
system accuracy and correctness by addressing modeling questions such as have we built the right system?; is the system
knowledge adequate? Domain validation ensures accuracy and completeness of the knowledge base while procedural validation
establishes the accuracy and reliability of system output [3]. Verification, on the other hand, establishes structural correctness
and process effectiveness by testing the logic of the knowledge base while testing executes a piece of software with the goal of
finding errors; structural testing exercises a set of test cases on as many paths as possible, although it does not guarantee that
each path is tested while functional testing validates problem specifications by comparing system output with known results.
Both functional and structural testing are necessary to build reliable systemd[1].

Current tools and techniques for testing expert systemsinclude test case generation, face validation, Turing test, field
tests, subsystem validation, and sensitivity analysis. Since thereisno one single test technique that capturesall errors, develop-
ers must try a combination of different methods[2].

Of these techniques, test case generation continues to be the most popular technique. Some limitations of manual test
case generation can be overcome by automatic test case generators: software that automatically identifies a set of input-output
pairs, where the input identifies the path(s), conditions, and condition values to be tested while the output identifies the results
associated with the input. Other approaches and tools to automating the testing process include Expert Systems Validation
Associate (EVA) [4], dependency charts, decision tables, graphs or Petri nets, and exploration of dynamic and temporal relation-
ship between rules [8, 9].

Overview of RITCaG

RITCaG is an automatic, object-oriented test case generator that hierarchically tests the performance of a rule-based expert
system. It is coded in Symbolics Lisp and was developed on ART (Automated Reasoning Tool), an expert system shell built by
Inference Corp.

RITCaG has five primary objectives.

. Generic unique and relevant test cases to validate system performance

. Facilitate incremental testing of a knowledge base

. Validate system performance and system brittleness in aflexible, user-controlled, test environment
. Allocate test resources based on user preference

. Maintain a history of system testing

RITCaG has five modules, including:

Context Builder. Software partitions facilitate code reusability, improve software maintenance, enhancetest rigor, and
result in robust and reliable systems. The idea of partitioning Al software was first conceived as “planning islands” by Marvin
Minsky who argued that partitions greatly reduce the search space, particularly for combinatorial problems. Currently, there are
several partitioning strategies such as dividing alarge knowledge base into smaller ones, grouping rules using key words, using
data dependencies between rules and their informational content, implementing disjointed sets, clustering analysis, separating
the knowledge base from the working memory, graph theory, information-theoretic partitioning approaches and hierarchica
layering. However, because of the complexity of hybrid partitioning strategies and the lack of clear guidelines on how to parti-
tion and how much to partition, many developers are reluctant to use these strategies.

RITCaG uses three strategies to interactively partition the knowledge base into contexts where a context is alogical
grouping of rules: common goals(s) shared by different rules, domain characteristics, and control and logic constraints. RITCaG
automatically generatesatabular representation of all contextsin the knowledge basein theform of ascrollable zero-one matrix,
referred to as the Context Matrix and a scrollable, zero-one matrix showing the antecedents and consequence of each rulein a
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suresthe priority of arulerelativeto other rulesin the knowledge base, and condition priority, ameasure of the number of times
a given condition appears in the knowledge base.

Context Analyzer. This modul e analyzesthe contents of each context, rule, and condition using object-oriented method-
ologies and equivalence classes. There are six object classes: Context Class, Rule Class, Condition Class, Context Test Case
Class, Rule Test Case Class, and Condition Test Case Class (see Figure 1). The classes and their instances provide the frame-
work for generating test cases.
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Equivalence classes partition the input domain into a finite number of classes where each member in agiven class has
an equal probability of detecting system errors, thus allowing testers to derive the benefits of exhaustive testing using a much
smaller test. The number of valuesin each equiva ence class depends on factors such asdomain characteristics, criticality of test
values, and condition values[8].

This module creates two types of equivalence classes for each condition in the knowledge base: Legal Equivalence
Class (LEC) and Illegal Equivalence Class (ILLEC). LEC tests functional specifications by validating system performance in
therange of legal inputswhilethe ILL EC testsasystem’sbrittlenessin therange of illegal inputs. In both cases, boundary values
are included to push the limits of the system for scope and error recovery. The number of values in the LEC depends on the
number and the data type of each condition while the total number of unique knowledge unitsis a product of the number of
values for each rule condition. Hence, as the size of the LEC increases, the number of unique knowledge unitsincreases expo-
nentially.

Knowledge Unit Generator. The Knowledge Unit Generator generates unique test cases, where a unique test case
consists of aset of knowledge units and its associated output. A caseisuniqueif its knowledge units are different from other test
cases associated with the given rule, where aknowledge unit is the smallest unit of knowledge consisting of a condition and its
value. Creating an exhaustive set of unique knowledge units for each rule is a one time process and the search spaceis reduced
at the end of each test cycle by removing the knowledge units already generated.

The Knowledge Unit Generator has four important functions:

. Create LEC and ILLEC for each condition in agiven rule.

. Usethe LEC to identify an exhaustive set of unigque knowledge units associated with a given rule.
. Randomly select a condition value from the above set.

. Reduce the search space by eliminating the selected set from the search space.
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For example, suppose we have the following rule:

IF
Rotation >= 10
Temperature = High or Medium
Gauge<-50R >=20

THEN

Mechanical-Trouble='Likely’

The values in the LEC set are Rotation (5.01, 10), Temperature (‘High’, ‘Medium’), and Gauge (-5.01, 20, 21) and
these values are used in generating Error-free test cases. Figure 2 shows how unique knowledge units are generated by KUG.
Error-seed test cases designed to test system brittleness are generated by randomly selecting and assigning values from the
ILLEC set to any one condition in arule, while other conditions are assigned legal values.
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Hierarchical View of Testing an Expert System

A hierarchical view of aknowledge base hasthree levels: contexts, rules, and conditions. Conditions form the foundation of the
knowledge base (Level 3), while a set of conditions, i.e., arule, is Level 2 in the hierarchy, and a set of rulesis a context or
partitionwhichisLevel 1. Thesethree levelsare tested using three approaches: Context-wise Test Case Generation (CX-TC) (to
test context performance), Rule-wise Test Case Generation (RU-TC) (to test rule performance), and Condition-wise Test Case
Generation (CO-TC) (to test the performance of a given condition).

Context-wise (CW) testing is similar to unit testing in conventional software where a given context (or all contexts
triggered by the activation of agiven context) istested using aset of Error-freetest cases; aset consists of one Error-freetest case
for each rulein the context.

Rule-Wise (RW) testing testsasingle rule or group of rules by exploiting rule independenceto achieve partial modul ar-
ity, although unexpected or overlooked interactions between rules is a limitation. In the case of a single rule, a permutations
algorithm calculates the total number of unique test cases (T) associated with the rule and the Knowledge Unit Generator
generates a total of M Error-free and Error-seed test cases, where M T. The number of Error-free and Error-seed test cases is
determined using seed-level (S), which isthe number of Error-seed test cases as a percentage of total number of test cases (M).
KUG generatesM * SError-seed test casesand (M * (1 - S)) Error-free test cases and each test case becomes an instance of the
Rule-Test-Case class. This approach allows developers to validate and analyze the impact of additions and deletions, improve
error-correction and error-detection at a micro level, minimize the impact of unexpected or undesirable rule interactions, and
distribute valuabl e test resources between testing system performance and system brittleness, based on domain characteristics
and nature of domain problems.

Condition-wise (CN) analyzes the performance of all rulesthat use agiven condition. Using three parameters, namely,
number of test casesto generate (M) (user-determined), seed-level (S) for each rule that uses the given condition., and number
of uniquetest cases (T), it generates the appropriate number of Error-free and Error-seed test cases and stores them asinstances
of the Condition Test Case Class. The module automatically identifies the rulesthat are affected by a system change.

TheAdctivator executes a sub set of test cases generated by the previous module, analyzesthe outcome of each test case,
and creates an error file. The test cases can be selected by the developer or the system can do this automatically. The test cases
are inserted into ARTSs data base which then activates the three-step reasoning cycle: match (match date in the database with
rulesinthe knowledge base), select (select and activate the matching rules), and fire (activate the rule with the highest salience).
It then updates the data base and the reasoning cycle begins all over again.

RITCaG tests for external validity by comparing system performance with known or expected results (consequent of
thelast rule that wasfired or expert opinion). Successful test cases, i.e., those that detect an error, are stored in an error file. If no
errors are found, the system checks to seeif the fired rule is a part of a situation, where a situation is defined as a sequence of
dependent rules (arule that is triggered by an active rule) that may span different contexts. There are two types of situations:
tightly-coupled, an ordered set of dependent rules triggered in sequence, and |oosely-coupled situations, a set of rulesthat share
acommon antecedent. Thus, a situation exemplifies the notion of an execution path in an expert system, where a path may be
viewed as one or more chains of inter-dependent rule firings, with the primary goal of capturing as many paths aspossible. Note
that arule that activates more than one rule results in multiple situations.

Situations are detected dynamically using ARTs watch feature. When arule isfired the watch mechanism dynamically
identifies the rules instantiated by the fired rule and by comparing the agenda before and after a rule was fired, the system
automatically and dynamically detects tightly-coupled situations. Loosely-coupled situation are used simply to detect the source
of the error.

Once an error is detected, the Activator records the test case in an error file and the system executes the next test case.
If there is no error and if the last fired rule is not part of a situation, the agenda will be empty. But if the fired rule is part of a
situation, the agenda displays rulestriggered by the fired rule and the Knowledge Unit Generator generates aunique test case for
each rule onthe agenda (i.e., rulesthat make up the situation). If the system detects an error while testing a situation, it generates
an error message, records the inference path where the error was found, and abandons further testing. The only exception to the
above process of testing situationsis in Context-wise testing where RITCaG allows the tester to determine if a situation should
be tested or not, independent of error-detection.

History Tabulator. The History Tabulator maintains a complete and comprehensive history of all executed test cases,
thus allowing the tester to identify and measure the scope and extent of testing. It has four important functions:

. Maintain a history of al test cases generated by the Knowledge Unit Generator.

. Maintain a history of all test cases executed on the system.

. Identify each successful test case in an error file.

. Maintain arecord of all contexts, rules, and conditions, in the knowledge base that are not yet tested.
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Validation of RITCaG

There are four types of errorsin rule-based systems: domain errors, computation errors, coincidental correctness, and missing
path errors [9]. RITCaG was validated for domain errors and computational errors; coincidental correctness and missing path
errors are beyond the scope of thisresearch. Two small expert systems (lessthan 25 rules) were used to validate RITCaG and the
errors detected in the first system were used to correct and validate the second system. Since it was difficult to locate an
operational system that was developed on ART, testing has been limited to demos.

Future Research

Three areas are prime for future research: First, there is a need for more robust and reliable partitioning agorithms; second,
validating the performance of uncertainty factorsin intelligent systemsis still in itsinfancy; third, hybrid knowledge represen-
tation schemes are common in many operational systems and automatic test tools for testing such systems are needed. RITCaG
can be enhanced to generatetest cases with unique knowledge unitsand unique test goals. Currently, auser selectstest casesthat
he or she perceives as having unique test goals. However, a path traversal algorithm that automatically discards test cases that
traverse the same path will be very useful.
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