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Method and apparatus for providing electronic purse

BACKGROUND

Technical Field

[0001] The present invention is generally related to commerce over networks.
Particularly, the present invention is related to electronic purses that can be
advantageously used in portable devices configured for both electronic commerce

(a.k.a., e-commerce) and mobile commerce (a.k.a., m-commerce).
Description of the Related Art

[0002] Single functional cards have been successfully used in enclosed
environments such as transportation systems. One example of such single functional
cards is MIFARE that is the most widely installed contactless smart card technology in
the world. With more than 500 million smart card ICs and 5 million reader components
sold, MIFARE has been selected as the most successful contactless smart card
technology. MIFARE is the perfect solution for applications like loyalty and vending

cards, road tolling, city cards, access control and gaming.

[0003] It is noticed that such enclosed systems are difficult to be expanded into
other areas such as e-commerce and m-commerce because stored values and
transaction information are stored in data storage of each tag that is protected by a set
of keys. The nature of the tag is that the keys need to be delivered to the card for
authentication before data can be accessed during a transaction. This constraint

makes systems using such technology difficult to be expanded to an open environment
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such as the Internet for e-commerce and cellular networks for m-commerce as the key

delivery over a public domain network causes security concerns.

[0004] There is, thus, a need for a mechanism in devices, especially portable
devices, functioning as an electronic purse (e-purse) to be able to conduct
transactions over an open network with a payment server without compromising

security.

SUMMARY

[0005] This section is for the purpose of summarizing some aspects of
embodiments of the present invention and to briefly introduce some preferred
embodiments. Simplifications or omissions in this section as well as the title and the
abstract of this disclosure may be made to avoid obscuring the purpose of the section,
the title and the abstract. Such simplifications or omissions are not intended to limit

the scope of the present invention.

[0006] Broadly speaking, the invention is related to a mechanism provided to
devices, especially portable devices, functioning as an electronic purse (e-purse) to be
able to conduct transactions over an open network with a payment server without
compromising security. According to one aspect of the present invention, a device is
loaded with an e-purse manager. The e-purse manager is configured to manage
various transactions and functions as a mechanism to access an emulator therein. The

transactions may be conducted over a wired network or a wireless network.

[0007] According to another aspect of the present invention, a three-tier
security model is proposed, based on which the present invention is contemplated to

operate. The three-tier security model includes a physical security, an e-purse security
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and a card manager security, concentrically encapsulating one with another. Security
keys (either symmetric or asymmetric) are personalized within the three-tier security
model so as to personalize an e-purse and perform secured transaction with a
payment server. In one embodiment, the essential data to be personalized into an e-
purse include one or more operation keys (e.g., a load key and a purchase key),
default PINs, administration keys (e.g., an unblock PIN key and a reload PIN key), and
passwords (e.g., from Mifare). During a transaction, the security keys are used to
establish a secured channel between an embedded e-purse and an SAM (Security

Authentication Module) or backend server.

[0008] The invention may be implemented in numerous ways, including a
method, system, and device. In one embodiment, the present invention is a method for
providing an e-purse, the method comprises providing a portable device embedded
with a smart card module pre-loaded with an emulator, the portable device including a
memory space loaded with a midlet that is configured to facilitate communication
between an e-purse applet therein and a payment server over a wireless network,
wherein the portable device further includes a contactless interface that facilitates
communication between the e-purse applet therein and the payment server, and
personalizing the e-purse applet by reading off data from the smart card to generate
one or more operation keys that are subsequently used to establish a secured channel

between the e-purse and a SAM or a payment server.

[0009] According to another embodiment, the present invention is a system
for providing an e-purse, the system comprises a portable device embedded with a
smart card module pre-loaded with an emulator, the portable device including a
memory space loaded with a midlet that is configured to facilitate wireless
communication between an e-purse applet therein and a payment server over a

wireless network, the portable device further including a contactless interface that
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facilitates communication between the e-purse applet therein and the payment server,
the payment server associated with an issuer of the e-purse, and a SAM module
configured to enable the e-purse, wherein the SAM module is behind the payment
server when the e-purse is caused to communicate with the payment server via the
midlet over a wireless network (M-commerce in FIG.2) or via the agent on a PC over a

wired network (E-commerce in FIG.2).

[0010] Accordingly one of the objects of the present inventions is to provide a
mechanism to be embedded in devices, especially portable devices, to function as an
electronic purse (e-purse) to be able to conduct transactions over an open network

with a payment server without compromising security.

[0011] Other objects, features, and advantages of the present invention will
become apparent upon examining the following detailed description of an embodiment

thereof, taken in conjunction with the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The invention will be readily understood by the following detailed
description in conjunction with the accompanying drawings, wherein like reference

numerals designate like structural elements, and in which:

[0013] FIG. 1A shows a three-tier security model based on which the present

invention is contemplated to operate according to one embodiment thereof;

[0014] FIG. 1B shows a data flow in accordance with the three-tier security

model among three entities;
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[0015] FIG. 2 shows an exemplary architecture diagram according to one

embodiment of the present invention;

[0016] FIG. 3A a block diagram of related modules interacting with each other to
achieve what is referred to herein as e-purse personalization by an authorized person

as shown in FIG. 2;

[0017] FIG. 3B shows a block diagram of related modules interacting with each
other to achieve what is referred to herein as e-purse personalization by a user of the

e-purse as shown in FIG. 2;

[0018] FIG. 3C shows a flowchart or process of personalizing an e-purse

according to one embodiment of the present invention;

[0019] FIG. 4A and FIG. 4B show together a flowchart or process of financing

an e-purse according to one embodiment of the present invention; and

[0020] FIG. 4C shows an exemplary block diagram of related blocks interacting

with each other to achieve the process FIG. 4A.

DETAILED DESCRIPTION OF THE INVENTION

[0021] In the following description, numerous specific details are set forth to
provide a thorough understanding of the present invention. The present invention may
be practiced without these specific details. The description and representation herein
are the means used by those experienced or skilled in the art to effectively convey the
substance of their work to others skilled in the art. In other instances, well-known

methods, procedures, components, and circuitry have not been described in detail
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since they are already well understood and to avoid unnecessarily obscuring aspects

of the present invention.

[0022] Reference herein to “one embodiment” or “an embodiment” means that
a particular feature, structure, or characteristic described in connection with the
embodiment can be included in at least one implementation of the invention. The
appearances of the phrase “in one embodiment” in various places in the specification
are not necessarily all referring to the same embodiment, nor are separate or
alternative embodiments mutually exclusive of other embodiments. Further, the order
of blocks in process, flowcharts or functional diagrams representing one or more
embodiments do not inherently indicate any particular order nor imply limitations in the

invention.

[0023] Embodiments of the present invention are discussed herein with
reference to FIGS. 1A — 4C. However, those skilled in the art will readily appreciate
that the detailed description given herein with respect to these figures is for
explanatory purposes only as the invention extends beyond these limited

embodiments.

[0024] FIG. 1A shows a three-tier security model 100 based on which the
present invention is contemplated to operate according to one embodiment thereof.
The three-tier security model 100 includes physical security 102, e-purse security 104

and card manager security 106.

[0025] Physical security 102 refers to a security mechanism provided by a
single functional card to protect data stored on the card. The card may be hardware
implemented or software emulated running on a type of media. Data on a single
function card is protected by a set of access keys. These keys are configured onto the

card when the card is issued. To avoid obscuring aspects of the present invention, the
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process of how the keys are configured onto the cards is to be omitted. For accessing

the data, related keys are delivered to a reader for authentication.

[0026] E-purse security 104 defines a set of protocols that enable micro
payment transactions to be carried out in both wired and wireless environments. With
an electronic purse (a.k.a., e-purse) stored on a smart card, a set of keys (either
symmetric or asymmetric) is personalized into the purse when the purse is being
issued. During a transaction, the purse uses a set of respective keys for encryption
and MAC computation in order to secure the message channel between the purse and
the SAM or backend servers. For a single functional card, the e-purse security 104 will
act as gates to protect actual operations performed on a single functional card. During
personalization, the single functional card access keys (or its transformation) are

personalized into the purse with the purse transaction keys.

[0027] Card Manager Security 106, referring to a general security framework of
a preload operating system in a smart card, provides a platform for PIN management
and security channels (security domains) for card personalization. This platform via a
card manager can be used to personalize a purse in one embodiment. One example
of the card manager security 106 is what is referred to as a Global Platform (GP) that
is a cross-industry membership organization created to advance standards for smart
card growth. A GP combines the interests of smart card issuers, vendors, industry
groups, public entities and technology companies to define requirements and
technology standards for multiple application smart cards. In one embodiment, a
global platform security is used to personalize a smart card. As a result, both e-purse

keys and card access keys are personalized into the target tag.

[0028] FIG. 1B shows a data flow in accordance with the three-tier security

model among three entities a land-based SAM or a network e-purse server 112, e-
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purse 114 acting as a gate keeper, and a single function tag 116. According to one
embodiment of the present invention, communications between the land-based SAM
or the network e-purse server 112 and the e-purse 114 are conducted in sequence of
a type of commands (e.g., APDU) while communications between the e-purse 114 and
the single function tag 116 are conducted in sequence of another type of commands,
wherein the e-purse 114 acts as the gate keeper to ensure only secured and

authorized data transactions could happen.

[0029] In reference to FIG. 1A, the physical security is realized in an emulator.
As sued herein, an emulator means a hardware device or a program that pretends to
be another particular device or program that other components expect to interact with.
The e-purse security is realized between one or more applets configured to provide e-
purse functioning and a payment server. The card manager security (e.g., global
platform security) is realized via a card manager to update security keys to establish
appropriate channels for interactions between the server and the applets, wherein the

e-purse applet(s) acts as a gatekeeper to regulate or control the data exchange.

[0030] According to one embodiment, a smart card has a preloaded smart card
operation system that provides security framework to control the access to the smart
card (e.g., an installation of external applications into the smart card). In order to
manage the life cycle of an external application, a card manager module is configured
by using the smart card security framework. For instance, a Java based smart card,
SmartMX, is preloaded with an operating system JCOP 4.1. The Global Platform 2.1

installed on the SmartMX performs the card manager functionality.

[0031] Referring now to FIG. 2, there shows an exemplary architecture diagram
200 according to one embodiment of the present invention. The diagram 200 includes

a cellphone 202 embedded with a smart card module. An example of such a cell
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phone is a near field communication (NFC) enabled cellphone that includes a Smart
MX (SMX) module. The SMX is pre-loaded with a Mifare emulator 208 (which is a
single functional card) for storing values. The cellphone is equipped with a RFID
interface (e.g., ISO 144443) that allows the cellphone to act as a tag. In addition, the
SMX is a JavaCard that can run Java applets. According to one embodiment, an e-
purse is built on top of the global platform and implemented as an applet in SMX. The
e-purse is configured to be able to access the Mifare data structures with appropriate

transformed passwords based on the access keys.

[0032] In the cellphone 202, a purse manager midlet 204 is provided. For M-
commerce, the midlet 204 acts as an agent to facilitate communications between an e-
purse applet 206 and one or more payment network and servers 210 to conduct
transactions therebetween. As used herein, a midlet is a software component suitable
for being executed on a portable device. The purse manager midlet 204 is
implemented as a “midlet” on a Java cellphone, or an “executable application” on a
PDA device. One of the functions this software component provides is to connect to a
wireless network and communicate with an e-purse applet which can reside on either
the same device or an external smart card. In addition, it is configured to provide
administrative functions such as changing a PIN, viewing a purse balance and a
history log. In one application in which a card issuer provides a SA module 212 that is
used to enable and authenticate any transactions between a card and a corresponding
server (also referred to as a payment server). As shown in FIG. 2, APDU commands
are constructed by the servers 210 having access to a SA module 212, where the
APDU stands for Application Protocol Data Unit that is a communication unit between
a reader and a card. The structure of an APDU is defined by the ISO 7816 standards.
Typically, an APDU command is embedded in network messages and delivered to the

server 210 or the e-purse applet 206 for processing.

10
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[0033] For e-commerce, a web agent 214 on a computing device (not shown) is
responsible for interacting with a RFID reader and the network server 210. In
operation, the agent 214 sends the APDU commands or receives responses thereto
through the RFID reader 216 to/from the e-purse applet 206 residing in the cellphone
202. On the other hand, the agent 214 composes network requests (such as HTTP)

and receives responses thereto from the payment server 210.

[0034] To personalize the cellphone 202, FIG. 3A shows a block diagram 300 of
related modules interacting with each other to achieve what is referred to herein as e-
purse personalization by an authorized person as shown in FIG. 2. FIG. 3B shows a
block diagram 320 of related modules interacting with each other to achieve what is
referred to herein as e-purse personalization by an user of the e-purse as shown in

FIG. 2.

[0035] FIG. 3C shows a flowchart or process 350 of personalizing an e-purse
according to one embodiment of the present invention. FIG. 3C is suggested to be
understood in conjunction with FIG. 3A and FIG. 3B. The process 350 may be

implemented in software, hardware or a combination of both.

[0036] As described above, an e-purse is built on top of a global platform to
provide a security mechanism necessary to personalize applets designed therefor. In
operation, a security domain is used for establishing a secured channel between a
personalization application and the e-purse. According to one embodiment, the
essential data to be personalized into the purse include one or more operation keys
(e.g., aload key and a purchase key), default PINs, administration keys (e.g., an

unblock PIN key and a reload PIN key), and passwords (e.g., from Mifare).

[0037] It is assumed that a user desires to personalize an e-purse embedded in

a device (e.g., a cellphone). At 352 of FIG. 3C, a personalization process is initiated.

11
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Depending on implementation, the personalization process may be implemented in a
module in the device and activated manually or automatically, or a physical process
initiated by an authorized person (typically associated with a care issuer). As shown in
FIG. 3A, an authorized personal initiates a personalization process 304 to personalize
the e-purse for a user thereof via an existing new e-purse SA module 306 and a SA
module 308 with the RFID reader 310 as the interface. The card manager 311
performs at least two functions: 1. establishing a security channel, via a security
domain, to install and personalize an external application (e.g., e-purse applet) in the
card personalization; and 2. creating security means (e.g., PINs) to protect the
application during subsequent operations. As a result of the personalization process

304, the e-purse applet 312 and the emulator 314 are personalized.

[0038] Similarly, as shown in FIG. 3B, a user of an e-purse desires to initiate a
personalization process to personalize the e-purse wirelessly (e.g., via the m-
commerce path of FIG. 2). Different from FIG. 3A, FIG. 3B allows the personalization
process to be activated manually or automatically. For example, there is a mechanism
on a cellphone that, if pressed, activates the personalization process. Alternatively, a
status of “non-personalized” may prompt to the user to start the personalization
process. As described above, a midlet 322 in a device acts as an agent to facilitate the
communication between a payment server 324 and the e-purse 312 as well as the
emulator 314, wherein the payment server 324 has the access to the existing new e-
purse SA module 306 and a SA module 308. As a result of the personalization

process, the e-purse applet 312 and the emulator 314 are personalized.

[0039] Referring now back to FIG. 3C, after the personalization process is
started, in view of FIG. 3A, the RFID reader 310 is activated to read the tag ID and
essential data from a card in the device at 354. With an application security domain

(e.g., a default security setting by a card issuer), a security channel is then established

12
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at 356 between a new e-purse SAM (e.g., the SAM 306 of FIG. 3A) and an e-purse

applet (e.g., the e-purse applet 312 of FIG. 3A) in the device.

[0040] Each application security domain of a global platform includes three
3DES keys. For example:

Key1: 255/1/DES-ECB/404142434445464748494a4b4c4ddedf

Key2: 255/2/DES-ECB/404142434445464748494a4b4c4d4edf

Key3: 255/3/DES-ECB/404142434445464748494a4b4c4ddedf

A security domain is used to generate session keys for a secured session

between two entities, such as the card manager applet and a host application, in which
case the host application may be either a desktop personalization application or a

networked personalization service provided by a backend server.

[0041] A default application domain can be installed by a card issuer and
assigned to various application/service providers. The respective application owner
can change the value of the key sets before the personalization process (or at the
initial of the process). Then the application can use the new set to create a security

channel for performing the personalization process.

[0042] With the security channel is established using the application provider's
application security domain, the first set of data can be personalized to the purse
applet. The second set of data can also be personalized with the same channel, too.
However, if the data are in separate SAM, then a new security channel with the same

key set (or different key sets) can be used to personalize the second set of data.

[0043] Via the new purse SAM 306, a set of e-purse operation keys and pins
are generated for data transactions between the new e-purse SAM and the e-purse

applet to essentially personalize the e-purse applet at 358.
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[0044] A second security channel is then established at 360 between an existing
SAM (e.g., the SAM 308 of FIG, 3A) and the e-purse applet (e.g., the e-purse applet
312 of FIG, 3A) in the device. At 362, a set of transformed keys is generated using the
existing SAM and the tag ID. The generated keys are stored in the emulator for
subsequent data access authentication. At 358, a set of MF passwords is generated
using the existing SAM and the tag ID, then is stored into the e-purse applet for future
data access authentication. After it is done, the e-purse including the e-purse applet

and the corresponding emulator is set to a state of “personalized”.

[0045] FIG. 4A and FIG. 4B show together a flowchart or process 400 of
financing an e-purse according to one embodiment of the present invention. The
process 400 is conducted via the m-commerce path of FIG. 2. To better understand
the process 400, FIG. 4C shows an exemplary block diagram 450 of related blocks
interacting with each other to achieve the process 400. Depending on an actual
application of the present invention, the process 400 may be implemented in software,

hardware or a combination of both.

[0046] A user is assumed to have obtained a portable device (e.g., a cellphone)
that is configured to include an e-purse. The user desires to fund the e-purse from an
account associated with a bank. At 402, the user enters a set of personal identification
numbers (PIN). Assuming the PIN is valid, a purse manger in the device is activated
and initiates a request (also referred to an OTA top off request) at 404. The midlet in
the device sends a request to the e-purse applet at 406, which is illustrated in FIG. 4C

where the e-purse manager midlet 434 communicates with the e-purse applet 436.

[0047] At 408, the e-purse applet composes a response in responding to the
request from the midlet. Upon receiving the response, the midlet sends the response

to a payment network and server over a wireless network. As shown in FIG. 4C, the e-
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purse manager midlet 434 communicates with the e-purse applet 436 for a response
that is then sent to the payment network and server 440. At 410, the process 400
needs to verify the validity of the response. If the response can not be verified, the
process 400 stops. If the response can be verified, the process 400 moves to 412
where a corresponding account at a bank is verified. If the account does exist, a fund
transfer request is initiated. At 414, the bank receives the request and responds to the
request by returning a response. In general, the messages exchanged between the
payment network and server and the bank are compliant with a network protocol (e.g.,

HTTP for the Internet).

[0048] At 416, the response from the bank is transported to the payment
network and server. The midlet strips and extracts the APDU commands from the
response and forward the commands the e-purse at 418. The e-purse verifies the
commands at 420 and, provided they are authorized, send the commands to the
emulator at 420 and, meanwhile updating a transaction log. At 422, a ticket is
generated to formulate a response (e.g., in APDU format) for payment server. As a
result, the payment server is updated with a successful status message for the midlet,

where the APDU response is retained for subsequent verification at 424.

[0049] As shown in FIG. 4C, the payment network and server 440 receives a
response from the purse manager midlet 434 and verifies that the response is from an
authorized e-purse originally issued therefrom with a SAM module 444. After the
response is verified, the payment network and server 440 sends a request to the
financing bank 442 with which the user 432 is assumed to maintain an account. The
bank will verify the request, authorize the request and return an authorization number
in some pre-arranged message format. Upon receiving the response from bank, the
server 440 will either reject the request or form a network response to be sent to the

midlet 434.

15
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[0050] The e-purse verifies the authenticity (e.g., in APDU format) and sends
commands to the emulator 438 and updates the transaction logs. By now, the e-purse
finishes the necessary steps and returns a response to the midlet 434 that forwards an

(APDU) response in a network request to the payment server 440.

[0051] Although the process 400 is described as funding the e-purse. Those
skilled in the art can appreciate that the process of making purchasing over a network
with the e-purse is substantially similar to the process 400, accordingly no separate

discussion on the process of making purchasing is provided.

[0052] The invention is preferably implemented by software, but can also be
implemented in hardware or a combination of hardware and software. The invention
can also be embodied as computer readable code on a computer readable medium.
The computer readable medium is any data storage device that can store data which
can thereafter be read by a computer system. Examples of the computer readable
medium include read-only memory, random-access memory, CD-ROMs, DVDs,
magnetic tape, optical data storage devices, and carrier waves. The computer
readable medium can also be distributed over network-coupled computer systems so

that the computer readable code is stored and executed in a distributed fashion.

[0053] The present invention has been described in sufficient details with a
certain degree of particularity. It is understood to those skilled in the art that the
present disclosure of embodiments has been made by way of examples only and that
numerous changes in the arrangement and combination of parts may be resorted
without departing from the spirit and scope of the invention as claimed. Accordingly,
the scope of the present invention is defined by the appended claims rather than the

foregoing description of embodiment.
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Claims

We claim:

1. A method for providing an e-purse, the method comprising:

providing a portable device including or communicating with a smart card module
pre-loaded with an emulator, the portable device including a memory space
loaded with a midlet that is configured to facilitate communication between an e-
purse applet therein and a payment server over a wireless network, wherein the
portable device further includes a contactless interface that facilitates
communication between the e-purse applet therein and the payment server
over a wired network;

personalizing the e-purse applet by reading off data from the smart card to
generate one or more operation keys that are subsequently used to establish a

secured channel between the e-purse and a SAM or a payment server.

2. The method as recited in claim 1, wherein the operation keys include one or more
of a load key and a purchase key, default personal identification numbers (PINs),

administration keys, and passwords.

3. The method as recited in claim 2, wherein at least some of the operation keys are
used to establish a first secured channel so that various data is exchanged
between the e-purse applet and the payment server, and at least another some of
the operation keys are used to establish a second secured channel so that various
data is exchanged between the e-purse applet and an existing SAM originally used

to issue the e-purse as well as between the emulator and the existing SAM.
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4. The method as recited in claim 2, wherein said personalizing the e-purse applet is

done over a wireless network or a wired network.

5. The method as recited in claim 4, wherein, when said personalizing the e-purse
applet is done over a wireless network, the midlet in the portable device is
configured to facilitate communications between the e-purse and the payment

server.

6. The method as recited in claim 5, wherein both of the e-purse applet and the

emulator are personalized as a result of said personalizing the e-purse applet.

7. The method as recited in claim 1, further comprising:

initiating a request from the e-purse after valid personal identification numbers
are entered and accepted on the portable device;

sending a request by the midlet to the e-purse applet that is configured to
compose a response to be sent to the midlet;

transporting the response to the payment server that is configured to verify that
the response is from an authenticated e-purse, wherein the payment server
further communicates with a financial institution to authorize a transaction
therewith; and

sending a response from the payment server to the midlet that is configured to

process the response before releasing the response to the e-purse applet.

8. The method as recited in claim 7, wherein messages exchanged between the
midlet and the payment server are in a type of commands encapsulated in network

messages.
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9. The method as recited in claim 8, wherein the commands are applicable for APDU

which stands for Application Protocol Data Unit.

10.The method as recited in claim 1, wherein the e-purse is funded through a financial
institution that maintains an account for a user being associated with the portable
device, and the e-purse supports transactions in either e-commerce or m-

commerce.

11.A system for providing an e-purse, the system comprising:

a portable device including or communicating with a smart card module pre-
loaded with an emulator, the portable device including a memory space
loaded with a midlet that is configured to facilitate wireless communication
between an e-purse applet therein and a payment server over a wireless
network, the portable device further including a contactless interface that
facilitates communication between the e-purse applet therein and the
payment server over a wired network;

the payment server associated with an issuer of the e-purse; and

an SAM configured to enable the e-purse, wherein the SAM is behind the
payment server when the e-purse is caused to communicate with the
payment server via the midlet over a wireless network, the SAM is
communicated with the e-purse via the contactless interface when the e-
purse is caused to communicate with the payment server over a wired

network.

12. The system as recited in claim 11, wherein both of the e-purse applet and
emulator are personalized by reading off data from the smart card, the data is then

used to generate operation keys for the e-purse applet.
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13. The system as recited in claim 12, wherein the operation keys include one or
more of a load key and a purchase key, default personal identification numbers

(PINs), administration keys, and passwords.

14.The system as recited in claim 13, wherein at least some of the operation keys are
used to establish a first secured channel so that various data is exchanged
between the e-purse applet and the payment server, and at least another some of
the operation keys are used to establish a second secured channel so that various
data is exchanged between the e-purse applet and an existing SAM originally used

to issue the e-purse as well as between the emulator and the existing SAM.

15.The system as recited in claim 11, wherein, when the portable device is used to
have a transaction, there are operations of:

initiating a request from the e-purse after valid personal identification numbers
are entered and accepted on the portable device;

sending a request by the midlet to the e-purse applet that is configured to
compose a response to be sent to the midlet;

transporting the response to the payment server that is configured to verify that
the response is from an authenticated e-purse, wherein the payment server
further communicates with a financial institution to authorize a transaction
therewith; and

sending a response from the payment server to the midlet that is configured to

process the response before releasing the response to the e-purse applet.
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16.The system as recited in claim 15, wherein messages exchanged between the
midlet and the payment server are in a type of commands encapsulated in network

messages.

17.The system as recited in claim 16, wherein the commands are applicable for APDU

which stands for Application Protocol Data Unit.

18.The system as recited in claim 11, wherein the e-purse is funded through a
financial institution that maintains an account for a user being associated with the

portable device.
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Method and apparatus for providing electronic purse

Abstract

Techniques for portable devices functioning as an electronic purse (e-purse) are
disclosed. According to one aspect of the invention, a mechanism is provided to
enable a portable device to conduct transactions over an open network with a payment
server without compromising security. In one embodiment, a device is loaded with an
e-purse manager. The e-purse manager is configured to manage various transactions
and functions as a mechanism to access an emulator therein. The transactions may
be conducted over a wired network or a wireless network. A three-tier security model
is contemplated to support the security of the transactions from the e-purse. The three-
tier security model includes a physical security, an e-purse security and a card
manager security, concentrically encapsulating one with another. Security keys (either

symmetric or asymmetric) are personalized within the three-tier security model.
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SILICON VALLEY PATENT AGENCY LETTER
7394 WILDFLOWER WAY

CUPERTINO, CA 95014

Date Mailed: 10/23/2006

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)

Filing Date Granted

Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

e The oath or declaration is missing. A properly signed oath or declaration in compliance with 37 CFR 1.63,
identifying the application by the above Application Number and Filing Date, is required.
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary
interest, is required.

The applicant needs to satisfy supplemental fees problems indicated below.

The required item(s) identified below must be timely submitted to avoid abandonment:

e To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or
declaration) as set forth in 37 CFR 1.16(f) of $65 for a small entity in compliance with 37 CFR 1.27, must be
submitted with the missing items identified in this letter.

SUMMARY OF FEES DUE:
Total additional fee(s) required for this application is $65 for a small entity

o $65 Surcharge.

Replies should be mailed to:  Mail Stop Missing Parts
Commissioner for Patents
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P.O. Box 1450
Alexandria VA 22313-1450

A copy of this notice MUST be returned with the reply.

Office bffInitial Patent Examihation (571) 272-4000, or 1-800-PTQ-9199, or 1-800-972-6382
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Liang Seng Koh

Title: Method and apparatus for providing electronic purse
Serial No.: 11/534,653

Filing Date: 9/24/2006

Examiner: Unknown

Group Art Unit: N/A

Docket No,: RFID-081

November 19, 2006
Commissioner of Patents and Trademarks
Box Missing Parts
Washington, DC 20231

Response to Notice to File Missing Parts of Application
Filing Date Granted

Dear Sir:

In response to the “Notice To Missing parts of Application — Filing Date
Granted” mailed by the United States Patent and Trademark Office on 10/23/2006,
the following document is enclosed to complete the filing of the above-identified
patent application:

1. $65 payment is enclosed

It is hereby respectfully submitted that the enclosed documents complete the
filing of the above patent application and justify the US filing date of 9/24/2006.
Please telephone the undersigned at (408)777-8873, if there are any questions.

| hereby certify that this correspondence is
being deposited with the United States Postal

Service as first class mail in an envelope Respectfully submitted;
addressed to "Commissioner of Patents and
Trademarks, Washington, DC 20231", / joe zheng /
November 19, 2006. Joe Zheng

Reg.: No. 39,450
Name:__Joe Zheng

Signature: / joe zheng /
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Response to Pre-Exam Sequence

1 Notice MissingNotice.pdf 55167 no 2
Warnings:
Information:

> Response to Pre-lExam Sequence ResponseToMissingParts.pd 83600 no 1

Notice f

Warnings:
Information:

3 Fee Worksheet (PTO-875) fee-info.pdf 8140 no 2
Warnings:
Information:

Total Files Size (in bytes): 146907

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.
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CONFIRMATION NO. 6327

26797 UPDATED FILING RECEIPT
SILICON VALLEY PATENT AGENCY

7394 WILDFLOWER WAY

CUPERTINO, CA95014

Date Mailed: 11/21/2006
Receipt is acknowledged of this regular Patent Application. It will be considered in its order and you will be
notified as to the results of the examination. Be sure to provide the U.S. APPLICATION NUMBER, FILING
DATE, NAME OF APPLICANT, and TITLE OF INVENTION when inquiring about this application. Fees
transmitted by check or draft are subject to collection. Please verify the accuracy of the data presented on
this receipt. If an error is noted on this Filing Receipt, please mail to the Commissioner for Patents
P.O. Box 1450 Alexandria Va 22313-1450. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts"” for this application, please
submit any corrections to this Filing Receipt with your reply to the Notice. When the USPTO
processes the reply to the Notice, the USPTO will generate another Filing Receipt incorporating the
requested corrections (if appropriate).

Applicant(s)
Liang Seng Koh, Fremont, CA;
Futong Cho, Milpitas, CA;
Hsin Pan, Fremont, CA;
Fuliang Cho, San Jose, CA;

Assignment For Published Patent Application
RFCyber Corp., Fremont, CA
Power of Attorney: The patent practitioners associated with Customer Number 26797

Domestic Priority data as claimed by applicant

Foreign Applications

If Required, Foreign Filing License Granted: 10/17/2006

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, is
US11/534,653

Projected Publication Date: 03/27/2008
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title
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Method and apparatus for providing electronic purse
Preliminary Class
235

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have
no effect in a foreign country, an inventor who wishes patent protection in another country must apply for a
patent in a specific country or in regional patent offices. Applicants may wish to consider the filing of an
international application under the Patent Cooperation Treaty (PCT). An international (PCT) application
generally has the same effect as a regular national patent application in each PCT-member country. The
PCT process simplifies the filing of patent applications on the same invention in member countries, but
does not result in a grant of "an international patent" and does not eliminate the need of applicants to file
additional documents and fees in countries where patent protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must
make an application for patent in that country in accordance with its particular laws. Since the laws of many
countries differ in various respects from the patent law of the United States, applicants are advised to seek
guidance from specific foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the
USPTO must issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S.
patent application serves as a request for a foreign filing license. The application's filing receipt contains
further information and guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically,
the section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for
filing foreign patent applications. The guide is available either by contacting the USPTO Contact Center at
800-786-9199, or it can be viewed on the USPTO website at
http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you
may wish to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of
Commerce initiative, this website includes self-help "toolkits" giving innovators guidance on how to protect
intellectual property in specific countries such as China, Korea and Mexico. For questions regarding patent
enforcement issues, applicants may call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all
applications where the conditions for issuance of a license have been met, regardless of whether or not a
license may be required as set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in
37 CFR 5.15(a) unless an earlier license has been issued under 37 CFR 5.15(b). The license is subject to
revocation upon written notification. The date indicated is the effective date of the license, unless an earlier
license of similar scope has been granted under 37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date
thereof unless it is revoked. This license is automatically transferred to any related applications(s) filed under
37 CFR 1.53(d). This license is not retroactive.
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The grant of a license does not in any way lessen the responsibility of a licensee for the security of the
subject matter as imposed by any Government contract or the provisions of existing laws relating to
espionage and the national security or the export of technical data. Licensees should apprise themselves of
current regulations especially with respect to certain countries, of other agencies, particularly the Office of
Defense Trade Controls, Department of State (with respect to Arms, Munitions and Implements of War (22
CFR 121-128)); the Bureau of Industry and Security, Department of Commerce (15 CFR parts 730-774); the
Office of Foreign AssetsControl, Department of Treasury (31 CFR Parts 500+) and the Department of
Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license
under 37 CFR 5.12, if a license is desired before the expiration of 6 months from the filing date of the
application. If 6 months has lapsed from the filing date of this application and the licensee has not received
any indication of a secrecy order under 35 U.S.C. 181, the licensee may foreign file the application pursuant
to 37 CFR 5.15(b).
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CONFIRMATION NO. 6327
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Title: Method and apparatus for providing electronic purse

Publication No. US-2008-0073426-A1
Publication Date: 03/27/2008

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication
pursuant to 37 CFR 1.211, et seq. The patent application publication number and publication date
are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases
via the Internet at www.uspto.gov. The direct link to access the publication is currently
http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the
publication to applicant. A copy of the publication may be obtained from the Office upon payment
of the appropriate fee set forth in 37 CFR 1.19(a)(1). Orders for copies of patent application
publications are handled by the USPTO's Office of Public Records. The Office of Public Records
can be reached by telephone at (703) 308-9726 or (800) 972-6382, by facsimile at (703) 305-8759,
by mail addressed to the United States Patent and Trademark Office, Office of Public Records,
Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions
and the dates of receipt of correspondence filed in the Office, may also be accessed via the
Internet through the Patent Electronic Business Center at www.uspto.gov using the public side of
the Patent Application Information and Retrieval (PAIR) system. The direct link to access this
status information is currently http://pair.uspto.gov/. Prior to publication, such status information is
confidential and may only be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling
the Patent Electronic Business Center at 1-866-217-9197.

Pre-Grant Publication Division, 703-605-4283
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26797 7590 02/03/2010 | EXAMINER |
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Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):
uspatents @sbcglobal.net
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Application No. Applicant(s)

11/534,653 KOH ET AL.
Office Action Summary Examiner ArtUnit

CHRISTOPHER STANFORD 2887

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

eamed patent term adjustment. See 37 CFR 1.704(b).

Status

1)IX] Responsive to communication(s) filed on 24 September 2006.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

)X Claim(s) 1-18 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5] Claim(s) is/are allowed.
6)X] Claim(s) 1-18 is/are rejected.
7)[J Claim(s)_____is/are objected to.
8)[] Claim(s)_____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[X] The drawing(s) filed on 24 September 2006 is/are: a)[X] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)JAll  b)[JSome * ¢)[] None of:
1.0 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) ] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date ___. 6) |:| Other: ___
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-08) Office Action Summary Part of Paper No./Mail Date 20100125
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Application/Control Number: 11/534,653 Page 2
Art Unit: 2887

DETAILED ACTION
Claim Objections

1. Claims 1, 3, 11, and 14 are objected to because of the following informalities:
the abbreviate “SAM” should be defined prior to the use of the acronym. Appropriate
correction is required. For the purposes of examination, "SAM" will be interpreted to
mean security authentication module.
2. Claims 11 is objected to because of the following informalities: there appears to
be a typographical error in claim 11 wherein “the SAM is communicated with the e-
purse”. Appropriate correction is required. The SAM as depicted in the specifications
and Figures 2 and 3A, for example, appears to be either an externally run
program/applet or remote hardware that is not capable or being communicated. For
the purposes of examination, this limitation will be interpreted to mean “the SAM is in

communication with the e-purse”.

Claim Rejections - 35 USC § 112

3. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

4. Claims 7-9 and 15-17 are rejected under 35 U.S.C. 112, second paragraph, as
being indefinite for failing to particularly point out and distinctly claim the subject matter
which applicant regards as the invention. Claims 7 and 15 recite the limitation "the
response"” in the final lines of each claim. There is insufficient antecedent basis for this

limitation in the claim. Claims 7 and 15 recite at least two responses (line 5 and 10 for
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claim 7, lines 6 and 11 for claim 15) and thus “the response” does not clearly point out
to which response applicant refers. Claims 8-9 and 16-17 are rejected due to their

dependence on claims 7 and 15 respectively.

Claim Rejections - 35 USC § 102
5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in public
use or on sale in this country, more than one year prior to the date of application for patent in the United
States.

6. Claims 1-18 are rejected under 35 U.S.C. 102(b) as being anticipated by Shmueli
et al. (US 2002/0145632 A1; hereinafter Shmueli).

Regarding claim 1, Shmueli teaches providing an e-purse (e-wallet 82, Fig. 6;
para [0053]), the method comprising: providing a portable device (host system 12
embodied as a cell phone, Fig. 1; para [0029]) including or communicating with a smart
card module (key 10 embodied as smart card 10B, Figs. 1 & 2B; para [0033]) pre-
loaded with an emulator (para [0027-0028]), the portable device including a memory
space (memory 28, Fig. 1; para [0029]) loaded with a midlet (keylets such as web keylet
56, Fig. 4) that is configured to facilitate communication between an e-purse applet (key
manager application 58, Fig. 4; para [0041-0044]) therein and a payment server (server
14 running web servlet 66, Figs. 1 & 4) over a wireless network (mobile phone network
is partially wireless), wherein the portable device further includes a contactless interface

(mobile phone network interface 38, Fig. 1) that facilitates communication between the
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e-purse applet therein and the payment server over a wired network (host 12 embodied
as a mobile phone accessing network 16 via the internet would include a partially wired
network, i.e. the internet); personalizing the e-purse applet by reading off data from the
smart card to generate one or more operation keys (Figs. 3A-3B) that are subsequently
used to establish a secured channel between the e-purse and a SAM or a payment
server (para [0037-0042]).

Regarding claims 2 and 13, Shmueli teaches the operation keys include one or
more of a load key and a purchase key, default personal identification numbers (PINs),
administration keys, and passwords (Figs. 3A-3B; para [0037-0042]).

Regarding claims 3 and 14, Shmueli teaches at least some of the operation keys
are used to establish a first secured channel so that various data is exchanged between
the e-purse applet and the payment server (Figs. 3A-3B; para [0037-0042]), and at least
another some of the operation keys are used to establish a second secured channel so
that various data is exchanged between the e-purse applet and an existing SAM (e.g.
VISA) originally used to issue the e-purse as well as between the emulator and the
existing SAM (para [0044-0047, 0063-0064]).

Regarding claim 4, Shmueli teaches the personalizing the e-purse applet is done
over a wireless network or a wired network (via network 16 which is embodied as a
mobile phone network and the internet, Figs. 3A-3B; para [0037-0042]).

Regarding claim 5, Shmueli teaches when the personalizing the e-purse applet is

done over a wireless network, the midlet in the portable device is configured to facilitate
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communications between the e-purse and the payment server (keylets such as web
keylet 56, Fig. 4; para [0037-0042]).

Regarding claim 6, Shmueli teaches both of the e-purse applet and the emulator
are personalized as a result of said personalizing the e-purse applet (key 10 and host
12 contain applet and emulator and all are personalized via authentication, Figs. 3A, 3B,
& 4; para [0037-0042].

Regarding claims 7 and 15, Shmueli teaches initiating a request (para [0042-
0045]) from the e-purse after valid personal identification numbers are entered and
accepted on the portable device (steps 114-120, Fig. 3A);sending a request by the
midlet to the e-purse applet that is configured to compose a response to be sent to the
midlet (data from files 60, 62, 64 sent from key manager application to web keylets in
the interaction with web servlets 66, Fig. 4; para [0042-0045,0057,0064]); transporting
the response to the payment server that is configured to verify that the response is from
an authenticated e-purse (authenticated prior to running keylet, Fig. 3A-B), wherein the
payment server further communicates with a financial institution (business partners of
third party services 70, para [0044,0063-0064]) to authorize a transaction therewith; and
sending a response (update key automatically, step 124 of Fig. 3B) from the payment
server to the midlet that is configured to process the response before releasing the
response to the e-purse applet (para [0039]).

Regarding claims 8 and 16, Shmueli teaches messages exchanged between the
midlet and the payment server are in a type of commands encapsulated in network

messages (files sent via network; para [0027-0028,0041-0042]).
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Regarding claims 9 and 17, Shmueli teaches the commands are applicable for
Application Protocol Data Unit (APDU) (data files system; para [0027-0028,0041-
0042,0096-0098]). Shmueli teaches commands for authentication, access, and data
transfer just as is evident in APDU and therefore the commands are applicable for
APDU. The prior art need not teach the specific format of APDU commands in order to
teach the applicability of the commands.

Regarding claims 10 and 18, Shmueli teaches the e-purse is funded through a
financial institution that maintains an account for a user being associated with the
portable device (para [0063-0064]), and the e-purse supports transactions in either e-
commerce or m-commerce (para [0063-0064]).

Regarding claim 11, Shmueli teaches a system for providing an e-purse (e-wallet
82, Fig. 6; para [0053]), the system comprising: a portable device (host system 12
embodied as a cell phone, Fig. 1; para [0029]) including or communicating with a smart
card module (key 10 embodied as smart card 10B, Figs. 1 & 2B; para [0033]) pre-
loaded with an emulator (para [0027-0028]), the portable device including a memory
space (memory 28, Fig. 1; para [0029]) loaded with a midlet (keylets such as web keylet
56, Fig. 4) that is configured to facilitate wireless communication between an e-purse
applet (key manager application 58, Fig. 4; para [0041-0044]) therein and a payment
server (server 14 running web servlet 66, Figs. 1 & 4) over a wireless network (mobile
phone network is partially wireless), the portable device further including a contactless
interface (mobile phone network interface 38, Fig. 1) that facilitates communication

between the e-purse applet therein and the payment server over a wired network (host
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12 embodied as a mobile phone accessing network 16 via the internet would include a
partially wired network, i.e. the internet); the payment server associated with an issuer
of the e-purse (para [0044-0047, 0063-0064]); and an SAM (third party services behind
extended application program interface 74 of server 14, Figs. 1 and 3-4) configured to
enable the e-purse, wherein the SAM is behind the payment server when the e-purse is
caused to communicate with the payment server via the midlet over a wireless network
(Figs. 3A-3B; para [0037-0047,0063-0064]), the SAM is communicated with the e-purse
via the contactless interface when the e-purse is caused to communicate with the
payment server over a wired network (mobile phones connecting to business partners,
VISA, and/or credit card management companies over the internet communicate over a
partially wired and partially wireless network 16).

Regarding claim 12, Shmueli teaches both of the e-purse applet and emulator
are personalized (Figs. 3A-3B) by reading off data from the smart card (para [0037-
0042]), the data is then used to generate operation keys for the e-purse applet (para

[0037-0042]).

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to CHRISTOPHER STANFORD whose telephone number
is (571)270-3337. The examiner can normally be reached on Monday through Fridays ,

7:30am-4:30pm.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Steve Paik can be reached on (571)272-2404. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

[Thien M. Le/
Primary Examiner, Art Unit 2887

/CHRISTOPHER STANFORD/
Examiner, Art Unit 2887
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Liang Seng Koh et al

Title: Method and apparatus for providing electronic purse
Serial No.: 11/534,653

Confirmation No.: 6327

Filing Date: 09/24/2006

Examiner: Chris Stanford

Group Art Unit: 2887

Docket No: RFID-081

May 3, 2010
Mail Stop: Non-fee amendment
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Response to 15t OA

Dear Sir;

In response to Office Action dated 02/03/2010, the Applicant respectfully
requests the Examiner to enter the following amendments before reconsidering the
above-referenced application:

AMENDMENTS TO THE SPECIFICATION begin on page 2 of this Response.

AMENDMENTS TO THE CLAIMS are reflected in the listing of claims which
begins on page 3 of this Response.

REMARKS/ARGUMENTS begin on page 8 of this Response.
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AMENDMENTS TO THE SPECIFICATION
1. Please amend paragraph [0027] as follows:

[0027] Card Manager Security 106, referring to a general security framework of a
preload operating system in a smart card, provides a platform for PIN management and
security channels (security domains) for card personalization. This platform via a card
manager can be used to personalize a purse in one embodiment. One example of the
card manager security 106 is what is referred to as a Global Platform (GP) that is
created by a cross-industry membership organization ereated-to advance standards for
smart card growth. A GP combines the interests of smart card issuers, vendors, industry
groups, public entities and technology companies to define requirements and
technology standards for multiple application smart cards. In one embodiment, a global
platform security is used to personalize a smart card. As a result, both e-purse keys and
card access keys are personalized into the target tag.

2. Please amend paragraph [0029] as follows:

[0029] In reference to FIG. 1A, the physical security is realized in an emulator. As
sued-used herein, an emulator means a hardware device or a program that pretends to
be another particular device or program that other components expect to interact with.
The e-purse security is realized between one or more applets configured to provide e-
purse functioning and a payment server. The card manager security (e.g., global
platform security) is realized via a card manager to update security keys to establish
appropriate channels for interactions between the server and the applets, wherein the e-
purse applet(s) acts as a gatekeeper to regulate or control the data exchange.

3. Please amend paragraph [0034] as follows:

[0034] To personalize the cellphone 202, FIG. 3A shows a block diagram 300 of
related modules interacting with each other to achieve what is referred to herein as e-
purse personalization by an authorized person as shown in FIG. 2. FIG. 3B shows a
block diagram 320 of related modules interacting with each other to achieve what is
referred to herein as e-purse personalization by ar-a user of the e-purse as shown in
FIG. 2.
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4. Please amend paragraph [0037] as follows:

[0037] It is assumed that a user desires to personalize an e-purse embedded in a
device (e.g., a cellphone). At 352 of FIG. 3C, a personalization process is initiated.
Depending on implementation, the personalization process may be implemented in a
module in the device and activated manually or automatically, or a physical process
initiated by an authorized person (typically associated with a care issuer). As shown in
FIG. 3A, an authorized personal initiates a personalization process 304 to personalize
the e-purse for a user thereof via ar-existing-new e-purse SA module 306 and an
existing SA module 308 with the RFID reader 310 as the interface. The card manager
311 performs at least two functions: 1. establishing a security channel, via a security
domain, to install and personalize an external application (e.g., e-purse applet) in the
card personalization; and 2. creating security means (e.g., PINs) to protect the
application during subsequent operations. As a result of the personalization process
304, the e-purse applet 312 and the emulator 314 are personalized.

5. Please amend paragraph [0038] as follows:

[0038] Similarly, as shown in FIG. 3B, a user of an e-purse desires to initiate a
personalization process to personalize the e-purse wirelessly (e.g., via the m-commerce
path of FIG. 2). Different from FIG. 3A, FIG. 3B allows the personalization process to be
activated manually or automatically. For example, there is a mechanism on a cellphone
that, if pressed, activates the personalization process. Alternatively, a status of “non-
personalized” may prompt to the user to start the personalization process. As described
above, a midlet 322 in a device acts as an agent to facilitate the communication
between a payment server 324 and the e-purse 312 as well as the emulator 314,
wherein the payment server 324 has the access to the existing-new e-purse SA module
306 and an existing SA module 308. As a result of the personalization process, the e-
purse applet 312 and the emulator 314 are personalized.
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AMENDMENTS TO THE CLAIMS

Please amend Claims 1, 3, 11, 14 and 15 as follows:

1. (Currently amended) A method for providing an e-purse, the method comprising:

providing a portable device including or communicating with a smart card module
pre-loaded with an emulator, the portable device including a memory space
loaded with a midlet that is configured to facilitate communication between an e-
purse applet therein and a payment server over a wireless network, wherein the
portable device further includes a contactless interface that facilitates
communication between the e-purse applet therein and the payment server over
a wired network;

personalizing the e-purse applet by reading off data from the smart card to generate
one or more operation keys that are subsequently used to establish a secured
channel between the e-purse applet and an e-purse security authentication
module (SAM) external to the smart card-era-payrment-server, wherein said
personalizing the e-purse applet comprises:

establishing an initial security channel between the smart card and the e-

purse SAM module to install and personalize the e-purse applet in the

smart card, and

creating the security channel on top of the initial security channel to protect

subsequent operations of the smart card with the e-purse SAM, wherein

any subsequent operation of the emulator is conducted over the security
channel or via the e-purse applet.

2. (Original) The method as recited in claim 1, wherein the operation keys include one
or more of a load key and a purchase key, default personal identification numbers

(PINs), administration keys, and passwords.

3. (Currently amended) The method as recited in claim 2, wherein at least some of the
operation keys are used to establish a first secured channel so that various data is
exchanged between the e-purse applet and the payment server, and at least another
some of the operation keys are used to establish a second secured channel so that
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various data is exchanged between the e-purse applet and an-existing-the e-purse
SAM originally used to issue the e-purse as well as between the emulator and the
existing SAM.

4. (Original) The method as recited in claim 2, wherein said personalizing the e-purse

applet is done over a wireless network or a wired network.

5. (Original) The method as recited in claim 4, wherein, when said personalizing the e-
purse applet is done over a wireless network, the midlet in the portable device is
configured to facilitate communications between the e-purse and the payment

server.

6. (Original) The method as recited in claim 5, wherein both of the e-purse applet and
the emulator are personalized as a result of said personalizing the e-purse applet.

7. (Original) The method as recited in claim 1, further comprising:

initiating a request from the e-purse after valid personal identification numbers
are entered and accepted on the portable device;

sending a request by the midlet to the e-purse applet that is configured to
compose a response to be sent to the midlet;

transporting the response to the payment server that is configured to verify that
the response is from an authenticated e-purse, wherein the payment server
further communicates with a financial institution to authorize a transaction
therewith; and

sending a server response from the payment server to the midlet that is
configured to process the server response before releasing the server

response to the e-purse applet.

8. (Original) The method as recited in claim 7, wherein messages exchanged between
the midlet and the payment server are in a type of commands encapsulated in
network messages.
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9. (Original) The method as recited in claim 8, wherein the commands are applicable
for APDU which stands for Application Protocol Data Unit.

10.(Original) The method as recited in claim 1, wherein the e-purse is funded through a
financial institution that maintains an account for a user being associated with the
portable device, and the e-purse supports transactions in either e-commerce or m-

commerce.

11.(Currently amended) A system for providing an e-purse, the system comprising:

a portable device including or communicating with a smart card medule-pre-loaded
with an emulator, the portable device including a memory space loaded with a
midlet that is configured to facilitate wireless communication between an e-purse
applet in the smart card thereir-and a payment server over a wireless network,

the portable device further including a contactless interface that facilitates

communication between the e-purse applet in the smart card thereir-and the

payment server over a wired network, wherein said personalizing the e-purse

applet comprises:

establishing an initial security channel between the smart card and the e-

purse SAM module to install and personalize the e-purse applet in the
smart card, and

creating the security channel on top of the initial security channel to protect

subsequent operations of the smart card with the e-purse SAM, wherein

any subsequent operation of the emulator is conducted over the security

channel or via the e-purse applet;

the payment server associated with an issuer efauthorizing the e-purse_applet; and
an-the e-purse SAM configured to enable the e-purse_applet, wherein the-an SAM is

behind the payment server and in communication with the e-purse applet when

the e-purse applet is caused to communicate with the payment server via the

midlet.-the-SAM-is-communicated-with-the-e-purse-via-the-contactless-interface
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12. (Original) The system as recited in claim 11, wherein both of the e-purse applet and
emulator are personalized by reading off data from the smart card, the data is then

used to generate operation keys for the e-purse applet.

13. (Original) The system as recited in claim 12, wherein the operation keys include
one or more of a load key and a purchase key, default personal identification
numbers (PINs), administration keys, and passwords.

14.(Currently amended) The system as recited in claim 13, wherein at least some of the
operation keys are used to establish a first secured channel so that various data is
exchanged between the e-purse applet and the payment server, and at least another
some of the operation keys are used to establish a second secured channel so that
various data is exchanged between the e-purse applet and an existing security
authentication module (SAM) originally used to issue the e-purse as well as between

the emulator and the existing SAM.

15.(Currently amended) The system as recited in claim 11, wherein, when the portable
device is used to have a transaction, there are operations of:

initiating a request from the e-purse after valid personal identification numbers
are entered and accepted on the portable device;

sending a request by the midlet to the e-purse applet that is configured to
compose a response to be sent to the midlet;

transporting the response to the payment server that is configured to verify that
the response is from an authenticated e-purse, wherein the payment server
further communicates with a financial institution to authorize a transaction
therewith; and

sending a server response from the payment server to the midlet that is

configured to process the server response before releasing the server

response to the e-purse applet.
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16.(Original) The system as recited in claim 15, wherein messages exchanged between
the midlet and the payment server are in a type of commands encapsulated in

network messages.

17.(Original) The system as recited in claim 16, wherein the commands are applicable
for APDU which stands for Application Protocol Data Unit.

18.(Original) The system as recited in claim 11, wherein the e-purse is funded through a
financial institution that maintains an account for a user being associated with the

portable device.

Page 8 of 11

Samsung Ex. 1002, Page 79 of 254
Samsung Electronics America, Inc. v. RFCyber Corp.
IPR2021-00981



Remarks

Claims 1-18 were submitted for examination. In the Office Action dated
02/03/2010, Claims 1-18 are rejected under 35 USC 102(b) as being anticipated by
Shmueli et al (US Publication No.: 20020145632, hereinafter “Shmueli”).

The Applicants appreciate the Examiner for providing detailed comments in the
Office Action. In the foregoing amendments, Claims 1, 3, 11, 14 and 15 have been
amended. No new matters have been introduced. Reconsideration of pending claims is
respectfully requested.

Rejections of Claims 1-18 under 35 USC 102(e)

The Applicant respectfully traverses the rejections of Claims 1 - 18 under 35 USC
102. A cited prior art reference anticipates a claimed invention under 35 USC 102 only if
every element of the claimed invention is identically shown in the single reference,
arranged as they are in the claim. MPEP 2131; in re Bond, 910 F.2d 831, 832, 15
USPQ2d 1566, 1567 (Fed. Cir. 1990). Each and every limitation of the claimed
invention is significant and must be found in the single cited prior reference. In re
Donohue, 766 F2.d 531, 534, 266 USPQ 619, 621 (Feb. Cir. 1985). As set forth more
fully below, Shmueli neither discloses nor suggests each and every element of the

claimed invention.

In particular, the amended Claim 1 now recites:

personalizing the e-purse applet by reading off data from the smart card to generate
one or more operation keys that are subsequently used to establish a secured
channel between the e-purse applet and an e-purse security authentication
module (SAM) external to the smart card, wherein said personalizing the e-purse
applet comprises:
establishing an initial security channel between the smart card and the e-
purse SAM module to install and personalize the e-purse applet in the
smart card, and
creating the security channel on top of the initial security channel to protect
subsequent operations of the smart card with the e-purse SAM, wherein
any subsequent operation of the emulator is conducted over the security
channel or via the e-purse applet.
(emphasis added)

As described in paragraphs [0024]-[0027], [0037] and shown in FIG. 1A and FIG.

3C, personalizing the e-purse applet requires a type of data communication with an e-
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purse SAM that is not part of the smart card. The data communication includes install
and personalize the e-purse applet in the smart card and create security means to
protect subsequent operations of the smart cards with the e-purse SAM. To do so
without a prior security channel, an initial security channel between the smart card and
the e-purse SAM module shall be establish. For example, such an initial security
channel is established by using a general security framework of a preload operating
system in a smart card. Once an initial security channel is established, a (second)

security channel on top of the initial security channel is established to protect

subsequent operations of the smart card with the e-purse SAM. In addition, any

subsequent operation of the emulator is conducted over the security channel or via the
e-purse applet. In other words, the emulator communicates externally either on top of
the security channel or simply via e-purse applet (namely, the same security channel
but through the e-purse applet).

In contrast, Shmueli is silent about such an external e-purse SAM that is needed
to establish a security channel on top of an initial security channel (e.g., an industrially
recognized framework) to facilitate subsequent operations of the smart cards with the
external e-purse SAM. FIG.1 of Shmueli shows that there are three entities, a key 10, a
host 12 and a server 14. Shmueli does not teach nor suggests that the key 10 needs to
be personalized by an external e-purse SAM to create (two-level) security means to
protect the subsequent operations of the smart cards with an external SAM. Further
Shmueli is silent about having an emulator in the smart card conduct subsequent
operations thereof over the security channel established by the e-purse applet or via the

e-purse applet itself.

Accordingly, the Applicant respectfully submits Claim 1, as amended, shall be
allowable over Shmueli. Reconsideration of Claims 1-10 is kindly requested.

Claim 10 has been amended to include similar limitations recited in Claim 1. The
Applicant wishes to rely on the above arguments to support once-amended Claim 10,
and respectfully submits Claim 10, as amended, is neither taught nor suggested by
Shmueli and shall be allowable over Shmueli. Reconsideration of Claims 10 - 18 is
kindly requested.
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In view of the above amendments and remarks, the Applicant believes that
Claims 1 - 18 shall be in condition for allowance over the cited references. Early and

favorable action is being respectfully solicited.

If there are any issues remaining which the Examiner believes could be resolved
through either a Supplementary Response or an Examiner's Amendment, the Examiner
is respectfully requested to contact the undersigned at (408)777-8873.

| hereby certify that this correspondence is
being deposited with the United States Postal
Service as first class mail in an envelope

Respectfully submitted,

addressed to " Box: Non-Fee Amendment ;

zhen
Commissioner of Patents and Trademarks /Joe eng /
P. O. Box 1450, Alexandria, VA 22313-1450", Joe Zheng
on May 2, 2010. Reg. No.: 39,450
Name:__Joe Zheng

Signature: / Joe Zheng /
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Notice of Non-Compliant 11/534,653 KOHET AL.
Amendment (37 CFR 1.121) Examiner Art Unit

CHRISTOPHER STANFORD | 2887
-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

The amendment document filed on 03 May 2010 is considered non-compliant because it has failed to meet the
requirements of 37 CFR 1.121 or 1.4. In order for the amendment document to be compliant, correction of the following
item(s) is required.

THE FOLLOWING MARKED (X) ITEM(S) CAUSE THE AMENDMENT DOCUMENT TO BE NON-COMPLIANT:
[] 1. Amendments to the specification:
[0 A. Amended paragraph(s) do not include markings.
[] B. New paragraph(s) should not be underlined.
[ c. Other )

[J 2. Abstract:

[] A. Not presented on a separate sheet. 37 CFR 1.72.
[ B. Other )

[] 3. Amendments to the drawings:
[ A. The drawings are not properly identified in the top margin as “Replacement Sheet,” “New Sheet,” or
“‘Annotated Sheet” as required by 37 CFR 1.121(d).
[ B. The practice of submitting proposed drawing correction has been eliminated. Replacement drawings

showing amended figures, without markings, in compliance with 37 CFR 1.84 are required.
[ c. Other )

X 4. Amendments to the claims:

[] A. A complete listing of all of the claims is not present.

[] B. The listing of claims does not include the text of all pending claims (including withdrawn claims)

X C. Each claim has not been provided with the proper status identifier, and as such, the individual status
of each claim cannot be identified. Note: the status of every claim must be indicated after its claim
number by using one of the following status identifiers: (Original), (Currently amended), (Canceled),
(Previously presented), (New), (Not entered), (Withdrawn) and (Withdrawn-currently amended).

[ D. The claims of this amendment paper have not been presented in ascending numerical order.

X E. Other: Claim 7 has an incorrect status identifier. Claim 7 should be identified as Currently Amended.

[ 5. Other (e.g., the amendment is unsigned or not signed in accordance with 37 CFR 1.4):

For further explanation of the amendment format required by 37 CFR 1.121, see MPEP § 714.
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filed after allowance. If applicant wishes to resubmit the non-compliant after-final amendment with corrections, the
entire corrected amendment must be resubmitted.

2. Applicant is given one month, or thirty (30) days, whichever is longer, from the mail date of this notice to supply the
correction, if the non-compliant amendment is one of the following: a preliminary amendment, a non-final amendment
(including a submission for a request for continued examination (RCE) under 37 CFR 1.114), a supplemental
amendment filed within a suspension period under 37 CFR 1.103(a) or (c), and an amendment filed in response to a
Quayle action. If any of above boxes 1. to 4. are checked, the correction required is only the corrected section of the
non-compliant amendment in compliance with 37 CFR 1.121.

Extensions of time are available under 37 CFR 1.136(a) only if the non-compliant amendment is a non-final
amendment or an amendment filed in response to a Quayle action.

Failure to timely respond to this notice will result in:
Abandonment of the application if the non-compliant amendment is a non-final amendment or an amendment
filed in response to a Quayle action; or

Non-entry of the amendment if the non-compliant amendment is a preliminary amendment or supplemental

amendment.
/Seung H Lee/ /CHRISTOPHER STANFORD/
Primary Examiner, Art Unit 2887 Examiner, Art Unit 2887
U.S. Patent and Trademark Office Part of Paper No. 201007071
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Liang Seng Koh et al

Title: Method and apparatus for providing electronic purse
Serial No.: 11/534,653

Confirmation No.: 6327

Filing Date: 09/24/2006

Examiner: Chris Stanford

Group Art Unit: 2887

Docket No: RFID-081

July 29, 2010
Mail Stop: Non-fee amendment
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Response to 15t OA
(Replacement of corresponding Response filed May 3, 2010)

Dear Sir:

In response to Office Action dated 02/03/2010, the Applicant respectfully
requests the Examiner to enter the following amendments before reconsidering the
above-referenced application:

AMENDMENTS TO THE SPECIFICATION begin on page 2 of this Response.

AMENDMENTS TO THE CLAIMS are reflected in the listing of claims which
begins on page 3 of this Response.

REMARKS/ARGUMENTS begin on page 8 of this Response.
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AMENDMENTS TO THE SPECIFICATION
1. Please amend paragraph [0027] as follows:

[0027] Card Manager Security 106, referring to a general security framework of a
preload operating system in a smart card, provides a platform for PIN management and
security channels (security domains) for card personalization. This platform via a card
manager can be used to personalize a purse in one embodiment. One example of the
card manager security 106 is what is referred to as a Global Platform (GP) that is
created by a cross-industry membership organization ereated-to advance standards for
smart card growth. A GP combines the interests of smart card issuers, vendors, industry
groups, public entities and technology companies to define requirements and
technology standards for multiple application smart cards. In one embodiment, a global
platform security is used to personalize a smart card. As a result, both e-purse keys and
card access keys are personalized into the target tag.

2. Please amend paragraph [0029] as follows:

[0029] In reference to FIG. 1A, the physical security is realized in an emulator. As
sued-used herein, an emulator means a hardware device or a program that pretends to
be another particular device or program that other components expect to interact with.
The e-purse security is realized between one or more applets configured to provide e-
purse functioning and a payment server. The card manager security (e.g., global
platform security) is realized via a card manager to update security keys to establish
appropriate channels for interactions between the server and the applets, wherein the e-
purse applet(s) acts as a gatekeeper to regulate or control the data exchange.

3. Please amend paragraph [0034] as follows:

[0034] To personalize the cellphone 202, FIG. 3A shows a block diagram 300 of
related modules interacting with each other to achieve what is referred to herein as e-
purse personalization by an authorized person as shown in FIG. 2. FIG. 3B shows a
block diagram 320 of related modules interacting with each other to achieve what is
referred to herein as e-purse personalization by ar-a user of the e-purse as shown in
FIG. 2.
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4. Please amend paragraph [0037] as follows:

[0037] It is assumed that a user desires to personalize an e-purse embedded in a
device (e.g., a cellphone). At 352 of FIG. 3C, a personalization process is initiated.
Depending on implementation, the personalization process may be implemented in a
module in the device and activated manually or automatically, or a physical process
initiated by an authorized person (typically associated with a care issuer). As shown in
FIG. 3A, an authorized personal initiates a personalization process 304 to personalize
the e-purse for a user thereof via ar-existing-new e-purse SA module 306 and an
existing SA module 308 with the RFID reader 310 as the interface. The card manager
311 performs at least two functions: 1. establishing a security channel, via a security
domain, to install and personalize an external application (e.g., e-purse applet) in the
card personalization; and 2. creating security means (e.g., PINs) to protect the
application during subsequent operations. As a result of the personalization process
304, the e-purse applet 312 and the emulator 314 are personalized.

5. Please amend paragraph [0038] as follows:

[0038] Similarly, as shown in FIG. 3B, a user of an e-purse desires to initiate a
personalization process to personalize the e-purse wirelessly (e.g., via the m-commerce
path of FIG. 2). Different from FIG. 3A, FIG. 3B allows the personalization process to be
activated manually or automatically. For example, there is a mechanism on a cellphone
that, if pressed, activates the personalization process. Alternatively, a status of “non-
personalized” may prompt to the user to start the personalization process. As described
above, a midlet 322 in a device acts as an agent to facilitate the communication
between a payment server 324 and the e-purse 312 as well as the emulator 314,
wherein the payment server 324 has the access to the existing-new e-purse SA module
306 and an existing SA module 308. As a result of the personalization process, the e-
purse applet 312 and the emulator 314 are personalized.
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AMENDMENTS TO THE CLAIMS

Please amend Claims 1, 3, 11, 14 and 15 as follows:

1. (Currently amended) A method for providing an e-purse, the method comprising:

providing a portable device including or communicating with a smart card module
pre-loaded with an emulator, the portable device including a memory space
loaded with a midlet that is configured to facilitate communication between an e-
purse applet therein and a payment server over a wireless network, wherein the
portable device further includes a contactless interface that facilitates
communication between the e-purse applet therein and the payment server over
a wired network;

personalizing the e-purse applet by reading off data from the smart card to generate
one or more operation keys that are subsequently used to establish a secured
channel between the e-purse applet and an e-purse security authentication
module (SAM) external to the smart card-era-payrment-server, wherein said
personalizing the e-purse applet comprises:

establishing an initial security channel between the smart card and the e-

purse SAM module to install and personalize the e-purse applet in the

smart card, and

creating the security channel on top of the initial security channel to protect

subsequent operations of the smart card with the e-purse SAM, wherein

any subsequent operation of the emulator is conducted over the security
channel or via the e-purse applet.

2. (Original) The method as recited in claim 1, wherein the operation keys include one
or more of a load key and a purchase key, default personal identification numbers

(PINs), administration keys, and passwords.

3. (Currently amended) The method as recited in claim 2, wherein at least some of the
operation keys are used to establish a first secured channel so that various data is
exchanged between the e-purse applet and the payment server, and at least another
some of the operation keys are used to establish a second secured channel so that
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various data is exchanged between the e-purse applet and an-existing-the e-purse
SAM originally used to issue the e-purse as well as between the emulator and the
existing SAM.

4. (Original) The method as recited in claim 2, wherein said personalizing the e-purse

applet is done over a wireless network or a wired network.

5. (Original) The method as recited in claim 4, wherein, when said personalizing the e-
purse applet is done over a wireless network, the midlet in the portable device is
configured to facilitate communications between the e-purse and the payment

server.

6. (Original) The method as recited in claim 5, wherein both of the e-purse applet and
the emulator are personalized as a result of said personalizing the e-purse applet.

7. (Currently amended) The method as recited in claim 1, further comprising:

initiating a request from the e-purse after valid personal identification numbers
are entered and accepted on the portable device;

sending a request by the midlet to the e-purse applet that is configured to
compose a response to be sent to the midlet;

transporting the response to the payment server that is configured to verify that
the response is from an authenticated e-purse, wherein the payment server
further communicates with a financial institution to authorize a transaction
therewith; and

sending a server response from the payment server to the midlet that is
configured to process the server response before releasing the server

response to the e-purse applet.

8. (Original) The method as recited in claim 7, wherein messages exchanged between
the midlet and the payment server are in a type of commands encapsulated in
network messages.
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9. (Original) The method as recited in claim 8, wherein the commands are applicable
for APDU which stands for Application Protocol Data Unit.

10.(Original) The method as recited in claim 1, wherein the e-purse is funded through a
financial institution that maintains an account for a user being associated with the
portable device, and the e-purse supports transactions in either e-commerce or m-

commerce.

11.(Currently amended) A system for providing an e-purse, the system comprising:

a portable device including or communicating with a smart card medule-pre-loaded
with an emulator, the portable device including a memory space loaded with a
midlet that is configured to facilitate wireless communication between an e-purse
applet in the smart card thereir-and a payment server over a wireless network,

the portable device further including a contactless interface that facilitates

communication between the e-purse applet in the smart card thereir-and the

payment server over a wired network, wherein said personalizing the e-purse

applet comprises:

establishing an initial security channel between the smart card and the e-

purse SAM module to install and personalize the e-purse applet in the
smart card, and

creating the security channel on top of the initial security channel to protect

subsequent operations of the smart card with the e-purse SAM, wherein

any subsequent operation of the emulator is conducted over the security

channel or via the e-purse applet;

the payment server associated with an issuer efauthorizing the e-purse_applet; and
an-the e-purse SAM configured to enable the e-purse_applet, wherein the-an SAM is

behind the payment server and in communication with the e-purse applet when

the e-purse applet is caused to communicate with the payment server via the

midlet.-the-SAM-is-communicated-with-the-e-purse-via-the-contactless-interface
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12. (Original) The system as recited in claim 11, wherein both of the e-purse applet and
emulator are personalized by reading off data from the smart card, the data is then

used to generate operation keys for the e-purse applet.

13. (Original) The system as recited in claim 12, wherein the operation keys include
one or more of a load key and a purchase key, default personal identification
numbers (PINs), administration keys, and passwords.

14.(Currently amended) The system as recited in claim 13, wherein at least some of the
operation keys are used to establish a first secured channel so that various data is
exchanged between the e-purse applet and the payment server, and at least another
some of the operation keys are used to establish a second secured channel so that
various data is exchanged between the e-purse applet and an existing security
authentication module (SAM) originally used to issue the e-purse as well as between

the emulator and the existing SAM.

15.(Currently amended) The system as recited in claim 11, wherein, when the portable
device is used to have a transaction, there are operations of:

initiating a request from the e-purse after valid personal identification numbers
are entered and accepted on the portable device;

sending a request by the midlet to the e-purse applet that is configured to
compose a response to be sent to the midlet;

transporting the response to the payment server that is configured to verify that
the response is from an authenticated e-purse, wherein the payment server
further communicates with a financial institution to authorize a transaction
therewith; and

sending a server response from the payment server to the midlet that is

configured to process the server response before releasing the server

response to the e-purse applet.
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16.(Original) The system as recited in claim 15, wherein messages exchanged between
the midlet and the payment server are in a type of commands encapsulated in

network messages.

17.(Original) The system as recited in claim 16, wherein the commands are applicable
for APDU which stands for Application Protocol Data Unit.

18.(Original) The system as recited in claim 11, wherein the e-purse is funded through a
financial institution that maintains an account for a user being associated with the

portable device.
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Remarks

Claims 1-18 were submitted for examination. In the Office Action dated
02/03/2010, Claims 1-18 are rejected under 35 USC 102(b) as being anticipated by
Shmueli et al (US Publication No.: 20020145632, hereinafter “Shmueli”).

The Applicants appreciate the Examiner for providing detailed comments in the
Office Action. In the foregoing amendments, Claims 1, 3, 11, 14 and 15 have been
amended. No new matters have been introduced. Reconsideration of pending claims is
respectfully requested.

Rejections of Claims 1-18 under 35 USC 102(e)

The Applicant respectfully traverses the rejections of Claims 1 - 18 under 35 USC
102. A cited prior art reference anticipates a claimed invention under 35 USC 102 only if
every element of the claimed invention is identically shown in the single reference,
arranged as they are in the claim. MPEP 2131; in re Bond, 910 F.2d 831, 832, 15
USPQ2d 1566, 1567 (Fed. Cir. 1990). Each and every limitation of the claimed
invention is significant and must be found in the single cited prior reference. In re
Donohue, 766 F2.d 531, 534, 266 USPQ 619, 621 (Feb. Cir. 1985). As set forth more
fully below, Shmueli neither discloses nor suggests each and every element of the

claimed invention.

In particular, the amended Claim 1 now recites:

personalizing the e-purse applet by reading off data from the smart card to generate
one or more operation keys that are subsequently used to establish a secured
channel between the e-purse applet and an e-purse security authentication
module (SAM) external to the smart card, wherein said personalizing the e-purse
applet comprises:
establishing an initial security channel between the smart card and the e-
purse SAM module to install and personalize the e-purse applet in the
smart card, and
creating the security channel on top of the initial security channel to protect
subsequent operations of the smart card with the e-purse SAM, wherein
any subsequent operation of the emulator is conducted over the security
channel or via the e-purse applet.
(emphasis added)

As described in paragraphs [0024]-[0027], [0037] and shown in FIG. 1A and FIG.

3C, personalizing the e-purse applet requires a type of data communication with an e-
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purse SAM that is not part of the smart card. The data communication includes install
and personalize the e-purse applet in the smart card and create security means to
protect subsequent operations of the smart cards with the e-purse SAM. To do so
without a prior security channel, an initial security channel between the smart card and
the e-purse SAM module shall be establish. For example, such an initial security
channel is established by using a general security framework of a preload operating
system in a smart card. Once an initial security channel is established, a (second)

security channel on top of the initial security channel is established to protect

subsequent operations of the smart card with the e-purse SAM. In addition, any

subsequent operation of the emulator is conducted over the security channel or via the
e-purse applet. In other words, the emulator communicates externally either on top of
the security channel or simply via e-purse applet (namely, the same security channel
but through the e-purse applet).

In contrast, Shmueli is silent about such an external e-purse SAM that is needed
to establish a security channel on top of an initial security channel (e.g., an industrially
recognized framework) to facilitate subsequent operations of the smart cards with the
external e-purse SAM. FIG.1 of Shmueli shows that there are three entities, a key 10, a
host 12 and a server 14. Shmueli does not teach nor suggests that the key 10 needs to
be personalized by an external e-purse SAM to create (two-level) security means to
protect the subsequent operations of the smart cards with an external SAM. Further
Shmueli is silent about having an emulator in the smart card conduct subsequent
operations thereof over the security channel established by the e-purse applet or via the

e-purse applet itself.

Accordingly, the Applicant respectfully submits Claim 1, as amended, shall be
allowable over Shmueli. Reconsideration of Claims 1-10 is kindly requested.

Claim 10 has been amended to include similar limitations recited in Claim 1. The
Applicant wishes to rely on the above arguments to support once-amended Claim 10,
and respectfully submits Claim 10, as amended, is neither taught nor suggested by
Shmueli and shall be allowable over Shmueli. Reconsideration of Claims 10 - 18 is
kindly requested.
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In view of the above amendments and remarks, the Applicant believes that
Claims 1 - 18 shall be in condition for allowance over the cited references. Early and

favorable action is being respectfully solicited.

If there are any issues remaining which the Examiner believes could be resolved
through either a Supplementary Response or an Examiner's Amendment, the Examiner
is respectfully requested to contact the undersigned at (408)777-8873.

| hereby certify that this correspondence is
being deposited with the United States Postal
Service as first class mail in an envelope

Respectfully submitted,

addressed to " Box: Non-Fee Amendment ;

zhen
Commissioner of Patents and Trademarks /Joe eng /
P. O. Box 1450, Alexandria, VA 22313-1450", Joe Zheng
on July 29, 2010. Reg. No.: 39,450
Name:__Joe Zheng

Signature: / Joe Zheng /
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Application/Control Number: 11/534,653 Page 2
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DETAILED ACTION
Response to Amendment
1. Receipt is acknowledged of the amendment filed 7/29/2010. Claims 1, 3, 7, 11,

and 14-15 are amended and claims 1-18 are currently pending.

Claim Objections
2. Claim 11 is objected to because of the following informalities: the phrase “the
security channel” (lines 13 and 15-16) lacks antecedent basis. Appropriate correction is
required. For the purpose of examination, the phrase will be interpreted to mean “a

security channel”.

Claim Rejections - 35 USC § 112

3. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

4. Claims 1-10 are rejected under 35 U.S.C. 112, second paragraph, as being
indefinite for failing to particularly point out and distinctly claim the subject matter which
applicant regards as the invention.

Claim 1 recites the limitation “a secured channel between the e-purse applet and
an e-purse [SAM]”, “an initial security channel”, "the security channel on top of the initial
security channel", “the security channel” in lines 10-11, line 14, line 17, and lines 19-20
respectively. There is insufficient antecedent basis for this limitation in the claim. It is

unclear whether “the security channel” of lines 17 and 19-20 is intended to reference "a
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secured channel” or “an initial security channel” or a third and distinct security channel
that is “on top of the initial security channel”.
For the purposes of examination “the security channel” of line 17 and 19-20 will

be interpreted as “a security channel”.

5. Claims 11-18 are rejected under 35 U.S.C. 112, second paragraph, as being
indefinite for failing to particularly point out and distinctly claim the subject matter which
applicant regards as the invention.

Claim 11 sequentially recites: “an e-purse applet in the smart card ... wherein
said personalizing the e-purse applet comprises: establishing an initial security channel
between the smart card and the e-purse SAM module to install and personalize the e-
purse applet in the smart card". The claim discloses that the applet is in the smart
card, as opposed to configured to be in the smart card, and further limits (via the term
"wherein") the applet (already in the smart card) by reciting that a security channel is
established “to install ... the e-purse applet in the smart card”. The conventional
definition of installation is to set-up, establish, or place something that does not already
exist in the ultimate location. It is unclear whether the installation is for setting up an
applet that already exists in the smart card or setting up an applet for the first time in the

smart card.
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Claim Rejections - 35 USC § 103
6. Claims 1-18 are rejecied under 35 U.8.C. 103(a) as being unpatentable over
Shmueli et al. (US 2002/0145632 A1; hereinafter Shmueli; previously cited) in view of
Alsmaon et al. {(US 6,607,136 B1; hereinafter Alsmon).

Regarding claim 1, Shmueli teaches providing an e-purse (e-wallet 82, Fig. 6;

para [0053]), the method comprising: providing a portable device (host system 12
embodied as a cell phone, Fig. 1; para [0029]) including or communicating with a smart
card module (key 10 embodied as smart card 10B, Figs. 1 & 2B; para [0033]) pre-
loaded with an emulator (para [0027-0028]), the portable device including a memory
space (memory 28, Fig. 1; para [0029]) loaded with a midlet (keylets such as web keylet
56, Fig. 4) that is configured to facilitate communication between an e-purse applet (key
manager application 58, Fig. 4; para [0041-0044]) therein and a payment server (server
14 running web servlet 66, Figs. 1 & 4) over a wireless network (mobile phone network
is partially wireless), wherein the portable device further includes a contactless interface
(mobile phone network interface 38, Fig. 1) that facilitates communication between the
e-purse applet therein and the payment server over a wired network (host 12 embodied
as a mobile phone accessing network 16 via the internet would include a partially wired
network, i.e. the internet); personalizing the e-purse applet by reading off data from the
smart card to generate one or more operation keys (Figs. 3A-3B) that are subsequently
used to establish a secured channel between the e-purse applet and an e-purse
security authentication module (SAM) external to the smart card (para [0037-0042]),

wherein the personalizing the e-purse applet comprises: establishing an initial security
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channel between the smart card and the e-purse SAM module to update and
personalize the e-purse applet in the smart card, and creating a security channel on top
of the initial security channel to protect subsequent operations of the smart card with the
e-purse SAM, wherein any subsequent operation of the emulator is conducted over the
security channel or via the e-purse applet.

Shmueli discloses the claimed invention as cited above though does not
explicitly disclose establishing a security channel to install the e-purse applet in the
smart card.

Atsmon discloses: establishing a security channel o install the e-purse applet in
the smart card {col. 66, in. 29-col. 68, In. 51 & col. 70, In. 50-col. 74, In. 31).

At the time of the invention, it would have been obvious to a person of ordinary
skill in the art to install the e-purse applet in the card as taught by Atsmon with the
device as disclosed by Shmueli. The motivation would have been to make on-line
shopping faster and more convenient (col. 66, In. 29-40}.

Regarding claims 2 and 13, Shmueli teaches the operation keys include one or

more of a load key and a purchase key, default personal identification numbers (PINs),
administration keys, and passwords (Figs. 3A-3B; para [0037-0042]).

Regarding claims 3 and 14, Shmueli teaches at least some of the operation

keys are used to establish a first secured channel so that various data is exchanged
between the e-purse applet and the payment server (Figs. 3A-3B; para [0037-0042]),
and at least another some of the operation keys are used to establish a second secured

channel so that various data is exchanged between the e-purse applet and an existing
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SAM (e.g. VISA) originally used to issue the e-purse as well as between the emulator
and the existing SAM (para [0044-0047, 0063-0064]).

Regarding claim 4, Shmueli teaches the personalizing the e-purse applet is

done over a wireless network or a wired network (via network 16 which is embodied as
a mobile phone network and the internet, Figs. 3A-3B; para [0037-0042]).

Regarding claim 5, Shmueli teaches when the personalizing the e-purse applet
is done over a wireless network, the midlet in the portable device is configured to
facilitate communications between the e-purse and the payment server (keylets such as
web keylet 56, Fig. 4; para [0037-0042]).

Regarding claim 6, Shmueli teaches both of the e-purse applet and the
emulator are personalized as a result of said personalizing the e-purse applet (key 10
and host 12 contain applet and emulator and all are personalized via authentication,
Figs. 3A, 3B, & 4; para [0037-0042].

Regarding claims 7 and 15, Shmueli teaches initiating a request (para [0042-

0045]) from the e-purse after valid personal identification numbers are entered and
accepted on the portable device (steps 114-120, Fig. 3A);sending a request by the
midlet to the e-purse applet that is configured to compose a response to be sent to the
midlet (data from files 60, 62, 64 sent from key manager application to web keylets in
the interaction with web servlets 66, Fig. 4; para [0042-0045,0057,0064]); transporting
the response to the payment server that is configured to verify that the response is from
an authenticated e-purse (authenticated prior to running keylet, Fig. 3A-B), wherein the

payment server further communicates with a financial institution (business partners of
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third party services 70, para [0044,0063-0064]) to authorize a transaction therewith; and
sending a response (update key automatically, step 124 of Fig. 3B) from the payment
server to the midlet that is configured to process the response before releasing the

response to the e-purse applet (para [0039]).

Regarding claims 8 and 16, Shmueli teaches messages exchanged between
the midlet and the payment server are in a type of commands encapsulated in network
messages (files sent via network; para [0027-0028,0041-0042]).

Regarding claims 9 and 17, Shmueli teaches the commands are applicable for

Application Protocol Data Unit (APDU) (data files system; para [0027-0028,0041-
0042,0096-0098]). Shmueli teaches commands for authentication, access, and data
transfer just as is evident in APDU and therefore the commands are applicable for
APDU. The prior art need not teach the specific format of APDU commands in order to
teach the applicability of the commands.

Regarding claims 10 and 18, Shmueli teaches the e-purse is funded through a

financial institution that maintains an account for a user being associated with the
portable device (para [0063-0064]), and the e-purse supports transactions in either e-
commerce or m-commerce (para [0063-0064]).

Regarding claim 11, Shmueli teaches a system for providing an e-purse (e-
wallet 82, Fig. 6; para [0053]), the system comprising: a portable device (host system 12
embodied as a cell phone, Fig. 1; para [0029]) including or communicating with a smart
card module (key 10 embodied as smart card 10B, Figs. 1 & 2B; para [0033]) pre-

loaded with an emulator (para [0027-0028]), the portable device including a memory
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space (memory 28, Fig. 1; para [0029]) loaded with a midlet (keylets such as web keylet
56, Fig. 4) that is configured to facilitate wireless communication between an e-purse
applet (key manager application 58, Fig. 4; para [0041-0044]) in a smart card and a
payment server (server 14 running web servlet 66, Figs. 1 & 4) over a wireless network
(mobile phone network is partially wireless), the portable device further including a
contactless interface (mobile phone network interface 38, Fig. 1) that facilitates
communication between the e-purse applet in the smart card and the payment server
over a wired network (host 12 embodied as a mobile phone accessing network 16 via
the internet would include a partially wired network, i.e. the internet); wherein the
personalizing the e-purse applet comprises: establishing an initial security channel
between the smart card and the e-purse SAM module to update and personalize the e-
purse applet in the smart card, and creating a security channel on top of the initial
security channel to protect subsequent operations of the smart card with the e-purse
SAM, wherein any subsequent operation of the emulator is conducted over the security
channel or via the e-purse applet; the payment server associated with an issuer
authorizing the e-purse applet (para [0044-0047, 0063-0064]); and the e-purse SAM
(third party services behind extended application program interface 74 of server 14,
Figs. 1 and 3-4) configured to enable the e-purse applet, wherein the SAM is behind the
payment server and in communication with the e-purse applet when the e-purse is
caused to communicate with the payment server via the midlet over a wireless network

(Figs. 3A-3B; para [0037-0047,0063-0064]).
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Shmueli discloses the claimed invention as cited above though does not
explicitly disclose establishing a security channel to install the e-purse applet in the
smart card.

Atsmon discloses: establishing a security channel to install the e-purse applet in
the smart card {(col. 86, in. 28-col. 68, In. 52}.

At the time of the invention, it would have been obvious to a person of ordinary
skill in the art to install the e-purse applet in the card as taught by Atsmon with the
davice as disclosed by Shrmueli. The motivation would have been o make on-line
shopping faster and more convenient {col. 66, In. 28-40).

Regarding claim 12, Shmueli teaches both of the e-purse applet and emulator
are personalized (Figs. 3A-3B) by reading off data from the smart card (para [0037-
0042]), the data is then used to generate operation keys for the e-purse applet (para

[0037-0042]).

Response to Arguments
1. Applicant's arguments with respect to claims 1-18 have been considered but are

moot in view of the new ground(s) of rejection.

Conclusion
2. Applicant's amendment necessitated the new ground(s) of rejection presented in

this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
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Application/Control Number: 11/534,653 Page 10
Art Unit: 2887

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to CHRISTOPHER STANFORD whose telephone number
is (571)270-3337. The examiner can normally be reached on Monday through Fridays ,
7:30am-4:30pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Steve Paik can be reached on (571)272-2404. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Art Unit: 2887

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/CHRISTOPHER STANFORD/
Examiner, Art Unit 2887

/Seung H Lee/
Primary Examiner, Art Unit 2887
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Courtesy Reminder for
Application Serial No: 11/534,653

Attorney Docket No: RFID-081
Customer Number: 26797
Date of Electronic Notification: 10/01/2010

This is a courtesy reminder that new correspondence is available for this
application. The official date of notification of the outgoing correspondence
will be indicated on the form PTOL-90 accompanying the correspondence.

An email notification regarding the correspondence was sent to the following

email address(es) associated with your customer number:
uspatents@sbcglobal.net

Please verify that these email addresses are correct.

To view your correspondence online or update your email addresses, please
visit us anytime at https://sportal.uspto.gov/secure/myportal/privatepair.
If you have any questions, please email the Electronic Business Center (EBC)
at EBC@uspto.gov or call 1-866-217-9197.
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PTO/SB/30 (08-00)
Approved for use through 10/31/2002. OMB 0651-0031

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

r REQU EST Application Number 1 1/534,653 \

FOR Filing Date 09/24/2006

CONTINUED EXAMINATION (RCE) | Fisttamedinveror | | jang Seng Koh

TRANSMITTAL Group Art Unkt 2887

provides for continued examination of an utility or plant application

Subsection (b) of 35 U.S.C. § 132, effective on May 29, 2000, Examiner Name Chris Stanford

filed on or after June 8, 1995.
\ See The American Inventors Protection Act of 1999 (AIPA). Attorney Docket Number RF I D -08 1 J

This is a Request for Continued Examination (RCE) under 37 C.F.R. § 1.114 of the above-identified application.
NOTE: 37 C.F.R. § 1.114 is effective on May 29, 2000. If the above-identified application was filed prior to May 29, 2000, applicant may
wish to consider filing a continued prosecution application (CPA) under 37 C.F.R. § 1.53 (d) (PTO/SB/29) instead of a RCE to be eligible for
the patent term adjustment provisions of the AIPA. See Changes to Application Examination and Provisional Application Practice, Final Rule, 65
Fed. Reg. 50092 (Aug. 16, 2000); Interim Rule, 65 Fed. Reg. 14865 (Mar. 20, 2000), 1233 Off. Gaz. Pat. Office 47 (Apr. 11, 2000), which
established RCE practice.

1. l Submission required under 37 C.F.R. § 1.114 I

a. Previously submitted
I;I 0 Consider the amendment(s)/reply under 37 C.F.R. § 1.116 previously filed on

(Any unentered amendment(s) referred to above will be entered).

i |:] Consider the arguments in the Appeal Brief or Reply Brief previously filed on

ii. (] Other
b.[X] Enclosed

i. [X] Amendment/Reply

i. [] Affidavit(s)/Declaration(s)

iii. |:| Information Disclosure Statement (IDS)

iv. [[] Other

2. | Miscellaneous

a.[] Suspension of action on the above-identified application is requested under 37 C.F.R. § 1.103(c) for
a period of months. (Period of suspension shall not exceed 3 months; Fee under 37 C.F.R. § 1.17(i) required)
b.[] Other

3. Fees | The RCE fee under 37 C.F.R. § 1.17(e) is required by 37 C.F.R. § 1.114 when the RCE is filed.

a. |:| The Director is hereby authorized to charge the following fees, or credit any overpayments, to
Deposit Account No.

i. [] RCE fee required under 37 C.F.R. § 1.17(e) Sma" Entity
i. [} Extension of time fee (37 C.F.R. §§ 1.136 and 1.17)
iii. [] Other

b. |:| Check in the amount of $ enclosed

c.[x] Payment by credit card {Form PT0-2038 enclosed) paid via PAIR

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

Name  (Print /Type) Joe Zheng Registration No. (Attorney/Agent) | 39,450
Signature |/ joe zheng / Date 12/31/2010
( CERTIFICATE OF MAILING OR TRANSMISSION N

| hereby certify that this correspondence is being deposited with the United States Postal Service with sufficient postage as first class mail in an
envelope addressed to: Commissioner For Patents, Box RCE, Washington, DC 20231, or facsimile transmitted to the U.S. Patent and Trademark

Office on:
Name__(Print/Type) Joe Zhen
\.Signature Ijoe Zheng / Date 12/31/2010 )

Burden Hour Statement: This form is estimated to take 0.2 hours to complete. Time will vary depending upon the needs of the individual case. Any comments on the
amount of time you are required to complete this form should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, Washington, DC 20231. DO
NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND Fees and Completed Forms to the following address: Assistant Commissioner for Patents,

Box RCE, Washington, DC 20231.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Liang Seng Koh et al

Title: Method and apparatus for providing electronic purse
Serial No.: 11/534,653

Confirmation No.: 6327

Filing Date: 09/24/2006

Examiner: Chris Stanford

Group Art Unit: 2887

Docket No: RFID-081

December 31, 2010
Mail Stop: AF/RCE
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Response to Final OA

Preliminary amendments in RCE filed concurrently

Dear Sir;

In response to Office Action dated 10/01/2010, the Applicant respectfully
requests the Examiner to enter the following minor amendments before reconsidering
the above-referenced application:

AMENDMENTS TO THE CLAIMS are reflected in the listing of claims which
begins on page 2 of this Response.

REMARKS/ARGUMENTS begin on page 7 of this Response.
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AMENDMENTS TO THE CLAIMS

Please amend Claims 1 and 11 as follows:

1. (Currently amended) A method for providing an e-purse, the method comprising:
providing a portable device including or communicating with a smart card module
pre-loaded with an emulator, the portable device including a memory space
loaded with a midlet that is configured to facilitate communication between an e-
purse applet therein and a payment server over a wireless network, wherein the
portable device further includes a contactless interface that facilitates
communication between the e-purse applet therein and the payment server over
a wired network;
personalizing the e-purse applet by reading off data from the smart card to generate
one or more operation keys that are subsequently used to establish a secured
channel between the e-purse applet and an e-purse security authentication
module (SAM) external to the smart card, wherein said personalizing the e-purse
applet comprises:
establishing an initial security channel between the smart card and the e-
purse SAM medule-to install and personalize the e-purse applet in the
smart card, and
creating the-a security channel on top of the initial security channel to protect
subsequent operations of the smart card with the e-purse SAM, wherein
any subsequent operation of the emulator is conducted over the security
channel ervia the e-purse applet.

2. (Original) The method as recited in claim 1, wherein the operation keys include one
or more of a load key and a purchase key, default personal identification numbers
(PINs), administration keys, and passwords.

3. (Previously amended) The method as recited in claim 2, wherein at least some of
the operation keys are used to establish a first secured channel so that various data
is exchanged between the e-purse applet and the payment server, and at least

another some of the operation keys are used to establish a second secured channel
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so that various data is exchanged between the e-purse applet and the e-purse SAM
originally used to issue the e-purse as well as between the emulator and the existing
SAM.

4. (Original) The method as recited in claim 2, wherein said personalizing the e-purse

applet is done over a wireless network or a wired network.

5. (Original) The method as recited in claim 4, wherein, when said personalizing the e-
purse applet is done over a wireless network, the midlet in the portable device is
configured to facilitate communications between the e-purse and the payment

server.

6. (Original) The method as recited in claim 5, wherein both of the e-purse applet and
the emulator are personalized as a result of said personalizing the e-purse applet.

7. (Previously amended) The method as recited in claim 1, further comprising:

initiating a request from the e-purse after valid personal identification numbers
are entered and accepted on the portable device;

sending a request by the midlet to the e-purse applet that is configured to
compose a response to be sent to the midlet;

transporting the response to the payment server that is configured to verify that
the response is from an authenticated e-purse, wherein the payment server
further communicates with a financial institution to authorize a transaction
therewith; and

sending a server response from the payment server to the midlet that is
configured to process the server response before releasing the server

response to the e-purse applet.

8. (Original) The method as recited in claim 7, wherein messages exchanged between
the midlet and the payment server are in a type of commands encapsulated in
network messages.
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9. (Original) The method as recited in claim 8, wherein the commands are applicable
for APDU which stands for Application Protocol Data Unit.

10.(Original) The method as recited in claim 1, wherein the e-purse is funded through a
financial institution that maintains an account for a user being associated with the
portable device, and the e-purse supports transactions in either e-commerce or m-
commerce.

11.(Currently amended) A system for providing an e-purse, the system comprising:

a portable device including or communicating with a smart card pre-loaded with an
emulator, the portable device including a memory space loaded with a midlet that
is configured to facilitate wireless communication between an e-purse applet in
the smart card and a payment server over a wireless network, the portable
device further including a contactless interface that facilitates communication
between the e-purse applet in the smart card and the payment server over a
wired network, wherein said personalizing the e-purse applet comprises:

establishing an initial security channel between the smart card and the e-
purse security authentication module (SAM) medule-to install and

personalize the e-purse applet in the smart card, and
creating the-a security channel on top of the initial security channel to protect
subsequent operations of the smart card with the e-purse SAM, wherein
any subsequent operation of the emulator is conducted over the security
channel ervia the e-purse applet;
the payment server associated with an issuer authorizing the e-purse applet; and
the e-purse SAM configured to enable the e-purse applet, wherein an SAM is behind
the payment server and in communication with the e-purse applet when the e-

purse applet is caused to communicate with the payment server via the midlet.

12. (Original) The system as recited in claim 11, wherein both of the e-purse applet and
emulator are personalized by reading off data from the smart card, the data is then
used to generate operation keys for the e-purse applet.
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13. (Original) The system as recited in claim 12, wherein the operation keys include
one or more of a load key and a purchase key, default personal identification
numbers (PINs), administration keys, and passwords.

14.(Previously amended) The system as recited in claim 13, wherein at least some of
the operation keys are used to establish a first secured channel so that various data
is exchanged between the e-purse applet and the payment server, and at least
another some of the operation keys are used to establish a second secured channel
so that various data is exchanged between the e-purse applet and an existing
security authentication module (SAM) originally used to issue the e-purse as well as
between the emulator and the existing SAM.

15.(Previously amended) The system as recited in claim 11, wherein, when the portable
device is used to have a transaction, there are operations of:

initiating a request from the e-purse after valid personal identification numbers
are entered and accepted on the portable device;

sending a request by the midlet to the e-purse applet that is configured to
compose a response to be sent to the midlet;

transporting the response to the payment server that is configured to verify that
the response is from an authenticated e-purse, wherein the payment server
further communicates with a financial institution to authorize a transaction
therewith; and

sending a server response from the payment server to the midlet that is
configured to process the server response before releasing the server
response to the e-purse applet.

16.(Original) The system as recited in claim 15, wherein messages exchanged between
the midlet and the payment server are in a type of commands encapsulated in
network messages.

17.(Original) The system as recited in claim 16, wherein the commands are applicable
for APDU which stands for Application Protocol Data Unit.
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18.(Original) The system as recited in claim 11, wherein the e-purse is funded through a
financial institution that maintains an account for a user being associated with the

portable device.
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Remarks

Claims 1-18 were submitted for examination. In the Office Action dated
10/01/2010, Claims 1-18 are rejected under 35 USC 103(a) as being unpatentable over
Shmueli et al (US Publication No.: 20020145632, hereinafter “Shmueli”) in view of
Atsmon et al (US Pat. No.: 6,607,136, hereinafter “Atsmon”).

The Applicants appreciate the Examiner for providing detailed comments in the
Office Action. In the foregoing amendments, Claims 1, and 11 have been amended to
correct some informalities. These amendments will not require the Examiner to perform

another search. Reconsideration of pending claims is respectfully requested.

Rejections of Claims 1-18 under 35 USC 103(a)

On page 2, the Examiner rejects Claim 1 under 112, second paragraph, as being
indefinite for failing to particularly point out and distinctly claim the subject matter which
applicant regards the invention.

The Applicant respectfully disagrees with the Examiner as it is believed that the
Examiner seemed to have been confused with the security mechanisms recited in Claim
1. The Response dated 07/29/2010 explicitly states that “there are two security
channels”. As demonstrated on pages 2 and 3 of the Office Action, the Examiner
assumed that the security channel between the e-purse applet and an e-purse SAM is
the same as the initial security channel, such misunderstanding may have led the

Examiner a misleading search result, and thus the erroneous rejections.

As amended, Claim 1 explicitly recites:

personalizing the e-purse applet by reading off data from the smart card to generate
one or more operation keys that are subsequently used to establish a secured
channel between the e-purse applet and an e-purse security authentication
module (SAM) external to the smart card, wherein said personalizing the e-purse
applet comprises:
establishing an initial security channel between the smart card and the e-
purse SAM module to install and personalize the e-purse applet in the
smart card, and
creating a security channel on top of the initial security channel to protect
subsequent operations of the smart card with the e-purse SAM, wherein
any subsequent operation of the emulator is conducted over the security
channel via the e-purse applet.
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(emphasis added)
As described in paragraphs [0024]-[0027], [0037] and shown in FIG. 1A and FIG.
3C, personalizing the e-purse applet requires a type of data communication with an e-

purse SAM that is not part of the smart card. The data communication includes installing
and personalizing the e-purse applet in the smart card and creating security means to

protect subsequent operations of the smart cards with the e-purse SAM. To do so

without a prior security channel, an initial security channel between the smart card and
the e-purse SAM module shall be established. For example, such an initial security
channel is established by using a general security framework of a preload operating
system in a smart card. Once an initial security channel is established, a (second)

security channel on top of the initial security channel is established to protect

subsequent operations of the smart card with the e-purse SAM. In addition, any

subsequent operation of the emulator is conducted over the security channel via the e-
purse applet. In other words, as explicitly shown in FIG. 2, the emulator 208
communicates externally on top of the security channel via e-purse applet 206 to

conduct either e-commerce or m-commerce.

In contrast, Shmueli is silent about such an external e-purse SAM that is needed

to establish a security channel on top of an initial security channel (e.g., an industrially

recognized framework) to facilitate subsequent operations of the smart cards with the
external e-purse SAM. FIG. 1 of Shmueli shows that there are three entities, a key 10, a
host 12 and a server 14. Shmueli does not teach nor suggests that the key 10 needs to
be personalized by an external e-purse SAM to create (two-level) security means to
protect the subsequent operations of the smart cards with an external SAM. Further
Shmueli is silent about having an emulator in the smart card conduct subsequent
operations thereof over the security channel established by the e-purse applet to

conduct either e-commerce or m-commerce.

On page 5 of the Office Action, the Examiner also admits that Shmueli does not
explicitly disclose establishing a security channel to install the e-purse applet in the
smart card, and thus cites Atsmon to show the teaching.

The Applicant respectfully contests the combination of Shmueli and Atsmon as it
is believed that there is no motivation to combine these two references in the manner

proposed by the Examiner. In order to establish a prima facie case of obviousness
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under 35 USC 103, Graham v. John Deer Co. of Kansas City, 383 US 1 (1966) requires
determining, respectively, the scope and content of the prior art, the difference between
the prior art and the claims at issue, and the level of ordinary skilled in the art.
Rejections on obviousness grounds cannot be sustained by mere conclusory
statements; instead, there must be some articulated reasoning with some rational
underpinning, to support the legal conclusion of obviousness. KSR v. Teleflex, No. 04-
1350 (US Apr. 30, 2007) (citing In re Kahn, 441 F. 3d 977, 988 (Canada Fed. 2006)).
The suggestion to make the claim combination must be found in the prior art, not in the
Applicant’s disclosure. In re Vaek, 20 USPQ2d 1438 (Fed. Cir. 1991). Moreover, in
accordance with MPEP 2142.02, each prior art reference must be considered in its
entirety, i.e., as a whole, including portions that would lead away from the claimed
invention. W.L.Gore & Associates Inc. v. Garlock, Inc. 220 USPQ 303 (Fed. Cir. 1993).
A third essential requirement for establishing a prima facie case, set forth in MPEP
2143.01, is that the proposed modification cannot render the prior art unsatisfactory for

its intended purpose.

Atsmon teaches an interactive authentication system to allow a consumer to
interact with a base station to receive coupons, special sales and other information with
an electronic card. After a careful review, the Applicant concludes that Atsmon does not
teach how to use a security channel to install and personalize an e-purse applet in a
smart card. Atsmon only says that special client remote access software is downloaded,
see Col. 32, lines-56-63, where that special client remote access software is for access
to the website (e.g., a base station), no encryption, or any mechanism for a security

channel are mentioned or described.

Accordingly, the Applicant submits Shmueli could not be modified with Atsmon or
such modification would render Shmueli inoperable. The Applicant wishes to further
point out that Atsmon describes entirely about e-wallet. It is commonly known in the art
that e-wallet is not the same as e-purse. An e-wallet system has a user credit-card and
personal info at the backend, an e-card in the e-wallet system is used as an identity
card for logging in into the system. When shopping, the e-card can be used to identify
the user to retrieve the info and submit the info to the merchant site. Evidently, an e-
purse in the instant application describes about electronic money in a local portable

device. Accordingly, the combination of Shmueli and Atsmon neither teaches nor
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suggests Claim 1, and Claim shall be allowable over Shmueli and Atsmon.

Reconsideration of Claims 1-10 is kindly requested.

Claim 11 has been amended to include similar limitations recited in Claim 1. The
Applicant wishes to rely on the above arguments to support once-amended Claim 11,
and respectfully submits Claim 11, as amended, is neither taught nor suggested by
Shmueli and Atsmon, viewed alone or in combination, and shall be allowable over

Shmueli and Atsmon. Reconsideration of Claims 11 - 18 is kindly requested.

In view of the above amendments and remarks, the Applicant believes that
Claims 1 - 18 shall be in condition for allowance over the cited references. Early and

favorable action is being respectfully solicited.

If there are any issues remaining which the Examiner believes could be resolved
through either a Supplementary Response or an Examiner's Amendment, the Examiner

is respectfully requested to contact the undersigned at (408)777-8873.

| hereby certify that this correspondence is
being deposited with the United States Postal Respectfully submitted,
Service as first class mail in an envelope

addressed to " Box: Non-Fee Amendment

Commissioner of Patents and Trademarks / joe zheng /
P. O. Box 1450, Alexandria, VA 22313-1450",
on Dec. 31, 2010. Joe Zheng

Name:__Joe Zheng Reg. No.: 39,450

Signature: / Joe Zheng /

Page 10 of 10

Samsung Ex. 1002, Page 132 of 254
Samsung Electronics America, Inc. v. RFCyber Corp.
IPR2021-00981



PTO/SB/06 (07-06)

Approved for use through 1/31/2007. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD | Apiication or Docket Number | Filing Date
Substitute for Form PTO-875 11/534,653 09/24/2006 | [ To be Mailed
APPLICATION AS FILED — PART | OTHER THAN
(Column 1) (Column 2) SMALLENTITY [X]  ©OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
[0 seARcH FEE
(37 CFR 1.18(K), (i), or (m)) N/A N/A N/A N/A
D EXAMINATION FEE
(37 CFR 1.16(0), (p), or (a)) N/A N/A N/A N/A
é?%ﬁlé(il]%m)s minus 20= | * X$ = ORI xs =
INDEPENDENT CLAIMS ) . _ _
(37 CFR 1.16() minus 3 = x$ = x$ =
If the specification and drawings exceed 100
0O sheets of paper, the application size fee due
A;%_!gﬁqg'\' SIZE FEE is $250 ($125 for small entity) for each
( 16() additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
p—
|:| MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()))
—
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED - PART 1l
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
— | 12/31/2010 | Arrer PREVIOUSLY EXTRA RATE ) | FeE 3 RATE (§) FEE ($)
E AMENDMENT PAE) FOR
g T?Stg') (@7 CFR « 18 Minus | = 20 -0 X $26 = 0 OR | xs =
Z oo, -2 minus | =3 -0 X $110= 0 or | xs -
E: D Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L 0 OR  ADDL
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE 3) | ree $) RATE ($) FEE ($)
- AMENDMENT PAID FOR
& | e * Minus | = = xs = oR [xs =
= | poepergent ] Minus | = - x$ = or [xs =
E I:' Application Size Fee (37 CFR 1.16(s))
=
< D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR  ADDL
FEE FEE
j*lf the o;nt-ry in column 1 is Ies.s than thej entr;i‘in column 2, write. “0” in column 3. o Legal Instrument Examiner:
If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”. JAMANDA EORD/
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.

Samsung Ex. 1002, Page 133 of 254
Samsung Electronics America, Inc. v. RFCyber Corp.

IPR2021-00981



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0O. Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |

11/534,653 09/24/2006 Liang Seng Koh RFID-081 6327
26797 7590 05/25/2011 | EXAMINER |
SILICON VALLEY PATENT AGENCY
7394 WILDFLOWER WAY STANFORD, CHRISTOPHER J
CUPERTINO, CA 95014

| ART UNIT | PAPER NUMBER |

2887
| NOTIFICATION DATE | DELIVERY MODE |
05/25/2011 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):
uspatents @sbcglobal.net

PTOL-90A (Rev. 04/07)

Samsung Ex. 1002, Page 134 of 254
Samsung Electronics America, Inc. v. RFCyber Corp.
IPR2021-00981



Application No. Applicant(s)

11/534,653 KOH ET AL.
Office Action Summary Examiner ArLUnit

CHRISTOPHER STANFORD 2887

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

)X Responsive to communication(s) filed on 31 December 2010.

a)[] This action is FINAL. 2b)[X] This action is non-final.

3)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.
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DETAILED ACTION
Continued Examination Under 37 CFR 1.114
1. A request for continued examination under 37 CFR 1.114, including the fee set
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on

12/31/2010 has been entered.

Response to Amendment
2. Receipt is acknowledged of the amendment filed 12/21/2010. Claims 1 and 11

are amended and claims 1-18 are currently pending.

Claim Rejections - 35 USC § 103
3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

4, Claims 1-18 are rejected under 35 U.5.C. 103(a) as being unpatentable over
Shmueli et al. (US 2002/0145632 A1; hereinafter Shmueli; previously cited) in view of
Nystrom {US 2009/0313689 A1; hereinafter Nystrom). Nystrom is a National Stage

entry of PCT/IBO5/03792.
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Regarding claim 1, Shmueli teaches providing an e-purse (e-wallet 82, Fig. 6;

para [0053]), the method comprising: providing a portable device (host system 12
embodied as a cell phone, Fig. 1; para [0029]) including or communicating with a smart
card module (key 10 embodied as smart card 10B, Figs. 1 & 2B; para [0033]) pre-
loaded with an emulator (“the memory 18 will emulate a file system on a memory
device, such as a hard disk drive, accessible by the host 12 wherein at least certain
aspects of the software 20 are capable of running or executing on the host 12”; para
[0027-0028]), the portable device including a memory space (memory 28, Fig. 1; para
[0029]) loaded with a midlet (keylets such as web keylet 56, Fig. 4) that is configured to
facilitate communication between an e-purse applet (key manager application 58, Fig. 4;
para [0041-0044]) therein and a payment server (server 14 running web servlet 66,
Figs. 1 & 4) over a wireless network (mobile phone network is partially wireless),
wherein the portable device further includes a contactless interface (mobile phone
network interface 38, Fig. 1) that facilitates communication between the e-purse applet
therein and the payment server over a wired network (host 12 embodied as a mobile
phone accessing network 16 via the internet would include a partially wired network, i.e.
the internet); personalizing the e-purse applet by reading off data from the smart card to
generate one or more operation keys (Figs. 3A-3B) that are subsequently used to
establish a secured channel between the e-purse applet and an e-purse security
authentication module (SAM) external to the smart card (“the user will provide
authentication indicia to the host 12. The authentication routine, which is running on the

host 12, will receive the authentication indicia from the user (block 114), and determine
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if the user is authenticated (block 116)”, note: the host 12 is “external” to the key 10;
para [0037-0042]), wherein the personalizing the e-purse applet comprises: establishing
an initial security channel (unauthenticated communication between key 10 and host
12) between the smart card and the e-purse SAM module to update and personalize the
e-purse applet in the smart card (“If the user is authenticated (block 116), one or more
additional keylets based on the user authentication are executed according to the
interaction of the user (block 120)”; para [0037-0042]), and creating a security channel
(authenticated communication between key 10 and host 12 and network 16) on top of
the initial security channel to protect subsequent operations of the smart card with the e-
purse SAM (“During execution of any of the keylets, data may be accessed from the key
10 as necessary based on the keylet and the authentication or security level (block
122)”; para [0039]), wherein any subsequent operation of the emulator is conducted
over the security channel via the e-purse applet (para [0039]).

Note: the claim explicitly requires the SAM to be “external io the smart card” but
does not require the SAM 1o be external to the portable device.

Shmueli discloses the claimed invention as cited above though does not
explicitly disclose establishing a securily channel on top of the initial security channel to
install the e-purse applet in the smart card.

Further, Applicant’s disclosure states “an emulator means a hardware device or a
program that pretends to be another particular device or program that other components
expect to interact with”. This is in-line with the memory disclosed in Shmueli (para

[0027-0028]).
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Nystrom discloses personalizing the e-purse applet (Reload & Update
Procedures; para [0111-120]) by reading off data from the smart card to generate one
or more operation keys (“a reloading of relevant application related code sections, i.e.
program code and/or user interface definitions” in light of association procedures:
“request for authentication is preferably preformed prior to any operation of the secure
storage subsystem 190”; para [0112,0127-0130]) that are subsequently used to
establish a secured channel between the e-purse applet (“application programs created
on the basis of JAVA ME the terminal device 100 implements a JAVA MIDP (Mobile
Information Device Profile), which defines an interface between a JAVA ME application
program, also known as a JAVA MIDlet, and the terminal device 100” associated with
“the data stored in the secure storage subsystem 190 such as entering additional credit
into an account maintained by electronic prepaid payment application or electronic
wallet application, loading electronic tickets into an electronic ticket application”; para
[0071,0086]) and an e-purse security authentication module (SAM) (network operator
control center 300, secure storage management center 320, application service provider
center 310, Fig. 4a-4b) external to the smart card (SIM 185 in portable terminal device
100, Fig. 2), wherein said personalizing the e-purse applet comprises: establishing an
initial security channel (“the terminal device 100 and its network connectivity subsystem
250 authenticates against the authentication entity of the network by the means of the
network authentication module”; para [0124]) between the smart card and the e-purse
SAM (authentication entities include: network operator control center 300, secure

storage management center 320, application service provider center 310, Fig. 4a-4b) to
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install and personalize (reload, update, exchange and/or associate) the e-purse applet
in the smart card (para [0111-0137]), and creating a security channel on top of the initial
security channel (“operability of the secure storage subsystem 190 may be linked to the
network authentication module to prevent usage of the secure storage subsystem 190
with any other network authentication module and to provide additional control by the
cellular network operator over the operability of the secure storage subsystem 190" and
“request for authentication is preferably preformed prior to any operation of the secure
storage subsystem 190”; para [0126,0130]) to protect subsequent operations of the
smart card with the e-purse SAM, wherein any subsequent operation is conducted over

the security channel via the e-purse applet (para [0100-0103]).

At the time of the invention, it would have been obvious to a person of ordinary
skill in the art to provide a security channs! on top of an initial security channel for
installation as taught by Nystrom with the device as disclosed by Shmueli. The
motivation would have been to prevent usage of the secure storage subsystem with any
other network authentication module and to provide additional control by the cellular
network operator over the operability of the secure storage subsystem (para [0126]).

Regarding claims 2 and 13, Shmueli teaches the operation keys include one or
more of a load key and a purchase key, default personal identification numbers (PINs),
administration keys, and passwords (Figs. 3A-3B; para [0037-0042]).

Regarding claims 3 and 14, Shmueli teaches at least some of the operation
keys are used to establish a first secured channel so that various data is exchanged

between the e-purse applet and the payment server (Figs. 3A-3B; para [0037-0042]),
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and at least another some of the operation keys are used to establish a second secured
channel so that various data is exchanged between the e-purse applet and an existing
SAM (e.g. VISA) originally used to issue the e-purse as well as between the emulator
and the existing SAM (para [0044-0047, 0063-0064]).

Regarding claim 4, Shmueli teaches the personalizing the e-purse applet is

done over a wireless network or a wired network (via network 16 which is embodied as
a mobile phone network and the internet, Figs. 3A-3B; para [0037-0042]).

Regarding claim 5, Shmueli teaches when the personalizing the e-purse applet
is done over a wireless network, the midlet in the portable device is configured to
facilitate communications between the e-purse and the payment server (keylets such as
web keylet 56, Fig. 4; para [0037-0042]).

Regarding claim 6, Shmueli teaches both of the e-purse applet and the
emulator are personalized as a result of said personalizing the e-purse applet (key 10
and host 12 contain applet and emulator and all are personalized via authentication,
Figs. 3A, 3B, & 4; para [0037-0042].

Regarding claims 7 and 15, Shmueli teaches initiating a request (para [0042-
0045]) from the e-purse after valid personal identification numbers are entered and
accepted on the portable device (steps 114-120, Fig. 3A);sending a request by the
midlet to the e-purse applet that is configured to compose a response to be sent to the
midlet (data from files 60, 62, 64 sent from key manager application to web keylets in
the interaction with web servlets 66, Fig. 4; para [0042-0045,0057,0064]); transporting

the response to the payment server that is configured to verify that the response is from
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an authenticated e-purse (authenticated prior to running keylet, Fig. 3A-B), wherein the
payment server further communicates with a financial institution (business partners of
third party services 70, para [0044,0063-0064]) to authorize a transaction therewith; and
sending a response (update key automatically, step 124 of Fig. 3B) from the payment
server to the midlet that is configured to process the response before releasing the
response to the e-purse applet (para [0039]).

Regarding claims 8 and 16, Shmueli teaches messages exchanged between

the midlet and the payment server are in a type of commands encapsulated in network
messages (files sent via network; para [0027-0028,0041-0042]).

Regarding claims 9 and 17, Shmueli teaches the commands are applicable for
Application Protocol Data Unit (APDU) (data files system; para [0027-0028,0041-
0042,0096-0098]). Shmueli teaches commands for authentication, access, and data
transfer just as is evident in APDU and therefore the commands are “applicable” for
APDU. The prior art need not teach the specific format of APDU commands in order to
teach the applicability of the commands.

Regarding claims 10 and 18, Shmueli teaches the e-purse is funded through a
financial institution that maintains an account for a user being associated with the
portable device (para [0063-0064]), and the e-purse supports transactions in either e-
commerce or m-commerce (para [0063-0064]).

Regarding claim 11, Shmueli teaches a system for providing an e-purse (e-
wallet 82, Fig. 6; para [0053]), the system comprising: a portable device (host system 12

embodied as a cell phone, Fig. 1; para [0029]) including or communicating with a smart
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card module (key 10 embodied as smart card 10B, Figs. 1 & 2B; para [0033]) pre-
loaded with an emulator (para [0027-0028]), the portable device including a memory
space (memory 28, Fig. 1; para [0029]) loaded with a midlet (keylets such as web keylet
56, Fig. 4) that is configured to facilitate wireless communication between an e-purse
applet (key manager application 58, Fig. 4; para [0041-0044]) in a smart card and a
payment server (server 14 running web servlet 66, Figs. 1 & 4) over a wireless network
(mobile phone network is partially wireless), the portable device further including a
contactless interface (mobile phone network interface 38, Fig. 1) that facilitates
communication between the e-purse applet in the smart card and the payment server
over a wired network (host 12 embodied as a mobile phone accessing network 16 via
the internet would include a partially wired network, i.e. the internet); wherein the
personalizing the e-purse applet comprises: establishing an initial security channel
(unauthenticated communication between key 10 and host 12) between the smart card
and the e-purse security authentication module (SAM) module (“the user will provide
authentication indicia to the host 12. The authentication routine, which is running on the
host 12, will receive the authentication indicia from the user (block 114), and determine
if the user is authenticated (block 116)”, note: the host 12 is “external” to the key 10;
para [0037-0042]) to update and personalize the e-purse applet in the smart card (“If the
user is authenticated (block 116), one or more additional keylets based on the user
authentication are executed according to the interaction of the user (block 120)”; para
[0037-0042]), and creating a security channel on top of the initial security channel

(authenticated communication between key 10 and host 12 and network 16) to protect
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subsequent operations of the smart card with the e-purse SAM, wherein any
subsequent operation of the emulator is conducted over the security channel via the e-
purse applet (“During execution of any of the keylets, data may be accessed from the
key 10 as necessary based on the keylet and the authentication or security level (block
122)”; para [0039]); the payment server associated with an issuer authorizing the e-
purse applet (para [0044-0047, 0063-0064]); and the e-purse SAM (third party services
behind extended application program interface 74 of server 14, Figs. 1 and 3-4)
configured to enable the e-purse applet, wherein the SAM is behind the payment server
and in communication with the e-purse applet when the e-purse is caused to
communicate with the payment server via the midlet over a wireless network (Figs. 3A-
3B; para [0037-0047,0063-0064]).

Note: the claim explicitly requires the SAM to be “external to the smart card” but
does not require the SAM 1o be exiernal to the poriable device.

Shmueli discloses the claimed invention as cited above though does not
explicitly disclose establishing a security channel on top of the initial security channel to
install the e-purse gpplet in the smart card.

Further, Applicant’s disclosure states “an emulator means a hardware device or a
program that pretends to be another particular device or program that other components
expect to interact with”. This is in-line with the memory disclosed in Shmueli (para

[0027-0028]).

Nystrom discloses personalizing the e-purse applet (Reload & Update

Procedures; para [0111-120]) by reading off data from the smart card to generate one
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or more operation keys (“a reloading of relevant application related code sections, i.e.
program code and/or user interface definitions” in light of association procedures:
“request for authentication is preferably preformed prior to any operation of the secure
storage subsystem 190”; para [0112,0127-0130]) that are subsequently used to
establish a secured channel between the e-purse applet (“application programs created
on the basis of JAVA ME the terminal device 100 implements a JAVA MIDP (Mobile
Information Device Profile), which defines an interface between a JAVA ME application
program, also known as a JAVA MIDlet, and the terminal device 100” associated with
“the data stored in the secure storage subsystem 190 such as entering additional credit
into an account maintained by electronic prepaid payment application or electronic
wallet application, loading electronic tickets into an electronic ticket application”; para
[0071,0086]) and an e-purse security authentication module (SAM) (network operator
control center 300, secure storage management center 320, application service provider
center 310, Fig. 4a-4b) external to the smart card (SIM 185 in portable terminal device
100, Fig. 2), wherein said personalizing the e-purse applet comprises: establishing an
initial security channel (“the terminal device 100 and its network connectivity subsystem
250 authenticates against the authentication entity of the network by the means of the
network authentication module”; para [0124]) between the smart card and the e-purse
SAM (authentication entities include: network operator control center 300, secure
storage management center 320, application service provider center 310, Fig. 4a-4b) to
install and personalize (reload, update, exchange and/or associate) the e-purse applet

in the smart card (para [0111-0137]), and creating a security channel on top of the initial
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security channel (“operability of the secure storage subsystem 190 may be linked to the
network authentication module to prevent usage of the secure storage subsystem 190
with any other network authentication module and to provide additional control by the
cellular network operator over the operability of the secure storage subsystem 190" and
“request for authentication is preferably preformed prior to any operation of the secure
storage subsystem 190”; para [0126,0130]) to protect subsequent operations of the
smart card with the e-purse SAM, wherein any subsequent operation is conducted over

the security channel via the e-purse applet (para [0100-0103]).

At the time of the invention, it would have been obvious to a person of ordinary
skill in the art 1o provide a security channel on top of an initial security channel for
installation as taught by Nystrom with the device as disclosed by Shmueli. The
maotivation would have been o prevent usage of the secure storage subsystem with any
other network authentication module and to provide additional control by the cellular
network operator over the operability of the secure storage subsystem (para [0126]).

Regarding claim 12, Shmueli teaches both of the e-purse applet and emulator
are personalized (Figs. 3A-3B) by reading off data from the smart card (para [0037-
0042]), the data is then used to generate operation keys for the e-purse applet (para

[0037-0042]).

Response to Arguments
5. Applicant's arguments with respect to claims 1-18 have been considered but are

moot in view of the new ground(s) of rejection.
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For the sake of compact prosecution, Examiner notes that portions of Applicant’s
arguments are not persuasive and Examiner respectfully disagrees.
Specifically on page 8 of the Response, Applicant argues:

in conirast, Shmusel is slent aboul such an external g-purge SAM th iz nesded

i esizbiish g seounty channel pa top of an bilial senurity channgl o g, an industirially

renagized famework] o aolitats subsequant operations of Hhie smart cands with the

axternal e-purse SARM. FiG. 1 of Shanuell shows that thers are fhwes entiles, a key 10, &
hoal 12 and A server 14, Shrmuel doss riob isach nor suggesis that the ey 10 nesds fo
o pevsonatizsd by an extemal e-pursa 3AM fo create (wodevs!} sscunty means to

protant the subsequerd eperations of the syavt casdls with an externst SARL

Examiner contends that there is a two-level security means of communication
disclosed by Shmueli. Figure 3A of Shmueli shows that there is key recognition and
configuration (steps 102-106), thus communication, prior to authentication (step 110-
116). Para [0035] discloses several embodiments of personalization. Examiner
interprets the language “external” in claims 1 and 11 broadly. Thus claims 1 and 11 do
not require initial secure communications to be between a smart card and a module
behind a payment server (as shown in Applicant’s Figs. 2, 3B, and 4C). However, the
Nystrom reference, used to teach other portions of claim 1 and 11, discuses an
authentication routine with an external security entity occurring prior to opening a
channel to secured memory.

Additionally on page 8 of the Response, Applicant argues:

Furiher
Bhoueh s sient shot hading & emuang in e st card condusd subsenuend
Quarations thersof gver the seurity charny

ol oslablished Dy the epurse appist i
conduet SEher R-COMYNGIes oF NLOMINEree.
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Shmueli discloses hardware or software program that pretends to be another
particular device or program that other components expect to interact with (para [0027-

0028)).

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to CHRISTOPHER STANFORD whose telephone number
is (571)270-3337. The examiner can normally be reached on Monday through Fridays ,
7:30am-4:30pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Steve Paik can be reached on (571)272-2404. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/THIEN M LE/

Samsung Ex. 1002, Page 148 of 254
Samsung Electronics America, Inc. v. RFCyber Corp.
IPR2021-00981



Application/Control Number: 11/534,653 Page 15
Art Unit: 2887

Primary Examiner, Art Unit 2887

/CHRISTOPHER STANFORD/
Examiner, Art Unit 2887
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(57) Abstract: A typical system environment comprises a terminal device, a secure storage subsystem, and an interconnectivity
component. The terminal device has a network connectivity subsystem enabled for data connectivity with a wireless communica-
tions network. The secure storage subsystem has a secure storage memory for securely storing contents and is enabled for local RF
connectivity through a local RF communication subsystem. The secure storage subsystem is operable as a contactless smartcard
in accordance with any contactless technology. The interconnectivity component is adapted to enable communication of the secure
storage subsystem through the network connectivity subsystem with the network. The interconnectivity component is further config-
ured to detect that messages received from the network are destined for the secure storage subsystem and is configured to supply that
identified messages to the secure storage subsystem. The messages enable exercising control over the secure storage subsystem in
that the messages comprise one or more instructions to be processed by a secure memory controller of the secure storage subsystem.
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METHOD, DEVICE, AND SYSTEM FOR NETWORK-BASED REMOTE CONTROL
OVER CONTACTLESS SECURE STORAGES

The present invention relates to the management of secure storages or smart storages. In
particular, the present invention relates to remote management of secure storages such as smart
cards applicable with contactless technology applications.

Contactless technology is a generic term for technologies using electromagnetic and/or
electrostatic coupling technologies for low-power (LP), short-range (SR) radio frequency (RF)
data communication services to offer security enhanced data communication features.
Contactless technology is typically implemented on contactless smart chip technology, a specific
form of smart card technology, which is used increasingly in applications handling with sensitive
information. Contactless smart cards offer advantages to both the issuing organization as well as
the cardholder. The issuing organization can support multiple applications on a single card and a
variety of security policies for different situations. Typical applications are physical access
control e.g. to a secured or monitored range, logical access control e.g. to networks, object and/or
person identification, electronic payment, electronic ticketing, and logistic. In general,
contactless smart chips have the ability to store, protect, manage, and provide access to sensitive
information and to support security protocols and algorithms required by such application. The
cardholder can take advantages of convenience, durability, and reliability provided by the

contactless smart chip technology.

A contactless smart chip-based device includes an embedded secure microcontroller or
equivalent intelligence, internal memory, and a small antenna, and communicates with a reader
through a contactless radio frequency (RF) interface. The contactless interface provides users
with the convenience of allowing the contactless device to be read at short distances with fast
transfer of data. Contactless smart chip technology is available in a variety of forms — plastic
cards, watches, key fobs, documents, and other handheld devices such as mobile phones.

The wide spread of mobile computing devices, in particular cellular terminal devices (cellular
phones, smart phones, communicators), Personal Digital Assistants (PDAs) and related or similar
consumer electronics, promotes the integration of contactless technology and in particular
contactless smart chip technology into those mobile computing devices and in particular personal
mobile computing devices which are conventionally carried along by consumers.

CONFIRMATION COPY
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The mobile computing devices with integrated contactless technology offer input and output
means, i.e. keys and keypad as well as display with user interface, which enable user exercised
control over one or more individual application services operable with the contactless
technology. However, it should be noted that the primary motive for integration is driven by the
facts of usability, consumer convenience, handling expediency, and acceptance as well as single-
homed multi-functjionality promoting an aspired economic success of such mobile computing
devices as well as contactless technology services.

Contactless technology as well as contactless smart chip technology has been developed as stand-
alone technology. The contactless radio frequency (RF) interface enables for read and/or write
access communication with the corresponding reader. Whereas the contactless technology
implementation asserts of security, integrity, and authenticity aspects in access to a contactless
smart chip and communication with a reader, the validity of the information obtained from a
contactless smart chip has to be verified on reader side. The validity verification is
conventionally performed by an on-line check against a data base of a service provider delivering
validity confirmation. For instance in case of micro-payment applications (low price) or ticketing
application (having a small value) on-line validity verification would cause costs which are
incommensurate with such applications. Lacking validity verification represents a latent risk for

all parties participating in the application service.

Moreover, inherent risks can also be identified in the field of identification and access control
applications. In case of a loss of a contactless smart chip utilized for such applications, the
cardholder is unable to prevent unauthorized use and a counter party may trust obtained card

information by mistake.

An object of the present invention is to overcome the aforementioned implementation
deficiencies, to which state of the art contactless technology implementations are subjected.

In particular, an object of the present invention is to enable a cardholder as well as a service

provider to remotely exercise active and/or passive control.
The object of the present invention is solved by the features defined in the accompanying claims.
According to an aspect of the present invention, a terminal device is provided. The terminal

device comprises a network connectivity subsystem enabled for data connectivity with a wireless

communications network, a secure storage subsystem having a secure storage memory for
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securely storing contents and enabled for local RF connectivity through a local RF
communication subsystem, and an interconnectivity component which is adapted to enable
communication of the secure storage subsystem through the network connectivity subsystem
with the network. The secure storage subsystem is operable with any contactless technology, i.e.
the secure storage subsystem interoperates with any external counterpart device as a contactless
transponder. In particular, the external counterpart device may be capable for contactless
connectivity, e.g. the external counterpart device may comprise a contactless reader, which
communicates with the secure storage subsystem operable as a contactless smartcard. The
interconnectivity component is configured to detect that messages received from the network are
destined for the secure storage subsystem. Further, the interconnectivity component is configured
to supply the messages to the secure storage subsystem. The messages enable exercising control
over the secure storage subsystem in that the messages comprise one or more instructions to be

processed by a secure memory controller of the secure storage subsystem.

According to another aspect of the present invention, a secure storage subsystem is provided. The
secure storage subsystem comprises a secure storage controller adapted to operate the secure
storage subsystem, a secure storage memory provided for secure storing of contents, and a local
radio frequency connectivity subsystem arranged for local RF connectivity. The secure storage
subsystem is operable as contactless smartcard. The secure storage controller is enabled for data
communication with a wireless communications network through an interconnectivity
component coupling the secure storage subsystem to a network connectivity subsystem enabled
for data connectivity with the network. The secure storage subsystem receives messages from the
network destined for the secure storage subsystem through the interconnectivity component. The
messages enable exercising control over the secure storage subsystem in that the messages
comprise one or more instructions to be processed by a secure memory controller of the secure

storage subsystem.

According to another aspect of the present invention, a system is provided. The system comprises
a terminal device, a secure storage subsystem, and an interconnectivity component. The terminal
device has a network connectivity subsystem enabled for data connectivity with a wireless
communications network. The secure storage subsystem has a secure storage memory for
securely storing contents and enabled for local RF connectivity through a local RF
communication subsystem. The secure storage subsystem is operable as a contactless smartcard.
The interconnectivity component is adapted to enable communication of the secure storage
subsystem through the network connectivity subsystem with the network. The interconnectivity
component is further configured to detect that messages received from the network are destined
for the secure storage subsystem and is configured to supply those messages, which are identified
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to be destined to the secure storage subsystem, to the secure storage subsystem. The messages
enable exercising control over the secure storage subsystem in that the messages comprise one or
more instructions to be processed by a secure memory controller of the secure storage subsystem.

5  According to another aspect of the present invention, a method of network-based remote control
over a secure storage subsystem is provided, which secure storage subsystem comprises a secure
storage memory for securely storing contents and is enabled for local RF connectivity through a
local RF communication subsystem. The secure storage subsystem is operable as a contactless
smartcard. Messages are received at a network connectivity subsystem from a wircless

10  communications network. The network connectivity subsystem is enabled for data connectivity
with the network. The network messages are received at an interconnectivity component and
those messages are identified which are destined for the secure storage subsystem. The identified
messages are supplied to the secure storage subsystem. The messages are processed at a secure
memory controller of the secure storage subsystem. The messages comprise one or more

15  instructions enabling exercising control over the secure storage subsystem.

According to another aspect of the present invention, a computer program product is provided,
which enables network-based remote control over a secure storage subsystem. The computer
program product comprises program code sections for carrying out the steps of the method
20  according to an aforementioned embodiment of the invention, when the program is run on a
computer, a terminal, a network device, a mobile terminal, a mobile communication enabled
terminal or an application specific integrated circuit. Alternatively, an application specific
integrated circuit (ASIC) may implement one or more instructions that are adapted to realize the
aforementioned steps of the method of an aforementioned embodiment of the invention, i.e.

25  equivalent with the aforementioned computer program product.

For a better understanding of the present invention and to understand how the same may be
brought into effect reference will now be made, by way of illustration only, to the accompanying

drawings, in which:

30
Fig. 1 illustrates schematically principle block diagrams depicting typical components
of a contactless smartcard and a contactless reader subsystem;
Fig. 2 illustrates schematically a principle block diagram of a terminal device enabled
35 for network data connectivity and contactless local radio frequency (RF)

communication according to an embodiment of the present invention;
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Figs. 3aand 3b illustrate schematically further principle block diagrams of the terminal device
of Fig. 2 enabled for networks data connectivity and contactless local radio
frequency (RF) communication according to embodiments of the present

invention;

Figs. 4aand 4b illustrate schematically principle block diagrams of system arrangements
according to embodiments of the present invention; and

Figs. 5ato 5b  illustrate schematically time flow message charts depicting message exchange
between entities of the system of Figs. 4a or 4b according to embodiments of

the present invention.

Throughout the description below, same and/or equal components will be referred by the same

reference numerals.

Throughout the following detailed description of embodiments of the present invention, the
concept of the present invention will be described with reference to a cellular communication
subsystem, which in particular supports GSM, GSM/GPRS, and/or GSM/EDGE, UMTS, and/or
cdma2000, cellular communication. Moreover, the local radio frequency (RF) connectivity
communication will be described with reference to specific implementation standards including
in particular ISO/IEC 10536 (close coupling cards), ISO/IEC 14443 type A and type B
(proximity cards), ISO/IEC 15693 (vicinity cards), ISO/IEC 18092 (Near Field Communication,
NFC) standard, and EPCglobal standard. It should be noted that the aforementioned
specifications of the cellular communication subsystem as well as the local radio frequency (RF)
connectivity communication are embodied for the sake of illustration. The invention should be

understood as not being limited thereto.

Originally, radio frequency identification (RFID) technology has been developed and introduced
to identify objects and people. These applications range from tracking animals and tagging goods
for inventory control and logistics to enabling fast payment and securely identifying people.
While these applications all use radio waves to communicate information, the RF chip
technology used for each is quite different, addressing the storage, range, and security
requirements of a specific application. As a general definition, radio frequency identification
(RFID) tag technology is used in applications that identify or track objects and contactless smart
card technology is used in applications that identify people or store financial or personal
information. A generic term of the overall technical field may be defined as contactless
technology. Applications most often have differing requirements in their use of RF technology,
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with RFID transponders and contactless smart' card technologies providing very different
capabilities. However, the basic data communication is based on the same physical data

communication concept.

A typical implementation of a state of the art radio frequency contactless smartcard is shown
with respect to Fig. 1, which depicts a smart card module 10 for the sake of illustration. The
typical smart card module 10 includes conventionally an electronic circuit, depicted exemplary as
smart card logic 12, with data storage capacity, depicted herein as smart card memory 13, and a
radio frequency (RF) interface 11, which couples an antenna 14 to the logic 12. Such RF-based
contactless smartcards may be accommodated in small containers such as ISO standard cards
(known from the form factor of credit cards), key fobs, modules, self-adhesive labels, paper
tickets, and the like. Depending on the requirements made on envisaged applications of the
contactless smartcards (i.e. data transmission rate, kind of energizing, transmission range etc.)
different types are provided for data/information transmission at different radio frequencies
within a range from several 10 - 100 kHz to some GHz. ‘

Two main classes of contactless smartcard modules can be distinguished. Passive contactless
smartcard modules are activated and energized by contactless reader modules, which generate an
excitation radio frequency signal or interrogation radio frequency signal (continuous wave), for
example a radio frequency (RF) signal at a predefined frequency. Active contactless smartcard
modules comprise their own power supplies (not shown) such as batteries or accumulators for
energizing. Moreover, it should be noted that hybrid implementations exist. One type of hybrid
contactless smartcard module may comprise its own power source, which energizes the
transponder logic 12 and/or memory 13, whereas the RF interface 11 is energized by an
interrogation RF signal received from a contactless reader module. However, other types of
hybrid contactless smartcard modules may be realizable.

Upon activation of a contactless smartcard by the means of a contactless reader module 20, the
informational contents stored in the transponder memory 13 are modulated onto a radio
frequency (RF) signal (i.e. the interrogation RF signal), which is emitted by the antenna 14 of the
contactless smartcard module 10 to be detected and received by the contactless reader module 20.
More particularly, in the case of a passive contactless smartcard module (i.e., without any local
power source), the contactless smartcard module 10 is conventionally energized by a time-
varying electromagnetic radio frequency (RF) signal (continuous RF wave) generated by the
interrogating contactless reader module 20. When the radio frequency (RF) field passes through
the antenna coil associated with the contactless smartcard module 10, a voltage is generated
across the coil. This voltage is used to energize the contactless smartcard module 10, and enables
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back-transmission of information from the contactless smartcard module 10 to the contactless
reader module 20, which is conventionally referred to as back-scattering,

In accordance with the application purpose of a contactless smartcard module 10, information or
data stored in the transponder memory 13 may be either hard-coded or soft-coded. Hard-coded
means that information or data stored in the transponder memory 13 is predetermined and
unmodifiable. Soft-coded means that information or data stored in the transponder memory 13 is
configurable by an external entity. The configuration of the transponder memory 13 may be
performed by a radio frequency (RF) signal received via the antenna 14 or may be performed via
a configuration interface (not shown), which allows access to the transponder memory 13.

A contactless reader module 20 typically comprises a RF interface 21, a reader logic 22, and a
data interface 23. The data interface 23 is conventionally connected with a host system such as a
portable terminal, which, inter alia, on the one hand exercises control over the operation of the
contactless reader 20 by the means of instructions transmitted from the host to the reader logic 22
via the data interface 23 and on the other hand receives data provided by the reader logic 22 via
the data interface 23. Upon instruction to operate, the reader logic 22 initiates the RF interface 21
to generate the excitation / interrogation signal to be emitted via the antenna 24 coupled to the
RF interface 21 of the contactless reader module 20. In case that a contactless smartcard such as
the contactless smartcard module 10 is within the coverage area of the excitation / interrogation
signal, the contactless smartcard module 10 is energized and a modulated RF signal (back-scatter
RF signal) is received therefrom. Particularly, the modulated RF signal carries the data stored in
the transponder memory 13 modulated onto the excitation / interrogation RF signal. The
modulated RF signal is coupled into the antenna 24, demodulated by the RF interface 21, and
supplied to the reader logic 22, which is then responsible to obtain the data from the demodulated
signal. Finally the data obtained from the received modulated RF signal is provided via the data
interface of the contactless reader module 20 to the host system connected thereto.

The communication between contactless reader module and contactless smartcard module may
comprise a simple response generated by the contactless smartcard module upon interrogation by
the contactless reader module. In a more sophisticated manner, the communication between
contactless reader module and contactless smartcard module may occur in a packetized manner,
where one or more packets, each of which contains a complete command from the contactless
reader module and a complete response from the contactless smartcard module. Typically, the
command and response permit half-duplex communication between the contactless reader

module and contactless smartcard module.
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Depending on the requirements and/or complexity of the contactless application, the contactless
technology is distinguished into radio frequency identification (RFID) technology and contactless

‘smart card technology. For this reason, the term contactless smartcard should be understood as

generic term including at least radio frequency identification (RFID) transponder, contactless
smart cards and similar or like modules capable for contactless connectivity as defined in this
application. The same definition will be used in relationship with counterpart devices capable for
communication with the contactless smartcard, especially capable for reading access thereto. The
term contactless reader should be understood as generic term including at least radio frequency
identification (RFID) readers, contactless smart card readers and similar or like reader modules

capable for contactless connectivity as defined in this application.

The term radio frequency identification (RFID) transponder is typically used to designate
contactless smartcards, which are simple, low-cost, and disposable, and which are used for
simple identification purposes (such as identifying animals), tracking goods logistically and
replacing printed bar codes at retailers. Radio frequency identification (RFID) transponder
modules include conventionally a chip that typically stores a static number, typically denoted as
an identifier (ID), and an antenna that enables the chip to transmit the stored static number to
reader modules. When the transponder module comes within range of an appropriate reader
module, the transponder module is energized by the reader module’s radio frequency field and
transmits its identifier (ID) to the reader module. There is conventionally only little to no security
provision on the radio frequency transponder module or during radio frequency (RF)
communication with the reader module. Any reader module using the appropriate radio
frequency (RF) signal, typically a RF signal having a predefined frequency, can initiate the radio
frequency identification transponder to communicate its contents stored therein. Typical radio
frequency identification (RFID) transponder module may be easily read from distances of several
centimeters or inches to several meters or yards to allow easy tracking of goods and/or objects.

RFID tags have common characteristics, including:

- Low cost, high volume manufacturing to minimize investment required in

implementation.
- Minimal or limited security technology with radio frequency identification (RFID)
transponder modules able to be read by any compatible radio frequency identification

(RFID) reader module.

- Disposable or one-time use.
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~  Minimal or limited data storage capacity (comparable to bar code) usually a fixed format
written once when the radio frequency identification (RFID) transponder is manufactured.

- Read range optimized to increase speed and utility.

Contactless smart card technology is conventionally used in applications that need to protect
personal information or deliver secure transactions. Contact smart card technology provides
similar capabilities but does not have any radio frequency (RF) interface that allows contactless
smart card modules to be conveniently read at a short distance from the smart card reader
modules. Current and emerging applications using contactless smart card technology include
transit fare payment cards, government, and corporate identification cards, documents such as
electronic passports and visas, and contactless financial payment cards. The contactless device
typically includes a smart card secure component, or equivalent logics, and internal memory
component and has the unique ability to securely manage, store, and provide access to data stored
in the memory component, perform complex functions (for example, encryption or other security
functions) and interact intelligently via radio frequency (RF) communication with a appropriate
contactless reader module. Applications that require higher or highest degree of information and
communications security (for example, payment applications, government identifications,
electronic passports) use preferably contactless smart card technology based on international
standards that limit the ability to read the contactless card module to approximately 10
centimeters (4 inches). Applications that need longer reading distances may use other forms of

contactless technologies that can be read at longer distances.

Applications using contactless smart cards support many security features that ensure the
integrity, confidentiality, and privacy of information stored or transmitted, including the

following:

- Mutual authentication: For applications requiring secure data access, a contactless smart
card-based device may verify that the smart card reader module is authentic and may
prove its own authenticity to the smart card reader before starting a secure transaction.

- Sirong information security: For applications requiring complete data protection,
information stored in such smart card modules or documents using contactless smart card
technology can be encrypted and RF communication between a contactless smart card-
based device and a smart card reader module may be encrypted to prevent eavesdropping.
Additional security technologies may also be used to ensure information integrity.
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- Strong contactless device security: Like contact smart cards, contactless smart card
technology is extremely difficult to duplicate or forge and has built-in tamper-resistance.
Smart card chips include a variety of hardware and software capabilities that detect and
react to tampering attempts and help counter possible attacks.

- Authenticated and authorized information access: The ability of contactless smart card
module to process information and react to its environment allows the contactless smart
card module to uniquely provide authenticated information access and protect the privacy
of personal information. The contactless smart card can verify the authority of the
information requestor and then allow access only to the information required. Access to
stored information can also be further protected by a personal identification number (PIN)
or biometric to protect privacy and counter unauthorized access.

- Strong support for information privacy: The use of smart card technology strengthens the
ability of a system to protect individual privacy. Unlike other technologies, smart card-
based devices may implement firewall technology for an individual, releasing only the

information required and only when it is required.

It is important to note, however, that information privacy and security must be designed into an
application at the system level by the organization issuing the contactless smart card-based
device, smart card module, or document. It is critical that issuing organizations have the
appropriate policies in place to support the security and privacy requirements of the application
being deployed and then implement the appropriate technology that delivers those features.

Those skilled in the art will understand on the basis of the aforementioned description that the
fields of technology referred to above are not well separated. In view of future developments
especially in the field of integrated circuit (IC) technology, radio frequency identification (RFID)
technology and contactless smart card technology may converge; i.e. one or more specific
features of today’s contactless smart card technology such as production costs and storage

capacity will be available at reasonable costs.
Currently, following typical frequencies are used in the field of contactless technology:

Low frequency range at less that 135 kHz, typically around 125 kHz;

High frequency range at around 13.56 MHz;

Ultra-High Frequency range (UHF)-in the range from 860 MHz to 960 MHz; and
Microwave frequency range at around 2.54 GHz ISM frequency band.
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The 125 kHz contactless technology is used by the majority of today’s radio frequency
identification (RFID) transponder based access control system also called proximity access
controi systems). The 125 kHz contactless technology is based on de facto industry standards.
One major de facto industry standard for 125 kHz technology access control systems Typically,
the 125 kHz contactless technology is a passive radio frequency communication technology
because the radio frequency field emitted by a corresponding reader energized the logic of such a

card.

The 13.56 MHZ contactless technology is standardized on the basis of several standards
including especially ISO/IEC 14443, ISO/IEC 15693, and ISO/IEC 18092. These technologies
are considered to satisfy application requirements for higher security, to accommodate multiple
applications on a single smart card module implementation and to protect privacy aspects of

cardholder information.

The 13.56 MHz technology conform to ISO/IEC 14443 standard is a contactless technology with
a read range of up to approx. 10 centimeters (4 inches). This technology is originally designed for
electronic ticketing and electronic cash. For these applications, short read ranges and fast
transaction speeds are critical. The ISO/IEC 14443 standard includes two versions, type A and
type B, with different modulation approaches. The key features of ISO/IEC 14443 standard
include the operating frequency at around 13.56 MHz with a read/write range up to 10
centimeters and an ISO/IEC standard data rate of 106 Kbps (kilobit per second; kbits/s). In the
meantime, ISO/IEC 14443 technology (A or B) is capable of 212 Kbps, 424 Kbps, and
848 Kbps; higher data rates are under discussion. The typical storage capacity is in a range from
64 bytes to 64 Kbytes. Security aspects are taken into consideration with implementations
comprising wired logics enabling authentication mechanisms, microcontroller based logics .
enabling security mechanisms, and/or crypto coprocessor based logics enabling cryptographic
mechanisms such as 3DES, AES, ECC, and RSA. The close proximity requirement to enable
communication supports to prevent or at least limit unintended communication.

The 13.56 MHz technology conform to ISO/IEC 15693 standard is designed to operate at ranges
of up to approx. 1 meter (3.3 feet). The specification is well suited for facility access control in
buildings, where read ranges are set to for instance 10 to 15 centimeters (4 to 6 inches) for
building doors, and for parking lot access systems, where read ranges can be set to higher ranges,
making it unnecessary for drivers to extend an arm out of the car window. The key features of
ISO/IEC 15693 standard include operating frequency at around 13.56 MHz, a read range up to
approx. 1 meter (3.3 feet), a data rate of 26 Kbps and storage capacity including typically 1 Kbit
(128 bytes), 2 Kbit (256 bytes), and 16 Kbit (2 Kbytes). Security aspects are considered on the
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basis of wired logic/memory-based only credentials enabling authentication and/or encryption
mechanisms, mutual authentication between card and reader, and/or DES and 3DES data

encryption implementation.

The ISO/IEC 18092 standard designed Near Field Communication (NFC) defines a protocol
based on a wireless interface for enabling peer-to-peer communication. The interface operates at
the 13.56 MHz radio frequency band and operating distances of approx O to 20 cm are realizable.
Generally the Near Field Communication defines a reader-to-reader communication, which
includes transponder-to-reader communication. The NFC protocol distinguishes between a
communication Initiator, which initiates and controls the exchange of data, and a communication
Target, which answers the request from the Initiator. NFC protocol also distinguishes between
two modes of operation: active mode and passive mode. In Active mode both devices (Initiator
and Target) generate their own RF field to carry the data. In Passive mode only one device
(Initiator) generates the RF field while the other device (Target) uses load modulation to transfer
the data. The application sets the initial communication speed at 106 Kbps, 212 Kbps, or
424 Kbps. Subsequently the application and/or the communication environment may require

speed adaptation.

In the field of UHF, contactless technology is standardized on the basis of EPCglobal
specification. The EPCglobal specification relates to Electronic Product Codes (EPC), which will
replace the conventional bar codes for product labeling in the field of enable product chain
management and logistics of goods. The UHF contactless technology enables reader distances up

to several meters.

All these standards are distinguished by well-defined communication protocols, which typically
comprise half-duplex communication. As aforementioned, the communication is typically based

on one or more command and response exchanges through the RF interfaces.

It should be noted that the aforementioned enumeration of standards is given for the sake of
illustration to enlighten the field of contactless technology and a selection of the multiple,
various standards available in this field. Those skilled in the art will appreciate that the inventive
concept is applicable with any available and/or future standard.

Fig. 2 shows a schematic block illustration of components of a user terminal device in an
exemplary form of a portable cellular communication enabled terminal 100. The terminal device
100 exemplarily represents any kind of processing terminal or device employable with the
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present invention. It should be understood that the present invention is neither limited to the
illustrated terminal device 100 nor to any other specific kind of processing terminal or device.

As aforementioned, the illustrated terminal device 100 is exemplarily embodied as a cellular
communication enabled portable user terminal with contactless secure storage capability. In
particular, the terminal device 100 is embodied as a processor-based or micro-controller based
system comprising a central processing unit (CPU) and a mobile processing unit (MPU) 110,
respectively, a data and application storage 120, cellular communication means including cellular
radio frequency interface (I/F) 180 with correspondingly adapted RF antenna (outlined) and
subscriber identification module (SIM) 185, user interface input/output means including typically
audio input/output (I/O) means 140 (conventionally a microphone and a loudspeaker), keys,
keypad and/or keyboard with key input controller (Ctrl) 130 and a display with display controller
(Ctrl) 150, and a (local) wireless and/or wired data interface (I/F) 160.

The operation of the terminal device 100 is controlled by the central processing unit (CPU) /
mobile processing unit (MPU) 110 typically on the basis of an operating system or basic
controlling application, which controls the functions, features and functionality of the terminal
device 100 by offering their usage to the user thereof. The display and display controller (Ctrl)
150 are typically controlled by the processing unit (CPU/MPU) 110 and provide information for
the user including especially a (graphical) user interface (UI) allowing the user to make use of the
functions, features and functionality of the terminal device 100. The keypad and keypad
controller (Ctrl) 130 are provided to enable the user inputting information. The information input
via the keypad is conventionally supplied by the keypad controller (Ctrl) to the processing unit
(CPU/MPU) 110, which may be instructed and/or controlled in accordance with the input
information. The audio input/output (I/O) means 140 includes at least a speaker for reproducing
an audio signal and a microphone for recording an audio signal. The processing unit (CPU/MPU)
110 can control conversion of audio data to audio output signals and the conversion of audio
input signals into audio data, where for instance the audio data have a suitable format for
transmission and storing. The audio signal conversion of digital audio to audio signals and vice
versa is conventionally supported by digital-to-analog and analog-to-digital circuitry e.g.
implemented on the basis of a digital signal processor (DSP, not shown).

The keypad operable by the user for input comprises for instance alphanumeric keys and
telephony specific keys such as known from ITU-T keypads, one or more soft keys having
context specific input functionalities, a scroll-key (up/down and/or right/left and/or any
combination thereof for moving a cursor in the display or browsing through the user interface
(UD), a four-way button, an eight-way button, a joystick or/and a like controller.
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The terminal device 100 according to a specific embodiment illustrated in Fig. 4 includes the
cellular communication subsystem 180 coupled to the radio frequency antenna (outlined) and
operable with the subscriber identification module (SIM) 185. The cellular communication
subsystem 180 may be also designed as cellular (communication) interface (I/F). The cellular
communication subsystem 180 is arranged as a cellular transceiver to receive signals from the
cellular antenna, decodes the signals, demodulates them, and also reduces them to the base band
frequency. The cellular communication subsystem 180 provides for an over-the-air interface,
which serves in conjunction with the subscriber identification module (SIM) 185 for cellular
communications with a corresponding base station (BTS) of a radio access network (RAN) of a
public land mobile network (PLMN). The output of the cellular communication subsystem 180
thus consists of a stream of data that may require further processing by the processing unit
(CPU/MPU) 110. The cellular communication subsystem 180 arranged as a cellular transceiver is
also adapted to receive data from the processing unit (CPU/MPU) 110, which is to be transmitted
via the over-the-air interface to the base station (BTS) of the radio access network (RAN) (not
shown). Therefore, the cellular communication subsystem 180 encodes, modulates and up-
converts the data embodying signals to the radio frequency, which is to be used for over-the-air
transmissions. The antenna (outlined) of the terminal device 100 then transmits the resulting
radio frequency signals to the corresponding base station (BTS) of the radio access network
(RAN) of the public land mobile network (PLMN). The cellular communication subsystem 180
preferably supports a 2™ Generation digital cellular network such as GSM (Global System for
Mobile Communications) which may be enabled for GPRS (General Packet Radio Service)
and/or EDGE (Enhanced Data for GSM Evolution; 2.5 Generation), a 3™ generation digital
cellular network such as any CDMA (Code Division Multiple Access) System including
especially UMTS (Universal Mobile Telecommunications System) also designated as WCDMA
(Wide-Band Code Division Multiple Access) System and cdma2000 System, and/or any similar,
related, or future (3.9 Generation, 4™ Generation) standards for cellular telephony.

It should be understood that the cellular communication subsystem 180 may support cellular
communication at multiple different frequency bands. For instance, the cellular communication
subsystem 180 supports cellular communication at the frequency bands GSM 850, GSM 900,
GSM 1800, and/or GSM 1900. Moreover, the cellular communication subsystem 180 may
support cellular communication at multiple different protocols. For instance, the cellular
communication subsystem 180 suppofts cellular communication according to the GSM standard
and the UMTS standard or the GSM standard and the cdma2000 standard or any other
combination thereof. The cellular communication subsystem 180 supporting cellular
communication at multiple different frequency bands should be also designated as multi-band
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cellular communication subsystem 180, whereas the cellular communication subsystem 180
supporting cellular communication at multiple different protocols should be also designated as
multi-mode cellular communication subsystem 180. Note that the cellular communication
subsystem 180 may be a multi-band and multi-mode cellular communication subsystem 180.

The wireless and/or wired data interface (I/F) 160 is depicted exemplarily and should be
understood as representing one or more data interfaces, which may be provided in addition to the
above described cellular communication subsystem 180 implemented in the exemplary terminal
device 100. A large number of wireless communication standards are available today. For
instance, the terminal device 100 may include one or more wireless interfaces operating in
accordance with any IEEE 802.xx standard, Wi-Fi standard, WiMAX standard, any Bluetooth
standard (1.0, 1.1, 1.2, 2.0 + EDR, LE), ZigBee (for wireless personal area networks (WPANSs)),
Infra-Red Data Access (IRDA), Wireless USB (Universal Serial Bus), and/or any other currently
available standards and/or any future wireless data communication standards such as UWB
(Ultra-Wideband).

The terminal device 100 comprising several communication interfaces including for instance a
cellular communication interface 180, and one or more wireless communication interfaces 160
may be designed as multi-radio terminal device 100.

Moreover, the data interface (I/F) 160 should also be understood as representing one or more data
interfaces including in particular wired data interfaces implemented in the exemplary terminal
device 100. Such a wired interface may support wire-based networks such as Ethernet LAN
(Local Area Network), PSTN (Public Switched Telephone Network), DSL (Digital Subscriber
Line), and/or other available as well as future standards. The data interface (I/F) 160 may also
represent any data interface including any proprietary serial/parallel interface, a universal serial
bus (USB) interface, a Firewire interface (according to any IEEE 1394/1394a/1394b etc.
standard), a memory bus interface including ATAPI (Advanced Technology Attachment Packet
Interface) conform bus, a MMC (MultiMediaCard) interface, a SD (SecureData) card interface,

Flash card interface and the like.

The terminal device 100 according to an embodiment of the present invention comprises secure
storage subsystem 190 capable for contactless communication through a RF front-end interface
coupled to a RF antenna (outlines). Reference should be given to Fig. 1 and the aforementioned
description thereof, which illustrates the basic implementation and operation of contactless
smartcard module 10. The secure storage subsystem 190 may be included in the terminal 100,
fixely connected to the terminal 100, or detachably coupled to the terminal 100. In particular, the
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secure storage subsystem 190 may be arranged on or in a cover of the terminal device 100, where
the cover is preferably a detachable functional cover of the terminal device 100. In accordance
with the inventive concept of the present invention, an interconnectivity component 205 is
comprised by the terminal device 100. The interconnectivity component 205 is provid;ed to
enable connectivity between a network connectivity subsystem, herein the cellular
communication subsystem 180, and the secure storage subsystem 190. Details about the specific
implementation of the secure storage subsystem 190 and the interconnectivity component 205

will be presented below in detail.

The components and modules illustrated in Fig. 2 may be integrated in the terminal device 100 as
separate, individual modules, or in any combination thereof. Preferably, one or more components
and modules of the terminal device 100 may be integrated with the processing unit (CPU/MPU)
forming a system on a chip (SoC). Such system on a chip (SoC) integrates preferably all
components of a computer system into a single chip. A SoC may contain digital, analog, mixed-
signal, and also often radio-frequency functions. A typical application is in the area of embedded
systems and portable systems, which are constricted especially to size and power consumption
constraints. Such a typical SoC consists of a number of integrated circuits that perform different
tasks. These may include one or more components comprising microprocessor (CPU/MPU),
memory (RAM: random access memory, ROM: read-only memory), one or more UARTSs
(universal asynchronous receiver-transmitter), one or more serial/parallel/network ports, DMA
(direct memory access) controller chips, GPU (graphic processing unit), DSP (digital signal
processor) etc. The recent improvements in semiconductor technology have allowed VLSI (Very-
Large-Scale Integration) integrated circuits to grow in complexity, making it possible to integrate

all components of a system in a single chip.

Typical applications operable with the terminal device 100 comprise beneath the basic
applications enabling the data and/or voice communication functionality a contact managing
application, a calendar application, a multimedia player application, a WEB/WAP browsing
application, and/or a messaging application supporting for instance Short Message Services
(SMS), Multimedia Message Services (MMS), and/or email services. Modern portable electronic
terminals are programmable; i.e. such terminals implement programming interfaces and
execution layers, which enable any user or programmer to create and install applications operable
with the terminal device 100. A today’s well established device-independent programming
language is JAVA, which is available in a specific version adapted to the functionalities and
requirements of mobile device designate as JAVA Micro Edition (ME). For enabling execution
of application programs created on the basis of JAVA ME the terminal device 100 implements a
JAVA MIDP (Mobile Information Device Profile), which defines an interface between a JAVA
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ME application program, also known as a JAVA MIDlet, and the terminal device 100. The
JAVA MIDP (Mobile Information Device Profile) provides an execution environment with a
virtual JAVA engine arranged to execute the JAVA MIDlets. However, it should be understood
that the present invention is not limited to JAVA ME programming language and JAVA
MiIDlets; other programming languages especially proprietary programming languages are
applicable with the present invention.

With reference to Figs. 3a and 3b, schematic block diagrams or illustrated, which comprises
principle structural components according to embodiments of the present invention.

The network connectivity subsystem 250 represents any data communication subsystem, in
particular any of the aforementioned communication subsystems, wireless and/or wired data
interfaces. The network connectivity subsystem 250 may be a cellular communication subsystem
such as the cellular communication subsystem 180 described detailed with reference to Fig. 2.
Moreover, the network connectivity subsystem 250 may be a wireless communication subsystem
such as the wireless data interface 160 or wired communication subsystem such as the wired data
interface 160 both described detailed with reference to Fig. 2.

The secure storage subsystem 190 may be realized according to an embodiment of the invention
on the basis of a secure storage memory 192 and a secure storage controller 191. The secure
storage memory 192 is coupled through the secure storage controller 191 and a communication
controller 200 to a separate local radio frequency (RF) connectivity subsystem 193, which
enables for radio frequency communication with an appropriate contactless reader subsystem
such as contactless reader module 20. Schematically, the secure storage subsystem 190 may be
understood as comprising the local radio frequency (RF) connectivity subsystem 193. However,
it should be noted that the local radio frequency (RF) connectivity subsystem 193 may or may not
be included within the secure storage subsystem 190 including at least the secure storage memory
192 and the secure storage coniroller 191. In a general case, the local radio frequency (RF)
connectivity subsystem 193 may be provided by the terminal device 100 and an interface
(hardware and/or software interface, application program interface, and the like) is provided to
interface communication between the secure storage subsystem 190 and the local radio frequency
(RF) connectivity subsystem 193.

The secure storage subsystem 190 according to an embodiment of Fig. 3a should illustratively
represent an integrated implementation on the basis of a secure storage memory 192. The secure
memory 192 may be a specific storage memory component or may be a portion of a general
storage memory. The secure storage memory 192 is preferably enabled for functionality known
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in the field of (contactless) smart card technology. The secure storage controller 191, which is
preferably based on a software implementation eventually supported by mechanisms operable
with hardware components (e.g. cryptographic engines), is adapted to provide an interface
(preferably an application program interface, API) for controlling access to the secure storage
memory as aforementioned with reference to the smart contactless technology. The access
control includes in particular read access control, write access control, security mechanisms,
authentication check mechanisms, integrity check mechanisms, and the like. The access control
should meet the requirement issues of the application, for which the secure storage subsystem
190 is intended to be used.

Likewise, the secure storage subsystem 190 according to another embodiment of Fig. 3a should
illustratively represent an implementation being based on a (contact) smart card. This means, the
secure storage memory 192 as well as the secure storage controller 191 may be implemented on
the basis of a smart card, which forms the secure storage subsystem 190. The smart card
implements the aforementioned functionality, especially access control to the secure storage
memory 192. The access control includes in particular read access control, write access control,
security mechanisms, authentication check mechanisms, integrity check mechanisms, and the
like. The access control should meet the requirement issues of the application, for which the
secure storage subsystem 190 is intended to be used. The smart card, i.e. herein the secure
storage subsystem 190 according to this embodiment, may be fixely attached and connected to
the terminal device 100 or may be detachably connected to the terminal device 100 providing a
receptacle (not shown), such as a card slot, which is provided with a (physical) interface to
enable connectivity between the terminal device 100 and an inserted smart card, which forms the
secure storage subsystem 190. In general, the smart card (either fixely or detachable connected)
and the terminal device 100 are interconnected through a (physical) interface.

The capability of contactless communication as illustrated above with reference to the contactless
technology is enabled through the local RF connectivity subsystem 193.

Alternatively, the secure storage subsystem 190 may be realized according to an embodiment of
the invention of Fig. 3b on the basis of a contactless smart card which is conform to any
contactless technology and/or standard thereof. The secure storage subsystem 190 includes a
secure storage memory 192, a secure storage controller 191, and a local radio frequency (RF)
connectivity subsystem 193, wherein the secure storage memory 192 is coupled through the
secure storage controller 191 to an implemented local radio frequency (RF) connectivity
subsystem 193, which enables for radio frequency communication with an appropriate
contactless reader subsystem such as contactless reader module 20. The contactless smart card,
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i.e. herein the secure storage subsystem 190 according to this embodiment, may be fixely
attached and connected to the terminal device 100 or may be detachably connected to the
terminal device 100, which provides a receptacle such as a card slot, which is provided with a
(physical) interface to enable connectivity between terminal device 100 and contactless smart
card forming the secure storage subsystem 190. Alternatively, the contactless smart card may be
attached to or included in a detachable cover of the terminal device 100. In general, the
contactless smart card and the terminal device 100 are interconnected through a (physical)

interface.

It should be further noted that the secure storage controller 191 may be hardware and/or software
implemented and is adapted to provide a hardware and/or software (application program)
interface for controlling the access to the secured storage memory including in particular read
access, write access, security mechanisms, authentication check mechanisms, integrity check
mechanisms, and the like. In general, the secure storage controller 191 is primarily configured to
enable the security functionality of the secure storage subsystem 190.

In principle, it should be understood that independent of the detailed implementation according
to any of the aforementioned embodiments according to the present invention the secure storage
subsystem 190 with the local radio frequency (RF) connectivity subsystem 193 is capable of
representing and acting as a contactless smartcard module 10 in view of any external contactless
reader such as contactless reader module 20. The secure storage controller 191 operates the
secure storage specific functionality, in particular the secure storage controller 191 may be a
management application performing the secure storage specific functionality, which is preferably
implemented on the basis of hardware and/or stored in the secure storage memory (representing
secure memory). The secure storage controller 191 may comprise a secure storage operating
system, in particular a card operating system (OS). In general secure storage or secure memory
should be understood to designate a memory being based on any storage technology which is
capable to store data contents, which access (read and/or write access including modifying and
deleting) is subjected to access policies defined by the application, with which the data contents
is applicable.

The communication controller 200 is adapted to control operations of the data communication
subsystems of the terminal device 100, in particular to exercise control of the network
connectivity subsystem 250 and the local radio frequency (RF) connectivify subsystem 193.
Depending on implementation details of the secure storage subsystem 190, the control over the
local radio frequency (RF) connectivity subsystem 193 may be directly exercised or may be
exercised through the secure storage controller 191.
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The local radio frequency (RF) connectivity subsystem 193 is adapted to operate radio frequency
(RF) communication on the basis of contactless technology. In particular, the local radio
frequency (RF) connectivity subsystem 193 is adapted to operate radio frequency (RF)
communication in accordance with any current available or future contactless technology
standard including especially ISO/IEC 14443A (Mifare), ISO/IEC 14443B, ISO/IEC 15693,
and/or ISO/IEC 18092 (NFC, FeliCa).

More particularly, the communication controller 200 is adapted to interoperate with the secure
storage controller 191 of the secure storage subsystem 190. The communication controller 200
and in particular a interconnectivity component 205, which may be part of the communication
controller 200 or which may be provided as a separate component in association with the
communication controller 200 enables data exchange between the network connectivity
subsystem 250 and the secure storage subsystem 190 operated by the means of the secure storage
controller 191.

In view of typical use cases including electronic ticket applications such as electronic commuter
ticket applications, identification application, electronic access control applications, electronic
payment applications such as electronic prepaid payment applications, electronic credit card
applications, electronic membership identification applications, point card application, check-in
and/or mileage services applications various security requirements have to be met including
especially integrity and authenticity of contents relating to one or more of the aforementioned
applications, (read and/or write) access control to contents, tamper-proof of contents, secured
communication of contents with reader-based counterpart devices such as ticket gates or points
of sales. These issues relating to security requirements are realized on the basis of the secure
storage controller 191 and pre-defined security policies. The application related contents and
security policies are stored in the secure storage memory 192 of the secure storage subsystem
190. It should be noted that in general contents and security policies relating to several
applications may be stored in the secure storage memory 192.

Conventionally, secure storage subsystem 190 is provided by card issuers or application service
providers with predefined application related contents and predefined security policies.
Moreover, the secure storage subsystem 190 may store application related code sections
including program code for being executed e.g. by the secure storage controller 191 and/or the
terminal device 100. The application related code sections enable, when executed by the secure
storage controller 191 and/or the processor 110 of the terminal device 100, the data
communication of the secure storage subsystem 190 with reader-based counterpart devices in
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accordance with the application for which the secure storage subsystem 190 is destined. Further,
the secure storage subsystem 190 may store application related code sections including user
interface definitions enabling displaying of one or more user interface elements to a user by the
display 150 of the portable terminal 100. The user interface elements are provided to the user to
control the operation of the secure storage subsystem 190 and especially the secure storage
controller 191 thereof including especially initiating of an application related data
communication of the secure storage subsystem 190 with reader-based counterpart devices. In
view of the aforementioned capabilities of the terminal device 100, the application related code
sections, i.e. program code and/or user interface definitions, may be provided on the basis of
JAVA MIDlets executable with a virtual JAVA engine.

Conventionally, modifications on the data stored in the secure storage subsystem 190 such as
entering additional credit into an account maintained by electronic prepaid payment application
or electronic wallet application, loading electronic tickets into an electronic ticket application,
loading access control information into eleéctronic access control application, identification
information into an electronic identification application is, if at all, performed via the radio
frequency interface established by the local radio frequency (RF) connectivity subsystem 193 and

in accordance with the access policies defined.

The integration of a secure storage technology with a portable terminal 100 having network
connectivity enables advantageously provision of additional data connectivity through the
network connectivity subsystem 250 of the portable terminal 100. This additional data
connectivity enables access to the secure storage subsystem 190. It should be noted that in view
of the concept of the secure storage subsystem 190 provisions have to be taken which meet the
security requirements thereof. The following description illustrates the concept of the present

invention.

In general, the basic concept of the present invention enables application service providers and/or
network operators to exercise control over the secure storage subsystem 190 and in particular
over the secure storage controller 191, the contents stored in the secure storage memory 192, the
application related security policies, and/or the application related code sections including

program code and/or user interface definitions.

With reference to Fig. 4a, a block diagram is predicted, which schematically illustrates network
entities which may be included in a system environment according to an embodiment of the
present invention. In general, the control is exercise through the network 260 to which the
terminal device 100 is connectable via the network connectivity subsystem 180. The network 260
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may be a public land mobile network (PLMN), a cellular network including in particular any type
of GSM network, any type of CDMA (Code Division Multiple Access) network such as a UMTS
(Universal Mobile Telecommunications System) network or cdma2000 network, a wireless data
network including in particular a WLAN (wireless local area network), a Wi-Fi network, a
WiMAX network, a WPAN (Wireless Personal Area Network), a Bluetooth network or a UWB
(Ultrawide Band) network, a wire-based network including in particular a LAN (Local Area
Network), a PSTN (Public Switched Telephone Network), DSL (Digital Subscriber Line), the

Internet and/or any combination thereof.

The exercise of control over the secure storage subsystem 190 as described above is naturally
strictly limited due to security requirement issues. Consequently, only distinct trusted network
entities which are in knowledge of highly sensitive information required for the exercise of
control should be applicable in accordance with the concept of the present invention. Especially,
the application service provider (ASP) may operate its own ASP center 310 connected to the
network 260 to exercise control, the network operator may be capable by the means of a network
operator control center 300 for exercising control and/or a designated secure storage management
(SSM) center 320 operated by the application service provider (ASP) and/or the network operator

may be provided to allow exercising control.

With reference to Fig. 4b, a block diagram is depicted, which schematically illustrates a system
environment on the basis of a GSM Public Land Mobile Network (PLMN) enviromment
according to a specific embodiment of the present invention. It should be noted that the present
invention is not limit to any specific system implementation; in particular the present invention is
not limited to that specific system environment illustrated in Fig. 4b. The system environment
embodied in Fig. 4b is illustrated and described for the sake of completeness and illustration.

The GSM PLMN comprises typically a Radio Access Network (RAN) 470 comprising one or
more Base Station Controller (BC) 410 each being connected to one or more Base Stations
(BTS) 400, each in turn spanning a coverage area within which one or more terminal devices 100
communicate with the respective Base Station (BTS) 400 through an air (radio frequency)
interface. The Radio Access Network (RAN) is connected to the Core Network (CN) 460
comprising inter alia a Mobile Switching Center (MSC) 420 connected to the Mobile Switching
Center (MSC) 420, a Gateway Mobile Switching Center (GMSC) 430 providing connectivity to
further networks including especially PSTNs (Public Switched Telephone Networks), external
PLMNs (Public Land Mobile Networks) and the Internet, as well as a Operation and
Maintenance Center (OMC) 440 operable with Operation and Maintenance Subsystem (OMSS)
functions. The Operation and Maintenance Center (OMC) 440 is conventionally connected to an
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Equipment Identity Register (EIR) (not shown) and an Authentication Center (AUC) 450
supporting the Operation and Maintenance Subsystem (OMSS) operation.

According to the specific embodiment of Fig. 4b, the Secure Storage Maintenance (SSM) Center
320 arranged as a part of the Core Network (CN) 460 and connected to the Operation and
Maintenance Center (OMC) 440. The Application Service Provider (ASP) Center 310 as well as
the Network Operator Control Center 300 is connected via any network(s) to the Gateway MSC
430 of the Core Network 460. In a GPRS-enabled and/or EDGE-enabled GSM PILMN the
Application Service Provider (ASP) Center 310 as well as the Network Operator Control Center
300 may be connected through a Gateway GPRS Support Node (GGSN) (not shown) and a
Serving GPRS Support Node (SGSN) (not shown) to the Core Network (CN) 460. The Gateway
GPRS Support Node (GGSN) (not shown) and the Serving GPRS Support Node (SGSN) enable
for packetized data communication. It should be noted that arrangement of the Application
Service Provider (ASP) Center 310, the Network Operator Control Center 300, and/or the Secure
Storage Maintenance (SSM) Center 320 is illustratively and the present invention is not limited

thereto.
Verification Procedure

Reference should be given to Fig. 5a. Typically, the subscription of a terminal device 100
capable for network connectivity to any public and/or private network infrastructure requires
registration and authentication of the terminal device 100 thereon such that the network operator
is capable to control the access to its network, to charge for its network service, to allow network
operation, network configuration, network performance management and security management.
The registration and authentication is typically operable with registration and authentication
centers; e.g. in view of a GSM network the registration is operable with location registers (Home
Location Register and/or Visitor Location Register), whereas the authentication is operable with
the Authentication Center (AUC) 450 being part of the Operation and Maintenance Subsystem
controlled trough the Operation and Maintenance Center (OMC) 440.

The terminal device 100 authenticates towards the network at least each time the terminal device
is subscribed thereto; i.e. each time the network connectivity subsystem 180 of the terminal
device 100 is registered to the network such that data communication with the network is
operable. The subscription is at least performed each time the network connectivity subsystem

180 and the terminal device 100 is put into operation, respectively.
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Upon registration, an authentication entity such as the Authentication Center (AUC) 450 is
accessed, which stores information about the subscriber identification and subscriber
authentication as well as device registrations, sensible/personal data and (cipher) keys. The
(cipher) keys enable performing subscriber authentication and authorization of services provided
by the network. The authentication may be performed in at start-up of the network connectivity
subsystem 250, at predefined points in time, and/or at any predefined (regular or irregular)
intervals during (normal) operation of the network comnnectivity subsystem 250. The network
connectivity subsystem 180 of the terminal device comprises a network authentication module,
which interoperates with the authentication entity for authentication. For example, cellular
terminal device comprise a SIM (Subscriber Identification Module) such as the SIM 185 of
terminal device 100, which enables the authentication against authentication information s%ored
at the Authentication Center (AUC) 450. The authentication may be based on a request-response
challenge communication, which is performed to ensure that even in case an unauthorized party
eavesdrop the communication exchanged secrets are not extractable from the eavesdropped

communication.

Upon authentication, such as operation S200, which is illustratively shown in Fig. 5a, a check for

one or more exceptions is operable, where the exceptions are provided by the application service

. provider (ASP), preferably through the Application Service Provider (ASP) Center 310. The

Secure Storage Maintenance (SSM) Center 320 is informed by the Application Service Provider
(ASP) Center 310 about the one or more exceptions. During authentication the authentication
entity, e.g. the Authentication Center (AUC) 450, informs the Secure Storage Maintenance
(SSM) Center 320, which may comprise a fraud management function, about the authentication
operation including especially an indication about a successful authentication. Upon indication of
the authentication entity the Secure Storage Maintenance (SSM) Center 320 checks whether one
or more exceptions concerning the secure storage subsystem 190 of the terminal device 100 are
present. In case such an exception is identified by the Secure Storage Maintenance (SSM) Center
320 to be processed, the Secure Storage Maintenance (SSM) Center 320 is operable to initiate
communication with the secure storage subsystem 190 of the terminal device 100. The
communication between the Secure Storage Maintenance (SSM) Center 320 and the secure
storage subsystem 190 is operable through the network connectivity subsystem 250 and the
interconnectivity component 205. Such communication may comprise a request-response
communication including one or several requests directed to the secure storage subsystem 190
and the secure storage controller 191 thereof as well as one or several responses from the secure
storage subsystem 190 and the secure storage controller 191 thereof back to the Secure Storage
Maintenance (SSM) Center 320.
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For instance, an exception may be defined in consequence of a call by the user to the application
service provider (ASP) requiring the close of the application (cancelling of the application
service provided by the ASP, e.g. in case of loss of the terminal device 100 or in response to
expiration), an initialization of the application and/or upload/modification of data stored by the
secure storage subsystem 190. Moreover an exception may be defined on initiative of the
application service provider (ASP), e.g. to enable automatic notification of recharging,
(temporarily) blocking of the use of an application service due to user account balance, and the
like.

With reference to operation S210, one or more messages are transmitted by the network to the
network connectivity subsystem 250 of the terminal device 100; the messages preferably
originate from the Secure Storage Maintenance (SSM) Center 320. The messages are supplied to
the interconnectivity component 205, which detects that the messages are intended to terminate
at the secure storage subsystem 190 and the secure storage controller 191 thereof. Upon
detection, the messages are supplied by the interconnectivity component 205 to the secure
storage controller 191, which is instructed by one or more commands included in the messages to
perform commanded operations; e.g. disabling/blocking an application service enabled by the
secure storage subsystem 190, initializing an application service enabled by the secure storage
subsystem 190, removing/deleting/modifying data stored in the secure storage memory 192 and
the like. The secure storage controller 191 may transmit back one or more responses which may
include reception acknowledgement and/or command result information. In particular, the
information about command result may comprise information about the success of commands
performed and/or data obtained in reaction to performing commands.

Preferably, the messages transmitted through the network and terminating at the secure storage
subsystem 190 are cryptographically secured to ensure inter alia privacy, integrity, and/or
authenticity. Correspondingly, the messages may be ciphered and are provided with a digital
signature and/or a certificate. The ciphering ensures privacy, whereas the digital signature
enables for integrity, and/or authenticity verification. The cryptographic protection of the
messages is preferably based on a public key ciphering infrastructure as known in the art.

The deciphering mechanisms implementing deciphering of the ciphered messages and/or
verification of digital signatures and/or certificates may be implemented in the interconnectivity
component 205 or the secure storage controller 191. Cryptographic keys, signatures, and/or
certificates may be provided by the secure storage controller 191 and may be stored in the secure
storage memory 192.
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The check whether one or more exceptions are present on network side may be set in accordance
with the requirements of the application service provider and/or the network operator. The
exception check may be performed inter alia at least at the point of time of initial authentication
of the network connectivity subsystem 250 (at start-up), at any predefined points in time, and/or

at any (regular or irregular) intervals during operation.

Furthermore, the application service provider (ASP) may require that one or more regular
acknowledgements are sent to the secure storage subsystem 190 in order to assure that the secure
storage subsystem 190 can not be used in local communication too long in the power off-mode.
Such an acknowledgement check could be based on a request-response communication imitated
by the Secure Storage Maintenance (SSM) Center 320 such as operation S220 of Fig. 5a and/or
the acknowledgement check could be based on a request-response communication imitated by
the secure storage subsystem 190 such as operation S240 of Fig. 5a.

The acknowledgement check may be operated inter alia at any predefined points in time, and/or
at any (regular or irregular) intervals during operation. Moreover, the acknowledgement check
may be operated inter alia in response to a predefined number of operations of the secure storage
subsystem 190 through the local RF connectivity subsystem 193, a predefined number of
transactions performed by the secure storage subsystem 190, transaction limits defined for
transactions performed by the secure storage subsystem 190, and the like.

In case such an acknowledgement check fails, which may include that the acknowledgement is
not available at one of the aforementioned check requirements or the acknowledgement itself
indicates failure, the secure storage subsystem 190 or an application service operable with the
secure storage subsystem 190 may be (temporality and/or permanently) blocked or disabled. A
blocked or disabled secure storage subsystem 190 or an application service operable with the
secure storage subsystem 190 may be re-enabled in reaction to a successful acknowledgement
check or the re-enablement may require a specific message to be received through the network
260.

Disébling Procedure

In general, the basic concept of the present invention allows application service provider and/or
network operator to exercise control over the secure storage subsystem 190. In particular, the
control over the secure storage subsystem 190 includes disabling of the secure storage subsystem
190. For instance in view of a transaction service issuer (such as a credit card issuer, a payment

card issuer, etc.) the possibility of disabling (payment) transaction services operable with the
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secure storage subsystem 190 is a critical issue. A disabling may be required in case a
(contactless) smart card (forming the secure storage subsystem 190) or the terminal device 100
comprising the secure storage subsystem 190 reported lost or stolen. Further, a disabling may be
required in case of some kind of indication relating to possible misuse of the secure storage
subsystem 190. Typically, such disabling of the secure storage subsystem 190 may require re-
configuration of the secure storage subsystem 190 that may require inputting rebooting type of
information to the secure storage subsystem 190 that cannot be done without having access to
highly sensitive information that is typically accessible only to application service providers.

As aforementioned, an application service provider (ASP) can define exception events at the
Secure Storage Maintenance (SSM) Center 320. The Secure Storage Maintenance (SSM) Center
320 is a trustworthy network entity at which such highly sensitive information can be provided
by the application service provider (ASP). In addition to the aforementioned check for exceptions
at the Secure Storage Maintenance (SSM) Center 320, preferably at predefined points in time
and/or intervals in time, the Secure Storage Maintenance (SSM) Center 320 may be configured to
react promptly on important exception events such as requirements for disabling. Consequently,

such an exception is to be processed promptly.

With reference to operation S100, the Secure Storage Maintenance (SSM) Center 320 generates a”
message in accordance with the exception event, herein for instance a message containing
instructions to disable the secure storage subsystem 190 and an application service operable with
the secure storage subsystem 190, respectively, and transmits the message to the secure storage
subsystem 190 and the secure storage controller 191 thereof, respectively.

The disabling message may also instruct the terminal device 100, the communication controller
200 thereof, the secure storage subsystem 190, or the secure storage controller 191 thereof to
reply to the message when the message is received. The response to the message may be
transmitted back to the Secure Storage Maintenance (SSM) Center 320, which then may inform
application service provider (ASP) by an acknowledgment message to the Application Service
Provider (ASP) Center 310 or the network operator by an acknowledgment message to the
Network Provider Control (ASP) Center 300. Alternatively, the response may be transmitted
directly to the application service provider (ASP) or the network operator.

The messages transmitted from the Secure Siorage Maintenance (SSM) Center 320 to the secure
storage subsystem 190 through the network 260, the network connectivity subsystem 180 and the
interconnectivity component 205 may be some sort of dedicated “smart” Short Messages or
Multimedia Messages in accordance with the corresponding Short Message Service and
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Multimedia Message Service supported by today’s cellular network. Such “smart” messages
should be understood to include an indication the message is directed to the secure storage
subsystem 190 and the terminal device 100 and the interconnectivity component 205, upon
receiving such a message, processes the message without displaying it to the user. In particular,
“smart” messages may employ the SMS message Toolkit functionality provided by SIMs
(Subscriber Identification Modules) operated in cellular terminal devices. In general, the SMS
message Toolkit functionality enables a SIM such as the SIM 185 of the terminal device 100 to
drive the terminal device 100, build up an interactive exchange between a network application
and the terminal device 100 and access or control access to the network 260. The SIM has a
proactive role in the terminal device 100 and is configured to initiate commands independently of
the terminal device 100 and the network 260.

Reload & Update Procedures

It should be assumed that a user may, from time to time, switch the secure storage subsystem 190
between different terminal devices. The concept of the present invention enables a reloading of
relevant application related code sections, i.e. program code and/or user interface definitions,
which may be required in reaction to the exchange between different terminal devices having
different processing capabilities and functionalities and underlying different constraints.

For instance, the network operator identifies a changed user identifier and terminal device
identifier combination in consequence of the device exchange. Upon detection of the change of
the identifier combination, a status message is generated by the Application Service Provider
(ASP) Center 310 and the Secure Storage Maintenance (SSM) Center 320, respectively, which
comprises inter alia desired configuration status information of the secure storage subsystem 190
and/or one or more application services operable with the secure storage subsystem 190. The
status message is transmitted through the network 260 to the secure storage controller 191, which
compares the desired configuration status information with current configuration status
information obtained by the secure storage controller 191. The configuration status information
comprises in particular status information about program code and/or user interface definitions
required for operating application services by the means of the secure storage subsystem 190.

In case the secure storage controller 191 identifies differences between the current configuration
status and the desired configuration status, a request message is generated by the secure storage
controller 191 and transmitted via the network 260 to the originator of the status message. The
request message should be responded by a reload message, which may comprise data required to
achieve the desired configuration status. In particular, the reload message may comprise
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information enabling the secure storage controller 191 to download required data through the
network 260. The download information may comprise a network address such as a URL
(Uniform Resource Locator) or URI (Uniform Resource Indicator) and/or access information

such as account identifier and/or account password.

It should be noted that the aforementioned process may be also initiated by the secure storage
controller 191. Independently of the detection, the secure storage controller 191 may generate a
message, which comprises a request for the desired configuration status information. The
message is supplied to the interconnectivity component 205 for transmission over the network
260 to be sent to the Application Service Provider (ASP) Center 310 or to the Secure Storage
Maintenance (SSM) Center 320. In reaction to this message, the addressee generates the
requested desired configuration status information, which is transmitted back to the secure
storage controller 191. Alternatively, the secure storage controller 191 may generate a network
message, which comprises current configuration status information obtained by the secure
storage controller 191. The addressee, i.e. the Application Service Provider (ASP) Center 310 or
to the Secure Storage Maintenance (SSM) Center 320, compares the received current
configuration status information with desired configuration status information. On the basis of
differences between the current configuration status and the desired configuration status, a reload
message is generated by the addressee any transmitted to the secure storage controller 191.

The user of the terminal device 100 may have to confirm the initiation of a network data

download.

In analogy to the aforementioned exchange procedure, a comparable procedure is operable when
new application related code sections have to be updated for instance due to new versions, new

application services, and the like.

Upon initiation of the secure storage controller 191, the secure storage controller 191 may
generate a message, which comprises a request for the desired configuration status information.
The message is supplied to the interconnectivity component 205 for transmission over the
network 260 to be sent to the Application Service Provider (ASP) Center 310 or to the Secure
Storage Maintenance (SSM) Center 320. In reaction to this message, the addressee generates the
requested desired configuration status information, which is transmitted back to the secure
storage controller 191. Alternatively, the secure storage controller 191 may generate a network
message, which comprises current configuration status information obtained by the secure
storage controller 191. The addressee, i.e. the Application Service Provider (ASP) Center 310 or
to the Secure Storage Maintenance (SSM) Center 320, compares the received current
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configuration status information with desired configuration status information. On the basis of
differences between the current configuration status and the desired configuration status, a reload
message is generated by the addressee any transmitted to the secure storage controller 191.

Moreover, the Application Service Provider (ASP) Center 310 or to the Secure Storage
Maintenance (SSM) Center 320 may generate a message comprising desired configuration status
information at any one or more points in time or in regular or irregular intervals. On the basis of
the received configuration status information the secure storage controller 191 checks the
configuration status of the secure storage subsystem 190.

Similarly the reload message from the network 260 could indicate a desired configuration state in
consequence to which a component comprising code sections is downloaded, which enable to
remove application related code sections, i.e. program code and/or user interface definitions. The
removal may be for instance instructed when the corresponding application has expired.
Likewise, application related code sections may be removed without requiring a component

downloaded over the network.

Those skilled in the art will appreciate on the description above that the aforementioned
procedures relating to updating and/or downloading are also applicable to update and/or

download application related contents.
Removal Procedure

With reference to the verification and/or disabling procedures described above, the Application
Service Provider (ASP) Center 310 or to the Secure Storage Maintenance (SSM) Center 320 may
generate a request message directed to the secure storage controller 191, which instructs the
secure storage controller 191 to remove application related contents from the secure storage
memory 192 and imitate removing of application related code sections, i.e. program code and/or
user interface definitions, which are associated with the application related contents to be

removed.

Those skilled in the art will appreciate that the complete removal of data relating to an
application service (where the data comprise application related contents and/or application
related code sections) is especially applicable in conjunction with a disabling or blocking of the
respective application service. In particular, the removal procedure will ensure that the
application service cannot be re-activated against without approval of the application service
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provider (ASP). In order to re-activate the application service, an update procedure may be
operable, which requires the interaction of the application service provider (ASP).

Exchange Procedure

It should be assumed that a user may change the network authentication module and the secure
storage subsystem 190 is fixedly associated with the network authentication module. For
example, the user may change the SIM 185 of the terminal device 100 and the secure storage
subsystem 190 is fixedly associated to a specific SIM 185 e.g. the former SIM. A methodology to
associate the secure storage subsystem 190 to a specific SIM will be described below in detail.
The fixed association guarantees that the secure storage subsystem 190 is only operable in case
the respective SIM (to which the secure storage subsystem is associated) is present in the
terminal device 100. In all other cases the secure storage subsystem 190 is not operable.

As aforementioned, the terminal device 100 and its network connectivity subsystem 250
authenticates against the authentication entity of the network by the means of the network
authentication module. Upon authentication, the Secure Storage Maintenance (SSM) Center 320
may be informed about the authentication. The user can be identified by a subscriber identifier

(ID) which is the same for the former and the new network authentication module.

The aforementioned reload procedure is applicable to reload the application related contents and
application related code sections to a new secure storage subsystem which is associated to the
new network authentication module. However, the application service provider (ASP) may be
required to make provisions on the network side to enable the reload procedure upon detection of
an exchange of the network authentication module. Moreover, the reload procedure may be
alternatively imitated by the application service provider (ASP), e.g. through the Secure Storage
Maintenance (SSM) Center 320 or the Application Service Provider (ASP) Center 310. The
reload procedure may be enabled on information by the user or proactively by the application

service provider (ASP).
Association Procedure

The operability of the secure storage subsystem 190 may be linked to the network authentication
module to prevent usage of the secure storage subsystem 190 with any other network
authentication module and to provide additional control by the cellular network operator over the

operability of the secure storage subsystem 190.
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The first case relates to a situation where an unauthorized (hostile) party might try to operate the
terminal device 100 with the secure storage subsystem 190 by including a new network
authentication module into the terminal device 100. For example, an unauthorized (hostile) party
(such as a thief) might try to operate the terminal device 100 with the secure storage subsystem
190 by including a new SIM into the terminal device 100. Due to the fact that during
authentication of the terminal device against the authentication entity of the network 260 the
addressability of the terminal device 100 through the network 260 is defined, the terminal device
100 having a new network address can not receive messages from the Secure Storage
Maintenance (SSM) Center 320 as well as the Application Service Provider (ASP) Center 310
because these messages are still addressed in accordance with the former network authentication
module. Typically, the network authentication module comprises a subscriber identifier on the
basis of which the network address information such as a telephone number, an IP address and
the like, is obtained. With reference to cellular networks, the telephone numbers are retrieved
from the Home Location Register, which stores telephone numbers in association with subscriber
identifiers. The misuse of the secure storage subsystem 190 with a replacement network
authentication module is not possible due to the association of the secure storage subsystem 190
and the network authentication module

The latter case relates to the desire of a network operator to control their customers, because the
network operator may bind the usage of the secure storage subsystem 190 to the network
authentication module so that if a user wants to change the network operator or give the secure
storage subsystem 190 (in case the subsystem is detachable) to a friend or like, the operation of
the is secure storage subsystem 190 prevented due to the association of the secure storage

subsystem 190 and the network authentication module.

However, in cases where the user wants to place the detachable secure storage subsystem 190 to
another terminal device that is owned by the same user (same or different network authentication
module, but links to same user account), the authentication may be performed successfully as
there is no contradictions between the user account and the secure storage subsystem 190.

In general, the secure storage controller 191 of the secure storage subsystem 190 can request an
authentication of the network authentication module (e.g. the SIM 185) of the network
connectivity subsystem 180 of the terminal device 100. The request for authentication is
preferably preformed prior to any operation of the secure storage subsystem 190. In that way, the
network identification module (e.g. SIM 185) and the secure storage subsystem 190 cannot be

separated.
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With reference to Fig. Sc, the secure storage controller 191 operating a management application

may have two operational states:

The first operational state (State 1) is active when the secure storage subsystem 190 is not (yet)
mutually authenticated with the network authentication module. The operation of the secure
storage subsystem 190 is disabled; in particular any operation of the secure storage subsystem
190 through the local RF connectivity subsystem 193 is disabled. In this operational state the
secure storage subsystem 190 may perform in accordance with a defined algorithm, e.g., with
fixed intervals, on power-on, and/or any other triggers, requesting authentication from the
network authentication module (SIM 185). This mutually authentication may be based on a
public key infrastructure or a challengé-response algorithm. Once the mutual authentication
(operation S300) has been confirmed the secure storage subsystem 190 and the secure storage
controller 191 switches to the second operation state (State 2), respectively.

During second operation state (State 2), the secure storage subsystem 190 as well as the secure
storage controller 191 is mutually authenticated with the network authentication module and
local RF connectivity is operable with the secure storage subsystem 190 through the local RF
connectivity subsystem 193. This second operational state (State 2) may require repetitive mutual
authentication procedures (operations S310 and 320), i.e. in any (regular or irregular) intervals of
time. This means that after passing of predefined time-out periods the secure storage subsystem
190 and the secure storage controller 191 switches automatically to the first operation state (State
1), respectively. Moreover, the repetitive mutual authentication procedures may be required after
each local RF communication of the secure storage subsystem 190 through the local RF
connectivity subsystem 193. This means, the secure storage subsystem 190 and the secure storage
controller 191 switches automatically (operation S430) to the first operation state (State 1),
respectively, after a local RF communication of the secure storage subsystem 190.

The authentication keys and/or authentication algorithms are preferably loaded into the secure
storage controller 191 and the network authentication module (SIM 185) at the time of set-up.

The information exchange required during a mutual authentication procedure can be performed
through a direct connection of the secure storage controller 191 and the network authentication
module (SIM 185) or through the baseband of the network connectivity subsystem 180 via the

communication controller 200.
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In case of direct connection the secure storage controller 191 may exchange information directly
with the network authentication module (SIM 185). An authentication software and/or hardware
protocol implemented enables the mutual authentication procedure.

In the latter case, the secure storage subsystem 190 should be able to initiate an interrupt to the
communication controller 200 or the communication controller 200 may poll the secure storage
subsystem 190 on regular intervals. Once the communication controller 200 has the information
that a network identification module (SIM 185) is to be authenticated a specific application on
the network identification module (SIM 185) may be requested to respond to this authentication
request. The communication controller 200 supplies the response to the authentication request to
the secure storage controller 191 as a response to its query. If the response is satisfactory the
secure storage controller switches to the second operational state where local RF communication

is enabled.

Those skilled in the art will appreciate from the description above being based on different
embodiments that operational state of the secure storage subsystem 190 can be controlled
through the network by authorized network entities without any need for the user to take action.
The concept of the present invention also enables the authorized network entities to define a
solution, which allows controlling distribution of messages to the terminal devices. In this way
the authorized network entities can ensure complete control of the application operable with the
secure storage subsystem 190. This means in particular that the network operator enabling secure
storage maintenance by the means of a Secure Storage Maintenance (SSM) Center can define the
messages, e.g., SIM toolkit messages, as well as the frequency of exception control, in order to

optimize network usage and load.

It will be obvious for those skilled in the art that as the technology advances, the inventive
concept can be implemented in a broad number of ways. The invention and its embodiments are
thus not limited to the examples described above but may vary within the scope of the claims.

Samsung Ex. 1002, Page 185 of 254
Samsung Electronics America, Inc. v. RFCyber Corp.
IPR2021-00981



10

15

20

25

30

35

WO 2007/068991 PCT/1B2005/003792

35

Claims

Terminal device, comprising

a network connectivity subsystem (250) enabled for data connectivity with a wireless
communications network (260);

a secure storage subsystem (190) having a secure storage memory (192) for securely
storing contents and enabled for local RF connectivity through a local RF communication
subsystem (193), wherein said secure storage subsystem (190) operates as a contactless
smartcard; ‘

an interconnectivity component (205) which is adapted to enable communication of said
secure storage subsystem (190) through said network connectivity subsystem (250) with
said network (260);

wherein said interconnectivity component (205) is configured to detect that messages
received from said network (260) are destined for said secure storage subsystem (190) and
said interconnectivity component (205) is configured to supply said messages to said
secure storage subsystem (190), wherein said messages enable exercising control over said
secure storage subsystem (190) in that said messages comprise one or more instructions to
be processed by a secure memory controller (191) of said secure storage subsystem (190).

Terminal device according to claim 1, wherein said interconnectivity component (205) is
also configured to receive messages generated by said secure memory controller (191) and
to supply said received messages to said network connectivity subsystem (250) for

transmission to said network (260).

Terminal device according to claim 1 or claim 2, wherein said messages received from said
network (260) originate from s secure storage maintenance center (320) arranged in said
network (260) and/or said messages generated by said secure memory controller (191) are

destined for said secure storage maintenance center (320).

Terminal device according to anyone of the preceding claims, wherein said messages
received from said network (260) comprises commands relating to the operability of the
secure storage subsystem (190) and/or commands relating to modifications on contents
stored in a secure storage memory (192) of said secure storage subsystem (1 90)..

Terminal device according to claim 4, wherein said commands relating to modifications on
said stored contents comprises commands relating to modifications on application related
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contents and/or commands relating to modifications on application related code sections
including program code and/or user interface definitions.

Terminal device according to anyone of the preceding claims, wherein a disablement
message from said network (260) is received in response to an exception event requiring
disabling of as least one local application service operable with said secure storage
subsystem (190), wherein upon reception of said disablement message, said secure memory
controller (191) is configured to at least temporarily disable said local application service,

Terminal device according to anyone of the preceding claims, comprising:

a network authentication module (185) operable to authenticate said network connectivity
subsystem (250) at said network (260), wherein said network connectivity subsystem (250)
is allowed for data connectivity with a network (260) after authentication at said network
(260);

wherein said secure storage subsystem (190) is configured to mutually authenticate with
said network authentication module (185), wherein a local radio frequency communication
operation of said secure storage subsystem (190) is disabled prior to mutual authentication

and is enabled after mutual authentication.

Terminal device according to claim 7, wherein said mutual authentication is required at one
or more predefined points in time and/or within predefined intervals to maintain an enabled
local radio frequency communication operation, or wherein said mutual authentication is
required after a local radio frequency communication operation to maintain said enabled

local radio frequency communication operation.

Terminal device according to anyone of the preceding claims, wherein said network
connectivity subsystem (250) is a wireless network connectivity subsystem (160) or a
cellular network connectivity subsystem (180).

Terminal device according to anyone of the preceding claims, wherein said secure storage
subsystem (190) is a contactless smartcard module or said secure storage subsystem (190)
comprises a secure memory connected to a local radio frequency connectivity subsystem

(193) adapted for radio frequency communication in accordance with any contactless

technology.

Secure storage subsystem, comprising
a secure storage controller (191) adapted to operate said secure storage subsystem (190);
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a secure storage memory (192) provided for secure storing of contents;

a local radio frequency connectivity subsystem (193) arranged for local RF connectivity;
wherein said secure storage subsystem (190) operates as a contactless smartcard;

wherein said secure storage controller (191) is enabled for data communication with a
wireless communications network (260) through an interconnectivity component (205)
coupling said secure storage subsystem (190) to a network connectivity subsystem (250)
enabled for data connectivity with said network (260);

wherein said secure storage subsystem (190) receives messages from said network (260)
destined for said secure storage subsystem (190) through said interconnectivity component
(205), wherein said messages enable exercising control over said secure storage subsystem
(190) in that said messages comprise one or more instructions to be processed by a secure

memory controller (191) of said secure storage subsystem (190).

Secure storage subsystem according to claim 11, wherein said secure memory controller is
configured to generate messages to be supplied to said interconnectivity component (205)
to be supplied to said network connectivity subsystem (250) for transmission to said
network.

Secure storage subsystem according to claim 11 or claim 12, wherein said messages
received from said network (260) originate from s secure storage maintenance center (320)
arranged in said network (260) and/or said messages generated by said secure memory
controller (191) are destined for said secure storage maintenance center (320).

Secure storage subsystem according to of the claims 11 to 13, wherein said messages
received from said network (260) comprises commands relating to the operability of the
secure storage subsystem (190) and/or commands relating to modifications on contents
stored in said secure storage memory (192) of said secure storage subsystem (190).

Secure storage subsystem according to claim 14, wherein said commands relating to
modifications on said stored contents comprises commands relating to modifications on
application related contents and/or commands relating to modifications on application

related code sections including program code and/or user interface definitions.

Secure storage subsystem according to the claims 11 to 15, wherein a disablement message
from said network (260) is received in response to an exception event requiring disabling
of as least one local application service operable with said secure storage subsystem (190),
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wherein upon reception of said disablement message, said secure memory controller (191)
is configured to at least temporarily disable said local application service.

Secure storage subsystem according to the claims 11 to 16,

wherein said secure memory subsystem (190) is configured to mutually authenticate with a
network authentication module (185), wherein a local radio frequency communication
operation of said secure storage subsystem (190) is disabled prior to mutual authentication
and is enabled after mutual authentication;

wherein said network authentication module (185) is arranged to authenticate said network
connectivity subsystem (250) at said network (260), wherein said network connectivity
subsystem (250) is allowed for data connectivity with a network (260) after authentication

at said network (260).

Secure storage subsystem according to claim 17, wherein said mutual authentication is
required at one or more predefined points in time and/or within predefined intervals to
maintain an enabled local radio frequency communication operation, or wherein said
mutual authentication is required after a local radio frequency communication operation to

maintain said enabled local radio frequency communication operation.

Secure storage subsystem according to the claims 11 to 18, wherein said network
connectivity subsystem (250) is a wireless network connectivity subsystem (160) or a

cellular network connectivity subsystem (180).

Secure storage subsystem according to the claims 11 to 19, wherein said secure storage
subsystem (190) is a contactless smartcard module or said secure storage subsystem (190)
comprises a secure memory connected to a local radio frequency connectivity subsystem

(193) adapted for radio frequency communication in accordance with any contactless

technology.

System, comprising

a terminal device (100) having a network connectivity subsystem (250) enabled for data
connectivity with a wireless communications network (260);

a secure storage subsystem (190) having a secure storage memory (192) for securely
storing contents and enabled for local RF connectivity through a local RF communication
subsystem (193), wherein said secure storage subsystem (190) operates as a contactless

module;
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an interconnectivity component (205) which is adapted to enable communication of said
secure storage subsystem (190) through said network connectivity subsystem (250) with
said network (260);

wherein said interconnectivity component (205) is configured to detect that messages
received from said network (260) are destined for said secure storage subsystem (190) and
said interconnectivity component (205) is configured to supply said messages to said
secure storage subsystem (190), wherein said messages enable exercising control over said
secure storage subsystem (190) in that said messages comprise one or more instructions to
be processed by a secure memory controller (191) of said secure storage subsystem (190).

System according to clam 21, wherein said terminal device (100) is a terminal device

according to anyone of the claims 1 to 10.

System according to clam 21 or 22, wherein said secure storage subsystem (190) is a secure

storage subsystem according to anyone of the claims 11 to 20.

System according to anyone of the claims 21 to 23, wherein said interconnectivity
component (205) is connected to network connectivity subsystem (250) of said terminal
device (100) and provides an interface for coupling to said secure storage subsystem (190).

Method of network-based remote control over a secure storage subsystem (190) comprising
a secure storage memory (192) for securely storing contents and enabled for local RF
connectivity through a local RF communication subsystem (193), wherein said secure
storage subsystem (190) operates as a contactless smartcard

said method comprising;:

at a network connectivity subsystem (250) receiving messages from a wireless
communications network (260), wherein said network connectivity subsystem (250) is
enabled for data connectivity with said network (260);

at an interconnectivity component (205), receiving messages from a network (260) form
said network connectivity subsystem and identifying messages destined for said secure
storage subsystem (190) and supplying said identified messages to said secure storage
subsystem (190);

at a secure memory controller (191) of said secure storage subsystem (190), processing said
messages comprising one or mofe instructions enabling exercising conirol over said secure

storage subsystem (190).

Method according to claim 25, comprising:
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at said secure memory controller (191), generating messages destined for transmission to
said network;

at said interconnectivity component (205), receiving said generated messages and
supplying said generated messages to said network connectivity subsystem (250); and

at said network connectivity subsystem (250), transmitting said generated messages.

Method according to claim 25 or claim 26, wherein said messages received from said
network (260) originate from s secure storage maintenance center (320) arranged in said
network (260) and/or said messages generated by said secure memory controller (191) are
destined for said secure storage maintenance center (320).

Method according to the claims 25 to 27, wherein said messages received from said
network (260) comprises commands relating to the operability of the secure storage
subsystem (190) and/or commands relating to modifications on contents stored in said

secure storage memory (192) of said secure storage subsystem (190).

Method according to claim 28, wherein said commands relating to modifications on said
stored contents comprises commands relating to modifications on application related
contents and/or commands relating to modifications on application related code sections
including program code and/or user interface definitions.

Method according to the claims 25 to 29, wherein a disablement message from said
network (260) is received in response to an exception event requiring disabling of as least
one local application service operable with said secure storage subsystem (190), wherein
upon reception of said disablement message, said secure memory controller (191) disables
at least temporarily said local application service.

Method according to anyone of the claims 25 to 30, comprising:

mutually authenticating said secure memory subsystem (190) with a network authentication
module (185), wherein a local radio frequency communication operation of said secure
storage subsystem (190) is disabled prior to mutual authentication and is enabled after
mutual authentication;

wherein said network authentication module (185) is provided to authenticate said network
connectivity subsystem (250) at said network (260), wherein said network connectivity
subsystem (250) is allowed for data connectivity with a network (260) after authentication
at said network (260)
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Method device according to claim 31, comprising:

performing said mutual authentication at one or more predefined points in time and/or
within predefined intervals to maintain an enabled local radio frequency communication
operation; or

performing said mutual authentication after a local radio frequency communication

operation to maintain said enabled local radio frequency communication operation.

Method device according to the claims 25 to 32, wherein said network connectivity
subsystem (250) is a wireless network connectivity subsystem (160) or a cellular network
connectivity subsystem (180).

Method according to the claims 25 to 33, wherein said secure storage subsystem (190) is a
contactless smartcard module or said secure storage subsystem (190) comprises a secure
memory connected to a local radio frequency connectivity subsystem (193) adapted for

radio frequency communication in accordance with any contactless technology.

Computer program product comprising program code sections stored on a machine-
readable medium for carrying out the operations of anyone of the claims 25 to 34, when
said program product is run on a processor-based device, a terminal device, a network
device, a portable terminal, a consumer electronic device, or a wireless communication

enabled terminal.
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Application Serial No: 11/534,653

Attorney Docket No: RFID-081
Customer Number: 26797
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This is a courtesy reminder that new correspondence is available for this
application. The official date of notification of the outgoing correspondence
will be indicated on the form PTOL-90 accompanying the correspondence.

An email notification regarding the correspondence was sent to the following

email address(es) associated with your customer number:
uspatents@sbcglobal.net

Please verify that these email addresses are correct.

To view your correspondence online or update your email addresses, please
visit us anytime at https://sportal.uspto.gov/secure/myportal/privatepair.
If you have any questions, please email the Electronic Business Center (EBC)
at EBC@uspto.gov or call 1-866-217-9197.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Liang Seng Koh et al

Title: Method and apparatus for providing electronic purse
Serial No.: 11/534,653

Confirmation No.: 6327

Filing Date: 09/24/2006

Examiner: Chris Stanford

Group Art Unit: 2887

Docket No: RFID-081

September 7, 2011
Mail Stop: No-Fee Amendments
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Response to 1st OA (RCE)

In response to Office Action dated 05/25/2011, the Applicant respectfully
requests the Examiner to enter the following amendments before reconsidering the
above-referenced application:

AMENDMENTS TO THE CLAIMS are reflected in the listing of claims which
begins on page 2 of this Response.

REMARKS/ARGUMENTS begin on page 7 of this Response.
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AMENDMENTS TO THE CLAIMS
Please amend Claims 1 and 11 as follows:

1. (Currently amended) A method for providing an e-purse, the method comprising:
providing a portable device including or communicating with a smart card maditis

pre-loaded with an emulator canfigurad o execute a request from an e-purse

applet and provide a response the e-purse applet is confiqured to exged, the

portable device including a memory space loaded with a midlet that is configured

over a wireless network, wherein the s-purse applet is downloaded and instalied

in the smart card when the smart cart is in communication with the paymeant
pay

communication between the e-purse applet therein-in the smart card and the

payment server over a wired network;
personalizing the e-purse applet by reading off data from the smart card to generate

in the smart card one or more operation keys that are subsequently used to

establish a secured channel between the e-purse applet and an e-purse security
authentication module (SAM) external to the smart card, wherein said
personalizing the e-purse applet comprises:
establishing an initial security channel between the smart card and the e-
purse SAM to install and personalize the e-purse applet in the smart card,
and
creating a security channel on top of the initial security channel to protect
subsequent operations of the smart card with the e-purse SAM, wherein
any subsequent operation of the emulator is conducted over the security

channel via the e-purse applet.

2. (Original) The method as recited in claim 1, wherein the operation keys include one
or more of a load key and a purchase key, default personal identification numbers
(PINs), administration keys, and passwords.

Page 2 of 12

Samsung Ex. 1002, Page 213 of 254
Samsung Electronics America, Inc. v. RFCyber Corp.
IPR2021-00981



. (Previously amended) The method as recited in claim 2, wherein at least some of
the operation keys are used to establish a first secured channel so that various data
is exchanged between the e-purse applet and the payment server, and at least
another some of the operation keys are used to establish a second secured channel
so that various data is exchanged between the e-purse applet and the e-purse SAM
originally used to issue the e-purse as well as between the emulator and the existing
SAM.

. (Original) The method as recited in claim 2, wherein said personalizing the e-purse

applet is done over a wireless network or a wired network.

. (Original) The method as recited in claim 4, wherein, when said personalizing the e-
purse applet is done over a wireless network, the midlet in the portable device is
configured to facilitate communications between the e-purse and the payment

server.

. (Original) The method as recited in claim 5, wherein both of the e-purse applet and
the emulator are personalized as a result of said personalizing the e-purse applet.

. (Previously amended) The method as recited in claim 1, further comprising:

initiating a request from the e-purse after valid personal identification numbers
are entered and accepted on the portable device;

sending a request by the midlet to the e-purse applet that is configured to
compose a response to be sent to the midlet;

transporting the response to the payment server that is configured to verify that
the response is from an authenticated e-purse, wherein the payment server
further communicates with a financial institution to authorize a transaction
therewith; and

sending a server response from the payment server to the midlet that is
configured to process the server response before releasing the server
response to the e-purse applet.
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8. (Original) The method as recited in claim 7, wherein messages exchanged between
the midlet and the payment server are in a type of commands encapsulated in
network messages.

9. (Original) The method as recited in claim 8, wherein the commands are applicable
for APDU which stands for Application Protocol Data Unit.

10.(Original) The method as recited in claim 1, wherein the e-purse is funded through a
financial institution that maintains an account for a user being associated with the
portable device, and the e-purse supports transactions in either e-commerce or m-
commerce.

11.(Currently amended) A system for providing an e-purse, the system comprising:
a portable device including or communicating with a smart card pre-loaded with an

emulator configured o execule a reguest from and provide a response an é-

purse applet is confiqured o expet, the portable device including a memory

space loaded with a midlet that is configured to facilitate wireless communication
wireless network, the portable device further including a contactless interface that
facilitates communication between the e-purse applet in the smart card and the

payment server over a wired network, wherein the e-purse applet is downloadsd

from the pavment senvar when the smart cartis in communication with the

payment server, and seid-operations ¢f personalizing the e-purse applet

comprises:

establishing an initial security channel between the smart card and the e-
purse security authentication module (SAM) to install and personalize the
e-purse applet in the smart card, and

creating a security channel on top of the initial security channel to protect
subsequent operations of the smart card with the e-purse SAM, wherein
any subsequent operation of the emulator is conducted over the security
channel via the e-purse applet;

the payment server associated with an issuer authorizing the e-purse applet; and
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the e-purse SAM configured to enable the e-purse applet, wherein an SAM is behind
the payment server and in communication with the e-purse applet when the e-
purse applet is caused to communicate with the payment server via the midlet.

12. (Original) The system as recited in claim 11, wherein both of the e-purse applet and
emulator are personalized by reading off data from the smart card, the data is then
used to generate operation keys for the e-purse applet.

13. (Original) The system as recited in claim 12, wherein the operation keys include
one or more of a load key and a purchase key, default personal identification
numbers (PINs), administration keys, and passwords.

14.(Previously amended) The system as recited in claim 13, wherein at least some of
the operation keys are used to establish a first secured channel so that various data
is exchanged between the e-purse applet and the payment server, and at least
another some of the operation keys are used to establish a second secured channel
so that various data is exchanged between the e-purse applet and an existing
security authentication module (SAM) originally used to issue the e-purse as well as
between the emulator and the existing SAM.

15.(Previously amended) The system as recited in claim 11, wherein, when the portable
device is used to have a transaction, there are operations of:

initiating a request from the e-purse after valid personal identification numbers
are entered and accepted on the portable device;

sending a request by the midlet to the e-purse applet that is configured to
compose a response to be sent to the midlet;

transporting the response to the payment server that is configured to verify that
the response is from an authenticated e-purse, wherein the payment server
further communicates with a financial institution to authorize a transaction

therewith; and
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sending a server response from the payment server to the midlet that is
configured to process the server response before releasing the server
response to the e-purse applet.

16.(Original) The system as recited in claim 15, wherein messages exchanged between
the midlet and the payment server are in a type of commands encapsulated in

network messages.

17.(Original) The system as recited in claim 16, wherein the commands are applicable
for APDU which stands for Application Protocol Data Unit.

18.(Original) The system as recited in claim 11, wherein the e-purse is funded through a
financial institution that maintains an account for a user being associated with the

portable device.
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Remarks

Claims 1-18 were submitted for examination. In the Office Action dated
10/01/2010, Claims 1-18 are rejected under 35 USC 103(a) as being unpatentable over
Shmueli et al (US Publication No.: 20020145632, hereinafter “Shmueli”) in view of
Nystrom (US 2009/0313689 A1; hereinafter Nystrom).

Comments on Examiner’s Response to Arguments

The Applicant respectfully disagrees with the comments made by the Examiner
to the arguments presented in the previous Response dated 12/31/2010. On page 13,
Examiner contends that there is a two-level security means of communication disclosed
by Shmueli. The applicant wishes to point out that Shmueli teaches only the
authentication of the key 10 to the host 12. As shown in FIG. 2A - FIG.2C of Shmueli,
such a key is inserted to a host that runs a keylet to verify if the key is being used by an
authorized user. As further described in paragraphs [0035]-[0039] of Shmueli, the
authentication routine (using password) is the only step Shmueli needs before using the
key. The Examiner evidently mistakes the steps 102-106 of FIG. 3 as a step before the
authentication routine. The paragraph [0035] specifically states that “the key 10 is
identified (block 102) and the communication interface is configured to facilitate
interaction (block 104)”. In contrast, Claim 1 of the instant application recites
“establishing an initial security channel between the smart card and the e-purse SAM

...” and “creating a security channel on top of the initial security channel to protect

subsequent operations of the smart card with the e-purse SAM over the wired network “.

The applicant respectfully submits that it is a technical mistake to classify the
identification of a key by a host as establishing an (initial) security channel. Further the
communication between a key and a host is significantly and operationally different from

operations of the smart card with the e-purse SAM over a wired network.

Rejections of Claims 1-18 under 35 USC 103(a)

The Applicant respectfully disagrees with the Examiner as it is believed that the
Examiner seemed to have been mistaken with the architecture aspects and security
mechanism recited in Claim 1 and those of Shmueli.
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As amended, Claim 1 explicitly recites:

providing a portable device including or communicating with a smart card pre-loaded
with an emulator configured to execute a request from an e-purse applet and
provide a response the e-purse applet is configured to expect, the portable
device including a memory space loaded with a midlet that is configured to
facilitate communication between the e-purse applet and a payment server over
a wireless network, wherein the e-purse applet is downloaded and installed in the
smart card when the smart cart is in communication with the payment server, the
portable device further includes a contactless interface that facilitates
communication between the e-purse applet in the smart card and the payment
server over a wired network;
personalizing the e-purse applet by reading off data from the smart card to generate
in the smart card one or more operation keys that are subsequently used to
establish a secured channel between the e-purse applet and an e-purse security
authentication module (SAM) external to the smart card, wherein said
personalizing the e-purse applet comprises:
establishing an initial security channel between the smart card and the e-
purse SAM to install and personalize the e-purse applet in the smart card,
and
creating a security channel on top of the initial security channel to protect
subsequent operations of the smart card with the e-purse SAM, wherein
any subsequent operation of the emulator is conducted over the security
channel via the e-purse applet.

(emphasis added)

As described in paragraph [0029] and [0031], an emulator (e.g., Mifare emulator

208 in FIG. 2) is a hardware device or a program that pretends to be another particular

device or program that other components expect to interact with. In the context of the

instant invention, the emulator is able to execute a request from an e-purse applet and

provide a response the e-purse applet is configured to expect. In other words, the smart

cart recited in Claim 1 that includes the emulator has the necessary computing power to

execute commands with data. As further amended, the e-purse applet is personalized

by reading off data from the smart card_to generate in the smart card one or more

operation keys for subsequent operations over a wired network, which again recites
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clearly that the smart card is not just a memory card, the smart card is a computing
device (i.e., an active device).

In contrast, Shmueli states explicitly in paragraph [0027] that the key 10 is a
“passive” device, which means it has no computing power. As described in paragraph
[0027], the key 10 is primarily includes memory 18 having software 20, where the
software 20 is running on one of the hosts 12 with data 22. The memory 18 must be
associated with a key interface 24 to facilitate communication with the hosts 12, where
the memory 18 emulates a file system on a memory device accessible by the host 12.
Evidently, anyone skilled in the art would understand the memory 18 is NOT an
emulator per se in the industry. In fact, from a technical perspective, a file system in a
storage device is merely to allow a host to locate a file stored in the storage device, it
does not execute a request neither produce a response, despite the fact the key 10 can
not computer by itself.

Accordingly, the Applicant respectfully submits that the Examiner interprets
Shmueli beyond its original scope. Shamueli neither teaches nor suggests “a smart card
pre-loaded with an emulator execute a request from an e-purse applet and provide a
response the e-purse applet is configured to expect’ and “personalizing the e-purse
applet by reading off data from the smart card to generate in the smart card one or more
operation keys” for the reasons stated above.

As supported in paragraph [0037], the e-purse applet is dynamically installed and
personalized. In other words, the e-purse applet is NOT pre-installed. In contrast, the
software 20 in the key 10 in Shamueli is pre-installed and must be uploaded to a host
for execution, see paragraphs [0027] and [0028] of Shamueli. Thus, the Applicant
submits Shamueli neither teaches nor suggests “the e-purse applet is downloaded and

installed in the smart card’ recited in Claim 1 as amended in the instant application.

Further as described in paragraphs [0007], [0024] — [0027], [0037] and shown in
FIG. 1A and FIG. 3C, personalizing the e-purse applet requires a type of data
communication with an e-purse SAM. The data communication includes_installing and
personalizing the e-purse applet in the smart card and creating security means to
protect subsequent operations of the smart cards with the e-purse SAM over the wired

network. To do so without a prior security channel, an initial security channel between
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the smart card and the e-purse SAM module shall be established. For example, such an

initial security channel is established by using a general security framework of a
preloaded operating system in a smart card. Once an initial security channel is

established, a (second) security channel on top of the initial security channel is

established to protect subsequent operations of the smart card with the e-purse SAM. .

In contrast, Shmueli is silent about establishing a security channel on top of an

initial security channel (e.g., an industrially recognized framework) to facilitate

subsequent operations of the e-purse applet with the external e-purse SAM over a
network. FIG. 1 of Shmueli shows that there are three entities, a key 10, a host 12 and a
server 14. As pointed above, the key 10, which the Examiner has deemed as a “smart
card”, is a passive device and has no computing power to establish a security channel
with any other device. Accordingly, Shmueli does not teach nor suggests that the key 10
needs to be personalized using (two-level) security means. Further Shmueli is silent
about having an emulator in the key 10 to conduct subsequent operations thereof over
the security channel established by the e-purse applet to conduct either e-commerce or

m-commerce.

On page 4 of the Office Action, the Examiner admits that Shmueli does not
explicitly disclose establishing a security channel on top of an initial security channel to
install the e-purse applet in the smart card, and then cites Nystrom to teach the same.

The Applicant respectfully contests the combination of Shmueli and Nystrom as it
is believed that there is no motivation to combine these two references in the manner
proposed by the Examiner. In order to establish a prima facie case of obviousness
under 35 USC 103, Graham v. John Deer Co. of Kansas City, 383 US 1 (1966) requires
determining, respectively, the scope and content of the prior art, the difference between
the prior art and the claims at issue, and the level of ordinary skilled in the art.
Rejections on obviousness grounds cannot be sustained by mere conclusory
statements; instead, there must be some articulated reasoning with some rational
underpinning, to support the legal conclusion of obviousness. KSR v. Teleflex, No. 04-
1350 (US Apr. 30, 2007) (citing In re Kahn, 441 F. 3d 977, 988 (Canada Fed. 2006)).
The suggestion to make the claim combination must be found in the prior art, not in the
Applicant’s disclosure. In re Vaek, 20 USPQ2d 1438 (Fed. Cir. 1991). Moreover, in
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accordance with MPEP 2142.02, each prior art reference must be considered in its
entirety, i.e., as a whole, including portions that would lead away from the claimed
invention. W.L.Gore & Associates Inc. v. Garlock, Inc. 220 USPQ 303 (Fed. Cir. 1993).
A third essential requirement for establishing a prima facie case, set forth in MPEP
2143.01, is that the proposed modification cannot render the prior art unsatisfactory for
its intended purpose.

Nystrom teaches remote management of secure storages (e.g., smart cards)
applicable with contactless technology applications. The Examiner states on page 5 of
the Office Action that Nystrom discloses personalizing the e-purse applet (Reload
&Update Procedures; para [0111-120]) by reading off data from the smart card to
generate one or more operation keys ("a reloading of relevant application related code
sections, i.e. program code and/or user interface definitions") in light of association
procedures. However, a careful review of Nystrom, specifically these paragraphs para
[0111-120]), indicates that Nystrom does not need to establish an initial security channel
to install the e-purse applet or a software element in the smart card. In fact, Nystrom
uses a SIM card 165 of FIG. 2 to authorize the smart card (including 190 of FIG. 3a) to
communicate with a carrier’s network. It is well known that SIM card, standing for
subscriber identification module (SIM) card, is an authorized identifier to allow a device
with a SIM to conduct permitted communication over a carrier's network (no need to
establish a secure channel). What Nystrom teaches about reloading and update
procedures is about reactions to the exchange between different terminal devices
having different processing capabilities and functionalities and underlying different
constraints. The Applicant respectfully submits the Examiner interprets Nystrom beyond
its original intent. Nystrom neither teaches nor suggests about establishing a two-level
security channel to protect subsequent operations over a wired network. In one
perspective, Nystrom teaches away from Claim 1 by using a SIM card thus avoiding to
personalize the e-purse applet in the smart card.

The Applicant further submits that the key 10 in Shmueli could not be modified by
the SIM card or the smart card in Nystrom because Shmueli specifically states that an
application must be uploaded to a host to be executed while a smart card is able to
execute an application in the care itself. Accordingly, the combination of Shmueli and
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Nystrom neither teaches nor suggests Claim 1, and Claim shall be allowable over
Shmueli and Nystrom. Reconsideration of Claims 1-10 is kindly requested.

Claim 11 has been amended to include similar limitations recited in Claim 1. The
Applicant wishes to rely on the above arguments to support once-amended Claim 11,
and respectfully submits Claim 11, as amended, is neither taught nor suggested by
Shmueli and Nystrom, viewed alone or in combination, and shall be allowable over
Shmueli and Nystrom. Reconsideration of Claims 11 - 18 is kindly requested.

In view of the above amendments and remarks, the Applicant believes that
Claims 1 - 18 shall be in condition for allowance over the cited references. Early and

favorable action is being respectfully solicited.

If there are any issues remaining which the Examiner believes could be resolved
through either a Supplementary Response or an Examiner's Amendment, the Examiner

is respectfully requested to contact the undersigned at (408)777-8873.

| hereby certify that this correspondence is
being deposited with the United States Postal Respectfully submitted,
Service as first class mail in an envelope

addressed to " Box: Non-Fee Amendment

Commissioner of Patents and Trademarks /joe zheng /
P. O. Box 1450, Alexandria, VA 22313-1450",
on Sep. 7, 2010. Joe Zheng

Name:__Joe Zheng Reg. No.: 39,450

Signature:_ / joe zheng /
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Application No. Applicant(s)
11/534,653 KOH ET AL.

Applicant-Initiated Interview Summary E— A Un

CHRISTOPHER STANFORD | 2887

All participants (applicant, applicant’s representative, PTO personnel):

(1) CHRISTOPHER STANFORD. (3)Joe Zheng.
(2) Thien Le. (4)LiangSeng Koh & Sean Han.

Date of Interview: 31 August 2011.

Type: Telephonic  [] Video Conference
[] Personal [copy given to: [] applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [ Yes No.
If Yes, brief description:

Issues Discussed []101 [J112 [J102 [X]103 [JOthers

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed: 1.

|dentification of prior art discussed: Shmueli and Nystrom.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Applicants provided proposed amendments highlighting differences between their invention and the applied prior art.
Examiner recommended modifying the proposed amendments to clarify what was intended fo be conveyed by the new
claim lanquage. A response will be filed and further search and/or consideration is required. Examiners will contact
Applicants' representative if prosecution can be made more compact.

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

[J Attachment
/THIEN M LE/ /CHRISTOPHER STANFORD/
Primary Examiner, Art Unit 2887 Examiner, Art Unit 2887

U.S. Patent and Trademark Office
PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20110831
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’'s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
Application Number (Series Code and Serial Number)

— Name of applicant

— Name of examiner

— Date of interview

— Type of interview (telephonic, video-conference, or personal)

— Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

— An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

— The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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DATE MAILED: 11/29/2011

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/534,653 09/24/2006 Liang Seng Koh
TITLE OF INVENTION: METHOD AND APPARATUS FOR PROVIDING ELECTRONIC PURSE

RFID-081 6327

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional YES $870 $300 $0 $1170 02/29/2012
THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

1. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown
above.

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (f required)
and twice the amount of the ISSUE FEE shown above, or

If the SMALL ENTITY is shown as NO:
A. Pay TOTAL FEE(S) DUE shown above, or

B. If applicant claimed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlsswner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

groprlate All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

26797 7590 11/29/2011
SILICON VALLEY PATENT AGENCY Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
7394 WILDFLOWER WAY States Postal Service with sufficient postage for first class mail in an envelope
CUPERTINO, CA 95014 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
11/534,653 09/24/2006 Liang Seng Koh RFID-081 6327
TITLE OF INVENTION: METHOD AND APPARATUS FOR PROVIDING ELECTRONIC PURSE
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $870 $300 $0 $1170 02/29/2012
| EXAMINER I ART UNIT I CLASS-SUBCLASS |
STANFORD, CHRISTOPHER J 2887 235-380000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). L 1
(1) the names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address % orm PTO/SB/122) attached. . . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

W

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
(] Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
(] Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Py Applicant claims SMALL ENTITY status. See 37 CFR 1.27. o Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 14 This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will v. nding upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to 1ef Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW. USP[O gov

APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
11/534,653 09/24/2006 Liang Seng Koh RFID-081 6327
| EXAMINER |
26797 7590 11/29/2011
SILICON VALLEY PATENT AGENCY STANFORD, CHRISTOPHER 1
7394 WILDFLOWER WAY

CUPERTINO, CA 95014

| ART UNIT PAPER NUMBER |

2887

DATE MAILED: 11/29/2011

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 727 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 727 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

) . 11/534,653 KOH ET AL.
Notice of Allowability Examiner Art Unit
CHRISTOPHER STANFORD 2887

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If nhot included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to amendments filed 9/07/2011.

2. [[] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. [X] The allowed claim(s) is/are 1-18.
4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)[J Al b)[J Some* c)[]None ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

6. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [] to Paper No./Mail Date .

(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

7. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [] Notice of References Cited (PTO-892) 5. [[] Notice of Informal Patent Application
2. [[] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [] Interview Summary (PTO-413),
Paper No./Mail Date .

3. [ Information Disclosure Statements (PTO/SB/08), 7. X Examiner's Amendment/Comment

Paper No./Mail Date
4. [] Examiner's Comment Regarding Requirement for Deposit 8. [X] Examiner's Statement of Reasons for Allowance

of Biological Material

9. [ Other )

/CHRISTOPHER STANFORD/
Examiner, Art Unit 2887
U.S. Patent and Trademark Office
PTOL-37 (Rev. 03-11) Notice of Allowability Part of Paper No./Mail Date 20111115
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Application/Control Number: 11/534,653 Page 2
Art Unit: 2887

DETAILED ACTION
Response to Amendment
1. Receipt is acknowledged of the amendment filed 9/07/2011. Claims 1 and 11

are amended and claims 1-18 are currently pending.

EXAMINER’S AMENDMENT
2. An examiner’'s amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be
submitted no later than the payment of the issue fee.

The application has been amended in the claims as follows:

1. (Currently Amended) A method for providing an e-purse, the method comprising:

providing a portable device including or communicating with a smart card pre-loaded
with an emulator configured to execute a request from an e-purse applet and
provide a response the e-purse applet is configured to expect, the portable
device including a memory space loaded with a midlet that is configured to
facilitate communication between the e-purse applet and a payment server over
a wireless network, wherein the e-purse applet is downloaded and installed in the
smart card when the smart east card is in communication with the payment

server, the portable device further includes a contactless interface that facilitates

Samsung Ex. 1002, Page 237 of 254
Samsung Electronics America, Inc. v. RFCyber Corp.
IPR2021-00981



Application/Control Number: 11/534,653 Page 3
Art Unit: 2887

communication between the e-purse applet in the smart card and the payment
server over a wired network;
personalizing the e-purse applet by reading off data from the smart card to generate in
the smart card one or more operation keys that are subsequently used to
establish a secured channel between the e-purse applet and an e-purse security
authentication module (SAM) external to the smart card, wherein said
personalizing the e-purse applet comprises:
establishing an initial security channel between the smart card and the e-
purse SAM to install and personalize the e-purse applet in the smart card,
and
creating a security channel on top of the initial security channel to protect
subsequent operations of the smart card with the e-purse SAM, wherein
any subsequent operation of the emulator is conducted over the security

channel via the e-purse applet.

11. (Currently amended) A system for providing an e-purse, the system comprising:

a portable device including or communicating with a smart card pre-loaded with an
emulator configured to execute a request from and provide a response an e-
purse applet is configured to expect, the portable device including a memory
space loaded with a midlet that is configured to facilitate wireless communication
between the e-purse applet in the smart card and a payment server over a

wireless network, the portable device further including a contactless interface that
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facilitates communication between the e-purse applet in the smart card and the
payment server over a wired network, wherein the e-purse applet is downloaded
from the payment server when the smart eart card is in communication with the
payment server, and operations of personalizing the e-purse applet comprises:
establishing an initial security channel between the smart card and the e-
purse security authentication module (SAM) to install and personalize the
e-purse applet in the smart card, and
creating a security channel on top of the initial security channel to protect
subsequent operations of the smart card with the e-purse SAM, wherein
any subsequent operation of the emulator is conducted over the security
channel via the e-purse applet;
the payment server associated with an issuer authorizing the e-purse applet; and
the e-purse SAM configured to enable the e-purse applet, wherein an SAM is behind
the payment server and in communication with the e-purse applet when the e-

purse applet is caused to communicate with the payment server via the midlet.

Allowable Subject Matter
3. Claims 1-18 are allowed.
4. The following is an examiner’s statement of reasons for allowance: neither the
cited prior art of record taken alone or in combination with other references reasonably

teach
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a. a method for providing an e-purse, the method comprising: providing a
portable device including or communicating with a smart card pre-loaded with an
emulator configured to execute a request from an e-purse applet and provide a
response the e-purse applet is configured to expect, the portable device including a
memory space loaded with a midlet that is configured to facilitate communication
between the e-purse applet and a payment server over a wireless network, wherein the
e-purse applet is downloaded and installed in the smart card when the smart card is in
communication with the payment server, the portable device further includes a
contactless interface that facilitates communication between the e-purse applet in the
smart card and the payment server over a wired network; personalizing the e-purse
applet by reading off data from the smart card to generate in the smart card one or more
operation keys that are subsequently used to establish a secured channel between the
e-purse applet and an e-purse security authentication module (SAM) external to the
smart card, wherein said personalizing the e-purse applet comprises: establishing an
initial security channel between the smart card and the e- purse SAM to install and
personalize the e-purse applet in the smart card, and creating a security channel on top
of the initial security channel to protect subsequent operations of the smart card with the
e-purse SAM, wherein any subsequent operation of the emulator is conducted over the
security channel via the e-purse applet (claim 1)

b. a system for providing an e-purse, the system comprising: a portable
device including or communicating with a smart card pre-loaded with an emulator

configured to execute a request from and provide a response an e-purse applet is
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configured to expect, the portable device including a memory space loaded with a
midlet that is configured to facilitate wireless communication between the e-purse applet
in the smart card and a payment server over a wireless network, the portable device
further including a contactless interface that facilitates communication between the e-
purse applet in the smart card and the payment server over a wired network, wherein
the e-purse applet is downloaded from the payment server when the smart card is in
communication with the payment server, and operations of personalizing the e-purse
applet comprises: establishing an initial security channel between the smart card and
the e- purse security authentication module (SAM) to install and personalize the e-purse
applet in the smart card, and creating a security channel on top of the initial security
channel to protect subsequent operations of the smart card with the e-purse SAM,
wherein any subsequent operation of the emulator is conducted over the security
channel via the e-purse applet; the payment server associated with an issuer
authorizing the e-purse applet; and the e-purse SAM configured to enable the e-purse
applet, wherein an SAM is behind the payment server and in communication with the e-
purse applet when the e- purse applet is caused to communicate with the payment

server via the midlet (claim 11).

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”
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Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to CHRISTOPHER STANFORD whose telephone number
is (571)270-3337. The examiner can normally be reached on Monday through Fridays ,
7:30am-4:30pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Steve Paik can be reached on (571)272-2404. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/CHRISTOPHER STANFORD/
Examiner, Art Unit 2887

/THIEN M LE/
Primary Examiner, Art Unit 2887
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noncontact or non contact or contactless or
contact less) adj2 (card or id or identification
or tag))).clm. and (install$3 or load$3 or
upload$3 or download$3) with (applet or java
or midlet or keylet or (e or electronic or
digital) (purse or wallet))

S64 1110968 {235/380,451,492.ccls. or 705/26,39- USPAT;{{ADJ ON 2011/11/15
41,64.ccls. UPAD 09:32

63 i1 ((e or electronic or digital) (purse or wallet) §USPAT;;{ADJ ON 2011/11/15
and (smartcard or smart card or rfid or (rf or jUPAD 09:29

radio frequency of proximity or noncontact or
non contact or contactless or contact less)
adj2 (card or id or identification or tag))).clm.
and (install$3 or load$3 or upload$3 or
download$3) with (applet or java or midlet or
keylet or (e or electronic or digital) (purse or

wallet)).clm.
62 i1 (emulat$3 and (smartcard or smart card or USPAT;#ADJ ON 2011/11/15
rfid or (rf or radio frequency of proximity or {jUPAD 09:29

noncontact or non contact or contactless or
contact less) adj2 (card or id or identification
or tag))).clm. and (install$3 or load$3 or
upload$3 or download$3) with (applet or java
or midlet or keylet or (e or electronic or
digital) (purse or wallet)).clm.

S61 i1 (emulat$3 and (smartcard or smart card or  {USPAT;HADJ ON 12011/11/15
rfid or (rf or radio frequency of proximity or §UPAD 109:25
noncontact or non contact or contactless or
contact less) adj2 (card or id or identification
or tag))).clm. and channel with (smartcard or
smart card or rfid or (rf or radio frequency of
proximity or noncontact or non contact or
contactless or contact less) adj2 (card or id or
identification or tag)).clm.

S60 148 ("235" or "705" or "713" or "340").clas. and {USPAT;{ADJ ON 12011/11/15
S56 UPAD 109:24

S59 {13 (emulat$3 and (smartcard or smart card or  §USPAT;§ADJ ON 2011/11/15
rfid or (rf or radio frequency of proximity or {UPAD 09:24

noncontact or non contact or contactless or
contact less) adj2 (card or id or identification
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EAST Search History

or tag))).clm. and (personaliz$3 or
personalization) with (applet or java or midlet
or keylet or (e or electronic or digital) (purse
or wallet) or (smartcard or smart card or rfid
or (rf or radio frequency of proximity or
noncontact or non contact or contactless or
contact less) adj2 (card or id or identification

or tag)))
S58 i1 (emulat$3 and (smartcard or smart card or  §USPAT;{ADJ ON 2011/11/15
rfid or (rf or radio frequency of proximity or §UPAD 09:23

noncontact or non contact or contactless or
contact less) adj2 (card or id or identification
or tag))).clm. and (personaliz$3 or
personalization) with (applet or java or midlet
or keylet or (e or electronic or digital) (purse

or wallet))
S57 {14 (emulat$3 and (smartcard or smart card or USPAT;#ADJ ON 2011/11/15
rfid or (rf or radio frequency of proximity or §UPAD 09:13

noncontact or non contact or contactless or
contact less) adj2 (card or id or identification
or tag)) and security near3 module).clm.

S56 {162 (emulat$3 and (smartcard or smart card or USPAT;#ADJ ON 2011/11/15
rfid or (rf or radio frequency of proximity or §UPAD 09:13
noncontact or non contact or contactless or
contact less) adj2 (card or id or identification
or tag))).clm.

11/15/2011 11:12:01 AM
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Search Notes 11534653 KOH ET AL.
Examiner Art Unit
CHRISTOPHER STANFORD 2887
SEARCHED
Class Subclass Date Examiner
235 379,380,492 1/22-25/10 CS
SEARCH NOTES
Search Notes Date Examiner
Inventor, Assignee Search 1/22-25/10 CS
NPL Search 1/22-25/10 CS
Text Search (see search history report print out) 1/22-25/10 CS
Text Search (see search history report print out) 7/07/10-9/24/10 | CS
Text Search (see search history report print out) 5/19/11 CS
Text Search (see search history report print out) 11/15/11 CS
INTERFERENCE SEARCH
Class Subclass Date Examiner
235 380,451,492 11/15/11 CS
705 26,39-41,64 11/15/11 CS

/CHRISTOPHER STANFORD/
Examiner.Art Unit 2887
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlsswner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

groprlate All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

26797 7590 11/29/2011
SILICON VALLEY PATENT AGENCY Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
7394 WILDFLOWER WAY States Postal Service with sufficient postage for first class mail in an envelope
CUPERTINO, CA 95014 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
Joe Z heng (Depositor's name)
/ joe zheng / (Signature)
01/16/2012 (Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
11/534,653 09/24/2006 Liang Seng Koh RFID-081 6327
TITLE OF INVENTION: METHOD AND APPARATUS FOR PROVIDING ELECTRONIC PURSE
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $870 $300 $0 $1170 02/29/2012
| EXAMINER I ART UNIT I CLASS-SUBCLASS |
STANFORD, CHRISTOPHER J 2887 235-380000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1363, P printing patent front pag , Joe Zheng
(1) the names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address % orm PTO/SB/122) attached. . . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Rich House Global Technology Ltd., Shenzhen, China
RFCyber Corp., Fremont, CA

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
B 1ssue Fee [ A check is enclosed.
& publication Fee (No small entity discount permitted) Payment by credit card. Form PTO-2038 is attached. Paid via EFS
(] Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Py Applicant claims SMALL ENTITY status. See 37 CFR 1.27. o Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature / Joe z heng / Date 01 / 16 / 2012

Joe Zheng o 39,450

Registration No.

Typed or printed name

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 14 This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will v. nding upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to 1ef Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number: 11534653

Filing Date: 24-Sep-2006

Title of Invention: METHOD AND APPARATUS FOR PROVIDING ELECTRONIC PURSE
First Named Inventor/Applicant Name: Liang Seng Koh

Filer: Joe Zheng

Attorney Docket Number: RFID-081

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l';(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl issue fee 2501 1 870 870
Publ. Fee- early, voluntary, or normal 1504 1 300 300
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Description Fee Code Quantity Amount Suz-s'l';(tsa)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1170
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Electronic Acknowledgement Receipt

EFS ID: 11840128
Application Number: 11534653
International Application Number:
Confirmation Number: 6327

Title of Invention:

METHOD AND APPARATUS FOR PROVIDING ELECTRONIC PURSE

First Named Inventor/Applicant Name:

Liang Seng Koh

Customer Number: 26797
Filer: Joe Zheng
Filer Authorized By:
Attorney Docket Number: RFID-081
Receipt Date: 16-JAN-2012
Filing Date: 24-SEP-2006
Time Stamp: 03:29:28

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $1170

RAM confirmation Number 8353

Deposit Account

Authorized User

File Listing:
Document o . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
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91823
1 Issue Fee Payment (PTO-85B) FEETransmittal.pdf no 1
df3fe445b069a79d854836e3907d4a01fe5a|
Occd
Warnings:
Information:
31785
2 Fee Worksheet (SB06) fee-info.pdf no 2
11675027a648cc54e849f2333445507201b9)
eba2
Warnings:
Information:
Total Files Size (in bytes):i 123608

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0O. Box 1450

Alexandria, Virginia 22313-1450

WWW USPIO gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
11/534,653 02/21/2012 8118218 RFID-081 6327
26797 7590 02/01/2012
SILICON VALLEY PATENT AGENCY
7394 WILDFLOWER WAY

CUPERTINO, CA 95014

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 1057 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Liang Seng Koh, Fremont, CA;
Futong Cho, Milpitas, CA;
Hsin Pan, Fremont, CA;
Fuliang Cho, San Jose, CA;

IR103 (Rev. 10/09)
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