
United States Patent 

USOO6983882B2 

(12) (10) Patent No.: US 6,983,882 B2 
Cass0ne (45) Date of Patent: Jan. 10, 2006 

(54) PERSONAL BIOMETRICAUTHENTICATION 5,796,832 A 8/1998 Kawan 
AND AUTHORIZATION DEVICE 5,907,149 A 5/1999 Marckiini 

5.987,155 A * 11/1999 Dunn et al. ................. 382/116 
(75) Inventor: Jean Cassone, Bangkok (TH) 6,012,039 A * 1/2000 Hoffman et al. .............. 705/14 

6,012,636 A 1/2000 Smith 
6,182,892 B1 2/2001 Angelo et al. (73) Assignee: Kepler, Ltd., Hong Kong (CN) 6,193,152 B1 2/2001 Fernando et al. 

(*) Notice: Subject to any disclaimer, the term of this CE R 2001 Lewis 21-a--- /2001 Burger 
patent is extended or adjusted under 35 6,270.011 B1 8/2001 Gottfried 
U.S.C. 154(b) by 21 days. 

(Continued) (21) Appl. No.: 10/403,934 
FOREIGN PATENT DOCUMENTS 

(22) Filed: Mar. 31, 2003 DE 4231913 A1 1/1994 

(65) Prior Publication Data (Continued) 

US 2004/0188519 A1 Sep. 30, 2004 OTHER PUBLICATIONS 

(51) Int. Cl. SAGEM MorphokitTM, 2 pages, (Apr. 2001). 
G06K 5700 (2006.01) 

(52) U.S. Cl. ...................... 235/382; 235/375; 235/379; (Continued) 
235/380; 705/5; 705/26; 705/39; 705/44; Primary Examiner-Jared J. Fureman 

705/64; 705/79; 340/382.31; 439/65 nary 
(58) Field of Classification Search ... Assistant Examiner Allyson NTrail - - - - - - - - - - - - - - - - s 74YAff A i Firm-Akin G St H & 235/380, 462.09, 379,375; 705/5, 79,39, ER ge agent or rim-Ainuumpstrusilauer 

705/44, 26, 64; 382/124, 115; 340/825.31, s 
340/38231; 439/65 (57) ABSTRACT 

See application file for complete Search history. 

(56) References Cited A personal biometric authentication and authorization 

U.S. PATENT DOCUMENTS 

3,868,057 A 2/1975 Chavez 
4,529,870 A 7/1985 Chaum 
4,879,645 A 11/1989 Tamada et al. 
5,239,166 A 8/1993 Graves 
5,484.997 A 1/1996 Haynes 
5,530.232 A 6/1996 Taylor 
5,559.885. A * 9/1996 Drexler et al. .............. 235/380 
5,578,808 A 11/1996 Taylor 
5,623,552 A * 4/1997 Lane .......................... 382/124 
5,657,389 A * 8/1997 Houvener ................... 713/186 
5,680205 A 10/1997 Borza 
5,770,849 A 6/1998 Novis et al. 
5,787,186 A 7/1998 Schroeder 

Server using a USB 
connector at the oak. 

device (PAD) provides protection for portable tokens such as 
magnetic Stripe cards and Smart cards. The PAD enables 
portable tokens upon engagement with the PAD and com 
parison of a biometric input on the PAD with a stored 
biometric data. The PAD can be used for biometrically 
authenticated transactions with or without a portable token. 
Multiple user account data can be stored in the PAD. The 
PAD can write the magnetic Stripe of a magnetic Stripe 
portable token. The PAD can be enrolled with an enrollment 
System to associate the PAD, an individual, and the portable 
tokens to be used with the PAD. The PAD can be used for 
e-commerce transactions. 

70 Claims, 14 Drawing Sheets 

Now this cracit 
carc is corpia tely 
S. Cure. 

startings care 
arc erro the 
fingerprint. 

  

Samsung Ex. 1018, Page 1 of 28 
Samsung Electronics America, Inc. v. RFCyber Corp. 

IPR2021-00981
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 6,983,882 B2 
Page 2 

U.S. PATENT DOCUMENTS 

6,293.462 B1* 9/2001 Gangi ........................ 235/380 
6,325,285 B1 12/2001 Baratelli ..................... 235/380 
6,334,575 B1 1/2002 Su-Hui 
6,335,688 B1 1/2002 Sweatte 
6,422,462 B1 7/2002 Cohen 
6,424,249 B1 7/2002 Houvener .................. 340/5.82 
6,454,173 B2 9/2002 Graves 
6,457,640 B2 10/2002 Ramachandran et al. 
6,464,146 B2 10/2002 Ito et al. 
6,505,772 B1 1/2003 Mollett 
6,631.201 B1 * 10/2003 Dickinson et al. .......... 382/124 
6,698,654 B1* 3/2004 Zuppicich ................... 235/380 

2001/0000405 A1 4/2001 Gray et al. 
2001/0045458 A1* 11/2001 Polansky .................... 235/382 
2001/0053239 A1 
2002/OO17558 A1 
2002/0O25062 A1* 
2002/0060243 A1 
2002/0073315 A1 
2002/0095389 A1 
2002/O123972 A1 
2002/O128980 A1 
2002/0130187 A1 

12/2001 Takhar 
2/2002 Graves 
2/2002 Black ......................... 382/116 
5/2002 Janiak et al. 
6/2002 Candelore 
7/2002 Gaines 
9/2002 Hodgson et al. 
9/2002 Ludtke et al. 
9/2002 Berg et al. 

2002/0138438 A1 9/2002 Bardwell ..................... 705/51 
2002/O148892 A1 10/2002 Bardwell 
2002/0150282 A1 10/2002 Kinsella ..................... 382/124 
2002/0153424 A1 10/2002 Li .............................. 235/492 
2002/0158747 A1 10/2002 McGregor et al. 
2002/016.4057 A1 11/2002 Kramer 
2002/0166891 A1* 11/2002 Stoutenburg et al. ....... 235/379 
2002/0178124 A1 11/2002 Lewis 
2002/0180584 A1 12/2002 McGregor et al. 
2003/00284.81 A1 2/2003 Flitcroft et al. ............... 705/39 
2003/0031321 A1 2/2003 Mages 
2003/0046249 A1 3/2003 Wu ............................. 705/79 
2003/0O83954 A1* 5/2003 Namba ........ ... 705/26 
2003/0093385 A1 * 5/2003 Vallee et al. . ... 705/64 
2003/0116621 A1 6/2003 Duncan ...................... 235/379 
2003/0116630 A1* 6/2003 Carey et al. ... 235/462.09 
2003/0218065 A1 11/2003 Viswanathan ............... 235/449 
2004/OO29409 A1 2/2004 Moon et al. .... ... 439/65 
2004/O199469 A1 10/2004 Barillova et al. ............. 705/44 

FOREIGN PATENT DOCUMENTS 

EP O945821 A2 9/1999 
EP 1085424 A1 3/2001 
EP 112O755 A1 8/2001 
JP 63.053687. A 3/1988 
JP O1152590 A 6/1989 
JP O1236388 A 9/1989 
JP O2118790 A 5/1990 
JP O2259891 A 10/1990 
JP O2271466 A 11/1990 
JP O6076127 A 3/1994 
WO WO94/17498 * 8/1994 

OTHER PUBLICATIONS 

SAGEM Morphomodule"M, 2 pages, (Apr. 2001). 
SAGEM MorphoaccessTM, 2 pages, (Apr. 2001). 
SAGEM MorphotouchTM, 2 pages, (Apr. 2001). 
SAGEM Morphop(ackTM, 2 pages, (Apr. 2001). 
STMicroelectronics, “Securing the Information Age, 2 
pages, (Oct. 2002). 
Stefan Brands, “Off-Line Cash Transfer by Smart Cards,” 
Centrum voor Wiskunde en Informatica Report CS-R9455, 
17 pages, (Sep. 26, 1994). 
VASCO Data Security, Inc., “VASCO DIGIPASS(R) Family 
of Tokens Concepts Technical Whitepaper,” 9 pages, 
undated. 

VASCO Data Security, Inc., “DIGIPASS(R) PRO 800," 2 
pages (Jan. 4, 2002). 
VASCO Data Security, Inc., “DIGIPASS(R) GO 2,” 2 pages 
(Oct. 25, 2002). 
VASCO Data Security, Inc., “DIGIPASS(R DESK 300.” 2 
pages, (Jan. 4, 2002). 
(OVASCO, “Product Range,” 4 pages, (2003). 
XIRING(R), XSign, 2 pages, undated. 
XIRING(R), XIRING Security Offer, 4 pages, (Feb. 2001). 
XIRING(R), XPad, 2 pages, (May 2001). 
RSA Security, Inc., RSA SecurD(R Authenticators, 2 pages, 
undated. 
Brian Fonseca, “Smart Cards Poised for Wider 
Adoption-Vendors Are Pushing Network-Access and 
Multifunction Features to Broaden Appeal.” InfoWorld, v22 
i43, 3 pages, (Oct. 23, 2000). 
“SchlumbergerSema and Precise Biometrics Integrate Smart 
Card Authentication Technology; SchlumbergerSema Meets 
Customer Demand and Takes Lead in Biometric-enabled 
Smart Cards Through Integration of Prcise Biometrics 
Fingeprint Technology,” PrimeZone Media Network, 4 
pages, (Feb. 19, 2002). 
KEYWARE, Keyware SMART-Shopper, 4 pages, (2001). 
KEYWARE Keyware CASTM Server, 6 pages, (2001). 
KEYWARE, Keyware CAS SignOnTM, 6 pages, (2001), no 
month available. 
KEYWARE, Keyware -Identifying The World, http:// 
www.keyware.com/products/default.asp?id=7, 1 page, 
(2002), no month available. 
“bCheck(SM) Delivers Convenient Biometric Payments to 
Consumers; Merchants Get Low-Cost, Secure Payments; 
Santoni’s Supermarket to Install First bOheck(SM) Applica 
tion.” PR Newswire, 3pages, (Feb. 18, 2003). 
“Credit Card Limits Extended to 5GB,” Medialine, 2 pages, 
(Feb. 1, 2003). 
Jeffrey Kutler, “Smart Cards Getting More Than Token 
Support,” American Banker, v162-n20, 4 pages, (Jan. 30, 
1997). 
“Datacard Brings Security and Productivity to the Forefront 
With New Version of Industry-leading Identification 
Software, Canadian Corporate News, 2 pages, (Jan. 14, 
2003). 
Chris Jones, “Dealing Out Smart Cards,” InfoWorld, v 19 
n10, 4 pages, (Mar. 10, 1997). 
Stephen Cobb, “Smartcard Invasion Continues.” Byte, v23 
n4, 4 pages, (Apr. 1998). 
Dan Balaban, “Should Smart Cards Carry Their Own 
Biometric Sensors?,” Card Technology, V2-i11, 6 pages, 
(Nov. 2001). 
“Business Talk Radio Features Hunno Technologies Inc.” 
PrimeZone Media Network, 2 pages, (Jan. 16, 2003). 
“Fingerprint Cards Portable, Power-Efficient Embedded 
Biometric Solutions Now Available for TI DSP's; 
Fingerprint Cards Joins TI's Third Party Network,” PR 
Newswire, 2 pages, (Feb. 24, 2003). 
“LISCR Unveils World's First Biometic Seafarer's Identity 
Card; Uses Datastrap's 2D Bar Code Technology to Prevent 
Identity Fraud; Will Affect 500,000 Seafarers Around the 
Globe,” PR Newswire, 3 pages, (Feb. 26, 2003). 
“National Semiconductor Backs Validity Biometri . . . , ss 
Australian Business Intelligence, 2 pages, (Mar. 4, 2003) 
“SAFLIK CORP-SAFaccessTM Biometric Security Solu 
tion Certified ca SmartTM-With Computer Associates 
eTrustTM Single Sign-On,” Market News Publishing, 3 
pages, (Jun. 6, 2002). 

  

Samsung Ex. 1018, Page 2 of 28 
Samsung Electronics America, Inc. v. RFCyber Corp. 

IPR2021-00981
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 6,983,882 B2 
Page 3 

“Beijing: Biometrics Fingerprint Card Coming.” Alestron, 2 
pages, (Mar. 6, 2003). 
Ziff Davis Media, Inc., “HP Touts PC Group’s Innovation.” 
eWeek, 2 pages, (Feb. 28, 2003). 
Alan Leibert, “Smart Cards-A20" Century Product for the 
21 Century Player." Customer Relationship Management, 
4 pages, (Mar/Apr. 2000). 
“At New York Retailer Expo, High Tech Moves Onto Store 
Shelf.” Tribune Business News, 4 pages, (Jan. 20, 2003). 
K. M. Martin, et al., “Secure Billing for Mobile Information 
Services in UTMS. 13 pages, undated. 
J. F. Dhem, et al., “SCALPS: Smart Card Applied to Little 
Payment Systems,” UCL Crypto Group Technical Report 
Series, IEEE Micro Magazine, 20 pages, (Jun. 1996). 
Oliver Delos, et al., “An Identity-Based Signature Scheme 
with Bounded Life-Span, 12 pages, undated, no date avail 
able. 
Luca Bechelli, et al., "Biometrics Authentication with 
Smartcard.” Istituto di Informamatica e Teleomatica (ITT), 
http:///www.iat.cnr.it/attivita/progetti/parametri biomedici. 
html, 12 pages, (Aug. 2002). 

“Thinkpulse to Showcase Smartx Smart Card Solution 
One,” ScreamingMedia, Business Wire, 2 pages, (Jun. 6, 
2000). 
GEMPLUS, “The world’s leading provider of Smart card 
Solutions,' website www.gemplus.com, 1 page, printed Mar. 
11, 2003, undated. 
“Firms Cooperate on Smart Card-Biometric Partnership,” 
SDM Insider, 1 page, (Jul. 2002). 
“Biometric, Smart Card Combo,” SDM Insider, 1 page, 
(Sep. 2002). 
“It’s Biometric Hat-Trick,” Design Engineering, 1 page, 
(Jan. 2003). 
“Schlumberger Announces Biometric Smart Card Applica 
tion,” Cardine, 1 page, (Feb. 22, 2002). 
“Sagem and Gemplus Work Together to Produce Biometric 
and Smart Card Technology,” Telecom worldwire, 1 page, 
(Feb. 5, 2003). 
“Card Technology Calendar, Card Technology, 2 pages, 
(Aug. 2001). 
* cited by examiner 

Samsung Ex. 1018, Page 3 of 28 
Samsung Electronics America, Inc. v. RFCyber Corp. 

IPR2021-00981
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jan. 10, 2006 Sheet 1 of 14 US 6,983,882 B2 

3 

s O 
v 

v 8 

  

Samsung Ex. 1018, Page 4 of 28 
Samsung Electronics America, Inc. v. RFCyber Corp. 

IPR2021-00981
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 6,983,882 B2 U.S. Patent 

  

  

  

Samsung Ex. 1018, Page 5 of 28 
Samsung Electronics America, Inc. v. RFCyber Corp. 

IPR2021-00981
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


