
USOO6367011B1 

(12) United States Patent (10) Patent No.: US 6,367,011 B1 
Lee et al. (45) Date of Patent: Apr. 2, 2002 

(54) PERSONALIZATION OF SMART CARDS EP O723251 7/1996 
FR 2575566 12/1984 

(75) Inventors: Alson Lee, Inverness, IL (US); Mary FR 2638002 8/1988 
L. Gorden, San Rafael, CA (US) FR 2638002 4/1990 

WO 952810 8/1995 
WO 9739424 10/1997 

(73) Assignee: Visa International Service WO 99.10848 3/1999 
Association, Foster City, CA (US) 

* cited by examiner 
(*) Notice: Subject to any disclaimer, the term of this 

patent is extended or adjusted under 35 Primary Examiner-Thomas R. PeSSO 
U.S.C. 154(b) by 0 days (74) Attorney, Agent, or Firm-Beyer Weaver & Thomas, 

a -- LLP 

(21) Appl. No.: 09/172,722 (57) ABSTRACT 
(22) Filed: Oct. 13, 1998 Smart card personalization includes a personalization prepa 

ration process prior to the personalization Session at the 
Related U.S. Application Data personalization bureau. The personalization preparation pro 

(60) Provisional application No. 60/061,918, filed on Oct. 14, ceSS derives the derived card keys for a single or for multiple 
1997. applications. The preparation process also generates issuer 

(51) Int. Cl. .................................................. G04L 9/00 and card public key pairs and certificates. Master keys are 
(52) U.S. Cl. ....................... 713,172. 712/165. 712/168; used in conjunction with the personalization preparation 

380/255 process rather than utilizing the master keys during the 
(58) Field of Search 713/172, 164 remainder of the personalization process at the personaliza 

713/165, 168, 200, 201; 380/255, 33, 283 tion bureau. Because the personalization preparation process 
does not require highly Specialized, expensive machinery, it 

(56) References Cited is Straightforward for an issuer to derive the card keys at the 
issuer's location. Once the personalization preparation pro 

U.S. PATENT DOCUMENTS ceSS is complete, the derived card keys are Stored in an 
4,549,075 A 10/1985 Saada et al. .................. sos output file merged with other card personalization data. The 
531505 A * 5/1994 Bjerrum et al. ............... 380/25 output file contains records of Secret and non-secret card 
5,473,690 A 12/1995 Grimonprez et al. data, each record corresponding to personalization informa 
5,534,857 A 7/1996 Laing et al. tion for a Single card to be personalized. The output file is 
5,557,679 A 9/1996 Julin et al. Sent to the personalization bureau which process the file 
5,889,941 A 3/1999 Tushie et al. using Standard processing modules to personalize each Smart 
6,021,203 A 2/2000 Douceur et al. .............. 380/49 card. The preparation proceSS and the personalization pro 

FOREIGN PATENT DOCUMENTS ceSS may be performed at the same location or at different 
locations. 

DE 3927270 8/1989 
DE 3927270 2/1991 28 Claims, 5 Drawing Sheets 

170 

CARD 
SUPPLIER 

172 

PERSONAZATION 150 N. 
PREPARAION DEVICE 
PROCESSING 

54 DEVICE 
OUTPU 

FILE \ 180 
\ Y 

HARDWARE 
SECURY 
MODUE 

HARDWARE 
SECURITY 152 EE 
MODULE 

Personalized Cards 

PERSONALZAION LOCATION SSUERLOCATION 

    

  

  

GOOG-1010 
GOOGLE LLC v. RFCYBER CORP. / Page 1 of 15

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 6,367,011 B1 Sheet 1 of 5 Apr. 2, 2002 U.S. Patent 

HH 
09 ]. 

ZZ ). 

EITT GJOW A LIHT|0ES 

  

  

  

  

  

    

  

GOOG-1010 
GOOGLE LLC v. RFCYBER CORP. / Page 2 of 15

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Apr. 2, 2002 Sheet 2 of 5 US 6,367,011 B1 

Begin 
Preparation 
Process 

Supply Card 
Personalization 

Data 

300 

Retrieve List of 301 
Applications to Process 

302 304 
-Ns ls 

or Current Applicatio -( their Derivation Data 
in Current Record in Record 

NO YES 

Retrieve Derivation 
Data 

Derive Keys 
(FIGS. 3 or 4) 

306 Retrieve Derivation 
Data 

318 

308 Derive Keys 
(FIGS. 3 or 4) 

Place Derived 
Keys & Derivation 
Data into Record 

31 O 

Merge Derived Keys & 
Derivation Data with input 

312 Data in Record 

32O 

there another 
Application 

Write Current 
Record to Output 

File 
--O End FIG. 2 

    

    

  

  

  

    

  

  

  

    

  

  

  

    

    

GOOG-1010 
GOOGLE LLC v. RFCYBER CORP. / Page 3 of 15

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Apr. 2, 2002 

Begin Step 308 or 318 

ldentify Master Key 

ldentify Derivation Data 

402 

404 

Encrypt Derivation Data With 
Master Key to Produce Card 

Derived Key 

406 

End 

FIG. 3 

Sheet 3 of 5 US 6,367,011 B1 

Begin Step 308 or 318 

Generate issuer Key 
Pair 

500 

Generate SSuer 501 
Certificate 

Generate Card Key 5O2 
Pair 

Generate Card 
Certificate 

Assemble Car 
Key issuer Certificate, 
and Card Certificiate 

O End 

FIG. 4 

504 

506 

    

  

    

    

    

  

    

  

  

  

GOOG-1010 
GOOGLE LLC v. RFCYBER CORP. / Page 4 of 15

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Apr. 2, 2002 

602 
Card 1 Record 

604 
Card 2 Record 

606 
Card 3 Record 

608 

610 612 614 616 618 
2 
MC Data Data for MC 1 
1 Length 

Sheet 4 of 5 

F.G. 5A 
-- 160 

Card 1 input Record 

630 632, 634 636 64 

Appl. Data KEK Application 1 
ld. Length id. 
1 

Data 

642 644 646 O 

Appl. 
ld. Length 
2 

KEK Applic 
ld. 

Data for MIC 2 (Chip Data) 

682 670 672 674 680 684 

to or VALUE to or VALUE 
Application 1 Data 

ation 2 

650 

F.G. 5C 

O. O. O. -- 636 

FIG. 5D 

Data 

US 6,367,011 B1 

620 622 

Data for MC 2 
-- 602 

FIG. 5B 

  

    

    

  

  

  

  

GOOG-1010 
GOOGLE LLC v. RFCYBER CORP. / Page 5 of 15

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


