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Example 1: TCP traffic

# direction

packet_size porxt

using proxy

(p,s) matchs skype

iy s G B A A W o e AR, Chl b e e e kM KR T e A ke Ml e e s e Bt B G e d o e ks A e AN ol i s e e e e A e e b B BA e ke Yt van Nk

I ¢ --»5 14 180/1443 no unknown
2 S e-» 28-36 18071443 1o unknonwn
3 C ~->» 5 14 180/ 1443 no ves {confirm)

Examplie 2: TCP traffic
#

FIG. 34

(p,s) matchs skype

P L L

direction packet_size port using proxy
1 C->s 16 g0 o unknown
2 s ->cC “ g no unknown
3 C->s 28-36 g0 no unknown
4 s ->c u g0 o ves
FIG. 3B
Examplie 3: TCP traffic
# direction packet_size port using proxy pattern

(p,s} mat

o o T A B e e v ev. 20w, A Y Y eer PAR POV vS OT TR A MT TE VR T P WY TP e TR Ay v mem o e cre re e Hm e e e e e e er eee e et - v Tre prv o Y e P e e e beh e e e o A G i e ok e R o -

O T O e i R el e e e et

e o oy e e o P R R PR e onn A W S T e e e A S AL s A T TR SRR TR v e 3 . e e s vr Te R YTV PRI PTR PR A A A A s S Sl TR T o e m R R R P TR TR S R R e re e dhd 4hd 4ah

1 ¢ --=»5 72
2 8§ ~=xC 33
3 C ~=> 5 14
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443 no 180 46 01 03 01 00 2d]
443 no 116 03 01 00 4a 02|
443 no N/A

FIG. 3C
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Example 4: upp traffic:
# direction packet_size port pattern(3rd byte) (p,s) matchs s

W T WY PYY RYR 4 AN SR ANR S rre e aae S i Ve Ao Mooy e Y 1%y e e, yam m fm e o et G G A VA e aor 006 ane Y \w bpw oe Aie SR A N W W A Wy At e WA oo cne ea e TRy ey GRE PN S Reh e O ey e A

Ao e ot Bk e Y A A S8 e Ao ot o, W o o oy ey Yo S AOC ee MG an e W ner Sew Sew MW W VWY E e Gnn e Wer e enr Bes A @8 S R e wer e aw e S vem W ane Se 4L A WS W Wk SO ad S S Al A B e

2§ wwxC »10 >1024 0x02/0%x07 ves

FIG. 3D

Example 5: normal Yahoo login, through port 80
protocol: TCP; client (€): 192.168.5.186:1734; server {$}: 216.155.193.1.

# direction pattern class1f1er(p s, yahoo)
1 ¢ ~>8 IYMSGl + ver_number session is vahoo! candidate
+ pkt_len test However, without server_side

packet, the classifier
returns “unknown"”

AR AR i S R RS e iy i e i v ek i e v Rk ok weh ek ek el ke e sy Sk e e el e el b Sk e e e X U St N S h e eep ey ee dn me Eee Gea oo ved R e a Ao At Wl At o e o i e o Aot o e e

2 S -->C iYMSG| + ver_num confirmed. The content type
is marked as vahoo!

FIG. 3E
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