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Example 1: TCP traffic 
# direction packet_size port using proxy (p,$) matchs skype 

1 C --> S 14 180/1443 no unknown 

2 S --> C 28-36 180/1443 no unknonwn 

3 C --> S 14 !80/1443 no Yes (confirm) 

Example 2: TCP traffic 
# direction packet_size 

1 C --> S 16 

2 S --> C 14 

3 C --> S 28-36 

4 S --> C 14 

Example 3: TCP traffic 
# direction packet_size port 

rn 
1 C --> S 72 443 
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xv 2 S --> C 93 443 
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FIG. 3A 
.90

port using proxy (p,$) matchs skype 

80 no unknown 

80 no unknown 

80 no unknown 

80 no Yes 

FIG. 3B 

using proxy pattern (p,$) matchs skype 

no 180 46 01 03 01 00 2dJ unknown 

no 116 03 01 00 4a 021 unknown 

no N/A yes (confirm) 

FIG. 3C 

L 
JO

 Z
 W

IN
 

Il
l 

81
7£

`£
69

`8
 S

fl
 

Cloudflare - Exhibit 1046, page 4f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Example 4: UDP traffic: 
# direction packet_size port pattern(3rd byte) (p,$) matchs skype 

1 C --> s 18/27 >1024 0x02 unknown 

2 s --> C >10 >1024 Ox02/0x07 

FIG. 3D 

yes 

Example 5: normal Yahoo login, through port 80 
protocol: ?CP; client (C): 192.168.5.186:1734; server (S): 216.155,193.142:80) 
# direction pattern classifier(p,s, yahoo) 

1 C --> S IYMSG1 + ver_number 
+ pkt_len test 

session is Yahoo! candidate 
However, without server_side 
packet, the classifier 
returns "unknown" 

2 s --> C IYMSG1 ver_num Confirmed. The content type 
is marked as Yahoo! 

FIG. 3E 
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