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Warnings 
This document is only a guide to recommended security settings for Internet Protocol 
(IP) routers, particularly routers running Cisco Systems Internet Operating System 
(IOS) versions 11 and 12.  It is not meant to replace well-designed policy or sound 
judgment.  This guide does not address site-specific configuration issues.  Care must 
be taken when implementing the security steps specified in this guide.  Ensure that 
all security steps and procedures chosen from this guide are thoroughly tested and 
reviewed prior to imposing them on an operational network. 

SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESS OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE ARE EXPRESSLY DISCLAIMED. IN NO EVENT 
SHALL THE CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES 
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE 
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT 
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY 
OF SUCH DAMAGE. 

This document is current as of August, 2002.  The most recent version of this 
document may always be obtained through  http://www.nsa.gov/. 
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Preface 
Routers direct and control much of the data flowing across computer networks.  This 
guide provides technical guidance intended to help network administrators and 
security officers improve the security of their networks.  Using the information 
presented here, you can configure your routers to control access, resist attacks, shield 
other network components, and even protect the integrity and confidentiality of 
network traffic. 

This guide was developed in response to numerous questions and requests for 
assistance received by the NSA System and Network Attack Center (SNAC).  The 
topics covered in the guide were selected on the basis of customer interest, 
community concensus, and the SNAC’s background in securing networks.   

The goal for this guide is a simple one: improve the security provided by routers on 
US Government operational networks.  

Who Should Use This Guide 

Network administrators and network security officers are the primary audience for 
this configuration guide, throughout the text the familiar pronoun “you” is used for 
guidance directed specifically to them.  Most network administrators are responsible 
for managing the connections within their networks, and between their network and 
various other networks.  Network security officers are usually responsible for 
selecting and deploying the assurance measures applied to their networks.  For this 
audience, this guide provides security goals and guidance, along with specific 
examples of configuring Cisco routers to meet those goals. 

Firewall administrators are another intended audience for this guide.  Often, firewalls 
are employed in conjunction with filtering routers; the overall perimeter security of 
an enclave benefits when the configurations of the firewall and router are 
complementary.  While this guide does not discuss general firewall topics in any 
depth, it does provide information that firewall administrators need to configure their 
routers to actively support their perimeter security policies. Section 5 includes 
information on using the firewall features of the Cisco Integrated Security facility. 

Information System Security Engineers (ISSEs) may also find this guide useful.  
Using it, an ISSE can gain greater familiarity with security services that routers can 
provide, and use that knowledge to incorporate routers more effectively into the 
secure network configurations that they design. 

Sections 4, 5, and 6 of this guide are designed for use with routers made by Cisco 
Systems, and running Cisco’s IOS software. The descriptions and examples in those 
sections were written with the assumption that the reader is familiar with basic Cisco 
router operations and command syntax.  
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