
UNITED STATES PATENT AND TRADEMARK OFFICE 

___________________________________ 

BEFORE THE PATENT TRIAL AND APPEAL BOARD 

___________________________________ 

MICROSOFT CORPORATION, 

Petitioner,  

v. 

DAEDALUS BLUE, LLC, 

Patent Owner. 

____________________________________ 

Case No. IPR2021-00832 
U.S. Patent No. 8,381,209 

Original Issue Date:  February 19, 2013 

Title:  MOVEABLE ACCESS CONTROL LIST (ACL) MECHANISMS FOR 
HYPERVISORS AND VIRTUAL MACHINES AND VIRTUAL PORT 

FIREWALLS 
___________________________________ 

PETITION FOR INTER PARTES REVIEW 
OF U.S. PATENT NO. 8,381,209 

PURSUANT TO 35 U.S.C. §§ 311-319 and 37 C.F.R. § 42 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Petition for Inter Partes Review of U.S. Patent No. 8,381,209 

i 

TABLE OF CONTENTS 

Page 

I. INTRODUCTION ........................................................................................... 1

II. MANDATORY NOTICES (§ 42.8(B)) .......................................................... 4

A. Notice of Real Parties-in-Interest (37 C.F.R. § 42.8(b)(1)) .................. 4

B. Notice of Related Matters (37 C.F.R. § 42.8(b)(2)) .............................. 4

C. Notice of Lead and Back-Up Counsel and Service Information (37 

C.F.R. § 42.8(b)(3-4), 41.10(a)) ............................................................ 4

III. REQUIREMENTS FOR INTER PARTES REVIEW (37 C.F.R. § 104) ........ 5

A. Grounds for Standing (37 C.F.R. § 42.104(A)) .................................... 5

B. Identification of Claims Being Challenged (37 C.F.R. § 42.104(B)) 

and Relief Requested ............................................................................. 6

IV. THE BOARD SHOULD NOT EXERCISE ITS DISCRETION TO DENY 

INSTITUTION ..............................................................................................10

V. THE ʼ209 PATENT AND ITS PROSECUTION HISTORY .......................14

A. Summary of the ʼ209 Patent ................................................................14

B. Summary of the Prosecution History ..................................................19

VI. CLAIM CONSTRUCTION ..........................................................................21

VII. STATE OF THE ART ...................................................................................21

A. Level of Ordinary Skill in the Art .......................................................21

B. General Information Known to a POSITA .........................................21

VIII. DESCRIPTION OF THE PRIOR ART ......................................................26

A. Dhawan ................................................................................................26

B. Clark ....................................................................................................29

C. Warfield ...............................................................................................31

D. Chandika ..............................................................................................34

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Petition for Inter Partes Review of U.S. Patent No. 8,381,209 

ii 

IX. GROUND 1:  DHAWAN IN VIEW OF CLARK AND THE 

KNOWLEDGE OF A POSITA RENDERS OBVIOUS CLAIMS 1, 3, AND 

6. ....................................................................................................................36

A. Claim 1: ...............................................................................................36

1. [1.PRE] “A computer implemented method of controlling network 

security of a virtual machine” .............................................................36

2. [1.A] “the method comprising enforcing network security and routing 

at a hypervisor layer via dynamic updating of routing controls 

initiated by a migration of said virtual machine from a first device to a 

second device.” ....................................................................................36

B. Claim 3: “The method according to claim 1, further comprising:” ....41

1. [3.A] “copying network security and routing for said virtual machine 

to said hypervisor layer” .....................................................................41

2. [3.B] “migrating said virtual machine from a first hardware device to 

a second hardware device” ..................................................................43

C. Claim 6: “The method according to claim 1, further comprising 

adding a network section to a Virtual Machine Description File.” .....43

X. GROUND 2:  DHAWAN IN VIEW OF CLARK AND FURTHER IN 

VIEW OF WARFIELD AND THE KNOWLEDGE OF A POSITA 

RENDERS OBVIOUS CLAIMS 2, 4 AND 5. .............................................45

A. Claim 2: “The method according to claim 1, further comprising:” ....45

1. [2.A] “routing traffic for the virtual machine to the second device at 

the hypervisor layer” ...........................................................................45

2. [2.B] “setting firewalls to permit a network traffic for the virtual 

machine to go to the second device at the hypervisor layer” ..............48

B. Claim 4: “The method according to claim 3, further comprising:” ....51

1. [4.A] “updating routing controls for said virtual machine at the 

hypervisor level” .................................................................................51

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Petition for Inter Partes Review of U.S. Patent No. 8,381,209 

iii 

2. [4.B] “updating traffic filters for said virtual machine at the 

hypervisor level” .................................................................................51

3. [4.C] “advertising said migration of said virtual machine from said 

first hardware device to said second hardware device” ......................53

C. Claim 5: “The method according to claim 1, further comprising 

setting firewalls to permit network traffic for the virtual machine to go 

to the second hardware device at the hypervisor layer.” .....................55

XI. GROUND 3:  DHAWAN IN VIEW OF CLARK AND FURTHER IN 

VIEW OF CHANDIKA AND THE KNOWLEDGE OF A POSITA 

RENDERS OBVIOUS CLAIMS 7-8. ...........................................................55

A. Claim 7: “The method according to claim 1, further comprising 

storing network access control lists.” ..................................................55

B. Claim 8: “The method according to claim 7, further comprising 

adding a command line interface to a Virtual Switch configuration to 

set and unset a respective one of the access control lists.” .................58

XII. CONCLUSION ..............................................................................................61

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Petition for Inter Partes Review of U.S. Patent No. 8,381,209 

iv 

TABLE OF AUTHORITIES 

 Page(s) 

Cases 

Advanced Bionics, LLC v. Med-El Elektromedizinische Geräte GmbH, 
IPR2019-01469, Paper 6, 8 (Feb. 13, 2020) ....................................................... 14 

Apple Inc. v. Fintiv, Inc., 
IPR2020-00019, Paper 11, 5-6 (PTAB Mar. 20, 2020) ................................ 11, 13 

Nvidia Corp. v. Invensas Corp., 
IPR2020-00603, Paper 11, 23 (PTAB Sept. 3, 2020)......................................... 13 

Phillips v. AWH Corp., 
415 F.3d 1303 (Fed. Cir. 2005) (en banc) .......................................................... 21 

Sand Revolution II, LLC v. Continental Intermodal Group5 Trucking 
LLC, 
IPR2019-01393, Paper 24, 7 (PTAB June 16, 2020) ......................................... 12 

Statutes 

35 U.S.C. § 102(b) ........................................................................................... 6, 7, 20 

35 U.S.C. § 102(e) ........................................................................................... 6, 7, 19 

35 U.S.C. §287 ......................................................................................................... 11 

35 U.S.C. § 311 .......................................................................................................... 6 

35 U.S.C. §§ 311-319................................................................................................. 1 

35 U.S.C. §315(b) .............................................................................................. 11, 13 

Other Authorities 

37 C.F.R. § 42 ............................................................................................................ 1 

37 C.F.R. § 42.10(b) .................................................................................................. 5 

37 C.F.R. § 42.104(A) ............................................................................................... 5 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


