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Abstract

This paper pretends to explore ARP, from its design and specifications point of
view, the Internet RFCs, to its real world implementations, that is, how the
operating systems analyzed behave. It explains how when dealing with ARP
works, how to manipulate and configure the elements that constitute the ARP
modules inside the TCP/IP stacks of different OS and how the protocol can be
exposed from a security perspective.

It describes the security vulnerabilities that could be exploited using ARP to take
control over the network traffic that flows between two systems in a Local Area
Network, called “ARP spoofing or poisoning”, redirecting the traffic to a box
owned by an attacker, and proposing some of the different advanced attacks
that could be developed based on it.

The goal of this paper is trying to research and discover every small detail and
component of the ARP protocol that will allow an attacker to get control over an
unauthorized system, and to provide enough information for an administrator to
be able to protect its network infrastructure.

The main motivation for this paper’s research was originated after more than
two years of internal Penetration Testing over production environments,
meaning by internal the situation where the security auditor plays the attacker’s
role as an insider. employee, subcontractor, third-party support engineer or
consultant...

Although the “ARP spoofing” technique is very simple in concept, in real world
situations over heterogeneous networks, the obtained results are not always as
expected, because both the operating system and network topology influences
the way ARP behaves. Therefore, more information about how the ARP
protocol and the “ARP spoofing” attack work should be obtained to be able to
have as much control as possible over the ARP redirection games.

Layer 2 vulnerabilities are typically underestimated because they are associated
with the attacker physically located next to the target system, but this is an
incorrect approach. Once an attacker has got control over a system from
outside, he is in the same situation as any insider.

From the author’s point of view, it is a must to understand every detail about
how the ARP protocol and every implementation work and to play the potential
role of an attacker to be prepared to defend the network against the different
ARP attacks and their security vulnerabilities. For this reason sometimes this
paper will analyze a specific aspect to reach the attacker’s goal, and sometimes
it will focus on defending against the protocol exploitation.

Due to the fact that this is a very ambitious project, it will evolve and go into a
deeper research of some areas in future versions, as, for example, covering
additional operating systems and network traffic situations, such as those based
on high availability solutions. The final goal will be to reach a similar work as the
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one developed by Ofir Arkin about the ICMP protocol [OFIR1] but focusing on
the ARP protocol. Sorry for being so ambitious, but using Ofir's paper as a
reference is well worth.

This paper pretends to be the foundation of a future project called “The SARP:
The Security ARP Research Project”. My willing is to make this project available
for the Internet community in the next few months.

To be able to agglutinate a huge knowledge around the ARP protocol, the
Internet community should share information, so the new proposed ARP project
could be a knowledge repository. Its main goal will be offering a database of the
different ARP behaviours classified by OS. In the past there were similar
projects, covering nearest information security areas, but they were
unsuccessful [SSP1].

Some areas this project should include would be:

- Packet taxonomy: stimulus-response ARP traffic or how different OS
respond to every possible ARP packet and how their ARP tables are
populated, including big anomalies in packets.

- ARP table timeout behaviour: how each ARP timer work and how to
configure it through OS kernel parameters.

- ARP bootstrap and shutdown times analysis.

- ARP behaviour when activating/deactivating network interfaces.

- ARP operating system fingerprinting.
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