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Chapter 1
Essential Networking Concepts

This chapter introduces some concepts that are essential to understanding the specific
subfield of computer networking that includes bridges and routers. It covers the
International Standard Organization’s reference model, including layering and service
models. It also discusses various dimensions along which network designs can differ,
such as scope, scalability, robustness, and autoconfigurability. Chapter 1 also describes
the typical techniques involved in providing reliable two-party communication
because some of the techniques used by routers can interact with techniques used by
other layers.

1.1 Layers

Understanding, designing, and building a computer network would be too difficult a
task unless the problem were partitioned into smaller subtasks. This has traditionally
been done by considéring the problem as being divided into several layers. The idea
behind layering is that each layer is responsible for providing some service to the layer
above and does this by using the services of the layer below.

Each layer communicates with its peer layer in another node through the use of a
protocol. This communication is accomplished through direct communication with
the layer below. The communication between layer n and layer n—1 is known as an
interface.

The OSI (Open Systems Interconnection) Reference Model defines seven layers.

" There is nothing magic about the number seven or the functionality in the layers, how-

ever. The reference model was designed before the protocols themselves, and then com-
mittees were set up to design each of the layers. Many of the layers were subsequently
subdivided into further layers. The distinction between the layers is not always clear.
Bridges and routers are a good example of a case in which people should rightfully be
confused about which layers are which. But semantic arguments about layers are not
very productive. Instead, the layering should be viewed as a useful framework for dis-
cussion, not as a bible.
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Figure 1.1

The layers defined by the ISO (International Standards Organization) are:

1. Physical layer: The responsibility of the physical layer is to transmit unstruc-
tured bits of information across a link. It deals with such problems as size and
shape of connectors, assignment of functions to pins, conversion of bits to elec-
trical signals, and bit-level synchronization. It is usual for several different types
of physical layers to exist within a network and even for multiple different types
of physical layers to exist within a node, because each technology requires its
own physical layer. For instance, a node with an attachment to FDDI (fiber dis-
tributed data interface) and an attachment to a 56-KB synchronous line will
have implemented two different physical layers.
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LAYERS 3

2. Data link layer: The responsibility of the data link layer (sometimes called the
link layer) is to transmit chunks of information across a link. It deals with such
problems as checksumming to detect data corruption; orderly coordination of
the use of shared media, as in a LAN (local area network); and addressing when
multiple systems are reachable, as in a LAN. Again, it is common for different
links to implement different data link layers and for a node to implement several
data link layer protocols, one to support each of the different types of links to
which the node is attached.

3. Network layer: The responsibility of the network layer is to enable any pair of
systems in the network to communicate with each other. A “fully connected”
network is one in which every pair of nodes has a direct link between them, but
this kind of topology does not scale beyond a few nodes. Therefore, in the more
typical case, the network layer must find a path through a series of connected
nodes, and nodes along the path must forward packets in the appropriate direc-
tion. The network layer deals with such problems as route calculation, packet
fragmentation and reassembly (when different links in the network have differ-
ent maximum packet sizes), and congestion control.

4. Transport layer: The responsibility of the transport layer is to establish a reli-
able communication stream between a pair of systems. It deals with errors that
can be introduced by the network layer, such as lost packets, duplicated packets,
packet reordering, and fragmentation and reassembly (so that the user of the
transport layer can deal with larger-size messages and so that less efficient net-
work layer fragmentation and reassembly might be avoided).

5. Session layer: The responsibility of OSI’s session layer is to offer services
above the simple full-duplex reliable communication stream provided by trans-
port, such as dialogue control (enforcing a particular pattern of communication
between systems) and chaining (combining groups of packets so that either all
or none imrthe group gets delivered).

6. Presentation layer: The responsibility of OSI’s presentation laer is to provide a
means by which OSI applications can agree on representations for data.

7. Application layer: Many OSI applications are currently, or are soon to become,
standard, such as FTAM (file transfer, access, and management services) and
VT (virtual terminal services). It is common for multiple applications to be run-
ning concurrently in a node.

In this book, the data link layer is relevant because bridges operate within the data link
layer and because the service provided by the data link layer is relevant to routers,
which operate at the network layer, thereby making the network layer obviously rele-
vant as well. The transport layer is somewhat relevant because it is a user of the network
layer and certain decisions that the network layer might make (such as whether to allow
traffic to be split among several equivalent paths) affect the transport layer. The layers
above transport are pretty much irrelevant to the study of bridges and routers.
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