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(57) ABSTRACT 

A method, System and computer program for providing 
multilevel security to a computer network. The method 
comprises the Step of receiving a first communication packet 
on at least one network interface port from an outside 
network. The method further includes the steps of filtering 
the first packet in one of at least two levels of Security 
comprising a first level of Security which examines the 
content information of the packet and a Second level of 
Security which examines the first packet eXcluding the 
content information of the packet. The System includes a 
first packet filter configured to filter its input packets by 
examining content information of its packets and a Second 
packet filter configured to filter its input packets by exam 
ining the header information without examining the content 
information of its packets. The System further includes a 
third filter which is configured to forward a number of 
packets to one of the first and Second filters, thereby pro 
Viding Security to the computer network. The computer 
program includes a first module located in an application 
layer, a Second module located in a network layer, and a third 
module located in a kernel Space and configured to examine 
a number of packets received by the computer network from 
at least one outside network and to forward the number of 
packets to one of the first and Second modules after exam 
ining the number of packets. 

29 Claims, 7 Drawing Sheets 
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