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Approved for use through 05/31/2015. 0MB 0651-0016 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays valid 0MB control number. 

PETITION TO ACCEPT UNINTENTIONALLY DELAYED PAYMENT OF MAINTENANCE FEE IN AN 
EXPIRED PATENT (37 CFR 1.378(b)) 

Patent Number 
Issue Date Application Filing Date 

Docket Number {if applicable) {YYYY-MM-DD) Number {YYYY-MM-DD) 

r58784 ~013-06-04 ~2807641 010-09-10 802-001C 

CAUTION: Maintenance fee payment must correctly identify: ( 1) the patent number and (2) the application number of the actual U.S. 
application leading to issuance of that patent to ensure the fee(s) is/are associated with the correct patent. 37 CFR 1.366(c) and (d). 

SMALL ENTITY 

X Patentee claims, or has previously claimed, small entity status. See 37 CFR 1.27. 

LOSS OF ENTITLEMENT TO SMALL ENTITY STATUS 

• Patentee is no longer entitled to small entity status. See 37 CFR 1.27(g) 

NOT Small Entity Small Entity 

C== C'nrb r-- C'n~-

0 3 ½year (1551) @ 3 ½year (2551) 

0 7½year (1552) 0 7 ½year (2552) 

0 11 ½ year (1553) 0 11 ½year (2553) 

PETITION FEE 
The petition fee required by 37 CFR 1.17(m) (Fee Code 1558 /2558) must be paid as a condition of accepting unintentionally delayed 
payment of the maintenance fee. 

MAINTENANCE FEE (37 CFR 1.20(e}-(g}) 
The appropriate maintenance fee must be submitted with this petition. 

STATEMENT 
THE UNDERSIGNED CERTIFIES THAT THE DELAY IN PAYMENT OF THE MAINTENANCE FEE TO THIS PATENT WAS 
UNINTENTIONAL 

PETITIONER(S} REQUEST THAT THE DELAYED PAYMENT OF THE MAINTENANCE FEE BE ACCEPTED AND THE PATENT 
REINSTATED 

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES 

37 CFR 1.378(c) states: "Any petition under this section must be signed in compliance with 37 CFR 1.33(b)." 

I certify, in accordance with 37 CFR 1.4(d)(4) that I am 

@ An attorney or agent registered to practice before the Patent and Trademark Office 

0 A sole patentee 

0 
A joint patentee; I certify that I am authorized to sign this submission on behalf of all the other patentees as evidenced by the power 
of attorney in the application 

0 
A joint patentee; all of whom are signing this e-petition 

0 
The assignee of record of the entire interest that qualifies as an authorized party under 37 CFR 1.33(b) 

EFS - Web2.4 
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PTO/SBJ66 (12-13) 
Approved for use through 05/31/2015. 0MB 0651-0016 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays valid 0MB control number. 

Patent Practitioner 

A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37 CFR 1.4(d) for the 
form of the signature 

Signature alan r louderrnillk/ Date (YYYY-MM-DD) ~017-09-29 I 
Name /\Ian R Loudermilk Registration Number ~2788 

This collection of information is required by 37 CFR 1.378(b ). The information is required to obtain or retain a benefit by the public which is 
to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This 
collection is estimated to take 1 hour to complete, including gathering, preparing, and submitting the completed application form to the 
US PTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or 
suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department 
of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. This 
form can only be used when in conjunction with EFS-Web. If this form is mailed to the USPTO, it may cause delays in reinstating 
the patent. 

EFS - Web2.4 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L 93-579) requires that you be given certain information in connection with your submission of 
the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be 
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the 
information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and 
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not 
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your 
submission, which may result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to d etermine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request 
involving an individual, to whom the record pertains, when the individual has requested assistance from the Member 
with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an In ternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, 
pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the 
application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may 
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an 
application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

EFS - Web2.4 
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Electronic Patent Application Fee Transmittal 

Application Number: 12807641 

Filing Date: 10-Sep-2010 

DATA PROTECTION SYSTEM SELECTIVELY ALTERING AN END PORTION OF 
Title of Invention: PACKETS BASED ON INCOMPLETE DETERMINATION OF WHETHER A PACKET 

IS VALID OR INVALID 

First Named Inventor/Applicant Name: Andrew K. Krumel 

Filer: Alan R Loudermilk 

Attorney Docket Number: 802-00lC 

Filed as Small Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

MAINTENANCE FEE DUE AT 3.5 YEARS 2551 1 800 800 

PET. DELAY PYMT MAINTAIN PATENT IN FORCE 2558 1 850 850 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 1650 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent No. 8458784 

Issue Date: June 4,2013 

Application No. 12807641 

Filed: September 1 0,2010 

Attorney Docket No. 802-00lC 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

:DECISION GRANTING PETITION 
:UNDER 37 CFR 1.378(b) 

This is a decision on the electronic petition, filed September 29,2017 ,under 37 CFR 1.378(b) 
to accept the unintentionally delayed payment of the 3.5 year maintenance fee for the above-identified patent. 

The petition is GRANTED. 

The maintenance fee is accepted, and the above-identified patent reinstated as of September 29,2017 

This decision also constitutes notice that the fee has been accepted. An electronic copy of the petition and 
this decision has been created as an entry in the Image File Wrapper. Nevertheless, petitioner should print 
and retain an independent copy. 

Telephone inquiries related to this electronic decision should be directed to the Electronic Business Center at 1-866-217-9197. 
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Electronic Acknowledgement Receipt 

EFSID: 30523547 

Application Number: 12807641 

Patent Number: 8458784 

Confirmation Number: 3474 

Petition Issued Date: September 29,2017 

DATA PROTECTION SYSTEM SELECTIVELY ALTERING AN END PORTION OF 
Title of Invention: PACKETS BASED ON INCOMPLETE DETERMINATION OF WHETHER A PACKET 

IS VALID OR INVALID 

First Named Inventor/Applicant Name: Andrew K. Krumel 

Customer Number: 107299 

Filer: Alan R Loudermilk 

Filer Authorized By: 

Attorney Docket Number: 802-00lC 

Receipt Date: 29-SEP-2017 

Filing Date: 10-SEP-2010 

Time Stamp: 15:35:25 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $1650 

RAM confirmation Number 1002171NTEFSW15362900 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

765020 

1 Petition automatically granted by EFS sb0066e_fill802001 C.pdf no 3 
99041 0db545772cba9e6a 1 cfde6301 cdf61 c 

5868 

Warnings: 

Information: 

32130 

2 Fee Worksheet (5B06) fee-info.pdf no 2 
52d92d7a48c97aa557950Sdce0f9c552380 

4fd7e 

Warnings: 

Information: 

Total Files Size (in bytes) 797150 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. 

12/807,641 

107299 7590 

Alan R. Loudermilk 
511 N. Washington Ave 
Marshall, TX 75670 

ISSUE DATE PATENT NO. 

06/04/2013 8458784 

05/15/2013 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

802-00lC 3474 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management 
(ODM) at (571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Andrew K. Krumel, San Jose, CA; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 

IR103 (Rev. 10/09) 
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Receipt date: 04/08/2011 12807641 - GAU: 2439 
Sheet_! of.$._ 

Form PT0-1449 U.S. DEPARTMENT OF COMMERCE Attorney's Docket Number Serial No. 
(REV. 7-92) Patent and Trademark Office 

INFORMATION DISCLOSURE STATEMENT 
I z/Bo~6l/ I BY APPLICANT U>2-ctJJ(_ ~ p.. p 

4-o (Use several sheets if necessary) 0 ~ 

l=hi~~ l~}liil 
Applicant(s): 

l,(ef/HEL 

Filing Dat1 /t() /IO Group Art Unit: 
¼1~cument, . .!J . '2t3Lf 
/1\!~ 

U.S. PATENT DOCUMENTS 7/1",/?r,1,:, ,, 
•EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS FILING DATE IF 

INITIAL APPROPRIATE 

5 3 4 3 4 7 l 08-1994 Cassagnol 370 401 

5 4 2 6 3 7 8 6/20/95 Ong 326 39 -
5 4 2 6 3 7 9 06-1995 Trimberger 326 39 

5 5 3 0 6 9 5 06-1996 Dighe 370 232 

5 5 9 0 0 6 0 12-1996 Granville 702 155 

5 6 5 7 3 1 6 08-1997 Nakagaki 370 394 

5 7 4 0 3 7 5 4/14/98 Dunne et al. 395 200.68 

5 7 4 5 2 2 9 04-1998 ,Jmre- Jungetal. 356 73 

5 7 9 4 0 3 3 8/11/98 Aldebert et al. 395 653 

5 8 3 5 7 2 6 11/10/98 Shwed et al. 395 200.59 

5 8 8 4 0 2 5 3/16/99 Baehr et al. 395 187.01 

5 9 0 3 5 6 6 05-1999 Flammer 370 406 

5 9 0 5 8 5 9 05-1999 Holloway 713 201 

5 9 6 8 1 7 6 10/19/99 Nessett et al. 713 201 

5 9 7 4 5 4 7 10-1999 Klimenko 713 2 

6 0 0 3 1 3 3 12/14/99 Moughanni et al. 713 200 

6 0 0 9 4 7 5 12/28/99 Shrader 709 249 

6 0 2 0 7 5 8 02-2000 Patel 326 40 

6 0 7 6 l 6 8 06-2000 Fiveash 713 201 

6 0 I l 7 9 7 01-2000 Sugawara 370 395.51 

6 0 4 9 2 2 2 4/11/00 Lawmann 326 38 

6 0 5 2 7 8 5 04-2000 Lin 709 225 

6 0 5 2 7 8 8 04-2000 Wesinger 713 201 

EXAMINER I DATE CONSIDERED 

*EXAMINER: Initial if citation considered, whether or not citation is in conformance with MPEP § 609. Draw line through citation ir not in conformance and not considered. Include copy of this form with 
nei:t communication to applicant. 

- 1 -
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.S./ 
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APPLICATION 
NUMBER 

12/807,641 

107299 

FILING or 
37l(c)DATE 

09/10/2010 

Alan R. Loudermilk 
511 N. Washington Ave 
Marshall, TX 75670 

GRPART 

UNIT 

2493 
FIL FEE REC'D 

1170 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

802-00lC 30 1 
CONFIRMATION NO. 3474 

CORRECTED FILING RECEIPT 

111111111111111111111111]~!1]!~1!~1!~1! lll!~ll~l~jlll 11111111111111111111111 

Date Mailed: 05/07/2013 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 
Andrew K. Krumel, San Jose, CA; 

Applicant( s) 
Andrew K. Krumel, San Jose, CA; 

Power of Attorney: 
Alan Loudermilk--32788 

Domestic Priority data as claimed by applicant 
This application is a CON of 11/374,465 03/13/2006 ABN 
which is a CON of 09/611,775 07/07/2000 PAT 7013482 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

If Required, Foreign Filing License Granted: 10/15/2010 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 12/807,641 

Projected Publication Date: Not Applicable 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 

page 1 of 3 
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Title 

DATA PROTECTION SYSTEM SELECTIVELY ALTERING AN END PORTION OF PACKETS 
BASED ON INCOMPLETE DETERMINATION OF WHETHER A PACKET IS VALID OR INVALID 

Preliminary Class 

726 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

page 2 of 3 

Ex.1002 
CISCO SYSTEMS, INC. / Page 12 of 256



LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

GRANTED 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 

page 3 of 3 
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OK TO ENTER: /MJS/ 

05/01/2013 

Attorney Docket No.: 802-00lC 
THE UNITED STATES PATENT AND TRADEMARK OFFICE 

K.rumel 

Serial No.: 12/807,641 

Filed: September 10, 2010 

For: REAL TIME FIREWALL/DATA 
PROTECTION SYSTEMS AND 
METHODS 

Mail Stop Issue Fee 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

) 
) 
) 
) 
) Examiner: Simitoski, Michael J. 
) 
) Group Art Unit: 2439 
) 
) 

AMENDMENT PURSUANT TO RULE 312 
Sir: 

In response to the notice of allowance mailed January 18, 2013, please re-examine the 

above-identified application in view of the following amendment and remarks. The issue fee 

transmittal accompanies this submission. 

IN THE TITLE: 

Please change the title to: 

--DATA PROTECTION SYSTEM SELECTIVELY ALTERING AN END PORTION OF 

PACKETS BASED ON INCOMPLETE DETERMINATION OF WHETHER A PACKET IS 

VALID OR INVALID--. 
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BIB DATA SHEET 

SERIAL NUMBER FILING or 371 (c) 
DATE 

CLASS 

12/807,641 09/10/2010 726 

RULE 

APPLICANTS 
Andrew K. Krumel, San Jose, CA; 

** CONTINUING DATA ************************* 
This application is a CON of 11/374,465 03/13/2006 ABN 

which is a CON of 09/611,775 07/07/2000 PAT 7013482 

** FOREIGN APPLICATIONS ************************* 

Page 1 of 1 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

CONFIRMATION NO. 3474 

GROUP ART UNIT ATTORNEY DOCKET 
NO. 

2493 802-001 C 

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED ** ** SMALL ENTITY ** 
10/15/2010 

Foreign Priority claimed D Yes .lNo STATE OR SHEETS TOTAL INDEPENDENT 
35 USC 119(a-d) conditions met D Yes ll No O Metafter 

Allowance COUNTRY DRAWINGS CLAIMS CLAIMS 
Verified and /MICHAELJ 

CA 14 30 1 SIMITOSKI/ 
Acknowledged ~xam1ner's Signature 7iiitiaJs 

ADDRESS 

Alan R. Loudermilk 
511 N. Washington Ave 
Marshall, TX 75670 
UNITED STATES 

TITLE 

DATA PROTECTION SYSTEM SELECTIVELY ALTERING AN END PORTION OF PACKETS BASED ON 
INCOMPLETE DETERMINATION OF WHETHER A PACKET IS VALID OR INVALID 

0 All Fees 

FEES: Authority has been given in Paper 
• 1.16 Fees (Filing) 

FILING FEE • 1.17 Fees (Processing Ext. of time) 
RECEIVED No. to charge/credit DEPOSIT ACCOUNT 

1170 No. for following: • 1.18 Fees (Issue) 

• Other 

• Credit 

BIB (Rev. 05/07). 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

12/807,641 09/10/2010 

107299 7590 05/02/2013 

Alan R. Loudermilk 
511 N. Washington Ave 
Marshall, TX 75670 

FIRST NAMED INVENTOR 

Andrew K. Krumel 

UNITED STA TES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

802-00lC 3474 

EXAMINER 

SIMITOSKI, MICHAEL J 

ART UNIT PAPER NUMBER 

2493 

MAIL DATE DELIVERY MODE 

05/02/2013 PAPER 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

PTOL-90A (Rev. 04/07) 
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Response to Rule 312 Communication 

Application No. 

12/807,641 

Examiner 

MICHAEL SIMITOSKI 

Applicant(s) 

KRUMEL, ANDREW K. 

Art Unit 

2493 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -

1. [8J The amendment filed on 22 April 2013 under 37 CFR 1.312 has been considered, and has been: 

a) D entered. 

b) [8J entered as directed to matters of form not affecting the scope of the invention. 

c) D disapproved because the amendment was filed after the payment of the issue fee. 

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1) 

and the required fee to withdraw the application from issue. 

d) D disapproved. See explanation below. 

e) D entered in part. See explanation below. 

/Michael J Simitoski/ 
Primary Examiner, Art Unit 2493 

U.S. Patent and Trademark Office 

PTOL-271 (Rev. 04-01) Reponse to Rule 312 Communication Part of Paper No. 20130501 
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PART B - FEE(S) TRANSMITTAL 

Co Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

or Fax (571)-273-2885 

fNSTRU · · should be used or transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. espondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current corresp0ndence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new corresp0ndence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CliR,RENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 

107299 7590 

Alan R. Loudermilk 
511 N. Washington Ave 
Marshall, TX 75670 

APPLICATION NO. 

12/807,641 

01/18/2013 

FILING DATE 

09/10/2010 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fec(s) Transmittal. This certificate cannot be used for any other accompanying 
pape~. Each add_itional pape~. _such as an ~sigrunent or formal drawing, must 
have tis own certificate of ma1hng or transm1ss1on. · 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being dcp0sited with the United 
States Postal Service with sufficient postage for first class mail in an envelor.e 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below . 

. (Deposito(s name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR CONFIRMATION NO. 

Andrew K. Krumel 802-00lC 3474 

TITLE OF INVENTION: REAL TIME FIREWALL/DATA PROTECTION SYSTEMS AND METHODS 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE 

nonprovisional YES $885 

EXAMINER ART UNIT 

S1M1TOSKI, MICHAEL J 2493 

_I. Change of correspondence address or indication of "Fee Address" (3 7 
CFR 1.363). · 

0 Change of correspondence address (or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$300 $0 $1185 04/18/2013 

12807&41 
CLASS-SUBCLASS 

04/23/2013 CHGUYEN3 000000&4 5002S1 

726-013000 
01 FC:2501 
02 FC:1504 

2. For printing on the patent front page, list • 

(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listea, no name will be printed. 

890.00 DA 
300.00 DA 

Lo11.{)Ee111tK...J.... · . 
· ··ASSdiM'fS 

2---------'-'-'-----c--

3 ____________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRfNTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (8) RESIDENCE: (CITY and STA TE OR COUNTRY) 

!302 SYs"nM'>. I,..;r. M-A-~.'iMALL, ~·AS 
Please check the appropriate assignee category or categories (will not be printed on the pat~nt) : 0 Individual ~ Corporation or other private group entity O Government 

4a The following fce(s) are submitted: 

~ssue Fee . 

~ublication Fee (No small entity discount permitted) 
0 Advance Order•# of Copies ________ _ 

5. Change in Entity Status (from status indicated above) 

0 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. 

4b. Payment of Fec(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 
t.t,-he Director is hereby authorized to charge the re uircd Ii e(s), any deficiency, or credit any 
~verpayment, to Deposit Account Number (enclose an extra copy of this form). 

0 b. Applicant is no longer claiming SMALL ENTITY status. Sec 3 7 CFR I .27(g)(2). 

c d from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
ark Office. 

Date '-f g/3/JJ 
Registration ~o. '32J t/fj[!, 

This collection of information is required by 37 CFR 1.3 I I. The information is required to obtain or retain a benefit by the public which is to file (and by the US PTO to process} 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, prcpanng, and 
submitting the completed applicauon form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandna, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313- I 450. 
Under the Paperwork Reduction Act of 1995, no persons arc required to respond to a collection of information unless it displays a valid 0MB control number. 

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. 0MB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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PART B - FEE(S) TRANSMITTAL 

or.Ell 

Mail StoP. ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INST ONS: This should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through S should be complet where 
app_ropn pondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
1nd!cated . . below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
mamtenanee fee no11ficauons. 

CIJRJlENT CORRESPONDENCE ADDRESS (Nou,: Use Block I for any change or address) 

107299 1590 

Alan R. Loudermilk 
511 N. Washington Ave 
Marshall, TX 75670 

APPLICATION NO. 

01/18/2013 

FIUNG DATE 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for an)' other accompanying 
papc~. Each addjtional J>.!ipc~ •. such as an ~ignment or formal drawing, must 
have its own certificate of ma1hng or transm1SS1on. 

Certifitate or Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient p<>stage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsirmle 
transmilled 10 the USPTO (571) 273-2885, on the date indicated below. 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

12/807,641 09/10/2010 Andrew K. Krumel 3474 

TITLE OF INVENTION: REAL TIME FIREWALL/DA TA PROTECTION SYSTEMS AND METHODS 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE 

nonprovisional YES $885 

EXAMINER ART UNIT 

SIMITOSKI, MICHAEL J 2493 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE 

$300 so 
CLASS-SUBCLASS 

726-013000 

2. For printing on the palent front page, list 
( l) the names of up lo 3 registered paten I auorneys 
or agents OR, alternatively, 

$1185 

DATBDUE 

04/18/2013 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03--02 or more recent) attached. Use or a Customer 
Number Is required. 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. lfno name is 
listed, no name will be printed. 

2. ___________ _ 

) ___________ _ 
3. ASSIGNEE NAME AND RESIDENCE DAT A TO BE PRINTED ON THE PA TENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

!302 'Sy,sn,M-,. Ii,.Jr. Mlrl!.511ALL, T"1:X'A S 
Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual ~ Corporation or other private group entity D Government 

4a The following fee(s) are submilled: 
~~ueFee 
~blication Fee (No small entity discount permilled) 
0 Advance Order - # of Copies ________ _ 

5. Change lo Entity Status (from status indicated above) 
0 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. 

Typed or printed name 

D b. Applicant is no longer claiming SMALL ENTITY status. See 

d from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
ark Office. 

This collection of information is required by 37 CFR 1.311. The mformation is reguired lo obtain or retain a benefit by the pubhc which 1s to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. lbis collection is estimated to take 12 minutes to complete, including gathering, prepanng, and 
submitting the completed ap11licat1on form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you reguire to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chieflnfonnalion Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandna, Vir_ginia 22313-14S0. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. 0MB 0651-0033 U.S. Patent and Tradernarlc Office; U.S. DEPARTMENT OF COMMERCE 
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Attorney Docket No.: 802-00lC 
~ THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Krumel 

Serial No.: 12/807,641 

Filed: September 10, 2010 

For: REAL TIME FIREWALL/DATA 
PROTECTION SYSTEMS AND 
METHODS 

Mail Stop Issue Fee 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

) 
) 
) 
) 
) Examiner: Simitoski, Michael J. 
) 
) Group Art Unit: 2439 
) 
) 

AMENDMENT PURSUANT TO RULE 312 
Sir: 

In response to the notice of allowance mailed January 18, 2013, please re-examine the 

above-identified application in view of the following amendment and remarks. The issue fee 

transmittal accompanies this submission. 

IN THE TITLE: 

Please change the title to: 

--DATA PROTECTION SYSTEM SELECTIVELY ALTERING AN END PORTION OF 

PACKETS BASED ON INCOMPLETE DETERMINATION OF WHETHER A PACKET IS 

V AUD OR INV AUD--. 

Ex.1002 
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REMARKS 

All claims are allowed. Herein Applicant is amending the title consistent with the 

allowed subject matter. Entry of this amendment is requested. 

Please contact the undersigned if there are any questions. 

No new matter has been added. 

Please charge any additional fees due, or credit any overpayment, to Deposit Account No. 

50-0251. 

April 18, 2013 
Loudermilk & Associates 
511 N. Washington Avenue 
Marshall, Texas 75670 
903-407-4213 

Respectfully submitted 

Alan R. Loudermilk 
Registration No. 32,788 
Attorney for Applicant(s) 

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Commissioner for 
Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above. 

~ 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

107299 7590 

Alan R. Loudermilk 
511 N. Washington Ave 
Marshall, TX 75670 

01/18/2013 
EXAMINER 

SIMITOSKI, MICHAEL J 

ART UNIT PAPER NUMBER 

2493 

DATE MAILED: 01/18/2013 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

12/807,641 09/10/2010 Andrew K. Krumel 802-00lC 3474 

TITLE OF INVENTION: REAL TIME FIREWALL/DATA PROTECTION SYSTEMS AND METHODS 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional YES $885 $300 $0 $1185 04/18/2013 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the SMALL ENTITY status shown above. 

If the SMALL ENTITY is shown as YES, verify your current 
SMALL ENTITY status: 

A. If the status is the same, pay the TOTAL FEE(S) DUE shown 
above. 

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) 
and twice the amount of the ISSUE FEE shown above, or 

If the SMALL ENTITY is shown as NO: 

A. Pay TOTAL FEE(S) DUE shown above, or 

B. If applicant claimed SMALL ENTITY status before, or is now 
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s) 
Transmittal and pay the PUBLICATION FEE (if required) and 1/2 
the ISSUE FEE shown above. 

IL PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 

Page 1 of 3 
PTOL-85 (Rev. 02/11) 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

107299 7590 

Alan R. Loudermilk 
511 N. Washington Ave 
Marshall, TX 75670 

APPLICATION NO. 

12/807,641 

01/18/2013 

FILING DATE 

09/10/2010 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Andrew K. Krumel 802-00IC 3474 

TITLE OF INVENTION: REAL TIME FIREWALL/DATA PROTECTION SYSTEMS AND METHODS 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE 

nonprovisional YES $885 

EXAMINER ART UNIT 

SIMITOSKI, MICHAEL J 2493 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$300 $0 

CLASS-SUBCLASS 

726-013000 

2. For printing on the patent front page, list 

(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$1185 04/18/2013 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order - # of Copies _________ _ 

5. Change in Entity Status (from status indicated above) 

0 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any 
overpayment, to Deposit Account Number ( enclose an extra copy of this form). 

0 b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2). 

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature _______________________ _ Date ____________________ _ 

Typed or printed name ______________________ _ Registration No. ________________ _ 

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and 
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. 0MB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Ex.1002 
CISCO SYSTEMS, INC. / Page 23 of 256



UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 

APPLICATION NO. 

12/807,641 

107299 7590 

Alan R Loudermilk 
511 N. Washington Ave 
Marshall, TX 75670 

FILING DATE FIRST NAMED INVENTOR 

09/10/2010 Andrew K. Krumel 

01/18/2013 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

802-00lC 3474 

EXAMINER 

SIMITOSKI, MICHAEL J 

ART UNIT PAPER NUMBER 

2493 

DATE MAILED: 01/18/2013 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is O day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be O day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b )(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom 
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records may be disclosed to the Department of Justice to determine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel 
in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 
U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy 
Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as part of 
that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance 
with the GSA regulations governing inspection of records for this purpose, and any other relevant 
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CPR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Notice of Allowability 

Application No. 

12/807,641 
Examiner 

MICHAEL SIMITOSKI 

Applicant(s) 

KRUM EL, ANDREW K. 
Art Unit 

2493 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. 1:8] This communication is responsive to Applicant's response of 12/27/2012. 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. 1:8] The allowed claim(s) is/are 97-132. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init events/pph/index.isp or send an inquiry to PPHfeedback(@uspto.gov . 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) D All b) D Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. • DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. D Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

/Michael J Simitoski/ 
Primary Examiner, Art Unit 2493 

U.S. Patent and Trademark Office 

5. D Examiner's Amendment/Comment 

6. D Examiner's Statement of Reasons for Allowance 

7. D Other __ . 
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Group Art Unit: 2439 
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simultaneous packet filter - Google Scholar 

Legai docu!!!ents 

Any time 
Sirice 20'13 
Since 2042 
Since 2009 

Sort. by date 

inciudE patents 
inciudE citatioris 

Create aie!t 

Packet lilterinq for data net,Norks 

... ?. Prim::~!Y Exarrdner----Douglas VI/. Olms Ass!stant E.>{am!ner----Chau T. Nguyen /:\ttomey. Agent, 
o;· Firm---rvlichael J. Hughes [57] !,BS TRACT i\n impn:,ved partial packet filter ("IQ) for filtering 
dala packets (210) in a corr:puter network (i2) 'iNherein a candi- date fie!d (413) of the ... 

Fast netivmk l,Ner packet mter 

... l54j eAST t,ETWORI< L',YER PACKET FILTER [75] Inventors: ian Michael Charles Shand. 
Cobham. United f<~ingdom: . .John Anthony Ha•pEr, Valbonne. Fra11ce: Steven Richard VVe:ch. 
Camt,erley, Uriiteci Kingdom l73J Assignee: CablEtron Systems, inc., Rochester. NH l21J Appl. ... 

-

BPF+· Expioitina global data-f:ow optimization in a oeneralized packet filter :cll"chitecturn 

... user-level protoco!s, for instance, the rJemultip:exing overhead would scale linearly wit~• the 
nurnber of filters, eg, a busy server v\•itt1 rnany simultaneous network connections '·oNOuld suffer 
linear slowdown as each connection v\•ou:rJ independent!y run the packet filter on its own ... 

Ethemel distributed gacket switchino for local computer networks 

... proper termination of the Ether. and simultaneous drive by ail 256 stations: they can to!erate 
(ie work durin[~) ground differentials and ... The traffic cover can be extended 1Nith an unbuffered 
traffic-filtering repeater or packet filter, which passes pack.etr;; from one Ether r;;egrr:ent to ... 

Multic.ast and broadcast services in a knockout packet switch 

... we have < ()!T!ax for the Packet Dupiicator Approach, rn and reason, the Fast Packet 
Filter is dcfinite!y preferred in applicat!ons 'ivhere the !!!Uiticast traffi,: is heavy and involves 
a ia!·ge number of simultaneous dest!nations f,:,r each packet. 

All~opt;cal updating of subc:cmier encoded po!ci<et headers with simuitm1eous wavelength 
cmwersion ot baseband payload in semiconductor ootical amolifiers 

... to optoelectronic conversion of tt1e entire packet fo!lowed by electronic filtering, remodu!at,on, 
and ... to tt1e subcarrier frequency anrJ provides for wavelengt~• conver- soon of the packet. Our 
techniqu;:_;. involves a °t'No-stage process: First. simultaneous SCM header suppressio,i and ... 

RSVP: 1\ nevv resnurce reserva1!cn protocol 
l. Z!·,&:-:G ~: :~.•....:::.:..~ ,n~J. D ~:st~, ,, 3 3!·,~~n:,.:.-:·. - N.:..~~w.:..-:~:-, ... , l ~~·)3 - i~-x~•--.,~~:. •. _ .:,3,.. _ .,-.,, ,J 
... A sepamte function, ca!led a packet filter, selectr;; thor;;e packets that c:an use the resourcer;;; it 
is set ... This distinction between the reservation and the filter enables us to offer several different ... 
where these resoucces vvere sufficient for a srnal! number of simultaneous audio streams. 

Computer network switchinq syslern 

... OUTPUT PACKET PROCESSOR c ENO 98 -y UPDATE FILTER T/\BLE OF iNPUT PACKET 
PROCESSOR BROAOC/,ST THE PACKET TO ALL PACKET PROCESSORS 94 DESTINATiON 
SiONALS BACK Vii\ OUTPUT PACKET PROCESSOR 95 UPDATE FILTER TABLE OF ... 

ACC: using active netivmking to enhance feedback congestion control mecl1anis:r:s 

... The reactio,i to congestion begi,is at the router with the packet filter insta!lation. Th•s is in 
contrast to TCP with ExD!icit Congestion Notif•cation ... En,::poi,its become sy11chronized by 
simultaneous packet loss, which •esults in simultaneous retrans1nissio11. 

End--to-end internet packet dynamics 

... Vl/e instead rnust record the traffic wiU1 a packet filter . ... To addcess this probiem, we deveioped 
tcpanaly. a prograrn that understands the specifics of the different TCP implementations in our 
study, and t~•us can infer when tt1e packet filter has rnade an error [21] .... 

Percepiuai soeech coding and en,1cmcernent usinq frame-synchronized fast w,welet packet 
transform aigorilhrns 
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simultaneous packet filter - Google Scholar 

... a~•proach, ma!'dng use ,:,f the convolution, is based on the hypothesis that simultaneous !!!asking 
can ... Such ccnslraints have led us to choose a Daubechies prototype filter ,:,f length . The 
fane-frequency wid, or tiiing. resuiting frorn the chosen wavelet packet analysis transforrn ... 

Page 2 of 3 

Advances in photor:!c packet sv1;tchir:g: An ovetviev,.l [PDF] frGPl c:...,nc.(.:r:...:i;:1.Ga 

... rep!acernent schernes v-,•e•e !im;ted to fuil c,ptoe!ect•onic conversion of thE entin:_: packet foilov-,•ed 
by electronic filtering, remo,::uia- t!on. and retra11smissic,n on a nevv iaser. Refer-· e,ice [·12] 
proposed a technique to update the SCM header with simultaneous wave!ength con ... 

Wave-packet dyr1.'3mics in the Li E (}.~) shelf state: Simultaneous observal;on of vibrational 3nd 

mtation.'31 recurrences with sinqle rovibroriic control of ari inlermediate . 
·: :.~:~; - :: .. ,-.,,: ... '.•." 

Page 1 \/\/ave-packet dynam,cs ,n the U2 E( 1 g ) shelf state: Simultaneous ... 7270 Papanikolas 
et a:.: il\lave-packet dynarnics in L.•2 J, Chern. Phys., Vol 103, No .... For these rneasure- rnents, a 
long-pass filter 650 nm cutoff is placed ,n front of the PMT to tHject scattered laser light 

Fi!ter bank tree and M-band w,welet packel aigoriihrns in audio siqnai orocess:ng 

... !f '-N8 have to pe1form simultaneous spectral and sub band :::~naiysis, as, for example, in MPEG 
audio c:oders, the ... It ariser;; natura!ly from the analysis of the decirr:ated filter banks ... The pcoposed 
methods of M-band wavelet-packet and FBT trcmr;;- forms ,,..,.ere tested with r;;evera! audio ... 

High-quaiit·v audio co:r:pression using an adaotive wavelet packet decornoosition and 
psvchoacoustic modelina 

... Page 9_ s::m"VflSAfsl ANO c:AivllESON: 1-1:GH-QUflLITY AUD;O COMPRE:SS;ON USING AN 
ADAPTIVE VVA\/ELET PACKET DECOMPOS!TIOf'.J 1093 ... [4] PP Vaidyanathan, Mu:tirate Systerns 
and Filter Banks .... l8J PL Airisie;gh arid CK Chui, "Simultaneous waveiet and spiine ... 

A oara;le; packet semen for hiqh speed rielworks 

... The increase in packet tt1rough- put ga;ned by parallel processing for srnal: message sizes ;s 
l•stec: in tab!e 1, The va!ue of 2.95 for a :.t\l\/S ,s calculated from f;gure 6 since at :east two 
simultaneous senders were ... Even though tt1e packet screen is able to filter about 3 7500 pack ... 

Practical_neiwork supporl for JP traceback 

... netwock. ioad, overhead on the router. the abi!ity to trace rr:u!ti- pie simultaneous attacks, the ... quices 
a router wiU1 sufficient powec to examine the source address of evecy packet and r;;ufficient ... 
Consequently, ingress filtering ir;; mor;;t fear;;ibie in customer networks or at the bocder of ... 

N-by-N'' knockout" switch for a high-performance packet switcl1i:1g S\(stern 

... the switch must now recognize c,:,nfii,:t among its inputs :::~nd internal!y store. or buffer. :::~!I but at 

most one 55 of seve!·:::~1 simultaneous arriving pac!'~ms ... First there is a r,:,v,,· of N packet fi!ters 20i 
to 20/v. with each packet filter mceiv- ing the packets prq:,agating on:::~ separate one of ... 

rc1TATIONJ Simuitm1eous buttering of ATM packets iri a multiwavelength op\icai-fiber-loop memory 

... Figure 2 shows tt1e packets exiting t~•e ioop when tt1e output filter is tuned at either ... 3 shows the 
last bits of th;:_; packet at 'Nave:engths A, an,:: A, (upper traces) together ... in conclusion, the 
simultaneous and independerit storage of 622 .. Mbit!s /'.,. TM packets has been ,::emoristrated in ... 

Simuitaneous fast wave!ength switchino and intensitv modu!aiion usinq a tunable DBR iaser 

... device under packet- switchinr~ conditions. with simultaneous fast vvaveien~Jth r;;-vvitchin~J and 
200 Mbis data modulation. VI/ave length switc:h- ing between two channeis separated by AP-.== 
2. i 1 nm is st10wn on the left The two c~•anne:s are resolved using a r=abry-Perot filter with ... 

S~muitaneous no:se suppress;on and siana! con:press;on usinq a ::brc.~ty of orthononna: bases and [PDF] fr(':t:'! kfupn-~.£;du.s~~ 

the rninimurn-description-lenqih criterion 

... where c' is a constant independent of (k, m). Using (23) and (24). now 1,ve can state ,:,ur 
simultaneous noise su~•pression :::~nd signal compression a!gorithrn ... (002 is the w:::~velet packet 
best--basis generated by the Haar-Vl/alsh filter. Cm !!!eans the 1,vavelet packet best--basis ... 

Computer system and comouter-implemented process for simultaneous confiauration ant1 
mornloriria of a computer network 

... 21.2000 [5,t] COMF'UTl::R SYSTEM AND COMl"UTE:R- :Mf'U:ME:NTl:D f'FlOCESS F"Clf~ 
SIMULTANEOUS CONF'iGURATION ANO Mm,ITORit,G OF A COMPUTER NETWORK [75] 
lriventors ... 8C struct Filter { /-310 ;nt pass:!! a!low or block--7 ·'312 ;nt iog; // log this packet? ... 
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WDM optica; IP lag swi\chinq wm1 po!ci<et-rale \1\/avelength conversion .'3nd subcarrier rnultip;e1<2d 
addressina 

... The packets are cycled arnong four wave:engtt1s anc: ind,vidua!ly detected using a tunable opticai 
filter . ... 60-62, ,Jan 1998 l5] MD Vaughn. anrJ D, ,!. Blurnentt1a!. "Ail-Opticai Updating of Subcamer 
Encoded Packet Headers with Simultaneous Vva,;elength Conversion of ... 

l'J--t:-v-r~" knockout switch for a high-performance packet switchinq sysiern with v;3riab!e leng_th 
packets 

... US. Patent Jun.28, 1988 Sheet 5 of 8 <l,754A51 FiG .6 FROM PACKET FILTER 20/ 30 i ... port ,:,f 
the switch for that packet where the header is used in c0ufa1g the packet throu~Jh the ... its inputs 
and interna!ly store, or buffec, ail but at most one of severai simultaneous acriving packet!·;; ... 

Mix,110 and plavback of JPEG comprssses.1 packet vis.1eos 

... VVith app,opriate packet filtering, the buffer re·- qu;rement is oe,::uce,:: to th;:_; amount 
tor ho!ding a screenfu! of pixe:s. regardless of the nurnber of video v.iindows and thEir 
dimensions. Figure 5 depicts the structure with packet filtering . ... 

Packet cm1centI·3tor .'3nd switch includina a controner for assiqning priorities 10 space swnch inpUl 
terminals for contm; of buffers 

... a time cyc:ical!y from tt1e buffers, a controller (35) ,s connected to the ,nput device to ass,gn 
priorities to the input terminals supplied with the up to N simultaneous packets anc: ... 25(2) 
ADDRt:SS FILTER 26(2) "2,t 2'.,(N) 25(N J .ADDRl::SS FILTER PACKET C:ONCt:NTRI\TiNG AFlR 

An N-by-N" knockout" switch for a hiqh-performance packet switching S,'stem 

... packet filters 20 wil! provide simultaneous tcansmisr;;ion of thor;;e packets through to the associated 
concentrator 2i in the bus interface unit 15 i. It should be noted that even though a portion of 
the output addcess bits 26 of a biocked packet may pass through the filter 20 and into ... 

[H'MLJ Sun's SKIP fire,vall travsrsa; for Mobile IP 

... !n order to support simultaneous t,!ndings the firewal! must be ab!e tc, interpret Mobiie 
IP registrntion !!!8Ssages .... This first step of the proto,:oi is very convenient, bec:::~use the 
SKIP fire1.,val! ce.n use it to dynmrdc:::~liy configure its packet filter. 

An arcllnectural comparison of ST-;; .'3nd RSVP 

... be s~•ared among rnuit,p!e requests fortt1e sarne sou-~ce ·~ The Dynamic Filter reservation al:ows 
a n:_:ceiver to rnodify its packet filter over time ... speake• tc, transrnit simu!taneously it may t,;:_; adequate 
to rese•ve only enough resourc;:_;s to han·· ci:e a fev-,• simultaneous audio channe!s ... 

Simultaneous oplical cornp,essic:-n and decompression of 100--Gb/s OTDM rnckets usino a sinqle 
bidireclional opiic;3I delav !ine lattice 

... arnpiifier (PDFFA), filtered wiU1 a 5-nm optica! bandpass filter (BPF) to reiiiOve amplifier ASE, 
and propagated over 500 m of standard sin~Jie-mode fiber (Fbr). The compressed packet is then 
re-injected into the Page 3. TOl.1\/ER el ai.: SIMULTANEOUS OPTICAL COMPRt:SSiO~J ... 

·) 
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Legai documents 

!\ny time 
S;nc(~ 20i3 
s,nce 20·12 
s,nce 2009 

·--- 2000 

Sorl by date 

: !nc!ude patents 
···: !nc!ude citations 

c:reate aiert 

packet filter packet alter 

The BSD packet filter: A new ard1itecluw inr user-level packet capture 

... operand. ,i !3r;;nch Instructions alter the flow ot con- tro:, based on comp;;rison test 
between a con- slant or x regisle; and ttoe accu;;;u!ator. 5. Fleturn lnsttudions terminate 
the filter and indicated what ponion of the packet to save 

S\'Stern kr packet filtering of data packet at a computer network interface 

... 16, 1999 [54) SYSEM f'0!1 PACKET FILTERING Of' DATA PACKET AT A COMF'UTEI~ 
i'JETWGFlK if\JTE:HFACE: [75] Inventors: Geoffrey G. Eaehr, Fa:o Aito, Caii:., William Dan;eison, 
Mountain View, Cal!I.. Thornas L. Lyon, Palo Alto, Ca.Iii., Geoffrey i'v1uliigan. Co!orado Springs ... 

S\'Stern kr packet liltet'ing of data Dackets at a compute: network interface 

-

... :, 1998 [54] SYSTEM F=o:=1 PACKET FILTERING UF DATA PACKETS AT A GOMFJUTER NE:TWOF\K 
!f\JTERFACE [75] Inventors: Geoffrey G. Baehr, Menlo Park; \iVi!liam Danielson. Mo:..mtain View, 
Thomas L Lyc,n, Pa:o Aitc,; G,::~offrey Mu!ligan. :=,-,::~mont, al! of ca:if .. !'vlartin ... 

Sf-'F,-: ;.:xploiting r.;iobal data-llow oDtimi.rntion in a qeneralized packet filter architecture 

... 1nstruct;ons alter ttoe flow ct control, based on a com- par!son tesl betv•,·een a reg;sleo and an 
in1mediate value or another register: and. return instructions terminate the filter and indicate the 
integer- v-J.lued result of ev-J.luation. A filter i::, evaluated by ir,iti-J.lizing the packet memory ... 

End·to-end internet packet dynan1ics 

... Recem work by Carter and Crovella a!so invest!gates the :..:ti!ity of using packet pai; in the ... Much 
of the effort in develop!ng bprobe concerns how to filter the ;esulting raw measurerr1ents ... those 
at th,::~ sender. then "-3.ck. corr,pression·· (Sect;on VI-/\) c.an sigr,ific.ant:y alter the spacing ... 

Autoniated packet trace analvsis ot TCP ir.1nlementations 

... the f&r appears as !fit i,vere located directly at one of the TCP endpoints, and only occasionaily 
doe::, it::, ser:,arate loc.atic,n alter the traffic ... er,dpo;i1t then dc,es proc,::~ss the ::,ecc,nd ao:k., and sends 
ne'N, un;;ckuowieC:ged data The key po!nt here 1s that neither the packet filter nor the ... 

A rnodulrn· approach to packet classification: Algorithr.1s and results 

... hi hk) maxEmries :-.: n Zhj. T :-.: new \A/terTable (n1nrEnfries): foreach Alter F; E: FT { for j ... wh!ch gives 
the difference betweer, the total weights of ail the rc,v,Js whose j-th co:umn is O and those whose 
J-th coiumn 1s 1 :_et FT= F.. Ff'.J be a k.-C:imens1onal IP packet filter t;;bie 

Svs,em !or packet filtering c-i data m,ckr,,s at a computer network interlace 

... 2. 1999 [54] SYSTEM FOR PACKET FILTERING OF DATA PACi•:ETS AT A COMPUTER 
NE:TVJUl=J.K :NTl::EFACE lp-m;;sq c from l.1nux kernel (v 2.0.27), 1994. lp-tw c from l.1nrix kernel 
(v 2.0 27). 1994 ... "Firewali Eouters ;;nd Packet Filtering," by •3ary Kessler, Feb 1995 .... 

Svs,em !or packet filtering c-i data m,ckr,,s at a computer network interlace 

... Th,::~ screening ::,ystem ;ncludes a packet filtering subsyst,::~111 or rnodu!e. \Vh;ch ;nsr:,ects ea,:h 
incoming packet and ... 330 1s shcvm coupled via;; standard nehvork intertace 4 l Oto the packet 
sc.eening system (o; ... The dec1sicn to alter addresses or not can be made on a packet-by ... 

End-to-end lmemt't packet_dynarnics 

... in qriestion, it must be due to a mechanism that stii: enables the packet filter en the ... Flecent work 
by Carter and Crovelia a:so 1nvest1gates the uti:ity ot using packet pair in the ... avaiiable are those 
at lhe sender, t~ien •'a.ck compress!on·· (t 6.1) can sign!t;cantly alter lhe spacing of the ... 

Control of se:ect:vi1y of ch~Hn;ca; !eact:on via conno: of wavs~ packet evo:ution 

... A '(f2, ti) =A ,~{t2)XA ,(ti)' ( 10) 1n 1.Nh1ch case it reduces to the matched filter result for the single 
state project;on. IV .... at delay t;rr.e t~:300 It is expected t~ial ttoe quanlu;;; me- chanical effects of 
wave packet spreading and interference w!li alter the q:..:antitative p;edictions fo; th!s ... 
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packet filter packet alter - Google Scholar 

Methods and aopmatus for a computer network lirr,wall with dynamic ruie mccessing vvith the ability 
lo d)(namirnlly alter the OQt'ralions ol rules 

... l'Ofl A COlvWUlHl tJETWOF\K f'lf\EWALL. WITH DYI-.JAMIC flULE f'l10CESS:NC, WITH THE 
ABILITY TO DYNAMICALLY ALTER THE: OPE:HATIGNS ... The f;rev•,·ail can a!so be configuoed lo 
utilize ··s1atefui" packet filtering which invo!ves caching ru!e pro- cessing resuits fer one ... 

tvleH1od and svstem ior monitoring lisldbus network with rnuitipie packet lilters 

... Using this teature, ttoe user can initiate capluoe us;ng a hrst filter settings, alter the filter sethng ... 
applied to the fie!dbus substantialiy instantaneously and the packets captured unde; the aitered 
filter settings are ... ! 4 C!airns. i 6 Drawing Sheets •100 lnitial;ze first packet filter settings .... 

Ssst wavelet packet basss in a rats-tfo,kxtion sense 

... "1 (a) T.ee notation fot analysis filter bank· The lmver boanch, He !s the :mv-pass filter, and the 
upper b; anch, Hi is the high -pass filter. (b,l Ail possib!e b!nary v1.1ave!e1 packet decompositions 
of depth 2 Note that n; refers to the jH·, nocle at the 7th sc.aie of the tree, as shovm in the ... 

Method and ;;vstem for monitorinq fieldbus netwoi·k with dynan1ically alterable packet filter 

... Using this feature, the user can initiate captu;e using a f!rst filter settings, alter the filter sett!ng 
while packets are being captured, and app!y the alte;ed filter ... 10 Claims, 76 D;awing Sheets Start 
-7 18 ··us,::~r ch-J.nges ··\ Afilter settings A -7 20 Receive n,::~v,.1 packet filter information 

Network emulation in the Vint/NS simulatoi· 
:'\ :=a:: -
... Early wo;k !n nehvork emLllaticn included the Llse of '·f!akev1.1ays" (gateways that coLlld alter or 
drop ::,ack.ets), and we,·e used fm eariy TCPAP tests ~97 ... :EEE [S! S. McCa.nne and V Jacob::,on. 
The bsd packet filter: A nev.,, mchitecture for user-leve: packet c-J.pture Proc .... 

8ufferinq in opticai packet switches 

... Fig. 11 The muit!wave!ength ioop switch----this panicuiar example has just two inputs and 
outputs with fou1· wavelengths. F:=P:= = fiber Fabry--Perot filter. Eac.h packet is a::,signed a. 
wavelength and circuiates on the ioop untii the required oritput is tree 

Advances in packet ratio tr,chnoloay 

... in,:orpc,- rate ,:omputer proc,::~ss•ng -J.t each packet radio r,etwork node in -J. form that v,:as 
,:ompatible v,:ith mc,bil,::~ usage and pc,rtable op,::~ration. Th,::~ seo:ond was the reduction tc, practic,::~ 
ot sur- tace acoustic wave (SAW) technology 'Nhich c;;n perform matched filtering (to receove ... 

Filtering postures: Local enlormment for global policies 

... When packet filtering is used as a s,::~curity rr,echanism. diffe,·ent routers may need to cooperate 
to ... language tor eY.pressing globa: net\vork access control po:icoes ot a kine: that $filtering routers 
are ... these fi:ters may not prov;de optima! serv;ce, a human 1-rH~st smnetimes alter them ... 

Packet authentication and packet encryotic-n/decryotion sGheme fc.r security g_a,ewav 

f-lunt packet filter 

... Aitt,ot~gh the prefetted embodiment of the runt packet filter c;rcu;t !mpieo,,ents a 5"12 b;t !englh 
thresh- old. other threshoid values are poss!bie. Essentialiy, a 5 designer need on!y alter the 
s•ze of th,::~ dat-J. shift register ancl correspor,ding compor,ent::, in the c.arrier-::,ense s•gna! ... 

Svstern for securinq the flow of and selectively n1odi!vinq ;,ackets in a computer network 

... Each rule !n the ruie base inciudes a source, destination, service, whethe; w accept or reject 
the packet and v1.1hether to log the event. The set cf filter iangLlage instructions are instal!ed and 
execute or, in::,pection eng•ne::, which are ::,lac.ed on computers -J.ctir,g a::, faewa:is 

[PDl'J lmplernentina real time packet foN✓ardinr, policies usinq streams 

... table iookup as more e cient tSection 4). Another common mechanisrn fo; c!assifying packets 
i::, the automata us,::~d insicle the Berke- :ey Packet Filter (BPF} ancl ... Figure 6: Latency of St,·eams 
modrile against size of packet- - - ... Alter- native borro'Ning schemes are detaiiec: in 1]. 

A nove: cache arch:tecture to suppo:t :aver--four packet classitication at memory access speeds 

... The objective of !ayer-4 iookup is to find the rr1atch!ng filter with the highest priority, called best 
m-J.tch•ng filter, for an ... c,f nev.,, f:ows d•vided by the packet vc,lurr,e beo:ause ea.ch new fiow causes 
exactly one miss when ,ts first packet ar- rives .... So, ;,ve resort to the iatter alter- native. 
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Method and aoparatus for accelerated packet processing 

Pag.:~ 1 United States Pc1.tent [19] Stc,ne [54] fv1ETHOD AND APPARATUS FOR 
A•::::Ct:L.l::EATE:D PACKET F)!=lC:CE:SSING [75] inventor· Geoffrey G. Stene, M•nneapol1s, 
Monn. [73] Assignee· Storage Technology C:orporat1on. :..oriisv11ie, Colo .... 

fast packet switch architectures lor broadband_integmted_services digital netvvorks 

Pag,::~ 1 F-J.st Packet Switc.h Architecture::, For Bro-J.d- bar,d integrat,::~d Ser✓ices Dig•tai Netwmks 
invited Pa.per ... (Thos trans- 'Long distance sw,tch•ng center Fig 3. Telephone net,;vork with a 
general mesh lopoiogy. P compute, packet s1Nilch C d \ b b Fig 

Condilionai access filter as for a packet video sigr;ai irr,;P;se transport system 

... 1, 1998 [54] COf-.JDIH)NAL. ACCEcSS FILTER /\S FOfi A PACKET VIDE:G SIGi,Ai. INVU1SE 
TF~ANSPUl=J.T SYSr1:::rv1 [75] Inventor· Michael Scott Deiss, Z•onsvilie, Ind. [73] Assignee: 
Thomson Consumer Electronics, :nc., lndianapoiis, ind [~'.1] Appl ... 

Wavelet packet foatu;e extraclion !or ·,;ib;ation moniloring 

... based anaiysis [10J, which provides flexible time-frequency resoiution, becomes an efficient 
alter- native in ... In Section :V, the feas1bi:ily of the proposed vvavelet-packet-based teature extraction 
technique ... equivalent to filtering a signal mail times w!th a bandpass filter having as ... 

Netwo;k switch !hat includes a_plurality or shared 11.acket bulb:; 

F)age 1 United States Patent [wj Schneli [54] 1-.JE:TWOl=:K SVJITC:H THAT i~~•::::LUDE:S A 
FJLLJHALITY OF SHAFlE:D PACKET BUFFEF\S [75] Inventor. Arnold Themas Schne!I Austin, 
Tex. [73] .t\ssignee: Compaq Corr1puter Corp., Houston. Tex. [21] Appl .... 

H,e D2-fvlAC-Packet Svstern !or Ali Transrnissirn; Channeis 

... :n lhe receiver a s1mp:e low-pass filter is required at lhe input of dala deniodt~lator .... TOM) Concepl 
and Service idemification The basic structure of the 02·· f\1!\C-packet systerr1 consists of ... the ielative 
a.lic,cat•ons be- t\ve,::~n data, coior, and !um•nanc.e in- formation to alter the aspect ... 

Sl 1C 
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l_egal documents 

Anyt!me 
Since ~'.0"13 
Since 20"12 

S!nce 2009 

- 2000 

Sort by date 

inc:ude patents 

Predictive commun:caiion system mtering arranqernen1 

... The filter control signa:s selectively alter the predictive parameter s•gnals to opt•mize the predic­
tively decoded sign2I ... to ::,rovide a set ,:,f filter control signa!s a,/J to the ::,ost filter responsive to ... 
in '.30 packet transmir:,sion systems weil known in the ait, the bit rate information may be ... 

Portable ECG data-storaoe apoaratu,, 

... herein to be capabie of receiving up to a fu!l "12-lead packet of ECG ... general!y speaking, in the 
input/output interface structure are an arnp!ifier/filter substructure ·15 ... and an associated semicon­
ductor memory, an i11put'output interface structure selectively alter- nate!y coup!eab!e ... 

Reducinc '!he vulnerabiliiy of dynamic computer networks 

... From the netvvor-k.'s point of view, this !ook.s as if a packet is removed from the l•nk upon vvhich 
it vv2s orig!naily transrrdtted and is sudden!y inserted into another link .... Disc2rding Packets A filter 
placed on a link can selectively alter or discard any packets that pass through it 

-

inc:ude c•tations Virtuoso: A viliual s:rigie processor proorammim.l svstem for d:s1ribu1ed real-1ime ap[Jiica1ions 

Create alert 
... data. Filtering can be perforrned on the desired sending or receiving task, the type 
of message and the size .... tasks. Each packet re- quires about 4 rns pnJcessing ti;ooe 
The last task also counts the number of packets processed. 

Disiribuird in1erac1ive Sirnuiation Virtual Casse11e Recorder /DIS VCR): A Datalogoer with Variable 
Speed Replay . 

... Hm,vever. they also vv2nt a s!ngie-step mode that al!ovvs detailed examination of individual 
D!S packets for form and content and a ',Nay to measure the packet rates. They also said 
it is necessary to filter the rep!ay output of PD Us to 13 Page 27 
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1fail Stop After Final 
Commissioner for Patents 
P.O. Box 1450 
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) 
) 
) 
) 

Examiner: Simitoski, Michael J. 

Group Art Unit: 2439 

PETITION AND FEE FOR EXTENSION OF TIME UNDER 37 C.F.R. 1.136(a) 

Dear Conunissioner, 

Applicant hereby petitions for a two-month exiension of time in order to respond to the 

final office action mailed July 27, 2012. Please c~arge Deposit Account No. 50-0251 in the 

amount of $285.00 for the extension fee. An amendment responsive to_the office action 

accompanies this submission. 

Please charge any additional fees due, or credit any overpayment, to Deposit Account 

No. 50-0251. 

December 27, 2012 
Loudermilk & Associates 
511 N. Washington A venue 
Marshall, Texas 75670 
903-407-4 213 

Respectfully submitted 

Alan R. Loudennilk 
Registration No. 32,788 
Attorney for Applicant(s) 

I hereby certify that the foregoing is being deposited l\,ith the US postal sen ice, postal prepaid, or faxed, to Commissioner for 
Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above. 
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Attorney Docket No.: 802-001 C 
IN THE UNITED STATES PATENT At~D TRADEMARK OFFICE 

In Re Application of: Krumel 

Serial No.: 12/807,641 

Filed: September 10, 2010 

For: REAL TIME FIREWALUDATA 
PROTECTION SYSTEMS AND 
METHODS 

Mail Stop After Final 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

) 
) 
) 
) 
) 
) 
) 
) 
) 

Examiner: Simitoski, Michael J. 

Group Art Unit: 2439 

AME'ND:MENT AFTER FINAL REJECTION 
Sir: 

In response to the f""mal office action mailed July 27, 2012, please re-examine the above­

identified application in view of the following amendment and remarks. A petition for e}..iension 

of time accompanies this submission and is hereby requested. 
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IN THE CLAIMS: 

I - 96. ( canceled) 

97. (previously presented) A data protection system for filtering packets between at 

least an internet network and an internal network, wherein data is transmitted and received in the 

fonn of a plurality of packets, comprising: 

a first interface circuit for coupling packets to and from the internet network~ 

a second interface circuit for coupling packets to and from the internal network; 

a filtering circuit coupled between the first interface circuit and the second interface 

circuit; 

wherein, as a packet is being received and transmitted between the first and second 

interface circuits, the packet is simultaneously su~jected to one or more filtering criteria by the 

filtering circuit, wherein an end portion of the packet is selectively altered by the filtering circuit 

based on the filtering criteria, wherein the packet is selectively altered to be invalid if a 

detennination has not been made as to whether the packet is valid or in~alid by the time the end 

portion of the packet is received. 

98. (previously presented) The system of claim 97, wherein the filtering criteria 

determine whether the packet is to be a valid packet or an invalid packet, wherein the packet is 

selectively altered to be invalid if it was determined that the packef should be an invalid packet. 

99. (previously presented) The system of claim 97, wherein the filtering circuit includes 

at least first logic for determining characteristics of the packet being received and transmit1ed 

between the first and second interface circuits and at least a filter portion that subjects the packet 

to the plurality of filtering criteria while the packet is being received and transmitted between the 

first and second interface circuits. 

100. (previously presented) The system of claim 99, wherein the filter portion includes 

at kast a statdul filter po1tion and a non-statcful filter po1iion. 

101. (previously presented) The system of claim 100, wherein the stateful filter portion 

subjects the packet to one or more stateful filtering criterion and the non-statcful filter portion 

subjects the packet to one or more non-stateful filtering criterion. 

102. (previously presented) The system of claim 100, ,vhcrein the stateful filter portion 

subjects the packet to one or more stateful filtering criterion while the non-stateful filter portion 

subjects the packet to one or more non-stateful filtering criterion. 
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103. (previously presented) The system of claim 100, wherein a result aggregator logic 

receives one or more signals from the statefol filter portion and the non-stateful filter portion, 

wherein based on the received signals the result aggregator logic controls whether the packet is 

selectively altered to be invalid. 

104. (previously presented) The system of claim 103, wherein the result aggregator 

logic receives a completion signal that indicates whether the stateful and/or non-stateful filter 

portions have subjected the packet to all of the filtering criteria 

105. (currently amended) The system of claim 104, wherein, if the ee1upletien sigaa:l is 

Het-R€ei-v-ee-e-y-the result uggregator logic oy-u-tin1e-when the end p011ion of thc-p-aeJret--1¥..tS-&eett-­

reeeiYea, tl~en the packet is selectively altered by the filtering circuit to be invalid in response to 

the completion signal not being received by the result agm-egator logic bv a time when the end 

portion of the packet has been received. 

106. ( currently amended) TI1e system of claim 97, wherein the packet is subjected to the 

plurality of filtering criteria in parallel with the packet being received and transmitted between · 

the first and second interface circuits , v,-hercin ,1 Eleeision is rn,ule v,hcther to saleetively alter tl1e 

packet te ee iH 1-nhd ey A ti1ne 1NheH the enEI portieH efthe paeket has been reeeiveEI. 

107. (previously presented) The system of claim 97, wherein the packet is subjected to 

the plurality of filtering criteria in real time with the packet being received and transmitted 

bet\.veen the first and second interface circuits. 

108. (previously presented) TI1e system of claim 97, fm1her comprising one or more 

physical switches, wherein the packet is selectively subjected to the filtering criteria based on the 

state of the one or more physical switches. 

109. (previously presented) The system of claim 108, wherein the state of the one or 

more physical switches selectively enable or disable a predetennined portion of the filtering 

criteria. 

110. (previously presented) The system of claim 108, wherein the state of the one or 

more physical switches selectively enable or disable a prcdetem1ined portion of the filtering 

criteria based on whether a computer coupled to the internal network is controlled to operate in a 

client mode or a server mode. 

111. (previously presented) The system of claim 108, wherein the state of the one or 

more physical switches selectively controls a configuration or reconfiguration operation of the 
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filtering circuit. 

112. (previously presented) The system of claim 108, wherein the state of the one or 

more physical switches selectively controls ::i reset operation of the filtering circuit. 

113. (currently amended) The system of claim 97 ;H., further comprising one or more 

visual or audio feedback devices, wherein the one or more visual or audio feedback devices 

selectively provide visual or audio feedback of the operation or status of the system. 

114. (previously presented) The system of claim 113, wherein the one or more visual or 

audio feedback devices provide visual or audio feedback that the system is powered or 

operational. 

115. (previously presented) TI1e system of claim 113, wherein the one or more visual or 

audio feedback devices provide visual or audio feedback that the system is subjecting a packet to 

the filtering criteria. 

116. (previously presented) The system of claim 113, wherein the one or more visual or 

audio feedback devices provide visual or audio feedback that the system has rejected one or 

more packets. 

117. (previously presented) TI1e system of claim 113, wherein the one or more visual or 

audio feedback devices provide visual or audio feedback that a computer coupled to the intemal 

network is suspected to be tmder attack. 

118. (previously presented) The system of claim 117, wherein the one or more visual or 

audio feedback devices provide visual or audio foedback of an estimated severity of the attack. 

119. (previously presented) The system of claim 113, wherein the one or more visual or 

audio feedback devices provide visual or audio feedback of a state of the system until the one or 

more visual or audio feedback devices are reset by a user. 

120. (previously presented) The system of claim 119, wherein the one or more visual or 

.iudio focdback devices arc reset by the state of a physical switch. 

121. (previously presented) The system of claim 113, wherein the one or more visual or 

audio feedback devices comprise at least one light source, wherein the light source is selectively 

controlled to provide information indicative of the operation or status of the system. 

122. (previously presented) The system of claim 121, wherein the light source is 

controlled to have a first color or a second color depending on the operation or status of the 

system. 
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123. (previously presented) The system of claim 121, wherein the light source is 

controlled to selective Ir blink depending on the operation or status of the system. 

124. (previously presented) The system of claim 123, wherein the light source is 

controlled to selectively blink at a rate that is indicative of a severity level of a· suspected attack 

on a computer coupled to the internal network. 

125. (previously presented) l11e system of claim 121, wherein the at least one light 

source comprises an LED. 

126. (previously presented) The system of claim 113, wherein the one or more visual or 

audio feedback devices comprise a speaker. 

127. (previously presented) l11e system of claim 102, wherein the stateful filtering 

criteria are dependent upon physical switch position, packet characteristics, clock time and/or 

user-specified criteria. 

128. (previously presented) TI1e system of claim 127, wherein the user-specified criteria 

. are entered via a physical input device. 

129. (previously presented) The system of claim 128, wherein the physical input device 

comprises one or more switches, an audio input device, or display input device. 

130. (previously presented) The system of claim J 27, wherein the user specified criteria 

are entered via a configuration software. 

131. (previously presented) l11e system of claim 130, wherein the user specified criteria 

a.re tra.nsfoned from the configuration software to the system using a network protocol, i.ti.fr,u-.~d 

port or cable attachment. 

132. (previously presented) The system of claim 129, wherein the one or more switches 

comprise a toggle switch, button switch or multi-state switch. 
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Claims 97 - 132 were examined and finally rejected on the basis of Section 112 and 

obviousness-type double patenting. Herein, Applicant is amending claims 105, 106 nnd 113 to 

address the infonnalities noted by the Examiner, and accordingly Applicant requests that the 

Sec Lion 112 rejections be withdrawn. Applicant further is submitting herewith a terminal 

disclaimer, which should obviate the double patenting rejection. 

As the claims have been detem1ined to be allowable over the cited art, no additional 

searching should be required by this amendment. Accordingly, entry of this amendment is 

requested, as is allowance of the presently pending claims. 

Please contact the undersigned if there are any questions. 

No new matter has been added. Please charge any additional fees due, or credit any 

overpayment, to Deposit Account No. 50-0251. 

December 27, 2012 
Loudermilk & Associates 
511 N. Washington Avenue 
Marshall, Texa<; 75670 
903-407-4213 

Respectfully submitted 

Alan R. Loudermilk 
Registration No. 32,788 
Attorney for Applicant(s) 

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Commissioner for 
Patents, P.O. Box 1450, Alexandria, VA 22313-J 450, 011 t11e date indicated above. 

~~ 
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Office Action Summary 

Application No. 

12/807,641 

Examiner 

MICHAEL SIMITOSKI 

Applicant(s) 

KRUMEL, ANDREW K. 

Art Unit 

2439 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ;J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )IZI Responsive to communication(s) filed on 09 Jutv 2012. 

2a)IZI This action is FINAL. 2b)O This action is non-final. 

3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ; the restriction requirement and election have been incorporated into this action. 

4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 G.D. 11, 453 O.G. 213. 

Disposition of Claims 

5)1Zl Claim(s) 97-132 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 

6)0 Claim(s) __ is/are allowed. 

7)1Zl Claim(s) 97-132 is/are rejected. 

8)0 Claim(s) __ is/are objected to. 

9)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

10)0 The specification is objected to by the Examiner. 

11 )IZI The drawing(s) filed on 10 September 2010 is/are: a)IZI accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

12)0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

13)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some * c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

*Seethe attached detailed Office action for a list of the certified copies not received. 

Attachment{s) 

1) 0 Notice of References Cited (PTO-892) 

2) 0 Notice of Draftsperson's Patent Drawing Review (PTO-948) 

4) 0 Interview Summary (PTO-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application 3) 0 Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 03-11) 

6) 0 Other: __ . 

Office Action Summary Part of Paper No./Mail Date 20120725 
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DETAILED ACTION 

1. The response of 7 /9/12 was received and considered. 

2. Claims 97-132 are pending. 

Response to Arguments 

Page 2 

3. Applicant's arguments with respect to claims 97-132 have been considered but are moot because 

the arguments do not apply to any of the claims discussed in the current rejection. 

Claim Rejections - 35 USC§ 112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

5. Claims 105-106 and 113-126 are rejected under 35 U.S.C. 112, second paragraph, as being 

indefinite for failing to particularly point out and distinctly claim the subject matter which applicant 

regards as the invention. 

a. Regarding claim 105, the claim is directed to a system, but beings with "if the completion 

signal. .. ". However, it is unclear how a system limitation could be conditional. 

b. Regarding claim 106, the claim recites "wherein the packet ... wherein a decision is 

made ... ". However, this appears to be an implementation/runtime limitation, not associated with 

or further limiting the system. Further, the independent claim recites that the packet is found to 

be invalid if a decision is not made by the time the end portion of the packet is received. In this 

claim, a recitation that the decision is made by that time. Therefore, such a limitation would 

seemingly broaden the scope of the parent claim. As such, the claim is indefinite. 

c. Regarding claim 113, the claim depends from a canceled claim. 
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Double Patenting 

Page 3 

6. The nonstatutory double patenting rejection is based on a judicially created doctrine grounded in 

public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise 

extension of the "right to exclude" granted by a patent and to prevent possible harassment by multiple 

assignees. A nonstatutory obviousness-type double patenting rejection is appropriate where the 

conflicting claims are not identical, but at least one examined application claim is not patentably distinct 

from the reference claim(s) because the examined application claim is either anticipated by, or would 

have been obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 

(Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Langi, 759 F.2d 

887,225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937,214 USPQ 761 (CCPA 1982); In 

re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 

644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CPR 1.32l(c) or 1.32l(d) may be used 

to overcome an actual or provisional rejection based on a nonstatutory double patenting ground provided 

the conflicting application or patent either is shown to be commonly owned with this application, or 

claims an invention made as a result of activities undertaken within the scope of a joint research 

agreement. 

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal disclaimer. 

A terminal disclaimer signed by the assignee must fully comply with 37 CPR 3.73(b). 

7. Claims 97 -132 are rejected on the ground of nonstatutory obviousness-type double patenting as 

being unpatentable over claims 31-66 of U.S. Patent No. 7,013,482. Although the conflicting claims are 

not identical, they are not patentably distinct from each other because (in claim 1 of the patent, as 

compared to claim 31 of the instant application), the removal of any limitations from the patent is obvious 
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for reasons of breadth. Further, expanding the scope of "programmable logic device" to "filtering circuit" 

is an obvious variation for reasons of breadth. Lastly, as the Internet is the best known external network 

in the art, replacing "external network" with "internet network" is an obvious variation. 

Conclusion 

8. Applicant's amendment necessitated the new ground(s) of rejection presented in this Office 

action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is 

reminded of the extension of time policy as set forth in 37 CPR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE MONTHS from 

the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the mailing 

date of this final action and the advisory action is not mailed until after the end of the THREE-MONTH 

shortened statutory period, then the shortened statutory period will expire on the date the advisory action 

is mailed, and any extension fee pursuant to 37 CPR 1.136(a) will be calculated from the mailing date of 

the advisory action. In no event, however, will the statutory period for reply expire later than SIX 

MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the examiner should 

be directed to MICHAEL J. SIMITOSKI whose telephone number is (571)272-3841. The examiner can 

normally be reached on Monday - Thursday, 6:45 a.m. - 4: 15 p.m .. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Edan 

Orgad can be reached on (571)272-7884. The fax phone number for the organization where this 

application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained 

from either Private PAIR or Public PAIR. Status information for unpublished applications is available 

through Private PAIR only. For more information about the PAIR system, see http://pair­

direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer 

Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR 

CANADA) or 571-272-1000. 

July 26, 2012 
/Michael J Simitoski/ 
Primary Examiner, Art Unit 2439 
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IN THE CLAIMS: 

1 - 96. ( canceled) 

97. (new) A data protection system for filtering packets between at least an internet 

network and an internal network, wherein data is transmitted and received in the form of a 

plurality of packets, comprising: 

a first interface circuit for coupling packets to and from the internet network; 

a second interface circuit for coupling packets to and from the internal network; 

a filtering circuit coupled between the first interface circuit and the second interface 

circuit; 

wherein, as a packet is being received and transmitted between the first and second 

interface circuits, the packet is simultaneously subjected to one or more filtering criteria by the 

filtering circuit, wherein an end portion of the packet is selectively altered by the filtering circuit 

based on the filtering criteria, wherein the packet is selectively altered to be invalid if a 

determination has not been made as to whether the packet is valid or invalid by the time the end 

portion of the packet is received. 

98. (new) The system of claim 97, wherein the filtering criteria determine whether the 

packet is to be a valid packet or an invalid packet, wherein the packet is selectively altered to be 

invalid if it was determined that the packet should be an invalid packet. 

99. (new) The system of claim 97, wherein the filtering circuit includes at least first 

logic for determining characteristics of the packet being received and transmitted between the 

first and second interface circuits and at least a filter portion that subjects the packet to the 

plurality of filtering criteria while the packet is being received and transmitted between the first 

and second interface circuits. 

100. (new) The system of claim 99, wherein the filter portion includes at least a stateful 

filter portion and a non-stateful filter portion. 

101. (new) The system of claim 100, wherein the stateful filter portion subjects the 

packet to one or more stateful filtering criterion and the non-stateful filter portion subjects the 

packet to one or more non-stateful filtering criterion. 

102. (new) The system of claim 100, wherein the stateful filter portion subjects the 

packet to one or more stateful filtering criterion while the non-stateful filter portion subjects the 
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packet to one or more non-stateful filtering criterion. 

103. (new) The system of claim 100, wherein a result aggregator logic receives one or 

more signals from the stateful filter portion and the non-stateful filter portion, wherein based on 

the received signals the result aggregator logic controls whether the packet is selectively altered 

to be invalid. 

104. (new) The system of claim 103, wherein the result aggregator logic receives a 

completion signal that indicates whether the stateful and/or non-stateful filter portions have 

subjected the p;:icket to all of the filtering criteria. 

I 05. (new) The system of claim 104, wherein, if the completion signal is not received by 

the result aggregator logic by a time when the end portion of the packet has been received, then 

the packet is selectively altered by the filtering circuit to be invalid. 

106. (new) The system of claim 97, wherein the packet is subjected to the plurality of 

filtering criteria in parallel with the packet being received and transmitted between the first and 

second interface circuits, wherein a decision is made whether to selectively alter the packet to be 

invalid by a time when the end portion of the packet has been received. 

107. (new) The system of claim 97, wherein the packet is subjected to the plurality of 

filtering criteria in real time with the packet being received and transmitted between the first and 

second interface circuits. 

108. (new) The system of claim 97, further comprising one or more physical switches, 

wherein the packet is selectively subjected to the filtering criteria based on the state of the one or 

more physical switches. 

109. (new) The system of claim 108, wherein the state of the one or more physical 

switches selectively enable or disable a predetermined portion of the filtering criteria. 

110. (new) The system of claim 108, wherein the state of the one or more physical 

switches selectively enable or disable a predetermined portion of the filtering criteria based on 

whether a computer coupled to the internal network is controlled to operate in a client mode or a 

server mode. 

111. (new) The system of claim 108, wherein the state of the one or more physical 

switches selectively controls a configuration or reconfiguration operation of the filtering circuit. 

112. (new) The system of claim 108, wherein the state of the one or more physical 
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switches selectively controls a reset operation of the filtering circuit. 

113. (new) The system of claim 31, further comprising one or more visual or audio 

feedback devices, wherein the one or more visual or audio feedback devices selectively provide 

visual or audio feedback of the operation or status of the system. 

114. (new) The system of claim 113, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that the system is powered or operational. 

115. (new) The system of claim 113, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that the system is subjecting a packet to the filtering 

criteria. 

116. (new) The system of claim 113, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that the system has rejected one or more packets. 

117. (new) The system of claim 113, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that a computer coupled to the internal network is 

suspected to be under attack. 

118. (new) The system of claim 117, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback of an estimated severity of the attack. 

119. (new) The system of claim 113, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback of a state of the system until the one or more visual or 

audio feedback devices are reset by a user. 

120. (new) The system of claim 119, wherein the one or more visual or audio feedback 

devices are reset by the state of a physical switch. 

121. (new) The system of claim 113, wherein the one or more visual or audio feedback 

devices comprise at least one light source, wherein the light source is selectively controlled to 

provide information indicative of the operation or status of the system. 

122. (new) The system of claim 121, wherein the light source is controlled to have a first 

color or a second color depending on the operation or status of the system. 

123. (new) The system of claim 121, wherein t_he light source is controlled to selectively 

blink depending on the operation or status of the system. 

124. (new) The system of claim 123, wherein the light source is controlled to selectively 

blink at a rate that is indicative of a severity level of a suspected attack on a computer coupled to 
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the internal network. 

125. (new) The system of claim 121, wherein the at least one light source comprises an 

LED. 

126. (new) The system of claim 113, wherein the one or more visual or audio feedback 

devices comprise a speaker. 

127. (new) The system of claim 102, wherein the stateful filtering criteria are dependent 

upon physical switch position, packet characteristics, clock time and/or user-specified criteria. 

128. (new) The system of claim 127, wherein the user-specified criteria are entered via a 

physical input device. 

129. (new) The system of claim 128, wherein the physical input device comprises one or 

more switches, an audio input device, or display input device. 

130. (new) The system of claim 127, wherein the user specified criteria are entered via a 

configuration software. 

131. (new) The system of claim 130, wherein the user specified criteria are transferred 

from the configuration software to the system using a network protocol, infrared port or cable 

attachment. 

132. (new) The system of claim 129, wherein the one or more switches comprise a 

toggle switch, button switch or multi-state switch. 
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'AMENDMENT 
Sir: 

In response to the office action mailed March 6, 2012, please re-examine the above­

identified application in view of the following amendment and remarks. 
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IN THE CLAIMS: 

1 - 96. ( canceled) 

97. A data protection system for filtering packets between at least an internet network 

and an internal network, wherein data is transmitted and received in the form of a plurality of 

packets, comprising: 

a first interface circuit for coupling packets to and from the internet network; 

a second interface circuit for coupling packets to and from the internal network; 

a filtering circuit coupled between the first interface circuit and the second interface 

circuit; 

wherein, as a packet is being received and transmitted between the first and second 

interface circuits, the packet is simultaneously subjected to one or more filtering criteria by the 

filtering circuit, wherein an end portion of the packet is selectively altered by the filtering circuit 

based on the filtering criteria, wherein_ the packet is selectively altered to be invalid if a 

determination has not been made as to whether the packet is valid or invalid by the time the end 

portion of the packet is received. 

98. The system of claim 97, wherein the filtering criteria determine whether the 

packet is to be a valid packet or an invalid packet, wherein the packet is selectively altered to be 

invalid if it was determined that the packet should be an invalid packet. 

99. The system of claim 97, wherein the filtering circuit includes at least first logic for 

determining characteristics of the packet being received and transmitted between the first and 

second interface circuits and at least a filter portion that subjects the packet to the plurality of 

filtering criteria while the packet is being received and transmitted between the first and second 

interface circuits. 

100. The system of claim 99, wherein the filter portion includes at least a stateful filter 

portion and a non-stateful filter portion. 

101. The system of claim 100, wherein the stateful filter portion subjects the packet to 

one or more stateful filtering criterion and the non-stateful filter portion subjects the packet to 

one or more non-stateful filtering criterion. 

102. The system of claim 100, wherein the stateful filter portion subjects the packet to 

one or more stateful filtering criterion while the non-stateful filter portion subjects the packet to 

Ex.1002 
CISCO SYSTEMS, INC. / Page 70 of 256



one or more non-stateful filtering criterion. 

103. The system of claim 100, wherein a result aggregator logic receives one or more 

signals from the stateful filter portion and the non-stateful filter portion, wherein based on the 

received signals the result aggregator logic controls whether the packet is selectively altered to be 

invalid. 

104. The system of claim 103, wherein the result aggregator logic receives a 

completion signal that indicates whether the stateful and/or non-stateful filter portions have 

subjected the packet to all of the filtering criteria. 

105. The system of claim 104, wherein, if the completion signal is not received by the 

result aggregator logic by a time when ~e end portion of the packet has been received, then the 

packet is selectively altered by the filtering circuit to be invalid. 

106. The system of claim 97,.wherein the packet is subjected to the plurality of filtering 

criteria in parallel with the packet being received and transmitted between the first and second 

interface circuits, wherein a decision is made whether to selectively alter the packet to be invalid 

by a time when the end portion of the packet has been received. 

107. The system of claim 97, wherein the packet is subjected to the plurality of filtering 

criteria in real time with the packet being received and transmitted between the first and second 

interface circuits. 

108. The system of claim 97, further comprising one or more physical switches, 

wherein the packet is selectively subjected to the filtering criteria based on the state of the one or 

more physical switches. 

109. The system of claim 108, wherein the state of the one or more physical switches 

selectively enable or disable a predetermined portion of the filtering criteria. 

110. The system of claim 108, wherein the state of the one or more physical switches 

selectively enable or disable a predetermined portion of the filtering criteria based on whether a 

computer coupled to the internal network is controlled to operate in a client mode or a server 

mode. 

111. The system of claim 108, wherein the state of the one or more physical switches 

selectively controls a configuration or reconfiguration operation of the filtering circuit. 

112. The system of claim 108, wherein the state of the one or more physical switches 
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selectively controls a reset operation of the filtering circuit. 

113. The system of claim 31, further comprising one or more visual or audio feedback 

devices, wherein the one or more visual or audio feedback devices selectively provide visual or 

audio feedback of the operation or status of the system. 

114. The system of claim 113, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that the system is powered or operational. 

115. The system of claim 113, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that the system is subjecting a packet to the filtering 

criteria. 

116. The system of claim 113', wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that the system has rejected one or more packets. 

117. The system.of claim 113, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that a computer coupled to the internal network is 

suspected to be under attack. 

118. The system of claim 117, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback of an estimated severity of the attack. 

119. The system of claim 113, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback of a state of the system until the one or more visual or 

audio feedback devices are reset by a user. 

120. The system of claim 119, wherein the one or more visual or audio feedback 

devices are reset by the state of a physical switch. 

121. The system of claim 113, wherein the one or more visual or audio feedback 

devices comprise at least one light source, wherein the light source is selectively controlled to 

provide information indicative of the operation or status of the system. 

122. The system of claim 121, wherein the light source is controlled to have a first 

color or a second color depending on the operation or status of the system. 

123. The system of claim 12 i, wherein the light source is controlled to selectively 

blink depending on the operation or status of the system. 

124. The system of claim 123, wherein the light source is controlled to selectively 

blink at a rate that is indicative of a severity level of a suspected attack on a computer coupled to 
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the internal network. 

125. The system of claim 121, wherein the at least one light source comprises an LED. 

126. The system of claim 113, wherein the one or more visual or audio feedback 

devices comprise a speaker. 

127. The system of claim 102, wherein the stateful filtering criteria are dependent upon 

physical switch position, packet characteristics, clock time and/or user-specified criteria. 

128. The system of claim 127, wherein the user-specified criteria are entered via a 

physical input device. 

129. The system of claim 128, wherein the physical input device comprises one or 

more switches, an audio input device, or display input device. 

130. The system of claim 127, wherein the user specified criteria are entered via a 

configuration software. 

131. The system of claim 130, wherein the user specified criteria are transferred from 

the configuration software to the system using a network protocol, infrared port or cable 

attachment. 

132. The system of claim 129, wherein the one or more switches comprise a toggle 

switch, button switch or multi-state switch. 
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REMARKS 

Claims 67 - 96 were examined. Claim 68 was indicated as allowable over the cited 

references, while the remaining claims were rejected in view of various prior art references and 

in view of obviousness-type double patenting. 

While Applicant respectfully traverses the prior art rejections (and the double patenting 

rejection, subject to Applicant considering a terminal disclaimer if needed in view of the 

amendments herein), Applicant wishes to thank the Examiner for the indication of allowable 

subject matter in claim 68. In view of this, and in order to expedite prosecution, Applicant has 

canceled claims 67 - 96 and added new independent claim 97, and added new dependent claims 

98 132, to more fully claim Applicant's invention consistent with the allowable subject matter. 

For example, independent claim 97 recites "wherein the packet is selectively altered to be invalid 

if a determination has not been made as to whether the packet is valid or invalid by the time the 

end portion of the packet is received." Accordingly, Applicant submits that the invention defined 

by the currently pending claims is patentable over the cited references, for this and other features 

in the pending claims. 

Reconsideration and allowance is requested. Upon examination of this amendment, 

Applicant's attorney would like to discuss with the Examiner the need for a terminal disclaimer 

in view of this amendment. Please contact the undersigned if there are any questions. 

No new matter has been added. Please charge any additional fees due, or credit any 

overpayment, to Deposit Account No. 50-0251. 

June 6, 2012 
Loudermilk & Associates 
511 N. Washington A venue 
Marshall, Texas 75670 
903-407-4213 

Respectfully submitted 

Alan R. Loudermilk 
Registration No. 32,788 
Attorney for Applicant(s) 

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Commissioner for 
Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above. 

~ 
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Office Action Summary 

Application No. 

12/807,641 

Examiner 

MICHAEL SIMITOSKI 

Applicant(s) 

KRUMEL, ANDREW K. 

Art Unit 

2439 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ;J. MONTH(S) OR THIRTY (30) DAYS, 
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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 
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1 )IZI Responsive to communication(s) filed on 10 September 2010. 

2a)O This action is FINAL. 2b)IZI This action is non-final. 

3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ; the restriction requirement and election have been incorporated into this action. 

4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 G.D. 11, 453 O.G. 213. 

Disposition of Claims 

5)1Zl Claim(s) 67-96 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 

6)0 Claim(s) __ is/are allowed. 

7)1Zl Claim(s) 67-96 is/are rejected. 

8)0 Claim(s) __ is/are objected to. 

9)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

10)0 The specification is objected to by the Examiner. 

11 )IZI The drawing(s) filed on 10 September 2010 is/are: a)IZI accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

12)0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

13)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some * c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

*Seethe attached detailed Office action for a list of the certified copies not received. 
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5) 0 Notice of Informal Patent Application 3) [8J Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date 4/8/11. 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 03-11) 
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Application/Control Number: 12/807,641 

Art Unit: 2439 

DETAILED ACTION 

1. The IDS of 4/8/2011 was received and considered. 

2. Claims 67 -96 are pending. 

Claim Rejections - 35 USC§ 102 

Page 2 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis 

for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or 
on sale in this country, more than one year prior to the date of application for patent in the United States. 

4. Claims 67, 69-70 and 80-82 are rejected under 35 U.S.C. 102(b) as being anticipated by "Design 

and Evaluation of a High-Performance ATM Firewall Switch and Its Applications" by Xu et al. (Xu). 

Regarding claim 67, Xu discloses a method for communicating data between an external 

computing system and an internal computing system over a packet-based network, wherein data is 

transmitted and received in the form of a plurality of packets (pp. 1198-1199, §V), the method comprising 

the steps of: receiving a packet from the external computing system over the network (from ATM public 

WAN, p. 1199), the packet having at least a first portion and an end portion (first and last cell, p. 1191, 

§B), and transmitting the packet to the internal computing system (cells are passed, p. 1191, §B); in 

parallel with the step of receiving and transmitting the packet, determining characteristics of the packet 

from the first portion (header information, p. 1191, §B); in parallel with the step of receiving and 

transmitting the packet, performing one or more checks on the packet (inspection, p. 1191, §B); in parallel 

with the step of receiving and transmitting the packet, determining if the packet should be a valid packet 

or an invalid packet based on the one or more checks (switch is transmitting the packet cells, except the 

last, while inspection is taking place, p. 1191, §B), wherein the packet is analyzed in real time to 

determine if the packet should be valid or invalid while the packet is being concurrently transmitted to the 
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internal computing system (all cells except the last are allowed to pass during inspection, p. 1191, §B, 

where the inspection is finished before the last cell arrives, p. 1191, <]{2); and after receiving the end 

portion of the packet, selectively altering the end portion of the packet based on whether the packet has 

been determined to be a valid packet or an invalid packet, wherein the packet is selectively altered to be 

invalid if it was determined that the packet should be an invalid packet (last cell is kept "hostage" and, 

after a decision is made that the packet is unsafe/invalid, the last cell is replace with randomly-generated 

data so that the receiver will drop the packet as a result of a CRC failure, p. 1191, §B). 

Regarding claim 69, Xu discloses wherein the packet is analyzed to determine if the packet is 

valid without the packet having been completely received and buffered (explicitly stated as a benefit over 

the art, p. 1191, §B). 

Regarding claim 70, Xu discloses wherein the packet is determined to be an invalid packet if it is 

determined that the packet contains a virus, is unauthorized or presents a risk of harm to the internal 

computing system (malicious packet, p. 1192, <]{2). 

Regarding claim 80, Xu discloses wherein the one or more checks are selectively performed 

based on a communication state between the external computing system and the internal computing 

system (first or second cell, p. 1192, <]{2 and address port information, p. 1191, §A). 

Regarding claim 81, Xu discloses wherein the communication state comprises one or more 

network addresses and/or one or more port numbers (source and destination address, p. 1191, §A). 

Regarding claim 82, Xu discloses wherein the network address comprises an IP address for the 

external computing system and/or the internal computing system (p. 1191, §A). 

Claim Rejections - 35 USC§ 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claims 71-74, 76, 83-85, 91-93 and 95-96 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Xu, as applied to claim 67 above, in view of "PacketShaper 4000 Getting Started 

Version 4.0" by Packeteer. 

Regarding claims 71-74 and 76, Xu lacks wherein the one or more checks are at least in part 

selectively performed based on a state of a physical switch. However, Packeteer teaches that it is known 

to include a power switch to enable/disable function of a device, such as an on/off switch (p. 7). 

Therefore, it would have been obvious to one having ordinary skill in the art at the time the invention was 

made to include an on/off toggle switch, thereby affecting the checks based on the state of the switch, 

affecting the configuration of the checking circuit ( on/off), enabling/disabling the checks ( on/off). The 

plurality of checks would selectively perform based on the state an on/off switch. An on/off switch would 

also control the configuration ( on/off). One of ordinary skill in the art would have been motivated to 

perform such a modification, as it was well known in the art to do so, as taught by Packeteer. 

Regarding claims 83-85, 91-92, 95, Xu lacks providing visual or audio feedback with one or more 

visual or audio feedback devices, wherein the one or more visual or audio feedback devices selectively 

provide visual or audio feedback of the operation or status of a packet filter process. However, Packeteer 

teaches that it is known in the art to provide a "status LED", being green or amber in color depending on 

whether shaping (filtering) is on/operational (p. 41) on a hardware packet-shaper/packet-filter (p. 1). 

Therefore, it would have been obvious to one having ordinary skill in the art at the time the invention was 

made to include a status LED in Xu's system. One of ordinary skill in the art would have been motivated 

to perform such a modification to convey status information, as was known in the art, as taught by 

Packeteer. 
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Regarding claim 93, Xu lacks a light source that is selectively controlled to blink depending on 

the operating status. However, Packeteer teaches that it is known to include "network LEDs" to that 

flicker/blink when transmission or receiving activity occurs (p. 41) in a hardware packet-shaper/packet­

filter (p. 1). Therefore, it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to include network LEDs in Xu' s system. One of ordinary skill in the art would have 

been motivated to perform such a modification to convey activity information, as was known in the art, as 

taught by Packeteer. 

Regarding claim 96, Xu lacks a speaker to provide feedback. However, it was known in the art, 

at the time the invention was made, to provide a speaker, such as a PC main board speaker, to provide 

audio feedback (for example on errors), for the purpose of interacting and alerting a human user. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time the invention was 

made to use a speaker in Xu's system to provide feedback. One of ordinary skill in the art would have 

been motivated to perform such a modification as it was known in the art to do so. 

7. Claim 75 is rejected under 35 U.S.C. 103(a) as being unpatentable over Xu and Packeteer, as 

applied to claim 73 above, in view of U.S. Patent 6,052,788 to Wesinger, Jr. et al. (Wesinger). 

Regarding claim 75, Xu discloses a system, as modified above to include a user-controlled switch 

such as a power switch, but lacks wherein the circuit that performs the one or more checks is configured 

or reconfigured based on commands from the internal computing system and based on a state of the at 

least one user-controlled switch. However, Wesinger that configuration of firewalls may be easily 

accomplished by running a "configurator" which provides a Web-based front-end for editing 

configuration files, preferably from a secured client ( col. 9 lines 31-46). Therefore, it would have been 

obvious to one having ordinary skill in the art at the time the invention was made to allow changing of the 

firewall's configuration based on commands from the internal computing system/LAN/secure client 
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(through a Web-browser interface). One of ordinary skill in the art would have been motivated to 

perform such a modification to easily accomplish firewall configuration, as taught by Wesinger (col. 9 

lines 31-46). 

8. Claims 77-79 are rejected under 35 U.S.C. 103(a) as being unpatentable over Xu, as applied to 

claim 67 above, in view of U.S. Patent 6,795,918 to Trolan. 

Regarding claim 77, Xu lacks wherein the one or more checks are performed with a 

programmable logic device, wherein logic within the programmable logic device is selectively 

programmed to perform the one or more checks in parallel with the receiving and transmitting of the 

packet. However, Trolan teaches a packet analyzer, where inspection is performed based on data in a 

programmable logic device ( col. 6, lines 6-10, coll. 7, lines 17-26), allowing additional security ( col. 7, 

lines 30-34). Therefore, it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to modify Xu such that the one or more checks are performed with a programmable 

logic device implementing IM/OM (Xu, p. 1192, §III), wherein logic within the programmable logic 

device is selectively programmed to perform the one or more checks in parallel with the receiving and 

transmitting of the packet. One of ordinary skill in the art would have been motivated to perform such a 

modification to allow physical security, as taught by Trolan. It is further noted that PLDs are known in 

the art to provide the speed of a hardware implementation, while still allowing reprogramming. 

Regarding claim 78, Xu discloses wherein a first physical interface circuit receives the packet 

from the network (IM, p. 1192, Fig. 2), wherein the packet is coupled to the programmable logic device 

(as modified above, p. 1192, Fig. 2), wherein the packet is coupled from the programmable logic device 

to a second physical interface circuit for transmission to the internal computing system (as modified 

above, p. 1192, Fig. 2). 

Ex.1002 
CISCO SYSTEMS, INC. / Page 82 of 256



Application/Control Number: 12/807,641 

Art Unit: 2439 

Page 7 

Regarding claim 79, Xu discloses wherein the programmable logic device (as modified above) 

performs the one or more checks while the packet is being coupled from the first physical interface to the 

second physical interface (performed in parallel with normal cell processing, pp. 1199, §VI). 

9. Claims 86-88 are rejected under 35 U.S.C. 103(a) as being unpatentable over Xu and Packeteer, 

as applied to claims 83 and 84 above, in further view of "BlackICE Pro User's Guide Version 2.0" by 

Network Ice Corporation (NIC). 

Regarding claims 86-88, Xu discloses a system, as modified above, but lacks audio or visual 

feedback when the system has rejected one or more packets, when it is suspected to be under attack, or 

the severity of the attack. However, NIC teaches that to make users aware of attacks and spot trends and 

patterns of attacks, it is useful to provide a list of possible attacks on the system (p. 3, Fig. 3) and 

indicating the severity (p. 21). Further, when a critical or serious event occurs, the system can cause the 

blocking of addresses and ports/rejection of packets, and indicate this to the user (p. 21 & p. 37). 

Therefore, it would have been obvious to one having ordinary skill in the art at the time the invention was 

made to use visual indicators to indicate when the system has rejected packets and when the system is 

under attack and to indicate the severity of an attack. One of ordinary skill in the art would have been 

motivated to perform such a modification to make users aware of attacks and to spot trends, as taught by 

NIC. 

10. Claims 89-90 are rejected under 35 U.S.C. 103(a) as being unpatentable over Xu and Packeteer, 

as applied to claim 84 above, in further view of U.S. Patent 6,101,540 to Graf and U.S. Patent 6,701,432 

to Deng et al. (Deng). 

Regarding claim 89, Xu, as modified above, teaches wherein the one or more visual or audio 

feedback devices provide visual or audio feedback of a state of the system performing the packet filter 
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process (status LED p. 41), but lacks until the one or more visual or audio feedback devices are reset by a 

user. However, Graf teaches that it is known for an administrator to receive alerts and to clear the alerts 

(col. 21, #4, #5) to allow correction. Further, Deng teaches alarms resulting from thresholds in a firewall 

(col. 9, lines 35-40, claim 8). Therefore, it would have been obvious to one having ordinary skill in the art 

at the time the invention was made to modify Xu to display alerts based on the firewall's operation, 

possibly based on alarm thresholds, and to enable an administrator to reset those alerts. One of ordinary 

skill in the art would have been motivated to perform such a modification to allow correction and 

continued operation, as taught by Graf and Deng. 

Regarding claim 90, Xu, as modified, lacks, wherein the one or more visual or audio feedback 

devices are reset by the state of a physical switch. However, Packeteer teaches a power switch (p. 7) and 

Xu, as modified by Graf and Deng, teaches clearing alarms. Therefore, a skilled artisan, at the time the 

invention was made, would have found it obvious to display alarms using the visual display of Packeteer 

and to allow resetting of those using a physical switch, such as the power switch. One of ordinary skill in 

the art would have been motivated to perform such a modification to gain the benefit of displaying alerts 

to the user and clearing those alerts by the user, without requiring a separate computer to interface with 

the firewall. 

11. Claim 94 is rejected under 35 U.S.C. 103(a) as being unpatentable over Xu and Packeteer, as 

applied to claim 93 above, in further view of "BlackICE Pro User's Guide Version 2.0" by Network Ice 

Corporation (NIC) and U.S. Patent 6,133,844 to Ahne et al. (Ahne). 

Regarding claim 94, Xu discloses a system, as modified above, but lacks a light blinking at a rate 

indicative of a severity level of an attack. Packeteer teaches blinking LEDs indicating traffic activity (pp. 

1 & 41). NIC teaches indicating a severity level of an attack to a user (pp. 1, 3, 21 & 37). Ahne teaches 

that on a printing device, an LED's blink rate can be altered and the LEDs can be used to convey the 
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operating status of the device ( col. 7 lines 22-52 & col. 8 lines 20-37). Therefore, it would have been 

obvious to one having ordinary skill in the art at the time the invention was made to use the blink rate of a 

light, as taught by Ahne, on Xu' s firewall system, as suggested by Packeteer, to indicate the severity level 

of an attack, as taught by NIC. One of ordinary skill in the art would have been motivated to perform 

such a modification to convey operating status to a user, as taught by Ahne (col. 7 lines 22-52 & col. 8 

lines 20-37). 

Double Patenting 

12. The nonstatutory double patenting rejection is based on a judicially created doctrine grounded in 

public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise 

extension of the "right to exclude" granted by a patent and to prevent possible harassment by multiple 

assignees. A nonstatutory obviousness-type double patenting rejection is appropriate where the 

conflicting claims are not identical, but at least one examined application claim is not patentably distinct 

from the reference claim(s) because the examined application claim is either anticipated by, or would 

have been obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 

(Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Langi, 759 F.2d 

887,225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937,214 USPQ 761 (CCPA 1982); In 

re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 

644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CPR 1.32l(c) or 1.32l(d) may be used 

to overcome an actual or provisional rejection based on a nonstatutory double patenting ground provided 

the conflicting application or patent either is shown to be commonly owned with this application, or 

claims an invention made as a result of activities undertaken within the scope of a joint research 

agreement. 
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Effective January 1, 1994, a registered attorney or agent of record may sign a terminal disclaimer. 

A terminal disclaimer signed by the assignee must fully comply with 37 CPR 3.73(b). 

13. Claims 67-96 are rejected on the ground of nonstatutory obviousness-type double patenting as 

being unpatentable over claims 2-30 of U.S. Patent No. 7,013,482. Although the conflicting claims are 

not identical, they are not patentably distinct from each other because (in claim 1 of the patent), removal 

of "wherein at least ... " and "wherein the packet is selectively altered to be invalid if a determination ... " 

is obvious for reasons of breadth. 

14. Further, claims 67-96 are obvious variations over the patent claims 1-30 in view of at least Xu 

and Packeteer. 

Allowable Subject Matter 

15. Claim 68 is objected to as being dependent upon a rejected base claim, but would be allowable if 

rewritten in independent form including all of the limitations of the base claim and any intervening claims 

and the above double patenting rejection were overcome. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner should 

be directed to MICHAEL SIMITOSKI whose telephone number is (571)272-3841. The examiner can 

normally be reached on Monday - Thursday, 6:45 a.m. - 4: 15 p.m .. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Edan 

Orgad can be reached on (571)272-7884. The fax phone number for the organization where this 

application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained 

from either Private PAIR or Public PAIR. Status information for unpublished applications is available 

through Private PAIR only. For more information about the PAIR system, see http://pair­

direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer 

Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR 

CANADA) or 571-272-1000. 

March 2, 2012 
/Michael J Simitoski/ 
Primary Examiner, Art Unit 2439 
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! i ! notification)) and ((alarm alert notification) with LED!) i USPAT; ERJ; ! i ! 15:07 ! 
i i :and(713l380l709l370l726).clas. !JRJ; i i i i 
i i : i I BM TDB i i i ' : ~~~~~~~~~~ ~ ~~~~~~~~~~ ~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~ - ~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~~ '. ~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~~~~: 

lls>37 lrg :@ad<"20000707" and (reset$3 with switch$3 with (alarm\ US-PGPUB; \DR j•N ! 2012/03/02! 
i i !alertnotification))and(713l380l709l370l726).clas. !USPAT;ERJ; i i !15:12 i 

1 .......... 1 ........... 1 ............................................................................................................ lt~~TDB .......... 1 .................... 1 ................ 1 .................... 1 

![8238 \133 :i@ad<"20000707" and (reset$3 with switch$3 with (alarm!.!IUS-PGPUB; !foR7~12012/03/02!. 
:I I :!alert notification)) and (713I380I709I370I726).clas. and HUSPAT; ERJ; :I !I ! 15:13 j 
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ii il ![(packet) ilJRJ· ii il ii i i i i i I BM, TDB i i i i : ---------- \ ----------~ -------------------------------------------------------------------------------------------------------------: ------ __________________ : --------------------'. _______________ : ______________________ : r"" '1257 I-< "20000707" ~d (ce~t$3 with (alfilm alert I U&FGUB; 'DR !•N ! 2012/03/02! i i ! notification)) and (7131380170913701726).clas. and i USPAT; ERJ; i i i 15:20 i 
! i ! (packet) ! JRJ; ! i ! i 
i i : i I BM TDB i i i i 
~ ,:_,:_,:_,:_,:_,:_,:_,:_,:_,:_ t ,:_,:_,:_,:_,:_,:_,:_,:_,:_,:_,:_~ '''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' : '''''' - ''''''''''''''''': '''''''''''''''''''' ~ '''''''''''''''': ,,,,,,,,,,,,,,,,,,,.: 
! 8240 i 102 l@ad<"20000707" and (reset$3 with (notification)) and ! US-PGPUB; !DR i•N ! 2012/03/02! 
! ! !(713l380l709l370I726).clas.and(packet) !USPAT;ERJ; ! ! !15:20 i 

I ........... 1 ........ I ............................................................................................................ 1 t~~ TDB ....... J ................. J ............ J ................... .I 
IIS'41 ID!@ad<"20000707" and ((button keypad) with clear$3 with i US-PGPUB; !DR i•N i 2012/03/02! 
! ! ! (notification)) and (7131380170913701726).clas. and i USPAT; ERJ; ! ! ! 15:28 ! 
i i i (packet) i JRJ· i i i i 
i i i i I BM, TDB i i i i : ---------- ~ ---------- ~ -------------------------------------------------------------------------------------------------------------: ------ - -----------------: -------------------- \ ---------------: ----------------------: 
'["'" l•i@ad<"20000707" and ((button keypad) with clear$3 with i US-PGPUB; !DR i•N i 2012/03/02! 
! ! : (notification)) and (7131380170913701726).clas. ! USPAT; ERJ; ! ! ! 15:29 ! 

I I i It~; TDB I I I I 
; nnnn• ~ .nnnnn '. nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn '. nnn - nnnnnnnn•: nnnnnnnnn .. ~ nnnnnnnn: nnnnnnnnnn• '. r43 i•3 \@ad<"20000707" and ((button keypad) with clear$3 with i US-PGPUB; !DR i•N i 2012/03/02! 
! i j (alarm alert notification)) and ! USPAT; ERJ; ! i ! 15:29 : 
i ! !(713l380l709l370l726).clas. iJRJ; i ! i i 
! i ! i I BM TDB ! i ! i 
\ __________ , ___________ , ------------------------------------------------------------------------------------------------------------' -------------------------·--------------------'----------------·---------------------· r• 1[2 !@ad<"20000707" and ((button switch keypad) with i US-PGPUB; !DR i•N ! 2012/03/02! 
! ! ! clear$3 with (alarm alert notification)) and ! USPAT; ERJ; ! ! ! 15:30 ! 
! ! !(713l380l709l370l726).clas. !JRJ; ! ! ! i 
i i : i I BM TDB i i i i 
\ ,,,,,,,,.,.~ '''''''''' ~ ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,: ,,,,,,,-,,,,,,,,,,,,,,,,,: ,,,,,,,,,,,,,,,,,,,,: ,,,,,,,,,,,,,,,: ,,,,,,,,,,,,,,,,,,,,,: 

i 8245 ! 25 i@ad<"20000707" and ((switch) with clear$3 with (alarm i US-PGPUB; !DR !•N i 2012/03/02! 
! i !alertnotification))and(713l380l709l370l726).clas. !USPAT;ERJ; ! i !15:30 i 

! ........ J ........ .I ............................................................................................................. 1 t~~ TDB ....... J ................... 1 ............ ..1. ..................... 1 r46 l•l20020113705".pa. I U&FGUB; 'DR i•N i 2012/03/02! i i i i USPAT· ERJ· i i i 15-35 i 

1 .......... 1 .......... 1. Jt:;c,~B• ... 1 .................... 1 ............... 1 .... · ............... 1 

i i i i USPAT· ERJ· i i i 15:37 i 'I"'" '['["11445••.pn. I U&PGUB; 'DR i•N ! 2012/03/02! 

I J - lt:;c,~B I J J I r" 'LJO :@ad<"20000707" and ((firewall) (packet adj filter)) and i US-PGPUB; !DR !•N ! 2012/03/02! 
i i ! ((alarm alert notification) near4 (clear$3 reset$3) with i USPAT; ERJ; i i i 15:41 i 
! ! ! user) and (7131380170913701726).clas. ! JRJ; ! ! ! ! 
i i : i I BM TDB i i i ' : ---------- ~ ----------~ _____________________________________________________________________________________________________________ : ------ __________________ : --------------------'. _______________ : ______________________ : 

'["'" 1•:@ad<"20000707" and ((alarm alert notification) near4 ! US-PGPUB; !DR i•N ! 2012/03/02! 
i ! ! (clear$3 reset$3) with user) and ("726").clas. i USPAT; ERJ; i ! i 15:43 i 

I """"" I ,,,,,,,,,,,1 ............................................................................................................ 1 t~~ TDB .......... 1 .................... 1 ................ 1 .................... 1 

! 8250 i 27 l@ad<"20000707" and ((alarm alert notification) near4 ! US-PGPUB; !DR i•N ! 2012/03/02! 
! ! j (clear$3 reset$3) ) and ("726").clas. ! USPAT; ERJ; ! ! ! 15:43 ! 

I ......... J ....... 1 ............................................................................................................ 1 t~~ TDB ......... I .................. J ............ J ................... .I 
lls>51 '["' l-<"20000707" ~d ((alfilm alert aorn;ca1;oa)J ~d I U&PGUB; IDR i•N i 2012/03/02! 
! ! !(713/154.ccls.726/11,12,13.ccls.709/229.ccls.) !USPAT;ERJ; ! ! !15:53 ! 

! __________ I __________ I _____________________________________________________________________________________________________________ It~~ TDB _________ I ____________________ I _______________ I ______________________ I 
'["'" !•1 i@ad<"20000707" and ((alarm alert notification) near4 i US-PGPUB; !DR i•N i 2012/03/02! 
! ! :threshold)and(713/154.ccls.726/11,12,13.ccls. !usPAT;ERJ; ! ! !15:53 ! 

I I i 709/229.ccls.) It~; TDB I I I I 
; nnnn• ~ .nnnnn'. nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn '. nnn-nnnnnnnn•: nnnnnnnnn .. ~ nnnnnnnn: nnnnnnnnnn• '. r53 i•:@ad<"20000707" and ((alarm alert notification) near4 i US-PGPUB; !DR i•N i 2012/03/02! 
! i j threshold) same (firewall (packet adj filter)) and ! USPAT; ERJ; ! i ! 15:56 : I I I(713/154.ccls.726/11,12,13.ccls.709/229.ccls.) lt~;TDB I I I I 
'----------~----------' ____________________________________________________________________________________________________________ : ________________________ , ____________________ : _______________ , _____________________ : r• l•:@ad<"20000707" and ((alarm alert notification) near4 i US-PGPUB; !DR i•N ! 2012/03/02! 
! ! ! threshold) and (firewall (packet adj filter)) and ! USPAT; ERJ; ! ! ! 15:57 ! 
! ! !(713/154.ccls.726/11,12,13.ccls.709/229.ccls.) !JRJ; ! ! ! ! 
i i : i I BM TDB i i i i 
\ ,,,,,,,,.,.~ '''''''''' ~ ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,: ,,,,,,,-,,,,,,,,,,,,,,,,,: ,,,,,,,,,,,,,,,,,,,,: ,,,,,,,,,,,,,,,: ,,,,,,,,,,,,,,,,,,,,,: 

i 8255 ! 6 i@ad<"20000707" and ((alarm alert notification)) and i US-PGPUB; !DR !•N i 2012/03/02! 
! ! : (rule near4 threshold) and (firewall (packet adj filter)) ! USPAT; ERJ; ! ! ! 15:59 ! 
i i !and (713/154.ccls. 726/11,12,13.ccls. 709/229.ccls.) !JRJ; i i i i 

! ......... ! ......... .! ........................................................................................................... ..!I BM_TDB ......... ! ................... .! .............. ! ...................... ! 
118256112 :1(670143216772347).pn. !jUS-PGPUB; !IOR !!ON !12012/03/02! 
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!I ii :I !IUSPAT; ERJ; !l il !l16:01 ! 

L ....... J ......... I .......................................................................................................... ...1 t~~ TDB ....... I .................. ..1 ............. I ..................... I 
r57 In: S256 and (reset$3 clear$3) i US-PGPUB; !DR i•N i 2012/03/02! 
i i i i USPAT· ERJ· i i i 16·01 i 

! ...... ---! ......... J ............................................................................................................ J t~~ T~B .... , ... ! ................. ___] .............. ! ..... -................ 1 

'[8258 il257 i -< "20000707" ~d ("~' ~• 1•~m$3 ru,rt$3) i U&PmJ~ 'DR i•N i 2012103102: 
! ! : same (reset$4 clear$4) same log$4) ! USPAT; ERJ; ! ! ! 16:01 ! 

I ........ .J .......... 1 ............................................................................................................ 1 t~~ TDB ......... I .................. ..I ............... I ..................... 1 

r59 'LJO :@ad<"20000707" and (user same (alarm$3 alert$3) i US-PGPUB; !DR i•N ! 2012/03/02! 
! ! ! same (reset$4 clear$4) same log$4) and (713I726).clas. ! USPAT; ERJ; ! ! ! 16:01 ! 

L ....... J ......... 1 .......................................................................................................... ...1 t~~ TDB ....... I .................. ..1 ............. I ..................... I 

r60 '[J:@ad<"20000707" and ((alarm alert notification)) near4 ! US-PGPUB; !DR !•N ! 2012/03/02! 
i i ! (clear$3 dismiss$3) and (713/154.ccls. 726/11,12,13.ccls. ! USPAT; ERJ; i i i 16:09 i 
! ! ! 709/229.ccls.) ! JRJ; ! ! ! ! 
i i : ' I BM TDB i i i ' : ~~~~~~~~~~ \ ~~~~~~~~~~ ~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~ - ~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~~ \ ~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~~~~: 

r61 r2 , _<"20000707" ~d (hold$3 ,..,h ,~,$3 with (w~ologl U&PmJ~ 'DR i•N ! 2012/03/02! 

I I I alarm alert)) I t~~~~:RJ; I I 116:21 I 
: '''''''''' ~ ,,,,,,,,,,,: '''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' '. '''''' - ,,,,,,,,,,,,,,,,,' ,,,,,,,,,,,,,,,,,.,.~ ,,,,,,,,,,,,,,,,' ,,,,,,,,,,,,,,,,,,,.: r62 '[:@ad<"20000707" and (hold$3 with reset$3 with (warning! US-PGPUB; !DR i•N ! 2012/03/02! 
! ! ! alarm alert)) and (packet) ! USPAT; ERJ; ! ! ! 16:21 ! 

I.. ....... J ....... 1 .......................................................................................................... ..1 t~~ TDB ......... I .................. J ............ J .................... 1 r" l'" , _<"20000707" ~d (hold$3 ""'" ,~,$3 with (w~ologl U&PmJ~ 'DR !•N ! 2012/03/02! i ! ! alarm alert)) i USPAT; ERJ; i ! i 16:22 ! 

! .......... 1 .......... 1 ............................................................................................................. lt~~TDB ......... 1 .................... 1 ............... 1 ...................... 1 r• ln7 i@ad<"20000707" and (hold$3 with reset$3 with (button i US-PGPUB; !DR i•N i 2012/03/02! ! ! : switch) with (warning alarm alert)) ! USPAT; ERJ; ! ! ! 16:22 ! 
I I i It~; TDB I I I I ; ,,,,,,,,,,:,,,,,,,,,,,'.,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,'. ,,,,,,-,,,,,,,,,,,,,,,,,:,,,,,,,,,,,,,,,,,,,,:,,,,,,,,,,,,,,,,:,,,,,,,,,,,,,,,,,,,.: r5 i[:@ad<"20000707" and (hold$3 with reset$3 with (button i US-PGPUB; !DR i•N i 2012/03/02! 
! ! : switch) with (warning alarm alert)) and ! USPAT; ERJ; ! ! ! 16:23 ! 
! ! !(713I709I370I726).clas. !JRJ; ! ! ! ! 
i i ! i I BM TDB i i i i ' ~~~~~~~~~~' ~~~~~~~~~~~- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~ - ~~~~~~~~~~~~~~~~~~- ~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~- ~~~~~~~~~~~~~~~~~~~~~. 
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Desiqn and evaluatio:: of a hiqh-perforr,ance atm firewall switch and its apolicafons 
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the latency caused by filtering .... We use a scheme called last cell hostage (LCH) [18] in 
our firewall switch to reduce the latency incurred by packet filtering .... 

Design of a high-oerfom1ance ATM firewall 

... scalable and cost-effective than CAM. In addition, we introduce a novel scheme, called 
"Last Cell Hostage" (LCH), into our ATM firewall to further reduce the latency incurred 
by packet filtering. When a packet is fragmented, filtering ... 

A_full_bandwidth_ATM_Firewall . 

... Class C is associated with packet filtering. IP and transport packet headers are reassembled 
from the ATM cells and analysed. During this analysis the last cell belonging to the packet 
called LCH (Last Cell Hostage) is kept in memory by the switch .... 

An Alternative Access Control Architecture for IP over ATM Networks 

... Class C is associated with packet filtering. IP and transport packet headers are reassembled 
from the ATM cells and analysed. During this analysis the last cell belonging to the packet 
called LCH (Last Cell Hostage) is kept in memory by the switch .... 
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An asynchronous distributed access control architecture for i P over ATM networks 

... Class C is associated with packet filtering. IP and transport packet headers are reassembled 
from the ATM cells and analysed. During this analysis the last cell belonging to the packet 
called LCH (Last Cell Hostage) is kept in memory by the switch .... 

Security mechanisms in high-speed networks 

... The firewall switch employs "Last Cell Hostage" (LCH) to avoid or reduce the latency caused 
by filtering. We analyze in detail the performance of the firewall switch in terms of the throughput 
and latency. 0-7803-6494-5/00/$10.00 0 2000 IEEE 482 Page 2. Session 25 ... 
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BPF+: Exp!oitina global data-flow ootimization in a generalized packet filter architecture 

... However, in the domain of packet filter compilation, BPF+'s naive code generator produces 
decision trees with many redundant predicates, thereby making this optimization one of the most 
useful that can be ... The next four sections describe our optimizations in more de- tail. ... 

Measuring link bandwidths usina a deterministic model of packet delay 

... round-trip delays means that there is twice the possibility that queueing could corrupt a sample 
when compared to a technique that ... that the deadline sometimes cannot be met, so we want to 
deter- mine when the deadline is to filter out those ... We want packet k to queue at link le: ... 

When the CRC and TCP checksum disaaree 

... The capture program uses the Berkeley Packet Filter (BPF)[7], via the libpcap library, to watch 
all ... Tedious manual examination of thousands of pretty-printer packet dumps uncovered a num­
ber of error ... first bad byte occurs (toward the head, in the middle, or at the tail) and on ... 

Kernel Support For Network Protocol Servers 

... This improves the robustness of the system by preventing corrupt packets from tying up ... Tail Tail 
1 -x_pd Mutex -* Mutex Enabled 1 NULL Enabled NULL 154 Mach Symposium ... Farin Richard 
Rashid, Us- enix Conference Proceedings, Summer 1990 [2] "The Packet Filter: An Effi 

Packet dropping policies for ATM and IP networks 

... These include drop tail (DT), partial packet discard (PPD), early packet discard (EPD), selective 
drop (SD), EPD with fair buffer ... and consequently to decrease the applica lion mlr by not transmitting 
those cells (also called corrupt cells) belonging to a packet that has ... 

[PDFJ Chameleon-A system for Adaptive QoS Provisioning 

... 5.7.1 Random Single Packet Errors ..... 71 5.7.2 Burst Errors ..... 72 ... FIGURE 18: THROUGHPUT 
OF CHAMELEON VERSUS PERCENTAGE PACKET LOSS FOR SHORT ... 

Eyetap technology for wireless electronic news aathering 

... that downsampling across rows or down columns of an image should be preceeded by lowpass 
filtering, whereas temporal ... Most notably, pictures are typically sent over a packet-based 
communications channel. ... Accordingly, packets typically either arrive intact or are corrupt. ... 

Spatio-temporal processing of coherent acoustic communication data in shallow water 

... Toward the end of the packet, the beamformer does not show any privileged direction of greatest ... 
beamformer using eight staves of eight channels, followed by a RLS time-domain filter (30 taps) .... 
This will corrupt the direct path reception due to the limited angular resolution of the ... 

Challenges in the desian of frequency synthesizers for wireless applications 

... charge packet generated by the charge pump and injecting an equal and opposite packet so 
as ... only memory (ROM), a digital-to-analog converter (DAC), and a low-pass filter [2]. The ... and 
supply noise produced by the accumulator and the ROM may significantly corrupt the VCO .. . 

MPEG4 compressed video over the Internet 
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... To make things worse, loss of one fragment packet will corrupt other fragment packets within 
the ... packets are first un-packed at UDP/IP layer, then dispatched by Filter & Dispatcher to ... Packet 
Processing Delay 4 pi Buffer Management Tail Dropping End System Speed 10 Mbps to ... 

Transport issues of real-time MPFG-2 video streams over IP network 

... video, it is necessary to develop an IP network where the competing traffic load and other network 
parameters are controllable. Considering the "tail drop" packet discard strategy implemented 
in majority of the current IP backbone routers, it is our view that after ... 

Recent advances in RF integrated circuits 

... MHz, then, similar to the case of homodyne downconversion, self-mixing would corrupt the 
baseband ... Requiring no image-reject filtering due to the zero IF, the receiver allows direct 
cascading ... third-order distortion, whereas a differential pair biased at a con- slant tail current does ... 

Page 2 of 4 

Annual Reoort on Radar Image Enhancement, Feature Extraction and Motion Compensation Using -~·.,>._;,,),:, ,;;: .... ,,,;. 
Joint Time-Freauencv Techniques 

... 2(a). Such effect is difficult to predict accurately using simulation [2, 3]. Furthermore, JEM lines 
are noise-like and can corrupt the geometrical ... 9. H. Deng and H. Ling, "Clutter reduction for 
synthetic aperture radar imagery based on adaptive wavelet packet transform," Progress in ... 

[PDFJ A Condensed Review of Spread Spectrum Techniques for ISM Band Systems 

... Given that the channel will corrupt the signal by superimposing additive white Gaussian noise 
(AWGN) on it, the receiver ... FIGURE 7. COMPOSITION OF AN IEEE STD 802.11 PACKET ... after 
Ronald H. Barker who first used them as frame sync markers in a matched filter that used ... 

The impact of the ATM concept on video coding 

... PACKETIZATION DEFECTS In ATM networks, multiple packetization defects occur due to the 
packet nature of the ... De- pending on the synchronization scheme used, a cell loss may thus corrupt 
a large part of ... can be repeated on the low-pass band to form an octave filter structure ... 

[PDFJ Security in Collaborative Filtering Systems 

... The mechanisms to deal with corrupt employees will also apply to dealing with social engineering 
attacks, attacks where ... Security in Collaborative Filtering Systems 9 ... services (eg via inetd, restrict 
network access to services to authorized clients (eg via a packet ltering gateway ... 

Blind equalization of phase aberrations in coherent imaging: medical ultrasound and SAR 

... tail for ultrasound to blindly estimate and correct for the SAR phase aberrations .... q=2 Step 4. 
Construct estimate of corrected data - Go back to the original corrupt data set and strip off ... Take 
FFT, low pass filter by using the first kc values setting the rest of the transform coefficients .. . 

!PDFJ Simulation-Based Comparisons of some TCP Implementations 

... If it is set too long, the performance will corrupt whenever a segment was lost which leads ... RED 
calculates the average queue size by using a low-pass filter with an exponential weighted .. . 
Whenever a packet arrives at the queue, RED will compare the average queue size with a .. . 

!HTMLJ Ongoing TCP research related to satellites 

... BPK98] also investigated unlimited byte counting in conjunction with various ACK filtering 
algorithms (discussed in ... with an "ECN- Capable Transport" bit set in the IP header of each packet. ... 
for the node detecting the corruption to return information about the corrupt packet to the ... 

DRAFT: Task System and item Architecture (TSIA) 

... to be confused with the thread as known in this thesis and elsewhere in computing) 
[Cilk-NOW][Coarse Grain Dataflow], the regular Mental object [Mental], the upcall [RTU][SUMO], 
the filter predicate [Packet Filter], the event [168/E][Funnel], the soft-instruction and others [SISA] .... 
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Reconstruction of signals using redundant channels 

... LINE 7 41 42 FILTERS 18 43 Page 4. •44 42 -i-4 HP FILTER 147 POS. EV. NEG. EV. 
L 53 WINDOW COMP. -48 CLK US/EUR. I 45 LP NOTCH FILTER rH POS, EV. V 50 
<-H NEG. EV. WIN DOW COMP. • 51 54 V 60 S SNUB ENABLE ... 

Method and apparatus for diversity reception of user messages with different forvvard error 
correction 

... Any disturbance may corrupt data but the corrupted data will be spread trough a plurality of bytes, 
frames or blocks ... The bit length of the puncturing packet can be expressed as L = rn .... in an 
upconverter 66 which is then amplified in an amplifier 67, filtered in band pass filter 68 to .. . 

A oroaressively re!iable transport protocol for interactive wireless multimedia 

... These interstitial spaces ap- pear because, for any finite burst of packets corresponding to a 
fragmented image, the tail end of the ... Ju- dicious application of high-redundancy FEC on the header 
only, combined with tolerance of corrupt packet payloads, enables packets to be ... 

[PDFJ Scalable TCP congestion control 

... The network usually delivers the packet, but may instead discard it, corrupt it, or deliver it to the 
wrong host. ... RED computes the average queue length qavg from the instantaneous queue length 
q each time a packet arrives with this filter : qavg = ( 1 - wq)qavg + wqq ... 

Adaptive carrier detection 

... 11 Claims, 13 Drawing Sheets 42 _L CLK FROM f" CELL-1 _ US/EUR.- ,47 ,•44 HP 
FILTER H POS. EV. -53 NEG. EV. WINDOW CO MP. r45 LP NOTCH FILTER POS. 
EV. A48 /• 50 -SNUBTRY «4 57 NEG. EV. WINDOW COMP .... 

Point-to-point interconnect communications uti!ity 

... data transfer cases. The logic of the interconnect controller provides for adaptive 
routing and to topology independence and allows for the sharing of a common clock 
for synchro- nizing the packet transmission. 33 Claims, 18 ... 

Voice gateway with downstream voice synchronization 

... the sample tracker upsamples the data if the packet arrival count exceeds the packet completion 
count and downsamples the data if the packet completion count exceeds the packet arrival count. 
14. The synchronization circuit of claim 12 further comprising a filter between the ... 

[PDFJ Scalable compression and transmission of internet multicast video 

... 13 2 Related Work 14 2.1 Packet Video Transmission: An Overview ..... 14 2.1.1 
Circuit-switched Networks ..... 15 2.1.2 Packet-switched Networks ....... . 

Error control coding handbook 

... QUO SM-z' .. __ RE-PORT) PHASE LOCKED M- 5 zLOOP REF MUJL TIPLIEU - +2 FIL TERI -
-AMP QUAD FIL TERI A A ELECTEr 70MHz P7Mz Tx OUTPUT it W, /A COM LINKABIT, INC. 
j-t 1 '113033 Sc-ere, -c. Son D-efo. CA ,2,12! 61Q,1457 2312 WU kJ FILL y 8 9o 16a ... 

Apparatus and method for controlling point-to-point interconnect communications between nodes 

... The logic of the interconnect controller provides for adaptive routing and to topology independence 
and allows for the sharing of a common clock for synchro- nizing the packet transmission .... 63 0 15 
TT 15 15 15 PACKET BUFFER REGISTER FILE FIG. 8(a) Page 10 .... 
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Measuring link bandwidths usina a deterministic model of packet delay 

... are usually composed of two 64Kb/s channels in parallel. ... may be scheduling variations in the 
source host's operating system such that the deadline sometimes cannot be met, so we want 
to deter- mine when the deadline is to filter out those ... We want packet k to queue at link le: ... 

Kernel Support For Network Protocol Servers 

... The first level of packet filtering could be evicted from the ker- nel but it would, without ... are almost 
always synchronous even though the mechanisms are in place for asynchronous, parallel 
operation .... After on out-bound packet is queued on an OUT queue the device is started via ... 

Challenges in the design of frequency svnthesizers for wireless applications 

... charge packet generated by the charge pump and injecting an equal and opposite packet so 
as to ... only memory (ROM), a digital-to-analog converter (DAC), and a low-pass filter [2]. The ... This 
is because the equivalent parallel resistance of an inductor can be expressed as Rp M ... 

Spatio-temporal processing of coherent acoustic communication data in shallow water 

... Two parallel RLS space-time filters process the signals measured at each channel. ... Toward the 
end of the packet, the beamformer does not show any privileged direction of greatest ... beamformer 
using eight staves of eight channels, followed by a RLS time-domain filter (30 taps) ... . 

Transport issues of real-time MPEG-2 video streams over IP network 

... video, it is necessary to develop an IP network where the competing traffic load and other network 
parameters are controllable. Considering the "tail drop" packet discard strategy implemented 
in majority of the current IP backbone routers, it is our view that after ... 

Apparatus and method for controlling point-to-point interconnect communications between nodes 

... The interconnect controller provides four (4) serial ports and two (2) parallel ports for 
communicating with adjacent nodes in a network .... for adaptive routing and to topology 
independence and allows for the sharing of a common clock for synchro- nizing the packet ... 

[HTMLJ Ongoinq TCP research related to sateiiites 

... [BPK97,BPK98] also investigated unlimited byte counting in conjunction with various ACK filtering 
algorithms (discussed ... throughput will still suffer in the face of non-congestion related packet loss .... 
in the face of dropped segments is reduced when using N parallel connections .... 

Voice gateway with downstream voice synchronization 

... The downstream demodulator outputs MPEG-2 serial or parallel data, packet sync and a ... The 
timing recovery loop 206 may include a timing error discriminant, a loop filter, and a digital timing 
recovery block which controls the digital re-sampler The carrier frequency/phase ... 

Point-to-point interconnect communications uti!itv 

... received packet. The common buffer pool is segmented into sixteen (16) bit segments so that 
received packets may begin retransmission before com- pleting arrival. This also eliminates extra 
registers which otherwise would be required to convert to an 80-bit parallel interface .... 

System Performance Modelinq and Analysis of a Fau!i-Tolerant, Real Time Parallel Processor 
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... consequential as hardware failures. The Fault-Tolerant Parallel Processor (FTPP) 
was developed by Draper Laboratory as a fault-tolerant, real-time computing 
platform .... 3 7 3.2.2.1 Message and Packet Structure ..... 38 ... 

DRAFT: Task System and !tern Architecture (TSIA) 

... For exam- pie, parallel execution currently often is achieved by including message passing 
communi- cation or shared memory synchronization ... NOW][Coarse Grain Dataflow], the regular 
Mental object [Mental], the upcall [RTU][SUMO], the filter predicate [Packet Filter], the event ... 

Method and apparatus for diversity receotion of user messages with different forNard error 
correction 

... For instance, it is known from US-4,953,197 to use two receiving antennae in parallel and quality 
data and parity ... The bit length of the puncturing packet can be expressed as L = rn .... in an 
upconverter 66 which is then amplified in an amplifier 67, filtered in band pass filter 68 to ... 

rsooKJ PARNASS: Porting Gigabit-LAN components to a workstation cluster 

... Each packet can be sent as unordered or ordered, reliable (with acknowledge) or non-reliable 
packet. ... bandwidth of 5.76 Gbit/s, see figure 5. There are several programming models for parallel 
computing available ... PCI bus are done in full 32 bits, there is no way to filter the right ... 
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[PDFJ Internet Engineering Task Force Mark Allman, Editor INTERNET DRAFT Spencer Dawkins Fi!e: :PDF} fr•)n:_,ec..-kc\M,1.:·:.;;c.-m 
draft-ietf-tcpsat-res-issues-05. txt Dan Glover Jim Griner 

... BPK98] also investigated unlimited byte counting in conjunction with various ACK filtering 
algorithms (discussed in ... with an "ECN-Capable Transport" bit set in the IP header of each packet. ... 
for the node detecting the corruption to return information about the corrupt packet to the ... 

tHTMLJ Ongoing TCP Research Related to Satellites 

... [BPK97,BPK98] also investigated unlimited byte counting in conjunction with various ACK filtering 
algorithms (discussed ... throughput will still suffer in the face of non-congestion related packet loss .... 
in the face of dropped segments is reduced when using N parallel connections .... 

tPDFJ Integrating Windows NT 4.0 into a TCP/!P Environment 

... IP provides packet delivery for all other protocols within the suite. It is used primarily to route 
packets between different hosts .... It also features peripheral interfaces for serial (two 16550 buffered 
UARTs), parallel (IEEE- 1284 EPP/ECP), keyboard, speaker, floppy, IDE, and USB .... 

tPDFJ Scalable compression and transmission of internet multicast video 

... 13 2 Related Work 14 2.1 Packet Video Transmission: An Overview ..... 14 2.1.1 
Circuit-switched Networks ..... 15 2.1.2 Packet-switched Networks ....... . 

Dealing with server corruption in weakly consistent replicated data systems 

... Network connec- tivity for mobile machines might, for example, involve infra-red, packet radio, 
modems, and ... Figure 6 illustrates how this enables the receiver P to defend against corrupt server 
R's ... servers from dropping a tail of the sequence accepted at some server, but that is a ... 

Reconfiguration system and method for high-soeed mesh connected local area network 

... 195,138,615 FIFO I Arriving Packet 310 Address= Link#+ Packet Addr Routing Table Link 
Vectors Address Bytes Packet Addr r ... H27 802 804 806 808 FIGURE 17 HARDWARE SURVEY 
I HARDWARE POLLING I MESSAGE EXCHANGE STATUS CHANGE FILTER T INITIATE ... 

!PDFJ 27. Distributed Transactions 

... packet no no TCP IP+ port 16.12.3.134 / 3451 byte stream yes yes RPC TCP+ procedure 
16.12.3.134 / 3451 / Open arg. record yes yes E-mail host name+ user blampson@microsoft. 
com String no yes 3 W. Dally: A universal parallel computer architecture .... 

http://scholar.google.com/scholar?hl=en&num=30&q=parallel+packet+filter+corrupt+tail&... 3/2/2012 

Ex.1002 
CISCO SYSTEMS, INC. / Page 106 of 256



parallel packet filter corrupt tail - Google Scholar 

Classification of Ultra High Range Resolution Radar Using Decision Boundary Analysis . 

... 17 3. Original Signal Space Projected with Conventional Multiresolution Analysis 29 4. Original 
Signal Space Projected into Wavelet Packet Subspaces ..... 30 ... performance. Examine the effect 
of signatures with noise flashes (corrupt signatures) ... Any processing or filtering ... 

Executing a program on the MIT tagged-token datafiow architecture 

... Id programs are compiled to dynamic dataflow graphs, a parallel machine language .... I. 
INTRODUCTION HERE are several commercial and research efforts T currently underway to 
build parallel computers with performance far beyond what is possible today .... 

Hiqh-speed mesh connected local area network 

... 17 HARDWARE SURVEY I HARDWARE POLLING MESSAGE EXCHANGE STATUS CHANGE 
FILTER T INITIATE ... of using a mesh connected LAN is the availability of many parallel communica­
tions ... to the number of nodes that must receive and retransmit a message packet. ... 

Detectors and Data Analysis Techniques for Wide Field Optical Imaging 

... This is accomplished by parallel sequencing the triads of electrodes with clocking waveforms 
of the type shown in figure 8. As each row reaches ... On reaching the end-of-the-line, each charge 
packet is detected as a voltage across a capacitance, amplified by an on-chip amplifier ... 

tsooKJ Scalable multimedia communication with internet mu!iicast. light-weight sessions, and the 
mbone 

... a router at the edge of a distance-based scope boundary cannot prune a flow because the TTL 
field in the underlying packet stream can ... to enhance the point-to-point protocols with multipoint 
negotiation and to add new services within the network that multiplex and filter streams ... 

Reconfiguration system and method for high-soeed mesh connected local area network 

... The primary advantage of using a mesh connected LAN is the availability of many parallel 
communications paths .... Each packet includes a header that specifies the destination 
of the packet, and a tail which declares the end of the packet. ... 

Adaptive stochastic resonance 

... SR designs might lead to better schemes to filter or multiplex the faint signals found in spread 
spectrum com ... SR designs might also exploit the signal- based crosstalk noise found in cellular 
systems [142], [229], Ethernet packet flows [143], or ... (a) The parallel associative structure ... 

tsooKJ Undervvater radio remote control and telemetry . 

... 101 Appendix D Source Code for Packet Test Programs ........ 27 Figure 3-3 Test Transmitter 
Schematic ..... 29 Figure 3-4 Transmitter Harmonic Filter Response ....... . 

!PDFJ Per virtual circuit credit based flow control on a wide area ATM network 

... Packets will subsequently either time out or the error codes will indicate an erroneous packet. 
These packets ... This is performed in parallel fashion 32 bits at a time [Seet93a] .... Page 24. AT&T 
600A 622 Mhz SAW (surface acoustic wave) filter that recovers the bit clock (1.608 ns) .... 

!PDFJ The design of a ring communication network 

... AFC Address Filtering Chip BSP Byte Stream Protocol B/W Bandwidth CFR Cambridge Fast ... Local 
area networks evolved from larger packet switching networks such as the ARPANET ... Parallel 
processing, in which computations are split up and assigned to many processors ... 
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2439 802-001 C 

which is a CON of 09/611,775 07/07/2000 PAT 7,013,482 

** FOREIGN APPLICATIONS ************************* 

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED ** ** SMALL ENTITY ** 
10/15/2010 

Foreign Priority claimed D Yes .lNo STATE OR SHEETS TOTAL INDEPENDENT 
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ADDRESS 
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Examiner 
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APPLICATION NUMBER 

12/807,641 

Alan R. Loudermilk 
Loudermilk & Associates 
511 N. Washington Avenue 
Marshall, TX 75670 

FILING OR 3 71 (C) DATE 

09/10/2010 

Title:Real time firewall/data protection systems and methods 

Publication No.US-2011-0197273-A 1 
Publication Date:08/11 /2011 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Andrew K. Krumel 802-00lC 

CONFIRMATION NO. 3474 
PUBLICATION NOTICE 

1111111111111111111111 ll]~!l]!~l!~l!~l!~Ul!I~ !I] 111111111111111 IIII IIII 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth 
in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's Office of 
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382, 
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of 
Public Records, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and the 
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent 
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and 
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to 
publication, such status information is confidential and may only be obtained by applicant using the private side of 
PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 12/807,641 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A 165 N/A 
(37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A 270 N/A 
(37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A 110 N/A 
(37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 30 minus 20= 10 (37 CFR 1.16(i)) 
X 26 = 260 OR 

INDEPENDENT CLAIMS 1 minus 3 = X 110 = 0.00 
(37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $270 ($135 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 805 TOTAL 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR 
~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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APPLICATION 
NUMBER 

12/807,641 

FILING or 
37l(c)DATE 

09/10/2010 

Alan R. Loudermilk 
Loudermilk & Associates 
511 N. Washington Avenue 
Marshall, TX 75670 

GRPART 

UNIT 

2439 
FIL FEE REC'D 

870 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

802-00lC 30 1 
CONFIRMATION NO. 3474 

UPDATED FILING RECEIPT 

111111111111111111111111]~!1]!~1!~1!~11~111!11! ~Ill 11111111111111111111111 

Date Mailed: 05/05/2011 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
Andrew K. Krumel, San Jose, CA; 

Power of Attorney: 
Alan Loudermilk--32788 

Domestic Priority data as claimed by applicant 
This application is a CON of 11/374,465 03/13/2006 ABN 
which is a CON of 09/611,775 07/07/2000 PAT 7,013,482 

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the 
USPTO. Please see http://www.uspto.gov for more information.) 

If Required, Foreign Filing License Granted: 10/15/2010 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 

is US 12/807,641 

Projected Publication Date: 08/11/2011 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
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Title 

Real time firewall/data protection systems and methods 

Preliminary Class 

726 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

GRANTED 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 
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<? ~p l.t.c, 
0 ~ 

~,.,,, t 
~~t 1. 0 Attorney Docket No.: 
~ ~,t IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

~& Re Application of: K.rumel ) 

Serial No.: 12/807,641 

Filed: September 10, 2010 

For: REAL TIME FIREWALL/DATA 
PROTECTION SYSTEMS AND 
METHODS 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

) 
) 
) 
) Examiner: 
) 
) 
) 
) 

Group Art Unit: 

802-00lC 

PETITION AND FEE FOR EXTENSION OF TIME UNDER 37 C.F.R. l.136(a) 

Dear Commissioner, 

Applicant hereby petitions for a three-month extension of time in order to respond to the 

notice of missing parts mailed October 20, 2010. Please charge Deposit Account No. 50-0251 in 

the amount of $555.00 for the extension fee. A response to the notice accompanies this 

submission. 

Please charge any additional fees due, or credit any overpayment, to Deposit Account 

No. 50-0251. 

05/03/2011 NTEKLE"I 00000005 500251 12807641 

01 FC:2254 310.00 .DA 

March 21,2011 
Loudermilk & Associates 
511 N. Washington A venue 
Marshall, Texas 75670 
903-407-4213 

Respectfully submitted 

Alan R. Loudermilk 
Registration No. 32,788 
Attorney for Applicant(s) 

03/25/2011 JADDOt 00000034 509251 12807£41 

07 FC:2253 555,00 DA 

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Mail Stop Missing 
Parts, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above. 

~ 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

Alan R. Loudermilk 
Loudermilk & Associates 
511 N. Washington A venue 
Marshall TX 75670 

In re Application of 
Krumel 
Application No. 12/807,641 
Filed: September 10, 2010 
Attorney Docket No. 802-00lC 
For: REAL TIME FIREWALL/DATA 
PROTECTION SYSTEMS AND METHODS 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

MAILED 
APR 22'20H 

QFflCE OF PETITIONS 

ON PETITION 

This is a decision on the petition, filed March 24, 2011, requesting, in effect, withdrawal of the 
Notice ofto File Missing Parts ofNonprovisional Application (Notice), mailed October 20, 
2010, insofar as it alleges Figure 5 was omitted when the application was filed. The petition will 
be treated under 37 CFR 1.53(e). 

The petition under 37 CFR l.53(e) is GRANTED. 

The application was filed on September 10, 2010. On October 20, 2010, the Office of Patent 
Application Processing mailed a Notice informing applicant that Figure 5 appeared to have been 
omitted from the application filed on September 10, 2010. 

In response to the Notice, petitioner filed the present petition. Petitioner requests that Figure 5 
be accorded a filing date of September 10, 2010 on the basis that it was received in the Patent 
and Trademark Office (PTO) on September 10, 2010. 

In support, the petition is accompanied by a copy of applicant's itemized postcard receipt 
showing a Patent Office generated barcode citing September 10, 2010 as the date of receipt of 
papers assigned Application No. 12/807,641. The postcard lists that the filing included, inter 
alia, 14 sheets of drawings. A review of the application file reveals ·that there are 13 pages 
present, depicting Figures la, lb, 2, 3, 4, 6, 7, 8, 9, 10, 11, 12, and 13. 

The return postcard constitutes prima facie evidence that 14 sheets of drawings, including 
missing Figure 5, were filed on September 10, 2010. MPEP 503. Accordingly, the request is 
granted. 

Pursuant to petitioner's request, the $400.00 fee submitted with the instant petition will be 
refunded to petitioner's deposit account. 
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Application No. 12/807,641 page 2 

The application is being returned to Office of Patent Application Processing for further pre­
examination processing, with a filing date of September 10, 2010, adding the copy of Figure 5 
supplied with the present petition to the drawings for the application. 

Any inquiries pertaining to this matter may be directed to the undersigned at (571) 272-3230. 

Shirene Willis Brantley 
Senior Petitions Attorney 
Office of Petitions 
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Attorney Docket No.: 802-00lC 
IN THE UNITED ST A TES PA TENT AND TRADEMARK OFFICE 

In Re Application of: K.rumel 

Serial No.: 12/807,641 

Filed: September 10, 2010 

For: REAL TIME FIREWALL/DAT A 
PROTECTION SYSTEMS AND 
METHODS 

) 
) 
) 
) 
) 
) 
) 
) 
) 

04/22/21.:111 CKHLOK 00000001 500251 

Examiner: 
01 FC:2202 260,00 DA 

Group Art Unit: 

Adiust1ent date: 04/22/2011 CKHLOK 
037c5/cfi11 JADD01 00000034 500251 
04 FC:2202 260.00 CR 

12807641 

12807641 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 

Adjustl~nt date: 04/22/2011 CKHLOK 
fi.j125/2~11 JADDOl 0~~00034 500251 12807641 
0b FC~14G2 400.00 CR 

Alexandria, VA 22313-1450 

Sir: 

PETITION FOR DATE OF DEPOSIT FOR DRAWING AND 
STATEMENT IN SUPPORT OF SAME 

In response to the notice to file missing parts mailed October 20, 2010, Applicant hereby 
.. 

petitions for the date of deposit of Fig. 5 as the date of filing this application. In support thereof, 

Applicant states as follows. 

Applicant has reviewed the file for this application and submits the following. 

Attached is a copy of the application transmittal for this application, which includes the 

submission of 14 sheets of formal drawings. This would include Fig. 5 as one of the 14 sheets. 

At the time of filing the application, Applicant submitted a return postcard that requested 

that the U_SPTO acknowledge receipt of the submission, including "Formal Drawings (14 

sheets)". This would include Fig. 5. Attached is a copy of the return postcard received from the 

USPTO acknowledging such receipt. 

Applicant also submits a copy of the 14 sheets of formal drawings included in the file for 

this application, which includes Fig. 5. 

Accordingly, Applicant respectfully requests that this petition be granted, and that the 

application be processed, with Fig. 5 included as part of the application as filed. Applicant also 

notes that the ultimate parent of this application resulted in USP 7,013,482, which also included 

Fig. 5. Further, the application transmittal for this application incorporated by reference parent 

03/25/2011 JADDOl 00088834 508251 12807&41 
06 FC:1462 40i,88 ~A 
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UNITED STATES PATENT & TRADEMARK OFFICE 
Washington, D.C. 20231 

REQUEST FOR PATENT FEE REFUND 

1 Date of Request: 04/18/11 

3 Please refund the following fee(s}: 

Filing 

Amendment 

Extension of Time 

Notice of Appeal/~ppeal 

X Petition 

Issue 

Cert of Correction/Terminal Disc. 

Maintenance 

Assigrunent 

Other 

4 PAPER 5 DATE 
NUMBER FILED 

03/24/11 

7 TOTAL AMOUNT 
OF REFUND 

12/807,641 

6 AMOUNT 

$ 

$ 

$ 

$ 

$ 400.00 

$ 

$ 

$ 

$ 

$ 

s 400.00 
8 TO BE REFUNDED BY: 

Treasury Check 

overpayment X Credit Deposit A/C #: 
,.,__--+--O-up-l-ic-at_e_P_a_ym_e_nt---------4+-__, 9 I 5 I O I --I O I 2 I 5 I 1 I 

X No Fee Due (Explanation}: 

Date stamped itemized post card proves that allegedly omitted figure was present on Day 1. Refund petition fee. 

11 REFUND REQUESTED BY: 

TITLE: Petitions Attorney 

PHONE: 571 272-3230 

Instructions for completion of this form appear on the back. After completion, attach 
white and yellow copies to the official file and mail or hand•cany to: 

PORN FI'O lST1 

(Olfl'J) 

Office of Finance 
Refund Branch 

Crystal Park One, Room 8028 
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Form PT0-1449 
(REV. 7-92) 

U.S. DEPARTMENT OF COMMERCE Attorney's Docket Number 
Patent and Trademark Office 

INFORMATION DISCLOSURE STATEMENT 
BY APPLICANT 
(Use several sheets if necessary) 

Applicant(s): 

Filing Date;, /ltJ //0 

•EXAMINER 
INITIAL 

EXAMINER 

U.S. PATENT DOCUMENTS 
DOCUMENT NUMBER DATE NAME 

5 3 4 3 4 7 l 08-1994 Cassagnol 

5 4 2 6 3 7 8 6/20/95 Ong 

5 4 2 6 3 7 9 06-1995 Trimberger 

5 5 3 0 6 9 5 06-1996 Dighe 

5 5 9 0 0 6 0 12-1996 Granville 

5 6 5 7 3 1 6 08-1997 Nakagaki 

5 7 4 0 3 7 5 4/14/98 Dunne et al. 

5 7 4 5 2 2 9 04-1998 June 

5 7 9 4 0 3 3 8/11/98 Aldebert et al. 

5 8 3 5 7 2 6 11/10/98 Shwed et al. 

5 8 8 4 0 2 5 3/16/99 Baehr et al. 

5 9 0 3 5 6 6 05-1999 Flammer 

5 9 0 5 8 5 9 05-1999 Holloway 

5 9 6 8 1 7 6 10/19/99 Nessett et al. 

5 9 7 4 5 4 7 10-1999 Klimenko 

6 0 0 3 1 3 3 12/14/99 Moughanni et al. 

6 0 0 9 4 7 5 12/28/99 Shrader 

6 0 2 0 7 5 8 02-2000 Patel 

6 0 7 6 1 6 8 06-2000 Fiveash 

6 0 l l 7 9 7 01-2000 Sugawara 

6 0 4 9 2 2 2 4/11/00 Lawmann 

6 0 5 2 7 8 5 04-2000 Lin 

6 0 5 2 7 8 8 04-2000 Wesinger 

I DA TE CONSIDERED 

CLASS 

370 

326 

326 

370 

702 

370 

395 

356 

395 

395 

395 

370 

713 

713 

713 

713 

709 

326 

713 

370 

326 

709 

713 

Sheet_!_ of_£_ 

Serial No. 

Group Art Unit: 
. '213'1 

SUBCLASS FILING DATE IF 
APPROPRIATE 

401 

39 

39 

232 

155 

394 

200.68 

73 

653 

200.59 

187.01 

406 

201 

201 

2 

200 

249 

40 

201 

395.51 

38 

225 

201 

•EXAMINER: Initial ir citation considered, whether or not citation is in conformance with MPEP § 609. Draw line through citation ir not in conformance and not considered. Include copy of this fonn with 
neit communication to applicant. 

- 1 -
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Sheet_Lof.£.. 

Form PT0-1449 U.S. DEPARTMENT OF COMMERCE Attorney's Docket Number Serial No. 
(REV. 7-92) Patent and Trademark Office 

INFORMATION DISCLOSURE STATEMENT 802-tXJJ(:_ 12/so~6J1,./ 
BY APPLICANT 
(Use several sheets if necessary) 

Applicant(s): J( 12 ()1>1 f; l-
Filing Date(j flO /Jo Group Art Un}/ ":JL/-

U.S. PATENT DOCUMENTS 
*EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS FILING DA TE IF 

INITIAL APPROPRIATE 

6 0 7 8 7 3 6 6/20/00 Guccione 395 500.17 

6 0 9 2 1 0 8 07-2000 DiPlacido 709 224 

6 0 9 2 1 2 3 07-2000 Steffan 710 8 

6 1 3 3 8 4 4 10-2000 Ahne 340 815.45 

6 1 3 4 6 6 2 10-2000 Levy 713 200 

6 1 5 1 6 2 5 11-2000 Swales 709 218 

6 1 7 5 8 3 9 01-2001 Takao 715 500 

6 1 8 2 2 2 5 01-2001 Hagiuda 713 201 

6 2 I 5 7 6 9 04-2001 Ghani 370 230 

6 2 2 3 2 4 2 04-2001 Sheafor et al. 710 317 
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[OO13]Wl~:>'/'-'-17f-lltWTc..fv­

"t"~t~~iil 37'i11=ll!Jl. 7'v-"t"n'MMs~h-C. fite@I 
oJfilitj"~filt t;c V), '?g<'t;::jlf{f"flfl l.,~ :>' 1/ 7-1 "I 1- l 1 
tflflTt7·v-o\'-MMs~m'.1 3n<~J.!:L-. ·fv-~IJ{n' 
1,p..-, t.::~k~t t;c ti • f.: -C', ili:rm::W l., ;t" :9 1/-'- 1 rr 
11 tWLZfv-o\'-a:MMsl, -=J=.f9.J"C'M~ist•@J~ 
~.M&0::ftJ/.l~t~•im~~~G.NU'Wl.-~:91/-'-
1 "1-r 1 1 tWl tfv-"t"n'n•:l)•..-,t.:~mlt l --c -t0 

jfj,[j'."'("[gj~~~Q. t ~'? 0:l)f~*lt-Jtj:-1!/Jfl':t,:Ci, lt. 
~.jq/.lMWH12tM~0::ftJ/.l~t7r-l.---Ct:i~~­
~~0J:-3~flfll~:9/'-'-17f-lltflflLZ7v-~ 
a-~¥Ms L=f::m1J-C"~~isa-J,1£1fil~~n,..-, -c, -f0~J.ltf:. 
tt•@IL~t~~IB~~7v-o\'-0MMs#WJ.!:Lt 
7'v-':!!f-'h1:1)>1pf). -f0:ffJ/.t--C"f.i'J.!: · ~~i5h-t>.: ti:: 

0~1.lt:.-t •:1 r- lt.:tJ{. lililfil:iasi:p--c·mn'~h YJ. f:-0~ 
!la-ifi'ii®~-ttz g110~&-z:-~~ L-t.: ~ ,.: c i:t;c--:, t.:: t ~ 
1.i, fv-"""'hllii~t:.o •:; :7 ~hi WJt:.Jmi®~~-t>.:: t 
-/J>-C·~ • +?Tit 7'1.,·-~ t,,,MMs~h. ,fCT)fii;/f:itCT> 

tlJl.l--C'flfll;t::>' :1/ .7.1 ·:1+ 1 1 a-fllf.ltW~tf. Hc0~ 
*1t-J~B~t~m~+0~•~7v-"""i • 7?~-ttt 
ml~~ -tt-b.:: t 7'i-r.-~ -b. 
[0015)t~.7v-"""0D7:71'.fl~.M9'El~~ 

( 3) 

4 
'J:"~r{.~[::,:C-bt-3-f:ilt,il')-b:I)>, )ll~/g,;fe a-Jfl~iQ,:: t 
i.:J: t'J • .: Cl)J: -3 t;c±itit 7·1.,,-"t"00 ·1 :7 n'~iltir~ h 
J.i.: t t;,~~ ,J:: -3 t::. l. M~El0T-~0Me@1:-lljj~,-z:··'ti: 
~'l':EHiiot:>t ~ '-o, 
[ 0 0 1 6] .:tV?a-~JJl"f %,t..:eh. P LD 2 71.;l:l:Hl2 

0J:'3~-~~hi.,:C~. ,:C7)~20• ~7:7li.A 
fil';t'l'-Jt::L:t P L D 2 7 t::tig< i1tJ·7"o:~l 7 Lt.: ,J:--:, "{~fJ'l 

1" t , l:Hl 2 t:.:;'f-t- J: :H:. A N D @Ull 3 1 ~ 3 8 . O F/ 
@R41~46. 11/)~751~54.~J:U577" 

10 @Jll-&6 1~63'h>v1fii Gh-b, .:tt/!.>0'7 •:,f-lfilR6 1 
- 6 31.±. HcCl)Jm rJ , 7 ;x_ 1- 1J -t •:, Hi-I} b ·cut 
7)--.~ht. -fht:.>01:!:\h#D-v~v~~h. £~. 
? o ·:1 :7 m-1} a 0.n: t;.J:.h" iJ ~R"'C' J,1Jfg-l} a- ~;.,.Q,fv 
·c-t •:1 r- ~hQ, 
[ 0 0 1 7] ")~(t:.J:JcCl)(l-:f a, b, c, d, e, f 

~J:~777"@JR62. 630~hh, ga:&b'"t:91 
J., 1- ... - r- ( l:Hl 3 ~l:Hl 7 ) z-*~ !_..~;Ii t:.,. fJJ(tt::.'?~ \ 
-n~ L. < ~~BJlT {>, l:Hl 3-1:Hl 7 i:.t-3~ ,·c A ~Gl.;t(g-ry­
a - g0~t".lf.!ll v"'-lva- -ftt·t":i'L~.b--L 1-f. ~*a-\Jt;c 

20 l/J1t(.: ')~ 1 --C [;i!] 3 a-~!¥:{ l,.. t ~~Bf!T-b, 
( O O 1 8. l (WlFa17 1 ) ~$tV.fi>.:, 7 .1, 1- 1J -t ·:, 
r-m~b#~3C7)B0J5~Ji.t;,J:.#i!:::. 7D77m 
-l}a0'?~0Ji.~J:.~f)~77f-@JH6l. 62. 63 
f.l'iTK..t 1) t •:, f, ~h Z -ftt/!.>cTJllih f, h, g;lio­
vl\.Jl--·t::~ -b. 
[ o o 1 9 l OtJJt1ll7 2) .::.1>t ~. WL;Jf:9;,, 7-1 ·;, 

1- 1 1 a-WT t. m-ry- c :l),[;i!] 3 0 c 0J: ? (.::1,1 1.,;-'\.11,, 

i.:,;c J.i t,,,. L~i:0.ifil fJ (§-ry- f , g 1.i a- v"'-Jvt..:'h• t;,. 
fht:.>a-1-:,,,,;'i-;95 2, 5 3--c·oc~Lt..:w-l}l.;l:J\1 v 

30 "'-lvt::t;cot.::eh, AND@J/ilf310W:tJl;;l:f~-ry-ci)'l\1 
v-"'.JH::t;c,.,.:: t t:.J;5 t- "( / \,f l..,-1\.Jvt::t;c IJ ' .:. h;l){O 
RlillN42t&-c,7f-@JN6l~}..:tJah~.~.:: 
"(', :7 D '1/ :7rn-l} a 0#)t<°0ft-t:, J:.;li f) - .. ~.t'7 '1/ f-@) 
R 6 1 n'-t "/ r- ch ~c ft-ry- Hi[;i!] 3 c7) Fi::.ir--t .-.I: :H::1 \ 
1 t.,·l\.1vt: t;c 1 . 
[0020)Tot, AND@JU&310W:tJUD-v-"'. 

1vt::;j:-i;1;,. w L-~ :>' 1/ 7, 1 •:11- 1 1 :1)1:;t :1/t::t;c "'1 n) 
Um11i, ('g-ry- diJV( vl\.Jvt::";l)it:",. fi:f;-ry- f I)>/ \,f v-"'. 
Jvt tj-7.>,: t t::.-.1: IJ AN D@Jllo 3 3 0/:e1J;l)>J \{ v"'-lv 
t~tJ (i;'§·~gc7>&:tifi'l;-ry-!.;J:1,1 v-"'.1kt!:l)•i::., > . oR. 
lillR42tHt.::0~-ry-#~~f-@M610}..:tl~4i 
t;,h. :7 a ·1 J ~-I'!]· a 0.1'1:-1',J:.h• 1)::: >.: t:::, •y •J-@JN G 
17')•-t ·:t J, ~h- +CT)W:tJ f t;;l:1\1 I.,·-"'.J~·i.:.t:IH~cil. 
J.i, 
r o o 2 1 J omran 3 J ¥fl L- ;r,· 1 ;,, ;i. 1 •1 + 1 1 n• ,r 
7 t::t;c IJ . (~-I} c!JIO - v "'M:. tj: ~ t . .._: 0A N D @I 

UB 3 e7):±l :tJ ii • - l.,·l\.1vt:.t;c Mi. ~"JlHi AN D@.l8-ll 
3 4 CT>~flfh'M'--:i t.: 0A N D@Jll{} 3 4 01:f:lhn'l\1 v 

1-.,t:.,1p01Jn11;>t;•..,z, :flll.lMiliH 1 2 t;,;t7i::,;c fJ. 
~0.:t~~..-,t7v-~#MMs~h. m~~-@~n ~ 

-'\.~~t;cf). OR@)N42tim~t57f-lill961~~ 
t:.>tl, 7 '1/ f-@]£-116 10ilih f l;;l:1\1 v"'-lvHH:r.l·9 
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5 
J.i.~'ibt;,,m~c#O-v~v~'iJ.,~t~ll')1 
'/ 1,-;, 5 4 v1:>:±:1Jt;<1\1 vr<.1vt 'i l'J. ~v1:>t ~ 1.§~ 
f 1±1\1 vr<.1v-C", 1'§~dl±o-vr<.1v. -tv':>1 :.,,1,­
:9' 5 1 ~*-?£t-'.1§'.,°'tliJ\1 vr<.Jvt.::":/J>t;,, AND (li]f-1} 3 4 

( 4) ~\flffl.!fl- 9 1 1 7 4 4 8 
6 

IJ:. [;gj3v1:>Wlrai7 1 t liiJt:-c-·ir'>J.i. it-:, -t"v':>iii:. flf!L 
~?''/~1o/7lliflf!L~M~77.flf!L~?'1/~1 
"17111i~...,-c;t71:::,:c-,t-'.lt/lr.,11 si::t. +tt-P-tt~ 
2v':>lt/lM72, 73t~m~ir'>J.i.~'ib1:;,.ltJl~78 

v1:>tittJb11\1 v"'-11,-1:'iJ.it;•t:.-C'if.>0. z··1:J:{l§~f. glj:1\1 vr<.1vt'i--:iz;;;t). 1§'~htl:o 
[0022] • (§~g7'],l;fil3v':>Gl:;;f.;~l-31:o- v"'-/v(:'i-:J-0 1J.,, 

l,·"'-Jv'(', fO)R!lJifg~:/J>J\.,( vr<.11,,"(··i)J.,7']>(;,, ffi'~ [ 0 0 2 8] Otllrr.11? 9) ~Htat;>/il(li]L ·01~,'(jlj.fi'. 
c v':>!iz!lfifg-ry-7'J>J\1 vr<.Jvt:.~·J., t. AN D(li]~ 3 7 v') t§!tf:l~ 1 2 t;,;t ::.,·1::,;,.· J., c. 1§'·:eJ· d 7'.fl;fil4 fl) D t;ff;-t J: 
til:tJ t.,,1 \1 v"'-Jv t ,:;_.. tJ . ~ ttt;, o R@J~ 4 6 ~t?li-Z: '7 '.H::.1 \ 1 1.,-"'-,~•t::j;- J.i • .:::.. v1:> t ~ f~-ry- n.:t. t t-::1\1 v"'-
·d·@Jf!631:i! t.,tt. ?O·:t?f~-ry-v').![1:;,J::.7'){YJ-C·•:;; 10 ,1,z-·i)~>1)'i?. AND[ii]ffa.35<1Jtl:l:tl1.Jl/\.,f v"'-1~-c~ 
•d·@lfi\6 3tit •1 r-~tt z -f(J)l:f:l:tJ gt;,1,1 v"'-Jvt 
:>'j:-6, 
(0023)-t~~- ~(J)lt/l0073v')~~~~~~~f 

t.,)1\1 vr<.1vt:t;.c i ~ t 1:l '?. 7·v-~MM'<~rn'. 1 3 
~~-Ll~v-~#M~~h.J.ittt~. LED14 
1.1•,A'(Ht" J.i. tN!~irl.;L:(J)L ED 1 4 ;•'iBKf Lt-'.~ t iJ, 
t-;,Mf:@"iiTtt~i:i:tt.ri! t 'i..., ·n, ~ ~ t ti;ui L. ~~at 
*•z·@l!lli~·tt.--o ~ c t:{J:J.>, 
t o o 2 4 l ( Mrai 7 4 ) rJ'iJll<1J@l!lliPJJ.l'.it·h~@l-r·~ 

t,.'.t:,, flfll,~7:,,A.,( ',711 ~NU'flfl-t. -ti!:::1'§~ 
c 1;i1\1 v"'-Jvl:~ l'J. 11/ 1{,-;, 5 4 v1:>t.±l1J1fo- v 
l'(~~~-Qv':>~. AND@lN340)t.il:tJ#o-v~I,-~ 
t;.cJ.>, ft!!v':>AND@IN31, 32, 33v':>l:f:l1Jl,i"l'Z"( 
o-v~v~if.>J.i~~- ?oo/?ffl~av1:>~~v1:>ftt;,J: 
iJ' tJ -C'7 •, +@~ 6 u;1:•- v"'-Jv~I& l)u:.l-1-. 1'§~ t 
liD-v"'-Jvl:{J:i (~30)F}, 
(0025]~(J)!:::~.1'/J<-.Y54v':>tl:l::tJ#o-v 

~v~{tl~!:::~Zt"tAND@JN37v':>t.±l:tJ#o-i,.. 
r<.1vl:{J:-Q iJ1• 1§'~ d;l:1 v( v"'-Jv. fi-ry- d (J)1R!llifg-l} 
1±1\1 v"'-Jv, fi~gl;J:1\1 v"'-Jvt-::n,t-;, (~30)C, 
D, G} • AN D@I~ 3 8CT.>l±l7Jf.i>/\,{ v"'-lv!::. 'i I'), 
~ v':>1§'-l}l;l:O R@J~4 6 NJi-Z: 7 ·, 7@J8il6 3 l:i! t;, 
tt. 7 rr@lN6 3v':>t±l1J g l;l:J\1 v"'-lv~k:iffli" i. 
[ o o 2 6 l ( Mra17 5 ) flfl L, ;t,:;, 1/ ;z .,r ·11- 1 1 1.1,,t 

7 t::i:i:.., l~ry' ctio- vr<.1vl:{J:-1;, t. o R@l§4 4 

C1)tl:J:tJtio-v"'-1H.:~ l'J ( ft{} f iJ,::. v1:>t ~ .. Ucv1:>jffl 
I) o- v"'-M:~..., -C ~ '67'.P G) AN D@IN 3 8(J)tiljJ 
l;l:D-v"'-Jvt:lj:J.,, ~t,.'., 11/J"\-? 5 4(J):±:1Jl;l:/\ 

l'J. OR@l~fi4 3(J)/:il1Jh<:1\.,( v"'-M:'i"'?°'C. ~4v':> 
Ht:ff;·,t J; ·) I::. 5 ·, 1-@l[i{i6 2(J)/:!:l:tJ h;l;h~'v':>;7O 
•y ;7ffl.f}av')_ftt;,J:n, l)"'('lv( v"'-lvt:{J:~, 
( o o 2 9 l --Ji. ffi'~ ct 1.1'1\1 1.,--r.::.11,,t:'ii t .,r :.,,1{, 

--1 5 1 v':>tl:l1Jt;;J:o- vr<.Jvl:~ I'). ~ (J)t E< Wi-¥} h 
li..l::ic(J)J::, 1:1±1\1 v"'-1vt:{J:..., n ,-r:t t-::·• -v"'-
11.---c··.P>61.Pt-;,. OR@lUft4 10)1:f:j:tJiiO-v"'-lvt'i-:> 
-Z:.AND(li]§34(J)l:f:ljJ~o-v~v~'i6,aM7 
8t··1;J:, igrn,n 3 tf§l U:., AN D(li]/lft3 1-.....3 30)tf:j 

20 1Jli~ ,-rtt L • -v"'-lvt•if.> 6 iJ> t.,. AN D@lUJ} 3 4 fl) 

t.±l1J#O-v"'-~~{l:6::.t~Zl"t0R@]§42(J)t.il 
:tJL:l:D-v"'-M:~tJ. fv':>q:a,\il:. :, ·,1-@Jll!6 l (T;l:f:l 
7J f l;I:, l;i?l 4 CT) F t:;;f.;-t J: ? /:~ °tf(1>7 • ·, 7 fi-ry- a.v':> 
ft t:>.1:.t;, 1J -c-• - v"'-Jvt::'i 7.> • ..: iH: J: IJ f v-~1.1' , 
~J~ Ii Ci1)Q t ct(: LED 1 4 t;,if!iJT l -r, ~~~ti:\ 
Hl2~Mtf:lL~~~~.M~b#~JE~h.7.>~c~'i 
7->. 
[0030]fg'.f}f#D-v~l,-~~l.:,.!:AND@l§3 
5(J)tf:l1Jl::to-1.,-r<.,1.--t:'ion'. ~o)t tl.;l:-tt·i:..1:tc 

30 O)J: 51::&~ht;(1\11.,--r.::.11,,,.:~oo>z-. 1\1 vr<.11,-0 
i§.f}d c ~(J)l\1 v"'-Jvv':>/g-ry-h c i:J: 1) AN D@lN3 
6 iJ'l\1 vr<.M:t;.c I)_ ~t,_i),o R@l~4 3 a-~'( 7 •'f 

+@l§62~*~h.. 7o/7@JN62v':>ti:l1Jh~~.f}d 
1fi1,1 v"'-Jvt·•ir.>of~ 1)1\1 v"'-Jva-~~. 
[003l]IB~f#o-v~v~~J.icAND~N3 
7(J)tl:\;IJl;l:o-J....·"'-tH:~o. it::.. :O)c tIB.f}ct; 
o-v"'-11.-•-c·.tit;,1:,. <i~ ft IB-ry-c :/J'AfJ ~h.o o 
R@l~44v':>ti:l1Jt.to-vr<.Jv(:lj::&,, -r::v':>t::.11). AN 

1 v"'-M:~O1.l', Fa~H;:t • -vr<.Jvt.::'1.1>t;.AND(li] 
H37v':>:±:1Jl, • -v~vt~i.+(J)~~- OR@IN ® 

D@J~ 3 8(J)l:f:l:tJl;to-vr<.M:'io. fCT.>t-5:lt'!:. :.:tt 
hAND@l§37, 38v':>t.±l:tJ#~hh6OR@lffl46 
v1:>W1J#o-v~~t'i,t? • o/?IB.f}av1:>?~v1:>ft 
t:, ..1:.ii I') t··, [2] 4 fJ'J G 1::~-,J-J: -:i i:. 7 ·.1 +@JUJ 6 3 fl) 

tim gti• -v"'-M::~o. 

46v1:>:±::t.J1.1,o-v"'-1vt'i'?. '5'·,*@IH631;J:,? 
• 7?1a~av')~~(J)ftt;,J:~l)~o-v~vv':>ffl.f}i 
&9u:.h.+(J)tl:J1Jg#[;gj3v1:>G~~t"J::-3~o-v"'-
11,- t ~ -o • .:: v':>Wlra~ 7 5 O)JE'.*tt~l;tiHJJv':>Wlra17 1 v':> 
ttJiJ.!::: fill t "<:'if.> I). 'lltlllif.!!:J-.fiv1:>i".!'("Cv1:>'J ·;11-@10l}6 
1~63#Ut7~~tt~ttU~Ri~!:::~'ii. 
(0027l~~~~~Mt.±lH12tM~v':>~~~t7 

r- L. fCT.>-fllf!:.;t. -C"-f.lfiJJ-C·~~-&1~Mf:@l~-ttt~,-,-c. 
-t'CT.>ffJJJ!t·•f-11!.t.1: · li'flJEt"-tiJi',f.it:~~,t~4 t~J1li!L'i 
#~&~t"-o.~v':>~4~.amv1:>ttD<MM76) 

[ 0 0 3 2 l ~O)J:: -5 i:7'1.,---~;I;(~~ _ ~~-SiJ'filJ.!!'. 
Mtl:l.ff 1 2 ti~tf:l L.t..:-fllJStt::lm;e ~h. -c ~ 'o c: ei 1:. PJJ 
L, ;r,· 7 1/ A 1 ·, r 1 1 a-1' Lt::. c ~ (J)!V}fl:li[;gj 5 fJ) J; -3 
1: ~ o • ~ v1:>l:m 5 t··ltJJrai 8 o I ±1214 Ci> Wlra17 9 fl>~~ t·· 
i>.., -C ~IB-ry-v1:>:tkJ[!U;i i .., t::. < ~ t -c· if) o. 
( 0 0 3 3 l 01/lfai 8 l ) .:: .:: t·•ftll l ,f-' 5' 1/ A 1 --1 f- 1 

50 l~;f!llt"t. l:m5v':>Ct.:ir-t"J:-3t::f~.f}ch'l\1t,,"'-Jv 
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( 5) 

7 
t::t;{J.>ti, .:.o:it ~(;J:/'.§~ f BJ:{//§~ glio-1,-,.z,t,, . 
"C'~J.,t;,t-;,_ AND@J§310tl::1JiJi'J\1l,,1".Jvt:t;{ 
i.+-=~-~5(J)F~ffiTJ:1~-~~0?Do/?ffl 
ry- a o:J.:l'l:'t:,J:7';{1) 't'7 ·:1 f-@]• 6 1 i7)tf:: :tJ/§ry- f ;I;>/ ,1 
v"'-Jvt::t;{t:>, .:tu::J:.,-c7··v-~n~iw~t~hi. L­
~#.,-cM9~t8~~-@~~1.>.:.t#~~1.>ttmt 
~J.,. 
( 0 0 3 4 l Fa~ f ;/)'>J\1 v1".Jvt::t;{ J.> t, AND @];/,II 
3 101±::tJljD-v"'-Jvt::t;{Mi, .:.cTJ}:, ~l;l:/§~ glj 
• -v"'-Jvt-YJ•t-;,1 '/J'\-154o:>t±l:tJli1\1 v"'-Jvt 10 
~ t). f~~c;lil,\1 v1".Jv'Z''1.>J.ill.l¼ I), AN D@J§ 3 3 
O)til7Ji.J'J\1 v"'-Jvt:~J.,. f:(J)t.:;ff), ffl~c;lf>J\1 v 
1".Jv·-C-;t J.> ralliS: (!)AN D@J§ 3 3 (J)tl:\ :tJt::J: -, -C 7 "I 

f-@1/f! 6 1 O)t:f:j;fJ f l;l:J\1 v1".JvN1t1¥tT -b ( fRJ 5 (7) 

p). 

[ 0 0 3 5 ] oumn 8 2 } ~ L- ;t(' :5' 1/ .::z-1 ')' f- 1 1 7'.>{f~ 
1.'l\ 1., '"( ;,t 7 t:~ I) , /§-ff c 7'.>{0- l,,"(Jl,.,l:t;{ J., t, AN 

D@llf{}3 3(J)til7Jl;f • -v1".Jvt:t;{J.>i]!, .:(J)t ~Wfi 
~f, hiit u::1\1 v"'-JvtJIJ,t:,, 1..,,,1,-15 41:: 
J:-,tffl~c Hzlili; L-t.::.l±l:ht;,1\1 v"'-JH:~J.i.: I:: 1:: 20 
J: .,-c AN D@J§ 3 4(1)1:rl:tJ;l;i{J\1 v1".Jvtt;{J.,, ,f(J) 
~ti), .:(J)AND@J§34(J)ti:l:h~J:-,-C7o/f-@J§6 

. 1 (J)tf::7) fl;l:J\,f v1".JvHftf.'i'T,1;,,·(~5(J)F) • 
[0036li~,ffl-ffc~o-v1".1v~~ol::J:~O) 

iffit)-1' '/l'l-:5' 5 40)t±JJJ(;l:1,1 J.,,"(M::t;i:6. S:(J)t 
~Fa~ fijJ\1 v1".JV-C'1.>o'IPG. AN D@18!3 7 C1)/±l 

~?rlffl!fl 9 1 1 7 4 4 8 
8 

J,:h ~ho (J)~ '"C'in 7.J • .: (J)A N D@Jlf{} 3 2 1::LL ll!!t:: 
('§-ff ft 1 '/ 1 ,- -7 5 2-z:-··1~$.i: L.t-.:(g-ff !::: , il-v} gt 1 
;,,,-1,-1 5 3 -c·t~Jli l t.::.fi~ t ;1;, .7'.h ~trt ~ ,--c . .:.:h 
~(i• -v"'-Jv/.::l;j_·-,-n,;. f(J)t..:,tl), di1'1 
l.,,-1".Jvt::;j.--,"( LAN D@JUB 20)tf::7JL;l:o-),,,-r(A'(' 
~{ti• Q.: t (j;j.-~ '· 
(0039] .:_(J)jfnra183t::j:j~)"(, /§~d;l)'>D-].,,/'( 
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PAT-NO: 

DOCUMENT-IDENTIFIER: 

TITLE: 

PUBN-DATE: 

INVENTOR-INFORMATION: 
NAME 
TAKEUCHI, HIROYUKI 

ASSIGNEE-INFORMATION: 

JP409117448A 

JP 09117448 A 

EXAMINATION TABLE 

May 6, 1997 

NAME COUNTRY 
SHIMADZU CORP N/A 

APPL-NO: JP07302D43 

APPL-DATE: October 26, 1995 

INT-CL (IPC): A61B006/04 

ABSTRACT: 

PROBLEM TO BE SOLVED: To provide an examination table having a 
rotating 
function and being safe and convenient. 

SOLUTION: This examination table is composed of a button switch 11 
for 
rotating the table, an angle detector 12 which closes when the table 
is 
inclined at a given angle, a CR circuit 23 for obtaining a signal (e) 
delaying 
an angle detecting signal (d), an inverter 26 with a hysteresis, a 
brake 
releasing apparatus 13 for releasing a brake, and a programmable 

.logic 
device(PLD) 27 which, when the signal (c) from the switch 11, the 
angle 
detecting signal (d) and its delayed signal (e) are inputted, 
operates the 
brake releasing apparatus 13 by generating a brake releasing signal 
(f) on the 
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~PRO 816" j Attorney Docket No.: 802-00IC 

,0 0 
~~ ~ IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

~&mr,..o~~ 

In Re Application of: -

Krumel 

Serial No.: 12/807,641 

Filed: September 10, 2010 

For: Real Time Firewall/Data Protection 
Systems and Methods 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Art Unit: 2134 

Examiner: Simitoski 

INFORMATION DISCLOSURE STATEMENT 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

1. Pursuant to 37 C.F.R. 1.97 and 1.98, and in compliance with 37 C.F.R. 1.56, the 

Office's attention is directed to the patents, publications and other information listed on the 

attached PTO- I 449. A copy of each listed document is enclosed except for: (a) pending 

applications or (b) those previously cited or submitted to the Office in the following 

application(s) upon which this application relies for an earlier filing date under 35 U.S.C. 120: 

Serial No.: 09/611,775 (now USP 7,013,482) 

Serial No.: 11/374,465 

Filing Date: July 7, 2000 

Filing Date: March 13, 2006 

Regarding the document(s), publication(s) or other information listed on the attached PTO-1449, 

Applicant(s) believe(s) the same may qualify as "prior" art to this application and should be 

treated accordingly, although Applicant(s) reserve(s) the right to contest the prior art status of 

any document, publication or information cited herein. 

2. Regardipg each listed document that is not in the English language, an English-
,;i. 

language translation accompanies this Statement as indicated on the attached PTO-1449 or a 

concise explaqation of the relevance of the document is set forth in the following documents(s): 

' 
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(a)_ 

(b)_ 

Copy of each English language version of a search report indicating the 

degree of relevance found by the foreign office of each document being 

submitted from the search report. 

Attachment entitled "Concise Explanation of Relevance of Non-English 

Language Documents." 

3. Pursuant to 37 C.F.R. l.97(b) this Statement is being filed (one must be checked): 

(a)_ Within 3 months of the filing date or date of entry into the National Stage. 

(b) _x_ Before the mailing date of a first Office Action on the merits. If this 

Statement is not filed before the mailing date of a first Office Action on 

the merits, the required certification is given below or, in the absence 

thereof, the Office is authorized to charge the required fee set forth in 37 

C.F .R. l. l 7(p) to Deposit Account No. 50-0251 for consideration of this 

Statement. 

(c)_ 

(1) 

(2) 

(3) 

(d)_ 

(1) 

(2) 

After the period set forth in 37 C.F.R. l .97(b) but before the mailing date 

of either a final action or a notice of allowance. 

The required certification is given below, or 

Enclosed is a check covering the fee set forth in 37 C.F.R. l.17(p) 

for consideration of this Statement, or 

Charge the fee set forth in 37 C.F.R. l.17(p) to Deposit Account 

No. 50-0251 

After the mailing date of either a final action or a notice of allowance, but 

before payment of the issue fee. Petition hereby is made for consideration 

of this Statement and the required certification is indicated below. 

Enclosed is a check covering the fee set forth in 3 7 C.F .R. l. l 7(i) 

(1), or 

Charge the fee set forth in 37 C.F.R. 1. 17(i)(l) to Deposit Account 

No. 50-0251. 

4. Certification (if applicable) 

(a) The undersigned hereby certifies that each item of information contained 

in this Statement was cited in a communication from a foreign patent 

-2-
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office in a counterpart foreign application not more than 3 months prior to 

the filing of this Statement. 

(b) The undersigned hereby certifies that no item of information contained in 

this Statement was cited in a communication from a foreign patent office 

in a counterpart foreign application or, to the undersigned's knowledge 

after making reasonable inquiry, was known to any individual designated 

in 37 C.F.R. 1.56(c) more than 3 months prior to the filing of this 

Statement. 

5. The Commissioner is hereby authorized to charge any additional fees or credit 

any overpayment to Deposit Account No. 50-0251. 

April 4, 2011 
Loudermilk & Associates 
511 N. Washington A venue 
Marshall, Texas 75670 
903-407-4213 

Respectfully submitted 

tit/~ 
Alan R. Loudermilk 
Registration No. 32,788 
Attorney for Applicant(s) 

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Commissioner for 
Patoo~, P.O. Box 1450, Aloxaod,;a, VA 22313-1450, oo tho~ 
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-?., ./ Attorney Docket No.: 
~& m1>-Q~ IN THE UNITED STA TES PATENT AND TRADEMARK OFFICE 

r 1 
1P 

802-00lC ( 

In Re Application of: Krumel ) 

Serial No.: 12/807,641 

Filed: September 10, 2010 

For: REAL TIME FIREWALL/DATA 
PROTECTION SYSTEMS AND 
METHODS 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

) 
) 
) 
) 
) 
) 
) 
) 

Examiner: 

Group Art Unit: 

RESPONSE TO NOTICE TO FILE MISSING PARTS AND REQUEST TO CHARGE 
DEPOSIT ACCOUNT FOR PAYMENT OF FILING FEES AND SURCHARGE 

Sir: 

In response to the notice to file missing parts mailed October 20, 2010 ( copy attached), 

Applicant hereby requests that Deposit Account No. 50-0251 be charged $870.00 in payment of 

the filing fee, search fee, examination fee and surcharge. Please note the preliminary amendment 

accompanying this submission, which cancels claims 1-66 and adds new claims 67-96, and thus 

the extra claims fee should be $260.00. Applicant is a small entity. Applicant also is submitting 

herewith another copy of the declaration filed in the original parent application. 

Please charge any additional fees due, or credit any overpayment, to Deposit Account No. 

50-0251. 

March 21, 2011 
Loudermilk & Associates 
511 N. Washington Avenue 
Marshall, Texas 75670 
903-407-4213 

Respectfully submitted, 

Alan R. Loudermilk 
Registration No. 32,788 
Attorney for Applicant(s) 

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Mail Stop Missing 
Parts, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above. 

~ 
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Vtt..i 1. 0 Attorney Docket No.: 

A) / IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

~~& TI'-P.~ Re Application of: Krumel ) 

Serial No.: 12/807,641 

Filed: September 10, 2010 

For: REAL TIME FIREWALL/DATA 
PROTECTION SYSTEMS AND 
METHODS 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

) 
) 
) 
) 
) 
) 
) 
) 

Examiner: 

Group Art Unit: 

802-00lC 

PETITION AND FEE FOR EXTENSION OF TIME UNDER 37 C.F.R. l.136(a) 

Dear Commissioner, 

Applicant hereby petitions for a three-month extension of time in order to respond to the 

notice of missing parts mailed October 20, 2010. Please charge Deposit Account No. 50-0251 in 

the amount of $555.00 for the extension fee. A response to the notice accompanies this 

submission. 

Please charge any additional fees due, or credit any overpayment, to Deposit Account 

No. 50-0251. 

March 21, 2011 
Loudermilk & Associates 
511 N. Washington Avenue 
Marshall, Texas 75670 
903-407-4213 

Respectfully submitted 

Alan R. Loudermilk 
Registration No. 32,788 
Attorney for Applicant(s) 

03/25/2011 JADDO1 00000034 500251 12807&41 

07 FC:2253 555,00 DA 

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Mail Stop Missing 
Parts, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above. 

~ 
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Attorney Docket No.: 802-00lC 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re Application of: Krumel 

Serial No.: 12/807,641 

Filed: September 10, 2010 

For: REAL TIME FIREWALL/DATA 
PROTECTION SYSTEMS AND 
METHODS 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

) 
) 
) 
) 
) 
) 
) 
) 
) 

Examiner: 

Group Art Unit: 

PETITION FOR DATE OF DEPOSIT FOR DRAWING AND 
STATEMENT IN SUPPORT OF SAME 

Sir: 

In response to the notice to file missing parts mailed October 20, 2010, Applicant hereby 

petitions for the date of deposit of Fig. 5 as the date of filing this application. In support thereof, 

Applicant states as follows. 

Applicant has reviewed the file for this application and submits the following. 

Attached is a copy of the application transmittal for this application, which includes the 

submission of 14 sheets of formal drawings. This would include Fig. 5 as one of the 14 sheets. 

At the time of filing the application, Applicant submitted a return postcard that requested 

that the USPTO acknowledge receipt of the submission, including "Formal Drawings (14 

sheets)". This would include Fig. 5. Attached is a copy of the return postcard received from the 

USPTO acknowledging such receipt. 

Applicant also submits a copy of the 14 sheets of formal drawings included in the file for 

this application, which includes Fig. 5. 

Accordingly, Applicant respectfully requests that this petition be granted, and that the 

application be processed, with Fig. 5 included as part of the application as filed. Applicant also 

notes that the ultimate parent of this application resulted in USP 7,013,482, which also included 

Fig. 5. Further, the application transmittal for this application incorporated by reference parent 

03/25/2011 JADDO1 00088034 500251 12807b41 
06 FC:1462 400.00 DA 
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U.S. App. Ser. No. 11/374,465, which also included Fig. 5. Fig. 5 also is discussed in detail in 

the specification as filed. 

Please charge Deposit Account No. 50-0251 in the amount of $400.00 for this petition. 

Application requests that this petition be granted and the petition fee refunded. 

Please charge any additional fees due, or credit any overpayment, to Deposit Account No. 

50-0251. 

The undersigned declares that all stat~ments made herein of my own knowledge are true 

and that all statements made on information and belief are believed to be true, and further that 

these statements were made with the knowledge that willful false statements and the like so made 

are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United 

States Code, and that such willful false statements may jeopardize the validity of the application 

or any patent issuing thereon. 

March 21, 2011 
Loudermilk & Associates 
511 N. Washington A venue 
Marshall, Texas 75670 
903-407-4213 

Respectfully submitted, 

Alan R. Loudermilk 
Registration No. 32,788 
Attorney for Applicant(s) 

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Mail Stop Missing 
Parts, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above. 

~ 
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FAX ta! 001/004 

J UNITIID S'IATES PATENT A."'ID TRADEMARK 0mC£ 

APPI.ICA T!ON NUMBEll. l1.11...INO 0& 37l(C) DAT!l 

00/10/2010 Andrew K. Krumcl 802-00lC 12/807,641 

Loudermilk & Assoda1es 
Suite e 

CONFIRMATION NO. 3474 
FORMALITIES LETTER 

10950 N. Blaney Avenue 
Cupertino, CA 95014 

Date Mailed: 10/20/201 o 

03/25/2011 JADDOl 00000034 500251 12S07G41 

01 FC:2011 165.00 DA 
02 FC:2111 270,00 DA 

NOTICE TO FILE MISSING PARTS OF NONPROVISli~~iPPLIC4~~ 
FILED UNDER~ CFR 1.5S(b) ij~ FC:2051 65.00 DA 

FIiing Dote Granted 

Items Reqylred To Awid Abandonment: 
An application number anct li1ing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 
required Items and pay any fees reQulred below to avoid abandonment. ExtenslOns of time may be obtained by 
filing a petition acc:ompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

• TM statutory basic filing tee 1s· missing. 
Applicsnt must submit $165 to complete rhe oaslc ti/Ing fee tor a small entity. 

• The oath or declaration is unsigned. 

TM following item(s) appear to have been omitted from the applioatiOn: 

• Figure(s) 5 described in the specification. 

Appllcant must reply to this notice within the time period set forth in this notice to avoicl aban<Jonment of 
this application. Applicant ITll.lSt select one of the three following options and the r1-Jply must comply with the 
requirements sat fortll In the selected option and any other requirements set forth In this notice. The reply should 
also inc1ioat8 whioh option applicant has selected. 

I. Petition toe date Qf dcu,osru ShOuld applicant contend that the above-noted omitted item(s) was in fact 
deposited in the U.S. Patent and Trademark Offioe (USF'TO) with the nonprovisiollal application papers, a copy of 
thiS Notice and a petition (and $400.00 petitlon fee (37 CFR 1 .17(!))) with evidence of such deposit must be filed 
within TWO MONTHS ot the date of this Notice. The petition fee will be refunded 1f it is determined that the ltem(s) 
was recetved by the USPTO. THIS lW.D)'!IQffl'll PERIOD IS EXTENDABLE UNDER 37 CFR 1,138(8) or (b). 

n. Petition for later filing mm,. Should applicant desire to supply the omitted itern(s) and accept the date that 
such omitted item(s) was tiled in the USPTO as the fmng date of the above-identified application, a copy of 
this Notice, the omitted ltem(s) (with a supplemental oath or declaration in compliiince with 37 CFA 1.63 and 
1.64 referring to such items), and a petition under 37 CFR 1.182 (with the $400.00 petition fee (3'1 CFR 1.1 l(f)) 
reQuesting the later filing date must be filed within TWO MONTHS of the date of this Notice. THIS JWQ MONDI 
PERIOD IS EXTENDABLE UNDER S7 CFR 1.136(a) or (b). 
Applicant is advised that generally the filing fee required for an application is the filing ree in effect on the filing 
date acoorded the application and that payment of the requisite basic filing fee on a date later than the filing date 
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or the application requires payment or a surcharge (37 CFR 1.16(Q). To avoid processing delays and payment 
of a surcharge, applicant should submit any balance due for the requisite filir,g ree based on the later filing date 
being requested wheo submitting the omitted item(s} and the petltiOn (and petitiol'I tee) requesting the later tiling 
date. · 

Ill. Acceptancg ot &RpllcaHon as daposltad: Applicant may aooepl the applicatliln as deposited In tne USPTO 
by filing an appropriate amendment as set forth In either (A) or (B) below within TWO MONTHS of the date or this 
Notice.-TH,S JWO MONTH PERIOD IS EXTENDABLE UNDER 37 CFR 1,136(8) or (b). The applicationwlll 
maintain a filing date as of lhe date of deposit or the application papers in the USPTO, and original application 
papers (I.e., the original disclosure of the invention) will include only those application papers present In tne 
USPTO on the date of deposit. A petition is not required for this option. 
(A) If applicant wants to accept the application as deposited without adding the sc.ibject matter that was in the 
omitted item (e.g., a missing page or figure), applicant is required to submit one or more of the following items 
without adding any new matter (see 35 U.S.C. 132(a)}: 

, . For a missing page ol th~ specification, 
a) a substitute specification including claims that amends the specification to renumber the pages 

consecutively and cancels any incomplete sentences, and 
b) a statement that the substirute specification includes no new matter, in cornpliance with 37 CFR 

1.121(b)(9) and 1.125; 
2. For a missing ligure of the drawings, 

a) replacement drawing sheets In compliance with 37 CFR 1.121 (d) to renumber the drawing figures 
consecutively (If necessary), 

b) a substitute speciticallon excluding claims that amends the specification to canoel any references to any 
omitted drawing(s) and oorreots the references in the specification to the drawing figures to correspond 
with any relabel8d drawing figures, anCI 

c) a statement that the subStitute speeifieation includes no new matter, In oompliance with 37 CFR 
t.121(b)(3) and 1.125; 

3. For a missing page of lho claim listing only, a replacement claim listing with the claims renumbered 
oonsecuttvely or, if amendment to the claims is also necassaty, lhen a complote claim listing in oompllance 
witn 37 CFR 1.121(c); 

4. For a missing or unreadable compact disc, 
a) a substitute specillcation (excludlng the claims) deleting the reference to the compact disc and the files 

contained on the compact disc, and 
b) a statemen1 that the substitute specification includes no new matter, In compliance with :J7 CFR 

1.121 (b)(S) and 1.125; and 
5. For a missing or unreadable file submit1ed on a compact disc, 

a) a substitute specification (excluding the claims) deleting the reference to 111e rniSslng or unreadable file, 
and a statement that the substiMe specification includes no new matter, In compliance with 37 CFR 
1.121 (b)(S) and 1.125; and 

b) a replacement tran.,mittal letter l~ting an of the files except the missing or unreadable file in compllance 
with 37 CFR 1.52(e)(3)(ii). ' 

(B) Alternatively, if applicant wants to acoept the application as deposited but wishes to add the subject matter in 
the omitted item (e.g .. a missing page or figure) by relying on an incorporation by reference under 37 CFR 1.S7 or 
other portions of the original disclosure, applicant is reqtJlred lo submit one or more or the following items without 
adding any new matter (see 35 U.S.C. 132(a)): 

1. To add the sul>ject matter In a missing page or specific.ation, 
a) a substitUte specification excluding claims and 
b) a statement that the substitute speoifieation lnckJdes no new matter, in oompliance with 37 CFR 

1.121(b)(3) and 1.12-5; 
2. To acid a missing figure or the drawings, new ana replacement drawing sheets In oompliance with 37 CFR 

1. 121 (d); 
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3. To add the subject matter in a missing page o1 the claim liSli!YJ, a complete claim listing in compliance with 37 
CFR 1.12t{c) (e.g., a claim in the miSsing page shouk:f be submitted as a new claim): 

4. To add the subject matter in a missing or unreadable compact disc, 
a) a replacement compact disc end a duplicate copy ot the compact disc, in compliance with 37 CFR t .52(e); 

and 
b) a statement that the replacement compact disc contains no new matter in nornpliance with 37 CFA 

1.52(e)(4); and, 
5. To acid the subject matter in a missing or unreadable me submitted on a compact disc, 

B) a replacement compact disc that contains all of the files fisted in the specifcation including the missing or 
unreadable file and a duplicate copy of the compact disc, in compliance with 37 CFA 1.52(e); and 

b) a statement that the replacement compact disc oontains no new matter in compliance with 37 CFR 
1.52(e)(4). 

If applicant Is relying on an il'lcorporation by reference under 37 CFR 1.57 to add the omitted subject matter, then 
applicant must al.so comply with the requirements of 37 CFR 1.57. 

Applicant is cautfoned mat cc1rrectlon of the above Items rnay cause the speoitioatlon and drawings page count to 
e:xoood 100 pages. tr the specification and drawings exceed , oo pages, applicant wlll need to submit the required 
application size fee. 

The applicant needs to satisfy supplemental fees problems inclioatad below. 

The required item(s) identified below must be lirnely submitted to avoid abandonment: 

• Additional claim tees of $1196 as a small entity, including e.ny required multiple dependent Claim fee, are 
required. Applicant must submit the additional claim fees or cancel the additional claims for which tees are 
t1ue. 

• To avoid abandonment, a surctlarge {for late submission of filing fee, seareh fee, examination tee or oath or 
declaration) as set forth in 37 CFR 1.16(f) of S65 for a small entity in compliance with 37 CFR 1.27, must be 
sut,mitted with the rnissing items identified in this notice. 

SUMMARY QE FEES DUE; 
Total additional fee(s) required fer this application Is $1806 for a small entity 

• $165 Statutory basic filing lee. 
• $65 Surcharge. 
• The application search tee has not been paid. Applicant must submit $270 to complete the search fee. 
• The application examination fee has not been paia. Applicant must submit $110 to complete the examination 
fee for a small entity in compliance with 37 CFR 1.27. 

• Total additional claim fee(s) tor this application is $1196 
•$1196 for 46 total claims over 20. 
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Replies should be mailed to: 

Mail Stop Missing PartS 
CommiSsiorier tor Patents 
P.O. Sox 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice vitt EFS-Web. 
https:J(sportal usoto aovLautbeoticate/AutbeoUcat:euserLoca1EPE html 

~ 004/004 

Fot more Information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217°9197 or 
visit our website at hr;tp://www.uspto.gov/Bbo. 

If you are not using EFS-Web to submit your reply, you must include a copy of thi1:1 notice, 

/ldva.n/ 

Office of Data Management, !\pplication Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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Attorney Docket No.: 802-001 

DECLARATION AND POWER OF ATTORNEY 

As a hdow named invc:ntor. I hc:rcby declare that: 

INVENTOR ANO SPECIFICATION IDENTIFICATION 

My residence, post office address and dtizenship arc as stated below nc:xt to my name:. I bdicvt: that I am 
the original. lirst and sole inventor (ifon(v one nume is listed below) or an original. tirst and joint inventor({/" 
plural names are lis1ed heluw) of the suhjc:ct matter which is i.:laimed and for which a patent is sought on the 
invention cntitl.!d: 

REAL TIME FIREWALL/DATA PROTECTION SYSTEMS AND METHODS 
MTU OF l):VfNTlcll' 

the spccilication of which: 

...K. is anached hereto. 

was tiled on _____ as Applic:.11ion St:rial No. ______ _ 
and was amended 1.>n _____ _ ___ (ifupplicable). 

was descrihed and claimed in PCT lnterna1ional Application No. ______ liled on 
________ and amended under PCT Articlt: 19 on (if any). 

REVIEW OF PAPERS ANO ACKNOWLEDGMENT OF DUTY OF CANDOR 

I hereby state that I have reviewed and understand the contents oftht: above identified specification. 
including th..: claims. as amended by any amendment reterred to above. 

I do not know and do not bc:lic:ve that the in,·ention i.:laimed in the abovc:-identilic:d specification was ever 
known or used in the: United States of America before my or our invention thereof. or patented or described in 
any prin1ed publication in any country before my or our invention thereof or more than one year prior to this 
application, and that the same wns not in public use or on sale in the United States of America more than one 
yc:ar prior to this application. 

I acknowledge the duty to disclose to the P:11ent and Trademark Otfo,:e information which I know is 
material 10 the pntentability of this application in :11.:cordance with Title 37. Code of Federal Regulations.§ 1.56. 

FOREIGN APPLICATIONS AND PRIORITY CLAIM 

The invention claimed in the above-described specification has not been patented or made the subject of 
an inventor's certificate issued before the date of this application in any country foreign to the United States of 
Amc:rica on an application filed by me or my legal representatives or assigns more than twelve months prior to 
this application. I hereby claim foreign priority benetitS under Title 35, United States Code. § 119 of any 
foreign application(s) for patent or inventor's ceniticate or ofany PCT international application(sJ designating 
at least one country other than the United States of America listed below and have also identified below any 
foreign application(s) for patent or inventor's cenitic:11e or any PCT imemational application(s) designating at 
least 

Loudermilk & Associates o I 0950 North Binney Avenue Suite B " Cupenino. California 95014 
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um: country 01h1:r than tht.: Uni11:d Slates of America tiled b~• mt.: on 1he same subjci:1 matter having a tiling Jate 
before that of the application(s) of which priority i:; daimed. 

COUNTRY APPLICATION NUMBER DATE OF FILING PRIORITY CL.~IMED 
(day. month. year) UNDER j7 USC 119 

Yes Ntl - -
Yes N,1 - -

...:... Yi:s - No 

Yt:s Nn - -

DOMESTIC PRIORITY CLAIM 

I h1:rchy claim the bi:ndit under Title 35. United Scates Codt:. § I :W of any United States patent 
applic:1.1ion1s1 listed below and. insofar as this application discloses or claims subject matter in addition to that 
disclosed in the bdow listed priority applications. I acknowlt!dge the duty to disclose 10 the Patent and 
Trademark Otlice all information known by me to be material to patentability as detined in Title 37, Code of 
Federal Regulations. § 1.56 which became available between the filing date( s) of the below-listed prior 
application(s) and the national or PCT international tiling date of this application. 

t,\l'PLIC,\TION SERIAL NO.) I Fl LING DA TEJ (STATUS: PATENTED. PENDING. A8t\NOONEDI 

1.~PPLIC..\TION SERIAL NO.) (FILING DATEl (STATUS: PATENTED. PENDING. ,\BANDONEO) 

POWER OF ATTORNEY 

I ht:reby appoint Alan R. Loudermilk ( Reg. No. 32,788). who is registered to practice before the Patent 
and Trademark Office. as my attorney with full power of substitution and revocation. to prosecute this 
application. to make alterations or amendmi:nts th1:rein. to receive the pa1en1 and transact all business in the.! 
Patent and Trademark Office conn.:cted therewith. 

All CORRESPONDENCE should be addressed to: 

Loudennilk & Associates 
10950 N. Blaney Avenue Suite 8 

Cupertino. CA 9:5014 

All TELEPHONE INQUIRIES may be directed to Alan R. Loudermilk at (408) 342-1866. 

(Oedaraticn and Power cf Attorney • Page 2 cf 3) 

BEST AVAILABLE COPV 
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I hereby Jeclare I havc reaJ this Declaration. anJ that all statements made herein of my own knmvh:Jgc 
Jn: true and that all statemc:nts made: on information and bdief arc bclieved to bc true: and liJrther that thc:sc 
statements were made with thc knowh:dge that willful false statements and the like so made arc punishabli: hy 
lini: nr imprisonment. or both. undt:r Section I 00 I of Title I~ ,,r thc United States Code. and that such willful 
false statements may jcopardizt: the validity 1)1' the application or any patent issued thcrcon. 

HAND PRINT DATE 

Full name of sole or 
first joint inventor _....:..A.:.N.:.:D::.:..:R~E':..:N.:...:K.:a•,.;• K~Rc.::U:..::M:.:.E=L ___________ Citizenship ....::U:.::S~A..:._ __ _ 

Inventor's signature --~-\_i_.,,._,.' . .;;:'~.;.;"';.:.'c.:.;•=-=-\l,._ ____________ Date _._, :..i_7..:./.;.;'··:..-.,_· ________ _ 

Residence _____ 3=-6::.:3a.:5::...P:....:..::le:.::a:sa=n:..:.;t,_,K..::n.,_,o""ll...,D::.:r...:.:iv:.::e:.i.., .:::S.:::a:.:.n...=J.::::o=se::..,...:C::.:A...:...:9::.:5,_,1...:4.:::8 _________ _ 

Post Office Address 3635 Pleasant Knoll Drive. San Jose, CA 95148 

F'ull name of second 
joint inventor _____________________ Citizenship _________ _ 

Inventor's signature _________________ Date __________ _ 

Residence 

Post Office Address--------------------------------

F'ull name of third 
joint inventor _____________ _ Citizenship ____________ _ 

Inventor's signature Date 

Residence------------------------------------

Post Office Address---------------------------------

F'ull name of founh 
joint inventor __________________ Citlzenship ___________ _ 

Inventor's signature _________________ _ Date ___________ _ 

Residence 

Post Office Address----------------------------------

F'ull name of fifth 
joint inventor __________________ Citizenship ___________ _ 

Inventor's signature ___________________ Date ___________ _ 

Residence ____________________________________ _ 

Post Office Address---------------------------------

__ If this line is checked. the signature page is continued on the attached Addendum. 

(Declaration and Power of Attomey • Page 3 of 3) 
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Attorney Docket No.: 

A) / IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

~~&~~0~n Re Application of: Krumel ) 

Serial No.: 12/807,641 

Filed: September 10, 2010 

For: REAL TIME FIREWALL/DATA 
PROTECTION SYSTEMS AND 
METHODS 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

) 
) 
) 
) Examiner: 
) 
) Group Art Unit: 
) 
) 

PRELIMINARY AMENDMENT 
Sir: 

802-00IC 

Prior to examination of the above-identified application, please amend this application as 

follows. 
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IN THE CLAIMS: 

1 - 66. ( canceled) 

67. (new) A method for communicating data between an external computing system and 

an internal computing system over a packet-based network, wherein data is transmitted and 

received in the form of a plurality of packets, the method comprising the steps of: 

receiving a packet from the external computing system over the network, the packet 

having at least a first portion and an end portion, and transmitting the packet to the internal 

computing system; 

in parallel with the step of receiving and transmitting the packet, determining 

characteristics of the packet from the first portion; 

in parallel with the step of receiving and transmitting the packet, performing one or more 

checks on the packet; 

in parallel with the step of receiving and transmitting the packet, determining if the 

packet should be a valid packet or an invalid packet based on the one or more checks, wherein 

the packet is analyzed in real time to determine if the packet should be valid or invalid while the 

packet is being concurrently transmitted to the internal computing system.; and 

after receiving the end portion of the packet, selectively altering the end portion of the 

packet based on whether the packet has been determined to be a valid packet or an invalid 

packet, wherein the packet is selectively altered to be invalid if it was determined that the packet 

should be an invalid packet. 

68. (new) The method of claim 67, wherein the packet is selectively altered to be invalid 

if a determination has not been made as to whether the packet is valid or invalid by the time the 

end portion of the packet is received. 

69. (new) The method of claim 67, wherein the packet is analyzed to determine if the 
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packet is valid without the packet having been completely received and buffered. 

70. (new) The method of claim 67, wherein the packet is determined to be an invalid 

packet if it is determined that the packet contains a virus, is unauthorized or presents a risk of 

harm to the internal computing system. 

71. (new) The method of claim 67, wherein the one or more checks are at least in part 

selectively performed based on a state of a physical switch. 

72. (new) The method of claim 71, wherein the physical switch comprises one or more 

user-controlled switches, wherein the one or more checks are selectively performed based on a 

user-defined state of the one or more user-controlled switches. 

73. (new) The method of claim 72, wherein the one or more user-controlled switches 

comprise at least one user-controlled switch that controls a configuration or reconfiguration of a 

circuit that performs the one or more checks. 

74. (new) The method of claim 73, wherein the configuration or reconfiguration of the 

circuit that performs the one or more checks is performed without requiring user entry of 

configuration commands via software running on the internal computing system. 

75. (new) The method of claim 73, wherein the circuit that performs the one or more 

checks is configured or reconfigured based on commands from the internal computing system 

and based on a state of the at least one user-controlled switch. 

76. (new) The method of claim 71, wherein at least a subset of the one or more checks 

are selectively enabled or disabled based on the user-defined state of the user-controlled 

switches. 

77. (new) The method of claim 67, wherein the one or more checks are performed with a 

programmable logic device, wherein logic within the programmable logic device is selectively 
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programmed to perform the one or more checks in parallel with the receiving and transmitting of 

the packet. 

78. (new) The method of claim 77, wherein a first physical interface circuit receives the 

packet from the network, wherein the packet is coupled to the programmable logic device, 

wherein the packet is coupled from the programmable logic device to a second physical interface 

circuit for transmission to the internal computing system. 

79. (new) The method of claim 78, wherein the programmable logic device performs the 

one or more checks while the packet is being coupled from the first physical interface to the 

second physical interface. 

80. (new) The method of claim 67, wherein the one or more checks are selectively 

performed based on a communication state between the external computing system and the 

internal computing system. 

81. (new) The method of claim 80, wherein the communication state comprises one or 

more network addresses and/or one or more port numbers. 

82. (new) The method of claim 81, wherein the network address comprises an IP address 

for the external computing system and/or the internal computing system. 

83. (new) The method of claim 67, further comprising the step of providing visual or 

audio feedback with one or more visual or audio feedback devices, wherein the one or more 

visual or audio feedback devices selectively provide visual or audio feedback of the operation or 

status of a packet filter process. 

84. (new) The method of claim 83, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that a system performing the packet filter process is 

powered or operational. 
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85. (new) The method of claim 84, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that the system performing the packet filter process is 

subjecting a packet to filtering criteria. 

86. (new) The method of claim 84, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that the system performing the packet filter process has 

rejected one or more packets. 

87. (new) The method of claim 83, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that the internal computing system is suspected to be 

under attack. 

88. (new) The method of claim 87, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback of an estimated severity of the attack. 

89. (new) The method of claim 84, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback of a state of the system performing the packet filter 

process until the one or more visual or audio feedback devices are reset by a user. 

90. (new) The method of claim 89, wherein the one or more visual or audio feedback 

devices are reset by the state of a physical switch. 

91. (new) The method of claim 84, wherein the one or more visual or audio feedback 

devices comprise at least one light source, wherein the light source is selectively controlled to 

provide information indicative of the operation or status of the system performing the packet 

filter process. 

92. (new) The method of claim 91, wherein the light source is controlled to have a first 

color or a second color depending on the operation or status of the system performing the packet 

filter process. 
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93. (new) The method of claim 91, wherein the light source is controlled to selectively 

blink depending on the operation or status of the system performing the packet filter process. 

94. (new) The method of claim 93, wherein the light source is controlled to selectively 

blink at a rate that is indicative of a severity level of a suspected attack on the internal computing 

system. 

95. (new) The method of claim 91, wherein the at least one light source comprises an 

LED. 

96. (new) The method of claim 83, wherein the one or more visual or audio feedback 

devices comprise a speaker. 
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REMARKS 

In response to the notice to file missing parts mailed November 15, 2010, Applicant is 

submitting under separate cover a response to the notice. In addition, by this preliminary 

amendment Applicant is canceling claims 1-66 and adding new claims 67-96. 

No new matter has been added. 

Please charge any additional fees due, or credit any overpayment, to Deposit Account No. 

50-0251. 

March 21, 2011 
Loudermilk & Associates 
511 N. Washington Avenue 
Marshall, Texas 75670 
903-407-4213 

Respectfully submitted 

Alan R. Loudermilk 
Registration No. 32,788 
Attorney for Applicant(s) 

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Mail Stop Missing 
Parts, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above. 

~ 
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121807,641 

Loudermilk & Associates 
Suite 8 

()I)/] 0/2010 Andrew K. Krumcl 802-00IC 

10950 N. Blaney Avenue 
Cupertino, CA 95014 

CONFIRMATION NO. 3474 
FORMALITIES LETl'l!R 

Date Mailed: 10/20/2010 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

F1LED UNDER 37 CFR 1,53(b) 

Fl/Ing Date Granted 

Items Requlrec:1 Ta Avoid Abandonment; 

An application number and riling date have been aeco,ded to thiS application. The item(s) indicated below, 
tl>wever, are missing. Applicant is given lWO MONTHS from the date of this Notice within which to file all 
required Items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by 
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

• The statutoty basic filing tee iS missing. 
App/lcQflt must submit $165 to complete the Oaslc filing fH for a small entity. 

• The oath or declaration ii unsigned. 

The following item(s) appear to have been omitted rrom the appUcatiOn: 

• Figure(s) 5 described in the specmcation. 

Api:,Jlcant must reply to this notice within the time period set forth in this notiee to avoid abandonment or 
this applicatiOn. Applicant rn.ist select one of the three ronowing options ana the t1-Jply must oomply with the 
reQuirements set forth In the selected option and any other requiremel'ltS set forth In tl'lls notice. The reply should 
also indicate which option applicant hat selected. 

I. Ptlltlan toe data of depos.lt Should applicant oontend that the above-noted omitted item(s) was in fact 
deposited in the U.S. Patent and Trademark Office (USPTO) with the nonprovisiol'Ml.l appllcatlon papers, a copy of 
this Notice and a petition (and $400.00 petition tee (37 CFR 1.17(1))) with evidence of such deposit muat be filed 
within TWO MONTHS of the date of this Notice. The petition fee will be refunded if It is determined that the ltem(s) 
was rooe~ed by the USPTO. THIS IW.P)!·Q~T.tt PERIOD 19 EXTENDABLE UNDER 37 CFR 1.138(•> Ot (b). 

11. Peution for later rmng mtg,;, Should applicanl desire to supply tlie omitted itern(s) and accept the date that 
such omitted item(s) was tiled in the USPTO as the fUlng date of the above-identified application, a copy of 
this Notice, the omitted ltem(s) (with a supplemental oath or declaration in compli;.irce with 37 CFR 1.63 and 
1.64 referring to such items), and a petition under 37 CFR 1.182 (with the $400.00 petition fee (37 CFR 1. 17(f)) 
requesting the later filing data must be filed within TWO MONTHS of the date of this Notice. THIS IWA MQND:1 
PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) Of (b). 
Applicant is advised that generalty the lillng fee required for an application is the filing fee in effect on the filing 
date acoorded the application and that payment of the requisite basic fifing fee on a date later tt,an the tiling date 

pa99 1 ol '4 
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of the application requires payment of a swcharge (37 CFR 1.16(Q). To avoid processing delays and payment 
of a surcharge, ai:,picent should submit any balance due fOr the requisite filing fee based on the latet fili!YJ date 
being reCJ,Jested when SU.bmitting the omitted item(s) and the petition (and petitioi, fee) requesting the later tiling 
~e. . 

m. Mseptanc;o pt aJ>pllcatlon ii OAPOl!ted; Applicant may aooept the awticatklo as deposited In lhe USPTO 
t>y filing an appropriate amendment as set farth In either (A) or (S) below within lWO MONTHS of the date or this 
NoticG.-THJS TWO MONJH PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(8) Ot (b) . The appllcat!On wot 
maintain a filing date as of the date of deposit or the applicalion papers in the USIJTO, and original applicBtiOn 
papers (I.e., the original dlsclosure or the invention) will Include only those IIR)llcation papers present In the 
USPTO on the date or deposit. A petition is not required ror this option. 
(A) If applicant wants to accept the appDcatiOn as deposited wittlout adding the 6'Jbject matter that was In ttie 
omitted Item (e.g., a missing page or figure), applicant is required to submit one or more or the fol.lowing items 
without adding any new matter (see 35 U.S.C. 132(&)): 

1. For a missing page of the specification, 
a) a substitute specification including claims that amends the specifieation to renumber the pages 

consecutively and cancels any incomplete sentences, and 
b) a statement that the substitute specification includ88 no new matter, in cornpllanca with 37 CFR 

1.121(b)(3)and 1.12S; 
2. For a missing figure of the drawings, 

a) replacement drawing sheets In compliance with 37 CFR 1.121 (d) to renumber the drawing figures 
consecutively (If nece8811ry), 

b) a substitute specilicalion excluding claims that amends the specifieatiOn to canoel any retererw:es to any 
omitted drawing(S) and corrects the references in tne speclfleatiOn to the drawing figures to OOl'TeSPond 
•with ar,y relabeled drawing figures, and 

c) a statement lhar the sul>Stilute specification includes no new matter, In compliance with 37 CFR 
1.t21(b)(3) and 1.125; 

3. For a mtssing page of tho claim listing only, a replacement claim listing with the claims renumbered 
oonsecuttvely or, 11 amendment to lhe claims is also necessary, then a complote claim llsling in compliance 
witn37CFR1.121(o); ' 

4. For a missing or unreadable compact disc, 
a) a substttute speclflce'don (excluding the claims) deleting !he reference to the compact disc and rhe liles 

contained on tt,e COITIPact dise, and 
b) a statement that the substitule specification includes no new matter, in compliance with 37 CFR 

1.121 (b)(3) and 1.125; and 
5. For a miiSing or unreadable file submilled on a oompaci disc, 

a) a substitUte specification (excluding the claims) deleting the reference to 11,e rniS.slng or unreadable file, 
and a statement that the substitute specification includes no new matter, 111 compliance with 37 CFR 
1. 121 (b)(3) and 1.125; and 

b) a replacement transmittal letter listing all or the files except the missing or unreadable file in compliance 
with 37 CFR 1.52(e)(3}(ii). . 

(B) Alternatively, if applicant wants tD accept the applieatlon as deposited but wishes to add the subject matter in 
the omitted item (e.g., a missing page or figure) by retying on an lncoll)Oration t,y reference under 37 CFR 1.57 or 
other portions of the original disclOSure, applloant is required 10 submit one or more or tne following items without 
adding any new matter (see 35 U.S.C. 132(a)): 
1 . To add the suOJect matter In a mlSsing page or specifieation, 

a) a substitUte specification excluding claims and 
b) a statement tnat the substitUte specifieation track.Ides no new matter, in complianee with 37 CFR 

1.121(bX3) and 1.125; 
2. To a.dCl a missing figure or the drawings, new ana replacement drawing sheers In oompuanee with 37 CFR 

1.121(d); 

page 2 ol 4 
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3. To add the subject matter in a missing page of the claim listing, a oornplete claim listing in compliance with 37 
CFR 1.121(0) (e.g., a claim in the missing page should be submitted as a new daim): · 

4. To add the subject matter in a missing or unreadabfe oompact disc, 
a) a replacement oompact disc end a duplicate cor,; ot the oornpact disc, in compliance with 37 CFR 1 .52(e); 

and 
b) a statement that the mplacement compact disc contains no new matter in nompliance with 37 CFA 

1.52(e)(4); and, 
5. To add the subject matter in a missing or unreadable file submittep on a compaot disc, 

a) a replacement compact disc that oonlains all or the files fisted In the speci~cation including the missing or 
unreadable file and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e); and 

b) a statement that the replaoement compact diso contains no new matter in oompliance with 37 CFR 
1.52(e)(4). 

II applicant 1$ relying on an il"corporalion by reference under 37 CFR 1.57 to add the omitted subject matter, then 
applicant must alSo comply with the requirements of 37 CFA 1.57. 

Applicant Is cautioned tnat cCJrrectton of ltle above Items may cause the specification and drawings page count IO 
exceed 100 pages. If the specification and drawings exceed , oo pages, applieal'lt wn1 need to submit the required 
application size tee. 
The applicant needS to satisfy supplemental fees problems indicated below. 

The required item(s) centified below must be lirnely submitted to avoid abandonment 

• Additional claim tees or $1198 as a small entity, including any required multiple dependent Claim fee, are 
requited. AppucanI must submit the additional claim fees or canoel the additional claims for which rees are 
due. 

• To avoid a1:>andonmen1, a surcnarge (for late submission of filing fee, search ree. examination tee or oath or 
d8claraton) as set fOl'th in 37 C FR 1. t 6(f) of $65 ror a small entity in compUaf'ce with 37 CFR 1.27, must be 
sullmitted with the miSsir,g items identttiaa in this notice. 

SUMMARY Of FEE$ DUE; 
Total additional fee(s) requirad for Chi$ application Is $1806 ror a srnall entity 

• $165 Statutory basic filing lee. 
• $65 Surcharge. 
• The application search fee has not been paid. Applicant must submit $270 to complete the searoh tee. 
• 1'he application examination fee tias not been paid. Applicant must submit $110 to OOfrl)lete the examination 

ree tor a small entity in compliance with 37 CFR 1.27. 
• Total additional claim fee(s) for this application iS $1196 

•$1198 for 48 total claims over 20. 
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Replies should be mailed to: 

Mail Stop Missing PartS 
Commi&Sioner tor Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice vitt EFS-Wab. 
httQs;JJsportal vaoto govJauthenticate/AutbeoUcateusarLocalEPE htmJ 

!4) 004/004 

For more lnformatiOn about EFS•Web please call the USPTO Electronic Business Center at 1-866-217•9197 or 
viSil our website at http://wwy1.uspto.gqv/sbe 

If you are not using EFS-Web to submit your reply, you mllst include a copy of thi11 notice. 

/ldvan/ 

Office or Data Management, l\pplieation Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888•786-0101 
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UTILITY 
PATENT APPLICATION 

TRANSMITTAL 
{Only for rw,w ~ applk:alioM under 31 CFR 1. 53{b)) 

APPUCA 110N ELEMENTS 
See MPEP chlpter 600 COl'ICtHl'ling utility patent applicatlol'I contetltS. 

1. 0 FN Tranamlttal Form (e.g., PTO/SB/17) 

2. r-:::1. AppUcant claims small entity status. 
F See37CFR1.27. jD 

3. fjO Speclflc:atlon [Total Pages. ____ _ 
Both the aaims and abstract ml.Ill start on a ,_ 
<For Wotntalion "" ,,,. ptfl(erred ana/1glHllltlW. - MPEP soe.011•y LL 

4. t'i'J' Drawlnfl(a) (35 U.S.C. 113') [Tots/ Sheets ---Tt--
5. Oath or Declaration (Total Sheets __ _ 

a. D Newly exea.rted (original or copy) 
b. 1JtJ A copy from a prior application (37 CFR 1.63(d)) 

.....Lfor oontinuationldivisional with Box 18 completed) 
i. U DELETION OF INYENTQR{S) 

Signed lltalement attached deleting inventOl'(a) 
name in the prior appllcation, - 37 CFR 
1.63(d)(2)and 1.33(b). 

6. D Application Data Sheet. See 37 CFR 1. 76 

7. D Co.ROM or Co.R in duplicate, large table or 
<;mJ)puter Program (Appendix) 
LJ Landac:ape Table on CD 

8. Nucleotide and/or Amino Acid Sequence Submlulon 
(if BPe!!£8ble, items a. - c. are required) 
a. LJ Computer Readable Form (CRF) 
b. Specification Sequenoe Listing on: 

I. 0 CD-ROM or CD-R (2 copies): or 
ii. 0 Paper 

c. D Statements verifying identity of above copies 

PTOISB/05 (08-08) 
Appn:wed for UN through 09/30/2()10. OUB 0651-oo32 

U.S. Palen! and Tl'lldernaltl Office. U.S. DEPARTMENT OF COMMERCE 
. i . . 

Attorney Docket No. 

First Inventor 

Title 

Ex rass Mail Label No. 

ADDRESS TO: 
Commlaloner for Pmnta 
P.O. Box 14IO 
Alltundrta VA 22313-14IO 

ACCOMPANYING APPLICA 110N PARTS 

9. D Assignment Papers (cover sheet & doc:ument(s)) 

Name of Assignee, __________ _ 

10. 0 37 CFR 3.73(b) Sta111mtnt • Power of 
(when them is an assignee) Attorney 

11. D English Translation Document (if applicable) 

12. 0 lnfoan,tlon DlsclosuN Statament (PTO/S8/08 or PT0-1449) 
LJ Copies of citations attached 

13. D Prellmlnary Amendment 

14. 0 Return Receipt Postcard (MPEP 503) 
(Should be specifically itemized) 

15. D Certified Copy of Priority Document(•) 
(if foreign priority is claimed) 

16. O Nonpubllcatlon Request under 35 U.S.C. 122(b)(2)(B)(i). 
Applicant must attadl fonn PTO/SB/35 or equivalent. 

17. D Other:. ______________ _ 

18. If a CONTINUING APPLICATION. chec/< appropriate box. and supply the requisite infonnation below and in Iha first sentenoa of the 
specification following the title, or in an Application Data Sheet under 37 CFR 1. 78: 

[S2. Continuation ~ Dillisional D Continuation-in-part (CIP) 
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s PATENT AND ThADEMARK 0FF1GE 

APPLICATION 
NUMBER 

12/807,641 

FILING or 
371(c) DATE 

09/10/2010 

;..oudermilk & Associates 
Suite B 
10950 N. Blaney Avenue 
Cupertino, CA 95014 

GRPART 
UNIT 

2439 
FIL FEE REC'D 

0.00 

UNITED STATES DEPARTMENT OF COMMERCE 
United Stllte• Patent and Trademark Office 
Addie,., COMMISSIONER FOR PATENTS 

P.O. !lox I 450 
Alexandria. VIJl!inia 22313-1450 
www.uspto.gov 

A TTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

802-00IC 66 2 
CONFIRMATION NO. 3474 

FILING RECEIPT 

111111111 ~i I~ 1111 IIM!W!~t~t~llffl!~I~ JI 11111111111~! 11111111 

Date Mailed: 10/20/2010 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing· Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant(s) 
Andrew K. Krumel, San Jose, CA; 

Power of Attorney: None 

Domestic Priority data as claimed by applicant 
This application is a CON of 11/374,465 03/13/2006 
which is a CON of 09/611,775 07/07/2000 PAT 7,013,482 

Foreign Applications 

If Required, Foreign Filing License Granted: 10/15/2010 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 12/807,641 

Projected Publication Date: To Be Determined - pending completion of Missing Parts 

Non-Publication Request: No 

Early Publication Request: No 
.... SMALL ENTITY ** 
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Title 

Real time firewall/data protection systems and methods 

Preliminary Class 

726 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 

... qf patent applications on the same invention in member countries, but does not result in a grant of "an international· · 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

- Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
. section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b ). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

'rhis license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b)., 

,., 
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UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Addless: COMMISSIONE!t FOR PATENTS 

P.O. Box 1450 
Alexandria, Vuginia 22313-1450 
www.uspto.gov 

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT A TTY. DOCKET NO./TITLE 

12/807,641 09/10/2010 Andrew K. Krumel 802-00IC 
CONFIRMATION NO. 3474 

FORMALITIES LETTER Loudermilk & Associates 
Suite B 
10950 N. Blaney Avenue 
Cupertino, CA 95014 

1111111111111111111~~!wi~iwmi~i,i,1, ~111111111111111111111111 

Date Mailed: 10/20/2010 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

Items Required To Avoid Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 

• required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by 
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

• The statutory basic filing fee is missing. 
Applicant must submit $165 to complete the basic filing fee for a small entity. 

• The oath or declaration is unsigned. 

The following item(s) appear to have been omitted from the application: 

• Figure(s) 5 described in the specification. 

Applicant must reply to this notice within the time period set forth in this notice to avoid abandonment of 
this application. Applicant must select one of the three following options and the reply must comply with the 
requirements set forth in the selected option and any other requirements set forth in this notice. The reply should 
also indicate which option applicant has selected. 

I. Petition for date of deposit: _Should applicant contern;:I thcJt the a_bove-noted omitted item(s) was in fact. 
deposited in the U.S. Patent and Trademark Office (USPTO) with the nonprovisional application papers, a copy of 
this Notice and a petition (and $400.00 petition fee (37 CFR 1.17(f))) with evidence of such deposit must be filed 
within TWO MONTHS of the date of this Notice. The petition fee will be refunded if it is determined that the item(s) 
was received by the USPTO. THIS TWO MONTH PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b). 

II. Petition for later filing date: Should applicant desire to supply the omitted item(s) and accept the date that 
such omitted item(s) was filed in the USPTO as the filing date of the above-identified application, a copy of 
this Notice, the omitted item(s) (with a supplemental oath or declaration in compliance with 37 CFR 1.63 and 
1.64 referring to such items), and a petition under 37 CFR 1.182 (with the $400.00 petition fee (37 CFR 1. 17(f)) 
requesting the later filing date must be filed within TWO MONTHS of the date of this Notice. THIS TWO MONTH 
PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b). 
Applicant is advised that generally the filing fee required for an application is the filing fee in effect on the filing 
date accorded the application and that payment of the requisite basic filing fee on a date later than the filing date 
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of the application requires payment of a surcharge (37 CFR 1.16(f)). To avoid processing delays and payment 
of a surcharge, applicant should submit any balance due for the requisite filing fee based on the later filing date 
being requested when submitting the omitted item(s) and the petition (and petition fee) requesting the later filing 
date. 

Ill. Acceptance of application as deposited: Applicant may accept the application as deposited in the USPTO 
by filing an appropriate amendment as set forth in either (A) or (B) below within TWO MONTHS of the date of this 
Notice. THIS TWO MONTH PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b). The application will 
maintain a filing date as of the date of deposit of the application papers in the USPTO, and original application 
papers (i.e., the original disclosure of the invention) will include only those application papers present in the 
USPTO on the date of deposit. A petition is not required for this option. 
(A) If applicant wants to accept the application as deposited without adding the subject matter that was in the 
omitted item (e.g., a missing page or figure), applicant is required to submit one or more of the following items 
without adding any new matter (see .35 U.S.C. 132(a)): 

1. For a missing page of the specification, 
a) a substitute specification including claims that amends the specification to renumber the pages 

consecutively and cancels any incomplete sentences, and 
b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR 

1.121(b)(3)and 1.125; 
2. For a missing figure of the drawings, 

a) replacement drawing sheets in compliance with 37 CFR 1.121 (d) to renumber the drawing figures 
consecutively (if necessary), 

b) a substitute specification excluding claims that amends the specification to cancel any references to any 
omitted drawing(s) and corrects the references in the specification to the drawing figures to correspond 
with any relabeled drawing figures, and 

c)a statement that the substitute specification includes no new matter, in compliance with 37 CFR 
1.121(b)(3) and 1.125; 

3. For a missing page of the claim listing only, a replacement claim listing with the claims renumbered 
consecutively or, if amendment to the claims is also necessary, then a complete claim listing in compliance 
with 37 CFR 1.121(c); 

4. For a missing or unreadable compact disc, 
a) a substitute specification (excluding the claims) deleting the reference to the compact disc and the files 

contained on the compact disc, and 
b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR 

1.121(b)(3) and 1.125; and 
5. For a missing or unreadable file submitted on a compact disc, 

a) a substitute specification (excluding the claims) deleting the reference to the missing or unreadable file, 
and a statement that the substitute specification includes no new matter, in compliance with 37 CFR 
1.121(b)(3) and 1.125; ahd 

b) a replacement transmittal letter listing all of the files except the missing or unreadable file in compliance 
with 37 CFR 1.52(e)(3)(ii). . 

(B) Alternatively, if applicant wants to accept the application as deposited but wishes to add the subject matter in 
the omitted item (e.g., a missing page or figure) by relying on an incorporation by reference under 37 CFR 1.57 or 
other portions of the original disclosure, applicant is required to sub·mit one or more of the following items without 
adding any new matter (see 35 U.S.C. 132(a)): 

1. To add the subject matter in a missing page of specification, 
a) a substitute specification excluding claims and 
b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR 

1.121(b)(3) and 1.125; 
2. To add a missing figure of the drawings, new and replacement drawing sheets in compliance with 37 CFR 

1.121(d); 
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3. To add the subject matter in a missing page of the claim listing, a complete claim listing in compliance with 37 
CFR 1.121 (c) (e.g., a claim in the missing page should be submitted as a new claim); 

4. To add the subject matter in a missing or unreadable compact disc, 
a) a replacement compact disc and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e); 

and · 
b) a statement that the replacement compact disc contains no new matter in compliance with 37 CFR 

1.52(e)(4); and, 
5. To add the subject matter in a missing or unreadable file submitted on a compact disc, 

a) a replacement compact disc that contains all of the files listed in the specification including the missing or 
unreadable file and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e); and 

b}"a statement that the replacement compact disc contains no new matter in compliance with 37 CFR 
1.52(e)(4). · 

If applicant is relying on an incorporation by reference under 37 CFR 1.57 to add the omitted subject matter, then 
applicant must also comply with the requirements of 37 CFR 1.57. 

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to 
exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required 
application size fee. 

The applicant needs to satisfy supplemental fees problems indicated below. 

The required item(s) identified below must be timely submitted to avoid abandonment: 

• Additional claim fees of $1196 as a small entity, including any required multiple dependent claim fee, are 
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are 
due. 

• To avoid abandonment, a surcharge (for late submission of filing fee; search fee, examination fee or oath or 
declaration) as set forth in 37 CFR 1.16(f) of $65 for a small entity in compliance with 37 CFR 1.27, must be 
submitted with the missing items identified in this notice. 

SUMMARY OF FEES DUE: 

Total additional fee(s) required for this application is $1806 for a small entity 
• $165 Statutory basic filing fee. 
• $65 Surcharge. 
• The application search fee has not been paid. Applicant must submit $270 to complete the search fee. 
• The application examination fee has not been paid. Applicant must submit $110 to complete the examination 
fee for a small entity in compliance with 37 CFR 1.27. 

• Total additional claim fee(s) for this application is $1196 
• $1196 for 46 total claims over 20. 
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Replies should be mailed to: 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web. 
https://sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html 

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or 
visit our website at http://www.uspto.gov/ebc. 

If you are not using EFS-Web to submit your reply, you must include a copy of this notice. 

/ldvan/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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APPLICATION 
NUMBER 

12/807,641 

FILING or 
37l(c)DATE 

09/10/2010 

Loudermilk & Associates 
Suite B 
10950 N. Blaney Avenue 
Cupertino, CA 95014 

GRPART 

UNIT 

2439 
FIL FEE REC'D 

0.00 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

802-00lC 66 2 
CONFIRMATION NO. 3474 

FILING RECEIPT 

111111111111111111111111]~!1]!~1!~1!~1!~!~!11~ ~II 111111111111111 IIII IIII 

Date Mailed: 10/20/2010 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
Andrew K. Krumel, San Jose, CA; 

Power of Attorney: None 

Domestic Priority data as claimed by applicant 
This application is a CON of 11/374,465 03/13/2006 
which is a CON of 09/611,775 07/07/2000 PAT 7,013,482 

Foreign Applications 

If Required, Foreign Filing License Granted: 10/15/2010 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 

is US 12/807,641 

Projected Publication Date: To Be Determined - pending completion of Missing Parts 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 

page 1 of 3 

Ex.1002 
CISCO SYSTEMS, INC. / Page 190 of 256



Title 

Real time firewall/data protection systems and methods 

Preliminary Class 

726 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

GRANTED 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 
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Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION NUMBER FILING OR 3 71 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

12/807,641 09/10/2010 Andrew K. Krumel 802-00lC 
CONFIRMATION NO. 3474 

FORMALITIES LETTER Loudermilk & Associates 
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Date Mailed: 10/20/2010 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

Items Required To Avoid Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by 
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

• The statutory basic filing fee is missing. 
Applicant must submit $165 to complete the basic filing fee for a small entity. 

• The oath or declaration is unsigned. 

The following item(s) appear to have been omitted from the application: 

• Figure(s) 5 described in the specification. 

Applicant must reply to this notice within the time period set forth in this notice to avoid abandonment of 
this application. Applicant must select one of the three following options and the reply must comply with the 
requirements set forth in the selected option and any other requirements set forth in this notice. The reply should 
also indicate which option applicant has selected. 

I. Petition for date of deposit: Should applicant contend that the above-noted omitted item(s) was in fact 
deposited in the U.S. Patent and Trademark Office (USPTO) with the nonprovisional application papers, a copy of 
this Notice and a petition (and $400.00 petition fee (37 CFR 1.17(f))) with evidence of such deposit must be filed 
within TWO MONTHS of the date of this Notice. The petition fee will be refunded if it is determined that the item(s) 
was received by the USPTO. THIS TWO MONTH PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b). 

II. Petition for later filing date: Should applicant desire to supply the omitted item(s) and accept the date that 
such omitted item(s) was filed in the USPTO as the filing date of the above-identified application, a copy of 
this Notice, the omitted item(s) (with a supplemental oath or declaration in compliance with 37 CFR 1.63 and 
1.64 referring to such items), and a petition under 37 CFR 1.182 (with the $400.00 petition fee (37 CFR 1.17(f)) 
requesting the later filing date must be filed within TWO MONTHS of the date of this Notice. THIS TWO MONTH 
PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b). 
Applicant is advised that generally the filing fee required for an application is the filing fee in effect on the filing 
date accorded the application and that payment of the requisite basic filing fee on a date later than the filing date 

page 1 of 4 

Ex.1002 
CISCO SYSTEMS, INC. / Page 193 of 256



of the application requires payment of a surcharge (37 CFR 1.16(f)). To avoid processing delays and payment 
of a surcharge, applicant should submit any balance due for the requisite filing fee based on the later filing date 
being requested when submitting the omitted item(s) and the petition (and petition fee) requesting the later filing 
date. 

Ill. Acceptance of application as deposited: Applicant may accept the application as deposited in the USPTO 
by filing an appropriate amendment as set forth in either (A) or (B) below within TWO MONTHS of the date of this 
Notice. THIS TWO MONTH PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b). The application will 
maintain a filing date as of the date of deposit of the application papers in the USPTO, and original application 
papers (i.e., the original disclosure of the invention) will include only those application papers present in the 
USPTO on the date of deposit. A petition is not required for this option. 
(A) If applicant wants to accept the application as deposited without adding the subject matter that was in the 
omitted item (e.g., a missing page or figure), applicant is required to submit one or more of the following items 
without adding any new matter (see 35 U.S.C. 132(a)): 

1. For a missing page of the specification, 
a) a substitute specification including claims that amends the specification to renumber the pages 

consecutively and cancels any incomplete sentences, and 
b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR 

1.121(b)(3) and 1.125; 
2. For a missing figure of the drawings, 

a) replacement drawing sheets in compliance with 37 CFR 1.121 (d) to renumber the drawing figures 
consecutively (if necessary), 

b) a substitute specification excluding claims that amends the specification to cancel any references to any 
omitted drawing(s) and corrects the references in the specification to the drawing figures to correspond 
with any relabeled drawing figures, and 

c) a statement that the substitute specification includes no new matter, in compliance with 37 CFR 
1.121(b)(3) and 1.125; 

3. For a missing page of the claim listing only, a replacement claim listing with the claims renumbered 
consecutively or, if amendment to the claims is also necessary, then a complete claim listing in compliance 
with37CFR 1.121(c); 

4. For a missing or unreadable compact disc, 
a) a substitute specification (excluding the claims) deleting the reference to the compact disc and the files 

contained on the compact disc, and 
b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR 

1.121(b)(3) and 1.125; and 
5. For a missing or unreadable file submitted on a compact disc, 

a) a substitute specification (excluding the claims) deleting the reference to the missing or unreadable file, 
and a statement that the substitute specification includes no new matter, in compliance with 37 CFR 
1.121(b)(3) and 1.125; and 

b) a replacement transmittal letter listing all of the files except the missing or unreadable file in compliance 
with 37 CFR 1.52(e)(3)(ii). 

(B) Alternatively, if applicant wants to accept the application as deposited but wishes to add the subject matter in 
the omitted item (e.g., a missing page or figure) by relying on an incorporation by reference under 37 CFR 1.57 or 
other portions of the original disclosure, applicant is required to submit one or more of the following items without 
adding any new matter (see 35 U.S.C. 132(a)): 

1. To add the subject matter in a missing page of specification, 
a) a substitute specification excluding claims and 
b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR 

1.121(b)(3) and 1.125; 
2. To add a missing figure of the drawings, new and replacement drawing sheets in compliance with 37 CFR 

1 .121 ( d); 
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3. To add the subject matter in a missing page of the claim listing, a complete claim listing in compliance with 37 
CFR 1.121 (c) (e.g., a claim in the missing page should be submitted as a new claim); 

4. To add the subject matter in a missing or unreadable compact disc, 
a) a replacement compact disc and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e); 

and 
b) a statement that the replacement compact disc contains no new matter in compliance with 37 CFR 

1.52(e)(4); and, 
5. To add the subject matter in a missing or unreadable file submitted on a compact disc, 

a) a replacement compact disc that contains all of the files listed in the specification including the missing or 
unreadable file and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e); and 

b) a statement that the replacement compact disc contains no new matter in compliance with 37 CFR 
1.52(e)(4). 

If applicant is relying on an incorporation by reference under 37 CFR 1.57 to add the omitted subject matter, then 
applicant must also comply with the requirements of 37 CFR 1.57. 

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to 
exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required 
application size fee. 

The applicant needs to satisfy supplemental fees problems indicated below. 

The required item(s) identified below must be timely submitted to avoid abandonment: 

• Additional claim fees of $1196 as a small entity, including any required multiple dependent claim fee, are 
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are 
due. 

• To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or 
declaration) as set forth in 37 CFR 1.16(f) of $65 for a small entity in compliance with 37 CFR 1.27, must be 
submitted with the missing items identified in this notice. 

SUMMARY OF FEES DUE: 

Total additional fee(s) required for this application is $1806 for a small entity 
• $165 Statutory basic filing fee. 
• $65 Surcharge. 
• The application search fee has not been paid. Applicant must submit $270 to complete the search fee. 
• The application examination fee has not been paid. Applicant must submit $110 to complete the examination 

fee for a small entity in compliance with 37 CFR 1.27. 
• Total additional claim fee(s) for this application is $1196 

• $1196 for 46 total claims over 20. 
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Replies should be mailed to: 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web. 
https ://sportal. uspto .gov/authenticate/ AuthenticateUserlocal EP F. htm I 

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or 
visit our website at http://www.uspto.gov/ebc. 

If you are not using EFS-Web to submit your reply, you must include a copy of this notice. 

/ldvan/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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UTILITY 
PATENT APPLICATION 

TRANSMITTAL 
(Only for new nonprovisional applications under 37 CFR 1.53(b)) 

APPLICATION ELEMENTS 
See MPEP chapter 600 concerning utility patent application contents. 

1. D Fee Transmittal Form (e.g., PTO/SB/17) 

2. ~ Applicant claims small entity status. 
See 37 CFR 1.27. ~D 

3. 9'1 Specification [Total Pages ____ _ 
Both the claims and abstract must start on a new pge 
(For information on the preferred arrangement, see MPEP 608.01/a~Jj_ 

4. ~· Drawing(s) (35 U.S.C. 113) [Total Sheets __ L_..,.'F--

5. Oath or Declaration [Total Sheets __ _ 
a. D Newly executed (original or copy) 
b. 1$.J A copy from a prior application (37 CFR 1.63(d)) 

_jf_or continuation/divisional with Box 18 completed) 
i. LJ DELETION OF INVENTOR/Sl 

Signed statement attached deleting inventor(s) 
name in the prior application, see 37 CFR 
1.63(d)(2) and 1.33(b). 

6. D Application Data Sheet See 37 CFR 1.76 

7. D CD-ROM or CD-R in duplicate, large table or 
Gw:Qputer Program (Appendix) 
LJ Landscape Table on CD 

8. Nucleotide and/or Amino Acid Sequence Submission 
(if apeJ!E.8ble, items a. - c. are required) 
a. LJ Computer Readable Form (CRF) 
b. Specification Sequence Listing on: 

i.D 
ii.O 

CD-ROM or CD-R (2 copies); or 
Paper 

c. D Statements verifying identity of above copies 

Attorney Docket No. 

First Inventor 

Express Mail Label No. 

ADDRESS TO: 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

ACCOMPANYING APPLICATION PARTS 

9. D Assignment Papers (cover sheet & document(s)) 

Name of Assignee ____________ _ 

10. 0 37 CFR 3.73(b) Statement 
(when there is an assignee) 

• Power of 
Attorney 

11. D English Translation Document (if applicable) 

12. D lnfo~tion Disclosure Statement (PTO/SB/08 or PTO-1449) 
LJ Copies of citations attached 

13. D Preliminary Amendment 

14. D Return Receipt Postcard (MPEP 503) 
(Should be specifically itemized) 

15. D Certified Copy of Priority Document(s) 
(if foreign priority is claimed) 

16. D Nonpublicatlon Request under 35 U.S.C. 122{b)(2)(B)(i). 
Applicant must attach form PTO/SB/35 or equivalent. 

17. D Other: _______________ _ 

18. If a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in the first sentence of the 
specification following the title, or in an Application Data Sheet under 37 CFR 1. 76: 

(:s;t Continuation . _ .._ p Divisional D Continuation-in-part (CIP) of prior application No.: / //3 .. ?-!j/~f '5 
~~'1't1it!-0

rma of!t'MJ r Examiner -s, U[TtJ.SI<{ ArlUnit:_~?--4 .... · .... 3._q...._ ____ _ 
19. CORRESPONDENCE ADDRESS 

D The address associated with Customer Number: OR D Correspondence address below 

" Name 

Address 

City 

Country 

Signature 

Name 
Print/T e 

This collection of information is required by 37 CFR 1.53(b). The information is required to obtain or retain a benefrt by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to 
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upen the individual case. Any 
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, 
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED 
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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Attorney Docket No.: 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re Application of: 

Serial No.: 11/374,465 

Filed: March 13, 2006 

Krurnel ) 
) 
) 
) 
) 
) 

For: Network Data Transfer Systems and ) 
Methods ) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

) 
) 

Examiner: Simitoski, Michael J 

Group Art Unit: 2439 

cofY 

802-001B 

PETITION AND FEE FOR EXTENSION OF TIME UNDER 37 C.F.R. 1.136la) 

Dear Commissioner, 

Applicant hereby petitions for a three-month extension of time in order to respond to the 

office action mailed March 10, 2010. Please charge Deposit Account No. 50-0251 in the amount 

of $555.00 for the extension fee. A continuation application is being filed under separate cover 

on even date herewith. 

Please charge any additional fees due, or credit any overpayment, to Deposit Account 

No. 50-0251. 

September l 0, 20 I 0 
Loudermilk & Associates 
P.O. Box 3607 
Los Altos, CA 94024-0607 
408-868-1516 

Respectfully submitted 

Alan R. Loudermilk 
Registration No. 32,788 
Attorney for Applicant(s) 

caPY 

I hereby cenify that the foregoing is being faxed via 571-273-8300 to the Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313· 
1450, on the date indicated above. 

1 Co?( 
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e, 
Attorney Docket No.: 802-001 

DECLARATION AND PO\VER OF ATTORl'iEY 

\s a hdoll' 11.1mcd inventor. I hcrchy Jci.:lan: that: 

INVENTOR ANO SPECIFICATION IOENTIFICA TION 

\ily rcsi1.h.:m;c:. post ot'lh::.: adc.lrcss and ..:i1iicnship arc as stated hclow nc:-:1 to my namc. I hdicvc that I .un 
the ,1riginal. tirst anJ solo;; invcntor li/,111/_1· ,me 111.11111! :s :i.,·tt!d he/011·1 ,1r an nrig,inal. lirst anJ joint im cntor 111 
.··•lurui names ,m.! /isti!d he/ow, .,f thc ~uhjcct m:.mc:· 11 hid, is ..:!aimcJ anJ for 1\ hi..:h a rat1.::,t is :;11ught ,in th.; 
ill\ ..:nti11n ..:ntitkd: 

REAL TIME FIREWALL/DATA PROTECTION SYSTE:\'IS A~D :\tlETHO0S 

the ,pe..:i1icati1111 ,1f which: 

is anadicd hcrcto. 

1,as tih:d 0n _____ as .\ppli..:~tion Scrial '.'J,1. ______ _ 

:.md w-15 amcndc:d ,in __ I ,.i ,1pr,ii<::.1bitt 1. 

\\..IS Jcs1.:rihcd anu d..iimcd in PCT 11111.:rn:nional .\pplicatinn \io. _______ tib.l ,m 
________ and amcndcu undc~ 1><:T .-\rtidc 19 ,m 1ifc111_v1. 

REVIEW OF PAPERS ANO ACKNOWLEDGMENT OF DUTY OF CANDOR 

I hc:n:by state that I have reviewed and undcrstand thc: contents of the: above idcntitied specitic:1tion. 
including, the: daims. as amcnded by any :lmcndmc::11 reti::rred 10 above:. 

I Jo not know anJ Jo not bdh::ve that the in, eniion daimcd in the above-identitied spc:citkation was<!'. c:r 
known 0r used in the United Statc:s 0f America b,dore my or our invention thereof. or patcnted or described in 
any primed publication in any country before my or our invcntion thcreof or more than onc year prior to this 
application. and that the same was not in public use: or on sale in the: ·cnitcd States of ,\merica more than ,ine 
yc:ar prior to this application. 

I acknowledge the du1y to disclose 10 the Patcnt and Trademark Office information which I know is 
matcrial cu the patentability of this application in accordance with Title: 37. C,ide of Fcdc:ral Regulations. * I .5t;. 

FOREIG;"II .-\PPLIC..\ TIONS .-\ND PRIORITY CLAIM 

The invc:ntion daimcd in the: abovc.Jescribcd specitication has not bc:en patented or made the suhject l)f 
an invcntor's Cl!rtitic:ue issued bcforc the: date: of this application in any country foreign to the United Statcs ,if 
Amc:rica on an application tilcd by me: or my legal representatives or assigns more: than twelvc months prior tu 
this application. I hereby claim foreign priority benetits under Title 35. United States Code. § I 19 of any 
foreign application(s) for pntcnt or inventor's certitic:ue or of any PCT international applic::uionlSJ designating 
a1 least one: country othcr than the: United S1:1tes of Amcrica listed below and have also identiticd bclow any. 
foreign application( s l for pntent or inventor's certificate: or any PCT international applic:uion( s l designating at 
ic:ast . 

L,1udennilk & . .\ssociates " I 0950 North Blancy Avenue Suite B o Cupertino. California ')501-' 
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• • 
,inc cPuniry 1Hhl!r than the Unitl!U States 0r' :-\ml!rica riku hy ml! ,,n thl! saml! suhjl!ct mau..:r having a riling Jat..: 
hcforl! that ,,r the application! s) of which priority is ..:laimeu. 

(OliNTRY APPLIC:\ rtON Nl.'MBCR 0.-\ fE OF FILIN<i 
1Ja~·. mmllh. year, 

PRIORITY L'L.\L\11:D 
1,'NDER .3i l.'S( I 1'1 

Y..:s \,, 

Y..:s 's,, 

Y·.:S , •• 

DOMESTIC PRIORITY _CLAIM 

I h..:rch~ ..:!aim th..: h..:nctit unucr fitlc 35. Lnit..:J :-itatcs C,11.ic. ~ I :o ,1t';.1n~ l.nitd Stat..:~ patc:11 
appl icati11n1 s I I istcJ bdow and. insu far JS chis application Jisd,,s.:s ,,r daims .,ubjcct maltc!r in auditi,,n 111 that 
Jisd,,sct.l in th..: bt::low listed priority applic:uions. I :.icknowlcdgo:: th..: Jut~ to Jisdusc tu tht:: Patc!nt anti 
rraJc:nark Ofticc all intonnation known by me 10 b..: material 10 patt::mability as Jt::tineJ in Tick 37. Cude! ,11· 

Ft!der.11 Rcgulations. * 1.56 which b..:cam..: ;,ivailabit: bctwct!n tht! riling Jatcl s I vr' the:: bdow-lisced prior 
:.ipplii.:a1i11n1 s) anu tht: national ,,r PCT intcmational tiling Jaci: ,,( this application. 

,:\l'l'LI~·., rION SERl,\L :>10. i 1 FILING DA TE1 ,ST.\fl.'S I':\ fENTED. l'F.NDING . .-\13,\NDONEDI 

,APl'LIC.\ rtON SERIAL NO I I FILING DA TEl 1STATL'S P.\ TEc'ITED. J>E:-,JDING .. \BANDONEDl 

POWER OF ATTORNEY 

I h..:reby appoint Alan R. Loudc:nnilk I Rc:g. :'Jo. J:. 788). who is registered to practii.:i: bdore tht! P:llc:nt 
and Trau..:mark Office. as my :momey with full powt:r of subscitution and re~'ocation. 10 prost:cute chis 
application. to make alterations or amendmt:nts therein. to .reci:ivt: cht: patenc and transact all busint:ss in thi: 
Patc:nt :.ind Trademark Office conm:cted therewith. 

All CORRESPONDENCE should be addressc:d to: 

Loudennilk & .-\ssociates 
I 0950 N. Blaney .-\ venut: Suite B 

Cup..:rtino. C.-\ 95014 

All TELEPHONE INQUIRIES may be directed to Alan R. Louut:rmilk at 1-rnx, 3-C-1 ~co. 

(Declaration and P'.lwer of ~ttomey • Page 2 'lf J) 
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• --· 
I hcrchy Jcclarc I have read this Dcdar.i.tiun. mJ that all statements made herein of my 11wn kn1m ledge 

Jrc true and that all statements made on information and bdh.:f arc bdieveJ to be true: and further that thcsc 
~tatcments wcrc made with tht: knowh:tlgi: that willful falsc statemcnts and the like so made arc r,unishahlc b~ 
line 11r imprisonment. ur both. untlcr Sccthm HJCII ,,rTitlc IX ,if the l.'nitctl Statcs C,,dc. anu that such" illful 
false st:llcmcnts may ji:opardizc thc validit~ ,if the Jpplication ,ir :my patent issued thcr1:on. 

HANO PRINT OA TE BEFORE SIGNING 

Full name of sole or 

first joint inventor _.....:....A;.:.N..:..:D::.:..R:.:E:..W:..:...:....;K""' • ..:..K;:.:.R..:.U::.:.:M.:..:E:;L.,_ _________ _ Citizenship __ L! ~ 
, . ..;_ 

inventor's signature __ ..,\ __ ,_;;..\ ·_··..:..·,._. -"--"--- ___ _ Date 

Residence ____ 3:::.6:::."':::..,5:::;..;.P...:1.:::e-=ac.::s-=ac;,,;n:.:.t..:..K.:..:.n.:.:o::..:;ll'-'D::..;.;ri..:.v.:.e ..... -=S.:::a.:.:n...::J:.:O:.:S:.:e:.:. . ...::C::.:cA..:,_9:::.-:::.r::..:..i 4..:..8~-----------

i:)ost Office Address 3635 Pleasant Knoll Drive. San Jose. CA 95 148 

Full name of second 

101nt inventor •. .. .•• ·---··---·· 

:nventor's signature ____ _ 

Residence 

?ost Office Address ____ _ 

Full name of third 
,oint inventor ______________ _ 

Inventor's signature 

Cittzensnio 

Date 

---------------·- ~---·- -· 

Citizenship . _ 

Date 

Res1aence ----------------·---------------------

f'ost Office Address ----------------------------------

Full name of fou11h 
joint inventor __________________ _ Citizenship ____________ _ 

Inventor's signature -------------·-----­

Residence 

Date ____________ _ 

f'ost Office Address -----------------------------------

F'ull name of fifth 

Joint inventor ---------------·----
Citizenship ____________ _ 

Inventor's signature _________________ _ Date ____ _ 

Residence ------------------------------"' --- ---
f'ost Office Address ____________ _ 

__ If this line is checked. the signature page is continued on the attacned Addendum 

(Declaration and Power of Attomey - Page 3 of 3) 
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REAL TIME FIREWALL/DATA PROTECTION SYSTEMS AND METHODS 

This application is a continuation of U.S. App. Ser. 11/374,465, filed March 13, 2006, which is a 

continuation of U.S. App. Ser. No. 09/611,775, filed July 7, 2000, now U.S. Patent No. 

7,013,482. 

5 Field of the Invention 

The present invention relates to computer security and data protection systems and 

methods, and more particularly to firewall and data protection systems and methods for filtering 

packets, such as from the Internet, in real time and without packet buffering. 

l O Background of the Invention 

The use of the Internet has exploded in recent years. Small and large companies as well as 

individual users are spending more time with their computers connected to the Internet. With the 

advent of Internet technologies, such as cable modems, digital subscriber lines, and other 

"broadband" access devices, users are connecting their computers to the Internet for extended 

15 periods of time. 

Such extended or "persistent" connection to the Internet brings many advantages to users 

in immediate access to the content on the Internet through the use of email, search engines, and 

the like. Unfortunately, however, persistent access to the Internet exposes connected computers 

to potential security threats, where intruders and "hackers" may compromise proprietary systems, 

20 engage in information theft, or take control of the connected computers remotely. With more 

sophisticated tools at their disposal, hackers pose security and privacy risks to systems with 

persistent access to the Internet. Such security risks are even present for computers connected to 

the Internet for limited periods of time (such as through dial-up, modem connections), though to 

a lesser degree than the extended access computers. 

25 There are currently many different types of firewall systems available on the market, 

including proxy servers, application gateways, stateful inspection firewalls, and packet filtering 

firewalls, each of which provides a variety of strategies and services for data protection. 

Conventional packet filters typically are computers, routers, or ASICs based on general purpose 

CPUs. They perform their filtering duties by receiving a packet, buffering the data until a 

30 determination can be made, and forwarding the packet as applicable for the particular system. For 

example, a dual-homed, Linux-based filter with two network cards might receive a packet 
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completely, evaluate whether it meets specific criteria, and transmit the packet on the other 

network card. In another example, a router designed for switch mode routing might begin 

buffering a packet until a decision is made, then forward the packet on the applicable interface 

while still receiving the packet. With most packet filters, software is used and data is buffered. 

Sophisticated computer users working for medium- to large-sized companies have a 

variety of relatively expensive protection devices and tools at their disposal. Such devices and 

tools typically screen data packets received from the Internet with sophisticated software-based 

filtering techniques. Using relatively complex tools for software analysis, each packet is stored in 

a buffer and examined sequentially with software-based rules, which results in each packet being 

10 either accepted (and passed to the computer) or rejected (and disposed of by the software). This 

15 

software often requires substantial computer knowledge and experience. Users of such devices 

and tools typically have an expertise in network administration or a similar field, so they can 

configure, optimize, and even build the complex filtering and security options provided by the 

software. 

While such devices and tools can be quite effective in providing "firewall" protection for 

sophisticated users of large office systems, they pose several barriers to unsophisticated users of 

small office and home systems in the growing SOHO market. Current large office systems are 

expensive, difficult to set up, and require technical skills. What is needed for SOHO systems is a 

relatively inexpensive, uncomplicated, "plug and play" type of Internet protection system that can 

20 be easily connected and configured by relatively unsophisticated users. 

Summary of the Invention 

In accordance with the present invention, devices, methods and systems are provided for 

the filtering oflnternet data packets in real time and without packet buffering. A stateful packet 

25 filtering hub is provided in accordance with preferred embodiments of the present invention. The 

present invention also could be implemented as part of a switch or incorporated into a router. 

A packet filter is a device that examines network packet headers and related information, 

and determines whether the packet is allowed into or out of a network. A stateful packet filter, 

however, extends this concept to include packet data and previous network activity in order to 

30 make more intelligent decisions about whether a packet should be allowed into or out of the 

network. An Ethernet hub is a network device that links multiple network segments together at 

2 
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the medium level (the medium level is just above the physical level, which connects to the 

network cable), but typically provides no capability for packet-type filtering. As is known, when 

a hub receives an Ethernet packet on one connection, it forwards the packet to all other links with 

minimal delay and is accordingly not suitable as a point for making filtering-type decisions. This 

5 minimum delay is important since Ethernet networks only work correctly if packets travel 

between hosts (computers) in a certain amount of time. 

In accordance with the present invention, as the data of a packet comes in from one link 

(port), the packet's electrical signal is reshaped and then transmitted down other links. During 

this process, however, a filtering decision is made between the time the first bit is received on the 

1 0 incoming port and the time the last bit is transmitted on the outgoing links. During this short 

interval, a substantial number of filtering rules or checks are performed, resulting in a 

determination as to whether the packet should or should not be invalidated by the time that the 

last bit is transmitted. To execute this task, the present invention performs multiple filtering 

decisions simultaneously: data is received; data is transmitted; and filtering rules are examined in 

15 parallel and in real time. For example, on a 100 Mbit/sec Ethernet network, 4 bits are transmitted 

every 40 nano seconds (at a clock speed of 25 MHz). The present invention makes a filtering 

decision by performing the rules evaluations simultaneously at the hardware level, preferably 

with a programmable logic device. 

The present invention may employ a variety of networking devices in order to be 

20 practical, reliable and efficient. In addition, preferred embodiments of the present invention may 

include constituent elements of a stateful packet filtering hub, such as microprocessors, 

controllers, and integrated circuits, in order to perform the real time, packet-filtering, without 

requiring buffering as with conventional techniques. The present invention preferably is reset, 

enabled, disabled, configured and/or reconfigured with relatively simple toggles or oth_er physical 

25 switches, thereby removing the requirement for a user to be'trained in sophisticated computer and 

network configuration. In accordance with preferred embodiments of the present invention, the 

system may be controlled and/or configured with simple switch activation(s). 

Accordingly, one object of the present invention is to simplify the configuration 

requirements and filtering tasks of Internet firewall and data protection systems. 

3 
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Another object is to provide a device, method and system for Internet firewall and data 

protection that does not require the use of CPU-based systems, operating systems, device drivers, 

or memory bus architecture to buffer packets and sequentially carry out the filtering tasks. 

A further object of the present invention is to perform the filtering tasks oflnternet 

5 firewall protection through the use of hardware components. 

Another object is to utilize programmable logic for filtering tasks. 

Still another object is to provide a device, method, and system to carry out bitstream 

filtering tasks in real time. 

Yet another object is to perform parallel filtering, where packet data reception, filtering, 

10 and transmission are conducted simultaneously. 

15 

20 

A further object of the present invention is to perform the filtering tasks relatively faster 

than current state-of-the-art, software-based firewall/data protection systems. 

Another object is to provide a device, method and system for firewall protection without 

the use of a buff er or temporary storage area for packet data. 

Still another object of the present invention is to design a device, method and system that 

does not require software networking configurations in order to be operational. 

A further object of the present invention is to provide a device, method and system for 

Internet firewall and data security protection that supports partitioning a network between client 

and server systems. 

It is a yet another object of the present invention to provide a device, method and system 

for Internet firewall and data protection that supports multiple networking ports. 

Another object is to maintain stateful filtering support for standard data transmission 

protocols on a per port basis. 

Still another object of is to configure network functionality using predefined toggles or 

25 other types of physical switches. 

A further object of the present invention is to conduct packet filtering without requiring a 

MAC address or IP address to perform packet filtering. 

Yet another object of the present invention is to facilitate the shortest time to carry out 

bitstream filtering tasks. 

4 
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Finally, it is another object of the present invention to be able to perform filtering rules 

out of order and without the current state-of-the-art convention of prioritizing the filtering rules 

serially. 

Brief Description of the Drawings 

The present invention may be more fully understood by a description of certain preferred 

embodiments in conjunction with the attached drawings in which: 

FIGS. IA and 1B are application level diagrams illustrating exemplary data protection 

systems in accordance with the present invention; 

l 0 FIG. 2 is a flow diagram illustrating the components and operations of a preferred 

embodiment of the present invention; 

FIG. 3 is a flow chart illustrating the basic functions of a repeater core and four filter 

levels in accordance with preferred embodiments of the present invention; 

FIG. 4 is a diagram illustrating filtering functions of Level 2 filters in relation to the flow 

15 of packet data from internal and external networks in accordance with preferred embodiments of 

the present invention; 

FIG. 5 is a flow chart illustrating packet filtering functions of Level 3 filters in 

accordance with preferred embodiments of the present invention; 

FIG. 6 illustrates the rules by which TCP and UDP packets are evaluated in parallel in 

20 accordance with preferred embodiments of the present invention; 

FIG. 7 is a diagram illustrating parallel rule evaluation for TCP and UDP packets in 

accordance with preferred embodiments of the present invention; 

FIG. 8 is a flow chart illustrating packet filtering functions of Level 4 filters in 

accordance with preferred embodiments of the present invention; 

25 FIG. 9 is a block diagram of the hardware components of a preferred embodiment of the 

present invention; 

FIG. 10 is an illustration of an exemplary design of an external case in accordance with 

preferred embodiments of the present invention; 

FIGS. 11 and 12 are flow diagrams illustrating SYN flood protection in accordance with 

30 preferred embodiments of the present invention; and 

5 
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FIG. 13 is a flow chart illustrating the process of "garbage collection" in flood lists in 

accordance with preferred embodiments of the present invention. 

Detailed Description of the Preferred Embodiments 

The present invention will be described in greater detail with reference to certain 

preferred and alternative embodiments. As described below, refinements and substitutions of the 

various embodiments are possible based on the principles and teachings herein. 

FIG. IA and FIG. 1B illustrate the physical positioning of a stateful packet filtering hub 

in accordance with the present invention in two exemplary network configurations. The packet 

10 filtering hub of the illustrated embodiments preferably serves as an Internet firewall/data 

protection system (hereafter "data protection system"). 

With reference to FIG. IA, in the illustrated embodiment data protection system 1 is 

coupled through a port to router 2 ( or cable modem or other preferably broadband, persistent 

network connection access device), which is linked through a broadband connection to other 

15 computer systems and networks, exemplified by Internet 8 and Internet Service Provider (ISP) 

10. Packets of data are transmitted from an ISP, such as ISP 10, via Internet 8 to router 2. The 

packets are transmitted to data protection system 1, which analyzes the packets in "real time" and 

without buffering of the packets, while at the same time beginning the process of transmitting the 

packet to the internal network(s) in compliance with the timing requirements imposed by the 

20 Ethernet or other network standards/protocols. If a packet of data satisfies the criteria of the 

rules-based filtering performed within data protection system 1, which is executed in a manner to 

be completed by the time the entire packet has been received by data protection system 1, then it 

is allowed to pass to hub 6 as a valid packet, which may then relay the cleared packet to 

computers 4a, 4b, 4c, etc. on the internal network. If a packet of data fails to meet the filtering 

25 criteria, then it is not allowed to pass as a valid packet and is 'junked." Junking is defined as 

changing bits or truncating data, depending on the type of link, in a manner such that the packet 

is corrupted or otherwise will be detected by the receiving computers as invalid or unacceptable, 

etc. Without the intermediate positioning of data protection system 1, the packets would be 

transmitted directly to unprotected hub 6, thereby exposing computers 4a, 4b and 4c to security 

30 risks. It should also be noted that hub 6 is optional in accordance with the present invention; in 

other embodiments, data protection system 1 may be directly connected to a single computer or 

6 
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may have multiple ports that connect to multiple computers. Similar filtering is performed on 

packets that are to be transmitted from computers 4a, 4b, and 4c to Internet 8. 

With reference to FIG 18, in this illustrated embodiment data protection system 1 is 

coupled via one port to DSL router 2 (again, the network access device is not limited to a DSL 

5 router, etc.), which provides the broadband connection to Internet 8. As with the embodiment of 

FIG. 1 A, data protection system 1 also is coupled to a number of computers 4a, 4b, etc., on the 

internal network, and serves to provide filtering for packets between computers 4a and 4b and 

Internet 8 in the manner described in connection with FIG. IA. In this embodiment, data 

protection system 1 is also connected via another port to hub 6, which serves as the main point of 

l 0 contact for incoming connections from the Internet for bastion hosts 5a and 5b, etc. In accordance 

with this embodiment, packets are transmitted to router 2 and then to data protection system 1. If 

the packets are approved by data protection system 1 (i.e., passing the filtering rules/checks 

performed with data protection system 1 while the packet is being received and transmitted), then 

the packets are allowed to pass as valid packets to computers 4a, 4b and hub 6. (The rules-based 

15 filtering process of preferred embodiments of the present invention will be described in more 

detail hereinafter.) Hub 6 may relay the packets to other internal host computers 5a, 5b, etc., on 

the local area network (LAN). These computers may include, for example, a Web and FTP server 

5a, or a streaming audio server 5b, etc. Thus, in accordance with the illustrated embodiment, 

packets that passed the filtering rules/checks are passed as valid packets to computers, such as 

20 protected internal host computer 4a, which as illustrated may be connected to printer 7. In this 

particular embodiment, a bastion port is provided that may be used to service more than one 

bastion host. In other embodiments, different network configurations may be utilized in 

accordance with the present invention. 

FIG. 2 illustrates the general components and operations of certain preferred 

25 embodiments of the present invention. Connection to external network 12 is made by physical 

interface 14. Physical interface ( or PHY) 14 preferably is implemented with commercially 

available, physical layer interface circuits, as are known in the art (such physical layer interface 

circuits may be off-the-shelf components, as specified in the Ethernet IEEE standard 802.3u.). At 

a minimum, the data protection system must contain two PHY interfaces, one for the Internet or 

30 other external network connection, and one ( or more) for the internal network. It should be noted 

that, in preferred embodiments, PHY controllers are utilized, which implicitly assumes Ethernet-
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type connections. In other embodiments in accordance with the present invention, other types of 

PHY interfaces and controllers are utilized for different networking standards. 

Repeater core 16 functions as an Ethernet repeater (as defined by the network protocols of 

the IEEE standard 802.3) and serves to receive packets from external PHY 14, reshape the 

5 electrical signals thereof, and transmit the packets to internal PHY 18, which is coupled to 

internal network 20. While the packet is being received, reshaped, and transmitted between 

PHY s 14 and 18, however, it is simultaneously being evaluated in parallel with filtering rules to 

determine if it should be allowed to pass as a valid packet ( as will be described in greater detail 

elsewhere herein). As with the discussion regarding the PHY interfaces and controllers, changes 

1 0 in networking standards may alter the components functionality (such as the characteristics of 

repeater core 16), but not the basic parallel, real time packet filtering in accordance with the 

present invention. (In an alternate embodiment, for example, the data protection system may use 

switch logic or router logic; in full duplex, the same principles apply.) 

The parallel filtering preferably consists of packet characteristics logic 22, packet type 

15 filters 26, and state rules filters 42. Packet characteristics logic 22 determines characteristics 

based on packet data (preferably in the form of 4-bit nibbles from PHY 14), whereas packet type 

filters 26 make filtering decisions generally based on packet type. State rules filters 42 perform 

rules- based filtering on several levels simultaneously. The results of filtering by packet type 

filters 26 and state rules filters 42 are combined by aggregator 24, which may be considered a 

20 type of logical operation of pass/fail signals ( described in greater detail elsewhere herein). In 

preferred embodiments, if any one or more of the performed filtering rules indicates that the 

packet should be failed ( or not allowed to pass as a valid packet), then the output of aggregator 

24 is a fail; otherwise, the packet is allowed and the output of aggregator 24 is a pass. Thus, as 

packet data is being received and transmitted from PHY 14 to PHY 18 via repeater core 16, it is 

25 being evaluated in parallel via packet type filters 26 and state rules filters 42 ( depending in part 

on packet characteristics determined by logic 22 from the data received from PHY 14). In 

accordance with the present invention, the results of filtering by packet type filters 26 and state 

rules filters 42 are provided to aggregator 24 by the time that the entire packet reaches repeater 

core 16, so that, based on the output of aggregator 24, the packet will either be allowed to pass as 

30 a valid packet or will be failed and junked as a suspect ( or otherwise invalidated) packet. 
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Packet characteristics logic 22 receives packet data from PHY 14 and examines the 

packet data to determine characteristics, such as the packet type, datagram boundaries, packet 

start, packet end, data offset counts, protocols, flags, and receiving port. The packet type may 

include, for example, what are known in the art as IP, TCP, UDP, ARP, ICMP, or IPX/SPX. 

5 Such packet characteristics data is provided to packet type filters 26. Packet type filters 26 

preferably make a decision about whether the packet should be passed or failed, with the result 

being transmitted to aggregator 24. In accordance with preferred embodiments, packet type filters 

26 do not require the use of what may be considered an extensible rules system. The filters of 

packet type filters 26 preferably are expressed as fixed state machines or may be expressed using 

10 more flexible rules syntax. What is important is that packet type filtering is performed by filters 

26 in the shortest time interval possible and in parallel with the packet data being received and 

transmitted to internal PHY 18, so that a pass/fail determination may be made prior to the time 

when the entire packet has been received by repeater core 16. 

State rules filters 42 receive packet characteristics data from logic 22 and, based on this 

15 data as well as cached/stored connection and communication state information, executes a 

plurality of rules under the control of rules controller 28, preferably using a plurality of rules 

engines 36-1 to 36-N, so that a desired set of filtering decisions are promptly made and a pass/fail 

determination occurs before the entire packet has been received by repeater core 16. State rules 

filters 42 preserve a cache of information 30 about past network activity (such as IP addresses for 

20 established connections, port utilization, and the like), which is used to maintain network 

connection state information about which hosts have been exchanging packets and what types of 

packets they have exchanged, etc. Rules controller 28 preferably accesses rules map table 32 

based on packet characteristics information, which returns rules dispatch information to rules 

controller 28. Thus, based on the connection state information stored in connection cache 30 and 

25 the characteristics of the packet being examined, rules controller 28 initiates filtering rules via a 

plurality of rules engines 36-1 to 36-N that simultaneously apply the desired set of filtering rules 

in parallel. (Preferably, N is determined by the number of rules that need to be performed in the 

available time and the speed of the particular logic that is used to implement state rules filters 

42.) 

30 As will be appreciated, while the packet pass/fail decision is being made in real time, and 

thus must be concluded by the time that the entire packet has been received, a large of number of 
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filtering rules must be performed quickly and in parallel. Preferably, rules controller 28 utilizes a 

plurality of rules engines 36-1 to 36-N, which logically apply specific rules retrieved from 

corresponding storage areas 40-1 to 40-N. Rules controller 28, based on the connection state and 

packet characteristics, determines which rules should be run based on which information. The 

5 rules to be run are then allocated by rules controller 28 to the available rules engines 36-1 to 36-

N. As each rules engine 36-1 to 36-N may be required to execute multiple rules in order to 

complete the filtering decision process in the required time, corresponding queues 34-1 to 34-N 

are preferably provided. Thus, rules controller 28 determines the list of rules that should be 

performed (again, depending on the stored connection state and packet characteristics data) and 

10 provides the list of rules (and accompanying information to carry out those rules)to the plurality 

of rules engines 36-1 to 36-N via queues 34-1 to 34-N. Rules engines 36-1 to 36-N, based on the 

information from the queues 34-1 to 34-N, look up specific rule information from storage areas 

40-1 to 40-N, carry out the rules, and preferably return the results to rules controller 28. As the 

rules are essentially conditional logic statements that notify the data protection system how to 

15 react to a particular set of logical inputs, it has been determined that providing a plurality of rules 

engines may enable the necessary decision making process to quickly provide the outcome of the 

rules-based filtering by the time the entire packet has been received. 

Still referring to FIG. 2, rules controller 28 preferably uses rules map table 32 to dispatch 

the rules to rules engines 36-1 and 36-N, so that a filtering decision may be reached in the 

20 optimal amount of time. In a preferred operation, each rules engine extracts a rule ID from its 

queue, looks up the rules definition in its own rules table 40-1 to 40-N, evaluates the rule, returns 

the result to rules controller 28, and looks for another rule ID in its queue 34-1 to 34-N. The 

results from packet type filter 26 and rules controller 28 are combined into one result via 

aggregator 24: pass or fail. If a decision is not reached before the end of the packet is transmitted, 

25 then in preferred embodiments the packet will be processed as an invalid packet and junked. 

It should be appreciated that the data protection system must make a filtering 

determination before the current packet is completely transmitted. Since the networking 

standards impose strict timing thresholds on the transit delay of packets, filtering is performed in 

real time, in parallel and without buffering the packet. (The transit delay threshold is the time it 

30 takes to get from the transmitting station to the receiving station.) Given that a filtering decision 

must be made in real time (before the last bit is received and forwarded to the applicable 
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interfaces), the filter rules are evaluated in parallel by rules engines that possess independent, 

direct access to the rules set collected in storage areas 40-1 and 40-N, which are preferably 

implemented as RAM tables. (In a preferred embodiment of the data protection system, the tables 

are implemented using on-chip, dual port RAM up to 4K in size. A programmable logic device, 

5 such as Xilinx Spartan II XC2Sl00, has 40K dual port synchronous block RAM. For example, an 

initial 110-bit segment of the rules controller RAM block may be a range table that delineates 

where each look up code begins and what the number of entries are.) Rules controller 28 

dispatches the rules to each rules engine by placing a rules ID entry in a queue. Because each 

rules engine is assigned its own queue, a pipeline is created allowing the rules engine to 

1 O continuously run and operate at maximum efficiency. 

To operate efficiently the rules engines must also be capable of evaluating rules in any 

order. In accordance with the preferred embodiments, each rule has a priority and the highest 

priority result is accepted. Therefore, the rules must be evaluated in any order yet still obtain the 

same result, as if the rules were being evaluated serially from highest to lowest priority. This 

15 operation is accomplished in preferred embodiments by rules map table 32, which notifies rules 

controller 28 which rule is assigned to which rules engine. Thus, this decision is statically 

determined by the rules set and the number of rules engines. It should be noted that the rule set in 

general is greater than the number of rules engines. 

FIG. 3 is a flow chart illustrating further aspects of preferred embodiments of the present 

20 invention. As previously described, preferred embodiments of the data protection system utilize 

programmable logic, or other suitable preferably hardware-based logic, to perform a large 

number of filter rules in parallel and at high speed. Such embodiments may be considered to 

provide an external interface, for instance, to the Internet, to external network 12, and one or 

more internal network interfaces, such as to internal network 20 and/or to bastion network 15 

25 (see, for example, FIGS. IA and 1B). As repeater core 16 (or the PHYs in FIG. 2) receives and 

transmits packet data, the packet is simultaneously subjected to a plurality of filtering rules. At 

step 44, the packet characteristics are determined (which, as previously described, may include 

protocol, addresses, ports, flags, etc.). The filtering rules are based on the packet characteristics, 

connection state information (depending upon the particular rules), and/or toggle or other 

30 physical switch state information. This filtering process may be represented by filtering steps 46, 
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48, 50 and 52, which, as depicted in FIG. 3, are performed at least in substantial part in parallel, 

and thus can make filtering decisions by the time the packet has been completely received. 

As illustrated, after the packets are transmitted to repeater core 16, their characteristics 

are analyzed at step 44. Data packets generally consist of several layers of protocols that combine 

5 to make a protocol stack. Preferably, each layer of the stack is decoded and the information is 

passed to various filter blocks, as exemplified in steps 46, 48, 50 and 52. In accordance with the 

present invention, this filtering process is executed in parallel and in real time. In other 

embodiments, a variety of filter blocks or rules-based filters may be employed, incorporating 

parallel execution, real time filtering, etc., as may be necessary to complete the filtering decision 

1 0 in the required time. 

Referring again to preferred embodiments illustrated in FIG. 3, Level 2 filters at step 46 

may examine information in the link layer header for all incoming packets and decide whether a 

packet should be junked based on the packet protocol. Level 3 filters at step 48 may examine 

information in the networking layer headers. (For the IP protocol, these headers would equate to 

15 the ARP, RARP, IP, ICMP, and IGMPprotocol headers.) While Level 2 filters preferably 

distinguish the packet type, Level 3 filters at step 48 and Level 4 filters at step 50 preferably 

distinguish IP datagram characteristics. Level 4 filters at step 50 preferably operate by examining 

IP, TCP and UDP headers along with data transmitted between the client and server processes, 

utilizing two techniques: stateful and non-stateful packet filtering. (Level 2, 3 and 4 filters are 

20 described in greater detail elsewhere herein.) Preferably a spoof check filter at step 52 detects 

whether the packet originated from an authorized IP address or not. To determine whether the 

packet should be allowed to pass as a valid packet, the filters must implement rules in parallel 

preferably based on programmable logic and register one of two values: pass or fail. After the 

values are registered, the outcome is collected in result aggregator 24, which logically combines 

25 the results to determine if the packet should be allowed to pass as a valid packet or should be 

denied as an invalid one. If the packet is passed, then repeater core 16 continues to send correct 

bits. If the packet is failed, then it is junked. 

In accordance with preferred embodiments of the present invention as illustrated in FIG. 

3, a spoof check is performed at step 52 on all packets entering a port. To prevent IP spoofing, 

30 the spoof check filtering of step 52 monitors IP addresses from the internal network and discards 

any incoming packets with IP source addresses that match internal IP addresses. A spoof check 
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ensures that a host on one network is not trying to impersonate a computer on another network, 

such as a computer on the Internet assuming the IP address of a computer connected to an 

internal port. In accordance with preferred embodiments, spoofed packets are always junked by 

the data protection system. In such embodiments, the data protection system performs this check 

5 by keeping track of the IP addresses of packets arriving on the internal and bastion ports. The 

source and destination addresses of each packet are checked against the known port addresses to 

ensure they are valid for the appropriate port. 

FIG. 3 also illustrates alarm controller 53, which preferably is coupled to result 

aggregator 24. Alarm controller 53, which could be a separate logic block or within the result 

10 aggregator, receives signals indicating when packets are being rejected, either directly from the 

logic performing the filtering or from result aggregator 24. As described in greater detail 

elsewhere herein, alarm controller 53 desirably is utilized to provide visual feedback of the 

system status or operation (such as whether the data protection system is under attack) via 

LED( s) 54 ( or other light source, LCD or other type of alphanumeric or graphic display, etc.). For 

15 instance, a LCD may provide an additional mechanism for entering security configurations, such 

as specific protocols to allow a reference clock. Alarm controller 53 also may be coupled to an 

audio feedback device, such as speaker 55, which similarly may be used to provide audio 

feedback of the system status or operation. For example, if a packet is rejected, a first visual 

indication may be provided via LED(s) 54 (e.g., yellow light); if packets are being rejected in a 

20 manner or at a rate that suggests an internal computer is under attack, then a second visual 

indication may be provided via LED(s) 54 (e.g., a red light). Similarly, first and second tones or 

other audible indicators (different tones, volumes, sequences, etc.) may be provided via speaker 

55 to indicate the detected condition). In preferred embodiments, such feedback, audio and/or 

visual, may maintain the alert state until reset by the user, such as by depressing a toggle. Thus, if 

25 the internal system has been determined to be under attack while the user is away, this fact will 

be made known to the user when the user returns and sees and/or hears the visual and/or audio 

feedback. It also should be noted that alarm controller 53 also may generate a UDP packet 

(indicated by the dashed line that is coupled to internal network 20) that informs the internal 

client computer of the attack or suspected attack, thereby providing an additional optional 

30 mechanism to inform the user of suspect activity. 
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FIG. 4 illustrates exemplary packet filtering functions of Level 2-type filtering in relation 

to the flow of packet data from internal and external networks. External PHY 12 receives packet 

electrical signals off the physical wire or other medium. Similarly, internal PHY s 18 and 58 

receive packet electrical signals from internal network 20 or bastion network 15, respectively. 

5 Packet data comes in from one of PHYs 12, 18 or 58 to PHY controller 56. PHY controller 56 in 

general receives incoming data from network PHYs 12, 18 or 58, detects collisions, indicates the 

start and end of packet data, and forwards the packet data to other appropriate components of the 

data protection system (such as described herein). From PHY controller 56, data from the packet 

being received, along with information indicating which PHYs are active (i.e., on which PHY a 

10 packet is being received and to which PHYs the packet is being transmitted, etc.), and the packet 

is reshaped and transmitted in real-time via block 60 (i.e., the packet is not received into a buffer, 

after which it is sequentially processed to determine if the packet should be allowed to pass, etc., 

as in conventional firewalls). In the case of a packet received from Internet 8, the packet is 

received by PHY controller 56 from external PHY 12, and reshaped and transmitted in real-time 

15 to the internal PHY 18 and/or bastion PHY 58. 

As will be appreciated, block 60 in essence performs the repeater functionality of passing 

the incoming data to the non-active PHY s after reformatting the preamble. Block 60 also 

preferably receives "junk" or "pass" signals from the filtering components and a collision 

detection signal from PHY controller 56. In preferred embodiments, a "jam" signal is propagated 

20 to each PHY upon detection of a collision. A packet is invalidated for all PHY s that belong to a 

network category that receives a "junk" signal. (For example, if the packet is invalidated for 

internal networks, then the packet is invalidated for all internal network ports.) Preferably, block 

60 also receives a single output signal from result aggregator 24 for each PHY category (i.e., 

internal or external). As will be explained in greater detail hereinafter, result aggregator 24 

25 generates the signals provided to block 60 depending on "junk" or "pass" signals from each filter 

component. 

In accordance with the present invention, the packet is also simultaneously routed through 

a plurality of filtering steps. In the exemplary illustration of Level 2 filters in FIG. 4, the packet 

type is determined at step 64. At step 64, the network packet is examined to determine the 

30 enclosed Level 3 datagram type, such as ARP, RARP, IP, or IPX. This information is used to 

perform Level 2 filtering and to decide how to deconstruct the enclosed datagram to perform 
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Level 3 filtering. If an unknown packet type is received from the external network, then the 

packet preferably is junked if filtering is enabled. Unknown packet types received from the 

internal network preferably are forwarded to other hosts on the internal network and may be 

forwarded to the bastion port but are not forwarded to the external network. 

5 If it is a known packet type, then it is routed through additional filtering steps based on 

particular packet protocols. In the illustrated embodiment, at step 66, if the packet is an Address 

Resolution Protocol (ARP) type packet, then it is passed. At step 68, if the packet is a Reverse 

Address Resolution Protocol (RARP) type packet and is from external PHY 12 and the op code 

is 3, then it is junked; otherwise, it is passed as indicated at step 70. As is known in the art, 

l O RARP generally is a protocol used by diskless workstations to determine their address; in 

accordance with preferred embodiments, RARP responses are the only RARP packets allowed to 

enter internal networks from external hosts. At step 72, if the packet is an Internet Protocol (IP) 

type packet, is from the external PHY and has been broadcast, then it is junked. (For example, 

broadcast packets from the external network preferably are not allowed; a broadcast packet is 

15 determined by examining the IP address or the physical layer address). Otherwise, the process 

proceeds to step 74. Step 74 preferably examines the IP header, which contains a protocol 

fragment where an application can place handling options. Certain options (such as the illustrated 

list) may be considered to provide internal, potentially sensitive network information, and thus 

packets that contain these options preferably are not allowed into the internal network. At step 

20 74, ifa handling option of 7, 68, 131, or 137 is present, then the packet is junked; if these options 

are not present, then the process proceeds to filter IP packet step 76 (exemplary details of step 76 

are explained in greater detail hereinafter). If the packet passes the filtering rules applied in filter 

IP packet step 76, then the packet is passed, as indicated by step 78. If the packet does not pass 

the filtering rules applied in filter IP packet step 76, then the packet is junked. 

25 As illustrated in FIG. 4, any signals indicating that the packet should be junked are 

provided to result aggregator 24, as indicated by line 73. The filtering results are thus routed to 

result aggregator 24, which records whether any of the packets were junked and thus invalidated. 

Result aggregator 24 provides one or more signals to the logic of block 60 at a time early enough 

so that a Frame Check Sequence (FCS) character may be altered to effectively invalidate the 

30 packet. Therefore, prior to complete forwarding of the packet, the filtering decision is made and 

the FCS character is either altered in order to ensure that it is corrupted, if the packet is to be 
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junked, or forwarded unchanged, if the packet is to be passed. In effect, a system in accordance 

with the present invention acts like a hub or repeater by receiving packet nibbles (2 or 4 bits at a 

time) on one interface wire and by broadcasting those nibbles on other interfaces. Thus, the data 

protection system cannot make a decision about a packet before forwarding the nibbles on the 

5 non-receiving interfaces since this may result in an inoperable Ethernet network. If the system is 

enabled to filter a packet, it must still transmit data while receiving data to ensure the Ethernet 

network functions correctly and efficiently. The data protection system filters packets by 

transmitting a nibble on the non-receiving interfaces for each collected nibble on the receiving 

interface, but ensures that the Ethernet packet PCS character is not correct if the packet is 

1 0 suspect. Thus, the sending station may perceive that it successfully transmitted the packet 

without collision, but in fact all receiving stations will discard the corrupted packet. It should be 

noted that, in alternative embodiments, in lieu of or in addition to the selective alteration of a 

PCS or checksum-type value, the data contents of the packet also may be selectively corrupted in 

order to invalidate packets. In such embodiments, the packet contents are selectively altered to 

15 corrupt the packet ( e.g., ensure that the checksum is not correct for the forwarded packet data or 

that the data is otherwise corrupted) if the packet did not pass the filtering rules. 

FIG. 4 also illustrates physical switch or toggle 62, the state of which can be used to 

enable or control packet filtering in accordance with the present invention. The state of 

switch/toggle 62 is coupled to the data protection system in a manner to enable or disable packet 

20 filtering. In the illustrated example, the state of switch/toggle 62 is coupled to the logic of block 

60; if, for example, packet filtering is disabled, then block 60 can receive and forward packets 

while disregarding the output of result aggregator 24 (alternatively, result aggregator 24 can be 

controlled to always indicate that the packet should not be invalidated, etc.). In other 

embodiments, the state of such a switch/toggle can control result aggregator 24 or all or part of 

25 the particular filtering steps. As will be appreciated in accordance with the present invention, the 

data protection system may be controlled and configured without requiring the implementation of 

complex software. The data protection system preferably utilizes toggle buttons or other physical 

switches to selectively enable various functions, such as Internet client applications, Internet 

server applications, and filtering features. The system, for example, also may contain a button for 

30 retrieving updated core logic or filtering rules from a data source. The data source for such 

updating of the core logic may include a wide range of forms of digital media, including but not 
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limited to a network server, a floppy disk, hard drive, CD, ZIP disk, and DVD.Configuration, 

therefore, may be determined by physical interface components attached or linked to the system . 

Referring to FIG. 5, additional details of preferred filter IP packet step 76 will now be 

described. FIG. 5 is a flow chart illustrating the packet filtering functions of the Level 3 filters 

5 first illustrated in FIG. 3. At step 81, the Level 3 filtering processes determine the IP datagram 

characteristics, which preferably include: datagram type (ICMP, IGMP, TCP, UDP, unknown); 

source and destination IP addresses; fragment offset; and fragment size. Based on the IP 

datagram characteristics, further filtering operations are performed. Preferred functions for Level 

3 filtering will now be described in greater detail. 

1 O At step 80, if the IP datagram type is unknown, then the fail signal is set, sending a signal 

to the result aggregator that the packet should be invalidated. At step 82, if the IP datagram type 

is Internet Group Management Protocol (IGMP), then the fail signal is set, preventing IGMP 

packets from passing. At step 84, if the type is Internet Control Message Protocol (ICMP) and the 

packet is from the external PHY, then the filtering proceeds to step 88. At step 84, if the type is 

15 ICMP and the packet is not from the external PHY, then the packet is passed as indicated by step 

86. At step 88, if the type is ICMP, and the packet is from the external PHY and does not contain 

a fragment offset of 0, then the fail signal is set, preventing fragmented ICMP packets from 

passing, as indicated by step 90; otherwise, the filtering proceeds to step 92. At step 92, if the 

type is ICMP, the packet is from the external PHY and contains a fragment offset of 0, then the 

20 packet type is further evaluated for request and exchange data. This data preferably includes one 

of the following ICMP message types: 5 for redirect; 8 for echo request; 10 for router 

solicitation; 13 for timestamp request; 15 for information request; or 1 7 for address mask request. 

Accordingly, if the packet type satisfies the criteria for step 92, then the fail signal is set as 

indicated by step 96. Otherwise, the packet is allowed to pass, as indicated by step 94. As will be 

25 appreciated, the ICMP filtering branch serves to keep potentially harmful ICMP packets from. 

entering from the external network. (The listed message types represent an exemplary set of 

ICMP packets that may expose the internal network topology to threats or cause routing table 

changes.) 

If IP datagram characteristics indicate that the packet is a Transmission Control Protocol 

30 (TCP) or User Datagram Protocol (UDP) packet, then the filtering proceeds to step 98. At step 

98, it is determined whether the packet is a fragment O packet. If it is not, then the packet is 
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allowed to pass, as indicated by step 100. This filtering process follows the convention of 

filtering only the first fragments, as subsequent fragments will be discarded if the first one is not 

allowed to pass; in other words, the data protection system ignores all but the first packet of a 

TCP or UDP datagram. At step 104, if the packet is TCP or UDP and is a first fragment packet, 

5 then it is determined whether a proper protocol header is included in the fragment; if it is not, 

then the fail signal is set as indicated by step 102 (in the illustrated embodiment all TCP and -UDP packets that have improper headers are junked). If the packet is TCP or UDP, is a first 

fragment, and a proper protocol header is included in the packet, then the filtering proceeds to 

step 106 (further exemplary details of which will be described in connection with FIG. 6). 

10 FIG. 6 is a flow chart that illustrates a preferred example of how TCP and UDP packets 

are evaluated in parallel in accordance with the present invention (see, e.g., the multiple rules 

engines and related discussion in connection with FIG. 2 and the Level 4 filters of FIG. 3). As is 

known, TCP and UDP are host-to-host protocols located in the Transport Layer of the protocol 

stack. FIG. 6 illustrates how packet data 108 is unbundled and decoded for packet characteristics 

15 at step 110 ( e.g., IP addresses, ports, flags, etc.) as well as for packet type and PHY activity at 

112 (i.e., whether it is an internally generated packet or an externally generated one). In the 

preferred embodiments, the packets are evaluated in parallel according to the following rules. 

As indicated at step 114, if the internal port number is 68 and the external port number is 

67, then the packet is passed, regardless of whether it originated on the internal network or the 

20 external network. As indicated at step 116, if the packet type is TCP, the server-mode is enabled 

(such as may be controlled by a toggle or other physical switch), the external PHY is active, and 

the internal port number is 80, then the packet is passed to the internal network(s). (The server 

mode is explained in greater detail in connection with FIG. 7 below). As indicated at step 118, if 

the packet type is TCP and either the Acknowledge ("ACK") bit or Final ("FIN") bit is set, then 

25 the packet is passed, regardless of whether it originated on the internal network or the external 

network. As indicated at step 120, if the packet type is TCP and an internal PHY is active, then 

the packet is passed to the external network. As indicated at step 122, if the packet type is UDP, 

an internal PHY is active, and the external port number is 53, then the packet is passed to the 

external network and the communication state (e.g., source and destination port numbers) is 

30 stored as indicated by comm or communication state store 124. As indicated at step 126, if the 

packet type is UDP, the external PHY is active and the external port number is 53, then the 
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packet is passed to the internal network(s) ifthere is a match in the communication state. As 

indicated at step 128, if the packet type is TCP, an internal PHY is active, the external port 

number is 21, the Synchronize Sequence Numbers ("SYN") bit is not set but the ACK bit is set, 

and the packet is a PORT command, then the packet is passed to the external network and the 

5 client (internal network) active port is determined and the communication state is stored. As 

indicated at step 130, if the packet type is TCP, the external PHY is active, the external port 

number is 20, and the SYN bit is set but the ACK bit is not set, then the packet is passed to the 

internal network( s) if there is a communication state match. As indicated at step 13 2, if all checks 

have been completed, then a complete signal is set, and signals indicative of whether the packet 

10 passes to internal or external network(s) as previously described are bitwise logically ORed to 

generate pass internal and pass external signals, as illustrated. 

In preferred embodiments, if the completion signal is not generated by the time that the 

packet has been completely received, then the packet is junked. It should be noted that the use of 

such a completion signal and packet junking can be extended to the diagrams and description, 

15 etc. of other figures, such as FIGS. 2, 3, 4, 5, 7 and 8. If the filtering process has not been 

completed by the time that the packet has been completely received, then the packet is preferably 

junked. 

Referring now to FIG. 7, Level 4 filtering in accordance with the present invention will 

be further described. The embodiment of FIG. 7 is a table-based filter, which uses an approach 

20 similar to that described in connection with FIG. 2. This approach preferably utilizes a 

programmable logic device (PLD) that includes low latency, high-speed ROM and RAM blocks. 

As previously described, Level 4 filtering is based on TCP and UDP packet 

characteristics, the determination of which is illustrated in FIG. 7 by block 133. TCP and UDP 

characteristics, as noted elsewhere herein, may include not only source and destination port 

25 numbers, but also the state of the SYN, ACK, FIN and/or RESET flags in the case of TCP 

packets. The TCP/UDP characteristics are determined by the TCP/UDP header information. The 

TCP/UDP characteristics and active PHY information are used in the generation of a lookup 

code, which in the embodiment of FIG. 7 is coupled to rules dispatcher 134. Rules dispatcher 

134 uses a lookup code to determine the filtering rules to be applied to a packet and then places 

30 the identifiers of the rules to be run in queues 138-1 to 138-N for each of the rules engines 140-1 

to 140-N. Mapping table 136 is coupled to and receives address data from rules dispatcher 134. 
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Mapping table 136 preferably is a ROM block that identifies the rules associated with each 

lookup code and the rules engine for which each rule is to be dispatched. The mapping data for 

the rules and rules engines are returned to rules dispatcher 134. 

The identifiers of the rules to be run are dispatched by rules dispatcher 134 to the 

5 appropriate queues 138-1 to 138-N, which are preferably FIFO-type structures that hold the rule 

identifiers for corresponding rules engines 140-1 to 140-N. Queues 138-1 to 138-N not only 

enable rules dispatcher 134 to assign rules at maximum speed, but also allow each rules engine to 

retrieve rules as each one is evaluated. The rules engines 140-1 to 140-N are a plurality of 

filtering engines/logic that use a rule table to read a definition specifying whether a rule applies 

10 to a packet and whether the packet passes or fails the rule test. Rules tables 142-1 to 142-N 

preferably are ROM blocks that contain a definition of a set of filtering rules that are controllably 

run by the rules engines 140-1 to 140-N. Rules tables 142-1 to 142-N may contain different rules 

as may be appropriate to provide all of the rules necessary to adequately filter packets within the 

timing constraints imposed by the real time filtering of the present invention, and the speed of the 

15 hardware used to implement the data protection system. 

In addition, as illustrated in FIG. 7, rules engines 140-1 to 140-N may receive as inputs 

signals indicative of a stored communication state, IP datagram characteristics, or physical 

switch/toggle states. As indicated by block 148, toggles may be utilized for a variety of features, 

such as enabling web client, web servers or other user-defined features. With at least some of the 

20 executed rules based on the stored communication state, stateful rules are implemented with the 

illustrated embodiment. A communication state table or cache is provided. A cache of 

communication state information between different hosts provides a set of bits that represent rule 

defined state information. For example, source and destination port information may be stored in 

the cache and used for state-dependent filtering. 

25 In the illustrated embodiment, communication state information from rules engines 140-1 

to 140-N may be provided to result aggregator 144, which in tum may store the communication 

state information to the communication state cache or storage area. Result signals, representing 

pass or fail of the packet based on the applied rules, also are provided to result aggregator 144. 

Result aggregator 144 combines the pass/fail results signals and provides a pass or junk signal or 

30 signals, which may be provided to the repeater core or to another result aggregator. 
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FIG. 8 illustrates an alternative preferred embodiment, in which the Level 4 filtering is 

implemented with a register-based filtering methodology. As with the Level 4 filtering of FIG. 7, 

both stateful filters 154 and non-stateful filters 153 may be implemented. As with the 

embodiment of FIG. 7, Level 4 filtering requires that TCP and UDP packet characteristics be 

5 determined, as illustrated by box 150. In addition to the Level 3 packet characteristics, Level 4 

filters in accordance with this embodiment also require the source and destination port numbers 

and the TCP header values for the SYN, RST, FIN flags and the ACK value. This information 

preferably is used by both non-stateful and stateful filters 153 and 154. The implementation of 

the non-stateful filters is executed with a state machine or other logic preferably in the PLD that 

10 compares characteristics to the allowed non-stateful rules and makes a judgement as to whether 

the packet should be passed or failed. The non-stateful rules engine/logic uses a set of static rules 

to decide if a packet is allowed to pass through the firewall. These rules preferably are specified 

using a combination of control inputs, active PHY, and network packet characteristics. 

Stateful filters are implemented to handle communication channel interactions that span 

15 multiple transmissions between hosts. The interactions typically occur at the Application Layer 

of the protocol stack, where examples may include FTP, RealAudio, and DHCP. These 

interactions may also take place at lower levels in the protocol stack, such as ARP and ICMP 

request/response. 

In this embodiment, stateful filters 154 use protocol front-end and protocol back-end 

20 logic, along with a plurality of state registers to implement state-dependent filters. Each protocol 

that requires stateful packet filtering preferably has protocol handlers in the form of front-end and 

back-end logic, which decide when to issue a pass signal for a packet or store the identifying 

characteristics of a bitstream for later reference. Front-end logic 160-1 to 160-N monitors the 

network traffic to identify when the current communication state needs to be stored, deleted or 

25 updated. Front-end logic 160-1 to 160-N informs a corresponding back-end logic 158-1 to 158-N 

that a register will be allocated for storage for a bitstream. All store and delete state register 

requests are sent to back-end logic 158-1 to 158-N so it may update its internal information. 

Register controller 155 controls the actual selection of registers in state registers 156 and informs 

the corresponding back-end logic 158-1 to 158-N. Back-end logic 158-1 to 158-N monitors 

30 which state registers are dedicated to its protocol and issues a pass signal for packets that match 

an existing bitstream, as indicated by the appropriate packet characteristics and a matching state 
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register. It should be noted that in alternate embodiments, different organizations of the 

functions of the programmable logic may be implemented in accordance with the present 

invention, incorporating various types of protocol handlers and state registers, as may be 

necessary. 

5 Register controller I 55 consolidates multiple store and clear signals from the various 

front-end logic 160-1 to 160-N and directs them to the appropriate registers in state registers 156. 

Register controller 155 also informs the various back-end logic 158-1 to 158-N which registers 

of state registers 156 are to be used for storage. The registers of state registers 156, under control 

of register controller 155, store the communication state of a bitstream; for example, a particular 

l 0 register records information about the two communication ends of the bitstream and also 

monitors each network packet to see if it matches the stored end-point characteristics. State 

registers 156 then sets a signal when its state matches the current packet characteristics. A 

"garbage collection" function also is implemented (as further illustrated in FIG. 13 below) to 

help free up state registers when the protocol information during the three-way handshake is not 

15 accessed within specific time frames. 

As is known in the art, many protocols provide a way of identifying the end of a 

communication session. Accordingly, in preferred embodiments the data protection system 

detects when a stateful stream ends and frees up the associated state registers. Since clients and 

servers do not always cleanly terminate a communication session, the system preferably 

20 implements session time-outs to free state registers after a period of bitstream activity and to 

prevent indefinite state register exhaustion. If the network experiences a high rate of bitstreams 

requiring stateful inspections, the system's resources, which are allocated to tracking application 

data, can become exhausted. In this case, the system preferably resorts to allowing network 

traffic based on a set of static rules to pass through the non-stateful rules designed specifically for 

25 each protocol. This stateful to non-stateful transition is called "stateful relaxation." To maintain 

maximum security, a protocol handler that cannot gain access to an open state register will free 

up all of its state registers to help prevent other protocol handlers from entering into a relaxation 

state. The system will then wait for a state register to open, start a timer, and record protocol 

communication data in the state registers, while relying on the static rules. When the timer 

30 expires, the state filter will cease relying upon the static rules and approve packets solely on state 

register information. 
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FIG. 8 also illustrates toggle 152, which, in the additional illustrated example, selectively 

enables FTP (File Transfer Protocol) communications based on the switch state. Protocol back­

end logic 158-1 to 158-N, as appropriate, utilize such toggle state information to selectively 

generate the pass/fail signals for the applicable protocols. For example, when the toggle switch is 

5 enabled, which is the default mode in most FTP client applications, it may send a signal to the 

internal FTP server to open a TCP connection to the client. Front-end logic 160-1 monitors the 

network traffic for data from the internal network, PORT command, source port number (greater 

than 1024) and destination port number ( equal to 21 ). When this information is matched, front­

end logic 160-1 requests state register controller 155 to store both the PORT command IP 

1 O address and the port number as the destination end and the destination IP address, as well as store 

port 20 as the source end of a future communication packet. (In other embodiments, additional 

checks may be conducted to ensure the active connection IP address is the same as the current 

source IP address.) When back-end logic 158-1 recognizes the storage request, it waits for the 

allocated state register in state registers 156 to be sent by register controller 155. For example, 

15 when the state register number is set as register# 1, then it records that register # 1 is dedicated to 

allowing active FTP connections through the data protection system. Back-end logic 158-1 then 

waits for register #1 to signify that the current packet matches its stored state. When back-end 

logic 158-1 recognizes that the three-way TCP handshake has been completed for the new 

connection, it will notify front-end logic 160-1 to delete the state register. If the state register is 

20 junked, then back-end logic 158-1 records that register #1 is no longer dedicated to active FTP 

connections, allowing register controller 155 to allocate that register to a different protocol or 

network connection in the future. 

FIG. 9 illustrates a preferred physical implementation of one embodiment of the present 

invention. In this embodiment, one external network connection and one internal network 

25 connection are provided. It will be appreciated that the components of FIG. 9 can be altered to 

implement, for example, bastion network connections and multiple internal network connections, 

etc. 

The Internet connection, for example, via a cable modem, DSL router or other network 

interface, preferably is coupled with a physical cable to connector 168, which may be an RJ-45 

30 connector. The signals received via connector 168 are coupled to and from PHY 170, which 

provides the physical interface for the data signals received from, or coupled to, the external 
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network. Signals are coupled between PHY 170 and PLD 162, and signals are coupled between 

PLD 162 and PHY 172, which couples signals between connector 174 (which again may be an 

RJ-45 connector). The connection to the internal network may be made through connector 174. 

In the preferred embodiment, PLD 162 implements the various levels of filtering as 

5 previously described. PLD 162 provides logic/hardware based, parallel filtering rules 

logic/engines, which make a decision about whether the packet should be allowed to pass or fail 

prior to the time that the packet is passed on by the repeater core portion of PLD 162 (as 

described elsewhere herein). The logic of PLD 162 to implement the filtering rules is 

programmed/loaded by controller 164, which may be a RISC CPU such as a MIPS, ARM, 

1 O SuperH-type RISC microprocessor or the like. The PLD code preferably is stored in memory 

166, which preferably is a re-programmable, non-volatile memory, such as FLASH or EEPROM. 

In this manner, the PLD code may be updated by reprogramming memory 166, and the updated 

PLD code may then be programmed/loaded in to PLD 162 under control of processor 164. 

FIG. 9 also illustrates the use of LEDs 177, 178 and 179 to provide visual feedback of the 

15 data protection system status. In accordance with the present invention, the use of such displays 

or light sources may be used to convey various types of information to the user. For example, 

LEDs 177 and 179 may be provided to indicate that PHY s 1 70 and 1 72 are detecting an active 

network connection ( and thus provide an indication that the network connections are present and 

functioning properly). LED 178 preferably provides alarm type information. For example, LED 

20 178 may be provided in the form of a multi-color LED, which may provide a first colored light 

(e.g., yellow) if the data protection system has rejected one or more packets (thereby indicating 

that the system may be detecting an attack), and which may provide a second colored light ( e.g., 

red) if the data protection system is continually rejecting packets or rejecting packets at a high 

rate (thereby indicating that the system is likely under attack). Such visual indicators, which may 

25 be coupled with audio feedback as described elsewhere herein, serve to inform the user that the 

user's computer or network may be under attack, thereby enabling the user to take further action, 

such as disconnecting from the network. 

It should be noted that such visual feedback may be implemented in a variety of forms. In 

addition to multi-color or multiple LEDs or other lights sources or displays, a single LED could 

30 be provided, with the LED blinking at a rate that indicates the level of severity as predicted by 

the data protection system. For example, if no packets have been rejected, then the LED may be 

24 

Ex.1002 
CISCO SYSTEMS, INC. / Page 225 of 256



in an off or safe ( e.g., green) state. If packets have been rejected but not on a continual or high 

rate basis, then the LED ( e.g., red) may be controlled to blink on and off at a first, preferably 

lower speed rate. If packets are being rejected on a continual or high rate basis (or otherwise in a 

manner that that system believes is suspect), then the LED may be controlled to blink on and off 

5 at a second, preferably higher speed rate. Thus, the LED blink rate desirably may be controlled to 

blink at a rate that corresponds to the level of severity of the security threat that is determined by 

the data protection system. Optionally coupled with audio feedback, such visual indicators may 

provide the user with alarm and status information in a simple and intuitive manner. 

As further illustrated in the preferred embodiments of FIG. 9, a variety of physical 

1 O switches or toggles 176, 180, 181 and 182 may be coupled to PLD 162 or controller 164. As 

illustrated by update button 176, toggles may be used to control the updating of the PLD code 

(for instance, to reconfigure or update the system, providing updated filtering algorithms). As 

illustrated by buttons 180 and 181, toggles may be used to selectively activate/deactivate filtering 

steps depending on whether a protected computer is enabled to operate in either a server mode or 

15 client mode (the state of such toggles preferably being used to control filtering decisions made 

within the filtering logic). As illustrated by reset button 182, toggles may also be used to control 

the reset of the data protection system (for example, to cause the PLD code to be re-loaded, as 

when the system enters an inoperable state caused by power supply irregularities or other unusual 

circumstances). The use of such physical switches/toggles allows the data protection system to be 

20 controlled in a straightforward manner, simplifying the user operability of embodiments of the 

present invention. 

With reference to FIG. 9, additional details of preferred update program and protocols 

will now be described. The data protection system may be controlled to operate in an update 

mode by pressing update button or toggle 176, which preferably is provided on an external case 

25 (further described in FIG. 10 below). In accordance with preferred embodiments, during the 

interval when the update button is pressed by the user and the update either completes or is 

canceled by the user, the data protection system will not forward any packets (i.e., filtering is not 

active, so packet transmission is blocked). The user may then run an update program (which may 

be a browser-based or stand-alone application) from an internal host computer. 

30 In the illustrated embodiment, it is assumed that the user previously downloaded a system 

update or is downloading an update through a browser. The update program preferably breaks the 
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update into lK size packets and forwards them, using a limited broadcast destination address (for 

example, 255.255.255.255). The source and destination ports are set to a predetermined value, 

such as 1 ( 1-4 are currently unassigned according to RFC 1010), and an IP option is set in the IP 
' header. The program data preferably is preceded by the system update header that has the 

5 following structure in the illustrated embodiment: ID (1)/count (1)/bit length (2). The numbers in 

parentheses represent the field size in bytes. The ID for the entire transaction remains unchanged, 

except for the count field increments for each packet. In a preferred embodiment, the data 

protection system may receive the packets in order and perform several checks, such as ensuring 

the ID and count fields are correct, verifying the UDP checksum, and storing the configuration 

10 data in non-volatile memory. Preferably, these checks may be controlled by controller 164. 

Thereafter, the updated PLD code may be loaded into the PLD, with the filtering operations 

being based on this updated code. 

As a result of the parallel filter rules evaluation as previously described, packets do not 

need to be buffered, except, for example, to create octets that facilitate determining protocol 

15 elements. (As is known, data needs to be combined into 8-bit, 16-bit, or 32-bit words because 

header and packet data often exist in these sizes or straddle a 4-bit nibble boundary.) Instead of 

buffering each packet, the data protection system generates another distinct data packet or chunk. 

This process of packet generation occurs while a plurality of filtering rules are applied in real 

time and in parallel, producing improved data protection systems and methods. 

20 FIG. 10 illustrates a preferred embodiment of an exemplary design of an external case of 

a data protection system in accordance with the present invention (it being noted that the 

particular switches, lights, etc., and their physical arrangements being exemplary). For example, 

external case 184 may be a molded plastic box in the shape of a "U" or folded tube as illustrated. 

The exemplary features of this external case may include ports, buttons (or toggle switches), 

25 LEDs, a clock, a removable logo disk, and a power supply connector. Home (internal) port 186, 

Internet (external) port 188, and power supply connector 190 are preferably located on the same 

side of external case 184 with power supply connector 190 set between the two ports. Home port 

186 connects to the internal network via cable 192; Internet port 188 connects to the external 

network via cable 194. Power supply connector 190 is coupled to an external DC power supply 

30 via cable 193. The PHY of each port preferably is coupled to a link LED, such as previously 

described: home port 186 is coupled to internal link LED 196; and Internet port 188 is coupled to 
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external link LED 198. The link LEDs are thus coupled to the internal and external PHY s, 

respectively, and serve to indicate whether the PHY s have detected a network connection. 

In the preferred embodiment, on the internal network side of the U-shaped case, server 

mode button 200 is provided to allow the user to selectively enable filtering depending on 

5 whether the internal computer is allowed to operate in a server mode (thus, the state of server 

mode button 200 may be used to selectively control filtering decisions based on whether internal 

computers will be operating in a server mode, etc.). Server mode button 200 preferably includes 

server mode LED 202. When illuminated (e.g., green), server mode LED 202 indicates that the 

internal computers are enabled to operate in a server mode and the filtering decisions will be 

10 controlled accordingly. Server mode button 200 and server mode LED 202 are coupled to PLD 

162, as described in FIG. 9. In the illustrated embodiment, parallel to server mode button 200 on 

the external side of the case is alert button 204, which contains alert LED 206. Alert LED 206 is 

coupled to alarm controller 53, which preferably is implemented as a part of PLD 162 (as 

illustrated in FIGS. 3 and 9, respectively). Alert LED 206 may contain a single or multi-colored 

15 LED, which, when illuminated, indicates the data protection system is under attack and is 

rejecting suspect packets. The data protection system preferably registers the frequency of attacks 

and sends signals to alert LED 206 based on such information. In a preferred embodiment, alert 

LED 206 may contain a LED ( e.g., red), which remains consistently illuminated during irregular 

attacks or blinks at regular intervals under heavy attack. In another preferred embodiment, alert 

20 LED 206 may contain a multi-colored LED, which similarly indicates when the system is under 

attack and is rejecting packets. However, with a multi-colored LED, the increase in frequency or 

intervals of attacks may be indicated by a change in color: for example, green (indicating no 

registered attacks by suspect packets) to yellow (indicating a few irregular attacks) to red 

(indicating more frequent attacks) to blinking red (indicating a heavy attack). The alert alarm 

25 may be reset by depresseing alert button 204. 

In a preferred embodiment, speaker 55 or some form of audio transducer may be coupled 

to alarm controller 53 to also indicate the presence or severity of attacks (as described in 

connection with FIG. 3). For example, when the data protection system is under heavy attack and 

alert LED 206 is blinking (e.g., red), an alarm signal may be transmitted to speaker 55 to emit 

30 audio information to indicate a suspected severe attack or emergency. Alarm-type information 

may also be coupled to the internal network (such as via a UDP packet, as described elsewhere 
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herein), and thus transmit alarm information over the network to a software interface on the 

desktop. In other embodiments of the data protection system, an array of different features, 

including buttons, LEDs, alarms, and graphical user interfaces, may be utilized to indicate the 

class, frequency and severity of attacks on the system. 

5 Adjacent to alert button 204 on the external network side of the case preferably is 

protection button 208, which is coupled to protection-on LED 212 and protection-off LED 214. 

When protection button 208 is set in the "on" position, protection-on LED 212 preferably 

illuminates red and the filtering system is enabled; when protection button 208 is set in the "off' 

position, protection-off LED 214 preferably illuminates yellow and the filtering system is 

10 disabled. As will be appreciated, the particular colors utilized are exemplary. 

Still referring to FIG. 10, power LED 210 is coupled in a manner to indicate power is 

being provided via power supply connector 190. When power LED 210 is illuminated ( e.g., 

green), it indicates the power supply is providing power to the data protection system. It should 

be noted that in the illustrated embodiment, the present invention does not require an on/off 

15 switch for the power supply because the system is designed to be enabled once a DC power 

supply is provided. As previously described, reset button 182 is coupled to controller 164 and 

may be used to initiate loading or re-loading of the PLO code. 

Adjacent to reset button 182 is update button 176, which is coupled to update-enabled 

LED 218 and update-disabled LED 220, as well as PLO 162 (as illustrated in FIG. 9). As 

20 previously described, an update program preferably is utilized to update the logic programming 

and rules tables. Preferably, after pressing update button 176, the data protection system is 

automatically restarted, causing the new PLO code to load. The load version bit preferably will 

be set in the flash configuration header, which causes the system to load using the new program 

file. In a preferred embodiment, update-enabled LED 218 will illuminate in green to indicate the 

25 data protection system is ready to receive the new updated programming. After the update begins, 

the system may continually flash update-enabled LED 218 until the successful completion of the 

update; LED 218 is extinguished upon successful completion of this process. However, if an 

update is incomplete and fails to occur, update-failed LED 220 may illuminate in red and blink. 

The user extinguishes LED 220 by pressing the update button· a second time. If possible, the data 

30 protection system may generate a UDP packet to inform the internal client of the reason for the 

failure. As an additional example, if the system contains an LCD, it may display an error code. 
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The data protection system will continue to filter packets after update-failure LED 220 is 

extinguished. LED 216 is preferably provided to be illuminated when the system is operating and 

filtering packets in the manner described.In addition to the various toggles in a preferred 

embodiment of the present invention, additional types of components may be used to enter 

5 filtering criteria and/or selectively enable or control the filtering, such as a LCD display coupled 

with input buttons, a touch screen, an audio input for speech recognition, and/or a clock. Thus, 

filtering decisions may be made based on such switch inputs, audio commands, time of day or 

date, etc. 

As further illustrated in FIG. 10, a removable logo disk 222 may be located on a preferred 

10 embodiment of the case. This removable disk may include a company logo, registered trademark, 

and/or other copyrighted material that may be valuable for branding and marketing the data 

protection system under a separate wholesaler. The disk is thus removable and replaceable for a 

variety of branding purposes. 

In an alternate embodiment, security levels switch 223 may be implemented to prevent 

15 stateful relaxation, in which a stateful to non-stateful transition may occur during state register 

exhaustion. As illustrated in FIG. 8, security levels switch 223 may preferably include a variety 

of features that prevent stateful relaxation, such as timers, protocol-specific filters, and other 

rules-based filters. For example, switch 223 may be configured for three positions: one which 

allows FTP protocols, but does not allow DNS protocols; another which allows DNS protocols, 

20 but does not allow FTP; and a third which may serve as an emergency back-up feature and block 

all network traffic. 

In other embodiments, different designs may be used in accordance with the present 

invention, incorporating various buttons, switches, LEDs, ports, cables, slots, connectors, plug­

ins, speakers, and other audio transducers, which in tum may be embodied in a variety of 

25 external case shapes, as may be necessary. As will be appreciated, the filtering criteria may be 

dependent upon physical switch position, packet characteristics, clock time, and/or user-specified 

criteria, all of which may be entered through one or more physical input device(s). Such a 

physical input device, for example, may be comprised of one or more switches (such as a toggle 

switch, button switch, or multi-state switch), an audio input device, or display input device. The 

30 user-specified criteria may be transferred from the configuration software to the system using a 

network protocol, infrared port, or cable attachment. 
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FIGS. I land 12 are flow diagrams illustrating examples of "SYN flood" protection in 

accordance with preferred embodiments of the present invention. Such SYN flood protection is 

optionally provided as an additional computer protection mechanism in accordance with certain 

preferred embodiments. 

5 As is known in the art, SYN flood is a common type of"Denial of Service" attack, in 

which a target host is flooded with TCP connection requests. In the process of exchanging data in 

a three-way handshake, source addresses and source TCP ports of various connection request 

packets are random or missing. In a three-way handshake, the system registers a request from an 

IP address, then sends a response to that address based on its source, and waits for the reply from 

1 O that address. 

As illustrated in FIG. 11, the data protection system waits for a packet from external PHY 

14 (as illustrated in FIG. 2) at step 224. When the system receives a packet from the external 

PHY, it compares the IP address and ports to the flood list entries at step 226, then proceeds to 

step 228. At step 228, the system determines whether the packet type is TCP, the ACK bit is set, 

15 and the packet matches an entry in the flood list. If these criteria are met, then the system 

proceeds to step 230, where the packet is removed from the flood list. If the packet is removed 

from the flood list, then the system returns to step 224 and waits for the next packet from the 

external PHY. Otherwise, if the criteria at step 228 are not met, then the system proceeds to step 

232, where the system determines whether the packet type is TCP, the SYN bit is set and the 

20 ACK bit is not set. If the criteria at step 232 are met, then the system proceeds to step 234; 

otherwise, the system returns to step 224. At step 234, the system determines if the flood list is 

full and if the client has reached the maximum connection requests. If the flood list is not full, 

then the system returns to step 224 to wait for more packets from the external PHY. However, if 

the flood list is full at step 234, then the system proceeds to step 236, where the packet is junked 

25 and the system returns to step 224. 

As illustrated in FIG. 12, the data protection system also waits for a packet from internal 

PHY 18 (as illustrated in FIG. 2) at step 238. When the system receives a packet from the 

internal PHY, it accesses the flood list location and writes the bits into the list, swapping ACK 

bits as well as MAC, IP and port addresses. The system then proceeds to step 242, where it 

30 determines if the packet type is TCP and the SYN and ACK bits are set. If the criteria at step 242 

are met, then the system proceeds to step 244; if not, then the system returns to step 238 and 
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waits for another packet from the internal PHY. At step 244, the SYN flag is unset and number 1 

is added to the new ACK number. The system then proceeds to step 246, where it determines if 

the flood list is full. If the flood list at step 246 is full, then the Reset flag is set, the checksums 

for TCP, IP and Ethernet protocols are recalculated, and the Reset packet is transmitted. The 

5 system then returns to step 238. However, if the flood list at step 246 is not full, then the system 

proceeds to step 248, where the checksums for TCP, IP and Ethernet protocols are recalculated 

and the ACK packet is transmitted. The system then proceeds to step 252, where the recalculated 

packet is added to the flood list and the system returns to step 238, where it waits for another 

packet from the internal network. 

1 0 In accordance with the present invention, SYN flood protection as described does not 

require either an IP or MAC address. The data protection system uses the destination MAC 

address as the source Ethernet address when framing the response packet that completes the TCP 

three-way handshake. In all cases, when forming the new packet, the source and destination 

header information is swapped, so that the source IP address and port become the destination IP 

15 address and port. It should be appreciated that SYN flood protection, as preferably implemented 

by the system, does not buffer the incoming packet, but builds the TCP response packet in real­

time. The new TCP packet is placed in a queue for transmission at the earliest time possible 

based on the rules dictated by the link level protocol. . 

As illustrated in FIG. 13, in order to keep the flood lists from filling up with stale entries, 

20 the data protection system must free up state registers when the protocol information is not 

accessed within specific time frames, such as when a three-way handshake is initiated by a client, 

but the transaction is not closed. After the system receives a packet, it for one second at step 254, 

then proceeds to step 256, where the packet is checked against each flood list entry and passed to 

step 258. At step 258, the system checks for stale entries (or garbage collection) in the flood lists 

25 and proceeds to step 260, where it determines if time has expired. If time has expired at step 260, 

then the packet proceeds to step 262; if not, then the system returns to step 256 to check each 

flood entry list again. At step 262, the system unsets the ACK bit and sets the Reset flag, adds 1 

to the sequence number, recalculating the checksums, and then recalculates the checksums for 

TCP, IP, and Ethernet protocols. The system proceeds to step 264, where the Reset packet is 

30 transmitted; it then proceeds to step 266 and removes the packet from the flood list. The system 
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then proceeds to step 256. It should be noted that if time expires for the request, then the system 

sends the Reset flag, terminating the connection. 

Although the invention has been described in conjunction with specific preferred and 

other embodiments, it is evident that many substitutions, alternatives and variations will be 

5 apparent to those skilled in the art in light of the foregoing description. Accordingly, the 

invention is intended to embrace all of the alternatives and variations that fall within the spirit 

and scope of the appended claims. ~or example, it should be understood that, in accordance with 

the various alternative embodiments described herein, various systems, and uses and methods 

based on such systems, may be obtained. The various refinements and alternative and additional 

1 O features also described may be combined to provide additional advantageous combinations and 

the like in accordance with the present invention. As will also be understood by those skilled in 

the art based on the foregoing description, various aspects of the preferred embodiments may be 

used in various subcombinations to achieve at least certain of the benefits and attributes 

described herein, and such subcombinations also are within the scope of the present invention. 

15 All such refinements, enhancements and further uses of the present invention are within the 

scope of the present invention. 
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What is claimed is: 

1. A method for communicating data between an external computing system and an 

internal computing system over a packet-based network, comprising the steps of: 

5 receiving a communication packet from the external computing system over the network, 

the packet having at least a first portion and an end portion, and transmitting the packet to the 

internal computing system; 

in parallel with the step of receiving and transmitting the packet, determining 

characteristics of the packet from the first portion; 

1 O in parallel with the step of receiving and transmitting the packet, performing a plurality of 

checks on the packet, wherein at least certain of the plurality of checks are performing in parallel 

with other of the plurality of checks; 

in parallel with the step of receiving and transmitting the packet, determining if the packet 

should be a valid packet or an invalid packet based on the plurality of checks; and 

15 after receiving the end portion of the packet, selectively altering the end portion of the 

packet based on whether the packet has been determined to be a valid packet or an invalid 

packet, wherein the packet is selectively altered to be invalid if it was determined that the packet 

should be an invalid packet. 

2. The method of claim 1, wherein the packet is analyzed in real time to determine if 

20 the packet should be valid or invalid while the packet is being concurrently transmitted to the 

internal computing system. 

3. The method of claim 1, wherein the packet is analyzed to determine if the packet 

is valid without the packet having been completely received and buffered. 

4. The method of claim 1, wherein the packet is determined to be an invalid packet if 

25 it is determined that the packet contains a virus, is unauthorized or presents a risk of harm to the 

internal computing system. 

5. The method of claim I, wherein the plurality of checks are at least in part 

selectively performed based on a state of a physical switch. 

6. The method of claim 5, wherein the physical switch comprises one or more user-

30 controlled switches, wherein the plurality of checks are selectively performed based on a user­

defined state of the one or more user-controlled switches. 
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7. The method of claim 6, wherein the one or more user-controlled switches 

comprise at least one user-controlled switch that controls a configuration or reconfiguration of a 

circuit that performs the plurality of checks. 

8. The method of claim 7, wherein the configuration or reconfiguration of the circuit 

5 that performs the plurality of checks is performed without requiring user entry of configuration 

commands via software running on the internal computing system. 

9. The method of claim 7, wherein the circuit that performs the plurality of checks is 

configured or reconfigured based on commands from the internal computing system and based 

on a state of the at least one user-controlled switch. 

lO 10. The method of claim 5, wherein at least a subset of the plurality of checks are 

selectively enabled or disabled based on the user-defined state of the user-controlled switches. 

11. The method of claim 1, wherein the plurality of checks are performed with a 

programmable logic device, wherein logic within the programmable logic device is selectively 

programmed to perform the plurality of checks in parallel with the receiving and transmitting of 

15 the packet. 

12. The method of claim 11, wherein a first physical interface circuit receives the 

packet from the network, wherein the packet is coupled to the programmable logic device, 

wherein the packet is coupled from the programmable logic device to a second physical interface 

circuit for transmission to the internal computing system. 

20 13. The method of claim 12, wherein the programmable logic device performs the 

plurality of checks while the packet is being coupled from the first physical interface to the 

second physical interface. 

14. The method of claim 1, wherein the plurality of checks are selectively performed 

based on a communication state between the external computing system and the internal 

25 computing system. 

15. The method of claim 14, wherein the communication state comprises one or more 

network addresses and/or one or more port numbers. 

16. The method of claim 16, wherein the network address comprises an IP address for 

the external computing system and/or the internal computing system. 

30 1 7. The method of claim 1, further comprising the step of providing visual or audio 

feedback with one or more visual or audio feedback devices, wherein the one or more visual or 
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audio feedback devices selectively provide visual or audio feedback of the operation or status of 

a packet filter process. 

18. The method of claim 1 7, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that a system performing the packet filter process is 

5 powered or operational. 

19. The method of claim 18, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that the system performing the packet filter process is 

subjecting a packet to filtering criteria. 

20. The method of claim 18, wherein the one or more visual or audio feedback 

1 0 devices provide visual or audio feedback that the system performing the packet filter process has 

rejected one or more packets. 

15 

21. The method of claim 1 7, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback that the internal computing system is suspected to be 

under attack. 

22. The method of claim 21, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback of an estimated severity of the attack. 

23. The method of claim 18, wherein the one or more visual or audio feedback 

devices provide visual or audio feedback of a state of the system performing the packet filter 

process until the one or more visual or audio feedback devices are reset by a user. 

20 24. The method of claim 23, wherein the one or more visual or audio feedback 

devices are reset by the state of a physical switch. 

25. The method of claim 18, wherein the one or more visual or audio feedback 

devices comprise at least one light source, wherein the light source is selectively controlled to 

provide information indicative of the operation or status of the system performing the packet 

25 filter process. 

26. The method of claim 25, wherein the light source is controlled to have a first color 

or a second color depending on the operation or status of the system performing the packet filter 

process. 

27. The method of claim 25, wherein the light source is controlled to selectively blink 

30 depending on the operation or status of the system performing the packet filter process. 
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28. The method of claim 27, wherein the light source is controlled to selectively blink 

at a rate that is indicative of a severity level of a suspected attack on the internal computing 

system. 

29. 

30. 

The method of claim 25, wherein the at least one light source comprises an LED. 

The method of claim 1 7, wherein the one or more visual or audio feedback 

devices comprise a speaker. 

31. A system for filtering packets of data between at least an external network and an 

internal network, comprising: 

a first interface circuit for coupling data to and from the external network; 

a second interface circuit for coupling data to and from the internal network; 

a programmable logic device coupled between the first interface circuit and the second 

interface circuit; 

wherein, as a packet is being received and transmitted between the first and second 

interface circuits, the packet is simultaneously subjected to a plurality of filtering criteria by the 

15 programmable logic device, wherein an end portion of the packet is selectively altered by the 

programmable logic device based on the filtering criteria. 

32. The system of claim 31, wherein the filtering criteria determine whether the 

packet is to be a valid packet or an invalid packet, wherein the packet is selectively altered to be 

invalid if it was determined that the packet should be an invalid packet. 

20 33. The system of claim 31, wherein the programmable logic circuit includes at least 

first logic for determining characteristics of the packet being received and transmitted between 

the first and second interface circuits and at least a filter portion that subjects the packet to the 

plurality of filtering criteria while the packet is being received and transmitted between the first 

and second interface circuits. 

25 34. The system of claim 33, wherein the filter portion includes at least a stateful filter 

portion and a non-stateful filter portion. 

35. The system of claim 34, wherein the stateful filter portion subjects the packet to 

one or more stateful filtering criterion and the non-stateful filter portion subjects the packet to 

one or more non-stateful filtering criterion. 
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36. The system of claim 34, wherein the stateful filter portion subjects the packet to 

one or more stateful filtering criterion while the non-stateful filter portion subjects the packet to 

one or more non-stateful filtering criterion. 

37. The system of claim 34, wherein a result aggregator logic receives one or more 

5 signals from the stateful filter portion and the non-stateful filter portion, wherein based on the 

received signals the result aggregator logic controls whether the packet is selectively altered to be 

invalid. 

38. The system of claim 3 7, wherein the result aggregator logic receives a completion 

signal that indicates whether the stateful and/or non-stateful filter portions have subjected the 

1 O packet to all of the filtering criteria. 

39. The system of claim 38, wherein, if the completion signal is not received by the 

result aggregator logic by a time when the end portion of the packet has been received, then the 

packet is selectively altered by the programmable logic device to be invalid. 

40. The system of claim 31, wherein the packet is subjected to the plurality of filtering 

15 criteria in parallel with the packet being received and transmitted between the first and second 

interface circuits, wherein a decision is made whether to selectively alter the packet to be invalid 

by a time when the end portion of the packet has been received. 

41. The system of claim 31, wherein the packet is subjected to the plurality of filtering 

criteria in real time with the packet being received and transmitted between the first and second 

20 interface circuits. 

42. The system of claim 31, further comprising one or more physical switches, 

wherein the packet is selectively subjected to the filtering criteria based on the state of the one or 

more physical switches. 

43. The system of claim 42, wherein the state of the one or more physical switches 

25 selectively enable or disable a predetermined portion of the filtering criteria. 

44. The system of claim 42, wherein the state of the one or more physical switches 

selectively enable or disable a predetermined portion of the filtering criteria based on whether a 

computer coupled to the internal network is controlled to operate in a client mode or a sever 

mode. 
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45. The system of claim 42, wherein the state of the one or more physical switches 

selectively controls a configuration or reconfiguration operation of the programmable logic 

device. 

46. The system of claim 42, wherein the state of the one or more physical switches 

5 selectively controls a reset operation of the programmable logic device. 

4 7. The system of claim 31, further comprising one or more visual or audio feedback 

devices, wherein the one or more visual or audio feedback devices selectively provide visual or 

audio feedback of the operation or status of the system. 

48. The system of claim 4 7, wherein the one or more visual or audio feedback devices 

1 0 provide visual or audio feedback that the system is powered or operational. 

49. The system of claim 47, wherein the one or more visual or audio feedback devices 

provide visual or audio feedback that the system is subjecting a packet to the filtering criteria. 

50. The system of claim 4 7, wherein the one or more visual or audio feedback devices 

provide visual or audio feedback that the system has rejected one or more packets. 

15 51. The system of claim 4 7, wherein the one or more visual or audio feedback devices 

provide visual or audio feedback that a computer coupled to the internal network is suspected to 

be under attack. 

52. The system of claim 51, wherein the one or more visual or audio feedback devices 

provide visual or audio feedback of an estimated severity of the attack. 

20 53. The system of claim 47, wherein the one or more visual or audio feedback devices 

provide visual or audio feedback of a state of the system until the one or more visual or audio 

feedback devices are reset by a user. 

54. The system of claim 53, wherein the one or more visual or audio feedback devices 

are reset by the state of a physical switch. 

25 55. The system of claim 47, wherein the one or more visual or audio feedback devices 

comprise at least one light source, wherein the light source is selectively controlled to provide 

information indicative of the operation or status of the system. 

56. The system of claim 55, wherein the light source is controlled to have a first color 

or a second color depending on the operation or status of the system. 

30 57. The system of claim 55, wherein the light source is controlled to selectively blink 

depending on the operation or status of the system. 
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58. The system of claim 57, wherein the light source is controlled to selectively blink 

at a rate that is indicative of a severity level of a suspected attack on a computer coupled to the 

internal network. 

59. The system of claim 55, wherein the at least one light source comprises an LED. 

60. The system of claim 4 7, wherein the one or more visual or audio feedback devices 

comprise a speaker. 

61. The system of claim 36, wherein the stateful filtering criteria are dependent upon 

physical switch position, packet characteristics, clock time and/or user-specified criteria. 

62. The system of claim 61, wherein the user-specified criteria are entered via a 

1 O physical input device. 

63. The system of claim 62, wherein the physical input device comprises one or more 

switches, an audio input device, or display input device. 

64. The system of claim 61, wherein the user specified criteria are entered via a 

configuration software. 

15 65. The system of claim 64, wherein the user specified criteria are transferred from 

20 

the configuration software to the system using a network protocol, infrared port or cable 

attachment. 

66. The system of claim 63, wherein the one or more switches comprise a toggle 

switch, button switch or multi-state switch. 
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Abstract 

Methods and systems for firewall/data protection that filters data packets in real time and 

without packet buffering are disclosed. A data packet filtering hub, which may be implemented 

5 as part of a switch or router, receives a packet on one link, reshapes the electrical signal, and 

transmits it to one or more other links. During this process, a number of filters checks are 

performed in parallel, resulting in a decision about whether each packet should or should not be 

invalidated by the time that the last bit is transmitted. To execute this task, the filtering hub 

performs rules-based filtering on several levels simultaneously, preferably with a programmable 

10 logic or other hardware device. Various methods for packet filtering in real time and without 

buffering with programmable logic are disclosed. The system may include constituent elements 

of a stateful packet filtering hub, such as microprocessors, controllers, and integrated circuits. 

The system may be reset, enabled, disabled, configured, and/or reconfigured with toggles or other 

physical switches. Audio and visual feedback may be provided regarding the operation and status 

15 of the system. 
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