PTO/SB/66 {12-13)

Approved for use through 05/31/2015. OMB 0651-0018

U.S. Patent and Trademark Office: US. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1985, no persons are required to respond to a collection of information unless it dispiays valid OMB confrol number.

PETITION TO ACCEPT UNINTENTIONALLY DELAYED PAYMENT OF MAINTENANCE FEE IN AN
EXPIRED PATENT {37 CFR 1.378(b))

Issue Date Application Filing Date . .
Patent Number (YYYY-MM-DD) Number (YYYY-MM-DD) Docket Number {if applicable)
RB458784 ’013-06-04 l12807641 P010-09-10 802-001C

CAUTION: Maintenance fee payment must correctly identify: (1) the patent number and (2) the application number of the actual U.S.
application leading to issuance of that patent to ensure the fee(s) is/are associated with the correct patent. 37 CFR 1.366(c) and (d).
SMALL ENTITY
> Patentee claims, or has previously claimed, small entity status. See 37 CFR 1.27.

LOSS OF ENTITLEMENT TO SMALL ENTITY STATUS
D Patentee is no longer entitled to small entity status. See 37 CFR 1.27(g)

NOT 8mall Entity Small Entity
Lce code Ece Lode
O 3 s year {1551) O) 3 Y year {2551)
O 7 e year {1552) Q) 7 V2 year (2552)
O 11 % year {1553} @) 11 %% year {2553)
PETITION FEE

The petition fee required by 37 CFR 1.17(m} {Fee Code 1558 /2558) must be paid as a condition of accepting unintentionally delayed
payment of the maintenance fee.

MAINTENANCE FEE {37 CFR 1.20(e)-(g})
The appropriate maintenance fee must be submitied with this petition.

STATEMENT
THE UNDERSIGNED CERTIFIES THAT THE DELAY IN PAYMENT OF THE MAINTENANCE FEE TO THIS PATENT WAS
UNINTENTIONAL

PETITIONER(S) REQUEST THAT THE DELAYED PAYMENT OF THE MAINTENANCE FEE BE ACCEPTED AND THE PATENT
REINSTATED

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES
37 CFR 1.378(c) states: “Any petlition under this section must be signed in compliance with 37 CFR 1.33(b).”

I certify, in accordance with 37 CFR 1.4{d}4) that | am

@ An atlorney or agent registered to practice before the Patent and Trademark Office
O A sole patentee

A joint patentee; | cerlify that | am authorized to sign this submission on behalf of all the other patentees as evidenced by the power
O of attorney in the application

A joint patentee; all of whom are signing this e-petition

O

O The assignee of record of the entire interest that qualifies as an authorized party under 37 CFR 1.33(b)

EFS - Web2.4
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PTO/SB/66 {12-13)

Approved for use through 05/31/2015. OMB 0651-0018

U.S. Patent and Trademark Office: US. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1985, no persons are required to respond to a collection of information unless it dispiays valid OMB confrol number.

Patent Practitioner

A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37 CFR 1.4{d) for the
form of the signature

Signature alan r loudermilli/ Date (YYYY-MM-DD)
Name INan R Loudermilk Registration Number FZ‘{SS

This coliection of information is required by 37 CFR 1.378{b). The information is required to obtain or retain a benefit by the pubilic which is
to fite {and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This
collection is estimated 1o take 1 hour to complete, including gathering, preparing, and submitting the completed application form to the
USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or
suggestions for reducing this burden, should be sent to the Chief information Officer, U.S. Patent and Trademark Office, U.8. Department
of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS 7O THIS ADDRESS. This
form can only be used when in conjunction with EFS-Web. If this form is mailed to the USPTO, it may cause delays in reinstating
the patent.

EFS - Web2.4
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of
the attached form related o a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the coliection of this information is 35 U.5.C. 2{(b){2); (2) furnishing of the
information solicited is voluntary; and {3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your
submission, which may result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to d etermine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request
invelving an individual, to whom the record pertains, when the individual has requested assistance from the Member
with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, {o a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuantto 5 U.8.C. 552a(m).

A record related to an In ternational Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, {o another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2804 and
2806. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the
application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS - Web 2.4
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Electronic Patent Application Fee Transmittal

Application Number:

12807641

Filing Date:

10-Sep-2010

Title of Invention:

DATA PROTECTION SYSTEM SELECTIVELY ALTERING AN END PORTION OF
PACKETS BASED ON INCOMPLETE DETERMINATION OF WHETHER A PACKET

IS VALID OR INVALID

First Named Inventor/Applicant Name:

Andrew K. Krumel

Filer: Alan R Loudermilk
Attorney Docket Number: 802-001C
Filed as Small Entity
Filing Fees for Utility under 35 USC 111(a)
Description Fee Code Quantity Amount Suz—;l'g(t;)l in
Basic Filing:
MAINTENANCE FEE DUE AT 3.5 YEARS 2551 1 800 800
PET. DELAY PYMT MAINTAIN PATENT IN FORCE 2558 1 850 850
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Ex.1002
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Sub-Total in

Description Fee Code Quantity Amount USD($)
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1650
Ex.1002
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450
Www.USpto.gov

in re Patent No. 84>8784
Issue Date: June 4,2013
icati :DECISION GRANTING PETITION
Application No. 12807641 ‘UNDER 37 CFR 1.378(b)
Filed: September 10,2010

Attorney Docket No. 802-001C

This is a decision on the electronic petition, filed September 29,2017 ,under 37 CFR 1.378(b)
to accept the unintentionally delayed paymentofthe 3.5  year maintenance fee for the above-identified patent.

The petition is GRANTED.

The maintenance fee is accepted, and the above-identified patent reinstated as of September 29,2017
This decision also constitutes notice that the fee has been accepted. An electronic copy of the petition and
this decision has been created as an entry in the Image File Wrapper. Nevertheless, petitioner should print
and retain an independent copy.

Telephone inquiries related to this electronic decision should be directed to the Electronic Business Center at 1-866-217-9197.
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Electronic Acknowledgement Receipt

EFS ID: 30523547
Application Number: 12807641
Patent Number: 8458784
Confirmation Number: 3474
Petition Issued Date: September 29,2017

Title of Invention:

DATA PROTECTION SYSTEM SELECTIVELY ALTERING AN END PORTION OF
PACKETS BASED ON INCOMPLETE DETERMINATION OF WHETHER A PACKET
IS VALID OR INVALID

First Named Inventor/Applicant Name:

Andrew K. Krumel

Customer Number:

107299

Filer:

Alan R Loudermilk

Filer Authorized By:

Attorney Docket Number: 802-001C
Receipt Date: 29-SEP-2017
Filing Date: 10-SEP-2010
Time Stamp: 15:35:25

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $1650

RAM confirmation Number

100217INTEFSW15362900

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Ex.1002
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File Listing:

Document ... . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest | Part/.zip| (ifappl.)
765020
1 Petition automatically granted by EFS sb0066e_fill802001C.pdf no 3
990410db545772cba%e6alcfde6301cdf6 14
5868
Warnings:
Information:
32130
2 Fee Worksheet (SB06) fee-info.pdf no 2
52d92d7a48c97aa5579505dce0f9c552380|
4fd7e
Warnings:
Information:
Total Files Size (in bytes){ 797150

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Ex.1002
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
12/807.641 06/04/2013 8458784 802-001C 3474
107299 7590 05/15/2013

Alan R. Loudermilk
511 N. Washington Ave
Marshall, TX 75670

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Andrew K. Krumel, San Jose, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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Receipt date: 04/08/2011 g 12807641 - GAU: 2438

Sheet _1 _of
.Form PTO-1449 U.S. DEPARTMENT OF COMMERCE | Attorney's Docket Number Serial N-o‘
(REV. 7-92) Patent and Trademark Office
INFORMATION DISCLOSURE STATEMENT J %’8 oYy /
BY APPLICANT &02-051 0%
(Use several sheets if necessary)
o gL
| Filing Date:q /I o //0 Group Art UI‘IZR:IS’?’
. — U.S. PATENT DOCUMENTS
"EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS | FILING DATE IF
S5 (3[4 |3 14 |7 1 08-1994 | Cassagnol 370 401
5141216 |3 |7 (8 |6/20/95 | Ong 326 39 -
S 14126 (3 ]7 [9 |06-1995 | Trimberger 326 39
s |5 |3]0|6 ]9 |5 |06196 |Dighe 370 232
51519011016 (O 12-1996 | Granville 702 155
516 |5 (|7 |3 |1 [6 |081997 | Nakagaki 370 394
S |17 (4 10 |3 7 15 | 4/14/98 Dunne et al. 395 200.68
5017 145 (2 ]2 ]9 |04-1998 |dume Jungetal. 356 73
517191410 (3 {3 [8/11/98 | Aldebertetal. 395 653
5 18 (3 517 12 |6 11/10/98 | Shwed et al. 395 200.59
5 (8 |8 {4 (0 [2 |5 [3/16/99 | Baehretal 395 187.01
519 (03 |5 ]|6 |6 [051999 | Flammer 370 406
519 1015 |8 5 [9 [051999 [ Holloway 713 201
519 (6 |8 |1 |7 [6 | 10/19/99 | Nessettet al. 713 201
519 1714 |5 |4 17 |10-1999 | Klimenko 713 2
6 [0 |0 |3 1 3 3 12/14/99 | Moughanni et al. . 713 200
6 10 (0 }9 |4 |7 |5 12/28/99 | Shrader 709 249
6 [0 [2 |0 |7 |5 8 | 02-2000 | Patel 326 40
6 |0 |7 |6 1 6 | 8 | 06-2000 | Fiveash 713 201
6 [0 |1 1 {7 19 |7 |01-2000 | Sugawara 370 395.51
6 [0 (4 |9 |2 (2 |2 [4/11/00 Lawmann 326 38
6 |0 [S5 [2 |7 [8 |5 |04-2000 | Lin 709 225
6 |0 |S |2 |7 |8 |8 | 04-2000 | Wesinger : 713 201
EXAMINER . DATE CONSIDERED
*EXAMINER: :::n:;;l :ll‘l::ll:::::s‘l::r;:h;::lher or not citation is in conformance with MPEP § 609. Draw line through citation if not in conformance and not considered. Include copy of this form with

-1 - 4
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.S./
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE REC'D I ATTY.DOCKET.NO ITOT CLAIMSIIND CLAIMSl
12/807,641 09/10/2010 2493 1170 802-001C 30 1
CONFIRMATION NO. 3474
107299 CORRECTED FILING RECEIPT
Alan R. Loudermilk
511 N. Washington Ave N AR ORI
000000061038103

Marshall, TX 75670
Date Mailed: 05/07/2013

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Andrew K. Krumel, San Jose, CA;
Applicant(s)

Andrew K. Krumel, San Jose, CA;

Power of Attorney:
Alan Loudermilk--32788

Domestic Priority data as claimed by applicant
This application is a CON of 11/374,465 03/13/2006 ABN
which is a CON of 09/611,775 07/07/2000 PAT 7013482

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

If Required, Foreign Filing License Granted: 10/15/2010

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/807,641

Projected Publication Date: Not Applicable
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
page 1 of 3
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Title

DATA PROTECTION SYSTEM SELECTIVELY ALTERING AN END PORTION OF PACKETS
BASED ON INCOMPLETE DETERMINATION OF WHETHER A PACKET IS VALID OR INVALID

Preliminary Class
726
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications:

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.

page 3 of 3
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OK TO ENTER: /MJS/

05/01/2013

Attorney Docket No.: 802-001C
THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application of:  Krumel )
)
Serial No.: 12/807,641 )
)

Filed: September 10, 2010 )  Examiner: Simitoski, Michael J.
)

For: REAL TIME FIREWALL/DATA )  Group Art Unit: 2439

PROTECTION SYSTEMS AND )
METHODS )

Mail Stop Issue Fee
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
AMENDMENT PURSUANT TO RULE 312

Sir:
In response to the notice of allowance mailed January 18, 2013, please re-examine the

above-identified application in view of the following amendment and remarks. The issue fee

transmittal accompanies this submission.

IN THE TITLE:

Please change the title to:

--DATA PROTECTION SYSTEM SELECTIVELY ALTERING AN END PORTION OF
PACKETS BASED ON INCOMPLETE DETERMINATION OF WHETHER A PACKET IS
VALID OR INVALID--.
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UNITED STATES PATENT AND TRADEMARK OFFICE

Page 1 of 1

BIB DATA SHEET

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

CONFIRMATION NO. 3474

SERIAL NUMBER FILINSA(_)I_I‘E 371(c) CLASS GROUP ART UNIT ATTORNE(Y) DOCKET
12/807 641 09/10/2010 726 2493 802-001C
RULE
APPLICANTS
Andrew K. Krumel, San Jose, CA;
*k CONTINUING DATA dkkkkkkkkhkkhkkdkkkkhkhhkkkiks
This application is a CON of 11/374,465 03/13/2006 ABN
which is a CON of 09/611,775 07/07/2000 PAT 7013482
** FOREIGN APPLICATIONS
** IF REQUIRED, FOREIGN FILING LICENSE GRANTED ** ** SMALL ENTITY **
10/15/2010
Foreign Pricrity claimed U ves MINo STATEOR | SHEETS TOTAL |INDEPENDENT
35 USC 119(a-d) conditions met U ves BNO d M%ﬁgﬁéa COUNTRY DRAWINGS CLAIMS CLAIMS
Verified and /Shfly\ln(??oAgkf/J CA 14 30 1
Acknowledged Examiner's Signature Initials

ADDRESS

Alan R. Loudermilk

511 N. Washington Ave
Marshall, TX 75670
UNITED STATES

TITLE

DATA PROTECTION SYSTEM SELECTIVELY ALTERING AN END PORTION OF PACKETS BASED ON
INCOMPLETE DETERMINATION OF WHETHER A PACKET IS VALID OR INVALID

FILING FEE
RECEIVED |No.
1170 No.

FEES: Authority has been given in Paper
to charge/credit DEPOSIT ACCOUNT
for following:

U All Fees

U 1.16 Fees (Filing)

U 1.17 Fees (Processing Ext. of time)

U 1.18 Fees (Issue)

‘EI Other

|Q Credit

BIB (Rev. 05/07).
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O.Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO. |
12/807,641 09/10/2010 Andrew K. Krumel 802-001C 3474
107299 7590 05/02/2013 | |
. EXAMINER
Alan R. Loudermilk
511 N. Washington Ave SIMITOSKI, MICHAEL J
Marshall, TX 75670
| ART UNIT | PAPER NUMBER |
2493
| MAIL DATE | DELIVERY MODE |
05/02/2013 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No.

12/807,641

Applicant(s)

KRUMEL, ANDREW K.

Response to Rule 312 Communication Exam
Xaminer

MICHAEL SIMITOSKI

Art Unit

2493

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address —

1. X] The amendment filed on 22 April 2013 under 37 CFR 1.312 has been considered, and has been:

a)[] entered.

b) entered as directed to matters of form not affecting the scope of the invention.

c)[] disapproved because the amendment was filed after the payment of the issue fee.

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(¢c)(1)

and the required fee to withdraw the application from issue.
d)[] disapproved. See explanation below.

e)[] entered in part. See explanation below.

/Michael J Simitoski/
Primary Examiner, Art Unit 2493

U.S. Patent and Trademark Office
PTOL-271 (Rev. 04-01) Reponse to Rule 312 Communication

Part of Paper No. 20130501

Ex.1002
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PART B - FEE(S) TRANSMITTAL , :}Cu /i;

Congplete and send Q form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
- Commissioner for Patents
APRZ 2203 ® P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

95, This o should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if rcquil_’cd{]. Blocks | through 5 should be completed where
appropriate, ARJ¥dfey-eofrespondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwisc in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

maintenance fee notifications.
" CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of‘_mailin can only be used for domestic mailings of the
' Fee(s) Transmittal. This certificate cannot be used for any other accompanying
ﬁaper_s. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission. )

. 107299 7590 01/18/2013
Alan R. Loudermilk Certificate of Mailing or Transmission i he United
: I hereby certify that this Fee(s) Transmittal is being deposited with the Unite
511 N. Washington Ave States Postal Service with sus'f)lcienl postage for first class mail in an cnvelope
Marshall, TX 75670 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
0 e”/Lk - (Depositor's name)
T (Signature)
(Datc)
H1B/12
[ arrLicaTionno. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. ]
12/807,641 09/10/2010 Andrew K. Krumel 802-001C 3474
TITLE OF INVENTION: REAL TIME FIREWALL/DATA PROTECTION SYSTEMS AND METHODS ’
l APPLN. TYPE SMALLENTITY | ISSUE FEEDUE [ PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE
nonprovisional YES $885 $300 $0 $1185 04/18/2013
2813 CNGUYEN3 80088864 586251 12007641
I EXAMINER l ART UNIT l CLASS-SUBCLASS ] Ba/23/20 ,
81 FC:2301 496,68 DA
SIMITOSKI, MICHAEL J 2493 726-013000 2 FC:1504 306.66 DA
_1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list - y
CFR 1.363). o , _ 1 LoUNECHILE+
(1) the names of up to 3 registered patent attorneys . .
(] Change of correspondence address (or Change of Correspondence or agents OR, alternatively, ’ : AS‘}Q_’/A’TE’S
Address form PTO/SB/122) attached. (2) the name of a single firm (having as a member a 2
(J "Fee Address” indication (or "Fee Address" Indication form - tegistered attorncy or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorncys or agents. If no name is 3
Number is required. listed, no name will be printed.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an ass%%nce is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
BO2 Sysyems, Tiue. MALSHALL, TEXAS

Please check the appropriate assignee category or categories (will not be printed on the pat'énl) [ individual mCorporalion or other private group entity 3 Government

w

4a, The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
ssue Fee . 0 A check is enclosed. :
ublication Fee (No small entity discount permitted) ] Payment by credit card. Form PTO-2038 is attached.
(] Advance Order - # of Copics m‘hc Director is hereby authorized to charge the required f e%s), any deficiency, or credit any
verpayment, to Deposit Account Number soi)ﬁj_ enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Oa. Applicant claims SMALL ENTITY status, See 37 CFR 1.27. Ob. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not b d from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in

interest as shown by the records of the United StategPatent ark Office.
Authorized Signature Date 17:// 3’/ / 3

Typed or printed name ALAU '? N Z,O M A5 RM /LK Registration No. 324’{7'88

This collection of information is requircd by 37 CFR 1.311, The information 1s re%qired to obtain or retain a benefit b)z' the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary de; ‘ndmg upon the individual casc. Any comments on the amount of time you requirc to complete
this form and/or st:Fgcstions_ for reducing this burden, should be sent to the Chicf Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandna, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for usc through 08/31/2013. OMB 0651-0033  U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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PART B - FEE(S) TRANSMITTAL

form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

\; 3 should be_used for transmitting the 1SSUE FEE and PUBLICATION FEE (if rcquircd{;Gﬁocks 1 through 5 should be completed where
espondence including the Patent, advance orders and notification of maintenance fecs will be mailed to the current correspondence address as
d below or directed otherwise in Block |, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

ions.
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block ) for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal, This certificate cannot be used for any other accompanying
E:pcqt.s Each ad‘glilft_uontal p‘gaper,l such as an assignment or formal drawing, must
107299 7550 0182013 ve its own certificate of mailing or transmission.
Alan R. Loudermilk  hereb o Cetll'ﬁl}cnte of Mailing (:l‘ Transmission . the Usited
. ereby certify that this Fee(s) Transmittal is being deposited with the Uni
511 N. Washington Ave States Postal S)cl:rvice with sufficient postage for firet class mail in an envelo
Marshall, TX 75670 addressed to the Mail Slog ISSUE FEE address above, or being facsimile
) transmitted to the USPTO (571) 273-2885, on the date indicated below.
' Zt (Depositor's name)
% b (Signanure)|
(Date)
4 -
l APPLICATION NO. I FILING DATE l FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. ' CONFIRMATION NO. I
12/807,641 09/10/2010 Andrew K. Krumel 802-001C 3474

TITLE OF INVENTION: REAL TIME FIREWALL/DATA PROTECTION SYSTEMS AND METHODS ( Py

l APPLN, TYPE L SMALL ENTITY l ISSUE FEE ousJ PUBLICATION FEE DUE [ PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE L DATE DUE |

nonprovisional YES $885 $300 30 $1185 04/18/2013
| EXAMINER | ART UNIT | cLasssuBCLAss j
SIMITOSKI, MICHAEL ) 2493 726-013000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR1463), PO ( printing o te patent front pag . /LK~
(1) the names of up to 3 registered patent attorneys

0 change of corrwspondence address (or Change of Corrcspondence or agents OR, alternatively,

Address form PTO/SB/122) attached. (2) the name of a single firm (having as & membera 2

(J "Fee Address® indication (or "Fee Address" Indication form registered attomey or agent) and the names of up to

PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 ri%lstcrcd patent attorneys or agents. If no name is 3

Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
BO2 Sysyems, L. MARSHALL, TEXAS

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual MCorpomtion or other private group entity (O Government

4a, The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
suc Fee (O A check is enclosed. :
blication Fee (No small entity discount permitted) (J Payment by credit card. Form PTO-2038 is auached. e,

fy deficiency, or cred¥ an

O Advance Order - # of Copies e Director is hereby authorized to charge the required feef t fy ey
Vie. close an extra copy of this form),

verpayment, to Deposit Account Number en

5. Change in Entity Status (from status indicated above)
(P Applicant claims SMALL ENTITY status. See 37 CFR 1.27, Qv Applicant is no longer claiming SMALL ENTITY status, See J™GER.J27(g)(2).
d from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in

interest as shown by the records of the United States P2 A et : Office.
4 Date t{// é/ , 3
Typed or printed name AW '? . LD M AE RM /LK Registration No. 32 ) '7'88

This collection of information is required by‘,37 CFR 1.311. The information is r%qirnd to obtain or retain a benefit bg the public which 1s to file (and by the USPTO to proucsss
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, an

sub g the pleted appli form to the USPTO. Time will vary dc ndmf upon the individual case. Any on the of time you require to completc
this form and/or s\:’ggcstions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandna, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioncr for Patents, P.O. Box 1450,

Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033  U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Attorney Docket No.: 802-001C

Krumel )
)
Serial No.: 12/807,641 )
)

Filed: September 10, 2010 )  Examiner: Simitoski, Michael J.
)

For: REAL TIME FIREWALL/DATA ) Group Art Unit: 2439

PROTECTION SYSTEMS AND )
METHODS )

Mail Stop Issue Fee
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
AMENDMENT PURSUANT TO RULE 312

Sir:
In response to the notice of allowance mailed January 18, 2013, please re-examine the
above-identified application in view of the following amendment and remarks. The issue fee

transmittal accompanies this submission.

IN THE TITLE:

Please change the title to:

--DATA PROTECTION SYSTEM SELECTIVELY ALTERING AN END PORTION OF
PACKETS BASED ON INCOMPLETE DETERMINATION OF WHETHER A PACKET IS
VALID OR INVALID--.

Ex.1002
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REMARKS
All claims are allowed. Herein Applicant is amending the title consistent with the
allowed subject matter. Entry of this amendment is requested.
Please contact the undersigned if there are any questions.
No new matter has been added.
Please charge any additional fees due, or credit any overpayment, to Deposit Account No.

50-0251.
Respectfully submitted

Ll

Alan R. Loudermilk
Registration No. 32,788
Attorney for Applicant(s)

April 18,2013

Loudermilk & Associates

511 N. Washington Avenue

Marshall, Texas 75670

903-407-4213

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Commissioner for
Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

I EXAMINER |
107299 7590 01/18/2013
Alan R. Loudermilk SIMITOSKI, MICHAEL J
511 N. Washington Ave
Marshall, TX 75670 I ART UNIT PAPER NUMBER |
2493
DATE MAILED: 01/18/2013
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
12/807,641 09/10/2010 Andrew K. Krumel 802-001C 3474

TITLE OF INVENTION: REAL TIME FIREWALL/DATA PROTECTION SYSTEMS AND METHODS

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional YES $885 $300 $0 $1185 04/18/2013
THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown
above.

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required)
and twice the amount of the ISSUE FEE shown above, or

If the SMALL ENTITY is shown as NO:
A. Pay TOTAL FEE(S) DUE shown above, or

B. If applicant claimed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (f required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

II. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

apé)ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

107299 7590 01/18/2013
Alan R. Loudermilk Certificate of Mailing or Transmission
. I hereby certify that this Fee(s) Transmittal is being deposited with the United
511N WaShmgton Ave States Postal Service with sufficient postage for first class mail in an envelope
Marshall, TX 75670 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
12/807,641 09/10/2010 Andrew K. Krumel 802-001C 3474
TITLE OF INVENTION: REAL TIME FIREWALL/DATA PROTECTION SYSTEMS AND METHODS
I APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $885 $300 $0 $1185 04/18/2013
| EXAMINER | ART UNIT | crasssuscrass |
SIMITOSKI, MICHAEL J 2493 726-013000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). ol - 1
(1) the names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. ; . . 2
(2) the name of a single firm (having as a member a
[ "Fee Address"” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[J Advance Order - # of Copies [ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. e Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submutting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toage Cﬁief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, AIexand%'ia, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
12/807,641 09/10/2010 Andrew K. Krumel 802-001C 3474
I EXAMINER |
107299 7590 01/18/2013
Alan R. Loudermilk SIMITOSKI, MICHAEL J
511 N. Washington Ave
Marshall, TX 75670 I ART UNIT PAPER NUMBER |

2493

DATE MAILED: 01/18/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is O day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3of 3
PTOL-85 (Rev. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

. . 12/807,641 KRUMEL, ANDREW K.
Notice of Allowability Examiner Art Unit
MICHAEL SIMITOSKI 2493

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to Applicant's response of 12/27/2012.

2. [] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. [ The allowed claim(s) is/are 97-132. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
hitp://www. uspio.govipatents/init_events/pph/index.jsp or send an inquiry to PPHfeedhacki@uspto.gov .

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)[J Al b)[JSome* c)[INone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
[ including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [] Notice of References Cited (PTO-892) 5. [] Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [] Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/Michael J Simitoski/
Primary Examiner, Art Unit 2493

U.S. Patent and Trademark Office
PTOL-37 (Rev. 09-12) Notice of Allowability Part of Paper No./Mail Date 20130108
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RECEIVED
OK TO ENTER: /MJS/ CENTRAL FAX CENTER
01/08/2013 DEC 2 7 2012

Attorney Docket No.: 802-001C
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:  Krumel
Serial No.: 12/807,641

Filed: September 10, 2010 Examiner: Simitoski, Michael J.

For: REAL TIME FIREWALL/DATA
PROTECTION SYSTEMS AND
METHODS

Group Art Unit: 2439

N N N N N N N N N

Mail Stop After Final

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450
. AMENDMENT AFTER FINAL REJECTION

Sir:
In response to the final office action mailed July 27, 2012, please re-examine the above-

identified application in view of the following amendment and remarks. A petition for extension

of time accompanies this submission and is hereby requested.
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‘“WH“H“WH‘“‘“ m““ ““H“ “‘ o o
MICHAEL SIMITOSKI 2493
ORIGINAL INTERNATIONAL CLASSIFICATION

CLASS SUBCLASS CLAIMED NON-CLAIMED

726 13 o|se|F 17/00(2006.01.01) | G | o | 6 | F 9/00 (2006.01.01)
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CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
713 154
726 11 12
709 229
O Claims renumbered in the same order as presented by applicant O CPA K T.D O Raa47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original

1 20 39 58 77 9 25 115

2 21 40 59 78 1 97 26 116

3 22 41 60 79 2 98 27 17

4 23 42 61 80 3 99 28 118

5 24 43 62 81 4 100 29 119

6 25 44 63 82 5 101 30 120

7 26 45 64 83 6 102 31 121

8 27 46 65 84 13 103 32 122

9 28 47 66 85 14 104 33 123

10 29 48 67 86 15 105 34 124

1 30 49 68 87 16 106 35 125

12 31 50 69 88 17 107 36 126

13 32 51 70 89 18 108 7 127

14 33 52 71 90 19 109 8 128

15 34 53 72 91 20 110 9 129

16 35 54 73 92 21 111 1 130
NONE

Total Claims Allowed:
36

(Assistant Examiner) (Date)
/MICHAEL SIMITOSKI/
Primary Examiner.Art Unit 2493 01/08/2013 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 3

U.S. Patent and Trademark Office

Part of Paper No. 20130108
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36
(Assistant Examiner) (Date)
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App[icaﬁon Number Application/Control No. applicar?t(st)_/Patent under
T sunes e
Document Code - DISQ Internal Document — DO NOT MAIL
TERMINAL
DISCLAIMER X APPROVED [] DISAPPROVED

This patent is subject
Date Filed : 12/27/12 to a Terminal
Disclaimer

Approved/Disapproved by:

Felicia D. Roberts

7,013,482

U.S. Patent and Trademark Office
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CEIVED
CENTRAL FAX GENTER

7 200
DEC t Attomey Docket No.: 802-001C
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of;  Krumel
Serial No.: 12/807,641

Filed: September 10, 2010 Examiner: Simitoski, Michael J.

For: REAL TIME FIREWALL/DATA
PROTECTION SYSTEMS AND
METHODS

Group Art Unit: 2439

Mail Stop After Final
Commissioner for Patents
P.O. Box 1450
Alexandra, VA 22313-1450
TERMINAL DISCILAIMER

Sir:

The undersigned represents that he is the Attomey of record for Application Serial No.
12/807,641.

The owner, 802 Systems, Inc., of the entire right, title and interest in U.S. Patent No(s).
7,013,482 (the “Disclaimed Patent(s)”), and in the above-captioned Application No. 12/807,641,
hereby disclaim, except as provided below, the terminal part of the statutory term of any patent
granted on the instant application, which would extend beyond the expiration date of the full
statutory term defined in 35 U.S.C. 154 and 173, as presently shortened by any terminal
disclaimer, of the Disclaimed Patent(s).

The owners hereby agree that any patent so granted on the instant application shall be
enforceable only for and during such period that it and the Disclaimed Patent(s) are commonly
owned. This agreement runs with any patent granted on the instant application and is binding
upon the grantee; its snccessors or assigns.

In making the above disclaimer, the owners do not disclaim the terminal part of any
patent granted on the instant application that would extend to the expiration date of the full
statutory term as defined in 35 U.S.C. 154 and 173 of the Disclaimed Patent(s), as presently

12/28/2812 APEREIAM 08688627 588251 12887641
82 FC:2814 40.88 DA
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DEC 2 7 2012

shortened by any terminal disclaimer, in the event that the Disclaimed Patent(s) later: expire(s)
for failure to pay a maintenance fee, is/are held unenforceable, is/are found invalid by a court of
competent jurisdiction, is/are statutorily disclaimed in whole or terminally disclaimed under 37
CFR 1.321, have all claims canceled bv a reexamination certificate, is/are reissued, or are in anv
manner terminated prior to the expiration of its/their full statutory term as presently shortened by
any terminal disclaimer.

Please charge the fee for a Terminal Disclaimer in the amount of $80.00 to Deposit

Account 50-0251. Please charge any additional fees or credit any overpayment to that same

account.
Respectfully submitted
Alan R. Loudermilk
Registration No. 32,788
Attorney for Applicant(s)
December 27, 2012

Loudenmilk & Associates
5311 N. Washington Avenue
Marshall, TX 75670
903-407-4213

1 hereby certify that the foregoing is being faxed or mailed to Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the
date indicated above.

din
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EIVED
CENT?RELCFAX CENTER

DEC 27 2012
Attorney Docket No.: 802-001C
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:  Krumel

A

Serial No.: 12/807,641

Filed: September 10, 2010 Examiner: Simitoski, Michael J.

For: REAL TIME FIREWALL/DATA
PROTECTION SYSTEMS AND
METHODS

Group Art Unit: 2439

Nt N e Nt Nt Nt Nt ot

Mail Stop After Final
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
PETITION AND FEE FOR EXTENSION OF TIME UNDER 37 C.F.R. 1.136(a)

Dear Commissioner,

Applicant hereby petitions for a two-month extension of time in order to respond to the
final office action mailed July 27, 2012. Please charge Deposit Account No. 50-0251 in the
amount of $285.00 for the extension fee. An amendment responsive to the office action
accompanies this submission.

Please charge any additional fees due, or credit any overpayment, to Deposit Account
No. 50-0251.

Respectfully submitted

Alan R. Loudermilk
Registration No. 32,788
Attorney for Applicant(s)
December 27, 2012

Loudermilk & Associates

511 N. Washington Avenue

Marshall, Texas 75670

903-407-4213
I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Commmissioner for
Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above.
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RECEIVED
CENTRAL FAX CENTER

DEC 2 7 2012

Attorney Docket No.: 802-001C
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:  Krumel
Serial No.: 12/807,641
Filed: September 10, 2010 Examiner: Simitoski, Michael J.

For: REAL TIME FIREWALL/DATA
PROTECTION SYSTEMS AND
METHODS

Group Art Unit: 2439

Nt N S N N N N N SN

Mail Stop After Final

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1430
: AMENDMENT AFTER FINAL REJECTION

Sir:
In response to the final office action mailed July 27, 2012, please re-examine the above-

identified application in view of the following amendment and remarks. A petition for extension

of time accompanies this submission and is hereby requested.
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IN THE CLAIMS:

1-96. (canceled)

97. (previously presented) A data protection system for filtering packets between at
least an internet network and an intermal network, wherein data is transmitted and received in the
form of a plurality of packets, comprising:

a first interface circuit for coupling packets to and from the internet network;

a second interface circuit for coupling packets to and from the internal network;

a filtering circuit coupled between the first interface circuit and the second interface
circuit;

wherein, as a packet is being received and transmitted between the first and second
interface circuits, the packet is simultaneously subjected to one or more filtering criteria by the
filtering circuit, wherein an end portion of the packet is selectively altered by the filtering circuit
based on the filtering criteria, wherein the packet is selectively altered to be invalid if a
determination has not been made as to whether the packet is valid or invalid by the time the end
portion of the packet is received.

98 (previously presented) The system of claim 97, wherein the filtering criteria
determine whether the packet is to be a valid packet or an invalid packet, wherein the packet is
selectively altered to be invalid if it was determined that the packet should be an invalid packet.

99. (previously presented) The system of claim 97, wherein the filtering circuit includes
at least first logic for determining characteristics of the packet being received and transmitted
between the first and second interface circuits and at least a filter portion that subjects the packet
to the plurality of filtering criteria while the packet is being received and transmitted between the
first and second interface circuits.

100. (previously presented) The system of claim 99, wherein the filter portion includes
at lcast a stateful filter portion and a non-stateful filter portion.

101. (previously presented) The system of claim 100, wherein the stateful filter portion
subjects the packet to one or more stateful filtering criterion and the non-stateful filter portion
subjects the packet to one or more non-stateful filtering criterion.

102. (previously presented) The system of claim 100, wherein the stateful filter portion
subjects the packet to one or more stateful filtering criterion while the non-stateful filter portion

subjects the packet to one or more non-stateful filtering criterion.
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103. (previously presented) The system of claim 100, wherein a result aggregator logic
receives one or more signals from the stateful filter portion and the non-stateful filter portion,
wherein based on the received signals the result aggregator logic controls whether the packet is
selectively altered to be invalid.

104. (previously presenied) The system of claim 103, wherem the result aggregator
logic receives a completion signal that indicates whether the stateful and/or non-stateful filter
portions have subjected the packet to all of the filtering criteﬁa,

105. (currently amended) The system of claim 104, wherein —if-the-eempletion-stenal-is-
notreeetved-by-theresult-asporegatorJogie-by-w-time-when-the-end-portion-ef-the-packet-has-been-
recetved-then the packet is selectively altered by the filtering circuit to be invalid in response to

the completion signal not being received by the result ageregator logic bv a time when the end

ortion of the packet has becn received.

106. (currently amended) The system of claim 97, wherein the packet is subjected to the

plurality of tiltering criteria in parallel with the packet being received and transmitted between

the first and second interface circuits

107. (previously presented) The system of claim 97, wherein the packet is subjected to
the plurality of filtering criteria in real time with the packet being received and transmitted
between the first and second interface circuits.

108. (previously presented) The system of claim 97, further comprising one or nore
physical switches, wherein the packet is selectively subjected to the filtering criteria based on the
state of the one or more physical switches.

109. (previously presented) The system of claim 10R, wherein the state of the one or
more physical switches selectively enable or disable a predetermined portion of the filtering
criteria.

110. (previously presented) The system of claim 108, wherein the state of the one or
more physical switches selectively enable or disable a predetermined portion of the filtering
criteria based on whether a computer coupled to the internal network is controlled to operate in a
client mode or a server mode.

111. (previously presented) The system of claim 108, wherein the state of the one or

more physical switches selectively controls a configuration or reconfiguration operation of the
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filtering circuit.

112. (previously presented) The sj'stem of claim 108, wherein the state of the one or
more physical switches selectively controls a reset operation of the filtering circuit.

113. (currently amended) The system of claim 97 31, further comprising one or more
visual or audio feedback devices, wherein the one or more visual or audio feedback devices
selectively provide visual or audio feedback of the operation or status of the system.

114. (previously presented) The system of claim 113, wherein the one or more visual or
audio feedback devices provide visual or audio feedback that the system is powered or
operational.

115. (previously presented) The system of claim 113, wherein the one or more visual or
audio feedback devices provide visnal or audio feedback that the system is subjecting a packet to
the filtering criteria.

116. (previously presented) The system of claim 113, wherein the one or more visual or
audio feedback devices provide visual or audio feedback that the system has rejected one or
more packets.

117. (previously presented) The system of claim 113, wherein the one or more visual or
audio feedback devices provide visual or audio feedback that a computer coupled to the mternal
network is suspected to be under attack. ]

118. (previously presented) The system of claim 117, wherein the one or more visual or
audio feedback devices provide visual or audio feedback of an estimated severity of the attack.

119. (previously presented) The system of claim 113, wherein the one or more visual or
audio feedback devices provide visnal or audio feedback of a state of the system until the one or
more visual or audio feedback devices are reset by a user.

120. (previously presented) The system of claim 119, wherein the one or more visual or
audio feedback devices are resct by the state of a physical switch.

121. (previously presented) The system of claim 113, wherein the one or more visual or
andio feedback devices comprise at least one light source, wherein the light source is selectively
controlled to provide information indicative of the operation or status of the system.

122. (previously presented) The system of claim 121, wherein the light source is
controlled to have a first color or a second color depending on the operation or status of the

system.
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123. (previously presented) The system of claim 121, wherein the light source is
controlled to selectively blink depending on the operation or status of the system.

124. (previously presented) The system of claim 123, wherein the light source is
controlled to selectively blink at a rate that is indicative of a severity level of a suspected attack
on a computer coupled to the internal network.

125. (previously presented) The system of claim 121, wherein the at least one light
source comprises an LED.

126. (previously presented) The system of claim 113, wherein the one or more visual or
audio feedback devices comprise a speaker.

127. (previously presented) The system of claim 102, wherein the stateful filtering
criteria are dependent upon ]'3hysical switch position, packet characteristics, clock me and/or
user-specificd criteria.

128. (previously presented) The system of claim 127, wherein the user-specified criteria

. are entered via a physical input device.

129. (previously presented) The system of claim 128, wherein the physical input device
comprises one or more switches, an audio input device, or display input device.

130. (previously presented) The system of claim 127, wherein the user specified criteria
are entered via a configuration software.

131. (previously presented) The system of claim 130, wherein the user specified criteria
are transferred from the configuration software to the system using a network protocol, infrared
port or cable attachment.

132. (previously presented) The system of claim 129, wherem the one or more switches

comprise a toggle switch, button switch or multi-state switch.
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REMARKS

Claims 97 - 132 were examined and finally rejected on the basis of Section 112 and
obviousness-type double patenting. Herein, Applicant is amending claims 105, 106 and 113 to
address the informalities noted by the Examiner, and accordingly Applicant requests that the
Section 112 rejections be withdrawn. Applicant further is submitting herewith a terminal
disclaimer, which should obviate the double patenting rejection. )

As the claims have been determined to be allowable over the cited art, no additional
searching should be required by this amendment. Accordingly, entry of this amendment is.
requested, as is allowance of the presently pending claims. '

Please contact the undersigned if there are any questions.

No new matter has been added. Please charge any additional fees due. or credit any
O\rerpaymexil, to Deposit Account No. 50-0251.

Respectfully submitted

.

Alan R. Loudermilk
Registration No. 32,788
Attorney for Applicant(s)

December 27, 2012

Loudermilk & Associates

511 N. Washington Avenue

Marshall, Texas 75670

903-407-4213

1 hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Commissioner for
Patents, P.O. Box 1450, Alexandria, VA 22313-1430, on the daie indicated above.
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Address: COMMISSIONER FOR PATENTS
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| APPLICATION NUMBER | PATENT NUMBER | GROUP ART UNIT | FILE WRAPPER LOCATION |

12/807,641 2493

L

Correspondence Address/Fee Address Change

The following fields have been set to Customer Number 107299 on 11/06/2012
« Correspondence Address
« Maintenance Fee Address

The address of record for Customer Number 107299 is:

107299

Alan R. Loudermilk
511 N. Washington Ave
Marshall, TX 75670
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UNITED STATES DEPARTMENT OF COMMERCE
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Address: COMMISSIONER FOR PATENTS

P.O.Box 1450
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APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
12/807,641 09/10/2010 Andrew K. Krumel 802-001C 3474
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Alan R. Loudermilk
Loudermilk & Associates
511 N. Washington Avenue
Marshall, TX 75670
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2439
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Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.
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Application No. Applicant(s)

12/807,641 KRUMEL, ANDREW K.
Office Action Summary Examiner Art Unit

MICHAEL SIMITOSKI 2439

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- |f NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)IX Responsive to communication(s) filed on 09 July 2012.
2a)[X] This action is FINAL. 2b)[] This action is non-final.
3)[J An election was made by the applicant in response to a restriction requirement set forth during the interview on
__ ;therestriction requirement and election have been incorporated into this action.
4)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.
Disposition of Claims
5)X Claim(s) 97-132is/are pending in the application.
ba) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) ____is/are allowed.
7)XI Claim(s) 97-132is/are rejected.
)
)

) 97-132
8)[] Claim(s) _____is/are objected to.
9)[] Claim(s) ____are subject to restriction and/or election requirement.

Application Papers

10)[] The specification is objected to by the Examiner.
11)X] The drawing(s) filed on 10 September 2010 is/are: a)X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
12)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)J Al b)[JSome * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ___
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) D Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) [ Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date 6) D Other: _____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 20120725
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2.

3.

DETAILED ACTION
The response of 7/9/12 was received and considered.

Claims 97-132 are pending.

Response to Arguments

Applicant’s arguments with respect to claims 97-132 have been considered but are moot because

the arguments do not apply to any of the claims discussed in the current rejection.

5.

Claim Rejections - 35 USC § 112
The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the
subject matter which the applicant regards as his invention.

Claims 105-106 and 113-126 are rejected under 35 U.S.C. 112, second paragraph, as being

indefinite for failing to particularly point out and distinctly claim the subject matter which applicant

regards as the invention.

a. Regarding claim 105, the claim is directed to a system, but beings with “if the completion
signal...”. However, it is unclear how a system limitation could be conditional.

b. Regarding claim 106, the claim recites “wherein the packet ... wherein a decision is
made...". However, this appears to be an implementation/runtime limitation, not associated with

or further limiting the system. Further, the independent claim recites that the packet is found to
be invalid if a decision is not made by the time the end portion of the packet is received. In this
claim, a recitation that the decision is made by that time. Therefore, such a limitation would
seemingly broaden the scope of the parent claim. As such, the claim is indefinite.

c. Regarding claim 113, the claim depends from a canceled claim.
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Double Patenting
6. The nonstatutory double patenting rejection is based on a judicially created doctrine grounded in
public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise
extension of the “right to exclude” granted by a patent and to prevent possible harassment by multiple
assignees. A nonstatutory obviousness-type double patenting rejection is appropriate where the
conflicting claims are not identical, but at least one examined application claim is not patentably distinct
from the reference claim(s) because the examined application claim is either anticipated by, or would
have been obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226
(Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d
887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In
re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ
644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be used
to overcome an actual or provisional rejection based on a nonstatutory double patenting ground provided
the conflicting application or patent either is shown to be commonly owned with this application, or
claims an invention made as a result of activities undertaken within the scope of a joint research
agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal disclaimer.

A terminal disclaimer signed by the assignee must fully comply with 37 CEFR 3.73(b).

7. Claims 97-132 are rejected on the ground of nonstatutory obviousness-type double patenting as
being unpatentable over claims 31-66 of U.S. Patent No. 7,013,482. Although the conflicting claims are
not identical, they are not patentably distinct from each other because (in claim 1 of the patent, as

compared to claim 31 of the instant application), the removal of any limitations from the patent is obvious
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for reasons of breadth. Further, expanding the scope of “programmable logic device” to “filtering circuit”
is an obvious variation for reasons of breadth. Lastly, as the Internet is the best known external network

in the art, replacing “external network™ with “internet network™ is an obvious variation.

Conclusion
8. Applicant's amendment necessitated the new ground(s) of rejection presented in this Office
action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is
reminded of the extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE MONTHS from
the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the mailing
date of this final action and the advisory action is not mailed until after the end of the THREE-MONTH
shortened statutory period, then the shortened statutory period will expire on the date the advisory action
is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later than SIX
MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the examiner should
be directed to MICHAEL J. SIMITOSKI whose telephone number is (571)272-3841. The examiner can
normally be reached on Monday - Thursday, 6:45 a.m. - 4:15 p.m..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor, Edan
Orgad can be reached on (571)272-7884. The fax phone number for the organization where this

application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
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Attorney Docket No.: 802-001C
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:  Krumel

N’

Serial No.: 12/807,641

Filed: September 10,2010 Examiner: Simitoski, Michael J.

For: REAL TIME FIREWALL/DATA
PROTECTION SYSTEMS AND
METHODS

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450 ‘
RESPONSE TO NOTICE TO NON-COMPLIANT AMENDMENT

Group Art Unit: 2439

N N N N N N N N

Sir:

In response to the notice of non-compliant amendment mailed June 21, 2012, Applicant is
resubmitting the claims portion of the amendment with the claim identifier added. To the extent
required, Applicant requests a one-month extension of time and that the fee be charged to Dep.
Account 50-0251.

Please contact the.undersigned if there are any questions.

No new matter has been added. Please charge any additional fees due, or credit any
overpayment, to Deposit Account No. 50-0251.

Respectfully submitted

Alan R. Loudermilk
Registration No. 32,788
July §, 2012 Attorney for Applicant(s)
Loudermilk & Associates
511 N. Washington Avenue
Marshall, Texas 75670
903-407-4213

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Commissioner for

Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above.a_”l/ama SDIRETAL 888BGE3 Sgae51 12807641

W Bl FC:2251 75.88 DA
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IN THE CLAIMS:

1 —96. (canceled)

97. (new) A data protection system for filtering packets between at least an internet
network and an internal network, wherein data is transmitted and received in the form of a
plurality of packets, comprising:

a first interface circuit for coupling packets to and from the internet network;

a second interface circuit for coupling packets to and from the internal network;

a filtering circuit coupled between the first interface circuit and the second interface
circuit;

wherein, as a packet is being received and transmitted between the first and second
interface circuits, the packet is simultaneously subjected to one or more filtering criteria by the
filtering circuit, wherein an end portion of the packet is selectively altered by the filtering circuit
based on the filtering criteria, wherein the packet is selectively altered to be invalid if a
determination has not been made as to whether the packet is valid or invalid by the time the end
portion of the packet is received.

98. (new) The system of claim 97, wherein the filtering criteria determine whether the
packet is to be a valid packet or an invalid packet, wherein the packet is selectively altered to be
invalid if it was determined that the packet should be an invalid packet.

99. (new) The system of claim 97, wherein the filtering circuit includes at least first
logic for determining characteristics of the packet being received and transmitted between the
first and second interface circuits and at least a filter portion that subjects the packet to the
plurality of filtering criteria while the packet is being received and transmitted between the first
and second interface circuits.

100. (new) The system of claim 99, wherein the filter portion includes at least a stateful
filter portion and a non-stateful filter portion.

101. (new) The system of claim 100, wherein the stateful filter portion subjects the
packet to one or more stateful filtering criterion and the non-stateful filter portion subjects the
packet to one or more non-stateful filtering criterion.

102. (new) The system of claim 100, wherein the stateful filter portion subjects the

packet to one or more stateful filtering criterion while the non-stateful filter portion subjects the
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packet to one or more non-stateful filtering criterion.

103. (new) The system of claim 100, wherein a result aggregator logic receives one or
more signals from the stateful filter portion and the non-stateful filter portion, wherein based on
the received signals the result aggregator logic controls whether the packet is selectively altered
to be invalid. |

104. (new) The system of claim 103, wherein the result aggregator logic receives a
completion signal that indicates whether the stateful and/or non-stateful filter portions have
subjected the packet to all of the filtering criteria.

- 105. (new) The §ystem of claim 104, wherein, if the completion signal is not received by
the result aggregator logic by a time when the end portion of the packet has been received, then
the packet is selectively altered by the filtering circuit to be invalid.

106. (new) The system of claim 97, wherein the packet is subjected to the plurality of
filtering criteria in parallel with the packet being received and transmitted between the first and
second interface circuits, wherein a decision is made whether to selectively alter the packet to be
invalid by a time when the end portion of the packet has been received.

107. (new) The system of claim 97, wherein the packet is subjected to the plurality of
filtering criteria in real time with the packet being received and transmitted between the first and
second interface circuits.

108. (new) The system of claim 97, further comprising one or more physical switches,
wherein the packet is selectively subjected to the filtering criteria based on the state of the one or
more physical switches.

109. (new) The system of claim 108, wherein the state of the one or more physical
switches selectively enable or disable a predetermined portion of the filtering criteria.

110. (new) The system of claim 108, wherein the state of the one or more physical
switches selectively enable or disable a predetermined portion of the filtering criteria based on
whether a computer coupled to the internal network is controlled to operate in a client mode or a
server mode.

111. (new) The system of claim 108, wherein the state of the one or more physical
switches selectively controls a configuration or reconfiguration operation of the filtering circuit.

112. (new) The system of claim 108, wherein the state of the one or more physical
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switches selectively controls a reset operation of the filtering circuit.

113. (new) The system of claim 31, further comprising one or more visual or audio
feedback devices, wherein the one or more visual or audio feedback devices selectively provide
visual or audio feedback of the operation or status of the system.

114. (new) The system of claim 113, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that the system is powered or operational.

115. (new) The system of claim 113, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that the system is subjecting a packet to the filtering
criteria.

116. (new) The system of claim 113, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that the system has rejected one or more packets.

117. (new) The system of claim 113, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that a computer coupled to the internal network is
suspected to be under attack.

118. (new) The system of claim 117, wherein the one or more visual or audio feedback
devices provide visual or audio feedback of an estimated severity of the attack.

119. (new) The system of claim 113, wherein the one or more visual or audio feedback
devices provide visual or audio feedback of a state of the system until the one or more visual or
audio feedback devices are reset by a user.

120. (new) The system of claim 119, wherein the one or more visual or audio feedback
devices are reset by the state of a physical switch.

121. (new) The system of claim 113, wherein the one or more visual or audio feedback
devices comprise at least one light source, wherein the light source is selectively controlled to
provide information indicative of the operation or status of the system.

122. (new) The system of claim 121, wherein the light source is controlled to have a first
color or a second color depending on the operation or status of the system.

123. (new) The system of claim 121, wherein the light source is controlled to selectively
blink depending on the operation or status of the system.

124, (new) The system of claim 123, wherein the light source is controlled to selectively

blink at a rate that is indicative of a severity level of a suspected attack on a computer coupled to
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the internal network. '

125. (new) The system of claim 121, wherein the at least one light source comprises an
LED.

126. (new) The system of claim 113, wherein the one or more visual or audio feedback
devices comprise a speaker.

127. (new) The system of claim 102, wherein the stateful filtering criteria are dependent
upon physical switch position, packet characteristics, clock time and/or user-specified criteria.

128. (new) The system of claim 127, wherein the user-specified criteria are entered via a
physical input device.

129. (new) The system of claim 128, wherein the physical input device comprises one or
more switches, an audio input device, or display input device.

130. (new) The system of claim 127, wherein the user specified criteria are entered via a
configuration software.

131. (new) The system of claim 130, wherein the user specified criteria are transferred
from the configuration software to the system using a network protocol, infrared port or cable
attachment.

132. (new) The systemn of claim 129, wherein the one or more switches comprise a

toggle switch, button switch or multi-state switch.
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Attorney Docket No.: 802-001C
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

. InRe Application of:  Krumel

Serial No.: 12/807,641

Filed: September 10,2010 Examiner:

For: REAL TIME FIREWALL/DATA
PROTECTION SYSTEMS AND
METHODS

Group Art Unit:

N e N e Nt Nt N’ et

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450 ,
" AMENDMENT

Sir: '

In response to the office action mailed March 6, 2012, please re-examine the above-

identified application in view of the following amendment and remarks.
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IN THE CLAIMS:

1 —96. (canceled)

97. A data protection system for filtering packets between at least an internet network
and an internal network, wherein data is transmitted and received in the form of a plurality of
packets, comprising:

a first interface circuit for coupling packets to and from the internet network;

a second interface circuit for coupling packets to and from the internal network;

a filtering circuit coupled between the first interface circuit and the second interface
circuit;

wherein, as a packet is being received and transmitted between the first and second
interface circuits, the packet is simultaneously subjected to one or more filtering criteria by the
filtering circuit, wherein an end portion of the packet is selectively altered by the filtering circuit
based on the filtering criteria, wherein the packet is selectively altered to be invalid if a
determination has not been made as to whether the packet is valid or invalid by the time the end
portion of the packet is received.

98. The system of claim 97, wherein the filtering criteria determine whether the
packet is to be a valid packet or an invalid packet, wherein the packet is selectively altered to be
invalid if it was determined that the packet should be an invalid packet.

99.  The system of claim 97, wherein the filtering circuit includes at least first logic for
determining characteristics of the packet being received and transmitted between the first and
second interface circuits and at least a filter portion that subjects the packet to the plurality of
filtering criteria while the packet is being received and transmitted between the first and second
interface circuits.

100.  The system of claim 99, wherein the filter portion includes at least a stateful filter
portion and a non-stateful filter portion.

101.  The system of claim 100, wherein the stateful filter portion subjects the packet to
one or more stateful filtering criterion and the non-stateful filter portion subjects the packet to
one or more non-stateful filtering criterion.

102. The system of claim 100, wherein the stateful filter portion subjects the packet to

one or more stateful filtering criterion while the non-stateful filter portion subjects the packet to
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one or more non-stateful filtering criterion.

103.  The system of claim 100, wherein a result aggregator logic receives one or more
signals from the stateful filter portion and the non-stateful filter portion, wherein based on the
received signals the result aggregator logic controls whether the packet is selectively altered to be
invalid.

104. The system of claim 103, wherein the result aggregator logic receives a
completion signal that indicates whether the stateful and/or non-stateful filter portions have
subjected the packet to all of the filtering criteria.

105.  The system of claim 104, wherein, if the completion signal is not received by the
result aggregator logic by a time when the end portion of the packet has been received, then the
packet is selectively altered by the filtering circuit to be invalid.

106. The system of claim 97, wherein the packet is subjected to the plurality of filtering
criteria in parallel with the packet being received and transmitted between the first and second
interface circuits, wherein a decision is made whether to selectively alter the packet to be invalid
by a time when the end portion of the packet has been received.

107.  The system of claim 97, wherein the packet is subjected to the plurality of filtering
criteria in real time with the packet being received and transmitted between the first and second
interface circuits.

108.  The system of claim 97, further comprising one or more physical switches,
wherein the packet is selectively subjected to the filtering criteria based on the state of the one or
more physical switches.

109. The system of claim 108, wherein the state of the one or more physical switches
selectively enable or disable a predetermined portion of the filtering criteria.

110.  The system of claim 108, wherein the state of the one or more physical switches
selectively enable or disable a predetermined portion of the filtering criteria based on whether a
computer coupled to the internal network is controlled to operate in a client mode or a server
mode.

111, The system of claim 108, wherein the state of the one or more physical switches
selectively controls a configuration or reconfiguration operation of the filtering circuit.

112.  The system of claim 108, wherein the state of the one or more physical switches
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selectively controls a reset operation of the filtering circuit.

113.  The system of claim 31, further comprising one or more visual or audio feedback
devices, wherein the one or more visual or audio feedback devices selectively provide visual or
audio feedback of the operation or statu‘s of the system.

114.  The system of claim 113, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that the system is powered or operational.

115.  The system of claim 113, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that the system is subjecting a packet to the filtering
criteria.

116. The system of claim 113, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that the system has rejected one or more packets.

117.  The system of claim 113, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that a computer coupled to the internal network is
suspected to be under attack.

118.  The system of claim 117, wherein the one or more visual or audio feedback
devices provide visual or audio feedback of an estimated severity of the attack.

119. The system of claim 113, wherein the one or more visual or audio feedback
devices provide visual or audio feedback of a state of the system until the one or more visual or
audio feedback devices are reset by a user.

120. The system of claim 119, wherein the one or more visual or audio feedback
devices are reset by the state of a physical switch.

121.  The system of claim 113, wherein the one or more visual or audio feedback
devices comprise at least one light source, wherein the light source is selectively controlled to
provide information indicative of the operation or status of the system.

122.  The system of claim 121, wherein the light source is controlled to have a first
color or a second color depending on the operation or status of the system.

123. The system of claim 121, wherein the light source is controlled to selectively
blink depending on the operation or status of the system.

124. The system of claim 123, wherein the light source is controlled to selectively

blink at a rate that is indicative of a severity level of a suspected attack on a computer coupled to
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the internal network.

125. The system of claim 121, wherein the at least one light source comprises an LED.

126. The system of claim 113, wherein the one or more visual or audio feedback
devices comprise a speaker.

127.  The system of claim 102, wherein the stateful filtering criteria are dependent upon
physical switch position, packet characteristics, clock time and/or user-specified criteria.

128. The system of claim 127, wherein the user-specified criteria are entered via a
physical input device.

129. The system of claim 128, wherein the physical input device comprises one or
more switches, an audio input device, or display input device.

130. The system of claim 127, wherein the user specified criteria are entered via a
configuration software.

131.  The system of claim 130, wherein the user specified criteria are transferred from
the configuration software to the system using a network protocol, infrared port or cable
attachment.

132. The system of claim 129, wherein the one or more switches comprise a toggle

switch, button switch or multi-state switch.
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REMARKS

Claims 67 — 96 were examined. Claim 68 was indicated as allowable over the cited
references, while the remaining claims were rejected in view of various prior art references and
in view of obviousness-type double patenting.

While Applicant respectfully traverses the prior art rejections (and the double patenting
rejection, subject to Applicant considering a terminal disclaimer if needed in view of the
amendments herein), Applicant wishes to thank the Examiner for the indication of allowable
subject matter in claim 68. In view of this, and in order to expedite prosecution, Applicant has
canceled claims 67 — 96 and added new independent claim 97, and added new dependent claims
98 - 132, to more fully claim Applicant's invention consistent with the allowable subject matter.
For example, independent claim 97 recites “wherein the packet is selectively altered to be invalid
if a determination has not been made as to whether the packet is valid or invalid by the time the
end portion of the packet is received.” Accordingly, Applicant submits that the invention defined
by the currently pending claims is patentable over the cited references, for this and other features
in the pending claims.

Reconsideration and allowance is requested. Upon examination of this amendment,
Applicant's attorney would like to discuss with the Examiner the need for a terminal disclaimer
in view of this amendment. Please contact the undersigned if there are any questions.

No new matter has been added. Please charge any additional fees due, or credit any
overpayment, to Deposit Account No. 50-0251.

Respectfully submitted

47 4

Alan R. Loudermilk
Registration No. 32,788
Attorney for Applicant(s)

June 6, 2012

Loudermilk & Associates

SI1N. Washington Avenue

Marshall, Texas 75670

903-407-4213

I'hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Commissioner for
Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above.
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Application No. Applicant(s)

12/807,641 KRUMEL, ANDREW K.
Office Action Summary Examiner Art Unit

MICHAEL SIMITOSKI 2439

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- |f NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)IX] Responsive to communication(s) filed on 10 September 2010.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[J An election was made by the applicant in response to a restriction requirement set forth during the interview on
___ ;therestriction requirement and election have been incorporated into this action.
4)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims
5)X Claim(s) 67-96 is/are pending in the application.
ba) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) ____is/are allowed.
7)X Claim(s) 67-96 is/are rejected.
8)[] Claim(s) _____is/are objected to.
9)[] Claim(s) ____are subject to restriction and/or election requirement.

Application Papers

10)[] The specification is objected to by the Examiner.
11)X] The drawing(s) filed on 10 September 2010 is/are: a)X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
12)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)J Al b)[JSome * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ___
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) x Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) X Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date 4/8/11. 6) D Other: _____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 20120301
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DETAILED ACTION
1. The IDS of 4/8/2011 was received and considered.

2. Claims 67-96 are pending.

Claim Rejections - 35 USC § 102
3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis
for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or
on sale in this country, more than one year prior to the date of application for patent in the United States.

4. Claims 67, 69-70 and 80-82 are rejected under 35 U.S.C. 102(b) as being anticipated by “Design
and Evaluation of a High-Performance ATM Firewall Switch and Its Applications” by Xu et al. (Xu).

Regarding claim 67, Xu discloses a method for communicating data between an external
computing system and an internal computing system over a packet-based network, wherein data is
transmitted and received in the form of a plurality of packets (pp. 1198-1199, §V), the method comprising
the steps of: receiving a packet from the external computing system over the network (from ATM public
WAN, p. 1199), the packet having at least a first portion and an end portion (first and last cell, p. 1191,
§B), and transmitting the packet to the internal computing system (cells are passed, p. 1191, §B); in
parallel with the step of receiving and transmitting the packet, determining characteristics of the packet
from the first portion (header information, p. 1191, §B); in parallel with the step of receiving and
transmitting the packet, performing one or more checks on the packet (inspection, p. 1191, §B); in parallel
with the step of receiving and transmitting the packet, determining if the packet should be a valid packet
or an invalid packet based on the one or more checks (switch is transmitting the packet cells, except the
last, while inspection is taking place, p. 1191, §B), wherein the packet is analyzed in real time to

determine if the packet should be valid or invalid while the packet is being concurrently transmitted to the
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internal computing system (all cells except the last are allowed to pass during inspection, p. 1191, §B,
where the inspection is finished before the last cell arrives, p. 1191, {2); and after receiving the end
portion of the packet, selectively altering the end portion of the packet based on whether the packet has
been determined to be a valid packet or an invalid packet, wherein the packet is selectively altered to be
invalid if it was determined that the packet should be an invalid packet (last cell is kept “hostage” and,
after a decision is made that the packet is unsafe/invalid, the last cell is replace with randomly-generated
data so that the receiver will drop the packet as a result of a CRC failure, p. 1191, §B).

Regarding claim 69, Xu discloses wherein the packet is analyzed to determine if the packet is
valid without the packet having been completely received and buffered (explicitly stated as a benefit over
the art, p. 1191, §B).

Regarding claim 70, Xu discloses wherein the packet is determined to be an invalid packet if it is
determined that the packet contains a virus, is unauthorized or presents a risk of harm to the internal
computing system (malicious packet, p. 1192, 2).

Regarding claim 80, Xu discloses wherein the one or more checks are selectively performed
based on a communication state between the external computing system and the internal computing
system (first or second cell, p. 1192, 2 and address port information, p. 1191, §A).

Regarding claim 81, Xu discloses wherein the communication state comprises one or more
network addresses and/or one or more port numbers (source and destination address, p. 1191, §A).

Regarding claim 82, Xu discloses wherein the network address comprises an IP address for the

external computing system and/or the internal computing system (p. 1191, §A).

Claim Rejections - 35 USC § 103
5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness

rejections set forth in this Office action:
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

6. Claims 71-74, 76, 83-85, 91-93 and 95-96 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Xu, as applied to claim 67 above, in view of "PacketShaper 4000 Getting Started
Version 4.0" by Packeteer.

Regarding claims 71-74 and 76, Xu lacks wherein the one or more checks are at least in part
selectively performed based on a state of a physical switch. However, Packeteer teaches that it is known
to include a power switch to enable/disable function of a device, such as an on/off switch (p. 7).
Therefore, it would have been obvious to one having ordinary skill in the art at the time the invention was
made to include an on/off toggle switch, thereby affecting the checks based on the state of the switch,
affecting the configuration of the checking circuit (on/off), enabling/disabling the checks (on/off). The
plurality of checks would selectively perform based on the state an on/off switch. An on/off switch would
also control the configuration (on/off). One of ordinary skill in the art would have been motivated to
perform such a modification, as it was well known in the art to do so, as taught by Packeteer.

Regarding claims 83-85, 91-92, 95, Xu lacks providing visual or audio feedback with one or more
visual or audio feedback devices, wherein the one or more visual or audio feedback devices selectively
provide visual or audio feedback of the operation or status of a packet filter process. However, Packeteer
teaches that it is known in the art to provide a "status LED", being green or amber in color depending on
whether shaping (filtering) is on/operational (p. 41) on a hardware packet-shaper/packet-filter (p. 1).
Therefore, it would have been obvious to one having ordinary skill in the art at the time the invention was
made to include a status LED in Xu's system. One of ordinary skill in the art would have been motivated
to perform such a modification to convey status information, as was known in the art, as taught by

Packeteer.
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Regarding claim 93, Xu lacks a light source that is selectively controlled to blink depending on
the operating status. However, Packeteer teaches that it is known to include “network LEDs” to that
flicker/blink when transmission or receiving activity occurs (p. 41) in a hardware packet-shaper/packet-
filter (p. 1). Therefore, it would have been obvious to one having ordinary skill in the art at the time the
invention was made to include network LEDs in Xu’s system. One of ordinary skill in the art would have
been motivated to perform such a modification to convey activity information, as was known in the art, as
taught by Packeteer.

Regarding claim 96, Xu lacks a speaker to provide feedback. However, it was known in the art,
at the time the invention was made, to provide a speaker, such as a PC main board speaker, to provide
audio feedback (for example on errors), for the purpose of interacting and alerting a human user.
Therefore, it would have been obvious to one having ordinary skill in the art at the time the invention was
made to use a speaker in Xu’s system to provide feedback. One of ordinary skill in the art would have

been motivated to perform such a modification as it was known in the art to do so.

7. Claim 75 is rejected under 35 U.S.C. 103(a) as being unpatentable over Xu and Packeteer, as
applied to claim 73 above, in view of U.S. Patent 6,052,788 to Wesinger, Jr. et al. (Wesinger).

Regarding claim 75, Xu discloses a system, as modified above to include a user-controlled switch
such as a power switch, but lacks wherein the circuit that performs the one or more checks is configured
or reconfigured based on commands from the internal computing system and based on a state of the at
least one user-controlled switch. However, Wesinger that configuration of firewalls may be easily
accomplished by running a “configurator” which provides a Web-based front-end for editing
configuration files, preferably from a secured client (col. 9 lines 31-46). Therefore, it would have been
obvious to one having ordinary skill in the art at the time the invention was made to allow changing of the

firewall’s configuration based on commands from the internal computing system/LLAN/secure client
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(through a Web-browser interface). One of ordinary skill in the art would have been motivated to
perform such a modification to easily accomplish firewall configuration, as taught by Wesinger (col. 9

lines 31-46).

8. Claims 77-79 are rejected under 35 U.S.C. 103(a) as being unpatentable over Xu, as applied to
claim 67 above, in view of U.S. Patent 6,795,918 to Trolan.

Regarding claim 77, Xu lacks wherein the one or more checks are performed with a
programmable logic device, wherein logic within the programmable logic device is selectively
programmed to perform the one or more checks in parallel with the receiving and transmitting of the
packet. However, Trolan teaches a packet analyzer, where inspection is performed based on data in a
programmable logic device (col. 6, lines 6-10, coll. 7, lines 17-26), allowing additional security (col. 7,
lines 30-34). Therefore, it would have been obvious to one having ordinary skill in the art at the time the
invention was made to modify Xu such that the one or more checks are performed with a programmable
logic device implementing IM/OM (Xu, p. 1192, §III), wherein logic within the programmable logic
device is selectively programmed to perform the one or more checks in parallel with the receiving and
transmitting of the packet. One of ordinary skill in the art would have been motivated to perform such a
modification to allow physical security, as taught by Trolan. It is further noted that PLDs are known in
the art to provide the speed of a hardware implementation, while still allowing reprogramming.

Regarding claim 78, Xu discloses wherein a first physical interface circuit receives the packet
from the network (IM, p. 1192, Fig. 2), wherein the packet is coupled to the programmable logic device
(as modified above, p. 1192, Fig. 2), wherein the packet is coupled from the programmable logic device
to a second physical interface circuit for transmission to the internal computing system (as modified

above, p. 1192, Fig. 2).
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Regarding claim 79, Xu discloses wherein the programmable logic device (as modified above)
performs the one or more checks while the packet is being coupled from the first physical interface to the

second physical interface (performed in parallel with normal cell processing, pp. 1199, §VI).

9. Claims 86-88 are rejected under 35 U.S.C. 103(a) as being unpatentable over Xu and Packeteer,
as applied to claims 83 and 84 above, in further view of “BlackICE Pro User’s Guide Version 2.0” by
Network Ice Corporation (NIC).

Regarding claims 86-88, Xu discloses a system, as modified above, but lacks audio or visual
feedback when the system has rejected one or more packets, when it is suspected to be under attack, or
the severity of the attack. However, NIC teaches that to make users aware of attacks and spot trends and
patterns of attacks, it is useful to provide a list of possible attacks on the system (p. 3, Fig. 3) and
indicating the severity (p. 21). Further, when a critical or serious event occurs, the system can cause the
blocking of addresses and ports/rejection of packets, and indicate this to the user (p. 21 & p. 37).
Therefore, it would have been obvious to one having ordinary skill in the art at the time the invention was
made to use visual indicators to indicate when the system has rejected packets and when the system is
under attack and to indicate the severity of an attack. One of ordinary skill in the art would have been
motivated to perform such a modification to make users aware of attacks and to spot trends, as taught by

NIC.

10. Claims 89-90 are rejected under 35 U.S.C. 103(a) as being unpatentable over Xu and Packeteer,
as applied to claim 84 above, in further view of U.S. Patent 6,101,540 to Graf and U.S. Patent 6,701,432
to Deng et al. (Deng).

Regarding claim 89, Xu, as modified above, teaches wherein the one or more visual or audio

feedback devices provide visual or audio feedback of a state of the system performing the packet filter
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process (status LED p. 41), but lacks until the one or more visual or audio feedback devices are reset by a
user. However, Graf teaches that it is known for an administrator to receive alerts and to clear the alerts
(col. 21, #4, #5) to allow correction. Further, Deng teaches alarms resulting from thresholds in a firewall
(col. 9, lines 35-40, claim 8). Therefore, it would have been obvious to one having ordinary skill in the art
at the time the invention was made to modify Xu to display alerts based on the firewall’s operation,
possibly based on alarm thresholds, and to enable an administrator to reset those alerts. One of ordinary
skill in the art would have been motivated to perform such a modification to allow correction and
continued operation, as taught by Graf and Deng.

Regarding claim 90, Xu, as modified, lacks, wherein the one or more visual or audio feedback
devices are reset by the state of a physical switch. However, Packeteer teaches a power switch (p. 7) and
Xu, as modified by Graf and Deng, teaches clearing alarms. Therefore, a skilled artisan, at the time the
invention was made, would have found it obvious to display alarms using the visual display of Packeteer
and to allow resetting of those using a physical switch, such as the power switch. One of ordinary skill in
the art would have been motivated to perform such a modification to gain the benefit of displaying alerts
to the user and clearing those alerts by the user, without requiring a separate computer to interface with

the firewall.

11. Claim 94 is rejected under 35 U.S.C. 103(a) as being unpatentable over Xu and Packeteer, as
applied to claim 93 above, in further view of “BlackICE Pro User’s Guide Version 2.0” by Network Ice
Corporation (NIC) and U.S. Patent 6,133,844 to Ahne et al. (Ahne).

Regarding claim 94, Xu discloses a system, as modified above, but lacks a light blinking at a rate
indicative of a severity level of an attack. Packeteer teaches blinking LEDs indicating traffic activity (pp.
1 & 41). NIC teaches indicating a severity level of an attack to a user (pp. 1, 3, 21 & 37). Ahne teaches

that on a printing device, an LED’s blink rate can be altered and the LEDs can be used to convey the
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operating status of the device (col. 7 lines 22-52 & col. § lines 20-37). Therefore, it would have been
obvious to one having ordinary skill in the art at the time the invention was made to use the blink rate of a
light, as taught by Ahne, on Xu’s firewall system, as suggested by Packeteer, to indicate the severity level
of an attack, as taught by NIC. One of ordinary skill in the art would have been motivated to perform
such a modification to convey operating status to a user, as taught by Ahne (col. 7 lines 22-52 & col. 8

lines 20-37).

Double Patenting
12. The nonstatutory double patenting rejection is based on a judicially created doctrine grounded in
public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise
extension of the “right to exclude” granted by a patent and to prevent possible harassment by multiple
assignees. A nonstatutory obviousness-type double patenting rejection is appropriate where the
conflicting claims are not identical, but at least one examined application claim is not patentably distinct
from the reference claim(s) because the examined application claim is either anticipated by, or would
have been obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226
(Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d
887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In
re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ
644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be used
to overcome an actual or provisional rejection based on a nonstatutory double patenting ground provided
the conflicting application or patent either is shown to be commonly owned with this application, or
claims an invention made as a result of activities undertaken within the scope of a joint research

agreement.
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Effective January 1, 1994, a registered attorney or agent of record may sign a terminal disclaimer.

A terminal disclaimer signed by the assignee must fully comply with 37 CFR 3.73(b).

13. Claims 67-96 are rejected on the ground of nonstatutory obviousness-type double patenting as
being unpatentable over claims 2-30 of U.S. Patent No. 7,013,482. Although the conflicting claims are
not identical, they are not patentably distinct from each other because (in claim 1 of the patent), removal
of “wherein at least ...” and “wherein the packet is selectively altered to be invalid if a determination ...”
is obvious for reasons of breadth.

14. Further, claims 67-96 are obvious variations over the patent claims 1-30 in view of at least Xu

and Packeteer.

Allowable Subject Matter
15. Claim 68 is objected to as being dependent upon a rejected base claim, but would be allowable if
rewritten in independent form including all of the limitations of the base claim and any intervening claims

and the above double patenting rejection were overcome.

Conclusion
Any inquiry concerning this communication or earlier communications from the examiner should
be directed to MICHAEL SIMITOSKI whose telephone number is (571)272-3841. The examiner can
normally be reached on Monday - Thursday, 6:45 a.m. - 4:15 p.m..
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor, Edan
Orgad can be reached on (571)272-7884. The fax phone number for the organization where this

application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http:/pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

March 2, 2012
/Michael J Simitoski/
Primary Examiner, Art Unit 2439
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903-407-4213
1 hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Mail Stop Missing
Parts, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above.
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313.1450

www.uspto.gov

Alan R. Loudermilk
Loudermilk & Associates

511 N. Washington Avenue MA“—ED

Marshall TX 75670 ‘ APR 2 92011
QFFICE OF PETITIONS

In re Application of

Krumel : '

Application No. 12/807,641 : ON PETITION

Filed: September 10, 2010

Attorney Docket No. 802-001C

For: REAL TIME FIREWALL/DATA
PROTECTION SYSTEMS AND METHODS

This is a decision on the petition, filed March 24, 2011, requesting, in effect, withdrawal of the
Notice of to File Missing Parts of Nonprovisional Application (Notice), mailed October 20,
2010, insofar as it alleges Figure 5 was omitted when the application was filed. The petition will
be treated under 37 CFR 1.53(e).

The petition under 37 CFR 1.53(e) is GRANTED.

The application was filed on September 10, 2010. On October 20, 2010, the Office of Patent
Application Processing mailed a Notice informing applicant that Figure 5 appeared to have been
omitted from the application filed on September 10, 2010.

In response to the Notice, petitioner filed the present petition. Petitioner requests that Figure 5
be accorded a filing date of September 10, 2010 on the basis that it was received in the Patent
and Trademark Office (PTO) on September 10, 2010.

In support, the petition is accompanied by a copy of applicant’s itemized postcard receipt
showing a Patent Office generated barcode citing September 10, 2010 as the date of receipt of
papers assigned Application No. 12/807,641. The postcard lists that the filing included, inter
alia, 14 sheets of drawings. A review of the application file reveals that there are 13 pages
present, depicting Figures 1a, 1b, 2,3,4,6,7,8,9, 10, 11, 12, and 13.

The return postcard constitutes prima facie evidence that 14 sheets of drawings, including
missing Figure 5, were filed on September 10, 2010. MPEP 503. Accordingly, the request is

granted.

Pursuant to petitioner’s request, the $400.00 fee submitted w1th the instant petition will be
refunded to petitioner’s deposit account.
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Application No. 12/807,641 page 2

The application is being returned to Office of Patent Application Processing for further pre-
examination processing, with a filing date of September 10, 2010, adding the copy of Figure 5
supplied with the present petition to the drawings for the application.

Any inquiries pertaining to this matter may be directed to the undersigned at (571) 272-3230.

Showwng Wellor Braatlly

Shirene Willis Brantley
Senior Petitions Attorney
Office of Petitions
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Attorney Docket No.: 802-001C
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:  Krumel

B4/22/2y1l CKHLOK  B5860BA1 508251

. @1 FCeoete 268,86 it
Examiner:

Serial No.: 12/807,641
Filed: September 10, 2010
For: REAL TIME FIREWALL/DATA

PROTECTION SYSTEMS AND
METHODS

Group Art Unit:

staent date: 04/22/2811 CKHLOK
Bl usbaent abes O i Shhen)

84 FC:2282 266,88 CR

N S N N N S N S et

Mail Stop Missing Parts
S date: B4/22/8811 CKHLOK
Commissioner for Patents cﬂp"g‘i’i!‘é‘ft 8 501 @ﬁﬂgﬂﬁﬁzfe 580251

P.O. Box 1450 FC:1a62 460
Alexandria, VA 22313-1450

PETITION FOR DATE OF DEPOSIT FOR DRAWING AND
STATEMENT IN SUPPORT OF SAME

Sir:

In response to the notice to file missing parts mailed October 20, 2010, Applicant hereby
petitions for the date of deposit of Fig.ﬁ 5 as the date of filing this application. In support thereof,
Applicant states as follows.

Applicant has reviewed the file for this application and submits the following.

Attached is a copy of the application transmittal for this application, which includes the
submission of 14 sheets of formal drawings. This would include Fig. 5 as one of the 14 sheets.

At the time of filing the application, Applicant submitted a return postcard that requested
that the USPTO acknowledge receipt of the submission, including “Formal Drawings (14
sheets)”. This would include Fig. 5. Attached is a copy of the return postcard received from the
USPTO acknowledging such receipt.

Applicant also submits a copy of the 14 sheets of formal drawings included in the file for
this application, which includes Fig. 5.

Accordingly, Applicant respectfully requests that this petition be granted, and that the
application be processed, with Fig. 5 included as part of the application as filed. Applicant also
notes that the ultimate parent of this application resulted in USP 7,013,482, which also included

Fig. 5. Further, the application transmittal for this application incorporated by reference parent

83/25/2811 JADDO1  8B@REB34 CEB251
86 FC:1462 488,88 DR

12667641

12887641

12887641

12807641
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UNITED STATES PATENT & TRADEMARK OFFICE
Washington, D.C. 20231

REQUEST FOR PATENT FEE REFUND
1 Date of Request: 04/18/11 2 Serial/Patent # ~_ 12/807,641

. « PAPER | s DATE
3 Please refund the following fee(s): NUMBER FILED 6 AMOUNT

Filing

Amendment

Extension of Time

Notice of Appeal/Appeal

X | Petition 03/24/11 400.00

Issue

Cert of Correction/Terminal Disc.

Maintenance

Assignment

“wninvinjinrjinjax oo 0m

Other

7 TOTAL AMOUNT

OF REFUND $ 4&)0.0()
8 TO BE REFUNDED BY:
10 REASON: : Treasury Check

Overpayment X Credit Deposit A/C #:
Duplicate Payment 9 [5]10|--1012[5]1

X No Fee Due (Explanation):

Date stamped itemized post card proves that allegedly omitted figure was present on Day 1. Refund petition fee.

11 REFUND REQUESTED BY:

TYPED/PRINTED NAME: Shirene Willis Brantley TITLE: Petitions Attorney
SIGNATURE: MM—M———— PHONE: 571 272-3230
OFFICE: Office of Petitions

! RERERAA A AR AR RRRRRRRRRRARARRARRRRRRARARA AR AR R R R RR AR AR ARk A kR Ak kb hkhhhkhhkih
| THIS sPACE Wv D fFOR FINANCE USE ONLY: ﬂ /
| APPROVED: A DATE: 22+ 4

T R

Instructions for completion of this form appear on the back.  After completion, attach
white and yellow copies to the official file and mail or hand-carry to:

‘ Office of Finance
'FORM PTO 1577 Refund Branch
(01/90) - Crystal Park One, Room 802B
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Sheet _1_of ﬁ

Form PTO-1449 U.S. DEPARTMENT OF COMMERCE | Attorney's Docket Number Serial No.
(REV. 7-92) Patent and Trademark Office
INFORMATION DISCLOSURE STATEMENT J L/ o064/
BY APPLICANT &02-001 < 0%
(Use several sheets if necessary)
| mEL
Filing Dau% // " //0 Group At U132h:13 y
U.S. PATENT DOCUMENTS
'ﬁ\?flf:}:}l\llx‘:"tk DOCUMENT NUMBER DATE NAME CLASS SUBCLASS i;l:;gp%:?él‘
513 |4 |3 4 |7 |1 |081994 | Cassagnol 370 401
51412 ({6 ({3 |7 |8 |[6/20095 | Ong 326 39 -
S|4 1216 |3 |7 |9 [06-1995 | Trimberger 326 39
s |5 306 |9 |5 |06196 |Dighe 370 232
5151910 1}10 6 [0 |12-1996 | Granville 702 155
516 15 |7 13 |1 [6 |081997 | Nakagaki 370 394
517 (410 |3 |7 15 |4/14/98 Dunne et al. 395 200.68
517 1415 (2 (219 |04-1998 | June 356 73
507 1914 [0 [3 |3 |[811/98 [ Aldebertetal 395 653
518 |3 |5 (7 |2 |6 | 11/10/98 | Shwed etal. 395 200.59
518 |8 (4 [0 [2 |5 |3/16/99 | Baehretal 395 187.01
51910 (3 |5 |6 |6 |051999 | Flammer 370 406
519 105 |8 5 [9 |051999 [ Holloway 713 201
509 (6 |8 |1 |7 |6 [10/19/99 | Nessettetal. 713 201
5191714 (5 |4 17 |10-1999 | Klimenko 713 2
6 [0 |0 [3 |1 [3 |3 [12/14/99 | Moughanni et al. | 713 200
6 |0 |0 {9 |4 (7 |5 |[12/28/99 [ Shrader 709 249
6 |0 |2 0 |7 (5 {8 [022000 [ Patel 326 40
6 [0 |7 |6 {1 |6 |8 [06-2000 | Fiveash 713 201
6 |0 |1 1 {7 |19 |7 | 012000 | Sugawara 370 395.51
6 |10 (4 (9 |2 |2 |2 |411/00 Lawmann 326 38
6 |0 |5 (2|7 (8 |5 |04-2000 | Lin 709 225
6 |0 |5 |2 |7 (8 |8 |04-2000 | Wesinger : 713 201
EXAMINER ‘ DATE CONSIDERED
*EXAMINER: ::i‘tlilclai;‘:rnil::li;:::i::sli:;::l‘i:'::lher or not ¢itation is in conformance with MPEP § 609. Draw line through citation if not in conformance and not considered. Include copy of this form with
-1 -
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Sheet_l_of_é

;Torm PTO-1449 : U.S. DEPARTMENT OF COMMERCE Attorney's Docket Number Serial No.
(REV. 7-92) Patent and Trademark Office
INFORMATION DISCLOSURE STATEMENT g 62-00) <. j2 /8 07 bl
BY APPLICANT 2
(Use several sheets if necessary)
S Keumel
Filing Date:q //0 // o Group Art Un&l? Lf
U.S. PATENT DOCUMENTS
.:;N\I,;‘:I:IELR DOCUMENT NUMBER DATE NAME CLASS SUBCLASS :Ll}lggpmgél?
6 [0 |7 {8 |7 |3 |6 | 6/20/00 Guccione 395 .| 500.17
6 |0 {9 |2 (1 |0 |8 }07-2000 | DiPlacido 709 224
6 [0 |9 |2 |1 ]2 |3 |07-2000 | Steffan 710 8
6 |1 |3 |3 |8 |4 |4 |10-2000 | Ahne 340 815.45
6 |1 |3 |4 [6 |6 |2 | 10-2000 | Levy 713 200
6 [1 |5 |1 |6 |2 |5 |11-2000 [ Swales 709 218
6 [1 |7 |5 {8 3 [9 |01-2001 | Takao 715 500
6 |1 |8 |2 12 |2 |5 |01-2001 | Hagiuda 713 - 201
6 |2 |1 |5 (7 |6 |9 |04-2001 | Ghani 370 230
6 |2 |2 13 12 |4 {2 |04-2001 | Sheaforetal 710 317
6 |3 |1 |0 |6 |9 |2 |10-2001 | Fan 358 1.14
6 (3 |2 |6 {8 |0 [6 | 12-2001 | Fallside 326 38
6 |3 |3 |3 |7 19 |0 [|12-2001 | Kageyama 358 1.15
6 [3 |3 |5 |9 |3 |5 |01-2002 | Kadambi 370 396
6 {3 |4 |3 (3 |2 |0 |01-2002 | Fairchild ) 709 224
6 [3 |16 |3 [5 |1 |9 |02-2002 [ Levi 716 16
6 {3 |17 14 |3 |1 |8 |04-2002 [ Hayes 710 107
6 |3 18 19 |5 |4 |4 | 052002 | Katagiri 713 300
6 (4|1 |4 |4 |7 |6 | 072002 | Yagi 324 127
6 |4 |3 (0 {7 |1 [1 [082002 | Sekizawa 714 47
6 |5 |49 |9 |4 |7 |04-2003 | Suzuki 709 o] 229
6 [6 |0 |8 |8 |1 |6 {03-2003 | Nichols 370 235
6 |6 (2 |8 |6 |5 |3 [09-2003 | Salim 370 389
EXAMINER DATE CONSIDERED
*EXAMINER: it ;“:3‘.’12522‘.‘32’;.?..22‘.‘:"‘" or not citation is in conformance with MPEP § 609. Draw line through citation if not in conformance and not considered. Include copy of this form with
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;‘ orm PTO-1449 U.S. DEPARTMENT OF COMMERCE | Attorney's Docket Number Serial No.
(REV. 7-92) Patent and Trademark Office N
INFORMATION DISCLOSURE STATEMENT
BY APPLICANT o2l 12/8070,641

(Use several sheets if necessary)

Applicant(s): ke ” ﬂ/’/ %

Filing Date: 7//0//0 Group Art Unitz (3 L/

6 |6 |4 |0 [3 |3 |4 | 102003 | Rasmussen 717 171
U.S. PATENT DOCUMENTS
‘ﬁ?fm'sm DPOCUMENT NUMBER DATE NAME CLASS SUBCLASS iLL;:gP[:IﬁE l; F
6 |6 |9 |1 |1 |6 |8 |022004 |Bal 709 238
6 71010 [8 |9 |1 |03-2004 | Wong
6 {7 |3 |4 |9 |8 |5 |052004 | Ochiai 358 1.15
6 |7 |7 |1 |6 |4 |6 | 082004 | Sarkissian 370 392
6 {7719 ]0 |0 |4 |082004 | Zintel 709 227
6 |7 19|19 |9 |2 ]092004 | Yun 370 415
FOREIGN PATENT DOCUMENTS
DOCUMENT NUMBER DATE COUNTRY :
CLA | SUBCL | TRANSLATI
SS ASS ON
WO [96/ |3 |4 |4 [7]9]1031/96 | PCT YES NO
WO |99/ |4 |8 |3 [0]|3]92399 |PCT
WO {00/ |0 |2 |1 [1|4]1/13/00 |PCT

OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.)

“Baseband Specification Part B”, Bluetooth Spec. v. 1.1, Edited by Henrik Hedlund in conjunction with

Bluetooth.org, Feb. 2001, Available from Internet: http://www.bluetooth.com/developer/specification/core.asp, pp.
41-46.

Comer, Douglas, “Internetworking with TCP/IP. Vol. 1: Principles, Protocols, and Architectures”, 4" Edition, New
Jersey: Prentice Hall, 2000, Ch. 7, pp. 95-113, Ch. 12, pp. 197-206.

Feit. Dr. Sidnie, “Architecture, Protocols, and Implementation with IPv6 and IP Security,” TCP/IP Signature Edition,
San Francisco: McGraw-Hill, Ch. 9: pp. 274-282, Ch. 11: pp. 432-457, 1999.

“Host Controller Interface Functional Specification, Part H:1” Edited by Christian Johansson in conjunction with
Bluetooth.org., Feb. 2001, Available from Internet: http:/www.bluetooth.com/developer/specification/core.asp,
pp- 543-550.

“Jini Architecture Specifications.” Version 1.1, Sun Microsystems, Inc., October 2000. Available from Internet:
http://www.sun.com/jini/specs/jinil 1.pdf, pp. 1-20.

“Jini Device Architecture Specifications.” Version 1.1, Sun Microsystems, Inc., October 2000. Available from

EXAMINER DATE CONSIDERED

*EXAMINER: Initial if citation considered, whether or not citation is in conformance with MPEP § 609. Draw line through citation if not in conformance and not considered. Include copy of this form with
next communication to applicant.
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Form PTO-1449 U.S. DEPARTMENT OF COMMERCE | Attorney's Docket Number Serial No.
(REV. 7-92) Patent and Trademark Office

INFORMATION DISCLOSURE STATEMENT ‘
BY APPLICANT Bo2-0oic 1 2Z/gon b |

(Use several sheets if necessary)

Applicant(s):

Krymel
Filing Date: ?//0 //0 Group Art Unit: .2 ’31/

Internet: http://www.sun.com/jini/specs/devicearchl_1.pdf, pp. 1-14.

OTHER DOCUMENTS (including Author, Title, Date, Pertinent Pages, Etc.)

“Logical Link Control and Adaptation Protocol Specification.” Part D, Edited by Jon Inouye in conjunction with
Bluetooth.org., Feb. 2001, Available from Internet: httD //www.bluetooth.com/developer/specification/core.asp,
pp. 257-260.

Sollins, K., “The TFTP Protocol (Revision 2.0)”, MIT, July 1992. Available from Internet: http /Iwww.cis.ohio-
state.edu/cgi-bin/rfc/rfc1350.html, pp. 1- 10.

Tanenbaum, Andrew S., “Computer Networks”, 3" Edition, Vrije Universiteit, Amsterdam, The Netherlands, pub.
New Jersey: Prentice Hall, 1996, 28-44.

Wilder, Floyd, “A Guide to the TCP/IP Protocol Suite”, 2™ Edition, Boston: Artech House, 1998, Ch, 3, pp. 123-
162.

3Com, “SuperStack 3 Firewall” 2000 3Com

Hughes, James “A High Speed Firewall Architecture for ATM/OC-3¢” Feb. 1996

IBM Technical Disclosure Bulletins NN8606320 (1986), NN950431 (1995), NA81123528 (1981), NN9704141
(1997), NN9512419 (1995), NN9502341 (1995), NN9308183 (1993), NN8606254 (1986), NN83102393 (1983)

Lakshman, T.V. “High Speed Policy-Based Packet Forwardmg Using Efficient Multi-Dimensional Range Matching”
1998 ACM, pp 203-214

Network ICE Corp., “Black ICE Pro User’s Guide Version 2.0” June 2000 (archive.org)

Packeteer, Inc., “PacketShaper 4000 Getting Started Version 4.0” March 1999

Symantec, Inc. “Norton Personal Firewall 2000 User’s Guide Version 2.0” June 2000 (archive.org)

Xu, Jun and Mukesh Singhal “Design of a High-Performance ATM Firewall” 1999 ACM

Xu, Jun and Mukesh Singhal, “Design of a High-Performance ATM Firewall” 1998 ACM pp 93-102

AARNet, “ATM”, <http://www.aarnet.edu.au/engineering/networkdesign/mtu/atm.html>

Derfler, Jr., Frank J. et al. “How Networks Work” Sept. 2000, pp 162-167

Newton, Harry, “Newton’s TELECOM Dictionary” 2003 CMP Books, pp. 78-79

Unknown, “ATM Efficiency” <http://homepages.uel.ac.uk/u0227461/Website/efficiency.htm>
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*EXAMINER: Initial if citation considered, whether or not citation is in conformance with MPEP § 609. Draw line through citation if not in conformance and not considered. Include copy of this form with
next communication to applicant.
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OfficeConnect Internet Firewall User Guide, 3Com, February 2000, pages 1-178. ,
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ABSTRACT:

PROBLEM TO BE SOLVED: To provide an examination table having a

rotating
function and being safe and convenient.

SOLUTION: This examination table is composed of a button switch 11
for
rotating the table, an angle detector 12 which closes when the table
is
inclined at a given angle, a CR circuit 23 for obtaining a signal (e)
delaying
an angle detecting signal (d), an inverter 26 with a hysteresis, a
brake
releasing apparatus 13 for releasing a brake, and a programmable
.logic
device (PLD) 27 which, when the signal (c¢) from the switch 11, the
angle '
detecting signal (d) and its delayed signal (e) are inputted,
operates the
brake releasing apparatus 13 by generating a brake releasing signal
(f) on the

12/3/07, EAST Version: 2.1.0.14
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basis of a given logic built therein,.

COPYRIGHT: (C)1997,JPO

12/3/07, EAST Version: 2.1.0.14
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Attorney Docket No.: 802-001C

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:

Krumel
Art Unit: 2134
Serial No.: 12/807,641

Filed: September 10,2010 Examiner: Simitoski

For: Real Time Firewall/Data Protection
Systems and Methods

N N’ N’ N N N N N N Nt N’

INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

1.  Pursuant to 37 C.F.R. 1.97 and 1.98, and in compliance with 37 C.F.R. 1.56, the
Office's attention is directed to the patents, publications and other information listed on the
attached PTO-1449. A copy of each listed document is enclosed except for: (a) pending
applications or (b) those previously cited or submitted to the Office in the following
application(s) upon which this application relies for an earlier filing date under 35 U.S.C. 120:
Serial No.: 09/611,775 (now USP 7,013,482) Filing Date: July 7, 2000
Serial No.: 11/374,465 Filing Date: March 13, 2006
Regarding the document(s), publication(s) or other information listed on the attached PTO-1449,
Applicant(s) believe(s) the same may qualify as "prior" art to this application and should be
treated accordingly, although Applicant(s) reserve(s) the right to contest the prior art status of
any document, publication or information cited herein.

2. Regardiyg each listed document that is not in the English language, an English-
language translation accompanies this Statement as indicated on the attached PTO-1449 or a

concise explanation of the relevance of the document is set forth in the following documents(s):
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Copy of each English language version of a search report indicating the
degree of relevance found by the foreign office of each document being
submitted from the search report.

Attachment entitled "Concise Explanation of Relevance of Non-English

Language Documents."

Pursuant to 37 C.F.R. 1.97(b) this Statement is being filed (one must be checked):

(@)__
(b) __
3.
(@__
(b) _X_
(©__
(1)
)
€)
d__
(1
@)
4,

(a)

Within 3 months of the filing date or date of entry into the National Stage.
Before the mailing date of a first Office Action on the merits. If this
Statement is not filed before the mailing date of a first Office Action on
the merits, the required certification is given below or, in the absence
thereof, the Office is authorized to charge the required fee set forth in 37
C.F.R. 1.17(p) to Deposit Account No. 50-0251 for consideration of this
Statement.

After the period set forth in 37 C.F.R. 1.97(b) but before the mailing date
of either a final action or a notice of allowance.

The required certification is given below, or

Enclosed is a check covering the fee set forth in 37 C.F.R. 1.17(p)
for consideration of this Statement, or

Charge the fee set forth in 37 C.F.R. 1.17(p) to Deposit Account
No. 50-0251 '

After the mailing date of either a final action or a notice of allowance, but
before payment of the issue fee. Petition hereby is made for consideration
of this Statement and the required certification is indicated below.
Enclosed is a check covering the fee set forth in 37 C.F.R. 1.17(i)
(1), or

Charge the fee set forth in 37 C.F.R. 1.17(i)(1) to Deposit Account
No. 50-0251.

Certification (if applicable)

The undersigned hereby certifies that each item of information contained

in this Statement was cited in a communication from a foreign patent
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office in a counterpart foreign application not more than 3 months prior to
the filing of this Statement.

by __ The undersigned hereby certifies that no item of information contained in
this Statement was cited in a communication from a foreign patent office
in a counterpart foreign application or, to the undersigned's knowledge
after making reasonable inquiry, was known to any individual designated
in 37 C.F.R. 1.56(c) more than 3 months prior to the filing of this |
Statement.

5.  The Commissioner is hereby authorized to charge any additional fees or credit

any overpayment to Deposit Account No. 50-0251.
Respectfully submitted

74/ 4

Alan R. Loudermilk
Registration No. 32,788
Attorney for Applicant(s)

April 4, 2011

Loudermilk & Associates

511 N. Washington Avenue

Marshall, Texas 75670

903-407-4213

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Commissioner for
Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above.
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Attorney Docket No.: 802-001C
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:  Krumel

g

Serial No.: 12/807,641

Filed: September 10, 2010 Examiner:

For: REAL TIME FIREWALL/DATA
PROTECTION SYSTEMS AND
METHODS

Group Art Unit:

N v e N N Nl Nl N

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

RESPONSE TO NOTICE TO FILE MISSING PARTS AND REQUEST TO CHARGE
DEPOSIT ACCOUNT FOR PAYMENT OF FILING FEES AND SURCHARGE

Sir:

In response to the notice to file missing parts mailed October 20, 2010 (copy attached),
Applicant hereby requests that Deposit Account No. 50-0251 be charged $870.00 in payment of
the filing fee, search fee, examination fee and surcharge. Please note the preliminary amendment
accompanying this submission, which cancels claims 1-66 and adds new claims 67-96, and thus
the extra claims fee should be $260.00. Applicant is a small entity. Applicant also is submitting
herewith another copy of the declaration filed in the original parent application.

Please charge any additional fees due, or credit any overpayment, to Deposit Account No.

50-0251. Respectfully submitted,

ikl

Alan R. Loudermilk
Registration No. 32,788
Attorney for Applicant(s)

March 21, 2011

Loudermilk & Associates

511 N. Washington Avenue

Marshall, Texas 75670

903-407-4213

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Mail Stop Missing
Parts, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above.
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Attorney Docket No.: 802-001C
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Re Application of:  Krumel

Serial No.: 12/807,641

Filed: September 10,2010 Examiner:

For: REAL TIME FIREWALL/DATA
PROTECTION SYSTEMS AND
METHODS

Group Art Unit:

N’ N N N N S N e N

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

PETITION AND FEE FOR EXTENSION OF TIME UNDER 37 C.F.R. 1.136(a)
Dear Commissioner,

Applicant hereby petitions for a three-month extension of time in order to respond to the
notice of missing parts mailed October 20, 2010. Please charge Deposit Account No. 50-0251 in
the amount of $555.00 for the extension fee. A response to the notice accompanies this
submission.

Please charge any additional fees due, or credit any overpayment, to Deposit Account

No. 50-0251.

Respectfully submitted

Alan R. Loudermilk

Registration No. 32,788

Attorney for Applicant(s)
March 21, 2011
Loudermilk & Associates ,

3034 588251 12887641

511 N. Washington Avenue 93/25/2811 JADDO1 28068
Marshall, Texas 75670 B7 FC:2253 555,60 DA

903-407-4213

I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Mail Stop Missing
Parts, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above.
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Attorney Docket No.: 802-001C
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:  Krumel

Serial No.: 12/807,641

Filed: September 10, 2010 Examiner:

For: REAL TIME FIREWALL/DATA
PROTECTION SYSTEMS AND
METHODS

Group Art Unit:

N’ N N N N N N’ N’ e’

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

PETITION FOR DATE OF DEPOSIT FOR DRAWING AND
STATEMENT IN SUPPORT OF SAME

Sir:

In response to the notice to file missing parts mailed October 20, 2010, Applicant hereby
petitions for the date of deposit of Fig. 5 as the date of filing this application. In support thereof,
Applicant states as follows.

Applicant has reviewed the file for this application and submits the following.

Attached is a copy of the application transmittal for this application, which includes the
submission of 14 sheets of formal drawings. This would include Fig. 5 as one of the 14 sheets.

At the time of filing the application, Applicant submitted a return postcard that requested
that the USPTO acknowledge receipt of the submission, including “Formal Drawings (14
sheets)”. This would include Fig. 5. Attached is a copy of the return postcard received from the
USPTO acknowledging such receipt.

Applicant also submits a copy of the 14 sheets of formal drawings included in the file for
this application, which includes Fig. 5.

Accordingly, Applicant respectfully requests that this petition be granted, and that the
application be processed, with Fig. 5 included as part of the application as filed. Applicant also
notes that the ultimate parent of this application resulted in USP 7,013,482, which also included

Fig. 5. Further, the application transmittal for this application incorporated by reference parent

83/85/2811 JADDOL  BEARAB34 SEBCS1
86 FC:1462 488.088 DA

12807641
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U.S. App. Ser. No. 11/374,465, which also included Fig. 5. Fig. S also is discussed in detail in
the specification as filed.

Please charge Deposit Account No. 50-0251 in the amount of $400.00 for this petition.
Application requests that this petition be granted and the petition fee refunded.

Please charge any additional fees due, or credit any overpayment, to Deposit Account No.
50-0251.

The undersigned declares that all statements made herein of my own knowledge are true
and that all statements made on information and belief are believed to be true, and further that
these statements were made with the knowledge that willful false statements and the like so made
are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United
States Code, and that such willful false statements may jeopardize the validity of the application

or any patent issuing thereon.

Respectfully submitted,

Hirdel

Alan R. Loudermilk
Registration No. 32,788
Attorney for Applicant(s)

March 21, 2011

Loudermilk & Associates

511 N. Washington Avenue

Marshall, Texas 75670

903-407-4213
I hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Mail Stop Missing
Parts, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above.
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UNITED STATES Parent AND TRADEMARK OFFIGE
UNTTED §TAT"H UE.FARTMW'I’ OF COMMFEROP

Unliad Statas Patant and Tradamark Office
m_c mumm FOR PATENTS

mﬁﬁ.\hm 23313850
VRO,

{(TAPicATIONNUMBER | FILING O 371(C) DATE. | FIRSTNAMED APPLICANT | ATTY. DOCKETNOJTTLE |

12/807.641 00/10/2010 Andrew K. Krumci 802-001C
CONFIRMATION NO. 3474
léoudeémim & Associales FORMALITIES LETTER
vite

10950 N. Blaney Avenue
Cupertino, CA 95014

Date Maited: 10/20/2010

83/25/2811 JADDO1 68688334 Se@sl 12887641

81 FC:2811 165.88 DA
82 FC:2iit 270,88 DA

NOTICE TO FILE MISSING PARTS OF NONPROVISI?%%EAPPLICAM“
FILED UNDER 37 CFR 1.53(b) Fc 2851 65.89 DA
Flling Date Granted

| Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated bslow,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required Items and pay any fes required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fes under the provisions of 37 CFR 1.136(a).

« The statutory basic filing fes is missing.
Applicant must submit $185 to complete the basic filling fee for a small entity.
« The oath or declaration s unsigned.

The following item(s) appear to have been omitted from the application:
+ Figure(s) 5 described in the specification.

Applicant must reply to this notice within the time period set forth in this notice 10 avoid abandonment of

this application. Applicant must select one of the three following options and the raply must comply with the
requirements set forth in the selected option and any other requirements set forth in this notice. The reply should
also indicate which option applicant has selected.

. Petition for date of deposit: Should applicant contand that the above-noted omitted item(s) was in fact
deposited in the U.S. Patent and Trademark Office (USPTO) with the nonprovisional application papers, a copy of
this Notice and a petition (and $400.00 petition fee (37 CFR 1.17(1))) with evidencs of such deposit must be filed
within TWO MONTHS of the date of this Notice. The petition fee will be refunded if it is determined that the item(s)
was received by the USPTO. THIS TWO MONTH PERIOD IS EXTENDABLE UNDER 37 CFR 1.138(a) or (b).

il Petition tor later filing gate; Should applicant desire to supply the omitted itern(s) and accept the date that
such omitted item(s) was filed in the USPTO as the filing date of the above-identitied application, a copy of

this Notice, the omittad item(s) (with a supplemental oath or declaration in compliance with 37 CFR 1.63 and
1.64 referring to such items), and a petilion under 87 CFR 1.182 (with the $400.00 petition fee (37 CFR 1.17(1))
requesting the later filing date must be tiled within TWQ MONTHS of the date of this Notica. THIS TWQ MONTH
PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b).

Applicant is advised that generally the filing fes required for an application is the filing fee in eftect on the filing
date accorded the application and that payment of tha requisite basic filing fee on a date later than the liling date

page 1ol 4
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of the application requires payment of a surcharge (37 CFR 1.16(f)). To avoid processing delays and payment
of a surcharge, applicant should submit any balance due for the requisite filing fee based on ths later filing date
being requested when submilting the omitted itern(s) and the petition (and pstition fee) requesting the later filing
date. '

. Accaptance of application as deposited: Applicant may accep! the application as deposited In the USPTO
by filing an appropriate amengment as set forth in elther (A) or (B) below within TWO MONTHS of the date of this

Notice. THIS TWO MONTH PERIOD IS EXTENDABLE UNDER 37 CFR 1,136{(a) or (b) . The application wiii
malntain a filing date as of the date of deposit of the application papers in the USPTO, and original application
papers (l.e., the ariginal disclosure of the invention) will inciude only those application papers present In the
USPTO on the date of deposit. A petition is not required for this option.

(A) If applicant wants 10 accepl the applicalion as deposited without adding the subject matter that was in the
omilted item (e.g., @ missing page or figure), applicant is required to submit one or more of the following items
without adding any new matter (see 35 U.8.C, 132(a)):

1. For a migsing page of the specification,

a)a substitute specification including claims that amends the spacification to renumber the pages
consecutively and cancels any incomplete sentences, and

b) a statsmant that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125;

2. For a missing Yigure of the drawings,

a) replacement drawing sheets In compliance with 37 CFR 1.121(d) to renumber the drawing figuras
consecutively (If necessary),

b) & substitute specitication excluding claims that ameands the specification to cancel any references to any
omitted drawing(s) and corrects the raferences in the specification to the drawing Rgures to correspond
with any relabeled drawing figures, and

¢) a statement that the substitute specification includes no new matter, In compliance with 37 CFR
1.121(b)(3) and 1.125;

3. For a missing page of the clalm listing only, a replacement clalm listing with the claims renumbaered
consecutively or, if amendment to the claims is also necessary, then a complote clalm listing in compllance
with 37 CFR 1.121(¢);

4. For & missing or unreadable compact disc,

8) & substitute specilicaton (excluding the claims) dsleting the reference to the compact digc and the files
contained on the compact disc, and

b) a statement that the substitule specification includes no new malter, in conpliance with 37 CFR
1.121(b){3) and 1.125; and

5. For & missing or unreadable file submitted on a compact dis¢,

a) a substitute specification (excluding the claims) deleting the reference to the missing or unreadable file,
and a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)}{3) and 1.125; and

b) a replacement transmittal letter listing all of the files except the missing or unreadable file in compliance
with 37 CFR 1.52(e)(3)(ii). '

(B) Alternatively, if applicant wants to accept the application as deposited but wishes to add the subjsct matter in
the omitted item (e.g.. & missing page or figure) by relying on an incorporation by refarence under 37 CFR 1.57 or
other portions of the original disclosure, applicant is required to submit one or more of the following items without
adding any new matter (see 35 U.S.C. 132(a)):

1. To add the subject matter in a missing page of spegification,

a) a substitute specification excluding claims and

b) a statemnent that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) ang 1.125;

2.To add a missing ligure of the drawings, new and replacemant drawing sheets In compliance with 37 CFR
1.121(0);

psga 2ol 4
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3. To add the subject matter in a missing page of the ¢laim listing, a complete claim listing in compliance with 37
CFR 1.121(c) {8.g., & claim in the missing page should be submilted as a new daim);
4. To add the subject matter in a missing or unreadable compact disc,
a)a replacement compact disc and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e);

and
b) a statement that the replacement compact disc contains no new matter in compliance with 37 CFR

1.52(e)(4); and,
5. To add the subject matter in a missing or unreadable file submitted on a compact disc,

&) a replacement compact disc that contains all of the files listed in the specification including the missing or
unreadable file and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e); and
b) a statement that the replacement compact disc contains no new matter in compliancs with 37 CFR
1.52(e)(4).
it applicant Is relying on an incorporation by reference under 37 CFR 1.57 to add the omitted subject matter, then
applicant must also comply with the requirements of 37 CFR 1.57.
Applicant is cautioned that correction of the above items may cause the spegciticatlon and drawings page count to
exceed 100 pages. If the spacification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.
The applicant needs to satisfy supplemental fees problems indicated below.,
The required item(s) ientified below must be limely submitted to avoid abandonment;
+ Additional claim tees of $1198 as a small entity, including any required muitipie depsndent claim fee, are
required. Applicant must submit the additional claim faes or cancel the additional claims for which fess are

due.
* To avoid abandonment, & surcharge (for late submission of filing fee, search feg, examination tee or oath or

declaration) as set forth in 37 CFR 1.16(f) of $6S for a small entity in compliance with 37 CFR 1.27, must be
submitted with the missing items igentitisd in this notice.

SUMMARY QF FEES DUE;

Tolal additional fee(s) requirad for this application Is $1806 for a small entity

+ $165 Statutory basic filing fee.

+ $65 Surcharge.
+ The application search fee has not been paid. Applicant must submit $270 to complate the search fge,

+ The application examination fee has not been paid. Applicant must submit $110 10 complete the examination
fas for a small entity in compliance with 37 CFR 1.27,
» Total additional claim fee(s) for this application is $1196
= $1188 for 46 total claims over 20.

page 3 of 4
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Replies should be mailed to:
Mail Stop Missing Pans

Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450
Registared usera of EFS-Web may alternatively submit their reply to this notice vin EFS-Web.
s://sportal usoto.gov/authenticate/AuthenticatallserLocalEPF.h
For more information about EFS-Web please call the USPTO Electronic Business Centsr at 1-866.217-9197 or
visil our website at hitp//www.usplo.gov/ebe,

If you are not using EFS-Web to submit your reply, you must include a copy of this notice,

Ndvan/

Oftice of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 4 of 4
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Attorney Docket No.. 802-001

DECLARATION AND POWER OF ATTORNEY

Asa below named inventor., | hercby declare that:
INVENTOR AND SPECIFICATION IDENTIFICATION

My residence, post office address and citizenship are as stated below next to my name. | believe that [ am
the original. first and sole inventor (if unly one nume is listed below) or an original, tirst and joint inventor (if
plural names are listed below) of the subject matter which is claimed and for which a patent is sought on the
invention entitled:

'

REAL TIME FIREWALL/DATA PROTECTION SYSTEMS AND METHODS

TITLE OF INVENTION

the specitication ot which:
X isauached hereto.

was liled on as Application Serial No.
and was amended on (if upplicable).

was described and claimed in PCT International Application No. tiled on
and amended under PCT Article 19 on (if anv).

REVIEW OF PAPERS AND ACKNOWLEDGMENT OF DUTY OF CANDOR

I hereby state that [ have reviewed and undersiand the contents of the above identified specification.
including the claims. as amended by any amendment referred to above.

1 do not know and do not believe that the invention claimed in the above-identitied specification was ever
known or used in the United States of America before my or our invention thereof. or patented or described in
any printed publication in any country before my or our invention thereof or more than one vear prior to this
application, and that the same was not in public use or on sale in the United States o America more than one
vear prior to this application.

I acknowledge the duty to disclose to the Patent and Trademark Otfice information which [ know is
material to the patentability of this application in accordance with Title 37, Code of Federal Regulations. § 1.56.

FOREIGN APPLICATIONS AND PRIORITY CLAIM

The invention claimed in the above-described specitication has not been patented or made the subject of
an inventor's certificate issued before the date of this application in any country foreign to the United States ot
America on an application filed by me or my legal representatives or assigns more than twelve months prior 10
this application. [ hereby claim toreign priority benetits under Title 35, United States Code. § 119 of any
foreign application(s) for patent or inventor's certificate or of any PCT international application(s) designating
at least one country other than the United States of America listed below and have also identitied below any
foreign application(s) for patent or inventor's certificate or any PCT international application(s) designating at
least

Loudermilk & Associates o 10950 North Blaney Avenue Suite B o Cupertino. California 95014

BEST AVAILARLE COPY
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ane country uther than the United States of America tiled by me on the same subject matter having a tiling date
before that ot the application(s) of which priority is claimed.

COUNTRY APPLICATION NUMBER DATE OF FILING PRIORITY CLAIMED
(day. manth, year) UNDER 37 USC 119

Yes __No

_ch ____N\)

= Yes _ No

_Yes _No

DOMESTIC PRIORITY CLAIM

| hereby claim the benefit under Title 33, United States Code. § 120 of any United States patent
application(s) listed below and. insofar as this application discloses or claims subject matter in addition to that
disclosed in the below listed priority applications. [ acknowledge the duty to disclose to the Patent and
Trademark Oftice all intormation known by me to be material to patentability as defined in Title 37, Code of
Federal Regulations. § 1.56 which became available between the filing date(s) of the below-listed prior
application(s) and the national or PCT international tiling date of this application.

(APPLICATION SERIAL NO.) (FILING DATE) (STATUS: PATENTED. PENDING. ABANDONED)
(APPLICATION SERIAL NO.) (FILING DATE) (STATUS: PATENTED. PENDING. ABANDONED)
POWER OF ATTORNEY

| hereby appoint Alan R. Loudermilk (Reg. No. 32,788). who is registered to practice before the Patent
and Trademark Office. as my attorney with full power of substitution and revocation. o prosecute this
application. to make alterations or amendments therein. to receive the patent and transact all business in the
Patent and Trademark Office connected therewith. :

All CORRESPONDENCE should be addressed to:
Loudermilk & Associates
10950 N. Blaney Avenue Suite B
Cupertino. CA 95014

All TELEPHONE INQUIRIES may be directed to Alan R. Loudermilk at (408) 342-1866.

(Declaration and Power of Attorney - Page 2 of J)

BEST AVAILABLLE COPY
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| hereby declare | have read this Declaration. and that all statements made herein of my own knowledge
are true and that all statements made on information and belief are believed to be true: and turther that these
statements were made with the knowledge that willfui talse statements and the like so made are punishable by
fine or imprisonment, or both. under Section 1001 of Title 18 of the United States Code. and that such willful
false statements may jeopardize the validity of the application or any patent issued thereon.

Full name of sole or
first joint inventor

HAND PRINT DATE BEFORE SIGNING

ANDREW K. KRUMEL Citizenship _USA

inventor's signature
Residence
Post Office Address

Full name of second

Vf;g-“-bm:. \ kY Date "/ [N

3635 Pleasant Knoil Drive, San Jose, CA 95148

3635 Pleasant Knoll Drive, San Jose, CA 95148

joint inventor Citizenship B
Inventor's signature Date .
Residence

Post Office Address

Full name of thirg

joint inventor Citizenship

Inventor's signature Date

Residence

Post Office Address

Full name of fourth

joint inventor Citizenship

Inventor's signature Date

Residence .

Post Office Address

Full name of fifth

joint inventor Citizenship

Inventor’s signature Date

Residence

Post Office Address

If this line is checked. the signature page is continued on the attached Addendum.

(Dectaration and Power of Attomey - Page 3 of 3)

BEST AVAILARILE papv
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Attorney Docket No.: 802-001C
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

n Re Application of:  Krumel

Serial No.: 12/807,641

Filed: September 10, 2010 Examiner:

For: REAL TIME FIREWALL/DATA
PROTECTION SYSTEMS AND
METHODS

Group Art Unit:

N N N N N N N N N

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450 »
PRELIMINARY AMENDMENT
Sir:

Prior to examination of the above-identified application, please amend this application as

follows.
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IN THE CLAIMS:

1 -66. (canceled)

67. (new) A method for communicating data between an external computing system and
an internal computing system over a packet-based network, wherein data is transmitted and
received in the form of a plurality of packets, the method comprising the steps of:

receiving a packet from the external computing system over the network, the packet
having at least a first portion and an end portion, and transmitting the packet to the internal
computing system;

in parallel with the step of receiving and transmitting the packet, determining
characteristics of the packet from the first portion;

in parallel with the step of receiving and transmitting the packet, performing one or more
checks on the packet;

in parallel with the step of receiving and transmitting the packet, determining if the
packet should be a valid packet or an invalid packet based on the one or more checks, wherein
the packet is analyzed in real time to determine if the packet should be valid or invalid while the
packet is being concurrently transmitted to the internal computing system.; and

after receiving the end portion of the packet, selectively altering the end portion of the
packet based on whether the packet has been determined to be a valid packet or an invalid
packet, wherein the packet is selectively altered to be invalid if it was determined that the packet
should be an invalid packet.

68. (new) The method of claim 67, wherein the packet is selectively altered to be invalid
if a determination has not been made as to whether the packet is valid or invalid by the time the
end portion of the packet is received.

69. (new) The method of claim 67, wherein the packet is analyzed to determine if the
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packet is valid without the packet having been completely received and buffered.

70. (new) The method of claim 67, wherein the packet is determined to be an invalid
packet if it is determined that the packet contains a virus, is unauthorized or presents a risk of
harm to the internal computing system.

71. (new) The method of claim 67, wherein the one or more checks are at least in part
selectively performed based on a state of a physical switch.

72. (new) The method of claim 71, wherein the physical switch comprises one or more
user-controlled switches, wherein the one or more checks are selectively performed based on a
user-defined state of the one or more user-controlled switches.

73. (new) The method of claim 72, wherein the one or more user-controlled switches
comprise at least one user-controlled switch that controls a configuration or reconfiguration of a
circuit that performs the one or more checks.

74. (new) The method of claim 73, wherein the configuration or reconfiguration of the
circuit that performs the one or more checks is performed without requiring user entry of
configuration commands via software running on the internal computing system.

75. (new) The method of claim 73, wherein the circuit that performs the one or more
checks is configured or reconfigured based on commands from the internal computing system
and based on a state of the at least one user-controlled switch.

76. (new) The method of claim 71, wherein at least a subset of the one or more checks
are selectively enabled or disabled based on the user-defined state of the user-controlled
switches.

77. (new) The method of claim 67, wherein the one or more checks are performed with a

programmable logic device, wherein logic within the programmable logic device is selectively
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programmed to perform the one or more checks in parallel with the receiving and transmitting of
the packet.

78. (new) The method of claim 77, wherein a first physical interface circuit receives the
packet from the network, wherein the packet is coupled to the programmable logic device,
wherein the packet is coupled from the programmable logic device to a second physical interface
circuit for transmission to the internal computing system.

79. (new) The method of claim 78, wherein the programmable logic device performs the
one or more checks while the packet is being coupled from the first physical interface to the
second physical interface.

80. (new) The method of claim 67, wherein the one or more checks are selectively
performed based on a communication state between the external computing system and the
internal computing system.

81. (new) The method of claim 80, wherein the communication state comprises one or
more network addresses and/or one or more port numbers.

82. (new) The method of claim 81, wherein the network address comprises an [P address
for the external computing system and/or the internal computing system.

83.‘ (new) The method of claim 67, further comprising the step of providing visual or
audio feedback with one or more visual or audio feedback devices, wherein the one or more
visual or audio feedback devices selectively provide visual or audio feedback of the operation or
status of a packet filter process.

84. (new) The method of claim 83, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that a system performing the packet filter process is

powered or operational.
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85. (new) The method of claim 84, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that the system performing the packet filter process is
subjecting a packet to filtering criteria.

86. (new) The method of claim 84, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that the system performing the packet filter process has
rejected one or more packets.

87. (new) The method of claim 83, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that the internal computing system is suspected to be
under attack.

88. (new) The method of claim 87, wherein the one or more visual or audio feedback
devices provide visual or audio feedback of an estimated severity of the attack.

89. (new) The method of claim 84, wherein the one or more visual or audio feedback
devices provide visual or audio feedback of a state of the system performing the packet filter
process until the one or more visual or audio feedback devices are reset by a user.

90. (new) The method of claim 89, wherein the one or more visual or audio feedback
devices are reset by the state of a physical switch.

91. (new) The method of claim 84, wherein the one or more visual or audio feedback
devices comprise at least one light source, wherein the light source is selectively controlled to
provide information indicative of the operation or status of the system performing the packet
filter process.

92. (new) The method of claim 91, wherein the light source is controlled to have a first
color or a second color depending on the operation or status of the system performing the packet

filter process.
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93. (new) The method of claim 91, wherein the light source is controlled to selectively
blink depending on the operation or status of the system performing the packet filter process.

94. (new) The method of claim 93, wherein the light source is controlled to selectively
blink at a rate that is indicative of a severity level of a suspected attack on the internal computing
system.

95. (new) The method of claim 91, wherein the at least one light source comprises an
LED.

96. (new) The method of claim 83, wherein the one or more visual or audio feedback

devices comprise a speaker.
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REMARKS

In response to the notice to file missing parts mailed November 15, 2010, Applicant is
submitting under separate cover a response to the notice. In addition, by this preliminary
amendment Applicant is canceling claims 1-66 and adding new claims 67-96.

No new matter has been added.

Please charge any additional fees due, or credit any overpayment, to Deposit Account No.
50-0251.
Respectfully submitted

474

Alan R. Loudermilk
Registration No. 32,788
Attorney for Applicant(s)

March 21, 2011

Loudermilk & Associates

511 N. Washington Avenue

Marshall, Texas 75670

903-407-4213
[ hereby certify that the foregoing is being deposited with the US postal service, postal prepaid, or faxed, to Mail Stop Missing
Parts, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date indicated above.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITR) STATFEN DFEPARTMRENT OF COMMERCR

Unfuud Statas Potant and Tradamark OfMce
Addom C IMMIISIONER POR PATENTS

..’1%}2"" 13101850
[ACATIoNNMGER | FLINGORIN©DATR | PORST NAMED ABPLICANT | ATTY. DOCKET NOATILE ]
12/807,641 09/1072010 Andrew K. Krumecl 802-001C
CONFIRMATION NO. 3474
Loudermik & Associales FORMALITIES LETTER

Suite B
Y0950, lene Avencs LT DT
Cupertino, CA 95014

Date Mailed: 10/20/2010

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)
Flling Date Granted

l Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicaled below,
however, are missing. Applicant is given TWO MONTHS from the date of this Natice within which lo file all
required ltems and pay any fees required below to avaid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the axtension fee under the provisions of 37 CFR 1.136(a).

* The stalutory basic filing fes is missing.
Applicant must submit $183 to complete the basic 1liing fee for a small entity.
« The oath or declaration is unsigned.

The following item(s) appear to have been omitted from the application:
« Figure(s) 8 described in the specification.

Applicant must reply to this notice within the time period set forth in this notice 0 itvoid abangonment of

this application. Applicant must salact one of the three following options and the raply must comply with the
requirements sat forth in the selected option and any other requurements et forth In this notice. The reply should
also indicate which option applicant hag selected.

I. Patition for date of deposit: Should applicant contend that the abovae-noted omitted item(s) was in fact
deposited in the U.S. Patent and Trademark Office (USPTO) with the nonprovisional application papers, & copy of
this Notice and a petition (and $400.00 petition tee (37 CFR 1.17(/))) with evidencs of such deposit must be filed
within TWO MONTHS of the date of this Notice. The petition fee will ba refunded f it is determined that the item(s)
was received by the USPTO. THIS TWO MQNTH PERIOD IS EXTENDABLE UNDER 37 CFR 1,138(a) or (b).

It. Petition for tater filing gate: Should applicant desire to supply the omitted itern(s) and accept the date that
such omitted item(s) was filed in the USPTO as the filing date of the above-identitied application, a copy of

this Notice, the omittad item(s) (with a supplemaental oath or geclaration in compliance with 37 CFR 1.63 and
1.64 referring to such itams), and a petition under 37 CFR 1.182 (with the $400.00 petition fee (37 CFR 1.17(f))
raquesting the later filing date must be filed within TWO MONTHS of the date of this Notica. THIS TWQ MONTH
PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b).

Apgplicant is advised that generally the liling fee required for an application is the filing tee in effect on the filing
date accorded the application and that payment of the requisite basic filing fee on a date later than the liling date
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of the application requires payment of a surcharge (37 CFR 1.16(f)). To avoid processing detays and payment
of a surcharge, applicant should submit any balance due for the requisite filing fee based on the later filing date
being requested when submitting the omitted item(s) and the petition (and petition fee) requesting the later filing
date.

xcopta o aited; Applicant may accept the appiication as depaosited In the USPTO
by rullng an appmpriate amendman( as set forth In elther (A) or (B) below within TWO MONTHS of the dats of this
Notice. THIS TWQ MONTH PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b) . The application will
malntain a filing data as of the date of deposit of the application papers in the USIPTO, and original appfication
papers ().8., the ariginal disclosure of the invention) will include only those application papers present in the
USPTO on the date of daposit. A petition is not required for this option.

{A) If applicant wants to accepl the application as deposited without adding the subject matter that was in the
omilted item {e.g., 2 missing page or figure), applicant is required to submit one or more of the following itemns
without adding any new matter (see 35 U.S.C. 132(a)):

1. For a missing page of the specification,

a) a substitute specification including claims that amends the speacification to renumber the pages
consacutively and cancels any incomplete sentences, and

b) a slatemaent tha the substitute specification includes no new malter, in cornpliancs with 37 CFR
1.121(b)(8) and 1,125;

2. For a migsing figure of the drawings,

a) replacement drawing sheets In compliance with 37 CFR 1.121(d) to renumber the drawing figures
consecutively (if necessary),

b) & substitute specificalion excluding claims that amands the specification to cancel any references to any
omitted drawing(s) and corrects the refarences in the specification to the drawing figures to correspond

‘with any relabeled drawing figures, and

¢) & statement that the substitute specitication includes no new matter, In compliance with 37 CFR
1.121(b)(3) and 1.125;

3. For a missing page of the clalm listing only, a replacement claim listing with the claims renumbered
consecutively or, if amendment Lo the claims is also neceseary, then a complote claim listing in compliance
with 37 CFR 1.121(0);

4. For a missing or unreadable compact disc,

4) & subslitute gpecilication (excluding the claims) deleting the reference to the compact disc and the files
contained on the compact disc, and

b) a statement that the substitute specification includes no new matter, in conpliance with 37 CFR
1.121{b)(3) and 1.125; and

5. For a missing or unreadabie file submitted on a compact dis¢,

a) a substitute specification (excluding the claims) deleting the reference to the missing ar urnreadable file,
and a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125; and

b) a replacement transmittal letter listing &l of the files axcept the missing or unreadable file in compliance
with 37 CFR 1.52(e)(2)(ii).

(8) Attarnatively, if applicant wants to accept the applicalion as deposited but wishss to add the subject matter in
the omitted item (e.g., @ missing page or figure) by relying on an incorporation by refarance under 37 CFR 1.57 or
other portions of the original disclosure, applicant is required 1o submit one or more of the followmg items without
adding any new matter (see 35 U.S.C. 132(a)):

1. To add the subject matier in a missing page of specification,

a) a substitute specification excluding claims and

b) a statement that the substitule speciticatian includes no new matter, in compliance with 37 CFR
1.121(b}3) and 1.125;

2. To add a missing figure of tha drawings, new and replacamant drawing sheels In compliance with 37 CFR
1.121(d);
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3. To add the subject matter in a missing page of the claim lisling, a complete claim listing in compliance with 37
CFR 1.121(c) (e.g., & claim in the missing page should be submitted as a nsw daim);

4. To add the subject matter in a missing or unreadable compact disc,
a)a replacement compact disc and a duplicate copy ot the compact disc, in compliance with 37 CFR 1 52(e).

and
b) a statement that the raplacement compact disc contains no new matter in compliance with 37 CFR

1.52(8)(4); and,
5. To add the subject matter in a missing or unreadable file submitted on a compact disc,
8) a replacement compact disc that contains all of the files fisted in the specif-cation including the missing or
unreadable file and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e); and
b} a statement that the replacement compact disc containg no new matter in compliance with 37 CFR
1.52(e)(4).
If applicant Is relying on an incorporation by reference under 37 CFR 1.57 to add the omitted subjact maiter, then
applicant must atso comply with the requirements of 37 CFR 1.57,
Applicant i3 cautioned that correction of the above items may cause the specification and drawings page count to
excead 100 pages. If the speciication and drawings exceed 100 pages, applicant will need to submit the required
application size fee.
The applicant neads lo satisty supplemental fees problems indicated below.
The required item(s) identified below must be limely submitted to avoid abandonment;
+ Additional claim fees of $1196 as a small enlity, including any required multiplo dependent claim {ee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which tegs are

dua.
« To avoid abandonment, & surcharge (for late submission of filing fee, search fee, examination fee or oath or

doclaration) as set forth in 37 CFR 1.16(f) of $68 for a small entity in compliance with 37 CFR 1,27, must bs
submitted with the missing items identifiad in this nolice.

SUMMARY QF FEES DUE;

Total additional fee(s) requirad for this application is $1806 for a smali entity

+ $165 Statutory basic titing fee.

+ $65 Surcharge.
+ The application search fee has not been paid. Applicant must submit $270 to complete the search fee.

» The application examination fee has not been paid. Applicant must submit $110 1o complete the examination
fee for a small entity in compliance with 37 CFR 1.27.
« Total additional claim fee(s) for this application is $1196
- $1158 for 48 total claims over 20.
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Replies should be mailed lo:
Mail Stop Missing Pans
Commissioner for Patents
P.O. Box 1450
Aloxandria VA 22313.1450

Registarad users of EFS-Web may altarmatively submit their reply to this notice viun EFS-Wab.
5 av/authenticate/Authenticatet iserl.ocalEP

sieXele

For more information about EFS-Web please call the USPTO EIectronic Business Center at 1-866-217.9197 or
visit our website at hitp.//www.uspto.gov/ebe,
If you are not using EFS-Web to submit your reply, you must include a copy of thiy notice.

Ndvan/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (671) 272-4200, or 1-888-786-0101
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PTOISEVOS (08-08)
Approved for use through 08/30/2010. OMB 0651-0032
US Pmmmaumomm US DEPARTMENTOFCOMMERCE

APPLICATION ELEMENTS

UT'LITY Attomey Docket No. Q 02*00 l C.
PATENT APPLICATION First Inventor YRUME__L—
TRANSMITTAL Title AL TIME F|PEWA
\_ (Only for new nonprovisional appications under 37 CFR 1.53(b)) Express Mail LabsiNo. | EL. 115
Commissioner for Patents

ADDRESS TO: P.0. Box 1450
Alexandria VA 22313-1450

1.[C] Fee Transmittal Form (e.g., PTO/SB/7)

2. Applicant claims small entity status.
See 37 CFR 1.27.

3. Specification [Total Pages
BoththedammawmdmwﬂMonam

5. Outh or Declaration {Total Sheets _________
a. | ] Newly executed (original or copy)

Signed statement attached deleting invertor(s)
name in the prior application, see 37 CFR
1.63(d)¥2) and 1.33(b).

6.[ ] Application Data Sheet. See 37 CFR 1.76

7.0 cD-ROM or CD-R in duplicate, large table or
puter Program (Appendix)
Landscape Table on CO

(if applicable, items a. - c. are required)
a.epb Computer Readable Form (CRF)
b. Specification Sequence Listing on:

i. &J cO-ROM or CO-R 2 copies); or
ii. [:] Paper

(For informet 600.01(a]
4. m Dfl\'llng(l)(35USC 113) [TorelSheots j%

b. [] A copy from a prior application (37 CFR 1.63(d))
r__(]for continuationAdivisional with Box 18 completed)
i.

8. Nucleotide and/or Amino Acid Sequence Submission

c. C] Statements verifying identity of above copies

ACCOMPANYING APPLICATION PARTS

9. D Assignment Papers (cover sheet & document(s))

Name of Assignee

10. [J 37 CFR 3.73(b) Statement []Power of
(when there is an assignee) Attorney

11. ] English Translation Document (if appiicable)

12.[7] lnfoBﬂon Disclosure Statement (PTO/SB/08 or PTO-1449)
Copies of citations attached

13. [J pretiminary Amendment

14. [] Return Recelpt Postcard (MPEP 503)
(Should be specifically itemized)

15. [] Certified Capy of Priority Document(s)
(if foreign prionty is claimed)

16. [] Nonpublication Request under 35 U.S.C. 122(b)(2)(B)().
Applicant must attach form PTO/SB/35 or equivalent.

17. D Other:

18. If a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in the first sentence of the
specification following the title, or in an Application Data Sheet under 37 CFR 1.76:

£ continuation-in-part (CiP) of pror appication No.: 7/ /.3 ""f HeS

3 continuation Divisional
W&‘Kﬁ%‘ '”Pg Examiner_S] MITOSK( atune 24439

19. CORRESPONDENCE ADDRESS

DTM dd iated with C Number:

OR DComspondoncamdmsbdo«

Po_Box 3607

Name M
nddrens Loubm:/%I %ﬂs

Clty los ALTDS Sae T CA [ Zp Code | 1402
Country — Telephone 3) i )/ )
Signature Date q )0 m

Name Registratiorl No.

(priniType) Aean (2. LoupkemuK gy | 32,7768

mumdwmmumumwwcmwsmmwmmu

USPTO to process) an application. C. ality is go d by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutss to
, i appiication form to the USPTO. Time will vary depending upon the individual case, Any

Cl nformation Officer,
P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED

U . Y
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O, Box 1450, Alexandria, VA 22313-1450,
If you need assistance in completing the form, call 1-800-PTO-9199 and sekect option 2.

required to obtain or retain a benefit by the public which is to file (and by the

PRAT.
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DocCode - SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 12807641 Document Date: 03/24/2011

The presence of this form in the IFW record indicates that the following document type was received in paper
and is scanned and stored in the SCORE database.

e Drawings

Images of the original documents are scanned in gray scale or color and stored in SCORE. Bi-tonal images are
also stored in IFW. Defects visible in both IFW and SCORE are indicative of defects in the original paper
documents.

To access the documents in the SCORE database, refer to instructions developed by SIRA.

At the time of document entry (noted above):
e Examiners may access SCORE content via the eDAN interface.
e Other USPTO employees can bookmark the current SCORE URL (http://es/ScoreAccessWeb/).
e External customers may access SCORE content via the Public and Private PAIR interfaces.

Form Revision Date: December 8, 2006
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.
** |If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

Legal Instrument Examiner:
/GLORIA ANTHONY/
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This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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11/09/10 06:15AM PST Loudermilk & Associates -> USPTO RECEIVED 1571273830C
g : CENTRAL FAX CENTER

i NOV 09 2010

Attorney Docket No.: 802-001C
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:  Krumel
Serial No.: 12/807,641
Filed: September 10, 2010 Examiner: Simitoski, Michael J

For: Network Data Transfer Systems and Group Art Unit: 2439

Methods

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

CHANGE OF CORRESPONDENCE ADDRESS AND CONTACT INFORMATION

Dear Commissioner,
Effective immediately, please change the correspondence address and contact information
for the above-identified (or any related patents or applications) to the following:

Alan R. Loudermilk
Loudermilk & Associates
511 N. Washington Avenue
Marshall, Texas 75670

Phn 903-407-4213

Fax 877-347-8075
alan@loudermilk.com

Please contact the undersigned if there are any questions regarding this application or this
change of address.

Respecttully submitted

Alan R. Loudermilk
Registration No. 32,788
November 8, 2010 Attorney for Applicant(s)
Loudermilk & Associates
511 N. Washington Avenue
Marshall, Texas 75670
903-407-4213

1 hereby certify that the foregoing is being faxed to the Commissioner for Patents on the date indicated above,

.

 PAGE 1/1* RCVD AT 111972010 9:15:51 AM [Eastern Standard Time] * SVR:USPTOEFXRF-6/46 * DNIS:2738300* CSID:8773478075 * DURATION (mm-5s):00-24
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USLO.ROV

APPLICATION FILING or GRP ART
[ NUMBER I 371(c) DATE UNIT I FIL FEE REC'D I ATTY.DOCKET.NO I’]'OT CLAIMSI IND CLAIMSI
12/807,641 09/10/2010 2439 0.00 802-001C 66 2
. CONFIRMATION NO. 3474
Loudermilk & Associates FILING RECEIPT
Suite B

Gupertino, CA 95014

Toust . laney Avenus I

Date Mailed: 10/20/2010

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts” for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Andrew K. Krumel, San Jose, CA;
Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 11/374,465 03/13/2006
which is a CON of 09/611,775 07/07/2000 PAT 7,013,482

Foreign Applications

If Required, Foreign Filing License Granted: 10/15/2010

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 12/807,641
Projected Publication Date: To Be Determined - pending completion of Missing Parts
Non-Publication Request: No

Early Publication Request: No

** SMALL ENTITY **
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Title

Real time firewall/data protection systems and methods
Preliminary Class

726

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing

..of patent applications on the same invention in member countries, but does not result in a grant of "an international - - -

patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the

. section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www .stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

'LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.130r 5.14. :

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). -
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: ggwlaﬁg}’ONER FOR PATENTS

0. X

Alexandria, Virginia 22313-1450

WWW.USPLO,gov
[ APPLICATIONNUMBER | FILING OR 371(C) DATE | FIRSTNAMED APPLICANT | ATTY.DOCKETNO/TITLE |
12/807,641 09/10/2010 Andrew K. Krumel 802-001C
CONFIRMATION NO. 3474
Loudermilk & Associates ' FORMALITIES LETTER

Suite B

6650 N. laney Avenue L

Cupertino, CA 95014
’ Date Mailed: 10/20/2010

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)
Filing Date Granted

Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

* The statutory basic filing fee is missing.
Applicant must submit $165 to complete the basic filing fee for a small entity.
* The oath or declaration is unsigned.

The following item(s) appear to have been omitted from the application:
* Figure(s) 5 described in the specification.

Applicant must reply to this notice within the time period set forth in this notice to avoid abandonment of

this application. Applicant must select one of the three following options and the reply must comply with the
requirements set forth in the selected option and any other requirements set forth in this notice. The reply should
also indicate which option applicant has selected.

I. Petition for date of deposit: Should applicant contend that the above-noted omitted item(s) was in fact.
deposited in the U.S. Patent and Trademark Office (USPTO) with the nonprovisional application papers, a copy of
this Notice and a petition (and $400.00 petition fee (37 CFR 1.17(f))) with evidence of such deposit must be filed
within TWO MONTHS of the date of this Notice. The petition fee will be refunded if it is determined that the item(s)
was received by the USPTO. THIS TWO MONTH PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b).

Il. Petition for later filing date: Should applicant desire to supply the omitted item(s) and accept the date that
such omitted item(s) was filed in the USPTO as the filing date of the above-identified application, a copy of

this Notice, the omitted item(s) (with a supplemental oath or declaration in compliance with 37 CFR 1.63 and

1.64 referring to such items), and a petition under 37 CFR 1.182 (with the $400.00 petition fee (37 CFR 1.17(f))
requesting the later filing date must be filed within TWO MONTHS of the date of this Notice. THIS TWO MONTH
PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b).

Applicant is advised that generally the filing fee required for an application is the filing fee in effect on the filing
date accorded the application and that payment of the requisite basic filing fee on a date later than the filing date
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of the application requires payment of a surcharge (37 CFR 1.16(f)). To avoid processing delays and payment
of a surcharge, applicant should submit any balance due for the requisite filing fee based on the later filing date
being requested when submitting the omitted item(s) and the petition (and petition fee) requesting the later filing
date.

lll. Acceptance of application as deposited: Applicant may accept the application as deposited in the USPTO
by filing an appropriate amendment as set forth in either (A) or (B) below within TWO MONTHS of the date of this
Notice. THIS TWO MONTH PERIOD 1S EXTENDABLE UNDER 37 CFR 1.136(a) or (b) . The application will
maintain a filing date as of the date of deposit of the application papers in the USPTO, and original application
papers (i.e., the original disclosure of the invention) will include only those application papers present in the
USPTO on the date of deposit. A petition is not required for this option.

(A) If applicant wants to accept the application as deposited without adding the subject matter that was in the
omitted item (e.g., a missing page or figure), applicant is required to submit one or more of the following items
without adding any new matter (see 35 U.S.C. 132(a)):

1. For a missing page of the specification,

a) a substitute specification including claims that amends the specification to renumber the pages
consecutively and cancels any incomplete sentences, and

b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125; .

2. For a missing figure of the drawings,

a) replacement drawing sheets in compliance with 37 CFR 1. 121(d) to renumber the drawing figures
consecutively (if necessary),

b) a substitute specification excluding claims that amends the specification to cancel any references to any
omitted drawing(s) and corrects the references in the specification to the drawing figures to correspond
with any relabeled drawing figures, and

c) a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125;

3. For a missing page of the claim listing only, a replacement claim listing with the claims renumbered
consecutively or, if amendment to the claims is also necessary, then a complete claim listing in compliance
with 37 CFR 1.121(c);

4. For a missing or unreadable compact disc,

a) a substitute specification (excluding the claims) deleting the reference to the compact disc and the files
contained on the compact disc, and

b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125; and

5. For a missing or unreadable file submitted on a compact disc,

a) a substitute specification (excluding the claims) deleting the reference to the missing or unreadable file,
and a statement that the substitute specifi catlon includes no new matter, |n compliance with 37 CFR
1.121(b)(3) and 1.125; and

b) a replacement transmittal letter listing all of the files except the missing or unreadable file in compliance
with 37 CFR 1.52(e)(3)(ii).

(B) Alternatively, if applicant wants to accept the application as deposited but wishes to add the subject matter in
the omitted item (e.g., a missing page or figure) by relying on an incorporation by reference under 37 CFR 1.57 or
other portions of the original disclosure, applicant is required to submit one or more of the following items without
adding any new matter (see 35 U.S.C. 132(a)):

1. To add the subject matter in a missing page of specification,

a) a substitute specification excluding claims and

b) a statement that the substitute specification lncludes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125;

2. To add a missing figure of the drawings, new and replacement drawing sheets in compliance with 37 CFR
1.121(d);
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3. To add the subject matter in a missing page of the claim listing, a complete claim listing in compliance with 37
CFR 1.121(c) (e.g., a claim in the missing page should be submitted as a new claim);
4. To add the subject matter in a missing or unreadable compact disc,
a) a replacement compact disc and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e);
and
b) a statement that the replacement compact disc contains no new matter in compliance with 37 CFR
1.52(e)(4); and,
5. To add the subject matter in a missing or unreadable file submitted on a compact disc,
a) a replacement compact disc that contains all of the files listed in the specification including the missing or
unreadable file and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e); and
b)a statement that the replacement compact disc contains no new matter in compliance with 37 CFR
1.52(e)(4). :

If applicant is relying on an incorporation by reference under 37 CFR 1.57 to add the omitted subject matter, then
applicant must also comply with the requirements of 37 CFR 1.57.

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to
exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.

The applicant needs to satisfy supplemental fees problems indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

« Additional claim fees of $1196 as a small entity, including any required multiple dependent claim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are
due.

* To avoid abandonment, a surcharge (for late submission of filing fee; search fee, examination fee or oath or
declaration) as set forth in 37 CFR 1.16(f) of $65 for a small entity in compliance with 37 CFR 1.27, must be
submitted with the missing items identified in this notice.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $1806 for a small entity
+ $165 Statutory basic filing fee.
» $65 Surcharge.
» The application search fee has not been paid. Applicant must submit $270 to complete the search fee.
» The application examination fee has not been paid. Applicant must submit $110 to complete the examination
fee for a small entity in compliance with 37 CFR 1.27.
» Total additional claim fee(s) for this application is $1196
+ $1196 for 46 total claims over 20.
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Replies should be mailed to:

Mail Stop Missing Parts

Commissioner for Patents

P.O. Box 1450

Alexandria VA 22313-1450
ﬁegistered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
hitps://sportal.uspto.gov/authenticate/AuthenticateUserl ocalEPF.htmi )
For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/ldvan/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE REC'D I ATTY.DOCKET.NO ITOT CLAIMSI IND CLAIMSl
12/807,641 09/10/2010 2439 0.00 802-001C 66
CONFIRMATION NO. 3474
Loudermilk & Associates FILING RECEIPT
Suite B
10950 N. Blaney Avenue N AT
Cupertino, CA 95014 000000044025810

Date Mailed: 10/20/2010

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Andrew K. Krumel, San Jose, CA;
Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 11/374,465 03/13/2006
which is a CON of 09/611,775 07/07/2000 PAT 7,013,482

Foreign Applications

If Required, Foreign Filing License Granted: 10/15/2010

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/807,641

Projected Publication Date: To Be Determined - pending completion of Missing Parts
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
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Title

Real time firewall/data protection systems and methods
Preliminary Class

726

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/807,641 09/10/2010 Andrew K. Krumel 802-001C
CONFIRMATION NO. 3474
Loudermilk & Associates FORMALITIES LETTER
Suite B
10950 . laney Avenus A

Cupertino, CA 95014
Date Mailed: 10/20/2010

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)
Filing Date Granted
Iltems Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

* The statutory basic filing fee is missing.
Applicant must submit $165 to complete the basic filing fee for a small entity.
+ The oath or declaration is unsigned.

The following item(s) appear to have been omitted from the application:
« Figure(s) 5 described in the specification.

Applicant must reply to this notice within the time period set forth in this notice to avoid abandonment of

this application. Applicant must select one of the three following options and the reply must comply with the
requirements set forth in the selected option and any other requirements set forth in this notice. The reply should
also indicate which option applicant has selected.

I. Petition for date of deposit: Should applicant contend that the above-noted omitted item(s) was in fact
deposited in the U.S. Patent and Trademark Office (USPTO) with the nonprovisional application papers, a copy of
this Notice and a petition (and $400.00 petition fee (37 CFR 1.17(f))) with evidence of such deposit must be filed
within TWO MONTHS of the date of this Notice. The petition fee will be refunded if it is determined that the item(s)
was received by the USPTO. THIS TWO MONTH PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b).

Il. Petition for later filing date: Should applicant desire to supply the omitted item(s) and accept the date that
such omitted item(s) was filed in the USPTO as the filing date of the above-identified application, a copy of

this Notice, the omitted item(s) (with a supplemental oath or declaration in compliance with 37 CFR 1.63 and
1.64 referring to such items), and a petition under 37 CFR 1.182 (with the $400.00 petition fee (37 CFR 1.17(f))
requesting the later filing date must be filed within TWO MONTHS of the date of this Notice. THIS TWO MONTH
PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b).

Applicant is advised that generally the filing fee required for an application is the filing fee in effect on the filing
date accorded the application and that payment of the requisite basic filing fee on a date later than the filing date
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of the application requires payment of a surcharge (37 CFR 1.16(f)). To avoid processing delays and payment
of a surcharge, applicant should submit any balance due for the requisite filing fee based on the later filing date
being requested when submitting the omitted item(s) and the petition (and petition fee) requesting the later filing
date.

lll. Acceptance of application as deposited: Applicant may accept the application as deposited in the USPTO
by filing an appropriate amendment as set forth in either (A) or (B) below within TWO MONTHS of the date of this
Notice. THIS TWO MONTH PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b) . The application will
maintain a filing date as of the date of deposit of the application papers in the USPTO, and original application
papers (i.e., the original disclosure of the invention) will include only those application papers present in the
USPTO on the date of deposit. A petition is not required for this option.

(A) If applicant wants to accept the application as deposited without adding the subject matter that was in the
omitted item (e.g., a missing page or figure), applicant is required to submit one or more of the following items
without adding any new matter (see 35 U.S.C. 132(a)):

1. For a missing page of the specification,

a) a substitute specification including claims that amends the specification to renumber the pages
consecutively and cancels any incomplete sentences, and

b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125;

2. For a missing figure of the drawings,

a) replacement drawing sheets in compliance with 37 CFR 1.121(d) to renumber the drawing figures
consecutively (if necessary),

b) a substitute specification excluding claims that amends the specification to cancel any references to any
omitted drawing(s) and corrects the references in the specification to the drawing figures to correspond
with any relabeled drawing figures, and

¢) a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125;

3. For a missing page of the claim listing only, a replacement claim listing with the claims renumbered
consecutively or, if amendment to the claims is also necessary, then a complete claim listing in compliance
with 37 CFR 1.121(c);

4. For a missing or unreadable compact disc,

a) a substitute specification (excluding the claims) deleting the reference to the compact disc and the files
contained on the compact disc, and

b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125; and

5. For a missing or unreadable file submitted on a compact disc,

a) a substitute specification (excluding the claims) deleting the reference to the missing or unreadable file,
and a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125; and

b) a replacement transmittal letter listing all of the files except the missing or unreadabile file in compliance
with 37 CFR 1.52(e)(3)(ii).

(B) Alternatively, if applicant wants to accept the application as deposited but wishes to add the subject matter in
the omitted item (e.g., a missing page or figure) by relying on an incorporation by reference under 37 CFR 1.57 or
other portions of the original disclosure, applicant is required to submit one or more of the following items without
adding any new matter (see 35 U.S.C. 132(a)):

1. To add the subject matter in a missing page of specification,

a) a substitute specification excluding claims and

b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125;

2. To add a missing figure of the drawings, new and replacement drawing sheets in compliance with 37 CFR
1.121(d);
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3. To add the subject matter in a missing page of the claim listing, a complete claim listing in compliance with 37
CFR 1.121(c) (e.g., a claim in the missing page should be submitted as a new claim);
4. To add the subject matter in a missing or unreadable compact disc,
a) a replacement compact disc and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e);
and
b) a statement that the replacement compact disc contains no new matter in compliance with 37 CFR
1.52(e)(4); and,
5. To add the subject matter in a missing or unreadable file submitted on a compact disc,
a) a replacement compact disc that contains all of the files listed in the specification including the missing or
unreadable file and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e); and
b) a statement that the replacement compact disc contains no new matter in compliance with 37 CFR
1.52(e)(4).

If applicant is relying on an incorporation by reference under 37 CFR 1.57 to add the omitted subject matter, then
applicant must also comply with the requirements of 37 CFR 1.57.

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to
exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.

The applicant needs to satisfy supplemental fees problems indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

« Additional claim fees of $1196 as a small entity, including any required multiple dependent claim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are
due.

+ To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or
declaration) as set forth in 37 CFR 1.16(f) of $65 for a small entity in compliance with 37 CFR 1.27, must be
submitted with the missing items identified in this notice.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $1806 for a small entity
« $165 Statutory basic filing fee.
+ $65 Surcharge.
« The application search fee has not been paid. Applicant must submit $270 to complete the search fee.
« The application examination fee has not been paid. Applicant must submit $110 to complete the examination
fee for a small entity in compliance with 37 CFR 1.27.
« Total additional claim fee(s) for this application is $1196
+ $1196 for 46 total claims over 20.
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Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/ldvan/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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U.S. PTO

- 12/807641
@
@ 09/10/2010
.

PTO/SB/0S (08-08)
c Approved for use through 09/30/2010. OMB 0651-0032
P U.S. Patent and Trademark Office. U.S. DEPARTMENT OF COMMERCE

. Under the Paperwork Reduction Act of 1995, no persons are required to res nd to a collection of information unless it displays a valid OMB control number.
g Attomey Docket No. Qoz2-001

o UTILITY

PATENT APPLICATION First Inventor KrumEL

TRANSMITTAL Title

R¥AL TIME FIEWALL]0ATA FROT.

& (Only for new nonprovisional applications under 37 CFR 1.53(b)) Express Mail Label No. EL f‘] 5 , q % 5 '7 ﬁ"{_s )

Commissioner for Patents

APPLICATION ELEMENTS ADDRESS TO: P.O. Box 1450
See MPEP chapter 600 conceming utility patent application contents. Alexandria VA 22313-1450

1.[0] Fee Transmittal Form (e.g., PTO/SB/7) ACCOMPANYING APPLICATION PARTS

2 %'l%"ac?'gr%a;ng small entity status. 9. |:| Assignment Papers (cover sheet & document(s))
3. Specification [Total Pages 1 .
Both the daxms and abstract must start on a new pége Name of Assignee
(Forir i , see MPEP 608,01(a)
4. & Drawing(s) (35 U s.C. 113) [Total Sheets lfé 1
5. Oath or Declaration [Total Sheets | 10. |:] 37 CFR 3.73(b) Statement []Power of
a. [ ] Newly executed (original or copy) (when there is an assignee) Attorney
b. [X] A copy from a prior application (37 CFR 1.63(d))
for continuation/divisional with Box 18 completed) 11. [:] English Translation Document (if applicable)
i DELETION OF INVENTOR(S
Signed statement attached deleting inventor(s) 12. [_] infopmation Disclosure Statement (PTO/SB/08 or PTO-1449)
name in the prior application, see 37 CFR @

163(d)(2) and 1.33(5). Copies of citations attached

6.[_] Application Data Sheet. See 37 CFR 1.76 13 Prefiminary Amendment

7. [:I CD-ROM or CD-R in duplicate, large table or

puter Program (Appendix) 14. [] Return Receipt Postcard (MPEP 503)

(Should be specifically itemized)

Landscape Table on CD
8. Nucleotide and/or Amino Acid Sequence Submission 15. [] Certified Copy of Priority Document(s)
(if applicable, items a. — ¢. are required) (if foreign priority is claimed)
a. Computer Readable Form (CRF)
b. Specification Sequence Listing on: 16. E] Nonpublication Request under 35 U.S.C. 122(b)(2)(B)(i).
Applicant must attach form PTO/SB/35 or equivalent.
i. L] CD-ROM or CD-R (2 copies); or O]
ii. [j Paper 17. Other:,

c. D Statements verifying identity of above copies

18. If a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in the first sentence of the
specification following the title, or in an Application Data Sheet under 37 CFR 1.76:

&) Continuation Duvisional D Continuation-in-part (CIP) of prior application No.: 7 //.3,]11,1'{6
gﬁﬂp@l&o’n uﬁ% Examiner_S) MITOS K| anunic 724439

19. CORRESPONDENCE ADDRESS

D The address associated with Customer Number: OR [::I Correspondence address below

Neme Aeaw  [ounEetiy

Af!dress Po 60)( % 607 .
o los ALps | St CA Zip Code 6}’9@'{- it
ountry ;e ’

Signature V/,

9 L10 /0

Name ,/P Registratiorf No. I
\_(Print/Type) ALﬂN Z_O l(g sggﬂﬂ.’( (Attorney/Agent) 32 ‘798
This collection of information is required by 37 CFR 1.53(b). The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Attorney Docket No.: 802-001B
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:  Krumel )
)
Serial No.: 11/374,465 )
)

Filed: March 13, 2006 ) Examiner: Simitoski, Michael J
: )

For: Network Data Transfer Systemsand )  Group Art Unit: 2439

Methods )
)
)

coty”

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

PETITION AND FEE FOR EXTENSION OF TIM DER 37 C.F.R. 1.136(a

Dear Commissioner, .

Applicant hereby petitions for a three-month extension of time in order to respond to the
office action mailed March 10, 2010. Please charge Deposit Account No. 50-0251 in the amount
of $555.00 for the extension fee. A continuation application is being filed under separate cover
on even date herewith.

Please charge any additional fees due, or credit any overpayment, to Deposit Account

No. 50-0251.
Respectfully submitted

142 4
Alan R. Loudermilk CO P >/

Registration No. 32,788
Attorney for Applicant(s)
September 10, 2010
Loudermilk & Associates
P.O. Box 3607
Los Altos, CA 94024-0607

408-868-1516
1 hereby centify that the foregoing is being faxed via 571-273-8300 to the Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-

1450, on the date indicated above.
' COPY
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Attorney Doacket No.: 802-001

DECLARATION AND POWER OF ATTORNEY

A5 u below named inventor. | herehy Jeclare that:
INVENTOR AND SPECIFICATION IDENTIFICATION

My residence. post ottice address and citizenship are as stated below next to my name. | helieve that | am
the vriginal, first and sole inventor Gf only one name @5 Jisted belowy or an ariginal. fiest and joint inventor 7
Muraf names are listed below) ot the subject matter which is claimed and tor which a patent is sought on the
im ention entitled:

REAL TIME FIREWALL/DATA PROTECTION SYSTEMS AND MIETHODS

STLE OF INWENTION

the specitication of which:

_N\_ isatached hereto.

wus filed on as Application Serial No.

and was amended on e UFappiicablen.

was described and claimed in PCT hiernatonal Application No. : tiied on
and amended under PCT Article 19 on (if any),

REVIEW OF PAPERS AND ACKNOWLEDGMENT OF DUTY OF CANDOR

| hereby state that | have reviewed and understand the contents ot the above identitied specification.
including the claims. as amended by any amendment reterred to above.

I do not know and do not believe that the invention claimed in the above-identitied specitication was ¢ er
known or used in the United States of America before my or our invention thereol, or patented or described in
any printed publication in any country. before my or our invention thereot or more than one vear prior to this
application. and that the same was not in public use or on sale in the United States o America more than one
vear prior to this application.

I acknowledge the duty to disclose to the Patent and Trademark Office information which [ know is
material (o the patentability of this application in accordance with Title 37. Code of Federal Regulations. § 1.56.

FOREIGN APPLICATIONS AND PRIORITY CLAIM

The invention claimed in the above-described specitication has not been patented or made the subject ol
an inventor's certificate issued before the date of this application in any country toreign to the United States or
America on an application ftiled by me or my legal representatives or assigns more than twelve months prior to
this application. [ hereby claim foreign priority benetits under Title 35. United States Code. § 119 of any
foreign application(s) for patent or inventor's certificate or of any PCT international application(s) designating
at least one country other than the United States of America listed below and have also identitied below anv.
foreign applicationts) for patent or inventor's certificate or any PCT international application(s) designating at
least

Loudermilk & Associates o 109350 North Blanev Avenue Suite B o Cupertino. Calitornia 93014
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ane country other than the Uinited States of America tiled by me on the same subject matter having a tiling date
betore that of the applicationts) ot which priority is claimed.

COUNTRY APPLICATION NUMBLER DATE OF FILING PRIORITY CLAIMED
tday. month. vear) UNDER 37 USC 110

\ _Yus _No

_Yos N\

_“\'CS Na

_Yes N\

' DOMESTIC PRICRITY CLAIM
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REAL TIME FIREWALL/DATA PROTECTION SYSTEMS AND METHODS
This application is a continuation of U.S. App. Ser. 11/374,465, filed March 13, 2006, which is a
continuation of U.S. App. Ser. No. 09/611,775, filed July 7, 2000, now U.S. Patent No.
7,013,482.
Field of the Invention
The present invention relates to computer security and data protection systems and
methods, and more particularly to firewall and data protection systems and methods for filtering

packets, such as from the Internet, in real time and without packet buffering.

Background of the Invention
The use of the Internet has exploded in recent years. Small and large companies as well as

individual users are spending more time with their computers connected to the Internet. With the
advent of Internet technologies, such as cable modems, digital subscriber lines, and other
“broadband” access devices, users are connecting their computers to the Internet for extended
periods of time.

Such extended or “persistent” connection to the Internet brings many advantages to users
in immediate access to the content on the Internet through the use of email, search engines, and
the like. Unfortunately, however, persistent access to the Internet exposes connected computers
to potential security threats, where intruders and “hackers” may compromise proprietary systems,
engage in information theft, or take control of the connected computers remotely. With more
sophisticated tools at their disposal, hackers pose security and privacy risks to systems with
persistent access to the Internet. Such security risks are even present for computers connected to
the Internet for limited periods of time (such as through dial-up, modem connections), though to
a lesser degree than the extended access computers.

There are currently many different types of firewall systems available on the market,
including proxy servers, application gateways, stateful inspection firewalls, and packet filtering
firewalls, each of which provides a variety of strategies and services for data protection.
Conventional packet filters typically are computers, routers, or ASICs based on general purpose
CPUs. They perform their filtering duties by receiving a packet, buffering the data until a
determination can be made, and forwarding the packet as applicable for the particular system. For

example, a dual-homed, Linux-based filter with two network cards might receive a packet
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completely, evaluate whether it meets specific criteria, and transmit the packet on the other
network card. In another example, a router designed for switch mode routing might begin
buffering a packet until a decision is made, then forward the packet on the applicable interface
while still receiving the packet. With most packet filters, software is used and data is buffered.

Sophisticated computer users working for medium- to large-sized companies have a
variety of relatively expensive protection devices and tools at their disposal. Such devices and
tools typically screen data packets received from the Internet with sophisticated software-based
filtering techniques. Using relatively complex tools for software analysis, each packet is stored in
a buffer and examined sequentially with software-based rules, which results in each packet being
either accepted (and passed to the computer) or rejected (and disposed of by the software). This
software often requires substantial computer knowledge and experience. Users of such devices
and tools typically have an expertise in network administration or a similar field, so they can
configure, optimize, and even build the complex filtering and security options provided by the
software.

While such devices and tools can be quite effective in providing “firewall” protection for
sophisticated users of large office systems, they pose several barriers to unsophisticated users of
small office and home systems in the growing SOHO market. Current large office systems are
expensive, difficult to set up, and require technical skills. What is needed for SOHO systems is a
relatively inexpensive, uncomplicated, “plug and play” type of Internet protection system that can

be easily connected and configured by relatively unsophisticated users.

Summary of the Invention

In accordance with the present invention, devices, methods and systems are provided for
the filtering of Internet data packets in real time and without packet buffering. A stateful packet
filtering hub is provided in accordance with preferred embodiments of the present invention. The
present invention also could be implemented as part of a swifch or incorporated into a router.

A packet filter is a device that examines network packet headers and related information,
and determines whether the packet is allowed into or out of a network. A stateful packet filter,
however, extends this concept to include packet data and previous network activity in order to
make more intelligent decisions about whether a packet should be allowed into or out of the

network. An Ethernet hub is a network device that links multiple network segments together at
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the medium level (the medium level is just above the physical level, which connects to the
network cable), but typically provides no capability for packet-type filtering. As is known, when
a hub receives an Ethernet packet on one connection, it forwards the packet to all other links with
minimal delay and is accordingly not suitable as a point for making filtering-type decisions. This
minimum delay is important since Ethernet networks only work correctly if packets travel
between hosts (computers) in a certain amount of time,

In accordance with the present invention, as the data of a packet comes in from one link
(port), the packet’s electrical signal is reshaped and then transmitted down other links. During
this process, however, a filtering decision is made between the time the first bit is received on the
incoming port and the time the last bit is transmitted on the outgoing links. During this short
interval, a substantial number of filtering rules or checks are performed, resulting in a
determination as to whether the packet should or should not be invalidated by the time that the
last bit is transmitted. To execute this task, the present invention performs multiple filtering
decisions simultaneously: data is received; data is transmitted; and filtering rules are examined in
parallel and in real time. For example, on a 100 Mbit/sec Ethernet network, 4 bits are transmitted
every 40 nano seconds (at a clock speed of 25 MHz). The present invention makes a filtering
decision by performing the rules evaluations simultaneously at the hardware level, preferably
with a programmable logic device.

The present invention may employ a variety of networking devices in order to be
practical, reliable and efficient. In addition, preferred embodiments of the present invention may
include constituent elements of a stateful packet filtering hub, such as microprocessors,
controllers, and integrated circuits, in order to perform the real time, packet-filtering, without
requiring buffering as with conventional techniques. The present invention preferably is reset,
enabled, disabled, configured and/or reconfigured with relatively simple toggles or other physical
switches, thereby removing the requirement for a user to be trained in sophisticated computer and
network configuration. In accordance with preferred embodiments of the present invention, the
system may be controlled and/or configured with simple switch activation(s).

Accordingly, one object of the present invention is to simplify the configuration

requirements and filtering tasks of Internet firewall and data protection systems.
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Another object is to provide a device, method and system for Internet firewall and data
protection that does not require the use of CPU-based systems, operating systems, device drivers,
or memory bus architecture to buffer packets and sequentially carry out the filtering tasks.

A further object of the present invention is to perform the filtering tasks of Internet
firewall protection through the use of hardware components.

Another object is to utilize programmable logic for filtering tasks.

Still another object is to provide a device, method, and system to carry out bitstream
filtering tasks in real time.

Yet another object is to perform parallel filtering, where packet data reception, filtering,
and transmission are conducted simultaneously.

A further object of the present invention is to perform the filtering tasks relatively faster
than current state-of-the-art, software-based firewall/data protection systems.

Another object is to provide a device, method and system for firewall protection without
the use of a buffer or temporary storage area for packet data.

Still another object of the present invention is to design a device, method and system that
does not require software networking configurations in order to be operational.

A further object of the present invention is to provide a device, method and system for
Internet firewall and data security protection that supports partitioning a network between client
and server systems.

It is a yet another object of the present invention to provide a device, method and system
for Internet firewall and data protection that supports multiple networking ports.

Another object is to maintain stateful filtering support for standard data transmission
protocols on a per port basis.

Still another object of is to configure network functionality using predefined toggles or
other types of physical switches.

A further object of the present invention is to conduct packet filtering without requiring a
MAC address or IP address to perform packet filtering.

Yet another object of the present invention is to facilitate the shortest time to carry out

bitstream filtering tasks.
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Finally, it is another object of the present invention to be able to perform filtering rules
out of order and without the current state-of-the-art convention of prioritizing the filtering rules

serially.

Brief Description of the Drawings

The present invention may be more fully understood by a description of certain preferred
embodiments in conjunction with the attached drawings in which:

FIGS. 1A and 1B are application level diagrams illustrating exemplary data protection
systems in accordance with the present invention;

FIG. 2 is a flow diagram illustrating the components and operations of a preferred
embodiment of the present invention;

FIG. 3 is a flow chart illustrating the basic functions of a repeater core and four filter
levels in accordance with preferred embodiments of the present invention; ‘

FIG. 4 is a diagram illustrating filtering functions of Level 2 filters in relation to the flow
of packet data from internal and external networks in accordance with preferred embodiments of
the present invention;

FIG. 5 is a flow chart illustrating packet filtering functions of Level 3 filters in
accordance with preferred embodiments of the present invention;

FIG. 6 illustrates the rules by which TCP and UDP packets are evaluated in parallel in
accordance with preferred embodiments of the present invention;

FIG. 7 is a diagram illustrating parallel rule evaluation for TCP and UDP packets in
accordance with preferred embodiments of the present invention;

FIG. 8 is a flow chart illustrating packet filtering functions of Level 4 filters in
accordance with preferred embodiments of the present invention;

FIG. 9 is a block diagram of the hardware components of a preferred embodiment of the
present invention;

FIG. 10 is an illustration of an exemplary design of an external case in accordance with
preferred embodiments of the present invention;

FIGS. 11 and 12 are flow diagrams illustrating SYN flood protection in accordance with

preferred embodiments of the present invention; and
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FIG. 13 is a flow chart illustrating the process of “garbage collection” in flood lists in

accordance with preferred embodiments of the present invention.

Detailed Description of the Preferred Embodiments

The present invention will be described in greater detail with reference to certain
preferred and alternative embodiments. As described below, refinements and substitutions of the
various embodiments are possible based on the principles and teachings herein.

FIG. 1A and FIG. 1B illustrate the physical positioning of a stateful packet filtering hub
in accordance with the present invention in two exemplary network configurations. The packet
filtering hub of the illustrated embodiments preferably serves as an Internet firewall/data
protection system (hereafter “data protection system”).

With reference to FIG. 1A, in the illustrated embodiment data protection system 1 is
coupled through a port to router 2 (or cable modem or other preferably broadband, persistent
network connection access device), which is linked through a broadband connection to other
computer systems and networks, exemplified by Internet 8 and Internet Service Provider (ISP)
10. Packets of data are transmitted from an ISP, such as ISP 10, via Internet 8 to router 2. The
packets are transmitted to data protection system 1, which analyzes the packets in “real time” and
without buffering of the packets, while at the same time beginning the process of transmitting the
packet to the internal network(s) in compliance with the timing requirements imposed by the
Ethernet or other network standards/protocols. If a packet of data satisfies the criteria of the
rules-based filtering performed within data protection system 1, which is executed in a manner to
be completed by the time the entire packet has been received by data protection system 1, then it
is allowed to pass to hub 6 as a valid packet, which may then relay the cleared packet to
computers 4a, 4b, 4c, etc. on the internal network. If a packet of data fails to meet the filtering
criteria, then it is not allowed to pass as a valid packet and is “junked.” Junking is defined as
changing bits or truncating data, depending on the type of link, in a manner such that the packet
is corrupted or otherwise will be detected by the receiving computers as invalid or unacceptable,
etc. Without the intermediate positioning of data protection system 1, the packets would be
transmitted directly to unprotected hub 6, thereby exposing computers 4a, 4b and 4c to security
risks. It should also be noted that hub 6 is optional in accordance with the present invention; in

other embodiments, data protection system 1 may be directly connected to a single computer or
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may have multiple ports that connect to multiple computers. Similar filtering is performed on
packets that are to be transmitted from computers 4a, 4b, and 4c to Internet 8.

With reference to FIG 1B, in this illustrated embodiment data protection system 1 is
coupled via one port to DSL router 2 (again, the network access device is not limited to a DSL
router, etc.), which provides the broadband connection to Internet 8. As with the embodiment of
FIG. 1A, data protection system 1 also is coupled to a number of computers 4a, 4b, etc., on the
internal network, and serves to provide filtering for packets between computers 4a and 4b and
Internet 8 in the manner described in connection with FIG. 1A. In this embodiment, data
protection system 1 is also connected via another port to hub 6, which serves as the main point of
contact for incoming connections from the Internet for bastion hosts 5a and 5b, etc. In accordance
with this embodiment, packets are transmitted to router 2 and then to data protection system 1. If
the packets are approved by data protection system 1 (i.e., passing the filtering rules/checks
performed with data protection system 1 while the packet is being received and transmitted), then
the packets are allowed to pass as valid packets to computers 4a, 4b and hub 6. (The rules-based
filtering process of preferred embodiments of the present invention will be described in more
detail hereinafter.) Hub 6 may relay the packets to other internal host computers 5a, 5b, etc., on
the local area network (LAN). These computers may include, for example, a Web and FTP server
5a, or a streaming audio server 5b, etc. Thus, in accordance with the illustrated embodiment,
packets that passed the filtering rules/checks are passed as valid packets to computers, such as
protected internal _host computer 4a, which as illustrated may be connected to printer 7. In this
particular embodiment, a bastion port is provided that may be used to service more than one
bastion host. In other embodiments, different network configurations may be utilized in
accordance with the present invention.

FIG. 2 illustrates the general components and operations of certain preferred
embodiments of the present invention. Connection to external network 12 is made by physical
interface 14. Physical interface (or PHY) 14 preferably is implemented with commercially
available, physical layer interface circuits, as are known in the art (such physical layer interface
circuits may be off-the-shelf components, as specified in the Ethernet IEEE standard 802.3u.). At
a minimum, the data protection system must contain two PHY interfaces, one for the Internet or
other external network connection, and one (or more) for the internal network. It should be noted

that, in preferred embodiments, PHY controllers are utilized, which implicitly assumes Ethernet-
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type connections. In other embodiments in accordance with the present invention, other types of
PHY interfaces and controllers are utilized for different networking standards.

Repeater core 16 functions as an Ethernet repeater (as defined by the network protocols of
the IEEE standard 802.3) and serves to receive packets from external PHY 14, reshape the
electrical signals thereof, and transmit the packets to internal PHY 18, which is coupled to
internal network 20. While the packet is being received, reshaped, and transmitted between
PHYs 14 and 18, however, it is simultaneously being evaluated in parallel with filtering rules to
determine if it should be allowed to pass as a valid packet (as will be described in greater detail
elsewhere herein). As with the discussion regarding the PHY interfaces and controllers, changes
in networking standards may alter the components functionality (such as the characteristics of
repeater core 16), but not the basic parallel, real time packet filtering in accordance with the
present invention. (In an alternate embodiment, for example, the data protection system may use
switch logic or router logic; in full duplex, the same principles apply.)

The parallel filtering preferably consists of packet characteristics logic 22, packet type
filters 26, and state rules filters 42. Packet characteristics logic 22 determines characteristics
based on packet data (preferably in the form of 4-bit nibbles from PHY 14), whereas packet type
filters 26 make filtering decisions generally based on packet type. State rules filters 42 perform
rules- based filtering on several levels simultaneously. The results of filtering by packet type
filters 26 and state rules filters 42 are combined by aggregator 24, which may be considered a
type of logical operation of pass/fail signals (described in greater detail elsewhere herein). In
preferred embodiments, if any one or more of the performed filtering rules indicates that the
packet should be failed (or not allowed to pass as a valid packet), then the output of aggregator
24 is a fail; otherwise, the packet is allowed and the output of aggregator 24 is a pass. Thus, as
packet data is being received and transmitted from PHY 14 to PHY 18 via repeater core 16, it is
being evaluated in parallel via packet type filters 26 and state rules filters 42 (depending in part
on packet characteristics determined by logic 22 from the data received from PHY 14). In
accordance with the present invention, the results of filtering by packet type filters 26 and state
rules filters 42 are provided to aggregator 24 by the time that the entire packet reaches repeater
core 16, so that, based on the output of aggregator 24, the packet will either be allowed to pass as

a valid packet or will be failed and junked as a suspect (or otherwise invalidated) packet.
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Packet characteristics logic 22 receives packet data from PHY 14 and examines the
packet data to determine characteristics, such as the packet type, datagram boundaries, packet
start, packet end, data offset counts, protocols, flags, and receiving port. The packet type may
include, for example, what are known in the art as IP, TCP, UDP, ARP, ICMP, or IPX/SPX.
Such packet characteristics data is provided to packet type filters 26. Packet type filters 26
preferably make a decision about whether the packet should be passed or failed, with the result
being transmitted to aggregator 24. In accordance with preferred embodiments, packet type filters
26 do not require the use of what may be considered an extensible rules system. The filters of
packet type filters 26 preferably are expressed as fixed state machines or may be expressed using
more flexible rules syntax. What is important is that packet type filtering is performed by filters
26 in the shortest time interval possible and in parallel with the packet data being received and
transmitted to internal PHY 18, so that a pass/fail determination may be made prior to the time
when the entire packet has been received by repeater core 16.

State rules filters 42 receive packet characteristics data from logic 22 and, based on this
data as well as cached/stored connection and communication state information, executes a
plurality of rules under the control of rules controller 28, preferably using a plurality of rules
engines 36-1 to 36-N, so that a desired set of filtering decisions are promptly made and a pass/fail
determination occurs before the entire packet has been received by repeater core 16. State rules
filters 42 preserve a cache of information 30 about past network activity (such as IP addresses for
established connections, port utilization, and the like), which is used to maintain network
connection state information about which hosts have been exchanging packets and what types of
packets they have exchanged, etc. Rules controller 28 preferably accesses rules map table 32
based on packet characteristics information, which returns rules dispatch information to rules
controller 28. Thus, based on the connection state information stored in connection cache 30 and
the characteristics of the packet being examined, rules controller 28 initiates filtering rules via a
plurality of rules engines 36-1 to 36-N that simultaneously apply the desired set of filtering rules
in parallel. (Preferably, N is determined by the number of rules that need to be performed in the
available time and the speed of the particular logic that is used to implement state rules filters
42.)

As will be appreciated, while the packet pass/fail decision is being made in real time, and

thus must be concluded by the time that the entire packet has been received, a large of number of
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filtering rules must be performed quickly and in parallel. Preferably, rules controller 28 utilizes a
plurality of rules engines 36-1 to 36-N, which logically apply specific rules retrieved from
corresponding storage areas 40-1 to 40-N. Rules controller 28, based on the connection state and
packet characteristics, determines which rules should be run based on which information. The
rules to be run are then allocated by rules controller 28 to the available rules engines 36-1 to 36-
N. As each rules engine 36-1 to 36-N may be required to execute multiple rules in order to
complete the filtering decision process in the required time, corresponding queues 34-1 to 34-N
are preferably provided. Thus, rules controller 28 determines the list of rules that should be
performed (again, depending on the stored connection state and packet characteristics data) and
provides the list of rules (and accompanying information to carry out those rules) to the plurality
of rules engines 36-1 to 36-N via queues 34-1 to 34-N. Rules engines 36-1 to 36-N, based on the
information from the queues 34-1 to 34-N, look up specific rule information from storage areas
40-1 to 40-N, carry out the rules, and preferably return the results to rules controller 28. As the
rules are essentially conditional logic statements that notify the data protection system how to
react to a particular set of logical inputs, it has been determined that providing a plurality of rules
engines may enable the necessary decision making process to quickly provide the outcome of the
rules-based filtering by the time the entire packet has been received.

Still referring to FIG. 2, rules controller 28 preferably uses rules map table 32 to dispatch
the rules to rules engines 36-1 and 36-N, so that a filtering decision may be reached in the
optimal amount of time. In a preferred operation, each rules engine extracts a rule ID from its
queue, looks up the rules definition in its own rules table 40-1 to 40-N, evaluates the rule, returns
the result to rules controller 28, and looks for another rule ID in its queue 34-1 to 34-N. The
results from packet type filter 26 and rules controller 28 are combined into one result via
aggregator 24: pass or fail. If a decision is not reached before the end of the packet is transmitted,
then in preferred embodiments the packet will be processed as an invalid packet and junked.

It should be appreciated that the data protection system must make a filtering
determination before the current packet is completely transmitted. Since the networking
standards impose strict timing thresholds on the transit delay of packets, filtering is performed in
real time, in parallel and without buffering the packet. (The transit delay threshold is the time it
takes to get from the transmitting station to the receiving station.) Given that a filtering decision

must be made in real time (before the last bit is received and forwarded to the applicable
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interfaces), the filter rules are evaluated in parallel by rules engines that possess independent,
direct access to the rules set collected in storage areas 40-1 and 40-N, which are preferably
implemented as RAM tables. (In a preferred embodiment of the data protection system, the tables
are implemented using on-chip, dual port RAM up to 4K in size. A programmable logic device,
such as Xilinx Spartan I XC2S100, has 40K dual port synchronous block RAM. For example, an
initial 110-bit segment of the rules controller RAM block may be a range table that delineates
where each look up code begins and what the number of entries are.) Rules controller 28
dispatches the rules to each rules engine by placing a rules ID entry in a queue. Because each
rules engine is assigned its own queue, a pipeline is created allowing the rules engine to
continuously run and operate at maximum efficiency.

To operate efficiently the rules engines must also be capable of evaluating rules in any
order. In accordance with the preferred embodiments, each rule has a priority and the highest
priority result is accepted. Therefore, the rules must be evaluated in any order yet still obtain the
same result, as if the rules were being evaluated serially from highest to lowest priority. This
operation is accomplished in preferred embodiments by rules map table 32, which notifies rules
controller 28 which rule is assigned to which rules engine. Thus, this decision is statically
determined by the rules set and the number of rules engines. It should be noted that the rule set in
general is greater than the number of rules engines.

FIG. 3 is a flow chart illustrating further aspects of preferred embodiments of the present
invention. As previously described, preferred embodiments of the data protection system utilize
programmable logic, or other suitable preferably hardware-based logic, to perform a large
number of filter rules in parallel and at high speed. Such embodiments may be considered to
provide an external interface, for instance, to the Internet, to external network 12, and one or
more internal network interfaces, such as to internal network 20 and/or to bastion network 15
(see, for example, FIGS. 1A and 1B). As repeater core 16 (or the PHYSs in FIG. 2) receives and
transmits packet data, the packet is simultaneously subjected to a plurality of filtering rules. At
step 44, the packet characteristics are determined (which, as previously described, may include
protocol, addresses, ports, flags, etc.). The filtering rules are based on the packet characteristics,
connection state information (depending upon the particular rules), and/or toggle or other

physical switch state information. This filtering process may be represented by filtering steps 46,

11

Ex.1002
CISCO SYSTEMS, INC. / Page 212 of 256



10

20

25

30

48, 50 and 52, which, as depicted in FIG. 3, are performed at least in substantial part in parallel,
and thus can make filtering decisions by the time the packet has been completely received.

As illustrated, after the packets are transmitted to repeater core 16, their characteristics
are analyzed at step 44. Data packets generally consist of several layers of protocols that combine
to make a protocol stack. Preferably, each layer of the stack is decoded and the information is
passed to various filter blocks, as exemplified in steps 46, 48, 50 and 52. In accordance with the
present invention, this filtering process is executed in parallel and in real time. In other
embodiments, a variety of filter blocks or rules-based filters may be employed, incorporating
parallel execution, real time filtering, etc., as may be necessary to complete the filtering decision
in the required time.

Referring again to preferred embodiments illustrated in FIG. 3, Level 2 filters at step 46
may examine information in the link layer header for all incoming packets and decide whether a
packet should be junked based on the packet protocol. Level 3 filters at step 48 may examine
information in the networking layer headers. (For the IP protocol, these headers would equate to
the ARP, RARP, IP, ICMP, and IGMP protocol headers.) While Level 2 filters preferably
distinguish the packef type, Level 3 filters at step 48 and Level 4 filters at step 50 preferably
distinguish IP datagram characteristics. Level 4 filters at step 50 preferably operate by examining
IP, TCP and UDP headers along with data transmitted between the client and server processes,
utilizing two techniques: stateful and non-stateful packet filtering. (Level 2, 3 and 4 filters are
described in greater detail elsewhere herein.) Preferably a spoof check filter at step 52 detects
whether the packet originated from an authorized IP address or not. To determine whether the
packet should be allowed to pass as a valid packet, the filters must implement rules in parallel
preferably based on programmable logic and register one of two values: pass or fail. After the
values are registered, the outcome is collected in result aggregator 24, which logically combines
the results to determine if the packet should be allowed to pass as a valid packet or should be
denied as an invalid one. If the packet is passed, then repeater core 16 continues to send correct
bits. If the packet is failed, then it is junked.

In accordance with preferred embodiments of the present invention as illustrated in FIG.
3, a spoof check is performed at step 52 on all packets entering a port. To prevent IP spoofing,
the spoof check filtering of step 52 monitors IP addresses from the internal network and discards

any incoming packets with IP source addresses that match internal IP addresses. A spoof check
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ensures that a host on one network is not trying to impersonate a computer on another network,
such as a computer on the Internet assuming the IP address of a computer connected to an
internal port. In accordance with preferred embodiments, spoofed packets are always junked by
the data protection system. In such embodiments, the data protection system performs this check
by keeping track of the IP addresses of packets arriving on the internal and bastion ports. The
source and destination addresses of each packet are checked against the known port addresses to
ensure they are valid for the appropriate port.

FIG. 3 also illustrates alarm controller 53, which preferably is coupled to result
aggregator 24. Alarm controller 53, which could be a separate logic block or within the result
aggregator, receives signals indicating when packets are being rejected, either directly from the
logic performing the filtering or from result aggregator 24. As described in greater detail
elsewhere herein, alarm controller 53 desirably is utilized to provide visual feedback of the
system status or operation (such as whether the data protection system is under attack) via
LED(s) 54 (or other light source, LCD or other type of alphanumeric or graphic display, etc.). For
instance, a LCD may provide an additional mechanism for entering security configurations, such
as specific protocols to allow a reference clock. Alarm controller 53 also may be coupled to an
audio feedback device, such as speaker 55, which similarly may be used to provide audio
feedback of the system status or operation. For example, if a packet is rejected, a first visual
indication may be provided via LED(s) 54 (e.g., yellow light); if packets are being rejected in a
manner or at a rate that suggests an internal computer is under attack, then a second visual
indication may be provided via LED(s) 54 (e.g., a red light). Similarly, first and second tones or
other audible indicators (different tones, volumes, sequences, etc.) may be provided via speaker
55 to indicate the detected condition). In preferred embodiments, such feedback, audio and/or
visual, may maintain the alert state until reset by the user, such as by depressing a toggle. Thus, if
the internal system has been determined to be under attack while the user is away, this fact will
be made known to the user when the user returns and sees and/or hears the visual and/or audio
feedback. It also should be noted that alarm controller 53 also may generate a UDP packet
(indicated by the dashed line that is coupled to internal network 20) that informs the internal
client computer of the attack or suspected attack, thereby providing an additional optional

mechanism to inform the user of suspect activity.
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FIG. 4 illustrates exemplary packet filtering functions of Level 2-type filtering in relation
to the flow of packet data from internal and external networks. External PHY 12 receives packet
electrical signals off the physical wire or other medium. Similarly, internal PHYs 18 and 58
receive packet electrical signals from internal network 20 or bastion network 15, respectively.
Packet data comes in from one of PHYs 12, 18 or 58 to PHY controller 56. PHY controller 56 in
general receives incoming data from network PHYs 12, 18 or 58, detects collisions, indicates the
start and end of packet data, and forwards the packet data to other appropriate components of the
data protection system (such as described herein). From PHY controller 56, data from the packet
being received, along with information indicating which PHYs are active (i.e., on which PHY a
packet is being received and to which PHY's the packet is being transmitted, etc.), and the packet
is reshaped and transmitted in real-time via block 60 (i.e., the packet is not received into a buffer,
after which it is sequentially processed to determine if the packet should be allowed to pass, etc.,
as in conventional firewalls). In the case of a packet received from Internet 8, the packet is
received by PHY controller 56 from external PHY 12, and reshaped and transmitted in real-time
to the internal PHY 18 and/or bastion PHY 58.

As will be appreciated, block 60 in essence performs the repeater functionality of passing
the incoming data to the non-active PHY's after reformatting the preamble. Block 60 also
preferably receives “junk” or “pass” signals from the filtering components and a collision
detection signal from PHY controller 56. In preferred embodiments, a “jam” signal is propagated
to each PHY upon detection of a collision. A packet is invalidated for all PHY's that belong to a
network category that receives a “junk” signal. (For example, if the packet is invalidated for
internal networks, then the packet is invalidated for all internal network ports.) Preferably, block
60 also receives a single output signal from result aggregator 24 for each PHY category (i.e.,
internal or external). As will be explained in greater detail hereinafter, result aggregator 24
generates the signals provided to block 60 depending on “junk” or “pass” signals from each filter
component.

In accordance with the present invention, the packet is also simultaneously routed through
a plurality of filtering steps. In the exemplary illustration of Level 2 filters in FIG. 4, the packet
type is determined at step 64. At step 64, the network packet is examined to determine the
enclosed Level 3 datagram type, such as ARP, RARP, IP, or IPX. This information is used to

perform Level 2 filtering and to decide how to deconstruct the enclosed datagram to perform
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Level 3 filtering. If an unknown packet type is received from the external network, then the
packet preferably is junked if filtering is enabled. Unknown packet types received from the
internal network preferably are forwarded to other hosts on the internal network and may be
forwarded to the bastion port but are not forwarded to the external network.

If it is a known packet type, then it is routed through additional filtering steps based on
particular packet protocols. In the illustrated embodiment, at step 66, if the packet is an Address
Resolution Protocol (ARP) type packet, then it is passed. At step 68, if the packet is a Reverse
Address Resolution Protocol (RARP) type packet and is from external PHY 12 and the op code
is 3, then it is junked; otherwise, it is passed as indicated at step 70. As is known in the art,
RARP generally is a protocol used by diskless workstations to determine their address; in
accordance with preferred embodiments, RARP responses are the only RARP packets allowed to
enter internal networks from external hosts. At step 72, if the packet is an Internet Protocol (IP)
type packet, is from the external PHY and has been broadcast, then it is junked. (For example,
broadcast packets from the external network preferably are not allowed; a broadcast packet is
determined by examining the IP address or the physical layer address). Otherwise, the process
proceeds to step 74. Step 74 preferably examines the IP header, which contains a protocol
fragment where an application can place handling options. Certain options (such as the illustrated
list) may be considered to provide internal, potentially sensitive network information, and thus
packets that contain these options preferably are not allowed into the internal network. At step
74, if a handling option of 7, 68, 131, or 137 is present, then the packet is junked; if these options
are not present, then the process proceeds to filter IP packet step 76 (exemplary details of step 76
are explained in greater detail hereinafter). If the packet passes the filtering rules applied in filter
IP packet step 76, then the packet is passed, as indicated by step 78. If the packet does not pass
the filtering rules applied in filter IP packet step 76, then the packet is junked.

As illustrated in FIG. 4, any signals indicating that the packet should be junked are
provided to result aggregator 24, as indicated by line 73. The filtering results are thus routed to
result aggregator 24, which records whether any of the packets were junked and thus invalidated.
Result aggregator 24 provides one or more signals to the logic of block 60 at a time early enough
so that a Frame Check Sequence (FCS) character may be altered to effectively invalidate the
packet. Therefore, prior to complete forwarding of the packet, the filtering decision is made and

the FCS character is either altered in order to ensure that it is corrupted, if the packet is to be
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junked, or forwarded unchanged, if the packet is to be passed. In effect, a system in accordance
with the present invention acts like a hub or repeater by receiving packet nibbles (2 or 4 bits at a
time) on one interface wire and by broadcasting those nibbles on other interfaces. Thus, the data
protection system cannot make a decision about a packet before forwarding the nibbles on the
non-receiving interfaces since this may result in an inoperable Ethernet network. If the system is
enabled to filter a packet, it must still transmit data while receiving data to ensure the Ethernet
network functions correctly and efficiently. The data protection system filters packets by
transmitting a nibble on the non-receiving interfaces for each collected nibble on the receiving
interface, but ensures that the Ethernet packet FCS character is not correct if the packet is
suspect. Thus, the sending station may perceive that it successfully transmitted the packet
without collision, but in fact all receiving stations will discard the corrupted packet. It should be
noted that, in alternative embodiments, in lieu of or in addition to the selective alteration of a
FCS or checksum-type value, the data contents of the packet also may be selectively corrupted in
order to invalidate packets. In such embodiments, the packet contents are selectively altered to
corrupt the packet (e.g., ensure that the checksum is not éorrect for the forwarded packet data or
that the data is otherwise corrupted) if the packet did not pass the filtering rules.

FIG. 4 also illustrates physical switch or toggle 62, the state of which can be used to
enable or control packet filtering in accordance with the present invention. The state of
switch/toggle 62 is coupled to the data protection system in a manner to enable or disable packet
filtering. In the illustrated example, the state of switch/toggle 62 is coupled to the logic of block
60; if, for example, packet filtering is disabled, then block 60 can receive and forward packets
while disregarding the output of result aggregator 24 (alternatively, result aggregator 24 can be
controlled to always indicate that the packet should not be invalidated, etc.). In other
embodiments, the state of such a switch/toggle can control result aggregator 24 or all or part of
the particular filtering steps. As will be appreciated in accordance with the present invention, the
data protection system may be controlled and configured without requiring the implementation of
complex software. The data protection system preferably utilizes toggle buttons or other physical
switches to selectively enable various functions, such as Internet client applications, Internet
server applications, and filtering features. The system, for example, also may contain a button for
retrieving updated core logic or filtering rules from a data source. The data source for such

updating of the core logic may include a wide range of forms of digital media, including but not
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limited to a network server, a floppy disk, hard drive, CD, ZIP disk, and DVD.Configuration,
therefore, may be determined by physical interface components attached or linked to the system .

Referring to FIG. 5, additional details of preferred filter IP packet step 76 will now be
described. FIG. 5 is a flow chart illustrating the packet filtering functions of the Level 3 filters
first illustrated in FIG. 3. At step 81, the Level 3 filtering processes determine the IP datagram
characteristics, which preferably include: datagram type ICMP, IGMP, TCP, UDP, unknown);
source and destination IP addresses; fragment offset; and fragment size. Based on the IP
datagram characteristics, further filtering operations are performed. Preferred functions for Level
3 filtering will now be described in greater detail.

At step 80, if the IP datagram type is unknown, then the fail signal is set, sending a signal
to the result aggregator that the packet should be invalidated. At step 82, if the IP datagram type
is Internet Group Management Protocol (IGMP), then the fail signal is set, preventing IGMP
packets from passing. At step 84, if the type is Internet Control Message Protocol (ICMP) and the
packet is from the external PHY, then the filtering proceeds to step 88. At step 84, if the type is
ICMP and the packet is not from the external PHY, then the packet is passed as indicated by step
86. At step 88, if the type is ICMP, and the packet is from the external PHY and does not contain
a fragment offset of 0, then the fail signal is set, preventing fragmented ICMP packets from
passing, as indicated by step 90; otherwise, the filtering proceeds to step 92. At step 92, if the
type is ICMP, the packet is from the external PHY and contains a fragment offset of 0, then the
packet type is further evaluated for request and exchange data. This data preferably includes one
of the following ICMP message types: 5 for redirect; 8 for echo request; 10 for router
solicitation; 13 for timestamp request; 15 for information request; or 17 for address mask request.
Accordingly, if the packet type satisfies the criteria for step 92, then the fail signal is set as
indicated by step 96. Otherwise, the packet is allowed to pass, as indicated by step 94. As will be
appreciated, the ICMP filtering branch serves to keep potentially harmful ICMP packets from_
entering from the external network. (The listed message types represent an exemplary set of
ICMP packets that may expose the internal network topology to threats or cause routing table
changes.)

If IP datagram characteristics indicate that the packet is a Transmission Control Protocol
(TCP) or User Datagram Protocol (UDP) packet, then the filtering proceeds to step 98. At step

98, it is determined whether the packet is a fragment 0 packet. If it is not, then the packet is
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allowed to pass, as indicated by step 100. This filtering process follows the convention of
filtering only the first fragments, as subsequent fragments will be discarded if the first one is not
allowed to pass; in other words, the data protection system ignores all but the first packet of a
TCP or UDP datagram. At step 104, if the packet is TCP or UDP and is a first fragment packet,
then it is determined whether a proper protocol header is included in the fragment; if it is not,
then the fail signal is set as indicated by step 102 (in the illustrated embodiment all TCP and
UDP packets that have improper headers are junked). If the packet is TCP or UDP, is a ﬁrst/
fragment, and a proper protocol header is included in the packet, then the filtering proceeds to
step 106 (further exemplary details of which will be described in connection with FIG. 6).

FIG. 6 is a flow chart that illustrates a preferred example of how TCP and UDP packets
are evaluated in parallel in accordance with the present invention (see, e.g., the multiple rules
engines and related discussion in connection with FIG. 2 and the Level 4 filters of FIG. 3). As is
known, TCP and UDP are host-to-host protocols located in the Transport Layer of the protocol
stack. FIG. 6 illustrates how packet data 108 is unbundled and decoded for packet characteristics
at step 110 (e.g., IP addresses, ports, flags, etc.) as well as for packet type and PHY activity at
112 (i.e., whether it is an internally generated packet or an externally generated one). In the
preferred embodiments, the packets are evaluated in parallel according to the following rules.

As indicated at step 114, if the internal port number is 68 and the external port number is
67, then the packet is passed, regardless of whether it originated on the internal network or the
external network. As indicated at step 116, if the packet type is TCP, the server-mode is enabled
(such as may be controlled by a toggle or other physical switch), the external PHY is active, and
the internal port number is 80, then the packet is passed to the internal network(s). (The server
mode is explained in greater detail in connection with FIG. 7 below). As indicated at step 118, if
the packet type is TCP and either the Acknowledge (“ACK™) bit or Final (“FIN) bit is set, then
the packet is passed, regardless of whether it originated on the internal network or the external
network. As indicated at step 120, if the packet type is TCP and an internal PHY is active, then
the packet is passed to the external network. As indicated at step 122, if the packet type is UDP,
an internal PHY is active, and the external port number is 53, then the packet is passed to the
external network and the communication state (e.g., source and destination port numbers) is
stored as indicated by comm or communication state store 124. As indicated at step 126, if the

packet type is UDP, the external PHY is active and the external port number is 53, then the
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packet is passed to the internal network(s) if there is a match in the communication state. As
indicated at step 128, if the packet type is TCP, an internal PHY is active, the external port
number is 21, the Synchronize Sequence Numbers (“SYN™) bit is not set but the ACK bit is set,
and the packet is a PORT command, then the packet is passed to the external network and the
client (internal network) active port is determined and the communication state is stored. As
indicated at step 130, if the packet type is TCP, the external PHY is active, the external port
number is 20, and the SYN bit is set but the ACK bit is not set, then the packet is passed to the
internal network(s) if there is a communication state match. As indicated at step 132, if all checks
have been completed, then a complete signal is set, and signals indicative of whether the packet
passes to internal or external network(s) as previously described are bitwise logically ORed to
generate pass internal and pass external signals, as illustrated.

In preferred embodiments, if the completion signal is not generated by the time that the
packet has been completely received, then the packet is junked. It should be noted that the use of
such a completion signal and packet junking can be extended to the diagrams and description,
etc. of other figures, such as FIGS. 2, 3, 4, 5, 7 and 8. If the filtering process has not been
completed by the time that the packet has been completely received, then the packet is preferably
junked.

Referring now to FIG. 7, Level 4 filtering in accordance with the present invention will
be further described. The embodiment of FIG. 7 is a table-based filter, which uses an approach
similar to that described in connection with FIG. 2. This approach preferably utilizes a
programmable logic device (PLD) that includes low latency, high-speed ROM and RAM blocks.

As previously described, Level 4 filtering is based on TCP and UDP packet
characteristics, the determination of which is illustrated in FIG. 7 by block 133. TCP and UDP
characteristics, as noted elsewhere herein, may include not only source and destination port
numbers, but also the state of the SYN, ACK, FIN and/or RESET flags in the case of TCP
packets. The TCP/UDP characteristics are determined by the TCP/UDP header information. The
TCP/UDP characteristics and active PHY information are used in the generation of a lookup
code, which in the embodiment of FIG. 7 is coupled to rules dispatcher 134. Rules dispatcher
134 uses a lookup code to determine the filtering rules to be applied to a packet and then places
the identifiers of the rules to be run in queues 138-1 to 138-N for each of the rules engines 140-1

to 140-N. Mapping table 136 is coupled to and receives address data from rules dispatcher 134.
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Mapping table 136 preferably is a ROM block that identifies the rules associated with each
lookup code and the rules engine for which each rule is to be dispatched. The mapping data for
the rules and rules engines are returned to rules dispatcher 134.

The identifiers of the rules to be run are dispatched by rules dispatcher 134 to the
appropriate queues 138-1 to 138-N, which are preferably FIFO-type structures that hold the rule
identifiers for corresponding rules engines 140-1 to 140-N. Queues 138-1 to 138-N not only
enable rules dispatcher 134 to assign rules at maximum speed, but also allow each rules engine to
retrieve rules as each one is evaluated. The rules engines 140-1 to 140-N are a plurality of
filtering engines/logic that use a rule table to read a definition specifying whether a rule applies
to a packet and whether the packet passes or fails the rule test. Rules tables 142-1 to 142-N
preferably are ROM blocks that contain a definition of a set of filtering rules that are controllably
run by the rules engines 140-1 to 140-N. Rules tables 142-1 to 142-N may contain different rules
as may be appropriate to provide all of the rules necessary to adequately filter packets within the
timing constraints imposed by the real time filtering of the present invention, and the speed of the
hardware used to implement the data protection system.

In addition, as illustrated in FIG. 7, rules engines 140-1 to 140-N may receive as inputs
signals indicative of a stored communication state, [P datagram characteristics, or physical
switch/toggle states. As indicated by block 148, toggles may be utilized for a variety of features,
such as enabling web client, web servers or other user-defined features. With at least some of the
executed rules based on the stored communication state, stateful rules are implemented with the
illustrated embodiment. A communication state table or cache is provided. A cache of
communication state information between different hosts provides a set of bits that represent rule
defined state information. For example, source and destination port information may be stored in
the cache and used for state-dependent filtering.

In the illustrated embodiment, communication state information from rules engines 140-1
to 140-N may be provided to result aggregator 144, which in turn may store the communication
state information to the communication state cache or storage area. Result signals, representing
pass or fail of the packet based on the applied rules, also are provided to result aggregator 144.
Result aggregator 144 combines the pass/fail results signals and provides a pass or junk signal or

signals, which may be provided to the repeater core or to another result aggregator.

20

Ex.1002
CISCO SYSTEMS, INC. / Page 221 of 256



20

25

30

FIG. 8 illustrates an alternative preferred embodiment, in which the Level 4 filtering is
implemented with a register-based filtering methodology. As with the Level 4 filtering of FIG. 7,
both stateful filters 154 and non-stateful filters 153 may be implemented. As with the
embodiment of FIG. 7, Level 4 filtering requires that TCP and UDP packet characteristics be
determined, as illustrated by box 150. In addition to the Level 3 packet characteristics, Level 4
filters in accordance with this embodiment also require the source and destination port numbers
and the TCP header values for the SYN, RST, FIN flags and the ACK value. This information
preferably is used by both non-stateful and stateful filters 153 and 154. The implementation of
the non-stateful filters is executed with a state machine or other logic preferably in the PLD that
compares characteristics to the allowed non-stateful rules and makes a judgement as to whether
the packet should be passed or failed. The non-stateful rules engine/logic uses a set of static rules
to decide if a packet is allowed to pass through the firewall. These rules preferably are specified
using a combination of control inputs, active PHY, and network packet characteristics.

Stateful filters are implemented to handle communication channel interactions that span
multiple transmissions between hosts. The interactions typically occur at the Application Layer
of the protocol stack, where examples may include FTP, RealAudio, and DHCP. These
interactions may also take place at lower levels in the protocol stack, such as ARP and ICMP
request/response.

In this embodiment, stateful filters 154 use protocol front-end and protocol back-end
logic, along with a plurality of state registers to implement state-dependent filters. Each protocol
that requires stateful packet filtering preferably has protocol handlers in the form of front-end and
back-end logic, which decide when to issue a bass signal for a packet or store the identifying
characteristics of a bitstream for later reference. Front-end logic 160-1 to 160-N monitors the
network traffic to identify when the current communication state needs to be stored, deleted or
updated. Front-end logic 160-1 to 160-N informs a corresponding back-end logic 158-1 to 158-N
that a register will be allocated for storage for a bitstream. All store and delete state register
requests are sent to back-end logic 158-1 to 158-N so it may update its internal information.
Register controller 155 controls the actual selection of registers in state registers 156 and informs
the corresponding back-end logic 158-1 to 158-N. Back-end logic 158-1 to 158-N monitors
which state registers are dedicated to its protocol and issues a pass signal for packets that match

an existing bitstream, as indicated by the appropriate packet characteristics and a matching state
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register. It should be noted that in alternate embodiments, different organizations of the
functions of the programmable logic may be implemented in accordance with the present
invention, incorporating various types of protocol handlers and state registers, as may be
necessary.

Register controller 155 consolidates multiple store and clear signals from the various
front-end logic 160-1 to 160-N and directs them to the appropriate registers in state registers 156.
Register controller 155 also informs the various back-end logic 158-1 to 158-N which registers
of state registers 156 are to be used for storage. The registers of state registers 156, under control
of register controller 155, store the communication state of a bitstream; for example, a particular
register records information about the two communication ends of the bitstream and also
monitors each network packet to see if it matches the stored end-point characteristics. State
registers 156 then sets a signal when its state matches the current packet characteristics. A
“garbage collection” function aléo is implemented (as further illustrated in FIG. 13 below) to
help free up state registers when the protocol information during the three-way handshake is not
accessed within specific time frames.

As is known in the art, many protocols provide a way of identifying the end of a
communication session. Accordingly, in preferred embodiments the data protection system
detects when a stateful stream ends and frees up the associated state registers. Since clients and
servers do not always cleanly terminate a communication session, the system preferably
implements session time-outs to free state registers after a period of bitstream activity and to
prevent indefinite state register exhaustion. If the network experiences a high rate of bitstreams
requiring stateful inspections, the system’s resources, which are allocated to tracking application
data, can become exhausted. In this case, the system preferably resorts to allowing network
traffic based on a set of static rules to pass through the non-stateful rules designed specifically for
each protocol. This stateful to non-stateful transition is called “stateful relaxation.” To maintain
maximum security, a protocol handler that cannot gain access to an open state register will free
up all of its state registers to help prevent other protocol handlers from entering into a relaxation
state. The system will then wait for a state register to open, start a timer, and record protocol
communication data in the state registers, while relying on the static rules. When the timer
expires, the state filter will cease relying upon the static rules and approve packets solely on state

register information.
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FIG. 8 also illustrates toggle 152, which, in the additional illustrated example, selectively
enables FTP (File Transfer Protocol) communications based on the switch state. Protocol back-
end logic 158-1 to 158-N, as appropriate, utilize such toggle state information to selectively
generate the pass/fail signals for the applicable protocols. For example, when the toggle switch is
enabled, which is the default mode in most FTP client applications, it may send a signal to the
internal FTP server to open a TCP connection to the client. Front-end logic 160-1 monitors the
network traffic for data from the internal network, PORT command, source port number (greater
than 1024) and destination port number (equal to 21). When this information is matched, front-
end logic 160-1 requests state register controller 155 to store both the PORT command IP
address and the port number as the destination end and the destination IP address, as well as store
port 20 as the source end of a future communication packet. (In other embodiments, additional
checks may be conducted to ensure the active connection IP address is the same as the current
source IP address.) When back-end logic 158-1 recognizes the storage request, it waits for the
allocated state register in state registers 156 to be sent by register controller 155. For example,
when the state register number is set as register #1, then it records that register #1 is dedicated to
allowing active FTP connections through the data protection system. Back-end logic 158-1 then
waits for register #1 to signify that the current packet matches its stored state. When back-end
logic 158-1 recognizes that the three-way TCP handshake has been completed for the new
connection, it will notify front-end logic 160-1 to delete the state register. If the state register is
junked, then back-end logic 158-1 records that register #1 is no longer dedicated to active FTP
connections, allowing register controller 155 to allocate that register to a different protocol or
network connection in the future.

FIG. 9 illustrates a preferred physical implementation of one embodiment of the present
invention. In this embodiment, one external network connection and one internal network
connection are provided. It will be appreciated that the components of FIG. 9 can be altered to
implement, for example, bastion network connections and multiple internal network connections,
ete.

The Internet connection, for example, via a cable modem, DSL router or other network
interface, preferably is coupled with a physical cable to connector 168, which may be an RJ-45
connector. The signals received via connector 168 are coupled to and from PHY 170, which

provides the physical interface for the data signals received from, or coupled to, the external
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network. Signals are coupled between PHY 170 and PLD 162, and signals are coupled between
PLD 162 and PHY 172, which couples signals between connector 174 (which again may be an
RJ-45 connector). The connection to the internal network may be made through connector 174.

In the preferred embodiment, PLD 162 implements the various levels of filtering as
previously described. PLD 162 provides logic/hardware based, parallel filtering rules
logic/engines, which make a decision about whether the packet should be allowed to pass or fail
prior to the time that the packet is passed on by the repeater core portion of PLD 162 (as
described elsewhere herein). The logic of PLD 162 to implement the filtering rules is
programmed/loaded by controller 164, which may be a RISC CPU such as a MIPS, ARM,
SuperH-type RISC microprocessor or the like. The PLD code preferably is stored in memory
166, which preferably is a re-programmable, non-volatile memory, such as FLASH or EEPROM.
In this manner, the PLD code may be updated by reprogramming memory 166, and the updated
PLD code may then be programmed/loaded in to PLD 162 under control of processor 164.

FIG. 9 also illustrates the use of LEDs 177, 178 and 179 to provide visual feedback of the
data protection system status. In accordance with the present invention, the use of such displays
or light sources may be used to convey various types of information to the user. For example,
LEDs 177 and 179 may be provided to indicate that PHYs 170 and 172 are detecting an active
network connection (and thus provide an indication that the network connections are present and
functioning properly). LED 178 preferably provides alarm type information. For example, LED
178 may be provided in the form of a multi-color LED, which may provide a first colored light
(e.g., yellow) if the data protection system has rejected one or more packets (thereby indicating
that the system may be detecting an attack), and which may provide a second colored light (e.g.,
red) if the data protection system is cdntinually rejecting packets or rejecting packets at a high
rate (thereby indicating that the system is likely under attack). Such visual indicators, which may
be coupled with audio feedback as described elsewhere herein, serve to inform the user that the
user’s computer or network may be under attack, thereby enabling the user to take further action,
such as disconnecting from the network.

It should be noted that such visual feedback may be implemented in a variety of forms. In
addition to multi-color or multiple LEDs or other lights sources or displays, a single LED could
be provided, with the LED blinking at a rate that indicates the level of severity as predicted by

the data protection system. For example, if no packets have been rejected, then the LED may be
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in an off or safe (e.g., green) state. If packets have been rejected but not on a continual or high
rate basis, then the LED (e.g., red) may be controlled to blink on and off at a first, preferably
lower speed rate. If packets are being rejected on a continual or high rate basis (or otherwise in a
manner that that system believes is suspect), then the LED may be controlled to blink on and off
at a second, preferably higher speed rate. Thus, the LED blink rate desirably may be controlled to
blink at a rate that corresponds to the level of severity of the security threat that is determined by
the data protection system. Optionally coupled with audio feedback, such visual indicators may
provide the user with alarm and status information in a simple and intuitive manner.

As further illustrated in the preferred embodiments of FIG. 9, a variety of physical
switches or toggles 176, 180, 181 and 182 may be coupled to PLD 162 or controller 164. As
illustrated by update button 176, toggles may be used to control the updating of the PLD code
(for instance, to reconfigure or update the system, providing updated filtering algorithms). As
illustrated by buttons 180 and 181, toggles may be used to selectively activate/deactivate filtering
steps depending on whether a protected computer is enabled to operate in either a server mode or
client mode (the state of such toggles preferably being used to control filtering decisions made
within the filtering logic). As illustrated by reset button 182, toggles may also be used to control
the reset of the data protection system (for example, to cause the PLD code to be re-loaded, as
when the system enters an inoperable state caused by power supply irregularities or other unusual
circumstances). The use of such physical switches/toggles allows the data protection system to be
controlled in a straightforward manner, simplifying the user operability of embodiments of the
present invention.

With reference to FIG. 9, additional details of preferred update program and protocols
will now be described. The data protection system may be controlled to operate in an update
mode by pressing update button or toggle 176, which preferably is provided on an external case
(further described in FIG. 10 below). In accordance with preferred embodiments, during the
interval when the update button is pressed by the user and the update either completes or is
canceled by the user, the data protection system will not forward any packets (i.e., filtering is not
active, so packet transmission is blocked). The user may then run an update program (which may
be a browser-based or stand-alone application) from an internal host computer.

In the illustrated embodiment, it is assumed that the user previously downloaded a system

update or is downloading an update through a browser. The update program preferably breaks the
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update into 1K size packets and forwards them, using a limited broadcast destination address (for
example, 255.255.255.255). The source and destination ports are set to a predetermined value,
such as 1 (1-4 are currently unassigned according to RFC 1010), and an IP option is set in the IP
header. The program data preferably is preceded by the system update header that has the
following structure in the illustrated embodiment: ID (1)/count (1)/bit length (2). The numbers in
parentheses represent the field size in bytes. The ID for the entire transaction remains unchanged,
except for the count field increments for each packet. In a preferred embodiment, the data
protection system may receive the packets in order and perform several checks, such as ensuring
the ID and count fields are correct, verifying the UDP checksum, and storing the configuration
data in non-volatile memory. Preferably, these checks may be controlled by controller 164.
Thereafter, the updated PLD code may be loaded into the PLD, with the filtering operations
being based on this updated code.

As a result of the parallel filter rules evaluation as previously described, packets do not
need to be buffered, except, for example, to create octets that facilitate determining protocol
elements. (As is known, data needs to be combined into 8-bit, 16-bit, or 32-bit words because
header and packet data often exist in these sizes or straddle a 4-bit nibble boundary.) Instead of
buffering each packet, the data protection system generates another distinct data packet or chunk.
This process of packet generation occurs while a plurality of filtering rules are applied in real
time and in parallel, producing improved data protection systems and methods.

FIG. 10 illustrates a preferred embodiment of an exemplary design of an external case of
a data protection system in accordance with the present invention (it being noted that the
particular switches, lights, etc., and their physical arrangements being exemplary). For example,
external case 184 may be a molded plastic box in the shape of a “U” or folded tube as illustrated.
The exemplary features of this external case may include ports, buttons (or toggle switches),
LEDs, a clock, a removable logo disk, and a power supply connector. Home (internal) port 186,
Internet (external) port 188, and power supply connector 190 are preferably located on the same
side of external case 184 with power supply connector 190 set between the two ports. Home port
186 connects to the internal network via cable 192; Internet port 188 connects to the external
network via cable 194. Power supply connector 190 is coupled to an external DC power supply
via cable 193. The PHY of each port preferably is coupled to a link LED, such as previously
described: home port 186 is coupled to internal link LED 196; and Internet port 188 is coupled to
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external link LED 198. The link LEDs are thus coupled to the internal and external PHYs,
respectively, and serve to indicate whether the PHY's have detected a network connection.

In the preferred embodiment, on the internal network side of the U-shaped case, server
mode button 200 is provided to allow the user to selectively enable filtering depending on
whether the internal computer is allowed to operate in a server mode (thus, the state of server
mode button 200 may be used to selectively control filtering decisions based on whether internal
computers will be operating in a server mode, etc.). Server mode button 200 preferably includes
server mode LED 202. When illuminated (e.g., green), server mode LED 202 indicates that the
internal computers are enabled to operate in a server mode and the filtering decisions will be
controlled accordingly. Server mode button 200 and server mode LED 202 are coupled to PLD
162, as described in FIG. 9. In the illustrated embodiment, parallel to server mode button 200 on
the external side of the case is alert button 204, which contains alert LED 206. Alert LED 206 is
coupled to alarm controller 53, which preferably is implemented as a part of PLD 162 (as
illustrated in FIGS. 3 and 9, respectively). Alert LED 206 may contain a single or multi-colored
LED, which, when illuminated, indicates the data protection system is under attack and is
rejecting suspect packets. The data protection system preferably registers the frequency of attacks
and sends signals to alert LED 206 based on such information. In a preferred embodiment, alert
LED 206 may contain a LED (e.g., red), which remains consistently illuminated during irregular
attacks or blinks at regular intervals under heavy attack. In another preferred embodiment, alert
LED 206 may contain a multi-colored LED, which similarly indicates when the system is under
attack and is rejecting packets. However, with a multi-colored LED, the increase in frequency or
intervals of attacks may be indicated by a change in color: for example, green (indicating no
registered attacks by suspect packets) to yellow (indicating a few irregular attacks) to red
(indicating more frequent attacks) to blinking red (indicating a heavy attack). The alert alarm
may be reset by depresseing alert button 204.

In a preferred embodiment, speaker 55 or some form of audio transducer may be coupled
to alarm controller 53 to also indicate the presence or severity of attacks (as described in
connection with FIG. 3). For example, when the data protection system is under heavy attack and
alert LED 206 is blinking (e.g., red), an alarm signal may be transmitted to speaker 55 to emit
audio information to indicate a suspected severe attack or emergency. Alarm-type information

may also be coupled to the internal network (such as via a UDP packet, as described elsewhere
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herein), and thus transmit alarm information over the network to a software interface on the
desktop. In other embodiments of the data protection system, an array of different features,
including buttons, LEDs, alarms, and graphical user interfaces, may be utilized to indicate the
class, frequency and severity of attacks on the system.

Adjacent to alert button 204 on the external network side of the case preferably is
protection button 208, which is coupled to protection-on LED 212 and protection-off LED 214.
When protection button 208 is set in the “on” position, protection-on LED 212 preferably
illuminates red and the filtering system is enabled; when protection button 208 is set in the “off”
position, protection-off LED 214 preferably illuminates yellow and the filtering system is
disabled. As will be appreciated, the particular colors utilized are exemplary.

Still referring to FIG. 10, power LED 210 is coupled in a manner to indicate power is
being provided via power supply connector 190. When power LED 210 is illuminated (e.g.,
green), it indicates the power supply is providing power to the data protection system. It should
be noted that in the illustrated embodiment, the present invention does not require an on/off
switch for the power supply because the system is designed to be enabled once a DC power
supply is provided. As previously described, reset button 182 is coupled to controller 164 and
may be used to initiate loading or re-loading of the PLD code.

Adjacent to reset button 182 is update button 176, which is coupled to update-enabled
LED 218 and update-disabled LED 220, as well as PLD 162 (as illustrated in FIG. 9). As
previously described, an update program preferably is utilized to update the logic programming
and rules tables. Preferably, after pressing update button 176, the data protection system is
automatically restarted, causing the new PLD code to load. The load version bit preferably will
be set in the flash configuration header, which causes the system to load using the new program
file. In a preferred embodiment, update-enabled LED 218 will illuminate in green to indicate the
data protection system is ready to receive the new updated programming. After the update begins,
the system may continually flash update-enabled LED 218 until the successful completion of the
update; LED 218 is extinguished upon successful completion of this process. However, if an
update is incomplete and fails to occur, update-failed LED 220 may illuminate in red and blink.
The user extinguishes LED 220 by pressing the update button a second time. If possible, the data
protection system may generate a UDP packet to inform the internal client of the reason for the

failure. As an additional example, if the system contains an LCD, it may display an error code.
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The data protection system will continue to filter packets after update-failure LED 220 is
extinguished. LED 216 is preferably provided to be illuminated when the system is operating and
filtering packets in the manner described.In addition to the various toggles in a preferred
embodiment of the present invention, additional types of components may be used to enter
filtering criteria and/or selectively enable or control the filtering, such as a LCD display coupled
with input buttons, a touch screen, an audio input for speech recognition, and/or a clock. Thus,
filtering decisions may be made based on such switch inputs, audio commands, time of day or
date, etc.

As further illustrated in FIG. 10, a removable logo disk 222 may be located on a preferred
embodiment of the case. This removable disk may include a company logo, registered trademark,
and/or other copyrighted material that may be valuable for branding and marketing the data
protection system under a separate wholesaler. The disk is thus removable and replaceable for a
variety of branding purposes.

In an alternate embodiment, security levels switch 223 may be implemented to prevent
stateful relaxation, in which a stateful to non-stateful transition may occur during state register
exhaustion. As illustrated in FIG. 8, security levels switch 223 may preferably include a variety
of features that prevent stateful relaxation, such as timers, protocol-specific filters, and other
rules-based filters. For example, switch 223 may be configured for three positions: one which
allows FTP protocols, but does not allow DNS protocols; another which allows DNS protocols,
but does not allow FTP; and a third which may serve as an emergency back-up feature and block
all network traffic.

In other embodiments, different designs may be used in accordance with the present
invention, incorporating various buttons, switches, LEDs, ports, cables, slots, connectors, plug-
ins, speakers, and other audio transducers, which in turn may be embodied in a variety of
external case shapes, as may be necessary. As will be appreciated, the filtering criteria may be
dependent upon physical switch position, packet characteristics, clock time, and/or user-specified
criteria, all of which may be entered through one or more physical input device(s). Such a
physical input device, for example, may be comprised of one or more switches (such as a toggle
switch, button switch, or multi-state switch), an audio input device, or display input device. The
user-specified criteria may be transferred from the configuration software to the system using a

network protocol, infrared port, or cable attachment.
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FIGS. 11and 12 are flow diagrams illustrating examples of “SYN flood” protection in
accordance with preferred embodiments of the present invention. Such SYN flood protection is
optionally provided as an additional computer protection mechanism in accordance with certain
preferred embodiments.

As is known in the art, SYN flood is a common type of “Denial of Service” attack, in
which a target host is flooded with TCP connection requests. In the process of exchanging data in
a three-way handshake, source addresses and source TCP ports of various connection request
packets are random or missing. In a three-way handshake, the system registers a request from an
IP address, then sends a response to that address based on its source, and waits for the reply from
that address.

As illustrated in FIG. 11, the data protection system waits for a packet from external PHY
14 (as illustrated in FIG. 2) at step 224. When the system receives a packet from the external
PHY, it compares the IP address and ports to the flood list entries at step 226, then proceeds to
step 228. At step 228, the system determines whether the packet type is TCP, the ACK bit is set,
and the packet matches an entry in the flood list. If these criteria are met, then the system
proceeds to step 230, where the packet is removed from the flood list. If the packet is removed
from the flood list, then the system returns to step 224 and waits for the next packet from the
external PHY. Otherwise, if the criteria at step 228 are not met, then the system proceeds to step
232, where the system determines whether the packet type is TCP, the SYN bit is set and the
ACK bit is not set. If the criteria at step 232 are met, then the system proceeds to step 234;
otherwise, the system returns to step 224. At step 234, the system determines if the flood list is
full and if the client has reached the maximum connection requests. If the flood list is not full,
then the system returns to step 224 to wait for more packets from the external PHY. However, if
the flood list is full at step 234, then the system proceeds to step 236, where the packet is junked
and the system returns to step 224.

As illustrated in FIG. 12, the data protection system also waits for a packet from internal
PHY 18 (as illustrated in FIG. 2) at step 238. When the system receives a packet from the
internal PHY, it accesses the flood list location and writes the bits into the list, swapping ACK
bits as well as MAC, IP and port addresses. The system then proceeds to step 242, where it
determines if the packet type is TCP and the SYN and ACK bits are set. If the criteria at step 242

are met, then the system proceeds to step 244; if not, then the system returns to step 238 and
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waits for another packet from the internal PHY. At step 244, the SYN flag is unset and number 1
is added to the new ACK number. The system then proceeds to step 246, where it determines if
the flood list is full. If the flood list at step 246 is full, then the Reset flag is set, the checksums
for TCP, IP and Ethernet protocols are recalculated, and the Reset packet is transmitted. The
system then returns to step 238. However, if the flood list at step 246 is not full, then the system
proceeds to step 248, where the checksums for TCP, IP and Ethernet protocols are recalculated
and the ACK packet is transmitted. The system then proceeds to step 252, where the recalculated
packet is added to the flood list and the system returns to step 238, where it waits for another
packet from the internal network.

In accordance with the present invention, SYN flood protection as described does not
require either an IP or MAC address. The data protection system uses the destination MAC
address as the source Ethernet address when framing the response packet that completes the TCP
three-way handshake. In all cases, when forming the new packet, the source and destination
header information is swapped, so that the source IP address and port become the destination IP
address and port. It should be appreciated that SYN flood protection, as preferably implemented
by the system, does not buffer the incoming packet, but builds the TCP response packet in real-
time. The new TCP packet is placed in a queue for transmission at the earliest time possible
based on the rules dictated by the link level protocol. .

As illustrated in FIG. 13, in order to keep the flood lists from filling up with stale entries,
the data protection system must free up state registers when the protocol information is not
accessed within specific time frames, such as when a three-way handshake is initiated by a client,
but the transaction is not closed. After the system receives a packet, it for one second at step 254,
then proceeds to step 256, where the packet is checked against each flood list entry and passed to
step 258. At step 258, the system checks for stale entries (or garbage collection) in the flood lists
and proceeds to step 260, where it determines if time has expired. If time has expired at step 260,
then the packet proceeds to step 262; if not, then the system returns to step 256 to check each
flood entry list again. At step 262, the system unsets the ACK bit and sets the Reset flag, adds 1
to the sequence number, recalculating the checksums, and then recalculates the checksums for
TCP, IP, and Ethernet protocols. The system proceeds to step 264, where the Reset packet is

transmitted; it then proceeds to step 266 and removes the packet from the flood list. The system
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then proceeds to step 256. It should be noted that if time expires for the request, then the system
sends the Reset flag, terminating the connection.

Although the invention has been described in conjunction with specific preferred and
other embodiments, it is evident that many substitutions, alternatives and variations will be
apparent to those skilled in the art in light of the foregoing description. Accordingly, the
invention is intended to embrace all of the alternatives and variations that fall within the spirit
and scope of the appended claims. For example, it should be understood that, in accordance with
the various alternative embodiments described herein, various systems, and uses and methods
based on such systems, may be obtained. The various refinements and alternative and additional
features also described may be combined to provide additional advantageous combinations and
the like in accordance with the present invention. As will also be understood by those skilled in
the art based on the foregoing description, various aspects of the preferred embodiments may be
used in various subcombinations to achieve at least certain of the benefits and attributes
described herein, and such subcombinations also are within the scope of the present invention.
All such refinements, enhancements and further uses of the present invention are within the

scope of the present invention.
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What is claimed is:

1. A method for communicating data between an external computing system and an
internal computing system over a packet-based network, comprising the steps of:

receiving a communication packet from the external computing system over the network,
the packet having at least a first portion and an end portion, and transmitting the packet to the
internal computing system,;

in parallel with the step of receiving and transmitting the packet, determining
characteristics of the packet from the first portion;

in parallel with the step of receiving and transmitting the packet, performing a plurality of
checks on the packet, wherein at least certain of the plurality of checks are performing in parallel
with other of the plurality of checks;

in parallel with the step of receiving and transmitting the packet, determining if the packet
should be a valid packet or an invalid packet based on the plurality of checks; and

after receiving the end portion of the packet, selectively altering the end portion of the
packet based on whether the packet has been determined to be a valid packet or an invalid
packet, wherein the packet is selectively altered to be invalid if it was determined that the packet
should be an invalid packet.

2. The method of claim 1, wherein the packet is analyzed in real time to determine if
the packet should be valid or invalid while the packet is being concurrently transmitted to the
internal computing system.

3. The method of claim 1, wherein the packet is analyzed to determine if the packet
is valid without the packet having been completely received and buffered.

4. The method of claim 1, wherein the packet is determined to be an invalid packet if
it is determined that the packet contains a virus, is unauthorized or presents a risk of harm to the
internal computing system.

5. The method of claim 1, wherein the plurality of checks are at least in part
selectively performed based on a state of a physical switch.

6. The method of claim 5, wherein the physical switch comprises one or more user-
controlled switches, wherein the plurality of checks are selectively performed based on a user-

defined state of the one or more user-controlled switches.
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7. The method of claim 6, wherein the one or more user-controlled switches
comprise at least one user-controlled switch that controls a configuration or reconfiguration of a
circuit that performs the plurality of checks.

8. The method of claim 7, wherein the configuration or reconfiguration of the circuit
that performs the plurality of checks is performed without requiring user entry of configuration
commands via software running on the internal computing system.

9. The method of claim 7, wherein the circuit that performs the plurality of checks is
configured or reconfigured based on commands from the internal computing system and based
on a state of the at least one user-controlled switch.

10.  The method of claim 5, wherein at least a subset of the plurality of checks are
selectively enabled or disabled based on the user-defined state of the user-controlled switches.

11.  The method of claim 1, wherein the plurality of checks are performed with a
programmable logic device, wherein logic within the programmable logic device is selectively
programmed to perform the plurality of checks in parallel with the receiving and transmitting of
the packet.

12.  The method of claim 11, wherein a first physical interface circuit receives the
packet from the network, wherein the packet is coupled to the programmable logic device,
wherein the packet is coupled from the programmable logic device to a second physical interface
circuit for transmission to the internal computing system.

13.  The method of claim 12, wherein the programmable logic device performs the
plurality of checks while the packet is being coupled from the first physical interface to the
second physical interface.

14.  The method of claim 1, wherein the plurality of checks are selectively performed
based on a communication state between the external computing system and the internal
computing system.

15.  The method of claim 14, wherein the communication state comprises one or more
network addresses and/or one or more port numbers.

16.  The method of claim 16, wherein the network address comprises an IP address for
the external computing system and/or the internal computing system.

17.  The method of claim 1, further comprising the step of providing visual or audio

feedback with one or more visual or audio feedback devices, wherein the one or more visual or
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audio feedback devices selectively provide visual or audio feedback of the operation or status of
a packet filter process.

18.  The method of claim 17, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that a system performing the packet filter process is
powered or operational.

19. The method of claim 18, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that the system performing the packet filter process is
subjecting a packet to filtering criteria.

20. The method of claim 18, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that the system performing the packet filter process has
rejected one or more packets.

21, The method of claim 17, wherein the one or more visual or audio feedback
devices provide visual or audio feedback that the internal computing system is suspected to be
under attack.

22. The method of claim 21, wherein the one or more visual or audio feedback
devices provide visual or audio feedback of an estimated severity of the attack.

23. The method of claim 18, wherein the one or more visual or audio feedback
devices provide visual or audio feedback of a state of the system performing the packet filter
process until the one or more visual or audio feedback devices are reset by a user.

24. The method of claim 23, wherein the one or more visual or audio feedback
devices are reset by the state of a physical switch.

25. The method of claim 18, wherein the one or more visual or audio feedback
devices comprise at least one light source, wherein the light source is selectively controlled to
provide information indicative of the operation or status of the system performing the packet
filter process.

26.  The method of claim 25, wherein the light source is controlled to have a first color
or a second color depending on the operation or status of the system performing the packet filter
process.

27.  The method of claim 25, wherein the light source is controlled to selectively blink

depending on the operation or status of the system performing the packet filter process.
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28.  The method of claim 27, wherein the light source is controlled to selectively blink
at a rate that is indicative of a severity level of a suspected attack on the internal computing
system.

29.  The method of claim 25, wherein the at least one light source comprises an LED.

30.  The method of claim 17, wherein the one or more visual or audio feedback
devices comprise a speaker.

31. A system for filtering packets of data between at least an external network and an
internal network, comprising:

a first interface circuit for coupling data to and from the external network;

a second interface circuit for coupling data to and from the internal network;

a programmable logic device coupled between the first interface circuit and the second
interface circuit;

wherein, as a packet is being received and transmitted between the first and second
interface circuits, the packet is simultaneously subjected to a plurality of filtering criteria by the
programmable logic device, wherein an end portion of the packet is selectively altered by the
programmable logic device based on the filtering criteria.

32.  The system of claim 31, wherein the filtering criteria determine whether the
packet is to be a valid packet or an invalid packet, wherein the packet is selectively altered to be
invalid if it was determined that the packet should be an invalid packet.

33.  The system of claim 31, wherein the programmable logic circuit includes at least
first logic for determining characteristics of the packet being received and transmitted between
the first and second interface circuits and at least a filter portion that subjects the packet to the
plurality of filtering criteria while the packet is being received and transmitted between the first
and second interface circuits.

34.  The system of claim 33, wherein the filter portion includes at least a stateful filter
portion and a non-stateful filter portion.

35.  The system of claim 34, wherein the stateful filter portion subjects the packet to
one or more stateful filtering criterion and the non-stateful filter portion subjects the packet to

one or more non-stateful filtering criterion.
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36.  The system of claim 34, wherein the stateful filter portion subjects the packet to
one or more stateful filtering criterion while the non-stateful filter portion subjects the packet to
one or more non-stateful filtering criterion.

37.  The system of claim 34, wherein a result aggregator logic receives one or more
signals from the stateful filter portion and the non-stateful filter portion, wherein based on the
received signals the result aggregator logic controls whether the packet is selectively altered to be
invalid.

38.  The system of claim 37, wherein the result aggregator logic receives a completion
signal that indicates whether the stateful and/or non-stateful filter portions have subjected the
packet to all of the filtering criteria.

39.  The system of claim 38, wherein, if the completion signal is not received by the
result aggregator logic by a time when the end portion of the packet has been received, then the
packet is selectively altered by the programmable logic device to be invalid.

40.  The system of claim 31, wherein the packet is subjected to the plurality of filtering
criteria in parallel with the packet being received and transmitted between the first and second
interface circuits, wherein a decision is made whether to selectively alter the packet to be invalid
by a time when the end portion of the packet has been received. -

41.  The system of claim 31, wherein the packet is subjected to the plurality of filtering
criteria in real time with the packet being received and transmitted between the first and second
interface circuits.

42.  The system of claim 31, further comprising one or more physical switches,
wherein the packet is selectively subjected to the filtering criteria based on the state of the one or
more physical switches.

43.  The system of claim 42, wherein the state of the one or more physical switches
selectively enable or disable a predetermined portion of the filtering criteria.

44.  The system of claim 42, wherein the state of the one or more physical switches
selectively enable or disable a predetermined portion of the filtering criteria based on whether a
computer coupled to the internal network is controlled to operate in a client mode or a sever

mode.
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45.  The system of claim 42, wherein the state of the one or more physical switches
selectively controls a configuration or reconfiguration operation of the programmable logic
device.

46.  The system of claim 42, wherein the state of the one or more physical switches
selectively controls a reset operation of the programmable logic device.

47.  The system of claim 31, further comprising one or more visual or audio feedback
devices, wherein the one or more visual or audio feedback devices selectively provide visual or
audio feedback of the operation or status of the system.

48.  The system of claim 47, wherein the one or more visual or audio feedback devices
provide visual or audio feedback that the system is powered or operational.

49.  The system of claim 47, wherein the one or more visual or audio feedback devices
provide visual or audid feedback that the system is subjecting a packet to the filtering criteria.

50.  The system of claim 47, wherein the one or more visual or audio feedback devices
provide visual or audio feedback that the system has rejected one or more packets.

51.  The system of claim 47, wherein the one or more visual or audio feedback devices
provide visual or audio feedback that a computer coupled to the internal network is suspected to
be under attack.

52.  The system of claim 51, wherein the one or more visual or audio feedback devices
provide visual or audio feedback of an estimated severity of the attack.

53.  The system of claim 47, wherein the one or more visual or audio feedback devices
provide visual or audio feedback of a state of the system until the one or more visual or audio
feedback devices are reset by a user.

54.  The system of claim 53, wherein the one or more visual or audio feedback devices
are reset by the state of a physical switch.

55.  The system of claim 47, wherein the one or more visual or audio feedback devices
comprise at least one light source, wherein the light source is selectively controlled to provide
information indicative of the operation or status of the system.

56.  The system of claim 55, wherein the light source is controlled to have a first color
or a second color depending on the operation or status of the system.

57.  The system of claim 55, wherein the light source is controlled to selectively blink

depending on the operation or status of the system.
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58.  The system of claim 57, wherein the light source is controlled to selectively blink
at a rate that is indicative of a severity level of a suspected attack on a computer coupled to the
internal network.

59.  The system of claim 55, wherein the at least one light source comprises an LED.

60.  The system of claim 47, wherein the one or more visual or audio feedback devices
comprise a speaker.

61.  The system of claim 36, wherein the stateful filtering criteria are dependent upon
physical switch position, packet characteristics, clock time and/or user-specified criteria.

62. The system of claim 61, wherein the user-specified criteria are entered via a
physical input device.

63.  The system of claim 62, wherein the physical input device comprises one or more
switches, an audio input device, or display input device.

64.  The system of claim 61, wherein the user specified criteria are entered via a
configuration software.

65.  The system of claim 64, wherein the user specified criteria are transferred from
the configuration software to the system using a network protocol, infrared port or cable
attachment.

66.  The system of claim 63, wherein the one or more switches comprise a toggle

switch, button switch or multi-state switch.
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Abstract

Methods and systems for firewall/data protection that filters data packets in real time and
without packet buffering are disclosed. A data packet filtering hub, which may be implemented
as part of a switch or router, receives a packet on one link, reshapes the electrical signal, and
transmits it to one or more other links. During this process, a number of filters checks are
performed in parallel, resulting in a decision about whether each packet should or should not be
invalidated by the time that the last bit is transmitted. To execute this task, the filtering hub
performs rules-based filtering on several levels simultaneously, preferably with a programmable
logic or other hardware device. Various methods for packet filtering in real time and without
buffering with programmable logic are disclosed. The system may include constituent elements
of a stateful packet filtering hub, such as microprocessors, controllers, and integrated circuits.
The system may be reset, enabled, disabled, configured, and/or reconfigured with toggles or other
physical switches. Audio and visual feedback may be provided regarding the operation and status

of the system.
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