
Petitioners Microsoft Corporation and HP Inc. - Ex. 1028, p. 1

1111111111111111 IIIIII IIIII 11111 1111111111 lllll lllll 111111111111111 11111 1111111111 11111111 
US 20050246705Al 

(19) United States 
(12) Patent Application Publication 

Etelson et al. 
(10) Pub. No.: US 2005/0246705 Al 
(43) Pub. Date: Nov. 3, 2005 

(54) METHOD FOR DYNAMICALLY 
ALLOCATING AND MANAGING 
RESOURCES IN A COMPUTERIZED 
SYSTEM HAVING MULTIPLE CONSUMERS 

(75) Inventors: Garik Etelson, Kiryat Ono (IL); 
Gregory Bondar, Rishon Lezion (IL); 
Michael Stoler, Yahud (IL) 

Correspondence Address: 
FLEIT KAIN GIBBONS GUTMAN BONGINI 
& BIANCO 
21355 EAST DIXIE HIGHWAY 
SUITE 115 
MIAMI, FL 33180 (US) 

(73) Assignee: SPHERA CORPORATION, NEW
TON, MA 

(21) Appl. No.: 

(22) Filed: 

11/042,478 

Jan.25,2005 

Related U.S. Application Data 

(63) Continuation of application No. PCT/IL03/00619, 
filed on Jul. 25, 2003. 

20 

Original code / 

Jump to ... 

Original code 

return 

New code 
Pre-check 
Call original code 
Post-check 

21 

(30) Foreign Application Priority Data 

Jul. 25, 2002 (IL) ................................................. 150911 

Publication Classification 

(51) Int. Cl.7 ....................................................... G06F 9/46 
(52) U.S. Cl. .............................................................. 718/100 

(57) ABSTRACT 

Method for dynamically allocating and managing resources 
in a computerized system managed by an operating system 
(OS) and having multiple accounts of consumers. Portions 
of the virtual memory address space are allocated, whenever 
desired, in a swap file, for each account associated with a 
consumer. The memory address space is limited for each 
account. The CPU usage is divided between the tasks 
requested from each account, and segments in the original 
code of the OS are changed by locating one or more specific 
procedures in the original code, and modifying the specific 
procedures to operate according to the allocation and/or the 
limitation of the memory address space and/or the limitation 
of the number of processes and/or the divided CPU usage. 
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METHOD FOR DYNAMICALLY ALLOCATING 
AND MANAGING RESOURCES IN A 

COMPUTERIZED SYSTEM HAVING MULTIPLE 
CONSUMERS 

RELATED APPLICATION 

[0001] This application is a continuation of International 
Patent Application Serial number PCT/IL2003/000619 filed 
Jul. 25, 2003, the contents of which are here incorporated by 
reference in their entirety. The benefit of 35 USC Section 
120 is here claimed. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to the field of man
aging a computerized system. More particularly, the inven
tion relates to a method for limiting the resources that are 
used by consumers, systems and web services of a given 
computerized system. 

[0004] 2. Prior Art 

[0005] Hosting a Website locally is relatively expensive, 
as it requires allocating sufficient bandwidth for Internet 
traffic to the site, as well as allocating resources for keeping 
the site available all the time (both in terms of software and 
hardware) and handling security aspects, such as a firewall. 

[0006] Web Hosting Providers (WHP), which are the 
consumers of a computerized system, use a variety of 
service models to address different types of customers, 
depending on the required class of service. The Web sites of 
small and medium-sized businesses normally do not pre
empt the resources afforded by a dedicated server, and 
therefore might settle for a shared server model. However, as 
the requirements of the WHP change and their sites conduct 
more and more activity, they become more resource-con
suming. When WHPs become more resource consuming, 
they usually, hire more resources, or keep the same resources 
with decreased performance. As the demand for the site's 
services is not constant over a time period, the customer 
might prefer to keep the same resources rather than hiring 
more resources, assuming that a relatively high demand for 
resources might occur for only a relatively short duration. 

[0007] Typically, each dedicated server runs an instance of 
the OS (Operation System). However, running an instance of 
the OS for each dedicated server comparatively requires a 
large amount of resources, which is required for each 
instance of the OS. 

[0008] Hereinafter, the term "computerized system" refers 
to a server that hosts a plurality of virtual dedicated servers 
that execute a plurality of services, wherein each virtual 
dedicated server utilizes a substantial portion of the com
puter resources. 

[0009] A virtual dedicated server in such a computerized 
system is actually an emulation of a computer system's 
interface in which a remote client can access its system 
utilities and programs, and it will be called hereinafter a 
Virtual Dedicated Server (VDS). A plurality of VDS 
instances can be executed simultaneously on a single hosting 
computerized system. 

[0010] The term "account" refers to a certain part of the 
machine's resources that is allocated to a specific user. An 
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account might share its allocated resource with other 
accounts, but together they can not utilize more than their 
allocated share. An "account" can be allocated to a user, a 
domain, a VDS, a service, a specific processes or process 
groups or to any other suitable user of the machine's 
resources. 

[0011] One of the existing solutions for limiting the 
resources consumption of an account is to use a static 
division of the computer resources. The hosting computer 
resources are divided in a static manner between the virtual 
computers. The result is that if, for example, the real 
computer is split into 10 identical virtual computers, then 
10% of the system resources are allocated to each virtual 
computer, even if only one virtual computer is being oper
ated. A dynamic resource allocation would result in a better 
performance per virtual computer (if not all the VDSs are 
activated at the same time), with an appropriate allocation to 
each VDS (according to predefined parameters) in the case 
that a plurality of VDSS are activated at the same time. 
Therefore, the dynamic resource allocation results in a better 
performance from the user's point of view. The dynamic 
resource allocation can be used by any consumer of the 
computer resources, such as different services, different 
users, etc. 

[0012] Resources of a computerized system are limited 
due to several factors such as budget, spatial restrictions, etc. 
Resources of a computerized system comprise, among oth
ers, the usage of a Central Processing Unit (CPU), the size 
of a memory address space, storage capabilities of data, etc. 
A computerized system used by multiple consumers, 
whether they are WHP or regular consumers, needs to 
provide to each of its consumers, at least, a predefined 
percentage of its resources according to predefined terms or 
agreements between each consumer and the corresponding 
resources owner in the computerized system. a WHP may 
offer more than the actual available resources, based on the 
low probability that all consumers will concurrently demand 
maximum resources Therefore, in order to enable different 
consumers to have their predefined share of resources, there 
is a need to limit the resources available to a specific 
consumer according to those predefined for him. Additional 
reasons for limiting the resources consumption for each 
consumer in a multiple consumer computerized system may 
be as follows: 

[0013] If the resources are not of a preempt kind (i.e., 
non-preemptable), then a suitable process in the computer
ized system should free those resources by itself, upon 
receipt of such a resource. For example, the memory or a 
suitable storage disk of a computerized system is usually 
non-preemptable. Granting a higher number of resources 
might prevent a process, before the previous resources were 
freed, from getting its share. Unfortunately, it is relatively 
complicated to remove the resources, once granted. 

[0014] If the resources are of a preempt kind (i.e., pre
emptable ), then in every time-slice they are divided between 
the requesting processes. For example, a CPU is usually a 
preemptable resource. When dealing with preemptable 
resources, there are two possibilities to deal with the unused 
resources, as the allocation is performed on every time-slice 
from scratch. The first, granting the process more than his 
allocated share will make the user treat such performance as 
his base line. However, when additional consumers connect 
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