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SYSTEM AND METHOD FOR CONFIGURING DEVICES

FOR SECURE OPERATIONS

_CROSS-REFERENCE TO RELATED APPLICATIONS = _ . . _.__ _

5 This application claims priority to and the benefit of commonly assigned United States
Provisional Application having serial number 60/567,137, filed April 30, 2004, entitled
"SYSTEM AND METHOD FOR CONFIGURING DEVICES FOR SECURE OPERATION,"

which is hereby incorporated by reference in its entirety for all purposes.

10 BACKGROUND
Technical Field
The present invention relates generally to the field of communications, and in particular
to configuring devices for secure operations.

Description of the Related Art

15 Mobile wireless communications devices are increasingly being used within corporate
and governmental organizations. With the increased usage of mobile devices, companies are
faced with the issue of defining and enforcing a secure mode of operation for their deployed
devices that they consider secure and in accordance with their corporate or government security
policy.

20 For example, when government agencies purchase and deploy a product that has been
validated to FIPS 140-2 (“Security Requirements for Cryptographic Modules™) the product is
.only authorized for use by employees when it operates in a secure mode of operation referred to

as the FIPS mode of operation. With the many different security settings that are potentially

.1-
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configurable, the task of defining and configuring a secure mode of operation on an individual IT
policy basis for multiple devices is difficult. Also, once a device is configured into a secure
mode, the device operator does not have an efficient way to know that the device has been so

configured. o i ‘ e e — e e

5
SUMMARY
In accordance with the teachings disclosed herein, systems and methods are provided for
establishing security-related modes of operation for computing devices. As an example of a
system and method, a policy data store contains security mode configuration data related to the
10  computing devices. Security mode configuration data is used in establishing a security-related
mode of operation for the computing devices.
As another example, a computing device can be configured to utilize a centralized policy
data store to implement a security-related mod¢ of operation. The computing device includes a
communication interface and a system processor. The communication interface facilitates
15 communication between a centralized policy data store and the computing device. Processing
instructions that operate on the computing device include security instructions that place the
computing device in a secure mode of operation responsive to configuration data received from
the centralized policy data store via the communication interface. The system processor
“instructions can also include user interface instructions for sending a notification to a display
20  associated with the computing device. The output can include a visual indication of the security
mode of operation.
As will be appreciated, the systems and methods disclosed herein are capable of different

‘embodiments, and its details are capable of modifications in various respects. Accordingly, the

2-
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drawings and description set forth below are to be regarded as illustrative in nature and not

restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS o

5 ' FIG. 1 is an overview of an example communicatioﬁ system in which a wireless
communication device may be used.
FIG. 2 is a block diagram of a further example communication system including multiple
networks and multiple mobile communication devices.
FIG. 3 is a block diagram depicting a system wherein an IT (information technology)
10 administrator can collect and store IT security policies.
FIG. 4 is a block diagram depicting different security mode instructions being provided to
devices.
FIG. 5 is a block diagram depicting the generation of visual indicators for display to users
that indicate the devices’ secure mode of operation type.
15 FIG. 6 is a flowchart depicting an operational scenario wherein a security policy is
deployed to multiple devices.
FIG. 7 is a block diagram depicting the deployment of a FIPS mode of operation.
FIGS. 8 and 9 are block diagrams depicting multiple security mode settings being
deployed té the devices.

20 FIG. 10 is a block diagram of an example mobile device.
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DETAILED DESCRIPTION OF THE DRAWINGS

FIG. 1 is an overview of an example communication system in which a wireless
communication device may be used. One skilled in the art will appreciate that there may be
~_ hundreds of different topologies, but the system shown in FIG. 1 helps.demonstrate the operation- - -- — - — -

5  of the encoded message processing systems and methods described in the present application.

There may also be many message senders and recipients. The simple system shown in FIG. 1 is
fof illustrative purposes only, and shows perhaps the most prevalent Internet e-mail environment
where security is not generally used.

FIG. 1 shows an e-mail sender 10, the Internet 20, a message server system 40, a wireless

10  gateway 85, wireless infrastructure 90, a wireless network 105 and a mobile communication .

dévice 100.

An e-mail sender system 10 may, for example, be connected to an ISP (Internet Service
Provider) on which a user of the system 10 has an account, located within a company, possibly
connected to a local area network (LAN), and connected to the Internet 20, or connected to the

15 Internet 20 through a large ASP (application service provider) such as America Online (AOL).

Those skilled in the art will appreciate that the systems shown in FIG. 1 may instead be
-connected to a wide area network (WAN) other than the Internet, although e-mail transfers are
commonly accomplished through Internet-connected arrangements as shown in FIG. 1.

The message server 40 may be implemented, for example; on a network computer within

20  the firewall of a corporation, a computer within an ISP or ASP system or the like, and acts as the

-main interface for e-mail exchange over the Internet 20. Although other messaging systems

might not require a message server system 40, a mobile device 100 configured for receiving and

possibly sending e-mail will normally be associated with an account on a message server.

4-
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Perhaps the two most common message servers are Microsoft ExchangeTM and Lotus Domino™.
These products are often used in conjunction with Internet mail routers that route and deliver
mail. These intermediate components are not shown in FIG. 1, as they do not directly play a role
__in the secure message processing described below. _Message _servers_such.as_server 40 typically - - - - - —

5 extend beyond just e-mail sending and receiving; they also include dynamic database storage

engines that have predefined database formats for data like calendars, to-do lists, task lists, e-
mail and documentation.

The wireless gateway 85 and infrastructure 90 provide a link between the Internet 20 and
wireless network 105. The wireless infrastructure 90 determines the most likely network for

10  locating a éiven user and tracks the user as they roam between countries or networks. A message
is then delivered to the mobile device 100 via wireless transmission, typically at a radio
frequency (RF), from a base station in the wireless network 105 to the mobile device 100. The
particular network 105 may be virtually any wireless network over which messages may be
‘exchanged with a mobile communication device.

15 As shown in FIG. 1, a composed e-mail message 15 is sent by the e-mail sender 10,
located somewhere on the Internet 20. This message 15 is normally fully in the clear and uses
traditional Simple Mail Transfer Protocol (SMTP), RFC822 headers and Multipurpose Internet
‘Mail Extenlsion (MIME) body parts to define the format of the mail message. These techniques
are all well known to those skilled in the art. The message 15 arrives at the message server 40

20 and is normally stored in a message store. Most known messaging systems support a so-called
“pull” message access scheme, wherein the mobile device 100 must request that stored messages

be forwarded by the message server to the mobile device 100. Some systems provide for

automatic routing of such messages which are addressed using a specific e-mail address

-5-
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15

20

redirected from the message server 40 to the mobile device 100.as they are.received.- - - - - - -

associated with the mobile device 100. In a preferred embodiment described in further detail

below, messages addressed to a message server account associated with a host system such as a

‘home computer or office computer which belongs to the user of a mobile device 100 are

Regardless of the specific mechanism controlling the forwarding of messages to the
mobile device 100, the message 15, or possibly a translated or reformatted version thereof, is
sent to the wireless gateway 85. The wireless infrastructure 90 includes a series of connections
to wireless network 105. These connections could be Integrated Services Digital Network
(ISDN), Frame Relay or T1 connections using the TCP/IP protocol used throughout the Internet.
As used herein, the term “wireless network” is intended to include three different types of
networks, those being (1) data-centric wireless networks, (2) voice-centric wireless networks and
(3) dual-mode networks that can support both voice and data communications over the same
physical base stations. Combined dual-mode networks include, but are not limited to, (1) Code

Division Multiple Access (CDMA) networks, (2) the Groupe Special Mobile or the Global

System for Mobile Communications (GSM) and the General Packet Radio Service (GPRS)

networks, and (3) future third-generation (3G) networks like Enhanced Data-rates for Global
o .
Evolution (EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some older

examples of data-centric network include the Mobitex™ Radio Network and the DataTAC™

Radio Network. Examples of older voice-centric data networks include Personal

Communication Systems (PCS) networks like GSM, and TDMA systems.
FIG. 2 is a block diagram of a further example communication system including multiple
networks and multiple mobile communication devices. The system of FIG. 2 is substantially

similar to the FIG. 1 system, but includes a host system 30, a redirection program 45, a mobile
-6-
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20

device cradle 65, a wireless virtual private network (VPN) router 75, an additional wireless

network 110 and multiple mobile communication devices 100. As described above in conjunction

with FIG. 1, FIG. 2 represents an overview of a sample network topology. Although the encoded

message processing systems and methods described herein may be applied to-networks having - - - -

many different topologies, the network of FIG. 2 is useful in understanding an automatic e-mail

redirection system mentioned briefly above.
The central host system 30 will typically be a corporate office or other LAN, but may

instead be a home office computer or some other private system where mail messages are being

exchanged. Within the host system 30 is the message server 40, running on some computer

within the firewall of the host system, that acts as the main interface for the host system to
exchange e-mail with the Internet 20. In the system of FIG. 2, the redirection program 45

enables redirection of data items from the server 40 to a mobile communication device 100.

Although the redirection program 45 is shown to reside on the same machine as the message

server 40 for ease of presentation, there is no requirement that it must reside on the message
server. The redirection program 45 and the message server 40 are designed to co-operate and

interact to ‘allow the pushing of information to mobile devices 100. In this installation, the

redirection program 45 takes confidential and non-confidential corporate information for a

specific user and redirects it out through the corporate firewall to mobile devices 100. A more
detailed description of the redirection software 45 may be found in the commonly assigned

United States Patent 6,219,694 (“the ‘694 Patent”), entitled “System and Method for Pushing

‘Information From A Host System To A Mobile Data Communication Device Having A Shared

Electronic Address”, and issued to the assignee of the instant application on April 17, 2001,

which is hereby incorporated into the present application by reference. This push technique may
-7-
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use a wireless friendly encoding, compression and encryption technique to deliver all

.information to a mobile device, thus effectively extending the security firewall to include each

mobile device 100 associated with the host system 30.
__As shown in FIG. 2, there may be_many alternative paths for getting-information to the

mobile device 100. One method for loading information onto the mobile device 100 is through a

port designated 50, using a device cradle 65. This method tends to be useful for bulk

information updates often performed at initialization of a mobile device 100 with the host system
30 or a computer 35 within the system 30. The other main method for data exchange is over-the-
air using wireless networks to deliver the information. As shown in FIG. 2, this may be
accomplished through a wireless VPN router 75 or through a traditional Internet connection 95 to
a wireless gateway 85 and a wireless infrastructure 90, as described above. The concept of a
wireless VPN router 75 is new in the wireless industry and implies that a VPN connection could
be established directly through a specific wireless network 110 to a mobile device 100. The
possibility of using a wireless VPN router 75 has only recently been available and could be used
when the new Internet Protocol (IP) Version 6 (IPV6) arrives into IP-based wireless networks.
This new protocol will provide enough IP addresses to dedicate an IP address to every mobile
device 100 and thus make it possible to push information to a mobile device 100 at any time. A
principal advantage of using this wireless VPN router 75 is that it could be an off-the-shelf VPN
component, thus it would not require a separate wireless gateway 85 and wireless infrastructure
90 to be used. A VPN connection would preferably be a Transmission Control Protocol

(TCP)/TP or User Datagram Protocol (UDP)/IP connection to deliver the messages directly to the

mobile device 100. If a wireless VPN 75 is not available then a link 95 to the Internet 20 is the

most common connection mechanism available and has been described above.

-8-
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In the automatic redirection system of FIG. 2, a composed e-mail message 15 leaving the
e-mail sender 10 arrives at the message server 40 and is redirected by the redirection program 45
to the mobile device 100. As this redirection takes place the message 15 is re-enveloped, as

indicated at 80, and a possibly proprietary compression and encryption.algorithm. can then be

5

10

15

20

applied to the original message 15. In this way, messages being read on the mobile device 100

are no less secure than if they were read on a desktop workstation such as 35 within the firewall.

All messages exchanged between the redirection program 45 and the mobile device 100

preferably use this message repackaging technique. Another goal of this outer envelope is to
maintain the addressing information of the original message except the sender’s and the

receiver’s address. This allows reply messages to reach the appropriate destination, and also

allows the “from” field to reflect the mobile user’s desktop address. Using the user’s e-mail

address from the mobile device 100 allows the received message to appear as though the
message originated from the user’s desktop system 35 rather than the mobile device 100.

With reference back to the port 50 and cradle 65 connectivity to the mobile device 100,
this connection path offers many advantages for enabling one-time data exchange of large items.
For those skilled in the art of personal digital assistants (PDAs) and synchronization, the most
common data exchanged over this link is Personal Information Management (PIM) data 55.

When exchanged for the first time this data tends to be large in quantity, bulky in nature and

Arequires a large bandwidth to get loaded onto the mobile device 100 where it can be used on the

road. This serial link may also be used for other purposes, including setting up a private security
key 111 such as an S/MIME or PGP specific private key, the Certificate (Cert) of the user and
their Certificate Revocation Lists (CRLs) 60. The private key is preferably exchanged so that the

desktop 35 and mobile device 100 share one personality and one method for accessing all mail.
9.
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The Cert and CRLs are normally exchanged over such a link because they represent a large
amount of the data that is required by the device for S/MIME, PGP and other public key security
methods.

FIG. 3 depicts a system wherein an IT_(information_technology) -administrator 200-can - - - - — -

5  collect all applicable IT security policies 202 into one convenient location (e.g., policy data store
210). The placement of IT policies 202 in one location 210 allows an administrator 200 to
configure the policies 202 appropriately, and to enable (220) or disable (230) a secure mode
defined therein for the devices 250.

Mode instructions (e.g., commands 220 and 230) may be sent to the devices 250 over many
10  different types of data communication links, such as a network 240. Different devices may be
connected to the network 240, including mobile devices (e.g., mobile wireless communications
.device 252) and desktop/laptop computers (e.g., desktop computer 254).
As shown in FIG. 4, the devices 250 can be instructed to be in a first secure mode of
operation, and then later they can be switched to a different secure mode of operation. For
15  example, an administrator 200 may send a security mode A enable command 220. Later because
of a change in IT security policy, the administrator 200 wishes to raise the security level of the
mode in which the devices 250 are operating and therefore sends a security mode B enable
command 300 to the devices 250.
FIG..S illustrates that the devices 250 can provide some type of an indication to the users of
20  the devices. The indication can be a visual indication 350 which is provided to a user 352. The
visual indication 350 indicates to the user 352 that the device 252 is operating in a specific secure
mode. For example, it can display in a security options screen that the device 252 is operating in a

FIPS mode of operation due to the sccurify configuration sent by the administrator 200.
-10-
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FIG. 6 depicts an operational scenario wherein a security policy is deployed to multiple
devices. At step 400, an IT administrator (or its agent) configures a security policy and deploys

it to the devices at step 402. In this operational scenario, an IT administrator can designate and

deploy a securit}' _mqgle_tg multiple devices with minimal effort_on. the part_of -the IT-

administrator. As an illustration, an IT administrator can click an administrator’s interface
checkbox to designate that all (or most) of the devices should be uniformly operating at security

level three.

At step 404, the devices receive the deployed security mode and process the mode

command. Processing of the command causes the devices to operate in the defined security

mode. At step 406, a user of the device can see an indication of which specific security mode the
device has been configured by the IT administrator. At step 408, the IT administrator receives an

indication from the devices that the devices have received and entered into the designated secure

‘mode of operation.

It should be understood that similar to the other processing flows described herein, the
steps and the order of the steps in the flowchart described herein may be altered, modified and/or

augmented and still achieve the desired outcome.

FIG. 7 depicts a system wherein an IT administrator 200 can define a meta IT policy for a
FIPS mode of operation 510. The parameters for the FIPS mode of operation 510 are set in
accordance with corporate or government security policies 520 (e.g., FIPS 140-2). The defined
FIPS mode of operation 510 limits the use of cryptographic algorithms by the devices 250 to those

that are FIPS-approved (e.g., AES and Triple DES), and when enabled, forces the devices to use

only these algorithms.

-11-
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FIG. 8 illustrates that multiple security mode settings 630 can be deployed to the devices
250. The policy data store 210 in this example contains a list 600 of devices as well as which
security modes should be used for the devices. The policy data store 210 can contain one or

more data structures for indicating which devices should utilize_which_security schemes.— For - - --- -

5 example, a data structure 610 can be used to store which devices should use security mode A
_settings, and data structure 620 can be used to store which devices should use security mode B
settings. FIG. 9 shows that based upon the information contained in the data structures 610 and
620, different settings (e.g., security settings A 700 and security settings B 710) can be deployed
to different devices at the same time or at different times.

10 The systems and methods disclosed herein are presented 'only by way of example and are
not meant to limit the scope of the invention. Other variations of the systems and methods
described above will be apparent to those skilled in the art and as such are considered to be within
the scope of the invention. For example, the systems and methods disclosed herein may be used
‘with many' different computers and devices, such as a wireless mobile communications device

15  shown in FIG. 10. With reference to FIG. 10, the mobile device 100 is a dual-mode mobile device
and includes a transceiver 811, a microprocessor 838, a display 822, non-volatile memory 824,
random access memory (RAM) 826, one or more auxiliary input/output (1/0) devices 828, a serial
port 830, a keyboard 832, a speaker 834, a microphone 836, a short-range wireless
communications sub-system 840, and other device sub-systems 842.

20 The transceiver 811 includes a receiver 812, a transmitter 814, antennas 816 and 818, one
or more local oscillators 813, and a digital signal processor (DSP) 820. The antennas 816 and

818 may be antenna elements of a multiple-element antenna, and are preferably embedded
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antennas. However, the systems and methods described herein are in no way restricted to a
particular type of antenna, or even to wireless communication devices.

The mobile device 100 is preferably a two-way communication device having voice and

data communication capabilities. ‘Thus, for example, the mobile-device-100-may- communicate

over a voice network, such as any of the analog or digital cellular networks, and may also
communicate over a data network. The voice and data networks are depicted in FIG. 10 by the

communication tower 819. These voice and data networks may be separate communication

networks using separate infrastructure, such as base stations, network controllers, etc., or they

may be integrated into a single wireless network.
The transceiver 811 is used to communicate with the network 819, and includes the

receiver 812, the transmitter 814, the one or more local oscillators 813 and the DSP 820. The

'DSP 820 is used to send and receive signals to and from the transceivers 816 and 818, and also

provides control information to the receiver 812 and the transmitter 814. If the voice and data
communications occur at a single frequency, or closely-spaced sets of frequencies, then a single

local oscillator 813 may be used in conjunction with the receiver 812 and the transmitter 814.

‘Alternatively, if different frequencies are utilized for voice communications versus data

communications for example, then a plurality of local oscillators 813 can be used to generate a
plurality of frequencies corresponding to the voice and data networks 819. Information, which
includes both voice and data information, is communicated to and from the transceiver 811 via a
link between the DSP 820 and the microprocessor 838.

The detailed design of the transceiver 811, such as frequency band, component selection,
power level, etc., will be dependent upon the communication network 819 in which the mobile

device 100 is intended to operate. For example, a mobile device 100 intended to operate in a
-13-
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North American market may include a transceiver 811 designed to operate with any of a variety
of voice communication networks, such as the Mobitex or DataTAC mobile data communication
networks, AMPS, TDMA, CDMA, PCS, etc., whereas a mobile device 100 intended for use in
Europe may be configured to operate with the GPRS data communication network-and-the GSM- - - — — - —

5 voice communication network. Other types of data and voice networks, both separate and

integrated, may also be utilized with a mobile device 100.

Depending upon the type of network or networks 819, the access requirements for the
mobile device 100 may also vary. For example, in the Mobitex and DataTAC data networks,
’mobile devices are registered on the network using a unique identification number associated

10  with each mobile device. In GPRS data networks, however, network access is associated with a
subscriber or user of a mobile device. A GPRS device typically requires a subscriber identity
module (“SIM”), which is required in order to operate a mobile device on a GPRS network.
.Local or non-network communication functions (if any) may be operable,' without the SIM
device, but a mobile device will be unable to carry out any functions involving communications

15  over the data network 819, other than any legally required operations, such as ‘911’ emergency
calling.

After any required network registration or activation procedures have been completed,
the mobile device 100 may the send and receive communication signals, including both voice
and data signals, over the networks 819. Signals received by the antenna 816 from the

20  communication network 819 are routed to the receiver 812, which provides for signal
‘amplification, frequency down conversion, filtering, channel selection, etc., and may also
provide analog to digital conversion. Analog to digital conversion of the received signal allows

more complex communication functions, such as digital demodulation and decoding to be
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performed using the DSP 820. In a similar manner, signals to be transmitted to the network 819
“are processed, including modulation and encoding, for example, by the DSP 820 and are then
provided to the transmitter 814 for digital to analog conversion, frequency up conversion,

filtering, amplification and transmission to the communication network 819 via the antenna 818: - - - - -

5 In addition to processing the communication signals, the DSP 820 also provides for

“transceiver control. For example, the gain levels applied to communication signals in the receiver

812 and the transmitter 814 may be adaptively controlled through automatic gain control

algorithms implemented in the DSP 820. Other transceiver control algorithms could also be

implemented in the DSP 820 in order to provide more sophisticated control of the transceiver
10 -811.

The microprocessor 838 preferably manages and controls the overall operation of the
mobile device 100. Many types of microprocessors or microcontrollers could be used here, or,
altematively, a single DSP 820 could be used to carry out the functions of the microprocessor
838. Low-level communication functions, including at least data and voice communications, are

15  performed through the DSP 820 in the transceiver 811. Other, high-level communication
applications, such as a voice communication application 824A, and a data communication
application 824B may be stored in the non-volatile memory 824 for execution by the
.microprocessor 838. For example, the voice communication module 824A may provide a high-
level user interface operable to transmit and receive voice calls between the mobile device 100

20  and a plurality of other voice or dual-mode devices via the network 819. Similarly, the data
communication module 824B may provide a high-level user interface operable for sending and
receiving data, such as e-mail messages, files, organizer information, short text messages, etc.,

between the mobile device 100 and a plurality of other data devices via the networks 819.
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The microprocessor 838 also interacts with other device subsystems, such as the display
822, the RAM 826, the auxiliary input/output (I/O) subsystems 828, the serial port 830, the
‘keyboard 832, the speaker 834, the microphone 836, the short-range communications subsystem
840 and any othei device subsystems generally designated as 842. _ . __ . - .- - --—- -

Some of the subsystems shown in FIG. 10 perform communication-related functions,
whereas other subsystems may provide “resident” or on-device functions. Notably, some
“subsystems, such as the keyboard 832 and the display 822 may be used for both communication-
related functions, such as entering a text message for transmission over a data communication
network, and device-resident functions such as a calculator or task list or other PDA type
functions.

Operating system software used by the microprocessor 838 is preferably stored in a
persistent store such as non-volatile memory 824. The non-volatile memory 824 may be
implemented, for example, as a Flash memory component, or as battery backed-up RAM. In
addition to the operating system, which controls low-level functions of the mobile device 810,
-the non-volatile memory 824 includes a plurality of software modules 824A-824N that can be
executed by the microprocessor 838 (and/or the DSP 820), including a voice communication
module 824A, a data communication module 824B, and a plurality of other operational modules
824N for carrying out a plurality of other functions. These modules are executed by the
microprocessor 838 and provide a high-level interface between a user and the mobile device 100.
This interface typically includes a graphical component provided through the display 822, and an
input/output component provided through the auxiliary I/O 828, keyboard 832, speaker 834, and
microphone 836. The operating system, specific device applications or modules, or parts

thereof, may be temporarily loaded into a volatile store, such as RAM 826 for faster operation.

-16-

MOBILEIRON, INC. - EXHIBIT 1004

Page 020



10

15

20

Moreover, received communication signals ﬁay also be temporarily stored to RAM 826, before
permanently writing them to a file system located in a persistent store such as the Flash memory
824.

~__ Anexemplary application module 824N that may be loaded-onto the mobile-device-100-is
a personal information manager (PIM) application providing PDA functionality, such as calendar
events, appointments, and task items. This module 824N may also interact with the voice
communication module 824A for managing phone calls, voice mails, etc., and may also interact
with the data communication module for managing e-mail communications and other data
transmissions. Alternatively, all of the functionality of the voice communication module 824A

and the data communication module 824B may be integrated into the PIM module.

The non-volatile memory 824 preferably also provides a file system to facilitate storage

of PIM data items on the device. The PIM application preferably includes the ability to send and

receive data items, either by itself, or in conjunction with the voice and data communication
modules 824A, 824B, via the wireless networks 819. The PIM data items are preferably
seamlessly integrated, synchronized and updated, via the wireless networks 819, with a
corresponding set of data items stored or associated with a host computer system, thereby
creating a mirrored system for data items associated with a particular user.

Context objects representing at least partially decoded data items, as well as fully
decoded data items, are preferably stored on the mobile device 100 in a volatile and non-
persistent store such as the RAM 826. Such information may instead be stored in the non-
volatile memory 824, for example, when storage intervals are relatively short, such that the
information is removed from memory soon after it is stored. However, storage of this

information in the RAM 826 or another volatile and non-persistent store is preferred, in order to

-17-

MOBILEIRON, INC. - EXHIBIT 1004
Page 021



10

15

20

censure that the information is erased from memory when the mobile device 100 loses power.

This prevents an unauthorized party from obtaining any stored decoded or partially decoded
information by removing a memory chip from the mobile device 100, for example.

_The mobile device 100 may be manually.synchronized-with a-hest-system-by placing the--
device 100 ’in an interface cradle, which couples the serial port 830 of the mobile device 100 to
the serial port of a computer system or device. The serial port 830 may also be used to enable a
user to set preferences through an external device or software application, or to download other
application modules 824N for installation. This wired download path may be used to load an
encryption key onto the device, which is a more secure method than exchanging encryption
information via the wireless network 819. Interfaces for other wired download paths may be
provided in the mobile device 100, in addition to or instead of the serial port 830. For example, a
USB port would provide an interface to a similarly equipped personal computer.

Additional application modules 824N may be loaded onto the mobile device 100 through

the networks 819, through an auxiliary I/O subsystem 828, through the serial port 830, through

the short-range communications subsystem 840, or through any other suitable subsystem 842,
and installed by a user in the non-volatile memory 824 or RAM 826. Such flexibility in
application installation increases the functionality of the mobile device 100 and may provide
enhanced on-device functions, communication-related functions, or both. For example, secure
communication applications may enable electronic commerce functions and other such financial
transactions to be performed using the mobile device 100.

When the mobile device 100 is operating in a data communication mode, a received

signal, such as a text message or a web page download, is processed by the transceiver module

811 and provided to the microprocessor 838, which preferably further processes the received
-18-
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signal in multiple stages as described above, for eventual output to the display 822, or,
alternatively, to an auxiliary 1/0 device 828. A user of mobile device 100 may also compose data
‘items, such as e-mail messages, using the keyboard 832, which is preferably a complete

alphanumeric keyboard laid out in the QWERTY _style, although other-styles-of complete - - -~ -- -

5  alphanumeric keyboards such as the known DVORAK style may also be used. User input to the
mobile device 100 is further enhanced with a plurality of auxiliary I/O devices 828, which may
include a thumbwheel input device, a touchpad, a variety of switches, a rocker input switch, etc.
The composed data items input by the user may then be transmitted over the communication
networks 819 via the transceiver module 811,

10 When the mobile device 100 is operating in a voice communication mode, the overall
operation of the mobile device is substantially similar to the data mode, except that received
signals are preferably be output to the speaker 834 and voice signals for transmission are
generated by a microphone 836. Alternative voice or audio I/O subsystems, such as a voice
message revcording subsystem, may also be implemented on the mobile device 100. Although

15 voice or audio signal output is preferably accomplished primarily through the speaker 834, the
display 822 may also be used to provide an indication of the identity of a calling party, the
duration of a voice call, or other voice call related information. For example, the microprocessor
838, in conjunction with the voice communicétion module and the operating system software,
may detect the caller identification information of an incoming voice call and display it on the

20 display 822.

A short-range communications subsystem 840 is also included in the mobile device 100.
The subsystem 840 may include an infrared device and associated circuits and components, or a

short-range RF communication module such as a Bluetooth™ module or an 802.11 module, for
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example, to provide for communication with similarly-enabled systems and devices. Those
skilled in the art will appreciate that “Bluetooth” and “802.11” refer to sets of specifications,

available from the Institute of Electrical and Electronics Engineers, relating to wireless personal

area networks and wireless local area networks, respectively.. _ _ . . - -~ - — - - — - -

The systems’ and methods’ data may be stored in one or more data stores. The data
stores can be of many different types of storage devices and programming constructs, such as

RAM, ROM, Flash memory, programming data structures, programming variables, etc. It is

‘noted that data structures describe formats for use in organizing and storing data in databases,

programs, memory, or other computer-readable media for use by a computer program.

The systems and methods may be provided on many different types of computer-readable
media including computer storage mechanisms (e.g., CD-ROM, diskette, RAM, flash memory,
computer’s hard drive, etc.) that contain instructions for use in execution by a processor to
perform the methods’ operations and implement the systems described herein.

The computer components, software modules, functions and data structures described

herein may be connected directly or indirectly to each other in order to allow the flow of data

‘needed for their operations. It is also noted that a module or processor includes but is not limited

to a unit of code that performs a software operation, and can be implemented for example as a
subroutine unit of code, or as a software function unit of code, or as an object (as in an object-

oriented paradigm), or as an applet, or in a computer script language, or as another type of

‘computer code.
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'WHAT IS CLAIMED IS:

1. A system for use in establishing a security-related mode of operation for computing

devices, comprising: e e = -

5 a policy data store for storing configuration data related to a plurality of computing

devices;

a security mode data structure contained within the policy data store;

wherein the security mode data structure stores a security mode of operation;

wherein the stored security mode of operation is provided to the computing devices over

10  anetwork;

wherein the security mode of operation places the computing devices in a predetermined
security mode of operation;

wherein the computing devices comprise user interface instructions configured to send an
output to a display associated with the computing device, the output being configured to

15  comprise a visual indication of the security mode of operation to the device's user.

2. The system of claim 1, wherein the secure mode of operation comprises a Federal

Information Processing Standard (FIPS) mode of operation.

20 3. The system of claim 2, wherein the FIPS mode of operation includes forcing use of

-Advanced Encryption Standard (AES) or Triple Data Encryption Standard (3DES).
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4. The system of claim 1, wherein the security mode data structure comprises a first security
mode data structure and a second security mode data structure;

wherein the first security mode data structure includes a first security mode being

5 wherein the second security mode data structure includes a second security mode being

associated with a second plurality of computing devices.

5. The system of claim 4, wherein the first security mode of operation contained in the first
data structure is communicated to the first plufality of computing devices in order to place the

10 first plurality of computing devices in the first security mode;
wherein the second security mode of operation contained in the second data structure is
communicated to the second plurality of computing devices in order to place the second plurality

of computing devices in the second security mode.

15 6. The system of claim 1, wherein an administrator uses an interface to update the
configuration data related to a plurality of computing devices that is stored in the policy data
store, and uses an interface to communicate security modes of operation to the computing
“devices;

wherein the interface provides an indication to the administrator that the plurality of

20  computing devices have entered into a security mode that is compliant with the updated

configuration data;

wherein the policy data store stores IT security policies related to the computing devices;
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wherein an administrator defines through the interface a meta IT policy for a security
mode of operation;
wherein the defined security mode of operation limits the use of cryptographic algorithms

_by the devices to those that are specified by the meta IT policy. - — - - -~ - — - - -

7. The system of claim 6, wherein the plurality of computing devices are devices from a

group that includes mobile devices, desktop devices, and combinations thereof.

8. A computing device utilizing a centralized policy data store to implement a security-
related mode of operation, the device comprising:

a communication interface configured to facilitate communication between the
centralized policy data store and the computing device; and

a processor communicatively coupled to the communication interface, wherein the
processor is configured to execute processing instructions;

wherein the processing instructions includes security instructions conﬁgqred to place the
’computing device in a secure mode of operation responsive to configuration data received from

the centralized policy data store via the communication interface.

9. The device of claim 8, wherein the processing instructions further comprise user interface

20  instructions configured to send an output to a display associated with the computing device, the

output having a visual indication of the security mode of operation that is visible to the device's

user.
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10, The system of claim 9, wherein the visual indication of the security mode is provided by

a security options screen.

11.  The device of claim 10, wherein the security instructions-are-configured-to-update the-

security mode of operation responsive to a change in the configuration data stored on the

5

centralized policy data store, wherein a visual indication is provided to the device's user to

indicate the updated security mode of operation.

12.  The device of claim 11, wherein a company or government administrator uses an

10  interface to change the configuration data stored on the centralized policy data store.

13.  The device of claim 8, wherein the configuration data stored on the centralized policy

data store comprises a plurality of security mode data structures contained within the policy data

store.

15

14.  The device of claim 13, wherein the plurality of security mode data structures contains

‘information about which security modes of operation are being used by which mobile devices.

15. A method for use in establishing a security-related mode of operation for computing

20  devices, comprising:
storing a security mode of operation in a policy data store;

sending the stored security mode of operation to the computing devices over a network;
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wherein the sent security mode of operation places the computing devices into one or

more predetermined security-related modes of operation.

16.  The method of claim 15, further comprising the_step. of enabling-an -administrator-to- - - — - -~

5  configure the security mode of operation stored in the policy data store.

17.  The method of claim 15, further comprising the step of displaying the security mode of
operation of a computing device by providing a visual indication on a screen of the computing
device.

10
18.  The method of claim 15, further comprising the step of receiving an indication that the

devices have received and entered into the sent security mode of operation.

19.  The method of claim 15, wherein the sending of the stored security mode of operation

15  forces use of Advanced Encryption Standard (AES) or Triple Data Encryption Standard (3DES).
20, A digifal signal containing the sent security mode of operation of claim 15.

21.  Computer software stored on one or more computer readable media, the computer

20  software comprising program code for carrying out a method according to claim 15.

22, A system for establishing a security-related mode of operation for a computing device,

comprising:

-25.-
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means for receiving a security mode of operation from a server, the server comprising a
security mode data structure comprising security mode data for a plurality of computing devices;
means for entering the security mode of operation received from the server, wherein the

means for entering includes means for forcing use of AES or 3DES;. - .~ .-~ - - —- - - S =

5 ' means for displaying the security mode of operation to a user of the computing device

through a display associated with the computing device.

226-
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ABSTRACT

Systems and methods for establishing a security-related mode of operation for computing
devices. A policy data store contains security mode configuration data related to the computing
___devices._ Security mode _configuration data_is .used in-establishing-a-security-related-mode-of - - - -

operation for the computing devices.

27.-
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United Stutes Putent and Trademoark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandrix, Viglniy 22313-1450
W Lo gov

| - appLicATIONNUMBER ] . FILING OR 371 (c) DATE | FRSTNAMED APPLICANT | ATTORNEY DOCKET NUMBER |
11/065,901 ©02/25/2005 Neil P. Adams 555255-012798
: CONFIRMATION NO. 4175
joor;\TE\g I:B)ilsrnacki, Esq. ) . FORMALITIES LETTER
North Pot VN LA
901 Lakeside Avenue 10C000000016174820°

Cleveland, OH 44114

Date Mailed: 06/02/2005

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)

" Filing Date Granted

Items Required Tb Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

o The oath or declaration is missing. A properly signed oath or declaration in compliance with 37 CFR 1.63,
identifying the application by the above Application Number and Filing Date, is required.
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary
interest, is required.

« To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(f) of
$130 for a non-small entity, must be submitted with the missing items identified in this letter.

SUMMARY OF FEES DUE:

’ Total additional fee(s) required for this application is $130 for a Large Entity

e $130 Late oath or declaration Surcharge.

Replies should be mailed to:  Mail Stop Missing Parts ' '
Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450
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A copy of this notice MUST be returned with the reply.
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Office of Initial Patent Examination (703) 308-1202
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S PATENT AND TRADEMARK OFFICE
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UNITED STATES DEPARTMENT OF COMMERCE
United States Potent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.C. Box 14

Aleanndiia, Vinginis 22313-1450

WWwSPIU.GUY

| APPLICATION NUMBER | FILING OR 371 (c) DATE | FIRST NAMED APPLICANT | ATTORNEY DOCKET NUMBER |
11/065,901 02/25/2005 Neil P. Adams 555255-012798
CONFIRMATION NO. 4175
JohnE\g lgi/;—::\r(nacki, Esq. " FORMALITIES LETTER
Nort Point ' OO A U AN
901 Lakeside Avenue "OC000000016174820" -

Cleveland, OH 44114

Date Mailed: 06/02/2005

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)

07/29/2005 MBERHE 00000071 501432 11065901

01 FC:1051 130.00 DA *  Filing Date Granted

Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file alil
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

e The oath or declaration is missing. A properly signed oath or declaration in compliance with 37 CFR 1.63,
identifying the application by the above Application Number and Filing Date, is required.
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary
interest, is required.

¢ To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth'in 37 CFR 1.16(f) of
$130 for a non-small entity, must be submitted with the missing items identified in this letter.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $130 for a Large Entity

e $130 Late oath or declaration Surcharge.

Replies should be mailed to:  Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450
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PATENT
Attorney Docket No. 555255012798

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Neil P. Adams, et al.

Serial No.: 11/065,901

Filed: February 25, 2005

For: SYSTEM AND METHOD FOR CONFIGURING DEVICES FOR
SECURE OPERATIONS

Art Unit: Not yet assigned

Examiner: Not yet assigned

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

RESPONSE TO NOTICE TO FILE MISSING PARTS
OF NONPROVISIONAL APPLICATION

In response to the Notice to File Missing Parts of Nonprovisional Application,
Filing Date Granted, mailed June 2, 2005, a copy of which is returned herewith, enclosed are the

following papers relating to the above-identified application:

. Declaration (4 pages), - - - - L
. Power of Attorney (1 page),
1 hereby cerufy that this correspondence
¢ Statement Under 37 CFR 3.73(b) (1 page), is being deposited today with the United
-States Postal Service as {irst class mail ig
° Copy of Assignment (8 pages). an envelope addressed to: Commissioner for
Patenis. P.O. Box 1430. Alexandria, VA
140

Tudy 2t 2005
Br_ﬂre«&_%ﬁ;

Page 1 of 2

CLI-1319179v1
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The Commissioner is hereby authorized to charge the late filing fee/surcharge of
$130, and any additional fees necessary with this response, or to credit any overpayment, to
Jones Day's Deposit Account, No. 501432 (ref. 555255012798). A copy of this Response is
enclosed for processing the charge to the Deposit Account.

Respectfully submitted,

A épu.%f

John V. Biernacki

Reg. Nqgj 40,511

JONES/DAY

North Point

901 Lakeside Avenue

Cleveland, Ohio 44114
Date: July 26, 2005 (216) 586-3939
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0772572005 14:34 FAX ) RIM LEGAL do1o

A .

"- O\PE l/o

“

@
0“5 w
Wi B e 2 PTOISEIY (08-03)
[y Approved for use through 07/31/2008, OMB 0851-0032
<, S U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
7. Under the Pope eduction Act of 1985, no persons are required o respend to a collection of information uniess it contains a valid QMB control number,
& \A ttorney et Number 5
ARATION FOR UTILITYOR | 000256012798
DESIGN Neil P. Adams
PATENT APPLICATION COMPLETE IF KNOWN
(37 CFR 1.63) Application Number 11/065.901
[7] Dectraton Declaration Filing Data February 25, 2005
Submitted OR Submitted after Initial Y -
With Initiat Filing (surcharge Not Yet Assigned
Filing (37 CFR 1.16 (8)) - .
\ required) Examiner Name Not Yet Assigned
I hereby declare that:

Each inventor's residence, mailing address, and citizenship are as stated below next to their name.

I believe the inventor(s) named below to be the original and first inventor(s) of the subject matter which is claimed and for
which a patent is sought on the invention entitled:

SYSTEM AND METHOD FOR CONFIGURING DEVICES FOR-SECURE OPERATIONS

(Title of the Invention)
the specification of which

D is attached hereto

e

i OR
was filed on (MM/DD/YYYY) r 02/25/2005 1 as United States Application Number or PCT Intermational

Application Number 11/065,901 and was amendsd on (MM/DD/YYYY) : (if applicable).

| hereby state that | have reviewed and understand the contents of the above identified specification, including the claims, as
amended by any amendment specifically referred to above.

| acknowledge the duty to disclose information which Is material to patentability as defined in 37 CFR 1.56, including for
continuation-in-part applications, material information which became available between the filing date of the prior application
and the national or PCT international filing date of the continuation-in-part application.

| hersby claim foreign priotity benefits under 35 U.S.C. 118(a)-(d) or (f}, or 365(b) of any foreign application(s) for patent,
inventor's or plant breeder’s rights certificate(s), or 365(a) of any PCT international application which designated at least one
country other than the United States of America, listed below and have also identified below, by checking the box, any foreign
i application for patent, inventor's or plant breeder’s rights certificate(s), or any PCT international appiication having a filing date
o -~before that of -the-application.on which priority is claimed.

Prior Foreign Application Foreign Flling Date Priority ~ ~~ “[Certified Copy-Attached?-|- -
Number(s) Country {(MM/DD/YYYY) Not Claimed Yes_ No

U
g o
L
O L

[ [D] Additional foreign application numbers are listed on a supplemental priority data sheet PTO/SB/02B attached hereto.

OO0
O

{Page 1 of 2}
This callection of information is requrred by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain & benefit by the public which I3 o lile (ana
by the USPTO to process) an A u g d by 35 U.8.C. 122 and 37 CFR 1.14. This collection is estimated to take 21 minutes to
plets, inckuding gathers ing, and bmati 1t lication form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of | hms you require to eomplata lhw form and/or squestims for reducing this burden, should ke aent to the Chief Information Officer,
U.S. Patent and T) Office, U.S. Dep. P.O, Box 1450, Alexandria, VA 22313.1450. DO NOT SEND FEES OR COMPLETED FORMS

TO THIS ADDRESS. SEND TO: Commlsslonar for Patonts, P.0. Box 1450 Alexandria, VA 22313-1450.
i you nesd assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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0772572005 14:35 Qo11

'

FAX RIM LEGAL

PTO/SBIOT {(06-03)

Approved for use through 07/31/2003. OMB 0651-0032

U.S. Patant end Trademark Office; U.S. DEPARTMENT OF COMMERCE

Reduction Acl of 1895, no persons are required to respond to a collection of information unleas it contains a valld OMB control numbsr,

DECLARATION — Utility or Design Patent Application

Direct all carrespondence to: D Customer Number; '

OR Correspondence address below

Name
John V. Biernacki, Esq.
Address
JONES DAY - North Point, 901 Lakeside Avenue
City State ZIP
Cleveland Ohio 44114
Country Telephone Fax
US.A. 216-586-3939 216-579-0212

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information
and belief are belleved to be true; and further that these statements were made with the knowledge that willful faise
statements and the like so made are punishable by fine or imprisonment, or both, under 18 U.S.C. 1001 and that such willfut
false statements may jeopardize the validity of the application or any patent issued thereon,

NAME OF SOLE OR FIRST INVENTOR:

A petition has been filed for this unsigned inventor

Given Name Family Name
(first and middle [if any]) Neil P or Surname Adams
inventor's /r Date
Signature %/ % JUL 2 2 2005
Residence: City State Country Citizenship
Waterloo Ontario Canada Canadian
Mailing Address
295 Phillip Street
City State 2P Country
Waterloo Ontario N2L 3W8 Canada

NAME OF SECOND INVENTOR:

D A petition has been filed for this unsigned inventor

Given Name Family Name
(first and middle {if any}) Michael K. or Surname  Brown
- _Inventor's. - ‘—fﬁ e | Date ]
Signature JUL 2 2 2005
Residence: City State Country Citizenship
Peterborough Ontario Canada Canadian
Mailing Address
295 Philiip Street
City State 2P Country
Waterloo Ontario N2L 3ws8 Canada
Additiona) inventors or a legal tative are being named on the 2 supplemental sheet(s) PTO/SE/D2A or 02LR attachsd hereto.

[Page 2 of 2}
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07/25/2005 14:36 FAX

DECLARATION

RIM LEGAL

Bo12

PTO/S8/02A (08-03)

“ADDITIONAL INVENTOR(S)
Supplemental Sheet 1 2
Page ——— of

Approved for use through 08/31/2003. OMB 065 1-0032
U.S. Patent end Trademark Office; U.S. DEPARTMENT OF COMMERCE

Name of Additional Joint inventor, if any:

[:] A petition has been filed for this unsigned inventor

Given Name (first and middle (if any)

Family Name or Summame

Michael S.

Brown

Inventor’s
Signature

/%‘/\/"

oaedUL 2 2 2005

Residence: City Waterloo

State Ontario Country Canada Cltizenship Canadian

295 Phillip Street

Mailing Address

Malling Address
ciy Waterloo , ontario , N2L 3ws Country Canada

Name of Additional Joint Inventor, if any:

D A petition has been fled for this unsigned inventor

Given Name (first and middle (if any)

Family Name or Sumame

Michagl G,

Kirkup

Date JUL 2 52%

Inventor's
Signature U} 1141

i Canadian
Residence: Clly Waterloo | state ONtario I counry CBNAMA Citizenship

Maling Address 295 Phllhp Streat

Mailing Address

City Waterloo

[senOntario |z, N2L3W8 | gy, Canada

Name of Additional Joint Inventor, if any: D A petition has been filed for this unsigned inventor
Given Name {first and middle (if any) Famlily Name or Surname
Herbert A. Little
Inventor's % /ﬁ & NKM/ JUL 2 Z Znns
Slgnature 7] Date
- Residence: City y Waterloo - | Slats_ Ontarlo ] (.‘,mr.mtryCéri'ac"5 Ccairt‘i:::st;ﬁp B
Maling Address 299 Phillip Street
Malling Address
cry Waterloo state ONtario zN2L 3W8 | ., Canada

This coliection of information is required by 35 U.S.C. 115 and 37 CFR 1.83. The information is required to obtain or retain 8 baneﬁt by the gublic which is to file

(and by the USPTO to process) an applm\son Confidentiality Is governed by 35 U.S.C. 122 and 37 CFR 1.14, This coll i
complete, including gathering, preparing, and submiiting the completed application form to the USPTO, Time will vary ¢ di

ted to teke 21

to

9 upen the individual case. Any

comments on the amount of time you require (o complets this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent end Trademark Office, U.5. Oepartment of Commsrce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, cell 1-800-PT0-9199 (1-800-786-9199) and select option 2.
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Under the Paperwork Reductioni Act ot 1995 no

DECLARATION

RIM LEGAL

PTO/SB/02A (08-03)
Approved for uss through 08/31/2003. OMB 0551-0032
U.S. Patent and Trademark Office; U.S, DEPARTMENT OF COMMERCE

ADDITIONAL INVENTOR(S)
Supplemental Sheset 2

Page

Name of Additional Joint Inventor, If any:

D A petition has been fifed for this unsigned inventor

Given Name (first and middle Gf any)

Family Name or Sumame

David Victor

MacFarlane

inventor's
Signature

Dol 1ol

oaeJUL 2 27005

Residence: City Waterloo

| stato Ontario

Country Canada Ciﬁzenshlpcanadian

g Agoess 295 PPillp Stroet

Mailing Address

City Waterloo

Slate

Ontario

zp N2L 308

Country Ca”?da.

Name of Additional Joint Inventor, if any:

D A petition has been filed for this unsigned Inventor

leqn Name (first and middle (if any)

Family Name or Surname

Robertson

lan M. ,
Inventor’'s M W Date .IUL 2 2 2035
Slgnmute /4“' i
Resldence City Waterloo ‘ State Ontario l Couﬁtry Canada cé?t?::r:‘ship
Maiing Address 299 Phillip Street '
Mailing Address
City Waterloo [ sueOntario l zip N2L 3W8 | o0y Canada
Name of Additional Joint Inventor, if any: O A petition has been filed for this unsigned inventor

Given Name (first and middle (if any) Family Name or Sumame

Inventor’s
Signature Date
;thr; Clly—_ S T T o State Country B “{“Citlzenship— — |
Mailing Address
Mailing Address
City Slate Zip Country

This collection of information ie reqwred by 35 U.S.C. 115 and 37 CFR 1.63. Yhs information is required to obtain or retein a bene!d by the public whuch is tofile
(and by the USPTO to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
complete, including gathering, preparing, and submitting the completed epplication form to the USPTO. Time will vary 4

to take 21
g upon the i

to
case, Any

commants on the amount of time you require to completa this form and/or suggesiions for reducing this burden, should ba sent to the Chisf Information Officer,
U.S. Patent and Trademark Office, U.S, Department of Commerce, P.0. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

If you nesd assistance in completing the form, call 1-800-PT0-9199 (1-800-786-9199) and select oplion 2.

@o13

MOBILEIRON, INC. - EXHIBIT 1004

Page 053



PTO/SBIBO (12-03)

Approved for use through 11/30/2005. OMB 0651-0035
: U.S. Patent and Trademark Olfice; U.S. DEPARTMENT OF COMMERCE

U dg/.v\ the Paperwork Red%’ﬁ n Act of 1995, no persons are required lo respond to a collection of Information untess |l displays a valid OMB contsol number,

7 .
[ r ERE@EATTORNEY TO PROSECUTE APPLICATIONS BEFORE TIIE USPTO

-

| hereby appoint:
Practilioners associated with the Customer Number: 24325
OR

I::l Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used):

Name Regislration Number

as allorney(s) or agent(s) lo represent the undersigned before the Uniled States Patent and Trademark Olffice (USPTO) in connection with
eny and all patent applications assigned only to the undersigned according to the USPTO assignment records or assignment documents
altached lo this form in accordance with 37 CFR 3.73(b).

Assignee Name and Address:
Research In Motion Limited
295 Phillip Street
Waterloo, Ontario, Canada N2L 3W8

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/96 or equivalent) is
required to be filed In each application In which this form Is used. The statement under 37 CFR 3.73(b)
may be completed by one of the practitioners appointed In this form If the appointed practitioner Is
authorlzed to act on behalf of the asslgnee, and must Identify the application in which this Power of
Altorney isto be filed.

SIGNATURE of Asslignee of Record
The individual whose signature and title is supplied below is authorized to act on behalf of the assignee

Dale E'J ,é‘ZO(.)(/

Teleph
clephone | - 19.888-7465

This colleclion of, nlovma;i{wﬁs 1equirgd By 37 CER 1.31 and 1.33. The Information Is required to oblain or retain a benelit by the public which is to file (and by the
USPTO to procgss) an afiplic tion="Confidentialily Is governed by 35 U.S.C. 122 end 37 CFR 1.14, This collection Is eslimated lo lake 3 minutes lo complete,
Including gathsfing, pméﬂ g, and submilling the completed application lorm to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require 1o complete this form and/or suggestions o teducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Yrademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Name

Signalure

7

Title

I you need assislance in compleling the form, call 1-800-PT0O-9199 and selecl oplion 2.

MOBILEIRON, INC. - EXHIBIT 1004
Page 054



FE

PTO/SB/96 (08-03)
Approved for use through 07/31/2006. OMB 0651-0031
U.S. Patent and Trademark Ofﬁce;_U.S, DEPARTMENT OF COMMERCE

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner: Neil P. Adams, et al. / Research In Motion Limited

Application No./Patent No.: 11/065,901 Filed/Issue Date: _February 25, 2005

Entitled: SYSTEM AND METHOD FOR CONFIGURING DEVICES FOR SECURE OPERATIONS

Research In Motion Limited , @ _corporation
{(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that it is:
1. the assignee of the entire right, title, and interest; or

2. [0 an assignee of less than the entire right, title and interest.
The extent (by percentage) of its ownership interest is ——— %
in the patent application/patent identified above by virtue of either:

A. [v] An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded

in the United States Patent and Trademark Office at Reel , Frame , or for which a copy thereof is
attached.
OR
B. [ ] A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as shown
below:
1. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
2. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame . or for which a copy thereof is attached.
3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.

[ ] Additional documents in the chain of title are listed on a supplemental sheet.

[ ]Copies of assignments or other documents in the chain of title are attached.
[NOTE: A separate copy (i.e., the original assignment document or a true copy of the original document)
must be submitted to Assignment Division in accordance with 37 CFR Part 3, if the assignment is to be
recorded in the records of the USPTO. See MPEP 302. 08]

“The undersxgned (whose title is supplied below) is authorized to act on behalf of the assignee.

July 26, 2005 John V. Biernacki Regn. No. 40,511
Date Typed gr printed-name
216-586-3939 Q g M
Telephone number Signature

Attorney (Agent) for Assignee
Title

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

MOBILEIRON, INC. - EXHIBIT 1004
Page 055



IN THE UNITED S

& 5 ol

In re application of:

APE

PATENT

Attorney Docket No. 555255012798

A TENT AND TRADEMARK OFFICE

Neil P. Adams, et al.

Serial No.: 11/065,901

Filing Date: February 25, 2005

For: SYSTEM AND METHOD FOR CONFIGURING DEVICES FOR
SECURE OPERATIONS

Art Unit: Not yet assigned

Examiner: Not yet assigned

Mail Stop Amendment
Commissioner For Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

In accordance with the duty of disclosure imposed by 37 C.F.R. § 1.56, applicants hereby

advise the United States Patent and Trademark Office of certain references which may be

material to the determination of patentability of the above-identified application. The references

are identified on the attached Form PTO-1449; copies are enclosed, if required. Applicants

respectfully request that these references be considered and made of record in the present

application by completing and returning the enclosed Form PTO-1449.

No fee is believed to be due for entry of this Information Disclosure Statement.

However, if any fee should be required, please charge such fee to Jones Day's Deposit Account

No. 501432, Reference No. 555255012798.

I heroy oortify chm Chis cerrespondence
is beiag deposited soday with the United
States Postal Service as first class mail in
ee envelope addressed to: Commissioger for
Patents. P.O. Box 1430, Alexandriz, VA

- Hirch 24,2004

oy,
March 24, 2006

CLI-1397136v1

Respettfylly submitted,

L L s

John V. Bfernacki Reg. No. 40,511
JONES [JAY

North Point

901 Lakeside Avenue
Cleveland, Ohio 44114
(216) 586-3939

Page 1 of 1

MOBILEIRON, INC. - EXHIBIT 1004

Page 056



PTO/SB/OBA (08-03)

Approved for use through 07/31/2006. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1985 _no ersons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO Complete if Known
Application Number 11/065,901
INFORMATION DISCLOSURE | o2 Febriary 25, 2905
First Named Inventor Neil P. Adams
STATEMENT BY APPLICANT AR Uit Not Yet Assigned
(Use as many sheets as necessary) Examiner Name Not Yet Assigned
N\_Sheet |1 [ of [2 Attorney Docket Number (565255012798
U. S. PATENT DOCUMENTS
Examiner | Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No.! MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? @ k=) Figures Appear
YS- 6202157 B1 03-13-2001  [Brownlie, et al.
US- 6732168 B1 05-04-2004 |Bearden, et al.
us-
us-
us-
uUs-
uUs-
us-
Us-
us-
uUs-
uUs-
us-
us-
uUs-
uUs-
us-
us-
uUs-
FOREIGN PATENT DOCUMENTS
Examiner Cne Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No.! Date Applicant of Cited Document Where Relevant Passages
MM-DD-YYYY Or Relevant Figures Appear | T
Country Code® "Number * "Kind Code® (if knawn)
WO 0069120 A1 11-16-2000
Examiner Date
Signature Considered

'E INER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw ine through citation if not in conformance and not
considered. Include copy of this form with next communication to apphcant ! Applicant's unique citation designation number (optional). *See Kinds Codes of
USPTO Patent Documenta at www.uspio.gov or MPEP 901.04. * Enter Office that issued the document, by the two-letter code (WIPO Standard sT.3). *

Jap patent d , the indication of the year of the reign of the Emperor must precede the serial number of the patent document. °Kind of document by
the appropriate symbols as md:caxed on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.

This collection of information is required by 37 CFR 1.97 and 1.88. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
T0: € issioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTQ-9199 (1-800-786-9198) and select option 2.

MOBILEIRON, INC. - EXHIBIT 1004
Page 057



PTO/SB/08B (08-03)
Approved for use through 07/31/2006. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
Complete if Known
Substitute for form 1449/PTO

Application Number 11/065,901

INFORMATION DISCLOSURE | Filing Date February 25, 2005
STATEMENT BY APPLICANT | First Named Inventor [ neil P. Adams
Art Unit Not Yet Assigned
(Use as many sheets as necessary) -
Examiner Name Not Yet Assigned
Sheet | 2 I of I 2 Attorney Docket Number | 555255.012798

NON PATENT LITERATURE DOCUMENTS
Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
Initials* No.' the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue T?
number(s), publisher, city and/or country where published.

International Search Report of Application No. PCT/CA2005/000294, date
of mailing June 20, 2005 - 11 pgs

Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.

1 Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.

This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 (1-800-786-9199) and select option 2.

MOBILEIRON, INC. - EXHIBIT 1004
Page 058



®

PCT

WORLD INTELLECTUAL PROPERTY ORGANIZATION
International Bureau

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(51) International Patent Classification 7 :

HO4L 12/24, 29/06 Al

(11) International Publication Number:

(43) International Publication Date:

WO 00/69120

16 November 2000 (16.11.00)

(21) International Application Number: PCT/US00/09942

(22) International Filing Date: 13 April 2000 (13.04.00)

(30) Priority Data:

09/307,332 6 May 1999 (06.05.99) us

(71) Applicant (for all designated States except US): WATCH-
GUARD TECHNOLOGIES, INC. [US/US]; Suite 200, 316
Qccidental Avenue South, Seattle, WA 98104 (US).

(72) Inventors; and

(75) Inventors/Applicants (for US only): ROTHERMEL, Peter,
M. [US/US); 3635 175th Court N.E.,, Redmond, WA
98052 (US). BONN, David, Wayne [US/US]; 12324 5th
Place West, Everett, WA 98204 (US). MARVAIS, Nick,
T. {US/US); 18524 Linden Avenue N., Apartment 306,

(81) Designated States: AE, AL, AM, AT, AU, AZ, BA, BB, BG,
BR, BY, CA, CH, CN, CU, CZ, DE, DK, EE, ES, FI, GB,
GE, GH, GM, HR, HU, ID, IL, IN, IS, IP, KE, KG, KP,
KR, KZ, LC, LK, LR, LS, LT, LU, LV, MD, MG, MK,
MN, MW, MX, NO, NZ, PL, PT, RO, RU, SD, SE, SG,
SI, SK, SL, TJ, T™, TR, TT, UA, UG, US, UZ, VN, YU,
ZA, ZW, ARIPO patent (GH, GM, KE, LS, MW, SD, SL,
SZ, TZ, UG, ZW), Eurasian patent (AM, AZ, BY, KG, KZ,
MD, RU, TJ, TM), European patent (AT, BE, CH, CY, DE,
DK, ES, FI, FR, GB, GR, IE, IT, LU, MC, NL, PT, SE),
OAPI patent (BF, BJ, CF, CG, CI, CM, GA, GN, GW, ML,
MR, NE, SN, TD, TG).

Published
With international search report.
Before the expiration of the time limit for amending the
claims and to be republished in the event of the receipt of
amendments.

Shoreline, WA 98133 (US).

(74) Agents: WHITE, James, A., D. et al,; Perkins Coie LLP, 1201
Third Avenue, Suite 4800, Seattle, WA 981013099 (US).

(54) Title: MANAGING MULTIPLE NETWORK SECURITY DEVICES FROM A MANAGER DEVICE
(57) Abstract

The present invention is directed to a facility for using a security policy manager device to remotely manage multiple network security
devices (NSDs). The manager device can also use one or more intermediate supervisor devices to assit in the management. Security for
the communication of information between various devices can be provided in a variety of ways. The system allows the manager device to
create a consistent security policy for the multiple NSDs by distributing a copy of a security policy template to each of the NSDs and by
then configuring each copy of the template with NSD-specific information. For example, the manager device can distribute the template to
multiple NSDs by sending a single copy of the template to a supervisor device associated with the NSDs and by then having the supervisor
device update each of the NSDs with a copy of the template. Other information useful for implementing security policies can also be
distributed to the NSDs in a similar manner. The system also allows a manager device to retrieve, analyze and display all of the network
security information gathered by the various NSDs while implementing security policies. Each NSD can forward its network security
information to a supervisor device currently associated with the NSD, and the manager device can retrieve network security information of
interest from the one or more supervisor devices which store portions of the information and then aggregate the retrieved information in an
appropriate manner.

MOBILEIRON, INC. - EXHIBIT 1004

Page 059



Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PCT,

Albania
Armenia
Austria
Australia
Azerbaijan
Baosnia and Herzegovina
Barbados
Belgium
Burkina Faso
Bulgaria

Benin

Brazil

Belarus

Canada

Central African Republic
Congo
Switzerland
Céte d'lvoire
Cameroon
China

Cuba

Czech Republic
Germany
Denmark
Esionia

ES
FI
FR
GA
GB
GE
G
GN
GR
HU
IE
1L
18
iT
P
KE
KG
Kp

KR
Kz
LCc
u

LK
LR

FOR THE PURPOSES OF INFORMATION ONLY

Spain

Finland

France

Gabon

United Kingdom
Georgia

Ghana

Guinea

Greece

Hungary

Ireland

Israel

leeland

Ttaly

Japan

Kenya
Kyrgyzstan
Democratic People’s
Republic of Korea
Republic of Korea
Kazakstan

Saint Lucia
Liechtenstein

§ri Lanka

Liberia

LS
LT
Lu
Lv
MC
MD
MG
MK

Lesotho

Lithuania
Luxembourg

Latvia

Monaco

Republic of Moldova
Madagascar

The former Yugoslav
Republic of Macedonia
Mali

Mongolia

Mauritania

Malawi

Mexico

Niger

Netherlands

Norway

New Zealand

Potand

Portugal

Romania

Russian Federation
Sudan

Sweden

Singapore

S1
SK
SN
sz
™
TG
TJ
™
TR
Ly
UA
UG
us
vz
VN
YU
w

Slovenia

Slovakia

Senegal

Swaziland

Chad

Togo

Tajikistan
Turkmenistan
Turkey

Trinidad and Tobago
Ukraine

Uganda

United States of America
Uzbekistan

Vier Nam
Yugoslavia
Zimbabwe

MOBILEIRON, INC. - EXHIBIT 1004

Page 060



10

15

20

25

WO 00/69120 . PCT/US00/09942

MANAGING MULTIPLE NETWORK SECURITY DEVICES
FROM A MANAGER DEVICE

TECHNICAL FIELD
The present invention relates generally to communicating information
between bomputers, and more particularly to using a manager device to remotely manage

multiple network security devices,

BACKGROUND OF THE INVENTION

As computer systems and other network devices (e.g., printers, modems,
and scanners) have become increasingly interconnected, it is increasingly important to
protect sensitive information (e.g., confidential business data, access information such as
passwords, or any type of data stored on certain devices) stored on one network device
from unauthorized retrieval by other network devices. The prevalence of the Internet and
the growth of the World Wide Web have only exacerbated this issue.

One way to address this issue involves the use of network security devices
(“NSDs™) which attempt to control the spread of sensitive information so that only
authorized users or devices can retrieve such information. Some types of NSDs, such as
firewalls and security appliances, have a group of one or more trusted network devices (or
networks consisting of trusted network devices) which the NSD attempts to protect. from
unauthorized external access. These NSDs monitor network information passing between
external network devices and the devices in their group of trusted or internal devices. In
addition, these NSDs typically implement a specified security policy by preventing the
passage of unauthorized network information between the external and the trusted devices.

Those skilled in the art will appreciate that network information can be
transmitted in a variety of formats. For example, network information is often transmitted
as a series of individual packets of information, such as TCP/IP (Transfer Control

Protocol/Internet Protocol) packets. While such packets will typically include the network

MOBILEIRON, INC. - EXHIBIT 1004

Page 061



10

15

20

25

WO 00/69120 PCT/US00/09942

address (e.g., IP address) of the device to receive the information, other data about the
network information (e.g., the specific type of information being requested or sent) may be

difficult to ascertain.

While a properly configured NSD can protect information stored on or

accessible from trusted devices, it can be difficult to configure NSDs so that they correctly

implement the desired security policies. One source of difficulty in configuring NSDs
arises from the large number of types of network information which may be encountered.
For example, there are a large number of network services and protocols which external
devices may attempt to provide to trusted devices or access from trusted devices.

Such network services and protocols include, but are not limited to, Archie,
auth (ident), DCE-RPC (Distributed Computing Environment Remote Procedure Call),
DHCP (Dynamic Host Configuration Protocol) Client and Server, DNS (Domain Name
Service), finger, FTP (File Transfer Protocol), gopher, H.323, HTTP (HyperText Transfer
Protocol), Filtered-HTTP, Proxied-HTTP, ICMP (Internet Control Message Protocol),
NNTP (Network News Transfer Protocol), NTP (Network Time Protocol), ping, POP (Post
Office Protocol) 2 and 3, RealNetworks, rlogin, rsh (Remote SHell), SMB (Simple Block
Messaging), SMTP (Simple Mail Transfer Protocol), SNMP (Simple Network
Management Protocol), syslog, ssh (Secure SHell), StreamWorks, TCP/IP, telnet, Time,
traceroute, UDP (User Datagram Protocol), VDOLive, WAIS (Wide Area Information
Services), whois, and other device-specific services. Those skilled in the art will appreciate
the uses and details of these services and protocols, including the device ports typically
used with the services and protocols and the specified format for such information (e.g., the
TCP/IP packet definition).

Another source of difficulty in configuring NSDs arises from the variety of
ways to handle network information of different types. For example, for each type of
service or protocol, a NSD may wish to take different actions for (e.g., allow passage of,
deny passage of, or otherwise manipulate) the corresponding network information of that

service or protocol. The decision to take these different actions can also be based on
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additional factors such as the direction of information flow (i.e., whether the network
information is passing from a trusted device or to a trusted device) or on the basis of the
sender or the intended recipient of the information (e.g., whether the network information
is passing from or to specific network devices or is passing from or to any network device
of a specified class, such as any external device).

The types of actions to be taken for the monitored network information
(based on the various factors such as the services and protocols being used, the direction of
the information flow, and the classes of devices of the sender and the intended recipient)
provide an initial incomplete security policy. Various device-specific information is
necessary to configure a particular NSD with a specific security policy that can be
implemented by the device. The device-specific information which must typically be
specified to create a specific security policy includes, for example, the network address of
the NSD and the network addresses of some or all of the trusted devices. If a particular
network service is to be provided to external devices by a trusted device, such as FTP
access, information abdut the trusted FTP server must also be available to the NSD.

A user such as a system administrator typically defines the specific security
policy for a NSD by determining the services and protocols of interest and then configuring
the NSD to protect the trusted devices as appropriate. However, configuring an NSD can
be time-consuming, and any mistakes in the configuration (e.g., failure to define how a
particular service should be handled, or allowing default behaviors to allow passage of
network information) can compromise the ability of the NSD to protect sensitive
information. Thus, the need for system administrators to configure each NSD can cause
various problems.

When it is necessary to configure large numbers of NSDs, such problems
are only exacerbated. If the security policies across some or all of the NSDs should be
consistent (e.g., multiple devices in use by a siﬁgle company), the likelinood of mistakes
increases. If the system administrator merely copies the specific security policy from one

NSD to another, mistakes may occur in re-specifying the various NSD-specific
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configuration information. Alternately, if the system administrator attempts to re-create the
general security policy independently on each NSD, various mistakes may occur such as
neglecting to configure a type of service or incorrectly configuring the actions for such a
type.

In addition to implementing security policies which may restrict the passage
of some network information, NSDs typicaliy gather network security information about
events of interest, including encountering types of network information that is encountered
as well as various actions taken by the NSD. The network security information can be
displayed to users such as system administrators so that they can verify that the security
policy is correctly implemented, produce reports about the types and quantities of network
information that is allowed to pass and that is blocked from passage, and identify when
external activities of concern (e.g., a hacker attack on the NSD) are occurring. NSDs
typically maintain a local storage, often referred to as a log, of the security information that
they gather.

Some NSDs include computer software components executing on general-
purpose or dedicated computer hardware. For such an NSD, the executing software
components assist in implementing the specific security policies defined for the NSD. Use
of software components allows the operation of the NSD to be upgraded in an efficient
manner by replacing some or all of the existing software components with new software
components. Such new software is typically distributed via physical media such as CDs or

optical disks, and is loaded onto the NSD by an individual such as a system administrator.

SUMMARY OF THE INVENTION

Some embodiments of the present invention provide a facility for using a
security policy manager device to remotely manage multiple network security devices
(NSDs). In some embodiments, the manager device uses one or more intermediate
supervisor devices to assist in the management. Security for the communications between

the manager device, supervisor devices, and NSDs can be provided in a variety of ways.
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The facility allows the manager device to create a consistent security policy
for the multiple NSDs by distributing a copy of a security policy template to each of the
NSDs and by then configuring each copy of the template with NSD-specific information.
For example, the manager device can distribute the template to multiple NSDs by sending a
single copy of the template to a supervisor device associated with the NSDs and by then
having the supervisor device update each of the NSDs with a copy of the template. Other
information useful for implementing security policies for the NSDs, such as software
components to be executed by the NSDs, can also be distributed by the manager device to
the NSDs in a similar manner.

The facility also allows a manager device to retrieve, analyze and display
the network security information. gathered by the various NSDs while implementing
security policies. Each NSD can forward its network security information to a supervisor
device currently associated with the NSD, and can switch supervisor devices if the current
supervisor device becomes unavailable. When the manager device desires the network
security information for an NSD, the manager device contacts the one or more supervisor
devices which store portions of the network security information of interest, retrieves the
various portions of the network security information, and then aggregates the retrieved

information in an appropriate manner.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram illustrating an embodiment of the Network
Security Device Management (NSDM) system of the present invention.

Figure 2 is a block diagram illustrating the flow of network security
information from a network security device (NSD) to the manager device.

Figures 3A-3H are examples of security policy templates.

Figures 4A-4H are an example of network security information generated by

implementing a specific security policy.
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Figures SA-SD are examples of a manager device’s hierarchical view of
multiple supervisor devices and NSDs and of corresponding configuration and network
information.

Figure 6 is an example of one or more NSD software components which can
be distributed by a manager device.

Figure 7 is an exemplary flow diagram of an embodiment of the Network
Security Device routine.

Figure 8 is an exemplary flow diagram of an embodiment of the Filter
Network Packets subroutine.

Figure 9 is an exemplary flow diagram of an embodiment of the Generate
Network Security Information subroutine.

Figure 10 is an exemplary flow diagram of an embodiment of the Respond
To Management Message subroutine.

Figure 11 is an exemplary flow diagram of an embodiment of the Supervisor
Device routine.

Figure 12 is an exemplary flow diagram of an embodiment of the Process
NSD Message subroutine.

Figure 13 is an exemplary flow diagram of an embodiment of the Process
Manager Or Supervisor Device Message subroutine.

Figures 14A and 14B are exemplary flow diagrams of an embodiment of the

Manager Device routine.

'DETAILED DESCRIPTION OF THE INVENTION

An embodiment of the present invention provides a method and system for

using a manager device to remotely manage multiple network security devices. In

particular, the Network Security Device Management (NSDM) system allows a security
policy manager device to create a consistent security policy for multiple network security

devices (NSDs) by distributing a copy of a security policy template to each of the NSDs
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and by then configuring each copy of the template with NSD-specific information. Other
information useful for implementing security policies for the NSDs, such as software
components to be executed by the NSDs or lists of devices from whom information is to be
blocked, can also be distributed by the manager device to the NSDs in a similar manner.
The NSDM system also allows a manager device to retrieve, analyze and display the
network security information gathered by the various NSDs while implementing security
policies. In some embodiments, the manager device uses one or more intermediate
supervisor devices to assist in managing the multiple NSDs.

Security policy templates can be defined by a user of the manager device
and then used to implement consistent network security policies across multiple NSDs
while reducing the risk of configuration error. Each template defines default network
information filtering rules for various common services and protocols, and uses defined
aliases to represent various specific devices of interest for a particular NSD. Security
policy templates are discussed in greater detail below, as well as in the co-pending U.S.
Patent Application entitled “GENERALIZED NETWORK SECURITY POLICY
TEMPLATES FOR IMPLEMENTING SIMILAR NETWORK SECURITY POLICIES
ACROSS MULTIPLE NETWORKS,” filed May 6, 1999, incorporated herein by
reference.

In order to remotely manage multiple NSDs, a manager device can use one
or more intermediate supervisor devices. For example, after a security policy template is
defined, the manager device can distribute the template to multiple NSDs by sending a
single copy of the template to a supervisor device associated with the NSDs and by then
having the supervisor device update each of the NSDs with a copy of the template. Each of
the NSD template copies can then be configured with NSD-specific information from one
or more of a variety of sources, such as by the manager device, by a local user such as a
system administrator, or automatically such as with DNS information. In particular, aliases
in the template copy on a particular NSD can be replaced with information about the

specific corresponding devices that are protected by the NSD, and NSD-specific access
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information can also be specified. For example, an alias for an HTTP server can be
replaced with the specific network address and name of the actual HTTP server.

Other information useful for implementing security policies for the NSDs,

such as software components to be executed by the NSDs, lists of devices to be blocked

(i.e., to block information flowing from and/or to the device), or updates to existing
templates in use, can also be distributed by the manager device to the NSDs in a similar
manner via the supervisor devices. Such information can also be configured with NSD-
specific information if necessary in the manner described above. Those skilled in the art
will appreciate that configuration of an NSD can occur not only when the NSD is initially
installed, but also at later times. In addition to providing information to the NSDs, the
manager device can also provide various types of information to the supervisor devices
(e.g., software updates for software executing on the supervisor devices).

One or more intermediate supervisor devices can also assist the manager

device in retrieving, analyzing and displaying the network security information gathered by

 the various NSDs. As each NSD executes and implements its speciﬁc security policy, the

NSD gathers network security information about its activities and about the network
information that is monitored. Each NSD forwards its network security information to a
host supervisor device currently associated with the NSD so that the supervisor device can
host the network security information by storing and/or processing it. If the supervisor
device currently associated with an NSD becomes unavailable, the NSD instead forwards
its network security information to one or more alternate host supervisor devices. In this
manner, even if one supervisor device becomes unavailable, the network security
information for the NSDs that were associated with the supervisor device is not lost. When
the manager device wants to retrieve the network security information for an NSD, the
manager device contacts the one or more supervisor devices which store portions of the
network security information of interest, retrieves the various portions of the network
security information, and then aggregates the retrieved information in an approprate

manner.
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In some embodiments, the manager device and supervisor devices are
external devices. Security for the communications between the manager device, supervisor
devices, and NSDs can be provided in a variety of ways. For example, any of the
information transmitted between the NSDs and the supervisor devices and between the
supervisor devices and the manager device can be protected from unauthorized access by
encrypting the information (e.g., using Data Encryption Standard (DES) in Cipher Block
Chaining (CBC) mode). In addition, various schemes can be used to ensure that NSDs and
supervisor devices provide information only to authorized devices or users, such as by
using passwords, hashing passwords to produce keys, challenge/response, shared secrets,
digital IDs, or a list of devices defined as being authorized to request and/or receive
information. Part of the NSD-specific conﬂguratioﬁ of each NSD can include associating
one or more supervisor devices authorized to communicate with the NSD, as well as
providing specific information about how the communication is to occur. User
authentication can be performed in a variety of ways, such as by using WINDOWS NT™
Domain Users and Groups RADIUS user authentication, or CRYPTOcard.

Referring now to Figure 1, an embodiment of the Network Security Device
Management (NSDM) system 100 includes a security policy manager device 110 able to
communicate with multiple supervisor devices 120 and 160, also referred to as host devices
or event processors. Each supervisor device is associated with multiple NSDs, with
supervisor device 120 associated with NSDs 130 through 140 and with supervisor device
160 associated with NSDs 161 through 162. Each NSD protects one or more trusted
devices from external devices, such as NSDs 130 and 140 protecting devices (not shown)
in internal networks 135 and 145 respectively from devices (not shown) in external
network 190. For the sake of brevity, supervisor device 160 and NSDs 161 through 162
are not described in detail.

In some embodiments, additional classes of devices which the NSD will
protect are defined, with different security policies defined for each class of devices. For

example, internal devices which are in direct communication with external devices (e.g.,

MOBILEIRON, INC. - EXHIBIT 1004

Page 069



10

15

20

25

WO 00/69120 PCT/US00/09942

10

HTTP and FTP servers) may be specified in an optional class. Optional devices are
typically afforded some level of trust greater than external devices but less than trusted
devices, such as by monitoring some communications between optional and trusted
devices. Thus, security policy templates and specific security policies can be viewed as
defining levels of trust given to various specific devices or classes of devices.

Each NSD has a supervisor device which is designated as the primary
supervisor device for that NSD. For example, supervisor device 120 is the primary
supervisor for NS§Ds 130 through 140, and those NSDs store information about supervisor
device 120 (e.g., the device’s network address) with their respective specific security
policy information 133 and 143 on storage devices 131 and 141. In a similar manner,
supervisor device 160 is the primary supervisor for NSDs 161 through 162. NSDs 130 and
140 also store any required access information (e.g., one or more unique passwords which
supervisor device 120 must provide in order to gain access to the NSDs) along with their
respective device access information 134 and 144. The NSD-specific access information
and primary supervisor device information can also optionally be stored by the manager
device along with its supervisor device and NSD access information 115 and specific
security policy information 116 respectively. Those skilled in the art will appreciate that
storage devices 131 and 141 can be implemented in a variety of ways, such as by using
local or remote storage, and by using a variety of storage media (e.g., magnetic disk, flash
RAM, etc.).

The manager device has one or more input/output devices 118 (such as a
display) to enable a user (not shown) to interact with the manager device. The manager
device also stores a variety of information on storage device 111, including one or more
NSD software updates 112, security policy templates 113, and aggregated network security
information 114 from one or more NSDs. The manager device also optionally stores
supervisor device and NSD access information 115 (e.g., passwords and a decryption key
for stored information) as well as specific security policy information 116 (including NSD-

specific configuration information) for one or more NSDs. Those skilled in the art will
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appreciate that storage device 111 can be implemented in a variety of ways, such as by
using local or remote storage, and by using a variety of storage media (e.g., magnetic disk,
flash RAM, etc.).

When a user of the manager device desires to establish or modify a security
policy for one or more NSDs such as NSDs 130 and 140, the user first selects one of the
security policy templates 113 or creates a new security policy template. Security policy
templates are discussed in greater detail below with respect to Figure 3. The manager
device then determines the one or more primary supervisor devices for the NSDs of
interest, such as by retrieving this information from its specific security policy information
116. If this information is not stored by the manager device, the manager device can obtain
the information in a variety of ways, such as by querying the NSDs of interest or by
querying the various known supervisor devices.

After the one or more primary supervisor devices are known, the manager
device sends a single copy of the security policy template to each of the primary supervisor
devices. For example, if the NSDs 130 and 140 are selected, a copy of the template is sent
to supervisor device 120. The primary supervisor devices then send a copy of the security
policy template to each of the selected NSDs. Each NSD stores its copy of the security
policy tempiate with the NSD’s specific security information.

Each NSD’s copy of the security policy template can then be configured
with information specific to the NSD. For example, information about specific devices of
interest from internal network 135 will be retrieved, and will be used to configure the
security policy template for NSD 130. This NSD-specific information will be used to
configure the security policy template into a specific security policy for the NSD, and the
information will be stored with the specific security policy information for the NSD. The
NSD-specific configuration can be conducted by a user via the manager device, by a local
user such as a system administrator for the NSD, or automatically via a device-identifying

service such as DNS.

MOBILEIRON, INC. - EXHIBIT 1004

Page 071



10

15

20

25

WO 00/69120 PCT/US00/09942

12

When a user of the manager device desires to initially load or modify the
software to be executed by one or more NSDs such as NSDs 130 and 140, the user first
selects the software of interest, such as from NSD software updates information 112. The
user can update some or all of the software components used by the NSDs. The manager
device then distributes the software components to the NSDs in the same manner as for the
security policy templates, including configuring the copies of the software with NSD-
specific information if necessary. Each NSD stores the software, such as NSDs 130 and
140 storing their software with their security device software 132 and 142 respectively.
The NSDs will implement the defined specific security policy by executing the software
and using the stored specific security policy information. Those skilled in the art will
appreciate that other types of information other than security policy templates and software
can be distributed from the manager device to the NSDs in a similar manner.

As the NSDs execute their specific security policies, they gather various
network security information of interest. Each NSD forwards its network security
information to its primary supervisor device for storage. The network security information
can be forwarded to the supervisor device in a variety of ways, such as immediately upon
generation, on a periodic basis, or when the supervisor device requests the information.
For example, NSDs 130 and 140 forward their network security information to supervisor
device 120 for storage in the supervisor device’s network security information log 125. If
supervisor device 120 becomes unavailable, NSDs 130 and 140 will forward their network
security information to another supervisor device, such as supervisor device 160.
Supervisor device 160 stores the network security information it receives in network
security information log 165. Thus, each supervisor device maintains one or more logs
containing network security information sent by NSDs associated with the supervisor
device.

When a user of the manager device desires to see the network security
information of an NSD such as NSD 120, the manager device retrieves the network

security information from each supervisor device which stores any of the network security
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information (e.g., any security information generated between two specified times, or all
security information that is available). The manager device can determine these one or
more supervisor devices in a variety of ways. For example, each of the supervisor devices
can periodically inform the manager device of the NSDs which are currently associated
with the supervisor device, and the manager device can store this information with its
specific security policy information 116. The manager device can then aggregate the
network security information that is retrieved from multiple supervisor devices in a variety
of ways, such as chronologically, by event type, etc. This aggregated network éecurity
information can be stored by the manager device in the aggregated network security
information 114 of the manager device, either individually or with the security information
of other NSDs. _

Those skilled in the art will appreciate that each device of the NSDM
system may be composed of various components such as a CPU, memory, input/output
devices (e.g., a display and a keyboard), and storage (e.g., a hard disk or non-volatile flash
RAM). In addition, those skilled in the art will appreciate that the described embodiment
of the NSDM system is merely illustrative and is not intended to limit the scope of the
present invention. The system may contain additional components or may lack some
illustrated components. In particular, there may be multiple manager devices and/or
multiple hierarchical layers of supervisor devices such that some supervisor devices
supervise other supervisor devices. Alternately, the manager device and one or more
supervisor devices may be implemented as a single computer system such that the manager
device communicates directly with NSDs. Also, in some embodiments the devices which
host network security information for the NSDs can be separate devices from those which
supervise and send management information to the NSDs. Accordingly, the present
invention may be practiced with other configurations.

Referring now to Figure 2, an embodiment of the NSDM system is used to
illustrate how network security information from an NSD is stored by multiple supervisor

devices. In some embodiments, each NSD has not only a primary supervisor device which
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is associated with the NSD, but also one or more additional associated supervisor devices
(e.g., secondary and tertiary devices, or multiple secondary devices). As with the primary
supervisor device, these additional supervisor devices for an NSD can be specified in a
variety of ways, such as by a user of the manager device during configuration of the NSD
or automatically based on a variety of criteria (e.g., geographic proximity to the NSD,
capacity of the supervisor device, etc.). Each NSD can store information about the
additional supervisor devices with their specific security policy information, as well as any
required access information for the additional supervisor devices along with their device
access information. _

As is discussed above with respect to Figure 1, supervisor device 120 has
been designated as the primary supervisor device for NSD 130. As is illustrated in Figure
2, two other supervisor devices have also been associated with NSD 130. In particular,
supervisor device 160 has been designated as a secondary supervisor device for NSD 130,
and supervisor device 210 has been designated as a tertiary supervisor device. Those
skilled in the art will appreciate that any number of supervisor devices could be associated
with any given NSD, and that different NSDs can have different groups of associated
supervisor devices. Supervisor devices 160 and 210 maintain network security information
logs 165 and 215 respectively, and supervisor devices 120, 160 and 210 are all able to
communicate with security policy manager device 110.

As is illustrated, NSD 130 protects multiple trusted devices 220 through 230
in internal network 135 from external devices in external network 190 (not shown). As
NSD 130 implements its specific security policy and notes events of interest, it gathers
various network security information related to the events. When NSD 130 has network
security information that is to be transmitted to a supervisor device for storage, NSD 130
first determines if primary supervisor device 120 is available to host the information (e.g.,
by sending a status query message to the device). If primary supervisor device 120 is able

to receive network security information from NSD 130 and has the capacity to store the
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information, NSD 130 sends the network security information to supervisor device 120 for
storage in the network security information log 125.

If, however, primary supervisor device 120 is not available to host the
network security information from NSD 130, the NSD determines an alternate host
supervisor device (referred to as a “fail-over”). Since supervisor device 160 has been
designated as the only secondary supervisor device, NSD 130 determines if that supervisor
device is available to host the network security information. If so, supervisor device 160
becomes the supervisor device currently associated with NSD 130, and the NSD forwards
the information to the supervisor device. If supervisor device 160 is not available, the NSD
determines a next supervisor device (e.g., supervisor device 210) to check for availability.
In this manner, the network security information for a single NSD may be stored across
multiple host supervisor devices. As discussed above, the manager device can be informed
as to the NSDs currently associated with each supervisor device in a variety of ways, such
as by the supervisor devices or the NSDs periodically sending status messages to the
manager device.

The details of how the fail-over process works can be implemented in a
variety of ways. For example, in some embodiments after NSD 130 has switched its
current association to an alternate supervisor device such as supervisor device 160, NSD
130 will continue to use that supervisor device as its host device until that supervisor
device becomes unavailable. Alternately, the NSD could instead continue to try to send
network security information to its primary supervisor device even if the current supervisor
device remains available, such as by periodically checking the availability of the primary
supervisor device or by first attempting to send each portion of network security
information to the primary supervisor device. In addition, if an alternate supervisor device
such as supervisor device 160 becomes unavailable, NSD 130 could first check the primary
supervisor device for availability before checking other alternate supervisor devices, or

could instead check the next supervisor device (supervisor device 210) that is associated
with the NSD.
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Those skilled in the art will also appreciate that fail-over among multiple
supervisor devices can occur in a variety of ways. For example, additional supervisor
devices can be associated with an NSD only when needed, such as when the primary
supervisor device becomes unavailable. In addition, the NSDs may use a currently
associated host supervisor device for reasons other than storing network security
information, such as for forwarding messages to the manager device or to other NSDs.

Figures 3A-3H are examples of security policy templates. Figure 3A is a
conceptual diagram illustrating the generation from a single security policy template of
specific security policies for each of several NSDs and their respective internal networks.
A security template 300 is first generated, such as by a user of the manager device. Then,
for each of a number of different networks 315, 325, 335, etc., the user generates a network
profile containing NSD-specific information for implementation by the NSD protecting
that network. These network.profiles are shown as network profiles 310, 320, 330, etc. In
order to generate the specific security policy for each network, the security policy template
is combined with the network proﬁlé for that network. For example, in order to create
security policy 315 for network 1, the security policy template 300 is combined with
network profile 310 for network 1.

Figure 3B is a conceptual diagram illustrating the creation of a security
policy in greater detail. In particular, Figure 3B shows the creation of security policy 315
for network 1 shown in Figure 3A. Figure 3B shows that the security policy template 300
contains a number of security policy filter rules, including security policy rule 301.
Security policy rule 301 specifies that outgoing FTP connections are allowed only from
network elements defined as being within the “InformationServices” alias. While only one
security policy rule is shown in security policy template 300 to simplify this example,
security policy templates often have a larger number of such security policy rules.

The network profile 310 for network 1 contains a definition of the
“InformationServices” alias 311. It can be seen that this definition defines tﬁe

“InformationServices” alias to include the network elements at the following IP addresses:
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220.15.23.52

220.15.23.53

220.15.23.97
In general, a network profile contains an alias definition like alias definition 311 for each
alias used in the security policy template.

When the security policy template 300 and the network profile 310 for
network 1 are combined to create the security policy 315 for network 1, the facility
replaces the “InformationServices” alias in rule 301 with the network addresses listed for
the “InformationServices” alias in definition 311. Doing so produces rule 316 in the
security policy 315 for network 1, which indicates that outgoing FTP connections are
allowed only from the network elements having IP addresses 220.15.23.52, 220.15.23.53,
and 220.15.23.97. In the same manner, for each additional rule in security policy template
300, each occurrence of an alias is replaced with the network addresses of the network
elements defined to be within the alias in the network profile 310 for network 1. As a
result, the rules in security policy 315 for network 1, which are to be implemented in
network 1, specifically refer to network elements within network 1. In this sense, they
differ from the rules in security policies 325 and 335, which specifically refer to network
elements within networks 2 and 3, respectively.

Figures 3C-3H provide exemplary graphical user interface screens such as
may be provided by a manager device to assist in defining security policy templates.
Referring now to Figure 3C, a variety of aliases are available to be used in creating security
policy templates. Note that aliases may be related to services and protocols (e.g., H323 and
FTP) as well as to conceptual identifications of one or more network devices such as may
be based on a particular NSD customer’s network (e.g, Accounting, Marketing,
Production, Sales, and TopMgmt). As is illustrated, filter rules have been defined for the
H323 and FTP aliases. Referring now to Figure 3D, a specific filter rule such as for a
particular service is illustrated in detail, allowing control for incoming and outgoing

packets based on specific senders and recipients. Each filter rule can include associated
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information as to whether to generate network security information when the rule applies
(e.g., via the Logging button). Referring now to figure 3E, an interface for defining aliases
is shown along with a list of various defined exemplary aliases.

Referring now to Figure 3F, an example of a user interface for configuring a
security policy template for a specific NSD of a particular customer is shown. In
particular, a filter rule for the available service ping is shown. In the illustrated
embodiment, a WatchGuard service has also been defined to manage communications
between the NSD and supervisor devices. Configuring the NSD can include specifying
Contact Information for the customer (e.g., company name, contact person, customer ID,
etc.), Identification and Access information (e.g., the NSD name and serial number, the
NSD external IP address, a modem number that is used by the NSD, etc.), Network
Configuration information (e.g., IP addresses for the default gateway and for the trusted,
external and optional interfaces, as well as hosts and networks related to each of the
interfaces), Out Of Band (OOB) information to specify how to communicate with the NSD
in ways other than through the external network (e.g., via a modem or serial port), Route
information (e.g., network routing information when the customer uses a router to connect
one or more secondary networks to a network behind the NSD), Authentication
information to specify how user and/or device authentication will be performed, Log Host
information about the one or more supervisor devices associated with the NSD (e.g, a list
of supervisor devices in order of precedence, with the primary supervisor device first, as
well as password and other access information needed to interact with the devices), and
Miscellaneous information such as the current time zone.

Figures 3G and 3H provide exemplary information related to events of
iqterest and the specifying of network security information of interest. Referring first to
Figure 3H, various configuration information for an HTTP proxy service is shown,
including types of information which may be denied passage (e.g., submissions, JAVATM
or ACTIVEX™ applets, and various types of information such as audio, images, text, and

video) as well as whether to log network security information about accesses of the service.
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Referring now to Figure 3G, a GUI is shown for specifying how to generate network
security information, such as for a filter rule or service, and how to notify indicated users or
devices of the network security information.

Those skilled in the art will appreciate that this information is provided for
exemplary purposes only, and that the invention is not limited to the specific details
discussed.

Figures 4A-4H provide an example of various network security information
and NSD status information generated by implementing a specific security policy. Those
skilled in the art will appreciate that network security information can include a variety of
types of information about packets of interest, such as the direction, network interface, total
length, protocol, header length, time to live, source IP address, destination IP address,
source port, destination port, ICMP type and code, information about IP fragmentation,
TCP flag bits, and IP options. The network security information can also include
information about the logging itself, such as a time stamp, the action taken after applying
filter rules, and information about the supervisor/host device such as the device name,
corresponding process name, and corresponding process ID.

Those skilled in the art will also appreciate that this information is provided
for exemplary purposes only, and that the invention is not limited to the specific details
discussed.

Figures 5A-5D provide examples of a GUI displaying to a user of a manager
device a hierarchical view of multiple supervisor devices and NSDs as well as
corresponding configuration and network information.

Referring now to Figure SA, a manager device (“Network Operations
Center”), two supervisor devices (“WEP_1" and “WEP 2”), and seven NSDs
(“Computer_Enterprises,” “Bilington_Insurance,” “General_Automotive,” “Fields_Bank,”
“Starr Manufacturing,” “Vision_Cable,” and “Gray_Design_Group”) are illustrated in the
upper left pane of the GUL. The first three NSDs are currently associated with the WEP_1|

supervisor device, and the next four NSDs are currently associated with the WEP_2
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supervisor device. The hierarchical arrangement allows devices to be accessed in a variety
of ways, such as by selecting all of the security devices associated with a supervisor device
by merely selecting or indicating the supervisor device. Note that supervisor devices and
their associated security devices can be organized in a variety of ways, such as by
geographical proximity or by conceptual similarity (e.g., grouping customers based on
similar types of business).

As is illustrated by the icons shown beside the devices in the left pane, a
variety of information about the devices can be displayed graphically (e.g., type of device
and connection status). In addition, as is shown in the right pane of the GUI, various
information about the supervisor devices and NSDs can be displayed textually (e.g., the IP
address, connection status, and phone number). The current contents of the right pane
indicate that a variety of specific information can be displayed for a particular security
device (in this example, “Computer_Enterprises™). Similarly, other information accessible
to the device executing the GUI can be displayed, such as the available security policy
templates shown in the lower left pane.

In addition to the currently displayed information, other tools and
information can also be accessed via the GUI (e.g., via the top-level menus, pop-up menus
for particular displayed items, via the toolbar, etc.). For example, other available tools
include the Security Management System (SMS) tool provides a GUI for viewing and
modifying the existing security policy, as well as access to higher-level functions such as
adjusting proxy settings, customizing web surfing rules and configuring a VPN. The SMS
tool allows a user to specify access information for an NSD, examine or edit the
configuration information of an NSD, save NSD configuration information either locally or
on an NSD, add and delete services for the NSD, specify network-specific addresses for the
NSD, set up logging and notification details about network security information, define

default packet handling rules, block network information passing to or from ceriain IP

" addresses and port numbers, set up IP masquerading so that the NSD presents its IP address

to the external network in lieu of any specific internal network addresses, set up port
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forwarding so that the NSD redirects incoming packets to a specific masqueraded device in
the internal network based on the desﬁnation port numbers of the packets, determine the
level of security for incoming and outgoing sessions using proxy services, and organize the
internal network by defining aliases, defining groups of internal devices, and defining
groups of users (e.g., with different levels of access privileges).

Other tools also include the Status Viewer for retrieving specific status
information about an NSD (e.g, version information, uptime, memory usage, active
connections, etc.), the Log Viewer for displaying network security information, the Host
Watch for providing a graphical view of real-time connections between an NSD’s trusted
and external networks, the Service Watch for graphing the number of connections of
service, the Mazameter for displaying real-time bandwidth usage for a particular NSD
interface, and the Historical Reporting to run NSD reports related to exceptions (such as:
denied packets), usage by supervisor device, service, or session, time series reports,
masquerading information reports, and URL reports.

Figure 5B provides an example of a GUI for a Host Watch tool that provides
a graphical view of real-time connections, and Figures 5C and 5D provide examples of
GUISs for a Status Viewer tool. Figure 5C indicates various users associated with specific
IP addresses, and Figure 5D includes information about IP addresses and ports which are
currently blocked.

Those skilled in the art will also appreciate that this information is provided
for exemplary purposes only, and that the invention is not limited to the specific details
discussed.

Figure 6 is an example of one or more NSD software components which can
be distributed by a manager device to an NSD. In the illustrated embodiment, the NSD is a
security appliance device capable of executing the Linux operating system. In addition to
implementing a specific security policy that generates network security information, the
NSD can also perform additional tasks, such as providing support for Virtual Private

Networks (VPNs). The NSD software components include a version of the Linux OS
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kernel 610 which is capable of executing on the NSD to provide various OS functionality
(e.g., TCP/IP support, network drivers, etc.). The OS software component can also include
an application programming interface (API) so that various other software components can
interact with the OS kernel in a consistent manner.

One software component which interacts directly with the OS is the packet
filter engine 615. The packet filter engine implements the specific security policy for the
NSD, and interacts with various other software components including the firewall 630,
proxies for various network services 635, and authentication software 640. The firewall
component can provide a variety of functions such as configuring security policy filter
rules, providing an interface to implement communication and access security (e.g., via
encryption), launching proxies for various network services, and communicating with
management software of the NSD client (e.g., a business which owns the trusted devices
protected by the NSD). The firewall component can provide a client API 645 which client
computers can contact, or can instead communicate with such an API provided by the
client. The various network service proxies can provide a variety of information about the
activities and configuration of the proxies, and the authentication software can ensure that
users or devices provide the necessary access information before gaining access to the NSD
or being able to receive information (e.g., network security information) from the NSD.

Other software components which interact directly with the OS include
various functionality-specific drivers (e.g., VPN drivers) 620, and various service and
protocol drivers (e.g., TCP/IP driver) 625. Most functionality-specific drivers will also
have a corresponding software component which implements the functionality and which
interacts with the driver, such as the VPN software 650 interacting with driver 620.
Similarly, one or more software components may be associated with the service and
protocol drivers to implement or provide support for those protocols and services, such as
the initialization program 655 interacting with drivers 625.

It is also possible for some software components to execute on the NSD in a

manner such that they do not directly interact with other software components. For
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example, the network security information logging component 660 provides network
security information to supervisor devices. While the logging component could interact
with other components such as the packet filter engine to retrieve the network security
information of interest, the logging component could also retrieve the information from a
temporary local storage without such direct interaction. The logging component can
provide a supervisor device API 670 which supervisor devices can contact, or can instead
communicate with such an API provided by the supervisor devices. As with the firewall
component and other components providing information or access to external devices, the
logging component can provide for the security of the information it provides in a variety
of ways (e.g., encrypting the information before transmitting it).

Finally, as illustrated by the software components 670, a variety of other
optional software components can be provided to and executed by an NSD. These
components may or may not interact with other displayed software components. Those
skilled in the art will appreciate that various of the displayed software components may
interact with each other even if such interaction is not graphically illustrated, that existing
software components could be removed, and that various software components could
alternately be grouped together into a single component or separated into separate sub-
components. In addition, those skilled in the art will appreciate that various specific types
of software (e.g., the Linux OS and the TCP/IP protocol) could be replaced with alternate
types of software providing similar functionality. ,

Those skilled in the art will also appreciate that this information is provided
for exemplary purposes only, and that the invention is not limited to the specific details
discussed.

Figure 7 is an exemplary flow diagram of an embodiment of the Network
Security Device routine 700. The routine implements a specific security policy for an NSD
by monitoring network information passing between devices of interest (e.g., between
external devices and trusted devices), applying security policy filter rules when

appropriate, and generating network security information about events of interest. In
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addition, the routine responds to management-related messages (e.g., from supervisor
devices) when appropriate.

The routine begins at step 705 where the NSD executes an initial boot
program that loads the software to be executed by the NSD. After the software is loaded,
the routine continues to step 710 to load various NSD-specific network packet filter rules
that will be used to implement the specific security policy for the NSD, as well as any other
NSD-specific configuration information. The software and NSD-specific configuration
information will typically be stored in non-volatile memory (e.g., flash RAM or a magnetic
disk) by the NSD, but can also be loaded from a remote device.

After step 710, the routine continues to step 715 to monitor any passing
network information. When network information packets of interest are detected, the
routine continues to step 720 to filter the network information packets by executing the
Filter Network Packets subroutine 720. After filtering the network information packets, the
routine continues to step 725 to generate network security information about any events of
interest by executing the Generate Network Security Information subroutine 725. The
routine then continues to step 730 to respond to any management-related messages
received (e.g., from a supervisor device) by executing the Respond To Management
Message subroutine 730. After step 730, the routine continues to step 790 to determine
whether to continue monitoring network information packets. If so, the routine returns to
step 715, and if not the routine ends at step 795.

Those skilled in the art will appreciate that network information can be
monitored and altered in a variety of ways. In addition, network information can be
specified in a variety of different types of packets, and can take a variety of forms other
than packets. In addition, an NSD can be implemented in a variety of ways, such as by
using a general-purpose computer executing specialized software or by using a special-
purpose computer. For example, the Firebox10 and Firebox100 products from
WatchGuard Technologies, Inc., of Seattle, WA, can be used to implement some aspects of
an NSD.
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Figure 8 is an exemplary flow diagram of an embodiment of the Filter
Network Packets subroutine 720. The subroutine determines whether network information
packets match one or more security policy filter rules, applies filter rules as appropriate to
determine what actions to take for the packets, and then takes the appropriate action. The
subroutine begins at step 805 where information about the network information packets of
interest are received. The subroutine continues to step 810 to determine if the packets
match one or more of the filter rules. If so, the subroutine continues to step 815 to apply
one or more of the filter rules as appropriate to determine an action to be taken for the
packets. For example, if multiple rules apply then only the rule with the highest
precedence may be used, or alternately each matching rule may be applied in order of
increasing or decreasing precedence.

If it is instead determined in step 810 that none of the filter rules apply, the
subroutine continues to step 820 to determine a default action to be taken for the packets.
A variety of types of default actions can be used, including denying passage of all packets
that are not explicitly approved, blocking spoofing attacks, blocking port space probes, and
blocking address space probes. After steps 815 or 820, the subroutine continues to step
825 to take the determined action on the packets. In the illustrated embodiments, the
possible actions include denying or allowing the passage of the packet to the intended
recipient. After step 825, the subroutine continues to step 895 and returns.

Those skilled in the art will appreciate that a network information security
policy can be implemented in ways other than using filter rules. In addition, default
filtering rules can be used such that some filter rules will apply to any packet. Moreover, a
variety of actions can be taken on packets other than allowing or denying passage of the
packets, including modifying the packets to add or remove information, or holding the
packets-until additional processing (e.g., manual review) can be performed on the packets.
In addition, additional actions may be necessary for the subroutine based on the format of
the packets. ‘For example, determining whether a packet matches a filter rule may require

first stripping various network transmission information from the packet, and this
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information may need to be added back to the packet if the determined action for the packet
is to allow its passage to its intended recipient.

Figure 9 is an exemplary flow diagram of an embodiment of the Generate
Network Security Information subroutine 725. The subroutine determines whether an
event of interest has occurred (e.g., the application of a filter rule of interest or the
detection of a packet matching predefined characteristics of interest such as corresponding
to a particular network service), logs network security information about the event if
appropriate, and notifies one or more specified entities about the event if appropriate. The
subroutine encrypts information before it is transmitted so that it can be transmitted over an
external network without fear of the information of interest being intercepted. The
subroutine begins at step 905 where information about the network informafion packets of
interest are received. The subroutine continues to step 910 to determine if the packets
indicate an event of interest for which network security information is to be logged.

If it is determined in step 910 that the packets indicate an event of interest
for which network security information is to be logged, the subroutine continues to step
915 to generate the network security information about the event, such as by extracting
information of interest from the packet including the packet sender, intended packet
recipient, packet direction, etc. The subroutine then continues to step 920 to determine the
supervisor device currently associated with the NSD. The subroutine next determines in
step 925 if the current supervisor device is available to receive network security
information from the NSD. If not, the subroutine continues to step 930 to determine an
alternate supervisor device to be the current supervisor device, and then returns to step 925
to determine if the new supervisor device is available. After a supervisor device is found to
be available and designated as the current supervisor device, the subroutine continues to
step 933 to encrypt the network security information in a manner accessible by the current
supervisor device (e.g., with an asymmetric public key for the supervisor device, or with a
symmetric key available to all supervisor devices). The subroutine then continues to step

935 to send the encrypted network security information to the current supervisor device.
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Any necessary access information (e.g., passwords) can also be included with the sent
information.

After step 935, or if it is instead determined in step 910 that the packets do
not indicate an event of interest for which network security information is to be logged, the
subroutine éontinues to step 940 to determine if the packets are of a type that require
immediate notification of one or more entities (e.g., users, devices, services, etc.). If so, the
subroutine continues to step 945 to notify the designated entities in the appropriate manner,
such as by using a predefined notification means (e.g., email, a pager, voice mail, a
message containing predefined information, etc.). This communication can also be
encrypted as appropriate. After step 945, or if it is instead determined in step 940 that
immediate notification of one or more entities is not required, the subroutine continues to
step 995 and returns.

Those skilled in the art will appreciate that network security information can
be sent to a supervisor device in alternate ways. For example, the NSD could store
network security information until a sufficient amount was available before sending it to a
supervisor, could send network security information on a periodic basis, could send
network security information only when requested by a supervisor device, or could
temporarily store network security information while the primary supervisor device or all
supervisor devices are unavailable. In addition, network security information can be
generated in a variety of ways and can include a variety of information, including sending

the entire packets of interest, sending only some information from each packet, or sending

.only summary reports about multiple packets. In addition, events of interest which trigger

the logging of network security information or the notification of some entity can be
defined and identified in a variety of ways, such as any packets to or from a particular
device or a device in a particular class of devices, any packets for which a specific action
are taken (e.g., deny passage), any packets containing contents of interest (e.g., particular
words or an attached file of a particular type), any packets corresponding to a particular

type of network service (e.g., HITP requests), etc. Finaliy, a variety of means for
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providing security to information being transmitted over a non-secure network can be
utilized, including symmetric keys, asymmetric keys, passwords, etc.).

Figure 10 is an exemplary flow diagram of an embodiment of the Respond
To Management Messages subroutine 730. The subroutine determines whether the NSD
has received a management-related message, determines whether the sender of the message
is authorized to access management functions of the NSD, decrypts the message if
necessary, and responds to the message when appropriate. The subroutine begins at step
1005 where information about the network information packets of interest are received.
The subroutine continues to step 1010 to determine whether the packets contain 2 message
that is directed to the NSD. If so, the subroutine continues to step 1015 to determine what
access information (e.g., passwords, the sender being on a list of authorized devices, etc.) is
required for the message, as well as any information needed to decrypt the message if it is
encrypted (e.g., a password, or a public or private key). The subroutine continues to step
s217 to decrypt the message if it is encrypted. The subroutine then continues to step 1020
to verify whether the sender of the message has supplied any necessary access information
and otherwise met any other access criteria.

If the necessary access has been verified, the subroutine continues to step
1025 to determine if the message is a request for information (e.g., status of the NSD, NSD
configuration information, or network security information), information being supplied
(e.g., a security policy template, NSD-specific configuration information, or NSD
software), or some other instruction (e.g., reboot the NSD so that new software is used). If
it is determined in step 1025 that the message is a reqﬁest for information, the subroutine
continues to step 1030 to supply the requested information if possible, including encrypting
the information before sending if appropriate (e.g., if the intended recipient is able to
decrypt the information, and the information is sensitive or if all communications are
encrypted) and including any necessary access information. I7it is determined in step 1025
that the message is information being supplied, the subroutine continues to step 1035 to

store the information in the appropriate location. In addition, other actions may be taken
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automatically if appropriate, such as loading new software immediately if possible. If it is
determined in step 1025 that the message is some other instruction, the subroutine
continues to step 1040 to process the instruction if possible.

After steps 1030, 1035 or 1040, or if it was determined in step 1010 that the
packets do not contain a message directed to the NSD or in step 1020 that the necessary
access has not been verified, the subroutine continues to step 1095 and returns. Those
skilled in the art will appreciate that a variety of types of messages can be supplied from a
supervisor device, directly from a manager device, from another NSD, or from an internal
device. In addition, management-related messages can include a variety of types of
requests, information, and other instructions.

Figure 11 is an exemplary flow diagram of an embodiment of the Supervisor
Device routine 1100. The routine implements a host device for one or more NSDs by
receiving network security information of interest and storing the information until
requested by a manager device, as well as assisting the manager device in distributing
various information to the NSDs which are currently associated with the supervisor device.

The routine begins at step 1105 where the supervisor device executes an
initial boot program that loads the software to be executed by the supervisor device. Those
skilled in the art will appreciate that the software can be loaded from local or remote
storage. After the software is loaded, the routine continues to step 1110 to wait for a
message. After a message is received, the routine continues to step 1115 to decrypt the
message if it is encrypted. The decryption can be done in a variety of ways, such as by
retrieving decryption information based on the specific sender of the message or based on
the type of sender (e.g., NSD or manager device). The routine then continues to step 1120
to determine if the message is from an NSD. If so, the routine processes the message by
executing the Process NSD Message subroutine 1125, and if not the routine processes the
message by executing the Process Manager Or Supervisor Device Message subroutine

1130. After steps 1125 or 1130, the routine continues to step 1190 to determine whether to
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continue processing messages. If so, the routine returns to step 1110, and if not the routine
ends at step 1195.

Those skilled in the art will appreciate that a supervisor/host device can be
implemented in a variety of ways, such as by using a general-purpose computer executing
specialized software or by using a special-purpose computer. - For example, a general-
purpose computer executing an operating system (e.g., SOLARIS™ from Sun
Microsystems) and executing sofiware from WatchGuard Technologies, Inc., of Seattle,
WA, such as the WatchGuard Event Processor software, can be used to implement such
aspects of a supervisor/host device. In addition, those skilled in the art will appreciate that
each supervisor/host device may be able to support a large number (e.g., 500) of NSDs.

Figure 12 is an exemplary flow diagram of an embodiment of the Process
NSD Message subroutine 1125. The subroutine stores network security information sent
by NSDs, notifies the manager device if an NSD not previously associated with the
supervisor device begins sending information, and processes other NSD requests as
appropriate. The subroutine begins at step 1205 where it receives a decrypted copy of the
message sent from the NSD. The subroutine continues to step 1210 to determine if the
sending NSD is on the list of NSDs that are currently associated with the supervisor device.
If not, the subroutine continues to step 1215 to add the NSD to the current list.

After step 12185, or if it was instead determined that the sending NSD is on
the list of NSDs that are currently associated with the supervisor device, the subroutine
continues to step 1220 where any NSDs that are shown on the current list but which are not
currently associated with the supervisor device are removed from the current list. Whether
a listed NSD is still associated with the supervisor device can be determined in a variety of
ways, such as by removing NSDs from whom no messages have been received for a certain
amount of time or by removing NSDs indicated to be associated with other supervisor
devices (e.g., by the NSD, the manager device, or the other supervisor device). The
subroutine then continues to step 1225 where, if any NSDs have been added or removed,

the manager device is notified of the changes in the current list of NSDs. As with other
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communications, this communication can be encrypted if appropriate and any necessary
access information can be included in the message.

The subroutine then continues to step 1230 to determine if the message from
the NSD is composed of network security information. If so, the subroutine continues to
step 1235 to store the information in the log maintained by the supervisor device. The
information in the log is encrypted before it is stored so that any other device able to access
the log cannot obtain access to the contents of the stored network security information. If it
is determined in step 1230 that the message from the NSD is not composed of network
security information, the subroutine instead continues to step 1240 to process the message
from the NSD as appropriate. For example, the NSD may be using the supervisor device as
an intermediary when sending a message to another device such as the manager device,
another NSD, or another supervisor device. After steps 1235 or 1240, the subroutine
continues to step 1295 and returns.

Those skilled in the art will appreciate that NSD messages can be processed
in a variety of alternate ways. For example, the list of NSDs may be purged on a periodic
basis rather than when each new NSD message is received, and the manager device can be
updated as to the changes in the list in a similar manner. In addition, each supervisor
device can maintain a single log in which the network security information of multiple
NSD:s is stored, or can alternately maintain individual logs for each NSD. Similarly, if the
supervisor device’s log is not accessible to other devices, the information stored in the log
file may not be encrypted, with the supervisor device instead encrypting the information
before it is sent.

Figure 13 is an exemplary flow diagram of an embodiment of the Process
Manager Or Supervisor Device Message subroutine 1130. The subroutine receives a copy
of a message from the manager device that is to be distributed to multiple NSDs, and
distributzs a copy of the message to each of those NSDs which are currently associated
with the supervisor device. The subroutine also receives requests from the manager device

or another supervisor device, such as requests from the manager device for the various
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(potentially distributed) network security information of an NSD, and responds to the
request if possible.

The subroutine begins at step 1305 where it receives a decrypted copy of the
sent message. The subroutine then continues to step 1310 to determine if the intended
recipients of the message include one or more NSDs. If so, the subroutine continues to step
1315 to send a copy of the message to each of the intended recipient NSDs which are on
the list of NSDs currently associated with the supervisor device. As with other
communications, the messages. are sent in an encrypted manner if appropriate and any
necessary access information is added to the message.

If it is instead determined in step 1310 that the received message is not
intended for NSDs, the subroutine continues to step 1320 to determine if the messagé isa
request from a manager device for the network security information of an NSD. If so, the
subroutine continues to step 1325 to retrieve any portions of the requested information
which are stored by the supervisor device in the log. The subroutine then continues to step
1330 to determine if any other supervisor devices store at least a portion of the requested
information. This can be determined in a variety of ways, such as by receiving a list of all
such supervisor devices from the manager device, by querying other supervisor devices if
they store any of the requested information (e.g., after analyzing the retrieved information
and determining that it is not complete), by querying the NSD to determine to which
supervisor devices the NSD has sent network security information, etc.

If it is determined in step 1330 that other supervisor devices store at least a
portion of the requested information, the subroutine continues to step 1335 to contact those
other supervisor devices and retrieve those portions of the information. The subroutine
then continues to step 1340 to combine the various portions of network security
information together. After step 1340, or if it was determined in step 1330 that other
supervisor devices do not store at least a portion of the requested information, the

subroutine sends the retrieved network security information to the requester in step 1345.
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As with other communications, the network security information is encrypted and the
necessary access information is supplied with the information.

The encryption of the network security information to be sent to the
manager device can be handled in a variety of ways. If the other supervisor devices from
which information is retrieved also encrypt the information stored in their logs, the
information can be sent to the requesting supervisor device without decrypting the
information. If the manager device is able to decrypt the various portions of the network
security information encrypted by different supervisor devices (e.g., if all supervisor
devices use the same key for encryption), then the requesting supervisor device can just
forward the various encrypted portions of information to the manager device. Alternately,
if the requesting supervisor device can decrypt the information from the various other
supervisor devices, the requesting supervisor device can combine all of the network
security information in a decrypted form and then encrypt the information before sending it
to the manager device. Yet another option is for each of the other supervisor devices to
encrypt their network security information before sending it to the requesting supervisor
device, with the encryption such that the requesting supervisor device can decrypt it (e.g.,
by using the public key of the requesting supervisor device). Those skilled in the art will
appreciate that other methods of sending this information are readily apparent.

If it was instead determined in step 1320 that the message received by the
supervisor device is not a request from a manager device for the network security
information of an NSD, the subroutine continues to step 1350 to process the message as
appropriate. For example, the message may be from another supervisor device that is
gathering the network security information of an NSD in preparation for forwarding the
information to the manager device. In this situation, the supervisor device forwards the
requested network security information to the other supervisor device. After steps 1315,
1345 or 1350, the subroutine continues to step 1395 and returns.

Those skilled in the art will appreciate that requests for network security

information may be for amounts of information other than all available information, such
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as information generated during a specified time period or information of a certain type. In
such situations, only the information requested can be returned, or instead all available
information can be returned and the requester can extract the desired information. In
addition, when sending information to multiple NSDs that are currently associated with
multiple supervisor devices, the manager device could send a single message to a single
supervisor device (rather than a single message to each of those supervisor devices) and
have the single supervisor device distribute the message as necessary to the other
supervisor device, or to other NSDs with which the supervisor device is not currently
associated. _

Figures 14A and 14B are exemplary flow diagrams of an embodiment of the
Manager Device routine. The routine executes on the manager device, and receives
messages from supervisor devices such as indications of the supervisor devices currently
associated with NSDs that are being managed by the manager device. The manager device
also receives a variety of user commands related to managing the NSDs and supervisor
devices, and processes the commands as appropriate.

The routine begins at step 1405 where a graphical user interface (GUI) is
displayed to the user. This display provides a hierarchical tree view of the various
supervisor devices and the NSDs which are associated with each supervisor device. A
variety of other types of information can also be conveyed, such as the status of supervisor
devices (e.g., available or unavailable), the status of NSDs, the flow of information that is
occurring between devices, etc. The GUI also allows the user to easily enter management-
related commands, and to display information of interest such as the aggregated network
information of one or more NSDs. After step 1405, the routine continues to step 1410 to
wait for a user command or for a message.

After receiving a user command or message, the routine continues to step
1415 to determine if a user command was received. If not, the routine continues to step
1420 to determine if the received message is an indication of a current association between

an NSD and a supervisor device, such as after a fail-over when the indicated supervisor
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device became the current supervisor device for an NSD after the primary supervisor
device for the NSD was unavailable. If it is determined in step 1420 that the received
message is an indication of a current association between an NSD and a supervisor device,
the routine continues to step 1425 to store the association information. If it is determined
in step 1420 that the received message is not an indication of a current association between
an NSD and a supiervisor device, the routine continues to step 1430 to process the message
as appropriate. ‘ ‘

| If it was instead determined in step 1415 that a user command was received,
the routine continues to step 1435 to determine if the command is to create or modify a
security policy template. If so, the routine continues to step 1440 to display a list of
possible network services and protocols that may be of interest. The routine then continues
to step 1445 where the user can indicate one or more services or protocols for which filter
rules are to created. For each service or protocol, the user specifies the specific
characteristics which network information packets must have to match the rule (e.g., from a
specific sender to any recipient, or incoming messages from any device of a specified type
or class). The user also specifies the appropriate action to be taken with network
information packets that satisfy the rule. The user can also specify aliases which are to be
customized with NSD-specific configuration information when the template is loaded on a
particular NSD. For example, if the user defines one or more filter rules related to an
internal HTTP server, an alias can be created that will eventually hold the NSD-specific
information about the particular HTTP server. After the filter rules and other information
of the security policy template are defined or modified, the security policy template is
stored.

If it was instead determined in step 1435 that the command is not to create
or modify a security policy template, the routine continues to step 1450 to determine if the
command is to distribute a security policy template to one or more NSDs. If so, the routine
continues to step 1455 to receive an indication from the user of the template to be

distributed. and to then retrieve a copy of the indicated template. If it was instead
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determined in step 1450 that the command is not to distribute a security policy template to
one or more NSDs, the routine continues to step 1460 to determine if the command is to
distribute one or more software components to one or more NSDs. If so, the routine
continues to step 1462 to receive an indication from the user of the software components to
be distributed, and to then retrieve copies of the indicated software components. After
steps 1455 or 1462, the routine continues to step 1464 to receive from the user an
indication of the NSDs to receive either the template or the software components. The
routine continues to step 1466 to determine the one or more supervisor devices currently
associated with the indicated NSDs, and then continues to step 1468 to send a single copy
of the information to be distributed to each of the determined supervisor devices. The copy
of the information sent to the supervisor devices includes an indication of the NSDs that
are to receive the information being distributed.

If it was instead determined in step 1460 that the command is not to

" distribute one or more software components, the routine continues to step 1470 to

determine if the command is to configure an NSD by supplying NSD-specific information
to customize a security policy template. If so, the routine continues to step 1472 to receive
an indication of the NSD to be configured. The routine then continues to step 1474 to
receive an indication from the user of the NSD-specific information which is to be used to
configure the NSD. The routine then determines in step 1476 the supervisor device that is
currently associated with the NSD, and in step 1478 sends the NSD-specific information to
the supervisor device for forwarding to the NSD. Those skilled in the art will appreciate
that rather than merely sending the information to the NSD, the supervisor device could
send instructions to the NSD to load or modify the configuration of the NSD in an
appropriate manner.

If it was instead determined in step 1470 that the command is not to
configure an NSD, the routine continues to step 1480 to determine if the command is to
retrieve aggregated network security information from an NSD. If so, the routine continues

to step 1482 to receive an indication of the NSD. The routine then continues to step 1484
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to determine the supervisor device that is currently associated with the NSD, and in step
1485 determines all supervisor devices which store network security information for the
NSD. The routine then continues to step 1486 to notify the current supervisor device to
retrieve the network security information of interest for the NSD, including indicating to
the current supervisor device the other supervisor devices which may store portions of the
network security information. The routine then continues to step 1487 to wait for the
network security information. After receiving the network security information, the routine
in step 1488 aggregates the network security information as appropriate. Those skilled in
the art will appreciate that the network security information can be aggregated in a variety
of ways, either automatically or in response to user indications.

If it was instead determined in step 1480 that the command is not to retrieve
aggregated network security information, the routine continues to step 1490 to process the
command if appropriate. After steps 1425, 1430, 1445, 1468, 1478, 1488, or 1490, the
routine then continues to step 1492 to determine whether to continue processing messages
and commands. If so, the routine returns to step 1410, and if not the routine ends at step
1495. ‘

Those skilled in the art will appreciate that a manager device can be
implemented in a variety of ways, such as by using a general-purpose computer executing
specialized software or by using a special-purpose computer. For example, a general-
purpose computer executing an operating system (e.g., WINDOWS 95™ or WINDOWS
NT™ from Microsoft Corp.) and executing software from WatchGuard Technologies, Inc.,
of Seattle, WA, such as the Global Policy Manager, Graphical Monitor, Historical
Reporting Module, Global -Console, WebBlocker, Branch Office VPN, Network
Configuration Wizard and Security Management System (SMS) Control Center software
components, can be used to implement some aspects of a manager device.

From the foregoing it will be appreciated that, although specific

embodiments of the invention have been described herein for purposes of illustration,
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various modifications may be made without deviating from the spirit and scope of the '

invention. Accordingly, the invention is not limited except as by the appended claims.
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CLAIMS

1. A method for managing a security device by collecting security
information generated by the security device, the generated security information based on
network information passing between other network devices, the generated security
information stored on at least one host device distinct from the security device, the method
comprising;

receiving a request for the generated security information;

determining the host devices on which at least portions of the generated
security information are stored; and

when there are multiple determined host devices,

for each of the multiple determined host devices, retrieving the
portions of the generated security information that are stored on the host device; and
aggregating the retrieved portions of the generated security

information.

2. The method of claim 1 including determining a host device that is a
primary host device for the security device, and wherein the portions of the generated
security information from each of the multiple determined host devices are retrieved from
the primary host device after the primary host device collects the portions from the

multiple determined host devices.

3. The method of claim 1 including requesting from each of the
multiple determined host devices the portions of the generated security information that are

stored on the host device.
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4. The method of claim 1 wherein the aggregating of the retrieved
portions of the generated security information includes sorting the aggregated security

information chronologically.

5. The method of claim 1 wherein the aggregating of the retrieved
portions of the generated security information includes sorting the aggregated security

information by type of security information.

6. The method of claim 1 wherein the received request for the
generated security information is from a user, and including displaying the aggregated'

security information to the user.

7. The method of claim 1 including determining a change needed in
network information allowed to pass between the other network devices based on the

aggregated security information.

8. The method of claim 1 including displaying to a user a view
including the security device and the host devices, and wherein the request for the
generated security information involves a visual indication by the user of the security

device.

9. The method of claim 1 wherein a plurality of network security
devices are managed by a security manager device with a plurality of supervisor devices,
and wherein each of the network security devices generates collectable network security
information that is related to. an associated group of network devices, stores the generated

network security information on a primary supervisor device for the network security
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device when the primary supervisor device is available to store the generated network
security information, and stores the generated network security information on an alternate

supervisor device when the primary supervisor device is unavailable.

10.  The method of claim 9 wherein the generating of the network
security information includes, for each network security device:
monitoring network information passing between any network device in the
associated group for the network security device and any network device not in the
associated group; and
when the monitored network information is of an indicated type,
determining whether the primary supervisor device for the network
security device is available to receive information;
when the primary supervisor device is available, sending network
security information about the monitored network information to the primary supervisor
device for storage; and
when the primary supervisor device is not available, sending
network security information about the monitored network information to an alternate

supervisor device for storage.

11.  The method of claim 10 wherein for each network security device, a
security policy for the network security device specifies the indicated types of monitored
network information for which to generate network security information and specifies data
related to the monitored network information to be included in the generated network

security information.
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12.  The method of claim 9 including:
distributing security control information to multiple network security
devices, the security control information to be used to generate network security
information, by:
determining a supervisor device that is the primary supervisor
device for each of the multiple network security devices;
sending a single copy of the security control information to the
determined supervisor device; and
indicating to the determined supervisor device to send a copy of the
security control information to each of the multiple network security devices; and
aggregating the network security information generated by an indicated one
of the multiple network security devices using the security control information, by:
determining at least one alternate supervisor device that stores at
least a portion of the network security information generated by the indicated network
security device;
notifying the primary supervisor device for the indicated network
security device of a desire for the generated network security information, the notifying
including an indication of the determined alternate supervisor devices; and

in response, receiving the generated network security information.

13.  The method of claim 12 wherein the distributed security control
information is software to be executed by the multiple network security devices to control

the generation of the network security information.
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14.  The method of claim 12 wherein the distributed security control
information is a security policy template that defines the network security information to
be generated, and including:

after a copy of the security policy template has been sent to each of the
multiple network security devices, configuring each copy of the security policy template
with information specific to the network security device to which the security policy

template was sent.

15.  The method of claim 12 wherein after the notifying of the primary
supervisor device, the primary supervisor device sends the generated network security
information to the manager device by:

retrieving from each of the determined alternate supervisor devices the
network security information generated by the indicated network security device;

retrieving any network security information generated by the indicated
network security device that is stored by the primary supervisor device; and

sending the retrieved network security information to the manager device.

16,  The method of claim 12 including, after the receiving of the
generated network security information, aggregating the portions of the generated network
security information stored by the determined alternate supervisor devices and any portion

of the generated network security information stored by the primary supervisor device.

17. The method of claim 12 including displaying to a user the plurality
of network security devices and the plurality of supervisor devices in such a manner that
the primary supervisor device for each of the network security devices is visually

indicated, and wherein the distributing of the security control information to the multiple
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network security devices is in response to selection by the user of the displayed muitiple

network security devices.

18.  The method of claim 9 wherein information is sent between the
manager device and the supervisor devices and between the supervisor devices and the

network security devices in a secure form so that others do not have access to contents of

the information.

19.  The method of claim 1 wherein the generated security information is
stored on multiple host devices distinct from the security device, wherein the received
request is from a manager device, wherein the determining of the host devices includes
receiving an indication of the multiple host devices, and including sending to the manager

device the retrieved portions of the generated security information.

20.  The method of claim 19 including:
before sending to the manager device the retrieved portions of the generated
security information, determining that the manager device is predefined as being

authorized to receive the generated security information.

21.  The method of claim 19 including:

receiving from the manager device access information; and

before sending to the manager device the retrieved portions of the generated
security information, determining that the access information authorizes a sender of the

access information to receive the generated security information.
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22.  The method of claim 19 including:
before sending to the manager device the retrieved portions of the generated
security information, formatting the retrieved portions in a manner accessible only to the

manager device.

23.  The method of claim 19 wherein the indication of the multiple host

devices is received from the manager device.

24, The method of claim 19 including, before receiving the indication of
the multiple host devices, contacting the security device to determine the multiple host

devices.

25. The method of claim 1 including, before the collecting of the
generated security information, storing the generated security information in a distributed
manner so as to ensure that the generated security information is available, the method
comprising;

identifying whether a primary supervisor device for the security device is
available to store received security information;

when the primary supervisor device is available, storing the security
information on the primary supervisor device; and
when the primary supervisor device is not available, storing the security information on an

alternate supervisor device.

26. The method of claim 25 including generating the security

information by:

retrieving a policy which indicates types of network information;
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monitoring the network information passing between the network devices;
and
when the monitored network information is of a type indicated by the

policy, generating security information about the monitored network information.

27.  The method of claim 26 wherein the policy for the network security

device indicates types of information to be included in the generated security information.

28.  The method of claim 25 including:
before storing the security information on a supervisor device, determining

that the supervisor device is predefined as being authorized to receive the security

information.

29, The method of claim 25 including;
before storing the security information on a supervisor device, formatting

the security information in a manner accessible only to the supervisor device.

30.  The method of claim 25 wherein the storing of the generated
security information is performed by the security device, and including sending the
security information to the supervisor device that will store the security information in a

manner accessible only to the supervisor device.

31.  The method of claim 1 including distributing security policy
implementation information to multiple security devices for use in implementing a security
policy, comprising:

for each of the security devices, determining a supervisor device currently

associated with the security device;
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distributing the security policy implementation information to each of the
determined supervisor devices; and

indicating to each of the determined supervisor devices to distribute the
security policy implementation information to the security devices with which the

supervisor device is associated.

32. The method of claim 31 wherein the security policy implementation
information is software to be executed by the security devices to control the implementing

of the security policy.

33.  The method of claim 31 wherein the security policy implementation
information is a security policy template that indicates the security information to be

generated.

34,  The method of claim 33 including:
after the security policy implementation information has been distributed to
each of the security devices, configuring the security policy implementation information

distinctly on each security device.

35.  The method of claim 31 wherein the security policy implementation
information is an instruction to be executed by the multiple security devices related to the

implementing of the security policy.

36.  The method of claim 31 wherein the security policy implementation
information is information common to the multiple security devices, and wherein for each
of the multiple security devices the common information is for configuring a security

policy template for the security device with information specific to the security device.
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37. The method of claim 31 wherein before the security policy
implementation information is distributed to each of the multiple security devices, at least
some of the multiple security devices have existing security policy implementation
information of a similar type, and wherein for those security devices the security policy
implementation information to be distributed will replace the existing security policy

implementation information.

38.  The method of claim 31 wherein before the security policy
implementation information is distributed to each of the multiple security devices, at least
some of the multiple security devices have existing security policy implementation
information of a similar type, and wherein for those security devices the security policy
implementation information to be distributed will supplement the existing security policy

implementation information.

39.  The method of claim 31 wherein the distributing of the security
policy implementation information to each of the determined supervisor devices is
performed in a manner such that the security policy implementation information is not

accessible to other devices.

40.  The method of claim 31 including displaying to a user a view of the
multiple security devices and the supervisor devices currently associated with the security
devices, and wherein the distributing of the security policy implementation information is

in response to a visual selection by the user.
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41.  The method of claim 1 wherein a supervisor device distributes
security policy implementation information to multiple security devices for use in
implementing a security policy, by:

receiving from a manager device a single copy of security policy
implementation information to be distributed to multiple security devices; and

for each of the multiple security devices, if the supervisor device is
associated with the security device, distributing the secuﬁty policy implementation

information to the security device.

42.  The method of claim 41 wherein the security policy implementation
information is software to be executed by the security devices to control the implementing

of the security policy.

43.  The method of claim 41 wherein the security policy implementation
information is a security policy template that indicates the security information to be

generated.

44,  The method of claim 43 including;:
after the security policy implementation information has been distributed to

each of the security devices, configuring the security policy implementation information

distinctly on each security device.

45. The method of claim 43 including:
before the security policy implementation information has been distributed

to each of the security devices, for each security device configuring distinctly for that
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device a copy of the security policy implementation information that is to be distributed to

that device.

46.  The method of claim 43 including:
for each of the security devices, sending to the security device a control

instruction indicating an action to be taken with the security policy implementation

information by the security device.

47.  The method of claim 41 wherein the security policy implementation
information is an instruction to be performed by the security devices related to the

implementing of the security policy.

48.  The method of claim 41 wherein the supervisor device distributes
the security policy implementation information to a security device only when the
supervisor device is associated with the security device as a primary supervisor device for

the security device.

49.  The method of claim 41 including when the supervisor device is not
associated with one of the multiple security devices, distributing the security policy
implementation information to another supervisor device to be distributed to the one

security device.

50.  The method of claim 1 including distributing control information to
muitiple security devices for use in controlling operation of the multiple security devices,
comprising;

for each of the security devices, determining a supervisor device currently

associated with the security device;
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distributing the control information to each of the determined supervisor
devices; and
indicating to each of the determined supervisor devices to distribute the

control information to the security devices with which the supervisor device is associated.

51.  The method of claim 50 wherein after the control information is
distributed to the security devices, the security devices operate in accordance with the

control information.

52.  The method of claim | wherein a security device operates in
accordance with security policy implementation information distributed from a manager
device by:

receiving security policy implementation information to be used in
implementing a security policy; and

using the security policy implementation information to implement the

security policy.

53.  The method of claim 52 wherein the security policy implementation
information is distributed to multiple security devices via a supervisor device associated

with the multiple security devices.

54.  The method of claim 52 wherein the security policy implementation
information is software to be executed by the security device to control the implementing

of the security policy.
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55.  The method of claim 52 wherein the security policy implementation
information is a security policy template that indicates security information to be

generated.

56.  The method of claim 55 including:
after the security policy implementation information has been received,
receiving from the manager device configuration inforrnation.speciﬁc to the security

device to customize the security policy template:

57.  The method of claim 52 wherein the security policy implementation
information is an instruction to be taken by the security device related to the implementing

of the security policy.

58.  The method of claim 52 including:
before using the security policy implementation information to implement
the security policy, determining that the manager device is predefined as being authorized

to distribute the security policy implementation information.

59.  The method of claim 52 including:

receiving from the manager device access information; and

before using the security policy implementation information to implement
the security policy, determining that the access information authorizes a sender of the

access information to distribute the security policy implementation information.

60.  The method of claim 1 including displaying to a user a view

including the security device and the host devices, and wherein the received request is
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based on a visual indication from the user of a security device from which to retrieve

generated security information.

61.  The method of claim 60 including displaying to the user the

aggregated generated security information.

62.  The method of claim 60 wherein the view of the security device and
of the host devices includes a visual indication of a host device that is a primary host

device for the security device.

63.  The method of claim 60 wherein the view of the security device and

of the host devices includes visual indications of the determined host devices.

64.  The method of claim 60 wherein a visual indication displayed in the
view of a device performing the method is modified to indicate that the generated security

information has been retrieved.

65.  The method of claim 1 including distributing security policy
implementation information to multiple security devices for use in implementing a security
policy by:

displaying to a user a view of the multiple security devices and of multiple
supervisor devices;

receiving from the user visual indications of multiple security devices to
which the security policy implementation information is to be distributed,

distributing the security policy implementation information to a supervisor

device associated with each of the security devices; and
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indicating to the associated supervisor device to distribute the security

policy implementation information to each of the security devices.

66.  The method of claim 65 including:

displaying to the user multiple pieces of security policy implementation
information; and

determining the security policy implementation information to be

distributed based on a visual indication by the user.

67.  The method of claim 65 wherein the view of the security devices
and of the supervisor devices includes a visual indication of a supervisor device that is a

primary host device for the security device.

68.  The method of claim 65 wherein a visual indication for each of the
multiple security devices is modified to indicate receipt by the security device of the

security policy implementation information,

69.  The method of claim 1 including displaying the generated security
information to a user by:

displaying to the user a view including the security device and the host
devices;

receiving from the user an indication of a security device from which to
retrieve generated security information; and

displaying to the user an aggregation of the portions of the generated

security information retrieved from the multiple host devices.
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70.  The method of claim 69 wherein the view of the security device and

of the host devices includes visual indications of the multiple host devices.

71.  The method of claim 69 wherein a visual indication displayed in the
view of a device performing the method is modified to indicate that the generated security

information has been retrieved.

72.  The method of claim 1 including distributing security policy
implementation information to multiple security devices for use in implementing a security
policy by:

displaying to a user a view of a manager device, the multiple security
devices and of multiple supervisor devices;

receiving from the user indications of multiple security devices to which the
security policy implementation information is to be distributed; and

displaying to the user an indication that the security policy implementation
information is distributed to the multiple security devices, the distribution accomplished by
the manager device sending the security policy implementation information to a supervisor
device associated with each of the security devices and indicating to the associated

supervisor device to distribute the security policy implementation information to each of

the security devices.

73.  The method of claim 72 including:

displaying to the user muitiple pieces of security policy implementation
information; and

determining the security policy implementation information to be

distributed based on a visual indication by the user.
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74.  The method of claim 72 wherein the view of the security devices
and of the supervisor devices includes a visual indication that the associated supervisor
device distributes the security policy implementation information to each of the security

devices.

75. The method of claim 72 wherein a visual indication for each of the
multiple security devices is modified to indicate receipt by the'Security device of the

security policy implementation information,

76.  The method of claim 72 wherein the multiple security devices to

which the security policy implementation information is to be distributed are indicated

_from a selection by the user of the associated supervisor device.

77. A computer-readable medium whose contents cause a manager
device to manage security devices by distributing security policy implementation
information to multiple security devices for use in implementing a security policy, by:

for each of the security devices, determining a supervisor device currently
associated with the security device,

distributing the security policy implementation information to each of the
determined supervisor devices; and

indicating to each of the determined supervisor devices to distribute the
security policy implementation information to the security devices with which the

supervisor device is associated.
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78.  The computer-readable medium of claim 77 wherein the security
policy implementation information is software to be executed by the security devices to

contro! the implementing of the security policy.

79.  The computer-readable medium of claim 77 wherein the security
policy implementation information is a security policy template that indicates the security

information to be generated.

80. The computer-readable medium of claim 79 wherein the contents
further cause the manager device to, after the security policy implementation information
has been distributed to each of the security devices, configure the security policy

implementation information distinctly on each security device.

81.  The computer-readable medium of claim 77 wherein the security
policy implementation information is an instruction to be executed by the multiple security

devices related to the implementing of the security policy.

82.  The computer-readable medium of claim 77 wherein the contents
further cause the manager device to display to a user a view of the multiple security
devices and the supervisor devices currently associated with the security devices, and
wherein the distributing of the security policy implementation information is in response to

a visual selection by the user.

83.  The computer-readable medium of claim 77 wherein the contents
further cause the manager device to collect security information generated by a security

device, the generated security information based on network information passing between
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other network devices, the generated security information stored on at least one host device
distinct from the security device, by:

receiving a request for the generated security information;

determining the host devices on which at least portions of the generated
security information are stored; and

when there are multiple determined host devices,

for each of the multiple determined host devices, retrieving the

portions of the generated security information that are stored on the host device; and

aggregating the retrieved portions of the generated security

information.

84.  The computer-readable medium of claim 83 wherein the contents
further cause the manager device to determine a host device that is a primary host device
for the security device, and wherein the portions of the generated security information for

each of the multiple determined host devices are retrieved from the primary host device.

85.  The computer-readable medium of claim 83 wherein the aggregating
of the retrieved portions of the generated security information includes sorting the

aggregated security information chronologically.

86. The computer-readable medium of claim 83 wherein the received
request for the generated security information is from a user, and wherein the contents

further cause the manager device to display the aggregated security information to the user.

87. The computer-readable medium of claim 83 wherein the contents

further cause the manager device to display to a user a view including the security device
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and the host devices, and wherein the request for the generated security information

involves a visual indication by the user of the security device.

88. A computer system for managing a security device by collecting
security information generated by the security device, the generated security information
based on network information passing between other network devices, the generated
security information stored on at least one host device distinct from the security device,
comprising: '

a user interface component that receives from a user a. request for the
generated security information; and

a security information retriever that determines the host devices on which at
least portions of the generated security information are stored, and that when there are
multiple determined host devices, for each of the multiple determined host devices,
retrieves the portions of the generated security information that are stored on the host

device and aggregates the retrieved portions of the generated security information.

89.  The computer system of claim 88 wherein the user interface

component is capable of generating a graphical display of the aggregated security

information.

90.  The computer system of claim 88 wherein the user interface
component is capable of generating a graphical display including a hierarchical view of the
security device and the host devices, and wherein the user interface component is further
for receiving a visual indication of the security device indicating the request for the

generated security information of the indicated security device.
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91.  The computer system of claim 88 for further distributing security
policy implementation information to multiple security devices for use in implementing a
security policy, the computer system further comprising:

a security device associator for determining for each of the security devices
a supervisor device currently associated with the security device; and

an information distributor for distributing the security policy
implementation information to each of the determined supeﬁrisor devices, and for
indicating to each of the determined supervisor devices to distribute the security policy
implementation information to the security devices with which the supervisor device is

associated.

92.  The computer system of claim 91 wherein the security policy
implementation information is software to be executed by the security devices to control

the implementing of the security policy.

93. The computer system of claim 91 wherein the security policy
implementation information is a security policy template that indicates the security

information to be generated.

94. The computer system of claim 91 wherein the user interface
component is further for displaying to a user a view of the multiple security devices and

the supervisor devices currently associated with the security devices, and for receiving a

.visual selection by the user that controls the distributing of the security policy

implementation information.
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95.  The computer system of claim 88 for further storing the generated
security information in a distributed manner so as to ensure the security information is
available, the computer system further comprising;

a storage identifier for identifying whether a primary supervisor device for
the security device is available to store received security information; and

an information storer for storing the security information on the primary
supervisor device if the primary supervisor device is available, and for storing the security
information on an alternate supervisor device when the primary supervisor device is not

available.

96.  The computer system of claim 95 further comprising;:

a security information generator for retrieving a policy which indicates
types of network information, for monitoring the network information passing between the
network devices, and for generating security information about the monitored network

information when the monitored network information is of a type indicated by the policy.

97.  The computer system of claim 95 further comprising:
a security component for determining that a supervisor device is predefined

as being authorized to receive the security information before storing the security

information on the supervisor device.

98.  The computer system of claim 88 for further implementing a
security policy in accordance with security policy implementation information distributed
from a manager device, the computer system further comprising;:

a security policy information receiver for receiving security policy

implementation information to be used in implementing a security policy; and
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a security policy implementer for using the security policy implementation

information to implement the security policy.

99.  The computer system of claim 98 wherein the security policy
~ implementation information is software to be executed by the security device to control the

implementing of the security policy.

100. The computer system of claim 98 wherein the security policy
implementation information is a security policy template that indicates security

information to be generated.

101.  The computer system of claim 98 further comprising:
a security component for determining that the manager device is predefined
as being authorized to distribute the security policy implementation information before

using the security policy implementation information to implement the security policy.

102. A generated data signal transmitted via a data transmission medium
from a manager device to a supervisor device, the data signal including a single copy of
security policy implementation information to be distributed by the supervisor device to
multiple security devices, the security policy implementation information for use by the
supervisor devices in implementing a security policy,
so that the manager device can efficiently distribute information to muiltiple security

devices via a supervisor device.

103. The data signal of claim 102 wherein the security policy
implementation information is software to be executed by the security devices to control

the implementing of the security policy.

MOBILEIRON, INC. - EXHIBIT 1004
Page 122



WO 00/69120 PCT/US00/09942

63

104. The data signal of claim 102 wherein the security policy
implementation information is a security policy template that indicates the security

information to be generated.

105. The data signal of claim 102 including configuration information to
be distributed by the supervisor device to at least one security device, the configuration
information specific to the at least one security device, the conﬁgufation information for
configuring distinctly for the at least one security device a copy of the security policy

implementation information that is to be distributed to that device.
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Disposition of Claims

4K Claim(s) 1-22 is/are pending in the application.
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5[] Claim(s) is/are allowed.
6)X] Claim(s) 1-22 is/are rejected.
)X Claim(s) 6 and 12 is/are objected to.
8)] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)X] The drawing(s) filed on 2/25/2005 is/are: a)[_] accepted or b)[X] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
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DETAILED ACTION
1. This action is in response to the original filing of February 25, 2005. Claims (1-

22) are pending and have been considered below.

Drawings
2. The drawings are objected to because fig. 1, reference items 15, 25, and 95 are
missing identification labels. Also, fig. 2, reference items 15, 25, 50, 80, and 100 are
missing identification labels. Corrected drawing sheets in compliance with 37 CFR
1.121(d) are required in reply to the Office action to avoid abandonment of the
application. Any amended replacement drawing sheet should include all of the figures
appearing on the immediate prior version of the sheet, even if only one figure is being
amended. The figure or figure number of an amended drawing should not be labeled as
“amended.” If a drawing figure is to be canceled, the appropriate figure must be
removed from the replacement sheet, and where necessary, the remaining figures must
be renumbered and appropriate changes made to the brief description of the several
views of the drawings for consistency. Additional replacement sheets may be necessary
to show the renumbering of the remaining figures. Each drawing sheet submitted after
the filing date of an application must be labeled in the top margin as either
“Replacement Sheet” or “New Sheet” pursuant to 37 CFR 1.121(d). If the changes are
not accepted by the examiner, the applicant will be notified and informed of any required
corrective action in the next Office action. The objection to the drawings will not be held

in abeyance.
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Specification
3. Applicant is reminded of the proper content of an abstract of the disclosure.

A patent abstract is a concise statement of the technical disclosure of the patent
and should include that which is new in the art to which the invention pertains. If the
patent is of a basic nature, the entire technical disclosure may be new in the art, and the
abstract should be directed to the entire disclosure. If the patent is in the nature of an
improvement in an old apparatus, process, product, or composition, the abstract should
include the technical disclosure of the improvement. In certain patents, particularly
those for compounds and compositions, wherein the process for making and/or the use
thereof are not obvious, the abstract should set forth a process for making and/or use
thereof. If the new technical disclosure involves modifications or alternatives, the
abstract should mention by way of example the preferred modification or alternative.

The abstract should not refer to purported merits or speculative applications of
the invention and should not compare the invention with the prior art.

Where applicable, the abstract should include the following:
(1) if a machine or apparatus, its organization and operation;
(2) if an article, its method of making;
(3) if a chemical compound, its identity and use;
(4) if a mixture, its ingredients;
(5) if a process, the steps.

Extensive mechanical and design details of apparatus should not be given.

Claim Objections
4. Claims 6 and 12 are objected to because of the following informalities: The
usage of the term "uses" renders the claim indefinite and does not clearly and concisely

limit the bounds of the clams. Appropriate correction is required.

Claim Rejections - 35 USC § 112
5. Regarding claim 22, the word "means" is preceded by the word(s) for receiving,

for entering, and for displaying in an attempt to use a "means" clause to recite a claim
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element as a means for performing a specified function. However, since no function is
specified by the word(s) preceding "means," it is impossible to determine the
equivalents of the element, as required by 35 U.S.C. 112, sixth paragraph. See Ex

parte Klumb, 159 USPQ 694 (Bd. App. 1967).

Claim Rejections - 35 USC § 102
6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

7. Claims 1, 4-18, and 20-22 are rejected under 35 U.S.C. 102(e) as being
anticipated by Schoen et al. (US Patent Publication No. 2003/0204722 and Schoen

hereinafter).

8. As to claims 1, Schoen discloses a system for use in establishing a security-
related mode of operation for computing devices, comprising:

a policy data store for storing configuration data related to a plurality of
computing devices (par. 9, lines 12-15);

a security mode data structure contained within the policy data store (abstract:

lines 12-14; par. 33);
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where the security mode data structure stores a security mode of operation (par.
69, line 13-15);

where the stored security mode of operation is provided to the computing devices
over a network (par. 73, lines 16-20);

where the security mode of operation places the computing devices in a
predetermined security mode of operation (par. 69, line 13-15);

where the computing devices comprise user interface instructions configured to
send an output to a display associated with the computing device, the output
being configured to comprise a visual indication of the security mode of operation

to the device's user (par. 65, lines 17-21).

9. As to claim 4, Schoen discloses a system where the security mode data structure
comprises a first security mode data structure and a second security mode data
structure;

where the first security mode data structure includes a first security mode being
associated with a first plurality of computing devices (par. 73, lines 16-23);

where the second security mode data structure includes a second security mode

being associated with a second plurality of computing devices (par. 73, lines 16-23).

10.  Asto claim 5, Schoen discloses a system where the first security mode of

operation contained in the first data structure is communicated to the first plurality of
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computing devices in order to place the first plurality of computing devices in the first
security mode (par. 73, lines 16-23);

where the second security mode of operation contained in the second data
structure is communicated to the second plurality of computing devices in order to place
the second plurality of computing devices in the second security mode (par. 73, lines

16-23).

11. Asto claim 6, Schoen discloses a system where an administrator uses an
interface to update the configuration data related to a plurality of computing devices that
is stored in the policy data store, and uses an interface to communicate security modes
of operation to the computing devices (par. 69, lines 21-32);

where the interface provides an indication to the administrator that the plurality of
computing devices have entered into a security mode that is compliant with the updated
configuration data (par. 66, lines 11-13);

where the policy data store stores IT security policies related to the computing
devices (par. 73, lines 14-15);

where an administrator defines through the interface a meta IT policy for a
security mode of operation (par. 69, lines 9-15);

where the defined security mode of operation limits the use of cryptographic
algorithms by the devices to those that are specified by the meta IT policy (par. 9, lines

1-6).
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12.  Asto claim 7, Schoen discloses a system where the plurality of computing
devices are devices from a group that includes mobile devices, desktop devices, and

combinations thereof (par. 4, lines 14-17; par. 9, lines 1-4; par. 35, lines 2-7).

13.  Asto claim 8, Schoen discloses a computing device utilizing a centralized policy
data store to implement a security- related mode of operation, the device comprising:

a Communication interface configured to facilitate communication between the
centralized policy data store and the computing device (par. 69, lines 21-32);

and a processor communicatively coupled to the communication interface,
wherein the processor is configured to execute processing instructions (Schoen; claim
10, lines 2-5);

where the processing instructions includes security instructions configured to
place the computing device in a secure mode of operation responsive to configuration
data received from the centralized policy data store via the communication interface

(Schoen: claim 9, lines 4-7).

14. Asto claim 9, Schoen discloses a device where the processing instructions
further comprise user interface instructions configured to send an output to a display
associated with the computing device, the output having a visual indication of the

security mode of operation that is visible to the device's user (par. 65, lines 17-21).
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15.  Asto claim 10, Schoen discloses a system where the visual indication of the

security mode is provided by a security options screen (par. 65, lines 17-21).

16.  Asto claim 11, Schoen discloses a device where the instructions are configured
to update the security mode of operation responsive to a change in the configuration
data stored on the centralized policy data store (par. 30, lines 3-7), where a visual
indication is provided to the device's user to indicate the updated security mode of

operation (par. 65, lines 17-21).

17. Asto claim 12, Schoen discloses a device where a company or government
administrator uses an interface to change the configuration data stored on the

centralized policy data store (par. 30, lines 3-7).

18.  Asto claim 13, Schoen discloses a device where the configuration data stored on
the centralized policy data store comprises a plurality of security mode data structures

contained within the policy data store (par. 30, lines 7-10).

19. Asto claim 14, Schoen discloses a device where the plurality of security mode
data structures contains information about which security modes of operation are being

used by which mobile devices (par. 73, lines 16-23; Schoen; claim 9, lines 4-7).
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20. Asto claim 15, Schoen discloses a method for use in establishing a security-
related mode of operation for computing devices, comprising:

storing a security mode of operation in a policy data store (par. 69, lines 10-15);

sending the stored security mode of operation to the computing devices over a
network (par. 73, lines 16-20);

where the sent security mode of operation places the computing devices into one

or more predetermined security-related modes of operation (par. 69, line 13-15).

21.  Asto claim 16, Schoen discloses a method further comprising the step of
enabling an administrator to configure the security mode of operation stored in the

policy data store (par. 60, lines 3-5).

22.  Astoclaim 17, Schoen discloses a method further comprising the step of
displaying the security mode of operation of a computing device by providing a visual

indication on a screen of the computing device (par. 65, lines 17-21).

23. Asto claim 18, Schoen discloses a method further comprising the step of
receiving an indication that the devices have received and entered into the sent security

mode of operation (par. 66, lines 11-13; (par. 73, lines 16-23).

24. Asto claim 20, Schoen discloses a digital signal containing the sent security

mode of operation of claim 15 (par. 9, lines 3-6).

MOBILEIRON, INC. - EXHIBIT 1004
Page 164



Application/Control Number: 11/065,901 Page 10
Art Unit: 4158

25. Astoclaim 21, Schoen discloses a computer software stored on one or more
computer readable media, the computer software comprising program code for carrying

out a method according to claim 15 (Schoen; claim 12, lines 1-3).

26. Astoclaim 22, Schoen discloses a system for establishing a security-related
mode of operation for a computing device, comprising:

means for receiving a security mode of operation from a server, the server
comprising a security mode data structure comprising security mode data for a plurality
of computing devices (Schoen: claim 4, lines 1-5; par. 32, lines 3-7);

means for entering the security mode of operation received from the server,
wherein the means for entering includes means for forcing use of AES or 3DES (par. 9,
lines 1-6);

means for displaying the security mode of operation to a user of the computing

device through a display associated with the computing device (par. 65, lines 17-21).

Claim Rejections - 35 USC § 103
27. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.
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28. Claims 2, 3, and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Schoen in view of Wenocur et al. (US Patent Publication No. 2002/0165912 and

Wencour hereinafter).

29. Astoclaim 2, 3, and 19 the system disclosed by Schoen shows substantial
features of the claimed invention (discussed in the paragraphs above), it fails to
disclose:

A system where the secure mode of operation comprises a Federal Information

Processing Standard (FIPS) mode of operation (claim 2).

A system where the FIPS mode of operation includes forcing use of Advanced

Encryption Standard (AES) or Triple Data Encryption Standard (3DES) (claim 3).

As to claim 19, Schoen discloses a method where the sending of the stored
security mode of operation forces use of Advanced Encryption Standard (AES) or

Triple Data Encryption Standard (3DES) (claim 19).

However, these features are well known in the art and would have been an obvious
modification of the system disclosed by Schoen as introduced by Wencour. Wencour

discloses:
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A system where the secure mode of operation comprises a Federal Information
Processing Standard (FIPS) mode of operation (claim 2) (par. 254, lines 1-13) to

provide a secure mode of operation.

A system where the FIPS mode of operation includes forcing use of Advanced
Encryption Standard (AES) or Triple Data Encryption Standard (3DES) (claim 3)

(par. 257, lines 1-7) to provide the means to utilize encryption.

As to claim 19, Schoen discloses a method where the sending of the stored
security mode of operation forces use of Advanced Encryption Standard (AES) or
Triple Data Encryption Standard (3DES) (claim 19) (par. 257, lines 1-7) to

provide the means to utilize encryption.

Therefore, given the teachings of Wencour a person having ordinary skill in the art at
the time of the invention would have recognized the desirability and advantage of
modifying Schoen by employing the well known features of Federal Information
Processing Standard (FIPS) and Advanced Encryption Standard (AES) or Triple Data
Encryption Standard (3DES) disclosed above by Wencour, for which secure mode will

be enhanced (par. 257, lines 1-7).
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Prior Art Made of Record

30.  The prior art made of record and not relied upon is considered pertinent to
applicant’s disclosure.
a. Kuroda (US Patent No. 5,935,248) Security level control apparatus and
method for a network securing communications between parties without
presetting the security level.
b. Freund (US Patent Publication No. 2004/0019807) System And
Methodology For Providing Community-Based Security Policies.
C. Geiger et al. (US Patent No. 6,775,536) Method for validating an
application for use in a mobile communication device.
d. Godfrey et al. (US Patent No. 7,317,699) System and method for

controlling configuration settings for mobile communication devices and services.

Contact Information

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to BRYAN F. WRIGHT whose telephone number is
(571)270-3826. The examiner can normally be reached on Monday through Friday

7:30Am - 5:00Pm EST..
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Walter Benson can be reached on (571)272-2227. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Bryan F Wright/
Examiner, Art Unit 4158

/Walter Benson/
Supervisory Patent Examiner, Art Unit 4158
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IN THE CLAIMS

1. (Currently Amended) A system for use in establishing a security-related mode of operation
for computing devices, comprising:

a policy data store for storing configuration data related to a plurality of computing
devices; |

a security mode data structure contained within the policy data store;

wherein the security mode data structure stores a security mode of operation;

wherein the stored security mode of operation is provided to the computing devices over
a network;

wherein the security mode of operation places the computing devices in a predetermined
security mode of operation;

wherein at least one of the plurality of the-computing devices comprises user interface

instructions configured to send an output to a display associated with the one of the plurality of

computing devices, the output being configured to comprise a visual indication of the security

mode of operation to the deviee's-user of the one of the plurality of computing devices.

2. (Original) The system of claim 1, wherein the secure mode of operation comprises a Federal

Information Processing Standard (FIPS) mode of operation.

3. (Original) The system of claim 2, wherein the FIPS mode of operation includes forcing use

of Advanced Encryption Standard (AES) or Triple Data Encryption Standard (3DES).
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4. (Original) The system of claim 1, wherein the security mode data structure comprises a first
security mode data structure and a second security mode data structure;

wherein the first security mode data structure includes a first security mode being
associated with a first plurality of computing devices;

wherein the second security mode data structure includes a second security mode being

associated with a second plurality of computing devices.

5. (Original) The system of claim 4, wherein the first security mode of operation contained in
the first data structure is communicated to the first plurality of computing devices in order to
place the first plurality of computing devices in the first security mode;

wherein the second security mode of operation contained in the second data structure is
communicated to the second plurality of computing devices in order to place the second plurality

of computing devices in the second security mode.

6. (Currently Amended) The system of claim 1, sheretn-an-adiministrator-uses-an-tnterface-to

update-further comprising an administrator interface for updating the configuration data related

to a plurality of computing devices that is stored in the policy data store[[,]] and uses-an-interface

to-communicate-for communicating security modes of operation to the computing devices;

wherein the interface provides an indication to the administrator that the plurality of
computing devices have entered into a security mode that is compliant with the updated

configuration data;

wherein the policy data store stores IT security policies related to the computing devices;

CLI-1606835v2
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wherein an administrator defines through the interface a meta IT policy for a security
mode of operation;
wherein the defined security mode of operation limits the use of cryptographic algorithms

by the devices to those that are specified by the meta IT policy.

7. (Original) The system of claim 6, wherein the plurality of computing devices are devices

from a group that includes mobile devices, desktop devices, and combinations thereof.

8. (Currently Amended) A computing device utilizing a centralized policy data store to
implement a security-related mode of operation, the device comprising:

a communication interface configured to facilitate communication between the
centralized policy data store and the computing device; and

a processor communicatively coupled to the communication interface, wherein the
processor is configured to execute processing instructions;

wherein the processing instructions includes security instructions configured to place the
computing device in a secure mode of operation responsive to configuration data received from
the centralized policy data store via the communication interface;

wherein the computing device comprises user interface instructions configured to send an

output to a display associated with the computing device, the output being configured to

comprise a visual indication of the security mode of operation to the device's user.

9. (Original) The device of claim 8, wherein the processing instructions further comprise user

interface instructions configured to send an output to a display associated with the computing
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device, the output having a visual indication of the security mode of operation that is visible to

the device's user.

10. (Currently Amended) The system-device of claim 9, wherein the visual indication of the

security mode is provided by a security options screen.

11. (Original) The device of claim 10, wherein the security instructions are configured to update
the security mode of operation responsive to a change in the configuration data stored on the
centralized policy data store, wherein a visual indication is provided to the device's user to

indicate the updated security mode of operation.

12. (Currently Amended) The device of claim 11, wherein-a-company-or-government

administrator-uses-further comprising an administrator interface to-change-for changing the

configuration data stored on the centralized policy data store.

13. (Original) The device of claim 8, wherein the configuration data stored on the centralized
policy data store comprises a plurality of security mode data structures contained within the

policy data store.

14. (Original) The device of claim 13, wherein the plurality of security mode data structures
contains information about which security modes of operation are being used by which mobile

devices.
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15. (Currently Amended) A method for use in establishing a security-related mode of operation
for a computing devices, comprising:

storing a security mode of operation in a policy data store;

sending the stored security mode of operation to the computing devices over a network;

wherein the sent security mode of operation places the computing devices into ene-of
mere-a predetermined security-related modes of operation;

wherein the computing device comprises user interface instructions configured to send an

output to a display associated with the computing device, the output being configured to

comprise a visual indication of the security mode of operation to the device's user.

16. (Original) The method of claim 15, further comprising the step of enabling an administrator

to configure the security mode of operation stored in the policy data store.

17. (Currently Amended) The method of claim 15, further comprising the step of displaying the
security mode of operation of a-the computing device by providing a visual indication on a

screen of the computing device.

18. (Currently Amended) The method of claim 15, further comprising the step of receiving an
indication that the devices-have- has received and entered into the sent security mode of

operation.
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19. (Original) The method of claim 15, wherein the sending of the stored security mode of

operation forces use of Advanced Encryption Standard (AES) or Triple Data Encryption

Standard (3DES).

20. (Original) A digital signal containing the sent security mode of operation of claim 15.

21. (Original) Computer software stored on one or more computer readable media, the

computer software comprising program code for carrying out a method according to claim 15.

22. (Original) A system for establishing a security-related mode of operation for a computing
device, comprising:

means for receiving a security mode of operation from a server, the server comprising a
security mode data structure comprising security mode data for a plurality of computing devices;

means for entering the security mode of operation received from the server, wherein the
means for entering includes means for forcing use of AES or 3DES;

means for displaying the security mode of operation to a user of the computing device

through a display associated with the computing device.

23. (New) The system of claim 5, wherein the providing of the first security mode data structure
to the first plurality of devices causes the devices in the first plurality of devices to be placed in a

FIPS mode of operation that includes required use of AES encryption;
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wherein the providing of the second security mode data structure to the second plurality
of devices causes the devices in the second plurality of devices to be placed in a FIPS mode of

operation that includes required use of Triple DES (3DES) encryption.
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IN THE ABSTRACT

Please delete the abstract and replace it with the new abstract which is included with this

amendment on a separate sheet of paper pursuant to MPEP 608.01(b) and 37 C.F.R. § 1.72(b).
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ABSTRACT
Systems and methods for establishing a security-related mode of operation for computing
devices. A security-related mode of operation is established through security mode
configuration data. The security mode configuration data specifies the proper security mode or

modes for operation of the computing devices.
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REMARKS
Claims 1-22 are pending in the instant application and stand rejected. New claim 23 has

been added herein. Assignee respectfully traverses the rejections of the pending claims.

Objections to Drawings

The office action objected to figures 1 and 2 of the instant application. Specifically, the
office action stated that reference items 15, 25, and 95 in figure 1 and reference items 15, 25, 50,
80, and 100 in figure 2 “are missing identification labels.” 37 C.F.R. 1.83 states the law
regarding the content of drawings in a patent application. Subsection (a) of 37 C.F.R. 1.83 reads:

The drawing in a nonprovisional application must show every feature of

the invention specified in the claims. However, conventional features

disclosed in the description and claims, where their detailed illustration is

not essential for a proper understanding of the invention, should be

illustrated in the drawing in the form of a graphical drawing symbol or a

labeled representation (e.g., a labeled rectangular box). (Emphasis
added.)

As the highlighted portion makes clear, when a drawing contains a “conventional
feature” that does not need to be illustrated in detail to understand the invention, that feature may
be illustrated as a graphical drawing symbol or as a labeled representation. For example, in the
instant application reference number 15 depicts an e-mail message. Both the concept of an e-
mail message and the graphical drawing symbol used to represent an e-mail message in figures 1
and 2 would be well-known to one having ordinary skill in the art. This also is true of reference
number 80 in figure 2, which depicts a re-enveloped e-mail message. Because the graphical
drawing symbols for the conventional features depicted in figures 1 and 2 would be well-known
to one having ordinary skill in the art, assignee respectfully submits that figures 1 and 2 comply
with the law, as stated in 37 C.F.R. 1.83, and asks that the objection to the drawings be
withdrawn.
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Objections to Specification
Assignee has provided herein a replacement Abstract for the instant application.
Assignee respectfully submits that the replacement Abstract provided herein complies with the
requirements for proper content of an Abstract and therefore requests that the objection to the

Abstract set forth in the office action be withdrawn.

Claim Rejections — 35 U.S.C. § 112

Claim 22 stands rejected under 35 U.S.C. § 112, sixth paragraph as failing to conform to
proper means-plus-function claiming structure. As support for this rejection, the office action
cites Ex parte Klumb, 159 U.S.P.Q. 694 (Bd. App. 1967). In Klumb, the examiner rejected the
applicant’s claim as being indefinite under 35 U.S.C. § 112. Id. The applicant’s claim language
recited “a plate means” and “a wing means” without specifying any function of the recited
means. Id. at 695. The Patent Office Board of Appeals further stated that “expressions, such as
‘means for printing’ or ‘printing means,” would have the same connotations and both would be in
conformity with the statute.” Id. However, the Board rejected the applicant’s argument that the
words “plate” and “wing” specified the functions, stating:

3

[T]he terms “plate” and “wing,” as modifiers of the structureless term
“means,” specify no function to be performed, as is self-evident if one
attempts to recast into the alternative grammatical form of “means for
plating” or “means for winging,” which of course are obviously not
pertinent to the instant disclosure. Id.

Claim 22 of the instant application, on the other hand, does specify a function for each of
the means recited in the claim. For example, claim 22 recites the function of displaying the
security mode of operation to a user of the computing device for one of its means-plus-function
clements. The other elements of claim 22 are similarly clear in specifying the function
associated with the means they recite. Assignee notes that Klumb actually supports assignee’s
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position with respect to claim 22 — in other words, in contrast to the claim language at issue in
Klumb, the language of claim 22 does specify functions within the means-plus-function
limitations and thus does not fail for indefiniteness under 35 U.S.C. § 112, sixth paragraph.

Therefore, the rejection of claim 22 should be withdrawn.

Claim Rejections — 35 U.S.C. §§ 102, 103

Claims 1, 4-18, and 20-22 stand rejected under 35 U.S.C. § 102(e) as being anticipated by
U.S. Publication No. 2003/0204722, application of Schoen, et al. (Schoen). Claims 2-3 and 19
stand rejected under 35 U.S.C. § 103(a) as being unpatentable over Schoen in view of U.S.
Publication No. 2002/0165912, application of Wenocur, et al. (Wenocur). Assignee respectfully
disagrees with the rejections.

Claim 1 is directed to a system for establishing a security-related mode of operation for
computing devices. Claim 1 recites that the computing devices comprise user interface
instructions configured to send an output to a display associated with the computing device,
where the output is configured to comprise a visual indication of the security mode of operation
to the user of the device. As support in assignee’s specification for this feature, the specification
describes that at step 404 in figure 6, the devices receive a deployed security mode command and
process the security mode command. Further, processing of the command causes the devices to
operate in the defined security mode. Once the devices are operating in the defined modes, at
step 406, a user of the device can see an indication of which specific security mode the device is
operating in.

In rejecting claim 1, the office action cites paragraph 65, lines 17-21 of Schoen as
disclosing this aspect. The passage from Schoen cited in the office action reads:

The instant messaging secured public key infrastructure proxy may add
text to an instant message packet that provides visual indications of the

-13-
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results of the secure processing such as background display changes,
signing the message, or other operations. (Emphasis added.)

As this passage states, the visual indication disclosed in Schoen is used to provide a
visual indication of the results of secure processing of an instant message packet. This teaching
from Schoen does not disclose the recited feature of claim 1, which is directed to providing a
visual indication of the security mode in which a device is operating. Given this lack of
disclosure, Schoen does not anticipate the subject matter of claim 1 of the instant application.
Thus, claim 1 is allowable for at least this reason and should proceed to issuance.

Assignee disagrees with other positions in the office action as well. For example, claim 4
of the instant application recites a first security mode data structure including a first security
mode associated with a first plurality of computing devices and a second security mode data
structure including a second security mode associated with a second plurality of computing
devices. Support for this subject matter is found, for example, in figure 9 of the instant
application. Figure 9 shows at 610 and 620 two distinct security mode settings, Mode A and
Mode B. Further, at 700 and 710, figure 9 depicts that one example mobile device receives the
Mode A settings while another example mobile device receives the Mode B settings. In rejecting
claim 4, the office action cites lines 16-23 of paragraph 73 of Schoen. The cited passage reads:

Administrators create the instant messaging policy certificates and are
created as noted above at a central point and published to a repository or
broadcast to active instant messaging subscribers if desired. As operating
conditions change, a new instant messaging PKI policy certificate is
published. At the option of the administrator, all active instant messaging
devices may be notified that a new certificate is available. (Emphasis
added.)

The cited paragraph discloses an optional notification to all instant messaging devices
that a new certificate is available. This is not teaching the subject matter of claim 4. Nothing in
the cited paragraph from Schoen discloses a first plurality of computing devices and a second
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plurality of computing devices that receive different security modes, as required by claim 4 (e.g.,
Mode A settings are sent to one example mobile device, while Mode B settings are sent to
another example mobile device). For at least these reasons, claim 4 is patentable over Schoen
and should proceed to issuance.

New dependent claim 23 has been added herein. Claim 23, which depends from claim 5,
recites that the providing of the first security mode data structure to the first plurality of devices
causes the devices in the first plurality of devices to be placed in a FIPS mode of operation that
requires use of AES encryption and that the providing of the second security mode data structure
to the second plurality of devices causes the devices in the second plurality of devices to be
placed in a FIPS mode of operation that requires use of Triple DES encryption. Assignee
respectfully submits that nothing in the cited references discloses the subject matter of new claim
23 and that claim 23 therefore is allowable and should proceed to issuance.

Independent claims 8, 15, and 22 also were rejected based upon the Schoen reference.
Claims 8 and 15 have been amended herein and claims 8, 15, and 22 recite subject matter
analogous to that of claim 1. Given that claims 8, 15, and 22 recite subject matter analogous to
the subject matter of claim 1, and that the subject matter is not disclosed by Schoen, these claims
are allowable for at least the reasons set forth above with respect to claim 1. Therefore, claims 8§,
15, and 22 should proceed to issuance.

It should be noted that assignee has not presented arguments with respect to certain of the
dependent claims in the instant application. This is done without prejudice to assignee’s right to
present arguments to all of the dependent claims at any point in the future. In addition, because
each of the dependent claims depends from a base claim that is itself allowable, the dependent

claims are allowable for at least these reasons and should proceed to issuance.
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CONCLUSION

For the foregoing reasons, assignee respectfully submits that the pending claims are

allowable. Therefore, the examiner is respectfully requested to pass this case to issuance.

Respectfullylb ine% '
v
By: . ZZ:\ v/ M

John V. Biernacki

Reg. No. 40,511

JONES DAY

North Point; 901 Lakeside Avenue
Cleveland, OH 44114

(216) 586-3939
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Application No. Applicant(s)
11/065,901 ADAMS ET AL.

Office Action Summary Examiner Art Unit
BRYAN WRIGHT 2131

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 29 May 2008.
2a)X] This action is FINAL. 2b)[] This action is non-final.
3)] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 1-23 is/are pending in the application.

4a) Of the above claim(s) _____ is/are withdrawn from consideration.
5[] Claim(s) is/are allowed.
6)X] Claim(s) 1-23 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)IX] The drawing(s) filed on 25 February 2005 is/are: a)X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)JAII b)[]Some * ¢)[] None of:
1.0 Certified copies of the priority documents have been received.
2[] Certified copies of the priority documents have been received in Application No. ______
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IZl Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)

2) D Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _____

3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date . 6) ] other:

U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20080712

MOBILEIRON, INC. - EXHIBIT 1004
Page 207



Application/Control Number: 11/065,901 Page 2
Art Unit: 2131

FINAL ACTION

1. Amendment A has been entered into record.

2. Claim 23 added. Claims 1-23 are pending

Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that
form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed in
the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United

States and was published under Article 21 (2) of such treaty in the English language.

3. Claims 1,4-18, and 20-22 are rejected under 35 U.S.C. 102(e) as being
anticipated by Schoen et al. (US Patent Publication No. 2003/0204722 and Schoen

hereinafter).

4. As to claims 1, Schoen discloses a system for use in establishing a security-
related mode of operation for computing devices, comprising:
a policy data store for storing configuration data related to a plurality of

computing devices (par. 9, lines 12-15);
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a security mode data structure contained within the policy data store
(abstract: lines 12-14; par. 33);

where the security mode data structure stores a security mode of operation
(par. 69, line 13-15); where the stored security mode of operation is provided to
the computing devices over a network (par. 73, lines 16-20); where the security
mode of operation places the computing devices in a predetermined security
mode of operation (par. 69, line 13-15); where the computing devices comprise
user interface instructions configured to send an output to a display associated
with the computing device, the output being configured to comprise a visual
indication of the security mode of operation to the device's user (par. 65, lines 17-

21).

5. As to claim 4, Schoen discloses a system where the security mode data
structure comprises a first security mode data structure and a second security
mode data structure;
where the first security mode data structure includes a first security mode
being associated with a first plurality of computing devices (par. 73, lines 16-23);
where the second security mode data structure includes a second security
mode being associated with a second plurality of computing devices (par. 73,

lines 16-23).
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6. As to claim 5, Schoen discloses a system where the first security mode of
operation contained in the first data structure is communicated to the first
plurality of computing devices in order to place the first plurality of computing
devices in the first security mode (par. 73, lines 16-23);

where the second security mode of operation contained in the second data
structure is communicated to the second plurality of computing devices in order
to place the second plurality of computing devices in the second security mode

(par. 73, lines 16-23).

7. As to claim 6, Schoen discloses a system where an administrator uses an
interface to update the configuration data related to a plurality of computing
devices that is stored in the policy data store, and uses an interface to
communicate security modes of operation to the computing devices (par. 69, lines
21-32);

where the interface provides an indication to the administrator that the
plurality of computing devices have entered into a security mode that is
compliant with the updated configuration data (par. 66, lines 11-13);

where the policy data store stores IT security policies related to the
computing devices (par. 73, lines 14-15);

where an administrator defines through the interface a meta IT policy for a

security mode of operation (par. 69, lines 9-15);
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where the defined security mode of operation limits the use of cryptographic
algorithms by the devices to those that are specified by the meta IT policy (par. 9,

lines 1-6).

8. As to claim 7, Schoen discloses a system where the plurality of computing
devices are devices from a group that includes mobile devices, desktop devices,

and combinations thereof (par. 4, lines 14-17; par. 9, lines 1-4; par. 35, lines 2-7).

9. As to claim 8, Schoen discloses a computing device utilizing a centralized
policy data store to implement a security- related mode of operation, the device
comprising:

a Communication interface configured to facilitate communication between
the centralized policy data store and the computing device (par. 69, lines 21-32);

and a processor communicatively coupled to the communication interface,
wherein the processor is configured to execute processing instructions (Schoen;
claim 10, lines 2-5);

where the processing instructions includes security instructions
configured to place the computing device in a secure mode of operation
responsive to configuration data received from the centralized policy data store

via the communication interface (Schoen: claim 9, lines 4-7).
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10. Asto claim 9, Schoen discloses a device where the processing instructions
further comprise user interface instructions configured to send an output to a
display associated with the computing device, the output having a visual
indication of the security mode of operation that is visible to the device's user

(par. 65, lines 17-21 ).

11.  Asto claim 10, Schoen discloses a system where the visual indication of the

security mode is provided by a security options screen (par. 65, lines 17-21).

12. Asto claim 11, Schoen discloses a device where the instructions are
configured to update the security mode of operation responsive to a change in
the configuration data stored on the centralized policy data store (par. 30, lines 3-
7), where a visual indication is provided to the device's user to indicate the

updated security mode of operation (par. 65, lines 17-21).

13. Asto claim 12, Schoen discloses a device where a company or government
administrator uses an interface to change the configuration data stored on the

centralized policy data store (par. 30, lines 3-7).

14. As to claim 13, Schoen discloses a device where the configuration data
stored on the centralized policy data store comprises a plurality of security mode

data structures contained within the policy data store (par. 30, lines 7-10).
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15.  As to claim 14, Schoen discloses a device where the plurality of security
mode data structures contains information about which security modes of
operation are being used by which mobile devices (par. 73, lines 16-23; Schoen;

claim 9, lines 4-7).

16. Asto claim 15, Schoen discloses a method for use in establishing a security-
related mode of operation for computing devices, comprising:

storing a security mode of operation in a policy data store (par. 69, lines 10-
15);
sending the stored security mode of operation to the computing devices over a
network (par. 73, lines 16-20);

where the sent security mode of operation places the computing devices
into one or more predetermined security-related modes of operation (par. 69, line

13-15).

17.  Asto claim 16, Schoen discloses a method further comprising the step of
enabling an administrator to configure the security mode of operation stored in

the policy data store (par. 60, lines 3-5).
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18. Asto claim 17, Schoen discloses a method further comprising the step of
displaying the security mode of operation of a computing device by providing a

visual indication on a screen of the computing device (par. 65, lines 17-21 ).

19.  Asto claim 18, Schoen discloses a method further comprising the step of
receiving an indication that the devices have received and entered into the sent

security mode of operation (par. 66, lines 11-13; (par. 73, lines 16-23).

20. Asto claim 20, Schoen discloses a digital signal containing the sent security

mode of operation of claim 15 (par. 9, lines 3-6).

21. Astoclaim 21, Schoen discloses a computer software stored on one or more
computer readable media, the computer software comprising program code for

carrying out a method according to claim 15 (Schoen; claim 12, lines 1-3).

22. Asto claim 22, Schoen discloses a system for establishing a security-related
mode of operation for a computing device, comprising:

means for receiving a security mode of operation from a server, the server
comprising a security mode data structure comprising security mode data for a

plurality of computing devices (Schoen: claim 4, lines 1-5; par. 32, lines 3-7);
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means for entering the security mode of operation received from the
server, wherein the means for entering includes means for forcing use of AES or
3DES (par. 9, lines 1-6);

means for displaying the security mode of operation to a user of the
computing device through a display associated with the computing device (par.

65, lines 17-21 ).

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

23. Claims 2, 3, and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Schoen in view of Wenocur et al. (US Patent Publication No. 2002/0165912 and

Wencour hereinafter).

24. Astoclaim 2, 3, and 19 the system disclosed by Schoen shows substantial
features of the claimed invention (discussed in the paragraphs above), it fails to

disclose:
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A system where the secure mode of operation comprises a Federal

Information Processing Standard (FIPS) mode of operation (claim 2).

A system where the FIPS mode of operation includes forcing use of
Advanced Encryption Standard (AES) or Triple Data Encryption Standard

(3DES) (claim 3).

A method where the sending of the stored security mode of operation
forces use of Advanced Encryption Standard (AES) or Triple Data

Encryption Standard (3DES) (claim 19).

However, these features are well known in the art and would have been an obvious
modification of the system disclosed by Schoen as introduced by Wencour. Wencour
discloses:
A system where the secure mode of operation comprises a Federal
Information Processing Standard (FIPS) mode of operation (claim 2) (par.

254, lines 1-13) to provide a secure mode of operation.

A system where the FIPS mode of operation includes forcing use of
Advanced Encryption Standard (AES) or Triple Data Encryption Standard

(3DES) (claim 3) (par. 257, lines 1-7) to provide the means to utilize encryption.
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A method where the sending of the stored security mode of operation
forces use of Advanced Encryption Standard (AES) or Triple Data
Encryption Standard (3DES) (claim 19) (par. 257, lines 1-7) to provide the

means to utilize encryption.

Therefore, given the teachings of Wencour a person having ordinary skill in the art at
the time of the invention would have recognized the desirability and advantage of
modifying Schoen by employing the well known features of Federal Information
Processing Standard (FIPS) and Advanced Encryption Standard (AES) or Triple Data
Encryption Standard (3DES) disclosed above by Wencour, for which secure mode will

be enhanced (par. 257, lines 1-7).

25. Claim 23 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schoen

in view of Lord et al. (US Patent No. 7,131,003 and Lord hereinafter).

26. Asto claim 23, the system disclose by Schoen shows substantial features of the
claimed invention (discussed in the paragraphs above), It fails to disclose:
A system where the providing of the first security mode data structure to
the first plurality of devices causes the devices in the first plurality of
devices to be placed in a FIPS mode of operation that includes required
use of AES encryption wherein the providing of the second security mode

data structure to the second plurality of devices causes the devices in the
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second plurality of devices to be placed in a FIPS mode of operation that

includes required use of Triple DES (3DES) encryption (claim 23);

However, these features are well known in the art and would have been an obvious

modification of the system disclosed by Schoen as introduced by Lord. Lord discloses:
A system where the providing of the first security mode data structure to
the first plurality of devices causes the devices in the first plurality of
devices to be placed in a FIPS mode of operation that includes required
use of AES encryption wherein the providing of the second security mode
data structure to the second plurality of devices causes the devices in the
second plurality of devices to be placed in a FIPS mode of operation that
includes required use of Triple DES (3DES) encryption (claim 23) (for
purposes of policy (i.e., first security mode data structure) cryptographic
operations Load provides FIPS capability [col. 5, lines 5-15] such that
modification of Schoen teachings of AES and DES encryption provides enhanced

security policy related operations);

Therefore, given the teachings of Lord, a person having ordinary skill in the art at the
time of the invention would have recognized the desirability and advantage of modifying
Schoen by employing the well known features of FIPS cryptographic operations
disclosed above by Lord, for which security policy related operations will be enhanced

[col. 5, lines 5-15].
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Response to Arguments

27. Examiner withdraws Objection to Drawings in view of applicant’s argument.

28. Examiner withdraws Objection to Specification in view of applicant’s submittal of

a replacement Abstract.

29. Applicant's arguments filed May, 6, 2008 have been fully considered but they are

not persuasive. Examiner draws applicant attention to submittal below.

30. Applicant's argument, “As this passage states, the visual indication
disclosed in Schoen is used to provide a visual indication of the results of secure
processing of an instant message packet. This teaching from Schoen does not
disclose the recited feature of claim 1, which is directed to providing a visual
indication of the security mode in which a device is operating. Given this lack of
disclosure, Schoen does not anticipate the subject matter of claim 1 of the instant
application. Thus, claim 1 is allowable for at least this reason and should proceed
to issuance.

Examiner respectfully submits while the cited paragraph, line or figure may not
construe said “security mode” as a whole, applicant is respectfully reminded that
applicant is responsible for the reference as whole. Examiner, further respectfully

submits claim interpretation is performed as such, “ pending claims must be given their
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broadest reasonable interpretation consistent with the specification [MPEP 2111]. As
such, Examiner draws applicant's attention to applicant’s specification, paragraph [0039]
for which applicant recites, “ ... The policy data store 210 in this example contains a
list 600 of devices as well as which security modes should be used for the
devices. The policy data store 210 can contain one or more data

structures for indicating which devices should utilize which security schemes.
For example, a data structure 610 can be used to store which devices should use
security mode A settings, and data structure 620 can be used to store which
devices should use security mode B settings. FIG. 9 shows that based upon the
information contained in the data structures 610 and 620, different settings

(e.g., security settings A 700 and security settings B 710) can be deployed to
different devices at the same time or at different times.", specifically “, a data
structure 610 can be used to store which devices should use security mode A
settings, and data structure 620 can be used to store which devices should use
security mode B settings. FIG. 9 shows that based upon the information
contained in the data structures 610 and 620, different settings (e.g., security
settings A 700 and security settings B 710) can be deployed to different devices
at the same time or at different times.” is representative of a policy base
communication. Those skilled in the art would recognize the use of policies as such to
maintain behavioral instructions thereby permitting the controlling of a particular device.
Notwithstanding, these policies are often deployed to reside on the device and as such

configure the device as necessitated. Therefore, the “security mode” as prescribed in
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applicant’s specification is readily taught by the Schoen reference, specifically

paragraph [0069].

31.  Applicant's argument, “Assignee disagrees with other positions in the office
action as well. For example, claim 4 of the instant application recites a first
security mode data structure including a first security mode associated with a
first plurality of computing devices and a second security mode data structure
including a second security mode associated with a second plurality of
computing devices. Support for this subject matter is found, for example, in
figure 9 of the instant application. Figure 9 shows at 610 and 620 two distinct
security mode settings, Mode A and Mode B. Further, at 700 and 710, figure 9
depicts that one example mobile device receives the Mode A settings while
another example mobile device receives the Mode B settings. In rejecting claim 4,
the office action cites lines 16-23 of paragraph 73 of Schoen. The cited passage
reads:”

Examiner respectfully submits while the cited paragraph, line or figure may not
construe said “security mode” as a whole, applicant is respectfully reminded that
applicant is responsible for the reference as whole. Examiner, further respectfully
submits claim interpretation is performed as such, “ pending claims must be given their
broadest reasonable interpretation consistent with the specification” [MPEP 2111]. As
such examiner respectfully draws applicant’s attention to Schoen reference, specifically

[0069], lines 9-20. Schoen teaches control data (i.e., enable/disable) in the context of
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controlling operation. Furthermore, relative to security related operation (i.e., Security
Mode), Schoen distinctively teaches policy control data for which security related

operations are inclusive.

Conclusion

Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the date of this final action.

Contact Information
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Any inquiry concerning this communication or earlier communications from the
examiner should be directed to BRYAN WRIGHT whose telephone number is (571)270-
3826. The examiner can normally be reached on 8:30 am - 5:30 pm Monday -Friday.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, AYAZ Sheikh can be reached on (571)272-3795. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/BRYAN WRIGHT/
Examiner, Art Unit 2131
/Ayaz R. Sheikh/

Supervisory Patent Examiner, Art Unit 2131
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Attorney Docket No. 555255-012798

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of Neil P. Adams

Serial No. : 11/065,901

Filing Date : February 25, 2005

For : System and Method for Configuring Devices for Secure
Operations

Art Unit : 4158

Examiner : Bryan F. Wright

Mail Stop RCE

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

RESPONSIVE AMENDMENT

Dear Sir:
Please amend the application as indicated and consider the following remarks. Any fees

due should be charged to Jones Day Deposit Account No. 501432, ref: 555255-012798.

CLI-1684139v1
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IN THE CLAIMS

1. (Previously Presented) A system for use in establishing a security-related mode of operation
for computing devices, comprising:

a policy data store for storing configuration data related to a plurality of computing
devices;

a security mode data structure contained within the policy data store;

wherein the security mode data structure stores a security mode of operation;

wherein the stored security mode of operation is provided to the computing devices over
a network;

wherein the security mode of operation places the computing devices in a predetermined
security mode of operation;

wherein at least one of the plurality of computing devices comprises user interface
instructions configured to send an output to a display associated with the one of the plurality of
computing devices, the output being configured to comprise a visual indication of the security

mode of operation to the user of the one of the plurality of computing devices.

2. (Original) The system of claim 1, wherein the secure mode of operation comprises a Federal

Information Processing Standard (FIPS) mode of operation.

3. (Original) The system of claim 2, wherein the FIPS mode of operation includes forcing use

of Advanced Encryption Standard (AES) or Triple Data Encryption Standard (3DES).
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4. (Original) The system of claim 1, wherein the security mode data structure comprises a first
security mode data structure and a second security mode data structure;

wherein the first security mode data structure includes a first security mode being
associated with a first plurality of computing devices;

wherein the second security mode data structure includes a second security mode being

associated with a second plurality of computing devices.

5. (Original) The system of claim 4, wherein the first security mode of operation contained in
the first data structure is communicated to the first plurality of computing devices in order to
place the first plurality of computing devices in the first security mode;

wherein the second security mode of operation contained in the second data structure is
communicated to the second plurality of computing devices in order to place the second plurality

of computing devices in the second security mode.

6. (Previously Presented) The system of claim 1, further comprising an administrator interface
for updating the configuration data related to a plurality of computing devices that is stored in the
policy data store and for communicating security modes of operation to the computing devices;
wherein the interface provides an indication to the administrator that the plurality of
computing devices have entered into a security mode that is compliant with the updated
configuration data;
wherein the policy data store stores IT security policies related to the computing devices;
wherein an administrator defines through the interface a meta IT policy for a security

mode of operation;
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wherein the defined security mode of operation limits the use of cryptographic algorithms

by the devices to those that are specified by the meta IT policy.

7. (Original) The system of claim 6, wherein the plurality of computing devices are devices

from a group that includes mobile devices, desktop devices, and combinations thereof.

8. (Previously Presented) A computing device utilizing a centralized policy data store to
implement a security-related mode of operation, the device comprising:

a communication interface configured to facilitate communication between the
centralized policy data store and the computing device; and

a processor communicatively coupled to the communication interface, wherein the
processor is configured to execute processing instructions;

wherein the processing instructions includes security instructions configured to place the
computing device in a secure mode of operation responsive to configuration data received from
the centralized policy data store via the communication interface;

wherein the computing device comprises user interface instructions configured to send an
output to a display associated with the computing device, the output being configured to

comprise a visual indication of the security mode of operation to the device's user.

9. (Original) The device of claim 8, wherein the processing instructions further comprise user
interface instructions configured to send an output to a display associated with the computing
device, the output having a visual indication of the security mode of operation that is visible to

the device's user.
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10. (Previously Presented) The device of claim 9, wherein the visual indication of the security

mode is provided by a security options screen.

11. (Original) The device of claim 10, wherein the security instructions are configured to update
the security mode of operation responsive to a change in the configuration data stored on the
centralized policy data store, wherein a visual indication is provided to the device's user to

indicate the updated security mode of operation.

12. (Previously Presented) The device of claim 11, further comprising an administrator

interface for changing the configuration data stored on the centralized policy data store.

13. (Original) The device of claim 8, wherein the configuration data stored on the centralized
policy data store comprises a plurality of security mode data structures contained within the

policy data store.

14. (Original) The device of claim 13, wherein the plurality of security mode data structures
contains information about which security modes of operation are being used by which mobile

devices.

15. (Previously Presented) A method for use in establishing a security-related mode of
operation for a computing device, comprising:

storing a security mode of operation in a policy data store;
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sending the stored security mode of operation to the computing device over a network;

wherein the sent security mode of operation places the computing device into a
predetermined security-related mode of operation;

wherein the computing device comprises user interface instructions configured to send an
output to a display associated with the computing device, the output being configured to

comprise a visual indication of the security mode of operation to the device's user.

16. (Original) The method of claim 15, further comprising the step of enabling an administrator

to configure the security mode of operation stored in the policy data store.

17. (Previously Presented) The method of claim 15, further comprising the step of displaying
the security mode of operation of the computing device by providing a visual indication on a

screen of the computing device.

18. (Previously Presented) The method of claim 15, further comprising the step of receiving an

indication that the device has received and entered into the sent security mode of operation.
19. (Original) The method of claim 15, wherein the sending of the stored security mode of
operation forces use of Advanced Encryption Standard (AES) or Triple Data Encryption

Standard (3DES).

20. (Original) A digital signal containing the sent security mode of operation of claim 15.
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21. (Original) Computer software stored on one or more computer readable media, the

computer software comprising program code for carrying out a method according to claim 15.

22. (Original) A system for establishing a security-related mode of operation for a computing
device, comprising:

means for receiving a security mode of operation from a server, the server comprising a
security mode data structure comprising security mode data for a plurality of computing devices;

means for entering the security mode of operation received from the server, wherein the
means for entering includes means for forcing use of AES or 3DES;

means for displaying the security mode of operation to a user of the computing device

through a display associated with the computing device.

23. (Previously Presented) The system of claim 5, wherein the providing of the first security
mode data structure to the first plurality of devices causes the devices in the first plurality of
devices to be placed in a FIPS mode of operation that includes required use of AES encryption;
wherein the providing of the second security mode data structure to the second plurality
of devices causes the devices in the second plurality of devices to be placed in a FIPS mode of

operation that includes required use of Triple DES (3DES) encryption.

24. (New) The system of claim 1, wherein at least one of the plurality of computing devices
receives a disable message for disabling the security mode of operation of the one of the plurality

of computing devices.
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REMARKS
Claims 1-23 are pending in the instant application and stand rejected. New claim 24 has

been added herein. Assignee respectfully traverses the rejections of the pending claims.

Claim Rejections — 35 U.S.C. §§ 102, 103

Claims 1, 4-18, and 20-22 stand rejected under 35 U.S.C. § 102(e) as being anticipated by
U.S. Publication No. 2003/0204722, application of Schoen, et al. (Schoen). Claims 2-3 and 19
stand rejected under 35 U.S.C. § 103(a) as being unpatentable over Schoen in view of U.S.
Publication No. 2002/0165912, application of Wenocur, et al. (Wenocur). Claim 23 stands
rejected under 35 U.S.C. § 103(a) as being unpatentable over Schoen in view of U.S. Patent No.
7,131,003 (Lord). Assignee respectfully disagrees with the rejections.

Claim 1 is directed to a system for establishing a security-related mode of operation for
computing devices. Claim 1 specifically recites that the computing devices comprise user
interface instructions configured to send an output to a display associated with the computing
device, where the output is configured to comprise a visual indication of the security mode of
operation to_the user of the device. This allows a user of the device to see an indication of
which specific security mode the device is operating in.

In rejecting this feature of claim 1, the office action cites paragraph 69 of Schoen. This
passage from Schoen cited in the office action reads:

[0069] FIG. 9 diagramatically illustrates one example of an instant
messaging PKI policy certificate 706. For purposes of simplicity, it will be
understood that the instant messaging PKI policy certificate 706 includes
conventional certificate data in addition to the new instant messaging PKI
policy control data described herein. For example, though not shown, an
issuance date and validity period may be set forth in the instant messaging
PKI policy certificate 706 along with other information. In this example,
the instant messaging PKI policy certificate 706 includes instant

messaging PKI policy control data 900 for one or more instant messaging
subscribers, which includes security and non-security related operations
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data 902 and 903 and data that defines a selected operation state, generally
designated at 904, for each of the security related operations. It will be
recognized that this is only an example and, fewer, more or different
instant messaging policy control data may be used if desired. For example,
one security related operation may be to allow an instant messaging
originator to digitally sign instant messages as indicated by security
related operation data 906. An administrator, through a graphic user
interface at the instant messaging PKI policy certificate unit 700, may
designate that a particular instant messaging originator may be prohibited
from signing instant messages or may permit the instant messaging
originator to digitally sign messages or allow the user to configure locally
whether the user wishes to digitally sign instant messages. A similar
defined operation state 904 may be set forth to allow communication with
unsecure instant messaging clients as indicated by security related
operation data 908, allow unsecure file transfers as indicated by security
related operation data 910 or any other suitable security related operations.
Other examples shown include allowing or setting a public key
cryptographic signature algorithm as shown by security related operation
data 912 to one of CAST, DES or AES, or any other suitable
cryptographic signature algorithm. In addition, the security related
operation data 902 may indicate the TCP port permitted for the secure
instant messaging PKI proxy as shown by security related operation data
914. The instant messaging PKI policy certificate 706 includes the digital
signature 916 of the instant messaging PKI policy server and therefore is a
trusted instant messaging policy enforcement mechanism.

This passage from Schoen discloses that a particular instant messaging originator may be
permitted or prohibited from certain operations, such as being permitted to sign instant messages
or may permit the instant messaging originator to digitally sign messages. However, Schoen
does not disclose the aforementioned feature of claim 1, which is directed to providing to the
user a visual indication of the security mode in which the computing device (that receives the
security mode of operation and which is to be placed in a predetermined security mode of
operation) is operating. Schoen may disclose permitting or prohibiting certain operations, but
this does not operate as a disclosure of the specific claimed feature of a visual indicator being
provided to the user of a device which has been placed in a particular security mode. Given this
lack of disclosure, Schoen does not anticipate the subject matter of claim 1 of the instant

application. Thus, claim 1 is allowable for at least this reason and should proceed to issuance.
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New claim 24 has been added herein. Claim 24 recites that at least one of the plurality of
computing devices receives a disable message for disabling the security mode of operation of the
one of the plurality of computing devices. Support for this new claim is found in assignee’s
specification, such as in the description of reference numeral 230 of figure 3 of assignee’s
specification. None of the cited references disclose such limitations of claim 24. For example,
paragraph 69 of Schoen does not disclose that a computing device receives a disable message for
disabling the security mode of operation. Instead, Schoen discloses various PKI policy controls
for permitting or prohibiting certain operations, such as being permitted to sign instant messages
or may permit the instant messaging originator to digitally sign messages. There is no disclosure
of the limitations of claim 24. Accordingly, claim 24 is allowable and should proceed to
issuance.

Independent claims 8, 15, and 22 also were rejected based upon the Schoen reference.
Claims 8, 15, and 22 recite subject matter analogous to that of claim 1. Given that claims 8§, 15,
and 22 recite subject matter analogous to the subject matter of claim 1, and that the subject
matter is not disclosed by Schoen, these claims are allowable for at least the reasons set forth
above with respect to claim 1. Therefore, claims 8, 15, and 22 should proceed to issuance.

It should be noted that assignee has not presented arguments with respect to certain of the
dependent claims in the instant application. This is done without prejudice to assignee’s right to
present arguments to all of the dependent claims at any point in the future. In addition, because
each of the dependent claims depends from a base claim that is itself allowable, the dependent
claims are allowable for at least these reasons and should proceed to issuance.

[Continued on the next page]
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CONCLUSION

For the foregoing reasons, assignee respectfully submits that the pending claims are

allowable. Therefore, the examiner is respectfully requested to pass this case to issuance.

Respectf\!jsubmltte
Date: OM }ﬁ, }ﬁﬂ 9

John V/ Biernacki

Reg. Io. 40,511

JONES DAY

North Point; 901 Lakeside Avenue
Cleveland, OH 44114

(216) 586-3939
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DETAILED ACTION
A request for continued examination under 37 CFR 1.114, including the fee set
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on

1/21/2009 has been entered. Claim 24 is new. Claim 1-24 are pending.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

This application currently names joint inventors. In considering patentability of
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of
the various claims was commonly owned at the time any inventions covered therein
were made absent any evidence to the contrary. Applicant is advised of the obligation
under 37 CFR 1.56 to point out the inventor and invention dates of each claim that was
not commonly owned at the time a later invention was made in order for the examiner to
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (9)

prior art under 35 U.S.C. 103(a).
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1. Claims 1, 4-18, and 20-22 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Schoen et al. (US Patent Publication No. 2003/0204722 and Schoen
hereinafter) in view of Marty Sems (NPL "Verifying Identity In A Digital World" and Sems

hereinafter).

2. As to claims 1, Schoen discloses a system for use in establishing a security-
related mode of operation for computing devices, comprising: a policy data store for
storing configuration data related to a plurality of computing devices (par. 9, lines 12-
15);

a security mode data structure contained within the policy data store (abstract:
lines 12-14; par. 33);

where the security mode data structure stores a security mode of operation (par.
69, line 13-15);

where the stored security mode of operation is provided to the computing devices
over a network (par. 73, lines 16-20);

where the security mode of operation places the computing devices in a
predetermined security mode of operation (par. 69, line 13-15);

where at least on of the plurality of computing devices comprise user interface
instructions configured to send an output to a display associated with the one of the

plurality of computing device (par. 65, lines 17- 21),
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Schoen does not expressly teach the claim limitation element of the output being
configured to comprise a visual indication of the security mode of operation to the user
of the one of the plurality of computing devices. However, these features are well known
in the art and would have been an obvious modification of the system disclosed by
Schoen as introduced by Sems. Sems discloses the claim limitation element of the
output being configured to comprise a visual indication of the security mode of operation
to the user of the one of the plurality of computing devices (to provide a visual indication
(e.g., red ribbon) for display to a device user that is indicative of the determined

security-related level [red ribbon icon, p. 3, second to the last paragraph]).

Therefore, given the teachings of Sems, a person having ordinary skill in the art at the
time of the invention would have recognized the desirability and advantage of modifying
Schoen by employing the well known feature of visually indicating a security level
disclosed above by Sems, for which configuring devices for secure operation will be

enhanced [red ribbon icon, p. 3, second to the last paragraph].

3. As to claim 4, Schoen discloses a system where the security mode data structure
comprises a first security mode data structure and a second security mode data
structure; where the first security mode data structure includes a first security mode
being associated with a first plurality of computing devices (par. 73, lines 16-23);

where the second security mode data structure includes a second security mode

being associated with a second plurality of computing devices (par. 73, lines 16-23).
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4. As to claim 5, Schoen discloses a system where the first security mode of
operation contained in the first data structure is communicated to the first plurality of
computing devices in order to place the first plurality of computing devices in the first
security mode (par. 73, lines 16-23); where the second security mode of operation
contained in the second data structure is communicated to the second plurality of
computing devices in order to place the second plurality of computing devices in the

second security mode (par. 73, lines 16-23).

5. As to claim 6, Schoen discloses a system where an administrator uses an
interface to update the configuration data related to a plurality of computing devices that
is stored in the policy data store, and uses an interface to communicate security modes
of operation to the computing devices (par. 69, lines 21-32); where the interface
provides an indication to the administrator that the plurality of computing devices have
entered into a security mode that is compliant with the updated configuration data (par.
66, lines 11-13); where the policy data store stores IT security policies related to the
computing devices (par. 73, lines 14-15); where an administrator defines through the
interface a meta IT policy for a security mode of operation (par. 69, lines 9-15);

where the defined security mode of operation limits the use of cryptographic algorithms

by the devices to those that are specified by the meta IT policy (par. 9, lines 1-6).

MOBILEIRON, INC. - EXHIBIT 1004
Page 258



Application/Control Number: 11/065,901 Page 6
Art Unit: 2431

6. As to claim 7, Schoen discloses a system where the plurality of computing
devices are devices from a group that includes mobile devices, desktop devices, and

combinations thereof (par. 4, lines 14-17; par. 9, lines 1-4; par. 35, lines 2-7).

7. As to claim 8, Schoen discloses a computing device utilizing a centralized policy
data store to implement a security- related mode of operation, the device comprising:

a Communication interface configured to facilitate communication between the
centralized policy data store and the computing device (par. 69, lines 21-32);

and a processor communicatively coupled to the communication interface,
wherein the processor is configured to execute processing instructions (Schoen; claim
10, lines 2-5);

where the processing instructions includes security instructions configured to
place the computing device in a secure mode of operation responsive to configuration
data received from the centralized policy data store via the communication interface
(Schoen: claim 9, lines 4-7),

where at least on of the plurality of computing devices comprise user interface
instructions configured to send an output to a display associated with the one of the

plurality of computing device (par. 65, lines 17- 21),

Schoen does not expressly teach the claim limitation element of the output being
configured to comprise a visual indication of the security mode of operation to the user

of the one of the plurality of computing devices. However, these features are well
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known in the art and would have been an obvious modification of the system disclosed
by Schoen as introduced by Sems. Sems discloses the claim limitation element of the
output being configured to comprise a visual indication of the security mode of operation
to the user of the one of the plurality of computing devices (to provide a visual indication
(e.g., red ribbon) for display to a device user that is indicative of the determined

security-related level [red ribbon icon, p. 3, second to the last paragraph]).

Therefore, given the teachings of Sems, a person having ordinary skill in the art at the
time of the invention would have recognized the desirability and advantage of modifying
Schoen by employing the well known feature of visually indicating a security level
disclosed above by Sems, for which configuring devices for secure operation will be

enhanced [red ribbon icon, p. 3, second to the last paragraph].

8. As to claims 9 and 10, although the system of Schoen illustrates substantial
features of the claim invention, it does not discloses:

A device where the processing instructions further comprise user interface
instructions configured to send an output to a display associated with the computing
device, the output having a visual indication of the security mode of operation that is
visible to the device's user (claim 9).

A system where the visual indication of the security mode is provided by a

security options screen (claim 10).
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However, these features are well known in the art and would have been an obvious
modification of the system disclosed by Schoen as introduced by Sems. Sems
discloses:

A device where the processing instructions further comprise user interface
instructions configured to send an output to a display associated with the computing
device, the output having a visual indication of the security mode of operation that is
visible to the device's user (to provide a visual indication (e.g., red ribbon) for display to
a device user that is indicative of the determined security-related level [red ribbon icon,
p. 3, second to the last paragraph]) (claim 9).

A system where the visual indication of the security mode is provided by a
security options screen (to provide on a display a visual indication (e.g., red ribbon) of a

security level [red ribbon icon, p. 3, second to the last paragraph]) (claim 10).

Therefore, given the teachings of Sems, a person having ordinary skill in the art at the
time of the invention would have recognized the desirability and advantage of modifying
Schoen by employing the well known feature of visually indicating a security level of a
message disclosed above by Sems, for which configuring devices for secure operation

will be enhanced [red ribbon icon, p. 3, second to the last paragraph].

9. As to claim 11, Schoen discloses a device where the instructions are configured
to update the security mode of operation responsive to a change in the configuration

data stored on the centralized policy data store (par. 30, lines 3- 7), where a visual
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indication is provided to the device's user to indicate the updated security mode of

operation (par. 65, lines 17-21).

Schoen does not expressly teach the claim limitation element of the output being
configured to comprise a visual indication of the security mode of operation to the
device's user. However, these features are well known in the art and would have been
an obvious modification of the system disclosed by Schoen as introduced by Sems.
Sems discloses the claim limitation element of the output being configured to comprise
a visual indication of the security mode of operation to the device's user (to provide a
visual indication (e.g., red ribbon) for display to a device user that is indicative of the

determined security-related level [red ribbon icon, p. 3, second to the last paragraph]).

Therefore, given the teachings of Sems, a person having ordinary skill in the art at the
time of the invention would have recognized the desirability and advantage of modifying
Schoen by employing the well known feature of visually indicating security level of a
message disclosed above by Sems, for which configuring devices for secure operation

will be enhanced [red ribbon icon, p. 3, second to the last paragraph].

10.  Asto claim 12, Schoen discloses a device where a company or government
administrator uses an interface to change the configuration data stored on the

centralized policy data store (par. 30, lines 3-7).
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11.  Asto claim 13, Schoen discloses a device where the configuration data stored on
the centralized policy data store comprises a plurality of security mode data structures

contained within the policy data store (par. 30, lines 7-10).

12. As to claim 14, Schoen discloses a device where the plurality of security mode
data structures contains information about which security modes of operation are being

used by which mobile devices (par. 73, lines 16-23; Schoen; claim 9, lines 4-7).

13.  Asto claim 15, Schoen discloses a method for use in establishing a security-
related mode of operation for computing devices, comprising:

storing a security mode of operation in a policy data store (par. 69, lines 10- 15);

sending the stored security mode of operation to the computing devices over a
network (par. 73, lines 16-20);

where the sent security mode of operation places the computing devices into one
or more predetermined security-related modes of operation (par. 69, line 13-15).

where at least on of the plurality of computing devices comprise user interface
instructions configured to send an output to a display associated with the one of the

plurality of computing device (par. 65, lines 17- 21),

Schoen does not expressly teach the claim limitation element of the output being
configured to comprise a visual indication of the security mode of operation to the user

of the one of the plurality of computing devices. However, these features are well
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known in the art and would have been an obvious modification of the system disclosed
by Schoen as introduced by Sems. Sems discloses the claim limitation element of the
output being configured to comprise a visual indication of the security mode of operation
to the user of the one of the plurality of computing devices (to provide a visual indication
(e.g., red ribbon) for display to a device user that is indicative of the determined

security-related level [red ribbon icon, p. 3, second to the last paragraph]).

Therefore, given the teachings of Sems, a person having ordinary skill in the art at the
time of the invention would have recognized the desirability and advantage of modifying
Schoen by employing the well known feature of visually indicating a security level of a
message disclosed above by Sems, for which configuring devices for secure operation

will be enhanced [red ribbon icon, p. 3, second to the last paragraph].

14.  Asto claim 16, Schoen discloses a method further comprising the step of
enabling an administrator to configure the security mode of operation stored in the

policy data store (par. 60, lines 3-5).

15. As to claim 17, Schoen discloses a method further comprising the step of
displaying the security mode of operation of a computing device by providing a visual

indication on a screen of the computing device (par. 65, lines 17-21).
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16.  Asto claim 18, Schoen discloses a method further comprising the step of
receiving an indication that the devices have received and entered into the sent security

mode of operation (par. 66, lines 11-13; par. 73, lines 16-23).

17.  As to claim 20, Schoen discloses a digital signal containing the sent security

mode of operation of claim 15 (par. 9, lines 3-6).

18. Asto claim 21, Schoen discloses a computer software stored on one or more
computer readable media, the computer software comprising program code for carrying

out a method (Schoen; claim 12, lines 1-3).

19.  Asto claim 22, Schoen discloses a system for establishing a security-related
mode of operation for a computing device, comprising:

means for receiving a security mode of operation from a server, the server
comprising a security mode data structure comprising security mode data for a plurality
of computing devices (Schoen: claim 4, lines 1-5; par. 32, lines 3-7);

means for entering the security mode of operation received from the server,
wherein the means for entering includes means for forcing use of AES or 3DES (par. 9,

lines 1-6);

Schoen does not expressly teach the claim limitation element of a means for displaying

the security mode of operation to a user of the computing device through a display
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associated with the computing device. However, these features are well known in the
art and would have been an obvious modification of the system disclosed by Schoen as
introduced by Sems. Sems discloses the claim limitation element of a means for
displaying the security mode of operation to a user of the computing device through a
display associated with the computing device (to provide a visual indication (e.g., red
ribbon) for display to a device user that is indicative of the determined security-related

level [red ribbon icon, p. 3, second to the last paragraph]).

Therefore, given the teachings of Sems, a person having ordinary skill in the art at the
time of the invention would have recognized the desirability and advantage of modifying
Schoen by employing the well known feature of visually indicating a security level of a
message disclosed above by Sems, for which configuring devices for secure operation

will be enhanced [red ribbon icon, p. 3, second to the last paragraph].

20. Claims 2, 3, and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Schoen in view Sems, as applied to claims 1 and 15, and further in view of

Wenocur et al. (US Patent Publication No. 2002/0165912 and Wencour hereinafter).

21. Astoclaims 2, 3, and 19, although the system disclosed by Schoen shows
substantial features of the claimed invention (discussed in the paragraphs above), it

fails to disclose:
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A system where the secure mode of operation comprises a Federal Information
Processing Standard (FIPS) mode of operation (claim 2).

A system where the FIPS mode of operation includes forcing use of Advanced
Encryption Standard (AES) or Triple Data Encryption Standard (3DES) (claim 3).

A method where the sending of the stored security mode of operation forces use
of Advanced Encryption Standard (AES) or Triple Data Encryption Standard (3DES)

(claim 19).

However, these features are well known in the art and would have been an obvious
modification of the system disclosed by the combination of Schoen and Sems as
introduced by Wencour. Wencour discloses:

A system where the secure mode of operation comprises a Federal Information
Processing Standard (FIPS) mode of operation (claim 2) (par. 254, lines 1-13) to
provide a secure mode of operation. A system where the FIPS mode of operation
includes forcing use of Advanced Encryption Standard (AES) or Triple Data Encryption
Standard (3DES) (claim 3) (par. 257, lines 1-7) to provide the means to utilize
encryption.

A method where the sending of the stored security mode of operation forces use
of Advanced Encryption Standard (AES) or Triple Data Encryption Standard (3DES)

(claim 19) (par. 257, lines 1-7) to provide the means to utilize encryption.
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Therefore, given the teachings of Wencour a person having ordinary skill in the art at
the time of the invention would have recognized the desirability and advantage of
modifying the combination of Schoen and Sems by employing the well known features
of Federal Information Processing Standard (FIPS) and Advanced Encryption Standard
(AES) or Triple Data Encryption Standard (3DES) disclosed above by Wencour, for

which secure mode will be enhanced (par. 257, lines 1-7).

22. Claim 23 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schoen
in view Sems, as applied to claims 1 and 5, and further in view of Lord et al. (US Patent

No. 7,131,003 and Lord hereinafter).

23. Asto claim 23, although the system disclose by Schoen in view of Sems shows
substantial features of the claimed invention (discussed in the paragraphs above), It

fails to disclose:

A system where the providing of the first security mode data structure to the first
plurality of devices causes the devices in the first plurality of devices to be placed in a
FIPS mode of operation that includes required use of AES encryption wherein the
providing of the second security mode data structure to the second plurality of devices
causes the devices in the second plurality of devices to be placed in a FIPS mode of

operation that includes required u