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Reports on Information Security Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology
(NIST) promotes the U.S. economy and public welfare by providing technical leadership for the
Nation’s measurement and standards infrastructure. ITL develops tests, test methods, reference data,
proof of concept implementations, and technical analysis to advance the development and productive
use of information technology. ITL’s responsibilities include the development of technical, physical,
administrative, and management standards and guidelines for the cost-effective security and privacy of
sensitive unclassified information in Federal computer systems. This Special Publication 800-series
reports on ITL’s research, guidance, and outreach efforts in computer security and its collaborative
activities with industry, government, and academic organizations.

Certain commercial entities, equipment, or materials may be identified in this document in order to describe an
experimental procedure or concept adequately. Such identification is not intended to imply recommendation or
endorsement by the National Institute of Standards and Technology, nor is it intended to imply that the entities,
materials, or equipment are necessarily the best available for the purpose.
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Executive Summary to the Federal SSMIME V3 Client Profile

(For Procurement Officials, Implementers, Vendors and OthersInterested in Specifying
S/MIME Technology)

S/MIME (Secure / Multipurpose Internet Mail Extensions) is a set of specifications for securing
electronic mail. SIMIME is based upon the widely used MIME standard [MIME] and describes a
protocol for adding cryptographic security services through MIME encapsulation of digitally
signed and encrypted objects. The basic security services offered by SIMIME are authentication,
non-repudiation of origin, message integrity, and message privacy. Optional security services
include signed receipts, security labels, secure mailing lists, and an extended method of
identifying the signer’s certificate(s).

To understand SIMIME it is useful to understand some of the history of Internet e-mail. In the
past twenty-five years or so, Internet e-mail has evolved from a simple text-based (ASCII)
transfer of messages designed for researchers into a more sophisticated messaging system
capable of communicating a wealth of digital information (e.g., photographic images, computer
files, sound clips, cinema) to many millions of people around the world.

Internet e-mail was designed for a small community of trusted researchers (primarily at
university and government sites) for exchanging text-based messages, and thus security was not
agodl initsdesign. Over the years many deficienciesin Internet e-mail have been overcometo a
certain extent through the use of atechnology called Multipurpose Internet Mail Extensions
(MIME). Employing MIME for messaging allows the use of multiple-text effects (e.g., bold,
italic, various font sizes, and colors) as well as the transfer of digital information. MIME by
itself also does not address security issues. However, a set of security features has been
developed and added to MIME to form what is known as SSMIME (Secure MIME).

S/MIME adds features to e-mail messaging including privacy (using encryption), authentication
of sending party (using digital signatures), integrity (non-alteration of messages), etc. SMIME
V3isthelatest version of SMIME and is supported in whole or part by several vendors with
“Commercial-Off-The-Shelf” (COTS) products.

Because SIMIME still uses the same extant Internet e-mail technology that has been widely
deployed for many years, it is not necessary to modify or replace e-mail “servers’ to
accommodate SMIME. Rather SMIME functionality may be added to e-mail “client” software.
By not disturbing the underlying e-mail server/message transfer system, SMIME allows gradual
migration from non-secure to secure e-mail messaging, rather than requiring alarge, possibly
abrupt change in technol ogy.

Like other services and protocols used by the Internet community, SMIME has been under

development for many years, with the main components specified by the Internet Engineering
Task Force (IETF), atechnical body that issues specifications that serve as standards for vendor
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implementation. These specifications are known as "Request for Comments'* (RFCs). The
IETF RFCsfor SSMIME reference important standards issued by the International Organization
for Standardization (ISO) and the International Telecommunication Union (ITU). In addition,
the U.S. National Institute of Standards and Technology (NIST) has issued certain Federal
Information Processing Standards (FIPS) that are used to specify requirements for cryptographic
algorithms and related hardware/software modules used by SMIME. Thus, implementers and
users must adhere to avery large set of “standards.”

Furthermore, because standards devel opers allow many options within communications systems,
even if al standards are rigidly adhered to, interoperability may not be possible due to differing
choices of options selected by different vendors. For example, if vendor A chooses to implement
signed receipts and vendor B chooses not to, then the signed receipts requested by the user of
vendor A's products will never be sent by vendor B's product although neither implementation
violates the standards.

To help assure that SIMIME products can interoperate and meet the e-mail security needs of
federal agencies both with respect to security features, and adequate cryptographic al gorithms,
NIST has developed this Federa S'MIME V3 Client Profile. This profile states requirements for
implementing sets of cryptographic algorithm suites specified elsewhere by the standards
development organizations. The profile specifies a set of e-mail security features (e.g.,

encrypted e-mail, signed receipts) that are mandatory to be implemented. In the definition of this
Profile, NIST’ sintention is never to violate underlying S'MIME standards, but rather to provide
additional specificity within the standards.

While NIST believes that use of this profile will help assure interoperability of the near term
secure e-mail products, NIST anticipates that future revisions of the profile will be required to
reflect new cryptographic agorithms and related attacks, new underlying SMIME standards,
and new e-mail security features required by federal agencies.

The use of MIME requires the establishment of a Public Key Infrastructure (PK1) to support
each sender and recipient of SIMIME messages. While the details of PK| are out of scope for
this document, it isimportant to note that PK1 is used to provide mechanismsto establish the
identity of SIMIME users (known as authentication) and to provide for digital signatures,
confidentiality, non-repudiation of sender, etc. X.509 Certificates are used to bind an entity’s
identity and public key for secure operations for SSMIME and other PKI-enabled secure
applications. For afurther understanding of PKI, see [Kuhn01], [Housley01], or [Adams0Q] in
the References clause.

! (Note: The RFC name is a misnomer, but is retained for historic purposes, and is well-known in the Internet
development community.)
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