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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
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negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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WO0069120 

Publication Title: 

MANAGING MULTIPLE NETWORK SECURITY DEVICES FROM A MANAGER 
DEVICE 

Abstract: 

The present invention is directed to a facility for using a security policy manager 
device to remotely manage multiple network security devices (NSDs). The 
manager device can also use one or more intermediate supervisor devices to 
assit in the management. Security for the communication of information between 
various devices can be provided in a variety of ways. The system allows the 
manager device to create a consistent security policy for the multiple NSDs by 
distributing a copy of a security policy template to each of the NSDs and by then 
configuring each copy of the template with NSD-specific information. For 
example, the manager device can distribute the template to multiple NSDs by 
sending a single copy of the template to a supervisor device associated with the 
NSDs and by then having the supervisor device update each of the NSDs with a 
copy of the template.; Other information useful for implementing security policies 
can also be distributed to the NSDs in a similar manner. The system also allows 
a manager device to retrieve, analyze and display all of the network security 
information gathered by the various NSDs while implementing security policies. 
Each NSD can forward its network security information to a supervisor device 
currently associated with the NSD, and the manager device can retrieve network 
security information of interest from the one or more supervisor devices which 
store portions of the information and then aggregate the retrieved information in 
an appropriate manner. 

Courtesy of http://worldwide.espacenet.com 
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(54) Title: MANAGING MULTIPLE NETWORK SECURITY DEVICES FROM A MANAGER DEVICE 

(57) Abstract 

The present invention is directed to a facility for using a security policy manager device to remotely manage multiple network security 
devices (NSDs). The manager device can also use one or more intermediate supervisor devices to assit in the management. Security for 
the communication of information between various devices can be provided in a variety of ways. The system allows the manager device to 
create a consistent security policy for the multiple NSDs by distributing a copy of a security policy template to each of the NSDs and by 
then configuring each copy of the template with NSD-specific information. For example, the manager device can distribute the template to 
multiple NSDs by sending a single copy of the template to a supervisor device associated with the NSDs and by then having the supervisor 
device update each of the NSDs with a copy of the template. Other information useful for implementing security policies can also be 
distributed to the NSDs in a similar manner. The system also allows a manager device to retrieve, analyze and display all of the network 
security information gathered by the various NSDs while implementing security policies. Each NSD can forward its network security 
information to a supervisor device currently associated with the NSD, and the manager device can retrieve network security information of 
interest from the one or more supervisor devices which store portions of the information and then aggregate the retrieved information in an 
appropriate manner. 
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WO00/69120 PCT/US00/09942 

MANAGING MULTIPLE NETWORK SECURITY DEVICES 

FROM A MANAGER DEVICE 

TECHNICAL FIELD 

The present invention relates generally to communicating information 

5 between computers, and more particularly to using a manager device to remotely manage 

multiple network security devices. 

BACKGROUND OF THE INVENTION 

As computer systems and other network devices (e.g., printers, modems, 

and scanners) have become increasingly interconnected, it is increasingly important to 

IO protect sensitive information (e.g., confidential business data, access information such as 

passwords, or any type of data stored on certain devices) stored on one network device 

from unauthorized retrieval by other network devices. The prevalence of the Internet and 

the growth of the World Wide Web have only exacerbated this issue. 

One way to address this issue involves the use of network security devices 

15 ("NSDs") which attempt to control the spread of sensitive information so that only 

authorized users or devices can retrieve such information. Some types of NSDs, such as 

firewalls and security appliances, have a group of one or more trusted network devices ( or 

networks consisting of trusted network devices) which the NSD attempts to protect from 

unauthorized external access. These NSDs monitor network information passing between 

20 external network devices and the devices in their group of trusted or internal devices. In 

addition, these NSDs typically implement a specified security policy by preventing the 

passage of unauthorized network information between the external and the trusted devices. 

Those skilled in the art will appreciate that network information can be 

transmitted in a variety of formats. For example, network information is often transmitted 

25 as a series of individual packets of information, such as TCP/IP (Transfer Control 

Protocol/Internet Protocol) packets. While such packets will typically include the network 
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address (e.g., IP address) of the device to receive the information, other data about the 

network information (e.g., the specific type of information being requested or sent) may be 

difficult to ascertain. 

While a properly configured NSD can protect information stored on or 

5 accessible from trusted devices, it can be difficult to configure NSDs so that they correctly 

implement the desired security policies. One source of difficulty in configuring NSDs 

arises from the large number of types of network information which may be encountered. 

For example, there are a large number of network services and protocols which external 

devices may attempt to provide to trusted devices or access from trµsted devices. 

IO Such network services and protocols include, but are not limited to, Archie, 

auth (ident), DCE-RPC (Distributed Computing Environment Remote Procedure Call), 

DHCP (Dynamic Host Configuration Protocol) Client and Server, DNS (Domain Name 

Service), finger, FTP (File Transfer Protocol), gopher, H.323, HTTP (HyperText Transfer 

Protocol), Filtered-HTTP, Proxied-HTTP, ICMP (Internet Control Message Protocol), 

15 NNTP (Network News Transfer Protocol), NTP (Network Time Protocol), ping, POP (Post 

Office Protocol) 2 and 3, RealNetworks, rlogin, rsh (Remote SHell), SMB (Simple Block 

Messaging), SMTP (Simple Mail Transfer Protocol), SNMP (Simple Network 

Management Protocol), syslog, ssh (Secure SHell), StreamWorks, TCP/IP, telnet, Time, 

traceroute, UDP (User Datagram Protocol), VDOLive, WAIS (Wide Area Information 

20 Services), who is, and other device-specific services. Those skilled in the art will appreciate 

the uses and details of these services and protocols, including the device ports typically 

used with the services and protocols and the specified format for such information (e.g., the 

TCP/IP packet definition). 

Another source of difficulty in configuring NSDs arises from the variety of 

25 ways to handle network information of different types. For example, for each type of 

service or protocol, a NSD may wish to take different actions for (e.g., allow passage of, 

deny passage of, or otherwise manipulate) the corresponding network information of that 

service or protocol. The decision to take these different actions can also be based on 

MOBILEIRON, INC. - EXHIBIT 1003 
Page 012



WO 00/69120 PCT/US00/09942 

3 

additional factors such as the direction of information flow (i.e., whether the network 

information is passing from a trusted device or to a trusted device) or on the basis of the 

sender or the intended recipient of the information (e.g., whether the network information 

is passing from or to specific network devices or is passing from or to any network device 

5 of a specified class, such as any external device). 

The types of actions to be taken for the monitored network information 

(based on the various factors such as the services and protocols being used, the direction of 

the information flow, and the classes of devices of the sender and the intended recipient) 

provide an initial incomplete security policy. Various device-.specific information is 

10 necessary to configure a particular NSD with a specific security policy that can be 

implemented by the device. The device-specific information which must typically be 

specified to create a specific security policy includes, for example, the network address of 

the NSD and the network addresses of some or all of the trusted devices. If a particular 

network service is to be provided to external devices by a trusted device, such as FTP 

15 access, information about the trusted FTP server must also be available to the NSD. 

A user such as a system administrator typically defines the specific security 

policy for a NSD by determining the services and protocols of interest and then configuring 

the NSD to protect the trusted devices as appropriate. However, configuring an NSD can 

be time-consuming, and any mistakes in the configuration (e.g., failure to define how a 

20 particular service should be handled, or allowing default behaviors to allow passage of 

network information) can compromise the ability of the NSD to protect sensitive 

information. Thus, the need for system administrators to configure each NSD can cause 

various problems. 

When it is necessary to configure large numbers of NSDs, such problems 

25 are only exacerbated. If the security policies across some or all of the NSDs should be 

consistent (e.g., multiple devices in use by a single company), the likelihood of mistakes 

increases. If the system administrator merely copies the specific security policy from one 

NSD to another, mistakes may occur in re-specifying the various NSD-specific 
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configuration information. Alternately, if the system administrator attempts to re-create the 

general security policy independently on each NSD, various mistakes may occur such as 

neglecting to configure a type of service or incorrectly configuring the actions for such a 

type. 

In addition to implementing security policies which may restrict the passage 

of some network information, NSDs typically gather network security information about 

events of interest, including encountering types of network information that is encountered 

as well as various actions taken by the NSD. The network security information can be 

displayed to users such as system administrators so that they can. verify that the security 

10 policy is correctly implemented, produce reports about the types and quantities of network 

information that is allowed to pass and that is blocked from passage, and identify when 

external activities of concern (e.g., a hacker attack on the NSD) are occurring. NSDs 

typically maintain a local storage, often referred to as a log, of the security information that 

they gather. 

15 Some NSDs include computer software components executing on general-

purpose or dedicated computer hardware. For such an NSD, the executing software 

components assist in implementing the specific security policies defined for the NSD. Use 

of software components allows the operation of the NSD to be upgraded in an efficient 

manner by replacing some or all of the existing software components with new software 

20 components. Such new software is typically distributed via physical media such as CDs or 

optical disks, and is loaded onto the NSD by an individual such as a system administrator. 

SUMMARY OF THE INVENTION 

Some embodiments of the present invention provide a facility for using a 

security policy manager device to remotely manage multiple network security devices 

25 (NSDs). In some embodiments, the manager device uses one or more intermediate 

supervisor devices to assist in the management. Security for the communications between 

the manager device, supervisor devices, and NSDs can be provided in a variety of ways. 
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The facility allows the manager device to create a consistent security policy 

for the multiple NSDs by distributing a copy of a security policy template to each of the 

NSDs and by then configuring each copy of the template with NSD-specific information. 

For example, the manager device can distribute the template to multiple NSDs by sending a 

5 single copy of the template to a supervisor device associated with the NSDs and by then 

having the supervisor device update each of the NSDs with a copy of the template. Other 

information useful for implementing security policies for the NSDs, such as software 

components to be executed by the NSDs, can also be distributed by the manager device to 

the NSDs in a similar manner. 

IO The facility also allows a manager device to retrieve, analyze and display 

the network security information gathered by the various NSDs while implementing 

security policies. Each NSD can forward its network security information to a supervisor 

device currently associated with the NSD, and can switch supervisor devices if the current 

supervisor device becomes unavailable. When the manager device desires the network 

15 security information for an NSD, the manager device contacts the one or more supervisor 

devices which store portions of the network security information of interest, retrieves the 

various portions of the network security information, and then aggregates the retrieved 

information in an appropriate manner. 

20 

25 

BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is a block diagram illustrating an embodiment of the Network 

Security Device Management (NSDM) system of the present invention. 

Figure 2 is a block diagram illustrating the flow of network security 

information from a network security device (NSD) to the manager device. 

Figures 3A-3H are examples of security policy templates. 

Figures 4A-4H are an example of network security information generated by 

implementing a specific security policy. 
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Figures SA-SD are examples of a manager device's hierarchical view of 

multiple supervisor devices and NSDs and of corresponding configuration and network 

information. 

Figure 6 is an example of one or more NSD software components which can 

5 be distributed by a manager device. 

Figure 7 is an exemplary flow diagram of an embodiment of the Network 

Security Device routine. 

Figure 8 is an exemplary flow diagram of an embodiment of the Filter 

Network Packets subroutine. 

Figure 9 is an exemplary flow diagram of an embodiment of the Generate 

Network Security Information subroutine. 

Figure 10 is an exemplary flow diagram of an embodiment of the Respond 

To Management Message subroutine. 

Figure 11 is an exemplary flow diagram of an embodiment of the Supervisor 

15 Device routine. 

Figure 12 is an exemplary flow diagram of an embodiment of the Process 

NSD Message subroutine. 

Figure 13 is an exemplary flow diagram of an embodiment of the Process 

Manager Or Supervisor Device Message subroutine. 

20 Figures 14A and 14B are exemplary flow diagrams of an embodiment of the 

Manager Device routine. 

DETAILED DESCRIPTION OF THE INVENTION 

An embodiment of the present invention provides a method and system for 

using a manager device to remotely manage multiple network security devices. In 

25 particular, the Network Security Device Management (NSDM) system allows a security 

policy manager device to create a consistent security policy for multiple network security 

devices (NSDs) by distributing a copy of a security policy template to each of the NSDs 
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and by then configuring each copy of the template with NSD-specific information. Other 

information useful for implementing security policies for the NSDs, such as software 

components to be executed by the NSDs or lists of devices from whom information is to be 

blocked, can also be distributed by the manager device to the NSDs in a similar manner. 

5 The NSDM system also allows a manager device to retrieve, analyze and display the 

network security information gathered by the various NSDs while implementing security 

policies. In some embodiments, the manager device uses one or more intermediate 

supervisor devices to assist in managing the multiple NSDs. 

Security policy templates can be defined by a user. of the manager device 

IO and then used to implement consistent network security policies across multiple NSDs 

while reducing the risk of configuration error. Each template defines default network 

information filtering rules for various common services and protocols, and uses defined 

aliases to represent various specific devices of interest for a particular NSD. Security 

policy templates are discussed in greater detail below, as well as in the co-pending U.S. 

15 Patent Application entitled "GENERALIZED NETWORK SECURITY POLICY 

TEMPLATES FOR IMPLEMENTING SIMILAR NETWORK SECURITY POLICIES 

ACROSS MULTIPLE NETWORKS," filed May 6, 1999, incorporated herein by 

reference. 

In order to remotely manage multiple NSDs, a manager device can use one 

20 or more intermediate supervisor devices. For example, after a security policy template is 

defined, the manager device can distribute the template to multiple NSDs by sending a 

single copy of the template to a supervisor device associated with the NSDs and by then 

having the supervisor device update each of the NSDs with a copy of the template. Each of 

the NSD template copies can then be configured with NSD-specific information from one 

25 or more of a variety of sources, such as by the manager device, by a local user such as a 

system administrator, or automatically such as with DNS information. In particular, aliases 

in the template copy on a particular NSD can be replaced with information about the 

specific corresponding devices that are protected by the NSD, and NSD-specific access 
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information can also be specified. For example, an alias for an HTTP server can be 

replaced with the specific network address and name of the actual HTTP server. 

Other information useful for implementing security policies for the NSDs, 

such as software components to be executed by the NSDs, lists of devices to be blocked 

5 (i.e., to block information flowing from and/or to the device), or updates to existing 

templates in use, can also be distributed by the manager device to the NSDs in a similar 

manner via the supervisor devices. Such information can also be configured with NSD­

specific information if necessary in the manner described above. Those skilled in the art 

will appreciate that configuration of an NSD can occur not only w:hen the NSD is initially 

IO installed, but also at later times. In addition to providing information to the NSDs, the 

manager device can also provide various types of information to the supervisor devices 

(e.g., software updates for software executing on the supervisor devices). 

One or more intermediate supervisor devices can also assist the manager 

device in retrieving, analyzing and displaying the network security information gathered by 

15 the various NSDs. As each NSD executes and implements its specific security policy, the 

NSD gathers network security information about its activities and about the network 

information that is monitored. Each NSD forwards its network security information to a 

host supervisor device currently associated with the NSD so that the supervisor device can 

host the network security information by storing and/or processing it. If the supervisor 

20 device currently associated with an NSD becomes unavailable, the NSD instead forwards 

its network security information to one or more alternate host supervisor devices. In this 

manner, even if one supervisor device becomes unavailable, the network security 

information for the NSDs that were associated with the supervisor device is not lost. When 

the manager device wants to retrieve the network security information for an NSD, the 

25 manager device contacts the one or more supervisor devices which store portions of the 

network security information of interest, retrieves the various portions of the network 

security information, and then aggregates the retrieved information in an appropriate 

manner. 
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In some embodiments, the manager device and supervisor devices are 

external devices. Security for the communications between the manager device, supervisor 

devices, and NSDs can be provided in a variety of ways. For example, any of the 

information transmitted between the NSDs and the supervisor devices and between the 

5 supervisor devices and the manager device can be protected from unauthorized access by 

encrypting the information (e.g., using Data Encryption Standard (DES) in Cipher Block 

Chaining (CBC) mode). In addition, various schemes can be used to ensure that NSDs and 

supervisor devices provide information only to authorized devices or users, such as by 

using passwords, hashing passwords to produce keys, challenge/response, shared secrets, 

10 digital IDs, or a list of devices defined as being authorized to request and/or receive 

information. Part of the NSD-specific configuration of each NSD can include associating 

one or more supervisor devices authorized to communicate with the NSD, as well as 

providing specific information about how the communication is to occur. User 

authentication can be performed in a variety of ways, such as by using WINDOWS NT™ 

15 Domain Users and Groups RADIUS user authentication, or CRYPTOcard. 

Referring now to Figure 1, an embodiment of the Network Security Device 

Management (NSDM) system 100 includes a security policy manager device 110 able to 

communicate with multiple supervisor devices 120 and 160, also referred to as host devices 

or event processors. Each supervisor device is associated with multiple NSDs, with 

20 supervisor device 120 associated with NSDs 130 through 140 and with supervisor device 

160 associated with NSDs 161 through 162. Each NSD protects one or more trusted 

devices from external devices, such as NSDs 130 and 140 protecting devices (not shown) 

in internal networks 135 and 145 respectively from devices (not shown) in external 

network 190. For the sake of brevity, supervisor device 160 and NSDs 161 through 162 

25 are not described in detail. 

In some embodiments, additional classes of devices which the NSD will 

protect are defined, with different security policies defined for each class of devices. For 

example, internal devices which are in direct communication with external devices (e.g., 
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HTTP and FTP servers) may be specified in an optional class. Optional devices are 

typically afforded some level of trust greater than external devices but less than trusted 

devices, such as by monitoring some communications between optional and trusted 

devices. Thus, security policy templates and specific security policies can be viewed as 

5 defining levels of trust given to various specific devices or classes of devices. 

Each NSD has a supervisor device which is designated as the primary 

supervisor device for that NSD. For example, supervisor device 120 is the primary 

supervisor for NSDs 130 through 140, and those NSDs store information about supervisor 

device 120 (e.g., the device's network address) with their respective specific security 

IO policy information 133 and 143 on storage devices 131 and 141. In a similar manner, 

supervisor device 160 is the primary supervisor for NSDs 161 through 162. NSDs 130 and 

140 also store any required access information (e.g., one or more unique passwords which 

supervisor device 120 must provide in order to gain access to the NSDs) along with their 

respective device access information 134 and 144. The NSD-specific access information 

15 and primary supervisor device information can also optionally be stored by the manager 

device along with its supervisor device and NSD access information 115 and specific 

security policy information 116 respectively. Those skilled in the art will appreciate that 

storage devices 13 1 and 141 can be implemented in a variety of ways, such as by using 

local or remote storage, and by using a variety of storage media (e.g., magnetic disk, flash 

20 RAM, etc.). 

The manager device has one or more input/output devices 118 (such as a 

display) to enable a user (not shown) to interact with the manager device. The manager 

device also stores a variety of information on storage device 111, including one or more 

NSD software updates 112, security policy templates 113, and aggregated network security 

25 information 114 from one or more NSDs. The manager device also optionally stores 

supervisor device and NSD access information 115 (e.g., passwords and a decryption key 

for stored information) as well as specific security policy information 116 (including NSD­

specific configuration information) for one or more NSDs. Those skilled in the art will 
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appreciate that storage device 111 can be implemented in a variety of ways, such as by 

using local or remote storage, and by using a variety of storage media (e.g., magnetic disk, 

flash RAM, etc.). 

When a user of the manager device desires to establish or modify a security 

5 policy for one or more NSDs such as NSDs 130 and 140, the user first selects one of the 

security policy templates 113 or creates a new security policy template. Security policy 

templates are discussed in greater detail below with respect to Figure 3. The manager 

device then determines the one or more primary supervisor devices for the NSDs of 

interest, such as by retrieving this information from its specific security policy information 

IO 116. If this information is not stored by the manager device, the manager device can obtain 

the information in a variety of ways, such as by querying the NSDs of interest or by 

querying the various known supervisor devices. 

After the one or more primary supervisor devices are known, the manager 

device sends a single copy of the security policy template to each of the primary supervisor 

15 devices. For example, if the NSDs 130 and 140 are selected, a copy of the template is sent 

to supervisor device 120. The primary supervisor devices then send a copy of the security 

policy template to each of the selected NSDs. Each NSD stores its copy of the security 

policy template with the NSD's specific security information. 

Each NSD's copy of the security policy template can then be configured 

20 with information specific to the NSD. For example, information about specific devices of 

interest from internal network 13 5 will be retrieved, and will be used to configure the 

security policy template for NSD 130. This NSD-specific information will be used to 

configure the security policy template into a specific security policy for the NSD, and the 

information will be stored with the specific security policy information for the NSD. The 

25 NSD-specific configuration can be conducted by a user via the manager device, by a local 

user such as a system administrator for the NSD, or automatically via a device-identifying 

service such as DNS. 
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When a user of the manager device desires to initially load or modify the 

software to be executed by one or more NSDs such as NSDs 130 and 140, the user first 

selects the software of interest, such as from NSD software updates information 112. The 

user can update some or all of the software components used by the NSDs. The manager 

5 device then distributes the software components to the NSDs in the same manner as for the 

security policy templates, including configuring the copies of the software with NSD­

specific information if necessary. Each NSD stores the software, such as NSDs 130 and 

140 storing their software with their security device software 132 and 142 respectively. 

The NSDs will implement the defined specific security policy by executing the software 

10 and using the stored specific security policy information. Those skilled in the art will 

appreciate that other types of information other than security policy templates and software 

can be distributed from the manager device to the NSDs in a similar manner. 

As the NSDs execute their specific security policies, they gather various 

network security information of interest. Each NSD forwards its network security 

15 information to its primary supervisor device for storage. The network security information 

can be forwarded to the supervisor device in a variety of ways, such as immediately upon 

generation, on a periodic basis, or when the supervisor device requests the information. 

For example, NSDs 130 and 140 forward their network security information to supervisor 

device 120 for storage in the supervisor device's network security information log 125. If 

20 supervisor device 120 becomes unavailable, NSDs 130 and 140 will forward their network 

security information to another supervisor device, such as supervisor device 160. 

Supervisor device 160 stores the network security information it receives in network 

security information log 165. Thus, each supervisor device maintains one or more logs 

containing network security information sent by NSDs associated with the supervisor 

25 device. 

When a user of the manager device desires to see the network security 

information of an NSD such as NSD 120, the manager device retrieves the network 

security information from each supervisor device which stores any of the network security 
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information (e.g., any security information generated between two specified times, or all 

security information that is available). The manager device can determine these one or 

more supervisor devices in a variety of ways. For example, each of the supervisor devices 

can periodically inform the manager device of the NSDs which are currently associated 

5 with the supervisor device, and the manager device can store this information with its 

specific security policy information 116. The manager device can then aggregate the 

network security information that is retrieved from multiple supervisor devices in a variety 

of ways, such as chronologically, by event type, etc. This aggregated network security 

information can be stored by the manager device in the aggre~ated network security 

10 information 114 of the manager device, either individually or with the security information 

of other NSDs. 

Those skilled in the art will appreciate that each device of the NSDM 

system may be composed of various components such as a CPU, memory, input/output 

devices (e.g., a display and a keyboard), and storage (e.g., a hard disk or non-volatile flash 

15 RAM). In addition, those skilled in the art will appreciate that the described embodiment 

of the NSDM system is merely illustrative and is not intended to limit the scope of the 

present invention. The system may contain additional components or may lack some 

illustrated components. In particular, there may be multiple manager devices and/or 

multiple hierarchical layers of supervisor devices such that some supervisor devices 

20 supervise other supervisor devices. Alternately, the manager device and one or more 

supervisor devices may be implemented as a single computer system such that the manager 

device communicates directly with NSDs. Also, in some embodiments the devices which 

host network security information for the NSDs can be separate devices from those which 

supervise and send management information to the NSDs. Accordingly, the present 

25 invention may be practiced with other configurations. 

Referring now to Figure 2, an embodiment of the NSDM system is used to 

illustrate how network security information from an NSD is stored by multiple supervisor 

devices. In some embodiments, each NSD has not only a primary supervisor device which 
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is associated with the NSD, but also one or more additional associated supervisor devices 

(e.g., secondary and tertiary devices, or multiple secondary devices). As with.the primary 

supervisor device, these additional supervisor devices for an NSD can be specified in a 

variety of ways, such as by a user of the manager device during configuration of the NSD 

5 or automatically based on a variety of criteria (e.g., geographic proximity to the NSD, 

capacity of the supervisor device, etc.). Each NSD can store information about the 

additional supervisor devices with their specific security policy information, as well as any 

required access information for the additional supervisor devices along with their device 

access information. 

10 As is discussed above with respect to Figure 1, supervisor device 120 has 

been designated as the primary supervisor device for NSD 130. As is illustrated in Figure 

2, two other supervisor devices have also been associated with NSD 130. In particular, 

supervisor device 160 has been designated as a secondary supervisor device for NSD 130, 

and supervisor device 210 has been designated as a tertiary supervisor device. Those 

15 skilled in the art will appreciate that any number of supervisor devices could be associated 

with any given NSD, and that different NSDs can have different groups of associated 

supervisor devices. Supervisor devices 160 and 210 maintain network security information 

logs 165 and 215 respectively, and supervisor devices 120, 160 and 210 are all able to 

communicate with security policy manager device 110. 

20 As is illustrated, NSD 130 protects multiple trusted devices 220 through 230 

in internal network 135 from external devices in external network 190 (not shown). As 

NSD 130 implements its specific security policy and notes events of interest, it gathers 

various network security information related to the events. When NSD 130 has network 

security information that is to be transmitted to a supervisor device for storage, NSD 130 

25 first determines if primary supervisor device 120 is available to host the information (e.g., 

by sending a status query message to the device). If primary supervisor device 120 is able 

to receive network security information from NSD 130 and has the capacity to store the 
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information, NSD 130 sends the network security information to supervisor device 120 for 

storage in the network security information log 125. 

If, however, primary supervisor device 120 is not available to host the 

network security information from NSD 130, the NSD determines an alternate host 

5 supervisor device (referred to as a "fail-over"). Since supervisor device 160 has been 

designated as the only secondary supervisor device, NSD 130 determines if that supervisor 

device is available to host the network security information. If so, supervisor device 160 

becomes the supervisor device currently associated with NSD 130, and the NSD forwards 

the information to the supervisor device. If supervisor device 160 i~ not available, the NSD 

IO determines a next supervisor device (e.g., supervisor device 210) to check for availability. 

In this manner, the network security information for a single NSD may be stored across 

multiple host supervisor devices. As discussed above, the manager device can be informed 

as to the NSDs currently associated with each supervisor device in a variety of ways, such 

as by the supervisor devices or the NSDs periodically sending status messages to the 

15 manager device. 

The details of how the fail-over process works can be implemented in a 

variety of ways. For example, in some embodiments after NSD 130 has switched its 

current association to an alternate supervisor device such as supervisor device 160, NSD 

130 will continue to use that supervisor device as its host device until that supervisor 

20 device becomes unavailable. Alternately, the NSD could instead continue to try to send 

network security information to its primary supervisor device even if the current supervisor 

device remains available, such as by periodically checking the availability of the primary 

supervisor device or by first attempting to send each portion of network security 

information to the primary supervisor device. In addition, if an alternate supervisor device 

25 such as supervisor device 160 becomes unavailable, NSD 130 could first check the primary 

supervisor device for availability before checking other alternate supervisor devices, or 

could instead check the next supervisor device (supervisor device 210) that is associated 

with the NSD. 
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Those skilled in the art will also appreciate that fail-over among multiple 

supervisor devices can occur in a variety of ways. For example, additional supervisor 

devices can be associated with an NSD only when needed, such as when the primary 

supervisor device becomes unavailable. In addition, the NSDs may use a currently 

5 associated host supervisor device for reasons other than storing network security 

information, such as for forwarding messages to the manager device or to other NSDs. 

Figures 3A-3H are examples of security policy templates. Figure 3A is a 

conceptual diagram illustrating the generation from a single security policy template of 

specific security policies for each of several NSDs and their respective internal networks. 

IO A security template 300 is first generated, such as by a user of the manager device. Then, 

for each ofa number of different networks 315,325,335, etc., the user generates a network 

profile containing NSD-specific information for implementation by the NSD protecting 

that network. These network profiles are shown as network profiles 310, 320, 330, etc. In 

order to generate the specific security policy for each network, the security policy template 

15 is combined with the network profile for that network. For example, in order to create 

security policy 315 for network 1, the security policy template 300 is combined with 

network profile 3 10 for network 1. 

Figure 3B is a conceptual diagram illustrating the creation of a security 

policy in greater detail. In particular, Figure 3B shows the creation of security policy 315 

20 for network 1 shown in Figure 3A. Figure 3B shows that the security policy template 300 

contains a number of security policy filter rules, including security policy rule 301. 

Security policy rule 301 specifies that outgoing FTP connections are allowed only from 

network elements defined as being within the "InformationServices" alias. While only one 

security policy rule is shown in security policy template 300 to simplify this example, 

25 security policy templates often have a larger number of such security policy rules. 

The network profile 310 for network 1 contains a definition of the 

"InformationServices" alias 311. It can be seen that this definition defines the 

"InformationServices" alias to include the network elements at the following IP addresses: 
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In general, a network profile contains an alias definition like alias definition 311 for each 

5 alias used in the security policy template. 

When the security policy template 300 and the network profile 310 for 

network 1 are combined to create the security policy 315 for network 1, the facility 

replaces the "InformationServices" alias in rule 301 with the network addresses listed for 

the "InformationServices" alias in definition 311. Doing so pr~duces rule 316 in the 

10 security policy 315 for network 1, which indicates that outgoing FTP connections are 

allowed only from the network elements having IP addresses 220.15.23.52, 220.15.23.53, 

and 220.15.23.97. In the same manner, for each additional rule in security policy template 

300, each occurrence of an alias is replaced with the network addresses of the network 

elements defined to be within the alias in the network profile 310 for network 1. As a 

15 result, the rules in security policy 315 for network 1, which are to be implemented in 

network 1, specifically refer to network elements within network 1. In this sense, they 

differ from the rules in security policies 325 and 335, which specifically refer to network 

elements within networks 2 and 3, respectively. 

Figures 3C-3H provide exemplary graphical user interface screens such as 

20 may be provided by a manager device to assist in defining security policy templates. 

Referring now to Figure 3C, a variety of aliases are available to be used in creating security 

policy templates. Note that aliases may be related to services and protocols (e.g., H323 and 

FTP) as well as to conceptual identifications of one or more network devices such as may 

be based on a particular NSD customer's network (e.g., Accounting, Marketing, 

25 Production, Sales, and TopMgmt). As is illustrated, filter rules have been defined for the 

H323 and FTP aliases. Referring now to Figure 3D, a specific filter rule such as for a 

particular service is illustrated in detail, allowing control for incoming and outgoing 

packets based on specific senders and recipients. Each filter rule can include associated 
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information as to whether to generate network security information when the rule applies 

(e.g., via the Logging button). Referring now to figure 3E, an interface for defining aliases 

is shown along with a list of various defined exemplary aliases. 

Referring now to Figure 3F, an example of a user interface for configuring a 

5 security policy template for a specific NSD of a particular customer is shown. In 

particular, a filter rule for the available service ping is shown. In the illustrated 

embodiment, a WatchGuard service has also been defined to manage communications 

between the NSD and supervisor devices. Configuring the NSD can include specifying 

Contact Information for the customer (e.g., company name, contact person, customer ID, 

10 etc.), Identification and Access information (e.g., the NSD name and serial number, the 

NSD external IP address, a modem number that is used by the NSD, etc.), Network 

Configuration information (e.g., IP addresses for the default gateway and for the trusted, 

external and optional interfaces, as well as hosts and networks related to each of the 

interfaces), Out Of Band (OOB) information to specify how to communicate with the NSD 

15 in ways other than through the external network (e.g., via a modem or serial port), Route 

information (e.g., network routing information when the customer uses a router to connect 

one or more secondary networks to a network behind the NSD), Authentication 

information to specify how user and/or device authentication will be performed, Log Host 

information about the one or more supervisor devices associated with the NSD (e.g., a list 

20 of supervisor devices in order of precedence, with the primary supervisor device first, as 

well as password and other access information needed to interact with the devices), and 

Miscellaneous information such as the current time zone. 

Figures 3G and 3H provide exemplary information related to events of 

interest and the specifying of network security information of interest. Referring first to 

25 Figure 3H, various configuration information for an HTTP proxy service is shown, 

including types of information which may be denied passage (e.g., submissions, JAVA™ 

or ACTIVEXTM applets, and various types of information such as audio, images, text, and 

video) as well as whether to log network security information about accesses of the service. 
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Referring now to Figure 3G, a GUI is shown for specifying how to generate network 

security information, such as for a filter rule or service, and how to notify indicated users or 

devices of the network security information. 

Those skilled in the art will appreciate that this information is provided for 

5 exemplary purposes only, and that the invention is not limited to the specific details 

discussed. 

Figures 4A-4H provide an example of various network security information 

and NSD status information generated by implementing a specific security policy. Those 

skilled in the art will appreciate that network security information can include a variety of 

10 types of information about packets of interest, such as the direction, network interface, total 

length, protocol, header length, time to live, source IP address, destination IP address, 

source port, destination port, ICMP type and code, information about IP fragmentation, 

TCP flag bits, and IP options. The network security information can also include 

information about the logging itself, such as a time stamp, the action taken after applying 

15 filter rules, and information about the supervisor/host device such as the device name, 

corresponding process name, and corresponding process ID. 

20 

Those skilled in the art will also appreciate that this information is provided 

for exemplary purposes only, and that the invention is not limited to the specific details 

discussed. 

Figures SA-SD provide examples of a GUI displaying to a user of a manager 

device a hierarchical view of multiple supervisor devices and NSDs as well as 

corresponding configuration and network information. 

Referring now to Figure SA, a manager device ("Network Operations 

Center"), two supervisor devices ("WEP _ 1" and "WEP _ 2"), and seven NSDs 

25 ("Computer_ Enterprises," "B ilington _Insurance," "General_ Automotive," "Fields_ Bank," 

"Starr_ Manufacturing," "Vision_ Cable," and "Gray_ Design_ Group") are illustrated in the 

upper left pane of the GUI. The first three NSDs are currently associated with the WEP _ I 

supervisor device, and the next four NSDs are currently associated with the WEP 2 
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supervisor device. The hierarchical arrangement allows devices to be accessed in a variety 

of ways, such as by selecting all of the security devices associated with a supervisor device 

by merely selecting or indicating the supervisor device. Note that supervisor devices and 

their associated security devices can be organized in a variety of ways, such as by 

5 geographical proximity or by conceptual similarity (e.g., grouping customers based on 

similar types of business). 

As is illustrated by the icons shown beside the devices in the left pane, a 

variety of information about the devices can be displayed graphically (e.g., type of device 

and connection status). In addition, as is shown in the right pane of the GUI, various 

10 information about the supervisor devices and NSDs can be displayed textually (e.g., the IP 

address, connection status, and phone number). The current contents of the right pane 

indicate that a variety of specific information can be displayed for a particular security 

device (in this example, "Computer_Enterprises"). Similarly, other information accessible 

to the device executing the GUI can be displayed, such as the available security policy 

15 templates shown in the lower left pane. 

In addition to the currently displayed information, other tools and 

information can also be accessed via the GUI (e.g., via the top-level menus, pop-up menus 

for particular displayed items, via the toolbar, etc.). For example, other available tools 

include the Security Management System (SMS) tool provides a GUI for viewing and 

20 modifying the existing security policy, as well as access to higher-level functions such as 

adjusting proxy settings, customizing web surfing rules and configuring a VPN. The SMS 

tool allows a user to specify access information for an NSD, examine or edit the 

configuration information of an NSD, save NSD configuration information either locally or 

on an NSD, add and delete services for the NSD, specify network-specific addresses for the 

25 NSD, set up logging and notification details about network security information, define 

default packet handling rules, block network information passing to or from certain IP 

addresses and port numbers, set up IP masquerading so that the NSD presents its IP address 

to the external network in lieu of any specific internal network addresses, set up port 
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forwarding so that the NSD redirects incoming packets to a specific masqueraded device in 

the internal network based on the destination port numbers of the packets, determine the 

level of security for incoming and outgoing sessions using proxy services, and organize the 

internal network by defining aliases, defining groups of internal devices, and defining 

5 groups of users (e.g., with different levels of access privileges). 

Other tools also include the Status Viewer for retrieving specific status 

information about an NSD (e.g., version information, uptime, memory usage, active 

connections, etc.), the Log Viewer for displaying network security information, the Host 

Watch for providing a graphical view of real-time connections between an NSD's trusted 

10 and external networks, the Service Watch for graphing the number of connections of 

service, the Mazameter for displaying real-time bandwidth usage for a particular NSD 

interface, and the Historical Reporting to run NSD reports related to exceptions (such as 

denied packets), usage by supervisor device, service, or session, time series reports, 

masquerading information reports, and URL reports. 

15 Figure SB provides an example of a GUI for a Host Watch tool that provides 

20 

a graphical view of real-time connections, and Figures SC and SD provide examples of 

GUis for a Status Viewer tool. Figure SC indicates various users associated with specific 

IP addresses, and Figure SD includes information about IP addresses and ports which are 

currently blocked. 

Those skilled in the art will also appreciate that this information is provided 

for exemplary purposes only, and that the invention is not limited to the specific details 

discussed. 

Figure 6 is an example of one or more NSD software components which can 

be distributed by a manager device to an NSD. In the illustrated embodiment, the NSD is a 

25 security appliance device capable of executing the Linux operating system. In addition to 

implementing a specific security policy that generates network security information, the 

NSD can also perform additional tasks, such as providing support for Virtual Private 

Networks (VPNs). The NSD software components include a version of the Linux OS 
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kernel 610 which is capable of executing on the NSD to provide various OS functionality 

(e.g., TCP/IP support, network drivers, etc.). The OS software component can also include 

an application programming interface (API) so that various other software components can 

interact with the OS kernel in a consistent manner. 

5 One software component which interacts directly with the OS is the packet 

filter engine 615. The packet filter engine implements the specific security policy for the 

NSD, and interacts with various other software components including the firewall 630, 

proxies for various network services 635, and authentication software 640. The firewall 

component can provide a variety of functions such as configuring security policy filter 

IO rules, providing an interface to implement communication and access security (e.g., via 

encryption), launching proxies for various network services, and communicating with 

management software of the NSD client (e.g., a business which owns the trusted devices 

protected by the NSD). The firewall component can provide a client API 645 which client 

computers can contact, or can instead communicate with such an API provided by the 

15 client. The various network service proxies can provide a variety of information about the 

activities and configuration of the proxies, and the authentication software can ensure that 

users or devices provide the necessary access information before gaining access to the NSD 

or being able to receive information (e.g., network security information) from the NSD. 

Other software components which interact directly with the OS include 

20 various functionality-specific drivers (e.g., VPN drivers) 620, and various service and 

protocol drivers (e.g., TCP/IP driver) 625. Most functionality-specific drivers will also 

have a corresponding software component which implements the functionality and which 

interacts with the driver, such as the VPN software 650 interacting with driver 620. 

Similarly, one or more software components may be associated with the service and 

25 protocol drivers to implement or provide support for those protocols and services, such as 

the initialization program 655 interacting with drivers 625. 

It is also possible for some software components to execute on the NSD in a 

manner such that they do not directly interact with other software components. For 
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example, the network security information logging component 660 provides network 

security information to supervisor devices. While the logging component could interact 

with other components such as the packet filter engine to retrieve the network security 

information of interest, the logging component could also retrieve the information from a 

5 temporary local storage without such direct interaction. The logging component can 

provide a supervisor device API 670 which supervisor devices can contact, or can instead 

communicate with such an API provided by the supervisor devices. As with the firewall 

component and other components providing information or access to external devices, the 

logging component can provide for the security of the information. it provides in a variety 

10 of ways (e.g., encrypting the information before transmitting it). 

Finally, as illustrated by the software components 670, a variety of other 

optional software components can be provided to and executed by an NSD. These 

components may or may not interact with other displayed software components. Those 

skilled in the art will appreciate that various of the displayed software components may 

15 interact with each other even if such interaction is not graphically illustrated, that existing 

software components could be removed, and that various software components could 

alternately be grouped together into a single component or separated into separate sub­

components. In addition, those skilled in the art will appreciate that various specific types 

of software (e.g., the Linux OS and the TCP/IP protocol) could be replaced with alternate 

20 types of software providing similar functionality. 

Those skilled in the art will also appreciate that this information is provided 

for exemplary purposes only, and that the invention is not limited to the specific details 

discussed. 

Figure 7 is an exemplary flow diagram of an embodiment of the Network 

25 Security Device routine 700. The routine implements a specific security policy for an NSD 

by monitoring network information passing between devices of interest (e.g., between 

external devices and trusted devices), applying security policy filter rules when 

appropriate, and generating network security information about events of interest. In 
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addition, the routine responds to management-related messages (e.g., from supervisor 

devices) when appropriate. 

The routine begins at step 705 where the NSD executes an initial boot 

program that loads the software to be executed by the NSD. After the software is loaded, 

5 the routine continues to step 710 to load various NSD-specific network packet filter rules 

that will be used to implement the specific security policy for the NSD, as well as any other 

NSD-specific configuration information. The software and NSD-specific configuration 

information will typically be stored in non-volatile memory (e.g., flash RAM or a magnetic 

disk) by the NSD, but can also be loaded from a remote device. 

After step 710, the routine continues to step 715 to monitor any passing 

network information. When network information packets of interest are detected, the 

routine continues to step 720 to filter the network information packets by executing the 

Filter Network Packets subroutine 720. After filtering the network information packets, the 

routine continues to step 725 to generate network security information about any events of 

15 inte!est by executing the Generate Network Security Information subroutine 725. The 

routine then continues to step 730 to respond to any management-related messages 

received (e.g., from a supervisor device) by executing the Respond To Management 

Message subroutine 730. After step 730, the routine continues to step 790 to determine 

whether to continue monitoring network information packets. If so, the routine returns to 

20 step 715, and if not the routine ends at step 795. 

Those skilled in the art will appreciate that network information can be 

monitored and altered in a variety of ways. In addition, network information can be 

specified in a variety of different types of packets, and can take a variety of forms other 

than packets. In addition, an NSD can be implemented in a variety of ways, such as by 

25 using a general-purpose computer executing specialized software or by using a special­

purpose computer. For example, the Fireboxl0 and Fireboxl00 products from 

WatchGuard Technologies, Inc., of Seattle, WA, can be used to implement some aspects of 

anNSD. 
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Figure 8 is an exemplary flow diagram of an embodiment of the Filter 

Network Packets subroutine 720. The subroutine determines whether network information 

packets match one or more security policy 'filter rules, applies filter rules as appropriate to 

determine what actions to take for the packets, and then takes the appropriate action. The 

5 subroutine begins at step 805 where information about the network information packets of 

interest are received. The subroutine continues to step 810 to determine if the packets 

match one or more of the filter rules. If so, the subroutine continues to step 815 to apply 

one or more of the filter rules as appropriate to determine an action to be taken for the 

packets. For example, if multiple rules apply then only t~e rule with the highest 

10 precedence may be used, or alternately each matching rule may be applied in order of 

increasing or decreasing precedence. 

If it is instead determined in step 810 that none of the filter rules apply, the 

subroutine continues to step 820 to determine a default action to be taken for the packets. 

A variety of types of default actions can be used, including denying passage of all packets 

15 that are not explicitly approved, blocking spoofing attacks, blocking port space probes, and 

blocking address space probes. After steps 815 or 820, the subroutine continues to step 

825 to take the determined action on the packets. In the illustrated embodiments, the 

possible actions include denying or allowing the passage of the packet to the intended 

recipient. After step 825, the subroutine continues to step 895 and returns. 

20 Those skilled in the art will appreciate that a network information security 

policy can be implemented in ways other than using filter rules. In addition, default 

filtering rules can be used such that some filter rules will apply to any packet. Moreover, a 

variety of actions can be taken on packets other than allowing or denying passage of the 

packets, including modifying the packets to add or remove information, or holding the 

25 packets until additional processing (e.g., manual review) can be performed on the packets. 

In addition, additional actions may be necessary for the subroutine based on the format of 

the packets. For example, determining whether a packet matches a filter rule may require 

first stripping various network transmission information from the packet, and this 
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information may need to be added back to the packet if the determined action for the packet 

is to allow its passage to its intended recipient. 

Figure 9 is an exemplary flow diagram of an embodiment of the Generate 

Network Security Information subroutine 725. The subroutine determines whether an 

5 event of interest has occurred (e.g., the application of a filter rule of interest or the 

detection of a packet matching predefined characteristics of interest such as corresponding 

to a particular network service), logs network security information about the event if 

appropriate, and notifies one or more specified entities about the event if appropriate. The 

subroutine encrypts information before it is transmitted so that it can be transmitted over an 

10 external network without fear of the information of interest being intercepted. The 

subroutine begins at step 905 where information about the network information packets of 

interest are received. The subroutine continues to step 910 to determine if the packets 

indicate an event of interest for which network security information is to be logged. 

If it is determined in step 910 that the packets indicate an event of interest 

15 for which network security information is to be logged, the subroutine continues to step 

915 to generate the network security information about the event, such as by extracting 

information of interest from the packet including the packet sender, intended packet 

recipient, packet direction, etc. The subroutine then continues to step 920 to determine the 

supervisor device currently associated with the NSD. The subroutine next determines in 

20 step 925 if the current supervisor device is available to receive network security 

information from the NSD. If not, the subroutine continues to step 930 to determine an 

alternate supervisor device to be the current supervisor device, and then returns to step 925 

to determine if the new supervisor device is available. After a supervisor device is found to 

be available and designated as the current supervisor device, the subroutine continues to 

25 step 933 to encrypt the network security information in a manner accessible by the current 

supervisor device (e.g., with an asymmetric public key for the supervisor device, or with a 

symmetric key available to all supervisor devices). The subroutine then continues to step 

93 5 to send the encrypted network security information to the current supervisor device. 
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Any necessary access information (e.g., passwords) can also be included with the sent 

information. 

After step 935, or if it is instead determined in step 910 that the packets do 

not indicate an event of interest for which network security information is to be logged, the 

5 subroutine continues to step 940 to determine if the packets are of a type that require 

immediate notification of one or more entities (e.g., users, devices, services, etc.). If so, the 

subroutine continues to step 945 to notify the designated entities in the appropriate manner, 

such as by using a predefined notification means (e.g., email, a pager, voice mail, a 

message containing predefined information, etc.). This communication can also be 

IO encrypted as appropriate. After step 945, or if it is instead determined in step 940 that 

immediate notification of one or more entities is not required, the subroutine continues to 

step 995 and returns. 

Those skilled in the art will appreciate that network security information can 

be sent to a supervisor device in alternate ways. For example, the NSD could store 

15 network security information until a sufficient amount was available before sending it to a 

supervisor, could send network security information on a periodic basis, could send 

network security information only when requested by a supervisor device, or could 

temporarily store network security information while the primary supervisor device or all 

supervisor devices are unavailable. In addition, network security information can be 

20 generated in a variety of ways and can include a variety of information, including sending 

the entire packets of interest, sending only some information from each packet, or sending 

only summary reports about multiple packets. In addition, events of interest which trigger 

the logging of network security information or the notification of some entity can be 

defined and identified in a variety of ways, such as any packets to or from a particular 

25 device or a device in a particular class of devices, any packets for which a specific action 

are taken (e.g., deny passage), any packets containing contents of interest (e.g., particular 

words or an attached file of a particular type), any packets corresponding to a particular 

type of network service (e.g., HTTP requests), etc. Finally, a variety of means for 
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providing security to information being transmitted over a non-secure network can be 

utilized, including symmetric keys, asymmetric keys, passwords, etc.). 

Figure 10 is an exemplary flow diagram of an embodiment of the Respond 

To Management Messages subroutine 73 0. The subroutine determines whether the NSD 

5 has received a management-related message, determines whether the sender of the message 

is authorized to access management functions of the NSD, decrypts the message if 

necessary, and responds to the message when appropriate. The subroutine begins at step 

1005 where information about the network information packets of interest are received. 

The subroutine continues to step 1010 to determine whether the packets contain a message 

10 that is directed to the NSD. If so, the subroutine continues to step 1015 to determine what 

access information (e.g., passwords, the sender being on a list of authorized devices, etc.) is 

required for the message, as well as any information needed to decrypt the message if it is 

encrypted (e.g., a password, or a public or private key). The subroutine continues to step 

sz 17 to decrypt the message if it is encrypted. The subroutine then continues to step 1020 

15 to verify whether the sender of the message has supplied any necessary access information 

and otherwise met any other access criteria. 

If the necessary access has been verified, the subroutine continues to step 

1025 to determine if the message is a request for information (e.g., status of the NSD, NSD 

configuration information, or network security information), information being supplied 

20 (e.g., a security policy template, NSD-specific configuration information, or NSD 

software), or some other instruction (e.g., reboot the NSD so that new software is used). If 

it is determined in step I 025 that the message is a request for information, the subroutine 

continues to step 1030 to supply the requested information if possible, including encrypting 

the information before sending if appropriate (e.g., if the intended recipient is able to 

25 decrypt the information, and the information is sensitive or if all communications are 

encrypted) and including any necessary access information. If it is determined in step 1025 

that the message is information being supplied, the subroutine continues to step 1035 to 

store the information in the appropriate location. In addition, other actions may be taken 
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automatically if appropriate, such as loading new software immediately if possible. If it is 

determined in step 1025 that the message is some other instruction, the subroutine 

continues to step 1040 to process the instruction if possible. 

After steps 1030, 1035 or 1040, or if it was determined in step 1010 that the 

5 packets do not contain a message directed to the NSD or in step 1020 that the necessary 

access has not been verified, the subroutine continues to step 1095 and returns. Those 

skilled in the art will appreciate that a variety of types of messages can be supplied from a 

supervisor device, directly from a manager device, from another NSD, or from an internal 

device. In addition, management-related messages can include a variety of types of 

IO requests, information, and other instructions. 

Figure 11 is an exemplary flow diagram of an embodiment of the Supervisor 

Device routine 1100. The routine implements a host device for one or more NSDs by 

receiving network security information of interest and storing the information until 

requested by a manager device, as well as assisting the manager device in distributing 

15 various information to the NSDs which are currently associated with the supervisor device. 

The routine begins at step 1105 where the supervisor device executes an 

initial boot program that loads the software to be executed by the supervisor device. Those 

skilled in the art will appreciate that the software can be loaded from local or remote 

storage. After the software is loaded, the routine continues to step 1110 to wait for a 

20 message. After a message is received, the routine continues to step 1115 to decrypt the 

message if it is encrypted. The decryption can be done in a variety of ways, such as by 

retrieving decryption information based on the specific sender of the message or based on 

the type of sender (e.g., NSD or manager device). The routine then continues to step 1120 

to determine if the message is from an NSD. If so, the routine processes the message by 

25 executing the Process NSD Message subroutine 1125, and if not the routine processes the 

message by executing the Process Manager Or Supervisor Device Message subroutine 

1130. After steps 1125 or 1130, the routine continues to step 1190 to determine whether to 
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continue processing messages. If so, the routine returns to step 1110, and if not the routine 

ends at step 1195. 

Those skilled in the art will appreciate that a supervisor/host device can be 

implemented in a variety of ways, such as by using a general-purpose computer executing 

specialized software or by using a special-purpose computer. 

purpose computer executing an operating system (e.g., 

For example, a general­

SOLARIS™ from Sun 

Microsystems) and executing software from WatchGuard Technologies, Inc., of Seattle, 

WA, such as the WatchGuard Event Processor software, can be used to implement such 

aspects of a supervisor/host device. In addition, those skilled in t_he art will appreciate that 

IO each supervisor/host device may be able to support a large number (e.g., 500) ofNSDs. 

Figure 12 is an exemplary flow diagram of an embodiment of the Process 

NSD Message subroutine 1125. The subroutine stores network security information sent 

by NSDs, notifies the manager device if an NSD not previously associated with the 

supervisor device begins sending information, and processes other NSD requests as 

15 appropriate. The subroutine begins at step 1205 where it receives a decrypted copy of the 

message sent from the NSD. The subroutine continues to step 1210 to determine if the 

sending NSD is on the list ofNSDs that are currently associated with the supervisor device. 

If not, the subroutine continues to step 1215 to add the NSD to the current list. 

After step 1215, or if it was instead determined that the sending NSD is on 

20 the list of NSDs that are currently associated with the supervisor device, the subroutine 

continues to step 1220 where any NSDs that are shown on the current list but which are not 

currently associated with the supervisor device are removed from the current list. Whether 

a listed NSD is still associated with the supervisor device can be determined in a variety of 

ways, such as by removing NSDs from whom no messages have been received for a certain 

25 amount of time or by removing NSDs indicated to be associated with other supervisor 

devices (e.g., by the NSD, the manager device, or the other supervisor device). The 

subroutine then continues to step 1225 where, if any NSDs have been added or removed, 

the manager device is notified of the changes in the current list of NSDs. As with other 
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communications, this communication can be encrypted if appropriate and any necessary 

access information can be included in the message. 

The subroutine then continues to step 1230 to determine if the message from 

the NSD is composed of network security information. If so, the subroutine continues to 

5 step 1235 to store the information in the log maintained by the supervisor device. The 

information in the log is encrypted before it is stored so that any other device able to access 

the log cannot obtain access to the contents of the stored network security information. If it 

is determined in step 1230 that the message from the NSD is not composed of network 

security information, the subroutine instead continues to step 1240 to process the message 

IO from the NSD as appropriate. For example, the NSD may be using the supervisor device as 

an intermediary when sending a message to another device such as the manager device, 

another NSD, or another supervisor device. After steps 1235 or 1240, the subroutine 

continues to step 1295 and returns. 

Those skilled in the art will appreciate that NSD messages can be processed 

15 in a variety of alternate ways. For example, the list ofNSDs may be purged on a periodic 

basis rather than when each new NSD message is received, and the manager device can be 

updated as to the changes in the list in a similar manner. In addition, each supervisor 

device can maintain a single log in which the network security information of multiple 

NSDs is stored, or can alternately maintain individual logs for each NSD. Similarly, if the 

20 supervisor device's log is not accessible to other devices, the information stored in the log 

file may not be encrypted, with the supervisor device instead encrypting the information 

before it is sent. 

Figure 13 is an exemplary flow diagram of an embodiment of the Process 

Manager Or Supervisor Device Message subroutine 1130. The subroutine receives a copy 

25 of a message from the manager device that is to be distributed to multiple NSDs, and 

distributes a copy of the message to each of those NSDs which are currently associated 

with the supervisor device. The subroutine also receives requests from the manager device 

or another supervisor device, such as requests from the manager device for the various 
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(potentially distributed) network security information of an NSD, and responds to the 

request if possible. 

The subroutine begins at step 1305 where it receives a decrypted copy of the 

sent message. The subroutine then continues to step 1310 to determine if the intended 

5 recipients of the message include one or more NSDs. If so, the subroutine continues to step 

1315 to send a copy of the message to each of the intended recipient NSDs which are on 

the list of NSDs currently associated with the supervisor device. As with other 

communications, the messages are sent in an encrypted manner if appropriate and any 

necessary access information is added to the message. 

10 If it is instead determined in step 13 10 that the received message is not 

intended for NSDs, the subroutine continues to step 1320 to determine if the message is a 

request from a manager device for the network security information of an NSD. If so, the 

subroutine continues to step 1325 to retrieve any portions of the requested information 

which are stored by the supervisor device in the log. The subroutine then continues to step 

15 1330 to determine if any other supervisor devices store at least a portion of the requested 

information. This can be determined in a variety of ways, such as by receiving a list of all 

such supervisor devices from the manager device, by querying other supervisor devices if 

they store any of the requested information (e.g., after analyzing the retrieved information 

and determining that it is not complete), by querying the NSD to determine to which 

20 supervisor devices the NSD has sent network security information, etc. 

If it is determined in step 1330 that other supervisor devices store at least a 

portion of the requested information, the subroutine continues to step 13 3 5 to contact those 

other supervisor devices and retrieve those portions of the information. The subroutine 

then continues to step 1340 to combine the various portions of network security 

25 information together. After step 1340, or if it was determined in step 1330 that other 

supervisor devices do not store at least a portion of the requested information, the 

subroutine sends the retrieved network security information to the requester in _step 1345. 
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As with other communications, the network security information is encrypted and the 

necessary access information is supplied with the information. 

The encryption of the network security information to be sent to the 

manager device can be handled in a variety of ways. If the other supervisor devices from 

5 which information is retrieved also encrypt the information stored in their logs, the 

information can be sent to the requesting supervisor device without decrypting the 

information. If the manager device is able to decrypt the various portions of the network 

security information encrypted by different supervisor devices (e.g., if all supervisor 

devices use the same key for encryption), then the requesting supervisor device can just 

10 forward the various encrypted portions of information to the manager device. Alternately, 

if the requesting supervisor device can decrypt the information from the various other 

supervisor devices, the requesting supervisor device can combine all of the network 

security information in a decrypted form and then encrypt the information before sending it 

to the manager device. Yet another option is for each of the other supervisor devices to 

15 encrypt their network security information before sending it to the requesting supervisor 

device, with the encryption such that the requesting supervisor device can decrypt it (e.g., 

by using the public key of the requesting supervisor device). Those skilled in the art will 

appreciate that other methods of sending this information are readily apparent. 

If it was instead determined in step 1320 that the message received by the 

20 supervisor device is not a request from a manager device for the network security 

information of an NSD, the subroutine continues to step 1350 to process the message as 

appropriate. For example, the message may be from another supervisor device that is 

gathering the network security information of an NSD in preparation for forwarding the 

information to the manager device. In this situation, the supervisor device forwards the 

25 requested network security information to the other supervisor device. After steps 1315, 

1345 or 1350, the subroutine continues to step 1395 and returns. 

Those skilled in the art will appreciate that requests for network security 

information may be for amounts of information other than all available information, such 
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as information generated during a specified time period or information of a certain type. In 

such situations, only the information requested can be returned, or instead all available 

information can be returned and the requester can extract the desired information. In 

addition, when sending information to multiple NSDs that are currently associated with 

5 multiple supervisor devices, the manager device could send a single message to a single 

supervisor device (rather than a single message to each of those supervisor devices) and 

have the single supervisor device distribute the message as necessary to the other 

supervisor device, or to other NSDs with which the supervisor device is not currently 

associated. 

10 Figures 14A and 14B are exemplary flow diagrams of an embodiment of the 

Manager Device routine. The routine executes on the manager device, and receives 

messages from supervisor devices such as indications of the supervisor devices currently 

associated with NSDs that are being managed by the manager device. The manager device 

also receives a variety of user commands related to managing the NSDs and supervisor 

15 devices, and processes the commands as appropriate. 

The routine begins at step 1405 where a graphical user interface (GUI) is 

displayed to the user. This display provides a hierarchical tree view of the various 

supervisor devices and the NSDs which are associated with each supervisor device. A 

variety of other types of information can also be conveyed, such as the status of supervisor 

20 devices (e.g., available or unavailable), the status of NSDs, the flow of information that is 

occurring between devices, etc. The GUI also allows the user to easily enter management­

related commands, and to display information of interest such as the aggregated network 

information of one or more NSDs. After step 1405, the routine continues to step 1410 to 

wait for a user command or for a message. 

25 After receiving a user command or message, the routine continues to step 

1415 to determine if a user command was received. If not, the routine continues to step 

1420 to determine if the received message is an indication of a current association between 

an NSD and a supervisor device, such as after a fail-over when the indicated supervisor 
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device became the current supervisor device for an NSD after the primary supervisor 

device for the NSD was unavailable. If it is determined in step 1420 that the received 

message is an indication of a current association between an NSD and a supervisor device, 

the routine continues to step 1425 to store the association information. If it is determined 

5 in step 1420 that the received message is not an indication of a current association between 

an NSD and a supervisor device, the routine continues to step 1430 to process the message 

as appropriate. 

If it was instead determined in step 1415 that a user command was received, 

the routine continues to step 143 5 to determine if the command is to create or modify a 

IO security policy template. If so, the routine continues to step 1440 to display a list of 

possible network services and protocols that may be of interest. The routine then continues 

to step 1445 where the user can indicate one or more services or protocols for which filter 

rules are to created. For each service or protocol, the user specifies the specific 

characteristics which network information packets must have to match the rule (e.g., from a 

15 specific sender to any recipient, or incoming messages from any device of a specified type 

or class). The user also specifies the appropriate action to be taken with network 

information packets that satisfy the rule. The user can also specify aliases which are to be 

customized with NSD-specific configuration information when the template is loaded on a 

particular NSD. For example, if the user defines one or more filter rules related to an 

20 internal HTTP server, an alias can be created that will eventually hold the NSD-specific 

information about the particular HTTP server. After the filter rules and other information 

of the security policy template are defined or modified, the security policy template is 

stored. 

If it was instead determined in step 1435 that the command is not to create 

25 or modify a security policy template, the routine continues to step 1450 to determine if the 

command is to distribute a security policy template to one or more NSDs. If so, the routine 

continues to step 1455 to receive an indication from the user of the template to be 

distributed, and to then retrieve a copy of the indicated template. If it was instead 
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determined in step 1450 that the command is not to distribute a security policy template to 

one or more NSDs, the routine continues to step 1460 to determine if the command is to 

distribute one or more software components to one or more NSDs. If so, the routine 

continues to step 1462 to receive an indication from the user of the software components to 

5 be distributed, and to then retrieve copies of the indicated software components. After 

steps 1455 or 1462, the routine continues to step 1464 to receive from the user an 

indication of the NSDs to receive either the template or the software components. The 

routine continues to step 1466 to determine the one or more supervisor devices currently 

associated with the indicated NSDs, and then continues to step 1468 to send a single copy 

10 of the information to be distributed to each of the determined supervisor devices. The copy 

of the information sent to the supervisor devices includes an indication of the NSDs that 

are to receive the information being distributed. 

If it was instead determined in step 1460 that the command is not to 

distribute one or more software components, the routine continues to step 14 70 to 

15 determine if the command is to configure an NSD by supplying NSD-specific information 

to customize a security policy template. If so, the routine continues to step 1472 to receive 

an indication of the NSD to be configured. The routine then continues to step 1474 to 

receive an indication from the user of the NSD-specific information which is to be used to 

configure the NSD. The routine then determines in step 1476 the supervisor device that is 

20 currently associated with the NSD, and in step 1478 sends the NSD-specific information to 

the supervisor device for forwarding to the NSD. Those skilled in the art will appreciate 

that rather than merely sending the information to the NSD, the supervisor device could 

send instructions to the NSD to load or modify the configuration of the NSD m an 

appropriate manner. 

25 If it was instead determined in step 1470 that the command is not to 

configure an NSD, the routine continues to step 1480 to determine if the command is to 

retrieve aggregated network security information from an NSD. If so, the routine continues 

to step 1482 to receive an indication of the NSD. The routine then continues to step 1484 
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to determine the supervisor device that is currently associated with the NSD, and in step 

1485 determines all supervisor devices which store network security information for the 

NSD. The routine then continues to step 1486 to notify the current supervisor device to 

retrieve the network security information of interest for the NSD, including indicating to 

5 the current supervisor device the other supervisor devices which may store portions of the 

network security information. The routine then continues to step 1487 to wait for the 

network security information. After receiving the network security information, the routine 

in step 1488 aggregates the network security information as appropriate. Those skilled in 

the art will appreciate that the network security information can be aggregated in a variety 

IO of ways, either automatically or in response to user indications. 

If it was instead determined in step 1480 that the command is not to retrieve 

aggregated network security information, the routine continues to step 1490 to process the 

command if appropriate. After steps 1425, 1430, 1445, 1468, 1478, 1488, or 1490, the 

routine then continues to step 1492 to determine whether to continue processing messages 

15 and commands. If so, the routine returns to step 1410, and if not the routine ends at step 

1495. 

Those skilled in the art will appreciate that a manager device can be 

implemented in a variety of ways, such as by using a general-purpose computer executing 

specialized software or by using a special-purpose computer. For example, a general-

20 purpose computer executing an operating system (e.g., WINDOWS 95™ or WINDOWS 

NT™ from Microsoft Corp.) and executing software from WatchGuard Technologies, Inc., 

of Seattle, WA, such as the Global Policy Manager, Graphical Monitor, Historical 

Reporting Module, Global Console, WebBlocker, Branch Office VPN, Network 

Configuration Wizard and Security Management System (SMS) Control Center software 

25 components, can be used to implement some aspects of a manager device. 

From the foregoing it will be appreciated that, although specific 

embodiments of the invention have been described herein for purposes of illustration, 
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various modifications may be made without deviating from the spirit and scope of the 

invention. Accordingly, the invention is not limited except as by the appended claims. 
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CLAIMS 

I 1. A method for managing a security device by collecting security 

2 information generated by the security device, the generated security information based on 

3 network information passing between other network devices, the generated security 

4 information stored on at least one host device distinct from the security device, the method 

5 comprising: 

6 receiving a request for the generated security info~ation; 

7 determining the host devices on which at least portions of the generated 

8 security information are stored; and 

9 when there are multiple determined host devices, 

IO for each of the multiple determined host devices, retrieving the 

11 portions of the generated security information that are stored on the host device; and 

12 aggregating the retrieved portions of the generated security 

13 information. 

2. The method of claim 1 including determining a host device that is a 

2 primary host device for the security device, and wherein the portions of the generated 

3 security information from each of the multiple determined host devices are retrieved from 

4 the primary host device after the primary host device collects the portions from the 

5 multiple determined host devices. 

I 3. The method of claim 1 including requesting from each of the 

2 multiple determined host devices the portions of the generated security information that are 

3 stored on the host device. 
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I 4. The method of claim 1 wherein the aggregating of the retrieved 

2 portions of the generated security information includes sorting the aggregated security 

3 information chronologically. 

1 5. The method of claim 1 wherein the aggregating of the retrieved 

2 portions of the generated security information includes sorting the aggregated security 

3 information by type of security information. 

1 6. The method of claim 1 wherein the received request for the 

2 generated security information is from a user, and including displaying the aggregated 

3 security information to the user. 

I 7. The method of claim 1 including determining a change needed in 

2 network information allowed to pass between the other network devices based on the 

3 aggregated security information. 

1 8. The method of claim 1 including displaying to a user a view 

2 including the security device and the host devices, and wherein the request for the 

3 generated security information involves a visual indication by the user of the security 

4 device. 

1 9. The method of claim 1 wherein a plurality of network security 

2 devices are managed by a security manager device with a plurality of supervisor devices, 

3 and wherein each of the network security devices generates collectable network security 

4 information that is related to an associated group of network devices, stores the generated 

5 network security information on a primary supervisor device for the network security 
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6 device when the primary supervisor device is available to store the generated network 

7 security information, and stores the generated network security information on an alternate 

8 supervisor device when the primary supervisor device is unavailable. 

1 10. The method of claim 9 wherein the generating of the network 

2 security information includes, for each network security device: 

3 monitoring network information passing between any network device in the 

4 associated group for the network security device and any network device not in the 

5 associated group; and 

6 when the monitored network information is of an indicated type, 

7 determining whether the primary supervisor device for the network 

8 security device is available to receive information; 

9 when the primary supervisor device is available, sending network 

10 security information about the monitored network information to the primary supervisor 

11 device for storage; and 

12 when the primary supervisor device is not available, sending 

13 network security information about the monitored network information to an alternate 

14 supervisor device for storage. 

I 11. The method of claim 10 wherein for each network security device, a 

2 security policy for the network security device specifies the indicated types of monitored 

3 network information for which to generate network security information and specifies data 

4 related to the monitored network information to be included in the generated network 

5 security information. 
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1 12. The method of claim 9 including: 

2 distributing security control information to multiple network security 

3 devices, the security control information to be used to generate network security 

4 information, by: 

5 determining a supervisor device that 1s the pnmary supervisor 

6 device for each of the multiple network security devices; 

7 sending a single copy of the security control information to the 

8 determined supervisor device; and 

9 indicating to the determined supervisor device to send a copy of the 

10 security control information to each of the multiple network security devices; and 

11 aggregating the network security information generated by an indicated one 

12 of the multiple network security devices using the security control information, by: 

13 determining at least one alternate supervisor device that stores at 

14 least a portion of the network security information generated by the indicated network 

15 security device; 

16 notifying the primary supervisor device for the indicated network 

17 security device of a desire for the generated network security information, the notifying 

18 including an indication of the determined alternate supervisor devices; and 

19 in response, receiving the generated network security information. 

13. The method of claim 12 wherein the distributed security control 

2 information is software to be executed by the multiple network security devices to control 

3 the generation of the network security information. 
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14. The method of claim 12 wherein the distributed security control 

2 information is a security policy template that defines the network security information to 

3 be generated, and including: 

4 after a copy of the security policy template has been sent to each of the 

5 multiple network security devices, configuring each copy of the security policy template 

6 with information specific to the network security device to which the security policy 

7 template was sent. 

I 15. The method of claim 12 wherein after the notifying of the primary 

2 supervisor device, the primary supervisor device sends the generated network security 

3 information to the manager device by: 

4 retrieving from each of the determined alternate supervisor devices the 

5 network security information generated by the indicated network security device; 

6 retrieving any network security information generated by the indicated 

7 network security device that is stored by the primary supervisor device; and 

8 sending the retrieved network security information to the manager device. 

1 16. The method of claim 12 including, after the receiving of the 

2 generated network security information, aggregating the portions of the generated network 

3 security information stored by the determined alternate supervisor devices and any portion 

4 of the generated network security information stored by the primary supervisor device. 

1 17. The method of claim 12 including displaying to a user the plurality 

2 of network security devices and the plurality of supervisor devices in such a manner that 

3 the primary supervisor device for each of the network security devices is visually 

4 indicated, and wherein the distributing of the security control information to the multiple 
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5 network security devices is in response to selection by the user of the displayed multiple 

6 network security devices. 

1 18. The method of claim 9 wherein information is sent between the 

2 manager device and the supervisor devices and between the supervisor devices and the 

3 network security devices in a secure form so that others do not have access to contents of 

4 the information. 

1 19. The method of claim 1 wherein the generated security information is 

2 stored on multiple host devices distinct from the security device, wherein the received 

3 request is from a manager device, wherein the determining of the host devices includes 

4 receiving an indication of the multiple host devices, and including sending to the manager 

5 device the retrieved portions of the generated security information. 

1 

2 

3 

4 

1 

2 

3 

4 

5 

20. The method of claim 19 including: 

before sending to the manager device the retrieved portions of the generated 

security information, determining that the manager device is predefined as being 

authorized to receive the generated security information. 

21. The method of claim 19 including: 

receiving from the manager device access information; and 

before sending to the manager device the retrieved portions of the generated 

security information, determining that the access information authorizes a sender of the 

access information to receive the generated security information. 
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1 22. The method of claim 19 including: 

2 before sending to the manager device the retrieved portions of the generated 

3 security information, formatting the retrieved portions in a manner accessible only to the 

4 manager device. 

1 23. The method of claim 19 wherein the indication of the multiple host 

2 devices is received from the manager device. 

24. The method of claim 19 including, before receiving the indication of 

2 the multiple host devices, contacting the security device to determine the multiple host 

3 devices. 

1 25. The method of claim I including, before the collecting of the 

2 generated security information, storing the generated security information in a distributed 

3 manner so as to ensure that the generated security information is available, the method 

4 comprising: 

5 identifying whether a primary supervisor device for the security device is 

6 available to store received security information; 

7 when the primary supervisor device is available, storing the security 

8 information on the primary supervisor device; and 

9 when the primary supervisor device is not available, storing the security information on an 

10 alternate supervisor device. 

1 26. The method of claim 25 including generating the security 

2 information by: 

3 retrieving a policy which indicates types of network information; 
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4 monitoring the network information passing between the network devices; 

5 and 

6 when the monitored network information is of a type indicated by the 

7 policy, generating security information about the monitored network information. 

27. The method of claim 26 wherein the policy for the network security 

2 device indicates types of information to be included in the generated security information. 

28. The method of claim 25 including: 

2 before storing the security information on a supervisor device, determining 

3 that the supervisor device is predefined as being authorized to receive the security 

4 information. 

1 29. The method of claim 25 including: 

2 before storing the security information on a supervisor device, formatting 

3 the security information in a manner accessible only to the supervisor device. 

1 30. The method of claim 25 wherein the storing of the generated 

2 security information is performed by the security device, and including sending the 

3 security information to the supervisor device that will store the security information in a 

4 manner accessible only to the supervisor device. 

1 31. The method of claim 1 including distributing security policy 

2 implementation information to multiple security devices for use in implementing a security 

3 policy, comprising: 

4 for each of the security devices, determining a supervisor device currently 

5 associated with the security device; 
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6 distributing the security policy implementation information to each of the 

7 determined supervisor devices; and 

8 indicating to each of the determined supervisor devices to distribute the 

9 security policy implementation information to the security devices with which the 

10 supervisor device is associated. 

32. The method of claim 31 wherein the security policy implementation 

2 information is software to be executed by the security devices to control the implementing 

3 of the security policy. 

I 

2 

3 

1 

2 

3 

4 

33. The method of claim 31 wherein the security policy implementation 

information is a security policy template that indicates the security information to be 

generated. 

34. The method of claim 33 including: 

after the security policy implementation information has been distributed to 

each of the security devices, configuring the security policy implementation information 

distinctly on each security device. 

35. The method of claim 31 wherein the security policy implementation 

2 information is an instruction to be executed by the multiple security devices related to the 

3 implementing of the security policy. 

I 36. The method of claim 31 wherein the security policy implementation 

2 information is information common to the multiple security devices, and wherein for each 

3 of the multiple security devices the common information is for configuring a security 

4 policy template for the security device with information specific to the security device. 
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37. The method of claim 31 wherein before the security policy 

2 implementation information is distributed to each of the multiple security devices, at least 

3 some of the multiple security devices have existing security policy implementation 

4 information of a similar type, and wherein for those security devices the security policy 

5 implementation information to be distributed will replace the existing security policy 

6 implementation information. 

1 38. The method of claim 3 1 wherein before the security policy 

2 implementation information is distributed to each of the multiple security devices, at least 

3 some of the multiple security devices have existing security policy implementation 

4 information of a similar type, and wherein for those security devices the security policy 

5 implementation information to be distributed will supplement the existing security policy 

6 implementation information. 

1 39. The method of claim 31 wherein the distributing of the security 

2 policy implementation information to each of the determined supervisor devices is 

3 performed in a manner such that the security policy implementation information is not 

4 accessible to other devices. 

40. The method of claim 31 including displaying to a user a view of the 

2 multiple security devices and the supervisor devices currently associated with the security 

3 devices, and wherein the distributing of the security policy implementation information is 

4 in response to a visual selection by the user. 
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41. The method of claim I wherein a supervisor device distributes 

2 security policy implementation information to multiple security devices for use in 

3 implementing a security policy, by: 

4 receiving from a manager device a single copy of security policy 

5 implementation information to be distributed to multiple security devices; and 

6 for each of the multiple security devices, if the supervisor device is 

7 associated with the security device, distributing the security policy implementation 

8 information to the security device. 

1 42. The method of claim 41 wherein the security policy implementation 

2 information is software to be executed by the security devices to control the implementing 

3 of the security policy. 

43. The method of claim 41 wherein the security policy implementation 

2 information is a security policy template that indicates the security information to be 

3 generated. 

44. The method of claim 43 including: 

2 after the security policy implementation information has been distributed to 

3 each of the security devices, configuring the security policy implementation information 

4 distinctly on each security device. 

1 45. The method of claim 43 including: 

2 before the security policy implementation information has been distributed 

3 to each of the security devices, for each security device configuring distinctly for that 
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4 device a copy of the security policy implementation information that is to be distributed to 

5 that device. 

1 46. The method of claim 43 including: 

2 for each of the security devices, sending to the security device a control 

3 instruction indicating an action to be taken with the security policy implementation 

4 information by the security device. 

1 47. The method of claim 41 wherein the security policy implementation 

2 information is an instruction to be performed by the security devices related to the 

3 implementing of the security policy. 

1 48. The method of claim 41 wherein the supervisor device distributes 

2 the security policy implementation information to a security device only when the 

3 supervisor device is associated with the security device as a primary supervisor device for 

4 the security device. 

1 49. The method of claim 41 including when the supervisor device is not 

2 associated with one of the multiple security devices, distributing the security policy 

3 implementation information to another supervisor device to be distributed to the one 

4 security device. 

1 50. The method of claim 1 including distributing control information to 

2 multiple security devices for use in controlling operation of the multiple security devices, 

3 comprising: 

4 for each of the security devices, determining a supervisor device currently 

5 associated with the security device; 
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6 distributing the control information to each of the determined supervisor 

7 devices; and 

8 indicating to each of the determined supervisor devices to distribute the 

9 control information to the security devices with which the supervisor device is associated. 

1 51. The method of claim 50 wherein after the control information is 

2 distributed to the security devices, the security devices operate in accordance with the 

3 control information. 

52. The method of claim 1 wherein a security device operates in 

2 accordance with security policy implementation information distributed from a manager 

3 device by: 

4 receiving security policy implementation information to be used m 

5 implementing a security policy; and 

6 using the security policy implementation information to implement the 

7 security policy. 

53. The method of claim 52 wherein the security policy implementation 

2 information is distributed to multiple security devices via a supervisor device associated 

3 with the multiple security devices. 

1 54. The method of claim 52 wherein the security policy implementation 

2 information is software to be executed by the security device to control the implementing 

3 of the security policy. 
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55. The method of claim 52 wherein the security policy implementation 

2 information is a security policy template that indicates security information to be 

3 generated. 

1 56. The method of claim 55 including: 

2 after the security policy implementation information has been received, 

3 rece1vmg from the manager device configuration information specific to the security 

4 device to customize the security policy template. 

I 57. The method of claim 52 wherein the security policy implementation 

2 information is an instruction to be taken by the security device related to the implementing 

3 of the security policy. 

1 58. The method of claim 52 including: 

2 before using the security policy implementation information to implement 

3 the security policy, determining that the manager device is predefined as being authorized 

4 to distribute the security policy implementation information. 

1 59. The method of claim 52 including: 

2 receiving from the manager device access information; and 

3 before using the security policy implementation information to implement 

4 the security policy, determining that the access information authorizes a sender of the 

5 access information to distribute the security policy implementation information. 

1 60. The method of claim 1 including displaying to a user a view 

2 including the security device and the host devices, and wherein the received request is 
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3 based on a visual indication from the user of a security device from which to retrieve 

4 generated security information. 

1 61. The method of claim 60 including displaying to the user the 

2 aggregated generated security information. 

62. The method of claim 60 wherein the view of the security device and 

2 of the host devices includes a visual indication of a host device that is a primary host 

3 device for the security device. 

63. The method of claim 60 wherein the view of the security device and 

2 of the host devices includes visual indications of the determined host devices. 

1 64. The method of claim 60 wherein a visual indication displayed in the 

2 view of a device performing the method is modified to indicate that the generated security 

3 information has been retrieved. 

1 65. The method of claim 1 including distributing security policy 

2 implementation information to multiple security devices for use in implementing a security 

3 policy by: 

4 displaying to a user a view of the multiple security devices and of multiple 

5 supervisor devices; 

6 receiving from the user visual indications of multiple security devices to 

7 which the security policy implementation information is to be distributed; 

8 distributing the security policy implementation information to a supervisor 

9 device associated with each of the security devices; and 
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10 indicating to the associated supervisor device to distribute the security 

11 policy implementation information to each of the security devices. 

1 

2 

66. The method of claim 65 including: 

displaying to the user multiple pieces of security policy implementation 

3 information; and 

4 determining the security policy implementation information to be 

5 

1 

2 

3 

I 

distributed based on a visual indication by the user. 

67. The method of claim 65 wherein the view of the security devices 

and of the supervisor devices includes a visual indication of a supervisor device that is a 

primary host device for the security device. 

68. The method of claim 65 wherein a visual indication for each of the 

2 multiple security devices is modified to indicate receipt by the security device of the 

3 security policy implementation information. 

1 69. The method of claim 1 including displaying the generated security 

2 information to a user by: 

3 displaying to the user a view including the security device and the host 

4 devices; 

5 receiving from the user an indication of a security device from which to 

6 retrieve generated security information; and 

7 displaying to the user an aggregation of the portions of the generated 

8 security information retrieved from the multiple host devices. 
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70. The method of claim 69 wherein the view of the security device and 

2 of the host devices includes visual indications of the multiple host devices. 

71. The method of claim 69 wherein a visual indication displayed in the 

2 view of a device performing the method is modified to indicate that the generated security 

3 information has been retrieved. 

1 72. The method of claim 1 including distributing security policy 

2 implementation information to multiple security devices for use in implementing a security 

3 policy by: 

4 displaying to a user a view of a manager device, the multiple security 

5 devices and of multiple supervisor devices; 

6 receiving from the user indications of multiple security devices to which the 

7 security policy implementation information is to be distributed; and 

8 displaying to the user an indication that the security policy implementation 

9 information is distributed to the multiple security devices, the distribution accomplished by 

10 the manager device sending the security policy implementation information to a supervisor 

11 device associated with each of the security devices and indicating to the associated 

12 supervisor device to distribute the security policy implementation information to each of 

13 the security devices. 

73. The method of claim 72 including: 

2 displaying to the user multiple pieces of security policy implementation 

3 information; and 

4 determining the security policy implementation information to be 

5 distributed based on a visual indication by the user. 
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1 74. The method of claim 72 wherein the view of the security devices 

2 and of the supervisor devices includes a visual indication that the associated supervisor 

3 device distributes the security policy implementation information to each of the security 

4 devices. 

I 75. The method of claim 72 wherein a visual indication for each of the 

2 multiple security devices is modified to indicate receipt by the security device of the 

3 security policy implementation information. 

I 76. The method of claim 72 wherein the multiple security devices to 

2 which the security policy implementation information is to be distributed are indicated 

3 from a selection by the user of the associated supervisor device. 

I 77. A computer-readable medium whose contents cause a manager 

2 device to manage security devices by distributing security policy implementation 

3 information to multiple security devices for use in implementing a security policy, by: 

4 for each of the security devices, determining a supervisor device currently 

5 associated with the security device; 

6 distributing the security policy implementation information to each of the 

7 determined supervisor devices; and 

8 indicating to each of the determined supervisor devices to distribute the 

9 security policy implementation information to the security devices with which the 

IO supervisor device is associated. 
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78. The computer-readable medium of claim 77 wherein the security 

policy implementation information is software to be executed by the security devices to 

control the implementing of the security policy. 

79. The computer-readable medium of claim 77 wherein the security 

policy implementation information is a security policy template that indicates the security 

information to be generated. 

80. The computer-readable medium of claim 79 wherein the contents 

2 further cause the manager device to, after the security policy implementation information 

3 has been distributed to each of the security devices, configure the security policy 

4 implementation information distinctly on each security device. 

1 81. The computer-readable medium of claim 77 wherein the security 

2 policy implementation information is an instruction to be executed by the multiple security 

3 devices related to the implementing of the security policy. 

1 82. The computer-readable medium of claim 77 wherein the contents 

2 further cause the manager device to display to a user a view of the multiple security 

3 devices and the supervisor devices currently associated with the security devices, and 

4 wherein the distributing of the security policy implementation information is in response to 

5 a visual selection by the user. 

1 83. The computer-readable medium of claim 77 wherein the contents 

2 further cause the manager device to collect security information generated by a security 

3 device, the generated security information based on network information passing between 
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4 other network devices, the generated security information stored on at least one host device 

5 distinct from the security device, by: 

6 receiving a request for the generated security information; 

7 determining the host devices on which at least portions of the generated 

8 security information are stored; and 

9 when there are multiple determined host devices, 

10 for each of the multiple determined host devices, retrieving the 

11 portions of the generated security information that are stored on the host device; and 

12 aggregating the retrieved portions of the generated security 

13 information. 

1 84. The computer-readable medium of claim 83 wherein the contents 

2 further cause the manager device to determine a host device that is a primary host device 

3 for the security device, and wherein the portions of the generated security information for 

4 each of the multiple determined host devices are retrieved from the primary host device. 

1 85. The computer-readable medium of claim 83 wherein the aggregating 

2 of the retrieved portions of the generated security information includes sorting the 

3 aggregated security information chronologically. 

86. The computer-readable medium of claim 83 wherein the received 

2 request for the generated security information is from a user, and wherein the contents 

3 further cause the manager device to display the aggregated security information to the user. 

1 87. The computer-readable medium of claim 83 wherein the contents 

2 further cause the manager device to display to a user a view including the security device 
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3 and the host devices, and wherein the request for the generated security information 

4 involves a visual indication by the user of the security device. 

I 88. A computer system for managing a security device by collecting 

2 security information generated by the security device, the generated security information 

3 based on network information passing between other network devices, the generated 

4 security information stored on at least one host device distinct from the security device, 

5 comprising: 

6 a user interface component that receives from a user a request for the 

7 generated security information; and 

8 a security information retriever that determines the host devices on which at 

9 least portions of the generated security information are stored, and that when there are 

IO multiple determined host devices, for each of the multiple determined host devices, 

11 retrieves the portions of the generated security information that are stored on the host 

12 device and aggregates the retrieved portions of the generated security information. 

1 89. The computer system of claim 88 wherein the user interface 

2 component 1s capable of generating a graphical display of the aggregated security 

3 information. 

1 90. The computer system of claim 88 wherein the user interface 

2 component is capable of generating a graphical display including a hierarchical view of the 

3 security device and the host devices, and wherein the user interface component is further 

4 for receiving a visual indication of the security device indicating the request for the 

5 generated security information of the indicated security device. 
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1 91. The computer system of claim 88 for further distributing security 

2 policy implementation information to multiple security devices for use in implementing a 

3 security policy, the computer system further comprising: 

4 a security device associator for determining for each of the security devices 

5 a supervisor device currently associated with the security device; and 

6 an information distributor for distributing the security policy 

7 implementation information to each of the determined supervisor devices, and for 

8 indicating to each of the determined supervisor devices to distribute the security policy 

9 implementation information to the security devices with which the supervisor device 1s 

10 associated. 

1 92. The computer system of claim 91 wherein the security policy 

2 implementation information is software to be executed by the security devices to control 

3 the implementing of the security policy. 

1 93. The computer system of claim 91 wherein the security policy 

2 implementation information is a security policy template that indicates the security 

3 information to be generated. 

1 94. The computer system of claim 91 wherein the user interface 

2 component is further for displaying to a user a view of the multiple security devices and 

3 the supervisor devices currently associated with the security devices, and for receiving a 

4 visual selection by the user that controls the distributing of the security policy 

5 implementation information. 
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1 95. The computer system of claim 88 for further storing the generated 

2 security information in a distributed manner so as to ensure the security information is 

3 available, the computer system further comprising: 

4 a storage identifier for identifying whether a primary supervisor device for 

5 the security device is available to store received security information; and 

6 an information storer for storing the security information on the primary 

7 supervisor device if the primary supervisor device is available, and for storing the security 

8 information on an alternate supervisor device when the primary supervisor device is not 

9 available. 

96. The computer system of claim 95 further comprising: 

2 a security information generator for retrieving a policy which indicates 

3 types of network information, for monitoring the network information passing between the 

4 network devices, and for generating security information about the monitored network 

5 information when the monitored network information is of a type indicated by the policy. 

1 97. The computer system of claim 95 further comprising: 

2 a security component for determining that a supervisor device is predefined 

3 as being authorized to receive the security information before storing the security 

4 information on the supervisor device. 

1 98. The computer system of claim 88 for further implementing a 

2 security policy in accordance with security policy implementation information distributed 

3 from a manager device, the computer system further comprising: 

4 a security policy information receiver for receiving security policy 

5 implementation information to be used in implementing a security policy; and 
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6 a security policy implementer for using the security policy implementation 

7 information to implement the security policy. 

1 99. The computer system of claim 98 wherein the security policy 

2 implementation information is software to be executed by the security device to control the 

3 implementing of the security policy. 

1 100. The computer system of claim 98 wherein the security policy 

2 implementation information is a security policy template that indicates security 

3 information to be generated. 

1 101. The computer system of claim 98 further comprising: 

2 a security component for determining that the manager device is predefined 

3 as being authorized to distribute the security policy implementation information before 

4 using the security policy implementation information to implement the security policy. 

102. A generated data signal transmitted via a data transmission medium 

2 from a manager device to a supervisor device, the data signal including a single copy of 

3 security policy implementation information to be distributed by the supervisor device to 

4 multiple security devices, the security policy implementation information for use by the 

5 supervisor devices in implementing a security policy, 

6 so that the manager device can efficiently distribute information to multiple security 

7 devices via a supervisor device. 

1 103. The data signal of claim 102 wherein the security policy 

2 implementation information is software to be executed by the security devices to control 

3 the implementing of the security policy. 
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I 104. The data signal of claim 102 wherein the security policy 

2 implementation information is a security policy template that indicates the security 

3 information to be generated. 

1 105. The data signal of claim 102 including configuration information to 

2 be distributed by the supervisor device to at least one security device, the configuration 

3 information specific to the at least one security device, the configuration information for 

4 configuring distinctly for the at least one security device a copy of the security policy 

5 implementation information that is to be distributed to that device. 
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Box No. I 

WRITT~INION OF THE 
INTERNATION~ARCHING AUTHORITY 

Basis of this opinion 

1. With regard to the language, this opinion has been established on the basis of: 

[X] the international application in the language in which it was filed 

International application No. 

PCT /CA2005/000294 

[ ] a translation of the international application into , which is the language of a 

translation furnished for the purposes of international search (Rules 12.3 (a) and 23 .1 (b)). 

2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and necessary to the 
claimed invention, this opinion has been established on the basis of: 

a. type of material 

[ ] a sequence listing 

[ ] table(s) related to the sequence listing 

b. format of material 

[ ] on paper 

[ ] in electronic form 

c. time of filing/furnishing 

[ ] contained in the international application as filed. 

[ ] filed together with the international application in electronic form 

[ ] furnished subsequently to this Authority for the purposes of search. 

3 [ ] In addition, in the case that more than one version or copy of a sequence listing and/or table(s) relating thereto has 

been filed or furnished, the required statement that the information in the subsequent or additional copies is identical 
to that in the application as filed or does not go beyond the application as filed, as appropriate, were furnished. 

4. Additional comments : 
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WRITTEN ~~ION OF THE 
INTERNATIONAL-,XCHING AUTHORITY 

,---------------------------------
rnational application No. 

T /CA2005/000294 

Box No. V Reasoned statement under Rule 43bis.l(a)(i) with regard to novelty, inventive step or industrial 
appllca_bility; citations and explanations supporting such statement 

l. Statement 

Novelty (N) Claims 1-7, 9-14, 16-19, 22 YES 

Claims 8, 15.20.21 NO 

Inventive step (IS) Claims 1-7, 9-14, 16-19, 22 YES 

Claims 8, 15, 20, 21 NO 

Industrial applicability (IA) Claims 1-22 YES 

Claims None NO 

2. Citations and explanations: 

The claimed invention relates to a method and system for establishing a security-related mode of operation for computing devices. 

This opinion is formed based on the originally filed claims 1-22. 

The following relevant document appears in the International Search Report: 

01: WO 00/69120 Al 

01 discloses a facility for using a security policy manager device to remotely manage multiple network security devices (NSOs). 
The system allows a manager device to create a consistent security policy for the multiple NSOs by distributing a copy of a security 
policy template to each of the NSOs and by then configuring each copy of the template with NSD-specific information. The system 
also allows a manager device to retrieve, analyze and display all of the network security information gathered by the various NSDs 
while implementing security policies. 

Novelty (N) 

Claims 8, 15, 20, and 21 do not comply with PCT Article 33(2). Oldisclosed the claimed subject matter before the claim date. 

In regards to independent claim 8, 01 discloses: a computing device utilizing a centralized policy data store to implement a 
security-related mode ofoperation ( see O 1: page 5, lines 1-6, "the facility allows the manager device to create a consistent security 
policy for the multiple NSDs by distributing a security policy template ... "), the device comprising: 
• a communication interface configured to facilitate communication between the centralized policy data store and the computing 

device (see 01, page 9, lines 16-22, "the Network Security Device Management System includes a security policy manager 
device able to communicate with multiple supervisor devices ... "); and 

• a processor communicatively coupled to the communication interface, wherein the processor is configured to execute processing 
instructions (see DI, page 9, lines 16-22, "the Network Security Device Management System includes a security policy manager 
device able to communicate with multiple supervisor devices ... "); 

• wherein the processing instructions includes security instructions configured to place the computing device in a secure mode 
of operation responsive to configuration data received from the centralized policy data store via the communication interface 
(see 01, page 6, line 1 to page 7, line l; page 7, lines 20-26; page 8, lines 13-19; and page 11, lines 4-24). 

Therefore claim 8 is not novel in view of Oland does not comp~y with PCT Article 33(2). 

(See Supplemental Box) 

Form PCT/ISN237 (Box No. V) (April 2005) Page 3 of5 

CL00037476 

MOBILEIRON, INC. - EXHIBIT 1003 
Page 107



Box No. VIII 

WRITIY9?PINION OF THE 
INTERNATION ... EARCHING AUTHORITY 

Certain observations on the international application 

International application No. 

PCT /CA2005/000294 

The following observations on the clarity of the claims, description,.and drawings or on the question whether the claims are 
fully supported by the description, are made : 

Drawings 

The description does not comply with PCT Rule 11.13(1). Reference signs not mentioned in the description shall not appear in 
the drawings, and vice versa. Reference numerals 25 (figures I and 2), 70 (figure 2), 115 (figure 2), and 500 (figure 7) are shown 
in the drawings, however they do not appear in the description. · 

The drawings do not comply with PCT Rule 11.13(1). The same features, when denoted by reference signs, shall, throughout the 
entire application, be denoted by the same signs. In figure 2, reference numeral I 00 is used to denote a mobile data communication 
device as well as a connection between wireless VPN router and wireless network 1. 

Description Informalities 

The description does not comply with PCT Article 5. A statement in an application, such as found on page 5, lines 27-28 which 
incorporates by reference any other document, does not comply with PCT Article 5. The description should be complete in and 
of itself. A person skilled in the art should be able to understand the patent specification without reference to any other document. 

Indefiniteness 

Claims 6, 9 and 11 are unclear and do not comply with PCT Article 6. The following terms ''the use" (claim 6, line 16), "the 
devices" (claim 6, line 17) and "the device's user" (claim 9, line 2; claim 11, lines 9-10) lack a proper antecedent b~is. 

Claims 6 and 11 are unclear anci do not comply with PCT Article 6. The double inclusion of any element renders the claims 
indefinite. The terms "a plurality of computing devices" ( claim 6, line 6), "an administrator" ( claim 6, line 14 ), "a security mode 
ofoperation" ( claim 6, lines 14-15), and "a visual indication" ( claim 11, line 9) have already been defined previously in the claims. 
The aforementioned terms should therefore be referred to using a definite article. 

Claim 7 is indefinite and does not comply with PCT Article 6. The inclusion of "and combinations thereof' causes ambiguity. 
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WRITTE~INION OF THE 
INTERN A TIONAW,ARCHING AUTHORITY 

..J..Intemational application No. 

.,CT/CA2005/000294 

Supplemental Box 

In case the space in any of the preceding boxes is not sufficient. 

Continuation of: V 

Independent claims 15, 20 and 21 contain the same combination of features as found in independent claim l, in the form of method, 
digital signal and computer software claims. Therefore, the subject matter of claims 15, 20 and 21 are not novel in view ofDland 
do not comply with PCT Article 33(2). 

Claims 1-7, 9-14, 16-19 and 22 are novel and do comply with PCT Article 33(2) as Dl does not disclose explicitly the features 
of a security mode data structure contained within a policy data store; wherein computing devices comprise user interface 
instructions configured to send an output to a display associated with the computing device, the output being configured to comprise 
a visual indication of the security mode of operation to the device's user. DI also does not disclose that the secure mode of 
operation comprises a Federal Information Processing Standard mode of operation; a first security mode data structure includes 
a first security mode being associated with a first plurality of computing device and a second security mode data structure includes 
a second security mode being associated with a second plurality of computing devices; and that the sending of the stored security 
mode of operation forces use of Advanced Encryption Standard or Triple Data Encryption Standard. 

Inventive Step {IS) 

Claims 8, 15, 20 and 21 do not comply with PCT Article 33(3) as they do not define any new matter beyond the teaching of D 1, 
and therefore cannot be viewed as involving an inventive step (see above arguments with respect to novelty). 

Claims 1-7, 9-14, 16-19 and 22 comply with PCT Article 33(3). The subject matter of claims 1-7, 9-14, 16-19 and 22 are 
considered to involve an inventive step since, having regard to the prior art, they are not obvious to a person skilled in the art. 

Industrial Applicability (IA) 

The subject matter of claims 1-22 are considered to be industrially applicable and thus fulfill the requirements of PCT Article 
33(4). 
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,. I 

Applicant's or agent's file reference 

VENT COOPERATION TREATY -

PCT 
INTERNATIONAL SEARCH REPORT 

(PCT Article 18 and Rules 4 3 and 44) 

FOR FURTHER see Fonn PCT/ISA/220 

PAT58913W-90 ACTION as well as, where applicable, item 5 below 

International application No. International filing date (day/month/year) (Earliest)Priority date (day/month/year) 

PCT /CA2005/000294 25 February 2005 (25-02-2005) 04 April 2004 (04-04-2004) 

Applicant 

RESEARCH IN MOTION LIMITED 

This international search report has been prepared by this International Searching Authority and is transmitted to the applicant according to 
Article 18. A copy is being transmitted to the International Bureau. 

This international search report consists of a total of J_ sheets. 

[ X] It is also accompanied by a copy of each prior art document cited in this report. 

I. Basis of the report 

a. With regard to the language, the international search was carried out on the basis of: 

[ X] the international application in the language in which it was filed 

[ ] a translation of the international application into , which is the language 
of a translation furnished for the purposes of international search (Rules I 2.3(a) and 23.1 (b)) 

b. ] With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. I 

2. ] Certain claims were found unsearchable (see Box No. II) 

3. ] Unity of Invention Is lacking (see Box No. Ill) 

4. With regard to the title, 

[ X] the text is approved as submitted by the applicant 

[ ] the text has been established by this Authority to read as follows : 

5. With regard to the abstract, 

[ X] the text is approved as submitted by the applicant 

] the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box No. IV. The applicant 

may, within one month from the date of mailing of this international search report, submit comments to this Authority 

6. With regard to the drawings, 

a. the figure of the drawings to be published with the abstract is Figure No. 

[ X] as suggested by the applicant 

as selected by this Authority, because the applicant failed to suggest a figure 

as selected by this Authority, because this figure better characterizes the invention 

b. none of the figures is to be published with the abstract 
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l '•• INTERNATIOI) SEARCH REPORT f:temational application No. 
CT /CA2005/000294 

A. CLASSIFICATION OF SUBJECT MATTER 
IPC(7): H04L 9/00 

According to International Patent Classification (IPC) or to both national classification and IPC 

B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 

IPC(7): H04L 9/00, H04L* 

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 

Electronic database(s) consulted during the international search (name of database(s) and, where practicable, search terms used) 
Canadian Patent Database, Delphion, Google. Keywords: security mode, operation, policy data store, configure devices, security policy, 
mobile, display, FIPS. 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category• Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No. 

X WO 00/69120 Al (ROTHERMEL ET AL.) 16 November2000(16-11-2000) 8, 15, 20, 21 
A page 4, line 23 to page 5, line 18 1,4,5,6, 7,22 

page 6, line 23 to page 11, line 27 
page 16, lines I 0- I 7 
page 17, lines 14-20 

A US 6,202,157 Bl (BROWNLIE ET AL.) 13 March 2001 (13-03-2001) 1, 4, 5, 6, 7, 8, 15, 20, 21, 22 
column 2, line 56 to column 3, line 34 
column 3, lines 50-58 ( 
column 4, line 61 to column 5, line 5 

A,P US 6,732, I 68 B 1 (BEARDEN ET AL.) 4 May 2004 (04-05-2004) I, 4, 5, 6, 7, 8, 15, 20, 21, 22 
column 2, lines 6-48 
column 3, line 62 to column 4, line 13 
column 5, line 45 to column 6, line 9 
column 6, lines 25-64 

[ ) Further documents are listed in the continuation of Box C . [X] See patent family annex. 

• Special categories of cited documents : ··r· later document published after the international fil~ date or priority 
date and not in conflict with the ap~cation but ci to understand 

"A" document defining the general state of the art which is not considered the principle or theory underlying invention 
to be of particular relevance 

"X" document of particular relevance; the claimed invention cannot be 
"E" earlier application or patent but published on or after the international considered novel or cannot be considered to involve an inventive 

filmg date step when the document is taken alone 

"L" document which may throw doubts on J!riori~ claim(s) or which is "Y" document of particular relevance; the claimed invention cannot be 
cited to establish the publication date of ano er citation or other considered to involve an inventive stcg when the document is 
special reason (as specified) combined with one or more other sue documents. such combination 

"O" document referring to an oral disclosure, use. exhibition or other means 
being obvious to a person skilled in the art 

"&" document member of the same patent family 
"P" document published prior to the international filing date but later than 

the priority date claimed 

Date of the actual completion of the international search Date of mailing of the international search report 

30 May 2005 (30-05-2005) 20 June 2005 (20-06-2005) 

Name and mailing address of the ISNCA Authorized officer 
Canadian Intellectual Property Office 
Place du Portage I, C 114 - I st Floor, Box PCT 
50 Victoria Street 

Jamie Hayami (819) 934•2670 

Gatineau, Quebec KI A 0C9 
Facsimile No.: 001(819)953-2476 
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. ' . INTERNATIO.EARCH REPORT ~ationol ,pplfoation No. 
Information on ent family members T /CA2005/000294 

. . 
Patent Document Publication Patent Family Publication 
Cited in Search Report Date Member(s) Date 

WO0069120 16-11-2000 AU4346600A 21-11-2000 
EP1175752 A 1 30-01-2002 
JP2002544607T T 24-12-2002 
US6678827 B 1 13-01-2004 
US2004181690 A1 16-09-2004 
WO0069120 A 1 16-11-2000 

US6202157 13-03-2001 US6202157 B1 13-03-2001 

US6732168 04-05-2004 US6732168 B1 04-05-2004 
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-ATENT COOPERATION TREAT-

From the INTERNATIONAL SEARCHING AUTHORITY 

To: 

BORDEN LADNER GERVAIS LLP 
World Exchange Plaza 

PCT 
NOTIFICATION OF TRANSMITTAL OF 1100 - 100 Queen Street 

THE INTERNATIONAL SEARCH REPORT AND 
THE WRITTEN OPINION OF THE INTERNATIONAL 
SEARCHING AUTHORITY, OR THE DECLARATION 

OTT AW A, Ontario 
Canada, KIP 119 

Date of mailing 
(day/month/year) 

(PCT Rule 44.1) 

20 June 2005 (20-06-2005) 

Applicant's or agent's file reference FOR FURTHER ACTION See paragraphs I and 4 below 
PAT58913W-90 
International application No. International filing date 25 February 2005 (25-02-2005) 

(day/month/year) PCT/CA2005/000294 

Annlicant 
RESEARCH IN MulION LIMITED 

I. [ X] The applicant is hereby notified that the international search report and the written opinion of the International Searching 
Authority have been established and are transmitted herewith. 

Filing of amendments and statement under Article 19 : 
The applicant is entitled, if he so wishes, to amend the claims of the international application (see Rule 46) : 

When? The time limit for filing such amendments is normally two months from the date of transmittal of the 
international search report. 

Where? Directly to the International Bureau of WIPO, 34 chem in des Colombettes 
1211 Geneva 20, Switzerland, Facsimile No.: +41 22 740 14 35 

For more detailed Instructions, see the notes on the accompanying sheet. 

2. [ ] The applicant is hereby notified that no international search report will be established and that the declaration under Article 

I 7(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith. 

3. [ ] With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that: 

[ ] the protest together with the decision thereon has been transmitted to the International Bureau together with the 
applicant's request to forward the texts of both the protest and the decision thereon to the designated Offices. 

[ ] no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made. 
4. Reminders 

Shortly after the expiration of 18 months from the prioriu, date, the international application will be published by the Internqtional 
Bureau. If the aP.plicant wishes to avoid or postpone pubhcation1-, a notice of withdrawal of the international application, or of the P.riority 
claim, must reacn the International Bureau as provided in Rules ':10bis. l and 90bis.3, respectively, before the completion of the technicaf 
preparations for the international publication. 

The appJicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the 
International Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an international 
preliminary examination r~rt has been or is to be established. These comments would also 6e made available to the public but not 
before the expiration of 30 months from the priority date. 

Within 19 months from the__priority date, but only in respect of some designated Offices, a demand for international preliminary 
examination must be filed itthe applicant wishes to postpone the entry into the national phase until 30 months from the priority date (in 
~ome Offic~ even later); otherwise, the. applicant must, within 20 months from the priority date, perform the prescribed acts for entry 
mto the national phase before those designated Offices. 

In respect of other designated Offices, the time limit of30 months (or later) will apply even ifno demand is filed within 19 months. 

See the Annex to Form PCT/IB/30 I and. for details about the applicable time limits, Office by Office, see the PCT Applicant's Guide, 
Volume II, National Chapters and the WlPO Internet site. 

Name and mailing address of the ISA/CA 
Canadian Intellectual Property Office 
Place du Portage I. C 114 - I st Floor, Box PCT 
50 Victoria Street 
Gatineau, Quebec KIA OC9 
Facsimile No.: 001(819)953-2476 

Authorized officer 
Lucille Leonard (819) 953-1737 

Form PCT/ISA/220 (January 2004) (See notes on accompanying sheet) 
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NOTES TO FROM PCT/ISA/220 

These Notes are intended to give instructions concerning the filing of amendments under Article 19. The Notes are based on the 
requirements of the Patent Cooperation Treaty, the Regulations and the Administrative Instructions under that Treaty. In case of 
discrepancy between these Notes and those requirements, the latter are applicable. For more detailed information, see also the PCT 
Applicant's Guide, a publication ofWIPO. 

In these Notes, "Article," "Rule" and "Section" refer to the provisions of the PCT, the PCT Regulations and the PCT 
Administrative Instructions, respectively. 

INSTRUCTIONS CONCERNING AMENDMENTS UNDER ARTICLE 19 

The applicant has, after having received the international search report and the written opinion of the International Searching 
Authority, one opportunity to amend the claims of the international application. It should however be emphasized that, since all parts 
of the international application ( claims, description and drawings) may be amended during the international preliminary examination 
procedure, there is usually no need to file amendments of the claims under Article 19 except where, e.g. the applicant wants the latter 
to be published for the purposes of provisional protection or has another reason for amending the claims before international 
publication. Furthermore, it should be emphasized that provisional protection is available in some States only (see PCT Applicant's 
Guide, Volume I/ A, Annexes B 1 and B2). 

The attention of the applicant is drawn to the fact that amendments to the claims under Article 19 are not allowed where the 
International Searching Authority has declared, under Article 17(2), that no international search report would be established (see 
PCT Applicant's Guide, Volume I/ A, paragraph 296). 

What parts of the International application may be amended? 

When? 

Under Article 19, only the claims may be amended. 

During the international phase, the claims may also be amended (or further amended) under Article 34 before the International 
Preliminary Examining Authority. The description and drawings may only be amended under Article 34 before the 
International Preliminary Examining Authority. 

Upon entry into the national phase, all parts of the international application may be amended under Article 28 or, wher~ 

applicable~Article41. / --~ 1 A ( _\ -k,~cl c._o p... v r;;,, 2 o o~ . (__ l:J 50 o~:,;- e__r\. a-v 
Within 2 m nths trom the date o transmittal of the international search report or 16 months from the priority date, whtc ever time 
limit expires later. It should be noted, however, that the amendments will be considered as having been received on time if they are 
received by the International Bureau after the expiration of the applicable time limit but before the completion of the technical 
preparations for international publication (Rule 46.1 ). 

Where not to flle the amendments? 

The amendments may only be filed with the International Bureau and not with the receiving Office or the International 
Searching Authority (Rule 46.2). 

Where a demand for international preliminary examination has been/is filed, see below. 

How? Either by cancelling one or more entire claims, by adding one or more new claims or by amending the text of one or more of the claims 
as filed. 

A replacement sheet must be submitted for each sheet of the claims which, on account of an amendment or amendments, differs from 
the sheet originally tiled. 

All the claims appearing on a replacement sheet must be numbered in Arabic numerals. Where a claim is cancelled, no 
renumbering of the other claims is required. In all cases where claims are renumbered, they must be renumbered 
consecutively (Section 205(b)). 

The amendments must be made In the language In which the international application Is to be published. 

What documents must/may accompany the amendments? 

Letter (Section 205(b)) : 

The amendments must be submitted with a letter. 
The letter will not be published with the international application and the amended claims. It should not be confused with the 
"Statement under Article 19( 1 )" (see below, under "Statement under Article 19( I)"), 
The letter must be In English or French, at the choice of the applicant. However, if the language of the International application 
ls English, the letter must be In English; If the language of the International application is French, the letter must be In French. 

Notes to Form PCT/ISN220 (first sheet) (January 2004) 
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NOTES TO FORM PCT/ISA/220 (continued) 

The letter must indicate the differences between the claims as filed and the claims as amended. It must, in particular, indicate, in 
connection with each claim appearing in the international application (it being understood that identical indications concerning several 
claims may be grouped), whether 

(i) the claim is unchanged; 
(ii) the claim is cancelled; 

(iii) the claim is new; 
(iv) the claim replaces one or more claims as filed; 
(v) the claim is the result of the division of a claim as filed. 

The following examples Illustrate the manner In which amendments must be explained in the accompanying letter : 

I. [Where originally there were 48 claims and after amendment of some claims there are 51 ]: 
"Claims I to 29, 31, 32, 34, 35, 37 to 48 replaced by amended claims bearing the same numbers; 
claims 30, 33 and 36 unchanged; new claims 49 to 51 added." 

2. [Where originally there were 15 claims and after amendment of all claims there are 11]: 
"Claims I to 15 replaced by amended claims I to 11." 

3. [Where originally there were 14 claims and the amendments consist in cancelling some claims and in adding new claims]: 
"Claims I to 6 and 14 unchanged; claims 7 to 13 cancelled; new claims IS, 16 and 17 added." or 
"Claims 7 to 13 cancelled; new claims 15, 16 and 17 added; all other claims unchanged." 

4. [Where various kinds of amendments are made]: 
"Claims 1-10 unchanged; claims 11 to 13, 18 and 19 cancelled; claims 14, 15 and 16 replaced by amended 
claim 14; claim 17 subdivided into amended claims 15, 16 and 17; new claims 20 and 21 added." 

"Statement under Article 19(1)" (Rule 46.4) 

The amendments may be accompanied by a statement explaining the amendments and indicating any impact that such amendments 
might have on the description and the drawings (which cannot be amended under Article 19(1 )). 

The statement will be published with the international application and the amended claims. 

It must be in the language In which the international application is to be published. 

It must be brief, not exceeding 500 words if in English or if translated into English. 

It should not be confused with and does not replace the letter indicating the differences between the claims as filed and as amended. 
It must be filed on a separate sheet and must be identified as such by a heading, preferably by using the words "Statement under Article 
19(1)." 

It may not contain any disparaging comments on the international search report or the relevance of citations contained in that report. 
Reference to citations, relevant to a given claim, contained in the international search report may be made only in connection with an 
amendment of that claim. 

Consequence if a demand for international preliminary examination bas already been tlled 

If, at the time of filing any amendments and any accompanying statement, under Article 19, a demand for international preliminary 
examination has already been submitted, the applicant must preferably, at the.time of filing the amendments (and any statement) with 
the International Bureau, also file with the International Preliminary Examining Authority a copy of such amendments (and of any 
statement) and, where required, a translation of such amendments for the procedure before that Authority (see Rules 55.3(a) and 62.2, 
first sentence). For further infonnation, see the Notes to the demand form (PCT/IPEA/401). 

If a demand for international preliminary examination is made, the written opinion of the International Searching Authority will, except 
in certain cases where the International Preliminary Examining Authority did not act as International Searching Authority and where 
it has notified the International Bureau under Rule 66.1 bis(b ), be considered to be a written opinion of the International Preliminary 
Examining Authority. If a demand is made, the applicant may submit to the International Preliminary Examining Authority a reply 
to the written opinion together, where appropriate, with amendments before the expiration of3 months from the date of mailing ofForm 
PCT/JSN220 or before the expiration of22 months from the priority date, whichever expires later (Rule 43bis. I (c)). 

Consequence with regard to translation of the international application for entry Into the national phase 

The applicant's attention is drawn to the fact that, upon entry i~to the national phase, a translation of the 
claims as amended under Article 19 may have to furnished to the designated/elected Offices, instead of, or 
in addition to, the translation of the claims as filed. · 

For further details on the requirements of each designated/elected Office, see the PCT Applicant's Guide, 
Volume II. 

Notes to Fonn PCT/ISN220 (second sheet) (January 2004) 
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Electronic Patent Application Fee Transmittal 

Application Number: 

Filing Date: 

Title of Invention: System and Method for Configuring Devices for Secure Operations 

First Named Inventor/Applicant Name: Neil P. Adams 

Filer: Stephen D. Scanlon/Matthew W. Johnson 

Attorney Docket Number: 555255-013133 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Utility application filing 1011 1 330 330 

Utility Search Fee 1111 1 540 540 

Utility Examination Fee 1311 1 220 220 

Pages: 

Claims: 

Claims in excess of 20 1202 4 52 208 

Independent claims in excess of 3 1201 1 220 220 

Miscellaneous-Filing: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1518 
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Application Number: 13182827 

International Application Number: 

Confirmation Number: 7138 

Title of Invention: System and Method for Configuring Devices for Secure Operations 

First Named Inventor/Applicant Name: Neil P. Adams 

Customer Number: 89441 

Filer: Stephen D. Scanlon/Matthew W. Johnson 

Filer Authorized By: Stephen D. Scanlon 

Attorney Docket Number: 555255-013133 

Receipt Date: 14-JUL-2011 

Filing Date: 

Time Stamp: 14:53:43 
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5 

10 

SYSTEM AND METHOD FOR CONFIGURING DEVICES 

FOR SECURE OPERATIONS 

CROSS-REFERENCE TO RELATED APPLICATIONS 

This application is a continuation of U.S. Patent Application No. 11/065,901, filed 

February 25, 2005, entitled "System and Method for Configuring Devices for Secure 

Operations," which claims priority to and the benefit of U.S. Provisional Patent Application 

60/567,137, filed April 30, 2004, entitled "System and Method for Configuring Devices for 

Secure Operations," the entirety of both of which is hereby incorporated by reference. 

BACKGROUND 

Technical Field 

The present invention relates generally to the field of communications, and in particular 

to configuring devices for secure operations. 

15 Description of the Related Art 

Mobile wireless communications devices are increasingly being used within corporate 

and governmental organizations. With the increased usage of mobile devices, companies are 

faced with the issue of defining and enforcing a secure mode of operation for their deployed 

devices that they consider secure and in accordance with their corporate or government security 

20 policy. 

For example, when government agencies purchase and deploy a product that has been 

validated to FIPS 140-2 ("Security Requirements for Cryptographic Modules") the product is 

only authorized for use by employees when it operates in a secure mode of operation referred to 
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as the FIPS mode of operation. With the many different security settings that are potentially 

configurable, the task of defining and configuring a secure mode of operation on an individual IT 

policy basis for multiple devices is difficult. Also, once a device is configured into a secure 

mode, the device operator does not have an efficient way to know that the device has been so 

5 configured. 

BRIEF SUMMARY 

In accordance with the teachings disclosed herein, systems and methods are provided for 

establishing security-related modes of operation for computing devices. As an example of a 

10 system and method, a policy data store contains security mode configuration data related to the 

computing devices. Security mode configuration data is used in establishing a security-related 

mode of operation for the computing devices. 

As another example, a computing device can be configured to utilize a centralized policy 

data store to implement a security-related mode of operation. The computing device includes a 

15 communication interface and a system processor. The communication interface facilitates 

communication between a centralized policy data store and the computing device. Processing 

instructions that operate on the computing device include security instructions that place the 

computing device in a secure mode of operation responsive to configuration data received from 

the centralized policy data store via the communication interface. The system processor 

20 instructions can also include user interface instructions for sending a notification to a display 

associated with the computing device. The output can include a visual indication of the security 

mode of operation. 
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5 

As will be appreciated, the systems and methods disclosed herein are capable of different 

embodiments, and its details are capable of modifications in various respects. Accordingly, the 

drawings and description set forth below are to be regarded as illustrative in nature and not 

restrictive. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an overview of an example communication system m which a wireless 

communication device may be used. 

FIG. 2 is a block diagram of a further example communication system including multiple 

10 networks and multiple mobile communication devices. 

15 

20 

FIG. 3 is a block diagram depicting a system wherein an IT (information technology) 

administrator can collect and store IT security policies. 

FIG. 4 is a block diagram depicting different security mode instructions being provided to 

devices. 

FIG. 5 is a block diagram depicting the generation of visual indicators for display to users 

that indicate the devices' secure mode of operation type. 

FIG. 6 is a flowchart depicting an operational scenario wherein a security policy is 

deployed to multiple devices. 

FIG. 7 is a block diagram depicting the deployment of a FIPS mode of operation. 

FIGS. 8 and 9 are block diagrams depicting multiple security mode settings being 

deployed to the devices. 

FIG. 10 is a block diagram of an example mobile device. 
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DETAILED DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an overview of an example communication system in which a wireless 

communication device may be used. One skilled in the art will appreciate that there may be 

hundreds of different topologies, but the system shown in FIG. 1 helps demonstrate the operation 

5 of the encoded message processing systems and methods described in the present application. 

There may also be many message senders and recipients. The simple system shown in FIG. 1 is 

for illustrative purposes only, and shows perhaps the most prevalent Internet e-mail environment 

where security is not generally used. 

FIG. 1 shows an e-mail sender 10, the Internet 20, a message server system 40, a wireless 

10 gateway 85, wireless infrastructure 90, a wireless network 105 and a mobile communication 

device 100. 

An e-mail sender system 10 may, for example, be connected to an ISP (Internet Service 

Provider) on which a user of the system 10 has an account, located within a company, possibly 

connected to a local area network (LAN), and connected to the Internet 20, or connected to the 

15 Internet 20 through a large ASP (application service provider) such as America Online (AOL). 

Those skilled in the art will appreciate that the systems shown in FIG. 1 may instead be 

connected to a wide area network (WAN) other than the Internet, although e-mail transfers are 

commonly accomplished through Internet-connected arrangements as shown in FIG. 1. 

The message server 40 may be implemented, for example, on a network computer within 

20 the firewall of a corporation, a computer within an ISP or ASP system or the like, and acts as the 

main interface for e-mail exchange over the Internet 20. Although other messaging systems 

might not require a message server system 40, a mobile device 100 configured for receiving and 

possibly sending e-mail will normally be associated with an account on a message server. 
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Perhaps the two most common message servers are Microsoft Exchange TM and Lotus Domino TM_ 

These products are often used in conjunction with Internet mail routers that route and deliver 

mail. These intermediate components are not shown in FIG. 1, as they do not directly play a role 

in the secure message processing described below. Message servers such as server 40 typically 

5 extend beyond just e-mail sending and receiving; they also include dynamic database storage 

engines that have predefined database formats for data like calendars, to-do lists, task lists, e­

mail and documentation. 

The wireless gateway 85 and infrastructure 90 provide a link between the Internet 20 and 

wireless network 105. The wireless infrastructure 90 determines the most likely network for 

10 locating a given user and tracks the user as they roam between countries or networks. A message 

is then delivered to the mobile device 100 via wireless transmission, typically at a radio 

frequency (RF), from a base station in the wireless network 105 to the mobile device 100. The 

particular network 105 may be virtually any wireless network over which messages may be 

exchanged with a mobile communication device. 

15 As shown in FIG. 1, a composed e-mail message 15 is sent by the e-mail sender 10, 

located somewhere on the Internet 20. This message 15 is normally fully in the clear and uses 

traditional Simple Mail Transfer Protocol (SMTP), RFC822 headers and Multipurpose Internet 

Mail Extension (MIME) body parts to define the format of the mail message. These techniques 

are all well known to those skilled in the art. The message 15 arrives at the message server 40 

20 and is normally stored in a message store. Most known messaging systems support a so-called 

"pull" message access scheme, wherein the mobile device 100 must request that stored messages 

be forwarded by the message server to the mobile device 100. Some systems provide for 

automatic routing of such messages which are addressed using a specific e-mail address 
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associated with the mobile device 100. In a preferred embodiment described in further detail 

below, messages addressed to a message server account associated with a host system such as a 

home computer or office computer which belongs to the user of a mobile device 100 are 

redirected from the message server 40 to the mobile device 100 as they are received. 

5 Regardless of the specific mechanism controlling the forwarding of messages to the 

mobile device 100, the message 15, or possibly a translated or reformatted version thereof, is 

sent to the wireless gateway 85. The wireless infrastructure 90 includes a series of connections 

to wireless network 105. These connections could be Integrated Services Digital Network 

(ISDN), Frame Relay or Tl connections using the TCP/IP protocol used throughout the Internet. 

10 As used herein, the term "wireless network" is intended to include three different types of 

networks, those being (1) data-centric wireless networks, (2) voice-centric wireless networks and 

(3) dual-mode networks that can support both voice and data communications over the same 

physical base stations. Combined dual-mode networks include, but are not limited to, (1) Code 

Division Multiple Access (CDMA) networks, (2) the Groupe Special Mobile or the Global 

15 System for Mobile Communications (GSM) and the General Packet Radio Service (GPRS) 

networks, and (3) future third-generation (3G) networks like Enhanced Data-rates for Global 

Evolution (EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some older 

examples of data-centric network include the Mobitex™ Radio Network and the DataTAC™ 

Radio Network. Examples of older voice-centric data networks include Personal 

20 Communication Systems (PCS) networks like GSM, and TDMA systems. 

FIG. 2 is a block diagram of a further example communication system including multiple 

networks and multiple mobile communication devices. The system of FIG. 2 is substantially 

similar to the FIG. 1 system, but includes a host system 30, a redirection program 45, a mobile 
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device cradle 65, a wireless virtual private network (VPN) router 75, an additional wireless 

network 110 and multiple mobile communication devices 100. As described above in conjunction 

with FIG. 1, FIG. 2 represents an overview of a sample network topology. Although the encoded 

message processing systems and methods described herein may be applied to networks having 

5 many different topologies, the network of FIG. 2 is useful in understanding an automatic e-mail 

redirection system mentioned briefly above. 

The central host system 30 will typically be a corporate office or other LAN, but may 

instead be a home office computer or some other private system where mail messages are being 

exchanged. Within the host system 30 is the message server 40, running on some computer 

10 within the firewall of the host system, that acts as the main interface for the host system to 

exchange e-mail with the Internet 20. In the system of FIG. 2, the redirection program 45 

enables redirection of data items from the server 40 to a mobile communication device 100. 

Although the redirection program 45 is shown to reside on the same machine as the message 

server 40 for ease of presentation, there is no requirement that it must reside on the message 

15 server. The redirection program 45 and the message server 40 are designed to co-operate and 

interact to allow the pushing of information to mobile devices 100. In this installation, the 

redirection program 45 takes confidential and non-confidential corporate information for a 

specific user and redirects it out through the corporate firewall to mobile devices 100. A more 

detailed description of the redirection software 45 may be found in the commonly assigned 

20 United States Patent 6,219,694 ("the '694 Patent"), entitled "System and Method for Pushing 

Information From A Host System To A Mobile Data Communication Device Having A Shared 

Electronic Address", and issued to the assignee of the instant application on April 17, 2001, 

which is hereby incorporated into the present application by reference. This push technique may 
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use a wireless friendly encoding, compression and encryption technique to deliver all 

information to a mobile device, thus effectively extending the security firewall to include each 

mobile device 100 associated with the host system 30. 

As shown in FIG. 2, there may be many alternative paths for getting information to the 

5 mobile device 100. One method for loading information onto the mobile device 100 is through a 

port designated 50, using a device cradle 65. This method tends to be useful for bulk 

information updates often performed at initialization of a mobile device 100 with the host system 

30 or a computer 35 within the system 30. The other main method for data exchange is over-the­

air using wireless networks to deliver the information. As shown in FIG. 2, this may be 

10 accomplished through a wireless VPN router 75 or through a traditional Internet connection 95 to 

a wireless gateway 85 and a wireless infrastructure 90, as described above. The concept of a 

wireless VPN router 7 5 is new in the wireless industry and implies that a VPN connection could 

be established directly through a specific wireless network 110 to a mobile device 100. The 

possibility of using a wireless VPN router 75 has only recently been available and could be used 

15 when the new Internet Protocol (IP) Version 6 (IPV 6) arrives into IP-based wireless networks. 

This new protocol will provide enough IP addresses to dedicate an IP address to every mobile 

device 100 and thus make it possible to push information to a mobile device 100 at any time. A 

principal advantage of using this wireless VPN router 75 is that it could be an off-the-shelf VPN 

component, thus it would not require a separate wireless gateway 85 and wireless infrastructure 

20 90 to be used. A VPN connection would preferably be a Transmission Control Protocol 

(TCP)/IP or User Datagram Protocol (UDP)/IP connection to deliver the messages directly to the 

mobile device 100. If a wireless VPN 75 is not available then a link 95 to the Internet 20 is the 

most common connection mechanism available and has been described above. 
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In the automatic redirection system of FIG. 2, a composed e-mail message 15 leaving the 

e-mail sender 10 arrives at the message server 40 and is redirected by the redirection program 45 

to the mobile device 100. As this redirection takes place the message 15 is re-enveloped, as 

indicated at 80, and a possibly proprietary compression and encryption algorithm can then be 

5 applied to the original message 15. In this way, messages being read on the mobile device 100 

are no less secure than if they were read on a desktop workstation such as 35 within the firewall. 

All messages exchanged between the redirection program 45 and the mobile device 100 

preferably use this message repackaging technique. Another goal of this outer envelope is to 

maintain the addressing information of the original message except the sender's and the 

10 receiver's address. This allows reply messages to reach the appropriate destination, and also 

allows the "from" field to reflect the mobile user's desktop address. Using the user's e-mail 

address from the mobile device 100 allows the received message to appear as though the 

message originated from the user's desktop system 35 rather than the mobile device 100. 

With reference back to the port 50 and cradle 65 connectivity to the mobile device 100, 

15 this connection path offers many advantages for enabling one-time data exchange of large items. 

For those skilled in the art of personal digital assistants (PDAs) and synchronization, the most 

common data exchanged over this link is Personal Information Management (PIM) data 55. 

When exchanged for the first time this data tends to be large in quantity, bulky in nature and 

requires a large bandwidth to get loaded onto the mobile device 100 where it can be used on the 

20 road. This serial link may also be used for other purposes, including setting up a private security 

key 111 such as an S/MIME or PGP specific private key, the Certificate (Cert) of the user and 

their Certificate Revocation Lists (CRLs) 60. The private key is preferably exchanged so that the 

desktop 35 and mobile device 100 share one personality and one method for accessing all mail. 
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The Cert and CRLs are normally exchanged over such a link because they represent a large 

amount of the data that is required by the device for S/MIME, PGP and other public key security 

methods. 

FIG. 3 depicts a system wherein an IT (information technology) administrator 200 can 

5 collect all applicable IT security policies 202 into one convenient location (e.g., policy data store 

210). The placement of IT policies 202 in one location 210 allows an administrator 200 to 

configure the policies 202 appropriately, and to enable (220) or disable (230) a secure mode 

defined therein for the devices 250. 

Mode instructions (e.g., commands 220 and 230) may be sent to the devices 250 over many 

10 different types of data communication links, such as a network 240. Different devices may be 

connected to the network 240, including mobile devices ( e.g., mobile wireless communications 

device 252) and desktop/laptop computers ( e.g., desktop computer 254). 

As shown in FIG. 4, the devices 250 can be instructed to be in a first secure mode of 

operation, and then later they can be switched to a different secure mode of operation. For 

15 example, an administrator 200 may send a security mode A enable command 220. Later because 

of a change in IT security policy, the administrator 200 wishes to raise the security level of the 

mode in which the devices 250 are operating and therefore sends a security mode B enable 

command 300 to the devices 250. 

FIG. 5 illustrates that the devices 250 can provide some type of an indication to the users of 

20 the devices. The indication can be a visual indication 350 which is provided to a user 352. The 

visual indication 350 indicates to the user 352 that the device 252 is operating in a specific secure 

mode. For example, it can display in a security options screen that the device 252 is operating in a 

FIPS mode of operation due to the security configuration sent by the administrator 200. 
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FIG. 6 depicts an operational scenario wherein a security policy is deployed to multiple 

devices. At step 400, an IT administrator (or its agent) configures a security policy and deploys 

it to the devices at step 402. In this operational scenario, an IT administrator can designate and 

deploy a security mode to multiple devices with minimal effort on the part of the IT 

5 administrator. As an illustration, an IT administrator can click an administrator's interface 

checkbox to designate that all (or most) of the devices should be uniformly operating at security 

level three. 

At step 404, the devices receive the deployed security mode and process the mode 

command. Processing of the command causes the devices to operate in the defined security 

10 mode. At step 406, a user of the device can see an indication of which specific security mode the 

device has been configured by the IT administrator. At step 408, the IT administrator receives an 

indication from the devices that the devices have received and entered into the designated secure 

mode of operation. 

It should be understood that similar to the other processing flows described herein, the 

15 steps and the order of the steps in the flowchart described herein may be altered, modified and/or 

augmented and still achieve the desired outcome. 

FIG. 7 depicts a system wherein an IT administrator 200 can define a meta IT policy for a 

FIPS mode of operation 510. The parameters for the FIPS mode of operation 510 are set in 

accordance with corporate or government security policies 520 (e.g., FIPS 140-2). The defined 

20 FIPS mode of operation 510 limits the use of cryptographic algorithms by the devices 250 to those 

that are PIPS-approved ( e.g., AES and Triple DES), and when enabled, forces the devices to use 

only these algorithms. 
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FIG. 8 illustrates that multiple security mode settings 630 can be deployed to the devices 

250. The policy data store 210 in this example contains a list 600 of devices as well as which 

security modes should be used for the devices. The policy data store 210 can contain one or 

more data structures for indicating which devices should utilize which security schemes. For 

5 example, a data structure 610 can be used to store which devices should use security mode A 

settings, and data structure 620 can be used to store which devices should use security mode B 

settings. FIG. 9 shows that based upon the information contained in the data structures 610 and 

620, different settings (e.g., security settings A 700 and security settings B 710) can be deployed 

to different devices at the same time or at different times. 

10 The systems and methods disclosed herein are presented only by way of example and are 

not meant to limit the scope of the invention. Other variations of the systems and methods 

described above will be apparent to those skilled in the art and as such are considered to be within 

the scope of the invention. For example, the systems and methods disclosed herein may be used 

with many different computers and devices, such as a wireless mobile communications device 

15 shown in FIG. 10. With reference to FIG. 10, the mobile device 100 is a dual-mode mobile device 

and includes a transceiver 811, a microprocessor 838, a display 822, non-volatile memory 824, 

random access memory (RAM) 826, one or more auxiliary input/output (I/O) devices 828, a serial 

port 830, a keyboard 832, a speaker 834, a microphone 836, a short-range wireless 

communications sub-system 840, and other device sub-systems 842. 

20 The transceiver 811 includes a receiver 812, a transmitter 814, antennas 816 and 818, one 

or more local oscillators 813, and a digital signal processor (DSP) 820. The antennas 816 and 

818 may be antenna elements of a multiple-element antenna, and are preferably embedded 
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antennas. However, the systems and methods described herein are in no way restricted to a 

particular type of antenna, or even to wireless communication devices. 

The mobile device 100 is preferably a two-way communication device having voice and 

data communication capabilities. Thus, for example, the mobile device 100 may communicate 

5 over a voice network, such as any of the analog or digital cellular networks, and may also 

communicate over a data network. The voice and data networks are depicted in FIG. 10 by the 

communication tower 819. These voice and data networks may be separate communication 

networks using separate infrastructure, such as base stations, network controllers, etc., or they 

may be integrated into a single wireless network. 

The transceiver 811 is used to communicate with the network 819, and includes the 

receiver 812, the transmitter 814, the one or more local oscillators 813 and the DSP 820. The 

DSP 820 is used to send and receive signals to and from the transceivers 816 and 818, and also 

provides control information to the receiver 812 and the transmitter 814. If the voice and data 

communications occur at a single frequency, or closely-spaced sets of frequencies, then a single 

15 local oscillator 813 may be used in conjunction with the receiver 812 and the transmitter 814. 

Alternatively, if different frequencies are utilized for voice communications versus data 

communications for example, then a plurality of local oscillators 813 can be used to generate a 

plurality of frequencies corresponding to the voice and data networks 819. Information, which 

includes both voice and data information, is communicated to and from the transceiver 811 via a 

20 link between the DSP 820 and the microprocessor 838. 

The detailed design of the transceiver 811, such as frequency band, component selection, 

power level, etc., will be dependent upon the communication network 819 in which the mobile 

device 100 is intended to operate. For example, a mobile device 100 intended to operate in a 
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North American market may include a transceiver 811 designed to operate with any of a variety 

of voice communication networks, such as the Mobitex or DataTAC mobile data communication 

networks, AMPS, TDMA, CDMA, PCS, etc., whereas a mobile device 100 intended for use in 

Europe may be configured to operate with the GPRS data communication network and the GSM 

5 voice communication network. Other types of data and voice networks, both separate and 

integrated, may also be utilized with a mobile device 100. 

Depending upon the type of network or networks 819, the access requirements for the 

mobile device 100 may also vary. For example, in the Mobitex and DataTAC data networks, 

mobile devices are registered on the network using a unique identification number associated 

10 with each mobile device. In GPRS data networks, however, network access is associated with a 

subscriber or user of a mobile device. A GPRS device typically requires a subscriber identity 

module ("SIM"), which is required in order to operate a mobile device on a GPRS network. 

Local or non-network communication functions (if any) may be operable, without the SIM 

device, but a mobile device will be unable to carry out any functions involving communications 

15 over the data network 819, other than any legally required operations, such as '911' emergency 

calling. 

After any required network registration or activation procedures have been completed, 

the mobile device 100 may the send and receive communication signals, including both voice 

and data signals, over the networks 819. Signals received by the antenna 816 from the 

20 communication network 819 are routed to the receiver 812, which provides for signal 

amplification, frequency down conversion, filtering, channel selection, etc., and may also 

provide analog to digital conversion. Analog to digital conversion of the received signal allows 

more complex communication functions, such as digital demodulation and decoding to be 
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5 

performed using the DSP 820. In a similar manner, signals to be transmitted to the network 819 

are processed, including modulation and encoding, for example, by the DSP 820 and are then 

provided to the transmitter 814 for digital to analog conversion, frequency up conversion, 

filtering, amplification and transmission to the communication network 819 via the antenna 818. 

In addition to processing the communication signals, the DSP 820 also provides for 

transceiver control. For example, the gain levels applied to communication signals in the receiver 

812 and the transmitter 814 may be adaptively controlled through automatic gain control 

algorithms implemented in the DSP 820. Other transceiver control algorithms could also be 

implemented in the DSP 820 in order to provide more sophisticated control of the transceiver 

10 811. 

The microprocessor 838 preferably manages and controls the overall operation of the 

mobile device 100. Many types of microprocessors or microcontrollers could be used here, or, 

alternatively, a single DSP 820 could be used to carry out the functions of the microprocessor 

838. Low-level communication functions, including at least data and voice communications, are 

15 performed through the DSP 820 in the transceiver 811. Other, high-level communication 

applications, such as a voice communication application 824A, and a data communication 

application 824B may be stored in the non-volatile memory 824 for execution by the 

microprocessor 838. For example, the voice communication module 824A may provide a high­

level user interface operable to transmit and receive voice calls between the mobile device 100 

20 and a plurality of other voice or dual-mode devices via the network 819. Similarly, the data 

communication module 824B may provide a high-level user interface operable for sending and 

receiving data, such as e-mail messages, files, organizer information, short text messages, etc., 

between the mobile device 100 and a plurality of other data devices via the networks 819. 

CLI-1909616vl -15-

MOBILEIRON, INC. - EXHIBIT 1003 
Page 136



5 

The microprocessor 83 8 also interacts with other device subsystems, such as the display 

822, the RAM 826, the auxiliary input/output (I/O) subsystems 828, the serial port 830, the 

keyboard 832, the speaker 834, the microphone 836, the short-range communications subsystem 

840 and any other device subsystems generally designated as 842. 

Some of the subsystems shown in FIG. 10 perform communication-related functions, 

whereas other subsystems may provide "resident" or on-device functions. Notably, some 

subsystems, such as the keyboard 832 and the display 822 may be used for both communication­

related functions, such as entering a text message for transmission over a data communication 

network, and device-resident functions such as a calculator or task list or other PDA type 

10 functions. 

Operating system software used by the microprocessor 838 is preferably stored in a 

persistent store such as non-volatile memory 824. The non-volatile memory 824 may be 

implemented, for example, as a Flash memory component, or as battery backed-up RAM. In 

addition to the operating system, which controls low-level functions of the mobile device 810, 

15 the non-volatile memory 824 includes a plurality of software modules 824A-824N that can be 

executed by the microprocessor 838 (and/or the DSP 820), including a voice communication 

module 824A, a data communication module 824B, and a plurality of other operational modules 

824N for carrying out a plurality of other functions. These modules are executed by the 

microprocessor 838 and provide a high-level interface between a user and the mobile device 100. 

20 This interface typically includes a graphical component provided through the display 822, and an 

input/output component provided through the auxiliary I/O 828, keyboard 832, speaker 834, and 

microphone 836. The operating system, specific device applications or modules, or parts 

thereof, may be temporarily loaded into a volatile store, such as RAM 826 for faster operation. 
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Moreover, received communication signals may also be temporarily stored to RAM 826, before 

permanently writing them to a file system located in a persistent store such as the Flash memory 

824. 

An exemplary application module 824N that may be loaded onto the mobile device 100 is 

5 a personal information manager (PIM) application providing PDA functionality, such as calendar 

events, appointments, and task items. This module 824N may also interact with the voice 

communication module 824A for managing phone calls, voice mails, etc., and may also interact 

with the data communication module for managing e-mail communications and other data 

transmissions. Alternatively, all of the functionality of the voice communication module 824A 

10 and the data communication module 824B may be integrated into the PIM module. 

The non-volatile memory 824 preferably also provides a file system to facilitate storage 

of PIM data items on the device. The PIM application preferably includes the ability to send and 

receive data items, either by itself, or in conjunction with the voice and data communication 

modules 824A, 824B, via the wireless networks 819. The PIM data items are preferably 

15 seamlessly integrated, synchronized and updated, via the wireless networks 819, with a 

corresponding set of data items stored or associated with a host computer system, thereby 

creating a mirrored system for data items associated with a particular user. 

Context objects representing at least partially decoded data items, as well as fully 

decoded data items, are preferably stored on the mobile device 100 in a volatile and non-

20 persistent store such as the RAM 826. Such information may instead be stored in the non­

volatile memory 824, for example, when storage intervals are relatively short, such that the 

information is removed from memory soon after it is stored. However, storage of this 

information in the RAM 826 or another volatile and non-persistent store is preferred, in order to 
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ensure that the information is erased from memory when the mobile device 100 loses power. 

This prevents an unauthorized party from obtaining any stored decoded or partially decoded 

information by removing a memory chip from the mobile device 100, for example. 

The mobile device 100 may be manually synchronized with a host system by placing the 

5 device 100 in an interface cradle, which couples the serial port 830 of the mobile device 100 to 

the serial port of a computer system or device. The serial port 830 may also be used to enable a 

user to set preferences through an external device or software application, or to download other 

application modules 824N for installation. This wired download path may be used to load an 

encryption key onto the device, which is a more secure method than exchanging encryption 

10 information via the wireless network 819. Interfaces for other wired download paths may be 

provided in the mobile device 100, in addition to or instead of the serial port 830. For example, a 

USB port would provide an interface to a similarly equipped personal computer. 

Additional application modules 824N may be loaded onto the mobile device 100 through 

the networks 819, through an auxiliary I/O subsystem 828, through the serial port 830, through 

15 the short-range communications subsystem 840, or through any other suitable subsystem 842, 

and installed by a user in the non-volatile memory 824 or RAM 826. Such flexibility in 

application installation increases the functionality of the mobile device 100 and may provide 

enhanced on-device functions, communication-related functions, or both. For example, secure 

communication applications may enable electronic commerce functions and other such financial 

20 transactions to be performed using the mobile device 100. 

When the mobile device 100 is operating in a data communication mode, a received 

signal, such as a text message or a web page download, is processed by the transceiver module 

811 and provided to the microprocessor 838, which preferably further processes the received 
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signal in multiple stages as described above, for eventual output to the display 822, or, 

alternatively, to an auxiliary 1/0 device 828. A user of mobile device 100 may also compose data 

items, such as e-mail messages, using the keyboard 832, which is preferably a complete 

alphanumeric keyboard laid out in the QWERTY style, although other styles of complete 

5 alphanumeric keyboards such as the known DVORAK style may also be used. User input to the 

mobile device 100 is further enhanced with a plurality of auxiliary 1/0 devices 828, which may 

include a thumbwheel input device, a touchpad, a variety of switches, a rocker input switch, etc. 

The composed data items input by the user may then be transmitted over the communication 

networks 819 via the transceiver module 811. 

10 When the mobile device 100 is operating in a voice communication mode, the overall 

operation of the mobile device is substantially similar to the data mode, except that received 

signals are preferably be output to the speaker 834 and voice signals for transmission are 

generated by a microphone 836. Alternative voice or audio 1/0 subsystems, such as a voice 

message recording subsystem, may also be implemented on the mobile device 100. Although 

15 voice or audio signal output is preferably accomplished primarily through the speaker 834, the 

display 822 may also be used to provide an indication of the identity of a calling party, the 

duration of a voice call, or other voice call related information. For example, the microprocessor 

838, in conjunction with the voice communication module and the operating system software, 

may detect the caller identification information of an incoming voice call and display it on the 

20 display 822. 

A short-range communications subsystem 840 is also included in the mobile device 100. 

The subsystem 840 may include an infrared device and associated circuits and components, or a 

short-range RF communication module such as a Bluetooth™ module or an 802.11 module, for 
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10 

example, to provide for communication with similarly-enabled systems and devices. Those 

skilled in the art will appreciate that "Bluetooth" and "802.11" refer to sets of specifications, 

available from the Institute of Electrical and Electronics Engineers, relating to wireless personal 

area networks and wireless local area networks, respectively. 

The systems' and methods' data may be stored in one or more data stores. The data 

stores can be of many different types of storage devices and programming constructs, such as 

RAM, ROM, Flash memory, programming data structures, programming variables, etc. It is 

noted that data structures describe formats for use in organizing and storing data in databases, 

programs, memory, or other computer-readable media for use by a computer program. 

The systems and methods may be provided on many different types of computer-readable 

media including computer storage mechanisms (e.g., CD-ROM, diskette, RAM, flash memory, 

computer's hard drive, etc.) that contain instructions for use in execution by a processor to 

perform the methods' operations and implement the systems described herein. 

The computer components, software modules, functions and data structures described 

15 herein may be connected directly or indirectly to each other in order to allow the flow of data 

needed for their operations. It is also noted that a module or processor includes but is not limited 

to a unit of code that performs a software operation, and can be implemented for example as a 

subroutine unit of code, or as a software function unit of code, or as an object (as in an object­

oriented paradigm), or as an applet, or in a computer script language, or as another type of 

20 computer code. 
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WHAT IS CLAIMED IS: 

1. A system for use in establishing a security-related mode of operation for computing devices, 

comprising: 

a policy data store for storing configuration data related to a plurality of computing 

devices; 

a security mode data structure contained within the policy data store; 

wherein the security mode data structure stores a security mode of operation; 

wherein the stored security mode of operation is provided to the plurality of computing 

10 devices over a network; 

wherein the security mode of operation places the plurality of computing devices in a 

predetermined security mode of operation; 

wherein at least one of the plurality of computing devices comprises user interface 

instructions configured to send an output to a display associated with the one of the plurality of 

15 computing devices, the output being configured to comprise a visual indication of the security 

mode of operation to the user of the one of the plurality of computing devices, wherein the 

security mode of operation forces use of one or more cryptographic algorithms. 

2. The system of claim 1, wherein the security mode of operation comprises a Federal 

20 Information Processing Standard (PIPS) mode of operation. 

3. The system of claim 2, wherein the PIPS mode of operation includes forcing use of Advanced 

Encryption Standard (AES) or Triple Data Encryption Standard (3DES). 
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4. The system of claim 1, wherein the security mode data structure comprises a first security 

mode data structure and a second security mode data structure; 

wherein the first security mode data structure includes a first security mode being 

5 associated with a first plurality of computing devices; 

wherein the second security mode data structure includes a second security mode being 

associated with a second plurality of computing devices. 

5. The system of claim 4, wherein the first security mode of operation contained in the first data 

10 structure is communicated to the first plurality of computing devices in order to place the first 

plurality of computing devices in the first security mode; 

15 

wherein the second security mode of operation contained in the second data structure is 

communicated to the second plurality of computing devices in order to place the second plurality 

of computing devices in the second security mode. 

6. The system of claim 5, wherein the providing of the first security mode data structure to the 

first plurality of devices causes the devices in the first plurality of devices to be placed in a FIPS 

mode of operation that includes required use of AES encryption; 

wherein the providing of the second security mode data structure to the second plurality 

20 of devices causes the devices in the second plurality of devices to be placed in a FIPS mode of 

operation that includes required use of Triple DES (3DES) encryption. 
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7. The system of claim 1, wherein at least one of the plurality of computing devices receives a 

disable message for disabling the security mode of operation of the one of the plurality of 

computing devices. 

5 8. The system of claim 1, wherein the policy data store stores IT security policies related to the 

plurality of computing devices; 

wherein an administrator defines through the interface a meta IT policy for a security 

mode of operation; 

wherein the defined security mode of operation limits the use of cryptographic algorithms 

10 by the devices to those that are specified by the meta IT policy. 

9. The system of claim 8, wherein the plurality of computing devices are devices from a group 

that includes mobile devices, desktop devices, and combinations thereof. 

15 10. A computing device utilizing a centralized policy data store to implement a security-related 

mode of operation, the device comprising: 

a communication interface configured to facilitate communication between the 

centralized policy data store and the computing device; and 

a processor communicatively coupled to the communication interface, wherein the 

20 processor is configured to execute processing instructions; 

wherein the processing instructions includes security instructions configured to place the 

computing device in a security mode of operation responsive to configuration data received from 

the centralized policy data store via the communication interface; 
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wherein the computing device comprises user interface instructions configured to send an 

output to a display associated with the computing device, the output being configured to 

comprise a visual indication of the security mode of operation to the device's user, wherein the 

security mode of operation forces use of one or more cryptographic algorithms. 

11. The device of claim 10, wherein the processing instructions further comprise user interface 

instructions configured to send an output to a display associated with the computing device, the 

output having a visual indication of the security mode of operation that is visible to the device's 

user. 

12. The device of claim 11, wherein the visual indication of the security mode is provided by a 

security options screen. 

13. The device of claim 12, wherein the security instructions are configured to update the 

15 security mode of operation responsive to a change in the configuration data stored on the 

centralized policy data store, wherein a visual indication is provided to the device's user to 

indicate the updated security mode of operation. 

14. The device of claim 13, further comprising an administrator interface for changing the 

20 configuration data stored on the centralized policy data store. 
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15. The device of claim 10, wherein the configuration data stored on the centralized policy data 

store comprises a plurality of security mode data structures contained within the policy data 

store. 

5 16. The device of claim 15, wherein the plurality of security mode data structures contains 

information about which security modes of operation are being used by which mobile devices. 

17. A method for use in establishing a security-related mode of operation for a computing 

device, comprising: 

storing a security mode of operation in a policy data store; 

sending the stored security mode of operation to the computing device over a network; 

wherein the sent security mode of operation places the computing device into a 

predetermined security-related mode of operation; 

wherein the computing device comprises user interface instructions configured to send an 

15 output to a display associated with the computing device, the output being configured to 

comprise a visual indication of the security mode of operation to the device's user, wherein the 

security mode of operation forces use of one or more cryptographic algorithms. 

18. The method of claim 17, further comprising the step of enabling an administrator to 

20 configure the security mode of operation stored in the policy data store. 
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19. The method of claim 17, further comprising the step of displaying the security mode of 

operation of the computing device by providing a visual indication on a screen of the computing 

device. 

5 20. The method of claim 17, further comprising the step of receiving an indication that the 

device has received and entered into the sent security mode of operation. 

10 

15 

20 

21. The method of claim 1 7, wherein the sending of the stored security mode of operation forces 

use of Advanced Encryption Standard (AES) or Triple Data Encryption Standard (3DES). 

22. A digital signal containing the sent security mode of operation of claim 17. 

23. Computer software stored on one or more non-transitory computer readable media, the 

computer software comprising program code for carrying out a method according to claim 17. 

24. A system for establishing a security-related mode of operation for a computing device, 

comprising: 

means for receiving a security mode of operation from a server, the server comprising a 

security mode data structure comprising security mode data for a plurality of computing devices; 

means for entering the security mode of operation received from the server, wherein the 

means for entering includes means for forcing use of AES or 3DES; 
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means for displaying the security mode of operation to a user of the computing device 

through a display associated with the computing device, wherein the security mode of operation 

forces use of one or more cryptographic algorithms. 
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ABSTRACT 

Systems and methods for establishing a security-related mode of operation for computing 

devices. A policy data store contains security mode configuration data related to the computing 

devices. Security mode configuration data is used in establishing a security-related mode of 

operation for the computing devices. 

-28-
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false statements may jeopardize the validity of the application or any patent issued thereon. 

NAME OF SOLE OR FIRST INVENTOR: I n A petition has been flied for this unsigned inventor 
Given Name I Family Name 
(first and middle [if any]) NeilP. 

or Surname 
Adams 

J 

Inventor's 

;1/4:I~ I OaljuL 2 2 2005 Signature 

Residence: City State I Country Citizenship 

Waterloo Ontario Canada Canadian 
Mailing Address 
295,Phillip Street 

City State ZIP I Country 
Waterloo Ontario N2L 3W8 Canada 

NAME OF SECOND INVENTOR: I □ A petition has been filed for this unsigned inventor 

Given Name I Family Name 
Brown (firi;t end middle [if any]) Michael K. or Surname 

Inventor's _.; I 0ate 
Signature JUL 2 2 2005 
Residence: City State I Country Citizenship 

Peterborough Ontario Canada Canadian 
Malling Address 

295 Phillip Street 

City State ZIP Country 

Waterloo Ontario N2L 3W8 Canada 

f7I Addltionel inven1or, or a lea al repre1enlallve ant being riamed on tho 2 supplemental 1hee1(el PT0/$8/02A or02LR aHac:hed hereto. 
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07/25/2005 14:36 FAX RIM LEGAL ~012 

PTOIS8/02A (08-03) 
Approved !or use lhrOUQh 08/311200J. 0MB 0651·0032 

U.S. Palenl and Triidemark Office; U.S. DEPARTMENT OF COMMERCE 
Undanhe Pa erwor11 Redutllon Act or 1895 no enona are re u1red lo re n of tnrormalion unless 

DECLARATION 

Name of Additional Joint Inventor, If any: I 
Given N11me <flrst and middle (11 any) 

Michael S. 

Inventor's ~ Signature 

Residence: City Waterloo 

Malllnll Address 295 Phillip Street 

Malling Address 

Cltv 
Waterloo 

Name of Additional Joint Inventor,· If any: I 
Given Name (first and middle (lf any) 

Mich i~ G. , 

Inventor's ) A 
Signature ~l' i v1tO lt/JLIJ 

-.• - -- '} Residence: City Waterloo 

Mallln11 Address 295 Phillip Street 

Malling Addresa 

City Waterloo 

Name of Additional Joint Inventor, If any: I 
Given Name (f1111t and middle (If any) 

Herbert A. 

Inventor's /1.Jh Ji {)_ ma I Signature 

Residence: Ctty Waterloo 

MallfnA Address 295 Phillip Street 

Malling Addreas 

City Waterloo 

L INVENTOR(S 
pplemental Shevl 

Pa ,.J_ ..L 

□ A petition has been filed for this unsigned inventor 

FamllV Name or Surname 

Brown 

DateJUL Z Z 2005 
j State Ontario I Country Canada Cltlzenahlp Canadian 

I State Ontario I Zic N2L 3W8 I Countrv Canada 

□ A petiUon has been filed for this unalgned Inventor 

family Name or sumame 

Kirkup 
Date JUL 2 5 2085 

I state Ontario I country Canada jCanadllln 
Citizenship 

I 518180ntarlo j Zip N2L 3W8 I Country Canada 

D A petition haa been filed for this unsigned Inventor 

Family Name or Surname 

Little 

JUL 2 2 2005 
Date 

I State Ontario I Country Canada I Canadian 
Citizenship 

I Stele Ontario I ZipN2L 3W8 I Count,ycanada 
This collection or Information Is requ~ed by 35 U.S.C. 11:; and 37 CFR 1.B3. ThD lnrormaU0n Is required lo obtain or retain a benefit by the public whlc;h Is ID file 
(and by lhe USPTO lo process) an applk:alion. ConfidonUaUty Is governed by 35 U.S.C.122 end 37 CFR 1,14, This collectlon Is eallmat•d toteke 21 mlnulea la 
complete, lncludlng gelherlng, preparing, and submttUng the completed appUcellon rom, 10 IN! USPTO. nme wiA very depending upon Ille individual eaaa. /V\y 
comment& on the amount or time YoU roquire to complete this form and/or 1ugge1llons for reducing ltlla burden, should be aent to the Chl&f lnfonnailon Officer, 
U.S. Patent end Trademerl< Office, U.S. Depar1menl of Commerc;e, P.O. Box 1450, Alexandna, VA 22313-1450. DO NOT SEND FEES OR COMPLETEO FORMS 
TO lrilS ADDRESS. SENO TO: Commlsaionvr for Patents, P.O. Box 1450, Ahtxendrla, VA 22313-1460. 

If you neeciessistsnce In c:ompleting tho form, cell 1•800-PT0-9199 (1-800-786-9199) end select opti0112. 
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07/25/2005 14:37 FAX RIM LEGAL ~013 

Undo the P erwork Reduction Ael of 1885 no eraone are re ulred1o res 

PTOISB/02A (08.()3) 
Approved loruta through 06131/2003. 0MB 0851-0032 

U.S. Palant and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
nd to a collection ol lnfotmali n u lasa It conlal I Ir mb 

DECLARATION 

Name of AddlUonal Join~ Inventor, If any: I 
Given Name lflrst anci middle llf eny) 

David Victor 

Inventor's !Jwt ,l>rft.t.-SIQnature 

Residence: City Waterloo 

Mallino Address 295 Phillip Street 

Malllng Address 

Cilv 
Waterloo 

Name of Addltlonal Joint Inventor, If any: I 
Glve_n Name (first and middle (If any) 

Ian M. . -
Inventor's~ 
Signature 

fi(/()J_~ 
c... Waterloo Residence: City 

Mamn11 Address 295 Phillip Street 

MaHinQ Address 

City Waterloo 

Name of Additional Joint Inventor, If any: I 
Given Name (first end mlddle Of any) 

Inventor's 
Signature 

Residence: Cl1y 

Malllno Address 

Malling Address 

City 

ADDITIONAL INVENTOR($) 
Supplement.al Sheet 

D A petition has been filed for this unsigned inventor 

Family Name or Surname 

MacFarlane 

Dale JUL 2 2 2005 
I State Ontario I Countiy Canada Citizenship Canadian 

I state Ontario [ 210 N2L 3W8 \ Countrv Canada_ 

□ A palillon hes been filed for lhis unsigned Inventor 

Fam Uy Name or Surname 

--- Robertson 
Dale JUL 2 2 ZOOS 

I stat& Ontario I Country Canada IC&IIGdian 
Citizenship 

I stateOntario j ZlpN2L 3W8 I Country Canada 

□ A petition has been med for this unsigned Inventor 

Family Name or Surname 

Date 

I State I Country I Citizenship 

I Slate I Zip I Country 
Thi~ collection ol inlormotlon la required by 35 U.:..C. 116 and 37 CFR 1.63. The Information ia required lo obtain or retain a benoftt by 1he public which is 10 file 
(and by \he USPTO 10 process) an application, ConITdenllalily la governed by 35 U.S.C. 12:2 and 37 CFR 1.14. This collactlon 11 ~ated lo 1a1<a 21 minutes 10 
complete, Including galhoting, prepatlng, and 1ubmlitin9 Iha complotod eppltt:lllion rorm to lhe USPTO. Time Will vary depending upon the itldivldual case. Arty 
eomm1111I1 on the amount ol time you require lo eompleta this lorm and/or augge11lon1 lor reducing this burden, should be sent to the Chlal Information Officer, 
V,S. Palent anel Trademark Office, U.S. Department or Commerce, P.O. Box 1-450, Alexandno, VA 22313•1450. DO NOT SEND FEES OR COMPLETED FORMS 
TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, 

If you nettd sssl:itence in complrttlng the form. call 1-800-PT0-9199 (1-800•786-9199) and select option 2. 
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PTO/SB/14 (07-07) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 555255-013133 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention System and Method for Configuring Devices for Secure Operations 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2 
D Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 

37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

A ,DD 1can r n orma 10n: t I f f 
Aoolicant 1 I Remove I 
Applicant Authority (!)Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Neil P. Adams 

Residence Information (Select One) 0 US Residency ® Non US Residency O Active US Military Service 

City Waterloo Country Of Residencei I CA 

Citizenship under 37 CFR 1.41(b) i CA 

Mailing Address of Applicant: 

Address 1 295 Phillip Street 

Address 2 

City I Waterloo I State/Province I ON 

Postal Code N2L3W8 I Countryi I CA 

Annlicant2 I Remove I 
Applicant Authority ® Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Michael K. Brown 

Residence Information (Select One) 0 US Residency ® Non US Residency O Active US Military Service 

City Waterloo Country Of Residencei I CA 

Citizenship under 37 CFR 1.41(b) i CA 

Mailing Address of Applicant: 

Address 1 295 Phillip Street 

Address 2 

City I Waterloo I State/Province I ON 

Postal Code N2L3W8 I Countryi I CA 

Annlicant3 I Remove I 
Applicant Authority ® Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Michael S. Brown 

Residence Information (Select One) 0 US Residency ® Non US Residency O Active US Military Service 

City Waterloo Country Of Residencei I CA 
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PTO/SB/14 (07-07) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 555255-013133 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention System and Method for Configuring Devices for Secure Operations 

Citizenship under 37 CFR 1.41(b) i CA 

Mailing Address of Applicant: 

Address 1 295 Phillip Street 

Address 2 

City I Waterloo I State/Province I ON 

Postal Code N2L3W8 I Countryi I CA 

Aoolicant4 I Remove I 
Applicant Authority (!)Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Michael G. Kirkup 

Residence Information (Select One) 0 US Residency ® Non US Residency O Active US Military Service 

City Waterloo Country Of Residencei I CA 

Citizenship under 37 CFR 1.41(b) i CA 

Mailing Address of Applicant: 

Address 1 295 Phillip Street 

Address 2 

City I Waterloo I State/Province I ON 

Postal Code N2L3W8 I Countryi I CA 

Annlicant5 I Remove I 
Applicant Authority ® Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Herbert A. Little 

Residence Information (Select One) 0 US Residency ® Non US Residency O Active US Military Service 

City Waterloo Country Of Residencei I CA 

Citizenship under 37 CFR 1.41(b) i CA 

Mailing Address of Applicant: 

Address 1 295 Phillip Street 

Address 2 

City I Waterloo I State/Province I ON 

Postal Code N2L3W8 I Countryi I CA 

Annlicant6 I Remove I 
Applicant Authority ® Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

David Victor MacFarlane 

Residence Information (Select One) 0 US Residency ® Non US Residency O Active US Military Service 

City Waterloo Country Of Residencei I CA 

Citizenship under 37 CFR 1.41(b) i CA 
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PTO/SB/14 (07-07) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 555255-013133 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention System and Method for Configuring Devices for Secure Operations 

Mailing Address of Applicant: 

Address 1 295 Phillip Street 

Address 2 

City I Waterloo I State/Province I ON 

Postal Code N2L3W8 I Countryi I CA 

Annlicant7 I Remove I 
Applicant Authority (!)Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Ian M. Robertson 

Residence Information (Select One) 0 US Residency ® Non US Residency 0 Active US Military Service 

City Waterloo Country Of Residencei I CA 

Citizenship under 37 CFR 1.41(b) i CA 

Mailing Address of Applicant: 

Address 1 295 Phillip Street 

Address 2 

City I Waterloo I State/Province I ON 

Postal Code N2L3W8 I Countryi I CA 

All Inventors Must Be Listed - Additional Inventor Information blocks may be I Add I generated within this form by selecting the Add button. 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

□ An Address is being provided for the correspondence Information of this application. 

Customer Number 89441 

Email Address I I Add Email I !Remove Emaill 

Application Information: 

Title of the Invention System and Method for Configuring Devices for Secure Operations 

Attorney Docket Number 555255-013133 I Small Entity Status Claimed □ 
Application Type Nonprovisional 

Subject Matter Utility 

Suggested Class (if any) I Sub Class (if any)I 

Suggested Technology Center (if any) 

Total Number of Drawing Sheets (if any) 10 I Suggested Figure for Publication (if any) I 

EFS Web 2.2.2 

MOBILEIRON, INC. - EXHIBIT 1003 
Page 166



PTO/SB/14 (07-07) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 555255-013133 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention System and Method for Configuring Devices for Secure Operations 

Publication Information: 
D Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request Not to Publish. I hereby request that the attached application not be published under 35 U.S. 

D C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of 
an application filed in another country, or under a multilateral international agreement, that requires publication at 
eighteen months after filing. 

Representative Information: 

Representative information should be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 
Enter either Customer Number or complete the Representative Name section below. If both sections 
are completed the Customer Number will be used for the Representative Information during processing. 

Please Select One: 0 Customer Number I O US Patent Practitioner 10 Limited Recognition (37 CFR 11.9) 

Customer Number 89441 

Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate National Stage 
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by 
35 U.S.C. 119(e) or 120, and 37 CFR 1.78(a)(2) or CFR 1.78(a)(4), and need not otherwise be made part of the specification. 

Prior Application Status Pending I Remove I 
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

Continuation of 11065901 2005-02-25 

Prior Application Status Expired I Remove I 
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

11065901 non provisional of 60567137 2004-04-30 

Additional Domestic Benefit/National Stage Data may be generated within this form I Add I by selecting the Add button. 

Foreign Priority Information: 
This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is 
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b) 
and 37 CFR 1.55(a). 

I Remove I 
Application Number Country i Parent Filing Date (YYYY-MM-DD) Priority Claimed 

0 Yes 0 No 

Additional Foreign Priority Data may be generated within this form by selecting the I Add I Add button. 
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PTO/SB/14 (07-07) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 555255-013133 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention System and Method for Configuring Devices for Secure Operations 

Assignee Information: 
Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Title 37 
of the CFR to have an assignment recorded in the Office. 

Assianee 1 I Remove I 
If the Assignee is an Organization check here. ~ 
Organization Name I Research In Motion Limited 

Mailing Address Information: 

Address 1 295 Phillip Street 

Address 2 

City Waterloo State/Province ON 

Country ii CA Postal Code N2L 3W8 

Phone Number Fax Number 

Email Address 

Additional Assignee Data may be generated within this form by selecting the Add I Add I button. 

Signature: 
A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37 
CFR 1.4(d) for the form of the signature. 

Signature /Matthew W. Johnson/ Date (YYYY-MM-DD) 2011-07-14 

First Name MatthewW. I Last Name I Johnson Registration Number 59108 

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P .L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to 
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection 
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is 
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not 
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) 
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine 
whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or 
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an 
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of 
the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in 
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, 
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security 
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, 
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records 
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the 
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuan 
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to public inspections or an issued 
patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the 
USPTO becomes aware of a violation or potential violation of law or regulation. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 

UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

13/182,827 07/14/2011 2431 1518 555255-013133 24 4 

89441 
Jones Day (RIM) - 2N 
North Point 
901 Lakeside Avenue 
Cleveland, OH 44114 

CONFIRMATION NO. 7138 

FILING RECEIPT 

1111111111111111111111 ll]~!l]!~l!~l!~l!~UI! ~Hll lllll 111111111111111111 

Date Mailed: 07/29/2011 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
Neil P. Adams, Waterloo, CANADA; 
Michael K. Brown, Waterloo, CANADA; 
Michael S. Brown, Waterloo, CANADA; 
Michael G. Kirkup, Waterloo, CANADA; 
Herbert A. Little, Waterloo, CANADA; 
David Victor MacFarlane, Waterloo, CANADA; 
Ian M. Robertson, Waterloo, CANADA; 

Assignment For Published Patent Application 
RESEARCH IN MOTION LIMITED, Waterloo, CANADA 

Power of Attorney: The patent practitioners associated with Customer Number 89441 

Domestic Priority data as claimed by applicant 
This application is a CON of 11/065,901 02/25/2005 
which claims benefit of 60/567, 137 04/30/2004 

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the 
USPTO. Please see http://www.uspto.gov for more information.) 

If Required, Foreign Filing License Granted: 07/25/2011 
The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 13/182,827 
Projected Publication Date: 11/03/2011 
Non-Publication Request: No 
Early Publication Request: No 
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Title 

System and Method for Configuring Devices for Secure Operations 

Preliminary Class 

726 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 13/182,827 
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CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
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Office Action Summary 

Application No. 

13/182,827 

Examiner 

BRYAN WRIGHT 

Applicant(s) 

ADAMS ET AL. 

Art Unit 

2431 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ;J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )IZI Responsive to communication(s) filed on 14 Julv 2011. 

2a)D This action is FINAL. 2b)[8J This action is non-final. 

3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ; the restriction requirement and election have been incorporated into this action. 

4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

5)1Zl Claim(s) 1-24 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 

6)0 Claim(s) __ is/are allowed. 

7)[8J Claim(s) 1-24 is/are rejected. 

8)0 Claim(s) __ is/are objected to. 

9)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

1 0)D The specification is objected to by the Examiner. 

11 )IZI The drawing(s) filed on 7/24/2011 is/are: a)IZ! accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

12)0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

13)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)D All b)D Some * c)D None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 

Attachment{s) 

1) [8J Notice of References Cited (PTO-892) 

2) D Notice of Draftsperson's Patent Drawing Review (PTO-948) 

4) D Interview Summary (PTO-413) 
Paper No(s)/Mail Date. __ . 

5) D Notice of Informal Patent Application 3) [8J Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date 7/14/2011. 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 03-11) 

6) D Other: __ . 

Office Action Summary Part of Paper No./Mail Date 20120507 
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Application/Control Number: 13/182,827 

Art Unit: 2431 

DETAIL ACTION 

Page 2 

1. This action is in response to original fillings on filed 7/14/2011. Claims 1-24 are 

pending. 

Double Patenting 

The nonstatutory double patenting rejection is based on a judicially created 

doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 

unjustified or improper timewise extension of the "right to exclude" granted by a patent 

and to prevent possible harassment by multiple assignees. A nonstatutory 

obviousness-type double patenting rejection is appropriate where the conflicting claims 

are not identical, but at least one examined application claim is not patentably distinct 

from the reference claim(s) because the examined application claim is either anticipated 

by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140 

F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 

USPQ2d 2010 (Fed. Cir. 1993); In re Langi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 

1985); In re Van Ornum, 686 F.2d 937,214 USPQ 761 (CCPA 1982); In re Vogel, 422 

F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 

USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321 (c) or 1.321 (d) 

may be used to overcome an actual or provisional rejection based on a nonstatutory 

double patenting ground provided the conflicting application or patent either is shown to 

be commonly owned with this application, or claims an invention made as a result of 

activities undertaken within the scope of a joint research agreement. 
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Effective January 1, 1994, a registered attorney or agent of record may sign a 

terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with 

37 CFR 3.73(b). 

Claims 1, 10, 17 and 24 are rejected on the ground of nonstatutory obviousness­

type double patenting as being unpatentable over claim 1 of U.S. Patent No. 8,010,989. 

Although the conflicting claims are not identical, they are not patentably distinct from 

each other because both sets of claims are drawn to placing a device into a 

cryptographic mode and indicating the mode to the user. 

Claim Rejections - 35 USC§ 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claim 22 is rejected under 35 U.S.C. 101 because the claimed invention is 

directed to non-statutory subject matter. Claim 22 is directed to a "signal". The Examiner 

contends in accordance with the MPEP, a "signal" is considered non-statutory subject 

matter. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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Application/Control Number: 13/182,827 

Art Unit: 2431 

2. Claims 1, 4-20, and 22-24 are rejected under 35 U.S.C. 103(a) as being 

Page 4 

unpatentable over Schoen et al. (US Patent Publication No. 2003/0204722 and Schoen 

hereinafter) in view of Phillps et al. (US Patent Publication No. 2005/0183138 and 

Phillips hereinafter) and further in view of Scheidt et al. (US Patent No. 6,490,680 and 

Scheidt hereinafter). 

3. As to claims 1, 10, 17 and 24, Schoen discloses a system for use in establishing 

a security- related mode of operation for computing devices, comprising: 

a policy data store for storing configuration data related to a plurality of 

computing devices (par. 9, lines 12- 15); 

a security mode data structure contained within the policy data store (abstract: 

lines 12-14; par. 33); 

where the stored security mode of operation is provided to the computing devices 

over a network (par. 73, lines 16-20); 

where at least one of the plurality of computing devices comprise user interface 

instructions configured to send an output to a display associated with the one of the 

plurality of computing device (par. 65, lines 17- 21 ). 

Schoen does not expressly teach the claim limitation element of the output being 

configured to comprise a visual indication of the security mode of operation to the user 

of the one of the plurality of computing devices, 
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However, these features are well known in the art and would have been an 

obvious modification of the system disclosed by Schoen as introduced by Phillips. 

Phillips discloses the claim limitation element of the output being configured to comprise 

a visual indication of the security mode of operation to the user of the one of the plurality 

of computing devices, wherein the security mode of operation forces use of one or more 

cryptographic algorithm (to provide a visual indication for display to a device user that is 

indicative of the determined security- related level [par. 96]). Therefore, given the 

teachings of Phillips, a person having ordinary skill in the art at the time of the invention 

would have recognized the desirability and advantage of modifying Schoen by 

employing the well known feature of visually indicating a security level disclosed above 

by Phillips, for which configuring devices for secure operation will be enhanced [par. 

96]. 

The system of Schoen and Phillips do not expressly teach: 

where the security mode data structure stores a security mode of operation, 

wherein the security mode of operation forces use of one or more security 

algorithms. 

where the security mode of operation places the computing devices in a 

predetermined security mode of operation. However in this instance the Examiner notes 

the teachings of Scheidt. Scheidt is noted to teach in column 8, different security modes 

and placing the device to a particular security mode. The security modes based on a 

particular encryption algorithm. Therefore, given the system described above by Schoen 
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and Phillips, a person having ordinary skill in the art at the time of the invention would 

have recognized the desirability and advantage of modifying the system enhance data 

security by employing Scheidt's cryptographic security modes. 

4. As to claim 4, Schoen discloses a system where the security mode data structure 

comprises a first security mode data structure and a second security mode data 

structure; where the first security mode data structure includes a first security mode 

being associated with a first plurality of computing devices (par. 73, lines 16-23); where 

the second security mode data structure includes a second security mode being 

associated with a second plurality of computing devices (par. 73, lines 16-23). 

5. As to claim 5, Schoen discloses a system where the first security mode of 

operation contained in the first data structure is communicated to the first plurality of 

computing devices in order to place the first plurality of computing devices in the first 

security mode (par. 73, lines 16-23); where the second security mode of operation 

contained in the second data structure is communicated to the second plurality of 

computing devices in order to place the second plurality of computing devices in the 

second security mode (par. 73, lines 16-23). 

6. As to claim 6, Schoen discloses a system where an administrator uses an 

interface to update the configuration data related to a plurality of computing devices that 

is stored in the policy data store, and uses an interface to communicate security modes 
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of operation to the computing devices (par. 69, lines 21-32); where the interface 

Page 7 

provides an indication to the administrator that the plurality of computing devices have 

entered into a security mode that is compliant with the updated configuration data (par. 

66, lines 11-13); where the policy data store stores IT security policies related to the 

computing devices (par. 73, lines 14-15); where an administrator defines through the 

interface a meta IT policy for a security mode of operation (par. 69, lines 9-15); where 

the defined security mode of operation limits the use of cryptographic algorithms by the 

devices to those that are specified by the meta IT policy (par. 9, lines 1-6). 

7. As to claim 7, Schoen discloses a system where at least one of the plurality of 

computing devices receives a disable message for disabling the security mode of 

operation of the one of the plurality of computing devices (par. 73, lines 16-23). 

8. As to claim 8, Schoen discloses a computing device utilizing wherein an 

administrator defines through the interface a meta IT policy for a security mode of 

operation;. (par. 69, lines 21-32); wherein the defined security mode of operation limits 

the use of cryptographic algorithms by the devices to those that are specified by the 

meta IT policy (Schoen; claim 10, lines 2-5). 

9. As to claims 9 and 18, Schoen discloses a system where the plurality of 

computing devices are devices from a group that includes mobile devices, desktop 
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devices, and combinations thereof (par. 4, lines 14-17; par. 9, lines 1-4; par. 35, lines 2-

7). 

10. As to claims 11 and 19, the system of Schoen provides security policy related 

data to device however the system does not disclose a method further comprising the 

step of displaying the security mode of operation of a computing device by providing a 

visual indication on a screen of the computing device. In this instance the Examiner 

notes the teachings of Phillips where Phillips discloses a visual indication of the security 

mode of operation to the user of the one of the plurality of computing devices, wherein 

the security mode of operation forces use of one or more cryptographic algorithm. See 

paragraph 96 of Phillips. Therefore, given the teachings of Phillips, a person having 

ordinary skill in the art at the time of the invention would have recognized the desirability 

and advantage of modifying Schoen by employing the well known feature of visually 

indicating a security level disclosed above by Phillips, for which configuring devices for 

secure operation will be enhanced. 

11. As to claims 12 and 20, the system of Schoen provides security policy related 

data to device however the system does not disclose a device where the visual 

indication of the security mode is provided by a security options screen. In this instance 

the Examiner notes the teachings of Phillips where Phillips discloses a visual indication 

of the security mode of operation to the user of the one of the plurality of computing 

devices, wherein the security mode of operation forces use of one or more 
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cryptographic algorithm. See paragraph 96 of Phillips. Therefore, given the teachings of 

Phillips, a person having ordinary skill in the art at the time of the invention would have 

recognized the desirability and advantage of modifying Schoen by employing the well 

known feature of visually indicating a security level disclosed above by Phillips, for 

which configuring devices for secure operation will be enhanced. 

12. As to claims 13 and 22, Schoen discloses where the security instructions are 

configured to update the security mode of operation responsive to a change in the 

configuration data stored on the centralized policy data store (par. 9, lines 3-6), 

Schoen does not expressly teach: 

wherein a visual indication is provided to the device's user to indicate the 

updated security mode of operation In this instance the Examiner notes the teachings of 

Phillips where Phillips discloses a visual indication of the security mode of operation to 

the user of the one of the plurality of computing devices, wherein the security mode of 

operation forces use of one or more cryptographic algorithm. See paragraph 96 of 

Phillips. Therefore, given the teachings of Phillips, a person having ordinary skill in the 

art at the time of the invention would have recognized the desirability and advantage of 

modifying Schoen by employing the well known feature of visually indicating a security 

level disclosed above by Phillips, for which configuring devices for secure operation will 

be enhanced. 
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13. As to claim 14, Schoen discloses a device further comprising an administrator 

interface for changing the configuration data stored on the centralized policy data store. 

(par. 60, lines 3-5). 

14. As to claim 15, Schoen discloses a device where the configuration data stored on 

the centralized policy data store comprises a plurality of security mode data structures 

contained within the policy data store (abstract: lines 12-14; par. 33). 

15. As to claim 16, Schoen discloses a device where the plurality of security mode 

data structures contains information about which security modes of operation are being 

used by which mobile devices (abstract: lines 12-14; par. 33). 

16. As to claims 23, Schoen discloses a computer software stored on one or more 

non-transitory computer readable media, the computer software comprising program 

code for carrying out a method (Schoen; claim 12, lines 1-3). 

17. Claims 2, 3, and 21 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Schoen in view Phillips, as applied to claims 1 and 15, and further in view of 

Wenocur et al. (US Patent Publication No. 2002/0165912 and Wencour hereinafter). 

18. As to claims 2, 3, and 21, although the system disclosed by Schoen shows 

substantial features of the claimed invention (discussed in the paragraphs above), it 
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fails to disclose: A system where the secure mode of operation comprises a Federal 

Information Processing Standard (FIPS) mode of operation (claim 2). A system where 

the Fl PS mode of operation includes forcing use of Advanced Encryption Standard 

(AES) or Triple Data Encryption Standard (3DES) (claim 3). A method where the 

sending of the stored security mode of operation forces use of Advanced Encryption 

Standard (AES) or Triple Data Encryption Standard (3DES) (claim 21 ). However, in this 

instance the Examiner notes the teachings of prior art Wencour. Wencour discloses a 

Federal Information Processing Standard (FIPS) mode of operation (par. 254, lines 1-

13), a Advanced Encryption Standard (AES) or Triple Data Encryption Standard (3DES) 

security mode (par. 257, lines 1-7). Therefore given the teachings of Schoen and 

Phillips, a person having ordinary skill in the art at the time of the invention would have 

recognized the desirability and advantage of modifying the system to enhance data 

security by employing Wencour's data encryption capability utilizing Federal Information 

Processing Standard (FIPS), Advanced Encryption Standard (AES) and Triple Data 

Encryption Standard (3DES). 

Contact Information 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to BRYAN WRIGHT whose telephone number is (571 )270-

3826. The examiner can normally be reached on 8:30 am - 5:30 pm Monday -Friday. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Flynn Nathan can be reached on (571) 272-1915. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/BRYAN WRIGHT/ 
Examiner, Art Unit 2431 
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the following amendments and remarks. Any fees due should be charged to Jones Day Deposit 

Account No. 501432, ref: 555255-013133. 

CLI-2031003vl 

MOBILEIRON, INC. - EXHIBIT 1003 
Page 208



CLAIMS 

1. (Original) A system for use in establishing a security-related mode of operation for computing 

devices, comprising: 

a policy data store for storing configuration data related to a plurality of computing 

devices; 

a security mode data structure contained within the policy data store; 

wherein the security mode data structure stores a security mode of operation; 

wherein the stored security mode of operation is provided to the plurality of computing 

devices over a network; 

wherein the security mode of operation places the plurality of computing devices in a 

predetermined security mode of operation; 

wherein at least one of the plurality of computing devices comprises user interface 

instructions configured to send an output to a display associated with the one of the plurality of 

computing devices, the output being configured to comprise a visual indication of the security 

mode of operation to the user of the one of the plurality of computing devices, wherein the 

security mode of operation forces use of one or more cryptographic algorithms. 

2. (Original) The system of claim 1, wherein the security mode of operation comprises a Federal 

Information Processing Standard (PIPS) mode of operation. 

3. (Original) The system of claim 2, wherein the PIPS mode of operation includes forcing use of 

Advanced Encryption Standard (AES) or Triple Data Encryption Standard (3DES). 
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4. (Original) The system of claim 1, wherein the security mode data structure comprises a first 

security mode data structure and a second security mode data structure; 

wherein the first security mode data structure includes a first security mode being 

associated with a first plurality of computing devices; 

wherein the second security mode data structure includes a second security mode being 

associated with a second plurality of computing devices. 

5. (Original) The system of claim 4, wherein the first security mode of operation contained in the 

first data structure is communicated to the first plurality of computing devices in order to place 

the first plurality of computing devices in the first security mode; 

wherein the second security mode of operation contained in the second data structure is 

communicated to the second plurality of computing devices in order to place the second plurality 

of computing devices in the second security mode. 

6. (Original) The system of claim 5, wherein the providing of the first security mode data 

structure to the first plurality of devices causes the devices in the first plurality of devices to be 

placed in a PIPS mode of operation that includes required use of AES encryption; 

wherein the providing of the second security mode data structure to the second plurality 

of devices causes the devices in the second plurality of devices to be placed in a PIPS mode of 

operation that includes required use of Triple DES (3DES) encryption. 
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7. (Original) The system of claim 1, wherein at least one of the plurality of computing devices 

receives a disable message for disabling the security mode of operation of the one of the plurality 

of computing devices. 

8. (Original) The system of claim 1, wherein the policy data store stores IT security policies 

related to the plurality of computing devices; 

wherein an administrator defines through the interface a meta IT policy for a security 

mode of operation; 

wherein the defined security mode of operation limits the use of cryptographic algorithms 

by the devices to those that are specified by the meta IT policy. 

9. (Original) The system of claim 8, wherein the plurality of computing devices are devices from 

a group that includes mobile devices, desktop devices, and combinations thereof. 

10. (Original) A computing device utilizing a centralized policy data store to implement a 

security-related mode of operation, the device comprising: 

a communication interface configured to facilitate communication between the 

centralized policy data store and the computing device; and 

a processor communicatively coupled to the communication interface, wherein the 

processor is configured to execute processing instructions; 

wherein the processing instructions includes security instructions configured to place the 

computing device in a security mode of operation responsive to configuration data received from 

the centralized policy data store via the communication interface; 
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wherein the computing device comprises user interface instructions configured to send an 

output to a display associated with the computing device, the output being configured to 

comprise a visual indication of the security mode of operation to the device's user, wherein the 

security mode of operation forces use of one or more cryptographic algorithms. 

11. (Original) The device of claim 10, wherein the processing instructions further comprise user 

interface instructions configured to send an output to a display associated with the computing 

device, the output having a visual indication of the security mode of operation that is visible to 

the device's user. 

12. (Original) The device of claim 11, wherein the visual indication of the security mode is 

provided by a security options screen. 

13. (Original) The device of claim 12, wherein the security instructions are configured to update 

the security mode of operation responsive to a change in the configuration data stored on the 

centralized policy data store, wherein a visual indication is provided to the device's user to 

indicate the updated security mode of operation. 

14. (Original) The device of claim 13, further comprising an administrator interface for changing 

the configuration data stored on the centralized policy data store. 
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15. (Original) The device of claim 10, wherein the configuration data stored on the centralized 

policy data store comprises a plurality of security mode data structures contained within the 

policy data store. 

16. (Original) The device of claim 15, wherein the plurality of security mode data structures 

contains information about which security modes of operation are being used by which mobile 

devices. 

17. (Original) A method for use in establishing a security-related mode of operation for a 

computing device, comprising: 

storing a security mode of operation in a policy data store; 

sending the stored security mode of operation to the computing device over a network; 

wherein the sent security mode of operation places the computing device into a 

predetermined security-related mode of operation; 

wherein the computing device comprises user interface instructions configured to send an 

output to a display associated with the computing device, the output being configured to 

comprise a visual indication of the security mode of operation to the device's user, wherein the 

security mode of operation forces use of one or more cryptographic algorithms. 

18. (Original) The method of claim 17, further comprising the step of enabling an administrator 

to configure the security mode of operation stored in the policy data store. 
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19. (Original) The method of claim 17, further comprising the step of displaying the security 

mode of operation of the computing device by providing a visual indication on a screen of the 

computing device. 

20. (Original) The method of claim 17, further comprising the step ofreceiving an indication that 

the device has received and entered into the sent security mode of operation. 

21. (Original) The method of claim 17, wherein the sending of the stored security mode of 

operation forces use of Advanced Encryption Standard (AES) or Triple Data Encryption 

Standard (3DES). 

22. (Currently Amended) The method of claim 17, wherein the security mode of operation is sent 

via a A-digital signal containing the sent security mode of operation of claim 17. 

23. (Original) Computer software stored on one or more non-transitory computer readable media, 

the computer software comprising program code for carrying out a method according to claim 

17. 

24. (Original) A system for establishing a security-related mode of operation for a computing 

device, comprising: 

means for receiving a security mode of operation from a server, the server comprising a 

security mode data structure comprising security mode data for a plurality of computing devices; 
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means for entering the security mode of operation received from the server, wherein the 

means for entering includes means for forcing use of AES or 3DES; 

means for displaying the security mode of operation to a user of the computing device 

through a display associated with the computing device, wherein the security mode of operation 

forces use of one or more cryptographic algorithms. 
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REMARKS 

This paper responds to the non-final Office Action dated August 8, 2012. Claims 1-24 

are pending in the instant application and stand rejected. Claims 1, 10, 17, and 24 stand rejected 

on the ground of nonstatutory obviousness-type double patenting as being unpatentable over 

claim 1 of U.S. Patent No. 8,010,989. Claim 22 stands rejected under 35 U.S.C. 101 for being 

directed to non-statutory subject matter. Claims 1, 4-20, and 22-24 stand rejected under 35 

U.S.C. 103(a) as being unpatentable over Schoen et al. (U.S. Publication No. 2003/0204722) in 

view of Phillips et al. (U.S. Publication No. 2005/0183138) and further in view of Scheidt et al. 

(U.S. Patent No. 6,490,680). Claims 2, 3, and 21 stand rejected under 35 U.S.C. 103(a) as being 

unpatentable over Schoen et al. in view of Phillips et al. and further in view of Wenocur et al. 

(U.S. Publication No. 2002/0165912). 

An eTerminal Disclaimer has been filed to obviate the claim rejections on the ground of 

nonstatutory obviousness-type double patenting. Claim 22 has been amended to obviate the 

rejection of claim 22 under 35 U.S.C. 101 for being directed to non-statutory subject matter. 

The assignee traverses the rejections of the pending claims under 35 U.S.C. 103(a). 

In view of the foregoing amendments and the remarks that follow, the assignee requests 

reconsideration of this application. 

Nonstatutory Obviousness-type Double Patenting Rejection 

Claims 1, 10, 17, and 24 stand rejected on the ground of nonstatutory obviousness-type 

double patenting as being unpatentable over claim 1 of U.S. Patent No. 8,010,989. An 

eTerminal Disclaimer has been filed to obviate these claim rejections. In view of the eTerminal 

Disclaimer, it is respectfully requested that these claim rejections be withdrawn. 
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Non-statutory Subject Matter Rejection 

Claim 22 stands rejected under 35 U.S.C. 101 for being directed to non-statutory subject 

matter. Claim 22 has been amended to obviate this rejection. Claim 22 now recites: "The 

method of claim 17, wherein the security mode of operation is sent via a digital signal." In view 

of the claim amendment, it is respectfully requested that this claim rejection be withdrawn. 

Claim Rejections-35 U.S.C. § 103 

Claims 1, 4-20, and 22-24 stand rejected under 35 U.S.C. 103(a) as being unpatentable 

over Schoen et al. in view of Phillips et al. and further in view of Scheidt et al. Claims 2, 3, and 

21 stand rejected under 35 U.S.C. 103(a) as being unpatentable over Schoen et al. in view of 

Phillips et al. and further in view ofWenocur et al. These rejections are respectfully traversed. 

Claim 1 is directed to a system for establishing a security-related mode of operation for 

computing devices. The Office Action admits that the combination of Schoen and Phillips fails 

to teach or disclose the following claim features recited in claim 1: 

where the security mode data structure stores a security mode of 
operation; 

wherein the security mode of operation forces use of one or more 
security algorithms; and 

where the security mode of operation places the computing devices 
in a predetermined security mode of operation. 

The Office Action, however, relies on Scheidt, and Column 8 of Scheidt in particular, for 

disclosing these claim features. 

It is respectfully submitted that neither Scheidt alone nor the combination of Scheidt with 

Schoen and Phillips teaches these claim features. The cited section of Scheidt relates to a 

"Constructive Key Management System" that has a "multi-tiered infrastructure to manage the 
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secure distribution of information." Scheidt at Col. 7, lines 29-31. The three tiers disclosed in 

the cited section include: "the Policy Manager [which] serves as the central authority for 

generating encryption keys and managing the encryption algorithms used by a particular domain 

residing on the computer network" (Col. 7, lines 44-48); "the Credential Manager Process" 

which "implement[ s] a system of access to information that is based on the roles maintained by 

user within an organization" (Col. 8, lines 2-6); and "the User Session, which performs the 

function of encrypting and decrypting objects for transmission through the computer network by 

individual users." (Col. 8, lines 10-13). 

The applicant submits that Col. 8 of Scheidt fails to disclose (i) either a security mode 

data structure or a security mode data structure that stores a security mode of operation for a 

computing device; (ii) a security mode of operation that forces the use by the computing devices 

of one or more security algorithms; and fails to disclose (iii) a security mode of operation that 

places the computing devices in a predetermined security mode of operation. Because the cited 

references, singly or in combination, fail to disclose the above-noted features of claim 1, it is 

respectfully requested that the§ 103 rejection of claim 1 be withdrawn. 

Independent claims 10, 17, and 24 recite similar features as claim 1. These claims are 

allowable for at least the same reasons as offered for claim 1. 

Assignee at this time has not provided arguments in support of the patentability of certain 

dependent claims. It is respectfully submitted that because the independent claims are in 

condition for allowance, the dependent claims which depend directly or indirectly therefrom are 

also in condition for allowance. However, assignee reserves the right to argue the patentability 

of certain of the dependent claims in the instant application at a future time, should that become 

necessary. 
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CONCLUSION 

For the foregoing reasons, the assignee respectfully submits that the pending claims are 

allowable. Therefore, the assignee respectfully requests that the examiner pass this case to 

issuance. 

CLI-2031003vl 

Respectfully submitted, 
By: 

7.Jr.77 
F. Drexel Feeling 
Reg. No. 40,602 
JONES DAY 
North Point, 901 Lakeside Avenue 
Cleveland, Ohio 44114 
(216) 586-7199 
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Number Message Digest Part /.zip (if appl.) 

115459 

1 Ol 3133_Amendment.pdf yes 12 
1 ce 763959d71 b00142ce 157d57b54c9c39t 
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Multipart Description/PDF files in .zip description 

Document Description Start End 

Amendment/Req. Reconsideration-After Non-Final Reject 1 1 

Claims 2 8 

Applicant Arguments/Remarks Made in an Amendment 9 12 

Warnings: 

Information: 

Total Files Size (in bytes) 115459 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/SB/06 (07-06) 
Approved for use through 1/31/2007. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date 

Substitute for Form PTO-875 13/182,827 07/14/2011 □ To be Mailed 

APPLICATION AS FILED- PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY 0 OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

□ BASIC FEE N/A N/A N/A N/A 
(37 CFR 1.16(a), (b), or (c)) 

□ SEARCH FEE 
(37 CFR 1.16(k), (i), or (ml) 

N/A N/A N/A N/A 

□ EXAMINATION FEE 
(37 CFR 1.16(0), (p), or (q)) 

N/A N/A N/A N/A 

TOTAL CLAIMS 
* X $ OR X $ (37 CFR 1.16(i)) minus 20 = = = 

INDEPENDENT CLAIMS 
minus 3 = * X $ X $ (37 CFR 1.16(h)) = = 

If the specification and drawings exceed 100 

□APPLICATION SIZE FEE 
sheets of paper, the application size fee due 
is $250 ($125 for small entity) for each 

(37 CFR 1.16(s)) additional 50 sheets or fraction thereof. See 
35 U.S.C. 41 (a)(1 )(G) and 37 CFR 1.16(s). 

□ MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL TOTAL 

APPLICATION AS AMENDED - PART II 
OTHER THAN 

(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 

11/02/2012 REMAINING NUMBER PRESENT 
RATE($) 

ADDITIONAL 
RATE($) 

ADDITIONAL 
f-- AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
z AMENDMENT PAID FOR 
w 

Total (37 CFR ~ 1.16(i)) · 24 Minus ** 24 = 0 X $ = OR X $62= 0 
0 

Independent z * 4 Minus ***4 = 0 X $ = OR X $250= 0 w (37 CFR 1 .16fh\\ 

~ D Application Size Fee (37 CFR 1.16(s)) 
<( 

□ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL TOTAL 
ADD'L OR ADD'L 0 
FEE FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

AFTER PREVIOUSLY EXTRA FEE($) FEE($) 

f--
AMENDMENT PAID FOR 

z Total (37 CFR * Minus ** = X $ = OR X $ = w 1.16(i\\ 

~ Independent 
* Minus *** X $ = OR X $ = 

0 (37 CFR 1.16(hll = 

z D Application Size Fee (37 CFR 1.16(s)) w 
~ 
□ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) <( OR 

TOTAL TOTAL 
ADD'L OR ADD'L 
FEE FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. Legal Instrument Examiner: 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /LYNNELL JOHNSON/ 
*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1. 

This collection of 1nformat1on 1s required by 37 CFR 1.16. The 1nformat1on 1s required to obtain or retain a benefit by the public which 1s to file (and by the US PTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, 
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

89441 7590 

Jones Day (RIM) - 2N 
North Point 
901 Lakeside Avenue 
Cleveland, OH 44114 

01/17/2013 
EXAMINER 

WRIGHT,BRYANF 

ART UNIT PAPER NUMBER 

2431 

DATE MAILED: 01/17/2013 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/182,827 07/14/2011 Neil P. Adams 555255-013133 7138 

TITLE OF INVENTION: SYSTEM AND METHOD FOR CONFIGURING DEVICES FOR SECURE OPERATIONS 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional NO $1770 $300 $0 $2070 04/17/2013 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the SMALL ENTITY status shown above. 

If the SMALL ENTITY is shown as YES, verify your current 
SMALL ENTITY status: 

A. If the status is the same, pay the TOTAL FEE(S) DUE shown 
above. 

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) 
and twice the amount of the ISSUE FEE shown above, or 

If the SMALL ENTITY is shown as NO: 

A. Pay TOTAL FEE(S) DUE shown above, or 

B. If applicant claimed SMALL ENTITY status before, or is now 
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s) 
Transmittal and pay the PUBLICATION FEE (if required) and 1/2 
the ISSUE FEE shown above. 

IL PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

89441 7590 

Jones Day (RIM) - 2N 
North Point 
901 Lakeside Avenue 
Cleveland, OH 44114 

APPLICATION NO. 

13/182,827 

01/17/2013 

FILING DATE 

07/14/2011 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Neil P. Adams 555255-013133 7138 

TITLE OF INVENTION: SYSTEM AND METHOD FOR CONFIGURING DEVICES FOR SECURE OPERATIONS 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE 

nonprovisional NO $1770 

EXAMINER ART UNIT 

WRIGHT, BRYANF 2431 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$300 $0 

CLASS-SUBCLASS 

726-001000 

2. For printing on the patent front page, list 

(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$2070 04/17/2013 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order - # of Copies _________ _ 

5. Change in Entity Status (from status indicated above) 

0 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any 
overpayment, to Deposit Account Number ( enclose an extra copy of this form). 

0 b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2). 

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature _______________________ _ Date ____________________ _ 

Typed or printed name ______________________ _ Registration No. ________________ _ 

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and 
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 

APPLICATION NO. 

13/182,827 

89441 7590 

Jones Day (RIM) - 2N 
North Point 
901 Lakeside Avenue 
Cleveland, OH 44114 

FILING DATE FIRST NAMED INVENTOR 

07/14/2011 Neil P. Adams 

01/17/2013 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

555255-013133 7138 

EXAMINER 

WRIGHT,BRYANF 

ART UNIT PAPER NUMBER 

2431 

DATE MAILED: 01/17/2013 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is O day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be O day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b )(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom 
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records may be disclosed to the Department of Justice to determine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel 
in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 
U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy 
Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as part of 
that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance 
with the GSA regulations governing inspection of records for this purpose, and any other relevant 
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CPR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 

MOBILEIRON, INC. - EXHIBIT 1003 
Page 226



Notice of Allowability 

Application No. 

13/182,827 
Examiner 

BRYAN WRIGHT 

Applicant(s) 

ADAMS ET AL. 
Art Unit 

2431 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. 1:8] This communication is responsive to Amendment filed on 11/2/2012. 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. 1:8] The allowed claim(s) is/are 1-24. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init events/pph/index.isp or send an inquiry to PPHfeedback(@uspto.gov . 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) D All b) D Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. 1:8] Notice of References Cited (PTO-892) 

2. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. D Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

/BRYAN WRIGHT/ 
Examiner, Art Unit 2431 

U.S. Patent and Trademark Office 

5. D Examiner's Amendment/Comment 

6. 1:8] Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

PTOL-37 (Rev. 09-12) Notice of Allowability Part of Paper No./Mail Date 20130111 
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Application/Control Number: 13/182,827 

Art Unit: 2431 

REASONS FOR ALLOWANCE 

Page 2 

1. The terminal disclaimer filed on 11/2/2012 disclaiming the terminal portion of any 

patent granted on this application has been reviewed and is accepted. The terminal 

disclaimer has been recorded. 

2. Applicant's invention configures a plurality of devices into a secure mode 

according to an IT policy. The secure mode is a cryptographic security mode of 

operation that forces the use of one or more cryptographic algorithms. Accordingly, the 

Examiner finds applicant's remarks filed on 11/2/2012 for patentability over the cited 

prior art references of Schoen et al. (US Patent Publication No. 2003/0204722), Phillps 

et al. (US Patent Publication No. 2005/0183138) and Scheidt et al. (US Patent No. 

6,490,680) and Scheidt hereinafter) pertaining to the above noted inventive feature, to 

be persuasive. More specifically, the Examiner concurs with applicant's stated opinion 

that the cited prior art fails to disclose, " ... (ii) a security mode of operation that forces 

the use by the computing devices of one or more security algorithms; and fails to 

disclose (iii) a security mode of operation that places the computing devices in a 

predetermined security mode of operation". 

Additionally the Examiner notes that applicant's Independent claims 10, 17, and 

24 recite similar features and are therefore allowable of the cited prior art. 

3. The Examiner notes for the record the teachings of prior art reference Nehushtan 

(US Patent Publication No. 2005/0197099). The Examiner contends that the above 
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Application/Control Number: 13/182,827 

Art Unit: 2431 

Page 3 

reference was obtained as a result of an updated prior art and interference search and 

has not been relied upon in a formal rejection. The Examiner notes Nehushtan's 

teachings in this instance because Nehushtan discloses holding device specific 

information for a plurality of devices to create device specific security setting for a 

particular data protection mode on the plurality of device. The Examiner notes that while 

the applicant discloses a similar feature, the Examiner contends that Nehushtan does 

not disclose or make obvious applicant's claim limitation element of:" ... a security mode 

of operation that forces the use by the computing devices of one or more security 

algorithms ... ". 

Any comments considered necessary by applicant must be submitted no later 

than the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance". 

Accordingly, Claims 1-24 are allowed. 

Response to Arguments 

The Examiner withdraws rejection made under 35 USC§ 101 for claim 22 in view 

of applicant's claim amendment. 

Contact Information 
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Application/Control Number: 13/182,827 

Art Unit: 2431 

Page 4 

Any inquiry concerning this communication or earlier communications from the 
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! I : (distributing near3 security) ! PGPUB; : : ! 23:49 : 
! ! ! ! USPAT; ! ! ! ! 
! __________ ! ____________ ] --------------------------------------------------------------------------------------------------------! UPAD _______ ! _________________________ ! _________________ j __________________________ ! r ILJ2 ! configuring near5 device near5 operation and! US- !DR rFF 12012104/221 
! ! ! (distribut$5 near3 security) ! PGPUB; ! ! ! 23:50 ! 
! ! ! ! USPAT; ! ! ! ! 
I I : ! UPAD : : ! : r i[J1 ! (configuring near5 device near5 operation i US- !DR rFF 12012104122i 
! ! ! and (distribut$5 near3 security) and (visual or! PGPUB; ! ! ! 23:54 ! 
I I : indicat$9 or display or displaying)) ! USPAT; : : ! : 
! __________ ! _____________ ! ________________________________________________________________________________________________________ ! UPAD ______ j ________________________ ! __________________ ! __________________________ ! r I[! (configuring near5 device near5 operation ! US- :DR rFF l2012104/22i I I j and (distribut$5 near3 security) and (security I PGPUB; j j ! 23:54 j 
I ! ! same (visual or indicat$9 or display or ! USPAT; ! ! ! ! 
! ________ __! ____________ _: displaying)))--------------------------------------------------------------------------___! UPAD ______ i ------------------------ i __________________ _! -------------------------- i 
rl30 IF7 (configuring nears device nears operation I U& 'DR rFF 120121041221 

I JLI :~~:\~~~~1
'li~~~r:1iir1;:~~~Tit~;ecurity J ;;1~: J _I _I 23 57 _I 
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r1 ID: (configuring near5 device near5 operation : U& :DR rlFF I 2012/04/221 
I I : and ( distribut$5 near3 security) and (security I PGPUB; : : ! 23:57 : 

! .......... 1 ............ I ~~;~y~ ~iiuo~
1 
.~i~~~~~~~\$;a~:t:~rn~~))) ........... 1.~~:~ T; ... 1 ......................... 1 ................... 1 .......................... I 

r3 l□r13182827" I us- IDR lOFF 12012/07/031 i I i I PGPUB· i i i 15· 16 i 

I I I I ~~:~Ti I I I . I 
i□D~-:D:□ .......................... : i S64 i 0 : S63 and means i U& : OR : OFF i 2012/07/03! 
i I i I PGPUB· i i i 15· 16 i 

I J 11 l~:tl J J I 
I I i I PGPUB· : : ! 15· 16 : r5 IDrl3 and mean I us- IDR IIOFF 12012/07/031 

I. ....... J .......... J .................................................................................................... J UPAD .... 1 ........................ 1 .................. L ....................... 1 

I I : I USPATi : : I . : 

lSo6 I□: "20030204722" "20050183138" i U& !DR rFF 1201211010a: I I j ("6490680") .pn. I PGPUB; ! ! ! 21 :20 ! 
I I : ! USPAT; : : ! : 
I ........ .J ............ j ...................................................................................................... .J UPAD ...... .i ........................ .! ................. j ......................... .! r ID: S66 and security near mode ! US- :DR rFF 12012110/0BI 
i i ' iPGPUB· i i 121·20 i 

! L I I ~~T: I J J I r l□i1So6 and mode I us- 'DR rFF i2012/10/08i i I i ! PGPUB· i i i 21 ·21 i 

I I I I ~~:~Ti I I I . I 
..................................................................................................................................... .............. ........................ .. .................................... . 

lSo9 rB I (configure or configuring) same securl1y same us- IDR rFF I 2013/01/11 I I I j mode same (multiple or plurality) same ! PGPUB; j j ! 12:31 j 
i I i device ! USPAT; : : i : 

I ........ ..1 ........... ..! ...................................................................................................... ...! UPAD ...... : ........................ : ................. J .......................... : ro l[J: (configure or configuring) same security same! US- :DR rFF 120131011111 
I I : mode same (multiple or plurality) near ! PGPUB; : : ! 12:32 : 
I I : device ! USPAT; i i ! i 
1 .......... 1 ............. l ........................................................................................................ ! UPAD ....... l ......................... l ................... ! .......................... ! 
lSJ1 ID: (configure or configuring) same security same! US- :DR rFF 120131011111 
I I : mode same (multiple or plurality) near4 ! PGPUB; : : ! 12:33 : 
I I : device ! USPAT; i i ! i 
1 .......... 1 ............ i ........................................................................................................ ! .UPAD ....... l ......................... ! ................. ! .......................... ! 
1/12/2013 10:30:32 PM 
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