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representation ifthe put gpassword showilis[thecellsscovered[by [the juscrspdrawingpnd[thederivedkey]

)Bthe user]
anal ty CrOeilemeer petne
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rl Pay eeeeeending fatiithe way a|5Lace
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Completefeilefitition folftnepecumcnce Roky BL LSC)
haveiverenteepsessionfori (0G) eT)

 

 

 



9

Pattie [the piccesptogcthermywe Jcan|calculate ue
size offthe passwordspace.gLheresults|forpdifferent
Uppergboundsponjtotal password[length fon Japkp|
gridfaregiventin|lable

Thedareinyabel phowspthatptherat pie ofthe}
graphical password BpaceSurpassespthatBorfrex tual,
Dasswordspifor comfigurations™
While |thesenumbers—areEncouragingAil practice|
notfallferaphical fpasswordsfare equall¥ [ikel¥ [tojbe|
chosen Joy rendering fa funiform distribution

optimistic. grorpexample,Falthough[thenum
bergofJpasswordspofflength ercatergthanjorgequal [to]

already than [the Jnumbergor#tex tual]
passwordsgor]sCharactersporglessgconstructed[from)
the printableASCLIfcodcs] 95°F? a)Mthispiltcltides
all offtwelve isolated|dots™
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generate them.

3322 ModelingUserChoice)

We theFeason[that]
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those outsidejite lack foffimagination fon [the|
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igthesameassumptionfabout9DASpasswordsmwe|
SEeTeae ci

passwordsm—ltiwe[can show
that SetmporgsoineSubsetfol ftMfhaspcardinality|
largerthanthedictionaryofftextual [passwords}from|
Which ypically choose,ywecanplausibly claim|
thatfaspfarpsyinformation content] goesMDAS is
securethanjconventional textual [passwordschemcs™
Here, two Buch Bubséts) different]
criteria Jol and show] Cardi
MeeneevinesMemonOnes
terion.

Whatiiconstitutesga fmemorablepassword? Bn Jthe|
textual ficase, fone fobvious Semantic|
content@alt itheSequenceoffcharactersphasyemeany
ing fforgthejusermthe[passwordfissmoreJlikely [toJbe|
memorable [18,427.40] Semantic(definition pis
extremely Joardabl inot to Keharacterize|

 
ittthée Pbstracts Only poecause [the pemanitic|
content #fo!| character) has—becn|

by] use Joffe [written Jiang
Suage thatfwe cantalkaboutfsuchcontentfat fall AL|
the DAS Scheme 4therefareObvious
ponents} haveMeaningqbuteitgispim possible [a
prooratto identify|Which will fhave|
Bemmantic contentMand[tOhow] many(USersmpLecisely|

motga representationwithmeanilesjess
tablished[bycommon[use.1

Sunple Bhapes|
firstpsetfo!) passwords)
Seeopha pen
be expected to Carry Ineaning.qWe look atfallStrokes)eeaeee combi

two Buch BtrokesMweJalready [reach[theBizefof]
fused[tojcrack[textual Bchemes™

bemoreprecise,fconsidergthe setfoffrectanglespwithin|
EGPJGIeridBSincefarectanglefan [bejdetined[by]
tworows the top fand[bottomedgespofftherectany
gle) and Fighthedges) mitSELTEeMacpeReeRC
eridfis

ml [i]-oP

Eachjofftheserectanglesjcan Jbegeneratedfin finany|
WaySeger Orpexample,qohe btarting Poultpotpa Stroke|

iESMTAMAATTN

ae,aeeee may]
ehPeeeeaitomorcen

to[close the rectangle by|
itothesta motmagain doubling the possi

biliticsmOnap XpgridFthidfamountsyto111600poss
BibleStrokesBat lwoBtich Strokes Buccession [eives
2.56x109 passwordsmalready roughly the size offthe|
textual iid contazied [the of

of] in jens) [eIREC earlyWwe[can|
generateainuchflargerpset| by"consid4
ering fvatiationspon [the |themejoffirectang]esmqor] by]
onsidering otherpGestalt#fornsg 33]

on short Malgorithims|
[The Becond Bei ffoffpasswords
pusgested [by pthe |diScussion Joffitextgbased [eraphig
al PasswordsfinSection22 Awhich[pouted[toward[a]

différent|idetinitionjofimemorability-qL here,ier
orableBequenceJof—positionspseemed fcharacterized|
by[thefactiithatfithereexisted faBhort
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Beforeeee theresultspof| We|
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In contrast@repeatability isfachievedinourpchemesl
thereby enablitte designsfinjwhich the device,
turedMispofflittle help to the attacker] 5

The Becurity fofftextual Ip hasbeen Jexam-}
ined Jby faumerouspresearchersmgnotably PIL,|
29, S34]MW ithoutfexception Athese|
the fact{thatfpeople choosepasswords
to Jind Joy automated Bearch Mtn Jordergto jimprove|
the Security of|
System jadiministrators| toinvokereactive[password|
checkersgto fidentify [weak[passwords 26 420/orgto|
use proactive checkers|to filterpoutfcertain[classespot|
Weak Jpasswords—when[theuserginputsghergpassword|
MacheeDoe

Aftechniquetoimprovethesecurityoffevenapoorly

Chosen password15 areaing ptiwith a random JoumberagRAgbefore Jhash4
in8 9 Ao]Rg Thejeffect theSearch Bpace of]
the fattackcrpispincreased [by Ja jfactorgo!|
attackersdoessmotfhave accessytothesaltsm

The i|befcombined fin]
natural fwayspwith [the[téchniquessdiscussed Fibove|

fen,
toim

prove the security jofferaphical [passwordsmasgwell&

More WorkfonJone-timne Jpassg
WOLdsmk €.2 Sp Lt]) MgOne-timnepassword Schemes}aadhooio achunlsating, gaiaagainst{theithyeatforeeacaps
tiring passwordinformationfnjtransitpbetweenjthe|
usergandfaBecureauthenticationBervergg Lorender
such eavesdroppingfharmiessmga [one-timepassword|
Scheme[variespthejuserpsppassword [fromfeach flogin
to [theIextin Fa way thatffonly pthe fuserfland [the

can predictPbased jon BtateShared [betwee|
the Serverfand usergglnthemainSettingWeconsidcrm
howevermthere15}
Vulnerable tojeavesdropping gand consequently [the|
attacksgwith[which[weareConcernedjissthe capture
ald ofall BtoredBtaterelevant}toauthentig
Cation injourpsettingMorgequivalently[the]
serverpspand(clienthspstatespin[the one-time password|

Setting)egOne- tithe[password Bcheresporpwnich PWe|
are aware Offergno|bénefit attacker]
traditional [passwordBchemes™

 
Conclusions jand§F ature] Work

Wehavepresentedgraphical [password schemes
achieve JbetterpsecuritY [than] textual]
passwoLdsgtOUr exploitithe inputfcapas

offeraphical devices) allowgusyto|decous
PhePoE Mp omencrempon Perl
iif Jwhich[theyJoccurm for
theBecurity Schemespilt [which Wejanalyzed|

thejinformation content fof} —|rrSpacesmgWealsopresented@novel approach forfcapy
toring [the Pamemorability@offeraphical

Of Generated
Short[programspiifsimple grid-based (language,

and Showed|thatfeven[hisprelativelysmall Bubsetfo!|
Braphica. (forgsomejfixed programcom
plexity)ficonstitutespes finuch largergpassword Space|
than [the dictionariespof|textual [Passwordsyto[which|
ahighPercentase offpasswords[typicallypclous.y

Forgmfuture Bwork Fwe Bare Bexploring Palternative|
Schemespormodeling the Imemorability Of[DAS passewordsmthatiiwe Jhope fwillSeae
ptructure finore jintuitively pthan fourgcurrent™mod,
else tocapturetheconceptfor
drawingsmin which [theWiewotfitheWholejis
thanjustithesum offtheindividual parts
Stituteitm orgexample,foneCamView)

objectffin fitselfffand Prot
oftheindividual flines#ff om|it]
In [thissway,qwe[can |definejaSetfofsprimitiveStruc
turespfromwhichfall memorable gdrawiesycall [be|
derived using meta-leve
itivesag We hope to Bhowythat] reducedBet]

OfPDAS passwords) = SomeLeasonablemumbergo!]primitives)§constitutespa jiargermspace|than [thatffof
fextualgbasedpasswordsmand faspsuch[will]
icantlyiharderjto(crackjin Jpractice.|
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