
EX1036 
Palo Alto Networks v. Sable Networks 

IPR2020-01712

(12) United States Patent

Galloway et at.

(54) CLASSIFICATION DATA STRUCTURE
ENABLING MULTI—DLVIENSIONAL
NETWORK TRAFFIC (IIASSIFIC‘A'I‘ION AND
CONTROL SCHEMES

(75} Inventors: Brett Galloway. Los Altos. CA (US):
George Powers. I_.os Gatos. CA (US)

(73) Assignee: Paeketeer. Inc.. Cupertino, CA (US)

( "‘ ) Notice: Subject to any disclaimer. the term of this
patent is extended or adjusted under 35
USC‘. 15403) by 1239 days.

(21) Appl.No.: 101236.149

 

 

(22) Filed: Sep. 6, 2002

(51) Int. (11.
11041. 12/26 (2006.01)
G06!" 7/00 (2006.01)
HML J 2/56 (2006.01)

(52) U.S. Cl. 37012292370t412

(58} Field ofClassilication Search 3707392:
71 ”221

See application file for complete search history.

(56) References Cited

U .S. PATENT DOCUMENTS

6.105.062 A ‘V 8.";2000 Andrewsetal. 7093223
6.285.658 Bl "‘ 932001 PaCker .................. 3705230
6.308.160 131* 1052001 Brcukcrctal. 7057400
6.385.649 131* 532003 Dravesctal. 7093224

6.587.466 Bl ’°' 752003 Bhattacharyn et al. . 370895.21
6.816.456 Bl“ 1132004 Tse-Au .................... 370.2301

Application -- I

   ||l||||||||||||||||||||||||||||||||
USOU7433304BI

[10) Patent No.:

(45) Date of Patent:

US 7,433,304 Bl

Oct. 7, 2008

6.918.124 Bl "‘ 7:"2005 Novik et a1. 7l9.-'318
7.106.732 32“ 9-0006 Brown .. 3703389

200230023089 Al * 252002 Woo ..... .. 707-"101 
 

200230055998 Al ‘V 5t2002 Riddle et a]. .. 709,224

200130122422 Al ’°‘ 9.52002 Kenney el al. .. ..... 370.3392
200330188065 Al ” 1052003 (jolltt et al. .. 7105243

200370229623 Al "’ 122003 Chang et a]. 707:"3

* cited by examiner

Primmj’ Examiner Chan T. Nguyen
Assistant Examiner Timothy J Weidner
(74) Attorney. Agent, or Firm—Baker Botts L.L.P.

[57) ABSTRACT

Methods. apparatuses and systems facilitating hierarchical
network traffic classification and resource allocation

schemes. In one embodiment. the present invention provides
traffic classification data structure facilitating creation and
configuration of multi-dimensional. hierarchical network
resource allocation schemes. The present invention features a
hierarchical network traffic classification scheme that allows

users to logically embed (or otherwise associate] one or more
reference trees within selected traific class nodes or a given
lrailic classification tree In one embodiment. an administra-

tor can create a pool of ret'erenceable traffic classification
trees and select such trees or sub-trees from the pool to
achieve a variety ot'dilierent traflic classification configura-
tions. The present invention. in one embodiment. also facili-
tates the implementation of a system or domain-level work-
flow interface that features managed access links as
configurable objects as opposed to the network devices oper-
ating on the access links.
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