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(57) ABSTRACT

A network device for enforcing service level agreements is
described that is able to scan the contents of entire data

packets including header and payload information. The
network device includes memory for storing subscriber
information, policies and statistics. The traffic flow scanning
processor scans the header and payload information from
each data packet, which is used to associate each data packet
with a particular subscriber, classify the type of network
traffic in the data packet and to enforce the particular policies
associated with the subscriber. The traffic flow scanning
processor produces a treatment for the data packet based on
the scanning. The scanned data packets and the associated
treatments are then passed to a quality of service processor,
which modifies the data packets if necessary and enforces
resource allocation according to the preprogrammed poli-c1es.
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