US006839321B1

a2 United States Patent

Chiruvolu

(10) Patent No.:
5) Date of Patent:

US 6,839,321 Bl
Jan. 4, 2005

(549) DOMAIN BASED CONGESTION

MANAGEMENT
(75) Girish Vsr Chiruvolu, Richardson, TX
Us)

Inventor:

(73)

*)

Assignee: Alcatel, Paris (FR)

Notice: Subject to any disclaimer, the term of this

patent is extended or adjusted under 35
U.S.C. 154(b) by 918 days.

@D
(22
D
(52)
(58)

Appl. No.: 09/618,196
Filed: Jul. 18, 2000

Int. CL7 .o HO4L 12/26
US.CL .................. 370/230.1; 370/231; 370/235.1
Field of Search ................................. 370/229-236,
370/400, 401, 410, 412-416, 352-354;

710/52-57

References Cited

U.S. PATENT DOCUMENTS

(56)

4,736,363 A
4,901,277 A
5,088,032 A

4/1988 Aubin et al.
2/1990 Soloway et al.
2/1992 Bosack

(List continued on next page.)
FOREIGN PATENT DOCUMENTS

DE 43 16 872 Al
EP 0503 469 A2 9/1992
WO 00/41365 7/2000

OTHER PUBLICATIONS

11/1994

FEM. Anjum et al. Fair Bandwidth Sharing Among Adaptive
and Non-Adaptive Flows in the Internet, Proceedings IEEE
Infocom 1999. The Conference on Computer Communica-
tions, 18" Annual Joint Conference of the IEEE Computer
and Communications Societies, New York, New York, Mar.
21-25, 1999, Proceedings IEEE Infocom, The Computer
Communica, vol. 3, Mar. 12, 1999, pp. 1412-1420.

W-J Kim et al., The FB—Red Algorithm for TCP over ATM,
IEEE Globecom 1998, Globecom 1998, The Bridge to
Global Integration, Sydney, Nov. 8-12, 1998, IEEE Global
Telecommunications Conference, New York, New York,
IEEE, US, vol. 1, Nov. 8, 1998, pp. 551-555.

% 0 1 ——= ROUND TRIP ESTIMATION
: BETWEE! Al

ROF
INGRESS AND EGRESS NODES. THE
CONG!
OCCURS HERE

Fair Bandwidth Sharing Among Adaptive and Non—Adap-
tive Flows in the Internet; Farooq M. Anjum , et al.
XP-000878257; pp. 1412-1420.

The FB-Red Algorithm for TCP over ATM; Wood—June
Kim, et al; XP-000894360; pp. 551-555.

Supporting Differentiated Services Using ATM ABR Ser-
vice; Richard Rabbat, et al.; pp. 210-213.

Service Differentiation Through End—to End Rate Control in
Low Bandwidth Wireless Packet Networks; Thyagarajan
Nandagopal, et al.; pp. 211-220.

A Simple Packet Scheduling and Buffer Management
Scheme for Scalable Support of QoS in the Internet; KJ Loh,
et al.; pp. 276-281.

Randomized Token Buckets: Reducing the Buffers Required
in Multiplexors, J. Andrew Fingerhut, et al., IEEE 1997, pp.
215-219.

Primary Examiner—Douglas Olms

Assistant Examiner—Van Kim T. Nguyen

(74) Attorney, Agent, or Firm—Sughrue, Mion, PLLC;
Jessica W. Smith; V. Lawrence Sewell

(7) ABSTRACT

The Domain-based Congestion Management method and
apparatus detects and regulates congestion in a Diff-serv
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regulation at the ingress nodes. In addition, improvRED also
provides feedback control. ImprovRED uses three thresh-
olds for detecting congestion: a minth, a maxth and a
FeedbackThreshold, which lakes a value between the minth
and the maxth thresholds. Whenever the average queue size
is greater than minth and less than Feedback-Threshold, all
outgoing packets are marked appropriately to indicate a
potential onset of a congestion period. When the average
queue size is greater th FeedbackThreshold (but less than
maxth) packets are dropped probabilistically and all the
outgoing packets are marked appropriately to denote the
dropping phase. When the average queue size is greater than
the maximum threshold, all incoming packets are dropped.

42 Claims, 16 Drawing Sheets

THE LOCAL
CONGESTION CLEARANCE
NOTIFICATION OCCURS HERE

L.
ESTION NOTIFICATION

PACKET WEIGHT

[

L
=

)

QUELE SIZE AT THE INGRESS TBF

// THRESHALD VALUE
GF AVE. QUEVE SIZE

A R

X

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

US 6,839,321 Bl

Page 2
U.S. PATENT DOCUMENTS 6,252,848 B1 * 6/2001 Skirmont .................... 370/229
6,333,917 B1 * 12/2001 Lyon et al. ................. 370/412
5,191,650 A 3/1993 Kramer et al. 6404735 BL * 6/2002 Beshai et al. .......... 3707230
27;22723‘7‘ i 1;/1333 Jsc,hneldelf 6,424,624 Bl * 7/2002 Galand et al. .ooeen...... 370/231
= / ain et al. 6,487,170 B1 * 11/2002 Chen et al. ce.ocevevee.... 370/231
5,404,565 A 4/1995 Gould et al. nen
. 6,510,160 B1 * 1/2003 Nikuie et al. ... ... 370/412
5,408,562 A 4/1995 Yoshizawa et al. L K .
. 6,535,482 B1 * 3/2003 Hadi Salim et al. ... 370/229
5,426,674 A 6/1995 Nemirovsky et al. s N X
5430729 A 7/1995 Rahnema 6,556,578 Bl 4/2003 Silberschatz et al. ....... 370/412
5’521’972 A 51996 1ki 6,614,756 B1 * 9/2003 Morgenstern et al. ...... 370/230
5’596’722 A 1/1997 Rahnema 6,618,378 B1 * 9/2003 Giroux et al. ..... .. 370/395.1
5’644’713 A 7/1997 Makishima 6,643,260 B1 * 11/2003 Kloth et al. . ... 370/235
5’719’853 A 2/1998 Tkeda 6,646,988 B1 * 11/2003 Nandy et al. ... 370/235
7 o 6,657,962 B1 * 12/2003 Barri et al. .. ... 370/235
5,870,564 A 2/1999 Jensen et al. s N X
5881241 A 3/1999 Corbin 6,675,220 B1 1/2004 McCloghrie et al. ... 709/232
7 on . 6,680,906 B1 * 1/2004 Nguyen ................ ... 370/229
5,884,043 A 3/1999 Teplitsky
- 6,680,907 B1 * 1/2004 Bonaventure ... ... 370/229
5,914,936 A 6/1999 Hatono et al. .............. 370/230 6.600645 BL * 22004 A  al 370,230
5,918,017 A 6/1999  Attanasio et al. 07, R
5,996,021 A 11/1999 Civanlar et al.
6,147,970 A * 11/2000 Troxel .....cccecoevevuvennee. 370/235 * cited by examiner

DOC KET

_ ARM

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Jan. 4, 2005 Sheet 1 of 16 US 6,839,321 B1

Noighboring
DS Domain

s .-"'/55 pomain core \I
i

Netwark
[ 1--.-—...._._ ......... -
c . B

o — e

"
3 =

Host 1
Fig. 1
DIFF-SERV DOMAIN

(PRIOR ART)

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

US 6,839,321 B1

Sheet 2 of 16

Jan. 4, 2005

U.S. Patent

¢ 9Ol

SAJON JY00 1V AHLIYOOTY 3¥ 3HL 0L SNOILYOIHIQON

09— 5319%0ed butwoour ayj doip (yjaxew < azTs ananb abeisae) 3T

{

05T—>{1'T) Yarm s19xoed Butobyno [fe 103 (211q'131q) SITq 3yl }Iew
0pT—> Q3% Aq peprosp se A3tytqeqoad syl yitm isyoed a3yl ananbus zo doap

}

(yaxew > az1s ananb - obe1aae S proysalyryoeqpadg ) 3T

{

0ET—""(1'1) se 18s Arsnotaaid

Jou 3xe SITq Y3 IT '(0'T) YItm ananb siyayoed burobino [Te 107 (ZITq'131q) SITQ dYI YIew
0zT—"""19yoed ay3j ananbua

)

( PIOYSaIyLyoeqpaad > 821§ ananb asbeiaae > yautw ) 3T

0TT—" 33yoed ay3 ananbua (yaurw > az1s snanb sbeisae ) JT
00T —> abeiaae psjybram butaow [eTjusuodxs uo paseq az1s snanb abeisae a3yl 33eINOTR)

[eAtaae 3ayoed AI13A3 uQ

Find authenticated court documents without watermarks at docketalarm.com.

DOCKET
LARM

A



https://www.docketalarm.com/

US 6,839,321 B1

Sheet 3 of 16

Jan. 4, 2005

U.S. Patent

€ Ol

NOILSIONOD NIVWOQ TWO01 ONILNISIHd3Y HO4 IWIHOS 118-OML I1dNIS V

aseyd sso| jayoed uj pue paunado uonsabuod (oo | "
aseyd sso] 19x0ed ou Inq 'Paiina0 uonsabuod |es07 0 |
uiewop Joud e ul pawunaoo uopsabuosg jnq 'uonsabuod |edo] oN L 0
Ujewop siyj 0} dn Jey 0s pajoaiep uolsabucd oN 0 0

apou ssaiba auy) Je aauaiajuy) ag | g

Find authenticated court documents without watermarks at docketalarm.com.

DOCKET
LARM

A



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




