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(7) ABSTRACT

A communications system and methods for securely trans-
mitting a message between a wireless client and a proxy
server are provided. A method for transmitting a message
from the wireless client to a proxy server is provided. The
message includes at least one packet of data and is encrypted
using a data encryption key. The data encryption key is
encrypted using a proxy server public key prior to sending
the encrypted data encryption key to the proxy server. A
method for transmitting a message from the proxy server to
the wireless client is also provided. The proxy server recov-
ers the data encryption key using the proxy server private
key corresponding to the proxy server public key. The proxy
server encrypts the message using the data encryption key
and transmits the encrypted message to the wireless client.
A communications system for secure communications com-
prising a source of data, a proxy server and a wireless client
is also provided. Each transaction in the communications
system comprises at least one request message and at least
one response message. For each transaction, the wireless
client encrypts a data encryption key using a proxy server
public key. Messages exchanged between the wireless client
and the proxy server are encrypted using the transaction
specific data encryption key.
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