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»�¼q½J¼V¾A¿�½JÀªÁ&ÂqÀqÃqÄ�Å�Æ�Ç[È�Åc½J¼9Ç¤¼ªÉ�Á�È�½�ÊzÇ¤ËJÌ,Á�Ì�Ê�ÍVÅ�Æ�ÌbÁ_Ç�ÄcÄ�½[ÎSÅ�¼ªÉ�Å�ÍVÅ�É�ÀfÇ¤Ä�Á*È�½5Á�ÂfÌQÇ¤Ï5ÐÑÊ�Ì�ÌbÄc¾£Î�ÅWÈ�Òq½�À�È�ÐÑÌbÇ¤Ê_½�Ð�Â�Ì�ÊzÁ�ÌbÆ:ÀqÈ�Å�½�¼�Ó
¾�Ì�È]Á�ÀªÆzÒÔÁ�¾�ÁaÈ�Ì�¿9Á�Ê�Ì�¿9Ç�Åc¼oÂ�½V½�Ê�Äc¾�Àq¼fÉ�Ì�ÊzÁaÈ�½V½VÉ�Õ]Ö&½JÄcÅcÈ�Å�Æ�Ç�ÄsÉ�Å�Á�Á�Å�É�Ì�¼AÈ�Á]¿0ÀªÁaÈ]ÂqÀqÃqÄ�Å�Á�ÒÔÅc¼Ô½�ÊzÉ�Ì�Ê7È�½)Ê�ÌQÇ�ÆzÒ×Ì�¼ª½�ÀqËJÒ
ÂfÌb½�ÂqÄ�Ì]ÐÑ½�ÊkÈ�ÒqÌ�Å�Ê�Æ:Ê�ÅWÈ�Å�Æ�Å�Á�¿9Á,½¤Ð*Ç�Ê�Ì�ËJÅc¿�Ì7È�½�ÃfÌ�Ì�Ø�ÌQÆ$È�ÅcÍJÌ�Ó�¾�Ì�ÈkÈ�ÒqÌb¾�Ç¤¼ªÉ�È�ÒªÌ�Å�Ê�Ê�ÌQÇ�É�ÌbÊ�Á,Ê�ÌbÙAÀqÅ�Ê�Ì�Ç¤¼q½J¼V¾A¿�ÅcÈa¾�Õ&Ú�ÌQÁ�Á
Ì:ÛVÈ�Ê�Ì�¿�Ì�Ì:ÛqÇ�¿�ÂªÄcÌQÁ�Åc¼VÍ�½JÄcÍJÌ�ÆbÇ�Á�ÌbÁ�Å�¼mÎ�ÒqÅ�ÆzÒmÇ3Ä�Ç�Ê�ËJÌ�Ç�¼ªÉÜÂf½[Î,Ì�Ê�ÐÑÀqÄ_ÂqÊ�Å�Í¯Ç¤È�Ì�½�Ê�ËJÇ�¼qÅ�ÝbÇ[È�Åc½J¼ÞÇ[È�È�Ìb¿�ÂqÈ�Á�È�½oÁ�Å�ÄcÌb¼ªÆ:Ì
ÅWÈzÁ�Æ:Ê�ÅWÈ�Å�ÆbÁkÃV¾CÇ[È�ÈzÇ�ÆzÏVÅ�¼qË0ÌbÅWÈ�ÒqÌ�ÊkÈ�ÒqÌ�Æ:Ê�ÅWÈ�Å�ÆbÁ,È�ÒqÌb¿9Á�ÌbÄcÍJÌbÁ,½�Ê,È�Òª½JÁ�Ì]Î�Òª½�¿9Ç�Ï�Ì7È�ÒqÌ�Æ:Ê�ÅcÈ�Å�Æ:Å�Á�¿°ÂªÀqÃqÄ�Å�ÆbÇ¤Ä�Äc¾�Ç¯Í[Ç�ÅcÄ�Ç¤ÃqÄ�Ì�Õ
»�ÉqÉqÅWÈ�Åc½J¼ªÇ¤Ä�Äc¾JÓ¯È�ÒqÌ
Ê�ÌQÆ:Ìb¼JÈ*Æ:½�¼AÈ�Ê�½[ÍJÌ�ÊzÁ�¾�½[ÍJÌ�Ê	ß7Ç¤ÂªÁ�È�ÌbÊsÇ�¼ªÉ£à]¼VÀ�È�ÌbÄcÄ�Ç�ÒfÇ�Á�ÒªÅcËJÒqÄcÅ�Ë�ÒAÈ�ÌbÉ�Ã�½¤È�Ò£Ç�Î�Å�É�ÌbÁ�ÂqÊ�ÌbÇJÉ�É�Ì�¿9Ç¤¼fÉ
ÐÑ½�Ê*Ç¤¼q½J¼A¾V¿�½�ÀfÁ?ÂqÀqÃqÄ�Å�ÆbÇ[È�Åc½J¼5Á�ÌbÊ�ÍVÅ�Æ:ÌbÁ%ÐÑ½�Ê�¼q½J¼�á�Âf½JÄcÅcÈ�Å�Æ�Ç�Ä�ÂqÀqÊ�Â�½JÁ�ÌbÁbÓQÇ�¼ªÉ7È�ÒqÌ,Æ:½�¼fÁ�ÌQÙJÀªÌ�¼ªÆ�ÌbÁ%½�Ð�Á�ÀªÆzÒ�Á�Ì�Ê�ÍAÅ�Æ:ÌQÁ?Ð­Ç¤Å�Ä�Åc¼qË
È�½9ÂqÊ�½[ÍVÅ�ÉqÌ�È�ÒqÌ5Ç¤¼q½J¼V¾A¿�ÅcÈa¾9Ì:Û�Â�ÌbÆ$È�ÌbÉ%Õ

â ¾�ÁaÈ�Ì�¿9Á,¿�Ì�Ì:È�Åc¼ªË£È�ÒqÌbÁ�Ì�¼qÌ�ÌQÉqÁkÇ¤Ê�Ì�ãaÀªÁ�È�ÁaÈzÇ¤Ê�È�Å�¼qË5È�½�Ã�Ì�É�Ì�ÂqÄ�½[¾�ÌQÉ%Ó�Ç¤¼ªÉCÈ�ÒqÌ�Ì�Û�ÇJÆ$ÈkÊ�ÌQÙAÀqÅcÊ�Ì�¿�Ìb¼JÈzÁ
Ç�¼ªÉ�ÉqÌbÁ�ÅcËJ¼
ÆzÒq½�Å�Æ:ÌQÁ)Ç�Ê�ÌÜ¼q½�È3¾JÌ:È×Æ:Ä�ÌbÇ¤ÊQÕ°ä�ÍJÌ�¼AÈ�Á)Å�¼æåQç�ç�çSÇ¤¼ªÉéè¤ê�êJêëÒªÇ¯ÍJÌÞÒqÅ�Ë�ÒªÄcÅ�Ë�ÒAÈ�ÌQÉ�Á�½�¿�ÌÔÁ�Òq½JÊ�ÈzÆ:½�¿�Å�¼qËJÁ)½¤Ð�Ç¤Ä�Ê�ÌQÇ�É�¾
É�Ì�ÂªÄc½[¾JÌbÉÞÁ�¾�ÁaÈ�Ì�¿9Ábì	È�ÒqÌ9Å�ÉqÌ�¼AÈ�ÅcífÆ�Ç¤È�Å�½�¼mÇ¤¼ªÉÔÊ�Ì�¿�½[Í[Ç¤Ä&½¤Ðkß�Ç¤ÂfÁaÈ�Ì�Ê�ÀªÁ�Ì�ÊzÁ�Î�Òq½×É�½[Î�¼qÄ�½JÇJÉ�ÌbÉÜî�Ì:ÈzÇ¤Ä�ÄcÅ�Æ�Ç�Á�½�¼qËAÁbï ð�êQñ
Ç¤¼ªÉÔÈ�ÒqÌ�à]¼VÀ�È�ÌbÄcÄ�Ç×òmÇ¤Ä�Ä�½¤Ð â ÒªÇ�¿�ÌAïWå¯èQñ
Ç�Ê�Ì�ÈaÎ,½3Ì�ÛqÇ¤¿�ÂqÄ�ÌbÁbÕ�ókÒqÌbÁ�ÌCÁ�Òq½�Ê�È�Æ�½�¿�Åc¼ªËJÁ]ÄcÌQÉÜÈ�½�È�ÒqÌCÉ�Ì�ÍJÌ�Ä�½�Âq¿�Ìb¼JÈ5½�Ð
Çm¼qÌ�ÎôËJÌ�¼qÌbÊ�Ç¤È�Å�½�¼õ½¤Ð5Ç¤¼q½J¼V¾A¿�½JÀªÁ�ÂqÀqÃqÄ�Å�Æ�Ç[È�Åc½J¼öÁ�ÌbÊ�ÍVÅ�Æ:ÌbÁbÓ�Á�ÀfÆzÒ÷ÇJÁCøqÊ�Ì�Ìb¼qÌ:È¯ïWåJå$ñ�Ó,Î�ÒªÅ�ÆzÒ÷ÐÑ½�Æ:ÀfÁ�Á�ÂfÌQÆ:ÅcífÆ�Ç�ÄcÄ�¾S½J¼
ÂqÊ�½[ÍAÅ�É�Å�¼qË�Ç¤¼q½J¼A¾V¿�ÅcÈa¾�Õ
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É�Å�ÁaÈ�Ê�Å�ÃqÀ�È�ÌbÉ×Ç¤¼ª½�¼V¾V¿�½JÀªÁ]û$ü�ý¤þ�ÿ����0Á�ÌbÊ�ÍVÅ�Æ:Ì�Õ�òÔÌ£ÉqÅ�Á�È�Å�¼qË�ÀªÅ�Á�Ò×ÁaÈ�½�ÊzÇ¤Ë�Ì]ÐÑÊ�½�¿ ÂqÀqÃqÄ�Å�ÆbÇ[È�Åc½J¼3Å�¼�È�ÒfÇ[È7Á�È�½JÊ�Ç�Ë�Ì�Á�ÌbÊ�ÍVÅ�Æ:ÌbÁ
ÐÑ½�Æ:ÀªÁ,Ä�ÌbÁ�Á�½J¼�Ç�ÆbÆ:ÌbÁ�Á�ÅcÃqÅ�Ä�ÅWÈa¾�Ç¤¼ªÉ�¿�½�Ê�Ì�½�¼CÂ�Ì�ÊzÁ�Å�Á�È�Ìb¼ªÆ:Ì]½¤Ð	ÉqÇ¤È�ÇªÕ ù ¼CÈ�ÒqÌ]ÂqÊ�½VÆ�ÌbÁ�Á�ÓAÎ,Ì�Òq½JÂfÌ7È�½�Æ:Ä�Ç¤Ê�ÅWÐÑ¾9Á�½�¿�Ì�½�Ð%È�ÒqÌ
Ê�ÌQÙAÀqÅcÊ�Ì�¿�Ìb¼JÈzÁ
ÐÑ½�Ê�Á�ÀªÆzÒ�Á�¾�Á�È�Ì�¿9Á�Ç�¼ªÉ�ÒªÅcËJÒqÄcÅ�Ë�ÒAÈ�É�ÌQÁ�Å�Ë�¼�ÆzÒq½JÅ�Æ�ÌbÁbÕ

ù È	Å�Á�¼q½�È	Ì�¼q½JÀqË�Ò5Á�Å�¿�ÂªÄc¾7È�½�ÈzÇ¤Ä�Ï]Ç�Ãf½JÀ�È���Ç¤¼q½J¼A¾V¿�½�ÀfÁ��kÁ�È�½�ÊzÇ¤ËJÌ_Ç¤¼ªÉ�ÂqÀªÃqÄcÅ�Æ�Ç¤È�Å�½�¼�Õ ù ¼5Á�ÌQÆ$È�Åc½J¼£è�Ó¯Î
Ì_Ìb¼VÀq¿�Ì�ÊzÇ[È�Ì
È�ÒqÌ�¿9Ç�¼A¾)É�ÅWØ?Ì�Ê�Ì�¼AÈ	��

���[û�½�Ð&Ç�¼q½�¼V¾V¿�ÅWÈa¾�Î�ÒqÅ�ÆzÒ�Æ:½[ÍJÌ�Ê�É�ÅcØ�ÌbÊ�Ìb¼AÈ�Ç�Á�ÂfÌQÆ$È�Ák½�ÐsÈ�ÒqÌ5Á�¾VÁ�È�Ìb¿�ÓqÇ¤Ä�Ä�Åc¿�Â�½�Ê�È�Ç�¼JÈkÐÑ½JÊkÈ�ÒqÌ
Ê�ÌQÇ¤Ä�ÅcÝQÇ[È�Åc½J¼�½¤Ð_Ç0È�Ê�ÀqÄ�¾�Ç¤¼q½J¼V¾A¿�½JÀªÁkÁ�¾�Á�È�Ì�¿�Õ

øqÊ�Ì�Ì,ú�Ç¯Í�Ìb¼5¿�Ì�Ì�È�ÁsÈ�ÒqÌQÁ�Ì,Ê�ÌbÙAÀqÅ�Ê�Ìb¿�Ìb¼AÈ�Á�Î�ÅcÈ�Ò�Ç7ÉqÌbÁ�ÅcËJ¼5ÃªÇ�Á�ÌbÉ5½�¼0Ç7Æ:½J¿�¿0Àq¼qÅcÈa¾�½¤ÐªÁ�Ì�Ê�Í�ÌbÊ�ÁsÆ�Ç¤Ä�Ä�ÌbÉ�È�ÒqÌ7û���þ�������üFÕ
ä�ÇJÆzÒ�Á�Ì�Ê�Í�ÌbÊbÓ[½JÊkû���þ�������ü��?ý����:ÓJÒq½�Ä�ÉqÁ_ÂqÅ�ÌbÆ�ÌbÁ_½�Ð�Á�½�¿�Ì�É�½�Æ:Àª¿�Ìb¼AÈ�ÁbÕ*ókÒqÌQÁ�Ì�ÂªÅcÌQÆ:ÌbÁ_Ç�Ê�Ì�ÆbÇ¤Ä�ÄcÌQÉ�û���ÿ[þ��:û$Õ ù ¼9ÇJÉqÉ�ÅcÈ�Å�½�¼�Ó
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ÌbÇJÆzÒ�Á�Ì�Ê�ÍV¼qÌ:È7¼q½�É�Ì5ÒªÇJÁ�Ç9Â�Ì�ÊzÁ�Å�ÁaÈ�Ì�¼AÈ�Å�É�Ì�¼AÈ�ÅcífÆbÇ[È�Å�½�¼×½JÊ��ªû���� ��ý ����� Î�ÒqÅ�ÆzÒoÇ¤Ä�Äc½[Î�ÁkÅcÈ�È�½CÃ�Ì5Å�ÉqÌ�¼AÈ�ÅcíªÌbÉoÃA¾)½¤È�ÒqÌ�Ê
Á�ÌbÊ�ÍV¼qÌ�È�¼q½�É�ÌbÁ�½JÊ�Âf½�È�Ìb¼JÈ�Å�Ç�Ä�øqÊ�Ì�ÌCú7Ç¯Í�Ìb¼ÔÀªÁ�Ì�ÊzÁbÕ â ÌbÆ:È�Å�½�¼ ð�É�ÌbÁ�Æ:Ê�Å�ÃfÌQÁ�È�ÒqÌCÉqÌbÁ�ÅcËJ¼Ü½�Ð
È�ÒqÌCøqÊ�Ì�ÌCú7Ç¯Í�Ìb¼ÜÁ�¾�ÁaÈ�Ì�¿
Ç¤¼ªÉ�È�ÒªÌ�½�Â�Ì�ÊzÇ[È�Å�½�¼fÁ,È�ÒªÇ¤È�ÅWÈ�Á�ÀqÂqÂ�½�Ê�È�ÁbÓ�Åc¼fÆ:Ä�ÀªÉ�Å�¼qË9Åc¼fÁ�ÌbÊ�È�Åc¼qË9Ç�¼ªÉ�Ê�Ì:È�Ê�Å�Ì�ÍVÅ�¼qË�É�½�Æ:Àq¿�Ì�¼AÈzÁ�Õ

òÔÌ�ÆzÒq½AÁ�Ì£È�½3ÀªÁ�Ì�Ç)¼qÌ:ÈaÎ,½�Ê�Ï)½�Ð
ÂªÁ�Ì�ÀfÉ�½�¼V¾V¿�½�ÀªÁ7Á�ÌbÊ�ÍJÌ�ÊzÁ�Å�¼Ô½JÊ�É�ÌbÊ�È�½)ËJÅcÍJÌ£ÌQÇ�ÆzÒÞÁ�Ì�Ê�Í�ÌbÊ7ÇÔþ����	��ü�ÿ¤ü 
­ý �ªÕ£ókÒªÅ�Á
Ê�ÌbÂqÀ�ÈzÇ[È�Å�½�¼9Ç�ÄcÄ�½[Î�Á&Á�ÌbÊ�ÍJÌ�ÊzÁ	È�½�ÃfÌ�
 ÂªÇ�Å�É
�¤Î�ÅWÈ�Òq½�ÀqÈ�¼qÌ�ÌQÉ�Åc¼ªË�È�ÒqÌ�Ê�½�ÃqÀfÁaÈ�É�Å�Ë�ÅcÈ�Ç�ÄªÆ�ÇJÁ�Ò�Á�ÆzÒqÌ�¿�Ì�Ê�ÌbÙAÀqÅ�Ê�ÌQÉ5ÐÑ½JÊ�Á�¾�Á�È�Ì�¿9Á
Á�ÀfÆzÒ�ÇJÁ�»�¼fÉ�Ì�ÊzÁ�½J¼
� Á�ä_È�ÌbÊ�¼ªÅWÈa¾ â Ì�Ê�ÍVÅ�Æ�ÌJï èQñHÕ â Ì�Ê�Í�ÌbÊ�Á
ÐÑ½JÊ�¿�Æ:½�¼AÈ�Ê�ÇJÆ$È�Á,È�½CÁaÈ�½�Ê�Ì�Ë�Å�Í�Ìb¼3Á�ÒªÇ¤Ê�ÌbÁ,ÐÑ½JÊ�Ç9Æ:ÌbÊ�ÈzÇ¤Å�¼�ÂfÌbÊ�Å�½�É
½¤Ð�È�Åc¿�ÌJì	Á�ÀfÆ�Æ:ÌQÁ�Á�ÐÑÀqÄ�Äc¾3ÐÑÀqÄcíªÄ�ÄcÅ�¼qË)È�ÒqÌ9Æ�½�¼AÈ�ÊzÇ�Æ:È�Åc¼fÆ:Ê�ÌbÇ�Á�ÌbÁ�È�ÒqÌ9Á�Ì�Ê�Í�ÌbÊ�� Á�Ê�Ì�ÂqÀ�ÈzÇ[È�Åc½J¼ÔÇ¤¼fÉoÆ:½J¼ªÁ�ÌQÙAÀqÌ�¼AÈ�Ä�¾�ÅWÈzÁ�Ç¤ÃqÅ�ÄcÅcÈa¾
È�½3ÁaÈ�½�Ê�Ì5Á�½J¿�Ì0½¤Ð_ÅcÈ�Á7½[Î�¼oÉqÇ[ÈzÇC½�¼×½�È�ÒqÌbÊ7Á�Ì�Ê�ÍV¼qÌ:È�¼ª½VÉqÌbÁbÕ7ókÒqÅ�Á�ËJÅcÍJÌbÁ�Ç�¼×Åc¼fÆ:Ì�¼AÈ�ÅcÍJÌ5ÐÑ½�Ê7ÌbÇJÆzÒoÁ�ÌbÊ�ÍJÌ�Ê�È�½�Ã�Ì�ÒªÇ¯ÍJÌ
Î
ÌbÄcÄ_ÇJÁ�Ä�½�¼qË3Ç�Á]ÆzÒqÌbÇ¤È�Å�¼qË)Á�Ì�Ê�Í�ÌbÊ�Á7Æ�Ç�¼oÃfÌ�Å�É�Ì�¼AÈ�ÅcíªÌQÉ%Õ�òÔÌ�Á�Òq½[Î ÇCÈ�ÌbÆzÒq¼ªÅ�ÙAÀqÌ£ÐÑ½�Ê�Å�ÉqÌ�¼AÈ�ÅcÐÑ¾VÅc¼qË�ÆzÒqÌQÇ[È�Å�¼qË3Á�ÌbÊ�ÍJÌ�ÊzÁ
Åc¼×Á�ÌbÆ:È�Å�½�¼�ðqÕ��VÕ

ókÒqÌ_½[Í�ÌbÊ�Ç�ÄcÄ¯Å�É�ÌbÇkÅ�Á	Á�Å�¿�Å�Ä�Ç¤Ê?È�½kÈ�ÒqÌ ��Ë�Å�Í�Ì&ÀqÂ5Á�ÂªÇ�Æ�Ì*¼ª½[Î�ÓbËJÌ:È	Á�ÂªÇ�Æ�Ì&ÐÑ½�Ê�Ì�Í�ÌbÊ �,Á�ÆzÒqÌ�¿�Ì_ÀªÁ�ÌbÉ]Å�¼ ù ¼JÈ�Ì�Ê�¿�Ì�¿�½�Ê�¾%ïWåQêQñHÓ
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each servnet node has a persistent identification or pseudonym which allows it to be identified by other
servnet nodes or potential Free Haven users. Section 3 describes the design of the Free Haven system
and the operations that it supports, including inserting and retrieving documents.

We chose to use a network of pseudonymousservers in order to give each server a reputation. This
reputation allows servers to be ‘paid’ without needing the robust digital cash scheme required for systems
such as Anderson’s Eternity Service[2]. Servers form contracts to store given shares for a certain period
of time; successfully fulfilling the contract increases the server’s reputation and consequently its ability
to store some of its own data on other servnet nodes. This gives an incentive for each server to behave
well as long as cheating servers can be identified. We show a technique for identifying cheating servers
in section 3.7.

Theoverall ideais similar to the “give up space now,get space forever” scheme used in Intermemory[10],
but allows servers to lose reputation if they start behaving badly. In section 3.9 we discuss the reputation
system, which is the system that keeps track of trust in each server.

Some of the contracts between servers are formed when a user inserts data into the servnet. Most

of them, however, will be formed when two servers swap shares by trading. Trading allows the servnet
to be dynamic in the sense that servnet nodes can join and leave easily and without special treatment.
To join, a servnet node starts building up a reputation by storing shares for others. To leave, a server
trades awayall of its shares for short-lived shares, and then waits for them to expire. The benefits and
mechanisms of trading are described in section 3.5.

Such a system has powerful adversaries which can launch a range of attacks. We describe some attacks
on the Free Haven design in section 4 and show how well the design does (or does not) resist each attack.
We then compare our design with other systems aimed at anonymousstorage and publication using the
kinds of anonymity described in section 6, allowing us to distinguish systems which at first glance look
very similar. We conclude with a list of challenges for anonymouspublication and storage systems, each
of which reflects a limitation in the current Free Haven design.

2 Anonymity for Anonymous Storage

The word “anonymous” can mean many different things. Some systems claim “anonymity” without
specifying a precise definition. While the anonymity requirements of communication channels have been
considered previously in depth [6, 19], we are not aware of a similar investigation into the requirements
for publication and storage systems.

Information is stored in units called documents. The author of a documentis the entity whichinitially
created the document. The publisher of a documentis the entity which places the document into the
system. Documents may have readers, which are entities who retrieve the document from the system. An
anonymous storage system may have servers, which are participants who provide special services required
to keep the system running, such as dedicated disk space or bandwidth.

We do not give formal anonymity definitions here. Instead, we attempt to lay the groundwork for
future definitions by enumerating different aspects of anonymity relevant to anonymous storage. This
enumeration will allow us to compare Free Haven with related work.

In all of these notions of anonymity, there are at least three distinct subnotions based on what the
adversary is assumed to already know. A document maybepicked first, and then the adversary wishes
to learn who authored, read, published, and so on. A user may bepickedfirst, and the adversary wishes
to know which documentsthe user authored, read, published, and so on. Finally, an adversary may know
a document and a user, and then attempt to confirm its suspicion that the two are linked.

Author Anonymity: A system is author anonymousif an adversary cannot link an author to a docu-
ment.
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Å�Á
Ä�Ç�Ê�ËJÌ�Ì�¼q½JÀqË�Ò	ÓJÅcÈ
Å�Á�Å�¿�ÂqÊzÇ�Æ$È�Å�ÆbÇ¤ÄªÐÑ½�Ê
Ç�¼�Ç�ÉqÍ�Ì�ÊzÁ�Ç¤Ê�¾�È�½�Ç�Æ$È
Ç�Á
ÅWÐ&Ç¤¼V¾9Á�Å�¼qËJÄcÌ�Á�ÀfÁ�Â�ÌbÆ:È,Î,Ì�Ê�Ì�ËJÀqÅcÄcÈa¾�Õ � ¼�È�ÒqÌ�½¤È�ÒqÌ�Ê,ÒªÇ�¼ªÉ%Ó�Î�ÒqÌb¼CÈ�ÒªÌ]Á�Ì:Èk½¤ÐsÁ�ÀªÁ�ÂfÌQÆ$ÈzÁ
Å�ÁkÁ�¿9Ç�ÄcÄHÓ�¿�Ì�Ê�Ì7Á�ÀªÁ�ÂªÅ�Æ�Åc½J¼
¿9Ç¯¾�Æ�Ç�ÀªÁ�Ì�Ç�¼3ÇJÉ�Í�ÌbÊ�Á�Ç¤Ê�¾�È�½�È�Ç�Ï�Ì�Ç�Æ:È�Å�½�¼�Ç¤ËJÇ�Åc¼fÁaÈ�Ç¤Ä�Ä%½¤Ð*È�ÒªÌ�¿�Õ

»�¼�Ç¤ÄcÈ�ÌbÊ�¼ªÇ¤È�Ì�Ç¤ÂqÂªÊ�½AÇ�ÆzÒ9È�½�Æ�Ä�ÇJÁ�Á�ÅWÐÑ¾VÅ�¼qË�ÄcÌbÍ�Ì�Ä�Á,½¤Ð&Ç¤¼q½J¼A¾V¿�ÅcÈa¾9Å�Á,ÂqÊ�ÌbÁ�Ì�¼AÈ�ÌQÉ�ÃV¾oï �ªå$ñ�Ó�Î�ÒqÌbÊ�Ì�Ç¤¼ª½�¼V¾V¿�ÅcÈa¾�ÄcÌbÍ�ÌbÄ�Á
ÐÑ½�ÊsÀªÁ�ÌbÊ�Á	Ê�Ç�¼qË�Ì&ÐÑÊ�½�¿ ��Ì�Û�Âf½AÁ�ÌQÉ �kÈ�½ ��Ã�Ì�¾�½J¼ªÉ�Á�ÀªÁ�ÂªÅ�Æ�Åc½J¼ �qÕ	ókÒªÌbÁ�Ì�Ä�Ì�Í�ÌbÄ�Á	Ç¤Ê�Ì�Åc¼5È�Ì�Ê�¿9Á�½�ÐªÇ¤¼�Å�É�ÌbÇ�ÄcÅ�Ý�ÌQÉ5Ç�É�ÍJÌ�ÊzÁ�Ç�Ê�¾(� Á
Ê�ÌQÇ�Á�½�¼ªÇ�ÃqÄ�Ì7Ã�Ì�Ä�ÅcÌ�ÐsÈ�ÒªÇ[È�Ç�ÀªÁ�Ì�Ê�½JÊ�Á�Ì�È�½¤Ð&ÀªÁ�ÌbÊ�ÁkÒfÇ�ÁkÂ�Ì�Ê�ÐÑ½�Ê�¿�ÌQÉ)Á�½�¿�Ì�ÂªÇ�Ê�È�Å�Æ�ÀqÄ�Ç�Ê�Ç�Æ$È�Åc½J¼�Õ

ù ¼ªÉ�ÌbÂfÌb¼ªÉ�Ì�¼AÈ�Äc¾JÓ â ¾VÍ�ÌbÊ�Á�½�¼ëÇ�¼ªÉ â È�ÀqÃqÃqÄ�Ì�ÃqÅ�¼qÌ3ÒªÇ¯Í�Ì3É�Ì�ÍJÌ�Ä�½�Â�ÌbÉëÇÞÄc½JË�Å�Æ�ÐÑ½�Ê0È�Ç�ÄcÏVÅ�¼qËÔÇ�Ãf½JÀ�È�È�ÒqÌ�Ç�É�ÍJÌ�ÊzÁ�Ç�Ê�¾(� Á
ÍVÅcÌbÎ ½¤Ð�Ç�Á�Ì:È]½¤Ð�Á�ÀfÁ�Â�ÌbÆ:È�ÁQï � �¯ñHÕ]ókÒqÌ£Ä�½�ËJÅ�Æ5Ë�Å�Í�ÌbÁ�Ç9ÐÑ½�Ê�¿9Ç¤Äs¿�ÌQÇ¤¼qÅ�¼qË9È�½)Ç ��Á�Ì�È�½¤Ð�Á�ÀªÁ�ÂfÌQÆ$ÈzÁ��CÇ�¼ªÉ�È�ÒqÌ£¼q½�È�Å�½�¼o½�Ð
Ç¤¼�Ç�É�ÍJÌ�ÊzÁ�Ç�Ê�¾(� Á�Ã�Ì�Ä�Å�Ì:ÐaÕ
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â ÀqÂqÂ�½JÁ�Ì�Ç¤¼ÞÇ�À�È�Òq½JÊ7Á�ÅcËJ¼ªÁ7ÒqÅ�Á�È�Ê�ÀqÌ�¼ªÇ¤¿�Ì£È�½)Ç)É�½�Æ:Àq¿�Ìb¼JÈ�Ã�Ì:ÐÑ½�Ê�Ì£ÂªÄ�ÇJÆ:Å�¼qË�ÅcÈ]Å�¼AÈ�½3Ç¤¼ÞÇ�¼q½�¼V¾V¿�½�ÀªÁ�ÂqÀqÃqÄ�Å�ÆbÇ[È�Åc½J¼
Á�¾�Á�È�Ìb¿3Õ ù ÁkÈ�ÒqÌ£Á�¾VÁ�È�Ìb¿ Á�È�Å�ÄcÄ*Ç¤¼q½J¼V¾A¿�½JÀªÁ��ÔókÒqÅ�Á�Á�ÅWÈ�ÀªÇ[È�Åc½J¼×Ê�Ç�Å�Á�ÌbÁ�Ç9Æ�Ê�ÀªÆ�Å�Ç�Ä	ÙAÀqÌbÁ�È�Å�½�¼�G�Î�ÒqÌ�Ê�Ì5É�½VÌbÁ�È�ÒqÌ£Ê�ÌQÁ�Â�½�¼�á
Á�Å�ÃqÅ�ÄcÅcÈa¾m½¤Ð7Ç�¼SÇ¤¼ª½�¼V¾V¿�½JÀªÁ�ÂqÀªÃqÄcÅ�Æ�Ç¤È�Å�½�¼õÁ�¾�Á�È�Ì�¿�Ã�Ì�ËJÅc¼�Ó�Ç�¼ªÉ Î�ÒqÌbÊ�Ì3É�½VÌbÁ0ÅWÈ�Ì�¼fÉ�� òöÒªÇ[È9Æ�Ç�¼SÁ�ÀfÆzÒSÇÞÁ�¾�ÁaÈ�Ì�¿
Ê�ÌQÇ�Á�½�¼ªÇ�ÃqÄ�¾�Ã�Ì5Ì:Û�Â�ÌbÆ$È�ÌbÉ�È�½�ÂqÊ�½¤È�ÌbÆ:È��mòÜÌ0ÆbÇ¤¼×Ë�Å�Í�Ì0Ç¤¼oÇ¤¼fÁ�Î,Ì�Ê�È�½CÈ�ÒqÌbÁ�Ì0ÙAÀqÌQÁaÈ�Åc½J¼ªÁ�ÃV¾�Ì:Û�ÂqÄ�Å�Æ�ÅWÈ�Äc¾×Á�ÂfÌQÆ:ÅcÐÑ¾AÅ�¼qË�Ç
¿�½VÉqÌ�Ä%ÐÑ½JÊ�Ç¤¼q½J¼A¾V¿�½�ÀfÁ
ÂªÀqÃqÄ�Å�ÆbÇ[È�Å�½�¼	Õ

òÔÌ£¿�½�É�ÌbÄsÇ�¼q½�¼V¾V¿�½�ÀªÁkÂqÀªÃqÄcÅ�Æ�Ç¤È�Å�½�¼oÁ�¾�ÁaÈ�Ì�¿9Á�ÇJÁ�ÇCÁ�Åc¼qËJÄcÌ�Ìb¼AÈ�ÅcÈa¾ �FÆ�Ç¤Ä�Ä	ÅcÈ7ósÌbÉ���Î�ÒqÅ�ÆzÒoÆ:½V½�ÊzÉ�Å�¼ªÇ[È�ÌbÁ�Æ:½J¿�¿£À�á
¼qÅ�Æ�Ç[È�Åc½J¼CÃ�Ì:ÈaÎ,Ì�Ì�¼)½¤È�ÒqÌ�Ê,Ì�¼AÈ�ÅcÈ�Å�ÌbÁ,Å�¼9È�ÒªÌ7¼qÌ�ÈaÎ
½JÊ�Ï?Õ ù ¼�½JÀqÊ
¿�½�É�ÌbÄ�Î,Ì�ÒfÇ¯Í�Ì�Ç0Á�Ì�È,½�ÐsÁ�Ìb¼ªÉ�ÌbÊ�Á��������������! JÓ�Ç¤¼fÉCÇ0Á�Ì:È
½¤Ð*Ê�ÌQÆ:Å�ÂqÅcÌb¼AÈ�Á"��#%$'&)(' JÕ&òöÒqÌb¼×Ç¤¼�»�Ä�Å�Æ�Ì5Á�Ìb¼ªÉqÁ�Ç�¿�ÌbÁ�Á�Ç�Ë�Ì]È�½9Ç J ½�Ã�ÓqósÌbÉ3Ê�ÌbÆ:ÌbÅcÍJÌbÁ
È�ÒªÌ�¿�ÌQÁ�Á�Ç¤ËJÌ]Ç�¼ªÉ3É�Ì�Ä�ÅcÍJÌ�ÊzÁ,ÅWÈ
È�½9È�ÒqÌ£Ç�ÂqÂqÊ�½�ÂqÊ�Å�Ç¤È�Ì J ½�Ã�ÕkókÒqÌ5ÂªÊ�Å�Í[Ç�Æ:¾3ÆzÒªÇ¤ÊzÇ�Æ:È�ÌbÊ�Å�ÁaÈ�Å�ÆbÁk½¤Ð�ósÌbÉ×Ç�Á�Ç9Æ:½�¿�¿0Àq¼qÅ�Æ�Ç[È�Åc½J¼×ÆzÒªÇ¤¼q¼ªÌ�ÄsÉqÌ:íª¼qÌ5È�ÒqÌ5Ä�Ì�ÍJÌ�Ä
½¤Ð_Ç¤¼q½J¼V¾A¿�ÅcÈa¾�È�ÒªÇ¤È�ó	ÌQÉ3ÂqÊ�½[ÍVÅ�É�ÌbÁbÕ

ókÒqÌbÁ�Ì]ÂqÊ�Å�Í[Ç�Æ�¾�ÆzÒfÇ¤ÊzÇ�Æ$È�Ì�Ê�Å�Á�È�Å�Æ�Á�Åc¼fÆ:Ä�ÀªÉ�Ì�ÄcÅ�¼qÏ[Ç¤ÃªÅcÄ�ÅWÈa¾?ìqÇ�ÃqÅcÄ�ÅcÈa¾�È�½�Ê�ÌbÂqÄc¾JÓVÂfÌbÊ�Á�Å�Á�È�Ìb¼ªÆ:Ì]½¤Ð	È�ÒqÅ�Á�Ç¤ÃqÅ�Ä�ÅWÈa¾JÓAÂªÊ�Å�Í[Ç�Æ:¾9½�Ð
È�ÒqÅ�Á_Ê�Ì�ÂqÄ�¾?ìJÆ�½�¼AÈ�Ìb¼JÈ_Ä�ÌbÇ�ÏVÁbìJÆzÒfÇ¤¼q¼qÌbÄ�ÄcÌQÇ¤Ï�Ábì�Â�Ì�ÊzÁ�Å�ÁaÈ�Ì�¼ªÆ�Ìk½¤Ð%Á�Â�Ì�ÌQÆzÒ�ìJÇ�¼ªÉ�Ç¤À�È�Òq½�Ê�ÅcÝbÌbÉ£Ê�ÌQÇ�É�ÌbÊ�ÁbÕ	òÜÌ�Ì�¿�ÂqÒªÇJÁ�Å�Ý�Ì,È�ÒªÇ[È
ó	ÌQÉ�Å�Á�¼q½¤È,Á�Å�¿�ÂqÄc¾�Ç ��È�Ê�ÀªÁaÈ�ÌbÉ0È�ÒªÅcÊzÉ�ÂªÇ¤Ê�Èa¾ ���­É�ÌQÁ�ÂªÅWÈ�Ì�È�ÒqÌ�¼ªÇ¤¿�Ì �:ÓJÃªÀ�È
ÂqÊ�½[ÍVÅ�ÉqÌbÁ_Ç5Á�ÂfÌQÆ:ÅcífÆ�Á�Ì:È�½�Ð�ÆzÒªÇ¤ÊzÇ�Æ:È�Ì�Ê�Å�ÁaÈ�Å�ÆbÁ
Ç¤¼ªÉ0É�½VÌbÁ*¼q½�È&ÂªÊ�½[ÍVÅ�É�Ì�½�È�ÒqÌbÊ�ÁbÕsøª½�Ê&Ç�¿�½�Ê�ÌkÆ:½�¿�ÂqÄ�Ì:È�Ì
Ä�½V½�Ï5Ç¤È*ÂqÊ�Å�Í¯ÇJÆ:¾5ÆzÒªÇ�Ê�ÇJÆ$È�Ì�Ê�Å�Á�È�Å�Æ�ÁbÓbÄ�½V½�Ï5Ç¤ÈsÈ�ÒqÌ,íªÊ�Á�È_Ç¤À�È�Òq½�Ê � Á
È�ÒqÌQÁ�Å�Á5ïcåbð¯ñ�Õ

ù ¼ Ç�ÉqÉ�ÅcÈ�Å�½�¼	ÓsÎ,Ì9Î�ÅcÄ�Ä�¼qÌbÌbÉÜÈ�½oÆ:½�¿�ÂqÄ�Å�Æ�Ç[È�Ì�È�ÒqÅ�Á�¼q½�È�Å�½�¼mÎ�ÅcÈ�Ò ½¤È�ÒqÌ�Ê0ÆzÒªÇ¤ÊzÇ�Æ:È�Ì�Ê�Å�ÁaÈ�Å�ÆbÁ�Ó	Á�ÀªÆzÒmÇ�Á�Ê�Ì�Ä�Å�Ç¤ÃqÅ�ÄcÅcÈa¾Þ½�Ð
É�Ì�Ä�Å�Í�Ì�Ê�¾�ÓqÆ�½JÁ�È�½¤ÐsÀfÁ�Å�¼qËCÇ�Ë�Å�Í�Ìb¼)ÂªÇ¤È�Ò�ÓqÇ�¼ªÉ�Ç¯Í[Ç¤Å�Ä�Ç�ÃqÅcÄ�ÅcÈa¾CÇ¤¼ªÉ)ÐÑÊzÇ¤Ë�Å�Ä�ÅWÈa¾9½�ÐsÈ�ÒqÌ�¼qÌ:ÈaÎ,½�Ê�Ï?Õ

ókÒVÀªÁkÅWÐ_Î,Ì�Æ�Ç¤¼�Æ:½J¼VÍAÅ�¼ªÆ�Ì]½JÀqÊzÁ�ÌbÄcÍJÌbÁ
È�ÒªÇ¤È7Ç�Ë�Å�Í�Ìb¼3Ç�¼q½�¼V¾V¿�½�ÀªÁ,ÂqÀqÃªÄcÅ�Á�ÒªÅc¼qËCÉqÌbÁ�ÅcËJ¼3Å�ÁkÅ�¼oÁ�½J¿�Ì�Á�Ì�¼ªÁ�Ì 
 ÌQÙAÀqÅcÍAá
Ç¤Ä�Ì�¼AÈ���È�½oÇ×ósÌbÉÜÎ�ÅWÈ�ÒëÆ:ÌbÊ�ÈzÇ¤Å�¼ÜÂªÊ�Å�Í[Ç�Æ:¾ÔÆzÒªÇ¤ÊzÇ�Æ:È�Ì�Ê�Å�ÁaÈ�Å�ÆbÁ�Ó%È�ÒqÌ�¼ Î,ÌCÆ�Ç�¼Ô¿�½JÊ�Ì9ÌQÇ�Á�ÅcÄ�¾oÊ�ÌbÇ�Á�½�¼mÇ¤Ã�½�ÀqÈ�È�ÒqÌCÄ�Ì�ÍJÌ�Ä�½�Ð
ÂqÊ�½¤È�ÌQÆ$È�Åc½J¼SÂqÊ�½[ÍVÅ�É�ÌQÉëÃV¾ È�ÒªÇ[ÈCÉ�ÌQÁ�Å�Ë�¼ #ëÃA¾ Ê�ÌbÇJÁ�½J¼qÅ�¼qËÞÅ�¼ªÁ�È�ÌbÇJÉjÇ�Ãf½JÀ�ÈCó	ÌQÉ%Õ ù ¼õÂfÇ¤Ê�È�Å�Æ:ÀqÄ�Ç¤ÊQÓ�Î,Ì3ÆbÇ¤¼÷Ç�Á�ÏmÈ�ÒqÌ
ÙAÀqÌbÁ�È�Å�½�¼ ��Î�ÒªÇ¤È�Å�ÁkÈ�ÒqÌ�Ê�ÌbÁ�Âf½J¼ªÁ�Å�ÃqÅ�ÄcÅcÈa¾C½�Ð	È�ÒªÌ5Á�¾�Á�È�Ì�¿ ��Î�ÅcÈ�Ò�Ê�ÌQÁ�Â�ÌbÆ:È�È�½9ósÌbÉ%Õ

î�½�Ê�ÌCÐÑ½JÊ�¿9Ç�ÄcÄ�¾�Ó&ÐÑ½JÊ0ÌQÇ�ÆzÒë¿�ÌbÁ�Á�Ç¤Ë�Ì+*,�7Î�ÒqÅ�ÆzÒ-�����!�.���7Á�Ìb¼ªÉqÁbÓ_È�ÒªÌ�Ê�Ì�Å�Á�Á�½�¿�Ì)ÂqÊ�½JÃªÇ¤ÃªÅcÄ�ÅWÈa¾ É�Å�Á�È�Ê�ÅcÃqÀqÈ�Å�½�¼0/1�
Î�ÒqÅ�ÆzÒ3É�ÌQÁ�Æ�Ê�Å�Ã�ÌbÁ,È�ÒªÌ�ÆzÒfÇ¤¼ªÆ�Ì]½�ÐsÌQÇ�ÆzÒ J ½JÃ)Ã�Ì�Å�¼qË�È�ÒqÌ�Ê�ÌbÆ�ÅcÂqÅ�Ì�¼AÈ�½¤ÐsÈ�ÒqÌ�¿�ÌQÁ�Á�Ç¤ËJÌ�Õ ù Ð*Î,Ì]ÆbÇ¤¼3Ê�ÌbÂqÄ�Ç�Æ:Ì�ósÌbÉ)Î�ÅWÈ�Ò�Ç
É�ÌbÆ�Ì�¼AÈ�ÊzÇ¤Ä�Å�Ý�ÌbÉ×Á�¾�ÁaÈ�Ì�¿ôÎ�ÒqÅ�ÆzÒoÂqÊ�½[ÍVÅ�É�ÌQÁ�Ç�¼oÅc¼fÉ�Å�Á�È�Å�¼qËJÀqÅ�Á�ÒªÇ�ÃqÄcÌ0ÂqÊ�½�ÃªÇ�ÃqÅcÄ�ÅcÈa¾3É�Å�Á�È�Ê�ÅcÃqÀqÈ�Å�½�¼×ÐÑ½JÊ]Ç�ÄcÄ*¿�ÌbÁ�Á�Ç�Ë�ÌbÁbÓqÈ�ÒqÌ�¼
Î
Ì�ÒªÇ¯ÍJÌ0Á�Òq½[Î�¼oÈ�ÒªÇ[È�È�ÒªÌ�ÉqÌbÆ:Ìb¼AÈ�ÊzÇ¤Ä�ÅcÝbÌbÉoÁ�¾�ÁaÈ�Ì�¿ Å�Á�ÌbÙAÀqÅ�Í¯Ç�ÄcÌb¼AÈ7È�½�È�ÒqÅ�ó	ÌQÉ%Õ0ókÒªÅ�Á]¿9Ç¯¾×Ë�Å�Í�Ì0ÀªÁ�Ç¤¼ÔÌbÇ�Á�Å�Ì�Ê]Î,Ç¯¾
È�½CÉ�ÅcØ?Ì�Ê�Ì�¼AÈ�Å�Ç[È�Ì5ÃfÌ�ÈaÎ
ÌbÌ�¼3È�ÒªÌ5ÄcÌbÍ�ÌbÄ�½¤Ð_Ç¤¼q½J¼V¾A¿�ÅcÈa¾�ÂqÊ�½[ÍVÅ�ÉqÌbÉ)ÃA¾)Í[Ç¤Ê�Åc½JÀªÁ�ÂqÊ�½¤ãaÌQÆ$È�ÁbÓ�Ã�ÌbÆ�Ç�ÀªÁ�Ì5Æ:½�¿�ÂªÇ�Ê�Å�¼qË9ósÌbÉqÁ�Å�Á
ÌbÇJÁ�Å�Ì�Ê�Ç¤¼fÉ)¿�½JÊ�Ì�Å�¼JÈ�ÀqÅcÈ�Å�Í�Ì]È�ÒªÇ�¼3È�Ê�¾AÅ�¼qË�È�½9Ê�ÌbÇJÁ�½J¼)Ç�Ãf½JÀ�ÈkÈ�ÒqÌ�Ì�Ø�ÌQÆ$È�Á�½¤Ð	È�Ê�ÇJÉ�Å�¼qË�½�Ê�Æ�ÇJÆzÒqÅ�¼qË0Å�Á�Á�ÀqÌQÁ�É�Å�Ê�ÌQÆ$È�Ä�¾�Õ

ókÒqÅ�Á�É�ÌQÁ�Æ�Ê�Å�Â�È�Å�½�¼9Ê�ÌbÙAÀqÅ�Ê�ÌbÁ�Á�ÅcËJ¼qÅcífÆ�Ç�¼JÈ
Î
½JÊ�Ï0ÃfÌ�ÐÑ½�Ê�Ì�ÅWÈkÆ�Ç�¼9ÃfÌQÆ:½�¿�Ì�Ç�ÐÑ½�Ê�¿�Ç�Äª¿�½�É�Ì�ÄHÕ_øq½JÊ�Å�¼ªÁaÈzÇ¤¼ªÆ�Ì�ÓJÎ
Ì7¼qÌ�ÌQÉ
È�½�É�Ì:íf¼qÌ�Ì�Û�ÇJÆ$È�Äc¾9Î�ÒªÇ¤È
Î,Ì�¿�ÌbÇ�¼�ÃV¾�ÂqÊ�ÅcÍ[Ç�Æ�¾9ÆzÒªÇ¤ÊzÇ�Æ:È�Ì�Ê�Å�ÁaÈ�Å�ÆbÁ�Ç¤¼ªÉ�Ì�¼VÀq¿�Ì�ÊzÇ[È�Ì�È�ÒqÌ�¿°Ç�ÄcÄHìVÎ
Ì7¼qÌ�ÌQÉ9È�½0íªËJÀqÊ�Ì7½�À�È
Î�ÒªÇ[È]ÅWÈ]¿�ÌbÇ¤¼fÁ�ÐÑ½�Ê]Ç9ÂqÊ�½�ÃªÇ�ÃqÅ�ÄcÅcÈa¾3ÉqÅ�Á�È�Ê�ÅcÃªÀ�È�Å�½�¼×È�½�Ã�Ì£ÌQÙJÀªÅcÍ[Ç¤Ä�Ì�¼AÈ�Å�¼×È�ÒqÅ�Á]Æ:½J¼AÈ�Ì:ÛVÈQì�Ç�¼ªÉ×Î,Ì5¼qÌ�ÌQÉ�È�½3É�Ì:È�Ì�Ê�¿�Åc¼qÌ
Ì:ÛqÇ�Æ:È�Ä�¾CÒq½[Î�È�½9É�ÌbÁ�Æ:Ê�Å�ÃfÌ5Ç�ÂqÊ�½�ÃªÇ�ÃqÅ�ÄcÅcÈa¾CÉ�Å�ÁaÈ�Ê�Å�ÃqÀ�È�Åc½J¼3½[ÍJÌ�Ê�Ç�Æ:½J¿�ÂªÄcÌ�Û)Á�¾�Á�È�Ìb¿"Ä�ÅcÏJÌ�øªÊ�ÌbÌ�¼qÌ�È�½�Ê�î�½�ãa½�ß7Ç[È�Åc½J¼�Õ
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3 The Free Haven Design

The overall system consists of the publication system, which is responsible for storing and serving docu-
ments, and the communications channel, which is responsible for providing confidential and anonymous
communications between parties. This section focuses on the design of the publication system as a
back-end for the communications channel.

The agents in our publication system are the publisher, the server, and the reader. These agents
are layered over the communications channel; currently they communicate with one another via addresses
which are implemented as remailer reply blocks[34]. Remailer reply blocks are a collection of encrypted
routing instructions which serve as an address for a pseudonym on the Cypherpunks remailer network.

Publishers are agents that wish to store documents in the service; servers are computers which store
data for publishers; and readers are people who retrieve documents from the service.

Free Haven is based on a community of servers called the serunet. In this community, each server
hosts data from the other servers in exchange for the opportunity to store its own data in the network.
The servnet is dynamic: data moves from one server to another every so often, based on each server’s
trust of the others. Servers transfer data by trading. That is, the only way to introduce a new file into
the system is for a server to use (and thus provide) more space on its local system. This new file will
migrate to other servers by the process of trading.

Each server has a public key and one (or more) reply blocks, which together can be used to provide
secure, authenticated, pseudonymous communication with that server. Every machine in the servnet has
a database which contains the public keys and reply blocks of the other servers on the network.

Documents are split into shares and stored on different servers. Publishers assign an expiration date
to documents when they are published; servers make a promise to keep their shares of a given document
until its expiration date is reached. To encourage honest behavior, some servers check whether other
servers “drop” data early, and decrease their trust of such servers. This trust is monitored and updated
by use of a reputation system. Each server maintains a database containing its perceived reputation of
the other servers.

3.1 Publication

When an author(call her Alice) wishes to store a new document in Free Haven, she must first identify a
Free Haven server which is willing to store the document for her. Alice might do this by running a server
herself. Alternatively, some servers might have public interfaces or have publically available reply blocks
and be willing to publish data for others.

To introduce a file F into the servnet, the publishing server first uses Rabin’s information dispersal
algorithm (IDA) [40] to break the file into shares f,,..., f, where any k shares are sufficient to recreate F.
The server then generates a key pair (PKaoc, SKaoc), constructs and signs a data segment for each share
fi, and inserts those segments as new data into its local server space. Attributes in each share include a
timestamp, expiration information, the public key which was used to sign it (for integrity verification),
information about share numbering, and the signature itself.

The robustness parameter k should be chosen based on some compromise between the importance
of the file and the size and available space. A large value of k relative to n makes thefile morebrittle,
because it will be unrecoverable after a few shares are lost. On the other hand, a smaller value of k
implies a larger share size, since more data is stored in each share.

We maintain a content-neutral policy towards documents in the Free Haven system. That is, each
server agrees to store data for the other servers without regard for the legal or moral issues for that data
in any given jurisdiction. For more discussion of the significant moral and legal issues that, anonymous
systemsraise, we refer to the first author’s thesis[13].
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