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(7) ABSTRACT

Asystem and method for managing a WAP gateway through
SNMP, by using a MIB. The MIB of the present invention
contains a number of different details about the WAP gate-
way, and enables various operational parameters of the WAP
gateway to be monitored and controlled.

central server (22)

management process

(18)

14)

local MIB (16)

DOC KET

central MIB (Set of
MIBs) (24)

MIB browser (26)

20

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Patent Application Publication Jun. 6, 2002 US 2002/0067742 A1

Figure 1

central server (22)

WAP gateway device

(12) management process
(18)
SNMP agent
(14)
central MIB (Set of
local MIB (16) MIBs) (24)
MIB browser (26)

20

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

US 2002/0067742 Al

MANAGEMENT OF WAP GATEWAY THROUGH
SNMP

FIELD AND BACKGROUND OF THE
INVENTION

[0001] The present invention is of a method and a system
for managing a WAP (wireless application protocol) gate-
way through SNMP (Simple Network Management Proto-
col), and in particular, of such a system and method for
management with SNMP in which the necessary details of
the WAP gateway are stored in a MIB (Management Infor-
mation Base).

[0002] Cellular telephones are becoming increasingly
popular for portable telephone use, particularly for users
who are interested in rapid, mobile data communication. As
the amount of computational power and memory space
which are available in such small, portable electronic
devices becomes increased, a demand has arisen for different
types of communication services through such devices. In
particular, users have demanded that cellular telephones
receive many different types of multimedia data, including
e-mail (electronic mail) messages and Web pages.

[0003] In response to such demands, and to extend the
power and efficacy of operation of portable, wireless elec-
tronic communication devices, the WAP (wireless applica-
tion protocol) standard has been developed. WAP is now the
standard for the presentation and delivery of wireless data,
including multimedia and other information, and telephony
services, on mobile telephones and other types of wireless
communication devices. WAP is designed to efficiently
provide both multimedia and telephony services to such
wireless communication devices, given the limitations of
wireless networks and of the electronic devices themselves.
In particular, WAP is able to connect a cellular telephone to
the Internet through a wireless network, such that the
cellular telephone becomes another computational device on
the Internet.

[0004] The WAP gateway is the most important element
for building a network in order to access the Internet from
a cellular telephone. The WAP gateway is required as a
mediator and translator between the protocols and function-
ality of the Internet, and the protocols and functionality of
the cellular telephone. In particular, the limitations of the
cellular telephone in terms of both hardware components
and capability of executing software result in a requirement
for protocols which are adjusted for the cellular telephone,
and which therefore differ from the protocols provided
through the Internet. For example, the WAP protocol itself is
binary, while Internet protocols are character-based. The
WAP gateway must therefore be able to translate the WAP
protocol to WML, which is XML compliant.

[0005] The corresponding WAP-based standards above
define the functionality of WAP gateway in many respects,
for example with regard to protocol translation, security,
access authentication, operation with different types of basic
communication protocols such as GSM, CDMA, TDMA and
so forth. But none of these standards regulates management
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of WAP gateways, possible because most WAP gateway
(translation) devices are implemented as a proxy server,
which are usually not managed by SNMP. But, in order to
support the amount of traffic which is required, a router is
more suitable and more robust as infrastructure for the WAP
gateway (translation) device. All routers are managed using
SNMP, as these devices are part of the Internet infrastruc-
ture, and SNMP is a standard management tool for such
infrastructure devices.

[0006] The best way to define the management system for
Internet network devices such as routers or gateways is to
define the specified Management Information Base (MIB) of
that device according to Simple Network Management Pro-
tocol (SNMP, as described in RFC 1157, Simple Network
Management Protocol (SNMP). J. D. Case, M. Fedor, M. L.
Schoffstall, C. Davin. May 1, 1990). SNMP is a widely used
mechanism to manage networks and network devices of
different types. SNMP is a connectionless protocol, which is
designed to operate over UDP (User Datagram Protocol, as
described in RFC 768, J. Postel, August 1980). It is typically
implemented with an agent process (or “SNMP agent”),
which collects specific types of data and information about
the network device which is being managed according to
SNMP, and a management process for managing the net-
work device. The local data is collected by the management
process through the use of two commands: GET (and the
corresponding command, GET-NEXT), which enables the
management process to retrieve object values from the
SNMP agent; and SET, which enables the management
process to set these object values. In addition, the TRAP
command enables the SNMP agent to report an event to the
management process. The SNMP agent must also send a
RESPONSE to the management process upon receiving one
of the first two management process commands.

[0007] The collected data is then stored in a central
database by the management process. The management
process is then able to perform various actions and to collect
and report the data according to a central MIB, which
therefore enables network operators to manage and control
the functions of each network device. The MIB actually
defines the data which can be collected about the network
according to SNMP. The MIB itself is structured like a tree,
which the most general information available at the root of
the tree, with more detailed information at each branch, and
finally information about each network device is determined
at a leaf or node of the MIB tree.

[0008] In particular, the use of the MIB enables the
network operators to perform such functions as configuring
network devices; determining the state of network devices;
collecting and reviewing performance statistics of network
devices; changing one or more important parameters,
whether “on the fly” or on a non-realtime basis; and reboo-
ting a network device which is exhibiting suspicious behav-
ior. Of course other such functions would also be possible if
WAP gateways could be managed by using SNMP with an
associated MIB. Unfortunately, no standard exists for
enabling WAP gateways to be managed with an MIB
through SNMP.
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[0009] There is therefore a need for, and it would be useful
to have, a system and a method for managing and controlling
the operation of WAP gateways and other WAP network
devices through SNMP, by providing an associated MIB for
the WAP gateway, thereby enabling the WAP gateway to be
maintained and operated through a set of standard protocols
which are shared by other types of network devices.

SUMMARY OF THE INVENTION

[0010] The present invention is of a system and method
for managing a WAP gateway and optionally other WAP
network devices through SNMP, by using a MIB. The MIB
of the present invention contains a number of different
details about the WAP gateway, as described in greater detail
below, and enables various operational parameters of the
WAP gateway to be monitored and controlled.

[0011] The MIB according to the present invention is
preferably based on the WAP standard 1.3 layered stack, and
is based on features and/or elements which are required at
that layer in the WAP standard. More preferably, the MIB is
adjusted and/or altered as necessary in parallel to the WAP
standard, so the MIB is able to provide management of the
new features of the WAP standard.

[0012] According to the present invention, there is pro-
vided a system for managing a WAP gateway device, the
WAP gateway device being connected to a network, the
system comprising: (a) a management process for managing
the network, the management process sending commands to
the WAP device according to SNMP; (b) an SNMP agent at
the WAP gateway device for receiving the commands; and
(c) a local MIB for containing a plurality of commands for
the WAP gateway device, the local MIB being located at the
WAP gateway device, such that the SNMP agent sends a
response to the management process according to the local
MIB.

[0013] According to another embodiment of the present
invention, there is provided a method for managing a WAP
device through SNMP, the method comprising the steps of:
(a) providing a MIB for containing a plurality of commands
for interacting with the WAP device, the MIB being installed
at the WAP device; (b) sending at least one command to the
WAP device; (¢) receiving a response from the WAP device
according to an entry in the MIB; and (d) managing the WAP
device according to the response.

[0014] Hereinafter, the term “wireless device” refers to
any type of electronic device which permits data transmis-
sion through a wireless channel, for example through trans-
mission of radio waves. Hereinafter, the term “cellular
phone” is a wireless device designed for the transmission of
voice data and/or other data, optionally through a connection
to the PSTN (public switched telephone network) system.

[0015] Hereinafter, the term “network” refers to a connec-
tion between any two or more computational devices which
permits the transmission of data.

[0016] Hereinafter, the term “computational device”
includes, but is not limited to, personal computers (PC)
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having an operating system such as DOS, Windows™,
0S/2™ or Linux; Macintosh™ computers; computers hav-
ing JAVA™-OS as the operating system; graphical work-
stations such as the computers of Sun Microsystems™ and
Silicon Graphics™, and other computers having some ver-
sion of the UNIX operating system such as AIX™ or
SOLARIS™ of Sun Microsystems™; Palm OS®; or any
other known and available operating system, or any device,
including but not limited to: laptops, hand-held computers,
PDA (personal data assistant) devices, cellular telephones,
any type of WAP (wireless application protocol) enabled
device, wearable computers of any sort, which can be
connected to a network as previously defined and which has
an operating system. Hereinafter, the term “Windows™”
includes but is not limited to Windows95™ , Windows 3.X™
in which “x” is an integer such as “1”, Windows NT™,
Windows98™, Windows CE™, Windows2000™, and any
upgraded versions of these operating systems by Microsoft
Corp. (USA).

[0017] For the implementation of the present invention, a
software application could be written in substantially any
suitable programming language, which could easily be
selected by one of ordinary skill in the art. The programming
language chosen should be compatible with the computing
platform according to which the software application is
executed. Examples of suitable programming languages
include, but are not limited to, C, C++ and Java.

[0018] In addition, the present invention could also be
implemented as firmware or hardware. Hereinafter, the term
“firmware” is defined as any combination of software and
hardware, such as software instructions permanently burnt
onto a ROM (read-only memory) device. As hardware, the
present invention could be implemented as substantially any
type of chip or other electronic device capable of performing
the functions described herein.

[0019] In any case, the present invention can be described
as a plurality of instructions being executed by a data
processor, in which the data processor is understood to be
implemented according to whether the present invention is
implemented as software, hardware or firmware.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] The invention is herein described, by way of
example only, with reference to the accompanying drawings,
wherein:

[0021] FIG. 1 is a schematic block diagram showing an
exemplary system according to the present invention for
managing a WAP gateway through SNMP.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0022] The present invention is of a system and method
for managing a WAP (Wireless Application Protocol) gate-
way, and optionally other WAP-enabled network devices,
through SNMP (Simple Network Management Protocol), by
using a MIB (management information base). The MIB of
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the present invention contains a number of different details
about the WAP gateway, as described in greater detail below,
and enables various operational parameters of the WAP
gateway to be monitored and controlled. The present inven-
tion is particularly suitable for management and control of
WAP network devices which act as translation gateways, for
handling protocol translations between Internet protocols
such as HTTP (HyperText Transfer Protocol) for example,
and the corresponding WAP protocols such as WTP for
example.

[0023] The MIB according to the present invention may
optionally be used for any management purposes as for
standard SNMP management of other network devices, such
as routers for example. The MIB, which is used at the
network device, is preferably implemented as an SNMP
agent, which would more preferably be a component of the
software for the WAP gateway (translation) device. Most
preferably, the MIB would be provided in a standard sup-
plied package as a plain text file. This text file must be
compiled by any SNMP MIB compiler, after which it can be
used as a management mechanism by using one of a number
of commercial available MIB browsers. Examples of such
MIB browsers include, but are not limited to, Netview-6000
(IBM Corp. USA), HP Open View (Hewlett-Packard Corp.,
USA), and SNMPC (Castle Rock Corp., USA)

[0024] The MIB of the present invention may optionally
be implemented for management purposes on any WAP
network, and particularly for WAP gateway and/or WAP
translation devices, although the particularly preferred
implementation according to the present invention is for a
WAP gateway device for translation between WAP-based
protocols and Internet-based protocols.

[0025] The MIB of the present invention is designed to be
used in addition to the standard MIB-IL defined in RFC
1213 [K. McCloghrie, M. Rose, Management Information
Base for Network Management of TCP/IP-based internets:
MIB-II, March 1991]. The standard MIB-II must be sup-
ported for all devices based on TCP/IP. Therefore, since
WAP is based on the IP datagram service, each WAP
gateway must support the operation of the MIB-II, at least
with regard to the main IP tables of this database, such as the
tables for system parameters, interface table, ARP table, IP
tables (for configuration and statistics), and UDP table.
Thus, some of the parameters for the WAP gateway may be
managed by this MIB-II, which is preferably recognized and
used by the system and method of the present invention.
Unfortunately, network devices, such as the WAP gateway
(translation) and devices for providing access by mobile
users to the Internet which are able to only use MIB-II have
some major disadvantages. For example, MIB-II cannot
reflect the dynamic character of the system, in which active
users enter and leave the system. Also, MIB-II is not
configurable according to specific WAP parameters. Further-
more, MIB-IL cannot show statistics related to such impor-
tant issues as user authentication and accounting, the func-
tionality of the WAP gateway through any kind of proxy and
so forth. Also, MIB-II does not provide statistics through a
basic configuration on different aspects of security issues.
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[0026] One additional significant drawback of the ability
to use only MIB-II functions is that these functions are
provided only in order to be able to comply with the standard
for IP datagrams. Therefore, current WAP implementations
do not provide sufficient support for management of the
WAP gateway through MIB-II, as the functionality which is
supported does not enable independent management of the
gateway through SNMP.

[0027] Generally, the main WAP gateway functions can be
defined as follows: WAP translation; WAP security; WAP
rerouting; WAP user access over RADIUS protocol; and
network characteristics and parameters. Of these functions,
the last set, network parameters and characteristics, may
optionally be managed by standard MIB-II.

[0028] In order to provide extended functionality and
greater control over the management of the WAP gateway
and the functions thereof, the MIB of the present invention
has additional components and therefore more comprehen-
sive management functions. The proposed MIB configura-
tion according to the present invention features the follow-
ing components: WAP configuration; WAP statistics; WAP
security configuration; and WAP security statistics.

[0029] Since any SNMP MIB is built as a tree, and all
definitions of the current invention are preferably con-
structed as a full sub-tree of the MIB, the point (node tree)
at which the sub-tree of the present invention is to be
connected to the existing MIB should therefore also prefer-
ably be defined. More preferably, this point is chosen to be
the node “wapForum”, which is defined as “enter-
prises.7777”, where instead of “7777”, a WAP Forum num-
ber from IANA (Internet Assigned Numbers Authority inter-
national organization) must be so defined and ordered. The
“enterprises” node is defined in standard MIB-II on ASN-1
standard transcription as:

[0030]
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).
Of course, another insertion point to the standard MIB-II

could alternatively be selected.

[0031] The principles and operation of a method and a
system according to the present invention may be better
understood with reference to the drawings and the accom-
panying description.

[0032] Referring now to the drawings, FIG. 1 shows an
exemplary implementation of a system 10 according to the
present invention for managing a WAP gateway through
SNMP. System 10 features a WAP device 12, for which a
non-limiting example is a WAP gateway, more preferably a
WAP gateway device for translation, although of course any
other WAP gateway device could be substituted for WAP
device 12. WAP device 12 operates an SNMP agent 14 based
on the standard TCP/IP stack in part of UDP, which may
optionally be implemented as a software component,
although of course other implementations are possible under
the present invention. SNMP agent 14 has an associated
local MIB 16, which is optionally and more preferably
provided as a plaintext file. Local MIB 16, along with SNMP
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